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Red Hat Advanced Cluster Management for Kubernetes &1zt 7 # 4 Kubernetes IR L1, LUK
NELRE. REEGRBREENNARFEMRREEINE, TXMRAR, BAUEESINEHRREE
IR, NARFM GitOps EMESE,

BE  —EThEEMAHERNRATT AR,

THRELSARRITIRANFRE :

e WB{#FF Red Hat Advanced Cluster Management for Kubernetes &35 7T Red Hat Advanced
Cluster Management for Kubernetes B9k,

e FHEM Open Cluster Management FiEERI A FHRARNRE, K. S5, 1550
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BREMA. SHZEHERTR T BINMERE.
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G H RS BRI R

ZFFRT R OpenShift(SNO)YRBMZITIEINER &, MBESER, HESMF T R OpensShift &
BERENSHE IR,
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187d Red Hat Advanced Cluster Management £ Submariner multicluster FI%% AR 25 B9 —LEThEE
BEWTH, NEFEZER, ESMH Submariner multicluster networking I service discovery o

J2 B Globalnet $#£#2857E /2 A Submariner fEEN 2T ESH CIDR, MNEEZER, 1ESH
Globalnet,

1 Advanced RISC Machines(ARM)ZR15 L3EE hub £, LIRSFAMEERER,

Central Infrastucture Management IfE X # LA T & LB Metal3 : ##4l. Red Hat OpenStack
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None,
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il ManagedClusterSet N{EIRFHN D EAEESNZEEREUE— default TEELE., NFE
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https://docs.openshift.com/container-platform/4.10/release_notes/ocp-4-10-release-notes.html#ocp-4-10-dynamic-plugin-technology-preview
https://docs.openshift.com/container-platform/4.10/web_console/dynamic-plug-ins.html#dynamic-plug-ins_dynamic-plug-ins
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../../html-single/web_console#console-overview
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e {# [ Red Hat Advanced Cluster Management & FI3E#E # OpenShift Cluster Manager 124t#]
OpenShift 4 528, ZUBERIA, API M vialphal EHZE vi,
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e I1E, 1E{FF Red Hat Advanced Cluster Management %% 5 VMware vSphere 2 Red Hat
OpenStack Platform Q25 EN, EAILEEIEHRIEEMFEENERNENE. MEEZER,
S VMware vSphere |2 &Zi1E, #177 Red Hat OpenStack AlIE&ZIE .

BESIEPHNRIEES BY. MEELZER, HSRHEEEUELE PRI M a8,
e multicluster engine Operator BEVE N — N operator 1244, FAFIQmEBHNEE,

multicluster engine operator 3 #F#5 = F1&IE A /0 BY Red Hat OpenShift Container Platform #
Kubernetes e84 mEHAEIE, Red Hat OpenShift Container Platform /& multicluster engine

operator BT R4,
BTN, -

BB LU TSR B ThREVE N RORTIIT -
e Managed-ServiceAccount i RITEEZEREPAIRIMRIRS K. HGHRIAER

o & # Enabling ManagedServiceAccount add-ons (¥ R7iH) B9 multicluster engine
operator X148, LATHEZER.

o MEBEHELFELR, ESH MultiClusterHub advanced configuration F1BJ Red Hat Advanced
Cluster Management 344,

o hypershift F N4 4 AT ES B IR K MARIEE OpenShift Container Platform control plane, &1
ST efisEia . HEHRBIAER,

o MFEEL[FELR, HSM Hypershift add-on (3ARTY) BY multicluster engine operator X
1,

o &S A Hypershift Mt N2 44 Red Hat Advanced Cluster Management 344 ($AR T
%), MURMERIEE control plane 8 (FATI) KTREZS,

o M HyperShift EXEFEEILE control plane &8, MFELER, HSHFERITEEN
control plane & (FARTI)

BXHMEHTY, HSRHEEE,

1.1.3. Applications

o MEBFMERZK API M vialphal 7+2¢E| vibetal, Placements & X. 7 Bir&ERE, BIrEBHEE
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../../html-single/clusters
../../html-single/credentials#creating-a-credential-for-vmware-vsphere
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e ApplicationSet @&/ Argo CD I F I E 1R, BN T X Argo CD M ARFMSERX
B, B UM RILE &% 52012 ApplicationSet, 1554 N ARRFERFIE L,

o ZEEEEH hub 8% L1 subscriptionReports BPRES N EEEEY Bk, ESHUT=ME
B FIREIRE -

o HHEYH SubscriptionStatus : XEZERH LHNARFIHIRE, BNEREE
appsub 5% 22 (A ERE R A RS,

o £ ##’ SubscriptionReport : X2 SR ELBNENMEN AREFNEFR SRS,
o R FATERY: SubscriptionReport : iXEIBEHRFEN ARRFHMEZERBEN ARSI
H

MBELER, ESMH RS,

BXHMNARFEE, HBHEENARER,

11.4. 5%

o (HATIEM YAML % metadataComplianceType 348 5 Hth R A R BN RBIIRZEF05E
2, MHEEZELS, ESH Policy APl,

o (EREREIFIRIBOHI—E, HS R ILELEH R,
o I7E, RIBEMBIIRFRIGIXEEN. 1S MRS ERNER,

o (ERILIEMA protect ZHEERLRT hub RRFRIGEIR L BUBREIE, H5, toSecret WEEMEEIE
£ hub REFRIBER D, MFEEZER, HS protect EEERS

MFETREZHRURRNEBERNER, FEHLE.

1.1.5. B ANZH 44

® 7f Red Hat OpenStack Platform $£&f_EE8E Submariner, SIZEZE R, 1HEH N Submariner
H % Red Hat OpenStack Platforms

BEEFRSATUHBAEE, HSH 7T

1.2. BRIA)
# & Red Hat Advanced Cluster Management for Kubernetes Y2 iR #E, LU FHREEERLITHRAE
BB RIRE, M E—MRARLYKEAE, & F Red Hat OpenShift Container Platform $£8%, && 4
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o EHME HHE KB

o EHMEREME XA
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../../html-single/applications#application-model-and-definitions
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../../html-single/applications
../../html-single/apis#policy-api
../../html-single/governance#policy-set-controller
../../html-single/governance#policy-generator
../../html-single/governance#protect-function
../../html-single/governance#governance
../../html-single/add-ons#preparing-openstack
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1.2.1. EF 5 X E X B[R]

1210 B0 P R RSO S AT R R B B e | O BR

ERLEFERT, B MIEHE Red Hat Advanced Cluster Management TS B EL fth 28 43 B PO R 55 4
TEEEEEIEERY., ERLEBERT, HERIERARSIHIMED.

IR EZXFIER, BAUFIIREIEENERD, HETHRU TS ERUMBR
1. SERRMATEEMRROEERE, FHRerERIEastbitt<dh, fli, BrRER
https://access.redhat.com/documentation/zh-

cn/red_hat_advanced_cluster_management_for_kubernetes/2.5/html/clusters/index#vols
ync,

2. TEBEEED, 5 html B html-single. #7 URL [/ 440 AR
7~ : https://access.redhat.com/documentation/zh-
cn/red_hat_advanced_cluster_management_for_kubernetes/2.5/html-
single/clusters/index#volsync

3. HEREBIET URL LAESTRY R IR BIIE E 505
1.2.2. B 5 2245518 k89 (A @

1.2.2.1. 7%, Red Hat Advanced Cluster Management [ —%£ Pod A RE& I F A IEBHIIR S

¥ Red Hat Advanced Cluster Management A4 EI#hk A5, BT StatefulSet B9V # pod AIRER AL TF
failed K&, XANFBAREE LI, SH—TEHB Kubernetes 7@ &M,

XA [A] R — NI RS fROR 5 R 2 MR KA pod. Kubernetes 2 B EN{E A EMIILBEHEE.

1.2.2.2. OpenShift Container Platform $£&5 2 KM AR

% OpenShift Container Platform & FHLNTERNS, &8 Pod RES, FEKHITREEARN1EIS
D ZRREFAEEKBIRE, INMTHREEN, E/L2HEEIFER,

1.2.2.3. A% fE, WAEE curator BHIZBIERIHEIT

M 2.4x HEEN 25.0 fa, WNEEF curator 523 ATRERRINZ1T. 4 Cluster Lifecycle Ansible S£R(HY
—%& prehook #1 posthook BIJ& T H N8 % 1 AnsibleJob, 1525 LU T A2 MR 25X N Al

1 REREEMNER curator BHIRIEREIZT, BITUTHS, HASERBLEHEIE
operator #J multicluster-engine i % %2 (8], L& open-cluster-management fn 22 [ :

I kubectl -n multicluster-engine get deploy cluster-curator-controller

I kubectl -n open-cluster-management get deploy cluster-curator-controller


https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_management_for_kubernetes/2.5/html/clusters/index#volsync
https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_management_for_kubernetes/2.5/html-single/clusters/index#volsync
https://github.com/kubernetes/kubernetes/issues/60164
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2. MRMANEE curator #HI2RERTEIZ1T, MIFR open-cluster-management 6n 4 22 5] R EY
cluster-curator-controller. Z{TLLF&4 :

I kubectl -n open-cluster-management delete deploy cluster-curator-controller

1.2.2.4. Create MultiClusterEngine &5 o5 1IE % T

£ Red Hat OpenShift Container Platform #£#l& %% Red Hat Advanced Cluster Management for
Kubernetes f[5, SHIM—MFAUTERNEEED :

MultiClusterEngine required

BB —4 MultiClusterEngine {3k {#E ;X4 Operator,

i HHE OB Create MultiClusterEngine I Al BETT/AEE TF. EINAERXAN AR, 1E Provided
APIs E849B9 MultiClusterEngine PRl H1£5 Create instance,

1.2.3. B S Web #2158 XA [H] &

1.2.3.1. Red Hat Advanced Cluster Management ki & 2.5.x % # dark 3

F#X Red Hat Advanced Cluster Management kit A& 2.5.2 X B S A FF1E Red Hat OpenShift
Container Platform iRAs 4.11 L2 %F 2.5.x it &, 1B Red Hat Advanced Cluster Management 2.5.x R #F
dark R, FEIXEBEPEZMA dark B3, HFAHE Red Hat Advanced Cluster Management fik A 2.6 /5
dark #&£x,

1.2.3.2. multicluster engine for Kubernetes operator fit A& 2.0.x 7% #F dark &=,

F PR multicluster engine for Kubernetes operator 2.0.2 X E#hkA, {B7E Red Hat OpenShift Container
Platform iRA 4.1 EX#HEHM 2.0.x kA, 1B multicluster engine for Kubernetes operator 2.0.x A% ¥
dark R, FEIXEBEHRZEMA dark B3, HAHE multicluster engine for Kubernetes operator iR 7 2.1 & /5
A dark =,

1.2.3.3.LDAP AF &R XA KNEH

LDAP A E&RRDK/NEM, FEANETHLINSE LDAP BRPEENS ETEMEE.

1.2.3.4. Firefox BB R A T 8ETC L R 124 B B9ThEE

% f ¥ Mozilla Firefox 74.0 2 Linux, macOS #1 Windows RIS RA, H TIREBRIFHNFER
M, EFAREETRAE,

1.2.3.5. B3R B E LHBIFME AN RE

LR FE#7 searchcustomization CR FHIF K/, PVC BBEARNE., MREBEEZFMHEHKN,
FRAUTHSEH PVC (<storageclassnames>-search-redisgraph-0)

I oc edit pvc <storageclassnamex>-search-redisgraph-0

1.2.3.6. R E IR R

MRIMRL KR, FEESNINITY &R, BRENTESEN, SB@THERER, IMERSEEET
BREN0MWELT.
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I kubectl annotate route multicloud-console haproxy.router.openshift.io/timeout=Xs

1.2.3.7. TR EEFENMREFAE
LTV H admin AENEREREGZERHER, EARKBEIRULTHEERER

ResourceError: managedclustersetbindings.cluster.open-cluster-management.io "<cluster-set>"
is forbidden: User "<user>" cannot create/delete resource "managedclustersetbindings” in API
group "cluster.open-cluster-management.io” in the nhamespace "<namespace>".

BRI, HRFRLENIERES €6 4 22 A & A2 kR ManagedClusterSetBinding %
R, ABAERIRITHEHENERGRZEN,

1.2.3.8. £EIFBEPHERT BER
LIRTEEH B hEREEIFIBN, ABERTE Nodes 5k Machine pool ETEHEEUTER :

worker T RHBIEEMXNEHDBIR. = View machine AT BRIZEIRE (EREEFIEPR
BRE K ATRER Z LA B H])

IMRZANSRM, NEEIER User Provisioned Infrastructure (UPI) REERIMNFE, ZRISBRAER, X
BFIEARZ control plane —EB9#Y worker 17 sy, SHINER, MR worker R BEZERMEIEEEH, m™
ARV EBHLEM, A LUER Installer Provisioned Infrastructure (IPl) R B &5 IR B R ER,

1.2.4. B50189 7] WL E {4 0] 3

1.2.4.1. Service-level Overview (Y &K#x _EE S H local-clusters

WL hub ERHFE AR S3 7458 E Red Hat Advanced Cluster Management observability 5, &
LUTE Kubernetes/Service-Level Overview/API Server {{ R eI F 77~ 228 local-clusters, EE R
SEBELUTERDPRNMLEER © Top Clusters, 17 SLO BIEEFH, LR JFE SLO BIEE#EZ., local-
clusters @5 H= S3 FilRBMME—KE, ZBHLEZ A local-clusters ERIE(EFRIRHP, BENH—
B hub SREFFEAEX hub EEFHY S3 FHAHERERE Al LB M4,

1.2.4.2. Observability endpoint operator Fo &R EUER (%

INRIBONEE— pull-secret A T EBEZI MultiClusterObservability CustomResource (CR) , H open-
cluster-management-observability &% Z2 [A| )% A& pull-secret, ] observability endpoint operator &
KM, YIRS AHEES ST AFEA Red Hat Advanced Cluster Management I8 Hive £88, TEE
SEEE FFOIE pull-image secret,

MEESER, HBHEATIEE,

1.2.4.3. % A3 B ROKS # HyperShift S£E£H95K1E

Red Hat Advanced Cluster Management observability A&7 N B (L FRHR A &7~ ROKS &E&EH
HyperShift S£E8£fR IR, X EE N ROKS #1 HyperShift R ME( 1E MRS 252 FHE(T API BRS5 %%
187, LLF Grafana (U ERMR B &AL HF ROKS # HyperShift S£E¥HImE4R : Kubernetes/API R3S

Za Kubernetes/Compute Resources/Workload Kubernetes/Compute
Resources/Namespace(Workload)
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1.2.4.4. %8 3% B ROKS # HyperShift 251 etcd 2iE

X F ROKS 5£2£#0 HyperShift ££2%, Red Hat Advanced Cluster Management observability S&FE{L R
WREY etcd ER A T REIE,

1.2.4.5. search-collector pod B& CPU f§ =<

LEEIE 1000 MNEEEM hub EEEHZAESRES, search-collector pod £ NAER B (OOM)M A,
SERA TSR

1. fNRTME hub KR EERA THEER, XRKEXEERE search-redisgraph-pod, &if i search-
collector ERE4E 1 0 D JZIKﬁE{Jﬁ’J‘P\]ﬁFHEO

2. WNR7E hub B LA TR, XEKEEE T search-redisgraph-pod, 1#%%#% search-
collector ‘&B%%i@ﬂuﬁﬁﬂﬂﬁp\]ﬁo

1.2.4.6. R AIEH TR, #3ER pod TETHK TLS EF T2

EXLEBERT, R Pod AFEFIETENEENEMNTE. XRXFIBUERS pod BIMIEHRITE, #HimS
2 Transfer Layer Security (TLS) #8F XMW, BRI, FG1EE Pod LEEIES,

1.2.4.7. Grafana 124 & % B 15 Ir 301

o STERTIHTE Grafana IEHIE R R KN :
L TE Grafana 245 IS RFEFMET, AR NS THINSEKEILLTHESHEER ¢

"Annotation Query Failed"
EFRIFTEER, BIEERE 2 ERE hub 2%,

® rbac-query-proxy pod FREYEEIR
BFR#EF 7 managedcluster FiR, ErIgEREE HERFRIIB R EILL T

no project or cluster found

REABNRFETHENNER., MFERSER, ESHETAGRFET,

1.2.4.8. R EEEE LM Prometheus $iE R X
EINER T, OpenShift £BY Prometheus & AIG %, Prometheus RIEE /SN X KA ITEIE.

SNSR1EH Red Hat Advanced Cluster Management &/ OpenShift Container Platform ZE &8 £/F
A2 T AT IEM, observability ifis Operator &RINZISH alertmanager ELiB 3 B 3) & /5 A it
Prometheus, LLULE#T cluster-monitoring-config ConfigMap.

1.2.4.9. Error ingesting out-of-order samples

Observability receive pod IRELUTHEER -
I Error on ingesting out-of-order samples

HIOHERT, EENRKFIRAF, BRERRAOERN A FIIEEE LT 2 AIBE SRR A X80 F
SIEHEIR, ZHILXANEI—R, Thanos #lgs & E=FEIE, iZﬂﬁE%EGrafana{X%*&EF'LU_'EI’J%GEEF'
EARERR. IMREBEFIXADEIR, BUCHEMRERREME — N ESE, Fn, a7 LU H R
2 60 ®,

10
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RAEEREFH FREOXE N BEE (3030 #) B, FRFEFNXDEE, EFEE, HIsRKERRER
WE NBINE 300 BT, REBEIXANEH,

1.2.4.10. Grafana SpEESZEEE P KW

MNRFBHEMKNET 50 FFT, Grafana LHIFAESHBRNTEERE, ERBEBT7TINRMER, REAE local-
cluster HINTE Grafana #,

1.2.5. EMM S £ RS IEE X8

HEEUTESEHEEEXMNE RN A HFRS

1.2.5.1. BENEHCBMAMIDERNREZNE, NEHMAGRRR

U F FENE R F LT TR R A R OB LR, WIS A X EBRIETE Configuration for
disconnected installation R HIEIEH, EAREEEECIEIEF SmESRTPMATI],

L4 {8 VMware vSphere 5% Red Hat OpenStack Platform SN EFIM FHEZM R E QB LR, MRE
B—MEBFREVINERR registry, RILITE BT BEH) LR 00 B 5800 B 015 (E A EF BRI E.
INRERBEHOBEFIARESRPRMAZIET, SEHRZE,

1.2.5.2. i FFE BN LR EFNEIETTEX 2 A EIES

LN, VMware vSphere 2% Red Hat OpenStack Platform SN EOIREIER, BER, #FHFEHEL
LRI ERA M INEEHAEFTEREETHRANE, RIRERFITERDIUET, EBARE LR
SERAXLETIRE. MRAREMAFEENREZTERNRNIEY, S UEFEHHAZNIES,

1.2.5.3. MIBRME AN, FohifRZE SRR LRTER VolSync CSV

WIRM hub &R VolSync ManagedClusterAddOn i, ©& k3 & &2 E# VolSync operator
T, BRRMREERSHRACSY), EMZEERRFHMER CSV, BHEREZEMR VolSync WBNZEER
BhZTUTRS :

I oc delete csv -n openshift-operators volsync-product.v0.4.0

INRIELRET FREMAR VolSyne, 15 v0.4.0 B H ML ERA,

1.2.5.4. ffi [ sushy-tools I B & EN ZEEHF KW

LIR(ER sushy-tools TERN LB RS EELMHN, BERTERIKN, FHE= ERN cd HifjikE] 500 i
Pro X FKHETENZITHERE, FH sushy-tools A RIEE 2 A5,

THBRIEMERA sushy-tools IRHTRA, FHEHED) sushy &Ll ERRARRX A,

1.2.5.5. 7£ OpenShift Container Platform 4.10 & &R EEEE WM hub & kM

WIRTEIZ1T OpenShift Container Platform R7 4.10 B9 HER hub LB & EHIERERS, provision KM
FRRLUTFEISEE © 'timeout reached while the node', B i XN A, 157E install-config.yaml 3
e ZE M provisioning M%%, N TFHIFRR :

platform:
baremetal:
provisioningNetwork: "Disabled"

1
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NFEA X provisioning MEKEZ(ER, 1ES M OpenShift Container Platform 3CA% B &
provisioning M4 iE1TERE,
1.2.5.6. MR ERBFET 2B IMREIRZE

fii% ManagedClusterSet /5, RINEIBNZERHENINEFA2WE DN, MENBRSERHELESS
KB ZERBEFIIMMRZITE, ZIRERELLIT RO - cluster.open-cluster-
management.io/clusterset:<ManagedClusterSet Name>.,

1.2.5.7. ClusterClaim #£i%

INRIKELRT ClusterPool £3]# Hive ClusterClaim #F5f% ClusterClaimspec £ B F R E N TN
B9 golang ], Red Hat Advanced Cluster Management {2 1L B 173 1/Fi & ClusterClaims, i
FTREBATERIF,

R L E XIS, BT LUE clusterclaim-controller pod BEFREZIUTHE, BR—NHAMEAT
MEME B ETA :

E0203 07:10:38.266841 1 reflector.go:138] sigs.k8s.io/controller-
runtime/pkg/cache/internal/informers_map.go:224: Failed to watch *v1.ClusterClaim: failed to list
*v1.ClusterClaim: v1.ClusterClaimList.ltems: [Jv1.ClusterClaim:
v1.ClusterClaim.v1.ClusterClaim.Spec: vi.ClusterClaimSpec.Lifetime: unmarshalerDecoder: time:
unknown unit "w" in duration "1w", error found in #10 byte of ...|time":"1w"}},{"apiVe|..., bigger context
...|clusterPoolName":"policy-aas-hubs","lifetime":"1w"}},
{"apiVersion":"hive.openshift.io/v1","kind":"Cl|...

18 W] A PR T RR B0 75 BR.

SNRMPR T AIEMHBIFER, NERATUERTEF—SRXENER TERRINIETHHE,

1.2.5.8. " RIES BE&HNERTRS

clusterimageset /0 F fast 5@, BB SHWERL T stable 5iiE, BRI, @AM HE AL B
OpenShift Container Platform 5£2%,

# A OpenShift Container Platform #£ %I & B IEMEVIE, = Administration > Cluster Settings >
Details Channel,

1.2.5.9. FHBE L CAIERRE R HIREM hub & EEATER KN

S ZELRBEEABEE L CAIERM hub REMNERE, SEEREMN hub SR FAIMNERETRERKM, X
ERNERER hub £ EEB &M CAIET, BRE1EE, BSESHMNHGLZERFEE L CAIERE
BEEHIFRE 8 hub £2f E# <managed_cluster>-admin-kubeconfig secret,

RR : MREBEVBREMBIARTIGL CAIEREHE hub &8, SRBIAREE secret R, LERAE
PEIARIRER, hub MIZEEREZFIMNEERB TR,

1.2.5.10. local-cluster RIBETCE B B EFT 01

SN 1E disableHubSelfManagement #i% &/ false F5ffitlB& local-cluster, Ml MulticlusterHub
operator RE#H A% local-cluster, 98 local-cluster f7, AREAS B ENEH O local-cluster,

o TFRFXANAI, {ETXEH MulticlusterHub operator IR EER, 1HS WL T RA :

I oc delete deployment multiclusterhub-repo -n <namespace>
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o EIF9E local-cluster, £ MultiClusterHub ¥ disableHubSelfManagement % & 7
true,

1.2.5.11. 7E QI BB R AT B F

% Red Hat Advanced Cluster Management 2l & QIZE N EREERERT, AT NEREF — N THF
M. BRACHBETER,

1.2.5.12. Google Cloud Platform LEHIEEEEE & KK

IR ZHIE Google Cloud Platform(GCP) LB &£ &N, AIREaKkINF T RU TR -

Cluster initialization failed because one or more operators are not functioning properly.

The cluster should be accessible for troubleshooting as detailed in the documentation linked below,
https://docs.openshift.com/container-platform/latest/support/troubleshooting/troubleshooting-
installations.html

The 'wait-for install-complete' subcommand can then be used to continue the installation

REI LURITTE GCP B /AR M4& 2 AP SRERRX AN, ©RITEREFREIREIT

1.2.5.13. {8 Infrastructure Operator FF1TEEEEE & KW

LM Infrastructure Operator 8/ OpenShift Container Platform £EEH], 1SO SN XXHLTRER XK
K, BREMKEEBHERESNERETRN., EREIRSEMM, HRMUTSHE

L IZfTUT S, EEGEEANEENENENGES

I oc get bmh -n <cluster_provisioning_namespace>

2. 1517 describe S LUE B IAER

oc describe bmh -n <cluster_provisioning_namespace> <bmh_name>
3. RULIT RO IR TR R XM &R KR (R
Status:

Error Count: 1
Error Message: Image provisioning failed: ... [Errno 36] File name too long ...

MR IR, BERLTFLLT OpenShift Container Platform iRA L, [FhE AR VE 5 A F &R
% .

o 4817 REERRAK
o 496 REERIRA

h T EEFRIXNEER, I OpenShift Container Platform F24El 4.8.18 SiEEARA, =X 4.9.7 HEEhRA,

1.2.5.14. To;% /KR Azure Government 5£2¥
LBIRZIAIRER Azure Government &EEI, REERKIN, HERAMEIE S pod HEPHILLTEE IR
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I Confidential Client is not supported in Cross Cloud request

1.2.5.15. F AR R ZIREF 5 AF local-cluster IR N E L

LIRENZHXUTRREIHNERTEREHT S AL N local-cluster B9EEEEHT, local-cluster F1EH S AR
SRR ST B,

BN A RIS, BB THI
1 £ hub SEEHIZITUA T a9, LUmE4aHE hub SRR B BIEERILE

I oc edit mch -n open-cluster-management multiclusterhub

2. #hN spec.disableSelfManagement=true % &,

3. TE hub £ HIZIT LTS LU H EFHERE local-cluster :
I oc delete managedcluster local-cluster

4. FIALLT @ SHIER local-cluster EE & :
I oc edit mch -n open-cluster-management multiclusterhub

5. MRz BIARINA spec.disableSelfManagement=true.

1.2.5.16. (ERIBIME R {# A Ansible BEbiFTERBE &KW
WIHB U TE—RM4N, RENBAIBEZEERM AnsibleJob BIRATRER KL :
o hub ERFERATEEEHENRIE,

® Ansible Tower REE@ITAER I,

1.2.5.17. klusterlet Operator BJRR A %15 hub &8 [E

INRITEITRE klusterlet operator S AZEEEE, klusterlet Operator BIMRA WA/ 5 hub SEE$HI AR A4
@, =& klusterlet Operator ¥ J5;EIE & T,

1.2.5.18. TEFIMFZ E R v B ZEH

BEEFIMBRZERHNHLZEN, SEERMRAEAAEZTEEHIBEREEIIMNR. IREPBESZE
SHAFIMNMRZERHGREN, SEEHRIENMZTERREE D IFELERT., EMREETRAL
HSERE, EMNIBNSEREDFIMPRALS.

1.2.5.19. #%% 2.3 FE L ERRAERBFHHIEIE

¥ Red Hat Advanced Cluster Management #2¢ % 2.3 5, ETEEFA N FIHENH Red Hat Advanced
Cluster Management /2 EEMEMRZERRFIEUE secret,

1.2.5.20. hub £ MR E RN EIRE S

hub RN BIEEHNN A ERA RS, EEFHIE S TR unknown, HE/LAHHKRZE available,
MIRIEFECE T Red Hat OpenShift Container Platform hub 5£E£Rf (8], 1S BE LT M.
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1.2.5.21. 7% 5 A IBM OpenShift Container Platform Kubernetes Service £ 2845 E iR A&

& TCi% 5 A IBM OpenShift Container Platform Kubernetes Service 7 3.11 5£8%, X IBM OpenShift
Kubernetes Service BB #HTHIRR A,

1.2.5.22. 9B OpenShift Container Platform 3.11 A &lfR open-cluster-management-agent

LR E OpenShift Container Platform 3.11 LIS ELREENS, open-cluster-management-agent &3
IR RE B EhNbR. 21T T e R FohiflpRen & 22 (A

I oc delete ns open-cluster-management-agent

1.2.5.23. "X FHEFHEEHHITHD) secret BHf
LR N EY BN, EEMNEFUINBHATREMRZERPER, AXIEEREZIEREN
S NETEHF LA Z E RN, TR, MRXETIMER, HHEHNEHYEZITUTRS
EEHVIFIBH

® Amazon Web Services (AWS)

oc patch secret {CLUSTER-NAME}-aws-creds -n {CLUSTER-NAME} --type json -p="[{"op™:
"add", "path": "/stringData", "value":{"aws_access_key_id": "{YOUR-NEW-ACCESS-KEY-
ID}","aws_secret_access_key":"{YOUR-NEW-aws_secret_access_key}"} }I'

® Google Cloud Platform (GCP)
iR E Ry SR IMRE I ZNESM Invalid JWT Signature HEHIRER, NIKRLET X
Nad, MREMBESSIHEE, EREHFH Google Cloud Provider RS51K - JSON ZEEHFF
AL LTS

oc set data secret/<CLUSTER-NAME>-gcp-creds -n <CLUSTER-NAME> --from-
file=osServiceAccount.json=$HOME/.gcp/osServiceAccount.json

¥ CLUSTER-NAME &5 /) S£B¥ 09 & 71,

{3244 $SHOME/.gcp/osServiceAccount.json E#:h & &% Google Cloud Provider AR 51 F
JSON ZEEHBI SRR R,

® Microsoft Azure

oc set data secret/{CLUSTER-NAME}-azure-creds -n {CLUSTER-NAME]} --from-
file=osServiceAccount.json=3HOME/.azure/osServiceAccount.json

® VMware vSphere

oc patch secret {CLUSTER-NAME}-vsphere-creds -n {CLUSTER-NAME} --type json -
p="[{"op": "add", "path": "/stringData", "value":{"username": "{YOUR-NEW-VMware-
username}","password":"{YOUR-NEW-VMware-password}"} }]'

1.25.24. TEEHERPEESELRHNT RER

3% hub & FTIRA RBAC BRET, #R3E Red Hat Advanced Cluster Management B9 /' RBAC &,
AFARIASEIREZEEHNT SR, BRNERTEES KM Nodes TIEH B RIERTE,

15
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1.2.5.25. fH % B F IR R B ST

0 SRR, E— I\ ALKL: BT Destroying 75, BEBTRMME, BRAXIEE
FRUATHE :

1 FOBRRTPEEMINTR, BFESZESM KK SRR TR,
2. BiALLF oS h EFEMIBREY S E & BF1TFF ClusterDeployment :
I oc edit clusterdeployment/<mycluster> -n <namespace>
¥ mycluster Z#: N IEBHB T ERBEMNET.
FAZSEEHNGREREH namespace.,
3. Mk hive.openshift.io/deprovision finalizer, LU HIE 1k 25 1E = AU £ 8 TR AOIHFE,
4. REIEHED, KIE ClusterDeployment 24& B AE1E,
5. BT T e B FoMR R E LR B2 -
I oc delete ns <namespace>

FAZSEEHNGREREH namespace.,
1.2.5.26. T %3 FA#EH] & 7F OpenShift Container Platform Dedicated L2} OpenShift
Container Platform S &5
IR EEfEF Red Hat Advanced Cluster Management 2l & #+4 OpenShift Container Platform
Dedicated EAE Y OpenShift Container Platform & 52,
1.2.5.27. TEEEERM B RITFE
RHEZEEFPRERRNERIFEITEARERKN, THTEERR, BRITRRSEREPH work-
manager M INZH A4 F Available R,
1.2.5.28. I;%# F Ansible Tower 5 IBM Power 5 IBM Z %% hub 2852 %

%4 Red Hat Advanced Cluster Management for Kubernetes hub 5 &£7f IBM Power 5 IBM Z %% L1217
Bf, &I5EER Ansible Tower &£, KN Ansible Automation Platform Resource Operator A4
ppc64le =% s390x iR,

1.2.5.29. 3k Red Hat OpenShift Container Platform &% 8% % /12 F LoadBalancer

Red Hat OpenShift Container Platform &£&$#13F OpenShift Container Platform 5£2$ & #F pod B&IH
8, {B3F OpenShift Container Platform &85 2 /5 F LoadBalancer R {ER %088, TR TS ELUS
Fi LoadBalancer :

. SHNBETREW LoadBalancer Bt B, BXxEZER, 1HIINERN=HNFEXHE,

2. K2% loggingEndpoint 2% .-~ managedClusterinfo 1753238 1E Red Hat Advanced Cluster
Management £ 275 7 LoadBalancer.

3. BTUT@4%, LUEE loggingEndpoint.IP 5 loggingEndpoint.Host 2 5 B85 A% IP Hthilt
HENA :
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oc get managedclusterinfo <clusterName> -n <clusterNamespace> -0 json | jq -r
".status.loggingEndpoint'

INFA X LoadBalancer KB EZE R, 1HS [ Kubernetes X4 By Service T1Hs,

1.2.5.30. 7% f5, cluster-proxy-addon ~&/E5

M 24x A% EN 2505, cluster-proxy-addon F/5%/], cluster-proxy-addon-manager <5|% —
nil 155 R E,

B EEERIX AN AR, TR TSR
1. 2H cluster-proxy-addon, F&HENEENTHRELER
2. M open-cluster-management 14 22 [A] F it B} cluster-proxy-signer secret,

3. /5 cluster-proxy-addon.

1.2.6. BB 5N AR FEEE XA N8
TEB LR R AR R A 6 B R B B 4N A1,

1.2.6.1. N 72 ObjectBucket JiiE R B TAfE A allow # deny 7z

IR HETE subscription-admin A& # ObjectBucket B R EUIETE allow # deny FIFK, TEHAhSIE
KA, lTlﬁJ':FE’J allow 1 deny FIFRRRETLLEREWILE Kubernetes IR, AR AR ERBHHLE

Kubernetes %R,

1.2.6.2. Argo Application F5;5E8E %l 3.x OpenShift Container Platform % &5
#HE R Argo ApplicationSet 5% 288 £ 3.x OpenShift Container Platform & &£EE, FEH
Infrastructure.config.openshift.io API 7£ 3.x LR~ AF,

1.2.6.3. X multicluster_operators_subscription SR B R AR B £

EZESE 2178 application-manager K iNZE 4 II7EH subscription operator 2028, J5& ZRiIH
klusterlet operator 2038, 1T % operator %8 & X multicluster-hub, & t%} multicluster-hub & %5
B ConfigMap ## multicluster_operators_subscription &M BN A B EIE K,

SNRIT 7 operator {8 A BYER (%@ 1d B X multicluster-hub #5555 ¥ ConfigMap HH

multicluster_operators_subscription 5i{&&E %, NIZE%KE+HH application-manager add-on F&
FERAHEE, BEENTH operator pod EF Wik, BEEEE pod,

1.2.6.4. N AEFHEINL RN BRERF

INRETRREM Gitops LI |EEGHEE LT ApplicationSets, ] Application topology & i R 15
BN AR, INREZET %1 Gitops SLfl, NEA Gitops LI EFHREZFRH ApplicationSets,

B ApplicationSets FIRIMITTEEH TR, X2ENAINEEX 208 ApplicationSets #6p 4 22
[l

RIRTESD Gitops EHIFERATRNATOIZ ApplicationSet, LUEH Z R,

1.2.6.5. BRIEBIET] M BB G B RIS TR
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%I F Red Hat Advanced Cluster Management it & 2.4, BRIANIER T, policy.open-cluster-
management.io/v1l SR BN FAERFITHERE,

T EE AR REEN ARF T LRSI INT .

MBELER, WSHLITHEERSMOERITHIELSIR, EZEIM Red Hat Advanced Cluster
Management iRAH, HIIAE LN AR HEER policy.open-cluster-management.io/v1l FHR{BAR
B, MRIENBRFITHEITHNEERATE,

1.2.6.6. I FAF2% Ansible hook T =

A% Ansible hook JRITHER, E{EFII UL hub £Ef FEBZ Ansible hook, BRI LUERLLTIT
YAML :

apiVersion: apps.open-cluster-management.io/v1
kind: Subscription
metadata:
name: sub-rhacm-gitops-demo
namespace: hello-openshift
annotations:
apps.open-cluster-management.io/github-path: myapp
apps.open-cluster-management.io/github-branch: master
spec:
hooksecretref:
name: toweraccess
channel: rhacm-gitops-demo/ch-rhacm-gitops-demo
placement:
local: true

B2, LEEEEKZREMIE Ansible 24, K4 spec.placement.local:true 5L standalone &=
BATEIT . IREBETE hub XA AIRIT [,

1. DIEERE R local-cluster BB LI, &5 WL TRA -

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:

name: <towhichcluster>

namespace: hello-openshift
spec:

clusterSelector:

matchLabels:
local-cluster: "true" #this points to your hub cluster

2. BT R RIZREMN, HSHLUATER :

apiVersion: apps.open-cluster-management.io/v1
kind: Subscription
metadata:
name: sub-rhacm-gitops-demo
namespace: hello-openshift
annotations:
apps.open-cluster-management.io/github-path: myapp
apps.open-cluster-management.io/github-branch: master
spec:
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hooksecretref:
name: toweraccess
channel: rhacm-gitops-demo/ch-rhacm-gitops-demo
placement:
placementRef:
name: <towhichcluster>
kind: PlacementRule

MAMER, ENIZEE hub SR AR Ansible S,

1.2.6.7. hN BREFREAEBER

B Editor AGMA N RFENBRRFR read X update %1, BiXEMA SR hEEN BERF
B create # delete FIF(PR, OpenShift Container Platform Operator Lifecycle Manager BRIV X BERE
W mAIKE., BRI, 1EEBUTEE

1. 3217 oc edit clusterrole applications.app.k8s.io-vibeta2-edit -o yaml LUTFF 5 AR 4miE &
HAR,

2. M verbs FZ& AR create 1 delete.
3. REFRN.

1.2.6.8. JtE EMN IR A &

£ Editor A& HITRIA 7 RIZ B M R A read =X updatef(R, BE NFEHIR, Jikssthrlae
£ 7H create # delete #{fR, OpenShift Container Platform Operator Lifecycle Manager BRIMNZERE
W RAIKE., BRI, 15EBUTEE

1. 1517 oc edit clusterrole placementrules.apps.open-cluster-management.io-vi-edit L 3T
N RRFREERAR,

2. M verbs FZR iR create 1 delete.
3. RERN.

1.2.6.9. EEHWREMN X BB BRERF

RN ARFEERHFNEMNNGEREEE, Kk klusterlet-addon-appmgr pod S IETEIZ
7. Klusterlet-addon-appmgr @& &£ in RERFHIZ1THI A 2%,

& B LLiZ1T oc get pods -n open-cluster-management-agent-addon 345k,

&R BT LATE 3 & 8 3R kind:pod cluster:yourcluster 7 & klusterlet-addon-appmgr 25 1Ei2
7o

NRFERIUE, EEXBERFAERFERLIL.

1.2.6.10. Subscription operator A& —1 SCC

METHEEL S Red Hat OpenShift Container Platform SCC #8XxBE R, 1S A EIE Security Context
Constraints (SCC), BREZERHMEN—MIANEE,
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ARPFEEBEARNZEME L SRR . 1] operator ZLEBBIIE—1 SCC, pod HE
BAEEINR, RE—NRE2MLETXAR (SCC) CR, LUEAERARS MG S SRR, LUEE
FEBRIA A5 F 22 [B] R O pod:

BEFEMBZEAPOE SCCCR, THRUTIEE :
1. HEIEEEHE LRSI, Flin, EELT nginx & :

nginx-ingress-52edb
nginx-ingress-52edb-backend

2. TEEp A HRAIE SCC CR NARSSIK A Stk P 2 BEEAT R BINBR, S WA TRA), EARMT
SecurityContextConstraints :

apiVersion: security.openshift.io/v1
defaultAddCapabilities:
kind: SecurityContextConstraints
metadata:
name: ingress-nginx
namespace: ns-sub-1
priority: null
readOnlyRootFilesystem: false
requiredDropCapabilities:
fsGroup:
type: RunAsAny
runAsUser:
type: RunAsAny
seLinuxContext:
type: RunAsAny
users:
- system:serviceaccount:my-operator:nginx-ingress-52edb
- system:serviceaccount:my-operator:nginx-ingress-52edb-backend

1.2.6.11. N AR IE B EME—HI6 7 22 [H]
HERE—aAZERPORSNMER RS ST hub FEF IR,
WU&D, LREF R RZEM charts-v1 {FJy Helm REWIERA, RIAEE charts-v1 HOREMH A

B, MAREEM —pRZERPLUEIE, AEMERERMMGEZZENR, B GitHub ERS, BilF
5’77_/\ G|tHUb /")\JE/\?F'F'% ]Eﬂo

1.2.6.12. Ansible Automation Platform {E /%K

YIREFEREBRIET, Ansible fEML %1217, REEFET -cluster SEFE RSB LI, Ansible
Automation Platform Fi2{EH. X MEZEHIT Ansible /E L BIFFE H 14,

1.2.6.13. Ansible Automation Platform operator ESIE4i/5[7] Ansible Tower

Ansible Automation Platform(AAP)Operator J&i% i 17| Z FFCIEH) OpenShift Container Platform SE8£4}
B Ansible Tower, ZEfRIXA A, B8 LERIEHZRLE Ansible tower, 1550 Ansible Tower 12 4tH]
RELIR,

1.2.6.14. TEhR A 2.4 448 Helm Argo N BRIEFIT R4 B RERE R
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L3 Helm Argo N FTEFHT, BIR1ERATE YAML XHIERF SN, F9E Errata 241 LUEE
%Eﬂﬂ%o

1.2.6.15. N AR FAMEXK

NERRFREMAERY 37 NEMF, MRFEFETXNME, NEASRENERUTHES

status:

phase: PropagationFailed

reason: 'Deployable.apps.open-cluster-management.io "_long_lengthy _name_"is invalid:
metadata.labels: Invalid value: "_long_lengthy _name_": must be no more than 63 characters/n'

1.2.6.16. b A2 12 & SRR
SHEHE B RRE Application REIPRH

® 7E Overview UM Applications 3# Advanced ZZE 71 L#) Subscriptions &/, Clusters 5l
RETMENARFHRNERFITHR. AINBEREFZHAMER EMFTRE LK, ATUAARE
HAOSEERERYP, TEMMNARERRESEAMERPIE,

® 7E Subscriptions B Advanced configuration FIZ™, Applications 1= Z 7~ A% 1T MBI AR
S, MRITHEBET FHNARR, B2 BEERGERTF,

® Channels B Advanced configuration FIZR 1, Subscriptions 1= Z R {E LB A &R RYIT
8, BXTSFEBREMITHEENIT, XIS SERRERP,

1.2.6.17. % BN ARFEG S HINLTE
2.5 M/ EE/#H) Console 1 Topology BE N, #2HlE& Topology TlHE A% AL IEINEE,

1.2.6.18. ApplicationSet FTR A TR ERKE

LIROEG TR EEIS ApplicationSet YAML ARE X HIn & 22 (6|8 ApplicationSet M Ff2FEN, FIR
REFREBIEIRI R,

1.2.6.19. SLIFAIIBAFIRIEN RIFHEN RREFHEEER TIF
RVFMRA TR RE T RN REFHE N RI2RF 1T P Fh T,

1.2.6.20. ApplicationSet B 5 A& B R EX R R

LFEA S Z A0 ApplicationSet #8EH URL #149 flli#%T ApplicationSet /7, ApplicationSet [
ST BRI ER,

BIERRR XN, 51 Path FEERH ARR.
1.2.7. BRI & A

1.2.7.1. i35 M Red Hat Advanced Cluster Management ;%4

IRFERAE G IDIRIEFEFE K E Red Hat Advanced Cluster Management i, fEaBETG;% M Red Hat
Advanced Cluster Management ¥4, HEFERAS IBM CIoud # Keycloak 1’|5j7%1ﬁh1 tI2F— il sm
Red Hat Advanced Cluster Management i & H X F15E>
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£ %1 M Red Hat Advanced Cluster Management SE#HR, S MAER B D IRILTERE £ 5.

1.2.7.2. Gatekeeper operator %2 KL
L IRIE Red Hat OpenShift Container Platform fR7 4.9 &% gatekeeper operator I, ZHR KN,

TE4F OpenShift Container Platform F2¢ &l 4.9.0 Z &, B4 gatekeeper operator #2¢E 0.2.0 hix
X, MFFELELR, HSHFAN gatekeeper # gatekeeper operator,

1.2.7.3. B K2 [ALTF Terminating RSN, EERIEFIH T complaint

LIEE—PERERE, ©™ complianceType S##%1% &7 mustnothave, remediationAction S##%
BCiE 7 enforce, TREESTEM Kubernetes APl 4 BIHFRIE KEHII N EM. Hik, ERIEIIHEM
if, Kubernetes ¥R AIRER—E LT Terminating K75,

1.2.7.4. {F FASRIEERE H) Operator A2 ARM

BARTRFLLED ARM IER, B ARKRIRER operator ATREAR X ARM I8, %% Operator BILL
TEREE AN FF ARM AR :

® Red Hat Advanced Cluster Management for Quay Container Security Operator

® Red Hat Advanced Cluster Management for Compliance Operator

1.2.7.5. SRB&AEMR [n] 7l
LR BB R IR R SRS EMNRE, SR EBEILLT A& :
o UIMNERIERIEEEMANHELME, THEIHEMMWE ERIENEIRSRE,

o JIRMEM hub & LIRS PR ERES, NIRERMSFREERERRED, EFRRMENR
Bo BERIANMH, HRBENKBAEFCEAE, LT LUMREA KK,

1.2.8. &1 1k 8 B 40103

1.2.8.1. &P IR EThEERE AT IBM Power 1 IBM Z

hub &M PR EINEEF E OpenShift API # BRI (OADP)#1F25. OADP operator RN5&FF IBM
Power 2% IBM Z Z8#4,

1.2.8.2. w6 551 HhZE

fEE hub REMBIN RSOV ER BN R, TRNEHATUER—FHUESHRE. XTRSEEH
R, XRIRE &R0 2 D) hub SRR,

passive hub EE 4R &7, EHNTE hub &+ /5 T BackupSchedule.cluster.open-cluster-
management.io 7R, BENIZFABEASGEYE, BN hub EBEFRERZ—NE hub £, 217U T

TRERSE AR
I oc get backupschedule -A
HERRRBEILLTRE -

I NAMESPACE NAME PHASE MESSAGE

22


../../html-single/governance#upgrading-gatekeeper-gatekeeper-operator
https://github.com/stolostron/policy-collection/blob/main/stable/SI-System-and-Information-Integrity/policy-imagemanifestvuln.yaml
https://github.com/stolostron/policy-collection/blob/main/stable/CA-Security-Assessment-and-Authorization/policy-compliance-operator-install.yaml

B/1E RITEIL

openshift-adp schedule-hub-1 BackupCollision Backup acm-resources-schedule-
20220301234625, from cluster with id [be97a9eb-60b8-4511-805¢-298e7¢c0898b3] is using the same
storage location. This is a backup collision with current cluster [1f30bfe5-0588-441c-889e-
eaf0ae55f941] backup. Review and resolve the collision then create a new BackupSchedule resource
to resume backups from this cluster.

@11 BackupSchedule.cluster.open-cluster-management.io R4 & 77 BackupCollision 3
W72, B BackupSchedule FFRFTAIEH Schedule.velero.io FiRE % B 5hfiFR,

hub-backup-pod SRESEIRE & AR, BEADIEIEID hub KEFBBEEAFMHULE. RE, M

passive hub S &£/l ik BackupSchedule.cluster.open-cluster-management.io %8, FF7E¥ hub %
Bt B0 %M BackupSchedule.cluster.open-cluster-management.io ¥R, LURE &4,

MEESIER, HBHEREHAIRE Operator,

1.2.8.3. Velero "k E Rl
HEEUTIRE RS

o 3 hub ER¥5 A hub EEERR, LM hub B LIRS S HEUERT, TR hub B LHIN
BRIEHS, 1ZERBEALAERT hub &8 Li21T, RNXR—NITEER & HRIIKRES,

e [®Jy Velero BT A BIR, PTLLHT hub SEFPHVREE AN, Hib, KBS hub K& E
E RIS E,

o LUHFIEF hub £ LIRE &HF, M hub EEE B EZI hub EBELFAANEE, HTFZa1%
S8 hub £ EBEI BRI, REFABRRE, BMESHISTHNES, KRATHIAS
HETHY hub 525 B Velero B#,

EELRATERTIRE], 20/2 restore.cluster.open-cluster-management.io F5RET, RPN
£ Operator RIZT—HP IR B IFIE hub REFRHET B hub £ RERRE, MEEZER, 155
Pk E BB hub 8%,

1.2.8.4. N ERF AR ELRE

X hub EH EF S ANZERRB R LRI hub S8 LIRS BUEEIEN .

1.2.8.5. B H 0 FVK E F 2N FR &

INRITISEEEM 2.4 FHF 2.5, 3% enableClusterBackup % E N true, NISHIUTER :
I When upgrading from version 2.4 to 2.5, cluster backup must be disabled

EFEEERT, 1581 F enableClusterBackup S#i% & )y false XL &D M
8. MultiClusterHub %R #) components Z85 AT RERUALLT YAML 324 -

AR TEREAUEFDRAEOMREAE. EFBUTTA

overrides:
components:
- enabled: true
name: multiclusterhub-repo
- enabled: true
name: search
- enabled: true
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name: management-ingress
- enabled: true
name: console
- enabled: true
name: insights
- enabled: true
name: grc
- enabled: true
name: cluster-lifecycle
- enabled: true
name: volsync
- enabled: true
name: multicluster-engine
- enabled: false
name: cluster-proxy-addon
- enabled: frue <<<<<<<<
name: cluster-backup
separateCertificateManagement: false

NRIEEFNERE OADP, NS REIFEIEE OADP, AN HEHEER, KEIRE
OADP,

3

1.2.8.6. KR ESELERTR

LIRS local-cluster X EEE RN B HEZFHT hub £+ local-cluster BN, KBS
BeE. L£— hub %2% local-cluster WHR X B &R, RNTERESES local-cluster 15 EE R, WNEE
URL 718,

=)

R E LR F LN A S local-cluster HREXMEER N, MEFTHREZHFAER, HEHE
%%ﬁ hub %gio

1.2.8.7. RBEE RO Velero iTXIEf, FiflA prepareForBackup

prepareForBackup E#H E L HEMIREE A RRNMEIFE BB BN ERFR, XKEMESDEE
AIFRICEY Red Hat OpenShift secret Hive #1 Infrastructure Operator,

EEZ M TRSIEK
e clusterDeployments {5 Fi B9 5E 2% A BA 132 #Y secret
o SRR secret
o HiAIN% agent-install.openshift.io/watch #1 environment.metal3.io HJSecret

B #7 BackupSchedule. veleroSchedule 5% veleroTTL [ELUEHI—HIFMWAE., RiE, NIREFRL
RED, BWE LN AEMIRIC IR,

1.2.8.8. IRE B Hive RERBE BT A S HH hub SEEEHEHE

LI Hive REERFIRE BRI EMANN (CA) BN, SERENITEEEIHN hub 2%,
EERKN, FNEZEERMN admin kubeconfig secret @it &7 1R, FAIUATBE R,

ML IERT hub SRR F o BT E LR E B9 admin kubeconfig secret,

1.2.9. Submariner & %17
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1.2.9.1. Submariner B &1{X3Z#F OpenShift SDN £}y CNI L& LN 7
U # OpenShiftSDN #El CNI R H#EN ., BRIAZ#EF OVN,

1.2.9.2. Submariner X #—%t Red Hat Enterprise Linux 77 = #E-}y worker 7 s

L IEE 2 Red Hat Enterprise Linux worker 77 RIS EERERE Submariner I, 1E 4.18.0-359.el8.x86_64
#0 4.18.0-372.11.1.el8_6.x86_64 Z [A]H#i B N#% ik &8 Red Hat Enterprise Linux worker 7 s, A2/
TEMETES R ERE.

1.2.9.3. Submariner A # Red Hat Advanced Cluster Management ] LAE IR A A £ A 2214
R

1 Red Hat Advanced Cluster Management FIRTA EMZRII N AR Z 3 Submariner, 0§ XN
5K, 1ES M Red Hat Advanced Cluster Management X #7513k

1.2.9.4. Submariner 7 # M Red Hat Advanced Cluster Management & # 7% Red Hat
OpenStack Platform EfifiZef4)

1E product-title-short} #Hl&H, Submariner A FFX Red Hat OpenStack 8RB SR, HAILAE
FA Red Hat Advanced Cluster Management AP| R F5/# % =

1.2.9.5. Submariner A #{# F Globalnet BT HrLARSS

Submariner X #F{# A Globalnet LIRSS, 1BE, HEMALTHERBEREHFEH clusterset.local 1418
BFmih RS T LIRS, 5FLIRSKEM globallP fHREFIE Fin, ©AEREEHKE,

R ET LAE A cluster.local 184 7 A A L AR S5 o

1.2.9.6. Submariner X% ¥ air-gapped &2

% FAE air-gapped H i B MR, Submariner RAKIE,

1.2.9.7. TEEBREM X
IR EER B S W%,

1.2.9.8. 7£/2 A NAT K} Submariner 7% #f VXLAN
WA VXLAN B4 IXSHF2FERI Submariner BBIXFEIENAT EREh#E X 35,

1.2.9.9. Globalnet [E&l

Red Hat OpenShift Data Foundation RS R 5 RAR X #F Globalnet, *f FHi XM IIERE 1E 5,
RN EHENB N REPMIRSMAERSEESHWT A P fit,

1.3. Bl B
KANBRT, BIREHFERELGHBENE, NMERLEER, BHSHFEE operator #44,

BE : WhT75%E, Bk BN GitHub SHRINMEINBFHERGER. BT ae A Ui skt
%,
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FIPS ¥ X : tNREKRETE spec.ingress.ssiCiphers A5 E H 2HFE, NIl multiclusterhub-operator
KRMEIAEILIIR, HF 2.4, XNFIRSIEMNA KK FIPS HUERMBE AR, NREM 2.4x HERIR
AARFHFZLHEE FIPS &M, 75 M multiclusterhub FHRAMBRILT AN INZE AR : ECD HE-
ECDSA-CHACHA20-POLY1305 #1 ECDHE-RSA-CHACHA20-POLY 1305,

1.3.1. Errata 2.5.9
o H—ANHEN HBRRBRNLTEBEREER,

1.3.2. Errata 2.5.8

e must-gather S8 5 IIEHE Red Hat OpenShift Container Platform fRAS, ( ACM-2857)

o (B8 T 5E MEMCACHED 3%5|F/ max_item_size W& %% fif MEMCACHED % /i (%
BELMAE, (ACM-4683)

o JifE, BMFHARNKIBRTIERMER., (ACM-4736)

1.3.3. Errata 2.5.7
o (EEIEHIAHM Edittime BiO 551%, XNBHEIEIT FIEMBMNZGETIE. (ACM-2647)

o EETHUBRNARFNSEHIT RBIAENARFEGEHRBF-, (ACM-3340)

1.3.4. Errata 2.5.6
o H—ANHEN MBRRBRNLTLBEREER,

1.3.5. Errata 2.5.5
o BE THMNTARERMENBE IRZRME RGN SRR SSIB4 A RIS E )&,

1.3.6. Errata 2.5.4
o H—ANHENT HBRRBRNLTEBEREER,

1.3.7. Errata 2.5.3

o [BE THEMBATHIZFEN --validate-cluster-security 7r&4E 5 HypershiftDeployment 1224133
SEETHIRR A, (Bugzilla 2109544)

o EHHRREHIE, LUBHAXRBTFZELBHNHLALIER, (Bugzilla2092863)
o N—ANHEN RARFBRINRLEERBER.

1.3.8. Errata 2.5.2

e M Red Hat Advanced Cluster Management iR 4 2.5.2 18, Red Hat OpenShift Container
Platform hR A 4.11 ¥ Red Hat Advanced Cluster Management iR 7 2.5.x,

e M multicluster engine for Kubernetes operator it 2.0.2 74, 7 Red Hat OpenShift
Container Platform kR4 4.11 £ #F Kubernetes Operator 2.0.x %5 E5| %,
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o ZE [ 53 Submariner Globalnet T/AENERFI A~ HFREFAIE B MTU [rj#l, (Bugzilla
2074547)
o RIS management-ingress pod REE/FENHIAE, (Bugzilla 2082254)

o EETHEIBIEXREFHINEM ClusterClaim I 5 X2 ELE H &R B I IRAEER,
(Bugzilla 2095481)

o f#R7E Red Hat OpenShift Container Platform L Z24&H AT g8 F B MultiClusterHub 2 F%&
B RIS, (Bugzilla 2099503)

e FEHEE X metrics allowlist 121N 8 E LIEIRHIR(E, ERFEMNRERBFRERS B,
(Bugzilla 2099808)

o EE THEEMNIEHERBWANFER, FH— LimitRange SKBE# % E 1 L7~ enforce 17 &
AR, (Bugzilla 2100036)

o (B8 T 1EfF app-of-apps BEX 51T [ N ARRFEE AN SEBEL TR : This application
has no subscription match selector (spec.selector.matchExpressions) (Bugzilla 2101577)

e 1E{#M Red Hat Advanced Cluster Management &% 9 #11 & operator (Bugzilla 2103653 )&
8 Hub 8 E, AT SERERLT KA KSR,

o 1EXRHIEEN, ¥ NodePool.Release.lmage FIBRIA(E % NN
HostedClusterSpec.Release.lmage 5§ EM A {THif&. (Bugzilla 2105436)

o MRSEEM SSH EZINFERE Git RS B|BHIN AR M RMA A, X MRAH, SSH
EEILEREN Git BRSS5%. (Bugzilla 2105885)

o (BE T 1EHERLES MRS BE L XEXH PolicyAutomation #1 AnsibleJob ¥ SR #% /il bR
o (Bugzilla 2116060)

1.3.9. Errata 2.5.1
o BEET—IREFHER CalRESERHPBEN—LNAERF. (Bugzilla2101453)

o R Overview TITEIFFHIIEFIA 1R, © L~ The backend service is unavailable, (Bugzilla
2096389)

o FRRERERMIINA MR BN TR EI LR INA MRS H, (Bugzilla 2088270)

1.4. FAMMER

TR R EA MR F A, M Red Hat Advanced Cluster Management for Kubernetes il B&,
EREZRFPNEERENFAGR, Bl REZFIRANERPHZ BTN R,

BE

® Red Hat Advanced Cluster Management 2.4 R BB HRAK S#& M, HABHELR., HXE7
BEDAART A, (ERBAEMFBIENRSH M FE T,

e F%:% Red Hat Advanced Cluster Management BIERET iR A = R 1L,

1.4.1. API 3= B k&R
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Red Hat Advanced Cluster Management B9 APl &=:&1& Kubernetes FHfERM. B XMEXREREHVIFEE, &
2 Kubernetes % E&, Red Hat Advanced Cluster Management API RTELL TR A/ 44 F S48 FH
SHIER :

o A VIAPI RIRH 12 DRI 3 MAIThRA (UEKBIEFJE) B3, VIAP R AWM
PR, {ERRERTEIXHSEIRREIA KT,

® A beta APIEBHETE O MAME 3 NAATIRE (LR KBINEIA) WATAH. Beta API RRTE
XA 8] BR A1 44 45 I PR

e A alpha API X2 FER, BMRXBAFAEFL, NI EFANMER.

1.4.1.1. API A

Version

RO

REEiIEiE:

Discovery (%F1) DiscoveredCluster 2.5 &M V1, x
il
DiscoveryConfig
vialphal API E
WFH. KIAPI
2AHE VA,
W& vialphal AP # 25 &/ vibetal, Placement API
F2: %l vibetal, vialphal ##4
& vialphal 2 spec.prioritizer
ENCR Policy.configur
ations.name ¥
S 2WMBR. 1
vibetal F &M
spec.prioritizer
Policy.configur
ations.scoreCo
ordinate.builtin
PlacementDecisio  vlalphal API 4% 25 &/ vibetal, x
ns F2%) vibetai,
# 4 vialphal &
ENER
Applications vialphal API E 25 &/ Vibetal, I
2R, GitOps
£BE AP AL E
Vibetai,
Applications deployables.ap 25 i ATERE APl RTEF
ps.open- TREPRE. &£
cluster- fAIRTERERY CR B
management.io B, EHTSHERER
T,
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Version

RO

B/1E RITEIL

RELiIEiE:S

CertPolicyControll  v1API B# ¥, 25 REFERXD CertPolicyControll
er APl er.agent.open-
cluster-
management.io
ApplicationManag v1 API E#FH. 25 REFERXD ApplicationManag
er APl er.agent.open-
cluster-
management.io
IAMPolicyControll v1 AP E#FH. 25 REMAXN IAMPolicyControll
er APl er.agent.open-
cluster-
management.io
PolicyController v1 AP E#FH. 25 REMAXN PolicyController.a
APl gent.open-
cluster-
management.io
SearchCollector v1 AP E#FH. 25 REFERXD SearchCollector.a
APl gent.open-
cluster-
management.io
WorkManager v1 AP E#FH. 25 REFERXD WorkManager.age
API, nt.open-cluster-
management.io
ManagedClusterS ~ vilalphal API # 24 &/ vibetal, I
ets FH2: 2l vibetal,
# 4 vialphal &
ENCR
ManagedClusterS  vlalphal API # 24 &/ vibetal, I

etBindings

FH2: 2l vibetal,
# 4 vialphal &
L ESSE R

1.4.2. Red Hat Advanced Cluster Management

F/H (deprecated) A, THEEHIRFSAWFF, BRHEER, HAURRELUERRATEMER. ZEMHE
RAFRFRRNNENRRE, FRETRPRME:
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Version

RO

REEiIEE S

Add-on operator

Observability (A
TER )

klusterlet operator

Applications

B
R

AR 02
S

LERANERERR
Uy IEERES

data.custom_rul
es.yaml.groups.
rules ExH

enableClusterPr
oxyAddon #1
enableClusterB
ackup FE&E
operator.open-
cluster-
management.io
_multiclusterhu
bs_crd.yaml

release-
2.4 release-2.3
MERREWER

B8 secret

pod-security-
policy

=
operator.open-
cluster-
management.io
_multiclusterhu
bs_crd.yaml
43B@ cert-manager
wE

B SURBE 2 IS

25

25

25

25

23 REShRA

24

24

2.3

2.3

R atRE
BRI EA IR

EdE]
data.custom_ru
les.yaml.groups
.recording_rule

S,

¥

ESAMERE Red
Hat OpenShift &
PSR, B
B 2.5 FeEFEIX
B,

fFE AR hub &R
A TF secret,

7

7

7

NFHRRMBE
FRNXE, F&
4 SR FE AR
5, RIERL
LIRS, XTF
LIgigid g, 6%
P 7E PO EREA R A ]
BEE,

x

ESHBE A
=,

HSHBARER
REZLE.

HS 8 A
operator #%,
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1.4.3. MHIE&

— MR (removed) BITLBE BT Z BTRIARA AP 5 5F FBIZHEE,

B/1E RITEIL

FIZ P ABA A, SYE

alternatives FAFHIFRETHEE, EBERAFHEFPEENERERF, FHETRPIREM

Version

RO

REEiIEE S

Applications RIEREEHIZR 25 i BB Deployable
s,

Red Hat Advanced  Visual Web 2.4 FERLIRRE i

Cluster Terminal (AT

Management $%]  %

PAN

[ |

Applications BA ArgoCD A 23 ISR DA &R I
B=X, SAE hub secret FAEZ N
SRR — ArgoCD fR%5 237
ArgoCD AR%5 2389
secret,

Applications ArgoCD &8& 23 BJE GitOps %2 EZEERYPEE
X : spec.applic MMBEENLFEIR  GitOps
ationManager.ar LU 2 EEREE,
gocdCluster

HE cert-manager B 2.3 TEERE I

UEPERE

1.5. RED HAT ADVANCED CLUSTER MANAGEMENT FOR KUBERNETES
A% % GDPR X EETN

15.1. &3

A HY EIEEEBNIE M % General Data Protection Regulation (GDPR) ®t44, BiRHtAEXETLEREMN
Red Hat Advanced Cluster Management for Kubernetes SEAMINEEE R, MR @RIERIER, LUHRE
GDPR BAEME R, RNAFAILLUEEARARNARREEINRE, FHETRNERARRE=ZAEHENRS
HMEBAMAR, FLLXENENER TR EEESMEE R,

EFRENTHAREACETEMEERSRS, SIEREN GDPR FA, REUEEEMEN, WEFAER
BESME P SSEIRXERRASE, UREFAREENETIIISERRACEM AR EITHEMTE
TEHEFHSM,

XERERNT G, RSMEMIIETERTRAZIER, BERYTRARE, LEFRIER. &
it BITAENEY, BFARKRIENNERS I RRBRE N ETEMEENIE,

15.2. IR
e GDPR

o % GDPR BI/= RECE
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o HiELaRAH

o HiEIE

o HiEFFhE

o HEVIIM

o KR

o HiEMIRR

o [REIEMANABIEREE
o [

1.5.3. GDPR

B2 ("EU") B3A T General Data Protection Regulation (GDPR) FAM 2018 & 5 B 25 HiE2 &%,

1.5.3.1. H1t4 GDPR{EEE?
GDPR WAMEN NSRBI T H o KRR ITIESR, GDPR A LT 3k :

FE9FNIG 5 B AALF

TR TN ANBIRNE L

BHRCIE AT

FEFHARELT LRREKRELT

51 ) # 4 E f B AN

15.3.2. %X F GDPRHER

e EU GDPR Information Portal

® Red Hat GDPR website

1.5.4. ¥ %} GDPR B9/~ GEC &

BUR/NT#58 T Red Hat Advanced Cluster Management for Kubernetes L& MEIRE RN SN A H,
FRM T HXEEBE P i E GDPR BZRMIEENER.

1.5.5. BE & v A HA

Red Hat Advanced Cluster Management for Kubernetes 2 — M ARFEAR, ATFRHAHEERND. &
BEVNARR. ER—THTEESHRNENINE, SIEDRMECS Kubernetes, EFEMREMR, M
ARFEMABAURRSER (BE. KEFHEH) .

Ftk, Red Hat Advanced Cluster Management for Kubernetes & £ E 40 8 5 & M2 & FI B IR X /Y
AR, HAW—LLHIBETRESS KT GDPR #IHEIE, Red Hat Advanced Cluster
Management for Kubernetes &M IEERFEAMAAHER. TXNXEARINFXLEHIE, LUER
T GDPR BXRMAF T#XLERR,
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XEHIEREAR N E TR XHROP, UEEXHSBUBENFXFEE. 7 Red Hat Advanced Cluster
Management for Kubernetes & LiziTHN ARRFAIRERS REIEECH AN, = GDPR MBI AK
. BATFRIFMNERETEHENNFIBATRATES LiZTHNAERF. X FE Red Hat Advanced Cluster
Management for Kubernetes & _EiZ1THIN FARRFATREN AR, WTRELHEZHAHINLEIRITER
RIS

T BHF T % Red Hat Advanced Cluster Management for Kubernetes L8 R E#IER, EEEXS
Kubernetes, Docker 1 Operator W TYERIZHEFR T f#, XLEFFIRZ =2 Red Hat Advanced Cluster
Management for Kubernetes SE A I E R, KFE A Kubernetes ZRE R MB N FAFRF LA, JXLSF 4

MEZI5| B Docker & # Operator 7, Operator @& ARFHIEMER, Docker i EN AR
FEZTHRBERHD.

1.5.5.1. Red Hat Advanced Cluster Management for Kubernetes L& R 2 B

YE—EA, Red Hat Advanced Cluster Management for Kubernetes BB AR FI MR AR SR, XL
HBATRERWU D ARIE, MEEGHS ID FMBEG, RSAF ID MEG, 1P #ik & Kubernetes 7
m %M., RedHat Advanced Cluster Management for Kubernetes T8 MM IEEEEAMANNER, £
FERIZTHNAREFARERERSFE T REMEN BN AIE,

AXHEESE D[N EINARE/ QX ERARE. 768 Ul &2 BEMMER.

1.5.5.2. BFHELEKRIN AEHE
AR UM ARIRRAEL TR/ KRG/ EK, B
o NSR{EM Slack Hiil, A Slack K
LIRS ¢ = L /NS 95 28 2= L
o RARM XA IE
BE, REAEFAMMEFI4thit, MUEATLUHTEE, SDABBENERRFS LIEEEERER,

1.5.6. HUIEINE

Red Hat Advanced Cluster Management for Kubernetes LA RS EHBEMN N AR, CROUIBNEE
AR, MEESBAFS IDMEDE, RSEFS 1D MED, PR Kubernetes 17 &R, X LLEiE
ATRER WAL NN AEIE. Red Hat Advanced Cluster Management for Kubernetes & A /M B E BT A
AFRNER. RERGEELFILLESERETABNYIFIEHNSEEHESRLEER, NERS
B 5 &FER]—1 Red Hat Advanced Cluster Management for Kubernetes Y& 7 s F & LA 7],

1 Red Hat Advanced Cluster Management for Kubernetes & _Eiz {7 R AT g2 INEN AR

LIRIE1F(E Red Hat Advanced Cluster Management for Kubernetes 21T R 2L BRREF, HEEFS
GDPR Z3KEf, R EN ARFEREN DN ABUER B UK 2 B IR X LR, i

o LEIERMENARFIMIAREFRLE, FEZMOMAEETH? BERSELEFME ?
o BURZMAWN ARFEHEN ? BIBEETRANZ2ERME ?

o HTF ViR ARFHEIEZMARIREFREFER ?

o NARRRFATUINBIERAEANEIL2NARKENFER ?

o INEIRIETE EMIFRL AIRF I RBIEIE ?
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X2 Red Hat Advanced Cluster Management for Kubernetes & Fr SR EIR R BN REEIIR, ©
REEN—DRBIMEE B, MRES IR LB EEMEER], 1HRSELLIE,

1.5.7. BEEE

NFEREBMEEBEEASEXMEAREIE, RedHat Advanced Cluster Management for Kubernetes JE& &
BEelRE X4 BIEENEARFEAMIOTE RSP, S FEENEE, YERellnie
M, Red Hat Advanced Cluster Management for Kubernetes & X #{# F dm-crypt X Z (&89 1T
DD%Q
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