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EFERHRESRERRL, BT LUZ1T oc adm must-gather s & RIE G, BEFML ITRE KA, 0
wTRELFAMER, ESMIZIT must-gather S B TEIEBERR,

A, BEEEETAGHIIN, FEESN £T RGNS,

1.1, 0 RBYER R HERR

# %5 Red Hat Advanced Cluster Management for Kubernetes #REHEBRHE XM £ 4
e
BEEFLREAESHETE, HEHRE,
o RENEHIEHRRA FRESHFLIERT
o EMTRIKRIETEIFEHERR
SHER
EEEEXREEERNTENY, HSHEESH,
o EHIERMIMIEHR
o TEEMS AR FEHERR
o EMT G AKRRNGE BRI A MFTEHR
o X AR S AREHERHTHEHERR
o IEPNEWEFANKEBLMEHR
o SERTMBELZ N AREHERR
® VMware vSphere IR & BB FEHERR
o SRHERHIA T AERFLENKIBCR TR ESRR
e OpenShift Container Platform it 3.11 525 5 A KB HERR
o AN Klusterlet BFEHERR
o SZEHEBHH Klusterlet N AR BRI IEHER
® Object storage #1138 secret SRFZHFER
o fHFREREREAER KGR
o S AR HIN B 5h Auto-import-secret-exists 1%
NARFEE
EEEEXRNARFEENIEXY, HSHEENARER,
o XN FATERF Kubernetes ERBRR AN 1TEIFEHERR o
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o IHRICIT A ATF IR AT EABE HERR
o NARER Git BRS eSS HERR.
o RIEFAMERHIEFE IR

1

B>
mh

BEEFLEER, HHANGMEIE,

eI PUE - 2

EHIAVRNESERR, URICLSMIIE, EEEVRMER, HSMEH G IEE,
e grafana #RFEHERR

KT M ER M Th REE 1T ERFE HERR

OpenShift 1122 AR 55 tXFE HERR

HRERA% pod IRASHBEHER
® metrics-collector tXFEHERA
Submariner P HIIRSS X B

AT FIH T 1£ Red Hat Advanced Cluster Management A{§ f Submariner I HIIE Submariner tXFEHE
BREIER, BXREHM Submariner BEEHERE R, 1ES 1 Submariner XA HRBYELEHEFRER 9

FHE Submariner MRS TNARSS AT EBE XA, ES [ Submariner multicluster networking #ll
service discovery,

o REEFEFTEERE Submariner ERFEHR - BHER

® Submariner add-on JR ST FEHERR

1.2. 3247 MUST-GATHER 45 1Tt FE=HERR

BVHTHEEHERR, SR LUERA must-gather ss T THIKMAABERER, REEAINHHIHTH
FEBERR,

RERVIFTR : £EFEES

1.2.1. must-gather 151%

o YR—: MREMFFHERICEK, FR DL ROHIEBHREEDHTRR, IMERRR™ M
BEZENREITHL,
FEXMIERT, EAUSHARERREEENNENERARESHEXE ., fim, FLEEE
BT B, EATREREX NG EEEAR O PHEIRRA R,

o &R 2 : MMRINMEREHEESENNEBXHASR, 1217 must-gather 65 % 3 {5 A3 i i Sk i
[ 78,

o f&N 3 : TEEFA must-gather ey G EYHIH 45 RITEHBIARRER A, HRLIE FHRHEH
Lt
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1.2.2. must-gather 172
ES M LT R A2 R A must-gather 4 :

1. T f# must-gather £ L& 3% B8 Red Hat OpenShift Container Platform X#4F g IR SEEHEUE
ARSI R M,

2. BREIERERE, AINATUIRELIET B XM Red Hat Advanced Cluster Management for
Kubernetes #ifk, 21T T4, EHPRMBEERH AR LB

oc adm must-gather --image=registry.redhat.io/rhacm2/acm-must-gather-rhel8:v2.5.0 --dest-
dir=<directory>

3. NFBEERRAG, ENIZEERE hub #1217 must-gather,
#7x  ERETNZEER, ELT cluster-scoped-resources B3k H# gather-
managed.log 32/ :

I <your-directory>/cluster-scoped-resources/gather-managed.log>

7 JOINED #1 AVAILABLE F4& B#i&E N True IS EERE, Mul LI XE AL True )RS
EENEREFIZ1T must-gather &4,

4. HATIEENBREEFHH. B TRANHFITHA
o FHANXTELS : cluster-scoped-resources 1 nhamespace ¥5iR,

o BNNEFENHITHFIE : AT cluster-scope # namespace-scoped FHRM B E L HTRE X
B9 API 4,

o FNFRIT—% : & kind FHTHEFR YAML X4,

1.2.3. R FHEEIME B must-gather
TR FEERINE R, REBLUTHPHE1T must-gather &% -

1. EMRFFERERINER, 19 RedHat operator BB R (mirror) EIHE mirror registry 1, 0%
BEER, HBHEMFEENMSPRE,

2. BT TS LURERERE, ME mirror registry 5| BRI -

REGISTRY=registry.example.com:5000
IMAGE=$REGISTRY/rhacm2/acm-must-gather-
rhel8@sha256:ff9f37eb400dc1f7d07a9b6f2da9064992934b69847d17f59e385783¢c071b9d8

oc adm must-gather --image=$IMAGE --dest-dir=./data

1.3. REINSHREPEIRA T L =T LRSS

1EZ % Red Hat Advanced Cluster Management i, MultiClusterHub &—i&4LF Installing T ER, =X
% pods —EF Pending K7

1.3.1 R : —BEXTF Pending K&


https://docs.openshift.com/container-platform/4.10/support/gathering-cluster-data.html
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Z%% MultiClusterHub 283 7 +9%, — 1% 1 X8 MultiClusterHub FREY

status.components FEXBIHH k& ProgressDeadlineExceeded, X EIAE R &% F Y KTIRAR HIAY 7]
Eljﬁo

KEZRLET Multiclusterhub I & [H B pod, ERIBEREEI Pending IR, TR :

reason: Unschedulable
message: '0/6 nodes are available: 3 Insufficient cpu, 3 node(s) had taint {node-
role.kubernetes.io/master:

}, that the pod didn't tolerate.’

EXMIERT, EBH worker TR ERARBLUETIZ™ o

1.3.2. R A JHEE worker 7 A/

INREBEXANF, NFEFERERHZ A worker TRCREMER, T THAEERFNINER, 1F
SRR,

1.4. B R EZ KM HERR

EEH%LE Red Hat Advanced Cluster Management for Kubernetes i, pod & &R,

140 EIR : EFRELXIN

R % Advanced Cluster Management f&, IR pod }&H/E5), XBRAIBERE NLBIEREE T Red Hat
Advanced Cluster Management, Ef&F1TR#TREN LARIRZEH— L0 4% B MR,

EAHIH, pod ERMEFRIRREREH.

1.4.2. FORAE . BIRERW
MNRIME XA, Hem U T
1 RBENEARNARIL IR, PATEIET R SRR 2 B892 4,
2. BBLRE Helm HHINTE, L% Helm CLI Zi#HIkRA 3.2.0 HEFIRA,

3. BRI Red Hat OpenShift Container Platform CLI #%E2 & /21T oc 8%, MME A XIMEE
oc MEMELE R, 1ES [ OpenShift Container Platform SX#4F ) OpenShift CLI A,

4. FSLUTRIAEHIE — N

#!/bin/bash

ACM_NAMESPACE=<namespace>

oc delete mch --all -n $ACM_NAMESPACE

helm Is --namespace $ACM_NAMESPACE | cut -f 1 | tail -n +2 | xargs -n 1 helm delete --
namespace $ACM_NAMESPACE

oc delete apiservice vibetal.webhook.certmanager.k8s.io v1.admission.cluster.open-cluster-
management.io v1.admission.work.open-cluster-management.io

oc delete clusterimageset --all

oc delete configmap -n $ACM_NAMESPACE cert-manager-controller cert-manager-
cainjector-leader-election cert-manager-cainjector-leader-election-core

oc delete consolelink acm-console-link

oc delete crd klusterletaddonconfigs.agent.open-cluster-management.io
placementbindings.policy.open-cluster-management.io policies.policy.open-cluster-


../../html-single/install#sizing-your-cluster
../../html-single/install#uninstalling
https://helm.sh/docs/intro/install/
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html/cli_tools/openshift-cli-oc#cli-getting-started
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management.io userpreferences.console.open-cluster-management.io
searchservices.search.acm.com discoveredclusters.discovery.open-cluster-management.io
discoveryconfigs.discovery.open-cluster-management.io

oc delete mutatingwebhookconfiguration cert-manager-webhook cert-manager-webhook-
vialphail ocm-mutating-webhook managedclustermutators.admission.cluster.open-cluster-
management.io

oc delete oauthclient multicloudingress

oc delete rolebinding -n kube-system cert-manager-webhook-webhook-authentication-reader
oc delete scc kui-proxy-scc

oc delete validatingwebhookconfiguration cert-manager-webhook cert-manager-webhook-
vialphal channels.apps.open.cluster.management.webhook.validator application-webhook-
validator multiclusterhub-operator-validating-webhook ocm-validating-webhook

JFHIA B H <namespace> B h &%k Red Hat Advanced Cluster Management By #r 4 22 ] f4
£, BIRIETEMSRZERE, RlenEZE R SHFEMMER,

5. BITIZHAEUMPRARIREFHAR.

o

EITRE. BREARE

5. BB BN EHERR
— L R E R SRR T RBARE.

SRR OIBEENSEE, EFEEM Red Hat Advanced Cluster Management 6B 15 R 5E8F, S£EEHR
SHhEZ (offline) .

1.5.2. BRI« SRS NEL

. MESEEHRESTH, B LITE Red Hat Advanced Cluster Management 12l & #J Clusters
X i TR A,
MRAAAH, BEEAERZERH.

2. MRZEKFHRTSMLTFBELRE, THRUTEHIER

—

a. 1f hub %% =17 oc get managedcluster <cluster_names -o yaml @45, ¥
<cluster_name> &t HEEH A,

b. % status. conditionss &4

c. K% type: ManagedClusterConditionAvailable {5 2 3 #2248 % Ay,

1.6. REREHS AKRBIEIEHERR
MBEBF AR, ERTLHT— LS HRR LT ALURE,

161 fER : SANEBHATTH

SERFAEENSEE, EFEEM Red Hat Advanced Cluster Management for Kubernetes I & 1417
'_I_l
Eo

1.6.2. R : S ANKBEATH
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AZASARREE, ALNHUENRESZSRSASENTTA. MREFSAKY, HRBRUTHE,
BEEHBRUFANRE :

1. 7£ Red Hat Advanced Cluster Management hub 588/, Z1TLAT &4, LUAR Red Hat
Advanced Cluster Management 5 A$EHI 23 IE1Ei21T,

I kubectl -n multicluster-engine get pods -I app=managedcluster-import-controller-v2

BN ZRERIHANIELIZITH pod, INREM— pod X EIZIT, BHETUTHESEEEREU
WERR :

I kubectl -n multicluster-engine logs -I app=managedcluster-import-controller-v2 --tail=-1

2. 1 Red Hat Advanced Cluster Management hub &8, Z{TUTHSUBESERHESA
secret @& H Red Hat Advanced Cluster Management 5 A 1223 B Ih £ R :

I kubectl -n <managed_cluster_name> get secrets <managed_cluster_name>-import

MRS A secret REE, BHRTUTHSEEESFAERRNEERE, HFRECREHCIEN
[REA :

kubectl -n multicluster-engine logs -| app=managedcluster-import-controller-v2 --tail=-1 | grep
importconfig-controller

3. £ Red Hat Advanced Cluster Management hub 5£8f7h, INREHZELEEZ local-cluster, =
EH Hive BF, H&EF auto-import secret, 1HZITU TSR ESZSEERHNTARS.

kubectl get managedcluster <managed_cluster_name> -o=jsonpath='{range
.status.conditions[*]}{.type{"\t"H{.status}{"\t"}{.message}{"\n"}{end}" | grep
ManagedClusterlmportSucceeded

#NR ManagedClusterimportSucceeded 5475 true, N SHIZEREFRKIMMIERER,

4. KMESZEERREDN Klusterlet REBBBRELSRM. FBM 1 EBRNEMH Klusterlet PEHERR,
DA Klusterlet #2259 R K,
1.7. B35 ASEBFRNG B RRKINA AR R
NRIBEFZEEREHS AT Red Hat Advanced Cluster Management hub SE&5HBFn]#, 1EIRIR
LU S BRHERR I 7],
1.7.1ER « B S ARR RN ERREMA N IR
£ Red Hat Advanced Cluster Management i&# OpenShift Container Platform 85/, %% API iR

%2R UEHARMNE] OpenShift Container Platform 5880, EH S AKBAIRERKN, HIZI— x509:
certificate signed by unknown authority 5%,

1.7.2. BRI« BT ARRRNGE BRI TSR

EEHSAZSEERE, 217U TH4STE Red Hat Advanced Cluster Management hub 5£8% ERER S A
EHIZRAE -

I kubectl -n multicluster-engine logs -I app=managedcluster-import-controller-v2 -f
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MRHIATHIRAE, REER API RS HRIEPATRERWL

ERROR Reconciler error {"controller": "clusterdeployment-controller”, "object™:
{"name":"awscluster1","namespace":"awscluster1"}, "namespace": "awscluster1", "name":
"awscluster1", "reconcilelD": "a2cccf24-2547-4e26-95fb-f258a6710d80", "error": "Get
\"https://api.awscluster1 .dev04.red-chesterfield.com:6443/api?timeout=32s\": x509: certificate
signed by unknown authority"}

EMEZELFAPIRSHRIETEEEEYN, HRHRUTSE
1. BT %4, & your-managed-cluster-name Bt h S EEBN LI RIEESEELHALMN ¢

cluster_name=<your-managed-cluster-name>

T TS RENZ E SR kubeconfig secret & :

151
kubeconfig_secret_name=$(oc -n ${cluster_name} get clusterdeployments ${cluster_name} -
ojsonpath='{.spec.clusterMetadata.adminKubeconfigSecretRef.name})

T T %4, f¥ kubeconfig S H BIF X :

ey
oc -n ${cluster_name} get secret ${kubeconfig_secret_name} -ojsonpath={.data.kubeconfig} |
base64 -d > kubeconfig.old

I export KUBECONFIG=kubeconfig.old
4. Z1TLA T4, £ kubeconfig MEE LA & 22
I oc get ns

INRIBINEN R E BMER, MIERE AP IRSBAFEEN, B kubeconfig XHTFT,

Tk ERIIRSS 23 - x509: certificate signed by unknown authority

1.7.3. fRR[FF . EHT S ASRRERNG R A AT EE R
REEHEE NI R EREHUE—MHTHAE M kubeconfig XX,
BT kubeconfig &, FUTUTHENSEERHFEHHH kubeconfig :

1. BT %4, & your-managed-cluster-name B h S EEBN LI RIEESEEHALMN ¢

I cluster_name=<your-managed-cluster-name>

2. BT T aw R ELRB R kubeconfig :

kubeconfig=$(cat <your-new-valid-kubeconfig-file-path> | base64 -w0)
kubeconfig_patch="[{\"op\":\"replace\", \"path\":\"/data/kubeconfig\",
\"value\":\"${kubeconfigj\"}]"

kubeconfig_secret_name=$(oc -n ${cluster_name} get clusterdeployments ${cluster_name} -
ojsonpath='{.spec.clusterMetadata.adminKubeconfigSecretRef.name})
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oc -n ${cluster_name} patch secrets ${kubeconfig_secret_name} --type='json' -
p=${kubeconfig_patch}

1.8. X B AL T ARSI R TSR HERR
WISRAESEBEHOREHI & LR SHEIRE Pending import (REAVEEE)) (EEHY, WHRIBLUT S TEHHA L L,

181 ER : KRBT HLESAKE

1£{£ M Red Hat Advanced Cluster Management ##Il58 S A — 1 &8 e, HINEZEHEHPNERFTE
Pending import k75,

1.8.2. B[R SR TR T AR

. EREEHEPZITUTHSEFEENER Kubernetes pod BIEF :

I kubectl get pod -n open-cluster-management-agent | grep klusterlet-registration-agent
2. EXEEHPZITUTHLERERMBEERSRE -

I kubectl logs <registration_agent_pod> -n open-cluster-management-agent

1B registration_agent_pod B N7 1 & HIRGHI pod B,

3. EREIMLGE R IER T REMEERE A EMAZR, =2 : no such host,

1.8.3. BR[A[E : REATRES AR
1 SEIEAE hub SEBFFHIAL T &4 R SRA FEHOS :

I oc get infrastructure cluster -o yaml | grep apiServerURL

2. BRREZESENENS T LEERN, FHEREILDENMIEOH TR,
MRTEBIZERHEILEE, SRS ANTTE., RESHNEIRNENARR Pending

import,
1.9. X B B EE RN R SRR
INRIETERF OpenShift Container Platform 5255 A %l Red Hat Advanced Cluster Management
MultiClusterHub F %% AlreadyExists 1%, 1EIRRBLLT & BHHERILL ],
1.9.1. FE¥K : 5 A OpenShift Container Platform 52£HT# Already exists #5153 H &
¥ OpenShift Container Platform 2% 5 A El Red Hat Advanced Cluster Management MultiClusterHub

B RERAE

error log:

Warning: apiextensions.k8s.io/vibetal CustomResourceDefinition is deprecated in v1.16+,
unavailable in v1.22+; use apiextensions.k8s.io/v1 CustomResourceDefinition

Error from server (AlreadyExists): error when creating "STDIN":
customresourcedefinitions.apiextensions.k8s.io "klusterlets.operator.open-cluster-management.io”

10
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already exists

The cluster cannot be imported because its Klusterlet CRD already exists.

Either the cluster was already imported, or it was not detached completely during a previous detach
process.

Detach the existing cluster before trying the import again."

1.9.2. K575 : 5 A OpenShift Container Platform &£ 771 Already

BTUTeRS, RAERES ANEREFNEMS Red Hat Advanced Cluster Management
MultiClusterHub XK HIR :

oc get all -n open-cluster-management-agent
oc get all -n open-cluster-management-agent-addon

1.9.3. SR [A[ : 5 A OpenShift Container Platform £ 771 Already
LT AT ep B LA BRI SE FER R -

wait=false
oc get crds | grep open-cluster-management.io | awk '{print $1}' | xargs oc delete crds --wait=false
oc get crds | grep open-cluster-management.io | awk '{print $1}' | xargs oc patch crds --type=merge -

ey
oc delete namespaces open-cluster-management-agent open-cluster-management-agent-addon --
p '{"metadata":{"finalizers": [[}}'

1.10. VMWARE VSPHERE _t 0| £ B¥pU N = HERR

INRIETE VMware vSphere £33 Red Hat OpenShift Container Platform S8 B2 IR, 1HEEUT
HIEHERE RLUAEBEIIREHR T EBRH,

- HEBOEI 2 VMware vSphere LRI, B TEERIZEERERFAE, WRAEXMIE

B, A LIS EE thehive-controllers pod BIH &Rk H 77, hive-controllers HEAL T hive i
Ze (AR,

110.1. SEEEE0E KM FF T RIEP IP SAN 5157

110.1.1. fE4R : Managed & OIE KN FH ERIUES IP SAN 5%

1£ VMware vSphere _Ei|Z#7# Red Hat OpenShift Container Platform 5£&£f5, LKW, HE=—
MERER, ERIET IPSAN 5%,

1.10.1.2. £5[R] 0 EIERERF O RNF ERIUET IP SAN ik

SERENMERY, HEFEEEPROLITHER

time="2020-08-07T15:27:55Z" level=error msg="Error: error setting up new vSphere SOAP client:
Post https://147.1.1.1/sdk: x509: cannot validate certificate for xx.xx.xx.xx because it doesn't contain
any IP SANs"

time="2020-08-07T15:27:55Z" level=error

110.1.3. R A : EEMREFOERI, FERILF IPSAN ik

1
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{F VMware vCenter [R5 252 2R EENE, MAEIEHM IP fthlit, EAT LLEE VMware vCenter
CAERLLEE IP SAN,

110.2. REREF O RKIF B RENE T A

110.2.1. fER « BERER QB KIGFF ERRMIEH UL A

£ VMware vSphere L AIE##) Red Hat OpenShift Container Platform 5£2%/5, H£EASKI, ENIEFH
FR AR FNAA WA 254

110.2.2. %57 : Managed 5£&F GIR RN R AR RIUE T4 AL
RERFHHIBRW, FHEHEBTHRELI TR

Error: error setting up new vSphere SOAP client: Post https://vspherehost.com/sdk: x509: certificate
signed by unknown authority"

110.2.3. R[] : FIRAIEREF O R B RARENUE UL HL
TBIR IR O EUER MIE B VGENE A T ERRRIEF,

110.3. REKRFOUIR T AT BIEH RN

110.3.1. 180 « SR QIER RN FH B R Bt

£ VMware vSphere L AIE##) Red Hat OpenShift Container Platform 5£2%/5, S£EASKI, ENIEFH
2t B E TN

110.3.2. S5 - BERRIREFO B RN LR RIRE T
ERFNMERW, HERERSHRELTHIR

I x509: certificate has expired or is not yet valid

110.3.3. R [FF : BERSEHCIBRNG Eid iB9IE+
HBRES T ESXi EHLEBIHEL

110.4. REKH OB KW E B IRCHR

110.4.1 B : EEKEH OB RNE %R A BBRIUETIRC

£ VMware vSphere L AIE##) Red Hat OpenShift Container Platform 5£2%/5, H£EAXI, EHEHE
R 5 B BRI AT FRic,

110.4.2. L5 [AIF : Managed S£B 0B SR, BB RWHRAITING
EEHNTEXRN, HEFBEBEFIRLOILLTFHER :

time="2020-08-07T19:41:58Z" level=debug msg="vsphere_tag_category.category: Creating..."
time="2020-08-07T19:41:58Z" level=error

12
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time="2020-08-07T19:41:58Z" level=error msg="Error: could not create category: POST
https://vspherehost.com/rest/com/vmware/cis/tagging/category: 403 Forbidden"
time="2020-08-07T19:41:58Z" level=error

time="2020-08-07T19:41:58Z" level=error msg=" on ../tmp/openshift-install-436877649/main.tf line
54, in resource \"vsphere_tag_category\" \"category\":"

time="2020-08-07T19:41:58Z" level=error msg=" 54: resource \"vsphere_tag_category\" \"category\"

"
110.4.3. @R |03 : HIBMER QIR B BWARRFITIRC
R VMware vCenter FREEHIIK AR IERS, MIEEZER, BESHMRIITE registry,

1.10.5. REER R RVIFF ERFTMH dnsVIP

110.5.1. fER © REKRUE KRG ERITME dnsVIP

£ VMware vSphere LAIE##] Red Hat OpenShift Container Platform 5£28t/5, H£EASKW, ENEE
T3 dnsVIP,

110.5.2. X5/[A# : Managed & 0IE KN FH B RITHH dnsVIP

IMREIEZEA VMware vSphere SIENZEERBENBIUTHEHR, XRANEE —MEEN

OpenShift Container Platform Z{THRAE(R, B X VMware Installer Provisioned
Infrastructure (IPI)

failed to fetch Master Machines: failed to load asset \\\"Install Config\\\": invalid \\\"install-
config.yaml\\\" file: platform.vsphere.dnsVIP: Invalid value: \W"\\": W"\\\" is not a valid IP

1.10.5.3. R [AH : RERFOBRKIGHETRIRH dnsVIP
MIZHF VMware Installer Provisioned Infrastructure BJ OpenShift Container Platform iR A&FILEFE—N%
1TER

110.6. RESRRF U AT EMRBIMLE KRB RN

110.6.1 MR : KA QB KIGF B R IEMRBIMZE LR

£ VMware vSphere EfIE## Red Hat OpenShift Container Platform 8tf5, S£EAXWN, FENETE
BRI L% R B IEFA,

110.6.2. EH|[FF . EEMNKE QIR RNF BT EMRAIMLLE

INRIBEZEA VMware vSphere BBBHFHZERHNBELUTHEE, XE2RNEE—NIHEB OpenShift
Container Platform %, ©AX#F VMware Installer Provisioned Infrastructure (IPI)

time="2020-08-11T14:31:38-04:00" level=debug msg="vsphereprivate_import_ova.import:
Creating..."

time="2020-08-11T14:31:39-04:00" level=error

time="2020-08-11T14:31:39-04:00" level=error msg="Error: rpc error: code = Unavailable desc =
transport is closing"

time="2020-08-11T14:31:39-04:00" level=error
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time="2020-08-11T14:31:39-04:00" level=error
time="2020-08-11T14:31:39-04:00" level=fatal msg="failed to fetch Cluster: failed to generate asset
\"Cluster\": failed to create cluster: failed to apply Terraform: failed to complete the change"

110.6.3. R [P/ : RERRFOZRNGTE AT IERRIMLERE

HIEEH VMware B — DA VMware vSphere FI44 K EY,
110.7. S E L OB RN i 2 FelbE iz

110.7.1. FE4R : ENENRAC IR B e 5 BUR 0 VMware vSphere &£ 21K

£ VMware vSphere EfIIE## Red Hat OpenShift Container Platform 85, £EAKN, ENTEL
IRAE A U 2 B R,

110.7.2. £ 57 : 7500 VMware vSphere 2 B £ B2 K N A IR AL B o HH B 2K

SHRERELUUTHERER -

ERROR

ERROR Error: error reconfiguring virtual machine: error processing disk changes post-clone: disk.0:
ServerFaultCode: NoPermission: RESOURCE (vm-71:2000), ACTION (queryAssociatedProfile):
RESOURCE (vm-71), ACTION (PolicylDByVirtualDisk)

110.7.3. R« R AR IB#EA ER S VMware vSphere SE &R RIT

A VMware vSphere & i~ F F'$%F Profile-driven Storage Privileges FIFRETBR .

1.11. OPENSHIFT CONTAINER PLATFORM fk7 3.11 £ 3£ 5 A K BYERFEHE
%5

111 4R : OpenShift Container Platform kA 3.11 £8£ 5 A KK

&S A Red Hat OpenShift Container Platform iRAs 3.11 &8 G, FARKMN, HERELULUTAREN
BEHEE :

customresourcedefinition.apiextensions.k8s.io/klusterlets.operator.open-cluster-management.io
configured

clusterrole.rbac.authorization.k8s.io/klusterlet configured
clusterrole.rbac.authorization.k8s.io/open-cluster-management:klusterlet-admin-aggregate-clusterrole
configured

clusterrolebinding.rbac.authorization.k8s.io/klusterlet configured
namespace/open-cluster-management-agent configured
secret/open-cluster-management-image-pull-credentials unchanged

serviceaccount/klusterlet configured

deployment.apps/klusterlet unchanged
klusterlet.operator.open-cluster-management.io/klusterlet configured

Error from server (BadRequest): error when creating "STDIN": Secret in version "v1" cannot be
handled as a Secret:

v1.Secret.ObjectMeta:

14
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v1.0ObjectMeta.TypeMeta: Kind: Data: decode base64: illegal base64 data at input byte 1313, error
found in #10 byte of ...|dhruy45="},"kind":"|..., bigger context
...|tye56u56u568yuo7i67i67i670556574i"},"kind":"Secret","metadata":{"annotations":{"kube|...

1.11.2. £5] 7@ : OpenShift Container Platform k7 3.11 5285 A K

R EERNREMN kubectl ST TEMIRA N N HEEIRA, 2TUTHE, UBEEREMLZTHN
kubectl 66 51T TERARA :

I kubectl version

INRREIHFEIILE T 11N HNERIRA, IRERAZX/5/E : OpenShift Container Platform fRA 3.11 ZF#-F A
KPR B H TR,

1.11.3. R [A)5 : OpenShift Container Platform fiR A 3.11 22885 A 5k
EA LUl SER L T H IR — B AR X A I
o %I kubectl 3 51T TEBHIThRA,
1. T# kubectl TEMRHTHRA : S Kubernetes A4 FRAY 2B E kubectls
2. % kubectl TEEHR T ALRE
o ZITAEFT A BHIM,
1 REBEHEA CLI S AZE R HTERE,
2. EOBERATSARENGDN, MiZeaEH R4 import.yaml B YAML XX,

3. BITUTHRTMX4FERTAER

ié/
I oc apply -f import.yaml

1.12. IE P ERGE S ANER B L HEHR
BRI B L apiserver iE T, (B TSI PRI SAM— RS MERA L Foffline 1R,

1121 ER - IE P EREEFH L TEERIRS

SEREATIET secret WHIRE, EEM—PHZNEEILRTE Red Hat Advanced Cluster
Management for Kubernetes 1% #& /1 i 7~ offline K75,

112.2. B[R IEPEREREFLTEERS
EHEE L AP RFBIEBERE, EFEBIFAFZTHERRLT offline )R,

RRIEPARENE RS B IERELZESEM open-cluster-management-agent v 4 22 ] 8 pod B
EH, LUTFREISEES TR IREL

work-agent WE :

E0917 03:04:05.874759 1 manifestwork_controller.go:179] Reconcile work test-1-klusterlet-
addon-workmgr fails with err: Failed to update work status with err Get "https://api.aaa-
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ocp.dev02.location.com:6443/apis/cluster.management.io/vi/namespaces/test-1/manifestworks/test-
1-klusterlet-addon-workmgr": x509: certificate signed by unknown authority

E0917 03:04:05.874887 1 base_controller.go:231] "ManifestWorkAgent" controller failed to sync
"test-1-klusterlet-addon-workmgr", err: Failed to update work status with err Get "api.aaa-
ocp.dev02.location.com:6443/apis/cluster.management.io/vi/namespaces/test-1/manifestworks/test-
1-klusterlet-addon-workmgr": x509: certificate signed by unknown authority

E0917 03:04:37.245859 1 reflector.go:127] k8s.io/client-go@v0.19.0/tools/cache/reflector.go:156:
Failed to watch *v1.ManifestWork: failed to list *v1.ManifestWork: Get "api.aaa-
ocp.dev02.location.com:6443/apis/cluster.management.io/vi/namespaces/test-1/manifestworks?
resourceVersion=607424": x509: certificate signed by unknown authority

registration-agent A :

10917 02:27:41.525026 1 event.go:282] Event(v1.0ObjectReference{Kind:"Namespace",
Namespace:"open-cluster-management-agent”, Name:"open-cluster-management-agent", UID:"",
APIVersion:"v1", ResourceVersion:", FieldPath:""}): type: 'Normal' reason:
'ManagedClusterAvailableConditionUpdated' update managed cluster "test-1" available condition to
"True", due to "Managed cluster is available"

E0917 02:58:26.315984 1 reflector.go:127] k8s.io/client-go@v0.19.0/tools/cache/reflector.go:156:
Failed to watch *vibetai.CertificateSigningRequest: Get "https://api.aaa-
ocp.dev02.location.com:6443/apis/cluster.management.io/vi/managedclusters?
allowWatchBookmarks=true&fieldSelector=metadata.name%3Dtest-
1&resourceVersion=607408&timeout=9m33s&timeoutSeconds=573&watch=true™: x509: certificate
signed by unknown authority

E0917 02:58:26.598343 1 reflector.go:127] k8s.io/client-go@v0.19.0/tools/cache/reflector.go:156:
Failed to watch *v1.ManagedCluster: Get "https://api.aaa-
ocp.dev02.location.com:6443/apis/cluster.management.io/vi/managedclusters?
allowWatchBookmarks=true&fieldSelector=metadata.name%3Dtest-
1&resourceVersion=607408&timeout=9m33s&timeoutSeconds=573&watch=true": x509: certificate
signed by unknown authority

E0917 02:58:27.613963 1 reflector.go:127] k8s.io/client-go@v0.19.0/tools/cache/reflector.go:156:
Failed to watch *v1.ManagedCluster: failed to list *v1.ManagedCluster: Get "https://api.aaa-
ocp.dev02.location.com:6443/apis/cluster.management.io/vi/managedclusters?
allowWatchBookmarks=true&fieldSelector=metadata.name%3Dtest-
1&resourceVersion=607408&timeout=9m33s&timeoutSeconds=573&watch=true™: x509: certificate
signed by unknown authority

112.3. R : IEPERERFLTELRE

INRIEMZFELEEZF A Red Hat Advanced Cluster Management for Kubernetes @l local-cluster
HZERH, NERFI10 2HHEKINEERFAZERR

EVAIEFRFAZTEER, EILMER hub EEF EHNZTEERES A secret, F{#H Red Hat Advanced
Cluster Management BT AE. 21T TS :

I oc delete secret -n <cluster_name> <cluster_namex>-import

¥ <cluster_name> it HIEEF AN ELBEN AT,

INREE#H 5 AHEH Red Hat Advanced Cluster Management S AR EERE, ERRUTHEUFR

=N
~5
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¥ <cluster_name> it HIEEF AN ZELBENAT,
2. 7 hub &8P, ZTUTHSRGZTEERRS A secret 2FF4 YAML XX :

oc get secret -n <cluster_name> <cluster_namex>-import -ojsonpath='{.data.import\.yaml}' |
base64 --decode > import.yaml|

¥ <cluster_name> it HIEEF AN ZELBENAT,

3. EZEEHD, ZITUTHNENA import.yaml 3UHF :

I oc apply -f import.yaml

113. fHfRERF B B2 F =R

LEMRRERRR, ZaRZEABERFNBIREFIEN—IOEMIR. ENIERT, wREER
MEFH—LETH—ERRE. EXIMERT, BeMFohfikre&REmE,

1130 R - IHERERRF IS 6h & 22 R R B
MR EEEE, DERTLERMER.

113.2. BRI - WHEREREE IS op B 22 (R4 AR R
SERUL T 5 B F B bR & 22 -

1. BITU TS UUERIRBEE <cluster_name> e84 28 A A IR AR -

'""secrets|*serviceaccounts|*managedclusteraddons|*roles|*rolebindings|*manifestworks|*lease:
|*managedclusterinfo|*appliedmanifestworks'|*clusteroauths' | xargs -n 1 oc get --show-kind -

2

oc api-resources --verbs=list --namespaced -0 name | grep -E
-ignore-not-found -n <cluster_name>

1

FA R N PRAVES BE R 6 44 22 [A] 2 #EHE cluster_name,
2. MIALLT e R GmEIIR, MBRIIKRPIRETZ Delete BITTIR :
I oc edit <resource_kind> <resource_name> -n <namespace>

¥ resource_kind &ty FHREEA, ¥ resource_name E N YRR, B RMNGEZ
]9 & #r & namespace.

3. EEIEHHE finalizer B4,
4. A vi 42589 dd s SHIPRIE Kubernetes finalizer.
5. HiA :wq S BRFIIRIRE vi FiEER,
6. HIALLTen 5 kMpRen &2 (A -
I oc delete ns <cluster-name>

IR E PR 6y & 22 |7 B 2 & cluster-name,

17



Red Hat Advanced Cluster Management for Kubernetes 2.5 i HER

114. S AEEN HIN B AUTO-IMPORT-SECRET-EXISTS 4%

EESAKRY, FHERHBHEER @ autoimport secret exists,

1141 B4R« S AERER HIM Auto import secret exists £515%

L5 A hive £ELUF1TEER, &7~ auto-import-secret already exists §i%.

114.2. f R A8 - 5 AEEEF H I Auto import secret exists 1%

LIRS A Z BTH Red Hat Advanced Cluster Management BRI, SHEILXFIE R, MNRH
PLXFENR, HEZAEHFZAREN, secret RAEHZE,

Zlnif R RIXAN A, FEHRUATEEE :
1. 1 hub & HiZTLA T e 53k F T FRF1EH auto-import-secret :

I oc delete secret auto-import-secret -n <cluster-namespace>

¥ cluster-namespace & #: H 5B o & 22 [H],
2. MBHENRZESEHT AT hub S NSERRTAER,
L£HOT A,

1.15. RERR S MB LA 7T F YRR R HERR

ERAMNMESERFHTERNFIERNERT, RESHIINSEHE offline (B%2) 0 available (7T
R) (A,

1151 B4R « R BMNEZEZ N A H

LRZEEEED hub ERFHMATIEER, hub EEATIRENZESHIR TEBLME A Z [F T
e,

115.2. R A« B EMELZ A A
BRI, HRMA TSR
1. HIALLTR&S7E hub 8% E%i% ManagedCluster #i#% :
I oc edit managedcluster <cluster-name>
¥ cluster-name B N IEHNZE RN,
2. 7E£ ManagedCluster #1#&F112 1 leaseDurationSeconds HIE, ERIAME N 5 0%, BAEEEER

HEORT [FISRARF5 5 L R R ERE, R ERCRBINS A, Hlin, ERILUHXMERS Y 20
paniiil

116. SLRFEIRHI A i B T L E R MUR SRS EHERR
MSRAEAE HRAI & ch B BB VR HISEBEIR TS N Pending 3% Failed, #HRIRIAT & HEHERR I,
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116.1 BN - REFEIRH & B B L EH RIS

1E{FF Red Hat Advanced Cluster Management 24 & 0 — N H5EEE, EEFHePEHS—EL
~Pending =X Failed K75,

116.2. S ARl AR A B B RFF L E SR ICRAS

MREHLR Failed KT, #AAEBENFENEHERRENBENEE, IREERIBEIEHIT
Pending K7, 1HRBUTHSRKERR :

o JRFE1
1. £ hub B HIZITUT RS, BEEEMAZEAF NHTEEOIEM Kubernetes pod BIZ TR :

I oc get pod -n <new_cluster_name>

FERIECIBIERE LT E M new_cluster_name,

2. MNREE pod EHHBLFRFREIE provision ZFER, NIREERE 2 48017, MMREEH
PRl A provision FRFEM pod, NITE hub & HIZITUTHRSUEEFZ pod WEE :

I oc logs <new_cluster_name_provision_pod_name> -n <new_cluster_name> -c hive

¥ new_cluster_name_provision_pod_name . X O BMWERNELEH, FEES
provision #J pod &7,

3. #REEP ARG R RE R E S,

o WIE2
MR EBEELMAH A provision B pod, NIKKRFEEARBIRALE, TRUTHTRUEE
E/L.\ .

1. 7£ hub &EFHIZITLAT D -
I oc describe clusterdeployments -n <new_cluster_name>

FERIECENER LT EM new_cluster name, MEAXREHLEATENELER, HS
%] Red Hat OpenShift XA IS %2 H SN A,

2. B RBETIRM Status.Conditions.Message 1 Status.Conditions.Reason st B FIEA X
lttlﬁJmﬂjE’J%A%{n 2.

116.3. Rl « SREHEIRS & P B RO ER KRS
ERRRHIIRG, WREMAEH%EHF BN R E 2 AR AR,

UTFRBIEET —MEREAI RN A TR, URBEREAFBERE
I No subnets provided for zones

When you created your cluster, you selected one or more zones within a region that are not supported.f£

BTOIREREI ST T RIE 2 — LU R L[]
o TEXIKE (region) HEHFEARRMKX (zone) .
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o MRIHTHER, NEBAZHHNKX,

o NWEMERTRANXE,
FEAET BEFICRMEERE, Hu%EEFERIEE,
MFETREZSCRERFHBRNEGES, HSHOUEERR,

117. N R GIT RS 28 E N FEHERR

3k B open-cluster-management 5 % %2 [H] 19 B 75 A IR 52 f& Git B KL

1171 5ER : Git RS 885

3k B open-cluster-management #p 5 22 5] YT [ #2251 28 pod multicluster-operators-hub-
subscription-<random-characters> HJH & LR 52f& Git ©EKMN, EREFE—1 x509: certificate
signed by unknown authority #%i%, =k BadGateway 1%,

117.2. fRAR R : Git fRS58RIEHE
BE : (IRMEERLAIRRRAE, §H TN
1. {&7F apps.open-cluster-management.io_channels_crd.yaml, {FEHERNXHE%.

2. 1 Red Hat Advanced Cluster Management &8, 217U a5 LAN A% -

I oc apply -f apps.open-cluster-management.io_channels_crd.yaml

3. 7£ open-cluster-management 4 Z2[A]#, 7% advanced-cluster-management.<version,
example 2.5.0> CSV, ZfTLA RS54 :

oc edit csv advanced-cluster-management.<version, example 2.5.0> -n open-cluster-
management

HHLUTESE :
e multicluster-operators-standalone-subscription

e multicluster-operators-hub-subscription
FREEEANSHENAHRER

I quay.io/open-cluster-management/multicluster-operators-subscription:<your image tag>

HHSTE open-cluster-management &4 22 (AR EH O LT pod:
e multicluster-operators-standalone-subscription-<random-characters>
e multicluster-operators-hub-subscription-<random-characters>

4. KZEH pod @G HEMAH docker Hiffiz T, ZITUTHN, RBEEHHT docker Hifk :

oc get pod multicluster-operators-standalone-subscription-<random-characters> -n open-
cluster-management -o yam|
oc get pod multicluster-operators-hub-subscription-<random-characters> -n open-cluster-
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I management -o yaml

5. EHSERE LR,
1 hub 8%, 21T T 453 multicluster_operators_subscription # /1) image fHE#
NIREFE AR :

oc edit configmap -n open-cluster-management mch-image-manifest-<version, example
2.5.0>

data:
multicluster_operators_subscription: <your image with tag>

6. E/FIAH multicluster-operators-hub-subscription pod :

oc delete pods -n open-cluster-management multicluster-operators-hub-subscription--
<random-characters>

XRTE%E SR LM open-cluster-management-agent-addon #p 4 %2 5] A E #7 (| &
application-manager-<random-characters> pod,

7. REH pod BB EAHT docker HFIZ1T,

8. HE I EHIAE CLI QBN ARRFER, FihfE/iiE spec H7RMN insecureSkipVerify: true's 1%
ST -

apiVersion: apps.open-cluster-management.io/v1
kind: Channel
metadata:
labels:
name: sample-channel
namespace: sample
spec:
type: GitHub
pathname: <Git URL>
insecureSkipVerify: true

1.18. GRAFANA i f=HEfR

LRI Grafana explorer RE 1] —LFERTRIIEITNT, ERTRERIBE|—NRXEBI 1R,

1.18.1. iE4R : Grafana explorer B & iBHf

INRITIE Grafana explorer R E I —LEFEN BB 1B X Gateway Time-out £51%, NN "L 2 H
open-cluster-management 4n % 22 (5] 1 #J multicloud-console &SRR,

1.18.2. f& R [A]H : EZE& multicloud-console I&H
WNRIBAE XA, Eem L T .

1. $iE Grafana MBI ELBER S A THINEBIXE :

a. BIUE Grafana WENIAEBRNLE, 1HZITULTFHS :
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oc get secret grafana-config -n open-cluster-management-observability -o jsonpath="
{.data.grafana\.ini}" | base64 -d | grep dataproxy -A 4

RR R EBINHAE

[dataproxy]

timeout = 300

dial_timeout = 30
keep_alive_seconds = 300

b. BEE Grafana BRI EUER T B [E], EaTUTRS :

oc get secret/grafana-datasources -n open-cluster-management-observability -0
jsonpath="{.data.datasources\.yaml}" | base64 -d | grep queryTimeout

R R TN %E -

I queryTimeout: 300s

2. MRMEEGUET Grafana WA ER TNHIRER IXE, &7 LURITZITU TS 7E open-
cluster-management #p 4 22 5] A Eg & multicloud-console E&H :

oc annotate route multicloud-console -n open-cluster-management --overwrite
haproxy.router.openshift.io/timeout=300s

RI%T Grafana T, HFZ B REEER. MXBEERIE LR,

1.19. ZR {5 FIBUE AN 158 5 A sth SR B B B4 2 HE RR

SESRHERAREMNLE, BREEF local-cluster (XB2EIH hub 5KE¥) . WEMNEF%E
1£ local-cluster %34 22 5] 15X EX managedcluster 55RFIFIR,

1191 B « i R ERRN A EREF 1T EEHERR

MESE $E¥%Bﬁ}ﬂﬁ&%%)um'JLT¢, {8 local-cluster 2. WE#MNIFE % B 1E local-cluster & 22 ]
FiKEX managedcluster YRR,

119.2. R : RIAFFNRERBFNNEHIRAMERT

ZRRXA A, REETE local-cluster fp$ 22 A 1% F managedcluster EIER, TRUTHIE :

1. MIANZEERTIRIE local-cluster, FHEBENIA decisions 5% A 77~ local-cluster, iz
TUTHSHERER !

I % oc get managedclusters

15504 local-cluster # 11 ARIRAIHIH, {BEATE PlacementRule B9 YAML & :

NAME HUB ACCEPTED MANAGED CLUSTER URLS JOINED AVAILABLE
AGE

local-cluster true True True 56d

cluster1 true True True 16h
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apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: all-ready-clusters
namespace: default
spec:
clusterSelector: {}
status:
decisions:
- clusterName: cluster1
clusterNamespace: clusteri

2. 7£ YAML X#4-F 81—/ Role, LUETE local-cluster #p 4% %2 5] F13%F managedcluster B2
fRo 1S WLLT A -

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: managedcluster-admin-user-zisis
namespace: local-cluster
rules:
- apiGroups:
- cluster.open-cluster-management.io
resources:
- managedclusters
verbs:
- get

3. fll# RoleBinding %R, MMEHNIAF1#%F local-cluster #3822 [HHIG AR, HS LT
A

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: managedcluster-admin-user-zisis
namespace: local-cluster
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: managedcluster-admin-user-zisis
namespace: local-cluster
subjects:
- kind: User
name: zisis
apiGroup: rbac.authorization.k8s.io

1.20. XN B2 KUBERNETES ZRZ hr A7 1T W= HERR
AR X i B %A Kubernetes apiVersion S &R, HXEHA AP RAMIERE, B8

Kubernetes [r] i,

1.20.1. fEMK : N AR EBRRA
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#N5R Subscription YAML XA —PHE NN ARFFREAFRAM AP, ETRKIKEIS LT ELIR
HIRER -

failed to install release: unable to build kubernetes objects from release manifest: unable to recognize

"": no matches for
kind "Deployment" in version "extensions/vibetal"

&, HAH Kubernetes API lRAHY YAML X444 old.yaml, ErIBERINBILLTFEE % ¢

error: unable to recognize "old.yaml": no matches for kind "Deployment” in version
"deployment/vibetal”

1.20.2. fER : NARFEHERA

1. BHEIRPH apiVersion, FI0, 0R subscription YAML X4 7R Deployment kind BY%E
i%, IRZEE R apiVersion M extensions/vibetal B E apps/vi,
LA R

apiVersion: apps/v1
kind: Deployment

2. EREEHPCTUTHSRIGIETRRE

I kubectl explain <resource>

3. f&# VERSION,

1.21. 3] W N IF R SRR

multicluster-operators-standalone-subscription pod 2K A EF R EREE.

1211 MK JRILIT RN F

% Operator Lifecycle Manager (OLM) BRZEFH operator MA{{2E multicluster-subscription-
operator i}, multicluster-operators-standalone-subscription pod &3, FE %A NI AR
AERBEHNF,

multicluster-operators-standalone-subscription pod BI#Z[R{E7E multicluster subscription
community operator CSV H1211% 2GB, {HItFRRHIIZE R OLM 28K,

1.21.2. R : FRILIT R ANTE

1. ﬁ‘ﬁ)ﬁ, R EIT [ multicluster subscription community operator B operator 715 CR, i&fTLA
e :

I % oc get sub -n open-cluster-management acm-operator-subscription

2. YntE operator /B E X BER, #NI0 spec.config.resources.yaml X4, LATE X EHRRIE.
x o AECEHHN. TR TRE—NLSEET KX operator BT 5 B E LR, RANHA
operator 1] [# #RiE#EE—1 operator, operator Pod &#% "killed" 3 H % 1 operator 1114 B E
M HRESS,
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ST EHH .yaml STERB

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: multicluster-operators-subscription-alpha-community-operators-openshift-
marketplace
namespace: open-cluster-management
spec:
channel: release-2.2
config:
resources:
limits:
cpu: 750m
memory: 2Gi
requests:
cpu: 150m
memory: 128Mi
installPlanApproval: Automatic
name: multicluster-operators-subscription
source: community-operators
sourceNamespace: openshift-marketplace

3 RERRE, BEMIIITH Pod #RES 1A 2GB RFREl, Z1TLUTHS :

% oc get pods -n open-cluster-management multicluster-operators-standalone-subscription-
7¢c8¢cbf885f-c94kz -0 yaml

apiVersion: vi
kind: Pod

spec:

containers:

- image: quay.io/open-cluster-management/multicluster-operators-subscription:community-
2.2

resources:
limits:
cpu: 750m
memory: 2Gi
requests:
cpu: 150m
memory: 128Mi

status:

gosClass: Burstable

1.22. B 554 KLUSTERLET #RFEHERR

Klusterlet P& S AT BB B2 M 2 B SR B Klusterlet REBAPIR S, R Klusterlet 2 F degraded &
#, SEEBEPH Klusterlet RIBRTRER WS, FEAITHIEDR, X F%EN True B Klusterlet fEZ
&, HFBULUTER.
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1.22.1. 4R : Klusterlet 20 F IR

EZEEEPEE Klusterlet /7, KlusterletRegistrationDegraded =% KlusterletWorkDegraded 5% /4
SRR True BPIRE,

1.22.2. L RI[A 50 : Klusterlet 20 FRELLIRR

| EREEHEPZTUTHSESE Klusterlet IR -

I kubectl get klusterlets klusterlet -oyaml

2. #2# KlusterletRegistrationDegraded =% KlusterletWorkDegraded LIEFIZFHR TR INE

7 True, THIRYEAEAX TN E/EHIR B AL ER R 7],

1.22.3. R0 : Klusterlet 20 F &L ROR
HEEUTHRIURSINR, LKA 2l AR R L 0] /5 -

o 1R KlusterletRegistrationDegraded 4B True BIRRIERA N -
BootStrapSecretMissing, RZEETE open-cluster-management-agent iy % 22 |5 R G| — 1
bootstrap secret,

e 11 KlusterletRegistrationDegraded 514+ Z "7 True, BARRIREN BootstrapSecretError
5k BootstrapSecretUnauthorized, NI|ZEIM bootstrap secret T, MHERZ R bootstrap
secret, FF7E open-cluster-management-agent oy % 22 |7 R E 0B M bootstrap secret,

o 1R KlusterletRegistrationDegraded #1 KlusterletWorkDegraded &7~7 True, B RIER
5 HubKubeConfigSecretMissing, 1&MHER Klusterlet FEFBIEE.

o IR KlusterletRegistrationDegraded #1 KlusterletWorkDegraded &7~ True, NIKRER
9t ClusterNameMissing. KubeConfigMissing. HubConfigSecretError 2%
HubConfigSecretUnauthorized, M open-cluster-management-agent %34 %2 8] Fa it k& hub £
¥ kubeconfig secret, JEMRIEFERB|FLURERETH hub 8% kubeconfig secret,

o IR KlusterletRegistrationDegraded &~ True, B RERN
GetRegistrationDeploymentFailed % UnavailableRegistrationPod, &8 LU T 45 B LUIKER
(]S F 2 R R,

e #NR KlusterletWorkDegraded ‘27~ True, BIKRERS GetWorkDeploymentFailed, X
UnavailableWorkPod, &I LA T &4 B LURER [ EUFE FH 2R R,

1.23. FESEEHH KLUSTERLET L/ AT E 23N E BERR

L& M Red Hat Advanced Cluster Management for Kubernetes #4ff, Red Hat OpenShift Container
Platform 2 &E%&ERA 4.5 1 4.6 B9 klusterlet-addon-appmgr pod % OOMKilled,

1.23.1L R : SEERFPM Klusterlet N ARZEFEIESS

R4 E] Red Hat OpenShift Container Platform EIERIEEERRA 4.5 #1 4.6 8 klusterlet-addon-
appmgr pod BJt5i% : OOMKilled,

1.23.2. R« SEEBHM Klusterlet N ARFEESR
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%I F Red Hat Advanced Cluster Management for Kubernetes 2.1.x 1 2.2, SEEF 5 pod WARERE
®hnzl 8Gb, EEBLUTHH,

1. 7£ hub $2¢rh, X2 klusterletaddonconfig KE{EEH, FRAUTHS :

oc annotate klusterletaddonconfig -n ${CLUSTER_NAME} ${CLUSTER_NAME}
klusterletaddonconfig-pause=true -- overwrite=true

2. £ hub &, 4i8 klusterlet-addon-operator, {FRLLT&HS :

I oc edit manifestwork ${CLUSTER_NAME}-klusterlet-addon-operator -n ${CLUSTER_NAME}
3. % klusterlet-addon-operator &, ¥ replicas: 0 ANE spec LLHITHAE

- apiVersion: apps/v1
kind: Deployment
metadata:
labels:
app: cluster1
name: klusterlet-addon-operator
namespace: open-cluster-management-agent-addon
spec:
replicas: 0

EZELREF, open-cluster-management-agent-addon/klusterlet-addon-operator pod 51
K1k,

4. BREZTELRE, F908I0 appmgr pod FAHIAEFERIE.

LTS
I % oc edit deployments -n open-cluster-management-agent-addon klusterlet-addon-appmgr
Bugn, wNRRHY 56, FMRFIEIMNE 8C,

resources:
limits:
memory: 2Gi -> 8Gi
requests:
memory: 128Mi -> 256Mi

1.24. OBJECT STORAGE 7iii& SECRET #[ZHEfR
INRE X SecretAccessKey, Object FAEMERIT] I IT:E B EKENEHTH secret, BB —ME

o

1.24.1. fEIR : XN RIEHEVIE secret

Object FHEFIERITT 5 TTiE B 5K EX B HTHY secret, XA RFELEIT [ operator W iAF 1% BHR M R7FHE
HEISERENTE,

1.24.2. R KT RIFMEVIE secret
MEBEEFINEAEUEENE secret, REBIAMEPRM secret,
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1 SEMEITH CR, LUMBER— MDY AT operator, 1ESH LU data #14& :

apiVersion: apps.open-cluster-management.io/v1
kind: Channel
metadata:
name: deva
namespace: ch-obj
labels:
name: obj-sub
spec:
type: ObjectBucket
pathname: http://ec2-100-26-232-156.compute-1.amazonaws.com:9000/deva
sourceNamespaces:
- default
secretRef:
name: dev
apiVersion: vi
kind: Secret
metadata:
name: dev
namespace: ch-obj
labels:
name: obj-sub
data:
AccessKeylID: YWRtaW4=
SecretAccessKey: cGFzc3dvemRhZG1pbg==

2. 1217 oc annotate F4TIMI :
I oc annotate appsub -n <subscription-namespace> <subscription-name> test=true

2T EE, EHMIEA Application #HIALUSIE RS EHNERERE. HECITUERIZE
£, LEENARFHRESESL ERRER PR,

1.25. X ] LR M4 ThE 7F 1Tt P HERR
REINRAMGE, ZHGETEREEF, FHEF Installing K,

1.25.1. fE4R : MultiClusterObservability ¥R F & B HIAS
INRIEREFAEE Observability BE X FRE X (CRD) f&, ®IMZRM (observability) KES—BE LT

Installing JA7%, NIATRERE 3% %E H spec:storageConfig:storageClass S#E Y H, &, TWERM

AHEBshEIBIAN storageClass, BIMR&EEME, NEHGHREEE Installing KET
1.25.2. R IXANAE : MultiClusterObservability 55R N TF35% B AR S
INRIEBIXANAE, HRBUTHE

1 JIER B RE T AIIERMAMY

a. E%F multicluster-observability-operator, 1HZ{TLA &S :

I kubectl get pods -n open-cluster-management|grep observability
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b. EXIFREFEEMM CRD, HZITUTEHS :
I kubectl get crd|grep observ
EfE RA MR, »ATESRELT CRD:

multiclusterobservabilities.observability.open-cluster-management.io
observabilityaddons.observability.open-cluster-management.io
observatoria.core.observatorium.io

2. INREHRNER A B CH storageClass, ES M WNEEEFRHMERFF O NFS B2
o

3. AR R MEA 4R LA B BRIAB] storageClass, E#T multicluster-observability-operator
CRD H# storageClass %, RS ATRERLLITE -

I storageclass.kubernetes.io/is-default-class: "true"
z7

EramE, TNRAERKERWER N Ready K. MRRELETN, NKETR Fail IR,

1.26. OPENSHIFT 15 #2 iR 55 HU FE HEPR

S EEEEPM Observability BRSZEZEM OpenShift Container Platform W ¥l iR ERIE Ir 3R, IR
OpenShift Container Platform W& B FRERE, MR ER%RE metrics-collector,

1.26.1. fE4K : OpenShift Wi 1RAR %S R FtLE
endpoint-observability-operator-x pod 217 prometheus-k8s k552 & 1E openshift-monitoring &

A A ., NRIXMNIRS %A HINTE openshift-monitoring S8 & Z2(EF1, NITAEERE metrics-
collector, fEAEERINEILLT HEE{S 2 : Failed to get prometheus resource,

1.26.2. iR : OpenShift iR S5 AR FLLE
INRIEE XN, HRRA TSR
1. BSRIEBR OpenShift Container Platform 5£2%,
2. 1i7] openshift-monitoring #3 % Z2 (8], %iF prometheus-k8s fR55 2 & AT .

3. EZESLEEM open-cluster-management-addon-observability %34 22 (Bl H & /5 endpoint-
observability-operator-x pod,

1.27. ¥R R 525 POD RSB EHERR

search-aggregator JC;%i217,
1.27. 1 EK 1 : #REE 28 pod L6 F Not Ready K&
INRFEH T redisgraph-user-secret, 13RI 5325 Pod 40 F Not Ready K7, EAIBERUEILLTFEE I

E0113 15:04:42.427931 1 pool.go:93] Error authenticating Redis client. Original error: ERR invalid
password
W0113 15:04:42.428100 1 healthProbes.go:36] Unable to reach Redis.
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E0113 15:04:44.265777 1 pool.go:93] Error authenticating Redis client. Original error: ERR invalid
password

W0113 15:04:44.266003 1 healthProbes.go:36] Unable to reach Redis.

E0113 15:04:46.316869 1 pool.go:93] Error authenticating Redis client. Original error: ERR invalid
password

W0113 15:04:46.317029 1 healthProbes.go:36] Unable to reach Redis.

1.27.2. R[] #RIR A2 pod 0F Not Ready K&

INRMBEX AR, #IPk search-aggregator #1 search-api pod MAEJF pod, 21T AT a4 LU BRAED
HIREIM pod,

oc delete pod -n open-cluster-management <search-aggregator>

oc delete pod -n open-cluster-management <search-api>

1.27.3. fE4R 2 : # 3R redisgraph pod 2 F R IBIRE
L e ibTF Pending XK, search-redisgraph pod &1z 17.

1.27.4. fR [« IR TFRHFEIBIREH redisgraph pod
MBRIEA XN, ERUATSE :

1. EAUTHSIRE hub SRR ZEF B pod F4 :

I oc describe pod search-redisgraph-0

2. SR BEBIE T searchcustomization CR, HREFEHENEENNEETEN, HRLERTOIE
T PVC, izfTEA TS5 PVC :

I oc get pvc <storageclassname>-search-redisgraph-0

3. 1R PVC AT LUIBE E search-redisgraph-0 pod., 0R[AEh& AR, Mk StatefulSet
search-redisgraph, search operator R E#7 | StatefulSet, IZ{TLA TS :

I oc delete statefulset -n open-cluster-management search-redisgraph

1.28. METRICS-COLLECTOR #[&EHERR

% observability-client-ca-certificate secret (% BEZE LB P HEFRIFIT, EAIESINE—RERAR
SAREER,

1.28.1. YK : metrics-collector ToiELIE observability-client-ca-certificate

HEEE — N2 EER, HdWisii B, MEHILXMIER, EeIsE4 M metrics-collector EE 11K
BILUFEASR -

error: response status code is 500 Internal Server Error, response body is x509: certificate signed by
unknown authority (possibly because of "crypto/rsa: verification error" while trying to verify candidate
authority certificate "observability-client-ca-certificate")
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1.28.2. R Al : metrics-collector JoiE%IE observability-client-ca-certificate

IMREEXNAE, 1HFRRUTEIE
1. BERIRERH,

2. kR4 observability-controller-open-cluster-management.io-observability-signer-client-
cert B secret, 1% secret iLF open-cluster-management-addon-observability 3% Z2 (7] Fh,

ZITLA TS

oc delete observability-controller-open-cluster-management.io-observability-signer-client-cert

I -n open-cluster-management-addon-observability

7 : observability-controller-open-cluster-management.io-observability-signer-client-cert

RBEMERFNIEBEHRVE.

E#0/% metrics-collector £fEFH E#7 observability-controller-open-cluster-management.io-
observability-signer-client-cert secret,

1.29. ZiE F ok % SUBMARINER IS FEHERR - BHIE R
INRIBECE Submariner BIR B #IEA1T, &0 LAFE R —LE (0] B $% B (0] 7 3 2R (0] 4,

1.29.1. IEXR : (EREFTE 1% Submariner - EHIE &
ELEE, Submariner MEREHEE,

1.29.2. K5 A]fH : Submariner TRERFTHFEE - BEIMER

INRIEERE Submariner [FR A I MR, 1ETAHNERGRS R, HEE, ZBE Submariner I

RERE L9 B A,

1.29.3. )R [F|l : Submariner EREFTLEEE-BEHER
Y Submariner 2B TTEIEE T/ER, A LUER LA REEHERR S B GRS 12 H 03

1. BELUTEXR, AT Submariner WAHAHZEEHRIE -

e submariner-addon pod 7E hub 58289 open-cluster-management 5 22 [H] 112 1T,
o LUF pod EENN 2 E%LEEH submariner-operator 34 22 8] 24T :

o submariner-addon

o submariner-gateway

o submariner-routeagent

o submariner-operator

o Submariner-globalnet ({XfE ClusterSet H/F M T Globalnet i)

o submariner-lighthouse-agent

o Submariner-lighthouse-coredns
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2. i&17 subctl diagnose % E & pod IR, 1B submariner-addon pod BR4t.

3. X EEEH21T subctl gather 63 & RIS R T Submariner pod BIH, 1B submariner-
addon pod FR4

4. QIREE, MBI ERE NG, HOEB— N REE, FEEUTER
a. 1517 subctl gather LUKEEFFAHE % Submariner B, FIFETARINE A& H .,

b. ¥k ManagedClusterAddon #5R I By submariner FHINER, Ak hub & E
ManagedCluster %5 # 22 5] F1# SubmarinerConfig 7R 588 submariner =245,

c. EEMFRHERRBUTER, URHMERER
o XZRENL?
o IMIHAIRLEML?
o MMESHIMB R (REFH. BH) ?
o AR LR L EMER?
o INMEER:
o Submariner ik ({8 subctl version f34)
o Kubernetes hiiA& ({f#f kubectl version #p4y)
o ZEFNERES (£ subctl diagnose all &%)
o WEFEE (EMA subctl gather %)
o LNEHEHEE
m OS ({fF cat /etc/os-release 1 %)
m kernel (f&f3 uname -a 3 %)
o ZETH

o HitaseBRAMINMEER

1.30. SUBMARINER ADD-ON A& 2% BO s BE BERR

¥ Submariner add-on JRINENERFEFRBIEEES, Connection status, Agent status, 1 Gateway nodes &=
D TREENENRT,

1.30.1. fE¥K : Submariner M IN4E 44K 5 4 degraded

¥ Submariner add-on FRINEISEEEF, 7E Gateway nodes, Agent status, #1 Connection status A i /RELF
RE -

o WHINEMNMXT R
o Progressing: TRCRIX T RBNHEEE. .

o Nodes not labeled: RxT7 s ETric, ABER Niric el 89 HE K.
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o Nodes not labeled: FIX T R KRIFL, ATREEENHAREESEFH —MNHARTM.
o Nodes labeled: X1 smERIC,
o IR
o progressing : Submariner RIEBHREEH5,
o degraded : Submariner (K& FZ1T, HEEKENEBNBEHITH,
o EEERE
o progressing : £ Submariner add-on J& B ST IE AT FR,
o degraded : JEEERRLE, MRENF L& T MMAEM, NHRRAIRMEHETH, MREERE
ZRUFLTRE, ANNEEREZRTHENER, S8 NEHN, MREMEELTH
FEERE, NMESHTSLR—1 Degraded K7,

LR ERIPLER B, URMPLERR T AERRS

1.30.2. 2R : Submariner M INZE AR degraded

o HRMBEME, BIVKTBEBERBITHAR, BUURGRFRTREEFTNRZNATT K, BT
LUfsE X%{nuﬁkﬁﬁmﬁ HRREATMN, FEFEHNITHEMBESRRS K,

o NFITIEMRFIRAIE, 155 ELTH PRLABERRIX AN A -

1. &I LUERT A subctl I2FH diagnose 4, TEFELLTFRMENE Submariner i£# L)
T — i

(i

a. Agent A& 3 Connection /& 40 F Degraded A7, diagnose <51 HtA X1 (A] Ky
AT,

b. ¥Hl& hERRLEH, BMEERZETLTEES I, diagnose 5 ABITFHIAESR &
BRAEHMEESEE NG, RIFETMIEZEIZ1T diagnose a4 iR Al 7]
MBBEXRMMALZITHRPINELZER, 15SMH Submariner HHJ diagnose,

2. MR FFIkELLF Connection IR, &R LUAEIZ 1T subctl TER diagnose i2#ip % ik
EXFI AN Submariner 885 2 [AIBIEZRIFAIRS, ZHHHIERE -

I subctl diagnose all --kubeconfig <path-to-kubeconfig-file>

{3 kubeconfig X 4B & path-to-kubeconfig-file, BXGSMELZELR, HSIH
Submariner X#4H# diagnose &84,

3. 1‘& BE)U TRE. AR, FEERE B EEEHTIRERB AES R A SRR, X
53 Connection 37 7~ 7 degraded, jZ4TLL T ap G2 B A3 n] 4

subctl diagnose firewall inter-cluster <path-to-local-kubeconfig> <path-to-remote-cluster-
kubeconfig>

¥ path-to-local-kubeconfig &5 — M E£#) kubeconfig X f4HHIEEE,
¥ path-to-remote-kubeconfig &1 H L E¥#) kubeconfig XXHFHIEERER, ERILULZTT

subctl TEFZFEH verify €35 EMKF A Submariner S8 H89iE#E, ZHSHERER
N
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4. WNR[AEIREE, FHF Connection K, EAILUEA subctl TEIZ1T verify 6545 LA
A~ Submariner R [AIBVERE, ZDRIERBR N -

I subctl verify --kubecontexts <cluster1>,<cluster2> [flags]

¥ cluster1 # cluster2 Z# NIKENH{NEEHNELTR, BXUHSNESER, HSH
Submariner X4/ # KE,

5. TEHEHER SRR R MH S, #F benchmark 8570 subctl TEREIT—Ef, LUERE

Bz T E IS MR 1T LR R
BXRIZGSTIRTNESER, 1ES M Submariner XA £ #5,
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