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Red Hat Advanced Cluster Management for Kubernetes MfiNZE 4 af LIRS F LM aE AT, FARINA T
o N FAFEFEEOThRE, LATF/NTT4RM4 T Red Hat Advanced Cluster Management & B3 BB ANZE 4483k

e Submariner multicluster networking #1 service discovery
® VolSync HAMEEHIARS

o TR NEMEIEG M klusterlet My NAH

o EIHEEEMINAH LS AEEEHNE

1.1. SUBMARINER MULTICLUSTER NETWORKING #1 SERVICE

DISCOVERY

Submariner 8— MR E, A5 Red Hat Advanced Cluster Management for Kubernetes —#2ff A,
AFAEENIMES (REBIMNERE) REMINHZNZERENBEREMLSARS L. Submariner &
Multi-Cluster Services API (Kubernetes #7i Proposal #1645) 388, A% Submariner WEZEE, 15
2[5 Submariner I 5,

B R EMZE N B N AR, 1A A Red Hat Advanced Cluster Management 2355155, &31&
WLty i B H A MERREFIEE,

ESHLLT EMLLT 88 X AAMER Submariner WEZER :
o TEMTFF RSP ERE Submariner
e figi& Submariner
o RE subctl HHITE
o [HAEFIAERE Submariner
o FIERE Submariner
® HE X Submariner BE
® Jy Submariner BIEAR S L

e 1# Submariner

1.1.0. FEBr i R R ERZE Submariner

TR FEE R R ERE Submariner ATLAFS BN INZ £ (R, MM ERERERANRIT NG, BT
NS R P F A Red Hat Advanced Cluster Management for Kubernetes #8% Submariner, EA01E
FeSERTE T T BB AR i 2 e AR AT IR A 25 T

1111, FERT O E R B P ECE Submariner

SRR I T E RO R B R RS AT SRS, A TUE RS RR R Submariner, BISTRENTIFIE
HNER LB, HS LT -

11111 7&K registry & mirror {5


https://github.com/kubernetes/enhancements/tree/master/keps/sig-multicluster/1645-multi-cluster-services-api
https://submariner.io/
https://access.redhat.com/articles/6978968
../../html-single/..#install-on-disconnected-networks
../../html-single/..#install-on-disconnected-networks
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TERTFFEERI SR BE L EBE Submariner #, 1HMAFREARM registry HERE Submariner Operator 4 & 4%
%o

S : SNREFE A Red Hat Advanced Cluster Management 2.7.2 iR IR A, A5 nettest-rhel8
Bif%o

1.1.1.1.2. BE X catalogSource &5
ZiABER T, submariner-addon £33 %/ redhat-operators # catalogSource, LFEHEEETRAESL

#RHY catalogSource F5f, &A7{EF catalogSource B E L AR EH 5 MM T E LB LI
SubmarinerConfig #1#J SubmarinerConfig.Spec.subscriptionConfig.Source S H(H,

1.1.1.1.3. £ SubmarinerConfig % /3 F airGappedDeployment

% M Red Hat Advanced Cluster Management for Kubernetes 12l & 7£ 3% & 5% 2 1 % 2% submariner-
addon 5, ZELL%EFE Disconnected cluster %1, L@ Submariner REIAERARSS 28 & H API 24,

INREFEF APl R% Submariner, EUAITESZEERF REXH SubmarinerConfig %
airGappedDeployment S5 E N true,

1.1.2. Bdi& Submariner

Red Hat Advanced Cluster Management for Kubernetes 324 Submariner #E hub S£E£HIMT INZE 44, 1&
AILASE Submariner FFRE X4 AR EIF X Submariner WEZ{E R,

11.2.1. FoRZ
1E{EE Submariner &, HREREHRBUTHRSEE :
o {FF cluster-admin PR 147 hub EEEHIEIE,

o EMXTMZBIMATEE IP i, EEMNEEE, MXT mAJdie{FERASEL MR mAga
HFAE P bR ED—NEE, NFERZELR, 1ESH Submariner NAT Traversal,

o MNRFEA OVN Kubernetes, %£Ef /I F Red Hat OpenShift Container Platform hR7s 4.11 %
= hRAN,

o HNRIEM Red Hat OpenShift Container Platform 5£8#{# A OpenShift SDN CNI, NIENZESE
BEFRRRAE T R BIRA KIEES B w1 R S 4800/UDP,

o [ AKIEER B LIS M XTI s 8 4500/UDP #1 4490/UDP TE 2 &R A IIB2E,

o MEMXTRALLUETHME IP BN, BRAEBPEM NAT, HBEMANEERE R
i s £ B9 ESP #i%
F - YIMBEEEERETE Amazon Web Services, Google Cloud Platform, Microsoft Azure 5%
Red Hat OpenStack S BRI, XRBHNERE, BN EMIMERNEHNRIPTAE =R X
EFERE,

e managedcluster ZF /8 E RFC 1123 FE X # DNS irZhifE, HREUTER :
o 85 631NFEHHED
o NBENEFREFFRH -

o LIFBMFERR L


https://submariner.io/
https://submariner.io/operations/nat-traversal
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o UFBETTHLR

1.1.2.2. Submariner IF O3
BETRUBEEREEF A Submariner IO :

Customizable CIBr= DA

= DA

IPsec NATT 4500/UDP

VXLAN 4800/UDP

7|
54
b

NAT % Fllis O 4490/UDP

7|
53
pi

BRFRFMERIFE, ESH Submariner LifFfe /RS,

1.1.2.3. Globalnet

GIobaInet 7= Submariner fIINAHGEHR S EBTHEE, ©XHEFES CIDR WERZ [HMIEE, Globalnet
— NEESCHMERE, UE—NTEEERNMBEHES TR, UL, BH Globalnet B, 1%
%%Eﬂk)ﬁ?ﬁé%?ﬁﬁ MRS EE—12E CIDR, £/F CIDR BT XfF5REALE(E,

INERIZ1T Submariner WEE AT EES B ESM CIDR, 1E&E/EH Globalnet, 7E{FEREZHIE
fF, ClusterAdmin RAILLNEEFSEE A Globalnet, F&RTE NEESE TS B Submariner MiANZE AR
Enable Globalnet %%, /& Globalnet i7, &ITEEARMIFR Submariner BIIER FT2HE,

8 Red Hat Advanced Cluster Management API 5, ClusterAdmin =] L@ 78
<ManagedClusterSet>-broker 1% 22 [f] 1 fil| & submariner-broker %3k /5 F Globalnet,

ClusterAdmin A& EFEREH L H R UBIEN RATFEHINSR, ManagedClusterSetAdmin B & (5
MR AR NENEHENRIETIER) REMENNIR, ZREFAFENNR, ClusterAdmin @771
access-to-brokers-submariner-crd #9& 1R 5 ManagedClusterSetAdmin f /- KEX,

SEERU TSR LL0E submariner-broker X %R :

1. BT TS5 £ 3R <broker-namespaces :

oc get ManagedClusterSet <cluster-set-name> -o jsonpath="
{.metadata.annotations|'cluster\.open-cluster-management\.io/submariner-broker-ns']}"

2. B —1 submariner-broker /%, &l /&% 5 submariner-broker #J YAML X438 E
Globalnet Bt &, 7£ YAML XHAHRMELUUTITHARE :

apiVersion: submariner.io/vialphai
kind: Broker
metadata:
name: submariner-broker
namespace: <broker-namespace>
spec:
globalnetEnabled: <true-or-false>

¥ broker-namespace &1t 712 o 44 22 (B B A iR,


https://submariner.io/getting-started/#prerequisites
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¥ true-or-false &#ty true /= Globalnet,
S ¢ JoEUE name ST 2 submariner-broker,

3. BIALLT e BIRZ 4R AE YAML XA -
I oc apply -f submariner-broker.yaml
A% Globalnet WEZER, 1S H Submariner XA H ) Globalnet 12425,
11.3. Z&& subctl S TE

subctl TEERHFHEPRM, THRUTSHEK, EAMEE subctl TR :

1L BITUTHSETE registry, FERTINHAENE

oc registry login --registry registry.redhat.io

2. WIALLT@ES TH subctl 25, FI¥ subctl = H ST L 48R AIREXE] tmp & -

oc image extract registry.redhat.io/rhacm2/subctl-rhel8:v0.14 --path="/dist/subctl-v0.14*-
linux-amd64.tar.xz":/tmp/ --confirm

3. BiALLT S +45 subctl TE :
I tar -C /tmp/ -xf /tmp/subctl-v0.14*-linux-amd64.tar.xz
4. MIALL TS %% subctl T8 :

I install -m744 /tmp/subctl-v0.14*/subctl-v0.14*-linux-amd64 /$HOME!/.local/bin/subctl

1.1.3.1. {EH subctl 785
EREPRNIER, EEETRUT @A BAGSIE BT

export service NIEEIRSS B —1 ServiceExport %R, ©RYF
Submariner #8E H Y E fth £ B¥ L G N BIAR 55

unexport service fiiER1E AR 558 ServiceExport %R, XA FhLE
Submariner #8E H Y E fth £ B¥ L G N BIAR 55

show RH4tA % Submariner FRHI(E .
verify % Submariner E—HEHFE BN, KiILERE. RS

EINFNE M Submariner ThEE,

benchmark A Submariner S AN LR 5 A — X SEBEAO R A
M EN 2 FIER,


https://submariner.io/getting-started/architecture/globalnet/
https://catalog.redhat.com/software/containers/rhacm2/subctl-rhel8/6229131e49e7196373df7d3e
https://submariner.io/operations/deployment/subctl/#export-service
https://submariner.io/operations/deployment/subctl/#unexport-service
https://submariner.io/operations/deployment/subctl/#show
https://submariner.io/operations/deployment/subctl/#verify
https://submariner.io/operations/deployment/subctl/#benchmark
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diagnose IZATHEE LU AIBA IE Submariner R IE &% T EAY|A]
Ao

gather MEEIREE R, LAEEBhXT Submariner ERE TR
HERR,

version 27 subctl — i T BEMIRRA IS,

BX subctl TEREMSHEZER, 1ESH Submariner X1 ¥ subctl 2847,

1.1.4. F A& ERZE Submariner

1E{# 8 Red Hat Advanced Cluster Management for Kubernetes #8% Submariner &, ENEIEEINE
SR, B LUEA SubmarinerConfig APl % Red Hat Advanced Cluster Management for
Kubernetes I & LA T 4N £ B 5h# % Red Hat OpenShift Container Platform &% :

® Amazon Web Services

Google Cloud Platform

Red Hat OpenStack Platform

Microsoft Azure

VMware vSphere
¥ : VMware vSphere {{Z#IENSX FRE,
EEE AN B EERE Submariner, HIRIBFEIERE Submariner B9 BAHITIRE,
SRR TS, #H Red Hat Advanced Cluster Management for Kubernetes & %82 Submariner :
FENVRIR : £HEEA
1. EEEHIE S, 7FF Infrastructure > Clusters,

2. TE Clusters TIE £, %% Cluster sets 15T+, B Submariner J& FAMERE AL TR — 52
£&5,

3. MREZEFEHE LEZE Submariner WEB BN TR —KEEH, EHRELS S,

4. MNREBEH LEBE Submariner WEBRER—NEEER, HEBRUTEENENCBE—I SR
=

a. 1%#¥ Create cluster set,
b. XEEEIITaA, AFLEEE Create,
c. ¥ Manage resource assignments UGB D ECEIKEEE,
HRRE S Submariner FEMZERE, NelIRmMBEEESF.
e. 1if¥ Review REFHBINMILFRIERY,
%k

¥ Save REEME, HEFLERNEHXEIE.


https://submariner.io/operations/deployment/subctl/#diagnose
https://submariner.io/operations/deployment/subctl/#gather
https://submariner.io/operations/deployment/subctl/#version
https://submariner.io/operations/deployment/subctl/
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5. AREEEAF,

6.

N

FSPrFSPr

1%4% Submariner add-ons 3

17%2+% Install Submariner add-ons,

R EEH EERE Submariner FI5EEE,

I,

8. BB TRHEMZFEE, IHTE Install Submariner add-ons JRiE2shEI AFTENER !

PR

AWS V57| Z %] ID
AWS Secret i1 B
EARERAE AT
&P 1D

& i secret

1T 1D

2/ 1D

Google Cloud Platform fR551k ™ JSON &
i

ERES

IPsec NAT-T ixO

EESE-

AR Eh 2

T FH I S SR RS

Globalnet CIDR

pd

RSN AWS SRR I

RS A AWS SR AT I

VIEE AN Azure B AT I

VIEE AN Azure BRI AT I

VIEE AN Azure B AT I

VIEE AN Azure EEF AT I

VIEE A Azure EEF AT I

fXIES A Google Cloud Platform & A I,

EZERR LOBMIRX T RB9LFI KB,

IPsec NAT J&/7 i ORI IA(E 77 4500, #0R1EHT
SEERIMER VMware vSphere, 1EMIRIER
KEERITF IR O,

BRESEEHPMBBNMXT REE, ST
AWS, GCP. Azure #1 OpenStack 52,
LTRAMXT R, MF VWware £8, AN
worker T RIETRICHRIRTT . BRIMESN 1, 40
REXRTF, NBE30EA Submariner X &7
FAME(HA),

HET

I PSR BERRE Y Submariner WX 45 8| 282H
#, BZiAE N Libreswan IPsec.

MERERA, F855 Submariner BikihRI A IP
R A SR AR 55 25

NIEEBEASTIERET Globalnet BZER F ]
., ATZEEEM Globalnet CIDR, 18R EE
72, MSMERENEBHSE— CIDR,
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9. EHHERARREILE Next BB T — M REFNFES, HHBEFENEMRRIOEEFTHID
-’Ii:g?éo
10. BWIEB N RELKHNELE,

1. = Install EFMAZ EEEE L EE Submariner,
REMEBSEKAREEE L8], BEILATE Submariner add-ons ETF REIFIR P ib &
Submariner K2 :

o EERBIEREZEERPETZL D Submariner %1,

o RIEREHNIR Submariner BEMINERERIREERRH, HH AR E Degraded KT,
EEREMEE NI,

o IEMMAT mERTNZTEEHPHM KT REBE,
Submariner IEER BIEFTILAEREH,

1.1.5. F5)ERZE Submariner

1E{# 8 Red Hat Advanced Cluster Management for Kubernetes £8% Submariner &, ES/EIEEINE
RO AR ER, 1HS I RAEE S EE Submariner LT fRINAIE AIEHI S E FHWER DB E

Submariner,

INRENREHEEFIIFB D) Submariner BRBHIHN A L, HSHLUTEHD RF oA EMERL, &
TMRUEFIHEM—FES S, RIERERLEERNRHERER,

1.1.5.1. 25 Submariner & & &
B S ENEREFELE Submariner, HEHRU TSR :

1. FARBA A IF 4500/UDP #1 4490/UDP i O _EMAERE Fim At/ HikiRE, B4, NRERE
{8 OpenShiftSDN CNI #88, foirAMhER T SApyAlLL/ Hik UDP/4800 R &,

2. BEXFNARLLLTRAN YAML RE :

apiVersion: submarineraddon.open-cluster-management.io/vialphat
kind: SubmarinerConfig
metadata:

name: submariner

namespace: <managed-cluster-namespace>
spec:

gatewayConfig:

gateways: 1

¥ managed-cluster-namespace &t H S EEEH A, SubmarinerConfig & FinilZ2
submariner, RBIFTR,

B E S E A — worker 7 mFRC N RN ERE LM Submariner F %,
FINBERT, Submariner A IP Z£(IPsec) FEMX T m EHIEREZ AR R LF2E, KA LUE

FA2KIA IPsec NATT im0, SHEFRELEENARIKO, YBZTXINSER, KREELE IPsec
NATT i, 4500/UDP FAFi%#E,

3. 1% Submariner BBERIM X T /=, FHEEMMERE, URTFRTFAIBRED IPsec NATT
(UDP/4500) 1 NatDiscovery (UDP/4490) # M.
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B XEE CETHESR, HBHEE L Submariner H1E,

1.1.5.2. A #EHI A N Submariner % Microsoft Azure Red Hat OpenShift (3R Tl

Microsoft Azure Red Hat OpenShift BRS54HE T &M T EMFTIR, LAFBMELIEE TR RN ARERFH

10

7z,

U Azure Red Hat OpenShift S28¥LAFE FA1EHI S EBF Submariner, 1EFERMUTHIR

1. F# Python wheel #1 CLI ¥ &,

2. TE Azure CLI BT TS RET B :

I az extension add --upgrade -s <path-to-extension>

% path-to-extension E#t /1f8 T#; .whl §" R HRIEEE,
BITUTHSRIEERERAT CLITE -

I az extension list
MRERYT R, HHATEERULLTRA

"experimental": false,
"extensionType": "whl",
"name": "aro",

"path": "<path-to-extension>",
"preview": true,

"version™": "1.0.x"

. 7E Azure CLI A, 2fTLA T a9 3REM preview ThEE :

az feature registration create --namespace Microsoft. RedHatOpenShift --name
AdminKubeconfig

TTU TR REE S kubeconfig :

(™

az aro get-admin-kubeconfig -g <resource group> -n <cluster resource name>
F : az aro 89 IY kubeconfig RERIAMB R, FHEMALI kubeconfig, EFEAE, XEIF
%7 & KUBECONFIG LAEER ST BIER R, 1S ILAT R -

export KUBECONFIG=<path-to-kubeconfig>
oc get nodes

. M Red Hat Advanced Cluster Management 12l &1%4¥ Infrastructure > Clusters > Import

cluster, J¥ Azure Red Hat OpenShift 5883 A& TR T,

4% Kubeconfig Import #3, F7E Kubeconfig & O i A kubeconfig X##HHIRE., R
PRI B BATERR S Ao

& e  LLR T 7 A Bl Infrastructure > Clusters 3855 1E Azure Red Hat OpenShift £E2EB E TN
5 Xo

i# AZl Infrastructure > Clusters > Cluster set, AFEFERMNERENELHR, AE, =
Submariner add-ons %,


https://aka.ms/az-aroext-latest.whl
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9. = Install Submariner add-ons 3%, ¥ Azure Red Hat OpenShift &£E1% & NIKH Target &
B, REBREHIA R UASTEMRRE,

10. # AZl Infrastructure > Clusters > Cluster sets > Submariner add-ons, FSUFfEBR Azure Red
Hat OpenShift 52889 Connection status 2 Healthy,

1.1.5.2.1. {8 API 2y Submariner ## Microsoft Azure Red Hat OpenShift (/R

FE % Azure Red Hat OpenShift £ E£LAEF API E828 Submariner, 15 B & L FHM AR UL T RAIH
YAML AR :

apiVersion: submarineraddon.open-cluster-management.io/vialphat
kind: SubmarinerConfig
metadata:
name: submariner
namespace: <managed-cluster-namespace>
spec:
loadBalancerEnable: true

¥ managed-cluster-namespace & ) % & £ BB,

SubmarinerConfig FJ & ##4/ilZ submariner, 1RGN,

EER B I H A — > worker 7 mFRiE 7 Azure Red Hat OpenShift 522% £ Submariner FX,
EINER T, Submariner A IP 22 (IPsec) EMX T M ERNERZ AIRBILZEMRE, EaLAEREIA
IPsec NATT im0, SEFEEEEREMARRO, BESTINFERN, MREFEE IPsec NATT i
O, = 4500/UDP BFi%#%,

T XREE CETHESR, EBHEE L Submariner H1E,

1.1.5.3. #4477 Submariner 4% Red Hat OpenShift Service on AWS (R ARTH)

Red Hat OpenShift Service on AWS W ARRFFAMIMALRE T —MEIEMRENTES., BES
OpenShift Service on AWS & E¥3kEBE Submariner, 1HFEMRLL T :

1 BT TSRS, AIB—NFT m¥i21T Submariner B :

ié/
rosa create machinepool --cluster=<cluster_name> --name=sm-gw-mp --replicas=<number
of Submariner gateway > --labels='submariner.io/gateway=true'

2. IZfTUTF a4, &RE OpenShift Service on AWS :

2
I rosa login

oc login <rosa-cluster-url>:6443 --username cluster-admin --password <password>

3. BTUUTHE, 7£ AWS £Ef L OpenShift Service fll# kubeconfig :

ié/
I oc config view --flatten=true > rosa_kube/kubeconfig

4. M Red Hat Advanced Cluster Management 3£l &1%5¥ Infrastructure > Clusters > Import
cluster, ¥ OpenShift Service on AWS 855 ARIEEETIKRF,

1
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17i# Kubeconfig Import 23, #1t Kubeconfig B O %i A kubeconfig X{HHHIRAE, 17

PREIE B9 BATE R T A
& eI LLE T 7 A E| Infrastructure > Clusters 345 1E OpenShift Service on AWS B2 B 2N
Ao

6. # AFl Infrastructure > Clusters > Cluster set, AREFERIMVERBEENELT., AR, =
Submariner add-ons %,

7. = Install Submariner add-ons 25, FHR[F AWS £2¥ LB OpenShift Service % E NIER
Target &%, RIBIZEHIEFHIBATER RS,

8. # AZ| Infrastructure > Clusters > Cluster sets > Submariner add-ons, 3iEf&R) OpenShift
Service on AWS ££2#H) Connection status /7 Healthy,

1.1.5.3.1. £ F API 7}y Submariner # & Red Hat OpenShift Service on AWS (FARTiYE

Z{H A API £ 5 OpenShift Service on AWS &EELLERE Submariner, HESEMRELTHIE :

1 BT TSRS, AIEB—NFT m¥iZ1T Submariner % :

rosa create machinepool --cluster=<cluster_name> --name=sm-gw-mp --replicas=<number
of Submariner gateway > --labels="submariner.io/gateway=true'

2. BEXFNARLLLTRAN YAML AR :

apiVersion: submarineraddon.open-cluster-management.io/vialphat
kind: SubmarinerConfig
metadata:
name: submariner
namespace: <managed-cluster-namespace>
spec:
loadBalancerEnable: true

¥ managed-cluster-namespace & ) % & £ BB,
SubmarinerConfig #& #4712 submariner, WRFIFTTR,
FINBERT, Submariner [ IP Z£(IPsec) FEMX T m LR Z AR P&, KR LUE

FAEAIA IPsec NATT i, SERELREENFRRO, HIEZTINTEN, MREEEE
IPsec NATT imM, =f#F 4500/UDP A¥Fi##,

B XEE CETHE S, HBHEE L Submariner H1E,

1.1.5.4. £ ManagedClusterAddOn API £§2& Submariner
FOESIMEREIMNER, BRLLBITHRU TS IEMEA ManagedClusterAddOn AP| #3E

Submariner :

1. %8R Creating a ManagedC/usterSet £ hub &£8¥/ 03— ManagedClusterSet 7R, FARHE
B ManagedClusterSet B XU TARE :

apiVersion: cluster.open-cluster-management.io/vibeta2
kind: ManagedClusterSet
metadata:

name: <managed-cluster-set-name>

12


../../html-single/..#creating-a-managedclusterset
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¥ managed-cluster-set-name &1 118 E 0 # ManagedClusterSet FJ4 R,

BE : Kubernetes i B [HNHERXFRHKE N 63 1M FRF. AATF <managed-cluster-set-
name> R AFZFKE N 56 MER. MR <managed-cluster-set-name> HWFEFKE BT 56
N2/, Nl <managed-cluster-set-name> & ML FF A HIET,

|2 ManagedClusterSet /5, submariner-addon < i|&—~ %% <managed-cluster-set-
name>-broker Hep & 22 [H], FHIF Submariner {KIEERZEIH A,

2. B EENFHNARLULLTRAIM YAML BZ, £ <managed-cluster-set-name>-broker £
Zea R hub 5 2% E 01/ Broker ECiE :

apiVersion: submariner.io/vialphai
kind: Broker
metadata:

name: submariner-broker

namespace: <managed-cluster-set-name>-broker

labels:

cluster.open-cluster-management.io/backup: submariner

spec:

globalnetEnabled: <true-or-false>

¥ managed-cluster-set-name &t ) F EE B L5,

IR E7E ManagedClusterSet #1/5 f Submariner Globalnet, 5% globalnetEnabled HI{E %
& true,

3. BITUTHRS, H—1MRESEAINE ManagedClusterSet A :

i
oc label managedclusters <managed-cluster-name> "cluster.open-cluster-
management.io/clusterset=<managed-cluster-set-name>" --overwrite

¥ <managed-cluster-name> & 1 R E R 11E] ManagedClusterSet 1% & & B & R,
¥ <managed-cluster-set-name> & N IR ERINZ B £E¥H ManagedClusterSet B,

4. BENLFNARELUUT A YAML RA :

apiVersion: submarineraddon.open-cluster-management.io/vialphat
kind: SubmarinerConfig
metadata:

name: submariner

namespace: <managed-cluster-namespace>

spec:{}
}$ managed-cluster-namespace & i ) 2 EE ML 22 A,
¥ : SubmarinerConfig & #4772 submariner, WRBIFATR,

5. BT BEEXFHNARLLLTRAMN YAML RS, ESEERPERE Submariner :

apiVersion: addon.open-cluster-management.io/vialphai
kind: ManagedClusterAddOn
metadata:

name: submariner

13
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namespace: <managed-cluster-name>
spec:
installNamespace: submariner-operator

¥ managed-cluster-name &t R E A Submariner WZEREFM AR,

ManagedClusterAddOn B spec B installNamespace FEX 2E ZFE £ EE L L% Submariner
Her&ZE(E, BAEI, Submariner /%% %] submariner-operator 4 Z2 (A,

] ManagedClusterAddOn /5, submariner-addon 5 Submariner S8 B EIZEEE LK
submariner-operator 5% 22 (A, &R LAMIX ManagedClusterAddOn IR S EE
Submariner BIERE IR
¥ : ManagedClusterAddOn & FFi4 712 submariner,

6. MIBEFA Submariner WA EZERHEEE=. FNMERLIL

7. ESEERPIE T Submariner 7, BRI LB EIA LTSI E submarinerr
ManagedClusterAddOn BSR4 UE Submariner EBERA -

I oc -n <managed-cluster-name> get managedclusteraddons submariner -oyaml

¥ managed-cluster-name & ) 2 E LB AN,
£ Submariner ManagedClusterAddOn BPIRE A, = FHEFRER Submariner BERERE :

e SubmarinerGatewayNodesLabeled &4 X ZEREFFE B FIIFLH Submariner X
T R

e SubmarinerAgentDegraded {4157~ Submariner & RINERB EIZ EEREH,

e SubmarinerConnectionDegraded & 415~ EE R L# A Submariner 831 % D%,

1.1.6. B E X Submariner ¥&

BRI LAB % Y Submariner B3BM— LN E, SIEMEHUEFEHINATT)IRO., X7 S EEFMXT =80
SEFIREY, XLERE LERA N AR — B,

1.1.6.1. NATT i O

MREBE Y NATT IO, EBENFHNBEENEIMELT YAML BE :

apiVersion: submarineraddon.open-cluster-management.io/vialphat
kind: SubmarinerConfig
metadata:
name: submariner
namespace: <managed-cluster-namespace>
spec:
credentialsSecret:
name: <managed-cluster-name>-<provider>-creds
IPSecNATTPort: <NATTPort>

¢ % managed-cluster-namespace it h FEERNMH AL,

e % managed-cluster-name & ) 2 E R B LT

14
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AWS : {#f aws E#ft provider, <managed-cluster-name>-aws-creds HI{E & AWS i
secret Z#F, REILATE hub BRI P R ZEHIRHEIE,

GCP: {#/ gcp & provider, <managed-cluster-name>-gcp-creds HI{EE Google
Cloud Platform ik secret &5, f&RILATE hub ERFMISER P R R HPILEIE,

OpenStack : 5 provider &t osp, <managed-cluster-name>-osp-creds HJ{EE Red
Hat OpenStack Platform ik secret &#R, EAILE hub REFHNERF L HFPHIIE,

Azure : {£FH azure &t provider, <managed-cluster-name>-azure-creds fJ{E 2
Microsoft Azure ik secret &#5, fERILAE hub SRR R ZE R RIS,

¥ managed-cluster-namespace & ) % & £ BB B 224,
¥ managed-cluster-name & ZE KM L. managed-cluster-name-gcp-creds HI(E
& Google Cloud Platform ik secret & #, EAEILITE hub EEFBIEEF 2 22 A R EIZ

secret,

¥ NATTPort B N IR EFERA NATT im0,

¥ : SubmarinerConfig B1& /2 submariner, WMRBIAFTR,

11.6.2. WX T M2
MREBE MK RAEE, EEENFNEELUUTREN YAML BE :

apiVersion: submarineraddon.open-cluster-management.io/vialphat
kind: SubmarinerConfig
metadata:

name: submariner

namespace: <managed-cluster-namespace>

spec:

credentialsSecret:

name: <managed-cluster-name>-<provider>-creds

gatewayConfig:

gateways: <gateways>

¢ % managed-cluster-namespace it h FEERNMH AL,

e % managed-cluster-name &t ) FEE B LR,

o AWS : f#f aws &/ provider., <managed-cluster-names-aws-creds BIfE 2 AWS EiF

secret &, WA LATE hub EEEMEE G L ZE R FHEIE,

GCP: £/ gcp &t provider, <managed-cluster-name>-gcp-creds HI{EE Google
Cloud Platform ik secret &5, fERILATE hub ERFMIER P R R HPILEIE,

OpenStack : 5 provider &t osp, <managed-cluster-name>-osp-creds HJ{EE Red
Hat OpenStack Platform ik secret &#R, ERILE hub EREFHNERF L HPHIIE,

Azure : {£FH azure &t provider, <managed-cluster-name>-azure-creds HJ{E 2
Microsoft Azure ik secret &#5, fEEILAE hub SRR R ZE R RIS,

o FREEMFANMXIEEH: gateway, INREKXTF 1, N Submariner MX2BE5NE AR A

¥ : SubmarinerConfig B& /2 submariner, WRBIAFTR,

15
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1.1.6.3. BIK 7 B SL 5l SR BY
MREATE LT SRR, E8E L FHNAELUTRAM YAML RS :

apiVersion: submarineraddon.open-cluster-management.io/vialphat
kind: SubmarinerConfig
metadata:
name: submariner
namespace: <managed-cluster-namespace>
spec:
credentialsSecret:
name: <managed-cluster-name>-<provider>-creds
gatewayConfig:
instanceType: <instance-type>

¢ % managed-cluster-namespace it h FEERNMH AL,

e % managed-cluster-name &t i FE LB L TR,

o AWS : £ aws &1 provider, <managed-cluster-name>-aws-creds fJ{f2 AWS il
secret &R, EAILAE hub REFHERF B APIIEIE,

o GCP: {#/ gcp & provider, <managed-cluster-names>-gcp-creds {2 Google
Cloud Platform ik secret &5, f&RILATE hub ERFMIER P R R HPILEIE,

o OpenStack : ¥ provider &1} osp., <managed-cluster-name>-osp-creds HJ{EE Red
Hat OpenStack Platform ik secret &#R, EAILE hub SRR L HPHIIE,

o Azure : {#FH azure E#ft provider, <managed-cluster-name>-azure-creds HJ{E 2
Microsoft Azure ik secret &#F, fEEILAE hub SRR R ZE R RIS,

e ¥ instance-type E#i hIEEHEAM AWS SLFIKE,

~

¥ : SubmarinerConfig B1&# /& submariner, WMRBIAFTR,

1.1.6.4. 4R EhA2

Submariner Gateway Engine ‘A4 0|2 H BN L LPE, AN ShTEFAHG BT ERAMKXEIZAHE
dh A AT HE AR ZR A S 4R IR E, R RTLAE A Libreswan 2% VXLAN SCHLA T HL40 8| 2840 444 cableDriver &S
B, HSIWLLTRA :

apiVersion: submarineraddon.open-cluster-management.io/vialphat
kind: SubmarinerConfig
metadata:

name: submariner

namespace: <managed-cluster-namespace>
spec:

cableDriver: vxlan

credentialsSecret:

name: <managed-cluster-name>-<provider>-creds

RIETEK : FEELHML LR VXLAN B4 ETER. VXLAN B4R ERMBEN, (MERNT

ERIERE MR TR BRERINBRER TFER VXLAN, flin, —LREBMEaTRaERT RN
Z— R AL IERSE RN,

16
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1.1.7. 25 Submariner BIEMRSS & I

£ Submariner BB SREKHERNIMNEFE, IFBHEENZEEHETH pod MRFFANRE
IP E&H,

1.1.7.1. )y Submariner 2 AIRS & I

EMEHT RS HAIUBEZERHETFNEMERF LI, B0 —1 ServiceExport X/ R, £
ServiceExport X S HRSS E, ERILUERALL TR VFZRS : <services.
<namespace>.svc.clusterset.local, MR NEETHEBHELMMNIRS, FERBR—MmAZEH
B, NEMEFIEINMRSEFEN—DE—BZHRS.

EABIE, 7E default &R ZE[HAFFERA nginx RS, BIEA UL IMEM Kubernetes ClusterlP AR 255475k
AR5 -

. A%, £ ManagedClusterSet FZE£EE N A nginx fRS5SEH) -

oc -n default create deployment nginx --image=nginxinc/nginx-unprivileged:stable-alpine
oc -n default expose deployment nginx --port=8080

2. BT AR T RAEIE subctl TEMGSHAIE— ServiceExport 5Bk 5 HRS -

I subctl export service --namespace <service-namespace> <service-name>

1% service-namespace & #i /RS FIER & A&, EARGIFH, 2 default,
FREESHIRSHBTREH: service-name, FEAfIHZ nginx,
MR/ AEXREMATBITCMESER, HS6 Submariner XIS 5 H,

3 EARRMNZERHFLTUTSS, HILERLLIF nginx RS :

oc -n default run --generator=run-pod/v1 tmp-shell --rm -i --tty --image
quay.io/submariner/nettest -- /bin/bash curl nginx.default.svc.clusterset.local:8080

nginx fR55 4 BIEIIE S}y Submariner BLi&.

1.1.7.2. 5y Submariner Z RS &

ERRMRS FHIEMER, FH ngink HIA— DR T RAIB6GS

I subctl unexport service --namespace <service-namespace> <service-name>
¥ service-namespace & #i iRk 55 P 72 B 6p 44 22 [A] B9 £ FR,
EREESHIRS B IRE service-name,

BXREMAUBTCHESER, ESM Submariner XHFBIEUE S H,

SHTBY AT LMZRS.

1.1.8. H1% Submariner
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WA LAE A Red Hat Advanced Cluster Management for Kubernetes 128l & 568 51T MERF PR
Submariner A4, XFEBTF 0.12 B Submariner i A, BEHNL R R TLMERATESIELEmAL,
Submariner uninstall 2% %M, FLLETLUIESBEMFENERTESE L,

1.1.8.1. A& Bl Submariner
(e SIS MEEFEIZL Submariner, TEERUTHIE :

1. 1EEH & S MR Infrastructure > Clusters, RE%EFE Cluster sets %1+,

2. EFOEEEMBMER Submariner HHFMEEES.

3. 143 Submariner Add-ons TR R EFERE T Submariner R E S PRV,

4. FEIREENE Submariner BIEREEH Actions FE 5, %% Uninstall Add-on,

5. TEREEE Submariner FIEEFHY Actions 32 H A, 1% Delete cluster set,

6. MHEZEMAMIFR Submariner B Eth & A E 8 X L5 T,

BR - B LOBT AR S NEREFF R Actions, ME—SBE IS NERE DR Submariner

MihnZE{E, 1%5E Uninstall Submariner add-ons,

INRIZEMFRAY Submariner lRARTF 0.12 k&, 15F5# FH Uninstalling Submariner, 315 Submariner
hRAHN 0.12 KEEAMRA, N Submariner K#MIER,

BE  BIFFAE SR BEEEEMNSHNEDHER, LUBRENSHNEFANTE, MEESER, 55
B96UE Submariner FRMIER o

1.1.8.2. {# A CLI E1Z Submariner

EFAGSITHE Submariner, HRRUTHE :

1. BT T o EMIFREEEH Submariner 2BE :

oc -n <managed-cluster-namespace> delete managedclusteraddon submariner
¥ managed-cluster-namespace & ) % & £ BB Z 227,
2. BT T BMRERNT TR
I oc -n <managed-cluster-namespace> delete submarinerconfig submariner
¥ managed-cluster-namespace & ) % & £B B L 224,
3. BT T e BRREREE LU PR IR IFIT -
I oc delete managedclusterset <managedclusterset>
¥ managedclusterset &#: 1 S E LB R A,

INRIZEMFRAY Submariner lRARTF 0.12 k&, 15F5# FH Uninstalling Submariner, 315 Submariner
kA 0.12 SiEEARA, N Submariner KM BR.

BE NI HREEEMESHNETRR, LLBREMESHNEHANNTIH, MEEZER, 55
56 IE Submariner FERMIER o

18
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1.1.8.3. F5jE1E; Submariner

ENE BT 0.12 fRABY Submariner fRARS, 7£ Submariner XA4HHY Manual Uninstall Z49 524 5% 5-
80

STERAIXLESIRE, Submariner LI MERERRIR,

BT BIFFME R REREEMNHAEH MR, LUERENSHNEHANTHE, IFELER, 1S
S5 Submariner BHRMBR o

1.1.8.4. $51F Submariner %R R

EN#E; Submariner f&, JSIEFFA Submariner FHRE G EMEEFBIR, MMREIFRBEERH, FEFR
FRERSEMBRMHE NPT, Bl SERUL TS, BREREFRBINL Submariner TR :

1 BT TR AH LR R EBHFTA Submariner FIR :
I oc get cluster <CLUSTER_NAME> grep submariner

¥ CLUSTER_NAME & iy SER¥ Y & 7R,
2. BIALL T e HHHBRFIR P BIEMRFIR

I oc delete resource <RESOURCE_NAME> cluster <CLUSTER_NAME>

19 RESOURCE_NAME &#: /R ZMIFRAY Submariner FHIRBYE R,
3. NMENEBRESS R 1-2, BRI ERIEMFTIR,
Submariner FHIEMERF PR,

1.2. VOLSYNC HAMBEHIRS

VolSync @—# Kubernetes #/F28, R T EFIRFEPNIFALS, HBXEHPEAFHELIETHE
BHATERINEENETH, CEARREHEDCS)ERIRFZBMERS, EENIMEFREE VolSync
Operator &, ERILAMERE RV FABBENEIAR, VolSync REEEA T 4.8 HERIMRAB Red
Hat OpenShift Container Platform 528 E S Hl#F A B FHA,

BE : VolSync R ##E 47 E volumeMode ¥ Filesystem BIiF A MEBE B, MREZHLEF
volumeMode, I/EXiL Filesystem,

o f{#F VolSync EFIIFAMS

o EREER LR VolSync

o f2& Rsync £

o EERRNEMR

o EZi& Rclone &l
o [FEHIBHRLI A B A S
o HERY
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1.2.1. £ VolSync Ef#HFAMS
WA LUMFE R =M A ERE S A VolSync WRAMS, XBURTFEHEMESMERE : Rsync,

restic 3% Rclone,

1211 FoRr G
TEERF LR VolSync 7, EIHRUTEXK :

e [Zi& 712417 Red Hat Advanced Cluster Management R A 2.4 58 i hRAH hub 5 2£H) Red Hat
OpenShift Container Platform {15

o ZE/EEHNHER— Red Hat Advanced Cluster Management hub 52 B¥ E IR 5L B

o {#fH VolSync EeBHIERE Z [AIMIM 455, MREBRER—MLSH, EaILIEE Submariner
multicluster networking #l service discovery, F{#F ServiceType #J ClusterlP {E 35k &
B, =UEFA LoadBalancer {E ServiceType I {i #39%i 25,

o ERTFRFAMBHNEFMHIBEF YIS CSI R, FHEEWIFRE,

1.21.2. EZEEE E &% VolSync

ZEA VolSync F—1ME# L AMEFHEHE N — N RENFAMERFR, BXIERMBENSE
LR RE VolSync,

VolSync R EIEB 2MMmAZREE, Hite5HMh OpenShift Container Platform all-namespace operator
MR ZZEE AR, X VolSync B9 Operator X & AT MBI E Al B e tE 2 R0 [R] — 6 4 22 [F] R B9 EL At
Operator, 50, MIREERNFoHBLAEIEER,

EALUERFMAR 2 —TEME R N ER R &2 VoISync, AT hub EEFRHENZEERBERM
Fr%, A LIFES)0IE N B ManagedClusterAddOn, 0L &R A -

1.2.1.2.1. ERATRZE R VolSync
BILRIMTEEZ B ERBEPRE VolSync,
® M Red Hat Advanced Cluster Management 2§ & TR T H% :
1. M hub EEHEH S Clusters THAFIEFAER— PN ZERIFREEHFS.

2. 1f Labels FE&H, R TRE :
I addons.open-cluster-management.io/volsync=true
VolSync fR55 pod BREESZEERE L,
3. NWEMZEEERINMERNRE,
4. EENZEEHDZITUTSHS, UHILERET VolSync Operator :
I oc get csv -n openshift-operators
=& VolSync Iif, &%IH1% Operator,

o FRMNITRETHUTSIE:

20
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1 1 hub £EHEF — PR BITRIE,
2. AT S HNE-DREFRMIRE

oc label managedcluster <managed-cluster-1> "addons.open-cluster-
management.io/volsync"="true"

¥ managed-cluster-1 & H E A — N ZEEEFN L,
3. WIAUTRSEE ZNEEEFRMINE

oc label managedcluster <managed-cluster-2> "addons.open-cluster-
management.io/volsync"="true"

¥ managed-cluster-2 i Hth FELBEN A,

ROZAE BN N ZE R BRI 6p 4 22 (] 1 B 30/ — > ManagedClusterAddOn iR,

1.2.1.2.2. { A ManagedClusterAddOn %% VolSync
@i F57 0 ManagedClusterAddOn 12 BB ZR4E VolSyne, EERATEE :

1. 1€ hub &%/, QIE—14%H volsync-mcao.yaml 89 YAML 3¢, HEFSEEUUTRAIBA

o9

=

apiVersion: addon.open-cluster-management.io/vialphai
kind: ManagedClusterAddOn
metadata:

name: volsync

namespace: <managed-cluster-1-namespace>

spec: {}

¥ managed-cluster-1-namespace &t W Ep— N SERHENGRLEH, LaREHEZES
BB MER,

F - AMJiE volsyne,
2. FIARLPLA T REIMNG S, 2 XENARENRES -

I oc apply -f volsync-mcao.yaml

3 NEMZEEHES RS,
POZTERN N 2 E LM & ZE A B30 —4 ManagedClusterAddOn FFi&,

1.2.1.3. EZi& Rsync &l

BRI LMEA Rsync EHISIRFBAMESH 11 FHEH, ETLUERET Rsync WEHIITIERE, HE
FRIEAOEELRR I .

LUFRBIER T 0 E A Rsync AR E. BX Rsync WEZER, ESMH VolSync I FRBFERE
;RO

1.21.3.1. EZELEPHEE Rsync £l

21


https://volsync.readthedocs.io/en/latest/usage/index.html

Red Hat Advanced Cluster Management for Kubernetes 2.7 B inZH #

SFETF Rsync WEHI, EEREMBIEH LEERE KR, BE XFRHEMA address [ REEE
B, sshKeys A FHRFREHPHERZE,

NS
x

Rt address #1 sshKeys FIEM BRI E FIEIR, RitEEER BRI E B,

AHERT NI, & Rsync EHIBEE MEF source-ns w4227 ) source EEEEHIIFFAMS
ABA, Ch{EA destination-ns #2287 A destination 52 LB A MEER, NREE, HALUT
X EE(EE N H AL A,

22

. EEEHBINER,
a. EEWEHHPZTUTR L RaRRZEH :

I oc create ns <destination-ns>

# destination-ns &y & & BIrFAMEFH R 6 & Z2 AR,

b. EHILLT YAML W&, LLEIESR replication_destination.yaml B9#7 3244 :

apiVersion: volsync.backube/vialphat
kind: ReplicationDestination
metadata:
name: <destination>
namespace: <destination-ns>
spec:
rsync:
serviceType: LoadBalancer
copyMethod: Snapshot
capacity: 2Gi
accessModes: [ReadWriteOnce]
storageClassName: gp2-csi
volumeSnapshotClassName: csi-aws-vsc

AR AEENSEESHNEBEASFIENAECE,

1¥ destination &5 & #l B89t CR B9&FR,

¥+ destination-ns & B B E B0y & 22 [A| B9 & #R,

EAHIG, fFMH LoadBalancer #J ServiceType H. M#EHHERIRSHBREROE, UER
MREETLUSEEEERTRAMNENSTEEER, MEERWRMBIMI TR —%8S, &
EZi& T Submariner M%4%$RSS, NIBTLUEF ClusterlP /E MRS KRB, 0 RECBIRERENES|
A/ secret Byttt F1 & 5,

storageClassName #1 volumeSnapshotClassName 2r[1£5#, EEENIMENE, 4
AR INREERSIMNERINETR R EEEMBRIBL L,

. EETRERHRIZTLA T e LLOIEE replicationdestination R :

I oc create -n <destination-ns> -f replication_destination.yaml

¥+ destination-ns &1 BB E B0 My & 22 [A| B9 & R,

] replicationdestination F5IRfE, LA TSHEFMERMEI RS :
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BH fH

.status.rsync.address AT EENBRERMN P thit, AF/ERIREM
BinERHTEIE,

.status.rsync.sshKeys A BRI MIREEE R B VSR B B BUE (% iRy
SSH BB R,

d. BT T4 E 4 status.rsync.address B, LUEEREEHFER :
| ADDRESS="0c get replicationdestination <destination> -n <destination-ns> --template=
{{.status.rsync.address}}
echo $SADDRESS
¥ destination &#i & B ir B E LRI B,
19 destination-ns &t 7y B Rt 7E B 65 4 22 [A] B9 £ #15,
I HEERIAZRPLLTRA, iX5ERF Amazon Web Services 315 :
I a831264645yhrjrjyer6f9e4a02eb2-5592c0b3d94dd376.elb.us-east-1.amazonaws.com
e. ié’ﬂil'F’n“ﬁ’%E%U secret & HE, LARIEN .status.rsync.sshKeys BIfEIR LA secret IR

)

o

SSHKEYS="0c get replicationdestination <destination> -n <destination-ns> --template=
{{.status.rsync.sshKeys}}’
echo $SSHKEYS

¥ destination &t H &I BB E LRI BT,
¥ destination-ns &4 B B AR 1E R i3 & 22 (5] Y & 75,

HEERERL, BRIERERPEAE, BHNIZE SSH B secret XHRIET, ZXMH4H
BER UL T BHE

I volsync-rsync-dst-src-destination-name

2. HEBESFINRFAMEFH.
- REAMBERLIGLT CSI FiEkH,

3. /i ReplicationSource i,

a. EFILLT YAML RZE, TRER LOE—/ &7 replication_source.yaml 8937344 :

apiVersion: volsync.backube/vialphat
kind: ReplicationSource
metadata:
name: <source>
namespace: <source-ns>
spec:
sourcePVC: <persistent_volume_claim>
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trigger:
schedule: "*/3 * * * *" #/*

rsync:
sshKeys: <mysshkeys>
address: <my.host.com>
copyMethod: Snapshot
storageClassName: gp2-csi
volumeSnapshotClassName: gp2-csi

1% source B N EHIIREE LFREMNEM, BXOMAEBHLIIEERUIEE, 1555 LRENSE
3-vi%,

% source-ns B NIRFTERFF A S FRNMEER, AXUMABHRILTHEERNVIE, HFSH
LERIZHISE 3-vi &,

1% persistent_volume_claim & /iRF A S FHN AT,

A% M ReplicationDestination B9 .status.rsync.sshKeys FE% & fll I B EH &t
mysshkeys,

¥ my.host.com &t HRIEECE ReplicationDestination #9 .status.rsync.address F &
SHIBEN HE,

IRIENEFEN N F 552 fE, £ Clone /75 copyMethod B9(E, NIFTAER BABHEIE
Hlt 2,

storageClassName #I] vqumeSnapshotCIassName ERESH, IMREFERASIMEERIA
BERRNFERMSIRBRELT, HEEXLHE,

Wi, BALLERAMESHRLS HIE.
It T B R ER R A L T 6 5 M B FRERBE R il SSH secret :

I oc get secret -n <destination-ns> $SSHKEYS -0 yaml > /tmp/secret.yaml

} destination-ns &7y B IR A S AR 6 B 22 (A,

. WIALLUF S 1E vi JRiE2s T IF secret X4 :

I vi tmp/secret.yaml

. TEEPREREM open secret AR IFTUT RN :

o [FapREFERVRERNWRZER., APIHZ source-ns,

o fHERFrAE 51 F (.metadata.ownerReferences).

. IERERD, EREFPMALLTRSEAE secret X :

I oc create -f /tmp/secret.yaml

. TERERF, HALLT &5 EH ReplicationSource *f 18 address # sshKeys HIE

{&2X replication_source.yaml 3 :
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sed -i "s/<my.host.com>/$ADDRESS/g" replication_source.yaml
sed -i "s/<mysshkeys>/$SSHKEYS/g" replication_source.yaml
oc create -n <source> -f replication_source.yaml|

¥ my.host.com &t /RIEECE ReplicationDestination 9 .status.rsync.address F &
SHIB9EN HE,

{# F 1% M ReplicationDestination #9 .status.rsync.sshKeys = % & B 25 5 it
mysshkeys,

EAIRATER R A B BB & & source,

X AR SEE RN A SR RER B 6 & 2 A RO IZ S,
g. £ ReplicationSource M RAZTU T HREIEEFIZETHK :

I oc describe ReplicationSource -n <source-ns> <source>

% source-ns EHLRATERFAMSERR 6 & ZE (A,

% source B h & HIIRE E LRI E .

INREFIRTD, FiH N R LU TR

Status:
Conditions:
Last Transition Time: 2021-10-14T20:48:00Z
Message: Synchronization in-progress
Reason: SyncInProgress
Status: True
Type: Synchronizing
Last Transition Time: 2021-10-14T20:41:41Z
Message: Reconcile complete
Reason: ReconcileComplete
Status: True
Type: Reconciled
Last Sync Duration: ~ 5m20.764642395s
Last Sync Time: 2021-10-14T20:47:01Z
Next Sync Time: 2021-10-14T20:48:00Z

#NR Last Sync Time %A 7B A, MEHFAR5E

EREREFAMEFRENEIR,

1.2.1.4. BB EFRI RIS

ETF restic WEDIFHHFAMSH restic {7 8IA S B EI7E restic-config.yaml secret XHHIEEMAIE,
FRNEMTREERZ RS HE, mERHEEEMD.

TR TS RUBEBEE TR R ED -
1. B AR LILAT YAML WEH secret SRIGEF1E &0 BIRRIFIEE -
apiVersion: vi

kind: Secret
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2.

metadata:
name: restic-config

type: Opaque

stringData:
RESTIC_REPOSITORY: <my-restic-repository>
RESTIC_PASSWORD: <my-restic-password>
AWS ACCESS KEY_ID: access
AWS_SECRET_ACCESS_KEY: password

¥ my-restic-repository & N IR B 10 XHB S3 FERFHEERNLE,
14 my-restic-password &t i (7| 7 ZE PR R B9 I 25 25 .

INRFE, I access #l password B WIEHHENEEILE. MFEELSER, HESHESHEN

[,

MREFERESHEMNE, B IRBESNEHEE, MRERXNFE, HBLIZIT restic

init i3 WEY S PERAIALTF B, VolSync B — D& 2 BRI EiEZE,

BEE 48NS M FAMSEFREMEE— S3 FHEEN, FEBHNBENFEMEALESERE
W —8, BN RFAMEEREMER SR ReplicationSource #1737, B AREHERH

JHY restic-config secret,

Wit HEMEM S3 Fi448, & ReplicationSource EB A S3 ZEHRNE ALS RIFLER,

Ul
BT BIEELILLT YAML WA ReplicationSource X § R E B & 1) 50K -

apiVersion: volsync.backube/vialphat
kind: ReplicationSource
metadata:
name: mydata-backup
spec:
sourcePVC: <source>
trigger:
schedule: "*/30 * * * *" #|*
restic:
prunelntervalDays: 14
repository: <restic-config>
retain:
hourly: 6
daily: 5
weekly: 4
monthly: 2
yearly: 1
copyMethod: Clone

# The StorageClass to use when creating the PiT copy (same as source PVC if omitted)

#storageClassName: my-sc-name
# The VSC to use if the copy method is Snapshot (default if omitted)
#volumeSnapshotClassName: my-vsc-name

FREESDNFAMLSFREE R source,

& schedule [E& 2T &R, XNREER 30 DHHAE. IEFELESR,

ER%.

THE P 1
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¥ PrunelntervalDays 1E§T§%7‘j§%ﬁ'ﬂ-@§5ﬁ%ﬁ<1ﬂzIE'JZ/\ THIREL, LATTAEZER, 1ZEEIRFAE
HiZ{THTEMKXE I/O FRE.

¥ restic-config B N1EE 1 & HAIER secret B9EZ TR,

F retain BI(EIE N &0 B R EOR B 5REK,

RELE : £ Clone T CopyMethod F91H, UMBIRIRTE =&,
BREMETNEZER, HSH VolSync AR E 9L,

S BUAERT, Restic movers 7E3% A root I RBYIBE R Fi21T. MIRELL root B B9IZ1T restic
movers, 1EIZ{TLL RS F 2RO BR F AR AN B (R B9 6 4 22 A,

I oc annotate namespace <namespace> volsync.backube/privileged-movers=true

% <namespace> &y R8I 6p % 22 (A B9 & 7R,

1.2.1.4.1. IRE R R &5

EA LR EHNBIEMNEREDREZFERFAMBSER, KELE (- &0REZFERFALS

AE, ERERREEMD, HRRUTEER
1 CIRHRFAMEEN, BRI ERCUATRAEIEHTERE

kind: PersistentVolumeClaim
apiVersion: vi
metadata:
name: <pvc-name>
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 3Gi

¥ pvc-name B #RF A BB &R,
2. il — ReplicationDestination BE X IR, ZFERERELLLTREIRIEE RS HIBHIALE -

apiVersion: volsync.backube/vialphat
kind: ReplicationDestination
metadata:
name: <destination>
spec:
trigger:
manual: restore-once
restic:
repository: <restic-repo>
destinationPVC: <pvc-name>
copyMethod: Direct

1% destination &t & &l B it CR BT,
FREMERNCFEREE RS restic-repo,

27
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RETFER
8L,

HEREEREFFENFFAMSHERNRTEL pvc-name, ERNENFALEER, MFE

BE&— MR AMEER,

RFETH—R, FIMERFHEMD. BRKELETNEZER, HSH VolSync ALK

1.2.1.5. Bt & Rclone £l

Rclone & 14@1d AR

DRESNMIENFEEER.

SR UL TSR LIECE Relone 241 :

1.

2.

28

B —EEILL TR EI8 ReplicationSource B E X FHR :

apiVersion: volsync.backube/vialphat
kind: ReplicationSource
metadata:
name: <source>
namespace: <source-ns>
spec:
sourcePVC: <source-pvc>
trigger:
schedule: "*/6 * * * *" #|*
rclone:
rcloneConfigSection: <intermediate-s3-bucket>
rcloneDestPath: <destination-bucket>
rcloneConfig: <rclone-secret>
copyMethod: Snapshot
storageClassName: <my-sc-name>
volumeSnapshotClassName: <my-vsc>

¥ source-pvc E#ih B HlIE B E LR ATR,
1% source-ns B RFIERF A LB R B2,
FREESHNFAMESEFREE R source,

Ft schedule [HEE#HZITERIBINER, XNREEE 6 DHHIHE,
FREZER, HFEHHAERS.

1% intermediate-s3-bucket &#: 7 Rclone R & X 4HER B R0 HIER 1R,
¥+ destination-bucket E#i N EE S HI AN REMEEBIRR,

1% rclone-secret & & &1 Relone BRE (S BHI secret &R,

AN RFMEAME (40 AWS S3) fEH Rclone AN RFAMEEFIEISNMIE, HEHE

XMERTESI S, 40

¥ copyMethod HJ{E % E N Clone. Direct 5 Snapshot, X MEEERTEM AT EH, R

2, WERMHLFEERE.

Ff my-sc-name B N EER T REHMNFMHRNETT. MRREHEE, NERARBHEEXL,

INRIEFF my-vsc 5N copyMethod, N¥F my-vsc &1 VolumeSnapshotClass 84 i,

X FEMEER copyMethod, XHARRNEM,

B — N ELILL T =18 ReplicationDestination B & Y FR :
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apiVersion: volsync.backube/vialphat
kind: ReplicationDestination
metadata:
name: database-destination
namespace: dest
spec:
trigger:
schedule: "3,9,15,21,27,33,39,45,51,57 * * * *" #/*
rclone:
rcloneConfigSection: <intermediate-s3-bucket>
rcloneDestPath: <destination-bucket>
rcloneConfig: <rclone-secret>
copyMethod: Snapshot
accessModes: [ReadWriteOnce]
capacity: 10Gi
storageClassName: <my-sc>
volumeSnapshotClassName: <my-vsc>

¥ schedule & M E BRI ENHMHER, RMBIRAELIRREH, URTFEEEE
MBI R EEISERER, XNREAEE 6 2HIAE, R 3 28, XMEWFTESISH,
MERLZER, ESHERS,

1% intermediate-s3-bucket ##: 77 Rclone R & X4 EZ B R0 HIER IR,

¥+ destination-bucket E#i N EE S H SH BN REMEEBIRR,

¥+ rclone-secret &t @ E1EB Relone B &S B HI secret &R,

¥ copyMethod HJ{E % E N Clone. Direct 5 Snapshot, X MEIEERTEM AT EH, R

=2, WERMHLFEERE.

accessModes H{EHIEEF A S FHNINER, BH3E N ReadWriteOnce =
ReadWriteMany,

capacity I E B BHK/D, ©RFRHARIEHE AR,
¥ my-sc B NEERERNBIARNFERNET. MREFEE, WERARSEEE,
INRIEFF my-vsc 5N copyMethod, N{F my-vsc &1 VolumeSnapshotClass 84 i,

SFFHMERD copyMethod, XHFZBHHEN., MREHSHE, NEARSEIL
VolumeSnapshotClass,

T BUAERT, Rclone movers iz1T3% %8 root AR, HIRZELL root B B 191217 Rclone movers, 1H
AT T oS BB R E AR I B R fy & 22 H],

I oc annotate namespace <namespace> volsync.backube/privileged-movers=true

% <namespace> &t 1R8I 6p % 22 (A B9 & 7R,

1.2.2. BERIEERE AT AFA S E R

el

=)
Berm

AE, RETHRERE, EREFGEGEIOIFAMEEFR, HRRATHK

. EFI%RE, WAL T®%IR5] ReplicationDestination % REIZHTHR IR :

ZHEASHGEERMERE, NEVBRFAEESHFRANFL, SHERHOBIADIEHNFALS
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$ kubectl get replicationdestination <destination> -n <destination-ns> --template=
{{.status.latestimage.name}}

LK TR QIR R A MBS BN B9 SR R BR E

¥ destination &ty £ &Il B B9t B9 & R,

% destination-ns E#it yREY B 9t EYar & 22 8],
2. BIE—DELLITRBIE pve.yaml ST :

apiVersion: vi
kind: PersistentVolumeClaim
metadata:
name: <pvc-name>
namespace: <destination-ns>
spec:
accessModes:
- ReadWriteOnce
dataSource:
kind: VolumeSnapshot
apiGroup: snapshot.storage.k8s.io
name: <snapshot_to_replace>
resources:
requests:
storage: 2Gi

¥ pvec-name B #:h SR A MBS A BRI B FR.
¥ destination-ns & R A B FEARMER 6 & 2 (A,
FEREE L —S K EH VolumeSnapshot & #1&#: snapshot_to_replace.

REXE : HEEDSMRRFALSHFRRNMIRL, EALERTENEERR
resources.requests.storage.

3. WAL T SRIEENFAMSERAESEINEFIEZIT :
I $ kubectl get pvc -n <destination-ns>

BRI E D BRI ERF A LB EFRIZIT,

1.2.3. AERS

FEMEMRENERIR, M=DETFRESE | 1820217, BTN FNzT. HEERIR—NEEEFEN
jilﬁIDEI\‘O

Schedule JETEITXIBFRIZITE &, JABH cronspec & X, HUILHERIECE ) FIfRsRr e F,
EE(EBIIR 7

"minute (0-59) hour (0-23) day-of-month (1-31) month (1-12) day-of-week (0-6)"

S BIRHE RIS (A 4 B TR, OV EHETENE R RRR LU TREA -

30
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spec:
trigger:
schedule: "*/6 * * * *"

FERER—MEER, RLSAESREERENSXZSIT,

NFETMREZERMIED, 1HSH VolSync XH4,

1.3. &P HEHEIE S H KLUSTERLET MiAnZE 4

Z % Red Hat Advanced Cluster Management for Kubernetes &, ARG % %8312 Operator B
SNER, EULUNX LR EREGA klusterlet i, MREOIEST ALERE, Tl Red Hat
Advanced Cluster Management #5055 A, NIFREEM klusterlet My NZE 4, ESHUT AN
klusterlet Ff$iNZE44 -

® application-manager
® cert-policy-controller
® config-policy-controller
® jam-policy-controller
® governance-policy-framework
® search-collector
SR TESE, ELRE Red Hat Advanced Cluster Management j& 0 % & £85/3 A klusterlet MiNZE 4 :

1. AIE—NELITF LT KlusterletAddonConfig B YAML X4, H spec {EA KM NEH -

apiVersion: agent.open-cluster-management.io/v1
kind: KlusterletAddonConfig
metadata:
name: <cluster_name>
namespace: <cluster_name>
spec:
applicationManager:
enabled: true
certPolicyController:
enabled: true
iamPolicyController:
enabled: true
policyController:
enabled: true
searchCollector:
enabled: true

F : policy-controller it iNZE 44> J P NHEMNZE44 : governance-policy-framework #1
config-policy-controller, [Ft, policyController 12l governance-policy-framework
config-policy-controller managedClusterAddons.

2. X H#R%EH klusterlet-addon-config.yaml,

3. 1£ hub EEHIZTLAT B3R A YAML :

31
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I oc apply -f klusterlet-addon-config.yaml

4. BIUEEAIE KlusterletAddonConfig F 2 & /3 7 2/5 FI# managedClusterAddons, 1512
TS

I oc get managedclusteraddons -n <cluster namespace>

1.4. B LRI INAH M L5 ERSE BICE

IR LATEE R ap 2 22 5] R BB KlusterletAddonConfig, FCIEIMEZ ERMNEIZE Red Hat OpenShift
Container Platform £8¥BIFF A klusterlet MiANZE4F pod A, SERA TS ERLIERE
KlusterletAddonConfig, $=NIMEZLERMNE] klusterlet MY MNZE4HT pod & -

1. JREEALTT R ERIBHEEEM KlusterletAddonConfig S, &R LUEAEHIA SRR, AL
AT 6 BIEL SR ke

I oc -n <my-cluster-name> edit klusterletaddonconfig <my-cluster-name>
F o MREBRERA—IEE, NFAREMDEREN <my-cluster-name>, FHALTHS :
I oc -n <my-cluster-name> edit klusterletaddonconfig

2. YRy .spec.proxyConfig 284, HHZEMULTRA. spec.proxyConfig &— 1 AIIEER
-

spec
proxyConfig:
httpProxy: "<proxy_not_secure>"
httpsProxy: "<proxy_secure>"
noProxy: "<no_proxy>"

1§ proxy_not_secure i/ http 15 KR IBIRS 2309t Flan, ERA
http://192.168.123.145:3128,

£/ https & KM IBIRSS 2300 ERH: proxy_secure, a0, &
https://192.168.123.145:3128,

FERLLES 2R IP fitk, FNBMHERFKRES no_proxy, EFARAKXEBELIRERBRE, A
0, £ .cluster.local,.svc,10.128.0.0/14,example.com,

INRFEATE hub & LEEMNEESTRE AR IEC]E OpenShift Container Platform &2, &
ESEHEMRIBER B EAER BT RMERIE klusterlet add-ons B pod H :

e addon 34 ## .spec.policyController.proxyPolicy #%/= Fi # 1% & OCPGlobalProxy,

e _spec.applicationManager.proxyPolocy #/= Fi 3% &/ CustomProxy,
¥ : addon %34 ##9 proxyPolicy Zk1A{E 2 Disabled.

B LLT proxyPolicy 5B~ :

apiVersion: agent.open-cluster-management.io/v1
kind: KlusterletAddonConfig
metadata:
name: clusterName

32
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namespace: clusterName
spec:
proxyConfig:
httpProxy: http://pxuser:12345@10.0.81.15:3128
httpsProxy: http://pxuser:12345@10.0.81.15:3128
noProxy: .cluster.local,.svc,10.128.0.0/14, example.com
applicationManager:
enabled: true
proxyPolicy: CustomProxy
policyController:
enabled: true
proxyPolicy: OCPGlobalProxy
searchCollector:
enabled: true
proxyPolicy: Disabled
certPolicyController:
enabled: true
proxyPolicy: Disabled
iamPolicyController:
enabled: true
proxyPolicy: Disabled

BT . 2RREBEEFARTMERE L, BENEREESEHEAEM Red Hat Advanced Cluster
Management hub &EIXBEIRIL L, HBMN HLAER LTHRELSIFMAER,
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