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® Observability B 55 # & AR A METZ6E
o MHXHTR

1.1.1. Y12 (Observability) BRSS

KINMERT, mRREFESETIMNEMY (observability) Thig, ERERAT. BTHNFAMEHHNE
3K, observability RFSBRINAREH. BXAIRMENER, FSH XA,

JA1ZIRS5 /S, observability-endpoint-operator & B ZhEEEIEN T AR AIENER B, HHIREIZIM
Red Hat OpenShift Container Platform Prometheus 518, ABIFE A EE Red Hat Advanced
Cluster Management hub 5£2%, #1R hub 85 AH local-cluster, N7EE EHEFARRM, FHM
hub B EEIETT.

observability lR%5EBE 7 — 1 Prometheus AlertManager 22, BRITFEBEIE=ZANARFELER, €
BEBIFE— Grafana 524, BT UFER (FRS) SBEFRFREAEIEN KL, Red Hat Advanced Cluster
Management X #f Grafana BIARZA 8.1.3, A RILAXIT B 2 M Grafana (U&kiR. MIFEZER, ES
[R1E7E Grafana ({FkiR. EaJLL@N AR B E Lk NI SE RNk B E LA R AR

11.2. XFF

® Red Hat Advanced Cluster Management Bl #% Red Hat OpenShift Data Foundation (LA
BI# 7 Red Hat OpenShift Container Storage) 2%,

® Red Hat Advanced Cluster Management X$57E P iRIIERA S3API E=AXNREMHF L
LB NIER Operator FITIAE, Observability BRZ5{E A Thanos Z#FiY. FEEBIN RIFNE.

® Red Hat Advanced Cluster Management L. SIEHNEREBNAGIRARRE, MR
THEXMWZRNE, BHERENRANRREE T RENFRS S3 X REM, NEEZRTIEX
FOE AR [,

® Red Hat Advanced Cluster Management A2EIHEER FiRER. MHMNRARRZ S3 #E
X RN R R,
11.3. FEPR R R

FINER T, OpenShift Container Platform {88 Telemetry AR5 MAZLIE & X35 172K
#&. acm_managed_cluster_info B Red Hat Advanced Cluster Management 124, & &7 Telemetry
&, {8 FAERME Red Hat Advanced Cluster Management Observe ZA5E 858 (L RARH,

EEERZFIIEMRER

= 11. 88K
febrafn i i PR /R
acm_managed_clust =3* hub_cluster_id, TaiE
er_info managed_cluster_id,

vendor, cloud,
version, available,
created via,
core_worker,
socket_worker
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PR EPRRR Status

R /b

policy_governance_ i %X type, policy, TaE. WNFETRESIFMH

nfo policy_namespace, ER, HSHILERE,
cluster_namespace

policyreport_info 2K managed_cluster_id, iiE. MF 7 HESIEA
category, policy, ER, HEHERE
result, severity Insights PolicyReports,

config_policies_eval  Histogram Fo TR, METHRESIFA

uation_duration_sec ER, HSHILERE,

onds_bucket

config_policies_eval  Histogram Fo TR, MFETHESIFA

uation_duration_sec ER, BB ERE,.

onds_count

config_policies_eval  Histogram Too

TafE. WM& TRESIFHM
uation_duration_sec ER, FEHLERE.

onds_sum

1.1.4. Observability pod &1k

Observability ZHHFEZE 270ImCPU 1 11972Mi AfER L&A IR MRS, T&R=E/5FH 7 observability-
addons AN ZEEEM pod AEIFRKIIZK :

5 1.2. Observability pod B&iEK

BHRAH CPU (mCP mE (Mi) Pod it Pod RfF &S

tsk U)
StatefulSet

Replicas

Deploymen

observabilit alertmanage 4 200 3 12 600
y- r
alertmanage
r config- 4 25 3 12 75
reloader
alertmanage 1 20 3 3 60
r-proxy
observabilit grafana 4 100 2 8 200
y-grafana
grafana- 4 50 2 8 100
dashboard-
loader
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../../html-single/governance#gov-metric
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Deploymen

tsk
StatefulSet

BRAH

CPU (mCP

V)]

observabilit thanos-rule 50 512
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rule configmap- 4 25
reloader

observabilit memcached 45 128
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store- exporter 5 50

memcached
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store-shard

1.1.5. Observability IR%5H{F R AEELE

15 YRR T

Pod it
CPU

Replicas

3 150 1536
3 12 75
3 135 384
3 15 150
3 300 3072

2% Red Hat Advanced Cluster Management I, @RI TRAMES(PV), LUE PVC 7T LLE B0
EIPVC, IR, HERERERINFEHEASBEFERIERIAGFEHIERTE PV, BOTTE

MultiClusterObservability CR 1 E X f7fif2E, BIUE

& A Block Storage, T Prometheus AR

Zf%, 74+, alertmanager. thanos-compactor. thanos-ruler, thanos-receive-default #1 thanos-
store-shard BT ERIAVITEEBEH PV, BEF TR :

R 1.3. FARERIE
FAMBRMN

alertmanager

thanos-compact

thanos-rule

B8y

Alertmanager ¥ nflog #iEME#MRANERE REME
EHEiEH, nflog B— 1 REEMNMMWER, ©2F
LEANNBERANER, URBHAEIKER
KRR B RIE F R ERIE,

R IA R TR B A A 28 (W) SR AF v A T AL IR B A 2K

&, LA bucket Ri&%TF. FRHRZEHIBURTEARE
KN, RRSF/WNARYHZEFR FEMARR, RE
TEW AL B RIATR, A EBIET R A S
MRS MR, FFERNIZRE R EBRIEI R
Fgg, T, BUHRREB[KABMBIRM LS FA
WE, UEEERSEEREREFEERREEE.

thanos 75 R iRt LARE % [F] B 4 25 16 S 14
Prometheus 1R AR AN, HMILER LA
Prometheus 2.0 Fi#E XN EORA, EXMEREE
EHRREBWEIEETE API Hk4 observability.open-
cluster-management.io/vibetal HigES, ©1E
observability.open-cluster-
management.io/vibeta2: RetentioninLocal
HA—A APl SEBIR XA FF
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thanos-receive-default

thanos-store-shard

Thanos N EREZZABIE (Prometheus iIZF2E A
BER) , FXLEHIRE A Prometheus TSDB H—
MNAMES, TSDBREH (B2 /W) EEBRSK
FHE, LU T KEEEMEYE, EXDERTEESS
REH/NNBH KR, BREEESFEN DAL
1%, ©7f APl ik A observability.open-cluster-
management.io/vibeta F#ESE., ©IE
observability.open-cluster-
management.io/vibeta2: RetentioninLocal
LA—A API S8R XA FF

EEERL—DAPIRRX, FHLEFFERENAME
22 A, BIEESININA Thanos &8, HAEERLL
WREE, eEAMEE ERBOEN. SMET
BRBXNER, F5EMBRIERY, XLEKEE
BHRERNSWEEMMER, XREBINEHHEL,

AR WA EBIBFEEEN REMEF. Thanos ERNREMIENIEIMNSHEXNTEIENERF
fi. BRI REFHEMERBFESE, HSHEATIEERS.

1.1.6. HX KR

o BXERATMRENESER, HSMEATUERERS,

o IESN BE LASEME LT BRNARERTRMERS. EEEIRMEMHE.

e M OpenShift Container Platform X A4 T 7 {5 FA BN RIS F+ & X LR IR R B, INFEE S

B, BB Telemetry WEMIE R,
e iEH 5 Prometheus it &M,

o HiES R Prometheus ZR#IN|

1.2. B AR MRS

o

Wi {E F observability iR%5 (multicluster-observability-operator) B9% & S£EEMIT IR,

FEMVIRER : £EEE 0. open-cluster-management:cluster-manager-admin & s S3 12

hii

o SLRFM
o ERATVIERM

o {I|E MultiClusterObservability B E X ¥R

® M Red Hat OpenShift Container Platform %I & /5 B el 2R 4

o [ERAERIEIIENR

o FATIMEM

1.2.1. SR


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.11/html-single/support/index#about-remote-health-monitoring
https://prometheus.io/docs/prometheus/latest/configuration/recording_rules/
https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
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o RiJi%EEE Red Hat Advanced Cluster Management for Kubernetes, MEEREZER, 1ESHE
LR,

o MELFIR/ERIEMZ, NATTE MultiClusterObservability B E X FIRAE XL FEZ,

o BEEEME hub £B. LI ABSEBNCEORL I, DHESES, HSHM
‘s

o BN EN REMELBEFMARAE, RedHat Advanced Cluster Management i G
EX REFHEOIU T EHNE :

o Amazon Web Services S3 (AWS S3)

o Red Hat Ceph (S3 compatible API)

o Google Cloud Storage

o Azure %Efif

o Red Hat OpenShift Data Foundation (BABI#F A Red Hat OpenShift Container Storage)

o Red Hat OpenShift on IBM (ROKS)
BE : HIERBENREMN, FBRHEBREIBEFANFENINEER, Observability ik
ZfE M Thanos T#M. TRERINT RIENE,
1.2.2. F AR ME

7T 62— MultiClusterObservability B & Y 5RCHIE /S Al RMERSS . /5 AR MR, 1
B[] Observability pod BRE21E KU THREZE L,

A : %A Red Hat Advanced Cluster Management EI2H) OpenShift Container Platform S &5 /5
FASKZ A T AT LERMERS, observability ifi st Operator RARINZI4 B alertmanager EL &3k B 2hE /G A
Prometheus, LLLLEFT cluster-monitoring-config ConfigMap,
SERC LA T B LS A R LERAR S5 -

1. BSREEM Red Hat Advanced Cluster Management hub 5£2%,

2. ERAUTHS, NAMRRSUE— N aRZEN :
I oc create namespace open-cluster-management-observability

3. %M pull-secret, HR7E open-cluster-management 3% 22 [H] A %% T Red Hat Advanced
Cluster Management, 1EIZ1TEA @4 :

DOCKER_CONFIG_JSON="oc extract secret/multiclusterhub-operator-pull-secret -n open-
cluster-management --to=-"

INR iy 4 22 A 3% A E X multiclusterhub-operator-pull-secret, I openshift-config fr & %2

(8] #49 pull-secret £ %% open-cluster-management-observability f5 & %225 f, 21T T &

A

m.

I DOCKER_CONFIG_JSON="oc extract secret/pull-secret -n openshift-config --to=-"

PAlE, 7E open-cluster-management-observability 434 %2 (8] A 8J& pull-secret, ZITLL T4

AN .
™ -


../../html-single/install#installing-while-connected-online
../../html-single/networking#networking
https://aws.amazon.com/getting-started/hands-on/lightsail-object-storage/
https://www.redhat.com/en/technologies/storage/ceph
https://cloud.google.com/storage
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blobs-introduction
https://www.redhat.com/en/technologies/cloud-computing/openshift-data-foundation
https://www.ibm.com/docs/en/baw/20.x?topic=storage-preparing-cloud-public-roks
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oc create secret generic multiclusterhub-operator-pull-secret \
-n open-cluster-management-observability \
--from-literal=.dockerconfigjson="$DOCKER_CONFIG_JSON" \
--type=kubernetes.io/dockerconfigjson

BE : fNRER OpenShift Container Platform XA SRR L F pull secret, HESSMHEFHA]
MER B2 [ RIIL R pull secret, MNFT/THREZIFMER, BHSHEFH LB pull secret,

4, NIBHEEN BRI RFME QIR secret, BB secret MBS FMERRARMEIL, BN, 21T
LR :

I oc create -f thanos-object-storage.yaml -n open-cluster-management-observability

BEUTZIHNREMDN secret " :

® XIF Amazon S3 =k S3 A, &M secret ATEERILAT U -

apiVersion: vi
kind: Secret
metadata:
name: thanos-object-storage
namespace: open-cluster-management-observability
type: Opaque
stringData:
thanos.yaml: |
type: s3
config:
bucket: YOUR_S3_BUCKET
endpoint: YOUR_S3_ENDPOINT ﬂ
insecure: true
access_key: YOUR_ACCESS_KEY
secret_key: YOUR_SECRET_KEY

R ETILERD B URL, #I AR URL B Amazon S3 i s2 9 URL :
example.redhat.com:443,

NETREBZIFMER, 1HSH Amazon Simple Storage Service 185 o
HEIEE S Amazon Simple Storage Service FIF 18 .

® XF Google, & secret AJEERMILLT X -

apiVersion: vi
kind: Secret
metadata:
name: thanos-object-storage
namespace: open-cluster-management-observability
type: Opaque
stringData:
thanos.yaml: |
type: GCS
config:
bucket: YOUR_GCS_BUCKET
service_account: YOUR_SERVICE_ACCOUNT

10


https://docs.openshift.com/container-platform/4.12/openshift_images/managing_images/using-image-pull-secrets.html#images-update-global-pull-secret_using-image-pull-secrets
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
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MFETRELIFEAER, 1ESH Google Cloud Storage,

o XITF Azure, &MY secret AIBERMILA T X4 -

apiVersion: vi
kind: Secret
metadata:
name: thanos-object-storage
namespace: open-cluster-management-observability
type: Opaque
stringData:
thanos.yaml: |
type: AZURE
config:
storage_account: YOUR_STORAGE_ACCT
storage_account_key: YOUR_STORAGE_KEY
container: YOUR_CONTAINER
endpoint: blob.core.windows.net ﬂ
max_retries: 0

Q INREA msi_resource FRE, Nifm & 0% IR E A system-assigned & &14 5%
o IRBEMARAEILL TGRS « hitps:/<storage-account-
names.blob.core.windows.net,

INRIEEF user_assigned_id BRR, Nixm S0 KILETERR - 2ENZEBD K.
WIR{E M user_assigned_id I}, msi_resource imm BIERIAE N https:
<storage_account>.<endpoint>, &% THEZIFEMER, 1HS 0 Azure Storage X4,

o AR Azure FAYE Red Hat OpenShift Container Platform 280X R Z 65, MR
SR XPIEMEIRS, ST EEk .

® ¥IF Red Hat OpenShift Data Foundation, KB secret AIRESLLAT 3044 -

apiVersion: vi
kind: Secret
metadata:
name: thanos-object-storage
namespace: open-cluster-management-observability
type: Opaque
stringData:
thanos.yaml: |
type: s3
config:
bucket: YOUR_RH_DATA_FOUNDATION_BUCKET
endpoint: YOUR_RH_DATA_FOUNDATION_ENDPOINT ﬂ
insecure: false
access_key: YOUR_RH_DATA_FOUNDATION_ACCESS_KEY
secret_key: YOUR_RH_DATA_ FOUNDATION_SECRET_KEY

ﬂ EINZRABTIERD BT URL, #IAMEH Red Hat OpenShift Data Foundation i s
URL, BHAREXRMLILLT URL : example.redhat.com:443,

METRBEZIFHMER, 1ES M Red Hat OpenShift Data Foundation o

1


https://cloud.google.com/storage/docs/introduction
https:
https://docs.microsoft.com/en-us/azure/storage/
https://www.redhat.com/en/technologies/cloud-computing/openshift-data-foundation
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e XF IBM LM Red Hat OpenShift (ROKS), & secret ATEERLUA T4 -

apiVersion: vi
kind: Secret
metadata:
name: thanos-object-storage
namespace: open-cluster-management-observability
type: Opaque
stringData:
thanos.yaml: |
type: s3
config:
bucket: YOUR_ROKS_S3_BUCKET
endpoint: YOUR_ROKS_S3_ENDPOINT ﬂ
insecure: true
access_key: YOUR_ROKS_ACCESS_KEY
secret_key: YOUR_ROKS_SECRET_KEY

ﬂ EINRABTIERD B URL, #IAMEH Red Hat OpenShift Data Foundation i s
URL, BAREXRMLILLT URL : example.redhat.com:443,

MBETHRBEZIFMELR, 1HSMH IBM X4 Cloud Object Storage, SAMERIRS KRR E
BUREM. METHRELIFHER, 1556 IBM Cloud XY, =X REFMIIARS FEik,

o XIF Amazon S3 % S3 #AEFNE, L TLUERR AWS Z24hEARSS (AWS STS) 4 B A E

EH. BARPRMEILL, T TRESIFAER, HSH AWS Z2FERS X,
/A AWS REMRSSE RN BB R THN S

o AIE—IAM KBS, BREIN S3 FHERERYIA M,
o (FRAEERIEAUIE IAM A, & OpenShift Container Platform BRESM A £ R JWT S5 h&

o NHEEVN S3 FHEMM T MERIRSSIK - IEETM. BaI LIS HINMAE AWS (ROSA)EEE
1M Red Hat OpenShift Service on AWS (ROSA)SEEER AT ISR, LUETE Set 2415
SIRPER AWS STS 5, INFETHEZIFAER, 1HSH Red Hat OpenShift
Service on AWS (ROSA), BAK ROSA with STS explained T @85 X STS SEHNE
KRINEBHE R

STRA TR, R AWS RERSSERDTRIEHA

1 B AWS IR, BT T ¢

export POLICY_VERSION=$(date +"%m-%d-%y")

export TRUST_POLICY_VERSION=$(date +"%m-%d-%y")

export CLUSTER_NAME=<my-cluster>

export S3_BUCKET=$CLUSTER_NAME-acm-observability

export REGION=us-east-2

export NAMESPACE=open-cluster-management-observability

export SA=tbd

export SCRATCH_DIR=/tmp/scratch

export OIDC_PROVIDER=$(oc get authentication.config.openshift.io cluster -o json | jq -r
.spec.serviceAccountlssuer| sed -e "s/*https:\/\//")

export AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query Account --output text)


https://cloud.ibm.com/objectstorage/create
https://cloud.ibm.com/objectstorage/create%5BCloud
https://cloud.ibm.com/docs/cloud-object-storage/iam?topic=cloud-object-storage-service-credentials%5BService
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://www.rosaworkshop.io/
https://www.rosaworkshop.io/rosa/15-sts_explained/
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export AWS_PAGER=""
rm -rf $SCRATCH_DIR
mkdir -p $SCRATCH_DIR

2. HRAUTHSOE S3 M

I aws s3 mb s3:/$S3 BUCKET
3. I — s3-policy JSON X314 7] S3 FitE. 2T TaH:

{
"Version": "$POLICY_VERSION",

"Statement™: |
{

"Sid": "Statement”,

"Effect": "Allow",

"Action™: [
"s3:ListBucket",
"s3:GetObject",
"s3:DeleteObject”,
"s3:PutObject",
"s3:PutObjectAcl”,
"s3:CreateBucket",
"s3:DeleteBucket”

1,

"Resource":
"arn:aws:s3::$S3_BUCKET/*",
"arn:aws:s3:::$S3_BUCKET"

]
}
]
}

4. ERALT S RS

S3_POLICY=$(aws iam create-policy --policy-name $CLUSTER_NAME-acm-obs \
--policy-document file://$SCRATCH_DIR/s3-policy.json \

--query 'Policy.Arn" --output text)

echo $S3_POLICY

5. /% TrustPolicy JSON X, iZ1TLA R a%H:

{
"Version": "$TRUST_POLICY_VERSION",

"Statement": |
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:oidc-provider/${OIDC_PROVIDER}"
1,
"Action": "sts:AssumeRoleWithWebldentity",
"Condition": {
"StringEquals™: {
"${OIDC_PROVIDER}:sub": [

13
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"system:serviceaccount:$3{NAMESPACE}:observability-thanos-query",
"system:serviceaccount:$3{NAMESPACE}:observability-thanos-store-shard",
"system:serviceaccount:3{NAMESPACE}:observability-thanos-compact”
"system:serviceaccount:$3{NAMESPACE}:observability-thanos-rule",
"system:serviceaccount:$3{NAMESPACE}:observability-thanos-receive”,

6. HRALLT®%, 7 AWS Prometheus 1 CloudWatch Al 2 A& :

S3_ROLE=$(aws iam create-role \
--role-name "$CLUSTER_NAME-acm-obs-s3" \
--assume-role-policy-document file://$SCRATCH_DIR/TrustPolicy.json \
--query "Role.Arn" --output text)

echo $S3_ROLE

7. FFERBEMIINEIA G, ZITU TR

aws iam attach-role-policy \
--role-name "$CLUSTER_NAME-acm-obs-s3" \
--policy-arn $S3_POLICY

8B secret RIBERULL T 34 : config B35 E signature_version2: false, BEREE
access_key 7l secret_key :

apiVersion: vi
kind: Secret
metadata:
name: thanos-object-storage
namespace: open-cluster-management-observability
type: Opaque
stringData:
thanos.yaml: |
type: s3
config:
bucket: $S3_BUCKET
endpoint: s3.$REGION.amazonaws.com
signature_version2: false

8. 1£ MultiClusterObservability B & Y FTIRET 18 E AR SK 512, o0 /&
MultiClusterObservability CR &8 43 Ffr ik,

9. A LMERLL TS N EHIEIETR S3 access key #l secret BH : M ITE secret AAXS
base64 F R ITHRID, RN

YOUR_CLOUD_PROVIDER_ACCESS_KEY=$(oc -n open-cluster-management-
observability get secret <object-storage-secret> -0 jsonpath="{.data.thanos\.yaml}" | base64 -

-decode | grep access_key | awk '{print $2})

echo $ACCESS_KEY

14
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YOUR_CLOUD_PROVIDER_SECRET_KEY=$(oc -n open-cluster-management-
observability get secret <object-storage-secret> -0 jsonpath="{.data.thanos\.yaml}" | base64 -
-decode | grep secret_key | awk '{print $2}')

echo $SECRET_KEY
10. B EUATHREMEREEN pod REIEESERA T AMEM, BHREKKEILITER -

observability-thanos-query (deployment)
observability-thanos-compact (statefulset)
observability-thanos-receive-default (statefulset)
observability-thanos-rule (statefulset)
observability-thanos-store-shard-x (statefulsets)

1.2.2.1. 8/ MultiClusterObservability B E X #iR

f&F MultiClusterObservability B E X RN & FHEGIEERAEEFH KRN, BT AEOIE
MultiClusterObservability B & Y FRI & BEME R/, HERBEEFHEHERMEN, REEEFEHEER
RSB B, BERFIREN. NEEZELR, ESH Red Hat OpenShift Container Platform 344
R B AES,

SR THIE, 7£ hub £85I MultiClusterObservability B & X iR :

1. fE %~ multiclusterobservability_cr.yaml  MultiClusterObservability B & Y %R YAML
X4,
HEUTERIA YAML XU EFE TR -

apiVersion: observability.open-cluster-management.io/vibeta2
kind: MultiClusterObservability
metadata:
name: observability
spec:
observabilityAddonSpec: {}
storageConfig:
metricObjectStorage:
name: thanos-object-storage
key: thanos.yaml

RO REE B8R advanced Z34 Y retentionConfig S8 M(H, MEFLZER, HSMH
Thanos Downsampling 2 ¥R FR BN A, RIBZERHNBE, BIEZENERESNESE
e, MRIEMN S3 FHEMKESE VER STS $h, HARS K@it S3 AEMEA STS,
BELUTERE :

spec:
advanced:
compact:
serviceAccountAnnotations:
eks.amazonaws.com/role-arn: $S3_ROLE
store:
serviceAccountAnnotations:
eks.amazonaws.com/role-arn: $S3_ROLE
rule:
serviceAccountAnnotations:
eks.amazonaws.com/role-arn: $S3_ROLE
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3.3

receive:
serviceAccountAnnotations:
eks.amazonaws.com/role-arn: $S3_ROLE

query:
serviceAccountAnnotations:
eks.amazonaws.com/role-arn: $S3_ROLE

MEELIER, ESM Observability API,

ZREEMBHNBRELTE, B0IHETEH MultiClusterObservability YAML F1#Y
nodeSelector K N HBHRE—Mi%, &K YAML aJgE R UL TARE :

nodeSelector:
node-role.kubernetes.io/infra:

MFESZER, HEHOEEMRLNESE,
BT TS, U YAML N A EIEE -
I oc apply -f multiclusterobservability _cr.yaml

FAF Thanos. Grafana #1 AlertManager BIFf& pod 1 open-cluster-management-

observability @& % [H] O3, FA % E Red Hat Advanced Cluster Management hub 5£8%

MR EEBHMWEH, LUSEIREEE 4% E] Red Hat Advanced Cluster Management
Observability A& 55,

. Bit /53 Grafana (URIRELIE observability (RS REE/GH, FEHERTER., HZHE

Overview TS Clusters T s it i FIEHI B FRL55H) Grafana B,
T R EHREFENZTEEHRET M RMERIE EEERB DRI TERIRE
observability: disabled.

observability lRE#/2 . 5 observability RS 5, RETHLLTIHEE :

Ak B S ELEHNEREEIREF L F Red Hat Advanced Cluster Management hub §28%,

A% #% Red Hat Advanced Cluster Management hub 8IS EEEMSWE R, LUFER

& ¥[8 Red Hat Advanced Cluster Management observability iR%5. A LEZE Red Hat

Advanced Cluster Management Alertmanager RN E S MR, 2 HMNF SRR BT EH

BRI SR SRR, INHLFHBE. PagerDuty 3% OpsGenie, &iA0] AN IRERBRANZE IEEHR,

3 : RA Red Hat OpenShift Container Platform iR Z& 4.8 3B & IR &AM 2 EE B L I E ML
& Bl Red Hat Advanced Cluster Management hub 5£8¥Ih88, ELEFEA T AR MRS B Red
Hat Advanced Cluster Management &, 3B OpenShift Container Platform v4.8 & B #HIAR A&

WERSBINE LR hub &8, BN LERUTHRESER.

o fEMLLTF URL i) OpenShift Container Platform 3.11 Grafana {{3&#R :

https://$ACM_URL/grafana/dashboards, %48 OCP 3.11 BI3 {4k 3k EF OpenShift

Container Platform 3.11 (YRR,

1.2.3. M Red Hat OpenShift Container Platform 24 & /5 A W a1

F4, LALLM Red Hat OpenShift Container Platform Z#I &5 B A WM, AIZ—14% ) open-
cluster-management-observability #J71H, 5@ 7 open-cluster-management-observability %i B &

B34 7 multiclusterhub-operator-pull-secret B & pull-secret,
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1= open-cluster-management-observability it H 1 {li£4 7y thanos-object-storage BIXT RFi#
secret, , MIAXNRIFME secret FEAER, SRAFH T Create, iH5E 1 Enabling observability B398 4 %
k& E secret BITRfl,

]2 MultiClusterObservability B E X FIREH, HEKEILLTERR, 3% OpenShift Container
Platform B IN/5 B obseravbility fR%5 : Observability components are deployed and running.
1.2.3.1. AN ERIEIRE

Observability 124t 7 —/MNE8 API, FFi@iT OpenShift B (rbac-query-proxy) Zifjigtr, &&HLL
T1#F userbac-query-proxy F&EBIES :

o EAILMERA LT e SR B AV IFIE ¢

I oc get route rbac-query-proxy -n open-cluster-management-observability

o ZEZE{jj|v] therbac-query-proxy F&H, E/ilEA OpenShift OAuth 1A GHE, ZXShEN X5 H
PRSI RER, ZKF BRI R ZEE, NEELER, BESHEEAHAER OAuth 11
[ER=y N

o JREXERIA CAIES, FHHEH tis.ort WABFMEAMIHEH, BTUTHS:

I oc -n openshift-ingress get secret router-certs-default -o jsonpath="{.data.tls\.crt}" | base64 -d
> ca.crt

o ZITUUTaGLLE ISR -

curl --cacert ./ca.crt -H "Authorization: Bearer {TOKEN}"
https://{PROXY_ROUTE_URL}/api/v1/query?query={QUERY_EXPRESSION}

7 : QUERY_EXPRESSION 278 Prometheus EifjFRiAR, Hl80, @S FeimiRENG® S
Fhf URL #5950 URL : https:/{PROXY_ROUTE_URL}/api/v1/query?
query=cluster_infrastructure_provider R if]#5#7 cluster_infrastructure_provider, 1% T
RBELZHMER, ESHEIN Prometheus,

o TiL A LIEH: therbac-query-proxy BREHIIET : 15S (% OpenSSL fn4 FAE R CA UEHLL G
i, HEWBAE X csr.enf i, F DNS.1 E#14 therbac-query-proxy FEBIEN. %,

o ZfTLATMS, HEA4EMBIETC/E proxy-byo-ca #1 proxy-byo-cert secret :

oc -n open-cluster-management-observability create secret tls proxy-byo-ca --cert
Jca.crt --key ./ca.key

oc -n open-cluster-management-observability create secret tls proxy-byo-cert --cert
Jingress.crt --key ./ingress.key

1.2.3.2. .77 52 OpenShift &5 SIEFR

S IEMRERBERFERMFEERE, BAERT, SNO £BHTRWE pod AR FIRIEIR,
éSNO SRR EIFINFIRERE, SUSKEE MRS, SR TRERE BRI ARR
SUETEER, MBREIRESRELE,

XEERRREARSUNEENZERE LNRATERE, AT XEREIZSKERN, AUNT

Red Hat Advanced Cluster Management Grafana (R A& B EMEIE. BUESRESHNIFIRERN T
PR, AT ERSTESShES NIRRT A B 5 REdE -
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® Kubernetes/Compute Resources/Namespace (Pods)

Kubernetes/Compute Resources/Namespace (Workloads)

Kubernetes/Compute Resources/Nodes (Pods)

Kubernetes/Compute Resources/Pod

Kubernetes/Compute Resources/Workload
SEANSIELLUT R4 -

o IIBINEN—HIEIT.

e {#M PromQL FRiARE XBIFM.

o S£EMHER, ZEBWIIXN true,

o —PMEERRFKIEARN, AT AEFEEITMRENNIMER,

BINERT, SN 30 MU ER A FIFRERE R LRFE0THE, REFIRAN A F R RE
EHEASMEN. HWEMNIRMAE for BEIEENRENFINGEER, WEANEES), BMNEER
EnSERERH LETRE. ERECRERERH LABEESAINRMERIIEL, EVHES
paniil

E5HND4H %) gather_rules BISEER D, ZEBD A EAKNZEBIENH, Red Hat Advanced
Cluster Management RE S &£ & #MIZH SNOResourceUsage, ©HHNERINESHN :
HighCPUUsage #1 HighMemoryUsage. HighCPUUsage £&#IIM T 5= CPU {81t 70% B FF
fA. NR SNO £ EWNEN AXRET TAT RARFEN 70%, ] HighMemoryUsage & & #1LM FF 14,
B, AIERIMVEEREEN, BELERR. BEEHNFFIEET for BHEBEMFRE, RSB
FiaEE dynamic_metrics 38 EHIIEIT,

TELUT YAML X5 % F collect_rules 9B SIERFIRK -

collect_rules:
- group: SNOResourceUsage
annotations:
description: >
By default, a SNO cluster does not collect pod and container resource metrics. Once a SNO
cluster
reaches a level of resource consumption, these granular metrics are collected dynamically.
When the cluster resource consumption is consistently less than the threshold for a period of
time,
collection of the granular metrics stops.
selector:
matchExpressions:
- key: clusterType
operator: In
values: ["'SNO"]
rules:
- collect: SNOHighCPUUsage
annotations:
description: >
Collects the dynamic metrics specified if the cluster cpu usage is constantly more than 70% for
2 minutes
expr: (1 - avg(rate(node_cpu_seconds_total{mode=\"idle\"}[5m]))) * 100 > 70
for: 2m
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dynamic_metrics:
names:
- container_cpu_cfs_periods_total
- container_cpu_cfs_throttled_periods_total
- kube_pod_container_resource_limits
- kube_pod_container_resource_requests
- namespace_workload_pod:kube_pod_owner:relabel
- node_namespace_pod_container:container_cpu_usage_seconds_total:sum_irate
- node_namespace_pod_container:container_cpu_usage_seconds_total:sum_rate
- collect: SNOHighMemoryUsage
annotations:
description: >
Collects the dynamic metrics specified if the cluster memory usage is constantly more than 70%
for 2 minutes
expr: (1 - sum(:node_memory_MemAuvailable_bytes:sum) /
sum(kube_node_status_allocatable{resource=\"memory\"})) * 100 > 70
for: 2m
dynamic_metrics:
names:
- kube_pod_container_resource_limits
- kube_pod_container_resource_requests
- namespace_workload_pod:kube_pod_owner:relabel
matches:
- __name__="container_memory_cache",container!=""
- __name__="container_memory_rss",container!=""
- __name__="container_memory_swap",container!=""
- __name__="container_memory_working_set_bytes",container!=""

AT LATE custom-allowlist 22 collect_rules.group, M FHIF R, 2 collect_rules.group Z A,
BIMRERME R AT ., XLEEFERRE, BEFR :

collect_rules:
- group: -SNOResourceUsage

REFEEIMNE, BIEFKE Grafana R ET.

1.2.4. ZRRAAIEMAE
EERAMRMRS, HEE observability #ij&. 1E OpenShift Container Platform 12§l & S, ik
¥ Operators > Installed Operators > Advanced Cluster Manager for Kubernetes, ffilf&

MultiClusterObservability B & X ¥R,

ETRESAXMAENTURMENES, HSHER TIEE,

1.3. R G E T HER

%7 F Red Hat Advanced Cluster Management for Kubernetes, #3RINAERILLIR T fRFT A SRR
Kubernetes ¥fiR, #3Rt%] Kubernetes TR K& 5 HAth FFRHI X RiF1TFHRBI,

o RSRIUAM
o HMREENMEE

1.3.1. #RAMH
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BRMIRA T HAEM

search-collector : && Kubernetes 758, WEMAZEEHPTTRTHE. 1TEHKEREXR, #F
FHINEBIEIE 4 % Fl search-indexer, =& 52+ search-collector /E%& 7/ klusterlet-
addon-search B9 pod 1217,

search-indexer: MINEE 2R Z I FTURTTHIEFH B A PostgreSQL #E%, search-indexer it 1511
hub &EEf R TR SR ERER TR A 2 B 5L BE,

search-api : #®iJ GraphQL 124 search-indexer AT A SREFEUIBRA VI WIAR, FimFlSiEET
ABBREH (RBAC).

search-postgres : M PostgreSQL #HEELBIRHIFTE S E S INERUE.

1 hub EFABRUBEBER, UEBEEFXFIIFAZTEEEN, Kklusterlet-addon-search &£4%/5 A8, 0
REZRNSEEBRNER, HSHIBHNERM kusterlet MINIZE LT REZER,

1.3.2. R B E L HMEE
& 7] LB search-v2-operator BE X FHIRFMBRINE, BEEFEBE L KIRENEE, HoTUTHS :

I oc get search search-v2-operator -o yaml

UIgH

20

38 Operator &I ¥l search-v2-operator BE X IR, PHAERFFEFHE pod, BEELUTEER

PostgreSQL #iBZEEE

%% Red Hat Advanced Cluster Management i, PostgreSQL #EZE#ECE N F PostgreSQL
HIREEET—1ZEX (emptyDir) B4, IIRZEFANER, EAILUERAESRFR (PVC)
F{R%F PostgreSQL #4E, LIRS HRMEE, &RILIM Red Hat Advanced Cluster Management
hub SRBEPIEFE— N FHER R A D EREIE, HlW, MRELE gp2 FHEE, HHEE RTRERL
ATRRB -

apiVersion: search.open-cluster-management.io/vialphai
kind: Search
metadata:
name: search-v2-operator
namespace: open-cluster-management
labels:
cluster.open-cluster-management.io/backup: "
spec:
dbStorage:
size: 10Gi
storageClassName: gp2

LhEEE R OIE— 1% gp2-search By PVC, Fi#E#iE search-postgres pod, BILNBERT, &
G RN H 10Gi, EAILUERERE KR/, HIa0, 20Gi ATEERLUH R K2 200 N EER,

PostgreSQL #IEFEE :

PostgreSQL ZHFFEIBEEMREML, LML EEIBE MRS, HLECE T LMER ConfigMap 15
E. Ik ConfigMap & XML SEB name-value Xf, EBFUTRAIGSERIEL SO
# ConfigMap :


../../html-single/add-ons#modifying-the-klusterlet-add-ons-settings-of-your-cluster

15 YRR T

oc create configmap tuning-config --from-literal
POSTGRESQL_SHARED_BUFFERS=128MB --from-literal
POSTGRESQL_EFFECTIVE_CACHE_SIZE=128MB --from-literal WORK_MEM=64MB

{EFARIER ConfigMap 1t PostgreSQL #UEEEE, {40, 70 tuning-config fE NS HUE :

apiVersion: search.open-cluster-management.io/vialphai
kind: Search
metadata:

name: search-v2-operator

namespace: open-cluster-management

labels:

cluster.open-cluster-management.io/backup: "

spec:

dbConfig: tuning-config

dbStorage:

size: 10Gi

storageClassName: gp2-search

o EITIHE pod NfFEk CPU B3R, BIARIMEIHFEMIUNESR Pod (indexer, database, queryapi,
= collector pod) BIBERAIRMALKA, FH search-v2-operator B E L HFIRH
deployment #§4>, search-v2-operator EIEMUNEE, ©iITLLHEMEL, &8 search-v2-
operator B7E Y FIRATRER UL TS0 -

1]
2]

apiVersion: search.open-cluster-management.io/vialphai
kind: Search
metadata:
name: search-v2-operator
namespace: open-cluster-management
spec:
dbConfig: tuning-config
deployments:
collector:
resources: ﬂ
limits:
cpu: 500m
memory: 128Mi
requests:
cpu: 250m
memory: 64Mi
indexer:
replicaCount: 3
database: {}
queryapi:
arguments:
--v=3

1T LU B5IR . A B indexer, database, queryapi, 2% collector pod,

AT L@ NN -v=3 SHCRIZHIATE D pod BYBERHFAERE,

HSHUTRE, EFRETRENAE indexer pod :

indexer:
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resources:
limits:
memory: 5Gi
requests:
memory: 1Gi

o 3% pod T mMIE :
& ] LL# A nodeSelector 5415k tolerations SHE#HE3R pod WINE, BEELU T RAEIERE :

spec:
dbStorage:
size: 10Gi
deployments:
collector: {}
database: {}
indexer: {}

queryapi: {}

nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:

- effect: NoSchedule

key: node-role.kubernetes.io/infra
operator: Exists

o AXMMAEEMRINE, HSHEEER,

e A% Red Hat Advanced Cluster Management for Kubernetes #£H|8MEZER, HE M Web
®Ha

1.4, E1HiE5
{57 search MEERER 75 i) VE AR,
EEW AR - EREER
A AR

o NBERTRENES

o HENERBHA

o IEIEGIATEY

o il ArgoCD [ TR

o FEIHZTELER LM klusterlet-addon-search ZE

14.1. Q2R RARENES

BT FIE allow #1 deny list oy R, 2 search-collector-config ConfigMap BATE X M&EEE UK
L FLE Kubernetes BB, FIH ConﬁgMap A data.AllowedResources #1 data.DeniedResources 38
AHHTIR, 2T T aaRAUERIR

I oc apply -f yourconfigMapFile.yaml
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ConfigMap BTRERLLT YAML X4 :

apiVersion: vi
kind: ConfigMap
metadata:
name: search-collector-config
namespace: <namespace where search-collector add-on is deployed>
data:
AllowedResources: |-
- apiGroups:
nn
resources:
- services
- pods
- apiGroups:
- admission.k8s.io
- authentication.k8s.io
resources:
o
DeniedResources: |-
- apiGroups:
nn
resources:
- secrets
- apiGroups:
- admission.k8s.io
resources:
- policies
- iampolicies
- certificatepolicies

LAt ConfigMap =il 2 7F MFTE apiGroups & BRSS# pod, [ 271 M admission.k8s.io #[l
authentication.k8s.io apiGroups WA IR, FEN, ConfigMap RI1BELEFTA apiGroups HY
secret 54, [EATBHIE3EE apiGroup admission.k8s.io B policies, iampolicies, and
certificatepolicies W& &,

D INRIETRIRHE ConfigMap, MIBIAMEERTE HR. MIRERIZ4Ht AllowedResources,
AllowedResources FRFIHMIFRE FRE B 5HkR. EF AllowedResources #l
DeniedResources A5 B 5 R th SR HERR.

1.4.2. BE (R EH S

IR B LAM OpenShift Container Platform 5 B € Y8345 RRE. BT multicluster-engine fp & %2
[f] 8 console-mce-config, XX BERATFRRAAERN, HAREKFNMERE, EFUTHRESHIRD :

e SAVED_SEARCH_LIMIT - 8RS REMEAERE, BELT, 81 S TURENES
FEWREIH 10 D BRINMEN 10, EFEFHERE, 157E console-config ConfigMap AL T
#:{H : SAVED_SEARCH_LIMIT: x.

e SEARCH_RESULT_LIMIT - #H&Hh B RRAERERE, BUAET 1000, ZMHBRIELRSE,
L 1,

e SEARCH_AUTOCOMPLETE_LIMIT - Hi€5%t typeahead M FREIR AR, BRIME N
10,000, ZEJHFRLLRE], 1H/F%Z N -1, M OpenShift Container Platform 24141217 T patch
e, J[HERERBCH 100 NMIE -
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oc patch configmap console-mce-config -n multicluster-engine --type merge -p '{"data™:
{"SEARCH_RESULT_LIMIT":"100"}}'

1.4.3. AR ER

BRI LE #FEF AT, SREGBEFTEINMENERAEYE (NEHFHBBRER) . AFTE
BERESEERMIE,

MEFREANERER, HEERPEEEM., BAUEABRMEMNEXELIINEEANEZRSERE, F
i, 3% cluster:dev red LUEWS dev EEFFFFE "red" LA R,

ST H IR, ERERITER

. ESMmER A RTE Search,

2. ERFEFHARZLRNIAR, RRVEREHRSELENTIR,

HERFRN, SWRESRBERRERRKOEMITER, XAIHBE T FXLEFTRIMASE %R
SRRV E M BRIEITRE,

BRROFIHTERRTIRER, T hub EEFHITR, ERBMRLTRN local-

cluster,

M REERZ kind 04, BN HIR kind E—PNREF9H,

TR RIE TR TR EE T R

S MERSFEMEERE AR, EEENEN, #REXDKNEH, HS LU TR
B, WEILLEFTTE - AfR. RZEE., KE MEMEIRFE. Auto-complete 124t T &3
ENIETRMEN, 1HS LT RMA

ERENFER, #0kind:pod LLEHFIA pod iR,

ERLZNFEE, W kind:pod namespace:default SA7EER 1A v & 22 [F] R &% pod,
B/

o IBILAILMERFER (M5, >=, <, <=, =) AERFMEH.

o HFERLZNBMUMEHTERN, BREHEEM—MERENSER, HSLATRA
o figN, ¥ kind:pod name:a f, E{E N a B pod #E#HRE,

o 4% kind:pod name:a,b f, {E@E&H azk b B pod #E#RD,

o ##3% kind:pod status:!'Running M E A K EFRZE Running B pod %R,

o ##3R kind:pod restarts:>1 LLEHE R E VW RHIFTE pod,

3. MREREFER, ERil Save search ETr,

1.4.3.1. &if] ArgoCD [ 2%

WBZR ArgoCD N ARRFER, EEREMBE Applications TTHE, ST TH %, M Search TUEI;IA
ArgoCD N 2R :
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2. TEiEHI B TRk At A FE .
3. FERLFET B : kind:application #[ apigroup:argoproj.io.

4. EFBEEENNBIER. Application TUE R F RN RS B,

1.4.4. B EEE W klusterlet-addon-search S E

BEMZEERME Kubernetes 3R, klusterlet-addon-search pod 7£/2 i T 2 RMAE S EE£E Sz

7. LLEREIE open-cluster-management-agent-addon & Z2[A|FiZ T, EAXREFRNZTEERFA

BEEEH % NF T HEfE klusterlet-addon-search Z3& IE & T 1F,

S EE B klusterlet-addon-search pod B FJRE K AI £ Red Hat Advanced Cluster Management

hub £28%#) ManagedClusterAddon BE X FIRFPIEE. BN T ESERHATNSERBHTE— 1o
ZjE, MNS5ZESEBAIRICE G2 E h%i ManagedClusterAddon B & iR, 2T T4

LIE%T xyz SERFHHPHFTIRENK :

I oc edit managedclusteraddon search-collector -n xyz
FETRERE S ERM M, EBEUTRA
apiVersion: addon.open-cluster-management.io/vialphai
kind: ManagedClusterAddOn
metadata:

annotations: addon.open-cluster-management.io/search_memory_limit: 2048Mi
addon.open-cluster-management.io/search_memory_request: 512Mi

ZEREBERERM LNHIRER, AERFTHRERBIEN pod,

IREE Observing IMEF T

1.5. E A ER
PURERDNA T AT A MBRMERSFAIRENEBEHITEE L. EBMNEENER.

f# M must-gather (s T INEB X NI UREFROENIFERNAET., NFELER, HSHHMEH
BRI B Must-gather B843 o

o BIEEE SN
o [ AlertManager
o HLER
o HBBEMBMLLEN
o HEREI
o MHIFER
o RNEE LIEHT
o YRONFR TAE (A G T
o MIBRBRIAIEIT
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JHEDR S B4 BB bR =

o JAERIm RO Kubernetes secret

o EE#T MultiClusterObservability B € X ¥R

o HEBMFHARE

o NINEKLE

o JMIZHIEBFH MultiClusterObservability B 7E X FREI&

o HEXBEHIAIE

o BHE AT WIARREFHERIES

o EEMEHIE

o HFHetcdR

o #& Kubernetes API AR 55 25 (U SRR B & B¥ A1 A BR 55 2501 B sk
o #& Kubernetes API iR 55 25 (U SRR ERBF AR 55 201 Rk

o FATIMEM

1.5.1. Q32 B & SR

Bt 7E e R M BRI Prometheus 105 #AIAD 44000, Hal R RECZEBE XN, mNEERE
%Z{ER, 1ESM Prometheus fit &,

o ILRMNALERBFEEILITESITERINRAR, 4iREF—HHBN A FE5,

o SEISERAMN, EALARGEANEIRFER X BN ERR S R IEEEIRSM-
3 Prometheus 7 X B E XMNBROBRER RN, FREBRAZERINERERRS.

30 UIEEFHEE NS, observability-thanos-rule pod & BEhER,

1 open-cluster-management-observability @45 22 [A] /| £ — 144/ thanos-ruler-custom-
rules B ConfigMap. W 7I# e &N custom_rules.yaml, N TFHIFfR, ST UEE B R
ZAHN,

o BUAERT, FFFEENRAIZRMINITE open-cluster-management-observability 54 %2 k] 1
B thanos-ruler-default-rules ConfigMap H 7€ X,
flgn, SR AIE—A B E ERHNI, £ CPU EREE 7 E XMEREHME, &1
YAML ATERIUATAR -

data:
custom_rules.yaml: |
groups:
- name: cluster-health
rules:
- alert: ClusterCPUHealth-jb
annotations:
summary: Notify when CPU utilization on a cluster is greater than the defined
utilization limit
description: "The cluster has a high CPU usage: {{ $value }} core for {{
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$labels.cluster }} {{ $labels.clusterID }}."
expr: |
max(cluster:cpu_usage_cores:sum) by (clusterlD, cluster, prometheus) > 0
for: 5s
labels:
cluster: "{{ $labels.cluster }}"
prometheus: "{{ $labels.prometheus }}"
severity: critical

o &L A LLTE thanos-ruler-custom-rules ConfigMap EF'@'JLE;EXIE%MJ”'

Blan, ERILABIER— ORI, LT LUREY pod MBS ELFHEH, B8 YAML 7]
BERLILLTHEA :

data:
custom_rules.yaml: |
groups:
- name: container-memory
recording_rules:
- record: pod:container_memory_cache:sum
expr: sum(container_memory_cache{pod!=""}) BY (pod, container)

o MRXZ2HE—NFHEE N, SAIIEGE, TF ConfigMap BN, SBEINEH
I#EEE. BT observability-thanos-ruler sidecar F1#J config-reload, FILASEFHEH A
[

ERIFERINZEEETIE, H5h Grafana (XFMR, # A Explore TIHE#F & 1H ALERTS, REHHE
f&HF, Grafana ¥ &7E Grafana HIRHEHER,

1.5.2. B2i& AlertManager

SERAEEEIE, 0 email. Slack #1 PagerDuty LUEIRE B AlertManager BI@ A, Bin/i7E &= open-
cluster-management-observability 5% Z2 7| #Y alertmanager-config secret SRARINERK, FH
AlertManager BEEERH, FEALA TS ERLLE T B E RSN -

1. M alertmanager-config secret FIREXNEUIE, Z1TLA T @MS:

oc -n open-cluster-management-observability get secret alertmanager-config --template="{{
index .data "alertmanager.yaml" }}' |base64 -d > alertmanager.yam|

2. IBTUUTF&S, HiEFIRT7E alertmanager.yaml SXC4HECE :

oc -n open-cluster-management-observability create secret generic alertmanager-config --
from-file=alertmanager.yaml --dry-run -o=yaml | oc -n open-cluster-management-
observability replace secret --filename=-

BHH secret AIRES LA TR -

global
smtp_smarthost: 'localhost:25'
smtp_from: 'alertmanager@example.org'
smtp_auth_username: 'alertmanager’
smtp_auth_password: 'password'

templates:

- '/etc/alertmanager/template/*.tmpl'
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route:
group_by: ['alertname’, 'cluster', 'service']
group_wait: 30s
group_interval: 5m
repeat_interval: 3h
receiver: team-X-mails
routes:
- match_re:
service: *(foo1|foo2|baz)$
receiver: team-X-mails

BB STEBHEILENER, INFE AlertManager BI7RHBI, 155 prometheus/alertmanager,

15.3. R ER

JAART MRS, FEB OpenShift Container Platform S EELBNERSBINAEE hub B, BRI LUE
3 alertmanager-config YAML XX, NEREENZBER RS,

7 & alertmanager-config YAML X {4Rfl -

global:
slack_api_url: '<slack_webhook_url>'

route:
receiver: 'slack-notifications'
group_by: [alertname, datacenter, app]

receivers:
- name: 'slack-notifications'
slack_configs:
- channel: '#alerts'
text: 'https://internal.myorg.net/wiki/alerts/{{ .GroupLabels.app }}/{{ .GroupLabels.alertname }}'

MBEEBREBFTEMRL L, H1E alertmanager-config YAML X4 ZRANLLT global 58 :

global:
slack_api_url: '<slack_webhook_url>'
http_config:
proxy_url: http://****

1531 WZEEHERELER
BHEZEERMNERL L, £ MultiClusterObservability B & X FRPRMU TR -

metadata:
annotations:
mco-disable-alerting: "true"

WEERN, SERELWERRARERKIRE. X openshift-monitoring @p 4 Z2 5 H) ocp-
monitoring-config ConfigMap PRIHEVER BN EIKE ., KEFEERHELR ocp-monitoring-config
ConfigMap FEH observability operator in R EIRHEH. BEFMERER, TERFEPH Prometheus %
BlEH,.
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HE . REBE—NTHEWEIER Prometheus £, H Prometheus SEHIESS T Prometheus L1,
NZEELERE LRSS EKR, BE, hub EEHPBIBITTSZ RN,

REENE, 27E open-cluster-management-addon-observability %4 22 |7 R I/ — 4 )y cluster-
monitoring-reverted #J ConfigMap, {EfIFTHI. FIIRMIERL L BEEH AT 2M ConfigMap k&,

Bk hub S EREESTHNZEENEMABIB=FEREETE, EEHL—THh LE
AlertManager,

1.5.4. BB ER

AINETBFERAER, ETLURIEERAM,. CERIRZSHIFSN R RBRER, RNMEHROERG,
20— 1D, EHFREZERR ID JEER LI T =/ 5 d839aca9-ed46-40be-84c4-dca8773671da,

IREOTENER BRI 5% -
o E#E Red Hat Advanced Cluster Management &4k, {&%/1G111% 7] open-cluster-
management-observability #3422 7] ¥ alertmanager-main pod, %0, 7£ pod ARAAHIA

AT ep 453K E B8 SampleAlert :

amtool silence add --alertmanager.url="http://localhost:9093" --author="user" --
comment="Silencing sample alert" alertname="SampleAlert"

o BIFRAZNLEINSFHEIER, LUT5SEE match-label-1 #1 match-label-2 :

amtool silence add --alertmanager.url="http://localhost:9093" --author="user" --
comment="Silencing sample alert" <match-label-1>=<match-value-1> <match-label-2>=
<match-value-2>

o MREMXEBTENAEBANBHRINER, HFA --duration ik, ZTUUTHSE, LUBIR—/NNER
SampleAlert :

amtool silence add --alertmanager.url="http://localhost:9093" --author="user" --
comment="Silencing sample alert" --duration="1h" alertname="SampleAlert"

BT LUD B RRBY B IR E TR AT RS (. A LU T sn 7R E FF 46T 523 SampleAlert :

amtool silence add --alertmanager.url="http://localhost:9093" --author="user" --
comment="Silencing sample alert" --start="2023-04-14T15:04:05-07:00"
alertname="SampleAlert"

o EHFOEMNAMAERMEINR, HSTUTHS :
I amtool silence --alertmanager.url="http://localhost:9093"
o NMRMABREHRMREN, HETUTHRLLEENR
I amtool silence expire --alertmanager.url="http://localhost:9093" "d839aca9-ed46-40be-84c4-
dca8773671da"
o EURAAERNEM, HSTUTHS :

amtool silence expire --alertmanager.url="http://localhost:9093" $(amtool silence query --
alertmanager.url="http://localhost:9093" -q)

29



Red Hat Advanced Cluster Management for Kubernetes 2.7 Observability (RI¥{214)

1.5.5. FH1E 24k

E2BEEE MRS Red Hat Advanced Cluster Management 1, iXAK/™E, @il 7E open-cluster-
management-observability %y 22 5] 1 % Y alertmanager-config A7 B9ES 1 H I sk PR HIZE e,

L—HEH—HINALRELEN—HSHE, REMNSBRER, HTIEANEYN, BIrMRERD
MBA equal FIRHIFEBMERBITEE. 28 inhibit_rules ATEER LT :

global:
resolve_timeout: 1h
inhibit_rules:@))
- equal:
- namespace
source_match:
severity: critical
target_match_re:
severity: warning|info

ﬂ E LT inhibit_rules Z#E8 2, UEHE—HBEAHPHNER, Y— I omBEEFEILT—D
critical R}, MRAEBNHLEEPILEHMBIE™EMENFH warning = info FIEIRE, R
A critical Z2R A KM E Alertmanager #EIX25, RN ATRER B RUTEIR -

ALERTS{alertname="foo", namespace="ns-1", severity="critical"}
ALERTS{alertname="foo", namespace="ns-1", severity="warning"}

Q #NR source_match #1 target_match_re SEMERTHES, NI TS AT EINESR

ALERTS{alertname="foo", namespace="ns-1", severity="critical"}
ALERTS{alertname="foo", namespace="ns-2", severity="warning"}

e T ZE Red Hat Advanced Cluster Management Y2 IR, HMIAU TGRS :

I amtool alert --alertmanager.url="http://localhost:9093" --inhibited

1.5.6. NN E E LIE IR
FHETRINE metrics_list.yaml KR, FsRM BB LB RIERIE,

ERINEE IETra1, EBEEBLUT®MS/EAT mco observability : oc get mco observability -o
yaml, 7 status.conditions.message F 2 #ELLTEE : Observability components are deployed
and running

B/ % observability-metrics-custom-allowlist.yaml 89324, 3§58 E IR AIRRINE
metrics_list.yaml £2%{, ConfigMap ¥ YAML ATRER LU TAHR :

kind: ConfigMap
apiVersion: vi
metadata:
name: observability-metrics-custom-allowlist
data:
metrics_list.yaml: |
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names:
- node_memory_MemTotal_bytes

rules:

- record: apiserver_request_duration_seconds:histogram_quantile_90
expr:

histogram_quantile(0.90,sum(rate(apiserver_request_duration_seconds_bucket{job=\"apiserver\",
verb!=\"WATCH\"}[5m])) by (verb,le))

NFRP TSR, WS SIAE T TIEN#IEIaRD.
® 7 names B0 H, RMBEMZESFWEN B E IEIRH LT,

e 1t rules B4, X expr #l record SH A —MERE L EHFRIER, BIMENREZE
&80 record A E L HEMRKE. REMEFERZITENRERXENER.

e name # rules EQ B AEM, EALUFERES—NHFNED,

FALLFE4, 1 open-cluster-management-observability @34 Z2 (5| (|3 observability-metrics-
custom-allowlist ConfigMap : oc apply -n open-cluster-management-observability -f
observability-metrics-custom-allowlist.yaml,

1L Grafana (UM, EifRE Explore TIHEIREIERILIERBIE T BB E BRI EHE. &b
ALUAEEENRRPERBEE Uer. BXEFURBRNEZER, HSHIEE Grafana (LFR.

1.5.6.1. ;RN - TE A Ei38 s

& B LAM OpenShift Container Platform B TAE i & OpenShift Container Platform A & X 8915
Who fBAfE AT, ESM A E LHIE S R,

MREBE—NNAFELNITEABERARENZERE, AP ITEAHMT test R ZEHF, FEK
545, Prometheus M OpenShift Container Platform F F* T4 fi &R iX L5 HT,

BITTE test & Z2/E F O —1 &N observability-metrics-custom-allowlist B ConfigMap, M
TSR IR. TEUTRA

kind: ConfigMap
apiVersion: vi
metadata:

name: observability-metrics-custom-allowlist

namespace: test
data:

uwl_metrics_list.yaml: |

names:
- sample_metrics

e uwl_metrics_list.yaml 2 ConfigMap BRI HH,

e ConfigMap #IEHIEFR A YAML X, name IR SEEM test in R 22 H INEMIEIR TR
K. OIE ConfigMap f5, HEIZRINESRINE B rds & 22 A R BVIE BB HHEEE hub 58,
1.5.6.2. flERERIAFE IR
MREAFEWEETBERPHREISITEUE, M observability-metrics-custom-allowlist.yaml 34 A

THERAE R BIIER. HIEMBRIEIRN, AREZESE LWEETEIE. WRIXAHR, BH5%IE meo
observability 2% /5 A,
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BB LATE metrics BMBIFFLEREFR - HRUEIRRIRAINE] metrics_listyaml S8+, fii0 : -
cluster_infrastructure_provider,

FALLFE4, 1 open-cluster-management-observability @34 Z2 (5| H ()|# observability-metrics-
custom-allowlist ConfigMap : oc apply -n open-cluster-management-observability -f
observability-metrics-custom-allowlist.yaml,

RIEREETRTAAMBEREPRE, BEM Grafana (URIREIIEIN, HIFFRET,

1.5.7. FHEIR S H B S 8RR =

B BEEN MR, FHEirFHEIA SRR, 1% m 2 25 Prometheus Remote-Write #l4&, #0
E=ELZER, 55 Prometheus Remote-Write #14&,

1.5.7.1. I ERim = 018 Kubernetes secret

&7 F open-cluster-management-observability %45 22 7] fh 4L & i s 8915 |75 R 81—
Kubernetes secret, BEHL TR secret :

apiVersion: vi
kind: Secret
metadata:
name: victoriametrics
namespace: open-cluster-management-observability
type: Opaque
stringData:
ep.yaml: |
url: http://victoriametrics:8428/api/v1/write
http_client_config:
basic_auth:
username: test
password: test

ep.yaml EREHNTE, £ T —#% 7 MultiClusterObservability B & Y 7REBER, BRI, ATWRMEX
BFEAHTRZLRENER TSERS RS, URERGHEIES s 5. B TRUTRIZHN
SHHTREIIR :

NETE ek

url 4 BB = B9 URL. FRE#

http_client_co = HTTP B imMENEE. HttpClientConfig
nfig
optional

HttpClientConfig
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Name ok B
basic_auth BAFEASHBIIFRN HTTP B8 BasicAuth
27457 &,
tls_config TLS Y HTTP B iR E, TLSConfig
optional

BasicAuth
Name ek B
username EARIBIMAF 4, FrFE
27457
password BRI, FRE
27457

TLSConfig
Name kR
secret_name SEIEPH secret BIZ TR,

ca_file_key
optional

cert_file_key
required

key_file_key
required

insecure_skip_verify
optional

secret FfY CAIEFMEYEH (R1E
insecure_skip_verify %/ true i
FELE)

secret H&E P EEIF PRI,

ME R - in R,

FAF B BIRIEF 8IS IES L,

1.5.7.2. E#7 MultiClusterObservability B E X ¥R

BI/# Kubernetes secret &, &4/ B % MultiClusterObservability B E Y ¥R, LUEE

spec.storageConfig Z#H 71N writeStorage, EHLLTRA :

spec:
storageConfig:
writeStorage:
- key: ep.yaml|
name: victoriametrics

kN

FRE#

FRE#

FRE#

FRE#

bool
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writeStorage HI{EE— MK, HEERBIRFEI—PMARIRKRS, ERTLEIRBRM—DIER,
MREEFIRPRMZE DT, WEFESFHIZMAEBER. ENESEWAEME : name 7

key, name 28 EiHmViA{EEM Kubernetes secret IEZFR, key & secret BT, EELUTH
PUE S

1.5.7.3. EF BT FHIRE

ERERSERE, BB HR7E acm_remote_write_requests_total I5Ir R EFRIRS HERS, £
hub 5£2¥89 OpenShift 2%l & F s Observe 49 A Metrics i A Metrics T1H,

SAIE &1 acm_remote_write_requests_total {515, ZIERRIERTE— observatorium API 525 L&
BREMNANEREH. name 752 ERinmBIE 5. code M 2IEIR T HA HTTP 15 KRB
EN

1.5.8. "N EIELE
i advanced EZiESR Y, LREEHEERHEF NI MR MHEHIRE,

%5 MultiClusterObservability B7E X IR, FHEALU T4 advanced 34 : oc edit mco
observability -o yaml, &) YAML XA RER UL TAR -

spec:
advanced:
retentionConfig:
blockDuration: 2h
deleteDelay: 48h
retentionlnLocal: 24h
retentionResolutionRaw: 30d
retentionResolution5m: 180d
retentionResolution1h: 0d
receive:
resources:
limits:
memory: 4096Gi
replicas: 3

BRARNMEESHREEFNFRE SRR, 1§50 Observability AP,

1.5.9. MiZE#I| & B #r MultiClusterObservability B E X ¥REIZA

IR TEMAEIRM, EINEIME pod WEIARE. MIER hub &7 AZ| Red Hat OpenShift Container
Platform #£#l&. $%Z MultiClusterObservability B Y R, HEHEEFTNRIAREHEHH replicas
SHE, BHHN YAML TTEER UL TRE ¢

spec:
advanced:

receive:
replicas: 6

A X mco observability B 7E X FRHFHSHNELER, 1HSMH Observability AP,

1.5.10. BE & IAUE

34
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WS E B E X OpenShift Container Platform g AL, WwAZITE alt_names 3B 7SINEEH, ZiHEER
OpenShift Container Platform B&HRILAVIF], ERMLLT{E R : alertmanager.apps.<domainname>,
observatorium-api.apps.<domainnames, rbac-query-proxy.apps.<domainnames>,

AR AP ASHE BRI ER,

1.5.11. BE LA TV rIX RFHEBIES
SERLA T ERELB T A F U5 R RFHEBIETS -
1. B EN RFME secret FIRMNIET K04 http_config #3845, EFUTRA :

thanos.yaml: |
type: s3
config:
bucket: "thanos"
endpoint: "minio:9000"
insecure: false
access_key: "minio"
secret_key: "minio123"
http_config:
tls_config:
ca_file: /etc/minio/certs/ca.crt
insecure_skip_verify: false

2. 7£ open-cluster-management-observability &% 22 ] R IINT R 1% secret, secret aE
IRIERIE R secret IR E LM ca.crt. SIRE /S A Mutual TLS, NIEFEZEERIEM secret Hiz
£ public.crt # private.key, E&ELUTRA :

thanos.yaml: |
type: s3
config:

http_config:
tls_config:
ca_file: /etc/minio/certs/ca.crt ﬂ
cert_file: /etc/minio/certs/public.crt
key_file: /etc/minio/certs/private.key
insecure_skip_verify: false

Q thanos-object-storage secret BUE - FI B EH(ERIER X,

3. 1B E#T MultiClusterObservability B E X FRH#) TLSSecretName S#RECE secret %
R, BELUTTA, EHAF secret BF1H tis-certs-secret :

metricObjectStorage:
key: thanos.yaml
name: thanos-object-storage
tisSecretName: tls-certs-secret

It secret AT LAEE B B 150X REMEIIFTF A 4H4H tisSecretMountPath TR+, ©EELLTHE :
receiver,store rulercompact.
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1.5.12. EEMEHEBUE

@it M hub £E#17[H] Grafana REERBRERRNEE. B UERNFENERFI WEIRRNTIE
%%O

Blan, *FFEBEB—T REREFM cluster_infrastructure_provider, R TEIHRIA
= : cluster_infrastructure_provider{clusterType="SNO"}

#=E -
o MRAEH—THRZEEHTERATINRY, NFAELE

ObservabilitySpec.resources.CPU.limits %, L{&i%E& CPU R&IN, observability pod &
HTENZEEENAE. NEELER, HFSHNEEIENES X,

1.5.12.1. EE ) L HE
HIEER LBEER, FOIREENSERETRIEH (URRP ETRHEEE, TRUTHHE
1. 1E hub SEB¥R, AL FHEH &5 LH Grafana BEEE,
2. %% Edit Panel SRR ER(URR,
3. 7E Grafana B8 Query RIHEIEIR A = Query £,
4. 4% $datasource.
5. MMREEEELHIE, 1H8I Step ZHME. IR Step SEEH NHZE, NBIITHE,
6. ¥El Custom query parameters FE%, #AfE1%+#% max_source_resolution=auto,
7. BRIERE EREIE, BRI Grafana TUHE.

B ERNBIER BITE Grafana (RIRH,

15.12.2. & etcd X
1E Grafana PF&EZE hub EEH{URIRPM etcd R, LT eted FHEUBEH T,

M hub EF IR Grafana HEESREE M hub REFIER eted REUR, LI & B REREREN H-F L
%EE&O

1.5.12.3. & Kubernetes API iR 55 23 (X F=R Ak B9S2 ¥ 41PN AR 55 2 | 4k sk
1£ Grafana 89 hub U RIR P E B EES fleet Kubernetes API BRSS A1,

A Grafana (XFR#RJG, 1%#F Kubernetes > Service-Level Overview > APl Server 317 7] = &V KRR
B, RIS R Fleet Overview #1 Top Cluster B9 1K,

BEITE 7330 K. K IEFFERMFERE LUK API BRSS 3315 KFFLLATA], B =i B B 15 service-level
objective (SLO){HRERE H K,

1.5.12.4. & & Kubernetes API fR 5523 (U SRR IR BERR 55 28 57 85
1 Grafana 189 hub £ {URIRFEF Kubernetes API iR S A BB R,
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## N Grafana [V R¥JG, %% Kubernetes > Service-Level Overview > APl Server 157 2 & (U R
B, &R Fleet Overview # Top Cluster BUFEIE,

HETELH 30 R, FRENESAIFIE S EHRTIE,

1.5.13. A MR
IR 2R MY, 7E Red Hat Advanced Cluster Management hub &£ {2 IEEUIRINE.

1.5.13.1. EFMESR P ER T RME
B MRS 2 E R PR e R M A 2R A 2R,

®iT ¥ enableMetrics 1% &y false £ E #1 multicluster-observability-operator %R, B HH TR A AL
KPOTF -

spec:
imagePullPolicy: Always
imagePullSecret: multiclusterhub-operator-pull-secret
observabilityAddonSpec: # The ObservabilityAddonSpec defines the global settings for all managed
clusters which have observability add-on enabled
enableMetrics: false #indicates the observability addon push metrics to hub server

1.5.13.2. FEANERHPEZF T MR M

B R ESERFFN AR A M RZR TR, F observability: disabled PR AR INEY
managedclusters.cluster.open-cluster-management.io B & Y F R,

£ Red Hat Advanced Cluster Management ##i|& Clusters TIE, ¥ observability=disabled 1% 7
MBS EHEEEP,

&7 E- DAY UREEAGNZEERR KD BN, metric-collector & 2 #MER,
BETHRBELHERERELNER, 1ESH Prometheus AlertManager X1, 18 X {# ol R MR 55 i
EHIERENESER, H8MH URITEET,
1.6. %11 &H GRAFANA (L &RHR
IR LR B8 —1 grafana-dev S5 1%1T Grafana 143K HR,
o Xi& Grafana 74 A SEHI
o HiTEM Grafana (YFR
o f{#f ConfigMap ¥t Grafana {{&#k
e 7f Grafana FIERASERRINE
o RIMNZERRINE
o HRAREBEEINE
o ZRARERIEING

o 1% Grafana FF & & 5L
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1.6.1. % & Grafana F7F & A G124

B, 7k stolostron/multicluster-observability-operator/ #Zf#7%E, LUEIERILLZT tools XK
A, MR FERZZSEIM grafana-dev SL41,

SERA T H B LLIEE Grafana FF & A FRSEH -

1.

21T setup-grafana-dev.sh 3% & Grafana 2L, ZiTHIAR, SOUIBUTHR :
secret/grafana-dev-config. deployment.apps/grafana-dev. service/grafana-
dev. ingress.extensions/grafana-dev. persistentvolumeclaim/grafana-dev :

./setup-grafana-dev.sh --deploy

secret/grafana-dev-config created

deployment.apps/grafana-dev created

service/grafana-dev created

serviceaccount/grafana-dev created
clusterrolebinding.rbac.authorization.k8s.io/open-cluster-management:grafana-crb-dev
created

route.route.openshift.io/grafana-dev created

persistentvolumeclaim/grafana-dev created
oauthclient.oauth.openshift.io/grafana-proxy-client-dev created
deployment.apps/grafana-dev patched

service/grafana-dev patched

route.route.openshift.io/grafana-dev patched
oauthclient.oauth.openshift.io/grafana-proxy-client-dev patched
clusterrolebinding.rbac.authorization.k8s.io/open-cluster-management:grafana-crb-dev
patched

2. {£F switch-to-grafana-admin.sh IS - A B2 Grafana B M,

a. 1%E#¥ Grafana URL, https://grafana-dev-open-cluster-management-observability.

{OPENSHIFT_INGRESS_DOMAIN} 3 & 3K,

b. AR, iiﬁl«)l'F’n%“w WINI#E9FE P E R Grafana B 51, g0, 7E{FA kubeadmin &

./switch-to-grafana-admin.sh kube:admin
User <kube:admin> switched to be grafana admin

Grafana A& AGIEHIE

1.6.2. X iT &M Grafana 1Y &Rk
WIB Grafana LG, ERILOSITHUERR, SERUL TS ELRIET Grafana #EHI& FixoH BRI (UERIR -

38

1.

1 Grafana #ZE4l& %, Bt £ SFMMEIRPIEE Create FIREAIR(UERMR, %5 Dashboard, %X
[EH# T Add new panelo

. 1E New Dashboard/Edit Panel T1&H SR El Query jETIE,

MBURR L 235 i% 4 Observatorium F4iA PromQL i E & & if,
. TE Grafana {{ZRIRIF K A R (NRMRIT L AR HY Save T,

AIN— R R R Save,


https://github.com/stolostron/multicluster-observability-operator
https:
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1.6.2.1. {8 ConfigMap 11 Grafana {{&#R

{8 ConfigMap %11 Grafana {{3F&k#Rk, f&aJLiEA generate-dashboard-configmap-yaml.sh Bl ZA7E A
4 AR (U FRIR ConfigMap, FHEAMRTF ConfigMap:

./generate-dashboard-configmap-yaml.sh "Your Dashboard Name"
Save dashboard <your-dashboard-name> to ./your-dashboard-name.yaml

INRERA DT LR ANNIR, EERATESE
1. EFE—MUFRIRFF R Dashboard settings 17,
2. FESAER, = JSON Model ElfT,
3. EHIUERIR JSON 8¥E, FHReriE data B4
4. {88 name 3} &% $your-dashboard-name, 7t data.$your-dashboard-

name.json.$$your_dashboard_json ¥ uid Tifh i A—> UUID (universally unique
identifier) , A LUER uuidegen FEFE LI UUID, ConfigMap ATEEREILL T X -

kind: ConfigMap
apiVersion: vi
metadata:
name: $your-dashboard-name
namespace: open-cluster-management-observability
labels:
grafana-custom-dashboard: "true"
data:
$your-dashboard-name.json: |-
$your_dashboard_json

7/

e 1R grafana-dev LB O T (UERIR, ERILUERURIRIEH, FHEMAPGEES
%%, 0, 7E grafana-dev LG8 — %~ Demo Dashboard BRI, @it
CLl, mAILLEITLATIHIA -

I ./generate-dashboard-configmap-yaml.sh "Demo Dashboard"
BITHARE, EARKIEILTER

I Save dashboard <demo-dashboard> to ./demo-dashboard.yaml

o MNRIBHIUKRIRAFTE General XK, RATLATELL ConfigMap B annotations &9 15 E
XAERATR

annotations:
observability.open-cluster-management.io/dashboard-folder: Custom

5T ConfigMap BE#TfE, BAIUEREE, RUERIRS A Grafana L4,

@1t CLI 8% OpenShift Container Platform 12 & N YAML X3R5 IER S B A8 YAML X4, AlE
open-cluster-management-observability ¢ %2 5] ConfigMap, @it CLIZ{TLA a4 :

I oc apply -f demo-dashboard.yaml
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£ OpenShift Container Platform $#E#%I& &, {#F demo-dashboard.yaml SZ{41]% ConfigMap, 12l
ERALF Custom XK,

1.6.3. 7£ Grafana FEHASEER IS

UTE hub &P /S AT IR MR, observability-managed-cluster-label-allowlist ConfigMap &7F
open-cluster-management-observability @74 22 [A]F |, ConfigMap ©&H observabilty-rbac-
query-proxy pod 4EIFHISZE LB INEFIFR, FATFIE ACM - Cluster Overview Grafana (YRR PIEFTE T
TR E B FIR, BINBERT, AIURMESZEE observability-managed-cluster-label-allowlist
ConfigMap HIBIIRZE F&&.

WERSATIZEELBRTNHIENE, observability-rbac-query-proxy pod & Wi ix 2 EEEEITZHIE
B, FHBIEH observability-managed-cluster-label-allowlist ConfigMap LA BREE 24,
ConfigMap (N @& ME—RITRE BT, XLZFRE ST ignore_labels =X labels 7I&k A+, &8
observability-managed-cluster-label-allowlist ConfigMap AREF{ULL T YAML 34 :

data:
managed_cluster.yaml: |
ignore_labels:
- clusterID
- cluster.open-cluster-management.io/clusterset
- feature.open-cluster-management.io/addon-application-manager
- feature.open-cluster-management.io/addon-cert-policy-controller
- feature.open-cluster-management.io/addon-cluster-proxy
- feature.open-cluster-management.io/addon-config-policy-controller
- feature.open-cluster-management.io/addon-governance-policy-framework
- feature.open-cluster-management.io/addon-iam-policy-controller
- feature.open-cluster-management.io/addon-observability-controller
- feature.open-cluster-management.io/addon-search-collector
- feature.open-cluster-management.io/addon-work-manager
- installer.name
- installer.namespace
- local-cluster
- name
labels:
- cloud
- vendor

& RIS A TE ACM - Clusters Overview Grafana (X ZR#R LB FHtH s R, HES
acm_managed_cluster_labels 1515, E&ABURTFATIL label ##1{H,

ConfigMap #J ignore_labels #7512k F 71| H BRI IR 258 R M ACM - Clusters Overview Grafana {XZkiR
LB TFRIT BRI R,

1.6.3.1. RN EERILE

4 %A observability-managed-cluster-label-allowlist ConfigMap RN E LB RSN, FREREN
Grafana R SRR, 5 hub REF NS ZE RN KRB ZE RN RINMNME—IRZ, Him,
INRIEFH1% department=finance FINEIZEELEE, Nl ConfigMap REEHT, FHRIBEREILITEN :

data:
managed_cluster.yaml: |
ignore_labels:
- clusterID

40



15 YRR T

- cluster.open-cluster-management.io/clusterset
- feature.open-cluster-management.io/addon-application-manager
- feature.open-cluster-management.io/addon-cert-policy-controller
- feature.open-cluster-management.io/addon-cluster-proxy
- feature.open-cluster-management.io/addon-config-policy-controller
- feature.open-cluster-management.io/addon-governance-policy-framework
- feature.open-cluster-management.io/addon-iam-policy-controller
- feature.open-cluster-management.io/addon-observability-controller
- feature.open-cluster-management.io/addon-search-collector
- feature.open-cluster-management.io/addon-work-manager
- installer.name
- installer.namespace
- local-cluster
- name
labels:
- cloud
- department
- vendor

1.6.3.2. ERSEERIE

@11 M observability-managed-cluster-label-allowlist ConfigMap #1#Y ignore_labels 7135 f it BR 5%
FEAEERANSERENY.

540, J=F local-cluster 1 name #1%:, & observability-managed-cluster-label-allowlist
ConfigMap ATRERLILLTHRE :

data:
managed_cluster.yaml: |

ignore_labels:

- clusterID

- installer.name

- installer.namespace
labels:

- cloud

- vendor

- local-cluster

- name

ConfigMap £ 30 WaE#HESL, LUBERER 7RIS, B ConfigMap &, 1% open-cluster-
management-observability %34 22 (5] 2 observability-rbac-query-proxy pod B, LUIRIETHPRE
BB, pod BEFHRERETUTER :

I enabled managedcluster labels: <label>

£ Grafana (YRR H, FEIRERETE Label FHIFH AL,

1.6.3.3. RASEERRING
M Label THIZHTIESRPINENSERHITSHMRSERRIN G, M &MARIMNE ignore_labels 51

=, flmn, NRERT local-cluster 1 name E#T7RINE ignore_labels 51k, &8 YAML mTEER{EL
ARt -

I data:
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managed_cluster.yaml: |
ignore_labels:
- clusterID
- installer.name
- installer.namespace
- local-cluster
- name
labels:
- cloud
- vendor

¥: % open-cluster-management-observability %y 22 [A| 1 observability-rbac-query-proxy pod H
&, LIRS RAIE, pod HBEFHRERKETRUTESR :

I disabled managedcluster label: <label>

1.6.4. 1% Grafana 74 & 52451
ENESLBIRT, MEXTURtBSHEMER, 21T U Ta5:

./setup-grafana-dev.sh --clean

secret "grafana-dev-config" deleted

deployment.apps "grafana-dev" deleted

serviceaccount "grafana-dev" deleted

route.route.openshift.io "grafana-dev" deleted

persistentvolumeclaim "grafana-dev" deleted

oauthclient.oauth.openshift.io "grafana-proxy-client-dev" deleted
clusterrolebinding.rbac.authorization.k8s.io "open-cluster-management:grafana-crb-dev" deleted

IREE Observing TMEE T

1.7. 7£ RED HAT INSIGHTS {3 /] W 224

Red Hat Insights 5 Red Hat Advanced Cluster Management observability 5%, F#/= F L& BN A&
BPIIASEBENE, Red Hat Insights RIEEBNZ I, EMALRISEM. MHEE. RILFIRENE,
Red Hat OpenShift Container Platform 3@id OpenShift Cluster Manager 1252 R 1532, OpenShift
Cluster Manager LB ZME X REE XK EE. FANKXNMNIREER. MEEZER, ESH
Red Hat Insights g 314 .

LIRAIREF A OpenShift L8, SERFPNWELBIBREIAERAE, XLESATIURRHRE
EEREEMNERES2MIE, RedHat Advanced Cluster Management &2 51 Al LUFE X MERRE BB
BT E MR R,

REMVIFER : £HEER

1.7.1. R &4
o MIRZAT RedHatInsights, MNEEZER, ESHIEWNEFEER pull secret L2 ER
H

Ho

o % OpenShift Container Platform k4 4.0 S E &R A,

o hub & FEME OpenShift Cluster Manager, /EETSEER OpenShift Cluster Manager A
BIFFAE Red Hat Advanced Cluster Management 3 &5 8%,
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1.7.2. 32 B Red Hat Advanced Cluster Management 2% & ) Red Hat Insights
R R A T BB R ThAE IR -

o LITM Clusters TUEIEIFEREENT, KA LUAM Status £RREFHGIHBMNEBNEE, Status £E&
BX TR NAEFRRRE. SR RGHEEERE R, Identified issues FE1E T Red Hat
insights REER. Identified issues IR E M T RFHMEE, nE"EHMN K50
T : Critical. Major. Low %1 Warning

o ERHERRINR Potential issue MER, ERP LR TRAAERHENBEEMERER. LU
RIS RIS RMEEN G E, FNBUETTE RRIER Description. 5imIAXIKH Category,
B X% Total risk,

® 1f Description B3>/, 1A LLEFERLX/NRERERE. &% How to remediate LTI R E
ERXNTERBRIEWTE, BILAI T Reason U R R EBRAL EMRER,

MEFEZELR, HSHEE Insights PolicyReports,

1.8. E12 INSIGHT POLICYREPORTS
Red Hat Advanced Cluster Management for Kubernetes PolicyReports 2 insights-client 4 5 #4953 &
185, PolicyReports AT E X HERE L LB EHEERERGNER, HILERERN, KB
PolicyReport FUE iR i$ 4 X IS HER RS
BEUTEH2LLT RNAEEFEZE Insights PolicyReports :

o 3 insight RIS

o MEHIBEFLZ MBI

1.8.1. # 3R insight RIS
B LEZERHPERERPRMEE Insights PolicyReport,

&k Red Hat Advanced Cluster Management hub 585, mIZHIEIRLAB Search EI#Ri# A Search
T, ¥ALLTEH : kind:policyreport,

7 : PolicyReport &5 &2 & FRILED,

A BT LUE T SRR RS E R KGN A —T IR EE N, HIEEFE— PolicyReport &5, BAREEEM
EIREXBIEREER Details T1E,. Insights It~ BT R,

MRFEATERRS, BEERRARER, HE hub KREHZITUTSRS :

I oc get policyreport --all-namespaces

1.8.2. M & EE XA
BRI LA B E B 1A TE 89 7] R,
&% Red Hat Advanced Cluster Management 585, MSM3EHHIEEE Overview, HEF—N"E MR

BESZEME X PolicyReports, &R LUTE Cluster issues #E5 £ B & AR LIS BF0™
E*%EQ
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Ao, B LM G AR Clusters, MRAIEF—IRERBHREFTESZIFIMER. £ Status
THEERENFPEHE.,
BN EREETEMSR, FHHEEN EHTHAE, RREREEREESRIEEXHN How

to remediate ¥ Reason 1§ &,

F o ERRTIXANAEE, RedHat Advanced Cluster Management & 30 2 #1141 Red Hat
Insights, Red Hat Insights = H /N EBH— R,

s

FIiE M PolicyReport A5 E 1k H RV M, 3 AZ Governance T1THE, BiLFFFERRIERE.
¥ Status ETIE, BT View details #5% 3£ & E PolicyReport YAML X4,

#El source B, ZESHRBHIE R EERERWAM. E1LITH gre # insights,

T #2901 PolicyReports S22 B E L&A, MEFEELER, HSM EE AlertManager,
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