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1.1. RED HAT ADVANCED CLUSTER MANAGEMENT FOR KUBERNETES
RS

Red Hat Advanced Cluster Management for Kubernetes N &4t 7 24 Kubernetes A W14, 1«1&
NERE. SEEGRHEENNAEFEGRREEINE, EXMRAF, BAUEELSINERRE
PR, TLFH&FEI’J GitOps EMEFF,
BE  —EThEEMAHERNRATT A,

o Web iHI&

o &5

o VAR

A}
o LE

o [N
o FRFKE

1.1.1. Web 41 &

o FAERAREMNESKERTER hub KREMZERIINEN Kubernetes TR, 1T THRE
LHAMER, HEHLIRERATRENES.

e {#FH OpenShift Container Platform W1 RINE A F & LHITEIR. T THRELIFHER, 15S
(R AN AR 7 TAE S 3 T,

o TEEERIIEEHRRNIMT — A%ﬁE’JEEXmEEX %5 searches.search.open-cluster-
management.io, i —F BE VIER, HHHEREE LANEENTHRESHFAFER.

o BT SEE PostgreSQL MIBEFEMECERMLER, ESHEHREE LMEE,
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o JifE, MEAILITE Grafana HERAZEREINE, HSHEGCrafana REAZERFINE,

11.2. £

SEBE A S A HESTRYIC SR TE multicluster engine operator B, BR— M4 operator, T8 LR EEE
EEQ

multicluster engine operator 3 ##5 = F1&IE A /0 BY Red Hat OpenShift Container Platform #
Kubernetes S£Ef £ mEHAEIE, Red Hat OpenShift Container Platform & multicluster engine operator
BYSERSE M, T Red Hat Advanced Cluster Management 12,

BERTEIL, Uk SREaEHE hHESHIXFER.

11.3. NV ERERF

H7E, EEILUE A LeaderElection 3 B U Hl 2 E MBERHE KA FHU S BN AR, XEATBER—NM
S5EB—RACIBUME, A LNk A 224 25 1K EX LeaderElection FREERINT ], 15 S B E ST 5k 2%
L,

WiE, EALlFEA Ansibledob B E X %RE SN Ansible Automation Platform TE. %

job_template_name FE&E ity workflow_template_name RIRiz—4H/E ., HSIUEE Ansible
Automation Platform,

BXHMNARFEE, HBHEENARER,

11.4. &
o EEILAMBENMEEBERIRER H1E. BN EBLEE,
o Hi7E, HEMHRBEILHIZEELFS ManagedClusterAddOn #RX 4, iES M ELE Vi B,
o CRBRHEZRINAE STHFE R RIITURUE SRES S RIBARMR . 155 W SRER K0T,

o ZRERHERERINTESIAAMFILE Kustomize BSE, LIRS REM. METHRESZIFMER, HS
54 SRS 4 B 2R

o FCE hub £EFENR, LABINPMARMRILIE, B0, $F secret MIEMEFTREM hub EERTERESR
B B EHCENRIRER,

o ENIBEIRFRER, £ toLiteral WEMIRERFRRMITMBIS, WNETHREZIFMAESR,
1S5 tolLiteral BhEE,

o RALIEA OpenShift GitOps (ArgoCD) EIEHKIEE X, 1S {FFH OpenShift GitOps
(ArgoCD) BEIEFEIRE Lo

o IIfE, &IE History SIHRIREI— RIS T X REGRTE M., MF\RLER, HSHEETH,

T TRESHXERRMRBERNES, FSHEE,

1.1.5. M nZH 44
e restic # rclone mover BIFEEKIALLIE root B193217, BFBHA SE Linux IhEE, 1R Pod 22T
HEERBZZEE B pod FRAZRIE, NI restic 1 rclone B9 mover pod NEER FH 654 Z2[H]

BN BR.

o (REILAEFFTHY Submariner LoadBalancer 133k i1t Microsoft Azure Red Hat OpenShift &
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B## Red Hat OpenShift Service on AWS E£EFHIERE, IIHEELER, ESH Preparing
Microsoft Azure Red Hat OpenShift for Submariner by using the console (Technology Preview)
#0 Preparing Red Hat OpenShift Service on AWS for Submariner by using the console
(Technology Preview),

Submariner IIEZ T EENER, UERIZL2NE, NFEZER, ESHEMN T EEN
EBEPERE Submariner,

11.6. HHFIKE

& AT LS A Managed Service Account ZHi B39 5 AREREHERRIFH hub 8. METHE
SZHAER, BEBHERAZSERSIKS BohEEEs,

11.7. TRRAXLLZITRANEZER

YGEE A Red Hat Advanced Cluster Management for Kubernetes &3#%5 T Red Hat Advanced
Cluster Management for Kubernetes B9k,

1521 Red Hat Advanced Cluster Management % 17 3E 10 /R B 2 47/5] SRR #,
ZEBRNEET 5% R EBHEEXMIFAE R,
1§27 Red Hat Advanced Cluster Management B [Z B iR iE A HERNESE LR,

5[] FFIRRY Open Cluster Management FiEE, LUREVFFRMARMRE, KM, S5,
HS [ open-cluster-management.io, MIEBEZER, HIHIA GitHub FiE%E,

1.2. 250 A5

# & Red Hat Advanced Cluster Management for Kubernetes Y2 1iA#E, L FHREEERLITHRA
RIE IR, M _E—hRA AR A

*fF Red Hat OpenShift Container Platform &8%, &% [ OpenShift Container Platform BE%1/7]#

BEXFRAMBRNESER, ESHATIICHFT AR,

BB 5 AR KB (R

E X5 T &M K R
2S5 Web #£5& 1 X8R #
o BB RI M ER (]

B SRR EEREXB A
BRI SN AR FEIEE X R
E X8 E R

R FIRE 21

Submariner 2 %17 i

1.2.1. EF 5 X E KB R
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TEEEHEIEENS, ERLEERT, HERERARSIHIMERD .

NRAZEXMIER, EAIUFIREEENERD, ETHRUTTRUAR

1. E%Uﬂiﬁﬂﬁ%ﬂEﬁ%ﬁBﬁE’J%ﬁ% FIFCHNER N as b2, Fla0, ©RIEE
7= : https://access.redhat.com/documentation/zh-
cn/red_hat_advanced_cluster_management_for_kubernetes/2.7/html/add-
ons/indexi#volsync,

2. TEBEEE, 5 html B html-single, #7 URL M40 FAR -
https://access.redhat.com/documentation/zh-
cn/red_hat_advanced_cluster_management_for_kubernetes/2.7/html-single/add-
ons/index#volsync

3. BEREEIRT URL DIESCE AR EIFE E R 2

1.2.2. B 5 2245518 k89 (A @

1.2.21.RBAC AR BN AEHNABH EREFEANGEEHEN TR

F4¢E| Red Hat Advanced Cluster Management k4 2.7 |5, apps.open-cluster-management.io 21
MTRM A P RAT . M Red Hat Advanced Cluster Management kR4 2.7 FF18, XEEBHE X FHR
ENATEHOLMEBE, XU TER

1. Red Hat Advanced Cluster Management 1] [ #22 I & L E A R ER M FIREKDRY, (E A LLLEE
B TR,

2. DERAERI\ABHNERASHNA clusterroles & AT APl KRR,

405R RBAC R A HEVIIXLETTR, BT EMRBTER,

1.2.2.2. EARBER L ITHRAR, EFANTERRE

M2.4xFHRE 25x, REBFAHE26x, ZEEHDLERFNEFARRTEIKERE. WRRA
2.6 x M 2.4x T, NEEFRFRXLEEFANER

3 0 EM25x AHE 2.6.x lRART, BEEEFR 30 OB E KAHE,
IRA] AR & bR, Rl LLEITREU T RAIMG S, BT EEMRI TR

oc delete -n <managed cluster namespace> managedclusteraddons.addon.open-cluster-
management.io <resource-name>

HEETRFRENEFATRIIE :

managedclusteraddons.addon.open-cluster-management.io:
policy-controller
manifestworks.work.open-cluster-management.io:
-klusterlet-addon-appmgr

-klusterlet-addon-certpolicyctrl

-klusterlet-addon-crds

-klusterlet-addon-iampolicyctrl


https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_management_for_kubernetes/2.7/html/add-ons/index#volsync
https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_management_for_kubernetes/2.7/html-single/add-ons/index#volsync
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-klusterlet-addon-operator
-klusterlet-addon-policyctrl
-klusterlet-addon-workmgr

1.2.2.3. 7% Red Hat Advanced Cluster Management J5—%t Pod AR F AR IEE EHPRES

¥ Red Hat Advanced Cluster Management A ZI# kA5, BT StatefulSet B9V ¥ pod AIRER LT
failed K&, XNAERZLE LI, B2H—TMEHB Kubernetes 1] &M H,

XA (AR A — NI R fROR 5 R 2 MR KA pod, Kubernetes 2 B N{E A EMIISBEHR/ZE.

1.2.2.4. OpenShift Container Platform &£ F 2 K IMBIIR S

% OpenShift Container Platform & FHLITERNS, &8 Pod REES, FEKHITREEARN1EIS
D ZRREFAEEKBIRE, INMTHREEN, T/L2HEEIFER,

1.2.2.5. Create MultiClusterEngine 1251 A IE & T/

1 Red Hat OpenShift Container Platform #£#l& %% Red Hat Advanced Cluster Management for
Kubernetes f&, SHI—MFAUTERNEEED :

MultiClusterEngine required
BIE—4 MultiClusterEngine -3 X4 Operator.

i HHE OB Create MultiClusterEngine IRl Al BETT/AEH TF, EINAERXAN AR, £ Provided
APIs E849 B9 MultiClusterEngine PRl A 1£5 Create instance,

1.2.3. B S Web #2158 X AY[H] &

1.2.3.1.LDAP B &2 X9 K/NEH
LDAP AP &R X9 K/NEH, EREMEFRNITSTE LDAP BRAPEEN A ETEER,

1.2.3.2. Firefox O E IR A 0] BE TC & R 125 B B9ThEE
X F IBARAH] Firefox, BEMOIEMAIG, N7 IKEREFHESYE, BAXNESZTRE,

MBEZER, HHHFHIN S,

1.2.3.3. R B E LHBFME AR/ RE

LK E# searchcustomization CR RMEEK/INET, PVCBBERARWE, MRIEZEFHEM KD,
FRAUTHSEH PVC (<storageclassname>-search-redisgraph-0)

I oc edit pvc <storageclassname>-search-redisgraph-0

1.2.3.4. R E R %

MRIMRE KR, FEESNINITY &R, BRENTESEN, SB@THEER. INMERSEEET
BREN0MWELT.

R TS BB


https://github.com/kubernetes/kubernetes/issues/60164
../../html-single/install#supported-browsers
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I kubectl annotate route multicloud-console haproxy.router.openshift.io/timeout=Xs

1.2.3.5. TR EEHENM R R[S E
L&A admin A& bind A BYERFENGRZERHEN, EATREBEIRCLTEBRHIR :

ResourceError: managedclustersetbindings.cluster.open-cluster-management.io "<cluster-set>"
is forbidden: User "<user>" cannot create/delete resource "managedclustersetbindings" in API
group "cluster.open-cluster-management.io” in the nhamespace "<namespace>".

BRI, HRFRLENEERES €6 4 22 A & A2 kR ManagedClusterSetBinding %
B, ABHERARTGERENERIPRAZEN,
1.2.3.6. T EFIEEM control plane 585, KR TEER I

B IEEM control plane 5£2%/5, 1R ClusterVersionUpgradeable 23X K, AT ATE Red Hat
Advanced Cluster Management 2§l & ERBB IR KRS, AL, EREEBLEIEE.,

T ImAf AR RIX AN R, 6 D VT BR AR U HI Sk 465, 380 Red Hat Advanced Cluster Management 12
HEBEOXD, HESHXAFFEMEEEAFARMALE,
1.2.3.7. {5 Red Hat Ansible Automation Platform Operator & i H £

INRIBE KT Ansible Automation Platform Operator B95EK, H%HBTE Red Hat OpenShift
Container Platform &8t & & B R %M Operator BIFIER, EERERBERIRLIMNTHEESER

Ansible Automation Platform Operator FF & HBIMLER. £ BIMERPERTEREVERS
£ 2.2.1 HEERA.

MNRIEEHBRE Operator IR BIRRMIA, B R M BIREEIFEE,
1.2.4. E 5089 AR M4 [A]

1.2.4.1. Service-level Overview (Y F&K#x _EE S H local-clusters

WL hub ERHFEFAMER S3 74458 E Red Hat Advanced Cluster Management observability 5, &
LUTE Kubernetes/Service-Level Overview/API Server {1 F 77~ 228 local-clusters, EE R
SBAELUTERDPRINLEER © Top Clusters, 17 SLO BIEEFH, LR /FE SLO BIEE#EZ. local-
clusters @5 H= S3 FilKBHIME—5KE, ZBHLEZ A local-clusters ERIE(EFRIRHP, BE M-
B hub SREFFEAEX hub £EFHY S3 FHAHERERE Al LB 4,

1.2.4.2. Observability endpoint operator Fo &R EUER %

INRIBONEE— pull-secret A T EBEZI MultiClusterObservability CustomResource (CR) , H open-
cluster-management-observability &5 Z2 A% A& pull-secret, ] observability endpoint operator &
KM, YIRS AHEES T AFEA Red Hat Advanced Cluster Management Il 28 Hive £88, TEE
SEEE FF O pull-image secret,

MBESER, HBHHETURE,

1.2.4.3. 5% B H ROKS EEHEIE

Red Hat Advanced Cluster Management observability A2 1ERNE (L TRk F L ROKS & FRIEIE,
XZEHN ROKS FeMENTEEARS 23 A FHEM API iRS5 283815, LLF Grafana (URIRBEFZHF


../../html-single/observability#enabling-observability
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ROKS £ 2¥#mE R : Kubernetes/API server. Kubernetes/Compute
Resources/Workload. Kubernetes/Compute Resources/Namespace(Workload)

1.2.4.4. ROKS 5£85%F etcd #i7E

X F ROKS %2%, Red Hat Advanced Cluster Management observability R 1E(UFRMRM etcd EHR A+
TR,

1.2.4.5. Grafana & & B EE

o SIRTEINTE Grafana B R AR :
LY TE Grafana 24 & P RFFE M, BATRESANETHISEKEILLTHEIZEER ¢

"Annotation Query Failed"
BEIFRIFN R, RIEEREEERE hub £,

® rbac-query-proxy pod FRFYEEIR
B F AR5 17 managedcluster 7R, SR REREE MRS B R REILUTFEE %

no project or cluster found

REABNIRIETHENNER., MFERSER, ESHETAGRFET,

1.2.4.6. S EEEE M Prometheus HEZE %k
EINER T, OpenShift £BY Prometheus & BIGN %, Prometheus RIEE /SN X KA BITEIE.

#NR7EH Red Hat Advanced Cluster Management B I2#) OpenShift Container Platform &5 F/H
FASKZEA 7 AT IER M, observability ifis Operator RARNINZIA B alertmanager ERE X B E/F A
Prometheus, LULLE#T cluster-monitoring-config ConfigMap.

1.2.4.7. Error ingesting out-of-order samples

Observability receive pod IlRELUTHEER -

I Error on ingesting out-of-order samples

FORERT, ERMREKFIRAF, BREKRAOEMN A FIIEE LT 2 IRE A R A X890 F F
SUEHEIR, HHILIADAER, Thanos #IREGRAEFHIE, XABERTE Grafana (FRR A ERBIESEH
ERMRER, MREEEIXNER, BUICHEEFREME - ESE. Fl, ERLUFRREM
2 60 #,

RAENFFIFRERIZENEEE (30#) i, FREBRXNEE, EHIER, HBEIRRSEF R
WERRIAE 300 i, FRERXA AR,

1.2.4.8. Grafana SPEEZEL PRI

MNRFBHEMKNET 50 FFT, Grafana LHIFESHBRNZTEERE, EHRBEBT7TINRMERE, REAE local-
cluster HINTE Grafana #,

1.2.4.9. 7% f5 Grafana ZRE KK


../../html-single/access_control#role-based-access-control
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WMRITIE 2.6 ZBIHIRGIPERE T grafana-dev =L, FRIIMEFH2E 2.6, grafana-dev TT/EIEFE T
5, 1BILZITLL T ep o 3RMBRILA grafana-dev SEf :

I ./setup-grafana-dev.sh --clean
FERUTaREIROIRLA

I ./setup-grafana-dev.sh --deploy

1.2.4.10. klusterlet-addon-search pod %I

klusterlet-addon-search pod KW, ENABIRNEFRS], E0I6EDBE L ZELE M klusterlet-
addon-search SR EREHANFE KFEH], 7E hub & 4RiE4 N search-collector #J
ManagedclusterAddon B & X %{jR. 7 search-collector 5 INLL FEEF FEH A 1F addon.open-

cluster-management.io/search_memory_request=512Mi #1 addon.open-cluster-
management.io/search_memory_limit=1024Mi,

fgn, MREE—1 %) foobar IR EERE, HZTUTHERAFIERELR Y 512Mi, RFREN
1024Mi :

oc annotate managedclusteraddon search-collector -n foobar \
addon.open-cluster-management.io/search_memory_request=512Mi\
addon.open-cluster-management.io/search_memory_limit=1024Mi

1.2.4.11. [2 A disableHubSelfManagement 1£ Grafana (Y RIx P2 S HEHR

#NSR1E mulitclusterengine B & X ¥TEH I disableHubSelfManagement 3% &/ true
if, Grafana (URIRRER—NEGREINR, BRIFSHEILE S false MRS B REBIRETIR, M
ETHREBELZIFEMER, 1554 disableHubSelfManagement,

1.2.4.12. i URL B EE B LR EH A (FQDN)

LIS FQDN 1 B F endpoint S5, SR MRME pod ABEH, WHNSERUTHEE
W

I Endpoint url cannot have fully qualified paths
EINZRABTIERD B URL, 58 endpoint % /U secret BILLTF URL :

I endpoint: example.com:443

1.2.4.13. Grafana downsampled £#E R~ T

YRR SEEURNT, TTEMSIRER downsampled BB Z FIFEER, 4R N2, i, MRt
BH9HRE T 5m, FH B downsampled HELF— /N BYEFR, NEEAFSHIE Grafana #,

EFLE, Fl URL EiHSENITET Thanos Query BIIGEIERIFIT L%, 2E, HUEIEHRK
BF, URL 2218 o] LU B BRI B AT A4 B 1

IR WNFLNEE Thanos Query BIHHIERECE, STRUTHE :

1. # A Query BIIHEIEIR,

10
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2. EEFIEMNE NS, 1§l Misc T2
3. 7E Custom query parameters FEXH, %% max_source_resolution=auto,
4. BRIFRE DR, 1ERIFE Grafana T,

B ENBIER BIFE Grafana (RIRH,

1.2.5. BN S LR EERE XA

SREIES £ L7 /AR BT AR A Red Hat Advanced Cluster Management B9% $8%3| %8 operator
R, HSHLUT BRI RFIE AT Red Hat Advanced Cluster Management BUSEEFEE, KEH
BRI SEESEE XM SO IEE SR Em B,

1.2.5.1. % {# A Ansible Automation Platform 5 IBM Power 5% IBM Z %%: hub 5£E£5

% Red Hat Advanced Cluster Management for Kubernetes hub ££8£7f IBM Power 5% IBM Z %4 Liz1T
i, f&FTEMEA Ansible Automation Platform &A%, B2 Ansible Automation Platform Resource
Operator 7 {2{# ppc64le = s390x #i%.

1.2.6. EMBIS N AR F EIRA KB

THS U LUR X B A2 e A en B ER A (B E R TR i

1.2.6.1. 2L FRREREBIN REF
RN ARFLTF blocked K7, TTHASEREREELZ, BEELT healthy #1 ready R,

1.2.6.2. . FT2F ObjectBucket /B R BT EE A allow 1 deny 75k

ST 8ETE subscription-admin A& {#E ObjectBucket AHBREUIEE allow 1 deny FlIFR, TEHAMSIIE
FBdh, TR allow 1 deny FIRFK R AT LAEREWILE Kubernetes TR, LUK ERE HFLE
Kubernetes %1iR.

1.2.6.3. Argo Application T5;&E8 E F| 3.x OpenShift Container Platform 3 &4

& F Y Argo ApplicationSet i EBE £l 3.x OpenShift Container Platform Z2E%&E, AN
Infrastructure.config.openshift.io API 7£ 3.x EF~AF,

1.2.6.4. % multicluster_operators_subscription R BN = B EhEN

EZESE 2178 application-manager K iN2E 4 II7E H subscription operator 2028, J5& ZRIH
klusterlet operator 438, 1T [% operator % & &2 multicluster-hub, K Lt%T multicluster-hub 3 /&:E
B ConfigMap ## multicluster_operators_subscription &M EBER A B EIEK,

SNRIT 7 operator {8 A BYER (%@ 1d B ek multicluster-hub #5555 ¥ ConfigMap H#

multicluster_operators_subscription 5i{&&E %, IZE%KE+HH application-manager add-on F&
FERAHEE, BEENTH operator pod EF Wik, BEEEE pod,

1.2.6.5. BRIFRIELT [ B2 51 ERE SRS HIR

%I F Red Hat Advanced Cluster Management it & 2.4, BRIAIER T, policy.open-cluster-
management.io/v1l SR BN AT HERE,

1
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T EEARTREEEN ARF T LUERIEEINT .

MBELER, WSHLITHEERSMOERITHIELSIR, EZEIM Red Hat Advanced Cluster
Management iRAH, HILAE LN BAERFITHEER policy.open-cluster-management.io/v1 FHR{BAIR
B, MRIENBRFITHEITHNEERATE,

1.2.6.6. I FAF2% Ansible hook T =

A% Ansible hook JRITHER, E{EFII L hub £Ef FEBZ Ansible hook, BEILUERLLTITH
YAML :

apiVersion: apps.open-cluster-management.io/v1
kind: Subscription
metadata:
name: sub-rhacm-gitops-demo
namespace: hello-openshift
annotations:
apps.open-cluster-management.io/github-path: myapp
apps.open-cluster-management.io/github-branch: master
spec:
hooksecretref:
name: toweraccess
channel: rhacm-gitops-demo/ch-rhacm-gitops-demo
placement:
local: true

B2, LEEMEEKZREIE Ansible SE4l, K4 spec.placement.local:true 5L standalone &=
BATEIT . IREBETE hub XA AIRIT [,

1. DIEERE R local-cluster BB LI, &5 WL TRA

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:

name: <towhichcluster>

namespace: hello-openshift
spec:

clusterSelector:

matchLabels:
local-cluster: "true" #this points to your hub cluster

2. BT R RIZREMN, HSHLUATER :

apiVersion: apps.open-cluster-management.io/v1
kind: Subscription
metadata:
name: sub-rhacm-gitops-demo
namespace: hello-openshift
annotations:
apps.open-cluster-management.io/github-path: myapp
apps.open-cluster-management.io/github-branch: master
spec:
hooksecretref:
name: toweraccess
channel: rhacm-gitops-demo/ch-rhacm-gitops-demo
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placement:
placementRef:
name: <towhichcluster>
kind: PlacementRule

MAMER, ENIZEE hub SR AR Ansible S,

1.2.6.7. W BREF A AR

B A Editor ABMA N RIFBNATEFD read =X update 21, BXEMA A RIERMEBN BAERF
B create # delete F9F(PR, OpenShift Container Platform Operator Lifecycle Manager BRIV X BERE
W AIKE, BRI, 15EBUTEE

1. 3217 oc edit clusterrole applications.app.k8s.io-vibeta2-edit -o yaml LT FF 5 AR 4miE &
HAG,

2. M verbs FZ& IR create 1 delete.
3. RERN.

1.2.6.8. JtE EMN IR A &

£ Editor A& HITHIA FRIZT B M R A read =X updatet(R, BE NFEHIR, Jikssthrlae
£ H create 1 delete 1R, OpenShift Container Platform Operator Lifecycle Manager BRIANZERE
W mAIKE., BRI, 15E8BUTEE

1. 1547 oc edit clusterrole placementrules.apps.open-cluster-management.io-vi-edit LA3T
N AR REEEAR,

2. M verbs FZ& iR create 1 delete.
3. RERN.

1.2.6.9. EEHREMN X BB BRERF

ﬁﬂ%fﬁﬂEFEE%H%%}LU"J}:&E&B%, IHISIE application-manager pod & IEEi2
17. application-manager EFEEEZELR 21T AR

&\ LLIZT oc get pods -n open-cluster-management-agent-addon |grep application-manager &
$iiE,

184 7] LATE 12251 & A 1E 3R kind:pod cluster:yourcluster 37 % application-manager 2 5 217,

NRFTERIE, EEXERFAERFERLIL.

1.2.6.10. Subscription operator A& —1 SCC

MEFETHAEL S Red Hat OpenShift Container Platform SCC #8XxBE R, 1ES 4 EIE Security Context
Constraints (SCC), BREZERHMBEN—NIAMNEE,

TENBEBEEFANRZR LM L TXHAENRSIK . 1% operator TTiEB I/ SCC CR, pod HWE
B ARENR, FE—IMREMLTXAR (SCC) CR, LUMENHERARSIKF S AZEYLMIER, UMEE
FEFIN R L [E] R BIE pod, BEFNES R ZEA PR SCC CR, ST TR :

1 HEESREPE LIRS IKA, B, EFLT nginx 513 :
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nginx-ingress-52edb
nginx-ingress-52edb-backend

2. TEep B ZEAHRAIE SCC CR NARSSIK A Stk - 2 BEE AT R BINBR, 1S WA TRA), EARMT
kind: SecurityContextConstraints :

apiVersion: security.openshift.io/v1
defaultAddCapabilities:
kind: SecurityContextConstraints
metadata:
name: ingress-nginx
namespace: ns-sub-1
priority: null
readOnlyRootFilesystem: false
requiredDropCapabilities:
fsGroup:
type: RunAsAny
runAsUser:
type: RunAsAny
seLinuxContext:
type: RunAsAny
users:
- system:serviceaccount:my-operator:nginx-ingress-52edb
- system:serviceaccount:my-operator:nginx-ingress-52edb-backend

1.2.6.11. N P IE R B HE—RIen & 22 [H]
ER—mRZEAPUES MBS TR hub EEFH IR,

BN, RERFNMEZENE charts-vl /E Helm REEREE, RLEAERE charts-v1 F{|2 TR EHAD
Wi, AREEME—HBEEGQEIE, FAIEETERMAGRZEE, 18 GitHub JERRSN, S
5’7137_4\ G|tHUb }*ﬁ/\;ﬁ%glkﬂo

1.2.6.12. Ansible Automation Platform £/ 5K

YIREFEREBRIET, Ansible fEML %1217, REEFET -cluster SEFERBISHE LI, Ansible
Automation Platform Fi2{F B, XERMBEHIT Ansible 1B FIFF A H 15,

1.2.6.13. Ansible Automation Platform operator EXI24-1Jj17] Ansible Automation Platform

Red Hat Ansible Automation Platform Operator Fi&14 R fE B 7 X EER OpenShift Container Platform
B2 A H Ansible Automation Platform, ZEfEFR XA, & LUFERIERZRE Ansible Automation
Platform, i%EZ [ Ansible Automation Platform I2tHy %518,

1.2.6.14. N BRERF & FREK
NERFREMARERY 37 MNEF., IRFEFBETXME, NERENERUTHE R,

status:

phase: PropagationFailed

reason: 'Deployable.apps.open-cluster-management.io "_long_lengthy_name_" is invalid:
metadata.labels: Invalid value: "_long_lengthy _name_": must be no more than 63 characters/n'
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1.2.6.15. i A2 42 & SRR
SR HE B ARRE Application REIPRH

® 7E Overview UM Applications 3# Advanced ZCE T £#) Subscriptions &/, Clusters 5l
RETMENARFHRNERITR. RINBREFZHAMER EMFTRE LK, ATUAAE
HAOSEERERYP, TEMMNARERRESEAMERPIE,

® 7E Subscriptions B Advanced configuration FIZ™, Applications 1= Z 7~ A% 1T MBI AR
S, MRITHEBET FHNARR, B2 BEERGERTF,

® Channels B Advanced configuration FIZR 1, Subscriptions 1= Z R {E LB A thERE R RIIT
R, (EXABIEREMIT BN, XLEITHaSSEERERSP,
1.2.6.16. F BN ARFEGI AR IE
2.7 B/ EE/HY Console #1 Topology BE N, #HlE& Topology TlHE A% BT IEINEE,

1.2.6.17. RVFHIBLAIREN REMNARFHPITEESIE
RVFFIRHIIRINRETTIETE N REFMEN AR T 4 A THF,

1.2.7. BRIH S & A] R

1.2.8. SRR E R 23 2 2B ignorePending Tr&

INRIZIERBRE K2 IXE consolidateManifests: true, 1] ignorePending I1& &4 2B,

INRFELI ignorePending Thag, EFILLIZE consolidateManifests: false,

1.2.8.1. &AM Red Hat Advanced Cluster Management 3355

IRFERANE D IRIEFEFE K E Red Hat Advanced Cluster Management i, fEaBETG% M Red Hat
Advanced Cluster Management ¥4, HEFERAS IBM CIoud # Keycloak 1’?7‘3%1%51;%@‘ &N
Red Hat Advanced Cluster Management i & H X 015>

£ M Red Hat Advanced Cluster Management SE£HR1, &I MAER B D IRILTERE £ 5,

1.2.8.2. Gatekeeper operator L5k

LR 7E Red Hat OpenShift Container Platform kA& 4.9 £ &% gatekeeper operator fif, REXR K,
TE4$ OpenShift Container Platform F2E 4.9.0 27, &% gatekeeper operator A4¢E 0.2.0 hk
X, MFFLELR, HSHFAN gatekeeper # gatekeeper operator,

1.2.8.3. YL L [H 4T Terminating IRSHS, EBEREFIH T complaint

LIEE—PERERE, ©™ complianceType S##%1% &7 mustnothave, remediationAction 4%
BZE N enforce, SREERTEM Kubernetes API & BIHBRIE R E#HII N EM. Rk, 7ESRBEFIHEH

if, Kubernetes ¥R AIBER—ELF Terminating K75,

1.2.8.4. A KRIEERZER Operator 7% ARM

BARTRFLLED ARM IER, (B ARKRIRER operator ATREAR N ARM I8, %% Operator BILL
TEREEAZFF ARM IR :
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® Red Hat Advanced Cluster Management for Quay Container Security Operator

® Red Hat Advanced Cluster Management for Compliance Operator

1.2.8.5. ConfigurationPolicy CRD b F4& ILIRS

L@t 1 KlusterletAddonConfig st BB A A EIRIRGIZR, HMZEERFMER config-policy-
controller ffiiNZH 4R, ConfigurationPolicy CRD AJRE& M F& LIRS, IR ConfigurationPolicy
CRD b FA IR, MMRMEEFHREMMAML, NIRRT R, LA UREILUTEER

I template-error; Failed to create policy template: create not allowed while custom resource definition is
terminating

ERALUTHSIE CRD 28+ :

oc get crd configurationpolicies.policy.open-cluster-management.io -
o=jsonpath="{.metadata.deletionTimestamp}'

SNRIMBRIS HBALFHUR L, 1 CRD &F1F, EFRIANAE, MEREPRBMEERIEHMRATEL
2%, EZEEHDPFERALUT®S, ¥ <cluster-namespaces> Eft h S EEREM B L -

oc get configurationpolicy -n <cluster-namespace> -0 name | xargs oc patch -n <cluster-namespace>
--type=merge -p '{"metadata":{"finalizers": []}}'

REXRB TR BIMERPHBER, CRD RBRHAZKIERE. MRELAEHRETHMAH, NELE
I BRES (R ZREY SR T B Bh ERTAE CRD,

1.2.9. FE BRI B BB IRIEES, pruneObjectBehavior JoiEIEH T1E

LIEBIN B ESREN, pruneObjectBehavior T EE T{E, #%E pruneObjectBehavior AIEETT A
EBITENERR :

o MMRITIERERIEH T pruneObjectBehavior % &/ DeleteAll =% DeletelfCreated, | F~<1E
HWERENEINENIBTR. SEMHREBERIEN, RAERBOEMNREER PN TRY MW
ERERFOMHBRo

o MR pruneObjectBehavior % &} None ;% BN ESHIE, NAgEESELE LEAM
BRIBA &R, BiAkid, U BERERPH name, namespace, kind, or apiversion FfiX& %
4., %4 object-templates-raw = namespaceSelector S E i, SHFERTUNSER,

1.2.9.1. i KR SRESCR S R RES W EH

INRIEEBE IR IE S remediationAction: enforce HFES H#1, Red Hat Advanced Cluster Management
EHERETEREERER, FHRIEH., XARKEUTHMNMERTLE :

o F—AEHgRs ARt ERARRMNEEFNR,
BRI, TEEE SRR LSRR RN 52 B £ BF L #Y objectDefinition Z [FIB9ARRE, NRE
R, NelgeBEHH— M RBISRIAR, RENROTBUE, UEBIHIENTRRR,

e ConfigurationPolicy F1# objectDefinition NICEE, F N Kubernetes 7ER FSRBEHT XM BN &R,
FRRRXA A, TEEE A RIEH LRI RN 2 B £ BF L #Y objectDefinition Z [F]IBAR[E, NRHE
TESkERK, Kubernetes AIRERTENBHNAEN RZAVMERH, MHRaSHKIEREEN
B,
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2~ fA
PodSecurityPolicy Kubernetes fHIBR{E 7 false B9%E, EAIUMERE
SR EBEINEMMN R, EARGID, MERBEHH
objectDefinition /it pr 25 5.
Secret stringData 438 Kubernetes 2038, ZfFEFA

base64 4nfd {EHEIE. 7~ M stringData, i
2 E#EEH base64 fHiDENEIE, MARFH
%O

1.2.9.2. SRB&HEMR 1]
L1 BE B R G SRR AR, AT RERIB BT
o YUMBEMEBEREREML NIEHN, HWEIHAMNEBERNELSRE,
. ﬁ%@Mmm%ﬁtm%%¢M%ME%%,Wm%%%%ﬁ%&&%$ﬁ¢,ﬁ$%%ﬁﬁﬁ

/tho

BRI, FERATNRBHAEHRCAE. 0w UHPRE R,

1.2.9.3. OpenShift 4.12 R BHFH IR AR ZHF Pod LK

X Pod 2 HRIEHIZFE M OpenShift Container Platform 4.12 R BE#HBIARA MR, 3 M Kubernetes
V125 B2 EHIRRA R, IR PodSecurityPolicy ¥R, EARESKEIUTAEMMER -

I violation - couldn't find mapping resource with kind PodSecurityPolicy, please check if you have CRD
deployed

1.2.10. R B EMEAIEREE M Ansible )

INRIEH—NLEHN Run once mode FHEFH PolicyAutomation, & 0IEZI4 B Ansible #E)k, f&T
LA BRZ A4 BY Ansible BV, SERCEA TR U

1. BT TS EEE Ansible /BT :

I oc get ansiblejob -n {namespace}

2. FARUTHSHRESH Ansible #E )L :

I oc delete ansiblejob {ansiblejob name} -n {namespace}

1.2.11. FP Pk E B F0 7] &

1.2.11.1. BackupSchedule 7£{&F§ OADP 1.1.2 S = ik A&} i/~ FailedValidation X7
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J& A Red Hat Advanced Cluster Management %153‘%D'ITEZH1¢#EEI7J@JL DataProtectionApplication
HiRE, &0/E—1 BackupStorageLocation iR, K57 Available, Zf&{EFH OADP hRA 11.2 &
= hR A, ,D\TQE%E@JL BackupSchedule FREWEILLTER, HIREN FailedValidation :

oc get backupschedule -n open-cluster-management-backup

NAME PHASE MESSAGE

rosa-backup-schedule FailedValidation Backup storage location is not available. Check
velero.io.BackupStoragelLocation and validate storage credentials.

LR 2 BackupStorageLocatlon 7R B9 ownerReference fik 0 BO{H & A
#, DataProtectionApplication 5RERI(E S FA{E ownerReference FI{H.

TG ERRX AN AR, 1EF 55 ownerReference 0% BackupStoragelLocation / :

1. I21TLATF 44, $TF oadp-operator.v1.1.2 3044 :

oc edit csv -n open-cluster-management-backup oadp-operator.vi.1.2

2. BITfE 1 B#h OADP operator CSV FHY 0 3&%i%E spec.deployments.label.spec.replicas i
(ER

3. %f YAML BlA A # ownerReference SE 2T+ T, A TFHIFS -

metadata:

resourceVersion: '273482'

name: dpa-sample-1

uid: 4701599a-cdf5-48ac-9264-695a95b935a0
namespace: open-cluster-management-backup
ownerReferences: <<

apiVersion: oadp.openshift.io/vialphai
blockOwnerDeletion: true

controller: true

kind: DataProtectionApplication

name: dpa-sample

uid: 52acd151-52fd-440a-a846-95a0d7368ff7

4. 1% spec.deployments.label.spec.replicas FI{EEREIE] 1, LAERFTHE G SRR N A#
2,
1.2.11.2. Velero 1% S IRl
INREHAP RS BIRNF hub EEE R OEMBNR, NEXNHE hub KRB ATRERE SIEIRM hub 5%
FRMWEE, B0, EFEEHERERE EIFTH hub %ﬁﬂF'Zﬁﬁ, TEXANHTH hub SE8¥ ERTREE G3E T
— NI RIERRE,

MRFARRENER—EBS, Velero KBk MAFMBHIR, FULHT hub K& LKA INE, X&F
B hub SERFFIEER hub SR AT EERE,

FERRIXANA L, LA MPIIMKE Operator AILLZIT— MR E BHRELUBSIEBA OB TR, 7T
restore.cluster.open-cluster-management.io F5IER HUT AR RIIRE R 1E,

MEESER, WSHEEEHRIRE operator I FEHEAEIE hub LAFS .
121.3. W ET LR ZERH
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RBEERKD) hub 8 LIREFEREN, FTRETZEERH,

12114, RIREZEEBHTR

LIRS local-cluster X EEE TR B HEZFHT hub £EEH Y local-cluster BT, KBS
fdE. L£— hub %2% local-cluster WHR X B &R, R NTEES local-cluster 15 EE R, WNEE
URL 18,

RS LB P F I A S local-cluster FIREXMWEERN, ESHEESGDHIRE operator E
R 75 BT hub £EE#,

1.2.1.5. R E M Hive SE LB 0RET A5 HTH hub £RHE 1

LI Hive REERFIRE BRI EMANN (CA) BB, SERENITEEEIHN hub 2%,
EERKN, FNIEZEERMN admin kubeconfig secret @it &7 1R, FAIUATRBE R,

BTERT hub SRR F OB ZERAHIKE R admin kubeconfig secret,

1.2.1.6. S AMSZEEE LR Pending Import 1R

X hub £ L F S AMNSERRH RIS hub 8 Lk S BUEEUER £ 7~—1 Pending Import X
T. MEELER, HEHEAZERSK T BoEEER

1.2.1.7. k& hub $£8%f5, appliedmanifestwork & M2 E LR PR

WIEFHT hub E£&F LIRS hub £EEEUIERS, appliedmanifestwork A& M& A E E LRSI N AR 7
BRI HLI B 32 B SR BE AR NI R

BXRTREERBHEMNAREITN, 1ESHUTRENNIRG

spec:
clusterReplicas: 1
clusterSelector:
matchLabels:
environment: dev

Hit, HZEEFMREN hub EEFDBEN, NARFRWAMIL,

ZR RN, HEREMNFIEEEENEHE. HSILUTRA

spec:
clusterSelector:
matchLabels:

environment: dev

IR A LB 21T AT e 45 SR F 5h it BRI R B9 appliedmanifestwork :
I oc delete appliedmanifestwork <the-left-appliedmanifestwork-name>

1.2.11.8. appliedmanifestwork A= MR, hub SEEKREBEHNE B E ERNERE

WIEFHT hub E£&F EIRE hub £EEEUIERS, appliedmanifestwork A& M&HEE LR SN AR W
HIREHNMZEEREFMER, FHit, YSERFHMREN hub EEH BN, NAREFAREIIL,
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AXTREEEBRENNARFITN, HSHUTREMNITBG

+

spec:
clusterReplicas: 1
clusterSelector:
matchLabels:
environment: dev

ZR RN, FEREMNFIEEEENERRFE. FHSILUTRA

+

spec:
clusterSelector:
matchLabels:

environment: dev

AR LGB HZ T LA T 6B 3R F 3 BRI R B9 appliedmanifestwork :

I oc delete appliedmanifestwork <the-left-appliedmanifestwork-name>

1.2.11.9. appliedmanifestwork N &Mk, #A&hE4 agentID

LB IF Red Hat Advanced Cluster Management 2.6 FA{EE hub &£, BIEMMRE hub BT 2.7
B =R ARARANT, appliedmanifestworks #iig&# k4> agentlD, FENLELFEETE 2.7 KITHRAH 5]
Ao X NZEEE LWE hub £ IS H appliedmanifestworks,

ER AR, ERE hub & 720 EI Red Hat Advanced Cluster Management 2.7, SRAEIEHHI hub
FHPIRE E10,

@it HEA appliedmanifestwork F51i% & spec.agentlD K18 ZE&EE,

1. iIZ{TLA 5 3RIKEX agentID :

I oc get klusterlet klusterlet -0 jsonpath="{.metadata.uid}'

{1

2. iZfTLF@4, NEA appliedmanifestwork % & spec.agentID :

oc patch appliedmanifestwork <appliedmanifestwork_name> --type=merge -p '{"spec":
{"agentID": "$AGENT_ID™}}'

—

1.2.11.10. managed-serviceaccount add-on IR .7~ Unknown

INSRIEEA Managed Service Account, N3 E 5 E# appliedmanifestwork addon-managed-
serviceaccount-deploy 2 M5 AMZELBEFMER, MIEFEH hub EEEM multicluster engine for
Kubernetes operator BiRHFEHE,

SEEEMAR T ARFM hub 5£2%, /8 managed-serviceaccount add-on X7 i~ Unknown,

1£ multicluster engine operator ¥R A5 B Managed Service Account f&, &R LR E managed-
serviceaccount i N4, ESH 2 A B S AT =B ZERSKS.
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FT1E KITEID
1.2.12. Submariner & %0731

1.2.12.1. 3% & ClusterManagementAddon submariner [t iNZH {4 5

SFRRA 2.8 REEIA, %% Red Hat Advanced Cluster Management B, &340 LA A Operator
Lifecycle Manager 883 submariner-addon A4, NR&E%E 0 MultiClusterHub B 7E %
&, submariner-addon pod 2% %%51%, FBELE Operator &%,

KELT@EHN, RAED ClusterManagementAddon B E X FHRE X :

graceful termination failed, controllers failed with error: the server could not find the requested
resource (post clustermanagementaddons.addon.open-cluster-management.io)

ClusterManagementAddon /R cluster-manager SR E A, {H L&A FZRE MultiClusterEngine
RS, HERENEE A,

IR AIE MultiClusterHub B 7E X FRN & B 52+ o] A #Y MultiClusterEngine 7%
&, MultiClusterHub operator RE8Z MultiClusterEngine 3, LI&FrEEH] Operator, AT RAIME
E’J%Ellio

1.2.12.2. 72 Red Hat Advanced Cluster Management & LA BB B R A E Al F 4 1 ER 4 2
FF

1 Red Hat Advanced Cluster Management FIRTA EMZRAI N R X 5 Submariner, 0§ XN
5K, 1ES M Red Hat Advanced Cluster Management X #7513

1.2.12.3. BRMITELIR S ZFF
TE{#E M Globalnet i, TE&AEFEIRMIE R FHRTL LIRS ZIFRSS L I,

1.2.12.4. "X #1125 F NAT B8 VXLAN BIERE
HAEIE NAT LEXZFHFH VXLAN HAEIKEIFEFE B Submariner 2RE,

1.2.12.5. OVN Kubernetes &E OCP 4.11 X EHHIRA

INREA OVN Kubernetes CNI f%%, MIEEE Red Hat OpenShift 4.11 Sk E & AR A,

1.2.12.6. Globalnet R4l

Red Hat OpenShift Data Foundation IR E R 5 RA X #F Globalnet, *f FHi XM IR S IE5,
RN EHENB N REPMIRSMAFERSEESHWT A P fit,

1.2.12.7. BE AP oI ge = A IE B IRRY 5%

REELNBEZRIEDTRERMEEMARREZRNE, EEKAIGEEREPRIER R, S URITEEX
SubmarinerConfig 7§ #1% InsecureBrokerConnection % &/ true EZRRIBIEHIIE, ES WL
TR

apiVersion: submarineraddon.open-cluster-management.io/vialphat
kind: SubmarinerConfig
metadata:

name: submariner
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namespace: <managed-cluster-namespace>
spec:
insecureBrokerConnection: true

1.2.12.8. Submariner R #f OpenShift SDN 5; OVN Kubernetes

Submariner Rz #{# A OpenShift SDN 5 OVN-Kubernetes Container Network Interface (CNI) FA%%
[ Red Hat OpenShift Container Platform $£2%,

1.2.12.9. Microsoft Azure &£ EHI S TR 4|

subctl diagnose firewall inter-cluster %3 4 J5/A1E Microsoft Azure S£8#H T 1E,

1.2.13. EditApplicationSet I BINREE S

LIRS MRERERHZ1 T ApplicationSet fi A EBEHEFE AT, EAREKEEREILLTE
&, "Expand to enter expression”, REHILXAN R, Ke] LU AEREERE,

1.2.13.1. B AR T EE R B E U CatalogSource =% Subscription

%4 Red Hat Advanced Cluster Management for Kubernetes FZ¢H}, Submariner &#BEhH %, HIRME
{8 B E X CatalogSource 5% Subscription, B 57+ AT gE& KN,

NIAREZEER ERE Submariner I BEIAR AT UIERE TE, BHHEBNSEEREMN
SubmarinerConfig B & Y %R spec.subscriptionConfig.channel F[&i% & stable-0.14,
1.3. BhiRE

RINBERT, BNREFHIELGN BN, MEELER, 1HSHER operator #7%,

BE : WhT75%E, Bk BN GitHub SHRRINMEINBFHERGRER. B TR aeE A Ui skt
%,

FIPS 3EE : tNR&KRETE spec.ingress.ssiCiphers A5 E H 2HFE, NIl multiclusterhub-operator
SKREBINEBEIR, NF 2.4, IPNIRSEND AHKFIPS #ARMBE AN, WMREM 2.4x HERR
AARFHFZLHEE FIPS &M, 15 M multiclusterhub FHRAMBRILTH N INZBE AR : ECD HE-
ECDSA-CHACHA20-POLY1305 #1 ECDHE-RSA-CHACHA20-POLY 1305,

1.3.1. Errata 2.7.13

o HN—AHZN mBREHURIRMER,

1.3.2. Errata 2.7.12

o BE T NAERIH SN Kubernetes secret I fH LE tisSecretMountPath 1E & T /89 [A] i,
(ACM-7717)

o HN—ANHZNmBBREHURIRMER,

1.3.3. Errata 2.7.11

o HN—AHZNmBREHURIRMER,
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1.3.4. Errata 2.7.10

HN—DHZN T RARRRIREFI,
BE T S pod MARIERM registry RAIEVE KRR, (ACM-6615)
BE 7 SBERBRANZE I35 SRMITE RN R#, (ACM-7055)

EE T RESERE R S A HA — B IEH B AN B R, (ACM-7799)

1.3.5. Errata 2.7.9

N=PREN* B RGRNREERRMER,

1.3.6. Errata 2.7.8

N=PREN BB GERNREEEIRMER,

1.3.7.Errata 2.7.7

N=PREN* B RGERNREEEIRMER,

B8 TEMZEERERIE Red Hat Advanced Cluster Management for Kubernetes iy 52
enableUserWorkload: true % & # I FREY[#E, (ACM-3938)

BE T FHEE pod XA EIEEREANKIFRD EMEERHA-, (ACM-5110)
EESBHERREIZFREHIRN A, (ACM-5168)

&8 7 17EMF enableUserWorkload: true 1% &N 52 uwl-metrics-controller SRE AR B 5/
fHIpRBY AR, (ACM-5268)

EE 7 — APIService 7, ©EZHEHZEMA Create cluster #1 Import cluster 3%,
(ACM-5460)

BE T HEZREME LI T hub-alertmanager-router-ca 71 observability-alertmanager-
accessor secret B[A[#l, (ACM-5623)

BE T hub RS IR MPRESET I HB TN EREKNZE HIRAE, (ACM-5795)

1.3.8. Errata 2.7.6

BIEHA hub SR RIRINEEMIRIEHIRREGR UK RERRBFBE LR, (ACM-5547)
EE T 7 hub AP ERES ARG RS M A RECIRASBY ), (ACM-6042)

1.3.9. Errata 2.7.5

N=NHEN T MBS HRIRU TR

1.3.10. Errata 2.7.4

N=PREN* BB GERNREEEIRMER,
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1.3.1. Errata 2.7.3
o FUTE, Applications M2 AI LA HhANE;, BIEEXENARF. (ACM-2503)

e (8% T1E/2F Red Hat OpenShift Container Platform $&5E R IR BRI cluster-proxy-
addon i, (ACM-3208)

o BETSBMEAEEFEMNERTUREEFHRERUREMRER -, (ACM-3424)
e ClusterlP [RFSIEMNESIIMERRR, (ACM-3751)

o (5 T 53 MEMCACHED 3E|#F /) max_item_size %E AR A% FiE MEMCACHED % fif{%
BELMAE, (ACM-4685)

1.3.12. Errata 2.7.2

o INT XTE Microsoft Azure £{# F Red Hat OpenShift Container Platform 4.12 932 #, (ACM-
3223)

o RNINTX YAML AR H, Y REIRBERPH—1T, (ACM-3517)

1.3.13. Errata 2.7.1
o BETHEHZELRET Topology FEZMEEFIS M, BIESZEREELBEML, (ACM-
3466)
1.4. FAMMER

TR R EA MR F A, M Red Hat Advanced Cluster Management for Kubernetes il B4,
EREERFPNSERENFAGR, i REZFIRANR P ZEIH R,

FH : B # Red Hat Advanced Cluster Management 89 2.7 R BB MR A, X8R TH, B
&8 AT ET A RYED R S H At BT

BREESCREE - A2 F Red Hat Advanced Cluster Management BI&#TAR A,

1.4.1. API = B kR

Red Hat Advanced Cluster Management 4 AP| &:3&1& Kubernetes FA1ERI. B XHEXFKEHIFE, 18
S Kubernetes %%, Red Hat Advanced Cluster Management API RTELL TR A/ 44 F S48 FH
SHIER :

o FIEVIAPIBERLT (GA) , RERNMNAHE=ZANLITHRAEA (LLERKMEE NE) B9%HE,
VI AP 3B HER, BRI BESTEX NS [EIBR &I A 4% F .

o Ffig beta APl @EENTBHE=ZANXITHRA (UUEKMESE7E) AATHE, Beta APl RETEX
AN a] BR 1) A 45 1 Bk o

e A alpha API X2 FER, BMRXBARAEFL, NI EFANMER.

1.4.1.1. API A
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Version WERRE THIE MR
CertPolicyControll  v1API B# ¥, 2.6 REFERXD CertPolicyControll
er APl er.agent.open-
cluster-

management.io

ApplicationManag ~ v1API B#F M. 26 REGAXD ApplicationManag
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1.5. RED HAT ADVANCED CLUSTER MANAGEMENT FOR KUBERNETES
E& A GDPR BFEEI

1.5.1. &3

A XXHY EIEEEBNIE A % General Data Protection Regulation (GDPR) ®t44, BiRHtEXETLUEREMN
Red Hat Advanced Cluster Management for Kubernetes FEBIINEEE R, UK MBERBER, LUHE
GDPR MEME R, EANAFALLEERRNAXREEINRE, HFEFRNERARKRE=ZAEHFNRS
HMBMAR, FALLXENANERTEHEEREEMERER.
EFREMNTHRRACETEMERRES, AEREMN GDPR &M, KEUEEEMEI, AEHMBER
eI P SREXEREASE, URE P iR E &R LR RIS T st R E R TREM TS
SEHES BT,

XBHBE R, RESMEMERESATRAER SR, BEAMTEARE,. ZIEFRIER. &
it HiITAENEY, hRREKRFFIANHRS S RRMRERE S ETFEMEENE,

15.2. IR

e GDPR

o F%f GDPR W/ ECE
o HIEEHREMH

o HURME

o HUETENE

o BUEVIA

o HuELIE

o HUEMIER

o PREIGEAMN ABIERIRE
o [k

1.5.3. GDPR

e ("EU") B3%A T General Data Protection Regulation (GDPR) F#AM 2018 & 5 B 25 HiE2 £,

1.5.3.1. H1t4 GDPR{EEE ?
GDPR NAMEEN NSRRI T B ot KAIEIRIRIHEZS, GDPR ®J LU 3k -

FE9FNIG s B AALF

TR T ANBEIRNE L

IR IE S HTHE

IFEFHARELN LRREKRELT
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15.3.2. %X F GDPRHER

e EU GDPR Information Portal

® Red Hat GDPR website

1.5.4. ¥ %} GDPR B9/~ GEC &

LUR /N #58 T Red Hat Advanced Cluster Management for Kubernetes LS MEIEREEMN SN A H,
HiRME T B REBIE FIniiE GDPR EXMBENER.

1.5.5. BE & v A HA

Red Hat Advanced Cluster Management for Kubernetes 2 — M ARFEARA, BTRAHEERD. &
SBEHNARR. ER—THTEESHRNENINE, SIEDRMECS Kubernetes, ERFEMREAMR, M
ARFERABAURRSER (BE. NEFHEH) .

Ftt, Red Hat Advanced Cluster Management for Kubernetes F¥& X E (MBS AMEL BN EIEE XM
RAREIE, HAW—LLHIBETRESS KT GDPR #IHEIE, Red Hat Advanced Cluster
Management for Kubernetes IF &AM EEBEFTEMAANER, EXNXHEFINFXLEHIE, LUFER
T GDPR BRMAF T#XLERR,

XEHIBEREAMNE TR XHROH, UEEXHSHBUBEMNFXFE. 7 Red Hat Advanced Cluster
Management for Kubernetes & LiziTHN ARRFAIRERS REIEECH AN, = GDPR MBI A
. AFRIPFMNEEEEHENNFIETRTFES LZTHNBARE, X F7E Red Hat Advanced Cluster

Management for Kubernetes & EiZ1THIN FARRFATEN AR, WRELHEZHAHINLEIRITER
RIS

T BHF T % Red Hat Advanced Cluster Management for Kubernetes L& R E#IER, EREEXS
Kubernetes, Docker 1 Operator W TYERIBHEFR T f#, XLEFFIRZ 42 Red Hat Advanced Cluster
Management for Kubernetes SE & MIE R, KFE A Kubernetes BB R MB N AR LA, JXLSF 4
AEZFIS5| B Docker 5i&# Operator 1, Operator @& ARFIEMER, Docker HRiGEEN AR
RECITHMBEYHE.

1.5.5.1. Red Hat Advanced Cluster Management for Kubernetes L& B R 2 B

YE—NEA, Red Hat Advanced Cluster Management for Kubernetes BB AR FI MR AR SR, XL
HBATRERWA AN ARKIE, MEEGAS ID FBEG. RSAF ID MEG, 1P #ik & Kubernetes 7
=%, RedHatAdvanced Cluster Management for Kubernetes &AM EEEBEEAMANNER. £
FERIZTHNAREFARERERSTE T REMEH BN AIE,

AXHEEEE D[N EINARE/ QX ERARE. T8 Ul &2 BEMMER.

1.5.5.2. A FELKRN NEIE

AP A& A NI REL e/ RiG/ER, TBH :
o MNRMEM Slack /&, A Slack #EX
o FEIAYARBAFIFRES ] HH

o FARMMKABIRHXTIE
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BE, RERZESEHMAFE 4, SUEATLUHMTESE, TP ABBHNERRS LIEEAEFAFE A,

1.5.6. BRI

Red Hat Advanced Cluster Management for Kubernetes LA RS IEHBEN N AR, CROUIBNEE
AR, MEESBAFS IDMEDE, RSEFS 1D MEDE, 1P LK Kubernetes 17 &R, X LEiE
ATRER WAL NN AEIE. Red Hat Advanced Cluster Management for Kubernetes & A /M EE T A
AFRNER. RERGEELFILLESERETABHYIFIEHNSEEHESIRLEER, NERS
B 5 &[TER]—1 Red Hat Advanced Cluster Management for Kubernetes SE& 7 s F & LA 7],

1 Red Hat Advanced Cluster Management for Kubernetes & _Eiz {7 R AT i 2 INEN AR

LIRIE1FE(E Red Hat Advanced Cluster Management for Kubernetes 21T R 2L BREF, HEEFS
GDPR &K, i EN AEREIREN DN ABUER B UK 2 EIEX LR, fia

o LEIERMENARFIMIABRERRLE, BE2MOMAEETH? BERSELEFME ?
o BURZMAWN ARFEHEN ? BIBEETRAN2ERME ?

o HTF ViR ARFHEIEZMARIEFRFER ?

o N ARRRFATUINBIERAEANEIL2NARKENFER ?

o NIRRT EMIFRL AR I RBIEIE 7

X2 Red Hat Advanced Cluster Management for Kubernetes & Fr SR EIR R EIM REEIIR, ©
REEN—DRBIMEE B, MRE IR LB EEMEER], 1HRSELLIE,

1.5.7. BEEHE

N FEREBMEEEASEXMEAEIE, RedHat Advanced Cluster Management for Kubernetes JE& &
BEelURE X4 BIEENEARFEAMIOTE GRS, S FEENEE, YERellnie
M., Red Hat Advanced Cluster Management for Kubernetes & X #{# F dm-crypt X 2 (&80 EUIRH 1T
DD%Q

THEIZNBEFFRN, EYURFEENTS GDPREXNEE,

o TAKRERIE: BIEHTAEEMILE. Kubernetes, HE&. M4, Docker ME Mk BERE N
BoiE YAML 324, ®TLLEE Y Red Hat Advanced Cluster Management for Kubernetes JE& R
LB, XEHIESE N Red Hat Advanced Cluster Management for Kubernetes L& MR ERF
B AR ERAREET R XERMILSIERAT bootstrap WEIRA A ID M,

o Kubernetes BeEHIE : Kubernetes EEERSHBREEL R "HE-H"F6E eted 1,

e AP SHEIEEIE, SEAF IDMEBWE : BR M imE % LDAP BRAIEAF ID MIBHE
¥, 7£ LDAP fE X WA F #ILH AT #I0E] Red Hat Advanced Cluster Management for
Kubernetes SE&MIFIAH, HOBViRAEB, Red Hat Advanced Cluster Management for
Kubernetes FAEX#EfFX B LDAP B FHl U FIA - ID, BEFREREE., Red Hat
Advanced Cluster Management for Kubernetes EAREEH T, HEERNEZERIEN
AAH, ARNAFRUKBEAER, AEREERIY LDAP F{RTA - FHAHEIE. Red Hat
Advanced Cluster Management for Kubernetes ¥ EIET — N F{PINIEARSS Open ID
Connect (OIDC) , B5®BRRFGHFITREFHAE VNS, LARSSER ETCD fFhEiHE
fifo

o RESHHEUEIE, SIEMAS ID MEB : Red Hat Advanced Cluster Management for
Kubernetes EEHMERAM. ATFEHEGRFTUIFMEIERE L Kubernetes Secret, FiE

33


https://www.redhat.com/en/about/privacy-policy

Red Hat Advanced Cluster Management for Kubernetes 2.7 £ fT3¥ic

Kubernetes TR E X EMRETE eted #-ERANNEIEEES, WBREIEELSEERIETE
X, #EN Kubernetes Secret E2i& YAML X4, MIEFLZER, 1HSH Kubernetes X HRY
Secret,

1.5.8. BUIE ;7]

AT LB LU TF E B iEO S 41517 Red Hat Advanced Cluster Management for Kubernetes &
iz,

e Web AFRE (HIAH)

® Kubernetes kubectl CLI

® Red Hat Advanced Cluster Management for Kubernetes CLI
® ocCLlI

X3 O A T4 Red Hat Advanced Cluster Management for Kubernetes SR8 1T E B A MR X,
WRH—MEKES, Z2{# A Red Hat Advanced Cluster Management for Kubernetes B9& 2 17 7] FIBR
HRENPEN, BRENNFHOE : SHEIE. AEBRKTIENL

1.5.8.1. A 5IE

Red Hat Advanced Cluster Management for Kubernetes ¥ & B3 IFE B F RS KB EHEA
FEiE, FRHEUERE LR Fimi OIDC #iN s, BERBEEN BREIER A EIE, AfF, OIDC #NERM
B IIFRRE R El— D JSON Web Token (JWT) WBEMEHEIE cookie (auth-cookie) . JWT
SHESET FMEIEERN AR GER, LKA ID FEFHRGHRIEEER. RE, XNFHBIEIE
cookie X EFIIEHIE, ERIEEFEEHNA, cookie BRI, ERHIEFIAHXHNNERE, X1
cookie &1E 12 /N RER,

X FRIARBEHARINIEER, AR NGINX BRS5 84 1E KPR A & 2901E cookie HHTRRRY, FHi@iL
A RKIEEERFREIEE R,

Red Hat Advanced Cluster Management for Kubernetes I &8 CLI HE F F £ B FEHTREEIE,
kubectl #] oc CLI B FEBE UL G0 5EEE, XLEEIFTUMERIEFERE, FERNNETHE, &
WBIT AR S5 1 A,

1.5.8.2. A R G

Red Hat Advanced Cluster Management for Kubernetes & X HFHE T A BRIEH A (RBAC) . £

ABRNNE, SFMNIENRRENAFERNIAFHAR, ARITLEERREFTRZT FHIIE
B9 P HATIE R A A,

1.5.8.3. ZfV

Red Hat Advanced Cluster Management for Kubernetes SE& X £ EC B RN A BIEHIVR], ERT
catalog #1 Helm iR, LAK Kubernetes iR, 1= 7T /L IAM (Identity and Access Management) £
f, B¥E Cluster Administrator. Administrator, Operator, Editor, Viewer, fEf$F sk 4HARME
— R, RABFSAAAPE— AR, K FURAEIPA S ] R LU 65 44 22 A 1206,

1.5.8.4. Pod Z21%

Pod ZEREA T XERRFIIIRVES], 6 pod AT LU AT LA A4t 20
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MEEAE X AR,
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SHBUESE, AP TLUEERLESRRPEFRAM root IEF,

Data-at-rest BRI 2:&:1L [ dm-crypt Il 2 #HE RS,
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B A X R F AR A RN BRFNADN ABIEHTEENRT. BRI R B 2 mTheeit
it OF ik ] W

1.5.10. #UEMIBR

Red Hat Advanced Cluster Management for Kubernetes SEA1ZE T n4. API #1F F R E R ELMIBRE
7 OB S SRR, A T DA X e ThRe M bR R &R, AR5 A 1D ANEB, P ik,
Kubernetes 11 R &M HMMFEARBEHIE, HIUBEFENAINER.
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o STAREMRNMARAKEE, #rEEEZEHAX Kubernetes kubectl API ffilER.
Red Hat Advanced Cluster Management for Kubernetes SE£& A1 F T BRIK P 3B 80 /5% -

o STLHEEHEXMATERAIIE, #ALET Red Hat Advanced Cluster Management for
Kubernetes 5% Kubernetes kubectl API fifif&.

filRRiET L2 LDAP BREEMAF ID MBILEIENTIEE, FE MBS Red Hat Advanced Cluster
Management for Kubernetes & & H LDAP = g,

1.5.11. BRI A A BIERYRE

BT AP NEMITE, RedHat Advanced Cluster Management for Kubernetes Y& & LA 25 F
FFAN BB (58 A 0 LABR il

RHE GDPR, AABIVIF. ERFLENREFEZRINURS, HSEREHNE IO KZEHLUTRH
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o iA[ARR

o Red Hat Advanced Cluster Management for Kubernetes & &1 51 A LA# B Red Hat
Advanced Cluster Management for Kubernetes & BIZhE RN AN tb A TRO BB HO IR XL 15
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o Red Hat Advanced Cluster Management for Kubernetes & &1 51 A LA#F B Red Hat
Advanced Cluster Management for Kubernetes ¥ & BIIhEE, AT LIR#E Red Hat Advanced
Cluster Management for Kubernetes sF& N E NP ARFHH LD ABBEHE R,

o (ETAIURR
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o Red Hat Advanced Cluster Management for Kubernetes & &1 51 ] LA#F F Red Hat
Advanced Cluster Management for Kubernetes L& HIThEE N — M AMERE N AR,

o [REIZIEHIALF
o Red Hat Advanced Cluster Management for Kubernetes & & 51 7] LA#F B Red Hat
Advanced Cluster Management for Kubernetes & HIZh (S IE AR — AN AN HIELIE.
1.5.12. Bff 3%

YE—EA, Red Hat Advanced Cluster Management for Kubernetes BB AR FI| MR AR SR, XL
AR FTRE RN AEE, MEBEEARAS ID MEG., BRSSAS ID MBEMG., IP it UK Kubernetes 77
m%&M, RedHat Advanced Cluster Management for Kubernetes JEAth R IBEBIEEMAANER,
EFEEHZTHNARFEAREREIARSEFER RN ABIELA,

AR A ETAIRS BEIL KBRS,

1.6. FIPS FhZ& %

Red Hat Advanced Cluster Management for Kubernetes 7 FIPS i#%1f, LA FIPS # R 7f Red Hat
OpenShift Container Platform _£i24TH}, OpenShift Container Platform 2{#f Red Hat Enterprise
Linux 023 R 3245 NIST #4T OpenShift Container Platform Z#5802EH), &% NIST HiFRRFHNES(E
B, HESRINBERGIER, BXNEIFRRH RHEL 1% ER SR AR & NIST R, 1HSH

Compliance Activities #1 Government Standards,

MRETNERSAT FIPS B9, NIMJEEE F L FIPS R EH OpenShift Container Platform
8% F &% Red Hat Advanced Cluster Management, hub £ TF FIPS R, FENESESLES
fEFTE hub SRR P AIEBIME,

EESEEREMEPEAFIPS &K, 1EEES OpenShift Container Platform 2 &E5EHXE fips: true, &

HEBEERILEBBFIPS, IFEEZELR, 1ES M OpenShift Container Platform 344, 2& & E414t
ML L7

1.6.1. BRI

[543 Red Hat Advanced Cluster Management 1 FIPS R LL TR R,
e Red Hat OpenShift Container Platform R3z#F x86_64 Z2f4 L# FIPS,
o TEEEEBIRMHHNEMET, BIHERMAIMBRHMEANRFAMSERPVC)H S3 FiE#HiTnE,
Red Hat Advanced Cluster Management M2 FMEINE, 1555 OpenShift Container
Platform 3 #4 32 #F FIPS 1% o

o U4{#M Red Hat Advanced Cluster Management 28 B & S EEMN, EXERHOEMN
Cluster details E843 A%t A LA EEER S A FIPS tf -

FIPS with information text: Use the Federal Information Processing Standards (FIPS)
modules provided with Red Hat Enterprise Linux CoreOS instead of the default Kubernetes
cryptography suite file before you deploy the new managed cluster.

1.6.2. Hfth ¥R

o BXNISTRIERFHNESZER, HSHMBERLIERER,
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https://csrc.nist.gov/Projects/cryptographic-module-validation-program/validated-modules
https://access.redhat.com/articles/2918071#fips-140-2-and-fips-140-3-2
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.11/html-single/installing/index#installing-preparing-security
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html/installing/installing-fips
https://csrc.nist.gov/Projects/cryptographic-module-validation-program/validated-modules

BI1E LTFD

o BXRNFUFRIZH RHEL INEERY IR AR AR EHT NIST 4R, 1ES [ Compliance Activities #
Government Standards,
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https://access.redhat.com/articles/2918071#fips-140-2-and-fips-140-3-2
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