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central.persistence.p
ersistentVolumecClai
m.claimName

central.persistence.p
ersistentVolumeCilai
m.size
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15 E 1L password BRI RS 2 EIE M BIGH secret, WIRABE, Operator
SHEERE, FHHEELE central-htpasswd secret B password i,

ZHAERT, Central fURMEAER TLS iEH, XBRKEFEZFEMEAOSKMEHHLESR
RRIALEE TLS X1k, INRELE Central P& LE TLS FIRMH B EXRSSH/IEP, &EH
LIgE &I MFLAHR secret,

T SHORED true LR BHEERABRMBENR, ERTERRIEAEERIL
BEREAE. TERERATIRRE. &, BUNERREAE LFHRTEENR

o

IRV REFESAET [T R, 1HEALLESHIETE taint toleration key, value #l
effect, tbSWEZRTEMBHT R,

EBEXEN true, LUET FEI9%EZRAFF Central,
FRLSHCHIEN T EESREES E WHEO,
FERXMNSENEN A EIERIEERBHES P tbilt,

EBei%EH true, LLUETT OpenShift BEH/AFF Central, ZRiA{E Ffalse.,

EeiXE N true, LLEE T RO AFF Central, ERIAE D false,

5 R bk T ¢

il
filt
Em

'it ﬁﬁ\\ﬁ#ﬁuo

<%

N

IMREHLZWAGRAERET R L1217, EUUERLSHREE T mitHER.

EERFABBEFMEIN LN ENERE, IEFHEFERINAE. IRFER
RENRE, NeIREST RitFER—EER,

EEEMFALRIEN PVC &5, MERXEEGIBELTM PVC, NAGIEE,
MREHILXE, NERIAE ) stackrox-db, HBhIEEIEE K PVC, FEASOMR
BIETBE SRR,

BT B RIRFAMBHRD. BANERTRENER.



¥

central.persistence.p
ersistentVolumeCilai
m.storageClassNam
e

central.resources.lim
its

central.resources.re
quests

central.imagePullSec
rets

342 HWRERRE
BH

scanner.analyzer.no
deSelector

scanner.analyzer.tol
erations

scanner.analyzer.res
ources.limits

scanner.analyzer.res
ources.requests

scanner.analyzer.sca
ling.autoScaling

scanner.analyzer.sca
ling.maxReplicas

scanner.analyzer.sca
ling.minReplicas

scanner.analyzer.sca
ling.replicas

scanner.db.nodeSel
ector

% 3 %= {hif OPERATOR &t

sk

T PVC MR i#RBIB. MRENERERBEEMRINFIHE, NN S
R#t—Me,

HRASIHES Central HEIA KR FE(E,

HRASIHESE Central HEIAFEIRIF K,

FERLLBHIEE Central HREVER pull secret,

sk

IMREHRLZWHWREFERE T RL21T, EFUERLSHEET RiLFes.

IORT RIEFESRIERTR T R, HEALSED Scanner 875 R AR, {HMN

R, WSHETEATEMRET <.

R SHBEEEEFRTRRE,

ERLSHBEHREFIRATRIERK,

FRE, 2HaBEFHERREEENRERSITEE,

EEERINHRBTT BEENRKEIE

EEERINSRBTT BEENR/EIE

ZRBHT ', BIABIAKECE S [E T,

IMREHRLZWHGRAERET R L1217, EUUERLSHREE T mitFER.
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¥ sk

scanner.db.toleratio IR kAT m T R, EERALLSECH Scanner DB I8 &5 m AR, H
ns MR, LS EERTEMEMET =,

scanner.db.resource {FRLLSHBESZHEREFNBIAKIRRIE,
s.limits

scanner.db.resource {FRSHBESZHEREFHNBIAKRIEK,
s.requests

scanner.scannerCo INRIETIRERE Scanner, ALMERLLLSHRERE. MREAEME, A THH
mponent FIBEMIZBEILY, ZIIERHEEH Kubernetes 11##232 F Red Hat Advanced
Cluster Security,

3.4.3. B EMEMILE

S8 £ pU

tis.additionalCAs ZEENREEHWEMTE CAIEY, XBEESERILEIEHIANIBIERS
SEIHER,

misc.createSCCs {57 true Hy Central fi/E SecurityContextConstraints (SCC), ©RERER

LEDAE H HH E )R

3.5. £ INIT #1488

EERB PR SecuredCluster THERAT, Ml AIE— init 478, REHBEE SecuredCluster &
B, ARERLEF IS Central #1753,

ReILUER RHACS 17 (7)) kfEF roxctl CLI B3 init #1472,

3.5.1. {8 RHACS [ ] 4B init 47 &
e LAMER RHACS [ TP A28 & secret B init fH47 &,

ik =
1. RIBENRZBNSEEH RHACS [ Hbtlk -
a. NFREH :

I $ oc get route central -n stackrox
b. XfFfHEESS

I $ oc get service central-loadbalancer -n stackrox

16



% 3 %= {hif OPERATOR &t

c. MFWmAKAL
L IZITLA TR AR

I $ oc port-forward svc/central 18443:443 -n stackrox

# AE| https:/localhost: 18443/,
2. £ RHACS '] MisrR, # A Platform Configuration — Integrations,
3. # A Authentication Tokens 884>, B =R Cluster Init Bundle,
4. = Generate bundle,
5. W& nit A A— DRI R Generate,

6. = Download Kubernetes Secret File TE 4 B HIH4 A,

' e

RZEMEHRIADT, RHNEEE secret, BAILUERAR—MHSRUBES N RE2EEH.
%

1. {5/ OpenShift Container Platform CLI {8 init fl47 & 8/ Bk

2. EEEISIEMAR A £ 8L L% Red Hat Advanced Cluster Security for Kubernetes,

3.5.2. {8 roxctl CLI & 5 init S48 E
&R LAE A roxctl CLI B A secret BY init 472,

FRFM
{ZEEE T ROX_API_TOKEN #l ROX_CENTRAL_ADDRESS [ % &,

e i%& ROX_API_TOKEN #1 ROX_CENTRAL_ADDRESS IMEZ £ :

I $ export ROX_API_TOKEN=<api_token>

I $ export ROX_CENTRAL_ADDRESS=<address>:<port_number>

it

o ZITUTHMESUEMREE secret BIEEE init THHE :
$ roxctl -e "$ROX_CENTRAL_ADDRESS" \

central init-bundles generate <cluster_init_bundle_name>\
--output-secrets cluster_init_bundle.yaml

BF

HRERLLMFEHILINGE, RNEaSE secret, EHAILMEAR—HaIELEBESNE
é%ﬁo

17
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3.5.3. Hth iR

o % roxctl CLI

e {#FH roxctl CLI

3.6. A INIT 4 02K

ERERELEHA, BJIUER init BT EEBDUBFAENGER, URTREEH LRSS
Central @15,

FeREH
o IRNHERT —NES secret B init 41,

it

e {&F OpenShift Container Platform CLIZ{TUL N K OIE T

$ oc create -f <init_bundle>.yaml \ﬂ
-n <stackrox>

ﬂ IEEE S secret B init I B XHL,
9 8 E R E OB B TR,
T

o EIMEIIIEMFRAEREP L EE Red Hat Advanced Cluster Security for Kubernetes,

3.7. B LR E2NEREHIRS

Ea LUFEF SecuredCluster B E X FRIEER P REREMNERIRS, BOHTEERENIMNERHED
EHhRELREERRS,

NGy
ERERS YUY REHZOVEFNUKRERT X235 FHLEIR R R RE Collector, EH eBPF

B, FEOVAREISEERE S, B UEFI BHTEMERELENTEHE, RESEDIN AR RS
ISR, FUDHLEI eBPF Rl (MIRFE)

FRFH

o RJ{EA OpenShift Container Platform 4.6 SiE = AR A,

o MWMER— init TS, BEZMEA init IS OIEMBRN TR,

Y=

1. £ OpenShift Container Platform web 12l & #i## A £l Operators — Installed Operators T
[i518

18


https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_security_for_kubernetes/3.70/html-single/roxctl_cli/#installing-roxctl-cli
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_security_for_kubernetes/3.70/html-single/roxctl_cli/#using-cli_cli-getting-started

2.

3.

S.

10.

% 3 %= {hif OPERATOR &t

MZZ2ZEH) Operator F13R A% Red Hat Advanced Cluster Security for Kubernetes Operator,

EIMNER T, OpenShift Container Platform ¥$%i B 55 rhacs-operator, 7:#¥ Project: rhacs-
operator — Create project,

Digk

==
[=]

R AT B S BT B R &% Red Hat Advanced Cluster Security for
Kubernetes SecuredCluster %i&E, A =EEI\H openshift-operators i
B

o

. [SERE &N stackrox Si—LEH b ZFR, SRS Create,

1£ Provided APIs Z 1, 1%F¥ Secured Cluster,

1%3% Create SecuredCluster,

i ARy SecuredCluster B & X %R &,

X F Central $nrx, 1 AR Central SEFIRYHbIEF IR O S, 0, #1R Central i F
https://central.example.com, [I|{%fhRifkSIEE N

central.example.com:443, central.stackrox.svc:443 WEINERBEER—EBHPRET R
2EEIRSH Central IS F BT LUIE 8 T &,

RIFFE, EFERRUESNEXRMETIZEBE LH.

= Create,

BRESR

1.

2.

ik RERMRENEFLE,

¥51E Red Hat Advanced Cluster Security for Kubernetes &4,

3.8. Z WL AL E LI

LKA Central SEIF, Operator I 7 Central B E L FIRBILLTEE B £,

3.8.1. TFEWEEXE

2 Hah

centralEndpoint FAFiZE#EM Central EHIHMHR S, SBEHROS, MREHA—NIZHFIE GRPC BT H
B, HEATE ws:// Bt S hik B WebSocket Thill, HIRIEEE HSEiE
EfH, N Sensor & EIEEITER—H R ZRA FI21TH Central SE41,

clusterName HEEBEMIME— &2 FF, TRTE RHACS 1/, FRLSBUSELING, BELER

RERE. BRQRAN, BoifRIFEFRLUENR.

19
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3.8.2. AR SR IXIE

¥

admissionControl.lis
tenOnCreates

admissionControl.lis
tenOnEvents

admissionControl.lis
tenOnUpdates

admissionControl.no
deSelector

admissionControl.tol
erations

admissionControl.re
sources.limits

admissionControl.re
sources.requests

admissionControl.by
pass

admissionControl.co
ntactimageScanners

admissionControl.ti
meoutSeconds

3.83. {HimiEFRE

8 Scanner BCB X B 1EX OpenShift Container Registry(OCR)BI A EE B HETE

20

230

5 7E true LS OB REIBG IESRB& 6, BRIAE N false,

18 7E true 3K Kubernetes 45 A 2 M50 6K e, 0 port-forward 1 exec
=4, ERATET Kubernetes API 351 ¥R 1H], ZRIAE S true,

187 true FNHXTREFH S ARG IESRES R E], BRIER Listen On Creates %5
true, BNEeF=EM, BiINEN false,

IMREHRLZWAGRAERET R L1217, EUUERLSHEE T RitFER.

RN Rk FEREF LR TR, HEALSEIEESTRARE. EH Kk Admission
Control IR, S EERTEMIEN T =,

SRR SHBEER AN ZFIZR BRI BTIRR(E,

R SHBER AR TIRIER,

AU EZ —ERES L AR 2R

e BreakGlassAnnotation 7tiFi&1+ admission.stackrox.io/break-
glass JFfE58 A AR 2R,

o Disabled %2R SET A A2HI25 5 H) L HRAIZhEE,

240 & BreakGlassAnnotation,

FRUTEZ—I8EEANILH SRRV ITHEERISRERAIMER
o MMRBMMERHHHESR, ScanlfMissing.
e DoNotScaninline fRIELNEEME AE KN BE T iR R,

24\ &5 DoNotScanlnline,

TE¥¥ Red Hat Advanced Cluster Security for Kubernetes f7ic i 5k IET, fH XD
SHIEE Red Hat Advanced Cluster Security for Kubernetes B KF 4,



¥

scanner.analyzer.no
deSelector

scanner.analyzer.res
ources.requests.me
mory

scanner.analyzer.res
ources.requests.cpu

scanner.analyzer.res
ources.limits.memor

y

scanner.analyzer.res
ources.limits.cpu

scanner.scaling.auto
scaling

scanner.scaling.min
Replicas

scanner.scaling.max
Replicas

scanner.scaling.repli
cas

scanner.Tolerations

scanner.db.nodeSel
ector

scanner.db.resource
s.requests.memory

scanner.db.resource
s.requests.cpu

scanner.db.resource
s.limits.memory

scanner.db.resource
s.limits.cpu

% 3 %= {hif OPERATOR &t

sk

1 LSRR Z IS E ) label-key: label-value, Ll Scanner (VAERIES
BEERI T R

Scanner BesMAFIE KR, FRILLSHEZRKIME

Scanner &23H CPU &K, [FRLSHEZIINE,

Scanner BesMWAERE, FRILLSHESZRIME

Scanner 238 CPU fRHl, {FRLSHEZIINE,

NSRRI IL%TT4% & 4 Disabled, Red Hat Advanced Cluster Security for

Kubernetes 2 Scanner BREMBE Y &, BIMEN Enabled,

B BRR/NBIAE, BIAED 2,

B BRIRKBIA, BIMEDNS.

FOABIAE, ROINMERN 3.

IORT RIEFEREFETR T R, HEALSE Scanner 875 R AR, {HMN

R
R miEEE SRR ZE IS E ) label-key: label-value, Ll Scanner DB {UAEE

BEEERENT R,

Scanner DB R&HIAFIF K, HERALSHESIME,

Scanner DB B389 CPU iHR, ERLSHESMINE.

Scanner DB AN ERE, ERLKSHEZRIME

Scanner DB &2389 CPU R, ERLSHERMINE.
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¥ sk

scanner.db.toleratio IR kAT m T R, EERALLSECH Scanner DB I8 &5 m AR, H

ns MR
scanner.scannerCo IR %% & N Disabled, Red Hat Advanced Cluster Security for
mponent Kubernetes A= EBFE Scanner 88&, TE1E OpenShift Container Platform 58 £

£ F Scanner, BAIAME N AutoSense,

3.8.4. FRIRECE
EFEBBE XL registry B {FRRIRER B IXE

¥ sk

imagePullSecrets.na  HIEVRIRITE EREMITE pull secret,
me

3.8.5. ¥ W BT MBI E
HNEN T mXENEEETN TR L 2TAGE LT —HEEXE, BTRIFPEENEZS,

H= CoIIector # Compliance,

II‘*
\N\

¥ 23U

perNode.collector.co  RONHIBWRERTE, BiILMEH KernelModule, ZL18EILAEEA

llection KernelModule /£ XM S#MIE, MARELEE NoCollection, NITEEEER
KM EDFARHIITHEMER, £TI21E NoCollection. EBPF 7l
KernelModule.

perNode.collector.im  FF Collector BEE{& KB, A LUFEEEH Regular = Slim., Regular {5

ageFlavor KINZKR, BEERLHAKRMAZKED, INRFER Slim FHRBE, ELHEF
KB Central SEHEZREEM, sNEHIEI Collector THPMHEEFH. BRIMEH
Slim,

perNode.collector.re  ERAILSEES Collector FIBRIAFTIRBRE,
sources.limits

perNode.collector.re AL SEER Collector FIBRIAFTIRIE K,
sources.requests

perNode.compliance  #EREZEE R Compliance FIERIABTIRIEK,
.resources.requests

perNode.compliance  #ER LS E R Compliance FIERIA BTIRIRIAE.
.resources.limits
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% 3 %= {hif OPERATOR &t

BH ik
taintToleration IR EEE TR ME W, Red Hat Advanced Cluster Security for Kubernetes

EENTRLETRS, SEERT R, IRERHFLELTH, MISHEEN
AvoidTaints,

3.8.7.Sensor ft &

WECERE LT Sensor HHRIXE, ZAMNKERESEEN—1 T RLEZT,

28 Rk
sensor.nodeSelector IMREFE Sensor (NWIERE TR LIZ1T, EAIBE T mUukfFes.

sensor.tolerations R iR EFR TR TR, HERALSEIEEIS R ARE, EH Sensor B4
R, WBHETERATEMEBENT =,

sensor.resources.lim  FHEXNSEHEE Sensor KEIAFRIRE.
its

sensor.resources.re FERXNSHESES Sensor BRI\ FRIE K,
quests

3.8.8. EMXBEMEMILE

2 Hah

tis.additionalCAs REEMNEMAE CAILER, XEIE-BEFRIAEIEBMA NSRS SR E
=28

misc.createSCCs BEXEN true, LUEN Central |8 SCC, ERIRERTEF LT E dh H I n 1,

customize.annotatio FFHN Central EREBIEE B E T,
ns

customize.envVars AFRENMETENENIXE,

egress.connectivityP  fiti& Red Hat Advanced Cluster Security for Kubernetes &5 M 1% ATE L B B 448
olicy XizfT. EBEERXT, BREXIRREE LRRERN B R,

3.9. ik Zedk

TREREE, BTN EFERERRANMNARFEIFIEA RHACS |17 Rt R £ T4 RIS R
%Q
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LUFE S I HB RGN ARRFEEXERE, ©i1BEYIE Red Hat Advanced Cluster
Security for Kubernetes BIH E2 FIERZ B A 1 F THBE

WUE R :
. RIBENREBNSEER RHACS [ ] #hdt -
a. X FEA :

I $ oc get route central -n stackrox
b. X F i Htates
I $ oc get service central-loadbalancer -n stackrox
c. NFmOAKAL
i BT A
I $ oc port-forward svc/central 18443:443 -n stackrox

# A E| https://localhost: 18443/,

2. ffiA OpenShift Container Platform CLI S| # A :

I $ oc new-project test

3. EAXERRESN—ENARER

$ oc run shell --labels=app=shellshock,team=test-team \
--image=vulnerables/cve-2014-6271 -n test

$ oc run samba --labels=app=rce \
--image=vulnerables/cve-2017-7494 -n test

Red Hat Advanced Cluster Security for Kubernetes 27 EHR X jg B s X L ERE L T AL £ X
DREEERIER. #HARHACS [T UEEERIER, EALUERBRIABE % admin FIEKELE
B RHACS 1/,

3.10. 7£ RHACS HiRinEr &2

ZE7E Red Hat Advanced Cluster Security for Kubernetes FRINE L £8E, BWU/MEERMMENERT
%% Red Hat Advanced Cluster Security for Kubernetes Operator,

LR IRARE T M Red Hat Advanced Cluster Security for Kubernetes SR INZI A £ =R IR
1. 7E&EB % Red Hat Advanced Cluster Security for Kubernetes Operator o
2. FRIAR init AP BAERFTHY init TH,
3. EA init A S EREPOUERTIR.
4, EEB L RERLERRS.
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https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_security_for_kubernetes/3.70/html-single/installing/#install-acs-operator_install-ocp-operator
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_security_for_kubernetes/3.70/html-single/installing/#generate-init-bundle-operator
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_security_for_kubernetes/3.70/html-single/installing/#create-resource-init-bundle_install-ocp-operator
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_security_for_kubernetes/3.70/html-single/installing/#install-secured-cluster-operator_install-ocp-operator

& 4 % (¢l HELM CHART &%

5 4 = {1 HELM CHART %%

4.1. /8 HELM CHART {R& %2
Red Hat Advanced Cluster Security for Kubernetes 7£ OpenShift Container Platform &&f /%2 5& —2H ik
%, RIS T IER A B E LHIER T OpenShift Container Platform $&f &% Red Hat Advanced
Cluster Security for Kubernetes %211 52,
DUTFHBRRT HRELRE Red Hat Advanced Cluster Security for Kubernetes BIiE 2 A 285772 -

1. 50 Red Hat Advanced Cluster Security for Kubernetes Helm Chart 3%,

2. &% central-services Helm Chart k&% &4l (Central #l Scanner) .

3. &R init IS,

4. &% secured-cluster-services Helm chart, Ll%%k per-cluster (51X1&EN5%EE) FMper-
node ((IXfEA T m) H¥ (Sensor. Admission Controller #1 Collector) .

e T fi# Red Hat Advanced Cluster Security for Kubernetes 2244 ,

o THELIE Red Hat Advanced Cluster Security for Kubernetes By%E R &4
4.1.1. 550 Helm Chart

ik
® i/ Red Hat Advanced Cluster Security for Kubernetes charts #44£: %,

I $ helm repo add rhacs https:/mirror.openshift.com/pub/rhacs/charts/

Red Hat Advanced Cluster Security for Kubernetes By Helm &E&EH N TR ERRHED
Helm chart,

o FATZREHEHHAME (Central #1 Scanner) BIFRARSSHelm Chart (central-services) .

% o
BRBEEFAAG—R, HAGRAR-—RELGESMRIER,

o LRLEEIRS Helm Chart (secured-cluster-services) i TREH W ENER (Sensor I
Admission $£#I2%) FEHXEAT s (Collector) BIZHH,

19 per-cluster HHSMERNZ RN BN KD, HEERENAME T KPEB
E per-node H4,

o ZITUTHEEIIERIMN chart FHEE :

25


https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_security_for_kubernetes/3.70/html-single/architecture/#centralized-components_acs-architecture
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_security_for_kubernetes/3.70/html-single/architecture/#per-cluster-components_acs-architecture
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_security_for_kubernetes/3.70/html-single/architecture/#per-node-components_acs-architecture
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_security_for_kubernetes/3.70/html-single/architecture/#acs-architecture_acs-architecture
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_security_for_kubernetes/3.70/html-single/installing/#acs-general-requirements_acs-prerequisites

Red Hat Advanced Cluster Security for Kubernetes 3.70 &%

I $ helm search repo -l rhacs/

4.1.2. EFBEE LHIER T EEPRIRSS Helm Chart

FEARALLTUiBA%3E central-services Helm Chart AEREEh2HE (Central 1 Scanner) .

it =

ST LTS R4k Central RS FHER— MBI FF Central :

--create-namespace stackrox-central-services rhacs/central-services \
--set imagePullSecrets.allowNone=true \

ey
$ helm install -n stackrox \
--set central.exposure.route.enabled=true

[ J
ggl:

&, 1T TR RE Central [RSFHER — N AEHHMEEEIE LT Central :

$ helm install -n stackrox \
--create-namespace stackrox-central-services rhacs/central-services \
--set imagePullSecrets.allowNone=true \
--set central.exposure.loadBalancer.enabled=true

[ J
ggl:

#, 1T TR RE Central (RS HER —NmOE LK AFF Central :

$ helm install -n stackrox \
--create-namespace stackrox-central-services rhacs/central-services \
--set imagePullSecrets.allowNone=true

8%

MREBAEFTEFARBEZEIN AR SHIEREF REL Red Hat Advanced Cluster Security
for Kubernetes, M| /il{# M proxyConfig S5 e IEEERE, 40 :

env:
proxyConfig: |
url: http://proxy.name:port
username: username
password: password
excludes:
- some.domain

LR FIHHEE
o HIERBEER BN,
o XTHEHEFTBAREEUA.
o Helm £MHEMES,

4.1.3. £/ init T4 E
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EERFPZLE SecuredCluster FRRET, W IEIE— init 8, ZEHEFHECIE SecuredCluster FY5&
B, ARERLEF IS Central FH1TERIIE,

4.1.3.1. {8 roxctl CLI &5 init #H47 &
fEa LUFE A roxctl CLI B2 8 secret B init 478,

FoRFM
{ZEEE T ROX_API_TOKEN #l ROX_CENTRAL_ADDRESS [ % &,

e i%& ROX_API_TOKEN #1 ROX_CENTRAL_ADDRESS IMEZ £ :

I $ export ROX_API_TOKEN=<api_token>

I $ export ROX_CENTRAL_ADDRESS=<address>:<port_number>

it =

BT TS LERE S secret BIERE init 4T A :

central init-bundles generate <cluster_init_bundle_name>\

15
$ roxctl -e "$ROX_CENTRAL_ADDRESS" \
--output cluster_init_bundle.yaml

$ roxctl -e "$ROX_CENTRAL_ADDRESS"\
central init-bundles generate <cluster_init_bundle_name>\
--output-secrets cluster_init_bundle.yaml

BF

HREGRSMEFELMSE, RNEaE secret, WHLUERR—HHAEBRIES IR
e

Hh iR
o % roxctl CLI

o fEHF RHACS |1 &R init 472

4.1.4. TR EABE T XEEMNIE R FLE secured-cluster-services Helm chart

FEAL T UBA &4 secure-cluster-services Helm chart, LAEBE per-cluster # per-node 444
(Sensor. Admission Controller #1 Collector) .

ING

EEERS Y REHEOVEFNURERTRE5|SHHBRGHRE Collector, EHRIERA eBPF
B, FEOVAREISEERE S, B UEF BHTEMERELNTEHE, RESEDIN AR ZE
BISRT, FUDHLEI eBPF Rl (MIRFE)

FRFM
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https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_security_for_kubernetes/3.70/html-single/roxctl_cli/#installing-roxctl-cli
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o WA RTF AT Central RSSHIHIEFIIH O S

e
o FHMET Kubernetes BIEEE EiZ1TUUTHS :

$ helm install -n stackrox --create-namespace \
stackrox-secured-cluster-services rhacs/secured-cluster-services \
-f <path_to_cluster_init_bundle.yaml> \ﬂ
--set clusterName=<name_of the_ secured_cluster>\
--set centralEndpoint=<endpoint_of_central_service> g

@ &R -FETURE init S EHEETRE,

Q 187 Central BIHEHEFISH OIS, #I40, acs.domain.com:443,

® 7f OpenShift Container Platform &Iz {TUL T4 ¢

$ helm install -n stackrox --create-namespace \
stackrox-secured-cluster-services rhacs/secured-cluster-services \
-f <path_to_cluster_init_bundle.yaml> \ﬂ
--set clusterName=<name_of the_ secured_cluster>\
--set centralEndpoint=<endpoint_of_central_service> g
--set scanner.disable=false

@ ©m-fiLTEE init A EEE,

Q 187 Central BIHEHEFISH OIS, 40, acs.domain.com:443,

4.1.5. BuF &%

TREEE, BTN EFERERRANMARFEIFIEA RHACS |17 Rt R £ 4 RIS R
%O

LUTFE S I BB RGN ARRFEEXERE, ©i18EYIE Red Hat Advanced Cluster
Security for Kubernetes BI# E2FIERZ B A 1 - THBE

WIERE .
. RIBENREBNSEER RHACS [ ] #hdt -
a. X FERA :

I $ oc get route central -n stackrox
b. X FHEESS

I $ oc get service central-loadbalancer -n stackrox
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c. MFwmOEL :
i. BT
I $ oc port-forward svc/central 18443:443 -n stackrox
# A E| https://localhost: 18443/,

2. ffif OpenShift Container Platform CLI S| #TH :

I $ oc new-project test

3. FRXEREE—ENARR
$ oc run shell --labels=app=shellshock,team=test-team \
--image=vulnerables/cve-2014-6271 -n test

$ oc run samba --labels=app=rce \
--image=vulnerables/cve-2017-7494 -n test

Red Hat Advanced Cluster Security for Kubernetes 27 [M5EEHR X j B B X L ERE LU T AL £ XS
DREKIERIER. #HARHACS TP UEEERIER. EaLUERABIAETE admin f14ERHZDE
B RHACS /7,

4.1.6. HL ¥R

® @Y Helm chart B E &%

4.2. @7 HELM CHART R B E L &%
REMIZ
1. 4 Kubernetes Helm Chart /&7 N Red Hat Advanced Cluster Security,
2. Egi& central-services Helm Chart,
3. &%t central-services Helm Chart k&% S&£H 44 (Central ¥ Scanner)
4. E K init WHPE,
5. Edi& secure-cluster-services Helm Chart,

6. &4 secured-cluster-services Helm chart, A%k per-cluster (514IEN5EEE) Fper-
node ((IXfEA T m) ¥ (Sensor. Admission Controller #1 Collector) .

e T fi# Red Hat Advanced Cluster Security for Kubernetes Z2%4 ,

o THELIE Red Hat Advanced Cluster Security for Kubernetes BI%E R 244

4.2.1 IIJ\\jJD Helm Chart Es}_ﬁ

Pt =

29


https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_security_for_kubernetes/3.70/html-single/installing/#acs-install-helm-customization
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_security_for_kubernetes/3.70/html-single/architecture/#centralized-components_acs-architecture
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_security_for_kubernetes/3.70/html-single/architecture/#per-cluster-components_acs-architecture
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_security_for_kubernetes/3.70/html-single/architecture/#per-node-components_acs-architecture
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_security_for_kubernetes/3.70/html-single/architecture/#product-architecture
https://access.redhat.com/documentation/en-us/red_hat_advanced_cluster_security_for_kubernetes/3.70/html-single/installing/#acs-general-requirements_acs-prerequisites

Red Hat Advanced Cluster Security for Kubernetes 3.70 &%

® N Red Hat Advanced Cluster Security for Kubernetes charts #1446 /%,
I $ helm repo add rhacs https:/mirror.openshift.com/pub/rhacs/charts/

Red Hat Advanced Cluster Security for Kubernetes B Helm &E & EH N TR ERREHED
Helm chart,

o AT LELEDNHAM (Central #l Scanner) B RARSSHelm Chart (central-services) .

: ERERBERRAM—R, FAEAR—RE LS MR ER,

o LRLEEIRS Helm Chart (secured-cluster-services) i TREH W ENERE (Sensor I
Admission $£#I2%) FEHXEAT R (Collector) BIZHH,

1F per-cluster HHEBEBRNZ NI BNEREH, HEZRIZEWME T KRHBER
E per-node H4,

o ZITLLT @S REIERIMM chart FHEE

I $ helm search repo -l rhacs/

4.2.2. B2i& central-services Helm chart

ALk T A FF helm install #1 helm upgrade 5 H) Helm Chart EBES ., S LUER --set 1410
A YAML BB XX RIEEIX LS,

BB LU X4 ELE Helm chart 3% %% Red Hat Advanced Cluster Security for Kubernetes :
o NHEE XM values-public.yaml : {# SRR FEBURRED B 1L

o THEES M values-private.yaml : ERLXHREFAEHREEE LT, HHRERRLMEFE
XA,

4.2.2.1. TAREXH
ATFIH T values-private.yaml SLHFH A ES ., XLESHEEERIME

4.2.2.1.1. 5% pull secret
M registry HIEVERFTRAEIEEUR F LA TR ¢
o MRFABE X registry, ELTIEEIXLESE :
o imagePullSecrets.username
o imagePullSecrets.password

o image.registry

30
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o MRANFERAFABMBEHERINBE L registry, BRITIBEUTSHZ— :
o imagePullSecrets.allowNone
o imagePullSecrets.useExisting

o imagePullSecrets.useFromDefaultServiceAccount

SH 3T

imagePullSecrets.username BT ERE registry BIK B 1 &,
imagePullSecrets.password AT &XE registry BIIK BB,
imagePullSecrets.allowNone MRIEFERBEE L registry, BRFIERBEILENIER

THIENEER, TEE true,

imagePullSecrets.useExisting LIE S 2R secret FIKRIEN1E, 40, secretl,
secret2, secretN, NRECSEB R4 226 b olEE
T IR EMER pull secret, TIME A LETTL,

imagePullSecrets.useFromDefaultServiceAcc IREBLEB & ZEHPEE T EA RIEEFE
ount 1% pull secret FIEKIABRSSTK Y, 15 true,

42212 KEBEE

MREEZEFRAREBEREINIIRSHERFRE Red Hat Advanced Cluster Security for
Kubernetes, N ¥/iif# M proxyConfig Z#is BB E, FI40 :

env:
proxyConfig: |
url: http://proxy.name:port
username: username
password: password
excludes:
- some.domain

¥ ik

env.proxyConfig EHAERE,

4.2.2.1.3. Central

Central WA BECE S,

N R, TR TS
e central.jwtSigner.key

o central.serviceTLS.cert

31
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central.serviceTLS.key
central.adminPassword.value

central.adminPassword.htpasswd

LHIERE X

LESHIEEEN, Helm Chart R N EMNTBIIEKIE.

NREBEUUXLE(E, ETLUFER helm upgrade & FEA --set LR EH.,

BF

NFXBEEEA R, EHAEEH central.adminPassword.value =
central.adminPassword.htpasswd, {BRRERERRE,

sk

central.jwtSigner.key

central.serviceTLS.cert

central.serviceTLS.key

central.defaultTLS.cert

central.defaultTLS.key

central.adminPassword.value

central.adminPassword.htpasswd

32

Red Hat Advanced Cluster Security for Kubernetes
NS FRIRL S 2 JSON Web R (JWT)HHITEIE,

Central R 25 N FERE /DB ERIE S,
Central 25 N {58 FRRI PR ERUE T BIFLH,

Central MiZfERMAFERAFABIEH, Red Hat
Advanced Cluster Security for Kubernetes JFiXMiE
FATF RHACS 1/,

o XTFHRE, MIRME—MES, BN
Red Hat Advanced Cluster Security for
Kubernetes @it B EBIEHRE
Central,

o MNREFL, RedHatAdvanced Cluster
Security for Kubernetes &fERIMAIEH K&
=R,

Central NAE B R A - BIEFBIFAH,

o XTFHRE, MuIiR#FA, BN Red
Hat Advanced Cluster Security for
Kubernetes A B E B IEHR&EH D,

o MNREFAL, RedHatAdvanced Cluster
Security for Kubernetes &fERIMAIEH K&
HrH,

FF & 5%%I Red Hat Advanced Cluster Security for
Kubernetes HEE A 21,

FAF & 5% % Red Hat Advanced Cluster Security for
Kubernetes B IR i B, MEID MG XFE,
{8 berypt.
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INR{#E A central.adminPassword.htpasswd 2%, | 7{# A berypt RSB IL A
5. IBALLZ1T htpasswd -nB admin @4 AR BILES. B0,

htpasswd: |
admin:<bcrypt-hash>

4.2.2.1.4. AERE
HHREFNETRESH,

M FHNRE, EILUBNIUTSE, UKk Helm Chart BEI4ERKE, BN, INREARBHFMRA, Hig
EUTSHHIE -

e scanner.dbPassword.value
® scanner.serviceTLS.cert
e scanner.serviceTLS.key
e scanner.dbServiceTLS.cert

e scanner.dbServiceTLS.key

sk

scanner.dbPassword.value FATF@:t Scanner BIBEHTEMREIENETL, FAE
Betk5%, ®5 Red Hat Advanced Cluster
Security for Kubernetes & Bz IR EE,

scanner.serviceTLS.cert HiafE iR SS A TFEREHHESRHNERIE D,

scanner.serviceTLS.key Scanner BRS5 8 AR BRIEFBIFATA,

scanner.dbServiceTLS.cert Scanner-db RSN A FERE Scanner U HI I ERIE
H,

scanner.dbServiceTLS.key Scanner-db AR 55 {8 FARI P ERIEH BIFATH,

4.2.2.2. RHEEREXH
ATFH T values-public.yaml X4 AR B S,
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4.2.2.2.1. 5% pull secret

FERALEN secret 2 M registry FRAIEVERAF BHVEIL,

¥ sk

imagePullSecrets.allowNone MREFERABE L registry, BRATFEEBERIENIER
THIENE&R, EEMA true,

imagePullSecrets.useExisting LIE S 2R secret FIRIEN1E, 40, secretl,
secret2 NREEEBIrep B ZE AR T HiLEFR
BIEE& pull secret, I FE EEE T,

imagePullSecrets.useFromDefaultServiceAcc IREBLEB & ZEHPEE T EA RIEEFEM
ount 1% pull secret FIEKIABRSSTK P, 15 true,

4.2.2.2.2. Image

HIRFRA TERERIZE X registry, Helm Chart FA3E ) central.image. scanner.image 711
scanner.dblmage ST 5 1R,

B8 3T
image.registry BitR registry Mtthit, EREMNE, W0

registry.redhat.io L2 registry 414, 0
us.gcr.io/stackrox-mirror,

42223. T8

Red Hat Advanced Cluster Security for Kubernetes & B shIQMIBIERI T, FHh
env.openshift. env.istio #1 env.platform K& (H, (iXEXLL(EREEBEEIMERI,

S8 i::3T1Y
env.openshift f&F true 7£ OpenShift Container Platform & £

LHEZBNERIMRRN,

env.istio B true EEA T Istio KR LREHBEZHIIE
i 378y xR
env.platform #Z % Red Hat Advanced Cluster Security for

Kubernetes &, FE(EIX default =% gke Lit5
EEMTAHEZBIEEINRRN,

env.offlineMode {F true LB Z%ER @A Red Hat Advanced Cluster
Security for Kubernetes,

4.2.2.2.4. Hihwl{FUEHmA i
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Red Hat Advanced Cluster Security for Kubernetes 2 B35 B EEENRFARIET., 2 Central
Scanner KRB (5 RSN IR 2 B e E S E KNS K FRRIE B RIAR S5, S LMERLLTS
BRI BN IX LIRSS HIE T -

¥ 230

additionalCAs.<certificate_name> 15 E ZEEMRIEBIANEE PEM FRiSiE+,

4.2.2.2.5. Central

Central WA BECE S,
o (RNIEHE A MFAEILEITIEE 7y hostPath 5 persistentVolumeClaim,
o ATFAFAMUIFNFREE, BHIEE—ISH, TUR

central.exposure.loadBalancer. central.exposure.nodePort = central.exposure.route, 0l
REBFHNXESBIEEEMAE, BRMFNAF Central, SfEAIROELL (port-forwarding)

YilFl e,

BH ek

central.disableTelemetry fEF true SREREZLENBIREIE.

central.endpointsConfig Central B9 sRBC BT,

central.nodeSelector MRT RIAFEREFTRT R, BERALSEERE
taint toleration key. value ¥ effect, LLSHEER
FEABRI T R,

central.tolerations IR REFESREET R R, HEALSERIEE
taint toleration key. value ¥ effect, LLSHEER
FEABRI T R,

central.exposeMonitoring 187 true, LUFEiROS 9090 £/ Central AFF
Prometheus ¥§Hnifi s

central.image.registry FF&EE Central HilRHI2 /5 image.registry S5
H7E X registry,

central.image.name BEE Central &AM (main) BB E LKA
o

central.image.tag & Central BB ER B E RIS, MRE

FRESRPIBE T BESHHREITE, NIRWIEZ
7 helm upgrade <5 F % BT AR AN F 5738 10 L iR
%, AR mirror 7 B S registry REIRR, 1B
EEWRATRERITE,
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¥

central.image.fullRef

central.resources.requests.memory

central.resources.requests.cpu

central.resources.limits.memory

central.resources.limits.cpu

central.persistence.hostPath

central.persistence.persistentVolumeClaim.cl
aimName

central.persistence.persistentVolumeClaim.c
reateClaim

central.persistence.persistentVolumeClaim.si
ze

central.exposure.loadBalancer.enabled

central.exposure.loadBalancer.port

central.exposure.nodePort.enabled

central.exposure.nodePort.port

central.exposure.route.enabled

4.2.2.2.6. HiEF
HitREFN IR ESH,

36

sk

Central Hil&HITESE, OIF registry Hhll, itk
MAGHRINE. NS BERES
central.image.registry. central.image.name
#1 central.image.tag %4,

Central IRFIE X, LEEIRINME

Central BJ CPU &K, LUEZEIIME,

Central MREREXBEZHINE,

Central B9 CPU [R#lI, UBZEEINE,

Red Hat Advanced Cluster Security for Kubernetes
ROZOIBREIEESHN T RBEBE, LIETHEFEERX
AT,

EEFEANFAMESFERPVCO)BER.
5 F3 true QIZ—PHFAMEFEH, =Xfalse kfE
RIIAHER,

HEERAEENFALSHAN (LGB HH

{ﬁ) o

fEF true @1 F B 7 Ei9 %23 A FF Central,

ENFF Central BimO S, BIAIROSH 443,

A true @1d 17 i ARSS A FF Central,

ENFF Central iR OB, HEBT LS

i, OpenShift Container Platform & B 59 B — N
A%, MREFEAT =RiKHOAFF Red Hat Advanced
Cluster Security for Kubernetes, ZLI8EIIETRER
EiROS,

&/ true @i RN TF Central, BEIGERT
OpenShift Container Platform $28%,



¥

scanner.disable

scanner.replicas

scanner.logLevel

scanner.nodeSelector

scanner.tolerations

scanner.autoscaling.disable

scanner.autoscaling.minReplicas

scanner.autoscaling.maxReplicas

scanner.resources.requests.memory

scanner.resources.requests.cpu

scanner.resources.limits.memory

scanner.resources.limits.cpu

scanner.dbResources.requests.memory

scanner.dbResources.requests.cpu

scanner.dbResources.limits.memory

scanner.dbResources.limits.cpu

scanner.image.registry

% 4% {8 HELM CHART &%

sk

2 true 7E% B THEARBIIER T &% Red Hat
Advanced Cluster Security for Kubernetes, &5
helm upgrade &3 5 —iEERAN, Helm 2HRINAE
B9 Scanner Z8E&,

7 Scanner BREVIEMERIAE, HENHES
scanner.autoscaling SHIEEBFEAN, XMER
REHREIAE,

5 Scanner EBE BEL T, EENEAERRAE
KRIHBINE (INFO),

[ iR E S E  label-key: label-value,
LLig il Scanner (VAR E BB EREH T .

MR iR ARG AT =, HERLESEN
Scanner &5 R AR, HIIMR, LSHETER
FEMZE T =,

fEFH true 7y Scanner RBEZAB T R, EREYT
i, minReplicas #1 maxReplicas S#& G
MR,

B REE&R/NEIRE,

Bl RERKEIRE,

FRSENREFIER, UBHRIME

FERE CPU AR, LIERERIME.
FRSENREFRE, UBHRIME

FAH25H CPU BRI, LIBZRUAE,

Scanner #IEFEERERNRFIER, LIBHEIIME
SR EERE R CPU EKR, LIBERIME.
Scanner #IiEFEERENRFRE, LIBZRIIME,
FIRBUREERER CPU RREI, UEZERIME,

Scanner HRRHI B E X registry,
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SH 3T

scanner.image.name BERVIBREFRKEM (scanner) BB E L
RAFR,

scanner.dblmage.registry Scanner DB #{&FI B E X registry,

scanner.dblmage.name B HE Scanner DB % &1 (scanner-db) #95
E LR A,

scanner.dbNodeSelector 77 LSRR 38 E N label-key: label-value,

LUl Scanner DB (VBRI BB EERENT Ko

scanner.dbTolerations MR iR ARG AT =, HERESE N
Scanner DB {8 BT m AR, HIME, KBSHEE
FAF EAHERF T s
42227 . BFNL

X LS H N Red Hat Advanced Cluster Security for Kubernetes 2B A X R 8 EM B M.

S 3T

customize.labels M INEIAR A X REV B E T35,
customize.annotations MIANEIRRAE X REE E SCERE,
customize.podLabels MEANEIFRE SRE R B E T,
customize.podAnnotations MEINEIRRE BRE R B E SUERR,
customize.envVars FIEN KRHMAERGNEE GMREE,
customize.central.labels i NZE) Central BZBIFR BN REYE E LR,
customize.central.annotations MIANE Fp R ABERIATE N KRB B E SUE R,
customize.central.podLabels MENEIRRE P REBH B E LR,
customize.central.podAnnotations MEINEIRFE P REBE R B E UE AR,
customize.central.envVars FIERRASZNEE ML E,
customize.scanner.labels I INZE) Scanner BIZBIFRA N KRB B E IR,
customize.scanner.annotations MEANE Scanner BIBBIFT AN REVE E SUE AR,
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BH ek
customize.scanner.podLabels M ANEIFRA Scanner SREHIE E LIRE,
customize.scanner.podAnnotations MEINZEIFFA Scanner EEKE E EHE,
customize.scanner.envVars P Scanner REEM B E UIMNELE,
customize.scanner-db.labels B INE Scanner DB GIEBIRRA R R H B E IR,
customize.scanner-db.annotations MIANE Scanner DB BIEBIFIE X REE E S,
customize.scanner-db.podLabels MANZIFRA Scanner DB EREMH E LT,
customize.scanner-db.podAnnotations MEINEIFFA Scanner DB EREMI B E TR,
customize.scanner-db.envVars Fi8 Scanner DB B&MBE UIMREZE,

AT LAER -

e customize.other.service/*.labels # customize.other.service/*.annotations S, B
RIEEIZIERR,

o T/, IRMIFEMIRSEZFR, Hi0 customize.other.service/central-loadbalancer.labels #
customize.other.service/central-loadbalancer.annotations fE 5 &%, Fi&XBE1ME.

42228 a%kBAENL

BF

ATHIEENSHNATER. AEARAIZFTEERENMAZEEFLZITHRAZTIRE Red
Hat Advanced Cluster Security for Kubernetes 524,

S ek
allowNonstandardNamespace f& A true ¥ Red Hat Advanced Cluster Security for
Kubernetes E8 B BIEKA dp & 22 |] stackrox LA B n
228,
allowNonstandardReleaseName {# FH true FE A2k stackrox-central-services z

AL ITARAZFFERE Red Hat Advanced Cluster
Security for Kubernetes,

4.2.3. &% central-services Helm chart

BEi& values-public.yaml #1 values-private.yaml X{#4J5, &% central-services Helm Chart SEKEE&E
X 2H4 (Central #1 Scanner) .
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stackrox-central-services rhacs/central-services \

by
$ helm install -n stackrox --create-namespace \
-f <path_to_values_public.yaml> -f <path_to_values_private.yaml|> ﬂ

@ A -ETERE YAML RESTHRBEE,

4.2.3.1. fTEB2E central-services Helm Chart J5 X HR & 12577

1EERE central-services Helm Chart f§, &8 LASHEAIBR B LT3 1T R X,

it =3
1. A% {EEH values-public.yaml #1 values-private.yaml & 3214,

2. 1517 helm upgrade @ S HEFA -f LTS EER B X4 :

stackrox-central-services rhacs/central-services \
-f <path_to_values_public.yaml|>\
-f <path_to_values_private.yaml>

T AL . -set-file SHIEE
% BB RIT BRI,

| $ helm upgrade -n stackrox \

N2
Gk

LA LA --set 3 --set-file SIS ERLEEH, HR, XEETNFBERT,

P22

4.2.4. £ 1% init #H47 &

EERB PR % SecuredCluster THERAT, Ml QIE— init 408, REZFHBEE SecuredCluster &
B, AEERLEF IS Central 175D FIE,

IR BT LA roxetl CLI 2 RHACS [ Al init S48 &,

4.2.4.1. {6 roxctl CLI &5 init fi45&
&R LAE A roxctl CLI B A secret BY init 47 &,

FoRFM
{ZEEE T ROX_API_TOKEN 1 ROX_CENTRAL_ADDRESS [ % &,

e i%& ROX_API_TOKEN #1 ROX_CENTRAL_ADDRESS IMEZ £ :

I $ export ROX_API_TOKEN=<api_token>

I $ export ROX_CENTRAL_ADDRESS=<address>:<port_number>

it =
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BT TS LIERE S secret BIEEE init 4T A :

central init-bundles generate <cluster_init_bundle_name>\

by
$ roxctl -e "$ROX_CENTRAL_ADDRESS" \
--output cluster_init_bundle.yaml

$ roxctl -e "$ROX_CENTRAL_ADDRESS"\
central init-bundles generate <cluster_init_bundle_name>\
--output-secrets cluster_init_bundle.yaml

BF

HRAEGRSMEFELNAE, RNEaE secret, BHLUERR—HHAEBRIES IR
e

o % roxctl CLI

4.2.4.2. 1 RHACS | T/ 4R init 418
e LAMER RHACS [ TP A28 & secret B init fH47 &,

b =
. RIBENREBMAEEE RHACS [/ #biltE :
a. X FERA :

I $ oc get route central -n stackrox
b. ¥ F A EIIEEE
I $ oc get service central-loadbalancer -n stackrox
c. WFImOKA :
i IBTLAT e
I $ oc port-forward svc/central 18443:443 -n stackrox
ii. #AZl https:/localhost:18443/,
2. £ RHACS ' Misrh, # A Platform Configuration — Integrations,
3. # A Authentication Tokens 84>, B =R Cluster Init Bundle,
4. = Generate bundle,

5. NEE init Y B A — DB = Generate,

6. = Download Helm Values File T &4 B4 &,
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7. 22 Download Kubernetes Secret File T4 B B4 &,

HE
REMBFHLIRAE, RNEEE secret, BAILMFERAR—HHTRUBS I REEE,
T—%
1. {3 OpenShift Container Platform CLI £ init 45 & 0 FTIE,

2. EEEISIEMAR A £ 8L L% Red Hat Advanced Cluster Security for Kubernetes,

4.2.5. fidi& secured-cluster-services Helm chart

ATieak 7 7 AF helm install #1 helm upgrade 5 H Helm Chart BEEES %1, EAILUER --set 1L
=K A2 YAML BCiE SR I8 EIX S,

BB LU X4 ELE Helm chart 2% %% Red Hat Advanced Cluster Security for Kubernetes :
o NHEZEH values-public.yaml : {F FH Lt R FRT A FEBUREC B LT,

o LTHEE values-private.yaml : FH XA REFMEBRREE LT, EREERLMEM

XN,
HE
1£/#£/ secured-cluster-services Helm Chart B5f, AE{EXET chart B values.yaml 3
{¢O

4251 KBS

SH 3T

clusterName SRRV R T,

centralEndpoint PRinmmEbit, SiFm05. MREA—DZRHE
gRPC Bu T #itatids, 1EEAHHE ws/ BihRitbitr
WebSocket 113,

sensor.endpoint Sensor i MBI, SFiHOS,

sensor.imagePullPolicy Sensor R 2R IR P EX SRR

sensor.serviceTLS.cert Sensor fEABIRERARSS EIARSS TLS iE+,

sensor.serviceTLS.key Sensor & FABIAERARSS EIARSS TLS IEHEH,

sensor.resources.requests.memory Sensor BEMIANFIE K, FERALSHEZIINME,

sensor.resources.requests.cpu Sensor 2589 CPU 13K, ERALLSHEZIINME,
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sensor.resources.limits.memory

sensor.resources.limits.cpu

sensor.nodeSelector

sensor.tolerations

image.main.name

image.collector.name

image.main.registry

image.collector.registry

image.main.pullPolicy

image.collector.pullPolicy

image.main.tag

image.collector.tag

collector.collectionMethod

collector.imagePullPolicy

collector.compliancelmagePullPolicy

collector.disableTaintTolerations

collector.resources.requests.memory

collector.resources.requests.cpu

collector.resources.limits.memory

% 4% {8 HELM CHART &%

sk

Sensor BEINERE, FRLSHEZRIME
Sensor A2 CPU [R#l, FRALLSHEZRKIME,

[ kSRR E IS E ) label-key: label-value,
Ll il Sensor (VAE R EBEERENT R

MR REFREFGRTR, BEALSEEES
RAMREE, (EF Sensor BIRR, WESHEERTEI
IR,

main (F) HIENEH.
Collector FE &R &,
AT E 5B registry ik,

F3F Collector BH&HY registry Hatit,
main R R A ENRES.
Collector F R KRN RES.
&M main SHRIR%,

f#F8 collector FiRIR%,

EBPF. KERNEL_MODULE =%
NO_COLLECTION,

Collector BRI GHI BN R,

Compliance BRI AN RIS,

WMRIEE T false, NIEFRLNAE Collector, FHUR

£8 pod IR ERTRMAMAET L. MR

HigE N true, IR AEMER, BYEESS pod
CRHERERE R R,

Collector RZFMIARFIE K, FRLSHEZKINE,

Collector 2389 CPU 15Xk, FRALSHEZIIA
fE,

Collector BERMIARFRIE. HERALLLSHBERIOAE,
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44

¥

collector.resources.limits.cpu
collector.complianceResources.requests.me
mory

collector.complianceResources.requests.cpu

collector.complianceResources.limits.memor
y

collector.complianceResources.limits.cpu

collector.serviceTLS.cert

collector.serviceTLS.key

admissionControl.listenOnCreates

admissionControl.listenOnUpdates

admissionControl.listenOnEvents

admissionControl.dynamic.enforceOnCreate
s

admissionControl.dynamic.enforceOnUpdate
s

sk

Collector 2389 CPU [R#l, FRALSHEZIIA
fE,

Compliance BN FIFK, FEALSHESZHIA
(ER

Compliance 288 CPU 15K, FALLLSHESZIIA
(ER

Compliance BEMRNFRIE, FRLLLSHEBEZRIIA
{Ho

Compliance &2889 CPU [Rill, FALLSHEZIIA
(ER

Collector fEEFARIRERAR S BIAR S5 HI TLS iE,

Collector fE FARIAIERAR S5 BIAR S5 B TLS UEH B,

% B Kubernetes @ A ELE N %R Red Hat
Advanced Cluster Security for Kubernetes, FFi#&
AdmissionReview &3k, BAFI{ENEOIEEH,

LStk S #%E ) false f, Red Hat Advanced
Cluster Security for Kubernetes &= LA Kubernetes API
ARS5 2RI A EN REFHEHH AR A
ValidatingWebhookConfiguration, BHF*IRE
FMBBESTUROERN, ATLRBLLT false
KRFHEANRHIRR SR A EL, FHRD A AL SR 5589
JLE,

LI BIEHIR A R S HRELE IR Red Hat Advanced
Cluster Security for Kubernetes, {&
AdmissionReview &>k i F exec #l
portforward =, Red Hat Advanced Cluster
Security for Kubernetes A3z #F OpenShift Container
Platform 3.11 R LLINEE,

Itbi% B4l Red Hat Advanced Cluster Security for
Kubernetes @ &1L REE , tNREH, NBES
A AdmissionReview i#H 3K,

e E A A ERIRR S B91T . IR
listenOnUpdates 1577 true F8E1EH 1k,



¥

admissionControl.dynamic.scaninline

admissionControl.dynamic.disableBypass

admissionControl.dynamic.timeout

admissionControl.resources.requests.memor
y

admissionControl.resources.requests.cpu

admissionControl.resources.limits.memory

admissionControl.resources.limits.cpu

admissionControl.nodeSelector

admissionControl.tolerations

admissionControl.serviceTLS.cert

admissionControl.serviceTLS.key

registryOverride

% 4% {8 HELM CHART &%

30

INRFFXANERTTLE S true, MIAHEAEHIRS SIEM
HAEARRRNERE G, BTFRGHBERENLY
o, AERBEEEHEREHBEFPERNME
itk (Blan, EEGMEREES CIER) , FEA
HEETF, JXAIEIRES RHACS ]/ #1859 Contact
image scanners JEITG R,

FeXE N true LZRBSHT Admission Controller,

TV E AR EE KA, Red Hat Advanced Cluster
Security for Kubernetes M iZEFMIsR AR A (LAFD
NEAD) . FEREREERBEGERNERE

i, SNRBAKIHBZTH EET I8 ERA], Red Hat
Advanced Cluster Security for Kubernetes #% 714

-+
/jzo

Admission Control B23HIARFIER, FHILSHES
LUSINER

Admission Control R#afJ CPU 1ER, FERLLSEHE
=50HE,

Admission Control 2R ERE, FRLKSHES
L NINEN

Admission Control F2:80 CPU [R#l, FRALLSHE
=50HE,

R kSRR E IS E  label-key: label-value,
LLig ) Admission Control (WA B BB ERZHTT
=

o

MR kR R T R, HERLESHEES
SAREE, ELLK& Admission Control BIRRER, LS
FERTFEMZT =,

Admission Control {FFIHIAERAR S EIARSSEY TLS i
H,

Admission Control {8 FHBIPIERAR 25X AR 5589 TLS iE
B,

FERLSHEEZEIAM docker.io registry, HIRFEHA
HAMb registry, 1H1ERE registry B9 HR,
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¥

collector.disableTaintTolerations

createUpgraderServiceAccount

createSecrets

collector.slimMode

sensor.resources

admissionControl.resources

collector.resources

collector.complianceResources

exposeMonitoring

auditLogs.disableCollection

scanner.disable
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sk

MRIEET false, NERN AT

Collector, Collector pod ATV EIE A5 mFTE
Tmi, MREFHEIBEDS true, NIFANAEAAE
R, Collector pod *RFEEIERTTRHT Ko

157 true LLOIE sensor-upgrader i/, BRiNER
F, Red Hat Advanced Cluster Security for
Kubernetes T8RP 0/E—1 % sensor-
upgrader BRI, Lok P EE SN, BIUE
AP RRPER, MREEEQEBXMKS, X
Sensor %8 RIHINBRES, /1 F5h5E RS SREF
Ro

57 false LABk:T Sensor. Collector 1 Admission
Controller BI4mEL secret &,

MR E(FA slim Collector K ERE Collector, &g
%E true, f#H slim Collector SR EE Central i1t
ICERHI AR SE eBPF 3R, INREUBLERZ
17 Red Hat Advanced Cluster Security for
Kubernetes, &M stackrox.io FE AR HHM4
8, FHE E{£ZF Central slim Collectors FHEIE®E T
e, B, 1EAIHBIR Central ATLLERIFEETE
https://collector-modules.stackrox.io/ BITE 23RN 7F
fii e

Sensor BB IRAAE

Admission Controller B9 ¥R,
Collector BIBTIRAMAE,

Collector By Compliance B 2B BRI,

NG ET% & true, Red Hat Advanced
Cluster Security for Kubernetes &1F Sensor,
Collector #1 Admission Controller BJi% 0% 9090 £
AFF Prometheus ¥ H7if =,

IR AT LI E N true, Red Hat Advanced
Cluster Security for Kubernetes &% F§ F &l %
BEIRSTHN secret BV RIFMEERAY 1T B &M THEE,

IR AT LI E M false, Red Hat Advanced
Cluster Security for Kubernetes &L £ &R HEE
RERIBRERFEABMSBEEE, URVFRE
OpenShift Container Registry £ R, REE
OpenShift ¥ X #F/5 AH#Ess. RIMED true


https://install.stackrox.io/collector/support-packages/index.html
https://collector-modules.stackrox.io/

¥

scanner.dbTolerations

scanner.replicas

scanner.logLevel

scanner.autoscaling.disable

scanner.autoscaling.minReplicas

scanner.autoscaling.maxReplicas

scanner.nodeSelector

scanner.tolerations

scanner.dbNodeSelector

scanner.dbTolerations

scanner.resources.requests.memory

scanner.resources.requests.cpu

scanner.resources.limits.memory

scanner.resources.limits.cpu

scanner.dbResources.requests.memory

scanner.dbResources.requests.cpu

scanner.dbResources.limits.memory

% 4% {8 HELM CHART &%

sk

R REFIEFTRT R, BEALSEY
Scanner DB $§ &5 R A MR, EMR,

Collector By Compliance B 2B FRMAE,

BTN ELLSE, EFMEREmERFEENA.,
FIX AN R F ke HERR B B,

NSRS £ T % & ) true, Red Hat Advanced

Cluster Security for Kubernetes &2/ Scanner &

BB &,
B BRR/BIAE, FOAED 2.
B BRIRKBIA, BIMED S,

1 kSRR E IS E ) label-key: label-value,
Ll il Scanner (VAR E BB ER ST .

MR ARG AT =, HERLESEN
Scanner &5 AR, (HAMHMR,

1 kISR E IS E  label-key: label-value,
LA Scanner DB [V E B B BB EREMI T R,

IR REFIEFTRT R, BEALSEY
Scanner DB {§E5 R A MR, EMR,

Scanner R&RMAFIFR, ERALSHEREIIME.
Scanner BHaxHI CPU IFK, HEALSHERIIAE,
Scanner REMAFRE. ERLLSHEBEZRIOAE.
Scanner &#:89 CPU R, RALLSHBEZRIAE,

Scanner DB BEMIAFIHE R, HALLSHEZRIIA
1B

Scanner DB &89 CPU iFK, ERALLSHEZIIL

{E.

Scanner DB AN ERE, ERLKSHEBEEZRIA
fE.
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BH ek
scanner.dbResources.limits.cpu Scanner DB &23# CPU [REl, HALLSHEZIIA
{Ho

425110558

RA UK AL T8I E Sensor #1 Admission Controller BB & -

customize:

envVars:
ENV_VART1: "valuet"
ENV_VAR2: "value2"

Bt customize XiE, EEILLALL Helm Chart QIERMIFRE X RIEE B E X Kubernetes STt (FR%H
SERR) URTIEMEMEM pod I1%. Pod EEMARIMELE,

BRERYEZEMN, EEEREE (BN, AENR) FE XM THIERES HEBRSEENTEHE (B,
EBTF Sensor BE)
4.2.6. &% secured-cluster-services Helm chart

Bci& values-public.yaml #1 values-private.yaml 3X {45, &% secure-cluster-services Helm chart LA
BEBENEENEN T RAMH (Sensor. Admission Controller #1 Collector) o

NGy
ERERS YUY REHZEOVEFNUKRERT X5 HHLEIRRIIRRE Collector, BEH eBPF

7, RANARESREEHESR, B UEFI BRI ENEREZNTSHE. REFERIF AR RS
BISRT, FUDHLEI eBPF Rl (MIRFE)

it =

o ZITLATES :

stackrox-secured-cluster-services rhacs/secured-cluster-services \
-f <name_of_cluster_init_bundle.yamlI>\

$ helm install -n stackrox --create-namespace \
-f <path_to_values_public.yaml> -f <path_to_values_private.yaml|> ﬂ

fER - EUEE YAML BB & SX4FRIER AR,

B AFLLEM(C) RS ERE secure-cluster-services Helm Chart, 15 init fl41&
YAML AR MR ZE 2 %45 helm install 635 :

I $ helm install ... -f <(echo "$INIT_BUNDLE_YAML_SECRET") 0

INRIT(E M base64 fRlLZrE, 1EH A helm install ... -f <(echo
"$INIT_BUNDLE_YAML_SECRET" | base64 --decode) #5 %,
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% 4% {8 HELM CHART &%

4.2.6.1. IfEB=E secure-cluster-services Helm chart J5 5 S & 7L 17

1T E 2 secure-cluster-services Helm Chart &, &8 LR AIEC & 5T 1T = i

it =3
1. A% {EEH values-public.yaml #1 values-private.yaml Ed & 3214,

2. 1517 helm upgrade @ S HE A -f LTS EER B X4 -

$ helm upgrade -n stackrox \
stackrox-secured-cluster-services rhacs/secured-cluster-services \
--reuse-values \ﬂ
-f <path_to_values_public.yaml|>\
-f <path_to_values_private.yaml>

ﬂ RIS TE ~-reuse-values 53, A Helm upgrade S EBFFA Z BIEC BN B,

Gk

/

EL AT LA --set =X -—-set-file SIS EREE, BR, XLXRTAREIRTE,
EEMAERHTERN F I EMRE LT,

/z

4.2.7. k&R

FTREEE, BTN EFERERRANMARFEIFIEA RHACS |17 it R £ 4 RIS R
%O

LUFE S I BB RGN ARRFEEXERE, ©i1BEYIE Red Hat Advanced Cluster
Security for Kubernetes BIF E2FIERZ B A 1 F THBE

UERE .
. RIBENREBNSEER RHACS [ ] H#hdt -
a. X FEA :

I $ oc get route central -n stackrox
b. X FMEIES
I $ oc get service central-loadbalancer -n stackrox

c. XFImAKA :
i. BT
I $ oc port-forward svc/central 18443:443 -n stackrox

i# AZ| https:/localhost: 18443/,

49



Red Hat Advanced Cluster Security for Kubernetes 3.70 &%

2. ffA OpenShift Container Platform CLI S| # A :
I $ oc new-project test
3 ERAXERRE—ENARRE
$ oc run shell --labels=app=shellshock,team=test-team \
--image=vulnerables/cve-2014-6271 -n test

$ oc run samba --labels=app=rce \
--image=vulnerables/cve-2017-7494 -n test

Red Hat Advanced Cluster Security for Kubernetes R7E[M5EEHR X j7 B oI #iX L ERE LU T AL £ XS
D REBERIER. #HARHACS [T UEEERIER, EALUERABIAET % admin FIEKELE
B RHACS 1/,
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%5 5% {if] ROXCTL CLI &%

2 5 %= {#FH ROXCTL CLI &%

Red Hat Advanced Cluster Security for Kubernetes 7£ OpenShift Container Platform &&f /%2 5& —2H ik
%, AT T @M roxctl CLI £ OpenShift Container Platform 5£&ffh %22 Red Hat Advanced Cluster
Security for Kubernetes & %5372,

Digk

“®
/N s
A S FEIE, B VFER Helm chart 7 Kubernetes &2 Red Hat Advanced

Cluster Security, BRIFEEEFRILAENFELRESTE, BNAEFA roxctl &2
TEHik.

TEERAE ¢
1. &% roxctl CLI,
2. {#/ roxctl CLI B ZERBFRE ShHE (Central #1 Scanner)

3. %% Sensor LA & RE,

e T fi# Red Hat Advanced Cluster Security for Kubernetes Z2%4 ,

o THELE Red Hat Advanced Cluster Security for Kubernetes By%E R &4

5.1. 2% ROXCTL CLI

B % Red Hat Advanced Cluster Security for Kubernetes, &1 T & — i3l S {4 Sk & % roxctl CLI,
f&AILATE Linux. Windows 8% macOS £ %% roxctl,

5.2. 7£ LINUX &% ROXCTL CLI
RAE LR BB LA TFRAZTE Linux %22 roxetl CLI Z #4524,

i =
1. T# roxctl CLI IR HFTHRA :
I $ curl -O https://mirror.openshift.com/pub/rhacs/assets/3.70.2/bin/Linux/roxctl
2. {# roxctl Z i HlISTHE AT AT ¢

I $ chmod +x roxctl

3. ¥ roxctl Zi#HIST 4 E PATH AREYE KA -
EHEMMM PATH, iHHITUTHS -
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I $ echo $PATH
o T2 REN roxctl R :

I $ roxctl version

5.2.1. 7 macOS %% roxctl CLI

1A URBR LU T RAZIE macOS A& E roxcetl CLI —/E >4,

pi% &2
1. T roxctl CLI IR ETRRA :

I $ curl -O https://mirror.openshift.com/pub/rhacs/assets/3.70.2/bin/Darwin/roxctl
2. MZHBIX R MRmAET BREM

I $ xattr -c roxctl
3. f&# roxctl Z i HISTHFRTHAT -

I $ chmod +x roxctl

4. FF roxctl Zi#HISTH4RE PATH A9BSR -
EREMA PATH, 5HTUTHS :

I $ echo $PATH

o IFmEZRER roxetl iiA :

I $ roxctl version

5.2.2. 7 Windows _E %% roxctl CLI

REI LUIRBBLL T RFZTE Windows £ %23 roxctl CLI — ISz {4,

AR
o T % roxctl CLI IRETARA :

I $ curl -O https://mirror.openshift.com/pub/rhacs/assets/3.70.2/bin/Windows/roxctl.exe

o IMFmEZRER roxetl iiA :
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%5 53 {ffH ROXCTL CLI &%

I $ roxctl version

5.3. &% CENTRAL

Red Hat Advanced Cluster Security for Kubernetes BIE Z4H#4 47 Central, KA LAMERARE X LE&KE
F-7E OpenShift Container Platform £&%% Central, #EREBEEERE Central —R, FHERAE—L&E LT
LA MITEEE,

531 ERREALREF
AR ERRERF IR R RN secret, HERBMBEMA,

it =

1. 181

TRHER install #p

$ roxctl central generate interactive

2. 1% Enter R REFHRAEIRBFEHA B E LE,

o

Enter path to the backup bundle from which to restore keys and certificates (optional):
Enter PEM cert bundle file (optional): ﬂ

Enter administrator password (default: autogenerated):

Enter orchestrator (k8s, openshift): openshift

Enter the directory to output the deployment bundle to (default: "central-bundle"):
Enter the OpenShift major version (3 or 4) to deploy on (default: "0"): 4

Enter Istio version when deploying into an Istio-enabled cluster (leave empty when not
running lstio) (optional):

Enter the method of exposing Central (route, Ib, np, none) (default: "none"): route 9
Enter main image to use (default: "stackrox.io/main:3.0.61.1"):

Enter whether to run StackRox in offline mode, which avoids reaching out to the Internet
(default: "false"):

Enter whether to enable telemetry (default: "true"):

Enter the deployment tool to use (kubectl, helm, helm-values) (default: "kubectl"):
Enter Scanner DB image to use (default: "stackrox.io/scanner-db:2.15.2"):

Enter Scanner image to use (default: "stackrox.io/scanner:2.15.2"):

Enter Central volume type (hostpath, pvc): pvc

Enter external volume name (default: "stackrox-db"):

Enter external volume size in Gi (default: "100"):

Enter storage class name (optional if you have a default StorageClass configured):

MMRERMBE L TLS UES, HRM PEM GitSiE BXXHBEE, JEEEBE GEHH,
REARREFLSRTENEEZFERYEE CEFRA PEM R,

EEA RHACS 1/, BpiEREE (MEHEEHSFHT RmE) 2FF.

INRIFITRIFEH A hostPath & OpenShift Container Platform %% Red Hat Advanced
Cluster Security for Kubernetes, &N SELinux 5B,
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Digk

==
[=]

1£ OpenShift Container Platform A1, *fF hostPath &, /i

SELinux SREE LSS R EN MBI EZME ., X2FE N SELinux 2R1ABE
IFEFHEZ, BB SELinux FE, HZ2TUTHRS :

I $ sudo chcon -Rt svirt_sandbox_file_t <full_volume_path>

B2, ZIIEARHEFIEN] SELinux 2kE8, 7E OpenShift Container Platform £
ZEIER PVC,

ERE, RERFERUE—1EH central-bundle B3 43%, HPEERATERE Central FFEM YAML
BHEANHA, 54, BRRTESEZTHHANRES VR, USEEMAESIEBMANML, AR
23, DARESK RHACS THPMBMIIEVIEE (MNRECIFR T RIBEED)

5.3.2. in{THRRZERHEA
BIIREANLERERFRE, BALUZ1T setup.sh IARE R % Central,

iz
1. 1217 setup.sh FIARECE K registry VilH] :
I $ ./central-bundle/central/scripts/setup.sh
2. QIERRFR IR
I $ oc create -R -f central-bundle/central
3. MEEBEHE :
I $ oc get pod -n stackrox -w

4. 1E Central i21T7/&, #EI RHACS [/ IP it HAENI 2R IT T, RIEEER B RHHEEER X
S, EFEBALUTAZEZ—IREIP #hil,

PRAE By ot =~
Route oc -n stackrox get TEfiH AP https://central-
route central HOST/PORT 7 ~#)  stackrox.example.r
ok oute
pi=t oc get node -owide  {EA 5 sHY IP SEH https://198.51.100.
&& oc -n stackrox %, ERSZRMImO  0:31489
get svc central- H

loadbalancer
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%5 5% {if] ROXCTL CLI &%

DA o8 Houk Bl

Load Balancer oc -n stackrox get EiR0O 443 LRSS https://192.0.2.0
svc central- 7R EXTERNAL-IP 2%
loadbalancer EHA

x central- https://localhost:8 https://localhost:8
bundle/central/scri 443 443
pts/port-

forward.sh 8443

MREIER RSN EFET BEERNEBE, Sl TeaREICKE
Central :

I $ cat central-bundle/password

5.4. Z& {128 (SCANNER)

IR BT LLERE Red Hat Advanced Cluster Security for Kubernetes, LM T RFAIE VG EEFE Ik
VR IR EE.

{B2, Red Hat Advanced Cluster Security for Kubernetes MRt — Mg AT F4H M, il
Scanner, B8R T AERKREESHETRE.

TR INERE Scanner, LMEERILUIHATE SRR, SIELH registry FRRR, T RIKRE, EaTLUE
Fi Central ZE[E—&E¥$EE Scanner,

FRFH

o MAIERESRR registry, LASRIT Scanner R FEMIH#HR. BE, R registry SEAKH Red
Hat Advanced Cluster Security for Kubernetes B %8I,

1. BT TS EKEBEFIR registry 1517 :

I $ ./central-bundle/scanner/scripts/setup.sh

2. lXZmMRE, BITUTeSLULREEEFRS

I $ oc create -R -f central-bundle/scanner

5. &L R%25 (SENSOR)

ZIRIREE, BWIIERE Sensor, WG Sensor BREEIE R IRM BN KD, UTLSRERER
RHACS [ ]/ ARnn{% ks,

55



Red Hat Advanced Cluster Security for Kubernetes 3.70 &%

i =
1. £ RHACS [']/7, # AZE| Platform Configuration - Clusters,
2. 1%+ + New Cluster,
3. AEREREE—TEM,
4. RIFEBEEE Sensor WALE, HFEIRHEHELUMIE,
o MREBEHLER—KEHFTEE Sensor, 1HEZARAFHEMIINE.

o MBMEMBIRAEWER D, 5T central.stackrox.svc:443 &5 794728, 7 &iH
OsiHbthit, GFHOS, ATUEEAMERR,

o NRIEMEA—NZHIE gRPC WIF 39185, W0 HAProxy. AWS Application Load Balancer

(ALB) 2% AWS Elastic Load Balancing (ELB), 1&f#F WebSocket Secure (wss) /11, f&F
ws :

o {HF wss:/ Fitt AN E/IZ,
o FEHbitEAINIHOS, 4140 ws:/stackrox-central.example.com:443,
5. = Next BAEEE Sensor KB,

6. = Download YAML File and Keys FE &R S (zip A1)

BF

SHMAS zip FHEBRBIEHNE-EENEY. T2EF—TEEPERR
AR,

7. R LAV R R ERB R R AT, MR MR B H121T sensor BIK ¢

I $ unzip -d sensor sensor-<cluster_name>.zip

I $ ./sensor/sensor.sh

INRIBIREIERE Sensor WATHRIRME S, HHRRFERNRRE, NERBFEENPCRIRERE
B,

E8E Sensor 7, ERBRADFFIREBEEREER.

1. 3RE RHACS TP H R EBEZ DKM WMRMI, NE #2 BoPRHIA—MEBEHS, RE
EBEEISEENL, HERAUTRRRERY -

® 1 OpenShift Container Platform A :
I $ oc get pod -n stackrox -w
e XfF Kubernetes :

I $ kubectl get pod -n stackrox -w
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%5 5% {if] ROXCTL CLI &%

2. = Finish =& O,

LT, Sensor FFIAM Red Hat Advanced Cluster Security for Kubernetes IR&EZ £ R, ™ RHACS
[THERRF R EREE. FRIGRMNEEERIER.

5.6. ki

FTREEE, BTN EFERERRANMARFEIFIEA RHACS |17 Rt R £ A4 RN KIS R
%O

LUFE S I BB RGN ARRFEEXERE, ©i1BEXIE Red Hat Advanced Cluster
Security for Kubernetes BI# E2FIERZ B A 1 - THBE

R
1 RIBERBAISEETH RHACS [Ttk
a. NFEEHEA :
I $ oc get route central -n stackrox
b. X F M EaEEs
I $ oc get service central-loadbalancer -n stackrox
c. WFmOKA -
i IZITLA TR AR
I $ oc port-forward svc/central 18443:443 -n stackrox
# A E| https://localhost: 18443/,
2. {# M OpenShift Container Platform CLI BI|&# 78 :
I $ oc new-project test
3. EAXERRE—ENARRE
$ oc run shell --labels=app=shellshock,team=test-team \
--image=vulnerables/cve-2014-6271 -n test

$ oc run samba --labels=app=rce \
--image=vulnerables/cve-2017-7494 -n test

Red Hat Advanced Cluster Security for Kubernetes R7E[M5EEHR X f B B X L ERE LU T AL £ X
DUREETERIER. #ARHACS [T UEEERIER, EALUERABRIABET % admin FIEKREFLE
B RHACS 1/,

7. Ht TR

o @id Helm chart A B E X &% Red Hat Advanced Cluster Security for Kubernetes
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5 6 = 1% RED HAT ADVANCED CLUSTER SECURITY FOR
KUBERNETES

%% Red Hat Advanced Cluster Security for Kubernetes fif, ©& 0% :

o MNRIEFET Operator &AL, —1 %N rhacs-operator BIEy & Z2 (7], Operator FIEXNp &
2o A R %

o %) stackrox B & ZEh], HEMEOEM Central #l SecuredCluster BE X EIBRH 54— ép
ey

o FrAHH4H PodSecurityPolicy #1 Kubernetes £ F A &1/ ]3] (RBAC) X &
o I RZEA_ EMRIAING, T ERRIRIZE SRR
o — /A NABFBENHIRE L (CRD), MIREAREFE

#N%; Red Hat Advanced Cluster Security for Kubernetes 3% R MR A X LI H,

6.1. PR o £ 22 [H]

& BT LUEF OpenShift Container Platform 5% Kubernetes #3547 SR Bk Red Hat Advanced Cluster
Security for Kubernetes fl| 2/ 4p & 22|,

Pk =
o fitlf& stackrox v & Z8[H] :

o 1E OpenShift Container Platform A :
I $ oc delete namespace stackrox
o XfF Kubernetes :

I $ kubectl delete namespace stackrox

, MREERRNDEERFRET RHACS, 157 delete b4 {5 1% 6n & Z2 [AI B & 7R

6.2. ik /IR

& BT LUEF OpenShift Container Platform 5% Kubernetes #35517 SR EffIBk Red Hat Advanced Cluster
Security for Kubernetes fl|2M£ B %R,

it =
o fHERERHIR :

o 1E OpenShift Container Platform A :

$ oc get clusterrole,clusterrolebinding,role,rolebinding,psp -0 name | grep stackrox |
xargs oc delete --wait

58



% 6 3 H1#k RED HAT ADVANCED CLUSTER SECURITY FOR KUBERNETES

I $ oc delete scc -I "app.kubernetes.io/name=stackrox"

I $ oc delete ValidatingWebhookConfiguration stackrox
o XfF Kubernetes :

$ kubectl get clusterrole,clusterrolebinding,role,rolebinding,psp -0 name | grep stackrox |
xargs kubectl delete --wait

I $ kubectl delete ValidatingWebhookConfiguration stackrox

6.3. BRI EFIST AR
& BT LUEF OpenShift Container Platform 5% Kubernetes #3547 R EffIBk Red Hat Advanced Cluster
Security for Kubernetes A0l BIFR 2RI E R,
Pk
o JHPRITZEFNERR -

o 1E OpenShift Container Platform A :

$ for namespace in $(oc get ns | tail -n +2 | awk {print $1}'); do  oc label namespace
$namespace namespace.metadata.stackrox.io/id-;  oc label namespace $namespace
namespace.metadata.stackrox.io/name-;  oc annotate namespace $namespace
modified-by.stackrox.io/namespace-label-patcher-; done

o ¥IF Kubernetes :

$ for namespace in $(kubectl get ns | tail -n +2 | awk {print $1}'); do  kubectl label
namespace $namespace namespace.metadata.stackrox.io/id-;  kubectl label
namespace $namespace namespace.metadata.stackrox.io/name-;  kubectl annotate
namespace $namespace modified-by.stackrox.io/namespace-label-patcher-; done
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