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£ 13 5518 REGISTRY £

Red Hat Advanced Cluster Security for Kubernetes (RHACS) 5 & iR registry 82k, LUMEEAILLT
FRIRA IR FE N A 2 2 RIS LU AR R

S5k registry £, BAUEEERNEGEKIEE, WHEELEBHM Dockerfile 71§ (BREHK
2) .

¥ RHACS 5 registry &£/E, ERILUTHEER. BEEFGGAHS, HEREBMNHEHRERBN A
%o

LIRBRR registry =R, RHACS A&I1H registry RBIRT A IR, RHACS (X H &
R

o EEEFEABS

e f{#F roxctl CLI f B 5%k

A o FERAFEEM(CHRIFmBITITR 2R

IRET LS RHACS 5 X E5HiM& registry £/, SIE :
® Amazon Elastic Container Registry (ECR)
® Docker Hub
® Google Container Registry (GCR)
® Google Artifact Registry
® |BM Cloud Container Registry (ICR)
® JFrog Artifactory
® Microsoft Azure Container Registry (ACR)
® Red Hat Quay
o /THEE 2R registry
® Sonatype Nexus

e {# [ Docker Registry HTTP API BRI E A registry

11. B E

Red Hat Advanced Cluster Security for Kubernetes @3& 511 registry FIERIAERK, 0 Docker Hub #
HAh registry, ©L A LURIBIGIEEER LM ITH (0HMR pull secret) BEELESEK. BE, EXH
EFBLE registry K.


https://aws.amazon.com/ecr/
https://hub.docker.com
https://cloud.google.com/container-registry/
https://cloud.google.com/artifact-registry/
https://www.ibm.com/cloud/container-registry
https://jfrog.com/artifactory/
https://azure.microsoft.com/en-au/services/container-registry/
https://quay.io
https://access.redhat.com/RegistryAuthentication#red-hat-registries-1
https://www.sonatype.com/nexus-repository-sonatype
https://docs.docker.com/registry/spec/api/

$ 13 55i{% REGISTRY &5

BF

INR{FF GCRregistry, Red Hat Advanced Cluster Security for Kubernetes A& Bzl
2 registry £

1.2. AMAZON ECR &5

X F Amazon ECR &R, INRIHRELLTRMH, Red Hat Advanced Cluster Security for Kubernetes & B %)
4B ECR registry 525X :

o KHMTHNFEE AWS,

o BT mEA Instance Identity and Access Management (IAM)A & XL, B SEFITEIER
SETAPETA, HI0, XA Amazon Elastic Kubernetes Service (EKS)EEBERER, LA
BN EKS Node IAM A 1,

e Instance IAM BEBEH IAM KIE, EFEEMFPIBEM ECR registry B9 AT R,

INRHR T IS, Red Hat Advanced Cluster Security for Kubernetes 132 M ECR registry H1EXH
EHE, HNElBERK ECRERM, Bl XLERFEENERBREST].

1.3. F5EE =& REGISTRY
INRFEA GCR, NMAIF OB registry &R

1.3.1. F5IE2E OpenShift Container Platform registry

& A LU Red Hat Advanced Cluster Security for Kubernetes 5 OpenShift Container Platform A& & 2%
R registry £,

AR

o MEE—ARHLMBIELFEERIT OpenShift Container Platform registry #1T7 &2 301E,

it =

1. £ RHACS [/ ®isHh, # A Platform Configuration — Integrations,
2. 1£ Image Integrations &84 F, ¥ Generic Docker Registry.
3. Hili New integration,
4. AR RS
a. ERAT  ERBIET.
b. U : registry By,
c. AF&MEBH.
5. MNRIEIEERET registry R EER TLS iET, 5% Disable TLS IEBEIE (FLE) .
6. 1%F¥ Create integration without testing R8I %E M, MAMIKE registry BIERE,

7. #EFE Test EH 5 /RI% registry EMR RS EE TE.
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8. % Save,

1.3.2. B2 & Amazon Elastic Container Registry

IR BT LU#E A Red Hat Advanced Cluster Security for Kubernetes 5832 F11E84 Amazon Elastic
Container Registry (ECR)5EK, IIRMEEM Amazon ECR ZE, NIBHE B4 Amazon ECR registry
HER., B2, ErREEaT0RERN, LIIHEEBENBIGER. TSR BihEKREKRNS
., i, SR B SIERNBI Amazon ECR ERERMEMIUEE, LAER AssumeRole H1p551E
S HEMIBAUERY,

AR

B

EEIRET BEIERKRHI ECR SENRFIHHIEDR, 15MIBRERF] Red Hat Advanced Cluster
Security for Kubernetes, &M Amazon ECR EREERAT, FABhERNSEOE—
I TE S

o R/ — Amazon Identity and Access Management (IAM) 1A/ 2 4H ID #0 secret V5 [R] B A,
FA4, EETLUERT RAHIR IAM A, 40 kiam =X kube2iam,

o UiNBWARAEAE ECR BIEIIT IR, MBEEZER, ESHMA IR AWS Vi 25 ?

o HNRIEIE Amazon Elastic Kubernetes Service (EKS)H3iZ1T Red Hat Advanced Cluster Security
for Kubernetes, FH&HE5HH Amazon Ik HI ECR &/, 85T ECR LB F i ZE RS
BB, 1RER WEFMAESRRSIE A N Actions FRIILEA, 5% Amazon ECR AP 2/ERILLTRE

o

o

it =

ecr:BatchCheckLayerAvailability
ecr:BatchGetlmage
ecr:Describelmages
ecr.GetDownloadUrlForlLayer

ecr:Listimages

1. £ RHACS [T/ Mk, # A Platform Configuration — Integrations.

2. 7E Image Integrations E84 F, %% Amazon ECR,

3. = New integration, &R BIIEMRMEMZ—ITHE, AEK Edit.

4. B ASHEW LT FERRYIFIE

a.

b.

BEMEENER - IRCEFTEFBHRNBRGESESEIENER TERER, HERIE,
REEBRR - RBIER,

Registry ID : registry 8 1D,

W : registry BYHE, 7%E#E AssumeRole &R, FA&ERIELFER,


https://aws.amazon.com/premiumsupport/knowledge-center/create-access-key/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/set-repository-policy.html
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e. Region : registry BJX 15, 41 us-west-1,

5. WRMEA IAM, 1Ei%£#E Use Container IAM role, &, &Rk Use Container IAM A EF I A
Access key ID #1 Secret access key,

6. HIRFEA AssumeRole HPTIE, 1H1%EE Use AssumeRole F4i A LL T FERHIEE -
a. AssumeRole ID : EBREMAE ID,

b. AssumeRole External ID (7[i%) : #IREFERET A AssumeRole BIAER ID, EALITELL
WEIAE,

1L#% Create integration without testing RO, MAMHE registry BIEE,
8. 1%FF Test MK 5FTI%E registry IR E S IEE T,
Sin

% Save,

1.3.2.1. i assumerole 5 Amazon ECR —i2f# /i

B LUFER AssumeRole ##F X7 AWS BRI AIABR, MESFIEESNIHEIWNE, mz, &
ALE N EEMEMNRNAR, UERFHSIRREREAE. AssumeRole R F &R T, Bk
B EEE AR,

1.3.2.1.1. A2 IAM B2 AssumeRole

1£ Red Hat Advanced Cluster Security for Kubernetes F{#fH AssumeRole fi, ENITEEEREE.

T
1. NIRHY EKS &5 F IAM OIDC L7 -

I $ eksctl utils associate-iam-oidc-provider --cluster <cluster name> --approve

2. MR EKS &8 0/E—1 IAM A&,
3. MEOIENABERSM 7 RE

$ kubectl -n stackrox annotate sa central eks.amazonaws.com/role-
arn=arn:aws:iam::67890:role/<role-name>

4. EJE Central AN AE N,

I $ kubectl -n stackrox delete pod -l app=central
5. fiAesREAITARRERZERE A —TABNEKE !

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "VisualEditor0",
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::<ecr-registry>:role/<assumerole-readonly>" ﬂ


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
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}
]
}

Q ¥ <assumerole-readonly > &t HIZERENAE,

6. EHEERIXMABHEERR

{
"Version": "2012-10-17",

"Statement": |

{
"Effect": "Allow",

"Principal": {
"AWS": [
"arn:aws:iam::<ecr-registry>:role/<role-name>" 0

]
b

"Action": "sts:AssumeRole"

}
]
}

Q & It;role-name > R/i% 5 2 Bl 2T & B ITE,

1.3.2.1.2. TEREE S |IAM M5 TACE AssumeRole

ERERERS IAM BIER TFERA AssumeRole, fE@a7i{FE B4R #0 secret BEALL AWS B B0 1T 51D
¥k, FEARmEIN,

¥ =
1. #R#E AssumeRole i @& 5 ECRregistry i FR—MEF A, SEERRMIKS A, SR :
o MREBREABMATS ECR registry il FE—MK T/, NG ARREINRNTAE,

FLEAEE, BALREFELFEAAELEE. B8, Boirt/REE
e,

o =FE, MNIRMIGA ECR registry BIMUR, HERFAIF S ECR registry A REBIK - AREsS
ENHEEXRR:

{
"Version": "2012-10-17",

"Statement": |

{
"Sid": "VisualEditorQ",
"Effect": "Allow",
"Action": "sts:AssumeRole",

"Resource": "arn:aws:iam::<ecr-registry>:role/<assumerole-readonly>" ﬂ


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
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}
]
}

Q ¥ <assumerole-readonly > &t HIZERENAE,

2. @i 7E Principal FERHFEZ A ARN REEABHEEXR :

{
"Version": "2012-10-17",

"Statement": |

{
"Effect": "Allow",

"Principal": {
"AWS": [
"arn:aws:iam::<ecr-registry>:user/<role-name>"

]
b

"Action": "sts:AssumeRole"

}
]
}

1.3.2.1.3. £ RHACS ®#ifigi& AssumeRole

1£ ECR Ht & AssumeRole [5, f&aILU#EH AssumeRole $ Red Hat Advanced Cluster Security for
Kubernetes 5 Amazon Elastic Container Registry (ECR)5EK,

it

1. £ RHACS [T/ Mk, # A Platform Configuration — Integrations,
2. 7E Image Integrations E89 F, %% Amazon ECR,
3. Hil New Integration,
4. BN TR -
a. ENREM  ERMETR,
b. Registry ID : registry 8 1D,
c. Region : registry BJX15, #0 us-west-1,

5. fNREMH IAM, &% Use container IAM role, &I, &k Use custom IAM A HEFHHi A
Access key ID #1 Secret access key,

6. WIRHEA AssumeRole, iH1%#: Use AssumeRole, i ALLTRERHIENE

a. AssumeRole ID : EBREMAE ID,

b. AssumeRole External ID (7[3%) : #IREFEFET A AssumeRole BIAER ID, EALITELL
WEIAE,

7. #EFE Test A 5 FRI% registry EMR RS EE TE.


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
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8. 1L Save,

1.3.3. FI/JEZE Google Container Registry

& 0] LLf¥ Red Hat Advanced Cluster Security for Kubernetes 5 Google Container Registry (GCR)%
o

=55
o BB —NIRSIK B,

o KREXBIBRSSIK P W AA TS registry. BXEFRTFRAPMEMITE UiFINR GCRIER, HS
58 B & 17 ] #2271,

o WNR{FHEF GCR Container Analysis, U TAERZRFRSIKS
o ABOWMEETEES
o ZAEFPHT Occurrences Viewer

o FENRERR

i =
1. £ RHACS [T/ Mk, # A Platform Configuration — Integrations.
2. 1E Image Integrations #843 F, 1% Google Container Registry.
3. Hili New integration,
4. BMIALLTFFERBIIES
a. ENREM  ERAIETR,
b. K& : ¥ Registry,

c. FAMFKRImR : registry Bk,

a

WiH : Google Cloud T B &5,

AR5 B85 (JSON) A F Zp 48 iERIBR S5k P B .

o

5. %% Create integration without testing EOIZEE MK, MAMKE] registry FIiE#EE,
6. 1EFE Test MIXSAFIE registry IERE T IET TIE.
poin

7. 1%F¥ Save,

1.3.4. F5BLE Google Artifact Registry

& BT LLf¥ Red Hat Advanced Cluster Security for Kubernetes 5 Google Artifact Registry &%

AR

o ME|EE—/HH Artifact Registry Readerldentity and Access Management (IAM)& &
roles/artifactregistry.reader B9AR 551k /- B34,

10


https://cloud.google.com/container-registry/docs/access-control
https://cloud.google.com/container-registry/docs/container-analysis
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it

1. £ RHACS [T/ Mk, # A Platform Configuration — Integrations.
2. 1£ Image Integrations #34 F, 5% Google Artifact Registry.

3. Hili New integration,

i

. BIALLTFERBIES

a. S|ELEBMR : ERBIE,

b. Registry fins : registry Btk

c. BiH : Google Cloud T H %7,

d. RSk EHISON) BT S0 5 IR AR 5K - B,
5. i%#¥ Create integration without testing 0 EMK, MAMNIKE registry BIERE,
6. iiF Test RIS AL registry MERE S EH LI,

b

7. 1%F¥ Save,

1.3.5. F3JBL & Microsoft Azure Container Registry

& B LI Red Hat Advanced Cluster Security for Kubernetes 5 Microsoft Azure Container Registry &
o

AR
o MWNB—NRF&MEBFREHTHBEIE,
iz
1. £ RHACS [T/ Mk, # A Platform Configuration — Integrations,
2. 7E Image Integrations £8%> F, 1%# Microsoft Azure Container Registry,
3. Hili New integration,
4. AT FERBIFENE -
a. LA - BB,
b. U : registry Bk,
c. AP AMEH.
1L#¥ Create integration without testing RO, MAMHE registry BIEE,
6. 1EFE Test MK SAFIE registry IERE T IEF TIE.
%k

% Save,

1.3.6. FIECE JFrog Artifactory

1
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& A LU Red Hat Advanced Cluster Security for Kubernetes 5 JFrog Artifactory 5.

EIE= Jia
o RIA—MEMA JFrog Artifactory 1T B R3S IERI R 7 2B,

it =

1. £ RHACS [, # A Platform Configuration - Integrations,
2. 7E Image Integrations E8> F, E# JFrog Artifactory,
3. Hili New integration,
4. AR RIS
a. EHAT  ERBIET.
b. U : registry Bk,
c. AF&MEBH.
5. MRIEIEERET registry BREER TLS iET, 5% Disable TLS IEBEIE (FLE) .
1%+¥ Create integration without testing R0 &E MK, MR E] registry BIIERE,
7. 1%4%E Test KM 5 AL registry IR T EE T,
vin

8. 1% Save,

1.3.7. F5IE2 & Quay Container Registry

& BT LLY$ Red Hat Advanced Cluster Security for Kubernetes (RHACS)& Quay Container Registry &
. EWRILMERLLTAES Quay £/ :

o 5 Quay NHEMEE (registry) &K : W AETABTEZHINIL,

o FHANAIKIS Quay FAE registry &% : IEAEREREAIEN AL 7 LUAF Quay (3
=) . MEEZER, 1HSH Quay X4,

o 5 Quay £EXLMER Quay HIERRFMAE RHACS {12 : tbA%EA APl, HEE OAuth
ST ERKIE, ESH"RINTER"E2 8" S5 Quay Container Registry SR LA HERIR"

=S5
o ETET Quay EEMRIATHMEIE, BFERSIEAIKSH OAuth TREXEKNERE (EF
m) o
it

1. £ RHACS 1Mk, # A Platform Configuration — Integrations.
2. 7E Image Integrations #8%> F, % Red Hat Quay.io,

3. Hili New integration,

12


https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html/use_red_hat_quay/use-quay-manage-repo#allow-robot-access-user-repo

$ 13 55i{% REGISTRY &5

4. BIANERA,
5. HiA Endpoint, sEHiIA registry BIithiit,
a. MRIEES Quay NHEBEFMHEER, 7E Type T Registry, REHAT—%,
b. MREBELS Quay FrE registry 55X, 1E Type FTi%£#¥ Registry HEUTFEHRHAER :

o M A HAFA : NREFEA Quay s AR U5IH] registry, EHIARF %, <
namespaces+<accountnames.,

o M2 A EW : MREMER Quay .25 AMK 517 registry, 1EHI AN A B &8
B,

e OAuth G : MNREMEA OAuth 8% (EF ) 1A registry, HEELFEPHAT,

6. A% MIRIBIEEREE registry K& AR TLS UEP, 1E1%E#F Disable TLS iFBRIE (F&R
2) .,

7. w3k BEERNNANIER FOEREK, 15155 Create integration without testing,
8. 1L Save,
pa -3

INRBEYHE Quay £/, BFRBEFHEHEIE, 1HRIE%E LR Update stored
credentials,

1.4. Efb TR

® 5 Quay Container Registry S LI &

1.4.1. F5/E2 & IBM Cloud Container Registry

& 0] LLf$ Red Hat Advanced Cluster Security for Kubernetes 5 IBM Cloud Container Registry £,

AR

o BA— APl B T IBM Cloud Container Registry #1T B354,

iz
1. £ RHACS [T/ Mk, # A Platform Configuration — Integrations,
2. 7E Image Integrations #84> F, %% IBM Cloud Container Registry,
3. Hili New integration,
4. AT FERBIFEE -
a. ENREM  ERETR,
b. U : registry Bk,

c. APIEHA.

13


https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/3.73/html-single/integrating/#integrate-with-qcr-scanner_integrate-with-image-vulnerability-scanners
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5. #$F Test il 5% registry FIER R A IEE T1F,

1k
6. % Save,

1.4.2. FEECE Red Hat Container Registry

& BT LLf$ Red Hat Advanced Cluster Security for Kubernetes 5 Red Hat Container Registry &%,

AR

o WA —A AP ZMEILF 8B Red Hat Container Registry i#1T &2 %5 1F,

it

1. £ RHACS [T/ Mk, # A Platform Configuration — Integrations.
2. 7£ Image Integrations #89> F, %% Red Hat Registry.
3. Hil New integration,
4. AL FERBIIES
a. BB - BB,
b. U : registry By,
c. AP AMEH.
1L#% Create integration without testing RO, MAMHE registry BIEE,
6. W Test KM 5 AL registry FIER RS EH TIF.
%k

% Save,

14
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Red Hat Advanced Cluster Security for Kubernetes (RHACS)5 & FELE MK (C) ™ mERK, FRIFEHE
ERE B ARRIN. A (Al AR B L2 2 A,

TR BRFHEEE registry /5, Red Hat Advanced Cluster Security for Kubernetes £/ % Cl &,
B MR BRI R A S ELBE RS R IERE RSN E T4, BRCEEMEM bRk
K. linter violations & fth[n] i,

NRATEE, ENIZFIRAESIRSERE HE LR EFHIERK (MREEMN R 21E Red Hat Advanced
Cluster Security for Kubernetes #%) %Ki,

WIT B R Red Hat Advanced Cluster Security for Kubernetes £ 5 Cl P REK, KEHEEETHE
REC BRI BRI ER kg, MNRAREERER, BHEAFFRET—MEANGER, SERKER,
BIFIEA R UIER, B RIRER S IE— DR fZE ; WRE N build-phase sEHITRICEERE, M1Z SR KK
KRR R BIEFHRKHE,
2% Red Hat Advanced Cluster Security for Kubernetes 5 Cl R, HIRBLU TS EHIT :

1. BB SREE,

2. BCi& registry &£,

3. EBEXF Red Hat Advanced Cluster Security for Kubernetes SEIB 4 [A]

4. 5ECIEEEMK.,

2.1. FRE M SRR

EEMEBEAE Red Hat Advanced Cluster Security for Kubernetes 58§, A& Scll B HIE LUE R
FRBESBIPWIIENER, RE, EOTSTECEREFHEERIM registry EEM.

2.1.1. K &I AR build-phase K&

8/ RHACS | 1R E R TE Red Hat Advanced Cluster Security for Kubernetes H g & B{E A FH A F4 2R/
ERSRIR,

Y=

1. £ RHACS [T/ Muheh, # A ZEl Platform Configuration — Policies.

2. FALEE %R Lifecycle Stage:Build.,

2.1.2. BB RYUREE

bR T ERBIAKEEN, BILAALATE Red Hat Advanced Cluster Security for Kubernetes H |2 B & X 5&
B

it =

1. £ RHACS [T/ Miheh, # A ZEl Platform Configuration — Policies,
2. i + New Policy,

3. HIASKEEBE Name,

15


https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/3.73/html-single/integrating/#configure-build-policies
https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/3.73/html-single/integrating/#configure-registry-integration
https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/3.73/html-single/integrating/#configure-access
https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/3.73/html-single/integrating/#integrate-with-your-ci-pipeline
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16

1.

12.

13.

14.

15.

16.

I RBE R B ¢ Critical, High, Medium, 2% Low,

WEFESE R TR ERERAMEE, Build, Deploy, 5 Runtime, BRI LUEFEZNNER,

| RN S CI RGO TR, 15155 Build /Foy £ s B EAN R

o EFIRIEER THSKFER, %0 CVE # Dockerfile 384,

® Deployment-time SRIGFT LG EFTEMEN RISIE, S EALUEERBEFEENHK
&, ILVEIURR B 1T SR Docker PP AR ERTF,

o ZITHIRIEA LG ST AN B A ERE S R SRBEIIE, LURIZ4TH HA R IIT BB,

. 7E Description Rationale, #1 Remediation FEXFHIAB KEKEHER, & CIKIEIER, &

BRXEFEPNSE, @it, @8RBI RBIREER.
M Categories THIZE B AIEFERTI,
M BRI TR R hEFRBMER, 14 FhEE B IS R LRI B R@ A,

1R TFF Red Hat Advanced Cluster Security for Kubernetes S3@ X014t E (40
Webhook. JIRA B PagerDuty) 2£AX, FReiEE @M, REEEMEA Red
Hat Advanced Cluster Security for Kubernetes £ B IR @ AN R, F&E
TEHRERF.

{#f Restrict to Scope ([N EREF. R ZE R FIREE AILLRES, EAILURINSNER, if
AJ1E RE2 AR A ENRA X 1Tar & 2 B AR,

. {5 F Exclude byScopeHE?éFB%"‘B%\ SR SREEMAE. LFBRRTIRBTERTEEE

BISEAR, IERILURINS NSER], AA7E RE2 AP EAENRAR TR B ERMIRE, BE,
@%Eﬁﬁﬁlﬂlﬂﬁﬁf%ﬁﬁ (EN

%7 F Excluded Images ({XPRBuild Lifecycle) , & MERIE N Hid L E RMFIRPIEFAR
%o

p= Y=
Excluded Images (Build Lifecycle only) % & (L B R B RSt PRV IR

(ML mBEN ) NFER, NREEALRIRKEZITERZE ( Deploy £
HARY B B2 1THSE SN ( Runtime £ EHAMNMER), MBI,

7£ Policy Criteria 835371, BCEFARAZIZRISHBEIE.
FEEMRIRL AR Next,
RIS EAR TR TE /S PSRRI AR 4 8933 R B R B9 T B3
FEEMRIRL AR Next,

SRR B HIIT . sRBNZEGER TN Lifecycle Stages LA &, %5 ON sl
PATERBEF IR EERIE R, %5 OFF RIkEERER



E2E 5 CIREERK

2 3

Gk

B LR BB T N EERT AR,

o XIF Build {iEg, HHKSRBEEMTEN, Red Hat Advanced Cluster
Security for Kubernetes ¥ 75555317 Cl f9%,

%I F Deploy [1E%, Red Hat Advanced Cluster Security for Kubernetes &2
IE O SRR R MR E, A EANEGIRmEIEREF, Kubernetes
2k OpenShift Container Platform API RS2 2R IEFRIEAR SIS E, £H

fthEE&¥, Red Hat Advanced Cluster Security for Kubernetes A& #lHY
BE, LUHIEEE pod,

%FF Runtime [T E%, Red Hat Advanced Cluster Security for Kubernetes &
ZIE SRR EGEERMAE pod.

o
SR M A A B AT PR ST 4 AR, 752 F IR, A
AT RIZAREE, SRR AT o 2o Sl 1.

2.2. Bidi& REGISTRY £5%

EHEG, B3R At Red Hat Advanced Cluster Security for Kubernetes, LAV RIETEFY R E E R {E
FAHIEE R registry,

2.2.1. I EIMAEM registry K

ISR LB A RHACS [T R B R BB S registry &M
ik
1. £ RHACS [T/ Mk, # A Platform Configuration — Integrations.

2. 7E Image Integration BT, EZEE ERH Registry indl, WITEILTHE B WIZMEELER
B #HE,

IR HRBZEH BN Registry T, SAITE 55 registry K.
2.2.1.1. HAth 553

o S55&K registry £
2.3. B &[]

Red Hat Advanced Cluster Security for Kubernetes 124t 7 — N5 1T E(CLI) roxctl, LUER LU
#4%¥ Red Hat Advanced Cluster Security for Kubernetes $RBEE MR I E B H, roxctl CLI £EiHA*
(A EBFEAE B RINMEE ©], LMEFFAZ AR TLUERRESBRNRIAN AT Bink,
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BEL 2T Red Hat Advanced Cluster Security for Kubernetes AP| fRZ5 283 1T &P J0IE, /o2 —
A~ APl 5 h&,
2.3.1. {8 roxctl CLI 31T &1 5E

EIHTEMIIE, EAUERSMRIESENERE AN, AERNEE T IMERERSDIIESRE,
NN TR B E DT AR HIRR,

ERUT S REMRFDIUETE,

pri¥ =
A RHACS [/,

b
7 A Platform Configuration - Integrations,
3. M TRENE Authentication Tokens 3:5l, fAfE s API Token,

4. =5 Generate Token,

5. B ASRENAMFFLFREFEIH NI AEE (B0 0 Continuous Integration X Sensor
Creator) ,

6. = Generate,

B5F
- SHEXRNTEFREMERE, BREEEREEE,
ERFHREIETREE, FESH ROX_API_TOKEN Z£ :
I $ export ROX_API_TOKEN=<api_token>
AT LS RERIX D, FHRES --token-file I —iMEH, FI40
I $ roxctl central debug dump --token-file <token_file>

o (RAEEEINT{# M -password (-p) # --token-file j%E7,

o MRMMELZLKNET ROX_API_TOKEN %=, Hi57%E --token-file 1771, roxctl
CLI &ERIEEN TS HIHTH ML,

o MRMBEZELET ROX_API_TOKEN % £, FHi57%E --password %17, roxctl
CLI fE R EN BT H DI,

2.3.2. B FE ISR roxctl CLI
IRET L% % roxetl CLI, LUEFEAGSITRES Red Hat Advanced Cluster Security for Kubernetes 34T
XH, EALIE Linux, Windows 8 macOS %% roxctl,

2.3.2.1. £ Linux FZ2%: roxctl CLI
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F28 5 CIRGERK

REI LUIRBBLLTRFZTE Linux £ % roxcetl CLI Z &304,

pi% &2
1. T# roxctl CLI IR EThRA :

I $ curl -O https://mirror.openshift.com/pub/rhacs/assets/3.73.5/bin/Linux/roxctl
2. {# roxctl Z i HlISTHE AT AT ¢
I $ chmod +x roxctl

3. & roxctl Zi#HIST4EEI PATH A9BSR -
EHEEMA PATH, H5HITUTHS :

I $ echo $PATH

o ISIFREREM roxctl A :
I $ roxctl version
2.3.2.2. £ macOS %% roxctl CLI

1A LURBR LU T RAZIE macOS A& EE roxetl CLI —yfE S04,

pi% &2
1. T# roxctl CLI BUGREThRA :

I $ curl -O https://mirror.openshift.com/pub/rhacs/assets/3.73.5/bin/Darwin/roxctl
2. MZHBIX R MR T BREM

I $ xattr -c roxctl
3. f&# roxctl Z &I ST RIHAT -

I $ chmod +x roxctl

4. % roxctl Z i HISTE R El PATH 9B K9 :
EHEEMA PATH, H5HITUTHS :

I $ echo $PATH

o IFmEZRER roxetl iiA :

I $ roxctl version
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2.3.2.3. £ Windows _E%23E roxctl CLI

&) LURBR LA T RFZAE Windows £ %245 roxctl CLI Z ST
i =
e T roxctl CLI B HTARA :
I $ curl -O https://mirror.openshift.com/pub/rhacs/assets/3.73.5/bin/Windows/roxctl.exe
o KRB REEM roxctl hRA :

I $ roxctl version

2.3.3. \A 231217 roxctl CLI

roxctl & FifE Red Hat Advanced Cluster Security for Kubernetes roxctl SRBIEBIAA O B, EA R
&2 1T roxctl F /75 ¢

FRFH
o MTEYM RHACS [P £ RSB IERhE.

iz
1. &XE registry.redhat.io registry,
I $ docker login registry.redhat.io
2. 73 roxctl CLI H BN HFTHI A B iR

I $ docker pull registry.redhat.io/advanced-cluster-security/rhacs-roxctl-rhel8:3.73.5
RECLI 5, BRAUERUTHRSEITE !

$ docker run -e ROX_API_TOKEN=$ROX_API_TOKEN \
-it registry.redhat.io/advanced-cluster-security/rhacs-roxctl-rhel8:3.73.5 \
-e $ROX_CENTRAL_ADDRESS <command>

1£ Red Hat Advanced Cluster Security Cloud Service &1, X{#EHEZE Central #hilt 8y
roxctl e85 1, 158 A Red Hat Hybrid Cloud Console B Instance Details 284 i 7R BY
Central SEflibht, 5130, {#F acs-ABCD12345.acs.rhcloud.com M4 2 acs-data-
ABCD12345.acs.rhcloud.com,

o INIFREREZM roxctl fRA,
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I $ docker run -it registry.redhat.io/advanced-cluster-security/rhacs-roxctl-rhel8:3.73.5 version

TRXESRE, T—F25 CIEERK,
C

3
¥
g
=
Wl
iy
i

HETRE,

2.4.1. {H Jenkins

A StackRox Container Image Scanner Jenkins ffiff 5 Jenkins &£/, &R LATE Jenkins B X AEHIIN
BMEEHE AL,

2.4.2. {§F CircleCl

& AT LAY Red Hat Advanced Cluster Security for Kubernetes 5 CircleCl 2%,

Prerequisetes
o EAEXS Image HRH read F write F RIS HE,

e 1RHF— Docker Hub My - & 1B,

AT
1. &3 CircleCl, BITAUBTERAEHIE,
2. Hif Project Settings.
3 mUETE,
4. R AddZE FHOBUT=ZNIMRLE -
o ZFR : STACKROX_CENTRAL_HOST - Central B DNS & #5sk IP #iti,

o ZFR : ROX_API_TOKEN - 1/jI1] Red Hat Advanced Cluster Security for Kubernetes B API

ShE,
e Z¥R : DOCKERHUB_PASSWORD - Docker Hub i B9 2315,
e Z¥R : DOCKERHUB_USER - Docker Hub Il P B F 4,

5. WNRiL%AF CircleCl BEEEX M, EEBEFENUIENAMKEEEENRE XD UE—NEN
.circleci BB %,

6. {1 .circleci BxABILLTIT0/E config.yml BCi&E ST :

version: 2
jobs:
check-policy-compliance:
docker:
- image: 'circleci/node:latest’
auth:
username: $DOCKERHUB_USER
password: $SDOCKERHUB_PASSWORD
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steps:
- checkout
- run:
name: Install roxctl
command: |
curl -H "Authorization: Bearer $ROX_API_TOKEN"
https://$STACKROX_CENTRAL_HOST:443/api/cli/download/roxctl-linux -o roxctl && chmod
+x ./roxctl
- run:
name: Scan images for policy deviations and vulnerabilities
command: |
Jroxctl image check --endpoint "$STACKROX_CENTRAL_HOST:443" --image "
<your_registry/repo/image_name>" ﬂ
- run:
name: Scan deployment files for policy deviations
command: |
Jroxctl image check --endpoint "$STACKROX_CENTRAL_HOST:443" --image "
<your_deployment_file>"
# Important note: This step assumes the YAML file you'd like to test is located in the
project.
workflows:
version: 2
build_and_test:
jobs:
- check-policy-compliance

Q ¥ <your_registry/repo/image_name > E#: N IEH] registry FIFIREE.
Q ¥ <your_deployment_file > &t ERE STFHIEE R,
p= =1

INRIMEFEFMEEDR D CircleCl BE— config.yml 324, EEINAEEXHHR
M—AN A E BT jobs #B,

7. BEEXHRREFEER, #HAZ CircleCl (R Jobs AT, LUIE- B SRBE 55 .,
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% 33 5 PAGERDUTY 45X

% 3= 5 PAGERDUTY &5

INRFER PagerDuty, A LUFEZRM Red Hat Advanced Cluster Security for Kubernetes #% % %l
PagerDuty,

MU TS B ER T ¥ Red Hat Advanced Cluster Security for Kubernetes 5 PagerDuty £ =K T/F

o
1. 1£ PagerDuty HRINFTHY API AR 55 FF IR ERER B 25 5H,
2. [EREM BT Red Hat Advanced Cluster Security for Kubernetes % & &4,

3 RAEREL X EMBIRE, HEINXLERRABNINE.

3.1. fid& PAGERDUTY
BT O FAR S FIRENEREH, FFIAS PagerDuty &£,

iz
1. 5% Configuration - Services.
2. % Add Services,
3. 1f General Settings T, 1&%E Name #1 Description,

4. 7f Integration Setting T, = Use our API Directly ¥ Integration Type THIZZH %R
Events v2 AP,

5. 7E Incident Settings T, % — Escalation Policy, F&C& @ HIXEM BB,
6. ¥% Incident Behavior #1 Alert Grouping FIBVIAIZ B, SHERBESZEATEE,
7. =X Add Service,

8. 1f Service Details TTE A, 1Lk Integration Key,

3.2.  KUBERNETES Bt & RED HAT ADVANCED CLUSTER SECURITY

ERE M B AT Red Hat Advanced Cluster Security for Kubernetes 82 # 5.

it =

1. £ RHACS [T/ Mk, # A Platform Configuration — Integrations.
2. B TIREHEI Notifier Integrations 2849y, AFI%EE PagerDuty,

3. # New Integration (Zi0 EH7).

4. %\ Integration Name B9 & 5,

5. 7t PagerDuty R, BIARHREH.

6. = Test (checkmark Et5) , LAKIIES PagerDuty SRR 2 & IE & T1F,
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7. )= Create (frRTF ET)ROIRBEE.

3.3. ECiE SR A @ Al
RGBS A
i

24

1. 7 RHACS [T/ Muheh, # A ZEl Platform Configuration — Policies,
2. IREBBEHELEERH—NHE DR,
3. 7£ Bulk actions T, iE#¥ Enable notification,

4. 7£ Enable notification O, % PagerDuty notifier,

MRELEZBREEMEMBESR, RAREF—REAREBNEFISHER,

\
7z

Red Hat Advanced Cluster Security for Kubernetes #B#E 15 & @A, BEIKE
M, BE S NRESE— N ENER,

BRI A EERAGE—R, MRENKRBOE T BAERF, NASKRELERN,
PRIEER 7 HEM,

Red Hat Advanced Cluster Security for Kubernetes L FI&R 0 EHER :
o MERE—RALERKIER,

o MEfRZEPBHRISBLBINIZTHERGE, BT RIEEREZERERX
&,



%43 5 SLACKERK

% 4% 5 SLACK &5
INR{FEF Slack, EAILUFZRM Red Hat Advanced Cluster Security for Kubernetes %% 2| Slack,
LT H AR T I Red Hat Advanced Cluster Security for Kubernetes 5 Slack £ HI = TER -
1. QIR Slack AR, 5% AR Webhook, FKEX Webhook URL,
2. {#H Webhook URL ¥ Slack & Red Hat Advanced Cluster Security for Kubernetes &

3 RAEREL X EMBIRE, HEINXLERRABNINE.

4.1. it & SLACK
BB — 1M Slack N AR, FIKEX Webhook URL,

. BRECEAKAHEENRBA K & A2 Webhook,

pi% =
1. DIERHFM Slack N EER :

INREFEAMAR Slack N ATER, E1HA https;//api.slack.com/apps FiEFEN
AR,

a. # A https://api.slack.com/apps/new,
b. #iA App Name #i%# Development Slack Workspace %% 5 2.

c. = Create App.

N

. R E T E A Basic Information 84>, 1% Incoming Webhooks (7£ Add features and
functionality ).

3. TFF Activate Incoming Webhooks t# 7 %,

i

. %% Add New Webhook to Workspace,

L IEFE-ANRRERNARBINSE, AFIEEE Authorize, TTERRIF, FREZINAREFXE
TH,

ul

6. EFIAITFER Workspace #8489 Webhook URL,

T TRESEAER, H5H Slack ST, AR Incoming Webhooks.
411 HER K EEIRREB Slack HiE

IR B LLER & Red Hat Advanced Cluster Security for Kubernetes @ %14 % B R EB Slack #iE, LUEE
i A ERRBIFR,
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P =
1. BECE1% AB) Webhook f&, TEERE YAML XML THIERR

example.com/slack-webhook:
https://hooks.slack.com/services/T00000000/B00000000/XXXXXXXXXXXX XXX XXX XX XXXX

2. 7£E2& Red Hat Advanced Cluster Security for Kubernetes f5f, 7E Label/Annotation Key for
Slack Webhook F E& FR{# F3 £ fi### example.com/slack-webhook.

BLESERE, MRIEBEEE YAML XHHEEREME, Red Hat Advanced Cluster Security for

Kubernetes &R & EBNE NIZERIEEM webhook URL, B, BRIFER L IXTIEIAM
Webhook URL,

4.2. 79 KUBERNETES fici& RED HAT ADVANCED CLUSTER SECURITY

{8 webhook URL 7E Red Hat Advanced Cluster Security for Kubernetes /2 # 5.

i =
1. £ RHACS [T/ Mk, # A Platform Configuration — Integrations.
2. B TFEENE Notifier Integrations #84), RE1%F% Slack.
3. # New Integration (Zi0 EH7).
4. %\ Integration Name B9 & 5,
5. 1£ Default Slack Webhook = E% Fr i A 4 B #J Webhook URL.
£ Test (‘Akbric IR EMH 5 Slack WEKRRS IEF LI,

pvin
#%4¥ Create (save icon)E A EEE.

4.3. i ER& @A
Sy T S P RSB AN,

it =

1. £ RHACS [T/ Miheh, # A ZEl Platform Configuration — Policies.
BN H A EER— D NS RIS,
3. 7£ Bulk actions T, E#¥ Enable notification,

4. 7£ Enable notification B, %# Slack notifier,

L NMRETLARBEMEMER RASET—RLAREENEEINA,

5. B JFA,
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® Red Hat Advanced Cluster Security for Kubernetes 1R#E1%£ 4 %@, EHEWBGE
M, BE L NRESE— N ENER,

o BN AEERAZE—R, WRENRBOE T ENER, NFRWEEA,
PRIEER T HEM,

® Red Hat Advanced Cluster Security for Kubernetes i UL FI&E RO IER -
o HEHRE—RAEERKER,

o FEMRIZEEHRISHLRIAZTNENRGE, SITNRBEREEBEFL
&,
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25 5 Z {§ @A WEBHOOK &1
{8 Red Hat Advanced Cluster Security for Kubernetes, &8 LUSZHu@AVE ) JSON H B L EFEM
webhook 2R, K EFHRBERES, RedHat Advanced Cluster Security for Kubernetes #EEZ &R URL
£ HE HTTP POST &K, POST IFKRIEXEEHEKXERM JSON BRER,

Webhook POST 1%k JSON HIEE & vi.Alert X RIEREBHEM B E LFE, MTHIFR :

{

"alert": {
"id"™: "<id>",
"time": "<timestamp>",
"policy": {
"name"; "<name>",

1
|3
"<custom_field_1>": "<custom_value 1>"

}

A LLOEZ 1 Webhook, 0, &aLLGIE— webhook EZEWRA R ITERE, H— webhook
FEREH,

% Red Hat Advanced Cluster Security for Kubernetes B R ¥ & BIEf] Webhook #EUX2S :
1. WERTFEBERM webhook URL,
2. {#F Webhook URL 7E Red Hat Advanced Cluster Security for Kubernetes Hi% & @41,

3 RAEREL X BEMBIRE, HEINXLERRABNIRE.

5.1. {3 WEBHOOK e B

{8 webhook URL 7E Red Hat Advanced Cluster Security for Kubernetes /2 # 5.

Pt =

1. £ RHACS [ 1M, # A Platform Configuration — Integrations.
2. W TRENEI Notifier Integrations #84y, AEi%fF Generic Webhook,
3. Hili New integration,

4. FN AR,

5. 7£ Endpoint FE&HHi A Webhook URL,

6. WMREE webhook WS FERARAEIUES, IHTE CA certificate ZEXHHA CAIEF, BN, &

HHEZ,
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% 5 %= {#f@ A WEBHOOK 5%

Webhook #1825 R BIAR 5587 1L T U0 Ui /R DNS BFA R, ERILLR Bkt

TLS Bk SRZBXNLIE, ZIIERHERF R TLS Sk, g05R%HA TLS uik, iR
AR RS I E A

e

7. A% : R Enable audit logging 3k #H Xk Red Hat Advanced Cluster Security for Kubernetes
FRTE B ETR.

ZINEER VR L 4REY Webhook R FEIRMF T HE, MURREB AR IXLEH

/GNO

8. E{HF webhook #HINERIITHREIE, EHRALLTZ—BIHIS -

o MTFEARHTTP LA AMNEY
e HE Y Header, f5l30 : Authorization: Bearer <access_token>

9. {#M Extra PB#E Red Hat Advanced Cluster Security for Kubernetes & %#) JSSON X RHAE S
BINHISE(EXT, B0, WNREH webhook EMERIESZ L NRIINT R, EATLUARIN "source":
"rhacs" {E NEINFER, FitiEiXMEXRIAA] Red Hat Advanced Cluster Security for
Kubernetes MR B Z4,

10. %5 Test FAEMEEE, LRIFSEREA Webhook SRS IERE TE,

1. %5 Save LIAIEERE,

5.2. Bd & SRB& @A
NRGRIE S BERB,

Y=

1. £ RHACS [T/ Muheh, # A ZEl Platform Configuration — Policies.
2. IEFREENELEERN—PHZ R,
3. 7£ Bulk actions T, £ Enable notification,

4. 1% Enable notification B, % Webhook BHITEE,

ﬁ on
' MREORBREEMEMENR, RARET—REBEEBNEFIER.

5. B JFA,
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® Red Hat Advanced Cluster Security for Kubernetes 1R#E1EF 4 %@, EEBGE
M, BE L NRESE— N ENER,

o BN AEERAZE—R, WRENRBOE T ENER, NFRWEEA,
PRIEER T HEM,

® Red Hat Advanced Cluster Security for Kubernetes i UL FI&E RO IER -
o HEHRE—RAEERKER,

o FEMRIZEEHRISHLRIAZTNENRGE, SITNRBEREEBEFL
&,

30



% 63 5 QRADAR £

%6 E 5 QRADAR £

fRe LR £ RHACS HESE B A Webhook &£/, ¥ Red Hat Advanced Cluster Security for
Kubernetes B2 & ¥ E4 4 %% QRadar,

LIRS RART & RHACS & QRadar £ R TIER -
1. £ RHACS & :

a. E2E@F Webhook,

£ RHACS HECEEMNS, £ Endpoint FEHERLTRAIEIER : <
URL to QRadar Box>:<Port of Integration >,

b. IRAEE A X BAMAER, FEIXLERENBNNE,
2. ﬁﬂ% QRadar /Xﬁgﬁjﬂrﬁ{ﬂ E/L,\/ Ny I%E QRadar ?%%Uél\q:'/d\\jm RHACS E/l_.\/ o ﬁ?&ﬁﬂﬁ
QRadar #1 RHACS B %58, 1E5 % Red Hat Advanced Cluster Security for Kubernetes IBM
HiR,
6.1. 5 WEBHOOK Bti&E & X

£ webhook URL 7 Red Hat Advanced Cluster Security for Kubernetes /2 # 5.

i

1. £ RHACS [T/ Mk, # A Platform Configuration — Integrations.
2. MTRLEHEI Notifier Integrations 2349, AF 1%L Generic Webhook,
3. Hili New integration,

4. FiN AR,

5. 7£ Endpoint FE& i A Webhook URL,

6. ﬁﬂ%f&?ﬁ’] webhook IR FERARAIEIFE, 1E7E CA certificate FEEFRHIA CAIEH, BN, i
’l_.f-/ﬁ\: EEI:l:o

Webhook #1825 FBIAR 55871 T U0 Ui /R DNS BMA R, ERILLR Bkt

TLS Bk SRZBXNLIE, ZIIERHEFFRIA] TLS Sk, f0FR%HA TLS ik, #iE
AR RS I E A

7. A% : )R Enable audit logging 3k #H Xk Red Hat Advanced Cluster Security for Kubernetes
HRfTE B ETR.

IHERR IR B REY Webhook A FEMRMH ITER, MUATRRMA R IEX LN

I8N0
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8. B webhook #HINERIITHREIE, ERALLTZ—BIHIS -
o MTFEARHTTP LA AMNEY
e HE Y Header, f5l#0 : Authorization: Bearer <access_token>
9. {#M Extra PB7E Red Hat Advanced Cluster Security for Kubernetes & %#) JSSON S RHE S
KINHIS(EXT, B0, MR webhook M ERIESZ L NRIINT R, ERTLUARIN "source":
"rhacs" {E NEINFER, FitiEiXMEXRIAA] Red Hat Advanced Cluster Security for
Kubernetes MR B E4,
10. %5 Test XL ZEMECER, URIESERER Webhook ERE2B IER TIE.

1. %5 Save LUOIEFRE,

6.2. BRiE SRE& R A
RGBS S R EREBAL

it =

1. £ RHACS [T/ Muheh, # Al Platform Configuration — Policies.
2. IEFREENELEERN—PHEZ R,
3. 7£ Bulk actions T, ¥ Enable notification,

4. 1% Enable notification B, % Webhook BHIFEE.

% on
MRELORAREEMEMER, RARET—REEEEBNEFICER.

5. Bii B,

® Red Hat Advanced Cluster Security for Kubernetes 1R#E1E#F 4 %@, EEBGE
M, BE L NRESE— N BNRER,

o BHMOUEXAEERAZE—R, WRENHRBOE T ENER, VAR,
PRIEER T HEM,

® Red Hat Advanced Cluster Security for Kubernetes L FI&R 0 EHER :
o MERE—RALERKIER,

o FEMRIZEEHRISHLURIAZTNENRGE, STNRBEREEBBEFL
$O
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& 73 5 SERVICENOW 5%

2 7 = 5 SERVICENOW £ X

fRe LR £ RHACS HESE B A Webhook &£/, ¥ Red Hat Advanced Cluster Security for
Kubernetes B2 & M9 E 4 4 X E ServiceNow,

UTFHHERERT R RHACS 5 ServiceNow SR BIE N TIER
1. 7£ ServiceNow H, BZEZETE RHACS &M REST APl iihm. BHXREE ServiceNow EZE 4 R
MEZER, 1HSM {7 Red Hat Advanced Cluster Security for Kubernetes 5 ServiceNow
£
2. £ RHACS A :
a. EBi&@ M Webhook,

b. IHRIEEREBMAIK, FHEIXLRBIBENILE,

7.1. {5 WEBHOOK e B

{8 webhook URL 7E£ Red Hat Advanced Cluster Security for Kubernetes /2 # 5.

i =
1. £ RHACS [T/ Mk, # A Platform Configuration — Integrations.
2. W TRENEI Notifier Integrations #84y, AE1%fF Generic Webhook,
3. Hili New integration,
4. HN AR,
5. 7£ Endpoint FFE& i A Webhook URL,
6. GNRMEH webhook BB ERARAMEIES, 1F1E CA certificate FEHHIA CAIEH, T, &
SHEZ,
pa -3
Webhook #2185 18 FA BIAR 55 2R 1EH X i R DNS &AM, MRS Bk

TLS Bk SRZBXNLIE, ZIIERHEFF R TLS Jik, g05R%HA TLS uik, iR
AR RS I E A

7. A% : )R Enable audit logging 3k #{H Xk Red Hat Advanced Cluster Security for Kubernetes
FRTE B ETR.

ZINEER VR 1 REY Webhook R FEIRMFITHE, MURREB AR IXLESH

/8N o

8. EffF webhook EKEIHITEMDIIE, HHMALLTZ—BIFE :
o FATEAXRHTTP KIFMAF&MEG

e HE Y Header, f5/#0 : Authorization: Bearer <access_token>
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9. {#f Extra PB#E Red Hat Advanced Cluster Security for Kubernetes & %8 JSSON X RHAE S
KINHISE(EXT, B0, WNRIEH webhook EMERIESZ L NRIINT R, ERTLUARIN "source":
"rhacs" {ENEINFER, FidiEiXMEXRIAA] Red Hat Advanced Cluster Security for
Kubernetes MR B E4i,

10. %5 Test XA ZEMECEE, USIESERER Webhook ERE B IER TIE.

1. %5 Save LUIEFRE,

7.2. L E R @A
Sy RS RSB A,

it =

1. £ RHACS [T/ Miheh, # A ZEl Platform Configuration — Policies.
2. IEFREENELEERN—PHEZ R,
3. 7£ Bulk actions T, ¥ Enable notification,

4. 1% Enable notification B, % Webhook BHITEE.

MRELOKAREEMEMER, RARET—REEEEBNEFIER.

Red Hat Advanced Cluster Security for Kubernetes #B#E £ & @A, BEIKE
M, EBE LR E— N BNER,

BRI A EERAE—R, MRENRBOE T BAERF, NASKELERN,
PRIEER 7 HEM,

Red Hat Advanced Cluster Security for Kubernetes U FI&R 0 EHER :
o MERE—RAZERKIER,

o FEMRIZEEHRISHLURIAZTNENRGE, STNRBEREEBEFL
$Q
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% 8% 5 SUMO BxERK

£ 8FE 5 SUMO HiEEmK

INERFEM Sumo Logic, EATLUFZIRM Red Hat Advanced Cluster Security for Kubernetes %% &
Sumo Logic,

LTS B ER T ¥ Red Hat Advanced Cluster Security for Kubernetes 5 Sumo Logic £ &SN TIE

m
1. 7£ Sumo Logic RRINFHIBE LN BERF, WE HTTP IR, FIKEXHTTP URL,
2. A HTTP URL ¥ Sumo Logic & Red Hat Advanced Cluster Security for Kubernetes &

3 RAEREL X EMBIRE, HEINXLERRABNINE.

8.1. figi& SUMO Hi&

A Setup AT XE ABUE FHIKEX HTTP URL.

i =
1. BREIEH Sumo Logic Home TTEF % Setup Wizard,
2. J$56Fr#% %l Set Up Streaming Data 3% Get Started.
3. 7E Select Data Type TUEH, EFEENEE LN AER,
4. 7£ Set Up Collection TIE, 1%# HTTP Source,
5. Hi A Source Category 9 %5, {540 rhacs, AfEH & Continue,

6. &l £ URL,

8.2. 7 KUBERNETES B¢ & RED HAT ADVANCED CLUSTER SECURITY

A HTTP URL 7£ Red Hat Advanced Cluster Security for Kubernetes H il 2 #r5E i,

it

1. £ RHACS [T/ M, # A Platform Configuration — Integrations.
2. M TRLEHE Notifier Integrations 284, AF1%ERHF Sumo Logic.

3. # New Integration (Zi0 EH7).

4. %\ Integration Name B9 & R,

5. 7£ HTTP Collector Source Address FE&FR i A £ A HI HTTP URL,

6. m Test (checkmark E#7) &5 Sumo Logic BISE2E IE & T,

7. )= Create (frR#F ET7)ROIREE.

8.3. FL & RIS B A
NRGRIS S BERBA,
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iy =

1. £ RHACS [T/ Miheh, # A ZEl Platform Configuration — Policies.
2. IEFREENELEERN—PHEZ R,
3. 7£ Bulk actions T, ¥ Enable notification,

4. 7£ Enable notification O, % Sumo Logic notifier,

§§%§ on
. MRELOKAREEMEMER, RARET—REEEEBNEFIER.

5. B B,

® Red Hat Advanced Cluster Security for Kubernetes 1R#E1E 4 %@, EEBGE
M, BE L NRESE— N ENER,

o BHMOUEAEERAZE—R, WRENRBOE TENER, VAR,
PRIEER 7 HEM,

® Red Hat Advanced Cluster Security for Kubernetes L FI&R 0 EHER :
o MERE—RALERKIER,

o FEMRIZEEHRISHLURIAZTNENRGE, SITNRBEREAEBEFL
$Q

8.4. 7£ SUMO LOGIC HEFEHR
& T LAFE Sumo Logic A E & Red Hat Advanced Cluster Security for Kubernetes FREJEZEHR,
1. BRIEM Sumo Logic Home T, B ifi Log Search,

2. 7E¥#%RIEH, HIA _sourceCategory=rhacs., FAFEASEIEEE Sumo Logic K ABIER
Source Category &7,

3. EFERTE], SRfEm Start,
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$ 93 5 GOOGLE CLOUD STORAGE 5K

T 9= 5 GOOGLE CLOUD STORAGE £
&R LAE Google Cloud Storage (GCS) R k5 BEBE1D, 75 HIIEMZRM R MESK H IR R B3R
B, el R XL HETRIERE., 5 GCSEME, BralliESRKERASHR, FHTIRES
2,

#1758 ¥E Red Hat Advanced Cluster Security for Kubernetes BN IEE, HPSEMAERE. KR, &
HMIES, BREDRE2EFM.

==
INRIEFEH Red Hat Advanced Cluster Security for Kubernetes i 3.0.53 s B B iR A,
MR A BIEUET,

9.1. 7/ KUBERNETES #iZi RED HAT ADVANCED CLUSTER SECURITY

£ 7E Google Cloud Storage (GCS) LEEE#HE# 17, 1H7E Red Hat Advanced Cluster Security for
Kubernetes A2 &E X

AR
o —NNELEMEE. EOEMEMHER, 155 B A Google Cloud Storage X#4 A Ol iE 771,

o MEMFAMNEIEIEDH Storage Object Admin IAM A MIBRSSIKF, %S4 M Cloud IAM
FBRAIE 75 Google Cloud Storage 314,

o RIFEEAMARS MK BHAXH (JSON), SHEHH Google Cloud X#4 Creating a service

account # Creating service account keys

B#i, RedHatAdvanced Cluster Security for Kubernetes A% ##{#F Workload Identity
[ GCS #H 1T F %k,

Y=

1. £ RHACS 1", # A Platform Configuration — Integrations,

2. ATRShE External backups 884>, #AE1%L#F Google Cloud Storage,

3. # New Integration (Zi0 EH7).

4. %\ Integration Name B9 & R,

5. 7£ Backups To Retain {E i A ERBH & HEHE.

6. XfF Schedule, HEFHFMIIE (BRIEAE) LUKBT DRI,
7. B NERFMHEIDH Bucket &R,

8. 7E Service Account JSON F £ fr i AR BR 55K F BB S BI A

9. i%#¥ Test (checkmark E15) LUHAIAG GCS MEMRR T EH T,

10. %% Create (saveicon)E BB,
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https://cloud.google.com/kubernetes-engine/docs/how-to/workload-identity
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BLEfS, Red Hat Advanced Cluster Security for Kubernetes #R#E#8 €A B &) & 1D A B 1R,

9.1.1. 7£ Google Cloud Storage EHUTIREFH

A RHACS [ ]/ 1£ Google Cloud Storage Ef#’% Red Hat Advanced Cluster Security for Kubernetes
HF 315,

AR

o BB ZR Red Hat Advanced Cluster Security for Kubernetes 5 Google Cloud Storage %

o

=

it =

1. £ RHACS [T/ Mk, # A Platform Configuration — Integrations,
2. 7t External backups #43 &, = Google Cloud Storage,
3. IEFEEHITEPEI GCS FHEIRIIER R A TR,
4. = Trigger Backup,
pa -3

Bal, ik Trigger Backup iiliff, %A@, {2, RedHatAdvanced Cluster
Security for Kubernetes R7E G A FFIA & 121E5

9.1.1.1. Hth ¥R

® {7 Red Hat Advanced Cluster Security for Kubernetes

o MNEMRHIRE
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https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/3.73/html-single/backup_and_restore/#backing-up-red-hat-advanced-cluster-security-for-kubernetes
https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/3.73/html-single/backup_and_restore/#restoring-from-a-backup

%510 3 {1/ SYSLOG Wil &ERK

210 = 1 SYSLOG il &ERK
Syslog B— MNEH#RAENN, NARFAXRLEEERHRRAME, 0 SIEM X syslog E2s, ATEHIE

REBMEZ LA, #A Red Hat Advanced Cluster Security for Kubernetes, & LU#E A syslog 7l % 1%
ZEIRAEH T EG,

o {#F syslog MMiEL % EHFEE Red Hat Advanced Cluster Security for
Kubernetes kx4 3.0.52 St HTHR A&,

o UfHM syslog £MHT, Red Hat Advanced Cluster Security for Kubernetes &#%
RAICECEBAFTA i B4 RER.

e HFHI, RedHatAdvanced Cluster Security for Kubernetes 37 # CEF GBEHZE
HER)

TS E T ¥ Red Hat Advanced Cluster Security for Kubernetes 5 syslog E4Z 2 E MRS
AIVER -

1. K& syslog B EIRER RBBER,

2. {EREINER Mt F0i% O S 7E Red Hat Advanced Cluster Security for Kubernetes A% & @41,
BLEfS, Red Hat Advanced Cluster Security for Kubernetes & B sh{Sfr A i R M5 i+ E 44 =GB ER
syslog &I 25
10.1. B2 &5 RED HAT ADVANCED CLUSTER SECURITY FOR
KUBERNETES HJ SYSLOG 55X

1 Red Hat Advanced Cluster Security for Kubernetes A3/ — N syslog M.

it =

1. £ RHACS [T/ M, # A Platform Configuration — Integrations.
2. B TIRENE Notifier Integrations 284, fRFI%ERE Syslog.

3. 5= New Integration CGRIIEIR) .

4. %\ Integration Name B9 & 5,

5. 7£ local0 %l local7 #%:#¥ Logging Facility {H.

6. HiIA&H Receiver Host address #] Receiver Port number,

7. MREA TLS, 1EITH Use TLS HHL,

8. WNRITH syslog BB FEARMESERIUET, TEITIF Disable TLS iEBEIE(Insecure) th#t, &
T, 3 R Pt E e,

9. %% Test (checkmark Ei1) ELZENMFER, URIFSEMEA Webhook EREBEE T
&,

10. 1%F¥ Create (saveicon)E BB,
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T 1= 5 AMAZON S3 &5k

IR BT LU Red Hat Advanced Cluster Security for Kubernetes 5 Amazon S3 /%, LS BEIEED. £
H N ERHZR S T M SR IR BRI, A LU X AT HIRIRE. 5 Amazon S3 &/E, ERILL
EBXIERAGHR, FiHTRESH.

FAD BFEEE Red Hat Advanced Cluster Security for Kubernetes ##8/%, HPSEMAERE. KR, =
HHMIES, BREDRE2FM.

BF

o HNREFEA Red Hat Advanced Cluster Security for Kubernetes kg4 3.0.53 s &
BrA, NERFSIEIES,

o NIRRT Amazon S3 2 air-gapped INER—ERSY, B AF AWS root CA 7N
5 Red Hat Advanced Cluster Security for Kubernetes B8 BI1E UE-F 74 HLK,

11.1. 7£ RED HAT ADVANCED CLUSTER SECURITY FOR KUBERNETES H
2 & AMAZON S3 &5k

EFZE Amazon S3 &1, 151E Red Hat Advanced Cluster Security for Kubernetes 012 # &£ MK,

7S 3aa
o II5H S3 Bucket, EUIEZEBMEIPRNHEWER, 15504 Amazon X OIEE EH,
e S3 F£1AY Read, write, #1 delete 1R, Access key ID, #1 Secret access key,

o MREFEA KIAM, kube2iam =5 — MR, I|—N A read, write, #1 delete ffRHY IAM i
@O

it =

1. £ RHACS [ 1Mk, # A Platform Configuration — Integrations,

2. MTREHE External backups 84>, % Amazon S3,

3. # New Integration (Zi0 EH7).

4. %\ Integration Name B9 & R,

5. 7£ Backups To Retain {E i A ERBH & D EHE.

6. ¥ F Schedule, HiLFEBEXRKBRANGHIIE, LUKIZITEETREINIHE,
7. BWINREFME DB Bucket &5,

8. (k) MREBE/REMREE—DEENXXM4 LMD, AR, NFTHELSEAE
B, EZM Amazon XA E I 5 AN R ITEIE,

O. WMRMHEAIEAH S3 56, HFHMAFERIERR, TNEFHEZE,
10. % ATFHEREHY Region,

1. #TFF Use Container IAM Role t#t, st&EHiA Access Key ID, LI Secret Access Key.
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https://aws.amazon.com/s3/
https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/3.73/html-single/configuring/#adding-trusted-certificate-authorities
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/create-bucket.html
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£ 113 5 AMAZON S3 &5

12. %% Test (checkmark E#1) LUEIAE Amazon S3 BIEK RS IEE LIF.

1k
13. %% Create (save icon)E G| EE.

BLEfS, Red Hat Advanced Cluster Security for Kubernetes #B#&#8 €A B 5 & 1D A B 1R,

11.2. £ AMAZON S3 EHUTIREZE&D

8/ RHACS [ ]/ 7£ Amazon S3 Efi % Red Hat Advanced Cluster Security for Kubernetes BIF 514
s

AR

o RNIELEF Red Hat Advanced Cluster Security for Kubernetes 5 Amazon S3 £

iy =

1. £ RHACS [T/ Mk, # A Platform Configuration — Integrations.
2. 7E External backups 4, #ii Amazon S3,
3. R HITEDE S3 FHERBIER K & .
4. = Trigger Backup,
p= Y=

Bal, ik Trigger Backup iiliiff, %A@, {2, RedHatAdvanced Cluster
Security for Kubernetes R7E G A FFIA & 191E55

11.3. HAth BR
® {7 Red Hat Advanced Cluster Security for Kubernetes

o MNEMHIRE
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2512 % 5 GOOGLE CLOUD R e HDERK
INRFEF Google Cloud Security Command Center (Cloud SCC), &a LIFZR M Red Hat Advanced
Cluster Security for Kubernetes # %4 %l Cloud SCC, A$5F1iBE T #1{a~F Red Hat Advanced Cluster
Security for Kubernetes & Cloud SCC &,

LT H AR T I Red Hat Advanced Cluster Security for Kubernetes 5 Cloud SCC MBS R TIE

o
1. {5 Google Cloud ;EM#FHR IR,
2. N Red Hat Advanced Cluster Security for Kubernetes 24L& 1D FIAR S5 MK F 2545,

3 RAEREL X BEMBIRE, HEINXERRABNINE.

12.1. CONFIGURING GOOGLE CLOUD SCC

B4, I RedHat Advanced Cluster Security for Kubernetes #xi1-4 a 1§ Cloud SCC iR,

it =

1. $28& Cloud Security Command Center 15 FRRIARINIREFE IR, F7500 Red Hat Advanced
Cluster Security for Kubernetes ¥4 A{§ Cloud SCC i, 1€ Google Cloud } Red Hat
Advanced Cluster Security for Kubernetes S % |8/ Source ID, MMREEEMEEXEBEEEIR
ID, #&ALATE Cloud SCC Security Sources TLEF K E &,

2. T E—3 s HEAIEMARSS K P AR E ALK OB EH, #EESM Google Cloud B
RO RIEERS K BT,

12.2. Bdi& RED HAT ADVANCED CLUSTER SECURITY FOR
KUBERNETES A5 GOOGLE CLOUD SCC £

8/ Source ID #1 ARS51K 8% 7£ Red Hat Advanced Cluster Security for Kubernetes B /i — By
Google Cloud SCC &£/

it =

1. £ RHACS 1/ Mk, # A Platform Configuration — Integrations.
2. MTRLEHE Notifier Integrations 284, AF1%EHF Google Cloud SCC,
3. # New Integration (Zi0 EH7).

4. %\ Integration Name B9 & 5,

5. i A Cloud SCC & IDHIBR 551K B (JSON).

6. 1%EF¥ Create (saveicon) R AIBHEE,

12.3. B E R B& @ &0
Sy TG R PR IR AN,

Y=
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https://cloud.google.com/security-command-center/
https://cloud.google.com/security-command-center/docs/how-to-security-sources
https://console.cloud.google.com/security/command-center/settings/source-management
https://cloud.google.com/iam/docs/creating-managing-service-account-keys

%123 5 GOOGLE CLOUD &2t S b &ER

1. £ RHACS [T/ Miheh, # A ZEl Platform Configuration — Policies.
2. IRBEBBEHNELEERH—NHE DR,
3. 7£ Bulk actions T, % Enable notification,

4. 1f Enable notification O, ¥ Google Cloud SCC notifier,

MRELOKAREEMEMER, RARET—REEEEBNEFIER.

Red Hat Advanced Cluster Security for Kubernetes #B#E £ & @A, BEKE
M, BE L NRESE— N ENER,

BRI A EERAE—R, MRENRBOE T BAERF, NASKELERN,
PRIEER 7 HEM,

Red Hat Advanced Cluster Security for Kubernetes N UL FI&E R ORI ZR :
o HEHRE—RAERKER,

o FEMRIZEEHRISHLURIAZTNENRGE, STNRBEREEBBEFL
&,
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F13E= 5 SPLUNK &5

INEREMA Splunk, AT LT Red Hat Advanced Cluster Security for Kubernetes FBYZ R 5 %
Splunk, FFM Splunk FEERBH & MR X IR,

RIBEAAR, EAILMERLTAE2 —™ Red Hat Advanced Cluster Security for Kubernetes 5
Splunk &R :

o EiIFE Splunk FREM HTTP E4 KRS
o EREMIRERREIIL A BIRFHE TSR
e {Hf StackRox Kubernetes &£ & M INZH 4
o {ERAMIINAMFHRBERINFIS M MERIERIEANE] Splunk

HAETEFA Red Hat Advanced Cluster Security for Kubernetes hfg4 3.0.51.0
HEHARALE, StackRox Kubernetes Security Platform Bt AnZE 4= a1 .

A LUE A EH A — DN ERIETF Red Hat Advanced Cluster Security for Kubernetes 5 Splunk &
FXo

1B1LFEAHTTP EHIKES

IRE LUME R HTTP 4 IR 812 R M Red Hat Advanced Cluster Security for Kubernetes %% %
Splunk,

EFEH HTTP E4 & 230F Red Hat Advanced Cluster Security for Kubernetes 5 Splunk 5858, 5%
LA S BT -

1. 1E Splunk FFRAINETEY HTTP 4 INESRFIREN S HE1E.
2. {EASHE{ETE Red Hat Advanced Cluster Security for Kubernetes FRi% & @41,

3 RAEREL X EMBIR, HEINXLERRABNIRE.

13.1.1. 7 Splunk A0 HTTP H4 1852
HIEE Splunk SEBIZRINETED HTTP S4-IN4ESS, KIS,

it =3
1. 1E Splunk (Y &tk A, F:#iEl Settings » Add Data.

2. H.f Monitor,

3. £ Add Data T{E £, #ifi HTTP Event Collector,
4. BINEHRESRNEIR, AE S Next>,

5. #ZEIAB Input Settings 37 52 Review >,

6. EEEMHNESHEMFH R Submit >,
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https://www.splunk.com/
https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/3.73/html-single/integrating/#integrate-splunk-http-event-collector
https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/3.73/html-single/integrating/#integrate-splunk-add-on

%133 5 SPLUNK 45

7. SHIEH WERSRH Token H, BHEENSHEEREE S Red Hat Advanced Cluster Security for
Kubernetes 1 Splunk &,

13.1.1.1. EA HTTP EH4 K ES
Ba B HTTP EHIRESR S, AT reEkEd.

Az
1. 1E Splunk (Y &R A, F:iZl Settings » Data A,
2. H.{; HTTP Event Collector,
3. Hif Global Settings.

4. TEFTFHRIAHERES, Hif Enabled, ARG H T Save,

13.1.2. 7£ Red Hat Advanced Cluster Security for Kubernetes Hfi & Splunk £

8 S h21ETE Red Hat Advanced Cluster Security for Kubernetes F 8 —NE# Splunk 5%,

iz

1. £ RHACS [T/ Mk, # A Platform Configuration — Integrations.

2. B TIEEHE Notifier Integrations #84y, fRE1%%F Splunk,

3. # New Integration (@0 EH7).

4. %\ Integration Name B9 & 5,

5. 7£ HTTP Event Collector URL &/ A #&BY Splunk URL, AR F HTTPS A2 443, XfF
HTTP 72 80, NIJFEHBE—NMROS, HARITE URL RERIN URL BREZE
/services/collector/event, 1§|J§ZD : https://<mvapich-server-
path>:8088/services/collector/event,

6. 1£ HTTP Event Collector Token FE& Fhfi A IR IS5 ke,

INRIEFH Red Hat Advanced Cluster Security for Kubernetes ik 3.0.57 (&
FhRA, ALl Alert BHHEEHEE X Source Type, 7 H 1T EHEE Source

Type.
7. 155 Test (checkmark E#R) KA ENMEFER, LISIES Splunk WEKESIEE T/E.
8. 1% Create (save icon) R AIBEE.

13.1.3. Bt E SR B& @ &0
R RS RSB,

AR
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1. £ RHACS [T/ Miheh, # A ZEl Platform Configuration — Policies.
2. IEFREENELEERN—PHZ R,
3. 7£ Bulk actions T, % Enable notification,

4. 7E Enable notification O, 1%+ Splunk notifier,

§§§§ o
MRELOKAREEMEMER, RARET—REEEEBNEFIER.

® Red Hat Advanced Cluster Security for Kubernetes 1R#E1E 4 %@, EEBGE
M, BE L NRESE— N ENER,

o BHMOUEXAEERAZE—R, WRENRBOE T ENER, NFRWEEA,
PRIEER 7 HEM,

® Red Hat Advanced Cluster Security for Kubernetes L FI&R 0 EHEIR :
o MERE—RALERKIER,

o FEMRIZEEHRISHLURIAZTNENRGE, STNRBEREEBBEFL
$O

13.2. [ STACKROX KUBERNETES L2 &Mt hnzH 4

& AT LA A StackRox Kubernetes Security Platform B iNZE 44 1F /B 4 U F0& HL A8 X B9 EUE M Red Hat
Advanced Cluster Security for Kubernetes ¥ & &l Splunk,

B %, N RedHat Advanced Cluster Security for Kubernetes B 5B 4 K E A IV RHY APl 45h&,
REHEAZShERREFMEEM AL,

13.2.1. ZIEMECE Splunk fft 1NZH 4

FEATLAM Splunk 5L %22 StackRox Kubernetes Security Platform B iNZH 44,

AR
o MWINBEH— APl £k, FHEAEX Red Hat Advanced Cluster Security for Kubernetes BJff

BRM read TR, EAILLHER Analyst R A GBEZ T LA HIMIURIFBR, Analyst AEEEH
Fr g FORBY LA BR,

ik S
1. M Splunkbase T #; StackRox Kubernetes %24 Y& M iNZH 4.
2. 3 AE Splunk 5245 £ Splunk ZE 171,

3. 5%l Apps » Manage Apps.
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https://splunkbase.splunk.com/app/5315/

1.

12.

13.

14.

15.

16.

%133 5 SPLUNK 45

1% Install app from file,

£ Upload app #HE&E O, %# Choose File 3% StackRox Kubernetes Security Platform
Bt ANZE 44 ST

= Upload,
= Restart Splunk, FHiILE/S.
Splunk E/EfE, M Apps EH % StackRox,

i Create New Input,

. 1:4¥ StackRox Compliance LI EX& L ##E Sk StackRox Vulnerability Management, f$i®/E

HHERIEXE! Splunk A,
PN TG SE Y

%M Red Hat Advanced Cluster Security for Kubernetes FRHIEVEIEHIEIRE, 140, & 14400
.,

R E M H & EHIER Splunk Index,
% F Central Endpoint, #jA IP it S8 Central L5189,
iy NIEA B INZEL 4 SE R BT AP 43 RE

= Add,
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314 & SHiRRRRIEREMK

Red Hat Advanced Cluster Security for Kubernetes (RHACS) S /L NRAFIHEFER, UEERFARS
REFURCN]IHRE.

X R A SRR registry
IR LA T B EREUR registry :

® Amazon Elastic Container Registry (ECR)

e & Docker registry ({E{ai@ M Docker S A 2501 B AR registry, 0
DockerHub., gcr.io. mcr.microsoft.com)

® Google Container Registry
® Google Artifact Registry
® |BM Cloud Container Registry
e JFrog Artifactory
® Microsoft Azure Container Registry (ACR)
® Red Hat Quay
® Red Hatregistry (registry.redhat.io registry.access.redhat.com)
® Sonatype Nexus
XFRIE R ISR NIRRT R B L registry REE B RIHERAIR FMEMNILE,

SRR
IEFI LA B RHACS MELTF AL A B B IR RR R F s R BRI AR -

e RHACS fHitigs (#7)
e Clair
® Google Container Analysis

® Red Hat Quay

BF

RHACS fI#ids 25 RHACS —Ef AN EREGIREHEERF. BXER RHACS AR
BHENELER, HEMN HEHE &,

SNRIKTE DevOps TAERAPERXL ™ Mz —, BAILMEA RHACS [ FRESFRIABREFNENR. &
BXfE, RHACS 1P EREGRR, ErUERIREl],

14.1. 5 COREOS CLAIR £5%

IR BT LY Red Hat Advanced Cluster Security for Kubernetes 5 CoreOS Clair 8258, LS &+
BRI,

<10
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https://github.com/quay/clair
https://cloud.google.com/container-registry/docs/container-analysis
https://quay.io
https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/3.73/html-single/operating/#scanning-images_examine-images-for-vulnerabilities

g
[}

1.

2

3

i

o

7.

614 = 5RRRRIRER

£ RHACS [ i, A Platform Configuration — Integrations,
£ Image Integrations 884, 1L# CoreOS Clair,
B New integration,
i ALL T FERB9IETS -
a. AL  ERBIE,
b. Siwm : IHRERFAMIL,

(AI3%) SNRIBIEFEREER] registry B3R AEF R TLS IEF, 1515 Disable TLS iEPEIE (FLL
) o

(AIi%k) 5% Test MK S AL registry BIEKR S IEE TIE,

1%5FE Save,

14.2. 5 GOOGLE CONTAINER REGISTRY £/

& 0] LLf¥ Red Hat Advanced Cluster Security for Kubernetes 5 Google Container Registry (GCR)%
B, LU T RSRDMIIREEHE,

AR

it

1RWIE R Google Container Registry BIBR S5 K - B3 HH,

KELRIAR S51K PRI LAV 7] registry, BXRFE A MEMIIE AR GCRIER, 1ESHEE
PR32,

INRFEA GCR Container Analysis, B TAGEFIRSIK S :
o ARBOMETETEESR
o H2IDHT Occurrences Viewer

o FEXRERR

. £ RHACS '] Mutie, 3 A Platform Configuration - Integrations,

. 1 Image Integrations #89 F, 1i#¥ Google Container Registry.

tEFsF & $TFF Configure image integrationmodal,

B New Integration,

. BT FERB9IETS -

a. £EEH  EXRMETR,
b. KB : % Scanner,

c. FAMKRImR : registry Bk,
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d. BiH : Google Cloud i1 H %&#5,
e. AT EHEIFMARSS K EEH(JISON)

5. 1% Test (checkmark E#1) il 5 ATk registry MEM RS ES ITF.

S
6. 1%EF¥ Create (saveicon) R AIBHEE,

14.3. 5 QUAY CONTAINER REGISTRY & LU= &

& BT LU Red Hat Advanced Cluster Security for Kubernetes 5 Quay Container Registry S 31 # 5%
%o

o REHR OAuth ShEF 8@ 1T Quay Container Registry 1T B30 IE F REF I B 15

1. £ RHACS [ 1Mk, # A Platform Configuration — Integrations.
2. 7E Image Integrations #8> F, % Red Hat Quay.io,

3. Hili New integration,

4. i ANERA.

5. £ Type T, %#% Scanner, (MREH S registry £, iH1%fF¥ Scanner + Registry, ) 1ELL
TFREPHAER :

o Umm : KA registry By,

e OAuth Gk : i A RHACS {EF API i#1T &R %IER OAuth &,

e TJji% : Robotusername : SR EFZE Scanner + Registry 73 Quay HaaHLask 7 157
registry, L Quay robot account, enter the user name in the format <namespace>+

<accountname> &R AR &,

e % : Robotpassword : MRMEFEE Scanner + Registry, 318 Quay Y2k ™
Vil registry, I ANLER AN SR AL,

6. A% MIRIBIEEREE registry BH& AR TLS UEP, 1E1%E#F Disable TLS iFBRIE (F&R
2) .,

7. w3k BEERNNANIER FOEREK, 1515 Create integration without testing,
8. 1L Save,
pa -3

INRIEEGHE Quay K, BREEHEMEIE, HERIEB&EERE Update stored
credentials,
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FE15F 5 JIRAERK

%15 % 5 JIRA &%
INRER JIRA, EAILUFZRM Red Hat Advanced Cluster Security for Kubernetes %% B JIRA,
DTS BRER T I Red Hat Advanced Cluster Security for Kubernetes 5 JIRA £ IS K T/ER -
1. 1E JIRA FRiZER

2. {8 JIRAURL, AP &MBIET JIRA 5 Red Hat Advanced Cluster Security for Kubernetes &
o

3 RAEREL X BEMBIREE, HEINXLERRABNINE.

15.1. Bci& JIRA
BSOS, FHOMELNABIIR,

=50
o BRE—NHANIRE Jira B RO E LB B F B,

it =
o EJURAHAE—TRAS, BEMGFEENHEQZFENIE
o ZAIEIAF,, ESM JIRA XA GE, Jeii=iiilkRA .

o ERTAAUIBEAGMMARENUIFINR, ESH JIRA XEEHNAOESH, TEA
BN AR,

-
INRFEA JIRA Software Cloud, QIR E, WA NZAFOESHE

1. # A https://id.atlassian.com/manage/api-tokens, A &ERRHTHITHE,

2. 7EBZE Red Hat Advanced Cluster Security for Kubernetes i, {45k
RN,

15.2. 75 KUBERNETES fci& RED HAT ADVANCED CLUSTER SECURITY

5/ JIRA ARS5 25 URL # A P EIFTE Red Hat Advanced Cluster Security for Kubernetes B | B34 K.

it =

1. £ RHACS [T/ Mk, # A Platform Configuration — Integrations.

N

. A TFIRDNE Notifier Integrations 84>, fRE1%5F JIRA Software,

3. Hil New Integration,

i

. i\ Integration Name F9& 7R,

5. f£ Username #1 Password 5% API Token #Ef i A B P 4EiiF,
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6. XF Issue Type, EHIABMM JIRA Issue Type, 1 Task. sub-task =X Bug,
7. ¥ JIRA URL fERR%i A JIRA fR558s URL
8. 1f Default Project A il AR Z7E H A 1] 7] FB9 51 B B8,
O. f#F &% For Project TEARREM JIRA Tl B AR 01|22 IR,
10. HNRETE JIRA TIBERER BT LIL%EH, EERA Priority Mapping tI#E & B & XL %%H.

1. MREIE JIRA B AR 6 B E L FE, 157 Default Fields JSON (Necessary If Required
Fields) #EFRH A S I 1#E )y JSON f&, 4 :

{
"customfield _10004": 3,

"customfield_20005": "Alerts",
1

12. %5F Test (AERC FFR) RN S JIRA MEME S EE IF.

Sin
13. %% Create (save icon)3E G| EE.

15.2.1. EAER JIRA I B Fh 01 & |n] /i

& AT LABC B Red Hat Advanced Cluster Security for Kubernetes ZEA B JIRA T B d& R A8, LUMEE
i AN EERBIF A,

AR
o B A —NANIFFFERZEEINEN I BB,

it =
1. FEEBE YAML XHEHRINKR LN T RERE |

I jira/project-key: <jira_project_key>

2. TEBCE Red Hat Advanced Cluster Security for Kubernetes i, £ Annotation Key For Project
FEX A R jira/project-key,

BoESeA G, MARIBEBEIE YAML XEHRE—EM, Red Hat Advanced Cluster Security for Kubernetes
KFERAERNZEBIEENIIE, BN, EHRFLEER default BiH,
15.2.2. £ JIRA HECE B E XK

INRIEIE JRATNE R FERBE XML, A LTE Red Hat Advanced Cluster Security for Kubernetes
FEET]

it

1. 7£ Red Hat Advanced Cluster Security for Kubernetes FEZE JIRA ST, $TFF HE 5Bt )
#2, Red Hat Advanced Cluster Security for Kubernetes 78EX JIRA T B#& R, FHBENEE
CRITICAL_SEVERITY, HIGH_SEVERITY, MEDIUM_SEVERITY, 1 LOW_SEVERITY FEH
fHo
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FE15F 5 JIRAERK

2. RIBIEM JIRA T B B B 35 1E sk BHT (L S,
3. Test (Akbnic Elir)EMiX S JIRA WEREEIER I/E.

4. %% Create (saveicon) R OIBHEE,

z§§§ on
' INREIMEER, TEIRIR HUEHERR JIRA 55K BB AR AV BRI 1T 1R 1F,

15.3. B E R B& @ &
Sy TGRS RN,

i

1. £ RHACS [T/ Muheh, # A ZEl Platform Configuration — Policies.
2. IEFREENELEERN—PHE R,
3. 7£ Bulk actions T, £ Enable notification,

4. 7£ Enable notification B d, 1%# JIRA notifier,

g%i% on
MREOKBREEMEMER, RARET—REAEEBNEFICER.
5. Fifi 5H.

® Red Hat Advanced Cluster Security for Kubernetes 1R#E1%# 4 2% @50, EEBGE
M, BE LR E— N ENER,

o BHMUEXAEERAZE—R, WRENRBOE T ENER, NFRWEEA,
PRIEIER 7 HEM,

® Red Hat Advanced Cluster Security for Kubernetes U FI&R 0 EHEIR :
o MERE—RALERKIER,

o FEMRIZEEHRISHLRIAZTNENRGE, SITNRBEREEBEFL
$O

15.4. JIRA &\ PE HEFR

INREE JIRA T B AR {E A B E Lk disimml B E LFE, EZ1IY Red Hat Advanced Cluster
Security for Kubernetes & JIRA Software SR ATRE R HINEH 1R, LLEIRATRER R N EMMIL LR F
EREAR AL IE R Y,

INRIETHIE JIRA T E BB E ML E, HEM roxctl CLI Y JIRA &= AKX A S,

it =
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1. EMJIRATIBRENE E KR E, BT TRE N JIRA £/ ITH debug BEILE :

$ roxctl -e "$ROX_CENTRAL_ADDRESS" central debug log --level Debug --modules
notifiers/jira

2. ¥REBUIBAACE Red Hat Advanced Cluster Security for Kubernetes for Jira £/, &M EK
iF, BOREEAIIARIN, £MMBEHRAEEE JIRA TBEEXHEE UL,

3. BRAERRENESER zip X, HBTUTHS :
I $ roxctl -e "$ROX_CENTRAL_ADDRESS" central debug dump

4. fEI% .zip X, LRk JIRA T B R ERBE E UILEIUE,

5. BXMRKABRE, ESTUTHS :
I $ roxctl -e "$ROX_CENTRAL_ADDRESS" central debug log --level Info

6. BN JIRA EEREEE Red Hat Advanced Cluster Security for Kubernetes, 313 552 (8 KBS
BB E LN,
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% 16 = SHLFHRSRRK

516 & 5 H FHRE R

BCi& Red Hat Advanced Cluster Security for Kubernetes (RHACS), {58 X 5H8iH R IIEIR L X FITRE
FL FHR A E R 7

&R DO B M RHACS % 4 BIbR# F FRREE N S i AL RIER A AR, B9 RHACS &
B RS 4 BB FHR - hit, 87T LA A Default Recipient B FE FHI 4 & = BIbR £ E h K FIRA,
S EFAERE MRS E BN AN,

EREARYE, BRI LE L — audience B SR B Hen & 2 A KEXHIREG T R 1B R, MRMBEERZ
i, NFMHESBERINME. MRGBREFREEIMH, NaEERNERKBERINE

o MREMEBEEIMBVIFIE LR, NEAEAFHARIBRBETIE LBIRR,
o MRIMEXFIME, NNEGBERIERTMAE, FREFIM4LERE XHIRR.
o MFRABIME, NKILEHFIMEEISEMHSE LHRIAEKE,

16.1. ECi& ML FHb 43R 14

RHACS AR TS i TR 4 X BIE AR R EROREIR T, 1o LU A AR SR A R I

{55 RS AR B A5 B T P PR AR R R
1%%%WW&Y#¢%M%MHF%M%Eﬁ,E¢mmﬂ%@ﬁ%¥%#%ﬁ¢%i%ﬁﬁ

annotations:
email: <email _address>

2. 7EBCE& RHACS B}, £ Annotation BB FEKE FEE P FE TR B4,

%%é% -
' RET LA ER B o i 42 72 | D RS R

INREERTARECE T EHENMEEN, RHACS FARFERAEXIEMPIEENEFIE, S, &
FERAXTIRINERE,

it

1. 5%l Platform Configuration - Integrations,

2. 7E Notifier Integrations 4 T, %# Email,

3. #%#% New Integration,

4. 1f Integration name FE&H, i ARBY L FHEE SR BRI & R,

5. 1f Email server P/, i AR FRREFARSS 2ROt L FREEFAR S5 88 it B 3BT 2 R E I
#Z(FQDN)#Iiw O 5 ; 140 smtp.example.com:465,

6. A%k : MNREFERREFPDEIUER SMTP, 151%FE Enable unauthenticated SMTP, X2AZRE

BEF#ERN, BEALERAEELHEN, FlM, MREEARIRS ST AITESHINIENE
H, ERIRERESRIX LI,
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BT ERBRER B RRIERGBERE DL SMTP B9IIA B FHMEERK, &
WITHBRINE /R, FOIE—/%EE Enable unauthenticated SMTP BYF &K,

.'-’-)

7. B ARTFHHEILRARSSIK - B R P AR,

8. FI%L : £ From FE& Fhia A MR 2 B I F FHE¢ @ AR FROM H1k FRBY&F5R, 40 Security
Alerts,

9. 1f Sender FE 15 E M E LI AL FHIF R AR SENDER Frk fR 89 FHb 4t

10. 7£ Default #EWE FE 18 B BCERB A FHP A,

N mk . HEREEEREPRAERE, IRTRMEEER, BEXGREREEIMENEH,
)38 RO A B AR O FL F Bttt B, SBHEIYE R EE] Default Recipient FEE 18 ER
LR,

12. Al3% : % Disable TLS iEBERAUE (FALE) 7E5%E TLS WIER T A EH FHME, FBRIEFEH
StartTLS, BNIFNZRETLS,

3 TLS ST FHME@ER. MREE TLS, NFTHE B FHEHIMRMBIK
-

13. ®i% : EBfHFA StartTLS, %M Use STARTTLS (BERM TLS) THIEHAHIESE Login =
Plain,

BR
{8/ StartTLS i, FUFERRSI RIEMBERILASE AL 845 AL F IR AR 55 2=
o {£F Login 3% 8 STARTTLS £ base64 4R & i & 3% H R JIE IR,

o {Ff Plain 2880 STARTTLS LU XA R T B9 50k 18 A X B B BIHR 4
R4k,

16.2. fic & SR @

NRGRMEE AERBA,

i =
1. £ RHACS [T Wi, # AZ| Platform Configuration - Policies,
2. EFEEBENELEERN—PHNZ DR,
3. 7£ Bulk actions &, 1 Enable notification,

4. 1% Enable notification B, S H FHREEH,
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%%?% on
l MRELORAREEMEMENR, RARET—REEEEBNEFIER.
5. Hifi 5H.

pa -

® Red Hat Advanced Cluster Security for Kubernetes 1R#E1%# & 2% @50, EEWBGE
M, BE L NRESE— N ENER,

o BHMEMAEERAZE—R, WRENRBOE T ENER, NFRWEEA,
PRIEER 7 HEM,

® Red Hat Advanced Cluster Security for Kubernetes i UL FI&E R O EFER -
o EEHRE—RAERKIER,

o FEMRIZEEHRISHLURIAZTNENRGE, SITNRBERSEBBEFL
&,
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