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1.1. RED HAT ADVANCED CLUSTER SECURITY FOR KUBERNETES Z2#%

Red Hat Advanced Cluster Security for Kubernetes (RHACS)# A # f RZ2M EZ H K MEEE, FiiT
THAE, LUERATREREXTE/Z OpenShift Container Platform % Kubernetes 1 s BISHI,

LIRTE Kubernetes #1 OpenShift Container Platform £%2%& RHACS i, ZRIFEERERE,
B2, EFRHGREZAMNRERERZ,

FAF Kubernetes B9 RHACS Z2f4

THRIERT WA StackRox Scanner 215, T FhRA 4.4, Scanner V4 BI A, Scanner V4 &I 2 A%
B, BIRET AL S,

B

iR V4/\IE MRORTIEINRE. AT EIhEERZLLNE ™ MRS TN (SLA) X
F, BYREARgHARE, MERHERLE T IMREhERE]. XERATIITThEE AT LUE
ﬁi)i'?zaeiifﬁﬁi %ﬁEI’\JIjJﬁE HENSEF LM BRRERGE L.

BRIBEATUTNESZFBEEMESER, BESHBRTTIEE L,


https://access.redhat.com/support/offerings/techpreview/
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User roxctlCLI APl clients

Image Load definitions. Third-party ﬁgzﬁ:;_

registries balancer stackrox.io systems stackrox i'o
Lor 3 A s
Ingress
Controller

Web proxy Web proxy
(optional) (optional)

T

Scanner

Central services

Secured cluster services Secured cluster services

1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 s I' 1
1 1 | canner-siim 1
i Sensor <4— i i (optional) Sensor 4— i
1 1 ] 1
1 1 ] 1
1 1 ] 1
1 1 ] 1
1 1 ] 1
1 1 ] 1
1 1 ] 1
1 1 ] 1
1 1 ] 1
1 1 ] 1
1 Admission 1 , Admission 1
. controller . ' controller .
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 ] 1
1 1 ] 1
i Nodes ‘ i i Nodes ‘ i
1 1 ] 1
! Collector <+“— ! ! Collector <+— !
1 1 ] 1
1 1 ] 1
1 1 ] 1
1 1 ] 1
1 1 ] 1
1 1 ] 1
1 1 ] 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1

Kubernetes cluster1 Kubernetes cluster N

& B LU RHACS £/ OpenShift Container Platform 55 Kubernetes 528 —H A28 %%, RHACS &
BUTIRS -

o BHE—NREPRENDRIRS
o HEMMEM RHACS RIHEBNERHPLENTEERIRS
PRTYXLEEERSH, RHACS hEHMAMAMRE, LUSmEHNREM.

Heth BT
® 7£ OpenShift Container Platform #1 Kubernetes | %2%& 2 [A] A9 2254 X 5]

o HERAM
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1.2. RRARSS
IRET LATE BN ERE 2% Central BRSS. IXEERSSBIELUT4H -

e Central : Central @ RHACS N ARFERA@MRS. SR API ZEMA A RE (RHACS

Portal) /17, &I LAfEE A R — AL ISR IR 7% > OpenShift Container Platform 2% Kubernetes
KB

Central DB : Central DB 2 RHACS MI#UEZE, HOIEBMALRIERAM, SHEiET
PostgreSQL 13,

scanner V4 (BRTINE) : MARA 4.4 FF18, RHACS G &1H#EEF V4 BRIAHEFE RS
REEMR, TIHTRERE V4 & T ClairCore 198, B AX#F Clair HitER, H#REF V4 IHEHHRE
EESMEHETFRERZNEGEMLE, SNTFIRE 4.4, BOHFIHXNIHEIRFES StackRox Scanner
SEAMA, LURMT SMTEAIIEE, B3 Scanner V4 XHEIXLETHEE, scanner V4 85
Indexer. Matcher 1 DB ZH 4,

BF

HiEEF V4 RE— MRS, BORTIIIRER L8 MR 55 F KX
(SLA) %, HEIIBERTeEH AR, ABETHEEE - IMNERERE], XEk
ARIREThee AT LUME R iR BIX R BIEE, HENSEFLMBRRHRBEE L.

BRIABRAT G FEEMNESER, WSARATIT i F e,

o scanner V4 Indexer. Scanner V4 Indexer UTHiI&3RE|, ZEIHIR RGO, BIEHE
registry ik, FREIFRFSM registry FHIEVR R, SHEIEMIRERS (MREE) , H#E
BKEHS, eEEMNEERSINE, EFas8hERRNER,

o scanner V4 Matcher. Scanner V4 Matcher H4TIRACES, AR AP RARSTIHEES V4 Indexer
ERIRIEITRRE], NI Matcher & M Indexer SKEXRZRB IR, 35 Scanner V4 HUEZEFFIER
JRIAPCES, W05 Secured Cluster services Scanner V4 Indexer #4738 1, Il Matcher &{E
MIZZRBIFEF L ENRBIIRE, RAESKELRE, Matcher IMREURBEEIE, HERZHIHW

TRAEIEE T Scanner V4 ##E/%, Scanner V4 Matcher fiiH AR E, EPEGSEGENE
YR YE

“X=H o

o HiTEF V4DB : WWHIEEFHEHBEEF VANER, SEMARBIEIENRSIREG, k&
T Central %8 Lt Scanner V4 DB &E PVC,

stackrox Scanner. StackRox Scanner i@ RHACS FREAFIHIZEF. IRA 4.4 /N7 — 158
TR Scanner V4, StackRox fHHTERRE Clair v2 FHRAEEFH O X, Eia/mgksiE H
AR 1T RHCOS 9 S F I & 13,

scanner-DB : t##E/F B & StackRox Scanner FIE1E,

RHACS RSO MENERZE, LIATEEMIRERYS, HBERERSTHaEERRENRZIE
EHganta, el 5EaEMBREENERRELE, F4, StackRox Scanner &5 mBy
BERZMESPIRRE, XLEIhEETTMELUGERARAF S Scanner V4,

1.2.1. WER
RHACS FRUTRER :

alpine Z&EIBE

® Amazon Linux Z£ A0 IRERBEIRE


https://github.com/quay/claircore
https://github.com/quay/clair
https://access.redhat.com/support/offerings/techpreview/
https://secdb.alpinelinux.org/
https://alas.aws.amazon.com/index.html
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® Debian L IRIFes

® Oracle OVAL

® Photon OVAL

® RedHat OVAL

® RedHat CVE Map : iXFF Red Hat Container Catalog A REVERIR.
e SUSE OVAL

e Ubuntu OVAL

e OSV : XAFESESHEXMIRAE, 0 Go. Java. Node,js (JavaScript). Python #1 Ruby, X4
R BER NIRIARME GitHub Z£ 25 (GHSA) ID 1A =& CVE 5,

RHACS Scanner V4 L ATIERY OSV.dev LRTFERY OSV $4iE
JEE. https://github.com/google/osv.dev/blob/master/LICENSE

e NVD : XATEMBERN, MAEHNERNRUERFIEMEEELR, ff0, Alpine AR,
CVSS o#1. MmEMAHmEH,

It SR NVD API, B E NVD Z53R AL,

e stackrox: Eiff StackRox W B4 —HIRE, XLRE KR KB EMRNBIER A IEHIE
TEFEME LN,

Scanner V4 Indexer R TIRE :

® repository-to-cpejson : f§ RPM FZfif EMF EIHMEXH cps, XEBEEETF RHEL HHREEMTR
SERT AR,

® container-name-repos-map.json : IXSREE( M E TE,

1.3. RERERRFIRS

fREI LUER RHACS Cloud Service IR ERIFPHBNEHRRERLERRS., RENEHIRSSEU
THE -

e Sensor : FRAZSREN T AWML IEERHARSS. Sensor 1IIfr OpenShift Container Platform %
Kubernetes API #1 Collector B it SR YFNRS. Sensor i8R #E RHACS =hR %5 RBE AL
REBER A FZTRHERIER. H4, Sensor MEAMAERRE, MNBMKER. B
RHACS =hRS RIS EFH LB LIRS Admission #2252 B,

o MEAPEHIZ : Admission 2R B LA BB E RHACS TARSS HiE R Z £ R TR M.

e Collector : IEROMAIMIEER T m EHNARRTEL. CRERSZITRMMLENER, FHiF
I BB 4 % F Sensor,


https://security-tracker.debian.org/tracker/data/json
https://linux.oracle.com/security/oval
https://packages.vmware.com/photon/photon_oval_definitions/
https://access.redhat.com/security/data/oval/v2/
https://access.redhat.com/security/data/metrics/cvemap.xml
https://catalog.redhat.com/software/containers/explore
https://support.novell.com/security/oval/
https://security-metadata.canonical.com/oval/
https://osv.dev/
https://osv.dev/
https://github.com/google/osv.dev/blob/master/LICENSE
https://nvd.nist.gov/vuln/search
https://github.com/stackrox/stackrox/blob/master/scanner/updater/manual/vulns.go
https://www.redhat.com/security/data/metrics/repository-to-cpe.json
https://access.redhat.com/security/data/metrics/container-name-repos-map.json
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e stackrox Scanner. £ Kubernetes 1, ZE£ £ &8RS B E Scanner-slim fE N A EHE, B2, &
OpenShift Container Platform £, RHACS TIRFSIEENLLER R RE Scanner-slim R A,
LUETE OpenShift Container Platform 55X registry F1E M registry IR,

® scanner-DB : It#IREE S StackRox Scanner BIEE,

® scanner V4 Scanner V4 ‘SRR EEMPLRE (WMREH) .

B

HiEEF V4 RE— MRS, BORTIIIRER L8 MR 55 F KX
(SLA) %, EIIEreEHARE, ABETHEEE - IMNERERE], XLk
ARIRETheE AT LUME R iR BRIX A BIEE, HENSEFLMBRRH KRR L.

BRIBEATUTNESZFBEEMESER, BESHBRTTIE L,

o scanner V4 Indexer. Scanner V4 Indexer UTHI&3RE|, ZEIHIR RGO, BIEHRE
registry ik, FREIFRFSM registry FHIEVR R, SHEIEMIRERS (MREE) , H#E
BKEHS, eEENEERSINE, EFas8hERRNER,

o {HiTEF V4DB : MMREA T Scanner V4, NIZE LA M, LEIEZEEF#EEHBER V4 E
B, SRS, NWKESRKREMEE, 154 Scanner V4 DB ECE IR A S FB(PVC),

LIES Central RESHEENER P LELLERRSHER— ML L2 HhE
R, REMEHRSTIESEE Scanner V4 HF, KR, Bi% Central RS
28 & Scanner V4 ZE,

_.-
o

1.4. A8RH M
Red Hat Advanced Cluster Security for Kubernetes (RHACS)S5 LA FAEHERE -

o B=AHRY : EAILUT RHACS SHMARS: (40 Cl/CD B, BHSEBSEM)RZ. BEID
k. BTFHMEE) K.

e roxctl: roxctl E— M H1T5E (CLI), AFE RHACS LiziTer®,

o Hif& registry : AT LU RHACS S & MR registry 52, F{#EF RHACS HEMEEFH R,
RHACS [F &R 252 L IBER pull secret FiEEK IR B EIBCE registry £/, B2, B
TR, BT FENERE registry SN,

e definitions.stackrox.io : RHACS 5R& T 3k B definitions.stackrox.io i 52 A & FiRIETR BV R
B, FIRHXLEERLHY Central, ZRSBITFEM. ERFBEIEZE (NVD) BIENIEETFT 24 H
#¥®, 20 Alpine. Debian #1 Ubuntu,

e collector-modules.stackrox.io: Central EliA collector-modules.stackrox.io, LURENZ XY

PRI ER FF X LR R (% 32245 Collector,

1.5. 7/£ OPENSHIFT CONTAINER PLATFORM #1 KUBERNETES tZ&%%
[ B9 ZR 14 Xl

£ OpenShift Container Platform £%2% RHACS i, RAEFHMNERMXF :


https://access.redhat.com/support/offerings/techpreview/
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1. HITfEA Operator 5% Helm &3 /574 1E OpenShift Container Platform %% RHACS
i, RHACS RIEBNLLER R RHACS A, BENIIH#3 /A AHMERE OpenShift
Container Registry (OCR) FRBY% 1%,

2. ERET Central WEEEH, Sensor 5 Scanner B1E, LEERVFITIRIM I ERFRIRER
registry,

1.1. Red Hat Advanced Cluster Security for Kubernetes 283 for OpenShift Container Platform

R — —

User roxctl CLI APl clients
Image Router definitions. Third-party cnf:gzﬁg;_
registries stackrox.io systems iy i;a
Lor 4 A s
Load
balancer
Web proxy Web proxy
: Ingress :
tional 9 tional
(optional) Controller (optional)

T T

Scanner

Central services

Scanner-slim 4> Sensor <4—

!

— Sensor <4—

!

1 1 ] 1
1 1 ] 1
1 1 ] 1
1 1 ] 1
1 1 1 1
1 1 ] 1
1 1 ] 1
1 1 ] 1
i ‘ ‘ i
i i , i
1 1 ] 1
1 1 ] 1
1 1 ] 1
1 1 ] 1
| Admission | ' Admission |
i controller i i controller i
i i , i
1 1 ] 1
i Nodes ‘ ‘ i i Nodes ‘ ‘ i
i Collector <4 i i Collector <4— i
: : : ‘ :
i i i i
i i , i
i Secured cluster services i i Secured cluster services i
1 1 ] 1
OpenShift cluster1 OpenShift cluster N

1.6. RS HINRZE

AT RHACS RS INAIMEE 3T H,
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& 1.1. %A Scanner V4 i RHACS

i % : Hih

Central | scanner V4 Indexer FROiE Rk FRE| 28 FEFIZRE | (analyze) A E iR
%, XM ERLINEG. HiBER V4
Indexer M Central 1% THF%%]‘?C#F, LA BhZRB|
g,

Central | scanner V4 Matcher Central 153K Scanner V4 Matcher 545 E 5%
EEREMRE, XMIRRA £ KA
R DRBEmRE. TETER V4 Matcher M
Central 15K & #FTHIRIE,

Sensor | scanner V4 Indexer TEf#H Operator i f# A& RITHI 88 E B Red
Hat OpenShift 2AtE BRI E
SecuredCluster 13, J5H
SecuredCluster 34}, Sensor &K
Scanner V4 k3515 &, HHETRF V4 Indexer
M Sensor B RBRH ST, LUIESBIZRS|ITFE, BR
FER—E R ZE A P IFE Central, TEXFHER
T, &% Central,

scanner V4 Indexer - %R registry Indexer M registry ALV R ITTEIR LA E R
BHZE, FTHZAIRRSINE,

scanner V4 Matcher - scanner V4 Indexer 34%2 % V4 Matcher M Indexer & REF &R 3]
(FRBlIRE) MR, RE, EREARER
WEEXIRE, RETE Central £EEFHZRBIH
&Ef, FREELRE, % Scanner V4 524
SHPRINFERRRELTREN, FaLZ%EL

XH,
scanner V4 Indexer - Hi%2RF V4 DB Indexer FHE 5 3RBI45REXBIE, LUBERE

BRZ T EHAREI—R, XA LUBERBERN
ML% R E N E At FRF A X,

scanner V4 Matcher - Hi#EF V4 DB HF#FEF V4 Matcher [ EMFIE RAEIEEE
EHUREHR, HEHEMXLEHEE, HiuiEF
V4 BRI ERECE S T2 E
?EO

Sensor | Central Central #1 Sensor Z [A|/EME@EIE, Sensor &E
HAFC 1) Central AT HEIE RIS TRENE
. BRERNELEHNRENENLES
%, FURIBEERIER. Central. &
Sensor Bf5, LU F B SRBE XS A A 51
B TEFHE,
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A Al A sk

Collector | Sensor W& 2R 5 Sensor IS, HFHNMBESHAEEISE
BEBIXT N Sensor, TEXXFFHY OpenShift
Container Platform &£2%#1, Collector KT
T E R G SHIFH L £ R Sensor, BA
EHEEFRETLUEeILL T #iRE, 1K
&£ 233tIEK Sensor TRV BIIRENFERE, Sensor
M Collector IFRAHMESTIHLE R, 7
A, Sensor M Central YA EB TS 25115 5] B&
HER, FEEHZEE Collector,

ARG AR | Sensor LRI R L IRIR TR 4 % E Admission 124
o HEARE T LD EIEERER A EE
Sensor, A AEHIZF AT LIRIEEE M Sensor
TR RTH,

AENER 2R - Central eHAEN ; BE, WRHME Central imm B
Sensor A A, Admission &I AT ERES
Central #1781,

BE
HiERF V4 RE—MERTIEIhRE, BORTIIIRER LG MRS F RN (SLA) X

F, BYREARHARE, MEFHERE T IMRHhERE . XERATI TR LUE
RAARBA AR, HENSEFLNBRREMAR TR L,

BRIABERAT G FEEMESER, WSARATIT I F e,

K 1.2. {81 StackRox Scanner B RHACS

At B #HEZH ek

Central | H#ER Central #1 Scanner Z B/ EWE&IE, HRMA
HSRIE REEGITH, Scanner M Central i& K%}
H CVE BUREREH,

Central - definitions.stackr Central #£##%| definitions.stackrox.io i

ox.io =, DEKRRaMRREER.
Central - collector- Central M collector-modules.stackrox.io
modules.stackrox. TFE X IFMRZRER,
io
Central - & registry R EF IR registry BUKREVEAR TTEIRE. 51

M, ETE RHACS |15 7R Dockerfile ¥645,

HisfeF - %R registry 32 MEER registry RIEVER LURATRSE,

10
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A Al HEXZHE fed

Sensor | Central Central #1 Sensor Z [AIEME@EIE, Sensor &E
HAFC 1) Central AT HEIE RIS TRENE
. BRERNELEHNRENENLES
#, FURIRKERIER. Central. &
Sensor Bf5, LA F AR SRBE XS A A ER
B TEFHIE,

Sensor | HERER fX1E OpenShift Container Platform
F1, Sensor 5 Scanner B1S LAU5 AN R SE B
BIAHE registry, 1F2F S Sensor Bf5,
M definitions.stackrox.io &k #iE,

Collector | Sensor INEE 2R 5 Sensor @15, FHNMBESHAEIE
BEBIXT N Sensor, TEXXFFHY OpenShift
Container Platform &2f#, Collector &4
T RERENTHSFHFH L EE Sensor, L
FEHRERRERUHBe U T #RE. I
£ 23hIEK Sensor RV HIIKENIFERF., Sensor
M Collector IR &ML R, 7
4, Sensor M Central AN ER TS 2 51 117 %
HBER, FEHEMEES Collector,

HENIREI AR | Sensor LRI R L RIR TR 4 % E Admission 124
o HEARE G LD EIEERER AL EE
Sensor, A A2 AT LIRIEEE M Sensor
TR R R,

AENES 2R - Central eHAEN ; BE, WRHE Central imm B
Sensor A A, Admission &I AT EEES
Central #1T@15,

1
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