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2 13 19 RED HAT ADVANCED CLUSTER SECURITY FOR
KUBERNETES

R A LI Red Hat Advanced Cluster Security for Kubernetes HUTEIB &40, FFEERIZH T MESH T EL
B X LR IR S .

IREI LLB T 5 Amazon S3 5 Google Cloud Storage &Mk H Central BUBERE B35 17. ErILUFEMA
roxctl CLI %} Central BB FEHITIRE #19. EL AT LUERA RHACS Operator 3 Helm Chart 585 75%
% Central Z8%&,

RIBEWER, B UOIBRHFHERNES

1. Central BUBREM&D : EE8E RHACSERE. WR. HHMIED, ERATNNMELGP, Mz
FESESREARHF, SAILUER AP EIRE Central BUIBEFIGEIRE BIHBRETHAEIRE, XHE
HATRREARIEN T BT EY, RIFEREERRE MIARXERENTHFIERELRE
%Q

2. MEBEENSERBMEN : tNREMA Helm chart 8 RHACS Operator &% RHACS, Bl L&
DR ETRENLE. SEHBEE L, Y RHACS REHEMNME, HELEEFEIBIFT—
NEBEH B EEN, WEHBEBHTEMASALERE SR, A4, BIMERFREBE
SOEE, IR LERE RS 8 Central REMNM—ERMEE, WEISH—BMEIER
HIERE

RN &R XU EE secret FIEF, FrLME@ IR S MFME DM,

1.1. {5/ ROXCTL CLI £15 CENTRAL #UE%

#12 Central BIEEN FHABBEZBENRZATRUEXREE. BEENEN &N, SELENRE.
PR, BHFES, PrEBEENEE. HTNEASEE R,

&I LAfE A backup 8B {EF roxctl CLI #1T&1D. BEE AP DENERE A BIRKZITIG S,
p= Y=
LIIEX @S5 Amazon S3 Bk Google Cloud Storage SERE 12 Central BUEE,

#%1D Amazon S3 AP EREMARERIUEE IT/E, BE, 2185 ENIKHHEF Amazon S3
AP| 3B ED RHACS, N, iEZ 0 MinlO £BY RHACS 19 »

1.1.1. £ 8 APl ShEIRERD
IRET LIS A AP ShE 1D RHACS RO NGRS,

FeRFEH
o ME—/HH Admin BB APl Sk,
o BZRET roxctl CLI,
e
1. I217LA T4, %iE ROX_API_TOKEN #1 ROX_ENDPOINT NELE

$ export ROX_API_TOKEN=<api_token>


https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/4.4/html-single/integrating/#perform-on-demand-backups-amazon-s3_integrate-with-amazon-s3
https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/4.4/html-single/integrating/#perform-on-demand-backups-google-cloud-storage_integrate-with-google-cloud-storage
https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/4.4/html-single/integrating/#perform-on-demand-backups-amazon-s3_integrate-with-amazon-s3
https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/4.4/html-single/integrating/#perform-on-demand-backups-google-cloud-storage_integrate-with-google-cloud-storage
https://access.redhat.com/solutions/7021082
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I $ export ROX_ENDPOINT=<address>:<port_number>
2. IBTLAT a4, 7 Central BEh&E1D -
I $ roxctl central backup ﬂ
ﬂ & e LA#E A --output 1ETI1E E &0 XX AL B
BOABR T, roxctl CLI &M XHREFRZITHHHBE R,
Hth B
o RUIARE

11.2. EHEEEABERESH
AT LS S 1 5 B 5 419 RHACS BYEEMURFE,

o B&RET roxctl CLI,

it =

1. IZfTLA T 5% E ROX_ENDPOINT IfMELE :
I $ export ROX_ENDPOINT=<address>:<port_number>
2. IBfTLAT a4, 7 Central Boh&D -

I $ roxctl -p <admin_password> central backup ﬂ

Q %t F <admin_password >, 518 E SR [ HH,

FINBERT, roxctl CLI & &M X HRFITZT LGB R, BRI LUEA --output 1211
BE SO XHALE,

1.2. %1% CENTRAL Zf &

BRI LA Central SLBIERE ., WMREEFERERNEEER central IR E|H —1 & 22 0] sk LAY,
XIEBE A,

= -
IIEA X FEE A roxetl CLI F0EEBEEE., A LMEA oc ¢ kubectl CLI &9 5 Central
. SCHEREE R FIRERE.

1.2.1. {8 RHACS Operator &P ERE


https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/4.4/html-single/operating/#rbac-system-roles-3630_manage-role-based-access-control
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L8 RHACS Operator 3 instal RHACS K, OpenShift Container Platform =¥ Central E8ZHIFTE B
E N EEBFMETE Central BE X FIRA, EAILL#E{7 Central BE LR, central-tls secret F1EE 7 %
4, central-tls secret @iEFA T HEARESEHNER AP BEHITHHBEIERIES,

ik =
1. IZfTLAT S, f¥ Central BE L HIRREFER] YAML X4 -
I $ oc get central -n _<central-namespace>_ _<central-name>_ -0 yaml > central-cr.yaml
2. 11TLLT 44, ¥ central-tls {77 JSON X4 :

$ oc get secret -n _<central-namespace>_ central-tls -o json | jq
'del(.metadata.ownerReferences)' > central-tls.json

3. £ JSON XA EE A BB HIZITU TS

$ oc get secret -n _<central-namespace>_ central-htpasswd -o json | jq
'del(.metadata.ownerReferences)' > central-htpasswd.json

1.2.2. i/ Helm &7 88 E

L{F A Helm Chart &% RHACS B, EAE LU Central BRERIATE B E LB FMEEN AR Helm Chart
BB E X E A,

EALFEMEEE, FRHERER YAML XHH,
it =

o JZITLITABIE YAML ¥R %13 B %E XL Helm Chart {4 :

$ helm get values --all -n _<central-namespace>_ _<central-helm-release>_ -o yaml| >
central-values-backup.yaml
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B2E MEHhIRE

&e LUER roxctl 85 1TRE(CL)MILA #1421 E Red Hat Advanced Cluster Security for
Kubernetes,

RIBEHNERMESHEEE, ETUMUTRENEHHRE

1. M Central BIEE &3 1k E Central BUIEFE : 1/ LR MEBE SRR S BUR BR TSI S ik
8. BRVFESR Central BiEERE FHIKE T ERAIEIRT,

2. M Central BB &% E Central : IIREEST Central IR RN Z— N ERH MBI, 1HE
e, XMNMEUIRE fREZENERE.
2.1. i ROXCTL CLI 1% & CENTRAL #UEE

& AT LUE A restore a5 {# A roxctl CLI k& Red Hat Advanced Cluster Security for Kubernetes, &5
£ AP| THESEE A B RoTI e 5,

2.1.1.{EE API 2R E

B LUFER APl S HERE RHACS BIEENUEZE,

FRFM

o RA— RHACS &5k,
o MAE—NHAEEEINABHN API S,
o B&RET roxctl CLI,
e
T4, wiE ROX_API_TOKEN #1 ROX_ENDPOINT INELE

$ export ROX_API_TOKEN=<api_token>

$ export ROX_ENDPOINT=<address>:<port_number>
2. BT TREERE Central BIEE :
I $ roxctl central db restore <backup_file> ﬂ

ﬂ % F <backup_file >, EHEEEZERE EHXHRETT,

212. FABEE A REIRE
{RE LUME S A B E RHACS BIEANEBUEE,

FoRFM

o fRE—/ RHACS #1514,
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o THEEEAEB,

o B&RET roxctl CLI,

it =
ZiTLA T 645 1% & ROX_ENDPOINT IMEL £ :

(™

I $ export ROX_ENDPOINT=<address>:<port_number>
2. IBITUAT e HRIKE Central BHEE :

$ roxctl -p <admin_password> \ﬂ
central db restore <backup_file> 9

Q % F <admin_password >, 518 E SR HH,

g % F <backup_file >, TEHEEZERE EHXHRETT,

2.1.3. IR E 1RE
INRIRESE T R E R EER ] Ry, NEEEEEL, Eo LIRS RS IR,

o MMBIETEIFINZITIRERIERINES, EeTLUER roxctl central db restore status @50 E R
SRS R EHIIRE

o MNRIEFZAET, roxctl CLI REEEZEBRAANBIZHIREMES. BiEZEERIURT
timeout 51115 & R $F LN [H],

o {FM --timeout JETHEE roxctl CLIZ I 2k E IRE RO B (AR HBAL) , IIREEE
IR, FEKIAEBES Oy 10 28,

o NMBWMERFEEHEEZEREE, 154 A roxctl central db restore cancel e85 REUHIETEZ

TTHOMR R HR A,
o MRMEBMFFE, BEECHTE, IENFSTH, BALLBLERZTREGRSEREZE
B E.
BE
o TEFMTHANA, RHACS REFHRELIREIRIF 24 N, R LUBIE BIRIITIRIAMK
B a3k E LR IF,

° --tlmeout R HEIE P imEEER, BARSN 24 NTHRS RIHIRE Z1F
=ALR

o (RIKTE Central pod EFFMERE .,

o MRMEFEMHUT, BWYUIE24/NIAEEE, HEEE Central IERE, &
I RHACS £EUH RS 8 1F,

2.2. {8 ROXCTL CLI k& CENTRAL &
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&8 LA B IR AR B 5100 Central BRE RS DI HRIAERE,
R e JefF A roxetl CLIREIET, SRFi21T Central ZEBIAFRE Central R E,

2.2.1. {8 roxctl CLI Pk E1EH

£ roxctl CLI 4 X Kubernetes j&2, 9 RHACS Central ‘HEZRETIER A, XK, EATURGREELSE
BEMISIEIES, APl ShEAT IS BIARARIFE R, NRED T RHACS Central B3 —NEFI, EETLAFE
A R BYIEP ST,

{5 roxctl CLI, BIEEIMEEN Central B, Hx, EBEFLE roxctl CLIF B AREL
BEMDPIIETENRTESR, 2fE, EeLUERXLEEF%ZLE Central,

o RWTEH Red Hat Advanced Cluster Security for Kubernetes #4314,

o RWIEZRE T roxetl CLI,

it

1. IBTX AR install fp

I $ roxctl central generate interactive
2. AFLUTFIRR, EHiA Red Hat Advanced Cluster Security for Kubernetes &4 XX {4 BIBE 1% :

Enter path to the backup bundle from which to restore keys and certificates (optional):
_<backup-file-path>_

3. NFEMIBTR, % Enter H#EZIRINE, FEREBEFTEMABE LE

EEEA, XER install 90—/ 4 central-bundle B3 {3%, HEHEEEE Central FFEM
YAML BB FHEA,

2.2.2. iZ{THREZEHA
BIIRERNLERERFRE, BALUZTT setup.sh IARE R % Central,

it =

1. i&17 setup.sh FIARECE iR registry U517
I $ ./central-bundle/central/scripts/setup.sh
2. BIBPTEHR -
I $ oc create -R -f central-bundle/central

3 RERBNE :
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I $ oc get pod -n stackrox -w

4. 1E Central i21T7/&, #EI RHACS [/ IP it HAENI 2R ITFr. RIBEER B RHHEEERX
b, EERALTAEZ —IKE IP #Hhtlt,

RFHE e Hbht Example
Route (F&H) oc -n stackrox get EHit e https://central-
route central HOST/PORT 7 ~#)  stackrox.example.r
Hhiik oute
T Rim 0 oc get node -owide  {Ef T RH IP SHEH https://198.51.100.
&& oc -n stackrox %, ERSERMIRO  0:31489
get svc central- H

loadbalancer

Load Balancer oc -n stackrox get EiH0O 443 LIRSS https://192.0.2.0
svc central- 7R EXTERNAL-IP 2%
loadbalancer FHA

x central- https://localhost:8 https://localhost:8
bundle/central/scri 443 443
pts/port-

forward.sh 8443

MREIER RSN EFET BEERNEBE, Sl TaesREICKE
Central :

I $ cat central-bundle/password

2.3. {#FH RHACS OPERATOR k& CENTRAL ZE

& AT LAE A RHACS Operator 5 Central SRBME B HRBEE, EMINRE, BEESFD Central BE
Y ¥ERE,. central-tls F1&EHE 7 25,

FeREH
o B H central-tls &0 XX 14,

[ J
=
¢
\\\

R
N

IEA Central BE X HIRED X,

N

/

NN
=

@ IR

EREEARBE &N X,

%

Pt =
1. {#/ central-tls & 10 XX 4K OB TR

I $ oc apply -f central-tls.json
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2. {3 central-htpasswd &1 X0 secret :

I $ oc apply -f central-htpasswd.json

3. {£F central-cr.yaml SZ{4 368 Central EE :

I $ oc apply -f central-cr.yaml

2.4. {FH HELM 1% E CENTRAL ZE

B LUFER Helm ¥ Central BRBME T HRAEE, ERMNRE, BEELRD Central BE LK
B, central-tls secret &I 5 &,

FRFM
o MWEAE Helm {HED X,

o RWTEH Red Hat Advanced Cluster Security for Kubernetes #4934,

o RWIEZRE T roxetl CLI,

it 3
1. M RHACS #EZE & 19 X4 B values-private.yaml :

$ roxctl central generate k8s pvc --backup-bundle _<path-to-backup-file>_ --output-format
"helm-values"

2. 1217 helm install fp 5 F 38 E B E10 X -

$ helm install -n stackrox --create-namespace stackrox-central-services rhacs/central-
services -f central-values-backup.yaml -f central-bundle/values-private.yaml

2.5. % CENTRAL k& 255 — R e & 22 [A]
& B LA#E F RHACS Central 3R ERF0F1ERENF Central IkRE B — N EBE AR ZEH],
LUTFAIRIRM T RES RN HES

1 RIBENRERE BUNIEERBUTEHHRUERRE Central 338 :

BF

o MBREREMDE Central i+, LUEIR Central EHIXHHREEEH APl 5
ERFFA N

o MRZFEMEBINA— RN, EHRIEBREMD RSB TP EEN,

o {fifH roxctl CLI kE Central SpE&

e {FF RHACS Operator k& Central &

10
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o {FF Helm % &E Central 20E&
2. 1RHR roxctl CLI £ E Central #IEZEF IR, RE Central BUEE

3. MNREE—11EMEIH RHACS Central SEFIE4ER DNS 28, NS MEHEEELIEREECIELN
#H9 RHACS Central 2451,

1
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