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BI1ERMBESES

T FRYN{AI7E Red Hat Advanced Cluster Security for Kubernetes F{ERBEE X TLS iEH, &EIEHE,
P # API & Fim R TEEE R Central ST IE R REE S,

LARMBE L ZRIUED

IEA IR R E I R PR EIM AR Red Hat Advanced Cluster Security for Kubernetes R/ N L £1E
H,

111 R EXIE:EE,J%/**'#

AR
o TMNBEZEHE PEM g BFAAMIE S X1
o ETF TN LN R AT AR T L FLE R, 40

MIICLDCCAJKgAwIBAgIBADAKBggqhkjOPQQDABIMQswCQYDVQQGEWJCRTEPMAOG

[4wOuDwKQa+upc8GftXE2C//4mKANBC61t01gUaTIpo=

o IEBXHAUGERD (M) UEH, el UEiE+HiE,

Digk

==
[=]

o MFIEHAZHAE root EEZZRIEY, BLIURHTEMIEDHE,

SR ERA FEHLES,

\

o HERBFRAIEHEBIRIAFITT, UEMHIERZE—MEH, rootik
PREPNER—MER,

o MRMEHEAFTZBER/ABHEE LS, 1T Sensor BEE NEFEER B E IES,

1.1.2. E%ﬁ 4 *EEEP/IJ\JJD g A-EXIE:E'

ik
o IMREFHA Operator 2 Red Hat Advanced Cluster Security for Kubernetes :

1. BIALLT&®4E, /82— central-default-tls-cert secret, FEEZRE Central [RGB R 22 A
FEESEHSM TLSIED :

ocC -n <namespace> create secret tls central-default-tls-cert --cert <tls-cert.pem> --key
<tls-key.pem>



B1ERMBE SGES

o IRE(FA Helm &% Red Hat Advanced Cluster Security for Kubernetes :

1. 1£ values-private.yam| X4/RINE E IEH R E BN -

central:
# Configure a default TLS certificate (public cert + private key) for central
defaultTLS:
cert: |

EXAMPLEMIIMIICLDCCAdKgAwIBAgIBADAKBggghkiOPQQDABIMQswCQYDVQQGE
wJCRTEPMAOG

key: |

2. ERETREPIRMEEXH

$ helm install -n stackrox --create-namespace stackrox-central-services rhacs/central-
services -f values-private.yam|

o INRITEMF roxctl CLI 2% Red Hat Advanced Cluster Security for Kubernetes, EEZITR
SERRFHT R IR BB S -

o WFIIRNERRERRF, 1H# M --default-tis-cert 7 --default-tis-key 1171 :

I $ roxctl central generate --default-tls-cert "cert.pem" --default-tls-key "key.pem"

o WFRERLERRF, EMARTHRMEIESRBEHH

Enter PEM cert bundle file (optional): <cert.pem>
Enter PEM private key file (optional): <key.pem>

Enter administrator password (default: autogenerated):
Enter orchestrator (k8s, openshift): openshift

11.3. HEAESELBIRINE E SGEF

Pk S
o NR{FF Operator &% Red Hat Advanced Cluster Security for Kubernetes :

1. BIALLT&4E, 6/8— central-default-tls-cert secret, 7E&3 T Central [RGB & 22 A
FEESEHSM TLSIED :

ocC -n <namespace> create secret tls central-default-tls-cert --cert <tls-cert.pem> --key
<tls-key.pem>

o HNRMEFEMA Helm %2 Red Hat Advanced Cluster Security for Kubernetes :
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1. 1£ values-private.yam| X4/RINE E IEH R E BN -

central:
# Configure a default TLS certificate (public cert + private key) for central
defaultTLS:
cert: |

EXAMPLEMIIMIICLDCCAdKgAwIBAgIBADAKBggghkiOPQQDABIMQswCQYDVQQGE
wJCRTEPMAOG

key: |

2. {#F helm upgrade &% HF IR B HHIEE X -

$ helm upgrade -n stackrox --create-namespace stackrox-central-services \
rhacs/central-services --reuse-values \
-f values-private.yaml|

Q IBERLLL S, KE values-private.yaml X4 RS EMAEFRENEEE.

o HNRMEFEA roxctl CLI Z% Red Hat Advanced Cluster Security for Kubernetes :

o M PEM 3R BEAFNIUE T3 ST BB H A TLS secret :

$ oc -n stackrox create secret tls central-default-tls-cert \
--cert <server_cert.pem> \
--key <server_key.pem>\
--dry-run -o yaml | oc apply -f -

ZfT S E, Central R BN AMBEAFIES, MEFEHE pod, HreHR T — 2B AIK

1.1.4. AIASEFIEHFEE LIE
MBI EE IFP AT Central, EAIUHITU TS HREHIES,

pii
1. MERINAEHIB E SIET secret :
I $ oc delete secret central-default-tls-cert
2. DIE#H secret :

$ oc -n stackrox create secret tls central-default-tls-cert \
--cert <server_cert.pem> \
--key <server_key.pem>\
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I --dry-run -0 yaml | oc apply -f -
3. EJF Central 25,

1.1.4.1. /3 Central 323
e LR 2 1k Central B25sMIFR Central pod 3RE 5 Central 25,

it =

o ZITUUTESLIALE Central %5 :

BT ZEDVERF 198, BEEF OpenShift Container Platform (F1E S BN FHFES
Central &25,

I $ oc -n stackrox exec deploy/central -c central -- kill 1

ggl:

&, BT TS EMER Central pod :

I $ oc -n stackrox delete pod -lapp=central

1.2. id & SENSOR LUEEBE YUFP

MEFREATLBEENE E UER, BT Sensor EEE NEEENBE E UEH., BN, Ealfesid
BEER, BEAREMNEASREMIXENEERANIERTRESEMAE, &%, BE2—7N5 x509 KuktE
LB,

%% o
' MREERERAEIES, NAFERN Sensor BE NEEEBIEE IES,

1.2.1. %k Sensor {41 &
Sensor B BIELREE Sensor FTHEMECE SXEFIFIA, S LAM RHACS [1F F#; Sensor 45 &,

AR
1. £ RHACS 7/, A Platform Configuration - Clusters,
2. 52 New Cluster 3 NEFIEE — &,
3. MREEER—EHPEE Sensor, HEZAAEFEMNIINE, S, MREEZHEINTRNE

b, 5t central.stackrox.svc:443 0 %R, T ainOsk bt (@m0
=), Zibh A MR E R H A B 7],
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p= =1

INREFEA— DRI gRPC B9 928, #0 HAProxy. AWS Application
Load Balancer (ALB) 5 AWS Elastic Load Balancing (ELB), 1&f#MH WebSocket
Secure (wss) ¥, fEFH ws :

1. {5/ wss:/ Atbitin EEiZ%, MUK

2. EHtERMImOS, Fli0 ws:/stackrox-central.example.com:443,
4. s Next JR4E,
5. = Download YAML File and Keys,

1.2.2. 7EER B HH Sensor B f$ Sensor ECi& N EE B E XIE$

ARG
o MBT#; T Sensor {4 &,

e
o INRIE({FE sensor.sh 7 :
1. % Sensor HH A :

I $ unzip -d sensor sensor-<cluster_name>.zip
2. i&17 sensor.sh A :

$ ./sensor/sensor.sh

c«a

J:'I/ 121715 %23 (/sensor/sensor.sh) AN, IFHSBEINE, 1£i21T sensor.sh BIZH],
8GR BT LU AN B T SULE B IFE sensor/additional-cas/ Bk,

7

o WRIEA{FA sensor.sh HIA :
1. % Sensor HH A :

I $ unzip -d sensor sensor-<cluster_name>.zip
2. BT oS O secret :
$ ./sensor/ca-setup-sensor.sh -d sensor/additional-cas/ ﬂ

@ &R -ditiEEasaE UERNEE,

==
INRSE] "secret already exists" FHIFHER, HEM -u LTIEFZITHIA :

I $ ./sensor/ca-setup-sensor.sh -d sensor/additional-cas/ -u



B1E HmmMBEES
3. fFH YAML X#§4£%4E Sensor ERE.
1.2.3. BRI H Sensor LUEEBE LIFH

ARG
o MBT#; T Sensor {4 &,

pi% &2
1. #R% Sensor 41 E :

I $ unzip -d sensor sensor-<cluster_name>.zip

BITLA TR e S 03 secret :

AE
INR1FE "secret already exists" fESHE, 1EER -u ETEFZTHIA -

I $ ./sensor/ca-setup-sensor.sh -d sensor/additional-cas/ -u

3. {8 YAML XXH44K%E Sensor B8 E,
INRFHEFRMBNINAE (e, BWIES Sensor A23.

1.2.3.1. /5 Sensor B33
IR LOE T A I B 2SR Sensor pod £ E & Sensor A s

AR
o ZITUUTES LA LE Sensor %5 :
AE

BT ZEDVERF 198, BEEF OpenShift Container Platform 5 Kubernetes %1%
BB FHES Sensor BHEro

o 1E OpenShift Container Platform 1 :
I $ oc -n stackrox deploy/sensor -c sensor -- kill 1

o ¥IF Kubernetes :

I $ kubectl -n stackrox deploy/sensor -¢ sensor -- kill 1
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o IE, ZTLA TS EMBR Sensor pod :
o 1E OpenShift Container Platform A :
I $ oc -n stackrox delete pod -lapp=sensor
o XIF Kubernetes :

I $ kubectl -n stackrox delete pod -lapp=sensor

10
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58 2 RIS UE B A AL
T #4017 Red Hat Advanced Cluster Security for Kubernetes Fsin B & X &S IEF & HF4,

INRIMIEM 48, B %5 A Uk AR E R EIEB UL M (CA), E&IHF CA B root IEFRINE Red Hat
Advanced Cluster Security for Kubernetes /£ 5 8I{E root CA,

AINEAE root CA fo9F -
o SHuTBEMN, hRIMiTHESFUSELTRERSSE.
e SEATF Central B E LiEH,
ERILEREIRPHIMEEE LRMFASE CA,

BITE FEEE T Central WEEAEERE CA, ARNELRLIBEE Scanner #l
Sensor,

2.1 BeEHM CA

WINBE X CA :

ik =
1. F# ca-setup.sh A&,

T

o MREHITHRE, EALUE scripts B %A1 E ca-setup.sh A
(central-bundle/central/scripts/ca-setup.sh) .

o (RINIIEE K EI OpenShift Container Platform &£ E — X ik 21T ca-
setup.sh &,

2. {f ca-setup.sh BIARHAT :
I $ chmod +x ca-setup.sh

3. BRI :
a. BAMES, @A -f (o) 50

I $ ./ca-setup.sh -f <certificate>

o MWER PEM HIBBIER XM (BEEAT EA) .
o AR LUMER -u (update) e IiiF] -f 30 B # & B ANBERIIES.

b. —RMBIBFHREILY, AEEA-d (BX) #®9 :

1
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I $ ./ca-setup.sh -d <directory_name>

A=

o EWIFERTA .crt 3 .pem I EB&H PEM RiSIEH ST,

o BAXMHMANEEBMIER,

o MUAAILAMER -u (FEHT) LTI -d AT HTEM Z AR IAYIES,

2.2. BB EXR

BLE RS CA G, Bi7{# Red Hat Advanced Cluster Security for Kubernetes lREEEE 1 1.
o MRMERKFBE T AIE CA, NMAIES Central,

o F4, MBMMERIMIEPRLUSEEE registry £, NIAIIEE Central #l Scanner,

2.2.1. E/5 Central &%
IREI LLB T UE Central B2sskHIBR Central pod 3RE 5 Central 28,

AR
o ZITUUTESLIALE Central %5 :
AE

BT EDVERF 198, BEEF OpenShift Container Platform (F1E S BN FHFES
Central &25,

I $ oc -n stackrox exec deploy/central -c central -- kill 1

[ J
ggl:

&, BT TR EMER Central pod :

I $ oc -n stackrox delete pod -lapp=central

2.2.2. EJF Scanner &%
IR BT LLB A R pod 3RE T Scanner 25

i =
o ZITLATap R LUMBR Scanner pod :

o 1E OpenShift Container Platform A :

I $ oc delete pod -n stackrox -l app=scanner

o ¥IF Kubernetes :

12



58 2 F RINa{EUEB A HE
I $ kubectl delete pod -n stackrox -l app=scanner

8%

ANINAE CAHEE T Central |7, CAFNEEEEOERIEMEH Sensor TREHH S
&,

o HNREE#ET Central FfIIA Sensor IS, EATER Sensor ERE YAML
XHEHEHIAER,

o INRE(FHHA sensor.sh HIAZRE B Sensor, 1HIEI21T sensor.sh BIARFHZ1TLL
e :

I $ ./ca-setup-sensor.sh -d ./additional-cas/

o NRZMEMA Helm FEHB Sensor, NAREITEMEMEIA,

13
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5 3B EREANEBIUES
Red Hat Advanced Cluster Security for Kubernetes BJE/NMHAERER X 509 ik BRI EMAHIEE B
5, XEIFBEASHBH, S@EIE bR EHR ARSI, A LSS E RHACS [ ik
% Platform Configuration - Clusters SE&EFHIE i HIHHE, F & F Credential Expiration 51,

3.1. 7y CENTRAL EE REZRUFP

Central 7£5 Hfth Red Hat Advanced Cluster Security for Kubernetes AR 55@ 518 B & AR 55 211k 13
TEMIAE, WIEHH Central REZME—R, RHACS |1/ G R Central IE-H BN BRRS 945 BAEIE,

& o
' = SR O IR B B 83 ET 15 R,

T FETF Operator B9%&%%, M RHACS hRA 4.3.4 FF4f, Operator R1E1d #iRTB BN H4FTA Central 42
ARG L HIZRE(TLS)IET 6 N A, ERUTEY :

o 1f secret FRRFFIE AL HEBIEFRHAEN]. B2, % pod F N RHACS FHHI—ER5
AN T REE MRS, BESEREA, NRXLEEGEEDENBLE—R, NHHTE
B (RER) BRSIEBTEARIE/S pod. 180, ERILUMIRES app 1758 pod, HEE
central, central -db. Scanner % scanner -db Bz —,

o CAIUERARREH., BB N 5 F,

o LARERAMMEREN init I ERMNIRSIEPEASET, ENIERRRE init 4,

$F FETFIE Operator WRE, BWHMFENRE TLSIEH, UTEIEE T FoREIEHRUA,

AR H
o EEHAMMLIILT, EMIEHA Serviceldentity FHRIE AR,

i =
1.
£ RHACS |17, siitkigrhrosEsE, X BAuE - Bl T8 YAML BdiE i, H
th@ &4 secret. secret @IFIEHMBEIE.
2.
BITEATFES, M YAML ECE SN A B2 Central BI5ERY -
I $ oc apply -f <secret_file.yaml>
3.

&E3 Central AN BN,

3.1.1. )3 Central &35

14
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BRI L@ AE Central F2REkMER Central pod KZE /S Central §2%.

it =

BT TSI IE Central 355 :

k

N
p
;

¢l

ENRZEDER 1 9%, BT OpenShift Container Platform £ B & E N
#EJT Central &%.

I $ oc -n stackrox exec deploy/central -c¢ central -- kill 1

=#E, BT T4 EMER Central pod :
I $ oc -n stackrox delete pod -lapp=central
3.2. 1 SCANNER &S REBIET

HiEREE—1REIET, BATF5 Central #E{5,

%4 Scanner UF B AN HAR, RHACS |1/ &ER{EBHIE,

k

N
p
;

i

& B EuREIE B RIHA B #AAT 15 KT,

AR

BEHFLHILE, EWFIEA Serviceldentity RIS AR,

it

mEEEPRNEETE YAML BB&X#H, HPaE&—4#HH OpenShift Container Platform
secret, SIFIEHHFHAME.

15
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2.
SR YAML Boi&E SO A BIZRE: Scanner RS,
I $ oc apply -f <secret_file.yaml>
3.

&E/3 Scanner AN B,

3.2.1. &JF Scanner #l Scanner DB &%

&I LB MER pod 3EES Scanner #l Scanner DB &%3.

ik =
B2 Scanner fl Scanner DB pod, iHZfTLL Fa4 :
1£ OpenShift Container Platform & :

$ oc delete pod -n stackrox -l app=scanner; oc -n stackrox delete pod -I
app=scanner-db

%F Kubernetes :

$ kubectl delete pod -n stackrox -l app=scanner; kubectl -n stackrox delete pod -I
app=scanner-db

3.3. J1 SENSOR. COLLECTOR #1 ADMISSION #:il834k & AR IES

Sensor, Collector #1 Admission ZHIZERIUEBHEEREE, 35 Central BfS.
EEWUED, HERAUTAEZ—

HEZEKRPOR. THIHZE init fFE, EWHEE Admin AP AR AR init 155
EO

ERBzIAEThE. BFARIGER T roxctl CLI B9ERSE R EE,

16



8 3 E ERT A EBUES

3.3.1. A init AT N REERFKE RIS

R2EHBE Collector. Sensor #l Admission Control 41, X4H#-1E5HAk Red Hat
Advanced Cluster Security for Kubernetes 1@ {5 A& IR S5 23Uk H 3T B K.

RHACS |1/ 7R Central iF B0 HAR 8445 B ARIE,

4l

cj"'}ﬂ&;'& ; ;3\5’

€ p EE&"EREEE:B@J% E %ﬁﬁ 15 fﬂjfﬂo
BIX.
A&

°

BEHAHIULE, EBTESR Serviceldentity FRIE AR,

B8

ReMEMEILESEE, A ANeas secret, EAILIEZS MR LR FEHAEBNRSS
8. BWEaH Admin A AETEECIE init i95a.,

AR
[ ]
{8/ RHACS [T 4R init A -
a.
7E$E Platform Configuration — Clusters,
b.
Hii; Manage Tokens,
C.
# A Authentication Tokens 84, = Cluster Init Bundle,
d.
= Generate bundle,
e.

FEE init A A — 12 #FH = Generate,

17
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ETEHERMNIESSE, iE= Download Kubernetes secrets file,

{1/ roxctl CLI &5 init #i4Fa, HZTUTHS :

$ roxctl -e <endpoint> -p <admin_password> central init-bundle generate
<bundle_name> --output-secrets init-bundle.yaml

BAEBNRE2ERPOUEMBTER, HaTUTeS -
I $ oc -n stackrox apply -f <init-bundle.yaml>
3.3.2. FHAIAR IR LEHKE NERIE

eI LUME A BN Sensor, Collector Hl Admission #ZHI2R EH A HBARIEIEP.

a3

Cﬂlﬁ'

B ARLGERTE A roxctl CLI WETE#HSFRNRE, FSpcHE
roxctl CLI Z&"#4 hi"L % Central'”,

b
AR
[
AU FB SRS AR AR,
[
BEHAGIULE, EBTEAR Serviceldentity FRIE AR,
ik 3

7£ RHACS ['1/°h, # A Platform Configuration — Clusters,

1£ Clusters #ih, #%EFE—4 Cluster EEFHIFS,

18
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8 3 E ERT A EBUES

EEBIEREmiRD, %D Apply credentials by using an automatic upgrade B9%E$,

k

N
p 4
;

¢l

LR ABEIFALEST, Red Hat Advanced Cluster Security for Kubernetes 7ERfTE
SHPEFEIE. B2, EH2EIEM. X5 Red Hat Advanced Cluster
Security for Kubernetes BR$5ERS B S B EAFEIEN, BAISRE,

19



Red Hat Advanced Cluster Security for Kubernetes 4.4 Bdi&

B 45 RN EEA

{8/ Red Hat Advanced Cluster Security for Kubernetes, #EaILURINA S &RXNEINEEA
o EIAAILIE RHACS [ 1P THEB Sk IR BB i EHLITSE FE RO H B =R,

HSHS AR BERNIER, JHBM A THENREE. 3, SRR VERRRERXEHRES, F
m, BERAPIEEFHKEEF.

41. ZMABENLERER

HEXESHITIRANAIBXHENFE, EFEEHER.

AR
[
BB WA read PRI Config fafe, FREAEBE X HBRELTL,
[
EEEEHWA write FIBRM Config AAfakEN. SRFZAEFTHEE,
it 3
1.
1£ RHACS ['1/#h, # A Platform Configuration — System Configuration,
2.
1£ System Configuration ¥ tr3keh, H; Edit,
3.
£ Login Configuration £+, HIAZENERER.
4,
ERRAEFEER, iH Login Configuration 384 3T FFHIH#E,
5.

= Save,

4.2. AN A E AL T

20



B A4E RINEREEN

AT LR B R AR BIERSL U, HREXEREERIGE,

AR

it =

BB HEA read HIBRM Config fifa, FEEEE B E UbnLH 71 HIED & £,

B /BB EA write FBRE Config A2 ¥ BN, 5 AFEAAE LM TR,

1£ RHACS ['1/#h, # A Platform Configuration — System Configuration,

1£ System Configuration ¥ tr3keh, H; Edit,

1 Header Configuration #] Footer Configuration 4 F, HAFRLHMTIBISIA,

B E R T stA. X/ 1 Background Color,

EE ARk, 57 Header Configuration #8447 7tk

EE AT, 57 Footer Configuration 4 T FF D,

= Save,

21
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%55 FRABSEN

Eal LB G REZER, £ Red Hat Advanced Cluster Security for Kubernetes for 8% 8%

BERERM, 8% T, Red Hat Advanced Cluster Security for Kubernetes ZH#45% A EERH
15 L it bt =% 4L,

Red Hat Advanced Cluster Security for Kubernetes 7R EH R EHL A, IP
S EA RS EREHKM L, fim, MREZKSHEKM EIEER Docker registry
£ M, Red Hat Advanced Cluster Security for Kubernetes $SFAaPBH1E 1K,

LIS SR E MR Red Hat Advanced Cluster Security for Kubernetes :

T#: RHACS BifgHEERPLEE ], MEAFEMA OpenShift Container Platform, EaJLL

{81/ Operator Lifecycle Manager (OLM) #1 OperatorHub $¥55{& THRF BRI B B MK T 4
i, R, TGN REHXDIZLEHNGR registry, X TFHEMITES, EalLlERA

Skopeo = Docker FEF-MZIE registry hi UG & IHF HHEXRIE B 2FE registry, @1 F
R Bk,

"ERFEIEPERAELES,

(A1) @it EEHTRRE SO SRAR TR TS R B S BRE IR,

(k) HFBER, B EERNAKSFRAE, AR SRRRE LRI RGN
ﬁo

ZEREERZIEDESABLER, MAEASIEPEA.

5.1. THEEIRIBE%AER

5.1.1. BETHE®

BT L FShhIE. E#HriCFHF Red Hat Advanced Cluster Security for Kubernetes Hi{&#E %%
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html/operators/understanding-operators#operator-lifecycle-manager-olm

#
ul
104
il
3
Bt
Sé%
i
o

registry, Bi&IHA AR LAIRAPEBEREKREA -
registry.redhat.io/advanced-cluster-security/rhacs-main-rhel8:4.4.3
registry.redhat.io/advanced-cluster-security/rhacs-scanner-rhel8:4.4.3
registry.redhat.io/advanced-cluster-security/rhacs-scanner-db-rhel8:4.4.3
registry.redhat.io/advanced-cluster-security/rhacs-collector-rhel8:4.4.3

registry.redhat.io/advanced-cluster-security/rhacs-collector-slim-rhel8:4.4.3

5.1.1.1. EFtric &

ol LA Docker 5 1T5% M FEHEH R CHE K.
B5E
LBEFHIMCHEEN, BT EENAHRIRE, fim, EA

$ docker tag registry.redhat.io/advanced-cluster-security/rhacs-main-rhel8:4.4.3
<your_registry>/rhacs-main-rhel8:4.4.3

AEEFIRERCLUT A -

$ docker tag registry.redhat.io/advanced-cluster-security/rhacs-main-rhel8:4.4.3
<your_registry>/other-name:latest

it =

F5E registry :

I $ docker login registry.redhat.io
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R A -

I $ docker pull <image>

BFPRCHER :

I $ docker tag <image> <new_image>

N EFRERHEES registry & :
I $ docker push <new_image>

5.2. ARFI RPN ABLER

BT R % Red Hat Advanced Cluster Security for Kubernetes i3 #2948 B Z&ER,

5.2.1. {8 Helm B B 4% ER

{8/ Helm chart 2% Red Hat Advanced Cluster Security for Kubernetes i, #&a] LAfE %R T
BEhERAELEN,

Pt

%% central-services Helm Chart i, 7E values-public.yaml Eci& ({4 fF
env.offlineMode IR £ 1%E N true,

%% secured-cluster-services Helm Chart I, 7£ values-public.yaml Bdi& {4 fF
config.offlineMode SHM{EHIXIE N true,

5.2.2. ff roxctl CLI B L%ER

1Ef# M roxctl CLI 2% Red Hat Advanced Cluster Security for Kubernetes i, #&al LS FHEZ
B,

Pt
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B 5E FABLER

NSRRI\ BB registry (registry.redhat.io), HEDOE B&UER RRAHR
{it#t3%X Red Hat Advanced Cluster Security for Kubernetes S84 & :

Enter main image to use (if unset, the default will be used): <your_registry>/rhacs-
main-rhel8:4.4.3

BIABRIUR T 5T Enter default container images settings: 12<#[0]
% - NRERK A rhacs, BIALT, EIABMR registry.redhat.io/advanced-
cluster-security/rhacs-main-rhel8:4.4.3,

<your_registry>/rhacs-scanner-db-rhel8:4.4.3

Enter Scanner image to use (if unset, the default will be used): <your_registry>/rhacs-

AN
I Enter Scanner DB image to use (if unset, the default will be used):
I scanner-rhel8:4.4.3

2.
B ABLER, 7£0% Enter whether to run StackRox in offline mode 12FIE 4 A true
Enter whether to run StackRox in offline mode, which avoids reaching out to the
internet (default: "false™): true
3.

Zia, M4E1E RHACS [']/'# Platform Configuration — Clusters #1EF¥F Sensor Zin
PR ERhE, #RMAIFE Collector Image Repository FEh#5E Collector Btk &K,

5.3. EEAEA TEFHMIBE L

Ao sEibREE X BIEE. 24 Red Hat Advanced Cluster Security for Kubernetes LA @
B (EEIEEKM) 217, Scanner MEEXMZKEUH BRI E X I B H HBIRE,

B2, BELELEXEA Red Hat Advanced Cluster Security for Kubernetes i, #7183 {5
L% Central kF )5 Scanner E XL

% Red Hat Advanced Cluster Security for Kubernetes B ;217H, Scanner 2KEEXH
Central #iE X, MREHME X, Scanner M Central TEFE X, Fefiltric hEIME, AEMEH
BT E SR,
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DEEEAEHE X :
1.
T#EE Lo
2.
£ L L% Central,

5.3.1. FEEFMEIE XL

MRELEZENIZ1T Red Hat Advanced Cluster Security for Kubernetes, #&aILLF#; Scanner
FERANERE X BIEE, RABRHEES Central,

(1} =355
[ ]
FT# Scanner £ X, EFEA AV ERKMIRSE,
it =3
[ ]
BTEHENL, HHITUTREZ— -
o
EiX : M\ RHACS hi& 4.4 75, {#H roxctl scanner download-db --scanner-db-
file scanner-vuln-updates.zip #%E THE L.
o
P A https://install.stackrox.io/scanner/scanner-vuln-updates.zip F&EE .
HAth TR

roxctl scanner download-db

5.3.2. {E X _Ef£% Central

FE¥F Scanner i X E{Z% Central, #fEeILUER APl SEsBE A BEE., BB EEHHERER
SHREUESE, RSP EE S R ER T RHEHABR,

5.3.2.1. [ API ShEE X £ F Central

26
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B 5E FABLER

fRofLUg A APl 5145 Scanner ff AR E X BUEE L{ZE Central,

AR
[ ]
EuBEAETAEEAA SN API 5,
[ ]
ENTERET roxctl tp551758m(CLI).
it =3

#%i& ROX_API_TOKEN #1 ROX_CENTRAL_ADDRESS {57 & :

I $ export ROX_API_TOKEN=<api_token>

I $ export ROX_CENTRAL_ADDRESS=<address>:<port_number>
BT T a3k b8 SO0 -

$ roxctl scanner upload-db \
-e "$ROX_CENTRAL_ADDRESS" \
--scanner-db-file=<compressed_scanner_definitions.zip>

5.3.2.1.1. Hfh¥5&

{8 roxctl CLI #1754 F

5.3.2.2. EAEE A BHNE L E%F Central

#&TT {8 Red Hat Advanced Cluster Security for Kubernetes & 51 Zi5%F Scanner {#RME
EE X BAREE LT Central,

AR
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Red Hat Advanced Cluster Security for Kubernetes 4.4 Bdi&
AR

%i& ROX_CENTRAL_ADDRESS 54 & :
I $ export ROX_CENTRAL_ADDRESS=<address>:<port_number>
BT T a3k B SO0 -

$ roxctl scanner upload-db \
-p <your_administrator_password> \
-e "$ROX_CENTRAL_ADDRESS" \
--scanner-db-file=<compressed_scanner_definitions.zip>

54. UBEEABHFAKZ /TGS
WE R LI L ER D BT RBa TN ED)., BERIEED), Collector £ LL eBPF AR
i,

{8 CORE_BPF 575N, RUAKETEMAKNRE, AEHFERZAKENIER, INMEEH
ERERERBKER TGS,

Rz, HEERESHE EBPF K, HENRETEH LREN Linux R%h4, Collector H&kaES—
HREREN, ATFLATRAZFNAK,. B2, BN S EREHNEN,

% Red Hat Advanced Cluster Security for Kubernetes AIIEE#R (ZEBEHM) 2176, MR
FEHEAENIEN, Collector & B85 FHEAYIEN.

EBLZEXT, EUFHTHESMERTAZRN Linux ARAIFENNETEGR, el
¥l Central, AfG, WEEIM Central THEX LR,

WEBRBLUTINFEREERZEN : 205 -
IAM Collector ik,

ARZRFTH4E (NEEEME Central LEET—1) .
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B 5E FABLER

HIXM LRI AZIEIRIFIR S5 35, SRR Central MIRI4HEBERIG B T HARM,

MR Collector T E G R BIRGHMMIEN, ©ARIRE CrashLoopBackoff Ft,

MRENMLARERBHIERE, EIUFHTHASMAERTHZREN Linux PSR AIE R4
8, FHHHEHEED Central, RS, WESM Central FTHOXEEHEM], MiTme 5 4 ik B B 1],

5.4.1. FTEAKRFRGE

MRELBLERZ1T Red Hat Advanced Cluster Security for Kubernetes, &L\ TEH A SMA
BT R Linux R ARNMR AR, RERE LS Central,

it

M https://install.stackrox.io/collector/support-packages/index.html ZEH FEH I A%
Bo4a. AF5XIEIE Red Hat Advanced Cluster Security for Kubernetes kA% %X
HakTaR,

5.4.2. FAKEZFFH 2 LIEZE Central

RO A RS a2 L2 SmMA A/ Linux RRAIENE Central,

AR
[ ]
EWHBATAEEAAGRKN APl S,
[ ]
EWNTIERET roxctl fp55 752 m(CLI).
it =3

#%i& ROX_API_TOKEN f1 ROX_CENTRAL_ADDRESS {57 & :

I $ export ROX_API_TOKEN=<api_token>

I $ export ROX_CENTRAL_ADDRESS=<address>:<port_number>
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Red Hat Advanced Cluster Security for Kubernetes 4.4 Bdi&

BT T ek BRI Sa -

$ roxctl collector support-packages upload <package_file>\
-e "$ROX_CENTRAL_ADDRESS"

L& LEAE LT Central WKRAMFZFFE AN, R bEH>H.

LI EE—AN IR A, EFFE ZHMHEBENH, {85 Central L
FEMNARBARA, roxctl 2ERELSHEHE, BFRRESXH,

1RO LIRF --overwrite 12715 upload fep—E2fE AR E =X

LR A SRIENNZFREan, Central FakZHEMBINER (R
HEM) UTFHXNEN, Central 81/ support ¥4 chpbigil,
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#B e E CRERBERE

% 6 = o AERBERE

T f&i4{ 7 Red Hat Advanced Cluster Security for Kubernetes Ziifici&E {8 B .

{81/ Red Hat Advanced Cluster Security for Kubernetes, &8I LIEC &R 7] 4R KT h B R EhE.
Red Hat Advanced Cluster Security for Kubernetes B /5 #E s £ 6] SR IR ER.

Wit BB ARENER, ST AEERE,

LR ER B R E RS

BITIER, RE (E3)) HME.

FERT L Z a0 AR E N B,

PIEFRBHESBRNCS A, ETAREREEHNILRE.

LR+ Red Hat Advanced Cluster Security for Kubernetes i, BRIEZ
AEATHERERE, SNFRNABEREXE.

f&ofLU{¢ A RHACS [ 173k APl BEd B EREFIXIE,

MR BE/NHEIT—R. BAl, BXEERE,

6.1. R EERBUERE

ZRI LA RHACS [P EEEE IR E XRE.

AR
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BB A A read 1 write f{fRM Config ffa, FREERERIERE.

it

1£ RHACS [']/°d, A Platform Configuration — System Configuration,

1£ System Configuration ¥ tr3keh, H; Edit,

1£ Data Retention Configuration £9TF, EHEMBUERBINKE -

A TTiN e

Ef#& Deploy-Phase Violations

FA T HBRER B 892 T 22

BREEREK

k

N
p
;

¢l

BXRAREBRERE, HREERAEEN 0 X,

= Save,

al

F{$f Red Hat Advanced Cluster Security for Kubernetes API B¢ & Z iR BUR{E
8], iESH APl £ 3084419 ConfigService £1H# PutConfig API HI#8% API,
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7= @t HTTP 2FF RHACS 1/

% 7 %= @5 HTTP AF RHACS 1/

JBRARMZER HTTP BRS5 38, BT ADEEFIEE. 3B 7 ZNE96R. Istio HARAZAF RHACS
1A,

INPEFEAADOEEHZR. Istio HENERMBHN HTTP BiRi 7 E M 819638, SaLIASE Red Hat
Advanced Cluster Security for Kubernetes it HTTP AF RHACS [1/7, iXF#EI1k RHACS [']
bl BUEL R & N =yt

B8

@t HTTP 27 RHACS (177, iR A OEHIZR. 5 7 EfE94assk Istio
S HTTPS BN RE, HHLE HTTP i$ RHACS [T BEAFEANBE NS
ARLM,

o D ELE i B Ia B hET HTTP 27 RHACS 177,

7.1, AR S M

[
EIRE HTTP s, EAJ{EMA < endpoints_spec >, BRLEL < type>@<addr>:<port> &
B Fim R plg sk, Hep -

type 25 grpc = http. EAZHAGIG, A http EARBTLUEETE. NFEH
G, EalLMEA grpe NAREE, MRAEBT KRB NE, EaERESERE N i
=, —THATF gRPC, 55— AT HTTP, XM mm#BIEM Central LHHRIMAFF HTTP
mO, B2, XEHRBEBFRGER O _L%E5H gRPC 1 HTTP &,

addr 2E/AFF Central B9 IP #thiit, MR FE HTTP imm= RebBitim Q8 & iE], wILL
&Zige, thelLIfEA localhost 5 127.0.0.1,

port & Central EHHPAFMERO,

LUFRENAERE < endpoints_specs 1A :

8080
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http@8080

:8081

grpc@:8081

localhost:8080

http@localhost:8080

http@8080,grpc@8081

8080, grpc@:8081, http@0.0.0.0:8082

7.2. T &R d@ HTTP 2F RHACS |1/

MEEEE roxctl CLI 2% Red Hat Advanced Cluster Security for Kubernetes, &R A
roxctl central generate interactive #4558 --plaintext-endpoints X 2253 2 /S A HTTP RS
aao

it =

BITUTRSHERDRIEIEPIEE HTTP s :

$ roxctl central generate interactive \
--plaintext-endpoints=<endpoints_spec> ﬂ

Ll < type>@<addr>:<port&gt; BRI Mig, FEHFEERRELHID.

7.3. @5k HTTP AF RHACS [ [P HTIHEHE
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& 73 @it HTTP 2AFF RHACS [T/

&0 LI#EBA Red Hat Advanced Cluster Security for Kubernetes 38ZE /5 HTTP ARS5 %3

it

B4 T 3+ E X ROX_PLAINTEXT _ENDPOINTS I 535 & :

$ CENTRAL_PLAINTEXT_PATCH='
spec:
template:
spec:
containers:
- name: central
env:
- name: ROX_PLAINTEXT_ENDPOINTS

value: <endpoints_spec> ﬂ

Ll < type>@<addr>:<port&gt; BRI MAg, FEHFEERRELHIRD.

# ROX_PLAINTEXT_ENDPOINTS IMEZE7NE Central FEH :

$ oc -n stackrox patch deploy/central -p "$CENTRAL_PLAINTEXT_PATCH"
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B8 ENRERHEEB AL

A LUOVBN REEKRBIEATIRE, FHM RHACS I EFEAPRKE.

Wit BTN REEHNFIES, BAREIAL, MnERRIREREFERE.

Bt BIAR, TEAK Central |5, EFRBEREEEHTDHAY Sensor, Collector #l Compliance AR,
SEIARBIRHIRE.

Red Hat Advanced Cluster Security for Kubernetes ;£ ft#FM RHACS [ 1 Eh EBMARESE
. FNEEHUEETEXMAREERN. B1MSHM Sensor REAHIARRENER, ELTLUERL
HEAEF AR R LN ENHEE,

RIS A B A RIhEE.

NREARETR registry, EibJiE 54T Sensor #l Collector FifRHEXT
A registry,

Sensor ¥ JifEFAEIA RBAC T BRZ1T.

BIARF R B EEHIZTHEM Red Hat Advanced Cluster Security
for Kubernetes IRSATBEEM T, {HZ, BREBHRMEMEF Red Hat
Advanced Cluster Security for Kubernetes X R A -5 HIE R,

EAER T, Red Hat Advanced Cluster Security for Kubernetes fE&4
REERDPOE—/1 ) sensor-upgrader BIRSSIK T, ik BEAESRHYL, H
EA SRR, MEMBRT XM, Sensor &BRBBIAR, EHHFH)
SERUE SR,

8.1. GABAFAL

B LUNFREREEHSAB AN, LEEmERLEHP AT Collector #l Compliance IRS5FH
KB HZFhRA,
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B8 E NREEHKEAIAL
AR

1£ RHACS [']/°/1, A Platform Configuration — Clusters,

}TFF Automatically upgrade secured clusters tI#FF%,

k

N
p 3
;

il

X FH&s, EAS A Automatically upgrade secured clusters HI#z,

8.2. ALK

MREFHEBREKHAY, EIUFEABTIAN.

Pt

1£ RHACS ']/ /1, j#tA Platform Configuration — Clusters,

%I Automatically upgrade secured clusters Bl %,

k

N
p 3
;

il

X FH&s, EAS A Automatically upgrade secured clusters HI#z,

8.3. BIAYRE

Clusters #IEFIH T MAEH EHATRKE,

Description

Central FR AL &5 HLERIZITS Central HHEIMRRA,

A A Sensor # Collector &4t 7 #ThR A,

FRRW, EilFAK, VIS eSSV

37



Red Hat Advanced Cluster Security for Kubernetes 4.4 Bdi&

Description
EEFIHL Sensor #1 Collector fRAEF 2.5.29.0 i A, EHMFNHAR L LEE,
pre-flight t2 7 58 HREEHT. EHITESNANE, ARLRERFRIZIT pre-flight K0#&, 7E pre-

flight e &I B, RERFRVIEREMERLRMY, RAEREIALIE.

8.4. BEhFHRIN

A}, Red Hat Advanced Cluster Security for Kubernetes BB AIRET AL, HFAREKIN
B, REEHAOREERFTEN Upgrade K. BXAR. BEEBFEXRKBNESZEE, FHFTRARK
WMERE, EaILI#E Clusters B IRERSMERT

KU —EE LRAR

AN RV IR AT FENER, sensor-upgrader SERHERBIZIT.

pre-flight iR ETEER KN, 5 RBAC KIBRARR, HERNEEHRELERIRG, MRES
8T Red Hat Advanced Cluster Security for Kubernetes [R55E2E, =ik4> auto-
upgrade.stackrox.io/component 7%, & HILXFMESNR.

PAITARATESHIE IR, MRAEIMHER, ARREERFRADZXBEERAR.

4

al

BN, ERBAILKK, EXFERT, EERFEGLURG REK R
ﬁo

TR FHESEAFRMNIBERERRG, EaILl{#EH Retry Upgrade iUk AR R LEE,

8.5. M RHACS P FeiAFRLER

MRERFEABAHFAL, ETLEA Clusters Y EHEBRR RN,
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B8 E NREEHKEAIAL

NEERHFIME TR -

it

1£ RHACS ']/ /1, j#tA Platform Configuration — Clusters,

2.

EEZEAFNEBOAIR BT H%EEE Upgrade available 125,
3.

B—RAFZAEE, BEERETEHELM Cluster IRk S E4E,
4.

#i Upgrade,
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%5 9 & ESEM RHACS BoIMBRIERRERF

Red Hat Advanced Cluster Security for Kubernetes (RHACS)i24t 7 FHEN RSB E WM RHACS
th BEhNBRIETRA R BEANET, LUEERA LR IGERER. iR, REREMPUTHAE Central WiE
FHEHRANSBE WL, MEFHTXAINEE, 4 Central 7£ Decomissioned cluster age FErhicE
B[R B35 R Sensor I, $ER¥7E RHACS Wt 3EiEEL, RfE, Central HAEBIREEIEEHRAE
., fZ09JLLfE Platform Configuration — System Configuration T{*#&2&E Decommissioned
cluster age P, EECEILIHEEN, EAILUNRBRMIR, LUME RHACS SR4einiesest, BT Hh
FETRERE

EAZEHM RHACS HflfifRIEE LR, ERMAMIXE, 157t Decommissioned cluster age 7Bt
AFSHE, MUTLHSERR, Decommissioned cluster age IS RERBEBI NIEBEKRI o] LUR KT
TEVIRRE, HEREIEEUN, Clusters AR EREHIRE, IEEHREHER TRE irEk
~, MRUREFERFIEETK, BOXETRM RHACS hBRERAXEL. M RHACS HlRERE, ZIR1F
KILKAE Central HEHEH—5 info B,

EERALKER, EREEMRAIAE— 24 NNHTERE, ATIEE Central HEREK
R SEMIER,

9.1. EES#H=H

&0 LI RHACS E2i& WM RHACS HhEHOIMHBRIERINER, IR EHEBLECREFNITESR
Central WIEF—X, {H Sensor fEI5ENRIBRATEVR, Sl LIRCEE, WEETEVIRINFR
merefl,

it =

1£ RHACS [']/°dh, A Platform Configuration — System Configuration,

1£ System Configuration ke, = Edit,

1£ Cluster deletion 4, EalLIEELLTFFE -

SHRBSRHER  SEAEEEM RHACS HMERAIEEVI MR . MREKE P
Central TEXELXANKRE, SHKRHEMATEHSIM RHACS Hilkk. ZXRALIIE (X2
BATTH) , HELFERDEA 0, ZEALIhEE, WRAESEF, M0, LIERETEY
EESES -8
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& 9% KiEM RHACS BN IEHIRER

RIEEAE : BFEIEEFHMBRIERE, Ea LB R AR T R k&R &R
F. BAMNENEHAREMER, BEMEE{ 1 Decommissioned cluster age FEHiXE
X BATEE

Key : BIARATEEHNRE,

Value : HjA S8 KEBAOME,

fin, EEMBREBEEER, EALIECE cluster-type # ] production B

f£ Cluster deletion &84, m Clusters, HEB% Sensor Status:
Unhealthy LLi# A Clusters SIRTIHE, ATI#HTEE, LUERATREMBREL
B M RHACS whifliBREGET Bl 22 HaFE TR R SR B

EHMA API EEFECEILET, XF /vi/config #l /vi/config/private dis, TEIERM
IExX#{Ef decommissionedClusterRetention i% &, MEERZ{EE, i5ZH RHACS
"1 shid Help —~ APl ZEthf§ ConfigService XTRH APl 314,

9.2. EEIEENER

IEFREH R RENIITESA Central NIEFHERF, {H Sensor fEI5ENRIBATTEVR, ERXA
FREESXEEHMIK,

it

1£ RHACS [']/°dh, A Platform Configuration — System Configuration,

1t Cluster deletion #4, = Clusters, HE7 Sensor Status: Unhealthy LU A
Clusters 5IKR T, ATIHTIHE, LAUERATEAM RHACS Al BREGFETE KSR BE LB BRAYIT [A]
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%O

B
al

IMRARBRAN N IETEERSE FLLThAEE, MR 9 IEERRBRT (8] FF 6 BR
BXRE, MAZMERZINEERNN FIFE, MREFFERRMEMIEBRER, &
ALUEENRE, MRERFHER"RO PR, SREMERIERRERN, 22
BAXERERER.
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5510 = A BBV Rl E AV

%10 Z IASEA YN ECERE

MRENMLEERS 7 @d R EBNBILESE, &eILIE Red Hat Advanced Cluster Security for

Kubernetes FECEREIZE, LB EEHARES,

LIXfFE 5 Red Hat Advanced Cluster Security for Kubernetes & #c {3 :

B Central ] Scanner IWATAE{EH HTTP. HTTPS f1Hftt TCP A SR @ TCHE,

Central 1 Scanner ¥ BIREF @S,

REREFR2ZH M Red Hat Advanced Cluster Security for Kubernetes 414,

LIRBAEABLERN, EREEHHIZ1TH Collector FELZ 1T FEHAN M eBPF 1%
-

W 2R FBIT B R Sensor K FHEEA .

ARG, Sensor FHXNEKE 4 F Central,

Central i H{CERE https://collector-modules.stackrox.io ¥R il

10.1. EUAEHE LR ENHE

BHENAREPKENRE, ENFF proxy-config secret Sy YAML X, EHZ XS ERRe
B, FEHE LN secret,
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MNRIELE OpenShift Container Platform 3 LECE T £F{CHE, Operator Lifecycle
Manager (OLM)& B3hECEfE S ESEHE CHEEEM Operator, BE, EXAIUEEER
351 Operator EEEZLBAESEA B E GEHHA A (CA)IET,

MEEFEZER, ESH Operator Lifecycle Manager RiERE V.

i =
1.
A secret &7 YAML X4 :
$ oc -n stackrox get secret proxy-config \
-0 go-template="{{index .data "config.yamlI" | \
base64decode}}{{'"\n"}}' > /tmp/proxy-config.yaml
2.
% YAML BEEEXHHEEUMNFE, MEREIEH Configure proxy HigER,
3.

FREFEWE, BTUTRAER secret :

$ oc -n stackrox create secret generic proxy-config \
--from-file=config.yaml=/tmp/proxy-config.yaml -o yaml --dry-run |\
oc label -f - --local -0 yaml app.kubernetes.io/name=stackrox | \
oc apply -f -

B8

W EVER 1 98, BEF OpenShift Container Platform fF &%
}%% Central #1 Scanner,

NREESRBRERFIE HEENNE, Ba5EFEN Central
# Scanner pod,

10.2. fRFx I EPRENE

{5 roxctl sp B 175 MEI(CLI)=k Helm %3k Red Hat Advanced Cluster Security for Kubernetes
B, & fERE T EhEENERE,
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https://docs.openshift.com/container-platform/4.11/operators/admin/olm-configuring-proxy-support.html

5510 & HA BRI MR E CER

L8 roxctl central generate fe I ITREREFN, REEFINEFRIMELERK secret HIGBERE
X, e LLES Geit R IBECE secret (YAML) X4 EERCEREE, Bei, X AEH roxctl CLIACEN
1, BSETFEETE Kubernetes secret 1, ©H Central #1 Scanner %,

¥ =
1.
MERB 5 a B X+ ITHESE S central/proxy-config-secret.yaml,
A=
NREHEA Helm, NEESX AT centraltemplates/proxy-config-
secret.yaml,
2.

SR BCE X P EBNF -

apiVersion: v1
kind: Secret
metadata:
namespace: stackrox
name: proxy-config
type: Opaque
stringData:
config.yaml: |- ﬂ
# # NOTE: Both central and scanner should be restarted if this secret is changed.
# # While it is possible that some components will pick up the new proxy
configuration
# # without a restart, it cannot be guaranteed that this will apply to every possible
# # integration etc.
# url: http://proxy.name:port 9
# username: username
# password: password
# # If the following value is set to true, the proxy wil NOT be excluded for the default
hosts:
# # - *.stackrox, *.stackrox.svc
# # - localhost, localhost.localdomain, 127.0.0.0/8, ::1
## - *.local
# omitDefaultExcludes: false
# excludes: # hostnames (may include * components) for which you do not e
# # want to use a proxy, like in-cluster repositories.
# - some.domain
# # The following configuration sections allow specifying a different proxy to be
used for HTTP(S) connections.
# # If they are omitted, the above configuration is used for HTTP(S) connections as
well as TCP connections.
# # If only the "hitp’ section is given, it will be used for HTTPS connections as well.
# # Note: in most cases, a single, global proxy configuration is sufficient.
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# http:

# url: http://http-proxy.name:port G
# username: username

# password: password

# htips:

# url: http://https-proxy.name:port 9
# username: username

# password: password

3,4,7,8,10,11

EFELLRAE http # https &84, N username #1 password 2 AL/,

000

url JEWZRFLLT URL A5 -

http:// FAF HTTP K22,

https:// AT 3% TLS 9 HTTP K,

SOCKSS5 L EEH socks5://,

©

excludes FIRBILLE S DNS & (FAEAFHE * BEA) . IP Hbhtsk IP 3t (I
i : 10.0.0.0/8) ., WFIFRAPMEEATFMALHERE, MAZEEDHIL

stringData §84## |- fTR~EREEBIENF L.

BURATI SN, mrAESascERE (EFTNITLER # &
B) . UM hash F5 (##) FLMTASEERMNEH,

BRERBFERN, &L 4E%5F config.yaml: |- {THIHA
RIS B
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5510 &= HAEBHL VI R ECE TR

mHEREXHRE, EeSSIEERE, EHNEER T Red Hat Advanced Cluster
Security for Kubernetes {8 FfE iR fitiy it it flim O 5 _EiZ TR,
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B 11 E ERSHESAS

IR LU B2 BT S H A KX HE,  LMEFFHIPABES R A T ## Red Hat Advanced Cluster
Security for Kubernetes ZH R SRR N

g REAE KA E Red Hat Advanced Cluster Security for Kubernetes B[] SBifs} & 312 B il
R, ERLERZERAD, FELELFKRERBUE,

ZERABRRINEN, RARRTENEPNERYE, WAIXNNTF 100 KB 3
1 MB Z i, 6% AN EER X EBAE L BILIE.

11.1. ZERRSA B8R

HIEER LA, SaBUTEIE -

Fh R HERCIE S

R4iH®& : A Red Hat Advanced Cluster Security for Kubernetes H#8HE (BT
&G 20 280 MsEmBEAANBE (MEEEE 20 28) . RGBSR FENIMER/DN,
NFREEE, BENSSXEHRNAHNBEXH, NaEE .

Red Hat Advanced Cluster Security for Kubernetes 4148 YAML & X : XEHIBEFEIE
Kubernetes secret,

OpenShift Container Platform % Kubernetes E# : 5% 5 stackrox iy 22 [a] % &R
HXNEHFE,

1£% Telemetry BiE, HAaIE :

FER : BREBUEEX/N UK NS Ragw A 22 H K MFEAE B

Red Hat Advanced Cluster Security for Kubernetes 4##E{S 2 : 5% Red Hat
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BN E ERZHEHAS

Advanced Cluster Security for Kubernetes ZH#fhiA. HAEFEREUREMHR SR,

BRI ERSITEYE : AX APl ImRAARENRENERRENER,. eFaiE
API 53R f & X B9 SE PR .

TRER  AXBINRE2EHPVRNFEAER. CABRAKMERERSRE. KRE
PALIIFET

MERR  BXBNREEHMNITHESR, 21E Kubernetes 3 OpenShift Container
Platform hix#&. Istio kA& (MNREM) . =HNERBMNEMREER.

11.2. {8 RHACS [ 1P &2 iiRgsa

XA LUEA RHACS '] RSB (URIR E B2 I iR &,

FRFM

it

BARZIIRSE, £FEE Debuglogs ¥iRM read FIUBR,

1£ RHACS [ 1/7h, 3% Platform Configuration — System Health,

1£ System Health view #73k_E, =X Generate Diagnostic Bundle,

X F Filter by clusters THIZH, EEENHERZEBIRNER.

XIF Filter by starting time, {EEEEQSZIMBUBRBIATGIE (L UTC &) .

= Download Diagnostic Bundle,

11.3. {8 ROXCTL CLI &£ iZiRHEa
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&aI LU roxctl CLI {8/ Red Hat Advanced Cluster Security for Kubernetes (RHACS)EH 5 &
5=k APl She R deihht 4 2 B SR .

FRFM

EERZEIRSE, EEEX Administration FHREEFEHR, XR2HRZA 3.73.0 ERK
Debuglogs FiRR AT A E /.,

B/ EkET RHACS EE A EN APl S Rithht,

ik =
Z{fl RHACS ER A FEERZEEAR, HEHITUUTHE -
ZEATL T &4 R E ROX_PASSWORD #1 ROX_CENTRAL_ADDRESS 5725 & :

$ export ROX_PASSWORD=<rox_password> && export
ROX_CENTRAL_ADDRESS=<address>:<port_number> )

XfF <rox_password>, i#HiEE RHACS EH i EH,

BfTLUT a4, LAMER RHACS B GBI ERZEiNAS

$ roxctl -e "$ROX_CENTRAL_ADDRESS" -p "$ROX_PASSWORD" central debug
download-diagnostics

E{EMA APl SIRERZETRAE, HFHITUITHK -

B TS kAR ROX_API_TOKEN HiEZE :
I $ export ROX_API_TOKEN=<api_token>

BfTLUT a4, LMERA APl SRRERZIIRSE -
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I $ roxctl -e "$ROX_CENTRAL_ADDRESS" central debug download-diagnostics
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B12E RiERR

TEu{a A YAML BSiE SN Red Hat Advanced Cluster Security for Kubernetes (RHACS)EC &
¥t o

oI LUd A YAML BCi& X RECE A FF s, el LU A B E X4 Red Hat Advanced Cluster
Security for Kubernetes € XL — 1" &E M mmR, HBEX BN RRM TLS %iE, s EinmsE
TLS. EATUE N RERERT M mBERRUE, UK ERESZLEE Fimit 15,

12.1. HE X YAML &ci&
Red Hat Advanced Cluster Security for Kubernetes {#fi YAML E&&4F 5 ConfigMap, LAEE
RihEYRNERRE,
FERABEY YAML BEE XA, Eabl 8N immkELTRE
EFAMPHY, M HTTP. gRPC i,
JERA=HEMA TLS.
EERSRIES,
B EEEF mBMRIENE P iRk B L S8 (CA).

EERERERZ M Wik FARIE(MTLS),

Ee L E AR E XA ERE T EH=IE Red Hat Advanced Cluster Security for Kubernetes S5
s, B2, MREATFRERIAGDO 8443 LIANEMEMIRO, HyF0EATHXER MmO 7R
SR RBR,

LUF2 Red Hat Advanced Cluster Security for Kubernetes B endpoint .yaml Bi& X =6 :

I # Sample endpoints.yaml configuration for Central.
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5t
I

FRER

i

#
# # CAREFUL: If the following line is uncommented, do not expose the default endpoint on
port 8443 by default.
## This will break nhormal operation.
# disableDefault: true # if true, do not serve on :8443 a
endpoints: g
# Serve plaintext HTTP only on port 8080
- listen: ":8080" 6
# Backend protocols, possible values are 'http’ and 'grpc’. If unset or empty, assume both.
protocols:
- http
tls: 6
# Disable TLS. If this is not specified, assume TLS is enabled.
disable: true G
# Serve HTTP and gRPC for sensors only on port 8444
- listen: ":8444" a
tls: 9
# Which TLS certificates to serve, possible values are 'service’ (For service certificates
that Red&#160;Hat Advanced Cluster Security for Kubernetes generates)
# and 'default’ (user-configured default TLS certificate). If unset or empty, assume both.
serverCerts:
- default
- service
# Client authentication settings.
clientAuth: @
# Enforce TLS client authentication. If unset, do not enforce, only request certificates
# opportunistically.
required: true
# Which TLS client CAs to serve, possible values are 'service’ (CA for service
# certificates that Red&#160;Hat Advanced Cluster Security for Kubernetes generates)
and 'user’ (CAs for PKI auth providers). If unset or empty, assume both.
certAuthorities:
# if not set, assume [""user”, "service"]
- service

f5A true ZXARRINIROS 8443 BIXEL, BRIMED false; FEUH true ATRESIKIF B IHEE,

2]

FAF2AFF Central %4 im 25K,

ZEiiirpdibit MmO S, MRER s, WSS EXANME, S EAES wmO. port, =
address:port i5EH. B,

8080 = :8080 - i MTATA O AR DO 8080,
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0.0.0.0:8080 - i MFFrA IPv4 (FE IPv6) #:O_LMmO 8080,

127.0.0.1:8080 - {3 Wi I Hb o5 & Lm0 8080,

4]
AFiEEimaifil. w182 {EHN hitp #1 grpc. MREBIEEE, N Central filfrisEmO L
B HTTP #1 gRPC jiE. MRERN RHACS [ 1P AFims, HHEA http, B2, EEITEMiRS
AT RS BIBR S5 @{S5X roxctl CLI, FEXERFimBEE gRPC fl HTTP, IERNAERREXT
BEE, Fims/SA HTTP fl gRPC Hhill. MRRIEFim=PFR$I°H Red Hat Advanced Cluster
Security for Kubernetes k55, i&{#M clientAuth 3£,

FRATREER SN TLS B, MRFZAHEM, Red Hat Advanced Cluster Security for
Kubernetes AL TAAHRERNBRILZESH TLS,

{1 true EIE M =PEM TLS, BB false, HiXE N true B, #EBFEEN serverCerts
1 clientAuth ¥5E1{E,

IEEREIRS S TLS iIFBMESIR, serverCerts SIREMIT FIHFN, XEHKENRPHYE—
ANTIEARET Central BNAEAMUES, MRZBEER SNI (BRS5334&FF Indication) , #&ERILL
fERALEETIEE S ANMET, Central REBIRYE SNI EFEIEMBIUET, wIEEHEN -

A MREFH, HEAESEKENBEX TLS ikH,

Bk : {8 Red Hat Advanced Cluster Security for Kubernetes 4B HIRERARSS
UEH.

10

FERERRESRAT TLS kR % imik - SARIEsiT8,

[ true RARTFERAVE WIEBNE Fim, BRIAMEN false, EAILLF true 5ARFSH
certAuthorities X E—i2f# A, LUERFF Red Hat Advanced Cluster Security for Kubernetes
R 55 He Bl thdm ==
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BREREmR

RIEE b8 CA IR, BRAEN ['service”, "user'], certAuthorities 53R 2T
B, XEBRBWNRDTENMELXER. 74, SERENZE list [| RFEHmKRNE FwmiEH S
BEAUE, XSHEEXMEREERR, AIEZER :

Service: Red Hat Advanced Cluster Security for Kubernetes 4 BHIRRSSUEF B9
CA,

AF : H PKI SRRIEFRHERFEER CA,

12.2. fEfrR T R E i =

4445 roxctl CLI Z%: Red Hat Advanced Cluster Security for Kubernetes i, E&fll@&—4"&H
central-bundle B3k, Hh@ZEE Central AR YAML 551 HEA,

it

4 X central-bundle /5, #T7F ./central-bundle/central/02-endpoints-config.yaml 3,

EXA XD, FAE X YAML BEFRINEIFES endpoint .yaml 1 data: 84, #RER
YAML BS B4 4 2R,

BEksr% i, Red Hat Advanced Cluster Security for Kubernetes i 5 Effd

MREATFF T BREOA RO 8443 A BEME MmO, EHuAifIRAVFXES RO L
2 P2 SRR

12.3. HIBALHIRCE LR

&1Ly Red Hat Advanced Cluster Security for Kubernetes FIE1 SE I id & i .

it =
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TEHIARCERS :

$ oc -n stackrox get cm/central-endpoints -0 go-template='{{index .data
"endpoints.yaml"}}' > <directory_path>/central_endpoints.yaml

2.
£ T central_endpoints.yaml 3X##, IEEEMAE XL YAML B,
3.
&3 RERIEH central_endpoints.yaml BeE ST :
$ oc -n stackrox create cm central-endpoints --from-file=endpoints.yaml=<directory-
path>/central-endpoints.yaml -o yaml --dry-run | \
oc label -f - --local -0 yaml app.kubernetes.io/name=stackrox | \
oc apply -f -
4.

#/3 Central,

k

N
p
;

i

MREATE T BREA RO 8443 A MEMEMED, EXAfIBAVFXES N RO L
2 P2 SRR

12.3.1. )3 Central &2

BRI L@ %Ak Central FZRSkMER Central pod k&S Central §2%.

it =

BT TSI IE Central 385 :

k

N
p
;

¢l

ENMZEDER 1 98, BT OpenShift Container Platform £ B &M E N
#EJT Central &%.

I $ oc -n stackrox exec deploy/central -c¢ central -- kill 1
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=#E, BT T a5 kMR Central pod :
I $ oc -n stackrox delete pod -lapp=central

12.4. J5 Al B RO BRER

MREFmOATAR—RBFHAOZHSZPIZTHA—IIRS, WHFRARTRAERPIIRSS R
EXMAOZHSHOAEATRE, BN, NRECEANBIEERRSATROD, EUEESERITRAM
ARRE, SFEARER, ERXTHIHNEEATFEAMERIEE.

AR

72 allow-ext-to-central Kubernetes P44 5EHE :

$ oc -n stackrox get networkpolicy.networking.k8s.io/allow-ext-to-central -o yaml >
<directory_path>/allow-ext-to-central-custom-port.yami

FEHCHENIBRMLRIENSIA, EZRRPEEEEAFNROS, BERE YAML X445
metadata S8 3 P B HLRIKN LT, FHASZMAIER allow-ext-to-central ki,
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88 13 = i¥E RHACS

R LA Red Hat OpenShift BIE 112k F B % X Prometheus 5123k 151 Red Hat
Advanced Cluster Security for Kubernetes (RHACS),

MRS RHACS 5 Red Hat OpenShift #E2{:f, OpenShift Container Platform @i&—4 ik
B, MZENBREHNEEER, IO TEHARMIEEE, RHACS @i MBS IEMER <A Red
Hat OpenShift %A FFi5tr.

13.1. {#1F1 RED HAT OPENSHIFT #{7ii®

2iA/5 H Red Hat OpenShift %%, XPBRIATHAIZTERE.

B

MRz FifEA Prometheus Operator BSiE W51, 15E EMIBRE E X ServiceMonitor
¥iE. RHACS M T — 4 Vi &R ServiceMonitor, AT Red Hat OpenShift %%, %
4™ ServiceMonitor FIEER S ME S M scraping.

Scanner &A% #5{# [ Red Hat OpenShift {71, MREWLIEHESR, ELEEZEAEIAMN Red
Hat OpenShift I5#, Af5, ECi&EHE X Prometheus i,

X% H Red Hat OpenShift BN EZ{F R, HSH"8H RHACS Operator 5 Central BR555H
Red Hat OpenShift 512" "= {81 Helm XA+ RiR55M Red Hat OpenShift 112", HXEE
Prometheus MEZ{ER, HESH"HIEAE X Prometheus",

13.2. B X PROMETHEUS i#®

Prometheus 2— PN BREIENERTS. EoLEHA SR Y RHACS i Central #1 Sensor ZH#H)
EERRASHTRAY, HEBAKZEN, RHACS f£i%0O5S 9090 MAArEiZin QM ALERE EOIB—1N R
B R AR S5,

PR SS AFFARH TLS NE AR AR, HEEFEHEH Red Hat
OpenShift GiENF AT,

58


https://docs.openshift.com/container-platform/4.13/monitoring/monitoring-overview.html
https://prometheus.io/

5 13 = 5 #¥E RHACS

fEfE A B E X Prometheus Yii®qi1, %4 Red Hat OpenShift, N AZiEEAEIARYE, MNREER
Kubernetes, NMAFEZHTHISE.

13.2.1. {8/ RHACS Operator J7+ R AR5 M Red Hat OpenShift i#E

E{#F M Operator 2RI Yi¥E, HHEMN Central HE K RENEE, MNTHRR. MEHAXACE LT
NEZER, HSH"RMEIR"59 i "Central Bdi&ELYi{#EH Operator'”,

it

1£ OpenShift Container Platform Web ##§l& s, # A Operators - Installed
Operators Tiff,

2.
MZEZH Operator 5Iks%EF: RHACS Operator,
3.
= Central £Tik,
4.
M Central 25k h, [EEHHEE MR Central 261,
5.

R YAML £ FHEH YAML B&, M THIFAR :

monitoring:
openshift:
enabled: false

13.2.2. [ Helm 5 Central lR55%5F Red Hat OpenShift !5

FE{# A Helm MBI, iEH® central-services Helm Chart HERE £, B XEEETNE
ZER, HSHE"RMER" "9 h s,

it

ERLMESEFRCE S -

I monitoring.openshift.enabled: false
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i&217 helm upgrade 415 ERE X .

13.2.3. {8/ RHACS Operator 5% Central IR55

fRe[ L@ B Central BE X FKIRMBECE k12 Central fR%5. Central #1 Scanner, M&EAEXEE
HHMEZER, HESH"RMEIR" 385 iy "Central BSiE LA Operator”,

ik
1.
1£ OpenShift Container Platform Web #§l& s, # A Operators - Installed
Operators Tiff,
2.
MZZEH) Operator FllZ&k$%EH Red Hat Advanced Cluster Security for Kubernetes
Operator,
3.
= Central Tk,
4.
M Central SEfI5IZkh, RIEEHHSAEEEM Central 541,
5.
= YAML &i-FHEH YAML B2i& :
[ ]
% Fi$E Central, &7 Central BE X HiREA
central.monitoring.exposeEndpoint B¢ & %5,
[ ]
S F Y2, 4 Central BE LGRS H
scanner.monitoring.exposeEndpoint E¢i& 5,
6.

mif Save,

13.3. f#1f HELM !45#% CENTRAL R55

R oI L el central-services Helm Chart B E ETISE Vi #28 Central fRS5. Central
Scanner, MNERZELE, HSH"RMEER"SE9 M "28E central-services Helm Chart"lg
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iy"Changing A& ET1",

AR
1.
FEALLTEE#H values-public.yaml E2& 344 :
central.exposeMonitoring: true
scanner.exposeMonitoring: true
2.

i&17 helm upgrade 8415 ERE X .

13.3.1. {#1 [ Prometheus [R55 %135 %1% Central

NR{EA Prometheus Operator, #E=ILA{EAARS H#EZ2 M Red Hat Advanced Cluster Security
for Kubernetes (RHACS)#i2E3E+5,

4

ol

MR %A Prometheus operator, fEwi7i4%it Prometheus ECiE&ESCHFLAM
RHACS W #iE,

FERLLTARLIERHN servicemonitor.yaml 3244 :

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
name: prometheus-stackrox
namespace: stackrox
spec:
endpoints:
- interval: 30s
port: monitoring
scheme: http
selector:
matchLabels:
app.kubernetes.io/name: <stackrox-service> ﬂ

WWENISE I Service FHRICE, HlN, R = HiERRE,
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5 YAML R R BISREY -

I $ oc apply -f servicemonitor.yaml ﬂ

NR{EA Kubernetes, i&fHiA kubectl TIAZ oc.

BT T e h SRR B R SS R SRRRE :

I $ oc get servicemonitor --namespace stackrox ﬂ

NR{EA Kubernetes, i&HiA kubectl TIAZ oc.

13.4. Hitb 55l

{81/ Operator frhRECE BT
EEZE central-services Helm Chart J5 8 B2 & 1%

Helm 3284
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https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/4.4/html-single/installing/#install-central-config-options-ocp
https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/4.4/html-single/installing/#change-config-options-after-deployment-central-services_install-central-other
https://helm.sh/docs/helm/helm_install/#synopsis

$14 &E RE#HITAKICK

F14EREEHITAZICE

Red Hat Advanced Cluster Security for Kubernetes 124t 7 #it B&ickIhaE, TTATFKZE Red
Hat Advanced Cluster Security for Kubernetes rTfBSFIE B, it B&EMIKFA PUT fl POST
EH, XEEHLEXR Red Hat Advanced Cluster Security for Kubernetes, IS X A fE#E4T
RS RERES, N ARHIDBRMER, FATAFICKN, &aLLT # Red Hat
Advanced Cluster Security for Kubernetes £ % £ MFiA EENRTEEM4,

%a.t

Bal, RAEHBRAEFRIEATHITATHER.

141, FAS &R

LIEFAHEITTARICEE, SXEEBUA, Red Hat Advanced Cluster Security for Kubernetes &
FIREMRS 4L % HTTP POST =5 (JSON =),

AR

[}
Boi& Splunk stH Al webhook # ¥ 25k 4 Red Hat Advanced Cluster Security for
Kubernetes Bi&HE R

B WIE AR Notifiers FiR LIS B AR,

it

1£ RHACS [ ]/7h, #tA Platform Configuration — Integrations,

M Ti&EshE Notifier Integrations #84, A% Generic Webhook =% Splunk.
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HEEmREEE, BT Enable Audit Logging tI#IF%,

14.2. Hiit BEH BT

SOHBHEAMT -

{

"headers": {
"Accept-Encoding™: [
"gzip"
I8
"Content-Length": [
"586"
I8
"Content-Type": [
"application/json"
I8
"User-Agent”: [
"Go-http-client/1.1"
]
b
"data": {
"audit": {
"interaction”: "CREATE",
"method": "UI",
"request": {
"endpoint": "/vi/notifiers",
"method": "POST",
"source": {
"requestAddr": "10.131.0.7:58276",
"xForwardedFor": "8.8.8.8",
}!
"sourcelp": "8.8.8.8",
"payload™: {

"@type": "storage.Notifier",

"enabled": true,

"generic": {
"auditLoggingEnabled": true,
"endpoint": "http://samplewebhookserver.com:8080"

13

"id": "b53232ee-b13e-47e0-b077-1e383c84aal7",

"name": "Webhook",

"type": "generic",

"uiEndpoint": "https://localhost:8000"

}

2
"status": "REQUEST_SUCCEEDED",

"time": "2019-05-28T16:07:05.500171300Z",
"user": {

"friendlyName": "John Doe",

"role": {
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"globalAccess": "READ_WRITE_ACCESS",
"name": "Admin"

12

"username™: "john.doe@example.com"

}
}
}
}

WHRER IP it B RAERSED, XAMTRAESITBEERIFAAHEEREGS,

EREFHRER IP ik, RHACS FERLUTSH :

XForwardedFor : X-Forwarded-For 13k,

requestAddr : ii2ihhtirk,

Sourcelp : HTTP i&3K8 IP Hbht,

B

B IP bt E BUA FE MM m A EB/AFF Central, &0 LLE B LU0 -

NSRRI MBI RIEEAFF Central, N, MEEMSEA Kubernetes
External Load Balancer iR55X &4t Google Kubernetes Engine (GKE)3%
Amazon Elastic Kubernetes Service (Amazon EKS)_Liz1T Central, &2 &

BEFimE IP,

NRHETE Ingress Controller FEZAF 78 H X-Forwarded-For 113k %4
iR B Central, MAREHTHEMEERH,

INEEMA TLS passthrough BE/AFF Central, NFEEKBER M imiR IP i
i, BSHrha BRERAE IP ik fF AR iR IP thil,
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https://kubernetes.io/docs/tasks/access-application-cluster/create-external-load-balancer/#preserving-the-client-source-ip
https://datatracker.ietf.org/doc/html/rfc7239#section-5.2
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5 15 = BSiE API 5H%

Red Hat Advanced Cluster Security for Kubernetes (RHACS)EZE API § T —XREGEM. &
BEIERENRLSIThEE, EeILlEH RHACS Web SRmECE T .

FBRIEE AR, TECIEFSRENT, RARIBRITBRHIE o] LA DAL % 5 ML
BR. #in, MEERE Integration FHIRM read 1R, NIFTELIE EFEATER
SR,

MRERLAE AR NEMAS RS, NBsUyizEE X AGSECmE
BIELBR,

RS EATHRIINGNES, W ClICD &EE. MAMNEfAIE, 5
., {1 roxctl central login sp 5T A TRIHZR845, 0 roxctl CLI =k API ijj
I‘E‘Io

15.1. B API ©5h&

it 3
1.
1£ RHACS [ ']/7h, #tA Platform Configuration - Integrations,
2.
53 Authentication Tokens 5], #Aj5sx API Token,
3.
= Generate Token,
4.
WASRRNAHFIERREMBVIRZ5 KA (B30 : Continuous Integration =%
Sensor Creator) .
5.

= Generate,
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55153 BdiE APl 512

B

SHERNSEHREEEE. ERTERRERT.

A S BRI ES roxctl FHTHBEHIE
BoE = AT I

15.2. %F API 585348

APl GiZB A AR —FEiIH. RHACS 7 web SREPIREEE, HSEAEFRI—RANMEASERKX
ZF Central, BEERHEESMMNHZIT—R, 88X, ARIFHEIHOEE, F st sE0E—
TEEHER. BEHEREXRAH—R, HER#E Central BEH,

BEEAUTHER, MTHmE:
I Warn: API Token [token name] (ID [token ID]) will expire in less than X days.

LGB A iE TR P B RNIMR L ERE N HEHE R AENERARE -

NG & BRAE iU
ROX_TOKEN_EXPIRATION_NOTI  1h (1/)\E}) IS FH OB SR ZTEEHE
FIER_INTERVAL BEAENINE,
ROX_TOKEN_EXPIRATION_NOTI  24h (1X) TEEAFI H 4 B0 ) 058 AN AT R

FIER_BACKOFF_INTERVAL

ROX_TOKEN_EXPIRATION_DETE  168H (1 week) 5 BYCAE R AR 5 hE sk B R BN (]
CTION_WINDOW %,
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https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/4.4/html-single/roxctl_cli/#using-an-authentication-provider-to-authenticate-with-roxctl_using-roxctl-cli
https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/4.4/html-single/operating/#configure-short-lived-access

Red Hat Advanced Cluster Security for Kubernetes 4.4 Bdi&
% 16 = (HAFHECE

B FERANEE, ELLETNEEREFEEERRXX A PRERRE, FHRENARRS. fim, m
RITEA GitOps TFR, FHARERABM. Hal, &aILU#EA Red Hat Advanced Cluster Security

for Kubernetes (RHACS)HI A ARCE 1T H KR IEMZIAETR, MBMRKIEEtN#E. A, PEREM
YilnlsE .,

EEARANRE, ELGE YAML X, HhasBXSHRIEnRIEERNERERSR. XExH
SECE A AP R RS EPRESRRME RHACS 1, HX%%E RHACS NEBESRNESE
B, HSH"MIER RS PR,

SRANRRE —EEANRE XA FEERERNSN secret 1, BARURTRIERRXE, HEBRUEAN
FRIBCEFETE secret PLURRR £, ER LR EMRSF hEFHEHBAE.

BN RERFH secret AILIEE SN HRAXBENEE, XAiLERS Central LAINBHERE.

16.1. M= BAMERCIE 012 69 BRI BR

ROy BRAT LS| AEA SR (Hln, AL ASEREMDIFSER) , ATAR ALUTRRE :

AEAMEACE RAES | At RS: RHACS FRAIEMETHR ; flm, —A¥E, M Admin
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R AT A S| AERE A AR BR, RIbR—RRXB DA R M —
Ego

MBI E IR B9 B IR R AEE i SE ol BAtE Ao i ST Sk B el =iiRR. A REEA RHACS
TP APl EBUX BT,
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{8573 roxctl SIEAFHERCIERY YAML X, MICHErhOIEERCEBR S I 5 A Re B IR A
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IRBERE Central TSR HECEMSIK secret AN T HEH, EAXHIH, BEMRFZN
"declarative-configs". MIFELZEL, HSH"HMMFIER" 380 hilH TR0,

it =

BT T 4k OIBIBRER . ABIBIEE— & "restricted” MITPREE, FHREN
permission-set.yaml 3£, &4 Administration FiRIXE LBV RIFBR, LLKEX) Access ¥R
BT TR A BR.

$ roxctl declarative-config create permission-set \

--name="restricted" \

--description="Restriction permission set that only allows \

access to Administration and Access resources" \
--resource-with-access=Administration=READ_WRITE_ACCESS \
--resource-with-access=Access=READ_ACCESS > permission-set.yaml

BMALLT&®4S, fEARLR Administration #l Access KRR, FHIQBR—I &N
"restricted” Mfafs, FH{REFH role.yaml X,

$ roxctl declarative-config create role \

--name="restricted" \

--description="Restricted role that only allows access to Administration and Access™ \
--permission-set="restricted" \

--access-scope="Unrestricted” > role.yaml

BALTHS, ME—ShalBE4» YAML SXCEOIRERR B, XA REI0IE
declarative-configurations BciE &,

$ kubectl create configmap declarative-configurations \ ﬂ
--from-file permission-set.yaml --from-file role.yaml \
-0 yaml --namespace=stackrox > declarative-configs.yaml

%}F OpenShift Container Platform, {#fi oc create,

AL a5 b ARG E BRGY ¢

I $ kubectl apply -f declarative-configs.yaml ﬂ
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NAREMSE, M Central iEMMECERE BA0IEBKIR,

BARGMERSN 5%, MLUITESETmd, Baf$EcEMNNE L ER
Central HEHNTgERBER,

fRoI DA E DL T EfasEis e BAE A E M 5 Central 32K :

BCEALAIRE : Central R SECRBYMT (A [AIfRE 5 MutiT—R, ERILIER
ROX_DECLARATIVE_CONFIG_WATCH_INTERVAL #1572 £ & bt 7] B,

thiAERE - BABRT, FEAMEES Central iR 20 #itT, ErILEA
ROX_DECLARATIVE_CONFIG_RECONCILE_INTERVAL #1572 £ Ei& bt 7] B,

fFRAFARE R SR IEHRIGTERE, &aLIfE RHACS web [ 1789 Access Control T &
&Efl. Origin ZBHER WiR 2 AR AMEE O8N Declarative,

EF s M RHACS web 1P A BARCE QIR IR, EusEEsmHicE 4, LU
BUUXE R,

& 0T LU S 37 A B Platform Configuration — System Health F7& 5% Declarative BdBI 49 KEEH
FHAR BT,

16.3. FHAMECE A

eI L E AT RAItI R FRIAREfE 58, M roxctl declarative-config lint 8 55 EXIFENEE
=EEEW.

16.3.1. FEAMACE AR UF SR R R~ I

70



FREAMEACE SRS I N R B

name: A sample auth provider
minimumRole: Analyst ﬂ
uiEndpoint: central.custom-domain.com:443 9
extraUIEndpoints: 6
- central-alt.custom-domain.com:443
groups: ﬂ
- key: email 9
value: example@example.com
role: Admin
- key: groups
value: reviewers
role: Analyst
requiredAttributes:
- key: org_id
value: "12345"
claimMappings: 6
- path: org_id
value: my_org_id
oidc:
issuer: sample.issuer.com @
mode: auto
clientlD: CLIENT_ID
clientSecret: CLIENT_SECRET
clientSecret: CLIENT_SECRET
iap: @
audience: audience
saml: @
splssuer: sample.issuer.com
metadataURL: sample.provider.com/metadata
saml: @
splssuer: sample.issuer.com
cert: |
ssoURL: saml.provider.com
idplssuer: idp.issuer.com
userpki:
certificateAuthorities: | @
certificate

openshift: @
enable: true

AR\ ESEMAF EXNR/NaR, MREZE, WIED None,

%16 = AFHAKE
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X T AR NEM SR BRA RN ENA R,

B R LLZ MBS RE R 2 R BRI B,

WHARP#RTFNAR, ETUERRNARKFALIRNAR,

k- MRFBEMF PRI ERONEY, HEAXEFE ; fim, MRERERTR
ERIHHH,

B . MR ME PR AR R REBIA S BN BRA R B R R, E X P R,

A7 R5ERATF OpenlD Connect (OIDC) S A% IEAL N .

AT ETEL E,

i OIDC [, mIEEMIfEA auto. post. query #l fragment, BEMI{E N auto,

A7 R5EMT Google Identity-Aware Proxy (IAP) &3 % uF#th i,
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AT RERATF SAML 2.0 #AEE SRR UFHtNE,

LA Privacy Enhanced Mail (PEM#& R &1FiE+.

FVREATEARAF R TS BRI,

LI PEM R & SiE4,

A&7 R5EMT OpenShift Auth BRKIFREER.

16.3.2. FREAMACE PR B

A A E PR B

name: A sample permission set
description: A sample permission set created declaratively
resources:
- resource: Integration ﬂ
access: READ_ACCESS @
- resource: Administration
access: READ_WRITE_ACCESS

MEXFNFEENTZESIR, 5 ZE Access Control — Permission Sets,

2]

il aI L2 READ_ACCESS s READ_WRITE_ACCESS,
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16.3.3. FREAMECE Ui MG H Al

PR EAMERCE Ui IISE w1

name: A sample access scope
description: A sample access scope created declaratively
rules:
included:
- cluster: secured-cluster-A ﬂ
hamespaces:
- namespaceA
- cluster: secured-cluster-B g
clusterLabelSelectors:
- requirements:
key: kubernetes.io/metadata.name
operator: IN
values:
- production
- staging
- environment

PRAIET PISE A SRR E 6 A 22 A B9SREY

2]

PRI SEE R a T f R 2 F R ERE.

©

WRE R TFIREEREN Operator, H3U{EN IN,NOT_IN,EXISTS, #1 NOT_EXISTS,

16.3.4. =AY ECIE A aRpl

FEtRERAERA

name: A sample role
description: A sample role created declaratively
permissionSet: A sample permission set ﬂ

accessScope: Unrestricted
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HEBER IR,

& Configuration — System Health T{# Declarative configuration #84 G REEIFSH RIREtE
KEAMREMNFENER. FRMREEN RS T EEHUT RS/

BCE X HBIE AR 2H M YAML,

REXHETESTHE, MABREHRIITHEA,

FEEBNFHELIR, MERAFFEM -1, HERESSIHRNERSIM,

ERIEREX M, HREREXHPNER, HARENERRE AN ZATHNEFERS, HE
FA roxctl declarative-config lint fp 5,

EEMRT B LR THERRR, FREFRREES EPRC N Declarative Orphaned, XZ&7R
RS AMNAEAtRECHMER (Fla, MEMRT BAESIANPRENFARE) . ZHIEWER,
EHE TR R ABRE, SiitkS BN EIRERE,

16.5. Htb 55
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252 Red Hat SSO = Default Internal SSO, NIERIEFEZIRHLE
go

MREZNFRRIEREEFTH, BEf]1#4F2 Red Hat SSO
5k Default Internal SSO, NISIRRERAFEEFE—,

MEELEEEBESHRRIHRERER, NaBHESHES, HEH
R, S, BRI Access Control 3849 kECE B35 UF LN
.

At : NTRIIERDERES RSB BITAPNAR,

3.
= Invite users,
4,
EHRIAHEED, EBRWE—FHE\RA - EEAmEA aolERNmiA.
5.
F—A % 4 i T bk DR R4 S I BRI B 2B TR P e O 2264 F R4
th, FRELZESLAF.
6.
= Done,
1.
1£ RHACS ']/ /1, j#tA Platform Configuration —~ Access Control — Auth provider %
ik,
2.

PR AT EE AP NS HRIHRMER,
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