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F1Z= 527 RHACS Z2&E#5h

Red Hat Advanced Cluster Security for Kubernetes (RHACS) N B & H Red Hat OpenShift
Kubernetes R4iskFHA (U1 OpenShift Container Platform. Amazon Elastic Kubernetes Service
(Amazon EKS). Google Kubernetes Engine (Google GKE)#1 Microsoft Azure Kubernetes Service
(Microsoft AKS)) 1R#tZ 2RSS,

BXRETFHOESMEMIFENS, 1EEE Red Hat Advanced Cluster Security for Kubernetes #7515k . A
X RHACS M4EMAEHIXSIHER, 1EZ M Red Hat Advanced Cluster Security for Kubernetes Sz #EE .

11 Bl &EEmE
ERERERERE, 1HBREUTAN
. TR R RET A A,
2. Tf# Red Hat Advanced Cluster Security for Kubernetes 2844 ,

3. BEBRIATKERER,
1.2. FREIEENLE A E
BRI LEARARMES LHITAARR BN R,

FRBREAEHXFRAETE. NEEZELR, S0 Red Hat Advanced Cluster
Security for Kubernetes Support Matrix,

R EAHHENRE S X

WENREKSE
ZERSFE Red Hat OpenShift operator (%) . o 1 Red Hat
. . a
Dedicated (OSD) Helm chart 5k roxctl Openshift &7y
cut RHACS %%
Azure Red Hat Central HEK
hift (AR
OpenShift (ARO) o & Red Hat
OpenShift 1%y
Red Hat OpenShift RHACS iiéjéﬂ
Service on AWS (ROSA) SRR

Red Hat OpenShift on
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. > a
ng’slner Platform Helrr: chart =% roxctl OpenShift i
( ) cLitm RHACS &%
Central BR%
Red Hat OpenShift
. ® 7f Red Hat
Kubernetes Engine OpenShift F
(OKE) RHACS &%
LERIRS

L BRIFAUTINREFENEFER, SNARERER roxetl &K%,

1.3. NRRMHRET A

Red Hat Advanced Cluster Security for Kubernetes (RHACS) X # LA TR, INEA XX FHELEN
BIE R, S Red Hat Advanced Cluster Security for Kubernetes &2 #%15% . A4, TRIEHAEXED
2oty m] AR FIENER.

T 1.2. BT RENREHRNRES R

B-E 518 BES XFHNRESE

AMDG64 Operator (Ei%) . Helm chart 3% roxctl CLI (A~#t
=)
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1.4. OPENSHIFT CONTAINER PLATFORM _t£ RHACS & & w15

1.4.1. {8 RHACS Operator 7£ Red Hat OpenShift £ %% RHACS

1. 1€ Red Hat OpenShift ££&#, 1§ RHACS Operator 2% %! rhacs-operator i B 5% 5 £ 22 [A]
.,
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13 B RHACS L&k
2. £ @& Central B Red Hat OpenShift &£8¥H, #55 central 5£8¥%, £ RHACS Operator %
Central fR%5 =% E| stackrox WIEH, —MHREFEFTLURTENEE,

3. MARREEEREI RHACS web #2415, ABUE—D init il IHTEHE, RE, nitilfax
EEBERIPNERTLRE, MIREEE,

4. WFLREERHE
a. ¥ RHACS Operator %%l rhacs-operator fp 22 [7] H,
b. AREEKRP, BEIHITLUTHEN B RHACS AR init 1S

o {FFH OpenShift Container Platform Web $Z#& 5 A& I init M EH YAML X
. MWRIEALTF stackrox p 22 (A,

o FXIHEOR, 21T oc create -f <init_bundle>.yaml -n <stackrox > €545, 1§7E init
B TEHL YAML XHHIERER,

c. ERLE&ERH, A RHACS Operator f$% £ Cluster AR55% 4% %] stackrox fn & 22 (A, £

BIERIX LR SSHT, TEIA{RTE Central Endpoint RE&H#i A Central Bt IRAS, UER
L& LIS Central BfE,

1.4.2. {# A Helm chart 7£ Red Hat OpenShift %% RHACS

1. %10 RHACS Helm chart 5%,

2. f£8%& Central B Red Hat OpenShift &£8¥ £ % %% central-services Helm chart, #379 central &
B

3. &3 Central £8f EH) RHACS web #4118 F 018 init #4846,
4, WFEERTFHENER, BERINLE2EEAPITUTESE
a. MARER RHACS QIR init I8, BEERLSEHFNA nit i, EHITUTEEZ
o {FF OpenShift Container Platform Web $2#& 5 A& G init M EH YAML X
1, BIREALT stackrox fp & 2[R,

o EXIHEOR, 21T oc create -f <init_bundle>.yaml -n <stackrox > €545, 1§7E init
B TEHL YAML XHHIERER,

b. TR LEE P LR secured-cluster-services Helm chart, 15E RO init LRI

o

X At

1.4.3. {1 roxctl CLI 7£ Red Hat OpenShift - %% RHACS
tbREFHEWLM N JFE LR,
1. &% roxctl CLI,

2. 7£8%& Central 8 Red Hat OpenShift £ HUTU TSI :

a. EAmBEOS, #A roxetl CLIZITRR AR install &%,

b. JZ1T setup shell BiZ,
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c. EXIRBEOAH, {EF oc create 4 l|E Central B,

3 PUTLATBEZ— -
e 7 RHACS web &, O TE(EREE YAML XHMBEY,
o E&RLEEED, {#M roxctl sensor generate openshift £,

4. ARERNT, ETEBRRRENA,
1.5. KUBERNETES _t RHACS M2t 5 1%

1.5.1. {8 Helm chart £ Kubernetes ¥ & %% RHACS
1. ¥ RHACS Helm chart &%,
2. T8 %5 Central WERERZEE central-services Helm Chart, #5 Central £2%,

3. M Central 8 EXE| RHACS web ##l5, HUE—PERAELCERITHERHLER init i
Ha, MHREKH,

4. NFEBIREEKR

a. NAEER RHACS 0/ init IIHE., BRBRELERFHIZ1T kubectl create -f
<init_bundle>.yaml -n <stackrox > 3%y, 187 init fFFE T &M YAML XHRIERE,

b. TR L ERPLE secured-cluster-services Helm chart, §EZBIDIER init ISR

A
o

1.5.2. {8 FH roxctl CLI £ Kubernetes £ & %% RHACS
RGBS BB,
1. %% roxctl CLI,

2. 7£8%E Central B Kubernetes &R, HUTU TSR :
a. EXIRBE O, FMA roxctl CLIZITRER install fp 4y,
b. JZ1T setup shell BIZ,
c. EXImEOF, £ kubectl create %4 {]E Central %R,
3. HUTUATF#EZ— -
e 7E RHACS web #HIEH, OIRH T (LR YAML XXHMEH,
o TEREMRITNEKED, M HLLER, FH roxctl sensor generate openshift 654

4. EREEHP, BTERBREHL,
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% 2 Z RED HAT ADVANCED CLUSTER SECURITY FOR
KUBERNETES HIEN I\ FORE R

2.1. &4 RHACS 3K

HERE RHACS 2, EBRRALMHRILTER,

a5 H-
= = |
AA R EEAE L R B 225 RHACS

® Amazon Elastic File System(Amazon EFS), R HEIA gp2 BREH
Amazon Elastic Block Store(Amazon EBS),

o %HESIMD ¥ & (SSE) 4.2 1555 mIH CPU, 40, Lt Sandy Bridge #
AMD 425 IHMY Intel #b3E2S (M Bulldozer |H) o iXEE4MIBERTE 2011 X
?ﬁo

BLE RHACS, BUITAEUTRG I — :

e OpenShift Container Platform A& 4.1 kB EhRA, LAKRTH Red Hat Enterprise Linux
CoreOS (RHCOS)3X Red Hat Enterprise Linux (RHEL) 2 FF IR E RGBSR EE T m

o ZHFMFZE Kubernetes A, LUIKREH Amazon Linux, CentOS. Container-Optimized OS
(Google. Red Hat Enterprise Linux CoreOS (RHCOS). Debian. Red Hat Enterprise Linux
(RHEL)ZX Ubuntu)Z #IZE Kubernetes AR T m
BXETFHNESMEMIER, 15T & Red Hat Advanced Cluster Security for Kubernetes 3z #F
FlF, BX RHACS WA MBIIZIER, 1E5 M Red Hat Advanced Cluster Security for
Kubernetes S fFEIZR,

UTFREERMEVGERTEE T =,
2
amd64 ppc64le, 5 s390x

N

M RHACS 4.3 FF#4, 7E IBM Power (ppc64le). IBM Z (s390x)#1 IBM® LinuxONE

2 (s390x) K BE R #F Central 1R 2 KBRS
A IRER

FE 31 CPU A,
NiF

#Z 6 GiBRAM,
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Gk

?
& HEAB N HANFOARERN CPU EX, HBERTRANITUZFEE],

ik

LI Central WEBZERFAMEBFIH(PVC), mIBIEERAT Scanner V4 R LERH, EH
B S 528 (SSD) LUK B s EMERE. B2, MRMEEHE SSD, A LUMER 7 —MEHREL,

BF

& ARETE Red Hat Advanced Cluster Security for Kubernetes Fi{# i Ceph FS 7#fi,
4T H8# 1V Red Hat Advanced Cluster Security for Kubernetes 1 {# f RBD &=
PVC,

INEREITXIFE A Helm chart &% RHACS, kR TEK :

o MMRMMEMEF Helm chart REZFEE RHACS, NIIIEAR Helm S TRME(CLI) v3.2 SKEFThR
A, fEF helm version M5 KIEE R 5B Helm hRA,

o WA NA] Red Hat Container Registry, XM registry.redhat.io TEHEBIFIE, 155
# Red Hat Container Registry Authentication

2.2. 7RIRSS (BEIEIE)

pa -3
INRIEEFA Red Hat Advanced Cluster Security Cloud Service (RHACS Cloud Service),

NAFZEEE Central RFSHEKR, RNVENHILEER, ERFEEEFREEHRSH

Central RS EELLTHEG -
e Central

o R

2.2.1. Central

£ 7 Central R ZLAR SR API X B #1 RHACS Web [ 1/ ¥i[A], 44N Central DB (PostgreSQL 13)
BB 2L AR S5 (L ER BB R A,

Central DB #1 Scanner V4 B &% Central FERBF I A EF 14,
o MALUMFERAFAMESER(PVC)IREELE,
p= )1
REEFMEEN (FH—HEN) HEHHAZXEHRYT (W0 NFS HESHEMHE L)

Bf, fBeLUMER hostPath B {TEME. &, BHHERFEE—NT RSP, 20
18 A HEEZ(FFH hostPath &,


https://access.redhat.com/RegistryAuthentication
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o ERAE S (SSD)LUR SR AR, BRE, WRERHE SSD, HAILMERS— M EIERE,

o MNRMEA Web RIESKI N, EBHIEES SN, LAY definitions.stackrox.io
collector-modules.stackrox.io &, F/5 M Red Hat Advanced Cluster Security for
Kubernetes RS EEHI web RIBSBA K, B, *iRAEE X HMARZFRGSEIHTE R,
Red Hat Advanced Cluster Security for Kubernetes & 1/j[A] :

o definitions.stackrox.io, AT FTEHEFHHRAE L. KEE LEH LT Red Hat Advanced
Cluster Security for Kubernetes £ & MR s Kt #IRIRAT 4 RFTHIRIA IR,

o collector-modules.stackrox.io, AT THEFMAZRI G, BH T UZZFHIG
8, MR Red Hat Advanced Cluster Security for Kubernetes A LU R S #TEIRIE RS, FF
WEBXASRFSITHRSREFNIRNEIE, NREEXLEEH, MRETEHPRMFT
=, HEBHT EAMIRIERSE, Red Hat Advanced Cluster Security for Kubernetes RIRETS
/f”ka*"'“%?%ﬁo

” FE
%g%% NSRRI, ERIZEEEERNEED I RIERDEE Central,

HN1E. CPUMIEREEX
TRIE T REMIZIT Central FTEMNR/NREMEGEE,

Central CPU RE =&
Request (i53XK) 1.5 MR 4 GiB 100 GiB
BRI 4 M 8 GiB 100 GiB

Central £Z Central DB #1808, TRFIE 7 RE 21T Central DB FREMIR/NAEMEFELEEH.

Central DB CPU R =hE
Request (i53XK) 4 N 8 GiB 100 GiB
BRI 8 M 16 GiB 100 GiB

2.2.2. FIHERF

MAIRZ 4.4 FFo8, RHACS SIEFH NE&REIIMIZRE © StackRox Scanner # Scanner V4, 1t XI7ELLE
B9 % IThRA FiHI P& StackRox Scanner, {BARZA 4.4 BEHIT T TSR, HIBRER V4 2EIEHHE
HHTERF, ENEEiT StackRox I IRMAFINMINEE, WY BIESMRERAIZIFURFE EMITHE
R BB

AREM CPU Ek

stackrox Scanner

LERAPEERETEOARN 2 DEIA,



Red Hat Advanced Cluster Security for Kubernetes 4.4 2%

stackrox Scanner CPU RE
Request (i53XK) 2 MR 3000 MiB
PR 4% 8000 MiB

StackRox Scanner-DB
StackRox FAHERF B E Scanner-DB EE IR, TRIIE T REMIZ1T Scanner-DB FriEMN®R/INARE
MEREE,

Scanner-DB CPU R
Request (iF3K) 0.2 MR 512 MiB
BRI 2 MR 4000 MiB

scanner V4 (BATIR
HiERERF V4 BaEH, BRPVEREFEING 2 DNEIK,

BF

HiEEF V4 RE—MORTIEIhRE, BORTIIIRER LG MRS F RN (SLA) X
, BYREARHARE, MERHERLE T IMREHhERE . XERATI TR LUE
RAARBA AR, HENSEFLNBRREMARTE L,

BRIABRAT G FEEMESER, WSARATIT i F e,

scanner V4 Indexer CPU RE
Request (iE3XK) 2 AR 3000 MiB
PR 4N 6 GiB

LERAPEERETEOARN 2 DEIA,

scanner V4 Matcher

Request (iF3K) 2 MR 8 GiB

BRI 4 M 10 GiB

#4752 V4 2 E Scanner V4 DB RFHEEUE, TRAIE T REFIZIT Scanner V4 DB FRERNR/INRTE
HMEME(E, *TF Scanner V4 DB, EE— PVC RMBFEREMRE, X PVC %712 50 GiB,

10
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Hi#EF V4 DB CPU RE
Request (iF3K) 0.2 MR 3GiB
BRI 2 MR 4 GiB

2.3. REMEEIRS
RRERIRS QBT
® Sensor
o AENIZHIE

® Collector

2.3.1. Sensor

Sensor % Kubernetes #1 OpenShift Container Platform $£2&%, XLiRSS BRIEE R ANERES, %R
FAhEE 5 Kubernetes API IR E, F5 Collector P1iff,

AEH CPU E3k
TRIE T HERELEHPLRENZTRRERAMENR/INRENEEE,

Sensor CPU
Request (iF3K) 2 N 4 GiB
BRI 4 N 8 GiB

2.3.2. fE AR SR
Admission #1525 77 B 1 FR 7 0382 i IR B B SRR B9 T4F £ 30

AEH CPU E3k
KINBERT, HEAZHRS 21T 3D EIR, TRIVHE TENBIARBE KRS,

: PN CPU RF
Request (iF3K) 0.05 1A% 100 MiB
PRI 0.5 MR 500 MiB

2.3.3. Collector
IWERNIELZE2EHPEBNT RINSITHED), B©iFEE Sensor XIREWER., KWESS Pod E=Z1A

. B—NERHREBRES, ©LPRIREMRE T R ERGZTINES, AAFDZ compliance #1 node-
inventory,

1
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FaETK

E# A CORE_BPF £A45%, EANMKUIZEF BTF, HHBTF XS IAIftERER, B, K
BiRAAETF 5.8 GEMTF RHEL 11 =#94.18) #1 CONFIG_DEBUG_INFO_BTF g & /L i iA /M #% 1%
%o

WERBELUTIRF DRI EER BTF X4 :

5 2.1. BTF X#6ri@
/sys/kernel/btf/vmlinux
/boot/vmlinux-<kernel-version>

/lib/modules/<kernel-version>/vmlinux-<kernel-version>
/lib/modules/<kernel-version>/build/vmlinux
/usr/lib/modules/<kernel-version>/kernel/vmlinux
/usr/lib/debug/boot/vmlinux-<kernel-version>
/ust/lib/debug/boot/vmlinux-<kernel-version>.debug
/usr/lib/debug/lib/modules/<kernel-version>/vmlinux

BB, NMAEEIAEL% S BTF, CORE_BPF 2HEEHN.

A= CPU B3k
HINERT, WERRSZIT 3 PEIAR, FTRIETENBIARBERMRE, URKESREIAR T,
IR AR A

RE CPU NE

Request (iF3K) 0.06 W% 320 MiB

PRI 0.9 M 1000 MiB

Compliance 2%

RE CPU RF
Request (iF3K) 0.01 M 10 MiB
PRI 1N 2000 MiB

node-inventory &2

RE CPU RF

Request (iF3K) 0.01 MR 10 MiB

PRI 1N 500 MiB
WERBIART RS

12
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KRB CPU RF
Request (iF3K) 0.07 1A% 340 MiB
PRI 2.75 M R#% 3500 MiB

2.3.4.scanner V4 (RTINS
H#RERF V4 Br1%EH, INREZLERFP LR Scanner V4, NN AMUTEK,

BF

HiEEF V4 RE—MORTIEIhRE, BORTIIIRER RLE T MRS F RN (SLA) X
F, BYREARHARE, MERHERLE T IMREhERE]. XERATITThEE A LUE
RAARBA AR, HENSEFLNBRREMAR TR L,

BRIABRAT G FEEMESER, WSARATIT i F e,

LERAPEERETEOARN 2 DEIA,

scanner V4 Indexer CPU RE
Request (i53XK) 2 MR 3000 MiB
PRI 4 % 6 GiB

HHFEFE V4 EE Scanner V4 DB EEZ###E, TRIIE T REHMIZ1T Scanner V4 DB FREMR/INATE
FEEE, % F Scanner V4 DB, ZUEIER PVC, R NEAUBERREMRE, PVC NiZ M 10 GiB,

Hi#EFF V4 DB CPU RE
Request (iF3K) 0.2 MR 3GiB
BRI 2 MR 4 GiB

—

3
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2 3 == #7=H1 RED HAT ADVANCED CLUSTER SECURITY FOR
KUBERNETES #REE K

HENFRIEREBI ITRPINAEL ERE R Z A P ORI T RE LI

o 10 NMERE, B 31 pod BIAMFEEERIRS, 4 P secret. 4 NELEMSS

10 MRS, BN RS EBIEMAZRIERER TCP/8080 #1 TCP/8443 imMl

1PN EREER E— DM RSHIE— DI

B8 2048 MNENFRFEFRFE 10 4 secret

10 MBI E & 2048 MV FEREFR

ENMAERILRETR, BEREBRAVBNERTRNEERR, 7F8, WITEENRETRIGES
REERE.,

HiBR
o FIAHIRER

31 RS (BBEE)

pa -3
INRIEEFA Red Hat Advanced Cluster Security Cloud Service (RHACS Cloud Service),

MAFZEEE Central RFMEKR, RNENHILEER, EREFEEEFREEHRSH

Central RS EELLTHG -
® Central

o R

' BRABRFHOMATRER, HEERANTREKRTME,

3.1.1. Central

&M CPU ZE3k

TRIH T H—NREERIZIT Central FIRIR/NREFH CPU H, REIEH%L Web ['TFRAFAHEE.
HE #% Web [ TP CPU RE
< 25,000 1N 2 MR 8 GiB
< 25,000 <5AAEF 6 N 12GiB

14
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HRE 3% Web TP AP CPU AfE
< 50,000 1T1MNEP 2 MR 12 GiB
< 50,000 <5ANFE/ 6 MR 16 GiB

3.0.2. HEER

stackrox Scanner 7E#l CPU £k
TRIIH T Central E£E#H StackRox Scanner ERBEFIEN®R/NAEH CPU H, REBEEMERELERT
B — IR E,

ME—BE & Replicas CPU RE

<100 IR 11N 15 GiB

<500 [RO=R:S 2R 25GiB

<2000 2 EIR 2% 25GiB

<5000 3PEIR 2% 25GiB
H{th BT

o BIABRER

3.2. REMEERS
RRERIRS QBT
® Sensor
o AENIZHIE

® Collector

N

% ARG ESWERAM. AKRERIE T AR TRER TEH .

3.2.1. Sensor

Sensor % Kubernetes #1 OpenShift Container Platform $£2&%, XLiRSS BRISE R ANERES, %R
FHER S Kubernetes API I E, F5 Collector P1ifi,

AREM CPU Ek
TRIHE THELZEERFIZTH Sensor FrEM&R/INATEF CPU 1H,
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Deployments B EEMN Pod CPU
< 25,000 3 2 MR
<50,000 3 2 MR

3.2.2 AR SR
Admission #1525 77 B 1 FR 7 038 i IR B B SRR B9 T4F £ 30,

AREM CPU Ek
TRINE T HELREEHPIZITHE AT BTSN R/NAEM CPU 1E,

Deployments B EEMN Pod CPU
< 25,000 3 0.5 1M
<50,000 3 0.5 M

16

NE

8 GiB

16 GiB

HNE

600 MiB

1200 MiB
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4.1. 7 RED HAT OPENSHIFT &/ RHACS &% CENTRAL RS

Central 238 RHACS N ARFEEAEMMRSH TR, ©OBEIEFAM. API ZEF RHACS [1/71
], & LUE R R — A SLFISEAR 72 A OpenShift Container Platform =X Kubernetes &%,

IRE LUE R LT A% 2 —7E OpenShift Container Platform 5% Kubernetes 58 _E %% Central :
o {FFH Operator &%
o M Helm chart 24

e {FfAroxctlCLI%ZE (RIEFEEFHACHREELREEER)
4.1.1. {F Operator &% Central

4.1.1.1. &% Red Hat Advanced Cluster Security for Kubernetes Operator

&5 OpenShift Container Platform $24t#J OperatorHub %% Red Hat Advanced Cluster Security for
Kubernetes BIx il L 5 3%,

AR &M
o REILUEM B Operator REMRAIMK 177 [] OpenShift Container Platform 2%,
o {RJfERA OpenShift Container Platform 411 S{EERA, B xZFHHWESMEHBESE, F

# & Red Hat Advanced Cluster Security for Kubernetes 373555 . &% RHACS M4 EHI
¥ER, 5% Red Hat Advanced Cluster Security for Kubernetes ST#EK .

it

1. 7 Web #%I& R, ## A Operators - OperatorHub T,

2. fN83% A 57~ Red Hat Advanced Cluster Security for Kubernetes, 7E Filter by keyword & f %
A Advanced Cluster Security & Red Hat Advanced Cluster Security for Kubernetes
Operator,

3. %% Red Hat Advanced Cluster Security for Kubernetes Operator& & 1¥1%& I,

4. [7i% Operator IfE R, A= Install,

5. 7£ Install Operator T{E :

o FRBLEENXMENINE All namespaces on the cluster,

o EFEEHEHAF) Installed namespace FEXR LR Operator WHEFEMFZZE(A], 7E rhacs-
operator 3 %4 22 (B &2 %% Red Hat Advanced Cluster Security for Kubernetes Operator.

o EHHHELFRIHFT,
MRLEFEDEH, HHEHIR Operator ATANf, Operator Lifecycle Manager(OLM)& B3]
F4% Operator B2 1741,

INRGEFEFENER, NHHHIR Operator AR, OLM RAEBEHIE R, (FHEFER
A, BRMFEHEEIIER, FEEN Operator B ERITIRAE.
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6.

[ J
T—%

[ J

BF

MBEFFONER, ERHRET Central BIEEEHH RHACS Operator B,
BB RS RHACS Operator, %% Central B9 £
SRV EAERMNMA, UBRKEDE,

= Install,

LRESTME, ¥ A Operators - Installed Operators, LU3SiE Red Hat Advanced Cluster
Security for Kubernetes Operator FIX 2 E 7 Succeeded,

¥ Operator &2 Z| rhacs-operator WiE #, 1% Operator, ¥ Central BE X FIRELLE]
stackrox 71 B A,

4.1.1.2. {8 Operator /7ik%% Central

Red Hat Advanced Cluster Security for Kubernetes B BHE#F N Central, EaILUFER Central B
T Y BTIRTE OpenShift Container Platform %%k Central, ERFEELE Central —&k, HEAR—
Central &1L MRITERY,

BF

Y ERZE Red Hat Advanced Cluster Security for Kubernetes i, b E &t
Central BE X R, K SecuredCluster B E X FHRREMIGT Central ERKBIIET,

FRFMH

it =

18

1R E A OpenShift Container Platform 4.1 FE @A, A XX HNTAMEHBIFERE, &
#EE&E Red Hat Advanced Cluster Security for Kubernetes #5513 ., % RHACS WA MERIX
SR, 1ES M Red Hat Advanced Cluster Security for Kubernetes St FFEUK

1 OpenShift Container Platform Web &, # A Operators = Installed Operators I
M,

MZ2ZEH) Operator FI13R A% Red Hat Advanced Cluster Security for Kubernetes Operator,

INRICEHETFN R EFPRE T Operator, OpenShift Container Platform &$5i E 515
rhacs-operator, ¥ Project: rhacs-operator — Create project,
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Digk

==
[=]

o NMEMBEARMBRALEAFREET Operator, N OpenShift Container
Platform & ERiZ & Z[AIH&FR, A =2 rhacs-operator,

IR ITE B 2RI B &% Red Hat Advanced Cluster Security for

Kubernetes Central BE X 5IR, MA=&7E rhacs-operator #l

openshift-operator i B &% Red Hat Advanced Cluster Security for
Kubernetes Operator,

EIANFINE LFE (40 stackrox) , sA/5 = Create, ZIIEERIVIZ{FHF stackrox /E i B &5,

5. 1£ Provided APIs 89T, %% Central, s Create Central

Ak INRIEEAFAMERE, 1 Configure via: 3= R YAML R FHiR AR BHIE
B, MBI

spec:
central:

declarativeConfiguration:
configMaps:

- name: "<declarative-configs>" ﬂ
secrets:

- name: "<sensitive-declarative-configs>" 9

ﬂ ¥ <declarative-configs> & 7 & {5 FA RUED B AR ST B9 & 5

9 ¥ <sensitive-declarative-configs> Bt /R ZEF B secret BI&A R,

. HIAIEH) Central B E L HIRMAMHRINEEN BEMEMIRE, SN, #2ARAETERRIA
{E.

. IREILLH Central BB & B AL :
o rhRFMHINE :

wiE Description

EMREY SERBEAKIGH secret, MREFRFHE RHACS WIBEKREN, 15FERA
b= %,

NI FERAKAH. NEHERHT RHEOAT Central BiXE, HESH" N Red
Hat OpenShift £%% RHACS B Central iRS5 %89 i
central.exposure.<parameter > § 2.

mRAAFNTLSIER MR ZEE Central AL TLS HREBE LRSS SWRIED, HEALF

secret %,
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"B Description

i 4 Central BRi& W5 #Eim s, 155" 7E Red Hat OpenShift £2&%& RHACS
AR Public BB &S24 &89 Y central.exposeMonitoring %4,

Persistence XLEFERALE Central MM EFEHEEFTAKIE, FRFAESFHPVO)
RERESER, BHRYEMEA Scanner V4 i, 155"} Red Hat
OpenShift £%2%& RHACS # Central fR55 &89 Fh Y
central.persistence.<parameter > § 2.

rh R BUEERE Central DB WX iE, SIEHERAM. 1HSH" 7 Red Hat OpenShift £
&5 RHACS"H#"Public Bo & XX {4 384> 89 central.db.<parameter
> {%/%\O

Resources MREFEBZAEF CPU FHRMEINKE, BEZHXEEEAXL

T, MEEZER, BT —ZHH "Recommended resource
requirements for RHACS" #8435,

AR (Tolerations) ER LS ET Central BB NNERE T R L1217, ES ") Red Hat
OpenShift £%2%& RHACS # Central fR55 &89 Fh Y
central.tolerations S84

o HHERHM WE : RUIHEFIXNE, tE#H StackRox Scanner, 155" Red Hat
OpenShift %% RHACS B9 Central fR55"#84> 8 "Scanner" XK.

o HIERF V4 AHH XE : AikHiERF V4 HiERRFNIXE, SIEERE 4.4 REERE
b, EEEEERINE B, ®eLIFEFRE A StackRox Scanner #1 Scanner V4 LL4TH %4 &
F. 157"/ Red Hat OpenShift £%& % RHACS #J Central fR%5"284> 189 "Scanner V4"
%Q

BF

HiERF V4 RR— MR ThEE, BRI R RELNE ™ MRS F X
W (SLA) X, BEIEreEH A=, AT HERE~MERERE]
XA T ThEE AT LA A iR A RATRITORE, HAENSEF LM BRRMR

i
m I%\JLJQ

BRIABRAT G FEEMNESER, WSARATIT i F e,

JEF Scanner V4 i, R LAERE LA TFETW :

BB Description

indexer SRR ITRBIF BT IREN IR, B llEiBRRMNE T B,
FRMAR, ERERBIATIRMER, BES"%F RHACS MBI TRE
K"FM"Scanner V4"ER8 4y, LAR'Installation"&= T By #HE K IREK",
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"B Description

matcher % Scanner V4 DB R EfEHRA BB HIT R B RE | B EMRE LA
Hi2, BRI EERIAMBEST B, WRMAR, EREXBIATHRE
A, HSH"NF RHACS BIBRIABHRE K" H Y "Scanner V4"88 4>, LA
R "Installation"Z 17 By "#EF TR EK",

DB 1Fi# Scanner V4 (S BREERE, SERBHIEMNRSIhE. EaERE

BAM, FERMABR, tREA Scanner V4, M| Central £ EE—
MEAMBFRPVC), mMIVBINERLERDER PVC KRB REM
AE, EEBIABTDRERT, 1HSMH"NF RHACS WEIAFRE K"+
BY"'Scanner V4"E84y, LAK"Installation"= 17 FRAY"H#EFE PR E R,

o HO : HMMEHRERIXE, 81 RHACS BEMNIZUIES (FE) BZL (M %E) &
HNiB1To

e TLS : ERALLFERMBNBI T ERIUEP ML M (CA),
o SAEE : MELAMERLXLEFERHITUTERE

o IEEAMAMNBIEE pull secret

o RMBESGMNELERNZE pod WERKE

o 3 Red Hat OpenShift iz

9. = Create,

INRIEFEAERSEENRE, RedHat Advanced Cluster Security for Kubernetes &3 1%
KRR EF BN RS

RS R
1 JSIERRERE,
2. Pk : ERE A RIET

3. EREEEERE secret M init i8S, B©IFTE Central 1 SecuredCluster R 2 [AIHEE, &
FETHINIH D, FRECKREEERIFNERDERTR, HLsthEHEe,

4. EEELENEINEEPLZRTE2EHRS.

Hth BHR
® Red Hat Advanced Cluster Security for Kubernetes BIERiA BHRE 5K
o M Red Hat Advanced Cluster Security for Kubernetes %R EK

o NHEEXH

4.1.1.3. £ PostgreSQL L& &R %
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SRR AEN, BRI LMERIIA N PostgreSQL EliZeFg 7 RHACS B&HIRZE, FRAT itk
BCiE PostgreSQL #BRZEINME, QIBAF. BIBE. 2. ABNIZEFAENIER,

it =
1 BIB—HRF

I CREATE USER stackrox WITH PASSWORD <password>;

N

. BIEBURRE

I CREATE DATABASE stackrox;

w

 EERIEEE

I \connect stackrox

i

. QA FER

I CREATE SCHEMA stackrox;

u1

(ATife) BEH R FHBINF -

REVOKE CREATE ON SCHEMA public FROM PUBLIC;
REVOKE USAGE ON SCHEMA public FROM PUBLIC;
REVOKE ALL ON DATABASE stackrox FROM PUBLIC;

(@)

. HIEAR
I CREATE ROLE readwrite;
7. NABEFERIR

I GRANT CONNECT ON DATABASE stackrox TO readwrite;

09

. readwrite A& & RNINFTEHIMR :

GRANT USAGE ON SCHEMA stackrox TO readwrite;

GRANT USAGE, CREATE ON SCHEMA stackrox TO readwrite;

GRANT SELECT, INSERT, UPDATE, DELETE ON ALL TABLES IN SCHEMA stackrox TO
readwrite;

ALTER DEFAULT PRIVILEGES IN SCHEMA stackrox GRANT SELECT, INSERT, UPDATE,
DELETE ON TABLES TO readwrite;

GRANT USAGE ON ALL SEQUENCES IN SCHEMA stackrox TO readwrite;

ALTER DEFAULT PRIVILEGES IN SCHEMA stackrox GRANT USAGE ON SEQUENCES
TO readwrite;

9. % readwrite B 2224, stackrox FF -

I GRANT readwrite TO stackrox;
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4.1.1.4. (8 Operator & AN EBEIEEM Central
Red Hat Advanced Cluster Security for Kubernetes BJF Z4HE#F N Central, fEaILUFER Central B

T Y BTIRTE OpenShift Container Platform %% Central, ERFEELE Central —&k, HERAR—
Central BE&E WL NMRITEEE,

BF

LB RZE Red Hat Advanced Cluster Security for Kubernetes i, bl E Lt
Central BE X R, K SecuredCluster B E X FHRREMIG T Central ERKBIIET,

BXRHACS BIBENESER, SN BIEEESTEH,

SeRFH
o (R{E A OpenShift Container Platform 411 St AR A, INFHEA XL FHH OpenShift
Container Platform R AME%E R, 155 Red Hat Advanced Cluster Security for
Kubernetes & #§513R,
o IRINITESIEE LA — N #F PostgreSQL 13 MIE B LU TARA A T HOBUIRE -
o XTEUEEREREIF,
o schema HJ Usage #1 Create,

o X schema HHIRTEFRH Select, Insert, Update, 1 Delete R,

o X schema FFTE F5IH) Usage,

it

1. 1£ OpenShift Container Platform Web #£#l& /1, 1 A Operators — Installed Operators 1
M,

2. MZEEH Operator §3RH1%5F Red Hat Advanced Cluster Security for Kubernetes Operator,

3. MREIEHEFNG LR LEEARET Operator, OpenShift Container Platform {4718 714
rhacs-operator, %#¥ Project: rhacs-operator — Create project,

Digk

==
[=]

o MRBHEARBIMRAZEFAPRLET Operator, N OpenShift Container

Platform & ERiZ & Z[AI&FR, A2 rhacs-operator,
o RW\ITE B 2 E %% Red Hat Advanced Cluster Security for
Kubernetes Central BE X FIR, MA=&7E rhacs-operator 7l

openshift-operator i B &% Red Hat Advanced Cluster Security for
Kubernetes Operator,

4. MIAFITE AT (40 stackrox) , PAfG = Create, ZIN8EEIR{EF stackrox /11 H &R,
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5. f#F OpenShift Container Platform Web 2l & s 44 im 7 55 & #Y 6p 4 22 (] R O BB 1Y secret,
e 1 OpenShift Container Platform web #l & fi# A Workloads —» Secrets T H, f#HA%H
password FI{E 82— Key/Value secret, {ENAIXAHFMERR, HPaEHEEEE
BOERZ A B,

o FHE, HAIHPIZITLUTHN

$ oc create secret generic external-db-password \ﬂ
--from-file=password=<password.ixt>

ﬂ INR{FEMA Kubernetes, EHiA kubectl TiF =2 oc.
@ ERLSTABBH I EE N password.ixt,
6. iR[EZE] OpenShift Container Platform Web #£l& B Red Hat Advanced Cluster Security for
Kubernetes operator i, 7t Provided APIs #89F, i%£#¥ Central, = Create Central,
7. Bk NRIEEAFAMERE, 1 Configure via: 5= YAML 1K,
8. WINFAMRENELR, MTHEIME :
spec:
central:
declarativeConfiguration:
configMaps:
- name: <declarative-configs> ﬂ

secrets:
- name: <sensitive-declarative-configs> g

ﬂ f& <declarative-configs> &ty {2 {5 A RO EC B AR AT BV & 7,
9 ¥ <sensitive-declarative-configs> &t WK EE A secret B9 R,

9. A Central BE X FRMAFRFRINEE N FBBEMIRE,
10. # A Central H#i%i& — Central DB Settings.

1. %F Administrator Password, 3| secret I§E 7 external-db-password (32 Bl
BBRTLHY secret &R) o

12. %fF Connection String, Ll keyword=value #\15 EiEEFFE, 140 host=< host>
port=5432 database=stackrox user=stackrox ssimode=verify-ca

13. %FF Persistence = PersistentVolumeClaim — Claim Name, i#&fit|f& central-db,

14 IRFBE, EAHLIEEIERMANI, LEETEZEILFM Central ZFAEE. ERMLLZ
BE, A YAML HEFHETI spec TARM— TLS 2R, TR :

spec:

tls:
additionalCAs:
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- name: db-ca
content: |
<certificate>

15. = Create,

INRIEFEAERSEENRE, RedHat Advanced Cluster Security for Kubernetes &3 1%
RIBREEEEINBRS.

BESR
1 JSIERRE=E,
2. Pk : ERE A RIET

3. EMEEER secret B init {48 E, ©IRIF1E Central #1 SecuredCluster TR 2 [BIFIEIE, &
FETHINMIRE, EFRCKECERIMNEHFENRTR, HEL2EHETS,

4, ERELENEBNERPRERSEHRS.
HhBrR
e Central ER&E LN

® PostgreSQL ##EF AT Docs

4.1.1.5. i Operator ALK iF it
REFRDE, BFE RHACS ['TFLAIERRERE S HI,

it =

1. 7£ OpenShift Container Platform Web #2l& A, 3 A Operators — Installed Operators I
[i518

2. MZEEH Operator §3RH 1% Red Hat Advanced Cluster Security for Kubernetes Operator,
3. #%$%F Central £ £,
4. M Centrals 5k, % stackrox-central-services L& HIEAIE R,

5. EIRE admin BB, EeLd

e = Admin Password Secret Reference THIEEHRE,

e {#f Red Hat OpenShift CLI j# A Admin Credentials Info 5 HM S

$ oc -n stackrox get secret central-htpasswd -0 go-template='{{index .data "password" |
base64decode}}'

6. {8/ Red Hat OpenShift CLI e B &K EI RHACS [ ] HBEHE -

I $ oc -n stackrox get route central -o jsonpath="{.status.ingress[0].host}"
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A4, EAUHITUL T4, {8 Red Hat Advanced Cluster Security for Kubernetes web il
BEEHE RHACS [P HIRERE -

a. 77 A Networking - Routes,
b. ¥% central B H, B Location 5 B RHACS ] 853,
7. FRERBF 4 admin M1BEEE L—SHRRMBEIEE R RHACS 1, 7E5E2EE RHACS Al
(B30, A Central TR, FHEADRLEFHEE —1 SecuredCluster FFE) , URIRPERE
A FHREIE,. SecuredCluster FREI LATES Central FRERMER P LRENEE, TE
SecuredCluster %RH%EEES Red Hat Advanced Cluster Management (RHACM) )% &5 B
R,
BESR
1. A% BREARRIGE,

2. £ EER secret M init 4SS, ©RIF1E Central #1 SecuredCluster iR 2 HIHEE, &
FETHINIH D, FRECKREEERIFNERDERTR, HELLshEHEe,

3 AERLEENEINERPREREEHRS.

4.1.2. {8 Helm chart 2% Central

B LUFER Helm chart 2% Central, MEZBEE X EMBE X, FARINME, SERTELINBE LE
BS B Helm chart,

4.1.2.1. {H Helm chart 2% Central, MEEBHE L

RAILTE S A B E L HER TEERDPLE RHACS, BN FUAM Helm Chart 3 %% central-
services Helm Chart, LAZ&%E Central #1 Scanner By&E A 2H 4,

4.1.2.1.1. &b Helm Chart G F

it =

e /N RHACS chart 2,

I $ helm repo add rhacs https:/mirror.openshift.com/pub/rhacs/charts/

Red Hat Advanced Cluster Security for Kubernetes BJ Helm /& 21& B TR EARRHEH Helm chart,
2

o AT LELDPHAM (Central #l Scanner) B RARSSHelm Chart (central-services) .

%% o
' MRMEBEHAAMG—K, AARAR—ZRLEES MRIIER,

o R2EEERS Helm Chart (secured-cluster-services), FATF &% per-cluster #1 per-node 4H 14
(Sensor, Admission Controller, Collector 1 Scanner-slim),
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1F per-cluster HHEBEBRNZ RN BNEREF, HEZRZWME T RHETE
per-node ZH{4,

BT T 65 R UERNBY chart 265 % -

I $ helm search repo -l rhacs/

41.21.2. EARBEXHER TRE central-services Helm chart

FRLL T UiBEZEE central-services Helm Chart AEREE F2HH (Central #1 Scanner)

AR

iy =
[ ]
[ ]
[ ]

7B 1A 7] Red Hat Container Registry, B XM registry.redhat.io TEHR&RHIEE, S
# Red Hat Container Registry Authentication

IZITL T e R Central RS HEA— N EEHER AT Central :

$ helm install -n stackrox \
--create-namespace stackrox-central-services rhacs/central-services \
--set imagePullSecrets.username=<username> \ﬂ
--set imagePullSecrets.password=<password> \g
--set central.exposure.route.enabled=true

ﬂ 7 Red Hat Container Registry B35 1EE & pull secret B F 4.

e 85 Red Hat Container Registry &2 % 1ER pull secret B,

ggl:

&, BITUTHHRE Central RS HEA N1 HIFERELQFF Central :

$ helm install -n stackrox \
--create-namespace stackrox-central-services rhacs/central-services \
--set imagePullSecrets.username=<username> \ﬂ
--set imagePullSecrets.password=<password> \9
--set central.exposure.loadBalancer.enabled=true

1 Red Hat Container Registry B35 1EE & pull secret B F 4.

e B #E Red Hat Container Registry 2% 1ER pull secret B,

ggl:

#, 1T T a9 RE Central RS HER —NmOE LK AFF Central :

$ helm install -n stackrox \
--create-namespace stackrox-central-services rhacs/central-services \
--set imagePullSecrets.username=<username> \ﬂ
--set imagePullSecrets.password=<password> g
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ﬂ 7 Red Hat Container Registry B35 1EE & pull secret B F 4.

9 8% Red Hat Container Registry {25 1ER pull secret B,

BF

o MREHZERIEEZEINEIRSHIERE P ZLE Red Hat Advanced Cluster
Security for Kubernetes, M| 77{# F proxyConfig 2#ig R IBEE, {40 :

env:
proxyConfig: |
url: http://proxy.name:port
username: username
password: password
excludes:
- some.domain

o MREEBELEMMAEFPUET — IS NHE pull secret, MABRERAF
ZIELG, A LUFER --set imagePullSecrets.useExisting="<pull-secret-
1;pull-secret-2>",

o AREERHE pull secret :

o HNRIREM quay.io/stackrox-io SFFE F DI UERI T FAMLE Y registry
FIEVEE R, f#/ --set imagePullSecrets.allowNone=true, Mo =iEER
2T,

o MMRMBLATELREM AT PIEIARS K- REE T 54 pull secret, &
F --set imagePullSecrets.useFromDefaultServiceAccount=true, Mo <&
BERF&MEH,

LR pFHHHEE
o BHIERNEEAEM.,
o XTHMFTBEEMEMUIA.
® Helm £MBEMES,

4.1.2.2. AT HBE XK Helm chart 2% Central

I&E LUEF helm install #1 helm upgrade #4589 Helm Chart B & 24(7E Red Hat OpenShift 5£8f E &
42 RHACS, &AL --set i1 sk 012 YAML BE B XU RIEEX LS,

BB LU X4 ELE Helm chart 3% %% Red Hat Advanced Cluster Security for Kubernetes :
o NHEE M values-public.yaml : {# It X HRIFFTA FEBUREC B 1L,

o LT HMCEN Y values-private.yaml : FHELILXXHREAAEBREE LT, BRIEZESMFHX
N,

o [d& X {4 declarative-config-values.yaml : #1RZ&FAEAME BN SRR EESRNE
Central, 1HAIE X,
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4.1.2.2.1. THEEXH
ATTFH T values-private.yaml X RIECE S, XLESHEERIME,

4.1.2.2.1.1. Bif& pull secret
M registry AT EVRIGRT ZREIEBURF LU TR :
o MRFEMABTE L registry, BUHITIEEXLESH -
o imagePullSecrets.username
o imagePullSecrets.password
o image.registry
o MRANFERAFABMBEHEXINBE L registry, BRITIBEUTSHZ— :
o imagePullSecrets.allowNone
o imagePullSecrets.useExisting

o imagePullSecrets.useFromDefaultServiceAccount

SR Description

imagePullSecrets.us AT E%E registry MK B9 P 4.
ername

imagePullSecrets.pa AT &E%E registry BIK B9 ZE T,
ssword

imagePullSecrets.all  MREFEAEE L registry, BRFIEREEIEMER FREEER, E#H true,
owNone

imagePullSecrets.us  LUES &M secret FIRIENE, a0, secretl, secret2, secretN., MIREE
eExisting EB R R 2R (E AR T S FIERER pull secret, I8 A LI,

imagePullSecrets.us MREELEBIRPEZZEFPERE T EEBWSEHMEE pull secret IERIARR S5 MK
eFromDefaultService F, i#f#H true.
Account

412212 KEEE

MREBEZEREEZEINERIRSBEREF %L Red Hat Advanced Cluster Security for Kubernetes, I
WITEF proxyConfig S#is € R IBECE, #I40 :

env:
proxyConfig: |
url: http://proxy.name:port
username: username
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password: password
excludes:
- some.domain

SR Description

env.proxyConfig EHRIERE,

4.1.2.2.1.3. Central
Central WA BECE S,
N R, TR TS
e central.jwtSigner.key
e central.serviceTLS.cert
e central.serviceTLS.key
e central.adminPassword.value
e central.adminPassword.htpasswd
e central.db.serviceTLS.cert
e central.db.serviceTLS.key
e central.db.password.value
o YWIEKABNXLSHIEEEN, Helm Chart & A ENBBIEKE.

o MRE(EUUXL(E, EALUER helm upgrade fEFEMA --set LR EHE.,

BF

NFXBEEEGARY, SHAEEH central.adminPassword.value =
central.adminPassword.htpasswd, {BREERERRE,

SR Description
central.jwtSigner.key = RHACS RNiZFE%:4 JSON Web ShE(JWT)#H 1T FALIERIFATH,

central.serviceTLS.c Central R 25 N FERE f DB ERIE T,
ert

central.serviceTLS.k Central 25 M58 FRRI PR ERIE T BIFLH,
ey
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central.defaultTLS.c
ert

central.defaultTLS.k
ey

central.db.password.

value

central.adminPassw
ord.value

central.adminPassw
ord.htpasswd

central.db.serviceTL
S.cert

central.db.serviceTL
S.key

central.db.password.

value

% 4 3 £ RED HAT OPENSHIFT L% RHACS

Description

Central NZERMA @R B #HES, RHACS FiX/MEFBEF RHACS 117,

o NITFHZRLE, EMMARMIED, BN RHACS FRBZERIEPRE
Central,

o MREAN, RHACS HERMAILSRHEEH,

Central NAE B R A - BIEFBIFAH,

o NFHRE, MIRHEAA, BN RHACS ERABERIEPRE
Central,

o MREFEAL, RHACS HERMAILEHRHEEH,

Central BB ZE R EZEE,

AF &5 RHACS HIEE R B15,

BAFE%E RHACS MEEB A F, WHEBUMIERE, 8 berypt.

Central DB RSN FERE Central DB BYRERIES,

Central DB AR5 N {5 A B PO BRILE 5 B9 FAEH,

B F %42 Central DB B9Z515,

INR{#E A central.adminPassword.htpasswd 2%, M| 7{# A berypt RSB IL A
. IBALLZ1T htpasswd -nB admin @4 AR BILES. B0,

admin:<bcrypt-hash>

I htpasswd: |

4.1.2.2.1.4. ARER

StackRox Scanner 1 Scanner V4 BIRIEEESE (BATINE) &
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BF

F, BYREARHARE, MERHERE T IMREhERE . XERATITThEE A LUE
ﬁiF’TEEfCFH%ﬁEI’JIjJHb, HENSEF XM BRRERGEL

BRIABRATGEREXFEEMESER, WSARATIT i F e,

M FHNRE, EILUBGIUTSE, UKk Helm Chart BEI4ERKE, BN, INREARBFRA, Hig
EUTSHEE

e scanner.dbPassword.value

® scanner.serviceTLS.cert

e scanner.serviceTLS.key

e scanner.dbServiceTLS.cert

e scanner.dbServiceTLS.key

e scannerV4.db.password.value

e scannerV4.indexer.serviceTLS.cert
e scannerV4.indexer.serviceTLS.key
e scannerV4.matcher.serviceTLS.cert
e scannerV4.matcher.serviceTLS.key
e scannerV4.db.serviceTLS.cert

e scannerV4.db.serviceTLS.key

SR Description

scanner.dbPasswor FTF&id Scanner BB FEH T HMEIENEE, FEERLESE, RN RHACS B
d.value SHIEREROIEMEREE,

scanner.serviceTLS. StackRox Scanner RS A TERE StackRox {3 2SBIRERIEH,
cert

scanner.serviceTLS. Scanner IR 55 1E A RIARERIE - RIFATH,
key

scanner.dbServiceT Scanner-db RS N FEBE Scanner BB ZERIRERIES,
LS.cert

scanner.dbServiceT Scanner-db AR5 N {5 FA RO PR ERIE T RO FAEH,
LS.key
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SR Description

scannerV4.db.passw A TFi&id Scanner V4 iREH T HHIIENE, FEERULSE, EH RHACS
ord.value B Eh7E AR A2 AN A HAE,

scannerV4.db.servic Scanner V4 DB RS F T E8Z Scanner V4 $IBEHIRERIET,
eTLS.cert

scannerV4.db.servic Scanner V4 DB AR 55 R {F FEBIPERIE 5 B9 FAEH
eTLS.key

scannerV4.indexer.s Scanner V4 IRS5 T &% Scanner V4 Indexer FIRIERIE S,
erviceTLS.cert

scannerV4.indexer.s Scanner V4 Indexer {# F3BIPIERIE 5 BIFAEH,
erviceTLS.key

scannerV4.matcher.s  Scanner V4 IRZ5 B FEBZE Scanner V4 Matcher BIRERIE,
erviceTLS.cert

scannerV4.matcher.s  Scanner V4 Matcher 1% {5 F8BIPIERIEF B9FAEH,
erviceTLS.key

41.2.2.2. AHREXH
ATFH T values-public.yaml X4 AR B S,

4.1.2.2.2.1. 5% pull secret

FERALEN secret 2 M registry FRAIEVERAF BHVEIL,

SR Description
imagePullSecrets.allowNone MREFERABE L registry, BRATFEEBERIENIER

THIEEER, EE true,

imagePullSecrets.useExisting LIE S 2R secret FIRIENE, 40, secretl,
secret2 NREBEB IR B ZE R RAE T HiLEFRE
BIEE& pull secret, I FE EL£ T,

imagePullSecrets.useFromDefaultServiceAcc IREBLEB & ZEHPEE T EA RIEEFEM
ount 1% pull secret FIEKIABR S5 P, 15 true,

412.2.2.2. 5%

BRFEBABCE R ILE E registry, Helm Chart B f#4T
central.image. scanner.image. scanner.dblmage. scannerV4.image #1 scannerV4.db.image &
BEER,
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SR Description
image.registry BitR registry Mtthit, EREMNE, W0

registry.redhat.io L2 registry 4%, 0
us.gcr.io/stackrox-mirror,

412223 . B8

Red Hat Advanced Cluster Security for Kubernetes & B shIa I BIERI T, Fh
env.openshift. env.istio. #1 env.platform & {H, (UXEXL(ERERBNEBEINERN,

SR Description

env.openshift {8 FA true 7€ OpenShift Container Platform &8 t%&
RHAEZBERINERI,

env.istio fEA true TEAT Istio WEB LREHBEZEIE
BEINIERG I,
env.platform ELE RHACS ¥ A, [HHEEXR ) default = gke

Le R T A H BE B IRREMERN,

env.offlineMode A true EB 22 T EHA RHACS,

4.1.2.2.2.4. Hftw ol {ZSiE Hmik Hie

RHACS B3B8 BEEENRERILT, & Central i, StackRox Scanner 2 Scanner V4 A7 EE R IS
FR IS FR A AV & FRROIE Bk 2 B Rl E B E NS X IR S BIARSS, eI LUER AT SERIEE
XX L R S5 IS T -

SR Description
additionalCAs.<certificate_name> 18 E ZEEMRIEBIANEE PEM FRiSiE+,

4.1.2.2.2.5. Central
Central A BB S %,
o (RIEHE A MFAEIETIEE 7y hostPath 5 persistentVolumeClaim,
o ATFAFAEMUYIMNFREBE, BUIEE—ISH, TUR
central.exposure.loadBalancer. central.exposure.nodePort = central.exposure.route, 0
REBNXLESHIEEEME, BSIFINATFF Central, SERHOELL (port-forwarding)
e,

TREENER PostgreSQL HIBEMILE,
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central.declarativeConfiguration.mounts.conf
igMaps

Central.declarativeConfiguration.mounts.sec
rets

central.endpointsConfig

central.nodeSelector

central.tolerations

central.exposeMonitoring

central.image.registry

central.image.name

central.image.tag

central.image.fullRef

central.resources.requests.memory

central.resources.requests.cpu

central.resources.limits.memory

central.resources.limits.cpu

central.persistence.hostPath

&5 4 % 1 RED HAT OPENSHIFT b %% RHACS

Description

HHATF AR EECERSY,

HE B TFREER secret,

Central Bif s ER & £ 100,

MRV REFSBAFEGRIT R, HERBLLSHREE
taint toleration key. value # effect, LtSHEER
FERZRITT R,

MRV RIAFESBAFEGRIT R, HERBLLSHREE
taint toleration key. value # effect, LLSHEER
FERZRITTT R,

f87E true, LUfEIRES 9090 £y Central AFF
Prometheus 155 s,

T &S Central {7125 image.registry SH 18
H7E X registry,

BEMIA Central KB (main) MBE LH KRS
ﬂ‘o

ZE & Central A EN B E LUEHEETE, NRE
FRESRPIBE T BESHHREINE, NIERWIIEZ
7 helm upgrade <5 F % BT AR AT F 538 1Nt iR
%o HIRIE mirror T B O registry FRVERER, 15X
EEWRATRERITE.,

Central Hil&HITESE, OIF registry thillt, itk
MR &IT . NEBHABERES
central.image.registry. central.image.name
#1 central.image.tag 34,

Central IRFIEHERK,
Central B CPU 153K,
Central IATFR(E,
Central B9 CPU PR,

RHACS Rz OB E8UIREE ST R _ERIEEE,
TR RX LI,

AN RS
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36

¥

central.persistence.persistentVolumeClaim.cl
aimName

central.persistence.persistentVolumeClaim.c
reateClaim

central.persistence.persistentVolumeClaim.si
ze

central.exposure.loadBalancer.enabled

central.exposure.loadBalancer.port

central.exposure.nodePort.enabled

central.exposure.nodePort.port

central.exposure.route.enabled

central.db.external

central.db.source.connectionString

central.db.source.minConns

central.db.source.maxConns

central.db.source.statementTimeoutMs

central.db.postgresConfig

Description

EEFEANFAMESERPVCO)BETM.

f$F true 023 PVC sifalse EFEEMAEREER,

HEERAEENFALSHAN (LGB HH

i) .

fEF true @ F B 7 E9% 23 A FF Central,

ERNFF Central HimO S, BIAIROSH 443,

A true @13 17 i ARSS A FF Central,

ZNTFF Central IRA S, HIEBkT S

fif, OpenShift Container Platform & B 59 B — N
0%, MREFERT RIHOAF RHACS, LLIERIUE
AEEEROS,

{8/ true @i EREATF Central, BEIGERT
OpenShift Container Platform $28%,

2 true IEEARNVERZEH R DB, FEMERNEREK
&,

BT EEIRIEERN Central BIEERER R, XN
central.db.external % &7 true I {#E M, HEEFR
B TR A keyword/value #&=, % PostgreSQL X
B4 fy "Additional resources” Frit,

o (¥ PostgreSQL 13,
o T XHEn@T PgBouncer iE#E,

o RAFWIEBNAF,, seWoEMMREYE
}_EO

SRR HEBIREENRNEER,

SRR HBIREEREER IR,

BAEI RSB ZR AT LU SR A TR

K

ho

FF 73R DB #J postgresql.conf, %0 PostgreSQL X
R AR NN TR R AT IR,



¥

central.db.hbaConfig

central.db.nodeSelector

central.db.image.registry

central.db.image.name

central.db.image.tag

central.db.image.fullRef

central.db.resources.requests.memory

central.db.resources.requests.cpu

central.db.resources.limits.memory

central.db.resources.limits.cpu

central.db.persistence.hostPath

central.db.persistence.persistentVolumeClai
m.claimName

central.db.persistence.persistentVolumeClai
m.createClaim

central.db.persistence.persistentVolumeClai
m.size

4.1.2.2.2.6. stackrox Scanner

=Tl T o~ [N ~ bl = ICT1 SO 4 Mk

= T B i o ol ol o B VAN R B o) R L e B =

&5 4 % 1 RED HAT OPENSHIFT b %% RHACS

Description

FAF Central DB B9 pg_hba.conf, #0 PostgreSQL X
8y "Additional resources" i,

[T kSRR E IS E ) label-key: label-value,
LLis ] Central DB BRI BB B EI M =

—PNEE L registry, AAF&EZ Central DB R 2
5 image.registry %4,

BEEHRIAP R DB B & i(central-db)f B & i
{F &

& Central DB BREINIIERI B E LB IR E. 10
REFRESEPIEE T BSWERING, WG
1£i247 helm upgrade @55 F 2 EI3 AR A F 538 0
PR, MREIEE T registry & Central DB
Bifg, BT EBURRAHEERITE,

Central DB BT ESE, SiE registry ik, 5
REMMNGERITGE, AHSBIKEBERER
central.db.image.registry. central.db.image.
name 70 central.db.image.tag %%,

Central DB BIAZ1E K,
Central DB B9 CPU 13K,
Central DB B TF[R(H.
Central DB By CPU BR#l,

RHACS Rz OB E8IEESH T R EREE, ZIIETRHE
TR RX LI,

EEFEABNFAMESERPVCO)BER.

/A true SIE— MBS AMSEEE, =Xfalse skfE
RIAEER,

HEERAEENFALSHAN (LGB HHE

i) .

L@ s A= m
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NMERYUE I StackRox Scanner BY B ECEZ 2.

AERT TR TIdEEVIdarTEF. HRXAB)/EH

Scanner V4, StackRox IRt HITHEGRIAHE. MAIRE 4.4 74, T LUSF Scanner V4 LUR R

%33, 15517 Scanner V4 SHM T —3K,

¥

scanner.disable

scanner.exposeMonitoring

scanner.replicas

scanner.logLevel

scanner.nodeSelector

scanner.tolerations

scanner.autoscaling.disable

scanner.autoscaling.minReplicas

scanner.autoscaling.maxReplicas

scanner.resources.requests.memory

scanner.resources.requests.cpu

scanner.resources.limits.memory

scanner.resources.limits.cpu

scanner.dbResources.requests.memory

scanner.dbResources.requests.cpu

scanner.dbResources.limits.memory

38

Description

1 true 7£% 8 StackRox 11 SBSMIE R T &ik
RHACS., %f$H5 helm upgrade &4 —iEfEH
i, Helm £#BBRINAM StackRox Scanner &,

5E true, LUEHRDOS 9090 £ StackRox Scanner
NFF Prometheus 35K &,

7 StackRox Scanner EBEUEMEIARE, HEHHS
scanner.autoscaling SHIEEBFEAN, XMER
REHREIRE,

BRi& StackRox Scanner BIEE A, ZLIBEWNAER
BN BEHFIE(INFO),

BT kSRR E IS E ) label-key: label-value,
L4l StackRox Scanner (XHAE R BB EMZERT

o

MR ARG AT =, HERESEN
StackRox Scanner I8 €75 m AR, HIIMR, S
BEERTFTEMEEMT R,

f# /8 true 7y StackRox Scanner BREZHB T B,
ZHashy BN, minReplicas #1 maxReplicas
SECR BT AHRER.

B BHS /N BIRE,

B BHSARIRE,

StackRox Scanner B 1Z1E K,

StackRox Scanner B9 CPU &K,

StackRox Scanner BRI 72 BRIE.

StackRox #2589 CPU BRI,

StackRox Scanner #{EF R EHREIE K.
StackRox Scanner $#EEEEHI CPU 13K,

StackRox Scanner #iE/FE 2R E N IZRR1E,



¥

scanner.dbResources.limits.cpu

scanner.image.registry

scanner.image.name

scanner.dblmage.registry

scanner.dblmage.name

scanner.dbNodeSelector

scanner.dbTolerations

4.1.2.2.2.7. scanner V4

TRFHIHE T Scanner V4 WATEC B S 31,

BF

scannerV4.db.persistence.persistentVolume
Claim.claimName

scannerV4.disable

&5 4 % 1 RED HAT OPENSHIFT b %% RHACS

Description
StackRox Scanner #iE/Z 58 Z 1) CPU BR,
StackRox Scanner BRBIE E X registry,

BEEB StackRox Scanner B& 2 HHEERF)BY
BE RE AT,

StackRox Scanner DB 5% E & X registry.

BEE A StackRox Scanner DB %% {& & #i(scanner-
db)i B & LR B,

1 kSRR E IS E ) label-key: label-value,
Lg% StackRox Scanner DB (HE I EHIEEIRS
BT =

MR iR ARG AT =, HERLESEN
StackRox Scanner DB 8 E {5 m AR, (HFME,
S EE B TFEMZE T =,

HiERF V4 RE—MRTIEIhRE, BORTIIIRER LG MRS F RN (SLA) X
, BYREARHARE, MERHERE T IMRhERE ], XERATI TR LUE
RAARBA AR, HENSEFLNBRREMARBE L,

BRIABRAT G FEEMNESER, WSARATIT i FEH,

Description

AT & Scanner V4 HFAHIEN PVC &FR, INR%
EEHEELHHPVC, NatIEE, MNREEX
&, MEI\{E N scanner-v4-db, JF51EEIEE XK,
% Central #MIBRET, PVC A& B ShMIER,

58 false 2 Scanner V4, HiZBLLSET, s
/@51 % & scanner.disable=false /= F
StackRox Scanner, TEiAE StackRox Scanner #]
Scanner V4 Z [A]MIThEEHBRLIHEI, Scanner V4 R
BES StackRox Scanner £5i&{# M, T*XFETEEEH
StackRox #2818 T /3 A Scanner V4, H{EH
helm upgrade @G L SHUILE S true I, Helm
SMBRINEHI Scanner V4 B E,
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40

¥

scannerV4.exposeMonitoring

scannerV4.indexer.replicas

scannerV4.indexer.logLevel

scannerV4.indexer.nodeSelector

scannerV4.indexer.tolerations

scannerV4.indexer.autoscaling.disable

scannerV4.indexer.autoscaling.minReplicas

scannerV4.indexer.autoscaling.maxReplicas

scannerV4.indexer.resources.requests.memo
ry

scannerV4.indexer.resources.requests.cpu

scannerV4.indexer.resources.limits.memory

scannerV4.indexer.resources.limits.cpu

scannerV4.matcher.replicas

scannerV4.matcher.logLevel

scannerV4.matcher.nodeSelector

Description

57E true, LUEHROS 9090 L5 Scanner V4 A FF
Prometheus 155 s,

4 Scanner V4 Indexer SR E QIR AT, LIEF
scannerV4.indexer.autoscaling 2 —i&fE A
i, XMERXEBEIARIAE.

fid & Scanner V4 Indexer B AES], LIIEENAE
BB B EYHNE(NFO),

[T kSRR E IS E ) label-key: label-value,
Lzl Scanner V4 Indexer (U RI B G I8 ERZH
TR

MR iR ARG AT =, HERESE N
Scanner V4 Indexer 38 €15 m AR, HIIMR, It
SHEERTEMET =,

{& /3 true 7y Scanner V4 Indexer SREZH BT &,
2Hashy BN, minReplicas #1 maxReplicas
SERBEAMER,

B BHR/DBIFE,
B BRIRKXBIAH,

Scanner V4 Indexer BIRTFIE K,

Scanner V4 Indexer #J CPU 153K,
Scanner V4 Indexer I TZBRE.
Scanner V4 Indexer B9 CPU [E#ll,

4 Scanner V4 Matcher ER B QIB2RIBIAR, LT
scannerV4.matcher.autoscaling 2 —i2{&H
i, XMERXEBEIARIAE.

IR A E B HNEIABEE(INFO),

[ kISR E IS E ) label-key: label-value,
LAzl Scanner V4 Matcher (NAE R BB I8 EIRSH
TR



¥

scannerV4.matcher.tolerations

scannerV4.matcher.autoscaling.disable

scannerV4.matcher.autoscaling.minReplicas

scannerV4.matcher.autoscaling.maxReplicas

scannerV4.matcher.resources.requests.mem
ory

scannerV4.matcher.resources.requests.cpu

scannerV4.db.resources.requests.memory

scannerV4.db.resources.requests.cpu

scannerV4.db.resources.limits.memory

scannerV4.db.resources.limits.cpu

scannerV4.db.nodeSelector

scannerV4.db.tolerations

scannerV4.db.image.registry

scannerV4.db.image.name

scannerV4.image.registry

scannerV4.image.name

412.2.2.8.BEX

&5 4 % 1 RED HAT OPENSHIFT b %% RHACS

Description

MR kAT m T R, EERLSECH
Scanner V4 Matcher I8 €15 m AR, HAMER., It
S EE BT EMZE T R,

{8 3 true 7 Scanner V4 Matcher SR EZ A B
‘. ZRAEY BN, minReplicas #1
maxReplicas Z# & B EAIMR.

B BHR/DBIEE,
B BRIRKBIAH,

Scanner V4 Matcher IRITEIE K,

Scanner V4 Matcher B CPU i3,
Scanner V4 $IEEEREM N FIH K,
Scanner V4 & EERER CPU 1E K,
Scanner V4 $IEEEREM N FRIE,
Scanner V4 $HEZEERZER) CPU BRI,

[T kSRR E IS E  label-key: label-value,
LUl Scanner V4 DB (U E EI BB I8 E BT
=

o

IR RERERERTRT R, HERLSEY
Scanner V4 DB 575 m AR, [HMBR, LS
FERTEMEMT R

Scanner V4 DB &I E E X registry,

EEBA Scanner V4 DB & & #F(scanner-v4-db)
BB E LR AR,

Scanner V4 BRI B TE X registry,

EE2 Scanner V4 Eif& &7 (scanner-v4) B E
BRI,
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EAIXLESH RHACS QIBIATAE X RIEEMINE M.

SR Description

customize.labels M INEIAR A X REV B E 5%,
customize.annotations MIANBIRRE X REYE E SCERE,
customize.podLabels MEANEIRRE SRE R B E AT,
customize.podAnnotations MEINEIRRA BRE R B E SUERR,
customize.envVars FIEN KRHMAERGNEE ML E,
customize.central.labels i NZE Central BZBIFRBN REYBE E LR,
customize.central.annotations MIANE PR AERIATE N KRB B E SUE R,
customize.central.podLabels MENEIFRE P REBH B E LR,
customize.central.podAnnotations MEINEIRFAE P REBE R B E E AR,
customize.central.envVars FIERRASZNEE ML E,
customize.scanner.labels I INZE) Scanner BIZBIFRAN KRB B E IR,
customize.scanner.annotations MEANEI Scanner BIBBIFT AN REVE E SUEFR,
customize.scanner.podLabels M ANZEIFRA Scanner SREHIE E LIRE,
customize.scanner.podAnnotations MIINZEIRTA Scanner BB E EME,
customize.scanner.envVars FiA Scanner REaMBE LIMNEZE,
customize.scanner-db.labels i NZE) Scanner DB BIZBIFR AN REYE E LR,
customize.scanner-db.annotations MENE Scanner DB SIEBIFTE N REVE E SUE AR,
customize.scanner-db.podLabels MIANZIFRAE Scanner DB EREBHIE E UHRE,
customize.scanner-db.podAnnotations MIINEIRFA Scanner DB EREMI B E TR,
customize.scanner-db.envVars i Scanner DB B2M B E UIMNEZLE,
customize.scanner-v4-indexer.labels BEANE Scanner V4 Indexer BIZMIFRANTREIE E XL

PR3, FEIEIETFEN]8 pod.
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customize.scanner-v4-indexer.annotations

customize.scanner-v4-indexer.podLabels

customize.scanner-v4-

indexer.podAnnotations

customize.scanner-4v-indexer.envVars

customize.scanner-v4-matcher.labels

customize.scanner-v4-matcher.annotations

customize.scanner-v4-matcher.podLabels

customize.scanner-v4-

matcher.podAnnotations

customize.scanner-4v-matcher.envVars

customize.scanner-v4-db.labels

customize.scanner-v4-db.annotations

customize.scanner-v4-db.podLabels

customize.scanner-v4-db.podAnnotations

customize.scanner-4v-db.envVars

EA A LUMER -

&5 4 % 1 RED HAT OPENSHIFT b %% RHACS

Description

MtHNZEl Scanner V4 Indexer BIEZMIFRE N RIB E XL
SEfR, FHIEIETF 118 pod.

MtHNZEl Scanner V4 Indexer BIZMIFRER RIE E XL
%, FHEMEIE Fei18 pod.

MtHNZEl Scanner V4 Indexer BIZMIFREFR RIE E XL
SEfR, FHHIEIETF 118 pod.

Ffi Scanner V4 Indexer B2 REBFE 118 pod
BHEUMREE,

MtHNZEl Scanner V4 Matcher BIIEMFRE N KRB E X
%, FHRAEIIFIEN pod.

MtHNZEl Scanner V4 Matcher BIIEMIFRE N KRB E L
SEfR, FHMIEIEAIRES pod.

MtHNZEl Scanner V4 Matcher BIEMFRE N KRB E L
%, FHRASIIFEN pod.

MtANZEl Scanner V4 Matcher BIIEMFRE N R B E L
SEfR, FMIEIEIIRES pod.

Ffi Scanner V4 Matcher K2z R EEF 118 pod
HBEESGMELE,

MiANE Scanner V4 DB G2 IFFE N R B E LIk
%, FHIBIEIIFREN pod.

MiANE Scanner V4 DB B2 MFEN KRB E E
iR, FHMBIelIFTEM pod.

MiANE Scanner V4 DB B2 IFFE N R B E IR
%, FHIBIEIIFREN pod.

MiANZE Scanner V4 DB B2 MIEN KRB E E
iR, FHMBIelIFTER pod.

i Scanner VA DB BB R EE T 1M pod WEE

SR &,

e customize.other.service/*.labels # customize.other.service/*.annotations S, B

RIEEIREFERE,
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o T, IRMIFEMIRSEZFR, #i0 customize.other.service/central-loadbalancer.labels #
customize.other.service/central-loadbalancer.annotations /e 5%, FiXxEBE 1M,

41.2.2.29. &KBAE XL

H5E
ATHEENSHENATER. AEFAZFTEERM L EEF AL ITHRAZFRT RHACS
SEA5l,
SR Description
allowNonstandardNamespace 5/ true ¥ RHACS B E RIS 1A 6p % 22 [F] stackrox
LS9 42 22 8]
allowNonstandardReleaseName {# FH true F A2k stackrox-central-services LA

NBI L TR AL FRERZE RHACS,

4.1.2.2.3. FHAMEREH

EHEAFRANERE, SNt —" YAML X (FEXANRBIF, &5 "declarative-config-
valuesyaml") ) , LUSEBAMEEREZRME Central, WWXHATF Helm B3,

ff

i
1 FERAUTREIOE YAML X (AfBIFH declarative-config-values.yaml)

S

central:
declarativeConfiguration:
mounts:
configMaps:
- declarative-configs
secrets:
- sensitive-declarative-configs

2. &% Central fRS5 Helm chart, #0"%%% central-services Helm Chart"® ik, 3|F declarative-
config-values.yaml X {4,

4.1.2.2.4. =% central-services Helm chart

BEi& values-public.yaml #1 values-private.yaml X#4J5, &% central-services Helm Chart SEKEESE
X 2HH (Central #1 Scanner) o

ff

LA

S

o ZfTLATFaS
$ helm install -n stackrox --create-namespace \

stackrox-central-services rhacs/central-services \
-f <path_to_values_public.yaml> -f <path_to_values_private. yaml>ﬂ
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&5 4 % 1 RED HAT OPENSHIFT b %% RHACS
@ =/ 1TEE YAML BREX AR,

 NRFHAFBAMEE, &1 -f <path_to_declarative-config-values.yaml 75 0Z!
ltl: 4, LUMETE Central RiE# F AR B SXUE.

4.1.2.3. £ 582 central-services Helm Chart [ A A& 1L 17
1EERE central-services Helm Chart &, &8 LUSHERIEC E LT 1T B X,
4 {8 helm upgrade e B FHITIENRNT, SN AUTAENFEX :

o 1L _JLM%FH --set =X --set-file ZHIEEEHEME., B, XLEXTASHRE, BYUEHTENR
B, 1&AIF o8 ERA LT,

o BT (W/EM Scanner V4) [TENHMGLABHIULS, R, EoIETIXLEWRARA
CA,

BF

HREF VA RE— /\?ﬂﬁﬁﬂriwﬁbo BRATG IR ZLLME 7 AR 55 T
(SLA) X, EIIBERTeEHARE, ABETHERE - IMNERERE], XEk
ARINEINE TM@FHF&EW%%EE’JHJM HENSEF LM BRRERFEN

BRIBEATUTNESZFBEEMESER, BESHBRTTIE R EH,

o MR CA ‘THJJ&A;I% FFR2AE Helm chart £, NIAZIMEBFRRZRIXL(E, FFHRHS
helm upgrade 4, central-services Helm Chart WREF &I SERTREBNERD

TEE’J AR TJ o

o N CATE Helm Chart ZH 4K, FTEZE central-services chart 124, AR IEAIITE
&/ helm upgrade S ERIITIZIEME, HIUTE helm upgrade s 5 A {EF --reuse-
values T57&,

it =3
1. A% {EE# values-public.yaml 71 values-private.yaml & 3214,

2. i&17 helm upgrade & FHHEMA -f LIS EEE X4 :

$ helm upgrade -n stackrox \
stackrox-central-services rhacs/central-services \

--reuse-values \0

-f <path_to_init_bundle_file \

-f <path_to_values_public.yamlI>\
-f <path_to_values_private.yaml>

ﬂ ﬁﬂ% RIETR T % EI57E values_public.yaml #1 values_private.yaml SX4ERRRI(E, S
& --reuse-values S,

4.1.3. {8 roxctl CLI Z2% Central
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Digk

H
[=]

STFEFEAME, IR IEA Operator 3% Helm chart 3£ %% RHACS, MRIFEFE
FALLAENRELRREETE, BUAZMHEA roxetl &EHE,

4.1.3.1. 2% roxctl CLI

T4 % Red Hat Advanced Cluster Security for Kubernetes, &1 T & — i3l XX {4 Sk & % roxctl CLI,
f&AILATE Linux, Windows 8% macOS %% roxctl,

4.1.3.1.1. £ Linux %% roxctl CLI

REI LUIRBLLTRIZTE Linux £ % roxcetl CLI Z &34,

y p= Y=
FTF Linux A roxctl CLI AT F amd64. ppc64le ] s390x 2254,

Pk =
1. BEBEIMRERSM roxetl 2854 -

I $ arch="$(uname -m | sed "s/x86_64//")"; arch="${arch:+-$arch}"
2. F# roxctl CLI :

I $ curl -f -o roxctl "https://mirror.openshift.com/pub/rhacs/assets/4.4.3/bin/Linux/roxcti${arch}"
3. f&# roxctl Z i HISTHFRIHAT ¢

I $ chmod +x roxctl

4. FF roxctl Z#EHISX 4R El PATH B9 E R -
ZHEMTH PATH, EHUTUTH S -

I $ echo $PATH

o INIFREREM roxctl A :

I $ roxctl version

4.1.3.1.2. £ macOS %% roxctl CLI

1A LURBR LT RAZIE macOS A& E roxetl CLI —fE I >2 {4,
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) AT macOS B roxctl CLI AT T amd64 2814,

1. % roxctl CLI :

I $ curl -f -O https://mirror.openshift.com/pub/rhacs/assets/4.4.3/bin/Darwin/roxctl

2. NIRRT T BRI

I $ xattr -c roxctl

3. {# roxctl Z# I STHERTHIAT ¢

I $ chmod +x roxctl

4. 15 roxctl Zi#HITH4RE PATH A9BSR -
EHEEMH PATH, 5HTUTHS :

I $ echo $PATH

o IFmEZRER roxetl i :

I $ roxctl version

4.1.3.1.3. £ Windows %23 roxctl CLI

REI LUIRBBLL T RFZTE Windows £ %23 roxctl CLI Z sz {4,

-
amd64 ZEF9IR M T 5EATF Windows B9 roxcetl CLI,

it =

e T# roxctl CLI :

I $ curl -f -O https://mirror.openshift.com/pub/rhacs/assets/4.4.3/bin/Windows/roxctl.exe

o IFmEZRER roxetl iiA :

I $ roxctl version

41.3.2. FHRXBEARZRERERF
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ERAREARERF NERIMEERFTEN secret. ERERLEMIBEHAE.

it

48

TR ER install i % :

$ roxctl central generate interactive

BF

M roxctl CLI 245 RHACS & fl# PodSecurityPolicy (PSP)X &R, LUMEREFR
B. HNRZETE Kubernetes hiRA 1.25 RE#hRA L, Z7E OpenShift Container
Platform version 4.12 M E#H A L2 %% RHACS, NIAGIZR PSP X KREEIE,
EMEX—mm, XF roxctl central generate #1 roxctl sensor generate 43,
% --enable-pod-security-policies E£I1% & 7 false.

2. ¥ Enter BHERETHRAEIRBEFTEMABE LE, UTTRAETRT RERARERFRT :

Enter path to the backup bundle from which to restore keys and certificates (optional):
Enter read templates from local filesystem (default: "false"):

Enter path to helm templates on your local filesystem (default: "/path”):

Enter PEM cert bundle file (optional): )

Enter Create PodSecurityPolicy resources (for pre-v1.25 Kubernetes) (default: "true"): 9
Enter administrator password (default: autogenerated):

Enter orchestrator (k8s, openshift):

Enter default container images settings (development_build, stackrox.io, rhacs, opensource);
it controls repositories from where to download the images, image names and tags format
(default: "development_build"):

Enter the directory to output the deployment bundle to (default: "central-bundle"):

Enter the OpenShift major version (3 or 4) to deploy on (default: "0"):

Enter whether to enable telemetry (default: "false"):

Enter central-db image to use (if unset, a default will be used according to --image-defaults):
Enter Istio version when deploying into an Istio-enabled cluster (leave empty when not
running lstio) (optional):

Enter the method of exposing Central (route, Ib, np, none) (default: "none"): 6

Enter main image to use (if unset, a default will be used according to --image-defaults):
Enter whether to run StackRox in offline mode, which avoids reaching out to the Internet
(default: "false"):

Enter list of secrets to add as declarative configuration mounts in central (default: "[]"): ﬂ
Enter list of config maps to add as declarative configuration mounts in central (default: "[]"):

(5

Enter the deployment tool to use (kubectl, helm, helm-values) (default: "kubectl"):

Enter scanner-db image to use (if unset, a default will be used according to --image-defaults):
Enter scanner image to use (if unset, a default will be used according to --image-defaults):
Enter Central volume type (hostpath, pvc):

Enter external volume name for Central (default: "stackrox-db"):

Enter external volume size in Gi for Central (default: "100"):

Enter storage class name for Central (optional if you have a default StorageClass
configured):

Enter external volume name for Central DB (default: "central-db"):

Enter external volume size in Gi for Central DB (default: "100"):

Enter storage class name for Central DB (optional if you have a default StorageClass
configured):
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MMRERMBE L TLS UEP, HRM PEM GiSIE B HBEE, JEEEBE GEHH,
RXEAREEFLSKRFENEEFERBNBE CEHRE PEM RAH.

NRIBIETEIZTT Kubernetes R A 1.25 B SIRA, 15 IHLEILE N false,
EFA RHACS ']/, EBwiifFEAKE (MEHERIT mO) 2F,

BXFERAFREEHTEMEIEMBINNESZELR, 550 "Red Hat Advanced Cluster
Security for Kubernetes fABYy" &1 RBAC" FF'E’J??%@LLE%D%W FRIRRECE,

BXFERAFREEHTEMEIEMBENNESZELR, 550 "Red Hat Advanced Cluster
Security for Kubernetes By" &1 RBAC "By N B WIE IR R MHER B,

@@6@@0

INRIBITRIFER A hostPath & OpenShift Container Platform %% Red Hat Advanced
Cluster Security for Kubernetes, &N SELinux 5B,

Digk

H
[=]

1£ OpenShift Container Platform A1, *fF hostPath &, Zw ik

SELinux SREELLSS A R ENM B R EZME ., X2FE N SELinux 2R1ABE
IFBFHE, EEWSELinux F£E, 1E521T7UTHS :

I $ sudo chcon -Rt svirt_sandbox_file_t <full_volume_path>

B2, IEAHEEFEN SELinux K&, M=ETE OpenShift Container
Platform £% &£ PVC,

ERE, RERFERMUIEB—1EH central-bundle B3 43%, HPEERATERE Central FFEM YAML
BHEANHA, 54, BRRTESEZTHHANRES R, USEEMAESIEBMANML, AR
2%, UURESK RHACS 1S MHEIENEE (MNREEBFRRE RIBERE)

4.1.3.3. 2T REZRHA
BIIRERNLRRERFRE, BALUZTT setup.sh FIARE R % Central,

1. 1217 setup.sh BIARECE K registry VilH] :

I $ ./central-bundle/central/scripts/setup.sh

2. QIR IR :

I $ oc create -R -f central-bundle/central

3 RERBNE :

I $ oc get pod -n stackrox -w
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4. 1E Central iz1T/&, #EI RHACS [/ IP it H N2 T T, RIBEER R RHHEEERX
b, TEERALTAEZ—IKE IP #Hhtlt,

RFHE e Hbhit Example
Route (F&H) oc -n stackrox get EHt A https://central-
route central HOST/PORT 7 ~#)  stackrox.example.r
Hhiik oute
T im0 oc get node -owide  {Ef T RH IP SHEHL https://198.51.100.
&& oc -n stackrox %, ERSERIRO  0:31489
get svc central- H

loadbalancer

Load Balancer oc -n stackrox get Ei%0 443 LIRSS https://192.0.2.0
svc central- 7R EXTERNAL-IP 2%
loadbalancer EHA

x central- https://localhost:8 https://localhost:8
bundle/central/scri 443 443
pts/port-

forward.sh 8443

MRIEIER RS EFET BEERNBE, el TeasREICKE
Central :

I $ cat central-bundle/password

4.2. {5 OPERATOR iy RHACS it & CENTRAL fgi& £

U Operator &2 Central SLFIE, EAUEB AL KE.

4.2.1. [ Operator My R R & £ 10
LIROIEE Central SEfIRS, Operator ZIE 7 Central B E IR TECE L

TREEHNER PostgreSQL HUIEFEMIL B

4.2.1.1. Central iX&

50

SR Description

central.adminPassw 157 1E password Z G HET H 2 SEE G BIHM secret, NRABE, Operator
ordSecret SHMERE, FHHELE central-htpasswd secret B password i,

central.defaultTLSSe ZiAIERT, Central [URMAER TLS i, XBRKEFEE EE)\D‘Zﬁﬁi’J@%ﬁ
cret R AR TLS 241k, SNRETE Central EP%JL TLS HIZEEE LRSS ERIET,
LIgE &I MFLAAR secret,



¥

central.adminPassw
ordGenerationDisabl
ed

central.tolerations

central.exposure.loa
dBalancer.enabled

central.exposure.loa
dBalancer.port

central.exposure.loa
dBalancer.ip

central.exposure.rou
te.enabled

central.exposure.rou
te.host

central.exposure.no
deport.enabled

central.exposure.no
deport.port

central.monitoring.e
xposeEndpoint

central.nodeSelector

central.persistence.h
ostPath.path

central.persistence.p
ersistentVolumecClai
m.claimName

central.persistence.p
ersistentVolumeCilai
m.size

&5 4 % 1 RED HAT OPENSHIFT b %% RHACS

Description

T SHRED true LR BHEERARMBER, ERTERRIEAEERIZ
BEREAE. TERERATIRRE. &, BUNERREAELTRTEENR

B

IRV REFESAET [T R, HEALLESHIETE taint toleration key, value #l
effect. WESHEERFEMELT R,

e XE N true, LURT EHIHE I ATF Central,
RSB A ERIEE B E UnO,
FRXMNSENEN M E SRS TR ENES P i,

EBEi%E ) true, LUETT Red Hat OpenShift B H/AFF Central, ERIAE N
false,

IEEMAT Central BHMBE L ENB, FREHNTKE, LIS OpenShift
Container Platform 12 tHIERIATE,

EeiXE N true, LLEE T AiRO AT Central, ERIAE D false,

il
filt
Em

ERT RO,

5 R LEb e T ¢

<k

M Enabled 7y Central F AL, HEHARER, RHACS £7Ei% 059090
E ORI AR S5, RIAN(E Y Disabled,

IREHRLZRAGRARET R L1217, EUUERLSHEE T miEFESR.

EERFABBEFHEIN LN ENERE, IEFHEFERINAE. URFER
RENRE, NeIREST RitFR—EER,

EEEMNRFAMERIEN PVC &5, IREBEBRERTHNPVC, NILIRE,
MREBRE, NEIAES stackrox-db, HBFIEEIEE K, & Central #IMHER
if, PVC A= B SRR,

BT B LIRFAMBHRD. BANERTRENER.
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SR Description

central.persistence.p BT PVC MF#ERBETR, MREHNEFZAEBERINFESE, MBS
ersistentVolumeClai  #£#t—/ME.

m.storageClassNam

e

central.resources.lim RIS HES Central WEIAFHRIRE,
its

central.resources.re FRLLSHES Central WBVAKIRIE K,
quests

central.imagePullSec  FERALKSHIEE Central HRHIHR pull secret,
rets

central.db.password  7f password HET HIEE— N EERIEEBIEM secrete. RERMBEFIIEE
Secret.name EETFEN, FEALSH. NREM, Operator KESNERFEN, FHNEGFMH
£ central-db-password secret # password Zi/,

central.db.connectio  ZELLSHEIFFAXIE Central DB, FH Central [HERIEEMN BT REHITE
nString #., MEHUSHBEEEME, L4410 central.db.passwordSecret.name 157
— M, XNMBSEBLUTRS :

o ERFHBNIIFAXET/EMIN, 0 PostgreSQL XHFATIR, WFE
FLER, BN FTRES PHIEEE,

o (¥ PostgreSQL 13,
o AXHF@iT PGBouncer i,
o FF Wl RE RS QIR AN BREIR BB A o

central.db.toleration IR kAT m T R, HERALLLSECH Central DB 1815 =R, (HAD
s MR, LSBEERTFTEMEEMT R,

central.db.persisten EERFARBEEEEENLOENEBR, ETHEERINAE IRFERE
ce.hostPath.path FAENMBRE, NBIEEST RtER—E2EA,

central.db.persisten SERMFFAMERIEN PVC &5, MREFEREELHN PVC, NMIEE,
ce.persistentVolume  MEEFIXE, NEIE central-db, HBFIEEIEE R, & Central #RIHER
Claim.claimName i, PVC A B3R,

central.db.persisten BT IO AEBHKRN, BRANERT2ENERK.
ce.persistentVolume
Claim.size

central.db.persisten AT PVC W7FERR A, MRENEFEARERINEFMEE, NRITH S
ce.persistentVolume  Z#H—MH,

Claim.storageClassN

ame
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central.db.resources
Jimits

central.db.resources
.requests

% 4 3 £ RED HAT OPENSHIFT L% RHACS

Description

RS ES Central DB HIER I\ IRRE,

EA LS EE R Central DB BIFIAFIRIEK,

4.2.1.2. stackrox Scanner %i&

¥

scanner.analyzer.no
deSelector

scanner.analyzer.tol
erations

scanner.analyzer.res
ources.limits

scanner.analyzer.res
ources.requests

scanner.analyzer.sca
ling.autoScaling

scanner.analyzer.sca
ling.maxReplicas

scanner.analyzer.sca
ling.minReplicas

scanner.analyzer.sca
ling.replicas

scanner.db.nodeSel
ector

scanner.db.toleratio
ns

scanner.db.resource
s.limits

scanner.db.resource
s.requests

Description

MREFLWREEFRERE T KRBT, STUERLSHEE T SRR,

IORT mUEFESRIERTRT R, HERALSEY StackRox Scanner 5 E5 R AR

B, EMNMR. LSREERTEMEMET R,

HR LS ES StackRox Scanner FOERIA B IR BRE.

HR LS ES StackRox Scanner FIBRIA BEIRIH K,

FRE, 2HhaBEFHERREEENRERSISEE,

EEAMHEYT REEREANKKRIX

EEAMHFEYT REEREANK/NEIX

ZRABEHT BN, HBARBIAREE NS X M ELE,

MREFERAGRERE T RLZT, BUUERLSHERET

SRR,

IR IR AR S M s, IHER S StackRox Scanner DB 18 &5 =&

PREE, [EFIMR. LSREERTEMEMT R,

RS ES StackRox Scanner DB BB BB FRE.

RS ES StackRox Scanner DB BYERIA BR1E K,
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SR Description

scanner.monitoring. &/ Enabled /7 StackRox Scanner B A%, KA EIER, RHACS 7EiH
exposeEndpoint 0+ 9090 L OIZ#n k2RSS, #IMEY Disabled,

scanner.scannerCo INRIBAIEERE StackRox Scanner, A LUERALSHEZERAE. NMREERH

mponent StackRox Scanner, AT HBFTE EMMIXEEBTLTM, LLIETFHEREEH Kubernetes 22
FH Red Hat Advanced Cluster Security for Kubernetes By StackRox f3##23. #0R
&R T Scanner V4, 1EAEZM StackRox Scanner, TR V4 EK
StackRox ARG A, LURMHVHENIIHEINGE,

4.2.1.3.scanner V4 i&@& (BEAT R

54

BE

HiEEF V4 RE—MERTIEIhRE, BORTIIIRER LG MRS F NN (SLA) X
, BYREARHARE, MERHERLE T INMREhERE]. XERATI TR LUE
AARBA AR, HENSEFLNBRREMAR TR L,

BRIABRAT G FEEMNESER, WSARATIT i F e,

SR Description

scannerV4.db.nodeS IIREFZBHAGRERET A 21T, BRI LMFERLSHBLE T sk,
elector

scannerV4.db.tolerat R sk A FIT R R, EERILLSECH Scanner V4 DB 18 E75 m A REE,
ions EMMR, ESHEERTEMEEMT R,

scannerV4.db.resour RIS EHESE Scanner V4 DB FIER I BTIRBR(E.
ces.limits

scannerV4.db.resour RS EHESE Scanner V4 DB FIERIL BTIRIE K,
ces.requests

scannerV4.db.persis = AT & Scanner V4 FFABIER PVC &5, MIREBFEFEERMHHN PVC, Nia
tence.persistentVolu  t/#E, MREEXE, NEINMES scanner-v4-db, HFHLEHIEER, &
meClaim.claimName  Central #filERET, PVC A48k,

scannerV4.indexer.n MREBELWAGEREREE T RLEZ1T, ETLUFERLSHELE T sukEds.
odeSelector

scannerV4.indexer.t IR kR RRA RIS m T R, EERLLLSECH Scanner V4 Indexer ¥8E 15 R BIR
olerations HE, EME, SHEERTEMEMET R,

scannerV4.indexer.re {fRLESEES Scanner V4 Indexer BYBRIA KR RIE,
sources.limits


https://access.redhat.com/support/offerings/techpreview/

¥

scannerV4.indexer.re

sources.requests

scannerV4.indexer.s
caling.autoScaling

scannerV4.indexer.s
caling.maxReplicas

scannerV4.indexer.s
caling.minReplicas

scannerV4.indexer.s
caling.replicas

scannerV4.matcher.
nodeSelector

scannerV4.matcher.t
olerations

scannerV4.matcher.r
esources.limits

scannerV4.matcher.r
esources.requests

scannerV4.matcher.s
caling.autoScaling

scannerV4.matcher.s
caling.maxReplicas

scannerV4.matcher.s
caling.minReplicas

scannerV4.matcher.s
caling.replicas

scannerV4.monitorin
g-exposeEndpoint

scannerV4.scannerC
omponent

&5 4 % 1 RED HAT OPENSHIFT b %% RHACS

Description

AL SEESE Scanner V4 Indexer BIEVIA FIRIE K.

JERJE, Scanner V4 Indexer BIARMIEESIRIFEIE EHRES SEE,

87 Scanner V4 Indexer BEIY RECE 5 B & KB A,

87 Scanner V4 Indexer BEIY RECE 1 F A&/ EIA,

% Scanner V4 Indexer 2 T BshT B, BIRBUIAKEE NS X/ METE,

IMREHRLZWHGRAERET R L1217, EUUERLSHEE T RitFER.

MR IR RS M s, IHERSEN Scanner V4 Matcher 8 &5 2 A

PREE, [EFIMR. LSRETERTEMEMHT R,

RS ES Scanner V4 Matcher BB BRI E,

AL SEES Scanner V4 Matcher BIEA BERIE K,

JEFJE, Scanner V4 Matcher BIAMHESRIBIEENRMENSEE,

$8§7E Scanner V4 Matcher B3 BEE R {FEHANERKEIAF,

$8§7E Scanner V4 Matcher B3 BECE R {FEHANR/DEIAR,

% Scanner V4 Matcher XA B 31T B, BIABUAKECE NS5 X MELE,

4 Scanner V4 ERE G 1ETH ., MiLiH R A E MRS ME Prometheus EAMIIE
IR A Scanner V4 FIEEIS T, £ Enabled SEAFFIGIRiR R, H&)0 A E
i, RHACS &flE— MRS, EAEDO 9090 Wik, LR VB0 AlL%E
BRI ER, BRAERT, XEEEA.

2 F Scanner V4, BRAME N BRIME, ©HERE. E/5 A Scanner V4, FitS30%
&% Enabled.,
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4.21.4. B XEHEHXE

SR Description
tls.additionalCAs BEENREEFHWEMTE CAIEY, XEIEPBERFERLEIEBIANKE
5RS &K
misc.createSCCs 153 true 1y Central 63/ SecurityContextConstraints (SCC), %i&» true
AR T B LA R AR I R,

customize.annotatio fFHN Central EREBIEE B E TR,
ns

customize.envVars AFRENMETENENIXE,

egress.connectivityP  Edi& RHACS BENIZUAELHBEENIZIT, EEEXEXT, ZERANMNRREE LM
olicy RIRZAR R B Zh BT,

monitoring.openshift MR LLET%E ) false, Red Hat Advanced Cluster Security for Kubernetes

.enabled AR &1%E Red Hat OpenShift 1%, £ Red Hat OpenShift 4 E2RIAH true,
overlays HSER TR EEN Operator BE L& #&

422 FRFTAEEEN Operator BE &4
T fRnfE@ T overlays {£F Operator AR E I RHACS %24,

4.2.2.1. overlays

% Central = SecuredCluster B & Y 75k \/x*ﬁ_ué?iﬁlﬂ’]ﬁ/f’\J-T-%EWEEQKMEEELIWT, f&a LUFE B
.spec.overlays FELH1TIHEE, HALLFESREUIXLRE LHIRERNM Kubernetes FR,

.spec.overlays FEXH—RIUFNTHRK, REFIEBINERN A, XL T H Kubernetes HiR LR
Operator TEERE EIEEFAIHE Kubernetes FRANIE,
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Digk

==
=

Central 7l SecuredCluster 1 .spec.overlays FEATRAPUMERA R EBEL
J Kubernetes K. RBEEMENEE L EEB1Y SecuredCluster = Central B
N FRIRHER, FEMALLIhEE,

%I .spec.overlays Ih# E’]iﬁigm*ﬁ_ﬁﬁﬂ’] ESpak= }x%Tﬁ Kubernetes BB 1T
intricate S EEABEHNMITHEE, XATRER— M EEMR. XMEE LHIBIAT
—NEITERRYRNE M, Lﬁﬁl%ﬁh&%#ﬁf"iﬁéﬁ’\]i%o BNMEREREME—
B, ATRETES” BN REMRATE &R UTETITA RS Kubernetes R4 H, iX
i “é‘ﬂ*%?#[‘?#{%ﬁﬁ%EEXE’J%"E'IEWE ERENT I AIRFER, A

b, EALLINEEZFFE R Kubernetes FRERHBIRATR K, (B0 NE EHREE
HFRAMMEEY, S EAAENEZ i,

LUTFRBIER T BRBILEH

overlays:
- apiVersion: v1 ﬂ
kind: ConfigMap @)
name: my-configmap
patches:

- path: .data ﬂ

value: | 6

key1: data2
key2: data2

targeted Kubernetes resource ApiVersion, 1l apps/v1,v1networking.k8s.io/v1
BREE (40 Deployment, ConfigMap. NetworkPolicy)
FIRAIEHE, %0 my-configmap

FEZH jsonpath &®IAR, 40 spec.template.spec.containers[name:central].env[-1]

@6@@6

FFERERN YAML £/ £

42211 RINEE

SFBEEN, EAILTE Central 5 SecuredCluster B E R ARINER. #FH OpenShift CLI (oc)sk
OpenShift Container Platform Web 6 & #1718,

MRBERERTHIERN, HHE RHACS Operator B SR B A BRI R Hic KMn)H,
4222 . BExH

4.2.2.2.1. 73 Central ServiceAccount ¥§%E EKS pod faf2 ARN

1£ F&R ServiceAccount RN Amazon Elastic Kubernetes Service (EKS) pod & Amazon Resource
Name (ARN)E#%, #0TFBIRR :
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apiVersion: platform.stackrox.io
kind: Central
metadata:
name: central
spec:
#...
overlays:
- apiVersion: v1
kind: ServiceAccount
name: central
patches:
- path: metadata.annotations.eks\.amazonaws\.com/role-arn
value: "\"arn:aws:iam:1234:role\""

42222 FMIAETEFAPREBE
FMIMETEXAR R SEd, WMTFHIFRE :

apiVersion: platform.stackrox.io
kind: Central
metadata:
name: central
spec:
#...
overlays:
- apiVersion: apps/v1i
kind: Deployment
name: central
patches:
- path: spec.template.spec.containers[name:central].env[-1]
value: |
name: MY_ENV_VAR
value: value

4.2.2.2.3. FRAAOHNIY ML R

1£ allow-ext-to-central P4 REEFRHRIN—NA O, BFiHO 999 g, M FHIFFR :

apiVersion: platform.stackrox.io
kind: Central
metadata:
name: central
spec:
#...
overlays:
- apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
name: allow-ext-to-central
patches:
- path: spec.ingress[-1]
value: |
ports:
- port: 999
protocol: TCP
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4.2.2.2.4. &% ConfigMap B

&4 central-endpoints ConfigMap #(#&, I TFHIFFT :

apiVersion: platform.stackrox.io
kind: Central
metadata:
name: central
spec:
#...
overlays:
- apiVersion: v1
kind: ConfigMap
name: central-endpoints
patches:
- path: data
value: |
endpoints.yaml: |
disableDefault: false

4.2.2.2.5. FARAME h SEH
£ PR BEBRRMFES, WRBIFTR

apiVersion: platform.stackrox.io
kind: Central
metadata:
name: central
spec:
#...
overlays:
- apiVersion: apps/v1
kind: Deployment
name: central
patches:
- path: spec.template.spec.containers|[-1]
value: |
name: nginx
image: nginx
ports:
- containerPort: 8000
name: http
protocol: TCP

L th BT iR
o EHEFHRIE - PostgreSQL XH4

\

o BEIIEEXH TSI E - PostgreSQL X4

® pg_hba.conf 34 - PostgreSQL 344

4.3. 7 RED HAT OPENSHIFT _£E#J RHACS 4 F INIT 40 3
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EERB PR % SecuredCluster THERAT, Ml — init 478, REZFHEE SecuredCluster B&E
B, RARFERLLIRAEE Central H{TEHEUE, EAILUMER RHACS 177 8% roxctl CLI B1J& init 47
8., ARG, EBaLERENA init Il a2 TR,

£ RHACS =iRFECE init IS, HSHUTHIR :

T 2 & (Red Hat Cloud)4E A init 45 &

& 2R (Red Hat Cloud) N F init 45 &
) Kubernetes &2 B4R init RS

A Kubernetes Z2 58N A init 47 &

s EAE Admin B f & BE0JR init 41 E.

4.3.1. £ init T4 E

4.3.1.1. {8 RHACS | T 4R init 418
B LUER RHACS TP AR E S secret BY init TP &,

B AEE Admin BF A BT EELIR init IS,

ik =
1. #0"{EF Operator AEIEAR R L& "HRTR, & RHACS |1 Rttt

2. BFEIRHACS [T/,

3. MEEEERLERE, N&HI Platform Configuration — Clusters T,
4. = Create init bundle,

5. W& init A EA—D R,

6. EFEEHER,

7. EFERERTREEHNRE AL « Operator 5 Helm Chart,

8. m Download £ FH FEH L YAML XEFR G init 42, MREFEAEBNRERE, &
LN A RSERBFER— init I8 RE B YAML T4,

5
ZLMEMHILIHSIE, RNE8E secret,

9. B EAERAEREERFFOUETIRELNA init HHSL,
10. EBMEHFRERENERHRS.
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https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/4.4/html-single/rhacs_cloud_service/#init-bundle-cloud-ocp-generate
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https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/4.4/html-single/rhacs_cloud_service/#init-bundle-cloud-other-apply

&5 4 % 1 RED HAT OPENSHIFT b %% RHACS

4.3.1.2. {1 roxctl CLI 45X init JH41 &
fEa LUFE A roxctl CLI B2 8 secret B init 478,

@ o
' B/ EH Admin B ABFEECIR init IIFFE.

FoRFM

e XEHELE T ROX_API_TOKEN #1 ROX_CENTRAL_ADDRESS IMEZ £ :

a. IZ1TLA T e w1%iE ROX_API_TOKEN :
I $ export ROX_API_TOKEN=<api_token>
b. 21T T4 X & ROX_CENTRAL_ADDRESS IfE4 £ :

I $ export ROX_CENTRAL_ADDRESS=<address>:<port_number>

AR

o EAMESE Helm &2 secret WER init TG, HZ1TUTHS
$ roxctl -e "$ROX_CENTRAL_ADDRESS" \

central init-bundles generate <cluster_init_bundle_name>\
--output cluster_init_bundle.yaml

o T4 EE Operator i secret BIEEEE init 4 S, HZTUTHS :
$ roxctl -e "$ROX_CENTRAL_ADDRESS" \

central init-bundles generate <cluster_init_bundle_name>\
--output-secrets cluster_init_bundle.yaml

BF

BRERSMFELTHD, BHNETE secret, BALUERR—HAEREES
TREERE,

4.313. ER2EH BNV A init 14

ERERESERHA, BIERCENA init M SEKEERPUEBMERR. NA nitiffaadiese
EHFPMIRS S Central B1E,

INRFEA Helm chart 2%, 1EAREHITIHS IR, FA Helm ST R ; 155" FEH Helm
chart E 2 & E# P L% RHACS",

FeREH
o IRNHERT —NES secret B init 4 &,
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o MNWNIERKELRLEHBRSHNERPAET stackrox TIESH L2, NEEY stackrox BT
UiH, MEmGREHREEINTSRE RHACS #21RE.

P
ZOBRFR, BHITUTS Rz — -
e {#F OpenShift Container Platform Web 2 & 0 FR : 7 OpenShift Container Platform
Web #EHlEH, HRIEAT stackrox p & ZE[AIHR, EINERRH A, = +FTFF Import YAML T
. A LUED) init IS XN EREFE HIHMIGEIZER D, RS R Create, RN
&, ZE7R collector-tls. sensor-tls #] admission-control-tls B9 %R E Al &,

o {FF Red Hat OpenShift CLI B8 %R : £ Red Hat OpenShift CLI iIZ{TUA RSk %
R

$ oc create -f <init_bundle>.yaml \0
-n <stackrox>

ﬂ IEEE A secret B init I B XHL,
e IEERE Central BRESHTIE IR TR,

4.3.2. [FEEH IR
o TEIREUITMFTA LR hREE RHACS R EERS,

43.3. HLEGR

o (FfH Helm chart ER 25 P %% RHACS

4.4. 7 RED HAT OPENSHIFT #°/ RHACS R =2 K8k %S
BRI BUER LT 3% 2 — R S B AR 24 RHACS

o {FFH Operator &%

o {#FH Helm chart &%

o {FAroxctlCLI%ZE (RIEFEFHACHREELREEER)
4.4.1. (£ Operator T X £ &8P L% RHACS

4411 RELZENEHIRS

& LU# A Operator TEE 8% % Secured Cluster fR%S, iXf36/# SecuredCluster B E X ¥R, s
HEE G IERINME RS NS B REE Secured Cluster fR%5.

FERFH
o NRFEF OpenShift Container Platform, X /MEERRZA 4.11 HESZRA

o MOHEBRITMERPLET RHACS Operator, MNLLER,
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&5 4 % 1 RED HAT OPENSHIFT b %% RHACS

e AR init A A FREN AL,

A
1. ER25% 28 OpenShift Container Platform Web 12#l& /&, i A Operators — Installed
Operators T H,
2. = RHACS Operator,
3. M Operator 15 A R S A F R Secured Cluster,
4. = Create SecuredCluster,
5. T Configure via T FEFELL TR Z — -
o XA  MREFHARRERFREEREEHBEITETETREMEMFER, NIFERXE
IJFI\‘O
o YAMLHIH : EmALMEMER YAML XHXBEREER. YAML XHEREEQSR, Eall
EHPRETER, MREEFEIMNED, EETMIMETIZXHR, = Create,
6. INRMEM Formview, HE T EZHRER NGB AFUIE L. EIMEH stackrox-
secured-cluster-services,
7.\ NEBERIMEARZ,
8. K A& SecuredCluster B & X FREIME— &R,

9. XF Central ¥fiss, EHAMEH Central SLHIRIEFIIHOS, Hlg0, 0R Central fIF
https://central.example.com, N{¥ A RixRIEE S central.example.com:443,

o HEHFEZHT Central WE—EKEHRERLLEEIRSN, FEMA central.stackrox.svc:443
BIBRIA(E,

o TEREZNEEHN, FEMFARINE, Rz, ENEBNEEEE Central Endpoint (] {#
FH .

10. XFRIRUFER, HIZHME, HBREFTERESE UE. Hlw0, MREFERBE ERHF
ZEEM CA, EBORFERE TLS, NMEELER, ES "M Operator 71 RHACS iCER £
SRR S5 ET,

1. = Create,

12. EREY Y {2fE, Secured Clusters TIHR .7~ stackrox-secured-cluster-services FIR 7, &
ARESERILLT R :

e conditions: Deployed, Initialized B&R&ER2EEIRS, RELEEHS Central BfE,
e conditions: Initialized, Irreconcilable Z£ 5% EH 5 Central 85, ARFMEE RHACS
web [T FROIER init IS BAEIRL KR,
BESE

1.

RETNNREETE (FIE) .

2. WirRE,
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4.4.2. A Helm chart T2 £ &8+ %% RHACS

BRI RS A BE LB Helm chart, SEARIMEHEESHEE LB Helm chart ER &R P L E
RHACS,

4.4.2.1. 5 Helm chart E 2 £ £ 8 h %% RHACS
4.4.2.1.1. %h0 Helm Chart - FE

it

e /N RHACS chart 72,

I $ helm repo add rhacs https:/mirror.openshift.com/pub/rhacs/charts/

Red Hat Advanced Cluster Security for Kubernetes B Helm & 21& B TR EAR R HEH Helm chart,
2ECE

o FATZELEHHAMHE (Central #1 Scanner) BIFRARSHelm Chart (central-services) .

% o
BRBEZEFAAG—R, HAGAR-—RELGESMRIIER,

o L2EEIRS Helm Chart (secured-cluster-services), FATF &% per-cluster #1 per-node 4H14
(Sensor, Admission Controller, Collector 1 Scanner-slim),

1F per-cluster HHEBEBRNZ RN BNEREF, HEZREWMET RHEHE
per-node 2H{4,

ESAl
°

TUL T 65 RGUERME chart F68/%E -

:\'é/
I $ helm search repo -l rhacs/

44212 ERAMEHABAEXBREMNER TERE secured-cluster-services Helm chart

FRLLTUiBi &% secure-cluster-services Helm chart, LAERZE per-cluster #1 per-node ZH {4 (Sensor,
Admission controller, Collector #1 Scanner-slim),

FeREH
o IR E NEREA K RHACS init 47 &,

o BANIA Red Hat Container Registry #1—4 pull secret #{TBR%IE, BHXM
registry.redhat.io TEHERMIFE, 1HS%E Red Hat Container Registry Authentication .

o WA RTFATF Central RSSHIHIE KO S
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https://access.redhat.com/RegistryAuthentication

&5 4 % 1 RED HAT OPENSHIFT b %% RHACS

i

® 7f OpenShift Container Platform &Iz {TUL T4 ¢

$ helm install -n stackrox --create-namespace \
stackrox-secured-cluster-services rhacs/secured-cluster-services \
-f <path_to_cluster_init_bundle.yaml> \0
-f <path_to_pull_secret.yaml> \g
--set clusterName=<name_of the_ secured_cluster>\
--set centralEndpoint=<endpoint_of_central_service> 6
--set scanner.disable=false

E A -F TR E init IS S HERE,
A -f ETIE E Red Hat Container Registry {25 1EM pull secret BIERR,
187 Central B9ttt Fiw O =, 5140, acs.domain.com:443,

¥ scanner.disable S M EIXE /) false, XEKRBEELRE T EFFE R Scanner-slim,
1£ Kubernetes 1, Z2EEIRFSINIESIE Scanner-slim EHaT1%EH K,

0009

Hth B3

5

® 7 Red Hat OpenShift LB RHACS 4 F L init 402

4.422 {HHAABAE A& secured-cluster-services Helm chart

ATieak 7 7 AF helm install #1 helm upgrade 5 H Helm Chart BEEES %1, AR LUER --set 1L
0 YAML BB & U4 E 18 B IX LS,

BIBLLF X EE Helm chart 3% %% Red Hat Advanced Cluster Security for Kubernetes :
o NHEZEH values-public.yaml : {F FH Lt R FRT A FEBUREC B LT,

o THECES M values-private.yaml : ERLXHREFAEHREEE LT, BRIEZESMEFREX

N,
HE
1£/#£/ secured-cluster-services Helm Chart B5f, AE{EXET chart B values.yaml 3
{¢Q

44221 BESH

SR Description
clusterName i 3: 0
centralEndpoint Central i Ayt lE, SIFIHOS., MRHEH NI

3 gRPC WM EIDHI2R, 1HERTH ws:/ Bk Rt
19 WebSocket i, 7EBECE S MEEENT, A
BEHN L (40 central.example.com:443) .
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66

¥

sensor.endpoint

sensor.imagePullPolicy

sensor.serviceTLS.cert

sensor.serviceTLS.key

sensor.resources.requests.memory

sensor.resources.requests.cpu

sensor.resources.limits.memory

sensor.resources.limits.cpu

sensor.nodeSelector

sensor.tolerations

image.main.name

image.collector.name

image.main.registry

image.collector.registry

image.main.pullPolicy

image.collector.pullPolicy

image.main.tag

image.collector.tag

collector.collectionMethod

collector.imagePullPolicy

collector.compliancelmagePullPolicy

Description

Sensor Imm B, SFHAS,

Sensor A 2R K BHR AL ENRBE

Sensor f# BN ERAR S5 EIBR S5 TLS IEH.

Sensor {5 AN ERAR S BIBRSS TLS IEHEH,
Sensor BEMIANFIF K, FERALSHEZIINME,
Sensor 2589 CPU 1FK, ERALLSHEZIINME,
Sensor REEMNEFRE, FEALSHESRINE
Sensor B8 CPU R, EALLSHEZRIME.

B kSRR E IS E ) label-key: label-value,
Ll Sensor (VAR EBEERENT K.

IR REFERERTRT R, HERLSEIEES
RAMREE, (EF Sensor BIRR, WESHEERTEI
RITT R,

main (F) HENEH.
Collector FE R &,

AT EHEM registry ik,

FATF Collector Hii&H registry i,
main R R A ENRES.
Collector F R R AL RES,
fEF main SHRIr%,

f#f8 collector FRIR%,

CORE_BPF. EBPF (E%HM) =
NO_COLLECTION,

Collector BRI G I BN R,

Compliance B 2RI AN RIS,



¥

collector.disableTaintTolerations

collector.resources.requests.memory

collector.resources.requests.cpu

collector.resources.limits.memory

collector.resources.limits.cpu

collector.complianceResources.requests.me
mory

collector.complianceResources.requests.cpu
collector.complianceResources.limits.memor
y

collector.complianceResources.limits.cpu

collector.serviceTLS.cert

collector.serviceTLS.key

admissionControl.listenOnCreates

admissionControl.listenOnUpdates

admissionControl.listenOnEvents

&5 4 % 1 RED HAT OPENSHIFT b %% RHACS

Description

WMRIEE T false, NIAFRLNAE Collector, FHUR

£ pod IR ERTRMAMAE T L. MR

HigE H true, IR AEMER, BYEESS pod
CRFERERE R R,

Collector RIFMIARFIE K, FRLSHEBEZKINE,

Collector R25HJ CPU 15K, ERILSHEEZIA
fE,

Collector BERMIARFRIE. HERALLLSHBEZRIOAE,

Collector 2389 CPU [R#l, FRALSHEZIIA
fE,

Compliance BN FIHFK, FEALLSHEBESZRIA
(ER

Compliance 288 CPU 15K, FALLSHEZIIA
(ER

Compliance BEMRNFRIE, FRLLLSHEBEZRIKIA
{Ho

Compliance &2889 CPU [Rill, EALLLSHEZIIA
(ER

Collector fEFRIRERAR S EIAR S5 A TLS iE,
Collector fEFAMIAERAR S BIARSSHI TLS iEHE4H,

% B Kubernetes @ A ELE N LR Red Hat
Advanced Cluster Security for Kubernetes, f&F
AdmissionReview ik 17 T 7 Ei0I B2 E 4,

LStk S 8% E ) false Ff, Red Hat Advanced
Cluster Security for Kubernetes &= LA Kubernetes API
AR5 BB A A EN REFEHR AN O
ValidatingWebhookConfiguration, BT &RE
FMBBESTUROERN, ATLRBLLTT false
KRB AREIARSSHIEL,  Frs D A SRS H
JLE,

iz BIEHIE R R S HELE NI R Red Hat Advanced
Cluster Security for Kubernetes, {&
AdmissionReview %k i F Kubernetesexec #
portforward &4, RHACS % OpenShift
Container Platform 3.1 B tLTHAE,
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SH
admissionControl.dynamic.enforceOnCreate
s
admissionControl.dynamic.enforceOnUpdate

S

admissionControl.dynamic.scaninline

admissionControl.dynamic.disableBypass

admissionControl.dynamic.timeout

admissionControl.resources.requests.memor

y

admissionControl.resources.requests.cpu

admissionControl.resources.limits.memory

admissionControl.resources.limits.cpu

admissionControl.nodeSelector

admissionControl.tolerations

admissionControl.serviceTLS.cert

admissionControl.serviceTLS.key

Red Hat Advanced Cluster Security for Kubernetes 4.4 2%

Description

Itbi% B4l Red Hat Advanced Cluster Security for
Kubernetes @ &1L RES ; INRWEAH, NE3#E

Z A AdmissionReview 1# 3K,

e E A AERIRR 8917 . IR
listenOnUpdates 157 7 true F8E1EH L1k,

INBFFXANERITTLE S true, MIAHEAZEHIRS S IEM
HAERRENERE G, BTFRGHBEENLY
B, AEREEEHEREHBEFEPERNME
Btk (Blan, EEGNEREES CIERKR) , FEA
BRI, JXANIEIRES RHACS ]/ #1859 Contact
image scanners JEITG R,

HeikE N true LR SIT Admission 12525,

TEEE AN FHIEKES, Red Hat Advanced Cluster
Security for Kubernetes RI1Z S RFHIHTE] (LAFD 5
fiI) . FERERXESBGEGRREN G KEN, 0
REGIREZTHIN A LI ERIFT ]+, Red Hat
Advanced Cluster Security for Kubernetes #5%1%

-+
/jzo

Admission Control B2HIARFIER, FHILSHES
L SN

Admission Control R#afJ CPU 15K, ERLLSH#HE
=50HE,

Admission Control 2R ERE, FRLKSHES
LU NINEN

Admission Control F2s89 CPU [R#l, FRALLSHE
=50HE,

[ iR E IS E  label-key: label-value,
BLg#l Admission Control (UEEI BB I8 EIRE BT
&

o

MR kR AR R T R, HERLESHEES
SAREE, ELLK% Admission Control BIRRER, LS
FERTFEMET =,

Admission Control {FFIHIAERAR S EIARSSEY TLS i
H,

Admission Control {8 FHBIPIERAR 254 BR 5589 TLS iE
B,



¥

registryOverride

collector.disableTaintTolerations

createUpgraderServiceAccount

createSecrets

collector.slimMode

sensor.resources

admissionControl.resources

collector.resources

collector.complianceResources

exposeMonitoring

auditLogs.disableCollection

% 4 3 £ RED HAT OPENSHIFT L% RHACS

Description

FEA LS HEE=EIAM docker.io registry, HIRFEHA
HAth registry, 15¥87E registry BI& R,

INRIEE T false, NIARNHE

Collector, Collector pod AIL A EIE A5 mFTE
Tat, MREFEEBED true, NAKNREASE
R, Collector pod A*RFEEIERTT KT Ko

157 true LLOIE sensor-upgrader i/, BRiNER
F, Red Hat Advanced Cluster Security for
Kubernetes T8 MR E&ERH 0/E—1 %N sensor-
upgrader BIRRS MK, Lok P EE SN, BIUE
IS RRPER, MREEEQEBXMKS, X
Sensor %8 RIHINBRES, /1 F5h5E RIS SREF
Ro

¥5 7€ false LABkiT Sensor, Collector #1 Admission 2
HISSHIYRED secret AIlER,

INREFH slim Collector #&ERE Collector, &g
7E true., {FRA# A EBPF £4 7 %M slim Collector
HRREE Central IZHEIEEEH eBPF #ill, MNRELIE
LR IZ1T Red Hat Advanced Cluster Security for
Kubernetes, &M stackrox.io FE A I M4
8, FIFHE E{ZF Central slim Collectors FREIEE T
e, B, 1EAIHBIR Central TG RIFEETE
https://collector-modules.stackrox.io/ BITEZIRNI7F
fiff

Sensor BB IRAA,

Admission #2589 BRI

Collector B BT IR

Collector B9 Compliance B 2:BY BRI,

INRAF LI E N true, Red Hat Advanced
Cluster Security for Kubernetes &1F Sensor,
Collector # Admission ¥l 28HimMOS 9090 LA FF
Prometheus ¥ Hnifi s,

INRAF LTI E N true, Red Hat Advanced
Cluster Security for Kubernetes &% Fi F &l %
BEIRSTHN secret BV RIFMEERAYE 1T B &M THhEE,
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https://install.stackrox.io/collector/support-packages/index.html
https://collector-modules.stackrox.io/
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SR Description

INRF £ % & false, Red Hat Advanced
Cluster Security for Kubernetes &L £ &R HEE
— Scanner-slim #1 Scanner DB, LA iF{I$#
OpenShift Container Registry L&, OpenShift
Container Platform #] Kubernetes &2 &8P 2

scanner.disable

70

scanner.dbTolerations

scanner.replicas

scanner.logLevel

scanner.autoscaling.disable

scanner.autoscaling.minReplicas

scanner.autoscaling.maxReplicas

scanner.nodeSelector

scanner.tolerations

scanner.dbNodeSelector

scanner.dbTolerations

scanner.resources.requests.memory

scanner.resources.requests.cpu

scanner.resources.limits.memory

scanner.resources.limits.cpu

scanner.dbResources.requests.memory

F Scanner-slim, ZRIAMEH true,

R RIEFIEFTRT R, BEALSEY
Scanner DB {§E5 R A MR, (EMR,

Collector By Compliance B 2:BY BRI,

BT RELLSE, EFMEREmERFEENA.,
FRIX AN R F ke HERR B B9,

INRAF LTI E N true, Red Hat Advanced
Cluster Security for Kubernetes &2/ Scanner &
FRIB ST &,

B BRS/NEIARE. BIMEN 2,

B BRIRKBIA#, BIMED S,

[ kSRR ZE IS E ) label-key: label-value,
LUl Scanner (VAR E BB ERER T .

MR kAR T m T R, FERALSECH
Scanner I8EI5 AR, HFMMRE,

[ iR E IS E  label-key: label-value,
LA Scanner DB VR E B B BB ERZMI T R,

R REFIEFTRT R, BEALSEY
Scanner DB {8 &5 R A MR, (EMR,

Scanner R&MAFIFR, ERALSHEREIIME.
Scanner BHaxH CPU IFK, HEALSHERRIAE,
Scanner REMAFRIE. ERLSHEBEZRIOAE,
Scanner &#:89 CPU R, HRALLSHBEZRRIAE,

Scanner DB BEMIAFIE R, HALLSHEZRIIA
1B,



% 4 3 £ RED HAT OPENSHIFT L% RHACS

SR Description

scanner.dbResources.requests.cpu Scanner DB &28#) CPU 1K, HALLSHEZIIA
{Ho

scanner.dbResources.limits.memory Scanner DB &R FRE. ERALSHBEERIA
{Ho

scanner.dbResources.limits.cpu Scanner DB &23# CPU fREl, HALLLSHEZIIA
{Ho

monitoring.openshift.enabled IR FFILETX & H false, Red Hat Advanced

Cluster Security for Kubernetes f$ A< 1% & Red Hat
OpenShift 15, £ Red Hat OpenShift 4 EEiIAN
true,

442211 B8

A AR AL T E Sensor #1 Admission Controller FIIf B & -

customize:

envVars:
ENV_VART1: "valuet"
ENV_VAR2: "value2"

Bt customize %iE, ERILLALL Helm Chart QIERMIFRE XN RIEE B E X Kubernetes JTt#iE (FR%H
SERR) DR TEAEHREM pod 7%, Pod FEMABRIMELE,

BEERDZM, EEREASERE (B, FrEXR) PEHTHIERES VEEBSEREMNTHEIE (Fln,
SEAT Sensor ZE)

4.4.2.2.2. FABRE N LE secured-cluster-services Helm chart

Bci& values-public.yaml #1 values-private.yaml 3X {45, &% secure-cluster-services Helm chart LA
ERZE LLF per-cluster #1 per-node 2H44 :

® Sensor

o HEAPEHIZE

e Collector

® scanner : ¥ StackRox Scanner B h R £ EEE A%

o JJ#4F2F DB : &% StackRox Scanner B &S E B A%

o ¥ Scanner V4 Indexer # Scanner V4 DB I, $9##%2% V4 Indexer #1 Scanner V4 DB: B 1%
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BF

HEEF V4 RE—MRTIEIhRE, BORTIIIRER LG MRS F RN (SLA) X
, BYREARgHARE, MEFHERLE T IMREhERE]. XERATI TR LUE
AARBA AR, HENSEFLNBRRARBE L,

BRIABRAT G FEEMNESER, WSARATIT i F e,

FeREH
o IRAIE NEREA K RHACS init 47 &,

o BANIA Red Hat Container Registry #1—/ pull secret #{TBR%IE, HXM
registry.redhat.io TERERHIEIE, 1ES%E Red Hat Container Registry Authentication o

o WA RTF AT Central RS FIIH O S

i =
o ZITUATES :
$ helm install -n stackrox \
--create-namespace stackrox-secured-cluster-services rhacs/secured-cluster-services \
-f <name_of_cluster_init_bundle.yamlI>\
-f <path_to_values_public.yaml> -f <path_to_values_private.yaml|> \0

--set imagePullSecrets.username=<username> \
--set imagePullSecrets.password=<password> 6

@ A -ETERE YAML RESTHIE,
9 1 Red Hat Container Registry B35 1EE & pull secret B F 4.

9 8% Red Hat Container Registry 2% 1ER pull secret B,

B (f AFLLEMR(C) RS ERE secure-cluster-services Helm Chart, 15 init fl41&
YAML AR MR ZE 2 %245 helm install 635 :

I $ helm install ... -f <(echo "$INIT_BUNDLE_YAML_SECRET") 0

INRIT(EF base64 DA E, 1E# A helm install ... -f <(echo
"$INIT_BUNDLE_YAML_SECRET" | base64 --decode) #5 4,

Hth BHR

® 7y Red Hat OpenShift LB RHACS 4 F L init 402

4.4.2.3. T2 secure-cluster-services Helm chart J5 5 B & 1517

1T E 2 secure-cluster-services Helm Chart &, &8 LRI EC & £ T 1T i

L {8 helm upgrade @ BTN, RN AUTAENFEX :
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https://access.redhat.com/support/offerings/techpreview/
https://access.redhat.com/RegistryAuthentication

&5 4 % 1 RED HAT OPENSHIFT b %% RHACS

o &k Tl«iﬁﬁﬁ --set I --set-file ZHIEERE(H, BE, XLELETAKBRE, BIAEHTENR
i, 1R FohigE AL,

o FLHEN (W5 ScannerV4) EENHEGEL AT, HIb, EUIITEFITIXL R R IRHE
CA.

BF

HiEEF V4 RE— MRS, BORTIIIRER L1087 MR 55 F KX
(SLA) %, BEIIERTeEHARE, ABETHEEE - IMNERERE], XEk

=

ARINBETheE AT LME R iR BIX A BIEE, HENSEFLMBRRHRBEE L.

BRIABERAT G FEEMNESER, WSARATITiEF e,

o MR CA ‘THJJ&A;I% FFEAE Helm chart £/, NIAZIMERFHRRFRIXLE(E, FFHRHS
helm upgrade 4, central-services Helm Chart WREF &I SERTREBNERD

TEE’J AR TJ o

o N CATE Helm Chart ZH 4K, FTEZE central-services chart 124, AL IEAIITE
&/ helm upgrade & S ERIITIZIEME, BHIUTE helm upgrade s 5 {EF --reuse-

values 1ri&o
it =3
1. A% {EEH values-public.yaml 71 values-private.yaml E & 3214,

2. i&17 helm upgrade 5 FHE A -f LIS EEE X4 :

$ helm upgrade -n stackrox \
stackrox-secured-cluster-services rhacs/secured-cluster-services \

--reuse-values \0
-f <path_to_values_public.yamlI>\
-f <path_to_values_private.yaml>

ﬂ INRIEIEUN T % SIE1E values_public.yaml 71 values_private.yaml SXERRR(E, S
& --reuse-values S,

4.4.3. £/ roxctl CLI EZ 258 P %% RHACS
WA E IR R,

FeREH
o MMRIEITXIE roxctl CLI S EMK L RSB LREMAERAMNSH, NIEZREE roxctl CLI,

o [MEEMMILREIRREMAERIH,

ik
® 7E OpenShift Container Platform RE&&#H, BIIZ 17145 Xes LB AKERE Sensor Hit,

4.4.3.1. 2% roxctl CLI
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IMSIESE T IS0, AT LATE Linux. Windows 2% macOS £ %23 roxctl,

4.4.3.1.1. £ Linux %% roxctl CLI

REI LUIRBBLLTRFZTE Linux £ % roxcetl CLI Z &34,

Pz
. FATF Linux B roxctl CLI T F amd64. ppc64le #1 s390x 2244,

e
1. BEBEIMRERSM roxetl 2854 -

I $ arch="$(uname -m | sed "s/x86_64//")"; arch="${arch:+-$arch}"
2. F# roxctl CLI :

I $ curl -f -o roxctl "https:/mirror.openshift.com/pub/rhacs/assets/4.4.3/bin/Linux/roxcti${arch}"
3. f&# roxctl Z i HISTHFRIHAT -

I $ chmod +x roxctl

4. ¥F roxctl Z#HHISTHERE PATH 9B EH -
EHEEMH PATH, 5HITUTHS :

I $ echo $PATH
o INIFREREM roxctl iR :
I $ roxctl version

4.4.3.1.2. £ macOS %% roxctl CLI

157 LURBR LT RAZIE macOS A& E roxetl CLI —/E 24,

" AT macOS B roxctl CLI AT T amd64 2814,

it

1. % roxctl CLI :

I $ curl -f -O https://mirror.openshift.com/pub/rhacs/assets/4.4.3/bin/Darwin/roxctl

2. MZitHI X ERrR AT BEM
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I $ xattr -c roxctl

3. {# roxctl Z# I STERTHIAT ¢

I $ chmod +x roxctl

4. 15 roxctl Zi#HISTH4REl PATH A9BSR -
EHEEMH PATH, H5HITUTHS :

I $ echo $PATH
o IFmEZRER roxetl iA :

I $ roxctl version

4.4.3.1.3. £ Windows _E 223t roxctl CLI

REI LUIRBBLL T RFZTE Windows £ %23 roxctl CLI Z ISz {4,

. amd64 {14 7 & A F Windows B9 roxctl CLI,

it

e T# roxctl CLI :

I $ curl -f -O https://mirror.openshift.com/pub/rhacs/assets/4.4.3/bin/Windows/roxctl.exe

o IFmEZRER roxetl iiA :

I $ roxctl version

4.43.2. %k %33 (Sensor)

ZERER, BYIERE Sensor, MG Sensor BRE R R M ENER P, hREAEHRINFE
EEtYhr

BRERBHRREFENTRE, FNEBELTFREL—
o fEM RHACS web [ 1 FEERHIAT, RERIMHAZITKREBHEE,

e {#fH roxctl CLI &y OpenShift Container Platform S8t B HE RASRECE, FHINEESEN
Central S5l < BX,

FRFH
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o MIIERET Central lRS5, A LIIE Red Hat Advanced Cluster Security Cloud Service
(RHACS Cloud Service) i ACS £l 3£i%i[R] Central R55.

4.4.3.2.1. f8H Web [ TFPRE ALK E

ik S
1. EREEHP, 7L RHACS [1/7H, i# A Platform Configuration - Clusters,

2. %$¥ Secure a cluster— Legacy REHik.
3. NEBHEE 1A,
4. IRIBEMEEE Sensor KALE, NHFERIRHHESMIE,
o MRMEER—EREPERE Sensor, HEZAAEFENIIME,

o MBMEMBIRNEMWER D, 15T central.stackrox.svc:443 &5 #9428, 77 &iH
OsiHnthit, GFHOS, TUEEMERR,

o MNREMEA—NZHIE gRPC MIF E39%25, W HAProxy. AWS Application Load Balancer
(ALB) 2% AWS Elastic Load Balancing (ELB), 1&f#F WebSocket Secure (wss) /11, f&F

ws :
o f#F wssy/ Fthik N ERTZL,
o fEMHtEARMIHOS, 0 ws:/stackrox-central.example.com:443,
5. m Next LA4kZE Sensor X &,

6. = Download YAML File and Keys T &R S (zip A1)

BF

SRHMAT zip FHEBRBIERNE-EENEY. T2EF—TEEPERR
AR,

7. TEA LA ARG IR B R G b, MERHS & hIRENF 21T sensor B :

I $ unzip -d sensor sensor-<cluster_name>.zip

I $ ./sensor/sensor.sh

INRIBRER B ERE Sensor FRRIINIRME S, HRRESVAREF, NHLREHEERT KA
B,

E8E Sensor [7, ERBRAPLFFIREEREER.
4.4.3.2.2. {8 roxctl CLI 23358

Y=

1. 217U %4, & OpenShift Container Platform B ERKFTEME RAERECE, FHIHESEM
Central £l R EX :

76



% 4 3 £ RED HAT OPENSHIFT L% RHACS

$ roxctl sensor generate openshift --openshift-version <ocp_version> --name
<cluster_name> --central "$SROX_ENDPOINT" @)

ﬂ % F --openshift-version i3, 151 E LR E OpenShift Container Platform kA=,
540, -/ OpenShift Container Platform k4 3.x #§%E 3, 77 OpenShift Container
Platform hR A 4.x 1587 4.

2. FERI LAV R4 R PR SRR RO R ST,  MERBHIAN & iR ENFFIZ 1T sensor B :

I $ unzip -d sensor sensor-<cluster_name>.zip

I $ ./sensor/sensor.sh

INRIBRER B ERE Sensor FRRHINIRME S, HRRESVARE, NHLREHEERT K
B,

BRE Sensor [, EREERFOLHRHEHER
1. IR[E RHACS TP H I EEBREHI. MRMKIN, HIE Platform Configuration - Clusters H

BEERRIIRE, FRERTRET—MEELSH Healthy R, MREZBEE LB AER

e, HERAUTaRSER

e 7£ OpenShift Container Platform H#i AL L F &4 :
I $ oc get pod -n stackrox -w

® 1f Kubernetes £, WAL T4 :
I $ kubectl get pod -n stackrox -w

2. = Finish =& O,

TG, Sensor FFAME RHACS IRERLER, RHACS [T {URRFIAERERE, HGMKRIERIE
>RQ

4.5. {5 OPERATOR 7 RHACS it B 22 2 &£ EEAR 551711

L{HF Operator RERELEEHIRSN, EaIEELIXE,

451 Z2EEIRSH B LT

LKA Central SEIF, Operator 7 7 Central B E L FIRBILLTEE B £ 77,

4511 =M E %iE

SR Description
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SR Description
centralEndpoint FAFiZE#EM Central EHIHMHR S, SBEWOS, MREHA—NIZHFIE GRPC BT H

R, HEATE ws:// Bt S B WebSocket Thil, MREE W SEIEE
i, Sensor &EIEEEITER—mRZEEHIZ1THI Central L4,

clusterName HEEEBEMIME— &2 FF, TRTE RHACS 1/, FRLSBUSBELING, BEEER
BE. ERREWH, EBOIMHRFEFUENTR,

4.5.1.2. AR ZE

SR Description

admissionControl.lis 157 true U5 BG4 BB IESRB& 5 H], BRIMME N true,
tenOnCreates

admissionControl.lis 157 true 35 Kubernetes =4/ A IR =055 %L, tNport-forward 1 exec
tenOnEvents =4, BATET Kubernetes API 5 VHRA R, ZRINE N true,

admissionControl.lis 57 true kX REH /S A LRI El, FRIES Listen On Creates %/
tenOnUpdates true, ENEeF2%EN. FKINMEH true,

admissionControl.no MREHFZBWAGRERET R LiZ1T, ERLUERLESHEET mikfEs.
deSelector

admissionControl.tol MRV mkFSREFEERT R, BEFERLILSHEEES 2RBR#E, HL K% Admission
erations Control IR, S EERTEMIEN T =,

admissionControl.re  FERALLSHESEANILHISSHNEIATREHE,
sources.limits

admissionControl.re  FERALLSHESEANILH SN TRIER,
sources.requests

admissionControl.by  fERMUTEZ —EESE T A AEHI 28506
pass

e BreakGlassAnnotation 7tiFi&1+ admission.stackrox.io/break-
glass JFfE58 A AR 2R,
o Disabled 2R R LER G M AIEH 2555 HI L HERITHEE,
240 (&7 BreakGlassAnnotation,
admissionControl.co FRUTEZ —EEEANIZHSREETUIUEETIFGHERER -
ntactimageScanners
o MMRBMMERHHHESR, ScanlfMissing.
e DoNotScanlinline F37E (b3 ATE KBRS 5 R,

24\ &5 DoNotScanlnline,
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admissionControl.ti
meoutSeconds

4513 HHEEFEE

% 4 3 £ RED HAT OPENSHIFT L% RHACS

Description

1E¥¥ Red Hat Advanced Cluster Security for Kubernetes tric h kM al, FERALLS
5 E Red Hat Advanced Cluster Security for Kubernetes BIg AF)EK,

{8 Scanner BCB X B & X OpenShift Container Registry(OCR)BIA S B HETRE

¥

scanner.analyzer.no
deSelector

scanner.analyzer.res
ources.requests.me
mory

scanner.analyzer.res
ources.requests.cpu

scanner.analyzer.res
ources.limits.memor

y

scanner.analyzer.res
ources.limits.cpu

scanner.scaling.auto
scaling

scanner.scaling.min
Replicas

scanner.scaling.max
Replicas

scannetr.scaling.repli
cas

scanner.Tolerations

scanner.db.nodeSel
ector

scanner.db.resource
s.requests.memory

Description

1 LSRR IS E ) label-key: label-value, Ll Scanner (VAERIES
BEER T R

Scanner BesMAFIE KR, FRIILLSHEZRIME

Scanner &23M CPU &K, [FRLSHEZINE,

Scanner B2sMAERE, FRILLSHESZRIME

Scanner 238 CPU fRHl, {FRLLSHEZIINE,

IR %% & ) Disabled, Red Hat Advanced Cluster Security for
Kubernetes %5 Scanner B3EMBDNT B, FIAE Enabled.

B BRR/NBIAE, BIAED 2,

B BRIRKBIAE, BIMEDS.

FIABIAL, ROIMEN 3,

IORT RIEFESRIERTR T R, HEALSED Scanner 875 R AR, {HMN
xo

[ LSRR e E ) label-key: label-value, Ll Scanner DB {UAEE
BERERZHNT =,

Scanner DB R&HIAFIF K, HERALSHESRIAE,



¥

scanner.db.resource
s.requests.cpu

scanner.db.resource
s.limits.memory

scanner.db.resource
s.limits.cpu

scanner.db.toleratio
ns

scanner.scannerCo
mponent

45.14. FigcE
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Description

Scanner DB &238 CPU 53R, ERLLSHESMINE.

Scanner DB B2xMARERE, FRALSHEZRINME.

Scanner DB &2389 CPU R, ERLSHEZIINE.

IR RIEFERRIEFS R R, EEALSE Scanner DB 185 R AR, (H
MR,

NSRRI IL%TT4% & 4 Disabled, Red Hat Advanced Cluster Security for
Kubernetes A2ERE Scanner #3F, TETE OpenShift Container Platform &8 £
£XF Scanner, #AIA{E77 AutoSense.

EFERABE X registry B {ERBKRERBIXE.

¥

imagePullSecrets.na
me

Description

RIERER RN Z B EMIER pull secret,

4.5.15. (58N T mBMIRE
HNENT mXENEEETPN TR EETNAGE LT —HEEXKE, BTRIPEENZS, XLEf

42 Collector #1 Compliance,

¥

perNode.collector.co
llection

perNode.collector.im
ageFlavor

Description

REFBIBEN L. BiIAE N CORE_BPF, #1821 CORE_BPF BF
BUBEINEE, tNRE%EREE NoCollection, Collector A& IR &S(EAAE XMLELIHIE
8, URRRHIT, TH%ETEE NoCollection. EBPF 71 CORE_BPF,

N pa =

L0857 EBPF %0, FHRELUSRIRRAPMHIPR, R
CORE_BPF #&f,

FAF Collector BUEHRK R, EALUFEIEE N Regular =X Slim, EH Hi&E
X, BEEXRLHAKHAZKESL, NRFEA SIim FIREE, EHImRIEN
Central SEBIEERI B AW, sEHARE Collector ZIFHIEFH. BINMEH
Slim,
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SR Description

perNode.collector.re  ERAISEES Collector FIBRIAFTIRBRE,
sources.limits

perNode.collector.re L SEER Collector FIBRIAFTIRIE K,
sources.requests

perNode.compliance  #ERESEE R Compliance FIERIABTIRIE K,
.resources.requests

perNode.compliance  ERAIS#ESE Compliance FIFKIAFRIRIE,
.resources.limits

45.1.6. 5 mARIXE

SR Description

taintToleration IR EREEER NI ITE2E MR, Red Hat Advanced Cluster Security for
Kubernetes EEBHAMBN T R EZITIRS, SEFRTR. NIREFHELT
h, BibsH%EH AvoidTaints,

4.5.1.7. Sensor Bdi&

WECERE LT Sensor HHRIXE, ZAMNKEREEEN—1 T RLEZT,

SR Description
sensor.nodeSelector IMREFE Sensor (NIERE TR LIZ1T, EAIMUEE T ks,

sensor.tolerations MR iR IEFR TR TR, HERALSHEIEEISaARE,. EH Sensor B
R, WBSHETERATEMEBENT =,

sensor.resources.lim  FHEXNSEHEE Sensor KEIA KRR E.
its

sensor.resources.re FEXNSHES Sensor BRI FRIE K,
quests

4.5.1.8. B EMEMIE

SR Description
tis.additionalCAs REEMNEMAE CAILER, XEILBEFBIAEILEBIA NSRS SR E
.
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SR Description
misc.createSCCs BEXEN true, LUEN Central |8 SCC, ERIRERTEF LN E dh H I R,

customize.annotatio fFHN Central BB E B E T,
ns

customize.envVars AFRENMETENERXE,

egress.connectivityP  fii& Red Hat Advanced Cluster Security for Kubernetes &5 M 1% ATE L B B 4

olicy Niz(T, AEEEXNT, Z2RNKREE LHRZESRN B EH,
overlays HSHER T B EEN Operator BE &4

452 R HEBEED Operator BE X &%
T fRunfa@ T overlays {£F Operator AR E I RHACS %24,

4.5.2.1. overlays

% Central =X SecuredCluster B E X FRE B USHUFEAL \%%E‘ﬁﬁﬁjﬂﬁﬂﬁpiﬁﬁ & LA
.spec.overlays FELH1TIHEE, HALLFESREUXLRE LHIRERNM Kubernetes FR,

.spec.overlays FEE—RITHK, EHIHHIUFLE, XLEHTH Kubernetes HiR LK)
Operator TEERE EIEEFAIHE Kubernetes FRNIE,

Digk

==
=

Central 7l SecuredCluster 8 .spec.overlays FEX 1T LMER A RIS BUE L
J Kubernetes KR, RBEEMEBENEE L FEEET SecuredCluster = Central B
FRIRME, FEMALIhEE,

Xt specoverlaysIjJﬁEB’Ji%EEEﬁBEE’J lﬁE}x%Tﬁ Kubernetes BB 1T
intricate G EEAFMENMITHEE, XATgER— PN LM, XFHEE LHAEIAT
—/\ﬁ_ﬁﬁ/ﬁﬁﬁﬁ%mﬁﬁﬁmﬁ Lﬁ,ﬁﬂ’ﬁu}zﬁ{ {2 F . BMEE M —

B, ®EEE” MR RRAME B P UL ETITH AR S Kubernetes R4 H, Jz
= u*%%w%#{%lﬁﬁ&EEXE’J%E"EH’E% EREMTIRIRMER, K

Itt, E%JH:UJ EXFFEF Kubernetes FHREH B FEATR XK, Hib M\?ﬁ%ﬁﬁ%ﬁﬁﬂ%
HFRAMEMSEY, FIREANKIEHREZ mifE,

LITFRBI SR T BRBILEH

overlays:

- apiVersion: v1 ﬂ
kind: ConfigMap @)
name: my-configmap
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patches:
- path: .data ﬂ

value: | 6

key1: data2
key2: data2

targeted Kubernetes resource ApiVersion, #l apps/v1,v1networking.k8s.io/v1
BREE (40 Deployment, ConfigMap. NetworkPolicy)
BRI AT, 40 my-configmap

F ¥R jsonpath ®iA, %0 spec.template.spec.containers[name:central].env[-1]

0009

FFERERN YAML £/ £

45211 &minE=

SFBEEN, EALTE Central 5 SecuredCluster B E IR ARINER. #FH OpenShift CLI (oc)sk
OpenShift Container Platform Web 2| & T8,

NRBEXERIEAEN, HKE RHACS Operator B SR B A BRI Hi0 MM,
4.5.2.2. B=H

4.5.2.2.1. 5§ Central ServiceAccount 53 EKS pod fafa ARN

1£ e ServiceAccount AN Amazon Elastic Kubernetes Service (EKS) pod & Amazon Resource
Name (ARN)Ff%, #0FAIRTR :

apiVersion: platform.stackrox.io
kind: Central
metadata:
name: central
spec:
#...
overlays:
- apiVersion: v1
kind: ServiceAccount
name: central
patches:
- path: metadata.annotations.eks\.amazonaws\.com/role-arn
value: "\"arn:aws:iam:1234:role\""

45222 FIAELEFAPRBE
FEIMETEX AR R SEd, WMTFHIFRE :

apiVersion: platform.stackrox.io
kind: Central
metadata:
name: central
spec:
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#...
overlays:
- apiVersion: apps/v1i
kind: Deployment
name: central
patches:
- path: spec.template.spec.containers[name:central].env[-1]
value: |
name: MY_ENV_VAR
value: value

4.5.2.2.3. A QPN R 45 SRBg

1£ allow-ext-to-central P4 SREEFRFRIN—NA DN, BAFiHO 999 g, M FHIFFR :

apiVersion: platform.stackrox.io
kind: Central
metadata:
name: central
spec:
#...
overlays:
- apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
name: allow-ext-to-central
patches:
- path: spec.ingress[-1]
value: |
ports:
- port: 999
protocol: TCP

4.5.2.2.4. & ConfigMap B

&4 central-endpoints ConfigMap #(#&, I TFHIFFT :

apiVersion: platform.stackrox.io
kind: Central
metadata:
name: central
spec:
#...
overlays:
- apiVersion: v1
kind: ConfigMap
name: central-endpoints
patches:
- path: data
value: |
endpoints.yaml: |
disableDefault: false

45225 FABHRME hR HBEH
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£ R MERRMF DS, WO :

apiVersion: platform.stackrox.io
kind: Central
metadata:
name: central
spec:
#...
overlays:
- apiVersion: apps/v1
kind: Deployment
name: central
patches:
- path: spec.template.spec.containers|[-1]
value: |
name: nginx
image: nginx
ports:
- containerPort: 8000
name: http
protocol: TCP

4.6. 5%51F RED HAT OPENSHIFT LB RHACS %3

RMITIE RHACS 2B EEMRENS K,

4.6.1. JiE &%

TREEE, BTN EFERERRANMAREIFIEA RHACS [/ it h R 21T 4 RN KT R F
>RO

LUTFE ORI HB RGN BARRFEEXERE, ©i18EYIE Red Hat Advanced Cluster
Security for Kubernetes BIF 2 FIERZ B A 1 - TH BE

WIE R .
. RIBENREBNSEE RHACS [ ] Hhdt -
a. X FERA :

I $ oc get route central -n stackrox
b. *F M EEER
I $ oc get service central-loadbalancer -n stackrox

c. MFWOEXL :
i. BT

I $ oc port-forward svc/central 18443:443 -n stackrox
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ii. ¥ https:/localhost:18443/,

2. {3/ Red Hat OpenShift CLI B/ TR :
I $ oc new-project test
3. EAXERRE—ENARRE
$ oc run shell --labels=app=shellshock,team=test-team \
--image=quay.io/stackrox-io/docs:example-vulnerables-cve-2014-6271 -n test

$ oc run samba --labels=app=rce \
--image=quay.io/stackrox-io/docs:example-vulnerables-cve-2017-7494 -n test

Red Hat Advanced Cluster Security for Kubernetes R7E[M5EEHR X f5 B B X L ERE L T AL £ X
R ERIER. HARHACS [THREFERER. BRI LMEREKIAE % admin F1ERBFHEEF
B RHACS 117,
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35 E THMES EZ%E RHACS

5.1. EEMFE S L RE RHACS HE 27 8
Red Hat Advanced Cluster Security for Kubernetes (RHACS)7E Amazon Elastic Kubernetes Service
(Amazon EKS), Google Kubernetes Engine (Google GKE)#1 Microsoft Azure Kubernetes Service
(Microsoft AKS) £/ B HEER RHACS IRt R 2R
TEH] :

o T ARATEMNEESE,

e T fi# Red Hat Advanced Cluster Security for Kubernetes Z2%4 ,

o MERIAFRERIE,
LUTFAIRRMH T RES RS TR

1. {# M Helm chart 5% roxctl CLI FTEEEfh %2 Central R %5,

2. HERFFRA init AR,

3 ABNREERPREREEH TR,

5.2. THMT S 5 RHACS Z% CENTRAL RS

Central 23 & RHACS N ARFEEAEMMRSH TR, ©OBEIEFAM. API ZEF RHACS [1/71
A, AT LAE B B — AR SE B SRR 7% 4 OpenShift Container Platform 2 Kubernetes 5£8%,

B LFERLUTAEZ —ZRE Central :
e {#HF Helm chart &3

o EMroxctlCLIZE (RIFBEFEHMECHBELRRTE)

5.2.1. {8 Helm chart &% Central

EA LUFER Helm chart 2% Central, MEZBEE X EMBE XL, FRARIME, SERTELINBE LE
BS B Helm chart,

5.2.1.1. 1/ Helm chart 2% Central, MEXHHE L

& AT LATE Red Hat OpenShift 8% L &% RHACS, & JNIN Helm Chart 3 # %% central-services
Helm Chart, LA%% Central 1 Scanner B9SEF2H 4,

5.2.1.1.1. Zxi0 Helm Chart B3

AR

e /N RHACS chart 2,

I $ helm repo add rhacs https:/mirror.openshift.com/pub/rhacs/charts/
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Red Hat Advanced Cluster Security for Kubernetes BJ Helm /& 21& B TR EAR R HEH Helm chart,
2ECE

o HATLRELEHHMHE (Central #1 Scanner) BIFRARSHelm Chart (central-services) .
= -3

BRBEEFAAG—R, HAGRAR-—RELGESMRIER,

o R2EEEIRS Helm Chart (secured-cluster-services), FATF &% per-cluster #1 per-node ZH14
(Sensor, Admission Controller, Collector 1 Scanner-slim),

v pa -

5 per-cluster HHSERNZ RN ENER D, HAEZENENAMAET RPEE
per-node 2H {4,

o ZITLLT @S REIERIMM chart FHEE

I $ helm search repo -l rhacs/

5.2.1.1.2. A EE ISR FLE central-services Helm chart

FRLL T UiBEZ4E central-services Helm Chart LAEREE F2HHE (Central #1 Scanner)

=S5

o RIAN IR Red Hat Container Registry, %M registry.redhat.io FTE RGNS, 155
# Red Hat Container Registry Authentication

o ZITLUT S RE Central RS FHEH—NEEHFEATF Central :

$ helm install -n stackrox \
--create-namespace stackrox-central-services rhacs/central-services \
--set imagePullSecrets.username=<username> \ﬂ
--set imagePullSecrets.password=<password> \9
--set central.exposure.route.enabled=true

ﬂ 7 Red Hat Container Registry {2335 1E & pull secret B9 .

9 85 Red Hat Container Registry &2 % 1ER pull secret B,

o =HE, BITUTHSLE Central RS HER—NE9%E 2K AT Central :

$ helm install -n stackrox \
--create-namespace stackrox-central-services rhacs/central-services \
--set imagePullSecrets.username=<username> \ﬂ
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-set imagePullSecrets.password=<password> \9
-set central.exposure.loadBalancer.enabled=true

ﬂ 1 Red Hat Container Registry B35 EE & pull secret B F 4.

B85 Red Hat Container Registry &{2%51ER pull secret B,

#H, BITUTHERE Central RS FHER—NiHOE L E LT Central :

[
ggl:

$ helm install -n stackrox \
--create-namespace stackrox-central-services rhacs/central-services \

--set imagePullSecrets.username=<username> \ﬂ
--set imagePullSecrets.password=<password> 9

7 Red Hat Container Registry B35 1EE & pull secret B F 4.

®9

85 Red Hat Container Registry &2 %5 1ER pull secret B,

BF

o MREHAZERIEEZEINERSHIERE P %L Red Hat Advanced Cluster
Security for Kubernetes, M| 77{# F proxyConfig 2#ig ERIBEE, 40 :

env:
proxyConfig: |
url: http://proxy.name:port
username: username
password: password
excludes:
- some.domain

o MREEBELEMMAEFPUET — PRSI pull secret, MARERAF
ZHAELG, WA LUER --set imagePullSecrets.useExisting="<pull-secret-
1;pull-secret-2>",

o FREERHE pull secret :

o HNRIREM quay.io/stackrox-io SFFE F DI UERI T FAMLE Y registry
FIEVEE R, {#/ --set imagePullSecrets.allowNone=true, M4 =iEER
2T,

o MMRMBLTEREM A ZHPHEIARS K- REE T 54 pull secret, &
FH --set imagePullSecrets.useFromDefaultServiceAccount=true, Mo <&
BERF&MEH,

LR FHIHH EE
o BHIERNEEAEM.,
o XTHEMFTBEEMEMNIIA.
® Helm £MBEMES,
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5.2.1.2. AT A BEE XM Helm chart 2% Central

I&E LUEF helm install #1 helm upgrade #4589 Helm Chart B & Z4(7E Red Hat OpenShift 5£8f E &
% RHACS, fEAILUMEMA --set £ 02 YAML ECiE S04SR I8 EiX LS,

BB LU X ELE Helm chart 3% %% Red Hat Advanced Cluster Security for Kubernetes :
o NHFEZEH values-public.yaml : {F FH Lt XX R FRT A FEBUREC B LT,

o THRCES M values-private.yaml : ERLNXHREFAEHREEE LT, BRIEZSMEFREX
N,

o [g& X4 declarative-config-values.yaml : f1R & A FBAMER BN FREMEBEHRMNE
Central, H IS H,

5.2.1.2.1. ¥ AR E X4
AT T values-private.yaml XA RIECE S, XLESHEBRIME,

5.2.1.2.1.1. 5% pull secret
M registry AR IRFT R AR IEBUR F LA TR -
o MRFEMABTE L registry, BUITIEEXLESH -
o imagePullSecrets.username
o imagePullSecrets.password
o image.registry
o MRANFERAFABMBEHEXINBE L registry, BRITIBEUTSHZ— :
o imagePullSecrets.allowNone
o imagePullSecrets.useExisting

o imagePullSecrets.useFromDefaultServiceAccount

SR Description

imagePullSecrets.us AT E%E registry MK B9 F £,
ername

imagePullSecrets.pa  FTFT&E%E registry MK B9 ZE D,
ssword

imagePullSecrets.all MR EFERABEE Lregistry, BRAFERBZIENER FHREEGR, EEHA true,
owNone

imagePullSecrets.us  LUES &M secret FIRIENE, a0, secretl, secret2, secretN., MIREE
eExisting EB R R (E AR T S FIERNR pull secret, I8 A LI,

90
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SR Description

imagePullSecrets.us MREBLEBGRREAPEE T EARESEEMEER pull secret FIBRIARR S5
eFromDefaultService F, i#f#H true.
Account

5.2.1.2.1.2. KA E

NREBEEEREEEINRIRS HIERE P %% Red Hat Advanced Cluster Security for Kubernetes, ]
WER proxyConfig 238 E NIBECE, B0 :

env:
proxyConfig: |
url: http://proxy.name:port
username: username
password: password
excludes:
- some.domain

SR Description
env.proxyConfig MR IR E,

5.2.1.2.1.3. Central
Central WA BCE S,
MNFHRE, ERAUBRTIU TS -
e central.jwtSigner.key
e central.serviceTLS.cert
e central.serviceTLS.key
e central.adminPassword.value
e central.adminPassword.htpasswd
e central.db.serviceTLS.cert
e central.db.serviceTLS.key
e central.db.password.value
o YRGB NXLSHIEEEN, Helm Chart & AENBBIEKIE.

o MREBMEUXL(E, HMALUEA helm upgrade 5 --set JETIE EH,

o1
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BF

central.jwtSigner.key

central.serviceTLS.c
ert

central.serviceTLS.k
ey

central.defaultTLS.c
ert

central.defaultTLS.k
ey

central.db.password.
value

central.adminPassw
ord.value

central.adminPassw
ord.htpasswd

central.db.serviceTL
S.cert

central.db.serviceTL
S.key

central.db.password.
value

ST BEIEG B, EAAEEA central.adminPassword.value =
central.adminPassword.htpasswd, {BREERERRE,

Description

RHACS RiZ %% 4 JSON Web S hE(JWT) 4T B P38 IERIFAEH,

Central BRZ5 M. FERE FR/O IR ERIE T,

Central 25 N {58 FRRI PR ERIE T BIFLEH,

Central NZERMA @R B #HES, RHACS FHiX/MEFBETF RHACS 11,

o NTFHZRLE, EMMIRMIET, BN RHACS ERBZERIEPRE
Central,

o MREFEAL, RHACS HERMAILHRHEEH,

Central NAE AR A~ BIETBIFAH,

o NTFHZRE, EBLIRMEFY, BN RHACS EFRBZERIEPRE
Central,

o MREFEAN, RHACS HERMAILH RHEEH,

Central BUEZEREZE,

FAFE5E RHACS MEE i B3,

AT EXE RHACS WEE AR, RIS IEM, & berypt

Central DB RSN FE8E Central DB BIRERIES,

Central DB AR5 M {5 A B9 PO BRILE 5 B9 FA S,

FAF%E#3 Central DB B9Z5H,



% 5= FHMTA EZRE RHACS

SNR{#E A central.adminPassword.htpasswd 2%, | 7{# A berypt RSB ILIE
oo WA LLZ1T htpasswd -nB admin @4 AR BILES. B0,

htpasswd: |
admin:<bcrypt-hash>

5.2.1.2.1.4. HiEF

StackRox Scanner 1 Scanner V4 IR EEESE (BATINE) &

BF

HiERF V4 RE—MARTIEIhRE, BORTIIIRER LG MRS F RN (SLA) X
F, BYREARHARE, MERHERE T IMREhERE ], XERATI TR LUE
AARBA AR, HENSEFLNBRREMARBE L,

BRIABRATGEEEXFEEMESER, WSARATIT g F e,

M FHNRE, EILUBGIUTSE, UK Helm Chart BEI4ERKE, BN, MNREARBHFMRA, Hig
EUTSHEE

e scanner.dbPassword.value

® scanner.serviceTLS.cert

e scanner.serviceTLS.key

e scanner.dbServiceTLS.cert

e scanner.dbServiceTLS.key

e scannerV4.db.password.value

e scannerV4.indexer.serviceTLS.cert
e scannerV4.indexer.serviceTLS.key
e scannerV4.matcher.serviceTLS.cert
e scannerV4.matcher.serviceTLS.key
e scannerV4.db.serviceTLS.cert

e scannerV4.db.serviceTLS.key

SR Description

scanner.dbPasswor T8t Scanner BB FEH T HMEIENENE, FEERLESE, RN RHACS B
d.value THIERER OB FEREE,

scanner.serviceTLS. StackRox Scanner RS A TERE StackRox {3 2SBIERIEH,
cert
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SR Description

scanner.serviceTLS. Scanner IR 55 1E FARIARERIE - RIFATH,
key

scanner.dbServiceT Scanner-db R N FEBE Scanner BB ZERIRERIES,
LS.cert

scanner.dbServiceT Scanner-db R4S {5 FA B9 R ERIE T BIFAER,
LS.key

scannerV4.db.passw A TFi#id Scanner V4 BiREH T HHIIENE, FEERLSE, EH RHACS
ord.value BENfERER A A E A HIE,

scannerV4.db.servic Scanner V4 DB RS5F T &% Scanner V4 BABZERRERIEF,
eTLS.cert

scannerV4.db.servic Scanner V4 DB AR 55 R {F B BIPRERIE 15 B9 FAEH
eTLS.key

scannerV4.indexer.s Scanner V4 IRS5 B T &8 Scanner V4 Indexer FIRERIESH,
erviceTLS.cert

scannerV4.indexer.s Scanner V4 Indexer {# F3BI P ERIE 5 B9 FAEH,
erviceTLS.key

scannerV4.matcher.s  Scanner V4 RSB FEBZE Scanner V4 Matcher BIRERIE,
erviceTLS.cert

scannerV4.matcher.s  Scanner V4 Matcher 1% {5 F8 B9 PIERIEF BFAEH.
erviceTLS.key

5.2.1.2.2. R EEXH
ATFH T values-public.yaml X4 AR B S,

5.2.1.2.2.1. 5% pull secret

FERPIEN secret 2 M registry FRAIEVERAF BHVEIL,

SR Description
imagePullSecrets.allowNone MREFERABE L registry, BRATFEEBERIENIER

THIEEER, TEEH true,

imagePullSecrets.useExisting LIE S 2R secret FIRIEN1E, 40, secretl,
secret2 NREBEBIRep BRI RAE T HLER
BY5E1& pull secret, TII{sE AR L2501,
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SR Description

imagePullSecrets.useFromDefaultServiceAcc IREBLEB LA PEE T EA RIEEREM
ount 5% pull secret FIEKIABRSSTK P, 15 true,

5.2.1.2.2.2. 5k

BRFEBABCE R ILE X registry, Helm Chart B3 fi#4T
central.image. scanner.image. scanner.dblmage. scannerV4.image #1 scannerV4.db.image &

W ER,
SR Description
image.registry BiR registry Mutthit, EREMNE, W0

registry.redhat.io L2 registry 4%, 0
us.gcr.io/stackrox-mirror,

5.2.1.2.2.3. R &8

Red Hat Advanced Cluster Security for Kubernetes & B 5hIQMIBIERFI T, Fh
env.openshift. env.istio. #1 env.platform % &H, (UXEXL(ERERBERFINERN,

SR Description
env.openshift f&F true 7£ OpenShift Container Platform & £ %

LHEZBNERIMRRN,

env.istio fEAtrue EEA T Istio WER L REHBZEIE
BRI,
env.platform ERE RHACS WA, FHEELET) default = gke

Le BT A A BE B IRREMERN,

env.offlineMode M true EB & EHA RHACS,

5.2.1.2.2.4. Hfhal{FuE-fm A Hia

RHACS BH1B|HEEENRERIER, Y Central i, StackRox Scanner 2 Scanner V4 715X & BIE
FR IS FR A AV & FRRDIE Bk 2 B Rl E B E NI X IR S BIARSS, eI LUER AT SECRIEE
XX L R S5 IS T -

SR Description
additionalCAs.<certificate_name> 18 E ZEMEMRIEBIANEE PEM RiSIES,

5.2.1.2.2.5. Central

o)

5
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Central WAl EEE S,

o (RIEHE A MFAEILETIEE 7y hostPath 5 persistentVolumeClaim,

o ATFAFAMUIFNFREBE, BUIEE—ISH, TUR
central.exposure.loadBalancer. central.exposure.nodePort = central.exposure.route, 0l
REEHNXESBIEEEMAE, BRMFNAF Central, SfEAIROENL (port-forwarding)

Dl e,

TREENER PostgreSQL HIBEMILE,

96

¥

central.declarativeConfiguration.mounts.conf

igMaps

Central.declarativeConfiguration.mounts.sec
rets

central.endpointsConfig

central.nodeSelector

central.tolerations

central.exposeMonitoring

central.image.registry

central.image.name

central.image.tag

central.image.fullRef

central.resources.requests.memory

Description

HEHA T F AR EECERSY,

HEH B TFREED secret,

Central Bif s EC & 100,

MRV REFSBAFEGIT R, HERBLSHREE
taint toleration key. value # effect, LLSHEER
FERZRITT R,

MRV REFSBAFEGRT R, HERBLSHEE
taint toleration key. value # effect, LLSHEER
FERZRITTT R,

f87E true, LUfEIRES 9090 £y Central AFF
Prometheus 155 s,

T &S Central iR1&M2 5 image.registry SH18
H7E X registry,

BERMIA Central KB (main) KB E LH KRS
ﬂ‘o

E %= Central BEBRUMEN B E RGN, NR7E
FRESRPIBE T BESHHREINE, NIRWIIEZ
7 helm upgrade <5 F % BT AR AN F 5738 1Nt iR
%, AR mirror T B S registry RRIRR, 1B
ZEWRA RIS,

Central Hil&HITESE, OIF registry Hhllt, itk
MR RIT S . NEBBABERES
central.image.registry. central.image.name
#1 central.image.tag %4,

Central IRTEIE K,



¥

central.resources.requests.cpu

central.resources.limits.memory

central.resources.limits.cpu

central.persistence.hostPath

central.persistence.persistentVolumeClaim.cl
aimName

central.persistence.persistentVolumeClaim.c
reateClaim

central.persistence.persistentVolumeClaim.si
ze

central.exposure.loadBalancer.enabled

central.exposure.loadBalancer.port

central.exposure.nodePort.enabled

central.exposure.nodePort.port

central.exposure.route.enabled

central.db.external

central.db.source.connectionString

% 5= FHMTA EZRE RHACS

Description

Central B9 CPU 183K,

Central IRERRIE,

Central B9 CPU Rl

RHACS Nz OB EIEESH T m EREEE, ZI0ERHE
TR X LI,

EEFEANFAMESFRPVCO)BEM.

f#F true 023 PVC sifalse EFEHEMAEFEER,

HEERAEENFALSHAN (LGB HH
i) .

fEF true @i F B M E9% 23 A FF Central,

ERNFF Central HimO S, BIAIROSH 443,

A true @B1F 17 i ARSS A FF Central,

Z T Central IRA S, HIEBkT S

fF, OpenShift Container Platform & B 59 B — N
0%, MREFERT RIHEOAFF RHACS, LLIERIUE
AEEEROS,

{8/ true @i BRI/ TF Central, BEIGERT
OpenShift Container Platform $28%,

2 true IEEARNVERZEH R DB, FEMERNEREK
=,

BT EEIIRIEERN Central BIEERR R, X(UEN
central.db.external % &7 true I {E M, HEEFR
B TIR A keyword/value #&=, 4 PostgreSQL 3
¥y fy "Additional resources” Frit,

o (¥ PostgreSQL 13,
o A XHEn@T PgBouncer iE#E,

BFRBARBRAS, 8O pRETE
}_EO
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98

¥

central.db.source.minConns

central.db.source.maxConns

central.db.source.statementTimeoutMs

central.db.postgresConfig

central.db.hbaConfig

central.db.nodeSelector

central.db.image.registry

central.db.image.name

central.db.image.tag

central.db.image.fullRef

central.db.resources.requests.memory

central.db.resources.requests.cpu

central.db.resources.limits.memory

central.db.resources.limits.cpu

central.db.persistence.hostPath

central.db.persistence.persistentVolumeClai
m.claimName

Description

SRR HNEBIEENRNEER,
SRR HEIREEREER LR,

A EI RSB ZR AT LU R AL IR

N

Lo

FF 73R DB #J postgresqgl.conf, %0 PostgreSQL X
R AR NN TR R AT IR,

FAF Central DB B pg_hba.conf, #0 PostgreSQL X
¥R BY "Additional resources" i,

[ kSRR E IS E  label-key: label-value,
LLis ] Central DB BRI BB B EI T =

—NBEE L registry, AAF&EZ Central DB R 2
5 image.registry %4,

BEEHRIAP R DB B & (central-db) B E i
F &

& Central DB SIS B E LIRS, 40
REFRESEPIEE T BSWERINGE, NE®I
1£i247 helm upgrade &5 72 EI3 AR AN F 538 0
PR, MNRIEIEE T registry & Central DB
Bifg, BT EBURRAHESRITE,

Central DB &S ESE, SiE registry ik, 5
REMMNGERITGE, AHSBIXEBERES
central.db.image.registry. central.db.image.
name 70 central.db.image.tag %%,

Central DB BIAZ1E K,
Central DB BJ CPU 1&3K,
Central DB B TFIR(E.
Central DB #J CPU BR#l,

RHACS MIZOEBIBFESHT = EMERER, IERH
FFERIX AL,

EEFEANFAMESHERPVCO)BEN.



¥

central.db.persistence.persistentVolumeClai
m.createClaim

central.db.persistence.persistentVolumeClai
m.size

5.2.1.2.2.6. stackrox Scanner

TRIIHE T StackRox Scanner WHEIECESH, X=2BRT 1T Af¥ES
Scanner V4, StackRox ARt SHUTEERIAHE. MAIRAE 4.4 T4,

&3, 15517 Scanner V4 SHM T —3K,

¥

scanner.disable

scanner.exposeMonitoring

scanner.replicas

scanner.logLevel

scanner.nodeSelector

scanner.tolerations

scanner.autoscaling.disable

scanner.autoscaling.minReplicas

scanner.autoscaling.maxReplicas

scanner.resources.requests.memory

scanner.resources.requests.cpu

% 5= FHMTA EZRE RHACS

Description

M true IE— NS AMESEEE, =Xfalse skfE

BAIlAEMERR,

HEERAEENFALSHAN (LGB HH

fiI)

P HEaRER, MRE2EEH
B LR A Scanner V4 LR

Description

1 true 7E% 8 StackRox 11HSSMIE R T &k
RHACS. %f$H5 helm upgrade &4 —i&fE A
7, Helm &£#MINAH StackRox Scanner ZRE,

5E true, LUEHRDOS 9090 5 StackRox Scanner
N FF Prometheus FEHRiH &,

“}1 StackRox Scanner E3E S/ HIEI AL, é’l‘ﬂ—f}ﬁ’:}
scanner.autoscaling SHIEEBEAN, XMER
WEAEI AT,

& StackRox Scanner BBESG, AEENAIER

17 LSRR S T8 E ) label-key: label-value,

LLng i StackRox Scanner (HE R BB EMREMT
=1

o

MR kAR TR R, EERALSECH
StackRox Scanner I8 E{5 m AR, HIIMR, S
BEERTFTEMEEMT &R,

{# M8 true 5 StackRox Scanner BREZHB T B,
ZHashy BN, minReplicas #1 maxReplicas
SR BT AR,

B BRMR/NEIARE,
B BRMRKEIAE,
StackRox Scanner IRTEIH K,

StackRox Scanner B9 CPU & 3K,
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SR Description
scanner.resources.limits.memory StackRox Scanner BIRZBRIE,
scanner.resources.limits.cpu StackRox #2889 CPU BRI,
scanner.dbResources.requests.memory StackRox Scanner HIEF BRI FIE K,
scanner.dbResources.requests.cpu StackRox Scanner ##EFEEEH CPU 1K,
scanner.dbResources.limits.memory StackRox Scanner & BN ERIE.
scanner.dbResources.limits.cpu StackRox Scanner ##EF R EH CPU BRI,
scanner.image.registry StackRox Scanner 5 {&BI B E X registry,
scanner.image.name FEEZ 2 StackRox Scanner &2 M HRFE )8
B E L&A,
scanner.dblmage.registry StackRox Scanner DB HifBIB E X registry.
scanner.dblmage.name E & B StackRox Scanner DB & & ff(scanner-
db)H B E LR &R,
scanner.dbNodeSelector 77 LSRR 38 E N label-key: label-value,
LUl StackRox Scanner DB (WA B BB EIRE
B9 =
scanner.dbTolerations MR RIEFEREFESRT R, HERALSED

StackRox Scanner DB 8 €5 m AR, (HFME,
S8 EE BT EMZE T =,

5.2.1.2.2.7. scanner V4

TRFIIHE T Scanner V4 WATEC B S 31,

BF

HiERF V4 RE—MRTIEIhRE, BORTIIIRER L8 MRS F NN (SLA) X
, BYREARHARE, MEFHERE T IMREhERE . XERATITThEE A LUE
AARBIA AR, HENSEFLNBRREMARTE L,

BRIABRAT G FEEMESER, WSARATIT i F e,

SR Description
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scannerV4.db.persistence.persistentVolume
Claim.claimName

scannerV4.disable

scannerV4.exposeMonitoring

scannerV4.indexer.replicas

scannerV4.indexer.logLevel

scannerV4.indexer.nodeSelector

scannerV4.indexer.tolerations

scannerV4.indexer.autoscaling.disable

scannerV4.indexer.autoscaling.minReplicas

scannerV4.indexer.autoscaling.maxReplicas

scannerV4.indexer.resources.requests.memo
ry

scannerV4.indexer.resources.requests.cpu

scannerV4.indexer.resources.limits.memory

scannerV4.indexer.resources.limits.cpu

% 5= FHMTA EZRE RHACS

Description

AT & Scanner V4 HFAHIEN PVC &FR, IR%
EEHEELHHPVC, NEtIEE, MNREEX
&, MEI\{E N scanner-v4-db, JF51EEIEE K,
% Central #MIBRET, PVC A& B SIMIER,

5 FA false =2 Scanner V4, HiZBLLSEET, s
/@51 % & scanner.disable=false /= F
StackRox Scanner, TEiAE] StackRox Scanner #]
Scanner V4 Z [ABIThEEFBRLIHET, Scanner V4 R
BE5 StackRox Scanner #5i&{# M, T*XFETEEEH
StackRox ¥ 23891E R T /5 A Scanner V4, Z{#EMH
helm upgrade @ SF L SHUILE S true I, Helm
SBRINEHI Scanner V4 B E,

5E true, LUEEROS 9090 L5 Scanner V4 A FF
Prometheus 155 s,

1 Scanner V4 Indexer SRE QIR AT, LIEF
scannerV4.indexer.autoscaling 2 —i&fE A
i, XMERXEBEIIARIAE.

fid & Scanner V4 Indexer BIAES ], LIIEEWNAE
BB B EYHNME(NFO),

[ kSRR E IS E ) label-key: label-value,
LLig ) Scanner V4 Indexer (U RIEH I8 ERZH
TR

MR iR AR s R T =, HERLESEN
Scanner V4 Indexer 38 €5 m AR, HIMR, It
SHEERTEMEET =,

{# 8 true 7y Scanner V4 Indexer SREZH BT &,
2Hashy BN, minReplicas #1 maxReplicas
SRR AR,

B BHR/DBIEE,
B BRIRKXBIEAH,

Scanner V4 Indexer BIRTFIE K,

Scanner V4 Indexer B9 CPU 153K,

Scanner V4 Indexer I TZBRE.

Scanner V4 Indexer B9 CPU R,
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scannerV4.matcher.replicas

scannerV4.matcher.logLevel

scannerV4.matcher.nodeSelector

scannerV4.matcher.tolerations

scannerV4.matcher.autoscaling.disable

scannerV4.matcher.autoscaling.minReplicas

scannerV4.matcher.autoscaling.maxReplicas

scannerV4.matcher.resources.requests.mem
ory

scannerV4.matcher.resources.requests.cpu

scannerV4.db.resources.requests.memory

scannerV4.db.resources.requests.cpu

scannerV4.db.resources.limits.memory

scannerV4.db.resources.limits.cpu

scannerV4.db.nodeSelector

scannerV4.db.tolerations

scannerV4.db.image.registry

scannerV4.db.image.name
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Description

3 Scanner V4 Matcher SR EQIEZRBIAZL, XTI
scannerV4.matcher.autoscaling 2 —i2{&H
i, XMERXEBIARIAE.

IR AE R HREINBELE(INFO),

1 kSRR E TS E ) label-key: label-value,
L%l Scanner V4 Matcher (U E R BB EIRER
TR

MR kAR TR R, EERALSECH
Scanner V4 Matcher I8 €15 m R, HAMER., Ik
S EE R T EMZEM T R,

{# /3 true 7 Scanner V4 Matcher S8 EZH BT
‘. ZRAE3Y BN, minReplicas #1
maxReplicas Z# & E EAIMR.

B BHR/DBIFE,
B BRRKXBIEAH,

Scanner V4 Matcher IRITEIE K,

Scanner V4 Matcher B CPU 153K,

Scanner V4 BB EEREMARFIE K,

Scanner V4 #UIEFEERE R CPU 153K,

Scanner V4 #IREEEHINFRIE.,

Scanner V4 B ZEERER CPU BRH,

[ kSRR E TS E  label-key: label-value,
Lzl Scanner V4 DB (U E B E B8 E MR
=

o

IR REFERERES R R, EEALSE
Scanner V4 DB 575 m AR, [HMMR, LB
FERTEMEMET R

Scanner V4 DB &I E E X registry,

EEBA Scanner V4 DB & & #F(scanner-v4-db)
BB E LR AR,



% 5= FHMTA EZRE RHACS

SR Description

scannerV4.image.registry Scanner V4 B&BIB E X registry,

scannerV4.image.name EERIA Scanner V4 g & #(scanner-v4) M H E
BRI,

5.21.2.2.8. HEX
EAIX LS RHACS QIBIATAE X RIEEMINE M.

SR Description

customize.labels M INEIAR A X REV B E T35,
customize.annotations MIANBIRRE X REVE E SCERE
customize.podLabels MEANEIRTE SRE R B E AT,
customize.podAnnotations MEINEIRRA BRE R B E SUERR,
customize.envVars FIBEN KRHMAERGNEE UMREE,
customize.central.labels i INZE Central BZBIFR BN REYBE E LIR5E,
customize.central.annotations MIANE h R ABERIATE N KRB B E SUE R,
customize.central.podLabels MENEIFRE P REBH B E LR,
customize.central.podAnnotations MEINEIRFAE P REBERI B E E AR,
customize.central.envVars FIERRASZNEE ML E,
customize.scanner.labels I INZE) Scanner BIZBIFRAN KRB B E LR,
customize.scanner.annotations MEANEI Scanner BIBBIFT AN REVE E SUEFR,
customize.scanner.podLabels MANEIFRA Scanner SPEHIE E LIRE,
customize.scanner.podAnnotations MIINZEIRTA Scanner BB E EME,
customize.scanner.envVars P Scanner RaaMBE LIMNEZE,
customize.scanner-db.labels i NZE) Scanner DB BIZBIFR AN KRB B E IR,
customize.scanner-db.annotations MEfNE Scanner DB SIEBIFT AN REVE E SUEAR,
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customize.scanner-db.podLabels

customize.scanner-db.podAnnotations

customize.scanner-db.envVars

customize.scanner-v4-indexer.labels

customize.scanner-v4-indexer.annotations

customize.scanner-v4-indexer.podLabels

customize.scanner-v4-

indexer.podAnnotations

customize.scanner-4v-indexer.envVars

customize.scanner-v4-matcher.labels

customize.scanner-v4-matcher.annotations

customize.scanner-v4-matcher.podLabels

customize.scanner-v4-

matcher.podAnnotations

customize.scanner-4v-matcher.envVars

customize.scanner-v4-db.labels

customize.scanner-v4-db.annotations

customize.scanner-v4-db.podLabels
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Description

MANRNFFAE Scanner DB SREM B E U IRE,

MtANZIFRA Scanner DB EREBHIB E TR,

i Scanner DB B2 B E UIMEDL =,

MtHNZEl Scanner V4 Indexer BIZMIFREN RIE E XL
%, FHEMEIE Fei18 pod.

MtHNZEl Scanner V4 Indexer BIEZMIFRE N KRB E XL
SEfR, FHHHIEIETF 118 pod.

MtHNZEl Scanner V4 Indexer BIZMIFRE N RIBE E XL
%, FHEEIE Fei18 pod.

MtHNZEl Scanner V4 Indexer BIZMIFRE N RIE E XL
SEfR, FHHIEIETF 118 pod.

Ffi Scanner V4 Indexer B2 REBFE 118 pod ¥
BHEUMREE,

MtHNZEl Scanner V4 Matcher BIIEMFRE N KRB E L
%, FHRABIIFEN pod.

MihnZE Scanner V4 Matcher BJEZRIFRFE W R B E X
SEfR, FHMHIEISIIREM pod.

MtHNZEl Scanner V4 Matcher BIIEMFRE N RHB E X
%, FHRAEIIFEN pod.

MtHNZEl Scanner V4 Matcher BIIEMFRE N KRB E X
SEfR, FHMIEIEIIREM pod.

Ffi Scanner V4 Matcher K2z R EBEF 118 pod
HBEESGMELE,

MiANE Scanner V4 DB B2 FFE N R B E Ik
%, FHIBIEIIFREN pod.

MiANE Scanner V4 DB S MFIEN KRB E E
iR, FHMBIelIFTEM pod.

MiANE Scanner V4 DB B2 FFE N KRB E Ik
%, FHIBIENIFREN pod.



% 5= FHMTA EZRE RHACS

SR Description
customize.scanner-v4-db.podAnnotations MEANZEI Scanner V4 DB OIIEBIFT A X KRB E UE

f#, FHEElIFEN pod.

customize.scanner-4v-db.envVars FTE Scanner V4 DB B X EEF 18 pod B E
SN E,
R eI LA -

e customize.other.service/*.labels # customize.other.service/*.annotations S, B
RIEEIZIERR,

o TE, IEMIFTEMIRS A, {540 customize.other.service/central-loadbalancer.labels #[
customize.other.service/central-loadbalancer.annotations fE iy &%, HiXBE1MIE.

5.21.2.29.B8%HEX

BE
FTHREENSBNATER. LB FEERG R ZE R AZTRARIE RHACS
S,

Description

allowNonstandardNamespace {5/ true ¥ RHACS B E RIS 1A 6p % 22 [F] stackrox
LS9 42 22 8]
allowNonstandardReleaseName {#FH true {F A2k stackrox-central-services LA

NBI L TR AL FRERZE RHACS,

5.2.1.2.3. FEAMACE{H

ZHEAFAMRE, BYH0E—D YAML X (FEXN3BIFR, %75 "declarative-config-
values.yaml") ) , LUSEBAMEEREZRME Central, WWXHATF Helm B3,

i =
1 FERAUTREIOE YAML X (AfBIFH declarative-config-values.yaml)

central:
declarativeConfiguration:
mounts:
configMaps:
- declarative-configs
secrets:
- sensitive-declarative-configs

2. &% Central fRS5 Helm chart, #0"%%% central-services Helm Chart"® ik, 3|F declarative-
config-values.yaml X {4,
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HAth B
o EHEFRFE - PostgreSQL XH4
o BIEEXMHIITSEAE - PostgreSQL X1

® pg_hba.conf X4 - PostgreSQL X145

5.2.1.2.4. % central-services Helm chart

Bci& values-public.yaml #1 values-private.yaml 3X#4/5, %%% central-services Helm Chart K& ZE S
R HM (Central #1 Scanner) &

AR

TUT S

stackrox-central-services rhacs/central-services \

iz
$ helm install -n stackrox --create-namespace \
-f <path_to_values_public.yaml> -f <path_to_values_private. yaml>ﬂ

fER - EUEE YAML BB & SXA4FRIER R,

 NRFHAFBAMEE, & -f <path_to_declarative-config-values.yaml 75 0Z!
ltl: 84, LUETE Central R3EE AR B SXUE

5.2.1.3. TEZBZE central-services Helm Chart J5 B (B & 12 17

1E£ERE central-services Helm Chart j§, &8 LUSHMEAIER & AT 1T R X,
L {8 helm upgrade @ B FHITIENNT, RN AUTAENFIEX :

o MILFILUER --set T --set-file SHIEEREE, BHE, XLETNAIFKRE, BHAEIHTER
i, 1R FEhig E AL,

o FLHEN (WI/5H ScannerV4) EENHEGEL AT, HIb, EUIITEFITIXLE R IR
CA.

BF

HREF VA RE— A?ﬂﬁ INEE. BORTHITThRER LG AR 55 F R il
(SLA) ZFr, HIIBERREH AR, ABTHEEE - IMNEHRERE], XEk
ARINEINE TM@FHF&EWFH%EE’JHJ% HENSEF LM BRRERGEE L.

BRIABRAT TR FEEMNESER, WSARATIT i F e,

o MR CA E%D&Aztaﬁ FF2AE Helm chart £/, NI SIMEEFRRZFRXLE(E, FFHRHS
helm upgrade 4, central-services Helm Chart WREF &I SERTREBNERDN
BRI,
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% 5= FHMTA EZRE RHACS

o %R CATE Helm Chart A ERK, FERZ central-services chart I, HLIELITE
&/ helm upgrade ST ERHITIZIRME, BI207E helm upgrade fp A --reuse-
values Tr7&,

it =3
1. A% {EEH values-public.yaml 71 values-private.yaml & 3214,

2. 1517 helm upgrade @ S HEFA -f LTS EER B X4 :

$ helm upgrade -n stackrox \
stackrox-central-services rhacs/central-services \
--reuse-values \0
-f <path_to_init_bundle_file \
-f <path_to_values_public.yamlI>\
-f <path_to_values_private.yaml>

Q INRIFIEWQR T % B SIETE values_public.yaml 7 values_private.yaml XX#-/fE, EE
& --reuse-values %4,

5.2.2. ¥ roxctl CLI 2% Central

Digk

==
[=]

STFAEFIME, ZI18EEIE A Operator % Helm chart 3k %&4& RHACS, MRIEFEFE
FALLAENRELRREEE, BUAZHEA roxetl ZEHE,

5.2.2.1. 2% roxctl CLI

EL % Red Hat Advanced Cluster Security for Kubernetes, &1 T & — i3l S {4 & & % roxctl CLI,
f&AILATE Linux. Windows 8% macOS %% roxctl,

5.2.2.1.1. £ Linux %%k roxctl CLI

REI LUIRBBLLTRFZTE Linux £ % roxcetl CLI Z &34,

=1
, FATF Linux B roxctl CLI T F amd64. ppc64le #1 s390x 2244,

1. HAE B RIERSIHY roxctl 2244 :
I $ arch="$(uname -m | sed "s/x86_64//")"; arch="${arch:+-$arch}"

2. T# roxctl CLI :
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I $ curl -f -o roxctl "https://mirror.openshift.com/pub/rhacs/assets/4.4.3/bin/Linux/roxcti${arch}"
3. f& roxctl Z ST ATHIAT ¢
I $ chmod +x roxctl

4. 15 roxctl Zi#HISTH4REl PATH A9BSR -
EHEEMH PATH, i5HTUTHS :

I $ echo $PATH
o INIFREREM roxctl iR :
I $ roxctl version

5.2.2.1.2. £ macOS %% roxctl CLI

1A LURBR LU T RAZTE macOS A& E roxcetl CLI — i/t S04,

-3
: FAF macOS # roxctl CLI BT FAF amd64 2244,

it

1. % roxctl CLI :

I $ curl -f -O https://mirror.openshift.com/pub/rhacs/assets/4.4.3/bin/Darwin/roxctl

2. NIRRT T BRI

I $ xattr -c roxctl

3. {# roxctl Z# I STHERTHIAT ¢

I $ chmod +x roxctl

4. FF roxctl Zi#HITHRE PATH 9B R -
EHEEMH PATH, i5HTUTHS :

I $ echo $PATH

o IFmEZRER roxctl fiA :

I $ roxctl version
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5.2.2.1.3. £ Windows _E %% roxctl CLI

IREI LUIRBBLL T RFZTE Windows £ %23 roxctl CLI Z ISz {4,

P2~
COa amd64 ZEFJ3R 4 T 3E AT Windows B roxctl CLI,

e Tz roxctl CLI :
I $ curl -f -O https://mirror.openshift.com/pub/rhacs/assets/4.4.3/bin/Windows/roxctl.exe
o IR BEREEM roxctl R :

I $ roxctl version

5222 FAZXBERALRERERF
FRAXERLERE NGNS S RATEM secret, HERBMEBEHIA,

1. ZITXER install B85 :

LY
I $ roxctl central generate interactive

BF

f# A roxctl CLI &% RHACS &l PodSecurityPolicy (PSP)X%, LUMEREZE
B, MRELE Kubernetes hikRA 1.25 RE#HThARA L, ZTE OpenShift Container
Platform version 4.12 F1E #Thk A L %%k RHACS, NIATIZFE PSP X REIAIEE,
ZME)X—m, *FF roxctl central generate # roxctl sensor generate #5343,
% --enable-pod-security-policies LI & 7 false.

2. ¥ Enter R ETHRAEIRBEFTEMABE LE, UTRAETRT REARERFRT :

Enter path to the backup bundle from which to restore keys and certificates (optional):
Enter read templates from local filesystem (default: "false"):

Enter path to helm templates on your local filesystem (default: "/path"):

Enter PEM cert bundle file (optional): ﬂ

Enter Create PodSecurityPolicy resources (for pre-v1.25 Kubernetes) (default: "true"): 9
Enter administrator password (default: autogenerated):

Enter orchestrator (k8s, openshift):

Enter default container images settings (development_build, stackrox.io, rhacs, opensource);
it controls repositories from where to download the images, image names and tags format
(default: "development_build"):

Enter the directory to output the deployment bundle to (default: "central-bundle"):

Enter the OpenShift major version (3 or 4) to deploy on (default: "0"):
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Enter whether to enable telemetry (default: "false"):

Enter central-db image to use (if unset, a default will be used according to --image-defaults):
Enter Istio version when deploying into an Istio-enabled cluster (leave empty when not
running lstio) (optional):

Enter the method of exposing Central (route, Ib, np, none) (default: "none"): 6

Enter main image to use (if unset, a default will be used according to --image-defaults):
Enter whether to run StackRox in offline mode, which avoids reaching out to the Internet
(default: "false"):

Enter list of secrets to add as declarative configuration mounts in central (default: "[]"): ﬂ
Enter list of config maps to add as declarative configuration mounts in central (default: "[]"):

(5

Enter the deployment tool to use (kubectl, helm, helm-values) (default: "kubectl"):

Enter scanner-db image to use (if unset, a default will be used according to --image-defaults):
Enter scanner image to use (if unset, a default will be used according to --image-defaults):
Enter Central volume type (hostpath, pvc): G

Enter external volume name for Central (default: "stackrox-db"):

Enter external volume size in Gi for Central (default: "100"):

Enter storage class name for Central (optional if you have a default StorageClass
configured):

Enter external volume name for Central DB (default: "central-db"):

Enter external volume size in Gi for Central DB (default: "100"):

Enter storage class name for Central DB (optional if you have a default StorageClass
configured):

MMRERMBE L TLS UEP, HRM PEM GiSIE B HBEE, SEEEBE GEHH,
RXEAREEFLIKRRENEEFERBBE OEHRE PEM RAH.

MERIRIEIEIZTT Kubernetes fiiA 1.25 KBS ARA, HFLHELE N false.,
EFA RHACS ]/, EBwiifFEAKE (MEHERIT m0) 2F,

BXFEAFREBHITEMEILMNBNNESELR, 5 "Red Hat Advanced Cluster
Security for Kubernetes " &1 RBAC" BN B WL IR RIRMHER B,

BXRFERAFREEHTEMNEIEMBNNESLZESR, 550 "Red Hat Advanced Cluster
Security for Kubernetes By" &1 RBAC "By N B WIE IR RIRMHER B,

@ ® 00600 o

INRIBITRNIEH B hostPath & #) OpenShift Container Platform %% Red Hat Advanced
Cluster Security for Kubernetes, &R SELinux 5B,

DIk

==
[=]

1£ OpenShift Container Platform H1, *JF hostPath &, & fER

SELinux SREE LSS R ENM BRI EZMBE ., X2FE N SELinux 2R1ABE
IEBFHE, EEW SELinux g, HZTUTHS :

I $ sudo chcon -Rt svirt_sandbox_file_t <full_volume_path>

B2, ZEAHEIENR SELinux 5kE&, MR OpenShift Container
Platform £% &£ A PVC,
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FESTAAT,
BEMEAE, A,

LERFROE

% 5= FHMTA EZRE RHACS

25, LURESK RHACS TP SR ISIEER (AIREOBHRFA RIRHEH) .

5.2.2.3.1517

151

ff

S
&

B

THREZEBHA

TREARERERG, EALLZTT setup.sh BHIARZRE Central,

1. J21T setup.sh BIARELE R registry TiA] :

I $ ./central-bundle/central/scripts/setup.sh

2. QIR HIR :

I $ oc create -R -f central-bundle/central

3 RERBNE :

I $ oc get pod -n stackrox -w

4, ECentraluiE, HEI RHACS [/ IP #hhik FHEN a3 IT ., RIBEIE DI ZIR R LR
HERALUTAEZ—IKE IP #hit,

B, i

AFA*E

Route (¥&H1)

Load Balancer

IMRBEETHRE T

Central :

Lo

oc -n stackrox get
route central

oc get node -owide
&& oc -n stackrox
get svc central-
loadbalancer

oc -n stackrox get
svc central-
loadbalancer

central-
bundle/central/scri
pts/port-
forward.sh 8443

WelE T BEhERBIE, ERLLZITLLT 6

I $ cat central-bundle/password

it

TN A
HOST/PORT %I ~#)
ek

R =B IP HEH,
%, TERRSS e O
th

1Tima 443 RS
7R EXTERNAL-IP
] B

https://localhost:8
443

— %N central-bundle B3 4%, EAEE B TERZE Central FIER YAML
CRRTIEEEZTHHANRE R, UNEHMAESIEEIANMG, PERMEHE

Example

https://central-
stackrox.example.r
oute

https:/198.51.100.
0:31489

https://192.0.2.0

https://localhost:8
443

SRHICFEE

m
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5.3. T H M A - RHACS £ A INIT Ji48a
EERB PR SecuredCluster FHERAT, Wl — init 408, REZFHBEE SecuredCluster B&E

B, AEFEBLLIHFEE Central HTEHRKIE, EALUFER RHACS [T 3% roxctl CLI 612 init R4
8., ARG, EBaLERENA init Il aX0Z TR,

Y m/FEE Admin f P A ET R0 init i4Fa.

5.3.1. &£/ init 45

5.3.1.1. [ RHACS |14 init 47 &
B LUFER RHACS TP AR E S secret BY init IR E,

. ER4IEE Admin B A BT EOE init HIHE,

ik =
1. 20" Operator AiEJIERRREZE"HATIR, & RHACS [ RO,

2. BREIRHACS [T/,

3. MBMEEERLERE, N&HI Platform Configuration — Clusters T,
4. = Create init bundle,

5. W& init A EA—D R,

6. EFEEHER,

7. EFRERTREEHNRE AL « Operator 5 Helm Chart,

8. m Download &£ FH FEH L YAML XEF R AR init 42, MMREFEAEBNRERE, &
LN A RSERBFER— init I8 RE B YAML 34,

5
ZLMEFMHILIHSIE, RNE8E secret,

9. B ERAERAEREERFF O TIRENA init HHS,
10. EBMEHPREREMNERHRS.

5.3.1.2. {81 roxctl CLI X init $H45&
fEa LUFE A roxctl CLI BT 8 secret B init 478,

12



% 5= FHMTA EZRE RHACS

B AEAE Admin B P A BT R0 init S,

FeRFH
e {ZTEET ROX_API_TOKEN %1 ROX_CENTRAL_ADDRESS /5745 & :

a. BT T H414E ROX_API_TOKEN :

I $ export ROX_API_TOKEN=<api_token>

b. 21T T4 X E ROX_CENTRAL_ADDRESS IfE4 £ :
I $ export ROX_CENTRAL_ADDRESS=<address>:<port_number>

AR

o EARMAE Helm &% secret WEEE init IS, E2TUTHS :
$ roxctl -e "$ROX_CENTRAL_ADDRESS" \

central init-bundles generate <cluster_init_bundle_name>\
--output cluster_init_bundle.yaml

o EARESE Operator &4k secret BIEEE init 41 E, 1HZITU TS @
$ roxctl -e "$ROX_CENTRAL_ADDRESS" \

central init-bundles generate <cluster_init_bundle_name>\
--output-secrets cluster_init_bundle.yaml

BF

BRERSMFELTHD, BNETE secret, BALUERR—HAEREES
TREERE,

5.3.1.3. ELZ2E£#h VA init A

ERERESERHA, BIERCENA init A SEKEERPUEBMERR. NA nitiffaadiese
EEPMIRS S Central B1E,

INRFEA Helm chart 2%, 1EAREHITIHS IR, FA Helm TR ; 155" FEH Helm
chart E L2 2 E 8P L% RHACS",

FeRZMH
o IRWIHERT —NES secret B init 40,

o MWNIERELRLEHRSNERPNET stackrox TIESH A ZZEF], NEEY stackrox BT
UiH, MEmGREHREENITA2RE RHACS #ERE.

i
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ZORFR, BHITUTS Rz — -
e {#FH OpenShift Container Platform Web 2 &0 FR : 7 OpenShift Container Platform
Web #HEH, MRIEAT stackrox ap & ZE[AIHR, EINERRE A, = +FTFF Import YAML TT
. A LUED) init IS XS ERNETE HIFHMIEEIZESR D, RS R Create, RN
&, EE7R collector-tls. sensor-tls #] admission-control-tls B9 %R E Al &,

e {EF Red Hat OpenShift CLI fl|E %18 : #F Red Hat OpenShift CLIiZ 4T LA R e 4 sk Ol %
R

$ oc create -f <init_bundle>.yaml \0
-n <stackrox>

ﬂ IEEE S secret B init I EMXH2,
e IEERE Central BRESHITI B IR TR,

e {#f kubectl CLI, iZ1TLA T HROIERE
$ kubectl create namespace stackrox ﬂ

$ kubectl create -f <init_bundle>.yaml \9
-n <stackrox>

Q QB RRLZLERTENIIE, XN RAIER stackrox,
e IBESE secret B init A ERTHL,
9 EEMMOIBEIIIE &, XN rBIER stackrox.

o AT EMAASRR P LE RHACS REEHRS.

5.4. fEfhI S £ RHACS RERLEHIRS

&A1 LA Amazon Elastic Kubernetes Service (Amazon EKS). Google Kubernetes Engine (Google GKE)
# Microsoft Azure Kubernetes Service (Microsoft AKS)EE B ER LR R E RHACS,

5.4.1. {#F Helm chart T2 £ &8 L% RHACS

BRI RS EBE LB Helm chart, SEARIMEHEESHEE LK Helm chart ER &R P T E
RHACS,

5.4.1.1. {8 Helm chart ff 2 £ £ #H %% RHACS
5.4.1.1.1. Z10 Helm Chart £F

it =

e i RHACS chart /%,
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I $ helm repo add rhacs https:/mirror.openshift.com/pub/rhacs/charts/

Red Hat Advanced Cluster Security for Kubernetes BJ Helm /& 21& B TR EAR R HEH Helm chart,
2ECE

o FATZHRELHHME (Central #1 Scanner) BIFRARSHelm Chart (central-services) .

' (MR BEMRAM—R, FHAERRA—RE LIRS NRTTER,

o L2EEERS Helm Chart (secured-cluster-services), FATF &% per-cluster #1 per-node 4H14
(Sensor, Admission Controller, Collector 1 Scanner-slim),

15 per-cluster HH S ERNZ RN ENER D, AEZENENAMET RPEE
per-node 2H{4,

o ZITLLT @S REIERIMM chart FHEE

I $ helm search repo -l rhacs/

5.4.1.1.2. ERFEA B E LB EMNTENR FTRZE secured-cluster-services Helm chart

FRALLTUiBi &% secure-cluster-services Helm chart, LAERZE per-cluster #1 per-node ZH{4(Sensor,
Admission controller, Collector #1 Scanner-slim),

FREH
o IR E NEREA K RHACS init 47 &,

o RAN IR Red Hat Container Registry #1—/ pull secret # 1T &2 %1E, HXM
registry.redhat.io TEFHRHIFEIE, ES%E Red Hat Container Registry Authentication o

o WA RTF AT Central RSSHIHIEFIIH O S

H At B
o TEHMIFE EH RHACS ERFFIA init IS

5.4.1.2. B E Y A& secured-cluster-services Helm chart

ATieak 7 7 AF helm install #1 helm upgrade 5 H Helm Chart BEEES %1, EAILUER --set 1L
= A2 YAML BCiE SR I8 EIxX S,

BB LU X4 ELE Helm chart 3% %% Red Hat Advanced Cluster Security for Kubernetes :

o NHFEZEH values-public.yaml : {F FH Lt X R FRT A FEBUREC B LT,
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o THEES M values-private.yaml : ERLNXHREFAEHREEE LT, BRIEZESMEFEX

N,
HE
1E £/ secured-cluster-services Helm Chart B5f, AE{ENET chart B values.yaml XX
{¢O

5.4.1.2.1. &S

Description

clusterName ERATT,

centralEndpoint Central i mAgthllt, SFHOS, MRFEA—IIE
3k gRPC MO Ekatres, 1HERH A ws:/ Mk s it
19 WebSocket i, 7EBECE S MEEENT, A
#EHEL (40 central.example.com:443) .

sensor.endpoint Sensor i MBI, SFiHOS,
sensor.imagePullPolicy Sensor R 2R IR NI EX SRR
sensor.serviceTLS.cert Sensor f# BN ERAR S5 EIBR S5 TLS IEH.
sensor.serviceTLS.key Sensor fERABIRERARSS BIARSS TLS IEHEHH,
sensor.resources.requests.memory Sensor REEMRFIHFRK, FERLLSHEBEZIRIAE.
sensor.resources.requests.cpu Sensor 2589 CPU 1K, ERALLSHEZIIME,
sensor.resources.limits.memory Sensor BEMINFIRE, FERALSHEZIINME,
sensor.resources.limits.cpu Sensor &2589 CPU BRI, ERALLSHEZIINME,
sensor.nodeSelector 77 LSRR 38 E N label-key: label-value,

LUl Sensor (AE R E AR EFREHI T 5,

sensor.tolerations MR REFEREFESRT R, HRALSEIEES
RAREE, [ Sensor MR, thSWEERFEM
BRI R

image.main.name main (F) HIENEH.

image.collector.name Collector HifRHI& R,

image.main.registry FAF EHRM registry ik,

image.collector.registry AT Collector &R registry ik,
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image.main.pullPolicy

image.collector.pullPolicy

image.main.tag

image.collector.tag

collector.collectionMethod

collector.imagePullPolicy

collector.compliancelmagePullPolicy

collector.disableTaintTolerations

collector.resources.requests.memory

collector.resources.requests.cpu

collector.resources.limits.memory

collector.resources.limits.cpu

collector.complianceResources.requests.me
mory

collector.complianceResources.requests.cpu

collector.complianceResources.limits.memor
y

collector.complianceResources.limits.cpu

collector.serviceTLS.cert

collector.serviceTLS.key

% 5= FHMTA EZRE RHACS

Description

main SRR IR AL EURER.

Collector & A5 (R B SRBE,

f# A main BE&IFE,

f# A collector E{&Ir%,

CORE_BPF. EBPF (EF%H) =
NO_COLLECTION,

Collector R Y55 R BEXRBE,

Compliance B 2RI AN RIS,

WMRIEE T false, NIEFRLNAE Collector, FHUR

£ pod ILLAEREETRMAMAET L. MR

HigE N true, NANAEMRAR, BUESR pod
CRFERERE R R,

Collector RIFMIARFIE K, FRLSHEZKINE,

Collector B25H) CPU 1R, FRLLSEEZEIA
N

Collector BERMIRFRIE. ERALLLSHBERIAE,

Collector 2389 CPU [R#l, FRALSHEZIIA
fE,

Compliance BN FIHFK, FEALSHESZRIA
{Ho

Compliance 288 CPU 15K, FALLLSHEZIIA
{Ho

Compliance RN FRIE, FRALSHEZRIA
{Ho

Compliance 288 CPU [Rill, FALLSHEZIIA
{Ho

Collector fEFARIRERAR S BIAR S5 HI TLS iE,

Collector fE FARIAIERAR 55 BIAR S5 B TLS IEH B,

17



Red Hat Advanced Cluster Security for Kubernetes 4.4 2%

18

¥

admissionControl.listenOnCreates

admissionControl.listenOnUpdates

admissionControl.listenOnEvents

admissionControl.dynamic.enforceOnCreate
s

admissionControl.dynamic.enforceOnUpdate
s

admissionControl.dynamic.scaninline

admissionControl.dynamic.disableBypass

admissionControl.dynamic.timeout

admissionControl.resources.requests.memor
y

admissionControl.resources.requests.cpu

Description

% B Kubernetes @ A ELE MR Red Hat
Advanced Cluster Security for Kubernetes, f&F
AdmissionReview ik 17 T 7 Ei0I B2 E 4,

LStk S #%E ) false Ff, Red Hat Advanced
Cluster Security for Kubernetes &= LA Kubernetes API
ARS5 8 FAEN REFHEHH AN A
ValidatingWebhookConfiguration, BHF*IRE
FMBBEESTUROERN, ATLRBLLT false
KRFHEANRHIRR SR A EL,  FHED A AL HIAR 5589
JLE,

iz BIEHIE R R B HELE NI R Red Hat Advanced
Cluster Security for Kubernetes, {&
AdmissionReview %k i F Kubernetesexec #
portforward &4, RHACS =% OpenShift
Container Platform 3.11 B tLTHAE,

Itbi% B4l Red Hat Advanced Cluster Security for
Kubernetes @ &1L RS, INRWEAH, NE3E

Z A AdmissionReview i 3K,

e E A AERIRR 8917 . IR
listenOnUpdates 157 true F8E1E & L1k,

INBRFFXANERITTLE S true, MIAHEAZEHIRS SIEM
HAEARRENERE G, BTFRGHBEENLY
B, AEREEEHERETHBEFEPERNME
itk (B0, EEGNEREES CIER) , FEA
TR, JXAIEIRES RHACS ]/ #1189 Contact
image scanners JEITG R,

HeikE N true LR ST Admission 12525,

TEE G AN FHZIEKES, Red Hat Advanced Cluster
Security for Kubernetes RI1Z S RFHIHT E] (LAFD 5
fiI) . FERERXESBGEGREREN G KEN, 0
REGIIEZTHIN A LI BRI, Red Hat
Advanced Cluster Security for Kubernetes %1%

-+
/jzo

Admission Control REsHINE IR, FRLKSHEES
L NINEN

Admission Control R#afJ CPU 15X, FERLLSH#HE
=50HE,



¥

admissionControl.resources.limits.memory

admissionControl.resources.limits.cpu

admissionControl.nodeSelector

admissionControl.tolerations

admissionControl.serviceTLS.cert

admissionControl.serviceTLS.key

registryOverride

collector.disableTaintTolerations

createUpgraderServiceAccount

createSecrets

% 5= FHMTA EZRE RHACS

Description

Admission Control 2R ERE, FRLKSHES
L NINEN

Admission Control F2s89 CPU [R#l, FRALLSHE
=50HE,

1 kSRR E TS E ) label-key: label-value,
BLg#l Admission Control (UEEI BB I8 EIRE BT
&

o

MR Mk FREFETm TR, BHERALSHIEES
SAEE, ELLK% Admission Control BIRRR, LS
FERTFTEMZT =,

Admission Control {F FHHIAERAR S EIARSSEY TLS i
H,

Admission Control {5 FHBIPIERAR 25X BR 5589 TLS iE
B,

FERLSHEE=EIAM docker.io registry, HIRFEHA
HAth registry, 15¥87E registry BI& TR,

MRIET false, NERN AT

Collector, Collector pod AILAHEEIE A5 mFTE
Tmi, MREHEIBEDS true, NIFANAEAAR
R, Collector pod A RFERIERTTRHT Ko

157 true LLGIE sensor-upgrader i/, BRNER
F, Red Hat Advanced Cluster Security for
Kubernetes B8R E&ER P 0/E—1 % sensor-
upgrader BIRR MK, Lok P EE SN, BIUE
AP RRPER, MREEEQEBXMKS, X
Sensor &8 RIHINBRES, /1 F5h5E RS SREF
Ro

¥5 7€ false LABkiT Sensor. Collector #1 Admission 2
I SSHIRES secret AIIER,

19
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collector.slimMode

sensor.resources

admissionControl.resources

collector.resources

collector.complianceResources

exposeMonitoring

auditLogs.disableCollection

scanner.disable

scanner.dbTolerations

scanner.replicas

scanner.logLevel

scanner.autoscaling.disable
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Description

INREMHH slim Collector #&ERE Collector, 1&g
7E true., WA EBPF £4 7 %M slim Collector
HREE Central 1ZHEIEEEH eBPF #ill, MNRELIE
4R 1Z1T Red Hat Advanced Cluster Security for
Kubernetes, &M stackrox.io FE AR HHM4
a8, FIFHE E{ZF Central slim Collectors FREIEE T
e, BN, WATEAR Central AILUGRIFEETE
https://collector-modules.stackrox.io/ BITELE IR 77
fiff

Sensor B BTIRAAE

Admission #2889 BRI

Collector BIBTIRAMAZ,

Collector By Compliance 2B FHRMAE,

INRAF LI E N true, Red Hat Advanced
Cluster Security for Kubernetes &1F Sensor,
Collector # Admission ¥ 288imMAS 9090 LA FF
Prometheus 51l s,

IR T LT & N true, Red Hat Advanced
Cluster Security for Kubernetes 2% F F§ F /% &S
BEIRGTFD secret BT R FME B H 1T B ERMIZHEE,

NRAT LI E ) false, Red Hat Advanced
Cluster Security for Kubernetes &L £ &R HEE
— Scanner-slim #1 Scanner DB, LAf i3
OpenShift Container Registry EBJ%5{&. OpenShift
Container Platform #1 Kubernetes Z2 &8P H G
F Scanner-slim, EKIAE N true,

ISR sk 2Rk T% EET R, BERLSEN
Scanner DB I8 &5 R AR, HMMER,

Collector B9 Compliance 2B BRI,

BTN ELLSE, EFMEREmERF BN,
FRIX AT AR F RS HERR B B9,

INRAF LT E N true, Red Hat Advanced
Cluster Security for Kubernetes &2/ Scanner ¥ &

GESIEEENR


https://install.stackrox.io/collector/support-packages/index.html
https://collector-modules.stackrox.io/

¥

scanner.autoscaling.minReplicas

scanner.autoscaling.maxReplicas

scanner.nodeSelector

scanner.tolerations

scanner.dbNodeSelector

scanner.dbTolerations

scanner.resources.requests.memory

scanner.resources.requests.cpu

scanner.resources.limits.memory

scanner.resources.limits.cpu

scanner.dbResources.requests.memory

scanner.dbResources.requests.cpu

scanner.dbResources.limits.memory

scanner.dbResources.limits.cpu

monitoring.openshift.enabled

5.412.11. 8% 8

% 5= FHMTA EZRE RHACS

Description

B BRR/BIAE, FOAED 2.

B BRIRKBIA, BIMED S,

[ kSRR E IS E ) label-key: label-value,
LLig il Scanner (VAR E BB EREH T .

MR kR AETm T R, EERLSECH
Scanner &5 AR, (HAMHR,

[ kSRR E IS E  label-key: label-value,
LA Scanner DB VR EE B B BB EREZMI T R,

R REFIEFTRT R, BEALSEY
Scanner DB {§ &5 R A MR, EMR,

Scanner R&MAFIFR, ERALSHERIIME.
Scanner BaxH CPUIFK, HEALSHERRIAE,
Scanner REMAEFRIE. ERLSHBEZRIOAE.
Scanner &#:89 CPU R, RALLSHBEZRRIAE,

Scanner DB BEMIAFIE R, HALLSHEZRIIA
1B

Scanner DB &89 CPU iFR, ERALLSHEZRL
1B,

Scanner DB BN ERE, FRLKSHEZRIA
fE,

Scanner DB &30y CPU [R#ll, FRLLSEHEZEIA
fE,

INRAT LI E ) false, Red Hat Advanced
Cluster Security for Kubernetes f$ A& 1% & Red Hat
OpenShift %, 7£ Red Hat OpenShift 4 EERIAH
true,

A AR AL T E Sensor #1 Admission Controller BB & -

customize:
envVars:
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ENV_VART1: "valuet"
ENV_VAR2: "value2"

Bt customize %iE, EEILLALL Helm Chart QIERMIFRE XN RIEE B E X Kubernetes JTt#iE (FR%H
SEE) DR IEAHNEM pod 1735, Pod EENBRIMELE,

BEERDZM, EEEASERE (B, FrEXNR) PEHTHIERES VEEBSEREMNTHEIE (Fln,
VSERATF Sensor EE) .

5.4.1.2.2. BT L L% secured-cluster-services Helm chart

Bci& values-public.yaml #1 values-private.yaml 3X {45, &% secure-cluster-services Helm chart LA
ERZE LT per-cluster #l per-node ZH44 :

Sensor

PRI 2R

Collector

scanner : &% StackRox Scanner B h &2 £ & B A%
#4752 DB : &3 StackRox Scanner Bl & &£ A%

2% Scanner V4 Indexer #1 Scanner V4 DB i, f#F2 V4 Indexer #1 Scanner V4 DB: A%

BE

HiEEF V4 RE—MORTIEIhRE, BORTIIIRER L8 MRS F NN (SLA) X
, BYREARHATE, MERHERE T IMEhERE . XERATI TR LUE
AARBIA AR, HENSEFLNBRREMARTE L,

BRIABRATGEEEXFEEMESER, WSARATIT i F e,

SeRFMH
o BB NEEEM RHACS init Il40 &,
o RA IR Red Hat Container Registry #1—/ pull secret # 1T &2 %L, HXM
registry.redhat.io TEHRERHIENE, 1ES%E Red Hat Container Registry Authentication o
o AR TF AT Central RS IEFNIH O S,
iz
o ZITLATEG :

122

$ helm install -n stackrox \
--create-namespace stackrox-secured-cluster-services rhacs/secured-cluster-services \
-f <name_of_cluster_init_bundle.yamlI>\
-f <path_to_values_public.yaml> -f <path_to_values_private.yaml|> \ﬂ
--set imagePullSecrets.username=<username> \
--set imagePullSecrets.password=<password> 6

@ A -ETERE YAML BB,


https://access.redhat.com/support/offerings/techpreview/
https://access.redhat.com/RegistryAuthentication

% 5= FHMTA EZRE RHACS

9 1 Red Hat Container Registry &35 LS & pull secret B9 7 .

9 8% Red Hat Container Registry {25 1ER pull secret B,

B AFLLEM(C) RS ERE secure-cluster-services Helm Chart, 155 init fl41&
YAML AR MR ZE 2 %45 helm install 635 :

I $ helm install ... -f <(echo "$INIT_BUNDLE_YAML_SECRET") 0

INRIKE base64 JmfdZr =, 15EMA helm install ... -f <(echo
"$INIT_BUNDLE_YAML_SECRET" | base64 --decode) &%,

Hb TR
o MEHMIES L} RHACS E£FN F init 4T

5.4.1.3. fE#8 2 secure-cluster-services Helm chart [ B X fie & 2L 177
1R E secure-cluster-services Helm Chart &, Ea LUAHERIEL & 1T 1T i,
L {8 helm upgrade e B FHITIENNT, RN AUTAENFIEX :

o MILFILUER --set T --set-file SHIEEREE, BE, XLETNAIFKRT, BHEIMHTER
i, 1B Fohig E A LI,

o FLHEN (W5 ScannerV4) EENHEGEL AT, HIb, U FITIXLE R IRHE
CA.

BF

HREF VA RE— A*ij(%ﬁ”kljjﬁbo BRAT IR ZLLME 7 MR 55 T X
(SLA) %, EIIBEReEHATNRE, ABETHEEE - IMNERERE], XEk
ARINETHA TM@%F&EW%%&E’JIM&, HENSEF LM BRREERHEEN

BRIBEATUTNESZFBEHEMESER, BESHBRTTIEE L,

o MR CA E*Dll“zt% FF2AE Helm chart £, NIAZIMERFRRFRIXLE(E, FFHRHS
helm upgrade 4, central-services Helm Chart WREF &I SERTREBIERD
TEE’J PP -r-lo

o R CATE Helm Chart ZH 4K, FTEZE central-services chart 124, AL IEAIITE
&/ helm upgrade & S ERIITIZIEME, BHIUTE helm upgrade &5 {E M --reuse-
values 575,

s}
e

1. A% {EE# values-public.yaml #1 values-private.yaml E & X4,

2. i&17 helm upgrade @ F A -f LIS E B E X4 -

$ helm upgrade -n stackrox \
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stackrox-secured-cluster-services rhacs/secured-cluster-services \
--reuse-values \0

-f <path_to_values_public.yamlI>\

-f <path_to_values_private.yaml>

INRIFIER T % B SIETE values_public.yaml # values_private.yaml XX#-/FfHE, EE
& --reuse-values %,

5.4.2. £/ roxctl CLI EZ 258 P %% RHACS
EF [ CLI TR EMPRE RHACS, EHUTUTSE -
1. 2% roxctl CLI

2. &% Sensor,

5.4.2.1. 2% roxctl CLI

M ESE T IS0, AT LATE Linux. Windows 2% macOS £ %23 roxctl,

5.4.2.1.1. £ Linux FAZe%E roxctl CLI

KB LUR IR LT FA2TE Linux £%R %5 roxetl CLI Z 5,
==
FATF Linux B roxctl CLI T F amd64. ppc64le #1 s390x 2244,

1. HE BIMRERSIH roxetl 2214 :

I $ arch="$(uname -m | sed "s/x86_64//")"; arch="${arch:+-$arch}"
2. T# roxctl CLI :

I $ curl -f -o roxctl "https://mirror.openshift.com/pub/rhacs/assets/4.4.3/bin/Linux/roxcti${arch}"
3. 1# roxctl Z ST RTHIAT

I $ chmod +x roxctl

4. 1 roxctl Z i HISTE R El PATH RE9E K9 -
EHEEMH PATH, i5HITUTHS :

I $ echo $PATH
o IFmEZRER roxetl iiA :

124



% 5= FHMTA EZRE RHACS

I $ roxctl version

5.4.2.1.2. £ macOS %%k roxctl CLI

150 URBR LT RAZIE macOS A& E roxetl CLI —fE >0 {4,

FAF macOS # roxctl CLI BT BF amd64 2244,

1. F# roxctl CLI :

I $ curl -f -O https://mirror.openshift.com/pub/rhacs/assets/4.4.3/bin/Darwin/roxctl
2. MZHBIX R MRmAET BREM

I $ xattr -c roxctl
3. f# roxctl Z#F ST AT HIAT

I $ chmod +x roxctl

4. % roxctl Z i HISTE R El PATH RE9E K9 -
EHEEMA PATH, i5HTUTHS :

I $ echo $PATH

o IMFmEZRER roxetl iA :

I $ roxctl version

5.4.2.1.3. 7 Windows _E%2%E roxctl CLI

REI LUIRBBLL T RFZTE Windows £ %23 roxctl CLI Z ISz {4,

-
amd64 ZEF9IRHE T SEATF Windows B9 roxcetl CLI,

Y=

e T# roxctl CLI :

I $ curl -f -O https://mirror.openshift.com/pub/rhacs/assets/4.4.3/bin/Windows/roxctl.exe
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o IFmEZRER roxctl iA :

I $ roxctl version

5.4.2.2. &% k%38 (Sensor)

ZRERER, BYIERE Sensor, MG Sensor BRE BB M ENERH, hREAEHRINFHR
gt Yhr

BRERBHRREAENTRE, FNEBELUTFREL—
e fEM RHACS web [ 1 FEERHIAT, RERIMHAZITKREBHEE,

e {#FH roxctl CLI 77 OpenShift Container Platform &8 & A BME AR EE, FHEFHSEN
Central S5l < BX,

FoRFMH

o MIIERET Central lRZ5, A LIIE Red Hat Advanced Cluster Security Cloud Service
(RHACS Cloud Service)_Ei%# ACS £l 3Ei%i[A] Central BR55.

5.4.2.2.1. 5 Web [ 1P HE AR %

%3
| ERLEEP, £ RHACS 1P, # A Platform Configuration - Clusters,
2. %#¥ Secure a cluster— Legacy REHik.
3. NEBHEE 1A,
4. IRIBEMEEE Sensor KALE, NHFERIRHHELME,
o MRMEER—EBEPERE Sensor, HEZAAEFENIIME,

o MBMEMBIRAEMWER D, 15T central.stackrox.sve:443 &5 #9488, 7 &iH
OsiHnthit, GFHOS, ATUAEEMMERR,

o MRMMEA—NLFHFIE gRPC M EIIE SR, 0 HAProxy. AWS Application Load Balancer
(ALB) 2% AWS Elastic Load Balancing (ELB), 1#Ef#F WebSocket Secure (wss) /11, f&F
ws :

o {HF wss:/ Atk An_E/IZ,
o FEHbitEARINIHOS, 4140 ws:/stackrox-central.example.com:443,
5. = Next BA4EEE Sensor KB,

6. = Download YAML File and Keys T &R S (zip T1Y)

BF

SHMAD zip FHEBRBIERNE-EENEY. T2EF—TEEPERR
AR,
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7. FER LAV AR PR R BV R ST, MERERHINA & iR ENFFIZ 1T sensor I :

I $ unzip -d sensor sensor-<cluster_name>.zip

I $ ./sensor/sensor.sh

INRIBRER B ERE Sensor FTRIINRME S, HHRRESVARE, NHLREHEERT K
Bf,

ERE Sensor f[7, ESBRFOFHIRHERER
5.4.2.2.2. {8 roxctl CLI 23558

AR

1. IB1TLLTF 44, 5 OpenShift Container Platform B A AT EMNE RSB E, FHESEN
Central S5l R BX :

$ roxctl sensor generate openshift --openshift-version <ocp_version> --name
<cluster_name> --central "$ROX_ENDPOINT" @)

ﬂ % F --openshift-version i3, 1518 E LR E OpenShift Container Platform kA=,

f54n, -~ OpenShift Contalner Platform kA& 3.x 87 3, & OpenShift Container
Platform kA 4.x #§7E

2. FERILAVT R4 R PR SR BB R ST,  MERBHIAT & iR ENFFIZ 1T sensor I :

I $ unzip -d sensor sensor-<cluster_name>.zip

I $ ./sensor/sensor.sh

INRIBWENZ B ERE Sensor FTRHINRIE S, HRIBFBVEARE, SECREMEEN T KA
B,

#8E Sensor [, ERKRHOLHREEEER

1. IRE RHACS [P H I EMER TSI, NRMKIN, HIE Platform Configuration - Clusters H
*E%ﬁﬂ?ﬁlﬁ EHRE2ER—NMREBASH Healthy IR, MREEERISBAER
o, BHEAUTHSRERH

® 7£ OpenShift Container Platform H#i AL Fép 4
I $ oc get pod -n stackrox -w
® 7f Kubernetes £, BjALLT®% :

I $ kubectl get pod -n stackrox -w

2. = Finish =& O,
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LG, Sensor FHAME RHACS IRERLER, RHACS [T {URMRFAEREE, HIGMKRIERIE
Ho

5.5. FHEMEH L5 1UE RHACS %23

RMIGIE RHACS 2B EEMREMNSIK,

5.5.1. k&
ERBRER, BTIANEERSRENN BRREHHA RHACS | it R 1 b 25 R MERE RS
>RO

LUTFE S I BB RGN BARRFEEXERE, ©i18ERIE Red Hat Advanced Cluster
Security for Kubernetes BIF E2FIERZ B [H] 1 TH BE

FFRE
1 RIBENRBAISEET I RHACS [ Hidlk
a. X FEatss
I $ kubectl get service central-loadbalancer -n stackrox
b. X FiwOK% :
i BT -
I $ kubectl port-forward svc/central 18443:443 -n stackrox
ii. ¥ https:/localhost:18443/,
2. FEeRZEN
I $ kubectl create namespace test
3. ERAXERRE—ENARRE
$ kubectl run shell --labels=app=shellshock,team=test-team \
--image=quay.io/stackrox-io/docs:example-vulnerables-cve-2014-6271 -n test

$ kubectl run samba --labels=app=rce \
--image=quay.io/stackrox-io/docs:example-vulnerables-cve-2017-7494 -n test

Red Hat Advanced Cluster Security for Kubernetes R7E[MEEHR X f7 B oI X L ERE LU T AL £ X
MR ERIER. HARHACS TP REFERER. EAILUERRIEF 4 admin F14ERMEIEE T
B RHACS 117,
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% 6 3 H1#k RED HAT ADVANCED CLUSTER SECURITY FOR KUBERNETES

5 6 = 1% RED HAT ADVANCED CLUSTER SECURITY FOR
KUBERNETES

%% Red Hat Advanced Cluster Security for Kubernetes fif, ©& 0% :

o MNRIEFET Operator &AL, —1 4N rhacs-operator BIEy & Z2 (7], Operator FIEXNp &
2o A R %

e %) stackrox B & ZEH], HEMEOEM Central #l SecuredCluster BE X EIRH 54— Nép
ey

o FrAHHH PodSecurityPolicy #1 Kubernetes £ F A &1 ]3] (RBAC) X &
o R ZEA BRSNS, T ERRIRIZE SRR
e —/NABFBEENHIRE L (CRD), MIREAREFE

#N%; Red Hat Advanced Cluster Security for Kubernetes 3% R MR A X LI H,

6.1. PR o £ 22 [H]

& BT LUEF OpenShift Container Platform 5% Kubernetes #3547 SR Bk Red Hat Advanced Cluster
Security for Kubernetes fl| /) 4p & 22|,

Pk =
o fitlf& stackrox v & Z8[H] :

o 1E OpenShift Container Platform 1 :
I $ oc delete namespace stackrox
o XfF Kubernetes :

I $ kubectl delete namespace stackrox

%% -
INREET R RZEFARRET RHACS, IH1E delete fpm AR {E 1% 6p 4 22 [AIAY & R,

6.2. kR £ /R

&R LUE A OpenShift Container Platform 2% Kubernetes #3417 R E PR Red Hat Advanced Cluster
Security for Kubernetes fl|2M£ B %R,

ff

L=
o JHREFHIR :

S

o 7E OpenShift Container Platform A :

$ oc get clusterrole,clusterrolebinding,role,rolebinding,psp -0 name | grep stackrox |
xargs oc delete --wait
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I $ oc delete scc -l "app.kubernetes.io/name=stackrox"

I $ oc delete ValidatingWebhookConfiguration stackrox

o ¥IF Kubernetes :

$ kubectl get clusterrole,clusterrolebinding,role,rolebinding,psp -0 name | grep stackrox |
xargs kubectl delete --wait

I $ kubectl delete ValidatingWebhookConfiguration stackrox

6.3. M BRI 2 F05F 7

&7 LUE A OpenShift Container Platform 2% Kubernetes #3417 R E MR Red Hat Advanced Cluster
Security for Kubernetes Bl 8BIFRZ F13E 2.

ff

L=

o MBRIREMIEAE :

S

o £ OpenShift Container Platform A :

$ for namespace in $(oc get ns | tail -n +2 | awk {print $1}'); do  oc label namespace
$namespace namespace.metadata.stackrox.io/id-;  oc label namespace $namespace
namespace.metadata.stackrox.io/name-;  oc annotate namespace $namespace
modified-by.stackrox.io/namespace-label-patcher-; done

o ¥IF Kubernetes :

$ for namespace in $(kubectl get ns | tail -n +2 | awk {print $1}'); do  kubectl label
namespace $namespace namespace.metadata.stackrox.io/id-;  kubectl label
namespace $namespace namespace.metadata.stackrox.io/name-;  kubectl annotate
namespace $namespace modified-by.stackrox.io/namespace-label-patcher-; done
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