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£ 13 5518 REGISTRY £

Red Hat Advanced Cluster Security for Kubernetes (RHACS)5 &R registry &£k, LUBERILLT fi#
RBRIRF N A2 R LR R ER,

S5k registry £, BAUEEERNEGEKIEE, WHEELEBHM Dockerfile 71§ (BREHK
2) .

¥ RHACS 5 registry &£/E, ERILUTHEER. BEEFGGAHS, HEREBMNHEHRERBN A
%o

LIRBRR registry =R, RHACS ARI1H registry RBIRT AR, RHACS {(XAELLTF
B TR -

o EEEFEABS

e f{#F roxctl CLI f B 5%k

A o FERAFEEM(CHRIFmBITITR 2R

IRET LS RHACS 5 X E5HiM& registry £/, SIE :
® Amazon Elastic Container Registry (ECR)
® Docker Hub
® Google Container Registry (GCR)
® Google Artifact Registry
® |BM Cloud Container Registry (ICR)
® JFrog Artifactory
® Microsoft Azure Container Registry (ACR)
® Red Hat Quay
o /THEE 2R registry
® Sonatype Nexus

e {#f Docker Registry HTTP API BRI E b registry

11. B E

Red Hat Advanced Cluster Security for Kubernetes @3& 511 registry FIERIAERK, 0 Docker Hub #
HAh registry, ©L A LURIBIGIEEER LM ITH (0HMR pull secret) BEELESEK. BE, EXH
EFBLE registry K.


https://aws.amazon.com/ecr/
https://hub.docker.com
https://cloud.google.com/container-registry/
https://cloud.google.com/artifact-registry/
https://www.ibm.com/cloud/container-registry
https://jfrog.com/artifactory/
https://azure.microsoft.com/en-au/services/container-registry/
https://quay.io
https://access.redhat.com/RegistryAuthentication#red-hat-registries-1
https://www.sonatype.com/nexus-repository-sonatype
https://docs.docker.com/registry/spec/api/
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BF

INR{FF GCRregistry, Red Hat Advanced Cluster Security for Kubernetes A& Bzl
2 registry £

1.2. AMAZON ECR &5

X F Amazon ECR &R, INRIHRELLTRMH, Red Hat Advanced Cluster Security for Kubernetes & B %)
4B ECR registry 525X :

o KHMTHNFEE AWS,

o BT REA Instance Identity and Access Management (IAM) A& kB, B SEHITEIER
SUETRPTA, Fa, HEEA Amazon Elastic Kubernetes Service (EKS) SRERERN, LA
BN EKS Node IAM A 1,

e Instance IAM BEBEH IAM KIE, EFEEMFPIBEM ECR registry B9 AT R,

INRHR T IS, Red Hat Advanced Cluster Security for Kubernetes 132 M ECR registry H1EXH
EHE, HNElBERK ECRERM, Bl XLERFEENERBREST].

1.3. F5EE =& REGISTRY
INRFEA GCR, NMAIF OB registry &R

1.3.1. F5IE2E OpenShift Container Platform registry

& A LU Red Hat Advanced Cluster Security for Kubernetes 5 OpenShift Container Platform A& & 2%
R registry £,

AR
o MEE—ARHLMBIELFEERIT OpenShift Container Platform registry #1T7 &2 301E,
TAE
1. 7£ RHACS [']/7#1, 3# A Platform Configuration — Integrations,
2. 1E Image Integrations #4F, 1E# Generic Docker Registry,
3. = New integration,
4. AL TR -
a. BB : ERRBIEB,
b. s : registry Bk,
c. AF&MEB.
5. MNRIEIEEREET registry BREER TLS iE, 5% Disable TLS IEBEIE (F&£) ,
6. 1%F¥ Create integration without testing R8I %E M, MAMIKE registry BIERE,

7. #EFE Test EH 5 /RI% registry EMR RS EE TE.
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8. 1L Save,

1.3.2. B2 & Amazon Elastic Container Registry

IR BT LU#E A Red Hat Advanced Cluster Security for Kubernetes 5832 F11E84 Amazon Elastic
Container Registry (ECR)5EK, IIRMEEM Amazon ECR ZE, NIBHE B4 Amazon ECR registry
HER., B2, ErREEaT0RERN, LIIHEEBENBIGER. TSR BihEKREKRNS
., i, SR B SIERNBI Amazon ECR ERERMEMIUEE, LAER AssumeRole H1p551E
S HEMIBAUERY,

B

EEIRET BEIERKRHI ECR SENRFIHHIEDR, 15MIBRERF] Red Hat Advanced Cluster
Security for Kubernetes, &M Amazon ECR EREERAT, FABhERNSEOE—
I TE S

o R — Amazon Identity and Access Management (IAM) 117 Z%H ID #01 secret V5[0 %
A, A4, EEILUERT 220508 IAM CEE, 40 kiam =X kube2iam,

o ViRIBHALAER ECR BILE; IR, MEEZER, HSHNEOIE AWS iR 25 ?

o HNRIEIE Amazon Elastic Kubernetes Service (EKS)H3iZ1T Red Hat Advanced Cluster Security
for Kubernetes, ##&HEL 5 H M Amazon Ik #) ECR &R, BAITEFTE ECR iXEF il ESRE
B, 1RER REBEFEEZRERIE A # Actions RRYULER, 1745 Amazon ECR API #{FRILLTE
:

o ecr:BatchCheckLayerAvailability
o ecr:BatchGetlmage
o ecr:Describelmages

o ecr:GetDownloadUrlForlLayer

o ecr:.Listimages

1. £ RHACS 1171, # A Platform Configuration - Integrations.

2. 7£ Image Integrations 4 F, £ Amazon ECR,

3. = New integration, XERBIERNEKRZ—ITHE, RER Edit,

4. B ASIER LA T FEERIFIT
a. BFEFHENER  MREEFAEFBEFANBEHEEZIENER TEREN, HERIIE,
b. &AM : EMHETR.
c. Registry ID : registry B ID,

d. Im : registry Buthit, RAETEHN Amazon ECR ERFAE EHLAAE = (VPO Mt F EEX
ME, %5 AssumeRole LTI, A& ALLLFER,


https://aws.amazon.com/premiumsupport/knowledge-center/create-access-key/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/set-repository-policy.html
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e. Region : registry BJX 15, 41 us-west-1,

5. WRMEA IAM, 1Ei%£#E Use Container IAM role, &, &k Use Container IAM A & 1EFHI A
Access key ID #1 Secret access key,

6. HIRFEA AssumeRole HPTIE, 1H1%EE Use AssumeRole F4i A LL T FERHIEE -
a. AssumeRole ID : EBREMAE ID,

b. AssumeRole External ID (®[i%) : WIREFERTH AssumeRole BIAER ID, EaIUTELL
WEIAE,

1L#% Create integration without testing RO, MAMHE registry BIEE,
8. 1%FF Test MK 5FTI%E registry IR E S IEE T,
Sin

% Save,

1.3.2.1. i assumerole 5 Amazon ECR —i2f# /i

B LUFER AssumeRole ##F X7 AWS BRI AIABR, MESFIEESNIHEIWNE, mz, &
ALE N BEEMBENRNAR, UERFREFVIRNREREA B, AssumeRole £ 1FEIZT. HEHK
BEEEEBANTR,

1.3.2.1.1. FAA 2 IAM & AssumeRole

1£ Red Hat Advanced Cluster Security for Kubernetes F{#fH AssumeRole fi, ENITEEEREE.

Az

1. NIRHY EKS &5 F IAM OIDC L7 -

I $ eksctl utils associate-iam-oidc-provider --cluster <cluster name> --approve

2. NIRH EKS £ 0IE—1 IAM A,
3. MEOIENABERSM 7 RE

$ kubectl -n stackrox annotate sa central eks.amazonaws.com/role-
arn=arn:aws:iam::67890:role/<role-name>

4. EJE Central AN AE N,

I $ kubectl -n stackrox delete pod -l app=central
5. fiAesREAITARRERZERE A —TABNEKE !

{
"Version": "2012-10-17",

"Statement™: |

{
"Sid": "VisualEditorQ",

"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::<ecr-registry>:role/<assumerole-readonly>" ﬂ


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
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}
]
}

Q ¥ <assumerole-readonly> Eift HIEERENAE,

6. EHEERIXMABHEERR

{
"Version": "2012-10-17",

"Statement": |

{
"Effect": "Allow",

"Principal": {
"AWS": [
"arn:aws:iam::<ecr-registry>:role/<role-name>" 0

]
b

"Action": "sts:AssumeRole"

}
]
}

Q <role-names 1% 5 B 0| B2rFH A & ITEL,

1.3.2.1.2. % B A 25 |IAM 1915 R TEE AssumeRole

ERERERS IAM BIER TFERA AssumeRole, fE@a7i{FE B4R #0 secret BEALL AWS B B0 1T 51D
¥k, FEARmEIN,

AT
1. #R#& AssumeRole Fi ' 5 ECR registry il FR— Mk A SRR 7 o, B0 :
o MREBRIGXABMATS ECRregistry i FR—MK R, NG BrRENRIMH AR,

FLEAEE, BALREFELFEAAELEE. B8, Boirt/REE
e,

o =FE, MNIRMIGA ECR registry BIMUR, HERFAIF S ECR registry A REBIK - AREsS
ENHEEXRR:

{
"Version": "2012-10-17",

"Statement": |

{
"Sid": "VisualEditorQ",
"Effect": "Allow",
"Action": "sts:AssumeRole",

"Resource": "arn:aws:iam::<ecr-registry>:role/<assumerole-readonly>" ﬂ


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
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}
]
}

Q ¥ <assumerole-readonly> Eift HIEERENAE,

2. @i 7E Principal FERHFEZ A ARN REEABHEEXR :

{
"Version": "2012-10-17",

"Statement": |

{
"Effect": "Allow",

"Principal": {
"AWS": [
"arn:aws:iam::<ecr-registry>:user/<role-name>"

]
b

"Action": "sts:AssumeRole"

}
]
}

1.3.2.1.3. £ RHACS HEZi& AssumeRole

1£ ECR Ht & AssumeRole [5, f&aILU#EH AssumeRole $ Red Hat Advanced Cluster Security for
Kubernetes 5 Amazon Elastic Container Registry (ECR)5EK,

TAZ
1. 7£ RHACS [']/7#1, 3# A Platform Configuration — Integrations,
2. 7E Image Integrations E89 F, %% Amazon ECR,
3. Hil New Integration,
4. BN TR -
a. EME : ERAIETR,
b. Registry ID : registry 8 1D,
c. Region : registry BJX15, #0 us-west-1,

5. fNREH IAM, &% Use container IAM role, &I, &k Use custom IAM A& EFHHIA
Access key ID #1 Secret access key,

6. WIRHEA AssumeRole, iH1%#: Use AssumeRole, i ALLTRERHIENE

a. AssumeRole ID : EBREMAE ID,

b. AssumeRole External ID (®[i%) : #NIREFER T H AssumeRole BIAER ID, EaTLUTELL
WEIAE,

7. #EFE Test A 5 FRI% registry EMR RS EE TE.


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
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8. 1L Save,

1.3.3. FI/JEZE Google Container Registry

&\l LA Red Hat Advanced Cluster Security for Kubernetes 5 Google Container Registry (GCR)%

o

&

i

mREM

o MHEE TIRNESMN ARSI BT HD LI,

funi]

]

o KREXBIBRSSIK P W AA TS registry. BXEFRTFRAPMEMITE UiFINR GCRIER, HS
58 B & 17 ] #2271,

o WNR{FHEF GCR Container Analysis, U TAERZRFRSIKS
o ABOWMEETEES
o ZAEFPHT Occurrences Viewer

o FENRERR

1. 7£ RHACS [']/7#1, 3# A Platform Configuration — Integrations,
2. 1E Image Integrations #843 F, 1% Google Container Registry.
3. = New integration,
4. AL TR ¢

a. EME : ERAIETR,

b. KA : %F Registry,

c. EMFRImSK : registry Bk,

d. BB : Google Cloud i1 H %5,

e. ERTAHENESMN  REUER TS MEITEMNRIL

—

ARS5 M  BEEH(JSON) : BT SR IIERIAR S B,
5. i%#¥ Create integration without testing 0 EMK, MAMNIKE registry BIERE,
6. 1EFFE Test IMIX SR registry WER R T ERE .

%k

7. 1%F¥ Save,

1.3.4. FEBLE Google Artifact Registry

& BT LLf$ Red Hat Advanced Cluster Security for Kubernetes 5 Google Artifact Registry &

AR

10


https://cloud.google.com/kubernetes-engine/docs/how-to/workload-identity
https://cloud.google.com/container-registry/docs/access-control
https://cloud.google.com/container-registry/docs/container-analysis
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o MHEE TIRNESM ARSI BT H D LIIE,

o XEXMIRRSSIK M A EA Artifact Registry ReaderIdentity and Access Management (IAM)A& &
roles/artifactregistry.reader,

1. 7£ RHACS [']/7#1, 3# A Platform Configuration — Integrations,
2. 1£ Image Integrations #34F, ¥ Google Artifact Registry.
3. = New integration,
4. AT FERBIFE -

a. EME : ERAIETR,

b. Registry ifis @ registry Bt

c. BiB : Google Cloud T H %5,

o

FERIEMEEHD  REUERITERESDHTEREIE,
RSG5 F BEA(JSON) : BT B0 IERIAR S5k - 24,

o

5. 1#%£%¥ Create integration without testing EOIZE &K, MAMKE registry FIiE#EE,
6. 1% Test MK S5 FTIE registry BIERE B IEE TE,
b

7. 1%F¥ Save,

1.3.5. F3JBL & Microsoft Azure Container Registry

& B LI Red Hat Advanced Cluster Security for Kubernetes 5 Microsoft Azure Container Registry &
o

AR SR
o MWNB—NRF&MEBFREHTEHNEIE,
AT
1. 7£ RHACS [']/7#1, ¥ A Platform Configuration — Integrations,
2. 7f Image Integrations 8% F, 1%L# Microsoft Azure Container Registry,
3. = New integration,
4. AL TR -
a. EME  ERHIETR,
b. s : registry Bk,
c. AF&MEH.

5. %% Create integration without testing EOIZE&E MK, MAMKE] registry FIiEREE,

1


https://cloud.google.com/kubernetes-engine/docs/how-to/workload-identity
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6.

7.

W Test MR S FTIE registry BIERE B IEE TE,
1% Save,

1.3.6. FIECE JFrog Artifactory

& A LU Red Hat Advanced Cluster Security for Kubernetes 5 JFrog Artifactory 5.

AR

ik

IR —MERA JFrog Artifactory 1T B30 UERI R 7 & M B,

1£ RHACS [']/7rh, j# A Platform Configuration — Integrations.
£ Image Integrations 889, 17t# JFrog Artifactory,

= New integration,

. BT FERB9IETS -

a. B : ERMETR,

b. Ufim : registry Bt

c. AFP&MBH.
INRIGTEEEER registry FE B @A TLS iE1, 1514 Disable TLS iEBEIE (FR2) .
1%+¥ Create integration without testing R0 &E MK, MM E registry BIIERE,
HFE Test KK 5 AT registry FIEERE S E R LIF,
vin

1%EFE Save,

1.3.7. FIE2 & Quay Container Registry

& BT LLf¥ Red Hat Advanced Cluster Security for Kubernetes (RHACS)& Quay Container Registry &
. ERILMERLLTAES Quay £ :

[

5 Quay NHEEHE (registry) Sl : WAEREBEEHRIL,

FEANER AT S Quay FAH registry 2K @ tE AR EREAIENLES ALK 7 LUBF Quay (3
=) . MEBEZER, 1HSH Quay X4,

5 Quay £ LUER Quay HIERRF M A S RHACS HH#i2F : A% EA APl, HEE OAuth
ST ERKE, ESH"RINTTIERE"E2 8" 5 Quay Container Registry SR LA HERIR"

eSS
o ETET Quay REEMRIATHMEIUE, BFEBRSIEAIKSAH OAuth TREXEKHERE (EF
m) o


https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html/use_red_hat_quay/use-quay-manage-repo#allow-robot-access-user-repo
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1. 7£ RHACS [']/7#1, ¥ A Platform Configuration — Integrations,
2. 1£ Image Integrations #84 F, %% Red Hat Quay.io,
3. = New integration,
4. T NERK B,
5. HiA Endpoint, sEHiIA registry BIithiit,
a. MRMEMES Quay AEEMEEERK, 7E Type TitfE Registry, AEHAT—%,
b. MIRIMES Quay FhF registry £, £ Type Fi%£#¥F Registry HEUTFZERPHAER :

o HZEA AP A : REFEA Quay Wz AIK 51 registry, EHIARF %, &<
namespaces+<accountnames.,

o HZRA B : MNREER Quay .25 AMK 517 registry, &I ANLEF A B &8
B,

e OAuth &g : INREMEA OAuth 88 (EF ) 1A registry, HEELFEPHAE,

6. A% MIRIBIEIEEEE registry K& AR TLS UEP, 1E1%E#F Disable TLS IFBRIE (F&R
é) o

7. w3k BEERNNANIER FOEREK, 15155 Create integration without testing,
8. 1L Save,
pa -3

INRIEEYHE Quay K, BREEHEMEIE, HERIEBEEER Update stored
credentials,

1.4. EMER

® 5 Quay Container Registry S LI &

1.4.1. F5/E2 & IBM Cloud Container Registry

& 0] LLf$ Red Hat Advanced Cluster Security for Kubernetes 5 IBM Cloud Container Registry £,

AR M

o BA— APl BEAA T IBM Cloud Container Registry #7535,
AT

1. 7£ RHACS [']/7#1, 3# A Platform Configuration — Integrations,

2. 7E Image Integrations #84> F, 7% IBM Cloud Container Registry,

3. = New integration,

4. HIALUT RN -

13
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a. EREH  ERMIETR,

b. s : registry Bk,

c. APIZEH.
5. %% Test MK S AL registry BIERE ST IEHE TIF,
6. 4iF¥ Save,

1.4.2. F3)ECE Red Hat Container Registry

& BT LLf¥ Red Hat Advanced Cluster Security for Kubernetes 5 Red Hat Container Registry &%,

AR
o WA —NAFEMELFEERIT Red Hat Container Registry #17 &9 35 1E,
iR
1. 7£ RHACS [']/7#1, 3# A Platform Configuration — Integrations,
2. 7£ Image Integrations #8> F, %% Red Hat Registry.
3. = New integration,
4. AT FERBIFE -
a. EME : ERAIETR,
b. s : registry Bk,
c. AF&MEH.
1%5¥ Create integration without testing 025K, MAMNIHE] registry BIi%EEE,
6. JEF Test Rl ST registry KIS MESIER TF.
%k

% Save,

14



E2E 5 CIREERK

B2E L5 CIRGEK

Red Hat Advanced Cluster Security for Kubernetes (RHACS) 5 & 45 RR (C) ™ mEM ., TELBEHEK
A, &R LUER RHACS S92 (5] FN R Z I 22 2 AL b7 A B R B FR AR

FIRFFHEEE registry /5, RHACS &£MEI Cl BB, BAMERGA LT XN RELEBEMKTRIE
SRS E T, RS EREREM CHILEHR, linter violations = E At A] i,

JNRETRE, FARAZGIRSEE VEIEERZI R (81 RHACS Io#) KW BIRIER S FHiF K.

BT R RHACS RER S K Cl 7~ mERK, UOEHRGRESRAEE BN FIREE, WREHRE
FERIER, EHEESHRER—NMFINER, SERBHER, ORI EUA,

BRI IE NI EREHIRE, RGN FEEIPCERES, NZREANESBEimLlIE
FHOIRA SR,

Z ¥ Red Hat Advanced Cluster Security for Kubernetes 5 Cl R4t5mMK, 1HRBLLTHIRHAT
1. BCEMRIRES,
2. BOi& registry &£,
3. ECEX RHACS LBV IF

4. 5ECIEEEMK,

2.1. FRE M 2 SRR
IR LATED R B B 10 & RHACS ZRER,

it
1. ECEE A T A4S EHIRIFY &0 A I SRR,
2. BIEMREAE]HEEEB registry M.

HER
B 55K registry £

2.1.1. fe B I AA B BRI 4] SRS

8/ RHACS | 1P R E R TE Red Hat Advanced Cluster Security for Kubernetes H g & BY{E ] FH A a2 At
] SR B

AE
1. 7£ RHACS [/, i A Platform Configuration —» Policy Management,

2. FALEEFRER Lifecycle Stage:Build.,

2.1.2. BB H RYUREE

PR T ERBIAKEEA, BIAA LATE Red Hat Advanced Cluster Security for Kubernetes H |2 B E X 5&
B

15
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ik

16

1.

12.

13.

. 7E RHACS ']/ dh, 3 A Platform Configuration » Policy Management,

i + New Policy.

i A\ SKB&HY Name,

. PEFESRBERY™ B ¢ Critical, High, Medium, 3% Low.

WEPEE R TR S B R, Build, Deploy, 5 Runtime, BRI LUEFEZNNER,

% o
- IR NG ClI RS OIRFREE, 1HIELEE Build o0 £ EHIR X,

o EFIRIEER THSKFER, %0 CVE # Dockerfile 384,

® Deployment-time SRIGFT LB EFT AN RIGIE, B EALUEERBEFEENHK
&, LVEIURR B 1T E Docker SHP AR ERTF,

o ZITHIRIEA LG ST AN A ERE NS R SRBEIIE, LURIZ4TH HA A EIIT R EURE,

1 Description,Rationale, #1 Remediation FE& ¥ AG XRIEHER, & ClIEIEMER, &
GRXEFEERNHE, Alt, @8R ZRBNFEER.

M Categories THIZE B AIEFERT,

MOBRI TR PR FEEMARR, 1% N RIS A T I L SRS B B @ A

—

RIS RHACS 5@ F#ER M (30 Webhook, JIRA 5% PagerDuty) %8k, FHE
BWEREN, REERMER RHACS S/ mamansmny, FeErRmig
J_.%_Q

. {3 Restrict to Scope {U NFESRE. ARSI S ALLEREE, EaLURIMNS SR,

A7 RE2 AR A ENRA X 1Tar & 2 B AR,

. {8 Exclude by Scope RHFRERE. £, BEFMIFE, KFRRTERBRTERTEEE

B9SEAR, MERILURINS ANSER], AR RE2 AP EAENRAR TR B ERMIRE, BE,
BIEERIENFRIA X REFTRE,

%fF Excluded Images ({{BRBuild Lifecycle) , 1EMERE N EAAL HROTIRPLEFEMER
%o

pa -3
Excluded Images (Build Lifecycle only) % & [\ 1E 10 B LR B RO RVER IR

(fagLEar A ER) NFEMA, MREMEMBLIREGEZITERE( Deploy £ E
HAWTER) iz T E SN ( Runtime & ep BHEAMER), NIETH.

1E Policy Criteria Ei>#, ECEIFARL ZRIEHIE M,

FEEMRIRL AR Next,



E25 5 CIRGER
14, FERBEER T RTE S SRS il 4 8935 R 1B R B9 T

Do

15. FEEMRIFLHIER Next,

16. EFESRBEHISEHIIT ., sREIZXEGER TE ) Lifecycle Stages iETIEFEBIFTER, 154% ON s il
HATSERBRF RS ERIE R, 157 OFF RIEiERIE R,

B E RN BB T N EER AR,
X F Build B, HHRSRIEFMG AR, RHACS #{EEIHT CIIIE,

%I F Deploy FER, #05R RHACS # AZRHIZRECEFiZ21T, RHACS &FEIEB]
BNEH SRR G TRENIE,

o TEWAMANIEFIZREEIMEREF, Kubernetes 8 OpenShift Container

Platform AP| fR&S 23 2BEIEFFIE A S HIBERE, EHEHMEREH, RHACS
PR A MERE, LABIEVEE pod,

S FIEEE, FRERNIELE Kubernetes SEHERTTE T RGN £ 4B
S8uRE, AXEENELZER, HE"BENBRNETLEERE",

%FF Runtime M E%, RHACS 211 5RBEFKMALERIFTA pod,

==
[=]

>

KB SLHE R RE RSB T N ARRF I ZORTR, /5 Ao bhkwian, E@
PRAFIIEEXE, FT X B o/ & R 1F,

2.1.2.1. BB R £ 5RBE 5 $l

Red Hat Advanced Cluster Security for Kubernetes 3z 3 i #1258l i %2 £ SR B i 1l 17 28 e 1] SR it

Hl - B AIEHIZFFN RHACS Sensor BHGR Fll TR R, # AILHI3F =BE L OB s BT R SRESHIER
B, MBHAEAEHBRZAKATA, N Sensor AT LLET fFiF R FRLBER 0 BIERE 46 B A AT
5 il

i
Of

B A

RERTNTIZIT N ARRF I ARIZ. /0 AsmbhaTien, H@EMerAE
MXE, FitRIanfeimR B ohss fIHRIE,

2.1.2.1.1. BE o i

17
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iR HlIE RHACS /#E AESIZRIN1T. WA EAZEG SR HIFEREP, Kubernetes 3¢ OpenShift
Container Platform AP| [R5 23 2R IEFRE RS MBIERE, H AZEH232BE1E CREATE #1 UPDATE #%#
£, EMEFERGET deploy-time 5 FlEC BRI SREE BT pod Il 5% B8 #715 K &R KL,

Kubernetes # A webhook {{3z#f CREATE. UPDATE. DELETE s CONNECT #£1F,

RHACS # Al 25 R 373 CREATE #1 UPDATE #24E. kubectl patch. kubectl set #[l
kubectl scale FiZ1FE PATCH #/E, M2 UPDATE #/E., EN Kubernetes A& #F
PATCH #1E, AL RHACS /&N PATCH 1 EH AT %1,

-

ST, BPIIE RHACS A NEREAUTRE -

e 7f Object Creates Ll : LtEI#7E Dynamic Configuration 284371, 24 A f I AR 558947
No fEWINIEFTFHHY Static Configuration &84 E%H Configure Admission Controller
Webhook ¥fiilfr Object Creates FFxFHE1E % T1F.

o TEXTREF L : LLIHAE Dynamic Configuration E843 7, i ARHIARSSB91T 1. Bidb
/AT $T FFHY Static Configuration #84>FE7%H Configure Admission Controller Webhook & {iii
Iff Object Updates t#ft,

JNRIEXS Static Configuration IWEH 1T T HW, B EHRBELEERT A ILEEREN,

2.1.2.1.2. Boa il

BmbIE RHACS Sensor $14T, XA bl eI B L E 503 4E, EAYGHEIR, Sensor FEIAY &R O, #
PRIEVARE pod. FEIXMimiblR, SEFFIRM T IHERLNERE.

INREE T HeREl, B Sensor 241, N RHACS FiEfdTm S,

2.1.2.1.3. i3 %4 22 [a] HEBR

FINBERT, RHACS MisHIRE L BEpRFELEIE & Z2(], 10 stackrox. kube-system # istio-
system fpZ 22 (A, XHEMIERZ, SIIERE XL 22 AR —LLIiE F e RHACS E& TIE,

2.1.2.1.4. TR ER B B i il
SFMAEE, REBEWRNIERE Kubernetes EERTIE ORI SRR S BUSR S, INRXTREFITHE

W, MWIET %R Policy Management 3 21 Reassess All REFHiF L EKR, WREFSEMENEHRE
RN RS ERE, TEEEHME AN Kubernetes =4, #MIRHR T HE, T RHACS T b,

HhBR
o {3 A A SR 250

2.2. Bidi& REGISTRY £5%

EHEL, B3R At Red Hat Advanced Cluster Security for Kubernetes, LAV RIETEFY R E E R E
IR registry,

2.2.1. KeEIAEM registry &K
ISR LB A RHACS [T R E R BB S registry &M

18
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F28 5 CIRGERK

TR
1. 7£ RHACS [']/7#1, j# A Platform Configuration - Integrations,

2. 7E Image Integration 0T, EZRE ERH Registry indl, WIREILTHE B WiIZnEELER
B #HE,

MR EBRE LR Registry Fidll, fRAITE 55 5& registry .

2.2.11. Hb TR
o SR registry R

2.3. BCiE Vil

RHACS 124 roxctl S8 5T R E(CLI), LUER LR RHACS SRIEE R EIEE EH, roxctl CLIR
EBA X EFEAERURIMMEEE], UMEFLZARRTLUERRE R EHRAN AT SR,

BEL 2T} Red Hat Advanced Cluster Security for Kubernetes API fRZ5 283 1T &P J0IE, /o2 —
™ AP &,

2.3.1. FHHFETF API 552
Pt
1. EREMEIESEE, WMALTHSEESE ROX_API_TOKEN £ :
I $ export ROX_API_TOKEN=<api_token>

2. (|E) LR LU SREAREFERISES, HFBETHAULTHRSNES --token-file 12L11— 2 $
A :

I $ roxctl central debug dump --token-file <token_file>
HEBUTER :
o (RAEEEIN{# M -password (-p) # --token-file jE7,

o MRMBEKET ROX_API_TOKEN %=, FH1E7E --token-file ;%i, roxctl CLI &ff FA1EER
DR T BRI,

o MRMMELZLKNET ROX_API_TOKEN Z'E, Hi57%E --password %t5i, roxctl CLIFEREE
R 4T B35k,

2.3.2. B T E T HISCE 2 2 roxctl CLI

IRET L% % roxetl CLI, LUEFEAGSITHRES Red Hat Advanced Cluster Security for Kubernetes 32
B, f&AILATE Linux. Windows 8% macOS %% roxctl,

2.3.2.1. £ Linux 2% roxctl CLI

REI LUIRBBLLTRFZTE Linux £ % roxcetl CLI Z &304,

19
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FATF Linux B roxctl CLI T F amd64. ppc64le #1 s390x 2244,

TAZ
1. HATE BATIRVERSIM roxctl 3854 -
I $ arch="$(uname -m | sed "s/x86_64//")"; arch="${arch:+-$arch}"
2. F# roxctl CLI :
I $ curl -f -o roxctl "https://mirror.openshift.com/pub/rhacs/assets/4.4.3/bin/Linux/roxcti${arch}"
3. f&# roxctl Z i HISTHFRIHAT -

I $ chmod +x roxctl

4. 15 roxctl Zi#HITH4RE PATH A9BSR -
EHEEMH PATH, 5HITUTHS :

I $ echo $PATH

o INIFREREM roxctl A :
I $ roxctl version

2.3.2.2. £ macOS %% roxctl CLI

15A] IR R LT RAZ1E macOS A& E roxetl CLI — it >0 {4,

- AT macOS B roxctl CLI AT B F amd64 2814,

TAE
1. F# roxctl CLI :
I $ curl -f -O https://mirror.openshift.com/pub/rhacs/assets/4.4.3/bin/Darwin/roxctl
2. MZHBIX R MRmAET BREM
I $ xattr -c roxctl

3. {# roxctl Z# I STERTHIAT ¢

I $ chmod +x roxctl

20
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4. 15 roxctl Zi#HIST 4 RE PATH A9BSR -
EHEEMH PATH, 5HITUTHS :

I $ echo $PATH
o INIFREREM roxctl iR :
I $ roxctl version

2.3.2.3. £ Windows _E %23 roxctl CLI

IREI LUIRBBLL T RFZTE Windows £ %23 roxctl CLI Z ISz {4,

" amd64 229124 7 & A F Windows B9 roxctl CLI,

TAZ
e T roxctl CLI :
I $ curl -f -O https://mirror.openshift.com/pub/rhacs/assets/4.4.3/bin/Windows/roxctl.exe
o FIFRBEREEM roxctl R :

I $ roxctl version

2.3.3. \A 231217 roxctl CLI

roxctl &/ i RHACS roxctl HRIRMIEIAA O M, EREHRFIZ1T roxctl B i -

FoRFZM
o MEY%M RHACS [P £ RSB FIETHE.
ik

1. &R EF registry.redhat.io registry.
I $ docker login registry.redhat.io

2. 7 roxctl CLI I BN FTHI B 2R (R,

I $ docker pull registry.redhat.io/advanced-cluster-security/rhacs-roxctl-rhel8:4.4.3

& CLI G, BHLUERUTHRRIZITE
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$ docker run -e ROX_API_TOKEN=$ROX_AP|_TOKEN \
-it registry.redhat.io/advanced-cluster-security/rhacs-roxctl-rhel8:4.4.3 \
-e $ROX_CENTRAL_ADDRESS <command>
1 Red Hat Advanced Cluster Security Cloud Service (RHACS Cloud Service)d, 1E{FH
FE Central #1E# roxctl €5 5HS, 1EE A Red Hat Hybrid Cloud Console B Instance

Details 284 T/~ #) Central SZf5Ihtt, 530, {FA acs-ABCD12345.acs.rhcloud.com
MmA = acs-data-ABCD12345.acs.rhcloud.com,

o ISIEREREM roxctl fRA,

I $ docker run -it registry.redhat.io/advanced-cluster-security/rhacs-roxctl-rhel8:4.4.3 version

24. 5 CIEEEK
SERXESER, T—F525 CIEEERK.

B CI RAURFEEEERBE TR,

2.4.1. {#H Jenkins

A StackRox Container Image Scanner Jenkins ffiff 5 Jenkins &£/, &R LATE Jenkins B X AEHIIN
BMEEHEA LG,

2.4.2. {6 CircleCl

& AT LAY Red Hat Advanced Cluster Security for Kubernetes 5 CircleCl 2%,
AR M
o RAXS Image FTREM read F1 write FFRAYS .,

o BB — Docker Hub Tk BB &M1&,

1. &3 CircleCl, BITAUBTERAEHIE,
2. Hif Project Settings.
3 mUEEE,
4. R AAdZE FHOBUT=ZNIMNRLE -
o ZFF : STACKROX_CENTRAL_HOST - Central B DNS & #5sk IP i,

o ZiR : ROX_API_TOKEN - 1/jI1] Red Hat Advanced Cluster Security for Kubernetes B API

ThE.
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E2E 5 CIREERK

e Z¥ : DOCKERHUB_PASSWORD - Docker Hub i B9 2315,
e ZF : DOCKERHUB_USER - Docker Hub ik B F 4,

5. tNRL% A\ CircleCl BEEEX M, EEBKEFENUIENAMKEEEENRE XD UE— BN
.circleci BB %,

6. f£F .circleci BxABILLTIT0/E config.yml BEi&E ST :

version: 2
jobs:
check-policy-compliance:
docker:
- image: 'circleci/node:latest’
auth:
username: $DOCKERHUB_USER
password: $DOCKERHUB_PASSWORD
steps:
- checkout
- run:
name: Install roxctl
command: |
curl -H "Authorization: Bearer $ROX_API_TOKEN"
https://$STACKROX_CENTRAL_HOST:443/api/cli/download/roxctl-linux -o roxctl && chmod
+x ./roxctl
- run:
name: Scan images for policy deviations and vulnerabilities
command: |
Jroxctl image check --endpoint "$STACKROX_CENTRAL_HOST:443" --image "
<your_registry/repo/image_name>"
- run:
name: Scan deployment files for policy deviations
command: |
Jroxctl image check --endpoint "$STACKROX_CENTRAL_HOST:443" --image "
<your_deployment_file>"
# Important note: This step assumes the YAML file you'd like to test is located in the
project.
workflows:
version: 2
build_and_test:
jobs:
- check-policy-compliance

Q ¥ <your_registry/repo/image_name > & N IEH registry FIFFIREEE,

Q ¥ <your_deployment_file > &t ERE STHFHIEE X,

INRIBEFEFMEEDR D CircleCl BE— config.yml 324, EEINBEEXHHR
M—AN A E BT jobs #B,

7. BEEXHRREFMEER, AiIE CircleCl (R Jobs AFI, LUKIER- B SRBE 55 .,
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% 3= 5 PAGERDUTY &5

INERMEA PagerDuty, BELUSZEIRM Red Hat Advanced Cluster Security for Kubernetes %% %l
PagerDuty,

TS EAE T ¥ Red Hat Advanced Cluster Security for Kubernetes 5 PagerDuty £ =K T/F

= .
/L -

1. 1£ PagerDuty HRINFTHY API AR 55 F K ERER B 25 5H,
2. [EREMBATE Red Hat Advanced Cluster Security for Kubernetes % & &4,

3 RAEREL X EMBIRE, HEINXLERRABNINE.

3.1. fid& PAGERDUTY
Wi GRS FARENE R B EH, FFIAS PagerDuty 5%,

Az

bl
i

A Configuration — Services,

£ Add Services,

. 1£ General Settings T, #§%E Name [ Description,

. 1f Integration Setting T, = Use our API Directly 37y Integration Type THI3Z %

Events v2 API,

. 1E Incident Settings T, % — Escalation Policy, F&E&E @K% E M EML4BET,
. ¥% Incident Behavior #1 Alert Grouping FIBNIAIZ B, SHERBESZEATEE,
. = Add Service,

. 1E Service Details T{EH, i3k Integration Key,

3.2. 7 KUBERNETES fZi& RED HAT ADVANCED CLUSTER SECURITY

EREM B AT Red Hat Advanced Cluster Security for Kubernetes 82 # 5 M.

ik

24

. £ RHACS []/7/h, # A Platform Configuration — Integrations,
. B T&R5hE Notifier Integrations #3149, AFI%EE: PagerDuty,

. = New Integration (70 E#7).

. i\ Integration Name F9& 7R,

. 1E PagerDuty SEBEFEH, WAENEH.

. 2 Test (checkmark Et3) , BAKIES PagerDuty ISR 2 & IE & T1F,


https://www.pagerduty.com/

% 33 5 PAGERDUTY 45X

7. )= Create ({fR1F E7)ROIRBEE.

3.3. ECiE SR A @ Al
HROUREEE A R@ A,
TAE
1. £ RHACS [1/di, i# A Platform Configuration - Policy Management,
2. MEMBHELEFERHO—IHE DK,
3. 7£ Bulk actions T, ¥ Enable notification,
4. 7£ Enable notification O, %#: PagerDuty notifier,
p= Y=

MRELORAREEMEMENR, RARET—REBEEBNEFICER.

Red Hat Advanced Cluster Security for Kubernetes #B#E 15 & @A, BEKE
M, BE L NRESE— N ENRER,

BRI B EERAE—R, MRENKRBOE T B, NASKELERN,
PRIEER 7 HEM,

Red Hat Advanced Cluster Security for Kubernetes U FI&R 0 EHER :
o MERE—RALERKIER,

o FEMRIZEEHRISHLURIAZTNENRGE, SITNRBEREEBEFL
$Q
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% 4% 5 SLACK &5
INR{FEF Slack, EAILUFZRM Red Hat Advanced Cluster Security for Kubernetes %% 2| Slack,
LT H B R T I Red Hat Advanced Cluster Security for Kubernetes 5 Slack £ HI = 2 TE -
1. QIR Slack AR, 5% AR Webhook, FKEX Webhook URL,
2. {#H Webhook URL ¥ Slack & Red Hat Advanced Cluster Security for Kubernetes &

3 RAEREL X EMBIRE, HEINXLERRABNINE.

4.1. it & SLACK
BB — 1M Slack N AR, FIKEX Webhook URL,

—_

BREEEAKAHEANRIA Pk &A1 Webhook,

1. DIERHFM Slack N EER :

INREFEAMAR Slack N ATER, E1HA https;//api.slack.com/apps FiEFEN
AR,

a. B’ E https://api.slack.com/apps/new,
b. %iA App Name F1%£#¥ Development Slack Workspace &1 2 F.
c. = Create App.

2. FEXETTE A Basic Information 884>, 4% Incoming Webhooks (7£ Add features and
functionality ),

3. TFF Activate Incoming Webhooks t# 7 %,
4. %% Add New Webhook to Workspace,

5. FE—NMNARFNAMBINSE, AFIEE Authorize, TTERRIF, FREZINARFXE
TH,

6. EFIAITFER Workspace 3498 Webhook URL,

MBEELER, BB Slack X1, {FH Incoming Webhooks FFi#
411 FER A Z IR E Slack FiE

IR B LLER & Red Hat Advanced Cluster Security for Kubernetes @ %14 % B R EB Slack #iE, LUEE
i A ERRBIFR,
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%43 5 SLACKERK

ik

1. BECE1% AB) Webhook f&, TEERE YAML XML THIERR

example.com/slack-webhook:
https://hooks.slack.com/services/T00000000/B00000000/XXXXXXXXXXXX XXX XXX XX XXXX

2. 7£E2& Red Hat Advanced Cluster Security for Kubernetes f5f, 7E Label/Annotation Key for
Slack Webhook F E& FR{# F3 £ fi### example.com/slack-webhook.

BLESERE, MRIEBEEE YAML XHHEEREME, Red Hat Advanced Cluster Security for

Kubernetes &R & EBNE NIZERIEEM webhook URL, B, BRIFER L IXTIEIAM
Webhook URL,

4.2. 7 KUBERNETES g & RED HAT ADVANCED CLUSTER SECURITY
{5 A3 webhook URL £ Red Hat Advanced Cluster Security for Kubernetes Fr Al 274 /.
TAZ
1. £ RHACS 1171, # A Platform Configuration - Integrations.
2. W RENE Notifier Integrations #84y, AE%EFF Slack.
3. = New Integration (&0 EI#T).
4. %N Integration Name B9 &5,
5. 7£ Default Slack Webhook 2 E& A fij A 4 BB Webhook URL,
¥ Test (AERC EIR)RMIKE Slack WEMES EE T,

pvin
#%4¥ Create (save icon)E A EEE.

4.3. i ER& @A
Sy T S P RSB AN,

TRAE
1. £ RHACS []/'1, A Platform Configuration = Policy Management,
PR ENEAEERN—P NS R,
3. 7£ Bulk actions T, E#¥ Enable notification,

4. 7£ Enable notification B, %# Slack notifier,

ﬁ on
Y MRELORAREEMEMER, RARET—REAEEBNEFICER.

5. Bii JBA.
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® Red Hat Advanced Cluster Security for Kubernetes 1R#E1%£ 4 %@, EHEWBGE
M, BE L NRESE— N ENER,

o BN AEERAZE—R, WRENRBOE T ENER, NFRWEEA,
PRIEER T HEM,

® Red Hat Advanced Cluster Security for Kubernetes i UL FI&E RO IER -
o HEHRE—RAEERKER,

o FEMRIZEEHRISHLRIAZTNENRGE, SITNRBEREEBEFL
&,
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25 5 Z {§ @A WEBHOOK &1
{8 Red Hat Advanced Cluster Security for Kubernetes, &8 LUSZHu@AVE ) JSON H B L EFEM
webhook 2R, K EFHRBERES, RedHat Advanced Cluster Security for Kubernetes #EEZ &R URL
£ HE HTTP POST &K, POST IFKRIEXEEHEKXERM JSON BRER,

Webhook POST 1%k JSON HIEE & vi.Alert X RIEREBHEM B E LFE, MTHIFR :

{

"alert": {
"id"™: "<id>",
"time": "<timestamp>",
"policy™: {
"name"; "<name>",

1
|3
"<custom_field_1>": "<custom_value 1>"

}

A LLOEZ 1 Webhook, 0, &aLLGIE— webhook EZEWRA R ITERE, H— webhook
FEREH,

% Red Hat Advanced Cluster Security for Kubernetes B R ¥ & BIEf] Webhook #EUX2S :
1. WERTFEBERM webhook URL,
2. {#F Webhook URL 7E Red Hat Advanced Cluster Security for Kubernetes Hi% & @41,

3 RAEREL X BEMBIRE, HEINXLERRABNINE.

5.1. fF§ WEBHOOK EEB25E X
{8 webhook URL 7E Red Hat Advanced Cluster Security for Kubernetes /2 # 5.
iR

1. 7£ RHACS [']/7#1, 3# A Platform Configuration — Integrations,

2. W TRENEI Notifier Integrations #84y, AEi%fF Generic Webhook,

3. = New integration,

4. BN ENETT.

5. 7£ Endpoint FE& i A Webhook URL,

6. WMREE webhook WS FERARAEIUES, IHTE CA certificate ZEXHHA CAIEF, BN, &

HHEZ,
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Webhook #8285 FBIAR 55 87 1L T U0 Ui /R DNS BA R, ERILLR Bt

TLS Bk SRZBXNLIE, ZIIERHERF R TLS Sk, g05R%HA TLS uik, iR
AR RS I E A

7. A% : R Enable audit logging 3k #H Xk Red Hat Advanced Cluster Security for Kubernetes
FRTE B ETR.

ZINEER VR L 4REY Webhook R FEIRMF T HE, MURREB AR IXLEH

/GNO

8. E{HF webhook #HINERIITHREIE, EHRWALLTZ—BIHIS -

o MTFEARHTTP IRIEMAF RMEY
e HE Y Header, f5l30 : Authorization: Bearer <access_token>

9. {#M Extra FF&7E Red Hat Advanced Cluster Security for Kubernetes & %#) JSSON X RHE S
BINHISE(EXT, B0, WNREH webhook EMERIESZ L NRIINT R, EATLUARIN "source":
"rhacs" {E NEINFER, FitiEiXMEXRIAA] Red Hat Advanced Cluster Security for
Kubernetes BIFF B E4,

10. %5 Test XA ZEMECER, MUSIESERER Webhook ERE2EB IER TIE.

1. %5 Save LIAIEERE,

5.2. Bd & SRB& @A
NRGRIE S BERB,

iR
1. ¥ RHACS |17/, j# A Platform Configuration —» Policy Management,
2. EFREENEAEERN—PHS K.
3. 7£ Bulk actions T, £ Enable notification,

4. 1% Enable notification B, % Webhook BHITEE,

% on
. MREORBREEMEMENR, RARET—REBEEBNEFIER.

5. Bii B,
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® Red Hat Advanced Cluster Security for Kubernetes 1R#E1%£ 4 %@, EHEWBGE
M, BE L NRESE— N ENER,

o BN AEERAZE—R, WRENRBOE T ENER, NFRWEEA,
PRIEER 7 HEM,

® Red Hat Advanced Cluster Security for Kubernetes N UL FI&E R ORI ER -
o HEHRE—RALERKER,

o FEMRIZEEHRISHLURIAZTNENRGE, STNRBERSAEBEFL
&,
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%6 E 5 QRADAR £

fRe LR £ RHACS HESE B A Webhook &£/, ¥ Red Hat Advanced Cluster Security for
Kubernetes B2 & ¥ E4 4 %% QRadar,

LIRS RART & RHACS & QRadar £ R TIER -
1. £ RHACS & :

a. E2E@F Webhook,

£ RHACS HECEEMNS, £ Endpoint FEHERLTRAIEIER : <
URL to QRadar Box>:<Port of Integration >,

b. AR R ZBHBIRES, FEMXLRIBMBRMIXE,
2. 908 QRadar %A BERNIB &R, 1E7E QRadar #HIE 7RI RHACS BER, BXEE
QRadar #1 RHACS B %58, 1E5 % Red Hat Advanced Cluster Security for Kubernetes IBM
BRo
6.1. 8/ WEBHOOK FR B &K
£ webhook URL 7 Red Hat Advanced Cluster Security for Kubernetes /2 # 5.
iR
1. 7£ RHACS [']/7#1, 3# A Platform Configuration — Integrations,
2. MTRLEHEI Notifier Integrations 2349, AF 1%L Generic Webhook,
3. = New integration,
4. BN EHET.
5. 7£ Endpoint FFE& i A Webhook URL,

6. ﬁﬂ%f&?ﬁ’] webhook IR FERARAEIFE, 1E7E CA certificate FEEFRHIA CAIEH, BN, &
'l_.fH EEI:l:o

Webhook #8255 FBIAR 55 87 1L T U0 Ui /R DNS BA R, ERILLR Bt

TLS 35k SR ZMHXNEIE, ZIIERHERE R TLS J0ik, MFRHAE TLS JiE, #HiE
AR RS I E A

7. A% : )R Enable audit logging 3k #H Xk Red Hat Advanced Cluster Security for Kubernetes
HRfTE B ETR.

IHERR IR B REY Webhook A FEMRMH ITER, MUATRRMA R IEX LN
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8. E{HF webhook #HINERIITHREIE, EHRWALLTZ—BIHIS -

o MTFEARHTTP RIEMAF RMNEY
e B Y Header, f5l30 : Authorization: Bearer <access_token>

9. {#M Extra FF&7E Red Hat Advanced Cluster Security for Kubernetes & %#) JSSON X RHE S
KINHIS(EXT, B0, MR webhook M ERIESZ L NRIINT R, ERTLUARIN "source":
"rhacs" {E NEINFER, FitiEiXMEXRIAA] Red Hat Advanced Cluster Security for
Kubernetes MR B E4,

10. %5 Test XL ZEMECER, URIESERER Webhook ERE2B IER TIE.

1. %5 Save LIAIEFRE,

6.2. BRiE SRE& R A
RGBS S R EREBAL

ik

1. £ RHACS [1/di, i# A Platform Configuration - Policy Management,
2. MEMBHELEFERO—INHE DR,
3. 7£ Bulk actions &, ¥ Enable notification,

4. 1% Enable notification B, % Webhook BHITEE.

%% on
' MRELORAREEMEMER, RARET—REEEEBNEFICER.
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fRe LR £ RHACS HESE B A Webhook &£/, ¥ Red Hat Advanced Cluster Security for
Kubernetes B2 & M9 E 4 4 X E ServiceNow,

UTFHHERERT R RHACS 5 ServiceNow SR BIE N TIER
1. 7£ ServiceNow H, BZEZETE RHACS &M REST APl iihm. BHXREE ServiceNow EZE 4 R
MEZER, 1HSM {7 Red Hat Advanced Cluster Security for Kubernetes 5 ServiceNow
£
2. £ RHACS A :
a. EBi&@ M Webhook,

b. IRAMEEA X EMBIRE, FHEIMMXLRIRFBRNIXE.

7.1. {83 WEBHOOK E2BE &
{8 webhook URL 7E£ Red Hat Advanced Cluster Security for Kubernetes /2 # 5.
iR

1. 7£ RHACS [']/7#1, 3# A Platform Configuration — Integrations,

2. W TRENEI Notifier Integrations #84y, AEi%fF Generic Webhook,

3. = New integration,

4. BN LA,

5. 7£ Endpoint FFE& i A Webhook URL,

6. WMREE webhook EWERFERARAEIUES, IHTE CA certificate ZEXH A CAIEF, BN, &

mRBE,

Webhook #8255 FBIAR 55 871 T U0 Ui /R DNS BFA R, ERILLR Bt

TLS Bk SRZBXNLIE, ZIIERHEFF R TLS Jik, g05R%HA TLS uik, iR
AR RS I E A

7. A% : )R Enable audit logging 3k #{H Xk Red Hat Advanced Cluster Security for Kubernetes
FRTE B ETR.

ZINEER VR 1 REY Webhook R FEIRMFITHE, MURREB AR IXLESH

/GNO

8. EffF webhook EKEIHITEMDIIE, HHMALLTZ—BIFE :
o FATEAXHTTPKIFMAF LMEG

e HE Y Header, f5/#0 : Authorization: Bearer <access_token>
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"rhacs" {ENEINFER, FidiEiXMEXRIAA] Red Hat Advanced Cluster Security for
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10. %5 Test XA ZEMECEE, USIESERER Webhook ERE B IER TIE.

1. %5 Save LUIEFRE,

7.2. BB ZRI& @ A
FRGIERIE A B EHRE .
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1. £ RHACS [1/dh, i# A Platform Configuration - Policy Management,
2. EREEBENELEERN— 1 HZ KRR,
3. 7£ Bulk actions F, %% Enable notification,
4. 1% Enable notification B, % Webhook BHITEE.
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o MERE—RAZERKIER,
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INEREA Sumo Logic, EELUFZEIRM Red Hat Advanced Cluster Security for Kubernetes %% %l
Sumo Logic,

LU TS A ER T ¥ Red Hat Advanced Cluster Security for Kubernetes 5 Sumo Logic £ BIEH T

m
1. 7£ Sumo Logic RRINFHIBE LN BERF, WE HTTP IR, FIKEXHTTP URL,
2. A HTTP URL ¥ Sumo Logic & Red Hat Advanced Cluster Security for Kubernetes &

3 RAEREL X EMBIRE, HEINXLERRABNINE.

8.1. E2i& SUMO B7i&
M Setup MF K& REHE FHIKEXHTTP URL,
iR
1. BSREEM Sumo Logic Home TTEF 1% Setup Wizard,
2. ¥t ir#5 %l Set Up Streaming Data 3 1% Get Started.
3. 7E Select Data Type TUEH, EFEENEE XN BREF,
4. 1f Set Up Collection TIEM, ##F HTTP Source,
5. i Source Category B9 %5, I rhacs, #AFH i Continue,

6. &l £ABI URL,

8.2. 7 KUBERNETES E¢i& RED HAT ADVANCED CLUSTER SECURITY
A HTTP URL 7£ Red Hat Advanced Cluster Security for Kubernetes H il 2 #r5E i,
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1. £ RHACS 1171, # A Platform Configuration - Integrations.

2. M TRLEHE Notifier Integrations 284, AF1%ERHF Sumo Logic.

3. = New Integration (&0 EI#7).

4. %\ Integration Name B9 & R,

5. £ HTTP Collector Source Address FE&fhfii A £ BB HTTP URL,

6. m Test (checkmark E#7) &5 Sumo Logic BISE2E IE & T,

7. )= Create ({fR1F E7)ROIREE.

8.3. FL & RIS B A
NRGRIS S BERBA,
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1. £ RHACS [1/dh, i# A Platform Configuration - Policy Management,
2. MEMBENELEERO—IHE DR,
3. 7£ Bulk actions &, 1#¥ Enable notification,

4. 7£ Enable notification O, % Sumo Logic notifier,

ggg% on
MRELOKAREEMEMER, RARET—REEEEBNEFIER.
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Source Category &7,
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B, el R XM HEITRIERE., 5 GCSElE, BralliESRKERATHR, FHTIRES
2,
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INRIEFEH Red Hat Advanced Cluster Security for Kubernetes i 3.0.53 s B B iR A,
MR A BIEUET,

9.1. 7/ KUBERNETES #iZi RED HAT ADVANCED CLUSTER SECURITY

F7E Google Cloud Storage (GCS) LEEE#HE# 17, 1E7E Red Hat Advanced Cluster Security for
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RS
o —NIEEME. BEQEFHEME, 1ESHUEBEH Google Cloud Storage X HH G| EF#1.

o RE([FAMNTEMEETH Storage Object Admin IAM A& BIARSIKT, MEFEZER, S E
A= 1AM 1BR,

o R&IKF M TEMEH S D HRSSIKBHISON), MNEEZER , HSHOIEBIRSIK T FOE
AR &5k P B 5,

1. 7£ RHACS [']/7#, 3# A Platform Configuration — Integrations,

2. M TRBNEI External backups E84>, #AE1%#% Google Cloud Storage,

3. # New Integration (70 EH7).

4. %\ Integration Name B9 & 5,

5. 7£ Backups To Retain {E i A ERBH & HEHE.

6. XF Schedule, HEFFMIE (BRKBAE) LUAKISITERDTREMNE],
7. BINREFE DB Bucket &5,

8. EFERIEMEHBME, 7 Use workload identity, &/ll, 7E Service account key
(JSON) FEE i A IRHIAR 5K P B A S IR A

9. % Test (checkmark E¥r) LUIAS GCS MER B IET TIE.
10. 1%F¥ Create (saveicon)E BB,

BLEfS, Red Hat Advanced Cluster Security for Kubernetes B#E#8 EMIHE B 5 & 1D A B 1R,

9.1.1. £ Google Cloud Storage EHUTIREFH
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1. 7£ RHACS [']/7#1, ¥ A Platform Configuration — Integrations,
2. 7t External backups &4 &, = Google Cloud Storage,
3. TR HITEDE GCS FHEMRIER AR,
4. = Trigger Backup,
pa -3

Bal, ik Trigger Backup iiliiff, %A@, {2, RedHatAdvanced Cluster
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ZEIRAEH T EG,

o {#F syslog MMiEL % EHFEE Red Hat Advanced Cluster Security for
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RAICECEBAFTA i B4 RER.

e HFHI, RedHatAdvanced Cluster Security for Kubernetes 37 # CEF GBEHZE
HER)
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1. %8B syslog B EINER RN E R,

2. {HEREKRERM IR O S7E Red Hat Advanced Cluster Security for Kubernetes FiZ & @ %0,
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syslog &I 25
10.1. id &5 RED HAT ADVANCED CLUSTER SECURITY FOR
KUBERNETES BJ SYSLOG 55X
£ Red Hat Advanced Cluster Security for Kubernetes (RHACS) i |8 — N syslog M.
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1. £ RHACS 1/, # A Platform Configuration = Integrations.

2. B TIRENE Notifier Integrations 284, fRFI%ERE Syslog.
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5. 7£ local0 %! local7 #1%:% Logging Facility {H.

6. HIAI&ZH Receiver Host address 1 Receiver Port number,

7. WNREM TLS, 1H$TFF Use TLS th#L,

8. WNRITH syslog BB FEARMESERIUET, TEITIF Disable TLS iEBEIE(Insecure) th#t, &
T, 3 R Pt E e,

9. = Add new extra FEE RINFANNFER, 10, WREH syslog EINZFEZFEB L NEBINS
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41



Red Hat Advanced Cluster Security for Kubernetes 4.4 £

F 1= 5 AMAZON S3 &5k
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11.1. 7£ RED HAT ADVANCED CLUSTER SECURITY FOR KUBERNETES A
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EIE=E e
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1. 7£ RHACS [']/7#1, ¥ A Platform Configuration — Integrations,
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4. %\ Integration Name B9 & R,
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6. ¥ F Schedule, HiLFEBEXRKBRANGHIIE, LUKIZITEETREINIHE,
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Amazon A8 E A {5 FIXT SR ITTEE,
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Y
1. $28& Cloud Security Command Center 15 FRRIARINIREFE IR, F7500 Red Hat Advanced
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4. %\ Integration Name B9 & R,

5. i A Cloud SCC Source ID,

44


https://cloud.google.com/security-command-center/
https://cloud.google.com/security-command-center/docs/how-to-security-sources
https://console.cloud.google.com/security/command-center/settings/source-management
https://cloud.google.com/iam/docs/creating-managing-service-account-keys
https://cloud.google.com/security-command-center/docs/access-control
https://cloud.google.com/kubernetes-engine/docs/how-to/workload-identity
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating
https://cloud.google.com/iam/docs/creating-managing-service-account-keys#creating_service_account_keys

%123 5 GOOGLE CLOUD &2t S b &ER

6. EFERITENHEME, A Use workload identity, &/, 7E Service account key
(JSON) FEE i A IRBIAR 5K P B A SR A

7. %+ Create (saveicon)E O E,

12.3. Fo ERESE A

NRGIRBE S A EIRER.

iR
1. ¥ RHACS ['1/7#, i A Platform Configuration —» Policy Management,
2. EFREENEAEERN—PHES K.
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-

FRFZM

o MWINMBEH— APl £, HEHBN Red Hat Advanced Cluster Security for Kubernetes BIFFE
FIRM read R, ERILA2ES Analyst ROTA BRI F IR RIFBR, Analyst BEEEFT
BRBL AR,
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1.

12.

13.

14.

15.

16.

17.

%133 5 SPLUNK 45

M Splunkbase F#; Red Hat Advanced Cluster Security for Kubernetes ff finZH 4,

. 7\ Splunk £ _E#Y Splunk 71,

# A Apps = Manage Apps.
%

. 1% Install app from file,

£ Upload app #HE&E O, %# Choose File 3i%# Red Hat Advanced Cluster Security for
Kubernetes B INZH {4 3 14,

= Upload,
= Restart Splunk, FHHiILE/S.
Splunk EJE &, M Apps E ¥ H%f Red Hat Advanced Cluster Security for Kubernetes,

# A Configuration, #Af5 = Add-on Settings.

a. XIF Central Endpoint, A IP it KB Central SEHIE R TR, 5l
0 : central.custom:443,

b. AL MDA M E B API &,

c. mif Save,

. A Inputs,

= Create New Input, RFEFELUTZ— :

e ACS altE#IE,

® ACS Violations h1BUE R #1E.

® ACS Vulnerability Management H EURAEIE.
ETDN TP DEZY 118

WEE— % B Red Hat Advanced Cluster Security for Kubernetes 4B/ /EIfR, #1420, & 14400
.

TR EE R E L EBIES Splunk Index.
%fF Central Endpoint, fiA IP #itit s{f&H) Central LB A FF.
B NS 9B INZE 44 4 BB APL 45 R

mii Add,

FEISUF Red Hat Advanced Cluster Security for Kubernetes Mt ilZH 4 %%, A KEIR0EL
2.

a. 7£ Splunk £, A Search, ZAE# A indexPROFILE sourcetype="stackrox
Idapsearch" {E 2],
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b. 1% Enter B,

FEERENRES ARG RPER,

13.2.2. B3 StackRox Kubernetes &£ XA MIMNZH 4

R {E A StackRox Kubernetes Security Platform K inZH 4, MAai A% EI#FH Red Hat Advanced
Cluster Security for Kubernetes i inZH 4.

R AR AWM IR BRR2FFIRTEE Splunk 01 EMEFTEM. HH4, R Apps - Manage
apps HHEREAEFEIHBH,

FRFM
o WMHEH— API 518, HEHBX Red Hat Advanced Cluster Security for Kubernetes BJFf

BEEN read PR, & A LA ES Analyst REEA B3RS F BRIV RIBR. Analyst BEBEH
A BRI BRI R,

. EEHFEH L& Update,
2. IEFESZERMFHNEEE, AJE = Accept and Continue LLZ&EZFE#,
3. RERE, M Apps FEH %R Red Hat Advanced Cluster Security for Kubernetes,
4. j# A Configuration, #A/5 = Add-on Settings.
a. WA M N 4 £ RO AP S5 &,

b. mik Save,

13.2.3. Xf Splunk M ANZE 47 E 1T RS BERR

INR1Z{Z1E M Red Hat Advanced Cluster Security for Kubernetes M iINZH 418 E 4, EKE Splunk
B ANZE 44 B A P AOEE IR

Splunk 73 /opt/mvapich/var/log/mvapich Bx &N ERENEMANE - MK EXH. KEEH

stackrox_<input>_<uid>.log #9324, f5l40 stackrox_compliance_29a3e14798aa2363d.log & kv
B,
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14 F 55 IRARIE R

314 & SHRRRRIERMK

Red Hat Advanced Cluster Security for Kubernetes (RHACS) 5 im/AHHEREF LN, LUEERSARRE
&I H A I

X R A SR HIR registry
BT A2RBIR registry :

Amazon Elastic Container Registry (ECR)

1B 3 Docker registry ({Efal:@F3 Docker S A 2301 B AR registry, 1
DockerHub, gcr.io. mcr.microsoft.com)

Google Container Registry

Google Artifact Registry

IBM Cloud Container Registry

JFrog Artifactory

Microsoft Azure Container Registry (ACR)

Red Hat Quay

Red Hat registry (registry.redhat.io,registry.access.redhat.com)

Sonatype Nexus

IXFRIE 5 B T R IRIRHE T IR B registry R E R A RBR MR E ML,

TR
BA LU B RHACS ML Tk B asm iR AHEER PR SR EIE
RHACS haE M EERF
o TR V4 (BATIY) : M RHACS hRZAE 4.4 78, BIAT —1M#HHERER, BET

ClairCore W%, l—.lﬂTﬂ)t'FﬁTCIalrElT”*zr HiERERF V4 THHABIES N ETRERSH
BiigdHH., ERLOIBEREFERHERER, BELIEREIRPITERHEE. X ThR
X 4.4, NRBAKEERRE, A0 J)3 A StackRox Scanner, B% Scanner V4 ESER,
SIERE XM, 1§56 X F RHACS Scanner V4,

BF

HigiEF V4 RE— Aﬁk?ﬁm‘lﬂﬁbo FARTUE ThBE R LR S AR S5 SR M
(SLA) FF, BHINBERIREH AR, LA HETETNERFEREH], XL
*ﬁ"klﬂﬁ‘éEILiﬁFﬁF?%Eﬁtﬁﬁ%ﬁﬁ’ﬂlﬂﬁ‘é HENKEF AN ERIRHEREEL,

BRIAERATR N FEHMNESER, HEABATIE IS F e,

stackrox Scanner : L2 2 RHACS HBNIAHEREF. ©IRE Clair v2 FRHERZEFS
PX, MRBAT Scanner V4, @BiFia A HETER HHE RHCOS 1 A ARE, M
Red Hat OpenShift, Kubernetes #l Istio, i1 XITELEHIAITARANHAT Scanner V4 FB9IZTHEE
% 5o

Hith {32 rr
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https://github.com/quay/claircore
https://github.com/quay/clair
https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/4.4/html-single/operating/#about-scanner-v4_examine-images-for-vulnerabilities
https://access.redhat.com/support/offerings/techpreview/
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e Clair: MhRZA 4.4 FF44, ERILLTE RHACS #J3 F Scanner V4, LUR#E Clair V4 Hi R IR M
IhEE, B2, B LlBdEBENY Clair V4 ELE NHERER.

® Google Container Analysis

® RedHat Quay

BF

StackRox Scanner 5 Scanner V4 (i) &&#F AR5 RHACS BEF B EEE KR
SEHEER., BXHH StackRox HiEA G HESE VANEZER, ESH HER
R

SNRIZIE DevOps THERAERAXLEENTBREF—, BALUEA RHACS [P EES RBHERFHN
£, £M/E, RHACSTIFRETREGRE, EUERSEE].

NREE TS MEHEER, RHACS 2%/ B non-StackRox/RHACS # Clair H##12F, MNRX L
FEKW, RHACS £ EHAEER Clair HigfEF., MR KXW, RHACS 2% {fH Scanner V4 (11
BEERE) . MNEEBEHE Scanner V4, RHACS 2% {# A StackRox Scanner.

14.1. 5 CLAIR £

MIRZA 4.4 FH48, Clair H#EZHEEEH B RHACS A#72/F. Scanner V4 i, FEZHRMER. RE
FEER Clair V4 AR FN F EEXT 3.

BE

HERERF V4 R2— M EARTIN RS, BRARTUEIIRER RS MRS FX N (SLA) X
F, BYREARHAIRE, MEFHERLEFHREHhERE]. XERATEIhEE R LUE
AP RBIXAREIIEE, HENSEFLNBREMARBERL,

BRAERATR X FEHMNESER, HSARATIE g F e,

e M RHACS 3.74 Ft4, ZIt§F A T LARIBY CoreOS Clair 5%, F{#H Clair V4 &£/, {# A Clair
V4 Scanner EZHIMAVEK., MIRAE 4.4 T8, WRE(FERH Scanner V4, NIABEZELERR,

e 7ET—/ RHACS 4.0 hixAr, X Clair V4 £RBUEE R STRETF JWT B S5 IET,

1. £ RHACS 17/, # A Platform Configuration = Integrations,
2. 1£ Image Integrations 49, #FE Clair v4.
3. = New integration,
4. B AT FERBIFE -
a. EREM  EEBIETR,
b. Ifm : HEREFAMN,
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https://github.com/quay/clair
https://cloud.google.com/container-registry/docs/container-analysis
https://quay.io
https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/4.4/html-single/operating/#scanning-images_examine-images-for-vulnerabilities
https://access.redhat.com/support/offerings/techpreview/
https://quay.github.io/clair/concepts/authentication.html

614 = 5RRRRIRER

5. (A%k) INREIEFEET registry B&EFH TLS Uk, #5%FE Disable TLS iEPEE (F&£
) o

6. (k) mifi Test MK 5FME registry IEKREE 1IEE T,

7. | Save,

14.2. 5 GOOGLE CONTAINER REGISTRY £/

& AT LLFF Red Hat Advanced Cluster Security for Kubernetes 5 Google Container Registry (GCR)5
B, LAUHiTBESESHIIREEE.

AR &M
o BB H Google Container Registry BIBRSS MK F* B35,

o KEXBIARSSIK AT LAVIIF] registry, BXRIZBTF A MBI B JHIFR GCRIER, HSHEE
il

e INR{FEHA GCR Container Analysis, 2T AGKFRSIK, :
o ASOWMEIEES
o ZH#BHHT Occurrences Viewer

o HFENREERS

1. £ RHACS 17 &, # A Platform Configuration = Integrations,

2. 7£ Image Integrations #84 T, i# Google Container Registry,
Itk 4T FF Configure image integrationmodal,

3. ¥ New Integration,
4. B AL FERHHES
a. BRET : ERBIRTT,
b. KA : JFE Scanner,
c. EMIRIFmR : registry FIHhiL,
d. BiH : Google Cloud T B &k,
e. RSP EP(JSON) BT HHRIERRSIKF =,
5. % Test (checkmark El¥R) Mk 5 ik registry B2 S IEE T1F,

6. EFE Create (save icon)EAIEHEE,

14.3. 5 QUAY CONTAINER REGISTRY & LU= &

&8 LY Red Hat Advanced Cluster Security for Kubernetes 5 Quay Container Registry S &
BilR,
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https://cloud.google.com/container-registry/docs/access-control
https://cloud.google.com/container-registry/docs/container-analysis
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54

1. £ RHACS 17 &, # A Platform Configuration = Integrations,
2. 1£ Image Integrations #8343 T, #i# Red Hat Quay.io,

3. = New integration,
4. F N,

5. £ Type F, % Scanner, (MIREHS registry £/, &% Scanner + Registry, ) 1ELL
TFETPMALER :

o il : A registry B,

e OAuth 55k : Hi A RHACS £ [ API 1T HA%5IER OAuth ThE,

e 1% : Robotusername : MR EFALE Scanner + Registry 18 A Quay 25 HL231K VAl
registry, LA Quay robot account, enter the user name in the format <namespace>+

<accountnames t&XE AR Z,

e T : Robot password : JIREEFEE Scanner + Registry, F & Quay 2311231k i
7] registry, & ANLER ALK AP ZHEE,

6. Ak : MRIEIEZERE registry F% A F R TLS EF, 1#5%FF Disable TLS iEBRIE (F&
é) o

7. " BEERKBIER TOIREM, HEEE Create integration without testing,

8. 1%¥E Save,

=1
INRIEEGE Quay £k, BARAEEHRENEIE, HRIUE% AR Update stored

credentials,



FE15F 5 JIRAERK

%15 % 5 JIRA &
INREA JIRA, BT LUFEZHR M Red Hat Advanced Cluster Security for Kubernetes # & Zl JIRA,
TS BN KT ¥ Red Hat Advanced Cluster Security for Kubernetes 5 JIRA £ M EHR TIER -
1. £ JIRA FXERF.

2. A JIRAURL, B &MEEF JIRA 5 Red Hat Advanced Cluster Security for Kubernetes
LK.

3 AR EL X EMBIRE, HEIXLERRABARE.

15.1. Bci& JIRA
BSOS, HOMELNABIHIR,

ERE— N AR Jira b/ RO MG S E R B haRE,

[ J
C

o TEJIRAFBIE—ITAF, BEBUIREENEMQBZFBIHA
o ZEAIEIAF, ESH JIRA X I, G =lbRAF,

o ERTRFUIEAGHNMARFIFEIR, HS5H JIRA EEEE A DA, HEA
BN ARERF,

SNR{EF JIRA Software Cloud, EfIEZRFE, LA OESHE
1. #F A https://id.atlassian.com/manage/api-tokens, LA4ERFHTHIS .,
2. 7EBC& Red Hat Advanced Cluster Security for Kubernetes i, &4
REE N B S,
15.2. s KUBERNETES i & RED HAT ADVANCED CLUSTER SECURITY

8/ JIRA AR5 2% URL F1F /7 ZUE7E Red Hat Advanced Cluster Security for Kubernetes il 2 #5&
’320

TAE
1. 7£ RHACS 1/ rh, # A Platform Configuration = Integrations,
2. M TEE Notifier Integrations 284>, AFERE JIRA Software,
3. Hii; New Integration,
4. HiA Integration Name B &7,

5. 7t Username # Password =% API Token4E A A B 4EiF,
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https://confluence.atlassian.com/adminjiraserver/create-edit-or-remove-a-user-938847025.html
https://confluence.atlassian.com/adminjiraserver/assign-users-to-groups-project-roles-and-applications-938847026.html
https://id.atlassian.com/manage/api-tokens
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6. X T Issue Type, ik ABMM JIRA Issue Type, #lTask. sub-task X Bug,
7. 1€ JIRA URL #E%i A JIRA fR552% URL,
8. 1f Default Project & /iy A 12 22 71 H dp I &2 [w]:8 1951 B 8.
O. f#/A ;&% For Project TEAEH JIRA T B A Il 2718,
10. NREIE JIRAWI B EABE LR, 7EEA Priority Mapping tI#tREC & B & XL LA

1. FORIEIE JIRA Ti B FhFE 55 6 B E L FE&, 1E7E Default Fields JSON (Necessary If Required
Fields) #£ ¥ A B 11E)7 JSONfH. 40 :

{
"customfield_10004": 3,

"customfield_20005": "Alerts",
}

12. %5 Test (AEIRC EFR) MK 5 JIRA WEK T IEE TE.

13. %EFE Create (save icon) B2 E.

15.2.1. ZE AR ER JIRA I B Fh 01 &8 |n] /i

&I LUEC B Red Hat Advanced Cluster Security for Kubernetes £ R #] JIRA W1 B fh& aRIalfE, LUE
B i A E AR

AR

o B — ANV EIRAEEIBEN T B B,

ik

1. 7EERE YAML XA R0 FaoEAE
I jira/project-key: <jira_project_key>

2. 7£E2& Red Hat Advanced Cluster Security for Kubernetes i}, 7£ Annotation Key For
Project FEX # {5 FA JE fi## jira/project-key,

BCETKE, NREPEE YAML XHHE—1ERE, Red Hat Advanced Cluster Security for
Kubernetes RIFERAEEINZFMRIEENNE, BN, EMIGAEE default T H,
15.2.2. 7 JIRA HECE B E L ILEHK

INRIEIE JIRATIE R ER B EXLEH, ERILITE Red Hat Advanced Cluster Security for
Kubernetes FEE €11,

Az

1. 7£ Red Hat Advanced Cluster Security for Kubernetes FEZ & JIRA £E, FTFF (L5 BRET
t#t, Red Hat Advanced Cluster Security for Kubernetes 3B JIRA T E#E X, FBEE
CRITICAL_SEVERITY. HIGH_SEVERITY. MEDIUM_SEVERITY #1LOW_SEVERITY F&H
fH.
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https://confluence.atlassian.com/adminjiracloud/issue-types-844500742.html

FE15F 5 JIRAERK

2. RIBEH JIRA T B B B iE sk BT IL A
3. HE Test (AkARC BIR) MK 5 JIRA WER T ERE T,

4. 7%¥FE Create (save icon)ERIEEE,

%g;g o
SNR IR, HIRIR EHER JIRA SRk 8R4 A B9 BRI T IR 1F,

15.3. ECiE SR & @Al

HRGERRE A ERER,

AR
1. £ RHACS ']/ /1, # A Platform Configuration = Policy Management,
2. EFREENELEERN—PHNES R,
3. f£ Bulk actions T, ## Enable notification,

4. 7£ Enable notification O, % JIRA notifier,

ﬁ o
Y MRELSZBLREEMEMBER, RAREF—REAREBNEFIHER,

5. Bl B A,

e Red Hat Advanced Cluster Security for Kubernetes RIERFEAR 2B, B
WA, BAEENRESE— N ERER.

o BHMIEIRAEEERAZ—R, WREANKRBOE T ENER, NMAIWEEA,
PRIEER 7 HEM,

e Red Hat Advanced Cluster Security for Kubernetes h UL T &R O 2 LMW :
o MEBEFRE—REEREER,

o MEfRRZERE PRI LBIMZTNERE, BITHRIEERZERERK
$O

15.4. JIRA &\ PE HEFR

NREIE JIRA W E FrfE A B E LSk sl B E L FE,, 1E250F Red Hat Advanced Cluster
Security for Kubernetes 5 JIRA Software &I ATRER HIRE IR, IR RTRERE ™ E ML SR
FEHAR &K,

INRIEFHE JIRA T B i) B E XL RAE, R roxctl CLI N JIRA E£5k/8 A B &,
nie
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1. EM JIRA T EIREY B & L FE, EETUTHRSN JIRA £/ ITF debug HEILXK :

$ roxctl -e "$ROX_CENTRAL_ADDRESS" central debug log --level Debug --modules
notifiers/jira

2. #%IRUIBAECE Red Hat Advanced Cluster Security for Kubernetes for Jira 5258, 4 /&illi{&
BRR, BNEEEAINE R, £RMBFHEEEE JIRATIEERF A E LK.

3. ENRAERREFENELGEN zip X4, HBTU TGRS :
I $ roxctl -e "$ROX_CENTRAL_ADDRESS" central debug dump
4. fEH .zip X, D3R JIRA T B FrE AR B E UL ERIE,
5. EXHFIKBRE, HZITUTHRS :
I $ roxctl -e "$ROX_CENTRAL_ADDRESS" central debug log --level Info

6. B.XN JIRA £ ECE Red Hat Advanced Cluster Security for Kubernetes, F1# 1l S fH %
fe & B & LXK
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516 & 5 H FHMERAN

ECi& Red Hat Advanced Cluster Security for Kubernetes (RHACS), 1 *5HbiE R WERA EZbR
L FHR N

&7 OB [ B M RHACS 84 BIbR A fL F IR (4 A58 7 S 5 Fe FRR 4 R E B &0 5%, Ef¥ RHACS £ &
B & B FHR bk, %A LA A Default Recipient 2 E& 5, FHIR (& = BIbR £ RN b X FRA,
S A ERE T AR e E B A AR,

R, BRI LE X — audience BRI 5 ERE S dp & 20 KK RMERER. MRBEEET
fE, MFMHESBERINME. NRGBRZEREEIMH, NaLERESBEIRAE

o MRMEEETMBHFEXHIZA, WK XA FHRAEHBEHELBIZARK,
o MRMEXBIME, WREGRENZERETMAE, FREFEIRMAEEIE LBIZAR,
o MR RAETARE, WK EH FHRMEEISEMHE LHIRIAELKE,

16.1. BC & FE F P46
RHACS 385152 R Al {91 TR 4 L B B g e MO/, thal LU A SR AR Sk B
B S RN AS R L TR R E

1. EEE YAML XXA4ARRINR AT ROIBERR, HF email 2EEHR FHRAEMRPIEER T
%O

annotations:
email: <email_address>

2. 7EE2E RHACSItf, 7£ Annotation B F#EIAE F AL AR B TR,

P (BT B BB o 4 2 I B AR,

INRIEERATARECE 7 EHENMEZEM, RHACS TAXFERLXIIAPIEENE TG, S, &
FERA XTI ERE,

TAE
1. # A Platform Configuration = Integrations,
2. 7E Notifier Integrations 4, 3 Email,
3. 1% New Integration,
4. 1f Integration name FE&H, Hij AR, FHEMA &R B & TR,

5. 7£ Email server FE& R, H AGHIH FHEAARSS B3RO, L FHE(FARSS 23 it S IE TR 2R ES
#Z(FQDN)Hiw O % ; 40 smtp.example.com:465,

6. Ak : NRFEAXRZL S HEIER SMTP, 1%1%E: Enable unauthenticated SMTP, XEA %2

BEFHERN, BALERAEELHEN, FlM, MREEARIRRS S TAIFTESHIIERE
H, ERIRERER AX R,
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BT ERREREHQRIERE B RESHEUER) SMTP FIER A FHB LR, &
BRI E £, FIEE— 1N %EFE Enable unauthenticated SMTP BYFT&E K.

7. BiART B 0RIERIIRSS K R 2B,

8. Ak : 7E From FE&him AR E HILE R FHR 4B 5018 FROM Pk A9 & 75, 540 Security
Alerts,

9. 7f Sender FEAIEE K E H LI FL FHE 418 A1H SENDER ¥Rk AR RO H FHIE ¢ ik,

10. 7£ Default #EUE FE& Fr 18 E 5 WOE ZN B, FHE A4 i,

N A EEE AR R A CTAEE, NRTIREER, BENGREEEEXMENEHA,
M@ ENE & X B RR P BOR FHREA N, W), BEFA XE Default Recipient 7B 15 ERIH,
FHB

12. A3k : %FE Disable TLS iEBRUE (AL 2) 7E%E TLS MIER TR EH FIR4, BRIEFEA
StartTLS, BMARMNZEHH TLS,

A TLS #HATHL FHR @R, MNREHE TLS, WAMEH FHRGEHSBEARMENL
-

13. H3% : EfSfA StartTLS, iEM Use STARTTLS (EEZFE TLS) THIFEH Hi%FE Login =
Plain,

HE
5 StartTLS I, EUEE I RIE N2 R LALE SCAfL 3 45 B FHIB (4 AR 55 25
o {#FH Login 38 STARTTLS 1Ebase64 45 =& £ R % FHRIEERE,

o (FH Plain {80 STARTTLS LA%ESTART, 05 B 050Uk 48 & 1% B & BOHR 4 o
%o

16.2. fic & SR @

HRGEREE A ERER,

iR
1. 7£ RHACS 1/ rh, 3# A Platform Configuration - Policy Management,
2. EREENELEERN—PHNES R,
3. f£ Bulk actions T, ## Enable notification,

4. £ Enable notification O, PR FHBEEL,
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§%§% on
. MRELSZBREEMEMBER, RAREF—REAREBNEFIHER,
5. B B A,

e Red Hat Advanced Cluster Security for Kubernetes RIEEFE AR 1% EH, B
WA, BAEENRE S E— N ERER.

o BHMIEINAEEERAZ R, WRENKRBOE T ENER, MAIWEEA,
PRIEER 7 HEM,

e Red Hat Advanced Cluster Security for Kubernetes h UL T &R O 2 #H LM :
o MEBEFRE—REEREER,

o MEfRRZENE PRI LBINZ TN ERE, BITHRIEERZERERK
&,
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BI7ESEEETSEK

&8 LU Red Hat Advanced Cluster Security for Kubernetes (RHACS) 5 AR EEBEAERK, UL
AUBENERERS, SEHLAUSEIRIME S AKE RHACS RIFTHISEEE BT B8R,

MEEEEL KL IBIERET M Platform Configuration = Clusters - Discovered cluster T E i A,
RHACS [SAMMNER S BRIHMEHITE, RIECREMNER, KAMNEHEEUTREZ—

o % : £EH RHACS &,

e unsecured : KB % RHACS R,

o REEM : MREEFHEMTHIRR B LUATIM —LEI, EEHZRIPHNFZHRT,
BRI TERRECE, HRERBEEU TR

o EREEHPIBITHERBEEHMERMIRA,

o N1E AWS Lz TR EEERT B oHIEIRS VIR AIRE ., RIS EER] AWS EC2 SE4)
WE SR E RN,

A LAY RHACS ST =EBIESERK :
o Paladin Cloud

® OpenShift Cluster Manager

17.1. i2i& PALADIN =£ X

E M Paladin Cloud X ¥ EE£ %™, E7E Red Hat Advanced Cluster Security for Kubernetes Ffl| %7
o

AR
e Paladin Cloud ik,
e Paladin Cloud API $h&,
TRAE
1. 7£ RHACS 1/ rh, # A Platform Configuration = Integrations,
2. M TEBEI Cloud source integrations 4y, $AE%FE Paladin Cloud,
3. = New integration,
4. i\ AT,
5. 24 Paladin Cloud i s i A Paladin Cloud API ifiss, ERIA{E 9 https://api.paladincloud.io.
6. 24 Paladin Cloud 5% A Paladin Cloud API 5k,
7. WiFE Test BN S HRIER S EE TIE,
8. #iF¥E Create fOIEEE,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html#allow-access-to-tags-in-IMDS
https://paladincloud.io/
https://console.redhat.com/openshift/

B1I7EESSEBIEAEEK

BCiEfS, Red Hat Advanced Cluster Security for Kubernetes MiZ#8 Paladin Cloud ik /" fh & TR & 8%
®re.
17.2. Bidi& RED HAT OPENSHIFT CLUSTER MANAGER 55X

Z M Red Hat OpenShift Cluster Manager X BREEE¥ %/, 15 1E Red Hat Advanced Cluster Security
for Kubernetes Al E#H & K.

® Red Hat OpenShift Cluster Manager APl 51,

1. 7£ RHACS 1/ rh, # A Platform Configuration = Integrations,

2. A T&EBIEI Cloud source integrations 534>, #A/G1%#E Red Hat OpenShift Cluster Manager,
3. = New integration,
4. i\ AT,

5. 4 Endpoint fii A Red Hat OpenShift Cluster Manager API lifis2. BRIAMEHN
https://api.openshift.com,

6. N APl &5 &% A Red Hat OpenShift Cluster Manager APl &5 h&,
7. 1%FE Test LIBRIAGHRIER T ES T,
8. 1EF¥ Create ROIEEE.

ECi&/E, Red Hat Advanced Cluster Security for Kubernetes MEEEERZLIEHK ' K I E R,
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%18 & EAH R ThEEK RHACS

{8 Red Hat Advanced Cluster Security for Kubernetes (RHACS), &7 LA ) 48 B9 45 kXt Ak =
R AP 1T BHKHE, RHACS XHUTHNEERK :

o FRARLSIRS(STS)M Amazon Web Services (AWS)

o ([FRATEMEZPIKIRA Google Cloud Platform (GCP)
RHACS {XE A R A £ 2% RHACS I X R HI B HRERAK

e AWS L Elastic Kubernetes Service (EKS)

e GCP LtH Google Kubernetes Engine (GKE)

® OpenShift Container Platform
TR B MHRIE, EYFITE Kubernetes 5 OpenShift Container Platform S 2 F0 = LR i 2 1A B2
IfEfE. ¥ F EKS # GKE &8, HFEAHMNAETHIERS. X F OpenShift Container Platform &

B, FE—/ 3 OpenShift Container Platform fR551K - signer BEHRI/A FF 0] FA# OpenlD Connect
(OIDC) R P FF AR

e

BB ENERERTEEMRD Central EEHEIIN HMNENIEE. BZ, MREF
ZIRABSEEN TEERERGESER, LB HN Sensor REFEIEE.

18.1. E2 B AWS Z2 5 hIRSS

RHACS & AT LUMER 251 R5S X Amazon Web Services 31T 51035 UF, TE K F /3 FUse
container IAM role 1ETiigl, &1 FH RHACS EZiE AssumeRole,

8%

$UE5 RHACS pod XEXHY AWS A B UWITEBERATEN IAMER. FlN, BEXES
Elastic Container Registry £ A RA R, HiE X registry FISTE X RIABR, 20
FEXAWSIAM AEHNELER, HSHIAM AE,

18.1.1. B & Elastic Kubernetes Service (EKS)

L 7f EKS £3iZ1T Red Hat Advanced Cluster Security for Kubernetes (RHACS)HT, #&a] LUt
Amazon Secure Token Service EZ & FEHI S 4.

bt
1L BT TSRS, NIER EKS %285 IAM OpenlD Connect (OIDC) R :

I $ eksctl utils associate-iam-oidc-provider --cluster <cluster_name> --approve

2. NIEH EKS SEUIE—1 IAM A,
3. i AGNEURRR, FHRTFTEKMMEINR, £ :

K
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https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditorQ",

"Effect”: "Allow",

"Action": [
"ecr:BatchCheckLayerAvailability",
"ecr:BatchGetlmage",
"ecr:Describelmages”,
"ecr:DescribeRepositories”,
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrIForLayer",
"ecr:Listimages"

1,

"Resource'": "arn:aws:iam::<ecr_registry>:role/<role_names"

4. BHIEERXVABHEERS

{
"Version": "2012-10-17",

"Statement": [

{
"Effect”: "Allow",

"Principal": {
"AWS": [
"arn:aws:iam::<ecr-registry>:role/<role_name>" 0

]
2

"Action": "sts:AssumeRole"

}
]
}

Q & It;role_name > Ni% 5 G ERIE M S TR PO BN A BT,

5. WAL T e SRR A B SRS K

$ oc -n stackrox annotate sa central eks.amazonaws.com/role-
arn=arn:aws:iam::67890:role/<role_name> ﬂ

ﬂ INRFEFH Kubernetes, iFHiA kubectl T+ 2 oc,

6. HIALL TS ERE Central pod FNAEX :
I $ oc -n stackrox delete pod -1 "app in (central,sensor)” ﬂ

Q INRFE A Kubernetes, iFHiA kubectl T+ 2 oc,
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18.1.2. Fidi& OpenShift Container Platform

1£ OpenShift Container Platform _£iZ1T Red Hat Advanced Cluster Security for Kubernetes
(RHACS)H}, #EaLLEid+ Amazon Secure Token Service Bz i& il 52 B S hE.

AR

o W JifEF OpenShift Container Platform fR551K /- signer Z5AH —~/2$ OpenID Connect
(OIDC)ECEZfiEHE., EIKEN OpenShift Container Platform &£ OIDC ECi&, ZLIEEEIN LI
ShiER N EHAEIEE A Cloud Credential Operator FJU#EA,

o A RGHA AWS IAM I = ol A & HER,

1. #&8& 6] OpenID Connect (OIDC) & p R #tF2F FBYULER, B3 OpenShift Container
Platform 5£8¥# Web &1%. {#F openshift {£5 Audience HJ{E,

2. 7 OpenShift Container Platform &E£8) Web 515 flliZ— 1> IAM A &,

3. G A BIEIRERES, HIRFEMFATFHNIR, F40

{
"Version": "2012-10-17",

"Statement”: [
{

"Sid": "VisualEditorQ",

"Effect”: "Allow",

"Action": [
"ecr:BatchCheckLayerAvailability",
"ecr:BatchGetlmage",
"ecr:Describelmages”,
"ecr:DescribeRepositories”,
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlIForLayer",
"ecr:Listimages"

1,

"Resource": "arn:aws:iam::<ecr_registry>:role/<role_names"

4. BHIEERINABHEERS

{
"Version": "2012-10-17",

"Statement": [
{
"Effect”: "Allow",
"Principal": {
"Federated": "<oidc_provider_arn>"
12
"Action": "sts:AssumeRoleWithWebldentity",
"Condition": {
"StringEquals™: {

66


https://docs.openshift.com/container-platform/4.14/authentication/managing_cloud_provider_credentials/cco-short-term-creds.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html

5518 & HARIE TS RHACS

"<oidc_provider_name>:aud”: "openshift"

5. 1 Central =% Sensor #EFi%ELL T RHACS S EL £ :

AWS ROLE_ARN=<role_arn>
AWS_WEB_IDENTITY_TOKEN_FILE=/var/run/secrets/openshift/serviceaccount/token

18.2. it & GOOGLE I {E & & {0 BLFR

RHACS £ A LU#E A T/Ef#E 519 *F Google Cloud Platform #4T B {5%E, #EFFUse workload
identity %7, LUE7TE Google Cloud £/ HE A TN EHZ D B HRIE,

BF

Bt T 8135 RHACS pod Xk Google RS54 BB &£ KA 1AM Y
R, BN, EEXES Google Artifact Registry £ T MBS, HNRSK, S
roles/artifactregistry.reader %1%, B X Google IAM BEBMNELER, HESHEE
A BIBR,

18.2.1. figi& Google Kubernetes Engine (GKE)

1£ GKE _Lji=1T Red Hat Advanced Cluster Security for Kubernetes (RHACS)H}, &7 LUid Google
TERB S D ERER T,

IR
o MFIAERGHIN S EREMERT RN Google Cloud i H,

Pt
1. 288 Google Cloud Platform XX#4FRBYiEA, b GKE A TIE i S DHFR,
2. IBITLA T B3R EM RHACS BRS5IKF -

$ oc annotate serviceaccount \ ﬂ

central \

--namespace stackrox \

iam.gke.io/gcp-service-account=
<GSA_NAME>@<GSA_PROJECT>.iam.gserviceaccount.com

ﬂ INR{FF Kubernetes, iF#iA kubectl A2 oc,
@ EHEBRIREETIRN, WA EmE TR hR,

18.2.2. Biti& OpenShift Container Platform
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https://cloud.google.com/iam/docs/workload-identity-federation
https://cloud.google.com/artifact-registry/docs/access-control
https://cloud.google.com/kubernetes-engine/docs/how-to/workload-identity
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1£ OpenShift Container Platform _£iZ1T Red Hat Advanced Cluster Security for Kubernetes
(RHACS)I, A LLEiT Google TEfiE B ERE M GRS,

AR

& {# F OpenShift Container Platform fRS51MKF signer BB — A # OIDC B &7
. 3KEX OpenShift Container Platform 2% OIDC E2ERE N E R UFehEXER Cloud
Credential Operator #1748 A&k 488,

& A roles/iam.workloadldentityPoolAdmin & &1ijj[i] Google Cloud TiE,

. BREETFIEEMbF B9KER, IR T FRESMb, fi

$ gcloud iam workload-identity-pools create rhacs-pool \
--location="global" \
--display-name="RHACS workload pool"

- BREETFNESNREMEFTHUER, SIRTHENESHRERRF. H :

$ gcloud iam workload-identity-pools providers create-oidc rhacs-provider \
--location="global" \
--workload-identity-pool="rhacs-pool" \
--display-name="RHACS provider" \
--attribute-mapping="google.subject=assertion.sub" \
--issuer-uri="https://<oidc_configuration_url>" \
--allowed-audiences=openshift

3. ¥ Google ARSIk P ZEI TEME S0, F0

4.
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$ gcloud iam service-accounts add-iam-policy-binding
<GSA_NAME>@<GSA_PROJECT>.iam.gserviceaccount.com \

--role roles/iam.workloadldentityUser \
member="principal://iam.googleapis.com/projects/<GSA_PROJECT_NUMBER>/locatio
ns/global/workloadldentityPools/rhacs-
provider/subject/system:serviceaccount:stackrox:central" ﬂ

ﬂ X FEIRE R, 155 EBIXE N system:serviceaccount:stackrox:sensor,

fliEa &% L ShEIRSS (STS)ECBERARSS K JSON, 640 :

{

"type": "external_account”,

"audience":
"/liam.googleapis.com/projects/<GSA_PROJECT_ID>/locations/global/workloadidentit
yPools/rhacs-pool/providers/rhacs-provider",

"subject_token_type": "urn:ietf:params:oauth:token-type:jwt",

"token_url": "https://sts.googleapis.com/v1i/token",

"service_account_impersonation_url":
"https://iamcredentials.googleapis.com/v1/projects/-
/serviceAccounts/<GSA_NAME>@<GSA_PROJECT>.iam.gserviceaccount.com:genera
teAccessToken",


https://docs.openshift.com/container-platform/4.14/authentication/managing_cloud_provider_credentials/cco-short-term-creds.html
https://cloud.google.com/iam/docs/manage-workload-identity-pools-providers#iam-workload-pools-list-gcloud
https://cloud.google.com/iam/docs/manage-workload-identity-pools-providers#manage-providers

2518 = [FHE B S K RHACS

"credential_source': {
"file": "/var/run/secrets/openshift/serviceaccount/token",
"format": {
"type": "text"
}
}
}

5. {ERARSMK JSON £ RHACS #p & Z2[A| 1Y secret :

apiVersion: v1

kind: Secret

metadata:
name: gcp-cloud-credentials
namespace: stackrox

data:

credentials: <base64_encoded_json>
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