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1.1. ¥:% COLLECTOR BHi&
%, 1BRIZMEKINBY Collector B R K, RIBEMIAEFVT AR, EaLULAFH AR KEUXLEH

Ill;\ -

e {#M oc = kubectl S5 HEAE

e MRHACS i a ik E

1.1.1. {58 oc =X kubectl 5p S =EHE

IRET LUEF oc =X kubectl i34 MIETEIZ1THI Collector pod ZKEXE K. A4, IR LHEIM Collector pod
EREE, BT BAMELFTIR Collector pod & H&.

FERFH

I $ oc auth can-i get pods && oc auth can-i get pods --subresource=logs ﬂ

ﬂ INREF Kubernetes, &I A kubectl fIA2Z oc,

iz
1. B AR app=collector KA pod :

I $ oc get pods -n stackrox -l app=collector ﬂ

ﬂ INREF Kubernetes, &I A kubectl fTIA2Z oc,

=1

I collector-vclg5  1/2  CrashLoopBackOff 2 (25s ago) 2m41s+
2. FKEY Collector pod BIA R :

I $ oc logs -n stackrox <collector_pod _name> collector ﬂ

INRFEA Kubernetes, 15HiIA kubectl TIAZ oc. %I F <collector_pod_names>, 1§7%E
Collector pod B34 #5, #0 collector-velg5.

3. (FIk) NRHFIH Collector pod IEEESS, B ERIE Collector pod HE :

I $ oc logs -n stackrox <collector_pod _name> collector --previous ﬂ
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INRFEA Kubernetes, 15HiIA kubectl TIARZ oc. %I F <collector_pod_names>, 1§7%E
Collector pod B34 #5, #0 collector-velg5.

1.1.2. M\ RHACS Z il ahiokA &

18 7] LL&5T M Red Hat Advanced Cluster Security for Kubernetes (RHACS) FE ' SR E T &2 ¥ iS5 &
kijiln] Collector Bi&. TFEIZEIHAAE, ERILMGERA Collector pod WA, WIHEEZER, F5
4 & R IZBTIRSPE.

1.2. 241 COLLECTOR POD 4
& pod MERFTIRERIAE Collector FRIRREEMI 7 —ME A X, KUCHBRICKEISEIRE, #7
{& A kubectl describe pod =% oc describe pod #4517,

it =

e H#5k Collector pod :
I $ oc describe pod -n stackrox <collector_pod_name> ﬂ

INRFEA Kubernetes, 15HiIA kubectl TIAZ oc. %I F <collector_pod_names>, 1§7%E
Collector pod B9 #5, #0 collector-velg5.

i tH 7 B

#...
Last State: ~ Terminated
Reason:  Error
Message:  No suitable kernel object downloaded ﬂ
Exit Code: 1
Started:  Fri, 21 Oct 2022 11:50:56 +0100
Finished:  Fri, 21 Oct 2022 11:51:25 +0100
#..

@ ENmBIR, ETUEE Collector Tk FHRINENER.


https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/4.4/html-single/configuring/#generating-a-diagnostic-bundle

B2E LE R EREIREY

% Collector EEEEB B H N R EH K TEHARKRMENTERERE, Collector oI RHIN KL EEE 5,

TEERT Collector BT 2B EELRSH :
2.1. &2 pod BEid iR

Collector startup process

Parse configuration —— Failure

Success

v

Analyze host —— Failure

Success

v

Connect to Sensor —— Failure

b FATAL

Success

v

Search for kernel driver —— Failure

Success

v

Load kernel driver —— Failure

i

Begin collecting

MR BT RRPEMEBO RN, BERER—NZEBLR, #4017 IHLES
PTFRESXHREESRT RIEL)

[INFO 2022/11/28 13:21:55] == Collector Startup Diagnostics: ==
[INFO 2022/11/28 13:21:55] Connected to Sensor? true
[INFO 2022/11/28 13:21:55] Kernel driver available? true
[INFO 2022/11/28 13:21:55] Driver loaded into kernel? true

[INFO 2022/11/28 13:21:55] ==================================

RN X R

HE&HHAAIA Collector 73 E! Sensor FNE NI EhTER, S LMERA LB ERE Collector @& MK IN

ISR

2.1. ToiE%#%E SENSOR



Red Hat Advanced Cluster Security for Kubernetes 4.4 Collector #EEBERR

EEIN, BEEREERATLLERR Sensor, Sensor 157 R AR L& 4RI XIESHIZEF CIDR B,
FERNETRRNERED, UTEERRETFEEE Sensor :

Collector Version: 3.15.0

OS: Ubuntu 20.04.4 LTS

Kernel Version: 5.4.0-126-generic

Starting StackRox Collector...

[INFO 2023/05/13 12:20:43] Hostname: 'hostname'

[...]

[INFO 2023/05/13 12:20:43] Sensor configured at address: sensor.stackrox.svc:9998
[INFO 2023/05/13 12:20:43] Attempting to connect to Sensor

[INFO 2023/05/13 12:21:13]

[INFO 2023/05/13 12:21:13] == Collector Startup Diagnostics: ==

[INFO 2023/05/13 12:21:13] Connected to Sensor? false

[INFO 2023/05/13 12:21:13] Kernel driver candidates:

[INFO 2023/05/13 12:21:13] ====================================
[INFO 2023/05/13 12:21:13]

[FATAL 2023/05/13 12:21:13] Unable to connect to Sensor.

XM IR AT BE R RS Sensor SR A IEM/EE), =& Collector BB IE, BERXANAI, EHAIIE
Collector BEi& LR Sensor #utlkiE#s, 3 H Sensor pod IEHIiz1T,

TE Collector B, UEITRREREM Sensor Hillt, F4, MElLLUZITUTHS :

$ kubectl -n stackrox get pod <collector_pod_name> -o jsonpath='{.spec.containers[0].env[?
(@.name=="GRPC_SERVER")].value}' ﬂ

Q %tF <collector_pod_names, 157 Collector pod BJ&#F, #0 collector-vclg5.

2.2. R EhEFA A

WEBRBECREE T mARKRANAZIRIER., WEREKERT A EBRAMEBENIKREFIA
MiERE, ARRZEIEM Sensor FEHIKENTER, U THERRAMAZIENTEFE K Sensor HRIK SR FERF
=T

Collector Version: 3.15.0

OS: Alpine Linux v3.16

Kernel Version: 5.15.82-0-virt

Starting StackRox Collector...

[INFO 2023/05/30 12:00:33] Hostname: 'alpine’

[INFO 2023/05/30 12:00:33] User configured collection-method=ebpf

[INFO 2023/05/30 12:00:33] Afterglow is enabled

[INFO 2023/05/30 12:00:33] Sensor configured at address: sensor.stackrox.svc:443
[INFO 2023/05/30 12:00:33] Attempting to connect to Sensor

[INFO 2023/05/30 12:00:33] Successfully connected to Sensor.

[INFO 2023/05/30 12:00:33] Module version: 2.5.0-rc1

[INFO 2023/05/30 12:00:33] Config: collection_method:0, useChiselCache:1, scrape_interval:30,
turn_off_scrape:0, hostname:alpine, processesListeningOnPorts:1, logLevel:INFO
[INFO 2023/05/30 12:00:33] Attempting to find eBPF probe - Candidate versions:
[INFO 2023/05/30 12:00:33] collector-ebpf-5.15.82-0-virt.o

[INFO 2023/05/30 12:00:33] Attempting to download collector-ebpf-5.15.82-0-virt.o
[INFO 2023/05/30 12:00:33] Attempting to download kernel object from
https://sensor.stackrox.svc:443/kernel-objects/2.5.0/collector-ebpf-5.15.82-0-virt.0.gz ﬂ



[INFO 2023/05/30 12:00:33] HTTP Request failed with error code 404 9

[WARNING 2023/05/30 12:02:03] Attempted to download collector-ebpf-5.15.82-0-virt.0.gz 90 time(s)
[WARNING 2023/05/30 12:02:03] Failed to download from collector-ebpf-5.15.82-0-virt.0.gz
[WARNING 2023/05/30 12:02:03] Unable to download kernel object collector-ebpf-5.15.82-0-virt.o to
/module/collector-ebpf.0.gz

[WARNING 2023/05/30 12:02:03] No suitable kernel object downloaded for collector-ebpf-5.15.82-0-
virt.o

[ERROR 2023/05/30 12:02:03] Failed to initialize collector kernel components.

[INFO 2023/05/30 12:02:03]

[INFO 2023/05/30 12:02:03] == Collector Startup Diagnostics: ==

[INFO 2023/05/30 12:02:03] Connected to Sensor? true

[INFO 2023/05/30 12:02:03] Kernel driver candidates:

[INFO 2023/05/30 12:02:03] collector-ebpf-5.15.82-0-virt.o (unavailable)

[INFO 2023/05/30 12:02:03] ====================================

[INFO 2023/05/30 12:02:03]

[FATAL 2023/05/30 12:02:03] Failed to initialize collector kernel components. 6

ﬂ HEEREZREEEMELR, AREM Sensor FEHIKGhiEFHEMAEE A,
9 404 BERRTT MR B AR EHIZE,

© ©BTFHPYUENRRE, Collector #A CrashLoopBackOff K75
AZIRA XS EMA X FNAKZRARFIZR,

2.3. TEH AR ERF

1£ Collector JA#IRI, ERBANKKEIRER, A, ENHNERT, EAESEER Collector ToiEMEA
IR, MMSEREMESEERRE., EXMBERT, B0IGE B SN HEARZIKE)
F2 BRI SR AL ) A,

ZJELLTF Collector B :

[INFO 2023/05/13 14:25:13] Hostname: 'hostname'

[...]

[INFO 2023/05/13 14:25:13] Successfully downloaded and decompressed /module/collector.o
[INFO 2023/05/13 14:25:13]

[INFO 2023/05/13 14:25:13] This product uses ebpf subcomponents licensed under the GNU
[INFO 2023/05/13 14:25:13] GENERAL PURPOSE LICENSE Version 2 outlined in the /kernel-
modules/LICENSE file.

[INFO 2023/05/13 14:25:13] Source code for the ebpf subcomponents is available at

[INFO 2023/05/13 14:25:13] https://github.com/stackrox/falcosecurity-libs/

[INFO 2023/05/13 14:25:13]

-- BEGIN PROG LOAD LOG --

[...]

-- END PROG LOAD LOG --

[WARNING 2023/05/13 14:25:13] libscap: bpf_load_program()
event=tracepoint/syscalls/sys_enter_chdir: Operation not permitted

[ERROR 2023/05/13 14:25:13] Failed to setup collector-ebpf-6.2.0-20-generic.o

[ERROR 2023/05/13 14:25:13] Failed to initialize collector kernel components.

[INFO 2023/05/13 14:25:13]

[INFO 2023/05/13 14:25:13] == Collector Startup Diagnostics: ==

[INFO 2023/05/13 14:25:13] Connected to Sensor? true

[INFO 2023/05/13 14:25:13] Kernel driver candidates:


https://github.com/stackrox/collector/blob/master/kernel-modules/KERNEL_VERSIONS
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[INFO 2023/05/13 14:25:13] collector-ebpf-6.2.0-20-generic.o (available)
[INFO 2023/05/13 14:25:13] ====================================
[INFO 2023/05/13 14:25:13]

[FATAL 2023/05/13 14:25:13] Failed to initialize collector kernel components.

MREBELRIR, BRXTEEESEE S, Eit, FHERE% Red Hat Advanced Cluster Security
for Kubernetes (RHACS)Z 1PN, =OIEE GitHub 7],


https://github.com/stackrox/collector/issues
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