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213 [/ OPERATOR #%

RIFL LR EFER Update approval i%£7, 3&iF Red Hat Advanced Cluster Security for Kubernetes
(RHACS) Operator BEIHUTHF BN FH K,

FHRE BRI AN -

o MR Central WhRARTF 3.74, MIATIEAHLKE 4 x IRABIFALE 3.74, BRI Central ALE
3.74 WA, ESHFNSIHE 3.74,

o UM 3.74 FFET Operator B Central ERERS, ESHIR Operator FAAER 1% E Jy Manual,

ARG, IRBIRE 4.0 BIFL SIS T Operator 724 % 4.0 kA<, FHR Central 7%, Tt
K| 4.0 lRASS, ZLIEEIT Central AR RIS ETRA LUK S S INEE,

L1 ESTFH

TEF¥ Red Hat Advanced Cluster Security for Kubernetes (RHACS)AR AR, ELTHITIUTH I
o MRBMEM 374 RAFAN, HERILEREIETIZIT RHACS Operator 3.74 BURHT M T hRA,
o EFRUAM Central BIEE.

o MREAHNMERTE SecuredCluster B E W FTR(CR), HHESHASN EBPF =
CORE_BPF, MMIFEELER, HSH"BRAEEHE"

1. BEREESHE
INREBHNBERE TS SecuredCluster CR, B ITHREFNE], BN T REAXEBRKEN

CORE_BPF, MR M 41 KBS RAFAL, BN, HEESHEXEN EBPF, BENMESHEFREN
EBPF, & /MTEF2: 5% forceCollection ZE& & )7 true, HBIRES AL EBPF,

it =

1. 1£ OpenShift Container Platform web & A A RHACS Operator Tl H,
2. EIERS MRS, 1E#E Secured Cluster,

3. =SEI&FR, 40 stackrox-secured-cluster-services,

4. ERUTAHEC —EHNXE :

® 1 FormviewH, 7E Per Node Settings — Collector Settings — Collection T, %%
CORE_BPF,

e = YAML iTH YAML %iH2s, F1#F spec.perNode.collector.collection Et, fNREH
KernelModule, 5% &2’ CORE_BPF,

% -
RAEM 41 eI AAS, HEEREREREREHN, ¥ &M EBPF,

5. = Save,

1.1.2. % {& forceCollection &%k


https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/3.74/html/upgrading/index
https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/4.0/html/upgrading/upgrade-operator
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LF KL LR, MRIEFMESHEXEN EBPF, NINIIEFJGTF forceCollection % E N
true., ARG, MR YAML %2+ spec.perNode.collector.collection 35X 1% &/ EBPF,

Pk
1. £ OpenShift Container Platform web 12l & #i# A RHACS Operator T1H,

2. TETNER S M, %FF Secured Cluster,
3. =SEfIEFR, 0 stackrox-secured-cluster-services,
4. = YAML fTF YAML %iE 25,

5. %l spec.perNode.collector.forceCollection %, FHHEHILEN true,

6. /= Save,
Hh iR

o FHTZEEH Operator

® 19 Red Hat Advanced Cluster Security for Kubernetes

1.2. 182X CENTRAL BE R

Central DB RSB ERFAMEM, WMREILEBNES SSD sHimtEaedy Central EEFEBEIRINFEZE,
1R /TE#T Central B E X HRE N Central DB FAMSREE (PVC) BBFEZ,

' INBIRE %) Central BB T BIATEREZ, HBkT HLERS.

it =
o FRAUTEEEHRFRAE KR

spec:
central:
db:
isEnabled: Default ﬂ
persistence:
persistentVolumeClaim: g

claimName: central-db
size: 100Gi
storageClassName: <storage-class-name>

IRABEST IsEnabled BI{EEX 7y Enabled.

MRFHELRE, THNERSERIEANER, SeKtB— ISR,

®9

1.3. NAEREIEZE B CENTRAL B E LR


https://docs.openshift.com/container-platform/latest/operators/admin/olm-upgrading-operators.html
https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/4.4/html-single/backup_and_restore/#backing-up-acs
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FeRFMH
o (MWINTEEEE IR E — 2 HF PostgreSQL 13 F1E A LU THBRA A - BUEEE -
o WEUEERERNF,
o schema HJ Usage #1 Create,

o X schema HFHIRTEFRH Select, Insert, Update, 1 Delete R,

o X schema FFTE F5IH) Usage,

it 3
1. {8/ OpenShift Container Platform Web 12l st 44 iim T 2R E #Y 6p 4 22 [A] R A R #5115 secret,

e 1E OpenShift Container Platform web #l & fi# A Workloads —» Secrets T H, {#HA%EH
password FI{E A8 — Key/Value secret, {ENAIXAHFMERRZR, HAaEHEEEE

BORBY A B,
o FHE, HAIHPIZITLUTGRN

$ oc create secret generic external-db-password \ﬂ
--from-file=password=<password.ixt>

ﬂ YNR{EMA Kubernetes, %A kubectl 1772 oc.
@ ERUTABBHI I EEN password.ixt,

2. 1t A OpenShift Container Platform Web #£#l& ##J Red Hat Advanced Cluster Security for
Kubernetes operator T1H, 7EJIER S IEEE Central, BAEEEE F R BIHUIEE R SL A,

3. ¥ A YAML SR 22t &,

4. %3IF db.passwordSecret.name, 15I5EEERIEMNS KA AIENS|HH secret, I
0, external-db-password.

5. %fF db.connectionString, i keyword=value &R IgEEEFHF S, 10 host=< host>
port=5432 database=stackrox user=stackrox ssimode=verify-ca

6. XIF db.persistence, iHfHRENL,

7. MBEE, BALUETETZ spec AN TLS B3k Central ¥ EIEPBINA HLF 5 EEIRZE
WP, MTFHIRTR -

o FRAUTEEEHFREE LR

spec:
tls:
additionalCAs:
- name: db-ca
content: |
<certificate>
central:
db:
isEnabled: Defaultﬂ
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connectionString: "host=<host> port=5432 user=<user> ssimode=verify-ca"
passwordSecret:
name: external-db-password

Q R 85T IsEnabled BI{E X Enabled.

8. mif Save,

Hith BTIR
® 7 PostgreSQL £l /A& & 8RB E

1.4. BT H) 4

&7 LS A OpenShift Container Platform Web 221 & 35 F 63 547 B2 RHACS Operator BB /il
B, EM RHACS 3.74 #+2¢FI RHACS 4.0, & B EHIGE.,

HE
TR &% RHACS Operator WFT B SRR [HHE, S Central MIFFERESE
E¥O
FERFH
o ML IRRE IETE A &M RHACS 3.74 Operator, B&BEFNEHFE) Operator F+
2&0

o WINEIEERREE &N TIA Central BUIEZE,

o EELMERAESA cluster-admin BRI 177 7] OpenShift Container Platform 5£8% Web 24l

o

{5 Web #2Hl5 BT FI5E
FERALUT Web #EIEEHITHFER A

op ¢

it =

1. 1£ OpenShift Container Platform Web %5 #) Administrator Y&/, # A Operators -
Installed Operators,

2. ¥ %I RHACS Operator =&,

3. = Subscription 7R T,

4. = Update Channel TBYEFTAIHE R & F5.

5. ¥ stable, fA/F = Save,

6. XFiHAE Bt ERIE IR, BEHBINFIE. REE Operators - Installed Operators 1]
|, UREEHNHAE, TE, KRERZLH Succeeded 1 Up to date,
ST FREFOHEARBRAIT I, EALLM Subscription 1% £ B F oIt B H#,

ERBSITEIT HME
FREMSSITEIOT HIER UL


https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/4.4/html-single/installing/#provision-postgresql-database_install-central-ocp
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it =

° Tas, R HESEDN N stable :

213
‘ $ oc -n rhacs- operator\ﬂ

patch subscriptions.operators.coreos.com rhacs-operator \
--type=merge --patch="{ "spec": { "channel": "stable" }}'

ﬂ INREF Kubernetes, &I A kubectl fIA2Z oc,

TEE#H RHACS Operator 11128, KB —1 %N central-db BIFTEE, HIEFHRI®. EANEE 30
S8R, BAEARE#HIT—R,

1.5. #%E| 41 k2 ERIRRAE, MR CENTRAL Kiin PV

Kubernetes #1 OpenShift Container Platform &~ BEhlRFA S (PV), HIEMEBIRAFH RHACS

i5f, %7 stackrox-db # Central PV &R 8#E#, {HRZ, 7 RHACS 4.1/, Central "BEEZBIMIN
M PV,

PV BB 1 RHACS iR A RMEIEIFAM S, BRI LUMER PV 7 RHACS 4.1 2 BIEVAZIE B # kR
X, HE, WREBFA—NPATF Central I KE RocksDB &340 &, EalLUEA PV kS X LEHIE,

STRFAHRE 415, ERLUMER Central MEINEYRE AMEBFEA(PVC)SRBERFME, (R A T RMZ AT
RocksDB &3 EVRSRE RS, Filkk PVC,

Digk

H
[=]

M PVC B, EFIEIE RHACS 4.1 2 8148 Central EVABISLERIRA, Sl &
RocksDB #2289 AR RocksDB 12

1.5.1. ¥ F RHACS kR4 4.1 R 2 FHIkRA, {#H RHACS Operator fffif& Central K0 PV
B Central My AN A MBI (PVC) stackrox-db LU AZ (i 22 ],
ik =

e 1f Central RRNINLA T EHR -

annotations:
platform.stackrox.io/obsolete-central-pvc: "true”

UT&S

1E1T
$ oc -n stackrox describe pvc stackrox-db | grep -i 'Used By'
Used By: <none> ﬂ
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© SHEERNEN By <nones, THRBB/LH I,

1.6. [O)72 OPERATOR #%%

Z[ER Operator A%, EWHATULTER D BT, BRI LUEA CLI 3% OpenShift Container
Platform Web 2%l #& B2 Operator F4,

% E,E
- INRMEM RHACS 4.0 BIR, NMREEEAREI RHACS 3.74 BISRETHH T kAN,
1.6.1. {8 A CLI {8 Operator F%

IR LAFE A CLI fp S [EVR Operator AR A&,

Y=
1 BT S 3EMibR OLM 1T -

e XfF OpenShift Container Platform, iZfTA &5
I $ oc -n rhacs-operator delete subscription rhacs-operator
® XF Kubernetes, iz{TUA T4
I $ kubectl -n rhacs-operator delete subscription rhacs-operator

2. IITA T i R MIBREREAR S A A (CSV) -

® XIF OpenShift Container Platform, jZ{TLA &% :

I $ oc -n rhacs-operator delete csv -l operators.coreos.com/rhacs-operator.rhacs-operator

o ¥IF Kubernetes, iafTLA T4 :

$ kubectl -n rhacs-operator delete csv -l operators.coreos.com/rhacs-operator.rhacs-
operator

3. W TR —RAE SR ORBINRERA

o HNRYF] Central ZLBIEEZTT, BT TS EIH RHACS API LUREREIRRA :

$ curl -k -s -u <user>:<password> https://<central
hostname>/v1/centralhealth/upgradestatus | jq -r .upgradeStatus.forceRollbackTo

o HNRYF] Central LHIEEIZTT, BHITUTHE :

% E,E
' XANT R REETE R % rocksdb #HEZEN FF RHACS kit 3.74 RERRA
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a. BITLLT 4, BIR Central SRE S 45V :

o XIF OpenShift Container Platform, iZ{TLA &% :

I $ oc scale -n <central namespace> —replicas=0 deploy/central

o ¥IF Kubernetes, iafTLA T4 :

I $ kubectl scale -n <central namespace> —replicas=0 deploy/central

b. LT pod MAEERTF ) YAML X4 :

apiVersion: vi
kind: Pod
metadata:
name: get-previous-db-version
spec:
containers:
- name: get-previous-db-version
image: registry.redhat.io/advanced-cluster-security/rhacs-main-rhel8:<rollback
version>
command:
- sh
args:
-'-c'
- "cat /var/lib/stackrox/.previous/migration_version.yaml | grep "“image:' | cut -f 2 -d
Str-d™™
volumeMounts:
- name: stackrox-db
mountPath: /var/lib/stackrox
volumes:
- name: stackrox-db
persistentVolumeClaim:
claimName: stackrox-db

c. BITUTEHE, FRBIEEN YAML XHE Central 3 & Z2 (A HA I3 pod :

o XfF OpenShift Container Platform, jZ{TLA a4 :
I $ oc create -n <central namespace> -f pod.yaml
o XF Kubernetes, iz{TUA T4
I $ kubectl create -n <central namespace> -f pod.yaml

d. B pod 5, BITUTaERRERE

o XIF OpenShift Container Platform, jZ{TLA &% :
I $ oc logs -n <central namespace> get-previous-db-version
o XIF Kubernetes, iZ{TULF&H

I $ kubectl logs -n <central namespace> get-previous-db-version
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4. izfTLUF 8%, YW central-config.yaml ConfigMap L% &
maintenance.forceRollBackVersion:<version> % :

® XfF OpenShift Container Platform, jZ{TLA &% :

$ oc get configmap -n <central namespace> central-config -o yaml | sed -e
"s/forceRollbackVersion: none/forceRollbackVersion: <version>/" | oc -n <central
namespace> apply -f -

® XF Kubernetes, iz{TUA @4
$ kubectl get configmap -n <central namespace> central-config -o yaml | sed -e

"s/forceRollbackVersion: none/forceRollbackVersion: <version>/" | kubectl -n <central
namespace> apply -f -

5. 6 Step 3 FERBIRAFREHS Central BB X EHR, FHEHINE. flw0, 24T T 6

A .
™

® XIF OpenShift Container Platform, iZ{TLA &% :

$ oc set image -n <central namespace> deploy/central
central=registry.redhat.io/advanced-cluster-security/rhacs-main-rhel8:<version>

o ¥IF Kubernetes, iafTLA T4 :

$ kubectl set image -n <central namespace> deploy/central
central=registry.redhat.io/advanced-cluster-security/rhacs-main-rhel8:<version>

1. R Central pod [AEhFH 4 F ready K75, R pod FaiR, EREREUEERMRZ =18
_/\ﬁEIjJ E’J E Ib\/é IIJ\;%{IJ\LJ\-FT{EJ

I Clone to Migrate ".previous", "

2. FEERYIE L E#RE& Operator, 8, 3.74.2 %7 rhacs-3.74 SilEH,

1.6.2. {#F Web 12 &[EIVR Operator #2%
&\ LUE A OpenShift Container Platform Web %I & [Bl7& Operator AR A,

FRFH

o BELMERAESA cluster-admin BRI 177 7] OpenShift Container Platform 528 Web 24l
AN
Ho

it =

1. 7 A Operators — Installed Operators 71,
2. ¥ %] RHACS Operator =&,

3. 1E Operator Details TIE A, M Actions FIZ&K A% Uninstall Operator, 2RI
{E, Operator f{Z1E5217, THEWVER,

10
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PR TR —RAE S ZORBINRERA

o MNRYF] Central LHIEEZTT, BEILLET MAIHEORZITU TS EEIRN RHACS AP
FAREENVRRA :

$ curl -k -s -u <user>:<password> https://<central
hostname>/v1/centralhealth/upgradestatus | jq -r .upgradeStatus.forceRollbackTo

o EAILLEEHATIA T TREAE pod FHREUZ RTRIARA :

ﬁ o
I XA A2 RBETEREE rocksdb #HEZENT FF RHACS A 3.74 REBRA,

# A Workloads —» Deployments — central,
b. 1f Deployment details 7, s pod #3E:89m T &k, LA4EHE pod,

i# A\ Workloads » Pods - Create Pod, ¥ pod #l&HIR A NGEImiRES ¢

apiVersion: vi
kind: Pod
metadata:
name: get-previous-db-version
spec:
containers:
- name: get-previous-db-version
image: registry.redhat.io/advanced-cluster-security/rhacs-main-rhel8:<rollback
version>
command:
- sh
args:
-'-c'
- "cat /var/lib/stackrox/.previous/migration_version.yaml | grep "“image:' | cut -f 2 -d
Str-d™™
volumeMounts:
- name: stackrox-db
mountPath: /var/lib/stackrox
volumes:
- name: stackrox-db
persistentVolumeClaim:
claimName: stackrox-db

d. = Create,

e. BE pod f&, = Logs EI£RIKERAFEFSE,

BEPITUT S REFHEIRERE :

a. #t A\ Workloads » ConfigMaps — central-config, #AJEM Actions FlIF&R %R Edit
ConfigMap,

b. 7£ central-config.yaml 8 {E# 1% %l forceRollbackVersion 17,

c. 1% none E#: ) 3.73.3, AREREXH.

1
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B HITU TS B Central B EREIARA :

a. #t A\ Workloads » Deployments — central, #AJ3M Actions FIZRH1%EF Edit
Deployment,

b. BHEMEET, REREEL,

1. 8 Central pod [AE1FH 4 F ready K75, R pod FAI5, EREREUEERMRZ
_/\ﬁEIjJ E’J E Ib\/é /L.\?‘%{HLJ\-FT{EJ

I Clone to Migrate ".previous", ™"
2. FEERYIE L E#RE& Operator, 8, 3.74.2 R%7E rhacs-3.74 SilEH,
Heth TR
o {# [ Operator HiE&% Central

® Operator Lifecycle Manager T{E5i

o FrhitAEFLIER Operator BHT

1.7. OPERATOR F+2 7] i 8 &= 1
HREBLUT & BE A F 2R RHACS Operator B95 F+25 48 % B9 ),

1.7.1. T;EHE Central 2iEE
EHIGT TR, RIBLITUEAYT Central DB pod i#HTREHERR -

1. 127 central-db pod B :
I $ oc -n <namespace> get pod -| app=central-db ﬂ

ﬂ INREF Kubernetes, &I A kubectl fIA2Z oc,

2. H5R pod BIRZE N Pending, 15 describe s RIRERE Zi+41{E R -
I $ oc -n <namespace> describe po/<central-db-pod-name> ﬂ

ﬂ INREF Kubernetes, 1&HiA kubectl fIA2Z oc,

3. e E T FailedScheduling Z£E 8 -

Type Reason Age From Message

LR =08

12

Warning FailedScheduling 54s default-scheduler 0/7 nodes are available: 1 Insufficient
memory, 3 node(s) had untolerated taint {node-role.kubernetes.io/master: }, 4 Insufficient
cpu. preemption: 0/7 nodes are available: 3 Preemption is not helpful for scheduling, 4 No
preemption victims found for incoming pod.


https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/4.4/html-single/installing/#install-central-operator_install-central-ocp
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.15/html/operators/understanding-operators#olm-workflow
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.15/html/operators/administrator-tasks#olm-approving-pending-upgrade_olm-upgrading-operators
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4. WESERBIGAENT RUXE BHHNERNE pod WHIRENR, MNREF—N/NHIME, F
ERET R ERINFER, SURIN— N LA RERIEENE KRBT R,
&, 15&EE1E central > db - resources THEE L HRAH L central-db pod B FTRE
Ko B, 2THHEESR/NMIDHFERNFOEER T3 RHACS B RERE,

1.7.2. Central = Secured £ TR E

24 RHACS Operator i :
o JoiAERE Central 5k Secured &5,
o 3 CRERNAEILIRBHRRM
W E B E LBDRFM LA R,

® XfF Central, ZITATHAIRE
I $ oc -n rhacs-operator describe centrals.platform.stackrox.io ﬂ

ﬂ INREF Kubernetes, 1&#HiA kubectl fI1A~2Z oc,

o MFREKH, ETUTHIRESRMN
I $ oc -n rhacs-operator describe securedclusters.platform.stackrox.io ﬂ

ﬂ INREF Kubernetes, 1&#HiA kubectl fTiA~2Z oc,

ll.,\_.]-J’J\ avil lJ?K#F%UH:III:FE’JEE %Eﬂi

it Bl
Conditions:
Last Transition Time: 2023-04-19T10:49:57Z
Status: False
Type: Deployed
Last Transition Time: 2023-04-19T10:49:57Z
Status: True
Type: Initialized
Last Transition Time: 2023-04-19T710:59:10Z
Message: Deployment.apps "central" is invalid:
spec.template.spec.containers[0].resources.requests: Invalid value: "50": must be less than or equal
to cpu limit
Reason: ReconcileError
Status: True
Type: Irreconcilable
Last Transition Time: 2023-04-19T10:49:57Z
Message: No proxy configuration is desired
Reason: NoProxyConfig
Status: False
Type: ProxyConfigFailed
Last Transition Time: 2023-04-19T10:49:57Z
Message: Deployment.apps "central" is invalid:

spec.template.spec.containers[0].resources.requests: Invalid value: "50": must be less than or equal

13
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to cpu limit
Reason: InstallError
Status: True
Type: ReleaseFailed

T4, EAILIEE RHACS pod HEUEHRA XL FHENESZER, 2TUTaSREEEAE

oc -n rhacs-operator logs deploy/rhacs-operator-controller-manager manager ﬂ

ﬂ INREF Kubernetes, 1&HiA kubectl fTIA2Z oc,



% 2% {§/H HELM CHART #%

2 2 % {#H HELM CHART #H%;

IRNTRIBIR E1EI21THI RHACS & {TARAE1E RHACS HIRFEF 2 IR R, X% Helm chart HEIE A
B, MATEIDIEK Central BUEE,

2.1. M RHACS ki #A 3.74 REBRIRAAL 5
MEBHARRAFEKES, E58EULTES

o IR Central WAITHRARTF 3.74, NIAMIEFRE 4x FRABIFARBNEZHFHN 374 1T, XM
BHARRAALE 374 ER, 1ESHIRA 3.74 BIFALTHY,

o HMARA 3.74 FYET Helm HEEH], EALLET 4.4 AKEI RHACS hR7A 4.0 BMERI&ET AR
. BE, NTRETENDRE, HALE 4.4 RE,

INRIEEF Helm chart 2 RHACS, #H2E| RHACS SR HIRA, EHITU TS !
1. &1 Central BUEZE,
2. (A%) 4k Central BIEIBEMFAMESEH(PVC).,

3. 7%, EFJ central-services Helm Chart £ 2 & root IEH 8 values-private.yaml Bt i& XX
1,

4. B Helm Chart,

5. i217 helm upgrade &%,

BF

NRERIETNRE, BB secure-cluster-services Helm Chart 1 central-services Helm

Chart ﬁgﬁﬁﬁﬁ BIRIRR A,

2.2. %19 CENTRAL g%
TEEMZRI IGERER T, BRSO IEE, FERIZEHDMEBEIFALSHEIRIRE P EVR,

FRFH

o MWINBEH— APl £, HEHBN Red Hat Advanced Cluster Security for Kubernetes BIFfE
HIRM read WBE analysts R A BEB/AA HIRHN read R,

o B&RET roxctl CLI,

e XEHELE T ROX_API_TOKEN #1 ROX_CENTRAL_ADDRESS IMEZ £,

A
o ZiTHERM

I $ roxctl -e "$ROX_CENTRAL_ADDRESS" central backup

Hth TR

15


https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_security_for_kubernetes/3.74/html/upgrading/index
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e {#HH roxctl CLI H{TIRERD

o % roxctl CLI

2.3. {1t CENTRAL #t3&ZE#] PVC

WIRFE Red Hat Advanced Cluster Security for Kubernetes (RHACS) 4.0 iif, RHACS &6/ —1 4
4 central-db B PostgreSQL =45, FH BRI AMSBERPVC), H4, ERLIEE X central- db
= PVC E2&.

ISR T RANRTEH CPU IEK :

central:
db:
resources:

requests:
memory: 16Gi
cpu: 8

limits:
memory: 16Gi
cpu: 8

2.4. £ ROOT IFP 3k

INRIE TS E VTR F %4% Red Hat Advanced Cluster Security for Kubernetes (RHACS)# values-
private.yam| B2 & {4, BEALUTESREKDE root IEHH values-private.yaml Bt & 314,

SR AT LU values-private.yaml BCiE ST, BRI BKT %8S,

- o
4 R HY values-private.yaml X EFHREE LT, BRELZ ST,

it =

1. F# create_certificate_values_file.sh &,

2. {3 create_certificate_values_file.sh 1A A 14T :

I $ chmod +x create_certificate_values_file.sh

3. 1217 create_certificate_values_file.sh BIA&S {4 :

I $ create_certificate_values_file.sh values-private.yaml

2.5. 3 HELM CHART %

TEFHE Red Hat Advanced Cluster Security for Kubernetes BUSTHR AR, EMIIAZ EH Helm chart,

FoRFM

o MNBLEARIT Red Hat Advanced Cluster Security for Kubernetes Helm Chart 13 %,
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% 2% {§/H HELM CHART #%

o IRAIE Helm ARA 3.8.3 sEFThR A,

it

e E#f Red Hat Advanced Cluster Security for Kubernetes chart ¥4 3 /%,

I $ helm repo update

,i' F'F‘ T HE%_L‘U_.E//J\\DD E’J chart ﬁﬁ%}_u

by
I $ helm search repo -l rhacs/

Y7 N
2.6. HL TR
e {#M Helm chart 2% Central

o (FfH Helm chart ERZ 258 P %% RHACS

2.7.181T HELM A4 dn 5

& A LUE A helm upgrade 4 B #T Red Hat Advanced Cluster Security for Kubernetes (RHACS),

FRFH

o RWIARI AT %% Red Hat Advanced Cluster Security for Kubernetes (RHACS)HY
values-private.yaml EE%X(# S, BT EREE root IEF A values-private.yaml E2
B, ARETFRERELXERSa,

Y=

® Z1T helm upgrade fpHFEA -f LIIEE B E S :

rhacs/central-services --version <current-rhacs-version> \0
-f values-private.yaml \

--set central.db.password.generate=true \

--set central.db.service TLS.generate=true \

iz
$ helm upgrade -n stackrox stackrox-central-services \
--set central.db.persistence.persistentVolumeClaim.createClaim=true
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2 3

cak

&R LAE A --reuse-values LTI A ST IR E 2 BIECER Helm (B, WIRiX

FEM, EAREIT—MRAR], EZiXkH] central-db 6, 1ES U TMST
Bl -

$ helm upgrade -n stackrox stackrox-central-services \

rhacs/central-services --version <current-rhacs-version> --reuse-values \
-f values-private.yaml \

--set central.db.password.generate=false \
--set central.db.serviceTLS.generate=false \
--set central.db.persistence.persistentVolumeClaim.createClaim=false

2.8. A% Rl 41 ke ERIMRARE, MR CENTRAL Kihn PV

Kubernetes #1 OpenShift Container Platform &~ BEhlRFA S (PV). HIEMEBIRAFHH RHACS

i5f, %7 stackrox-db #9 Central PV &2 8##, B2, 7 RHACS 4.1/, Central "BEEZBIMN
M PV,

PV BB ] RHACS iR A RMEIEAF A M S, ERLUMER PV 7 RHACS 4.1 2 BIEVAZIE B H kR
X, HE, WREBA—NPATF Central B9 KE RocksDB &340 &, EalLUEA PV kS X LEHIE,

STRFAHRE 415, B LR Central MEINEYRE AMEBFEA(PVC)SRBERFME, (R A T RMZ AT
RocksDB &3 EVRS RE RS, F ik PVC,

Digk

==
[=]

4 PVC B, EFIEIE RHACS 4.1 2 8148 Central EVABISLERERA, Sl (&
RocksDB #2289 AR RocksDB 1%

2.8.1. {5/ Helm M pRAR RE 0 PV
fHIBR Central My AN A M B (PVC) stackrox-db LU AZ (i 22 ],
AR
o ZITLATES :
$ helm upgrade -n stackrox stackrox-central-services \

rhacs/central-services --version <current-rhacs-version> \
--set central.persistence.none=true

$ oc -n stackrox describe pvc stackrox-db | grep -i 'Used By'
Used By: <none> ﬂ



% 2% {§/H HELM CHART #%

QO©=5m551 1 By: <none>, EEREHE /LA,

2.9. [E}& HELM F4
MNRALKBFARAKN, EoLEREILETAR AR Central,

it

1. 24TLLF helm upgrade @45 :

stackrox-central-services rhacs/central-services \
--version <previous_rhacs_74_version> \0
--set central.db.enabled=false

| $ helm upgrade -n stackrox \

¥ <previous_rhacs_74_version> &2 iR %&EH RHACS R4,

2. THER central-db F A SRR (PVC) :
I $ oc -n stackrox delete pvc central-db ﬂ

ﬂ INREF Kubernetes, &I A kubectl fi1A2Z oc,
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25 3 Z {#H roxctL CLI FshFHY

IRE UM T M B A F 202 Red Hat Advanced Cluster Security for Kubernetes (RHACS) B9 & #hRk
$o

e HA7TEEA roxctl CLI &% RHACS I, FEEBEHITFIHARLSE,

o BMRAFREMEEEMENLSE, HIEOM 3.74 FHE 4.0 lrA&, LAKRM 4.0 F+
T A1 hRA, HIt, ZIEEINSEM 3.74 FAKE] 4.0, SAIEM 4.0 AKEI 4.1, %A
BMA4THLE 42, BRIRETFERE, MNETENINE, ERUANIR
HrhR A,

E4F RHACS AR BIRIIRAE, HHITUU TSI
1 &P REEE
2. % roxctl CLI
3. &K Central BUEFEE &4
4. {#F Central DB B &S S OIRFTIR
5. F4 Central &8
6. HEMBREER

3.1. %12 CENTRAL #iE%E
TEEMZRM IGERER T, BRSO IEE, FERIZEHD MR SEIRIRE P EVR,

FoRFM

o MWINBEH— APl £, HEHBN Red Hat Advanced Cluster Security for Kubernetes BIFfE
HIRM read WBE analysts R A BEB/AA HIRH read R,

o BRI T roxctl CLI,

e {ZEEET ROX_API_TOKEN 71 ROX_CENTRAL_ADDRESS /5745 &,

iz
o ZITHRMD

I $ roxctl -e "$ROX_CENTRAL_ADDRESS" central backup

Hith BHR

o {#F roxctl CLI 1T &30

3.2. #+2% roxcTL CLI

20
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58 3 % {#1f ROXCTL CLI FHA%K
2% roxctl CLI FHESIRITRA, EIEIE: roxetl CLI BIIIERRA, REEE roxctl CLI BIRIFTIRAN,

3.2.1. #l#; roxctl CLI
REI LUIRBLL T RFZENE Linux £BY roxetl CLI Z i3 &I 324,

pi% =
o T FHMIPS roxetl Zi# ISt -

I $ ROXPATH=$(which roxctl) && rm -f SROXPATH @)

ﬂ RIFIEWING, EAIEREEE MR roxctl Z7EHIS 4,

3.2.2. 7 Linux &% roxctl CLI

REI LUIRBBLLTRFZTE Linux £ % roxcetl CLI Z &34,

FATF Linux B roxctl CLI T F amd64. ppc64le #1 s390x 2244,

P =
1. BEBEIMRERZM roxctl 2854 -

I $ arch="$(uname -m | sed "s/x86_64//")"; arch="${arch:+-$arch}"
2. F# roxctl CLI :

I $ curl -f -o roxctl "https://mirror.openshift.com/pub/rhacs/assets/4.4.3/bin/Linux/roxcti${arch}"
3. f&# roxctl Z i HISTHFRIHAT -

I $ chmod +x roxctl

4. 15 roxctl Zi#HISTHRE PATH A9BSR -
EHEEMH PATH, i5HTUTHS :

I $ echo $PATH

o IFmEZRER roxetl iiA :

I $ roxctl version

3.2.3. £ macOS %% roxctl CLI

1A IR R LU T RAZE macOS A& E roxetl CLI —y/E >4,
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= -
FAF macOS # roxctl CLI BT BF amd64 2244,

it =

1. % roxctl CLI :

I $ curl -f -O https://mirror.openshift.com/pub/rhacs/assets/4.4.3/bin/Darwin/roxctl

2. MZitHI X ERr AT BEM

I $ xattr -c roxctl

3. {# roxctl Z# I STHERTHIAT ¢

I $ chmod +x roxctl

4. % roxctl ZHHSTERE PATH Ry EH -
EEEREN PATH, HHUTUTSHS -

I $ echo $PATH

o IFmEZRER roxetl iiA :

I $ roxctl version

3.2.4. 7 Windows %% roxctl CLI

REI LUIRBBLL T RFZTE Windows £ %23 roxctl CLI Z ISz {4,

-
' amd64 2214t 7 5& B F Windows B roxctl CLI,

it =

e T# roxctl CLI :

I $ curl -f -O https://mirror.openshift.com/pub/rhacs/assets/4.4.3/bin/Windows/roxctl.exe

o IFmEZRER roxetl iA :

I $ roxctl version

3.3. £ CENTRAL #iEEB &g a
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FEF Central BT, EWMERERBEFEESMAL. INIAESE— tar J384, ©F— README
X, LA YAML BECEXCH, DIRAEZRZITREPFRBEHN—EHE,

o WA TAH Admin BEH APl ShE,

o RWIEZRET roxetl CLI,

Pt
1. 1Xi& ROX_API_TOKEN #1 ROX_CENTRAL_ADDRESS IfE% & :

I $ export ROX_API_TOKEN=<api_token>

I $ export ROX_CENTRAL_ADDRESS=<address>:<port_number>

2. 1517 central db generate f3 5%

$ roxctl -e SROX_CENTRAL_ADDRESS central db generate \

<cluster_type>\ ﬂ
<storage>\

--output-dir <bundle_dir> \6
--central-db-image registry.redhat.io/advanced-cluster-security/rhacs-central-db-rhel8:4.4.3

ﬂ cluster-type 25EEHILE, 5 Kubernetes 187 k8s, J OpenShift Container Platform
157 openshift,

9 %t F storage, 1§ hostpath = pvec. MREM pve, EAILUERAMNETRIEES &

R, K/NFITEREZE. 24T $ roxctl central db generate openshift pvc -h LU T f25E %14
H

R /Cho

9 % F bundle-dir, FIEEEERFERNESMATHIRE,

T
e {#fH Central DB B QI HE M TR,

3.4. {fF CENTRAL DB & & 48 6 2 3

TEFHL Central E£E£RT, B/{EH Central DB B &N EFEAIE Central ERFFEMNHM TR, XM
Hag— tar |94, ©F— README X, JLD YAML BEEX#, UREREIFEFERIN— %Hiﬂ
x,

FeREH
o IRMWBER T — Central DB B& 141,

o RNEIRER tar IR,

it =
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1. FTFF RIS S B 5k FHi21T setup A :
I $ ./scripts/setup.sh
2. 1217 deploy-central-db 7 :

I $ ./deploy-central-db.sh

3.5. A h &L

EOIET Central IBENE MR HERAEFHATERVENTRG, T—F2HY Central &%,
1$325% R FH4 Central 1 Scanner,

3.5.1. #%% Central
A LUB Y FEMESERFGR, & Central BFTEIRHThRA,

T
o IZITUL TS LAEH Central Hithk :

$ oc -n stackrox set image deploy/central central=registry.redhat.io/advanced-cluster-
security/rhacs-main-rhel8:4.4.3

ﬂ INREF Kubernetes, &I A kubectl fIA2Z oc,

o IGUFHT pod BEEERE -

I $ oc get deploy -n stackrox -o wide

I $ oc get pod -n stackrox --watch

3.5.1.1. 4% Central S8 GOMEMLIMIT /B =

FE 4.4 RAFREEF N GOMEMLIMIT PME 2 881y ROX_MEMLIMIT SRR, Sy
EREBREL T E,

P =
1. BT TS XS Central BRENLE :

I $ oc -n stackrox edit deploy/central ﬂ

ﬂ INREF Kubernetes, 1&HiA kubectl fIA2Z oc,

2. & GOMEMLIMIT ZZ €& 5 ROX_MEMLIMIT,

3. REIELXMH,
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3.5.2. AR RS
IRA LUB N FEFNER B BFH B RIS Scanner BT E R FTHR A

T
o ZITLAT S LAEH Scanner #if& :

$ oc -n stackrox set image deploy/scanner scanner=registry.redhat.io/advanced-cluster-

security/rhacs-scanner-rhel8:4.4.3

ﬂ INREF Kubernetes, 1&#HiA kubectl fTIA2Z oc,

o IGUFET pod BEEERE -

I $ oc get deploy -n stackrox -o wide

I $ oc get pod -n stackrox --watch

3.5.2.1. 48 Scanner S8 Z# GOMEMLIMIT A ZEZ 2

FHE 4.4 RAZBEEF NS GOMEMLIMIT 525 &85 ROX_MEMLIMIT £
EREBEREL T E,

it =

1 BT a5k GiH Scanner BIBHELE :
I $ oc -n stackrox edit deploy/scanner ﬂ

ﬂ INREF Kubernetes, 1&#HiA kubectl fTIA2Z oc,

2. ¥ GOMEMLIMIT ZZ 2% % ROX_MEMLIMIT,

3. REIELXMH,

3.5.3. 351F Central £8H %
EFRT Central # Scanner J5, FiEiZPRREEANETTMK.

it

o ZfTLATFaHIE Central B :
I $ oc logs -n stackrox deploy/central -c central ﬂ

ﬂ INREF Kubernetes, &I A kubectl fTIA2Z oc,

E

YV IWEE =2
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BRI T B0 i = 1

No database restore directory found (this is not an error).

Migrator: 2023/04/19 17:58:54: starting DB compaction

Migrator: 2023/04/19 17:58:54: Free fraction of 0.0391 (40960/1048576) is < 0.7500. Will not
compact

badger 2023/04/19 17:58:54 INFO: All 1 tables opened in 2ms

badger 2023/04/19 17:58:55 INFO: Replaying file id: 0 at offset: 846357

badger 2023/04/19 17:58:55 INFO: Replay took: 50.324us

badger 2023/04/19 17:58:55 DEBUG: Value log discard stats empty

Migrator: 2023/04/19 17:58:55: DB is up to date. Nothing to do here.

badger 2023/04/19 17:58:55 INFO: Got compaction priority: {level:0 score:1.73 dropPrefix:[]}
version: 2023/04/19 17:58:55.189866 ensure.go:49: Info: Version found in the DB was current. We're
good to go!

3.6. A RFRIE RS ER
FEPEIRS R, EOLARFRERENERE,

BE
o MREHEMBTNFAYL :
o ERBEMNAYKREHAMA IR IER,
o BRI ATIHRBIER, FIRERITIEF MK AP SHEER S B9 BRI AT IRE,

o MREAERBNAY, NMERHE Central REBFERANMBEZEERFIZTE
TRy ER,

o NBREEDRE, ENENREERNRE Central WEEFHERD
RHACS kA,

B EMNET Sensor. Collector #1 Admission Controller IR 2 E B FSHA L, EIRBAT A9
BRR1E,

3.6.1. EATE MR
EARERBhANN, BUNEHENREERFH sensor, collector 1 compliance 5%

L% g / pa -3
4 INREFA Kubernetes, 1HEMREP TSR ER kubectl A Z oc.

pi% &2
1. BT Sensor 5t :

$ oc -n stackrox set image deploy/sensor sensor=registry.redhat.io/advanced-cluster-
security/rhacs-main-rhel8:4.4.3 ﬂ

ﬂ INREF Kubernetes, &I A kubectl fTIA~2Z oc,
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2. B# Compliance $iff :

$ oc -n stackrox set image ds/collector compliance=registry.redhat.io/advanced-cluster-
security/rhacs-main-rhel8:4.4.3 ﬂ

ﬂ INREF Kubernetes, 1&HiA kubectl fTIAZ oc,

3. E# Collector 1% :

$ oc -n stackrox set image ds/collector collector=registry.redhat.io/advanced-cluster-
security/rhacs-collector-rhel8:4.4.3

ﬂ INREF Kubernetes, &I A kubectl fTIA2Z oc,

Iy =
I

INR(FEF collector slim 4%, HBITUUTHS :

$ oc -n stackrox set image ds/collector collector=registry.redhat.io/advanced-
cluster-security/rhacs-collector-slim-rhel8:{rhacs-version}

4. BITEARHIHR

$ oc -n stackrox set image deploy/admission-control admission-
control=registry.redhat.io/advanced-cluster-security/rhacs-main-rhel8:4.4.3

8%

gNER# M roxctl CLI £ Red Hat OpenShift %% RHACS, MEEIH LM ETXY)
H(SCC),

MBELER, ESH"RMFTR"ES2 P Foh AT EHIFE SCC,

BREESR
o WIEREREFAN
L th B iR
o EFHIFAILLIRHIH SCC

\

3.6.2. EF AR TEHTH SCC

W E A roxctl CLI EFShA ST IR ITFR R LM L TXAR(SCC), LA H Red Hat
Advanced Cluster Security for Kubernetes (RHACS)AR S5 LA A Red Hat OpenShift SCC, #fR Central
M B REEHINFANENRELRLEE.

ik

1. JUH7E Central I R LK PEPEBIFTE RHACS RS :
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I $ oc -n stackrox describe pods | grep 'openshift.io/scc\|*Name:'
i Bl

Name:  admission-control-6f4dcc6b4c-2phwd
openshift.io/scc: stackrox-admission-control

#..

Name: central-575487bfcb-sjdx8
openshift.io/scc: stackrox-central

Name: central-db-7¢7885bb-6bgbd
openshift.io/scc: stackrox-central-db

Name:  collector-56nkr
openshift.io/scc: stackrox-collector

#..

Name:  scanner-68fc55b599-f2wm6
openshift.io/scc: stackrox-scanner

Name:  scanner-68fc55b599-fztlh

#..

Name:  sensor-84545f86b7-xgdwf
openshift.io/scc: stackrox-sensor

#..

FEALIH, EALUFEIED pod HAB KB E L SCC, XiBid openshift.io/scc FEIEE,

. NINFrEMA e lAeIE, LUER Red Hat OpenShift SCC A& RHACS BE X SCC,
ERNMAENAGNAGYE, LUF Red Hat OpenShift SCC AT Central £8%, HHITUTS
labels:
app.kubernetes.io/version: 4.4.0

%
a. fllg&4 5 update-central.yaml B934, ZXHFERUTHBRE L ABNABIHE KR
app.kubernetes.io/component: central
app.kubernetes.io/instance: stackrox-central-services
name: use-central-db-scc 9
namespace: stackrox 6

$ll 3.1. YAML X {1

apiVersion: rbac.authorization.k8s.io/v1

kind: Role €))

metadata:

annotations:

email: support@stackrox.com
app.kubernetes.io/name: stackrox

Rules: ﬂ

owner: stackrox
app.kubernetes.io/part-of: stackrox-central-services
- apiGroups:

- security.openshift.io
resourceNames:

- nonroot-v2

resources:

- securitycontextconstraints
verbs:

- use
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apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
annotations:
email: support@stackrox.com
owner: stackrox
labels:
app.kubernetes.io/component: central
app.kubernetes.io/instance: stackrox-central-services
app.kubernetes.io/managed-by: Helm
app.kubernetes.io/name: stackrox
app.kubernetes.io/part-of: stackrox-central-services
app.kubernetes.io/version: 4.4.0
name: use-central-scc
namespace: stackrox
rules:
- apiGroups:
- security.openshift.io
resourceNames:
- nonroot-v2
resources:
- securitycontextconstraints
verbs:
- use
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
annotations:
email: support@stackrox.com
owner: stackrox
labels:
app.kubernetes.io/component: scanner
app.kubernetes.io/instance: stackrox-central-services
app.kubernetes.io/name: stackrox
app.kubernetes.io/part-of: stackrox-central-services
app.kubernetes.io/version: 4.4.0
name: use-scanner-scc
namespace: stackrox
rules:
- apiGroups:
- security.openshift.io
resourceNames:
- nonroot-v2
resources:
- securitycontextconstraints
verbs:
- use
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding @
metadata:
annotations:
email: support@stackrox.com
owner: stackrox
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labels:
app.kubernetes.io/component: central
app.kubernetes.io/instance: stackrox-central-services
app.kubernetes.io/name: stackrox
app.k ubernetes.io/part-of: stackrox-central-services
app.kubernetes.io/version: 4.4.0
name: central-db-use-scc G
namespace: stackrox
roleRef: a
apiGroup: rbac.authorization.k8s.io
kind: Role
name: use-central-db-scc
subjects: 6
- kind: ServiceAccount
name: central-db
namespace: stackrox
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
annotations:
email: support@stackrox.com
owner: stackrox
labels:
app.kubernetes.io/component: central
app.kubernetes.io/instance: stackrox-central-services
app.kubernetes.io/name: stackrox
app.kubernetes.io/part-of: stackrox-central-services
app.kubernetes.io/version: 4.4.0
name: central-use-scc
namespace: stackrox
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: use-central-scc
subjects:
- kind: ServiceAccount
name: central
namespace: stackrox
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
annotations:
email: support@stackrox.com
owner: stackrox
labels:
app.kubernetes.io/component: scanner
app.kubernetes.io/instance: stackrox-central-services
app.kubernetes.io/name: stackrox
app.kubernetes.io/part-of: stackrox-central-services
app.kubernetes.io/version: 4.4.0
name: scanner-use-scc
namespace: stackrox
roleRef:
apiGroup: rbac.authorization.k8s.io
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kind: Role
name: use-scanner-scc
subjects:
- kind: ServiceAccount
name: scanner
namespace: stackrox

Kubernetes BHIREIZKEY, KBy Role.

A B EIRINEH.

DI A B EZEN,

Rt A & FRR T BPGR,

Kubernetes FHiRBIEEY, FEA I/ RoleBinding,
ABYE TR A,
EEEER—MAZERPHAENEE,

Q99909000

BESE A B E Y,

b. 21T T4, 0E update-central.yaml XX hisE M A B A B E KR

I $ oc -n stackrox create -f ./update-central.yaml

3. ERNAENABHAGBHE, LUENFELTLEEFER Red Hat OpenShift SCC, HHUTULT
SR
a. %7 upgrade-scs.yaml B934, ZXHFERAUTHRAE LABNABHE TR
#l 3.2. YAML X456l
apiVersion: rbac.authorization.k8s.io/v1
kind: Role @)
metadata:
annotations:
email: support@stackrox.com
owner: stackrox
labels:
app.kubernetes.io/component: collector
app.kubernetes.io/instance: stackrox-secured-cluster-services
app.kubernetes.io/name: stackrox
app.kubernetes.io/part-of: stackrox-secured-cluster-services
app.kubernetes.io/version: 4.4.0
auto-upgrade.stackrox.io/component: sensor
name: use-privileged-scc g
namespace: stackrox
rules:
- apiGroups:

- security.openshift.io
resourceNames:
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Q99909000

32

- privileged
resources:
- securitycontextconstraints
verbs:
- use
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding @
metadata:
annotations:
email: support@stackrox.com
owner: stackrox
labels:
app.kubernetes.io/component: collector
app.kubernetes.io/instance: stackrox-secured-cluster-services
app.kubernetes.io/name: stackrox
app.kubernetes.io/part-of: stackrox-secured-cluster-services
app.kubernetes.io/version: 4.4.0
auto-upgrade.stackrox.io/component: sensor
name: collector-use-scc G
namespace: stackrox
roleRef: a
apiGroup: rbac.authorization.k8s.io
kind: Role
name: use-privileged-scc
subjects:
- kind: ServiceAccount
name: collector
namespace: stackrox

Kubernetes BHIREIKEY, KHIH7y Role.

A BRI E .

DIRA B EZEH,

Rt A & SRR T BAUGR,

Kubernetes FTiRRIEEY, TEAHBIF RoleBinding.,
A B E R A,
EEEER—MAZERPHAENEE,
EEHERAENEY,

TULTFM4, fI# upgrade-scs.yaml X415 EM A BIA GBI E KR

1=
I $ oc -n stackrox create -f ./update-scs.yaml
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BT
BWIEBNREEHFZTIHS, LLOJE upgrade-scs.yaml 3XHEHIEE
HAEBNABIHE,

4. MRS EF RHACS By SCC -

a. EMIRYEE T Central £EEH) SCC, HTUTHS

I $ oc delete scc/stackrox-central scc/stackrox-central-db scc/stackrox-scanner
b. EMMRFETAAIEREERMN SCC, 1HZTU TS :

I $ oc delete scc/stackrox-admission-control scc/stackrox-collector scc/stackrox-sensor

H o
BES N Z2ERPZTHSS, UHREETENREEHH SCC,

o ZfTLAT e, #MRATA Pod #fEMIEMBI SCC :

I $ oc -n stackrox describe pods | grep 'openshift.io/scc\|*Name:'

FHHTH S TRIEITHEL

el E L SCcC #89 Red Hat OpenShift 4
SCC
Central stackrox-central nonroot-v2
Central-db stackrox-central-db nonroot-v2
HRERr stackrox-scanner nonroot-v2
Scanner-db stackrox-scanner nonroot-v2
Admission Controller stackrox-admission- restricted-v2
control
Collector stackrox-collector privileged
Sensor stackrox-sensor restricted-v2

3.6.2.1. 44 Sensor EPEM GOMEMLIMIT Sf B2 &

FRE 4.4 RAFREEF N GOMEMLIMIT PME 2 881y ROX_MEMLIMIT SRR, Sy
EREBERELTE,
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i =
1. BT TSR YR Sensor SPBEMLE -
I $ oc -n stackrox edit deploy/sensor ﬂ

ﬂ INREF Kubernetes, &I A kubectl fTIA2Z oc,

2. & GOMEMLIMIT ZZ €&t % ROX_MEMLIMIT,

3. REELXMH,

3.6.2.2. %t Collector #FBEHI GOMEMLIMIT 5T =

FRE 4.4 RAFBRIEF T GOMEMLIMIT 525 8816y ROX_MEMLIMIT SR &, &y &1
EREBEREL T E,

ik =
1. IBITLA TS 3SR Collector BRBHL £ :

I $ oc -n stackrox edit deploy/collector ﬂ

ﬂ INREF Kubernetes, 1&HiA kubectl I A 2Z oc,

2. & GOMEMLIMIT ZZ €&t % ROX_MEMLIMIT,

3. REFEIELXMH,

3.6.2.3. 4@ Admission Controller B GOMEMLIMIT I &2 8

FRE 4.4 RAFBEEF T GOMEMLIMIT PME 2 881y ROX_MEMLIMIT SRR, Sy
REBERELTE,

it

1. BT T4 44 Admission Controller SREHIZSE :
I $ oc -n stackrox edit deploy/admission-control ﬂ

ﬂ INREFE Kubernetes, &I A kubectl fIA2Z oc,

2. ¥% GOMEMLIMIT 25 2%y ROX_MEMLIMIT,

3. REFIELXMH,

3.6.2.4. WiEREERF AN
ERRTREERRE, WIEEHM pod BEERE I,

it =

34
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o [EH pod BRCIE :
I $ oc get deploy,ds -n stackrox -o wide ﬂ

ﬂ INREF Kubernetes, &I A kubectl fTIA2Z oc,

I $ oc get pod -n stackrox --watch ﬂ

ﬂ INREF Kubernetes, &I A kubectl fTIA2Z oc,

3.7. 2 RHCOS T =19

#NREF OpenShift Container Platform, &R LU# Red Hat Advanced Cluster Security for
Kubernetes (RHACS)/& A%} Red Hat Enterprise Linux CoreOS (RHCOS) 17 s #9433,

FRFM

o EHHRLEMM RHCOS TTREMN, ENITE OpenShlft Container Platform 4.11 i = R A
LZETREER, AXIHENTEESMELHERE, 1EE%E Red Hat Advanced Cluster Security
for Kubernetes 2 #§%513k, BX RHACS WA MAMMZFELR, 1ESH Red Hat Advanced
Cluster Security for Kubernetes St #FEU5R

i
L BTUTSREFRFEGINERSZZ—.
o XNFEATIHIWHIMNEGHRSE, HITUTHS :

$ oc -n stackrox patch daemonset/collector -p '{"spec":{"template":{"spec":{"containers":
[{"name":"compliance","env":[{"name":"ROX_METRICS_PORT","value":"disabled"},
{"name":"ROX_NODE_SCANNING_ENDPOINT","value":"127.0.0.1:8444"},
{"name":"ROX_NODE_SCANNING_INTERVAL","value":"4h"},
{"name":"ROX_NODE_SCANNING_INTERVAL_DEVIATION","value":"24m"},
{"name":"ROX_NODE_SCANNING_MAX_INITIAL_WAIT","value":"5m"},
{"name":"ROX_RHCOS_NODE_SCANNING","value":"true"},
{"name":"ROX_CALL_NODE_INVENTORY_ENABLED","value":"true"}}1}}}}'

o X[ F/HGFRT Prometheus I8IRHIEMMERES, 1EZITUA TS :

$ oc -n stackrox patch daemonset/collector -p '{"spec":{"template":{"spec":{"containers":
[{"name":"compliance","env":[{"name":"ROX_METRICS_PORT","value":":9091"},
{"name":"ROX_NODE_SCANNING_ENDPOINT","value":"127.0.0.1:8444"},
{"name":"ROX_NODE_SCANNING_INTERVAL","value":"4h"},
{"name":"ROX_NODE_SCANNING_INTERVAL_DEVIATION","value":"24m"},
{"name":"ROX_NODE_SCANNING_MAX_INITIAL_WAIT","value":"5m"},
{"name":"ROX_RHCOS_NODE_SCANNING","value":"true"},
{"name":"ROX_CALL_NODE_INVENTORY_ENABLED","value":"true"}}1}}}}'

B HUT LTS BEE#R Collector DaemonSet (DS) :

a. BT oS, MFHSEEHRIME Collector DS A :
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$ oc -n stackrox patch daemonset/collector -p '{"spec":{"template":{"spec":{"volumes":
[{"name":"tmp-volume","emptyDir":{}},{"name":"cache-volume","emptyDir":
{"sizeLimit":"200Mi"}}1}}}}'

b. TUL TR 64 0# NodeScanner 25 :

ié/
$ oc -n stackrox patch daemonset/collector -p '{"spec":{"template":{"spec":{"containers":

[{"command":["/scanner","--nodeinventory","--config=",""],"env":
[{"name":"ROX_NODE_NAME","valueFrom":{"fieldRef":
{"apiVersion":"v1","fieldPath":"spec.nodeName"}}},
{"name":"ROX_CLAIR_V4_SCANNING","value":"true"},
{"name":"ROX_COMPLIANCE_OPERATOR_INTEGRATION","value":"true"},
{"name":"ROX_CSV_EXPORT","value":"false"},
{"name":"ROX_DECLARATIVE_CONFIGURATION","value":"false"},
{"name":"ROX_INTEGRATIONS_AS_CONFIG","value":"false"},
{"name":"ROX_NETPOL_FIELDS","value":"true"},
{"name":"ROX_NETWORK_DETECTION_BASELINE_SIMULATION","value":"true"},
{"name":"ROX_NETWORK_GRAPH_PATTERNFLY","value":"true"},
{"name":"ROX_NODE_SCANNING_CACHE_TIME","value":"3h36m"},
{"name":"ROX_NODE_SCANNING_INITIAL_BACKOFF","value":"30s"},
{"name":"ROX_NODE_SCANNING_MAX_BACKOFF","value":"5m"},
{"name":"ROX_PROCESSES_LISTENING_ON_PORT","value":"false"},
{"name":"ROX_QUAY_ROBOT_ACCOUNTS","value":"true"},
{"name":"ROX_ROXCTL_NETPOL_GENERATE","value":"true"},
{"name":"ROX_SOURCED_AUTOGENERATED_INTEGRATIONS","value":"false"},
{"name":"ROX_SYSLOG_EXTRA_FIELDS","value":"true"},
{"name":"ROX_SYSTEM_HEALTH_PF","value":"false"},
{"name":"ROX_VULN_MGMT_WORKLOAD_CVES","value":"false"}],"image":"registry.red
hat.io/advanced-cluster-security/rhacs-scanner-slim-
rhel8:4.4.3","imagePullPolicy":"IfNotPresent","name":"node-inventory","ports":
[{"containerPort":8444 "name":"grpc","protocol":"TCP"}],"volumeMounts":
[{"mountPath":"/host","name":"host-root-ro","readOnly":true},
{"mountPath":"/tmp/","name":"tmp-volume"},{"mountPath":"/cache","name":"cache-

volume“} 1Y

Hth BHR

e I RHCOS T EM,

3.8. AR 41 Rz EHIRRAS, MR CENTRAL AN PV

Kubernetes #1 OpenShift Container Platform & B FAMES(PV), HIEMEEAMAF L RHACS
f, 44 stackrox-db B Central PV &1 8B#E#, {HZ, T RHACS 41/, Central FBEZEZAIMIN
B PV,

PV BH Z#1 RHACS IRAERABEEMFAM M. BRI LUER PV 7 RHACS 4.1 Z BIENR R R ARR
RN, F&, MREB AT Central BIKRE RocksDB &3 A E, MATLAER PV k& X LEHIE.,

STRFAHRE 415, B LR Central MEINEYRE A B FEA(PVC)SRBERFME, (2R A T RMZ AT
RocksDB &3 ENVRSRE RS, Flk PVC,
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Digk

==
[=]

kR PVC &, BIFTiETE RHACS 4.1 ZHiIfS Central BIREIRHARRA, shikE FH
RocksDB Bl KE RocksDB & 17,

3.8.1. {# A roxctl CLI ffif& Central K0 PV

fHIBR Central Mi AN A & FEF(PVC) stackrox-db LU (i 22 ],

i =
o ZITLAITFaT
$ oc get deployment central -n stackrox -o json | jq '(.spec.template.spec.volumes] |
select(.name=="stackrox-db"))={"name": "stackrox-db", "emptyDir": {}}' | oc apply -f
© ¥ spec.template.spec.volumes H#J stackrox-db' 55 B &#: At emptyDir,

o ZITLUTF@H :

$ oc -n stackrox describe pvc stackrox-db | grep -i 'Used By'
Used By: <none> ﬂ

ﬂ ERHMERIHM By: <none>, EHRERE L FINf (A,

3.9. [Oy% CENTRAL

MBFHHBFTRRARM, EALLEERILLETAR AR Central,

3.9.1. IEE[EV% Central

IR 2 Red Hat Advanced Cluster Security for Kubernetes %KM, &0 LUBIREILABTAR A Central,
SERFEH

o HUTENRREI, FHAMEMUIIEGTRE#EZR, Red Hat Advanced Cluster Security for
Kubernetes ARG Z2 AIE A I FRAPRBHUIBERIAR, MRMEZFAFARUFMHERIAR, AREK
W, B TECNR R R AIAR A,

it =

o LHIKRMES (Central IRSS/FENED , BT THRSENREILEIHIAMRA

I $ oc -n stackrox rollout undo deploy/central ﬂ
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ﬂ INREF Kubernetes, 1&HiA kubectl fTIA2Z oc,

3.9.2. i HIElA Central
8RBT LA A o A B VR BVA B B R ABY Central  (1£ Central RS ESIE)

' o
5k 3 i 1l B VR SN HL B LART RO AR A T BB & 5 BUBUE &= SR 03D e,

SERFEH
o HUTENRREI, FAMEMUIIESJRAMEZR, Red Hat Advanced Cluster Security for
Kubernetes ARG EL Z2 AIE A I FRAPRBHUBERIAR, MR ZFAFARUFMHERIAR, FAREK
W, IS IERBNR BB BRI RR AR,
it =5
o ZfTLATF e RHITRBIENR
o EimfIENREILRIREMRAE

I $ oc -n stackrox rollout undo deploy/central ﬂ

ﬂ INREF Kubernetes, 1&HiA kubectl fIA2Z oc,

o sRHIENREIRFEMRA :

1. 4i%H Central B ConfigMap :
I $ oc -n stackrox edit configmap/central-config ﬂ

ﬂ INREF Kubernetes, 1&#HiA kubectl fTIA2Z oc,

2. E#7 maintenance.forceRollbackVersion B {H :

data:
central-config.yaml: |
maintenance:

safeMode: false

compaction:
enabled: true
bucketFillFraction: .5
freeFractionThreshold: 0.75

forceRollbackVersion: <x.x.x.x> ﬂ

@ HBEEERIMMER.

3. B Central B :
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$ oc -n stackrox \ ﬂ
set image deploy/central central=registry.redhat.io/advanced-cluster-security/rhacs-
main-rhel8:<x.X.x.x>

ﬂ INREF Kubernetes, 1&HiA kubectl fTIA2Z oc,

IBEELREIMARA, ©II5ETE central-config BLELET N
maintenance.forceRollbackVersion 4£$5 €I kR A8 [E

3.10. 5k F 2%
B Sensors #l Collector FHEMB N L L ERHIRERTHIHUE.

1 RHACS [T AR E[ LLEE Sensor & [GHEZR Central BYHS ],

it

1. 7 RHACS [/ /b, i A Platform Configuration - System Health,

2. KB LR Sensor Upgrade T R{#FF Central FIEEERF.

3.1, #EH API S5 h&
NT RN, ZIEEBIUEEEEAT MK Central BUBESDHI APl SHE,

FeREZ M
o FHjE, WIEHFME RHACS [T TEHEFEZIUET, LUERLER RHACS [,

it

1. 7£ RHACS [']/7#, 3# A Platform Configuration — Integrations,
2. M TRENEI Authentication Tokens 2£Jl, /5 API Token,

3. P IEEREHN SRS MA@ S IEE,

4. = Revoke,

5. FEMIAXTIEMER, = Confirm,
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