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EIE

REEHE T Red Hat Ansible Automation Platform BJ3%3E, Ansible Automation Platform & — ™

a, R UEBHDGRITEIEES. iR, HHET Ansible BIEME SR B IFINE IR % [ & HERBINE,

1]

AIgE R BNIE T fR1E OpenShift Container Platform &8 Ansible Automation Platform Operator B9%
&, IBRNAREK,



LIS R SR 15

KT ZLNE AR A bt

RGN AT E EAIHFEIN, AT EMER, 5@ https://access.redhat.com BERIFIAZ
¥, LUEA docs-product ZH47E Ansible Automation Platform JIRA 1 B /61 — 4N A,
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25 1% 7£ RED HAT OPENSHIFT CONTAINER PLATFORM _E#i %
RED HAT ANSIBLE AUTOMATION PLATFORM OPERATOR %
%

Red Hat Ansible Automation Platform 1£ Red Hat Enterprise Linux #1 Red Hat Openshift FR&ER# S 3,
OpenShift Operator AIABITE Red Hat OpenShift Container Platform &M B b & &0 MmN 4R
25 2 X#/F. Ansible Automation Platform Operator A L& 1E Red Hat OpenShift Container Platform
LEREFEEE Ansible Automation Platform ZH44,

f&eT U R AT R E B #L %I Red Hat OpenShift Container Platform IMEH B Red Hat Ansible
Automation Platform &%, Z&&H], HEEEZIFHNREY) =M EFLHEENEK,

1.1. xF ANSIBLE AUTOMATION PLATFORM OPERATOR

Ansible Automation Platform Operator 7£ OpenShift ¥11% F 2t #7189 Ansible Automation Platform SZ4l
MERE. RHXEE, Ansible Automation Platform Operator @ & I TEREMEIE B oL HI 23 FA
BBEMEROEFINTIREE, eASFEEIMIERISREL TR, BFEEIMCEHZREBEFRE LG
ek,

5 M Red Hat OpenShift Container Platform _£ERZE# playbook j=5 552 FI#ELL, A Kubernetes R4
Operator #8%& Ansible Automation Platform SXBIEFE L L, SIEN Red Hat Ansible Automation
Platform ZRB AL TEE B IXZ .

& B LAM OperatorHub ##J Red Hat Operator B k%% Ansible Automation Platform Operator,

1.2. OPENSHIFT CONTAINER PLATFORM R AZFEA M

OpenShift Container Platform 4.9 R E3HIMRAR M T FF %% Ansible Automation Platform 2.4 B9
Ansible Automation Platform Operator,

Hth B

o BEXEFEABMIFNE, 1HZS Red Hat Ansible Automation Platform & fpE A ,

1.3. RED HAT OPENSHIFT CONTAINER PLATFORM MR ET =

&\ LU#E A Red Hat OpenShift Container Platform Web %I & ) OperatorHub 3£ %% Ansible
Automation Platform Operator,

7%, LRI LAM OpenShift Container Platform ep 431752 E(CLI) oc &% Ansible Automation Platform
Operatoro

BRBLUTHEP—DIIERILE Ansible Automation Platform Operator, F{EHEEREMEM Ansible
Automation Platform ZH44,

o HERZEHIZEE KR ARENEMEFOLEELKR ;
o HEARFLOBENWR, ARBENENEEHZEE KR ;
o BIfbEHIZREE LR
e BifbRLBE LR,


https://access.redhat.com/support/policy/updates/ansible-automation-platform

HAT OPENSHIFT CONTAINER PLATFORM _t#i%l RED HAT ANSIBLE AUTOMATION PLATFORM OPERATOR %%
=\ ¢R?
1.4. g E IR
BN EERETFERENBE LR,

1.5. EAbTTR

e i55[H Understanding OperatorHub LT 28 % OpenShift Container Platform OperatorHub
HNEZER.


https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html/operators/understanding-operators#olm-understanding-operatorhub
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55 2 & £ RED HAT OPENSHIFT CONTAINER PLATFORM Lt %
% RED HAT ANSIBLE AUTOMATION PLATFORM OPERATOR

FRFH

o fRETE OperatorHub &% T Red Hat Ansible Automation Platform B 3%,

o B NFEAOIE— StorageClass ©%, LLk—1i1HE ReadWriteMany i/ [riEXHIFA S
AHBA(PVC), HIBEESH o8& %,

o ZE(#f ReadWriteMany /i [n]# = 9 Amazon Web Services (AWS) £jz4T Red Hat OpenShift
Container Platform &8, R URNMN NFS s HEMF(E,

o X AWS Elastic Block Store (EBS)Skf# FH aws-ebs Fi#RHHIE, ESEMEA AWS
Elastic Block Store By¥F A M 1F ik

o ZXf AWS EBS f#F multi-attach ReadWriteMany 15 [7J#E =, 1S SEMNEIH A
Amazon EBS Multi-Attach B9 NSEHI,

it =

1. B5EF Red Hat OpenShift Container Platform,
2. 1# A%l Operators - OperatorHub,
3. 3% Red Hat Ansible Automation Platform operator 3 5= Install,
4. #%FE—1 Update Channel
e stable-2.x : REMZZEASEEM operator, B &b A0 B EbIEHI 23 LB BRI R %
Operator IR Z 2], EATFAZEIBER. stable-2x MBEAZEEE ARFNGFHERR D

BER, RheflhE—1egZEE,

e stable-2.x-cluster-scoped: E&EH PN L N n L2 [H P ERE B OB ELZEIZ, F
BREZESHPMAEMRZERINERE AR

5. 7%#¥ Installation Mode, Installed Namespace, 1 Approval Strategy.
6. == Install,

RETIEG I8, RETRE, —MESHSEREH Red Hat Ansible Automation Platform Operator
EREEREMBZEM A,

e = View Operator & & {3 % 25 M Red Hat Ansible Automation Platform operator,


https://docs.openshift.com/container-platform/4.15/storage/dynamic-provisioning.html
https://docs.redhat.com/en/documentation/openshift_container_platform/4.10/html-single/storage/index#persistent-storage-aws
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volumes-multi.html
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% 3 = 72 RED HAT OPENSHIFT CONTAINER PLATFORM WEB
2 & R RMECE B oL iEfl &

BT LU LA TR 1BATE Red Hat OpenShift Container Platform %% B 5h{b12HI28 Operator, I8EEBHE
BGR, FHE A EREEEERE Ansible Automation Platform,

B 50 b2 2R ER B AT LRI B 5h b3 25 extra_settings EPBEEZEER M REPHT, BiEEE, &
extra_settings AR THIECE (LT B REHEITHIXE,

iR B shib e hl gs S BIRT, KB PVC A B R, MR BH LIRS 51— 2 T8
E, XA SBEEBER B AE, R, BWIEEER—hRXE R FPEEFEIbIE
w23 L BIRIFE SRR PVC, MNEEZER, HSHEHAME PVC,

3.1 EREHE

o fRETE Operator Hub &% 7 Red Hat Ansible Automation Platform B3g,

e XIF Controller, IIELEEHEIE BN StorageClass, LUE Operator BhAGIEBFTER PVC,
INREE T 5B PostgreSQL B, NIAFE LI,

o XIF Hub, ¥ ReadWriteMany #J StorageClass A /I{EEEEFR AT A, FEENSLIBAR. redis
0 api pod FIREHI PVC, MIRFEEEFHMEIA StorageClass, &R LATEAIEE AutomationHub
SRIFIEEE.
3.2. ZE B5M{L 28 OPERATOR
FERIXNREREB5MbIZH2s Operator,

it =

1. 1# A% Operators — Installed Operators, A5 Ansible Automation Platform operator,
2. $%ZE Automation controller 1, #A/S =R Create instance,

A LUERA Form View 3 YAML 11 & S fig & S 451,

3.2.1. Q2B biEHlgRRH
FRIXNHRIZ, EH form-view 0| Bsh{biZH 25,

it =

1. WEIEFET Form view, ERIANIERFEE,
2. HNFTEESIER BB AR,

3. EIE O RINAR AR BYERITRES,

4. = Advanced configuration,

5. MIALHINENS, ENRZAEN, AENRFRBEELFENERBERITER,
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6. HiA Admin ik A&,
7. WA SR FHE L,
8. £ Admin password secret FHIZ ¥, % secret,
9. 1% Database configuration secret FHIZ ¥/, % secret,
10. 7£ Old Database configuration secret FHIZZH A, %% secret,
1. 1E Secret key secret FHIF #eh, % secret,
12. 7£ Broadcast Websocket Secret FHIZ ., %FF secret,

13. K AFr &R B ERIBRSTIK P R

3.2.2. Eo B 2l 85 AR hl BX SR B
{eH P SRARAE B 5 e 2 L BB HRAR B ANGRBE,

iz
1. 7£ Image Pull Policy T, s B3R e %
® Always
® Never
e [fNotPresent
2. Z 7R Image Pull Secrets FRYIET, =&k,
a. $ Add Image Pull Secret35i18Y + fij A fH.
3. BfE Web BRHRERTHIIIRPERFE, KREik.
a. ff Limits. #0 Requests T, %iA CPU cores Memory, # Storage,
4. ZE1f Task container resource requirements FHIFIKRA B RFEE, =8k,
a. ff Limits. #0 Requests T, %iA CPU cores Memory, # Storage,
5. £/~ EE Control Plane A& FIRER THIZIXR THFEE, =&ik.
a. ff Limits. #0 Requests T, #iA CPU cores Memory, #l Storage,
6. E1f PostgreSQL init RRFTRBERTERFE (FHAZERS) THIXR, R&ik.
a. ff Limits. #0 Requests T, HiA CPU cores Memory, #l Storage,
7. 2R Redis BRHTRERTHIIRTHFE, <_RFk.
a. ff Limits. #0 Requests T, #iA CPU cores Memory, # Storage,
8. EII’~ PostgreSQL AR HWEERTHFE (FASZESH) * THIZIR, K&k,

a. 7E Limits, #1 Requests T, %iA CPU cores Memory, #1 Storage,

10
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9. ZI’~ PostgreSQL AHRFMER (FASZELHIN) THIIIK, =&k,
a. ff Limits. #0 Requests T, #iA CPU cores Memory, # Storage,
10. 7£ Replicas T, HIALBIRIAEEZ,
1. 7£ Remove used secrets on instance removal T, %# true =X false, ZRIAE false,

12. 7£ Preload instance with data upon creation, %% true = false, BRIAE true,

3.2.3. i &1ZHlZs LDAP Z£ 1%
FAXA R IR B L S B LDAP R,

ik =5
. WNRIE% A ldap_cacert_secret, EAILUERU TS EE—

$ oc create secret generic <resourcename>-custom-certs \
--from-file=Ildap-ca.crt=<PATH/TO/YOUR/CA/PEM/FILE> \ﬂ

@ TEHRLUEREIEN CAIERIME,

G A — N0 TR secret :

$ oc get secret/mycerts -0 yaml
apiVersion: v1
data:

ldap-ca.crt: <mysecret> ﬂ
kind: Secret
metadata:

name: mycerts

namespace: awx
type: Opaque

1Ef#F Idap_cacert_secret I, Bil{biRHIZRRIEIETE secret HE K data FE& Idap-

ca.crt,
2. 7£ LDAP Certificate Authority Trust Bundle &, = TFhIZHFH%F Idap_cacert_secret,
3. 7£ LDAP Password Secret T, s FHIZHEFEFRE secret,

4. 1% EE Images Pull Credentials Secret ™, m TFHIZHFFIEEE secret,
5. £ Bundle Cacert Secret &, mTFHRIFHEFLEFE— secret,

6. 1f Service Type T, s TFHIFHEFIEEE

® ClusterlP
e | oadBalancer

e NodePort

1
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3.2.4. EgiE B 5t 1Z%I 25 Operator F&H LT

Red Hat Ansible Automation Platform Operator ZE&ERFRE AT EESREE TH —F & B shbi2H 2R
operator &£,

it

1. = Advanced configuration,
2. Tf Ingress type T, R THIFHFHELEE Route,
3. £ Route DNS host T, HIARHEELZEREAENS,

4. 7E Route TLS termination mechanism™, s FHIFHEF LS Edge 5 Passthrough, *fFX
LB, ROZERE Edge.

5. 7 Route TLS credential secret ™, m FHIZFHEFMIIKRPIEZFE — secret,

6. 7E Enable persistence for/var/lib/projects directory, % true =X false (BENEBIE) .

3.2.5. WA #N{tiLH 25 Operator B2 & Ingress K EY

Red Hat Ansible Automation Platform Operator RE&EFRE AR VFETE @M EE T i —F EE automation
controller operator Ingress,

it =

1. = Advanced Configuration,

2. 7E Ingress type &, s THIFEHFHFIESE Ingress,

3. 1E Ingress annotations T, #iAZRME ingress BIE T,

4. 1% Ingress TLS secret T, R FHIZAHMIIKRFPIEFE— secret,

B B Eh{biLH 2% Operator fa, mERHAMKEEBH Create, Red Hat OpenShift Container Platform i
ERAE pod, IXFIRERZ L BRI [H],

IR A LLEIT 3 A B Workloads —» Pods F &3 QI B SLHIE EFIHE,

Ik sk B B 5hb12HI2389 Ansible Automation Platform Operator 2222 I LLF Operator pod & 1E
£i517 -

12
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Operator Manager £33 BzhbiEHigR Automation hub

£ 3 1 operator B operator &2 MEEbEHIRRE, TREERSN BBEENMEFOE, TEERRN

ST, a¥E 108 pod : B pod :

® automation-controller- e controller e hub-api
operator-controller-
manager ® controller-postgres ® hub-content

@ automation-hub- ® hub-postgres
operator-controller-
manager ® hub-redis

® resource-operator- ® hub-worker

controller-manager

AE
R4 pod AILLRRFE pull secret, ZRIFHIHFATFHIR registry BE pull secret, 17T

BEZER, HSRERFE pull secret, EAILLEITIZ1T oc describe pod <pod-name>
FEEH % pod EREHE ImagePullBackOff #5153 it — 12 B itk 7] i,

3.3. 7 RED HAT ANSIBLE AUTOMATION PLATFORM OPERATOR £/
Epllg e EE R R e

N F 5 LE RN EBEIEZEERZE Ansible Automation Platform BIFE /-, BILUE T A SEFHEIFFEEER
Bid& secret, PA[G{EMA oc create S EHN BRI HER G,

ZiIAEMR T, Red Hat Ansible Automation Platform Operator &7£5 Ansible Automation Platform Z8&
FHENEG R R REEFE B — N2 E PostgreSQL pod, EHLUE A EEIBETE An5|ble
Automation Platform, MA@ Red Hat Ansible Automation Platform Operator BE 3%
PostgreSQL pod,
FERAABBIBEBZERILERZENEEFRARR, HFIBEEEMD. FRMEELL,

p= Y=

REBURERLTRRE, B—NAEEIEE (PostgreSQL 5£1) sTAFBMME hub 1B D

feiEhlds, Hmihul, MELE— PostgreSQL EfIH, HHEBATREHNES N EE
[,

LUFER #8587 7£ Ansible Automation Platform operator £ B 2L 3l 23 B0 B A 2REIRE R IR,

AR
AN ERBIEE TR PostgreSQL ##E/ZE, X2 Ansible Automation Platform a4 TR A X IFEIAR A

p= =1
Ansible Automation Platform 2.4 #¥ PostgreSQL 13,

Y=

13
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AEB postgres SEHIEIEFIEEE BT IZMETE secret B, RFTEBNMELIEFIZS spec HILE.
. RIBTEMER, 02— postgres_configuration_secret .yaml| 324 :

apiVersion: v1

kind: Secret

metadata:
name: external-postgres-configuration
namespace: <target_namespace> ﬂ

stringData:
host: "<external_ip_or_url_resolvable_by_the_cluster>" 9
port: "<external_port>" e
database: "<desired_database name>"
username: "<username_to_connect_as>"
password: "<password_to_connect_with>" ﬂ
sslmode: "prefer” 6
type: "unmanaged"

type: Opaque

FE R secret MAp R ZE(H, XNIZZEERMEINR—aRZEH,
BHREET R R BT EN .

AR BRI 5432,

0009

78 password ERNBEHRFISHMEIS ([ ) HREBHL(), BBAERE, SO
P 5235 72 AR Y I AR (R ]

5 £ ssimode ({GERA FTAMEUREZE, SLIFHIIER : prefer, disable, allow, require, verify-
ca, 1 verify-full,

®

2. M oc create 5 F external-postgres-configuration-secret.yml . A E| R EE,

I $ oc create -f external-postgres-configuration-secret.yml

3. 7232 AutomationController BE X FIRN RS, 7E spec IERE secret, S ILLLTRA -

apiVersion: automationcontroller.ansible.com/vibetai
kind: AutomationController
metadata:
name: controller-dev
spec:
postgres_configuration_secret: external-postgres-configuration

3.4. B FMIR PVC
BAMEFR (PVC) B— 1 EFi#E, BTEMBINME hub 1Btz AR FEREIE, XL

PVC M FN AR, BMENARFHMRERML, IREREFEFTEPVC, HEEAHMBUES
e, EAUFIMREN,

b =
1. FIHERE R B 2 A A PVC :

14
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I oc get pvc -n <namespace>

2. @IS IRER B B FAFN PVC BFREIR A5 2 BIERE X PVC,
3. MIERIBE PVC :

I oc delete pvc -n <namespace> <pvc-name>

3.5. Hh TTR

e A XTE OpenShift Container Platform £iZ1T Operator WE Z{E R, 1S OpenShift
Container Platform 7§21, #AfEm OpenShift Container Platform #5E #H7#EE Operator .

15
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% 4 & 7£ RED HAT OPENSHIFT CONTAINER PLATFORM WEB
2 & = =MECE B oMb D

&0 LU#E LU UiBATE Red Hat OpenShift Container Platform %% B #{t#/ly Operator, EEBE XL
YOR, FERAEREIRZELE Ansible Automation Platforms

Bahbs OB B R LURT B b diD pulp_settings SRR EFEREER M RESHT. BIFEER, &

pulp_settings RFHTHECE L TR REHHITHRE. Hub BE LHEIRMMBN AL hub KERE
NN,

LMERE 0L hub SEHIES, PVC AW B IR, MRFMBNLHSHI—LIFER, X
AR SEEBEEIHIFE, Hit, BIEAEER—»EZERBEEHRBE hub L5
BIFEIERIER PVC, MBEELER, HSHEHAMFR PVC,

4.1 FeREH

o fRETE Operator Hub &% T Red Hat Ansible Automation Platform Operator,

4.2. 23 87511t HUB OPERATOR

ERXMNRERZBSMEAD Operator,

iy =

1. 1# A%l Operators — Installed Operators,

2. $% Automation hub 5B, #AJ5= Create instance,
4.2.1. 7£ Red Hat OpenShift Container Platform _£ % %% Ansible Automation Platform
Operator FY7Efi#15E T

B394t hub EEE T ReadWriteMany X1, Azure Blob 7Zfi#8 Amazon S3 A F T REIF1TIRIE, UL
EZ A pod LA RIHZERE, WEE,

1£ AutomationHub CR EEE X REF B FES Amazon S3 1 Azure Blob Storage K42,

MREFERETXHNEHE, BREYREEE3EHD, EHR Ansible Automation Platform
Operator B storage £1i# % &~ ReadWriteMany, ReadWriteMany 22t i\ B977515E 17,

H4, OpenShift Data Foundation 24 T —/ ReadWriteMany =k S3 &, A4, EALILE
NFS fZf4E & 3 #F ReadWriteMany., B2, iX&IF NFS BRSS25/F N BTER S SIS A,

Hith TR
® OpenShift Container Platform Storage $8F A #I & NFS B A M= GE

o |BM HI{fAI7E OpenShift EMEAH -} NFS I S EHE BRI BEMER ?

4.2.1.1. {¥/ ReadWriteMany /i [z & 7% OCP #Z#fi#

16


https://docs.openshift.com/container-platform/4.15/storage/persistent_storage/persistent-storage-nfs.html
https://www.ibm.com/support/pages/how-do-i-create-storage-class-nfs-dynamic-storage-provisioning-openshift-environment

% 4 % 1 RED HAT OPENSHIFT CONTAINER PLATFORM WEB ##& h &M E gt i

BIBIRKINEEE Ansible Automation Platform Operator, & BEib hub BEFHERE, RN
ReadWriteMany /5 [F]#& =,
Pk

1. B Provisioning AR TR R,

2. EE—¥r, J¥ accessModes MEiLH ReadWriteOnce &7/ ReadWriteMany,

3. TERAETHRENS T, HUORFAMESEER (PVC),

4.2.1.2. 7t Amazon S3 B X RF(E
LIIEX T B8 # /0 Amazon Simple Storage Service (S3). & A LIIEERE AutomationHub B E
LHR (CR) BB e, AU NIELFIREE.
SeRFH
o | Amazon S3 FHERELLEMENT R,

o A S3 EIBIATR,

it =

1. BIEEE AWS EIFFEEIEER Kubernetes secret, LA Amazon S3 iR E . LLTRA
AE—1E ) test-s3 BY secret :

$ oc -n $HUB_NAMESPACE apply -f- <<EOF

apiVersion: vi

kind: Secret

metadata:
name: 'test-s3'

stringData:
s3-access-key-id: $S3_ACCESS_KEY_ID
s3-secret-access-key: $S3_SECRET_ACCESS_KEY
s3-bucket-name: $S3 BUCKET NAME
s3-region: $S3_REGION

EOF

2. ¥ secret RINEBIBENEHO B E LHTR (CR) spec # :

spec:
object_storage_s3_ secret: test-s3

3. MNREFIL secret NAZIIALH, IHEF APl pod UEEFEHREM, <hub-names £ hub 5L
SE I

I $ oc -n $HUB_NAMESPACE delete pod -l app.kubernetes.io/name=<hub-name>-api
4.2.1.3. £ Azure Blob ¢ & X REF ik

IIEXZFF AT B3EH .0 Azure Blob Storage, f&RILI{EERE AutomationHub B E X FTIR (CR) I
Be, BT AUALAEEE,
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FEREMH
e {I|# Azure Storage blob B 23R F N R,

e iHE R blob BEEMIATT,

it

1. BIB—NEE Azure Tk EIEFE LM Kubernetes secret, B Azure Storage blob 238
£, LUTRBIGE—HEH test-azure B secret :

$ oc -n $HUB_NAMESPACE apply -f- <<EOF

apiVersion: vi

kind: Secret

metadata:
name: 'test-azure'

stringData:
azure-account-name: $AZURE_ACCOUNT_NAME
azure-account-key: $AZURE_ACCOUNT_KEY
azure-container: $AZURE_CONTAINER
azure-container-path: $AZURE_CONTAINER_PATH
azure-connection-string: $AZURE_CONNECTION_STRING

EOF

2. ¥ secret RINEIBENEHO B E LHTR (CR) spec # :

spec:
object_storage_azure_secret: test-azure

3. MMREFIL secret NAZIIALH, IHEF APl pod LUEEFEHEM, <hub-names 2 hub 5L
SE I

I $ oc -n $HUB_NAMESPACE delete pod -l app.kubernetes.io/name=<hub-name>-api

4.2.2. it B 511t hub Operator B %L

Red Hat Ansible Automation Platform Operator ZE&RFR B AR @M EE TiH—FEBE Automation
hub operator & H%£,

it

1. = Advanced configuration,

2. 1£ Ingress type T, s TFHIFEHFH%EFE Route,

3. £ Route DNS host T, HiAMBEZEDZEREREN A,

4. 7£ Route TLS termination mechanism™, m FHIHFH % Edge X Passthrough,

5. 1£ Route TLS credential secret , m FRIEHEFMIIRFIEFE— secret,

4.2.3. N BENbHD Operator EZi& Ingress X EY
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Red Hat Ansible Automation Platform Operator ZE&FRE A VTFETE MM EE TiH—FEBE Automation
hub operator Ingress,

it =

1. = Advanced Configuration,

2. 7E Ingress type &, s THIFEHFHFIESE Ingress,

3. 1E Ingress annotations T, i AZRME ingress BIE T,

4. 1% Ingress TLS secret T, R FHIZAFHMIIKRFPIEFE— secret,

BEi& Automation hub Operator f&, mERHAIE/ESRH Create. Red Hat OpenShift Container Platform
MERAE pod, XFIRERE L BRI [H],

EA LL@IT i AZEl Workloads » Pods F & 0IZBRLHIkEEFTE,

3ok sk B B 5h1b 508 Ansible Automation Platform Operator ZEEIRHEHILLT Operator pod @ B IETE
B1T

Operator Manager £33 BzhbiEHigR Automation hub

£ 3 1 operator B operator &2 MEESbEHIRRE, TREERSN BBEAEFORE, TEERRN

;RTEHIZ, a¥E: 1#g pod : B pod :

® automation-controller- e controller e hub-api
operator-controller-
manager ® controller-postgres ® hub-content

® automation-hub- ® hub-postgres
operator-controller-
manager ® hub-redis

® resource-operator- ® hub-worker

controller-manager

AE
R4 pod AILARFRFE pull secret, ZRIFIIHNFABFHIR registry BE pull secret, 17T

BEZER, HSRERFE pull secret, EAILLEITIZ1T oc describe pod <pod-name>
FHEEH % pod LREH ImagePullBackOff #5153 it — 12 B itk 7] i,

4.3. 7£ OPENSHIFT CONTAINER PLATFORM M1} ANSIBLE
AUTOMATION HUB & LDAP &35k

1£ Hub SLHIER B STEH spec B4R, & OpenShift Container Platform _EBJ Ansible Automation
Platform EZi& LDAP B3 5E % E,

it
o FHALTRAEBIEHOERHREE LDAP, X FEMZEAFE, HHA"
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spec:
pulp_settings:
auth_ldap_user_attr_map:
email: "mail"
first_name: "givenName"
last_name: "sn"
auth_ldap_group_search_base_dn: 'cn=groups,cn=accounts,dc=example,dc=com'’
auth_ldap_bind_dn: "'
auth_ldap_bind_password: "'
auth_ldap_group_search_filter: (objectClass=posixGroup)
auth_ldap_user_search_scope: SUBTREE
auth_ldap_server_uri: 'ldap:/Idapserver:389'
authentication_backend_preset: |dap
auth_ldap_mirror_groups: 'True'
auth_ldap_user_search_base_dn: 'cn=users,cn=accounts,dc=example,dc=com’
auth_ldap_bind_password: 'Idappassword'
auth_ldap_user_search_filter: (uid=%(user)s)
auth_ldap_group_search_scope: SUBTREE
auth_ldap_user_flags_by_group: '@json {"is_superuser": "cn=tower-
admin,cn=groups,cn=accounts,dc=example,dc=com"}'

% -
TEREMFREZ, NTRATENTR, WA "RRTMME

4.4. 157 B3t HUB B~ 53|
FE pod BENAEIE, &RILAVIRIBE0ME hub 0,

it =

1. 7 AF Networking - Routes.
2. 7E Location T, s=IEBIEBIE hub SLBIHY URL,

Automation hub AP REISFEL, SR IERAPER Operator EBEREHIEENEE AZIEHATESR,

MREEEARCERABEEEARNY, N NHEEEIREN, EHRIILEG, JRE

BIIE, 175 Workloads —» Secrets, FTFF controller-admin-password, fEaJLIMAFEE
I 20 FE I E NGB Automation hub BRI ER AR,

4.5. 7 RED HAT ANSIBLE AUTOMATION PLATFORM OPERATOR £y
B 3iE O ECE A BREURE

Xt F & LE RN EBEIEZEERZE Ansible Automation Platform BIFE /7, BILUE T RIS IFFIEEER
BRi& secret, $AIG{HH oc create SIS EHNHAREERH,

FINBERT, RedHatAnsible Automation Platform Operator &£7£5 Ansible Automation Platform Z8&
R ZEE RO EHEE — N ZE PostgreSQL pod,
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MRAAEENFERATAT RRBRTATRIFHNEESD. ANIERFE, A TREFER
HEREUIEZE

2
REYEEEHTR, BA—DAEEEE (PostgreSQL 5E4I) STAFBEZNME hub MIEZ)

feiEhlas, Haihul, MELE— PostgreSQL EfIH, HHEBATREHNES NEE
[,

Gk

LUF#E8 T 7 Ansible Automation Platform operator £ &R B 2h{b fhOER B A ER 4R I 5 0%,

AR
AN ERBIEE L2 PostgreSQL ##E/ZE, X2 Ansible Automation Platform a4 TR A X IFEIAR A

p= Y=
Ansible Automation Platform 2.4 #¥ PostgreSQL 13,

ik =5
8B postgres SEFIEIENIEEEE BRREFME secret B, RBEBIMEH D spec FIXE.

. RIBTEMER, 02— postgres_configuration_secret .yaml| 324 :

apiVersion: v1

kind: Secret

metadata:
name: external-postgres-configuration
namespace: <target_namespace>

stringData:
host: "<external_ip_or_url_resolvable_by_the_cluster>" 9
port: "<external_port>" e
database: "<desired_database name>"
username: "<username_to_connect_as>"
password: "<password_to_connect_with>" ﬂ
sslmode: "prefer” 6
type: "unmanaged"

type: Opaque

FE R secret ApRZE(H, XNIZZEEMEINR—aRZEH,
BRI T R R BT EN .

AR BRI\ 5432,

0009

78 password ERNBEHBISHMEIS ([ ) HREBHL(), BBAERE. SO
P 5235 72 AR Y IR AR (R ]

5 £ ssimode ({GERA TAMEUREZE, SLIFHIER : prefer, disable, allow, require, verify-
ca, 1 verify-full,

®

2. {8/ oc create <5 F external-postgres-configuration-secret.yml . A E| R EE,
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I $ oc create -f external-postgres-configuration-secret.yml

3. £l AutomationHub BE Y FIRN RN, 1E spec FIETE secret, MATHIFAR :

apiVersion: automationhub.ansible.com/vibetai
kind: AutomationHub
metadata:
name: hub-dev
spec:
postgres_configuration_secret: external-postgres-configuration

4.5.1. Bt H D PostgreSQL &% = A hstore I &

1E Ansible Automation Platform 2.4 /1, #UBZE T HAER hstore FEREKEFHER, RIS R
B3t FiD PostgreSQL ##E/Z M hstore 7 &,

& Ansible Automation Platform L2 f2FF%E PostgreSQL RSS2, LT i22 B3I,

INR PostgreSQL #IRZERAEH, NMIEBSERORERIFEI N BEE AL PostreSQL B ZE /S
FA hstore § &,

MRAEBEPOREANRE S hstore IR, EREEIH T RPREILME,

it =
1. 1% PostgreSQL fRF5 & LREET & (AL hub BiEZE) .

$ psql -d <automation hub database> -¢ "SELECT * FROM pg_available_extensions WHERE
name='hstore™

Hrh <automation hub database> #2411\ &~ automationhub,

i 8 hstore o] AMHIH R -

name | default_version | installed_version |comment

+ + +
hstore | 1.7 | | data type for storing sets of (key, value) pairs
(1 row)

i A hstore Aol R B -

name | default_version | installed_version | comment
+ + +
(0 rows)

2. TEF RHEL MfRS53: £, hstore I RE & 7L postgresql-contrib RPM &S/, ZPHSIE
L% PostgreSQL BRS525 RPM B G A& B oh &k,
BERERPM B E, 1HFERAUTHS :
I dnf install postgresql-contrib

3. FHAUTHS, EEMbHOEIEE LI hstore PostgreSQL §7& -
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I $ psql -d <automation hub database> -¢c "CREATE EXTENSION hstore;"
Hid
I CREATE EXTENSION

4. FELUTHIH A, installed_version FE S S # A hstore &, RS 7T hstore,

name | default_version | installed_version | comment

----- + + +

hstore | 1.7 | 1.7 | data type for storing sets of (key, value) pairs
(1 row)

4.6. T MR PVC

FAMBEER (PVC) 2—1MFiES, ATHEMBINE hub MBS IRFIZRL AR FERREE, X
PVC M FN AR, BMENARFHMREREML, IREREFEFTEPVC, FEEAHMBUES
e, EAIUFIIMRE,

iz
1. FUHERE A& 22 (A R EY A PVC :
I oc get pvc -n <namespace>
2. BT HRIBEE LT PVC LI RIHHI 5 2 RIEE XELHM PVC,
3. MHERIBHY PVC :

I oc delete pvc -n <namespace> <pvc-name>

47 . EthEd &
SEETHRUENETRESFERER. EEEMMEROPRMESTEHITEH, BRXEUTRE :

spec:
pulp_settings:
ansible_collect_download_count: true

J= A ansible_collect_download_count i, Bzt DHRES B R TFEHITE

4.8. Hfth 5FiR

e A X7TE OpenShift Container Platform £iZ1T Operator WEZ{E R, 1S OpenShift
Container Platform 7 52X, RS OpenShift Container Platform #5E #H7#EE Operator .
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28 5 2 187 OPENSHIFT CONTAINER PLATFORM CLI &3
ANSIBLE AUTOMATION PLATFORM OPERATOR

RIBIXLEVIBE, {FF oc f45 M OpenShift Container Platform #n434T 5 (CLI)7E Red Hat OpenShift
Container Platform _£%%& Ansible Automation Platform Operator,

5.1. Fo R R
o FAEH operator ZEMRAINK 7177 Red Hat OpenShift Container Platforms

® OpenShift Container Platform CLI oc fn R REEAMRTIH, NEELELR, 1HS M Red Hat
OpenShift Container Platform = g 32 Y 2255 OpenShift CLI,

5.2. {3 OPENSHIFT CONTAINER PLATFORM CLI JS4p 44 Ze (8] T 5 &)
OPERATOR

B RLXANFRIR N Operator 1] [y & 22 A,

it 3
1. 4 operator BT H

I oc new-project ansible-automation-platform

2. B84 N sub.yaml B934,

3. FLUF YAML KSR 10E sub.yaml ST H,

apiVersion: v1
kind: Namespace
metadata:
labels:
openshift.io/cluster-monitoring: "true"
name: ansible-automation-platform
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: ansible-automation-platform-operator
namespace: ansible-automation-platform
spec:
targetNamespaces:

- ansible-automation-platform
apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:

name: ansible-automation-platform

namespace: ansible-automation-platform
spec:

channel: 'stable-2.4"'

installPlanApproval: Automatic

24


https://docs.redhat.com/en/documentation/openshift_container_platform/4.15/html/cli_tools/openshift-cli-oc#installing-openshift-cli

%5 5% 17 OPENSHIFT CONTAINER PLATFORM CLI %% ANSIBLE AUTOMATION PLATFORM OPERATO¥

name: ansible-automation-platform-operator
source: redhat-operators
sourceNamespace: openshift-marketplace

apiVersion: automationcontroller.ansible.com/vibetai
kind: AutomationController
metadata:
name: example
namespace: ansible-automation-platform
spec:
replicas: 1

It -1 — N4 ansible-automation-platform & Subscription X5, Tt ansible-
automation-platform @4 22511 % 2| ansible-automation-platform-operator operator,

SAIE, ERTE ansible-automation-platform x4 22 (5] i/ — &l example #Y
AutomationController %,

EM O BN EHCIRHIZEF, ESHE sub.yaml B kind: AutomationController £33 FHHY
name FE%, 4% & It;automation_controller_name > & )1 IR EE AL :

apiVersion: automationcontroller.ansible.com/vibetai
kind: AutomationController
metadata:

name: <automation _controller_name>

namespace: ansible-automation-platform

4. 21T oc apply %R AIE sub.yaml SLHHRIEERN R :

2
I oc apply -f sub.yaml

ERER AR ES SN M El ansible-automation-platform-operator operator, %217 oc get
subs 43 :

I $ oc get subs -n ansible-automation-platform

BB KGR ZE[ETT HE Operator WEZ{ER, 1ES [ Red Hat OpenShift Container Platform
Operator 5B BI{EF CLI M OperatorHub %%,

& eI LUEF OpenShift Container Platform CLI ZRER{R G 82 # B 2L 12H 2580 Web kit FIZ R,

5.3. M OPENSHIFT CONTAINER PLATFORM CLI 3B 8 5h1{b 124125 & 5%
e

EEFE Automation 28, BHEE web Ml FIHI,

5.3.1. FKEX B 51b 3241 25 web il

Red Hat OpenShift Container Platform BEEE A ENZHF X R FFIRSS, LUENERE  im A ARG B FR i A
%R . QIRBNMEIRRISREFIN, NEOUE—DRE, BEHSMKREOES YAML X488 shbizs)
AT R R,

AT e S IKENER A
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I oc get routes -n <controller_namespace>
ELUTRBIG, BihbiEhl2s example £ ansible-automation-platform 4 22 |8 Hi2 17,

$ oc get routes -n ansible-automation-platform

NAME  HOST/PORT PATH SERVICES PORT TERMINATION
WILDCARD
example example-ansible-automation-platform.apps-crc.testing example-service http

edge/Redirect None

B b iEHI 25 LHIr i example-ansible-automation-platform.apps-crc.testing.

5.3.2. JREX B HI 2R E 5

sub.yaml| /1 B 5/{L 2 HI25 SLHI89 YAML 2275 name #1 admin_user #93BefE, EU TR AR ERXLEE
SEIRER B 5/ b1 25 5K BB BE 5

I oc get secret/<controller_name>-<admin_user>-password -o yaml|

admin_user FYERIME ) admin, MNREFE sub.yaml FEZT admin A&, HBHIZHS.
LUR RGN example B8 L IEHIgs N RIGCRER -

I oc get secret/example-admin-password -0 yaml

B B b 2RI 25 55 B B B % 51U £ i HH B9 metadata FEX A -

$ oc get secret/example-admin-password -o yaml

apiVersion: v1
data:
password: ODzLODzLODzLODzLODzLODzLODzLODzLODzLODzLODzL
kind: Secret
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: '{"apiVersion":"v1","kind":"Secret","metadata":
{"labels":{"app.kubernetes.io/component":"automationcontroller","app.kubernetes.io/managed-
by":"automationcontroller-
operator","app.kubernetes.io/name":"example","app.kubernetes.io/operator-
version":"","app.kubernetes.io/part-of":"example"},"name":"example-admin-
password","namespace":"ansible-automation-platform"},"stringData":
{"password":"88TG88TG88TG88TG88TG88TG88TG88TG"}}'
creationTimestamp: "2021-11-03T00:02:24Z"
labels:
app.kubernetes.io/component: automationcontroller
app.kubernetes.io/managed-by: automationcontroller-operator
app.kubernetes.io/name: example
app.kubernetes.io/operator-version:
app.kubernetes.io/part-of: example
name: example-admin-password
namespace: ansible-automation-platform
resourceVersion: "185185"
uid: 39393939-5252-4242-b929-665f665f665f
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FFIXANEHI, Y2 88TG88TG88TG88TG88TG88TG88TG88TG.

5.4. EM TR

e A XTE OpenShift Container Platform £iZ1T Operator WE Z{E R, 1S OpenShift
Container Platform 7 5231, RS OpenShift Container Platform #5187 /E Operator .
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2 6 3= £ OPENSHIFT CONTAINER PLATFORM L{&H
ANSIBLE AUTOMATION PLATFORM OPERATOR %32 EVENT-
DRIVEN ANSIBLE 24125

Event-Driven Ansible #2238 @ SH IS B IMEBIEO, FH5IAX T E KB, LG EE BT
EREBEHRE, FHERINFMXEEHFHITERE, SEEZE Event-Driven Ansible #EHI2RET, &
AL BOEREE, EAZNEHE, T2 IT BAIMESZAN 1T Bl EEEEIENEDE, FEH
B e MHAR S X,

R LA T EBATE OpenShift Container Platform L& Ansible Automation Platform Operator 4%
Event-Driven Ansible,

FoRFH

e fRE7E OpenShift Container Platform £Z&% T Ansible Automation Platform Operator,

o BREIFEET BT,

it =

1. #%#¥ Operators — Installed Operators,
2. HEIFIEFEER Ansible Automation Platform %%,

3. 7£ Provided APIs T, #Zl Event-Driven Ansible modal, B /= Create instance,
XA RN Form View B E X 2,

BF

FIBIRIE A LAE W2 1T F A F 4 (Driven Ansible S80E), EX ISR R A
EXREBNEHPUTHEMTE, ELLETIE YAML 1 &% Event-Driven
Ansible % B X5ERILIEE,

WARIE IS T80E Event-Driven Ansible rulebook i, BfERAXZ] 250 MB R
7, BR, REANNEAMEURGIBEGNSNKDN, LhRREEFETESEKR
A, FEHITAREEHSIANFMELERBHWIERT, MNEENEHNTRER
BRATNES I, XEABRENBENREABETRATENTRAIE.

4, = YAML fiF &5 YAML 81,

5. 7£ spec key value 3 BIREBE B FF MG LT FRFE

extra_settings:
- setting: EDA_MAX_RUNNING_ACTIVATIONS
value: '12'

6. H.i1 Reload #1 Save., &[EZ| Form #1&,

7. 7 Name FE&rh, H#HY Event-Driven Ansible 1423208 2 &) A (R A8 EHI & FR.
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BF

INRIEFE L HT OpenShift Container Platform fp & 22 [A|Fh &% 7 Hth Ansible
Automation Platform B4, 1EMIRIEAIE Event-Driven Ansible B E X BRI 5
Event-Driven Ansible 1223 iR ItME— 2 FR, BN, ATRER L EMBAZE, FHEN
Event-Driven Ansible #2558 E,

8. 1EELHIZR URL,
INRIZIE Openshift FtEERE T Boh{biTHlgs, & B LLE Networking —» Routes T E| S-inmER

FHJ URL,
XEM—MNENEE Y, BETLUIRESEMSER Ul RANKEZT YAML EBEET
A B E L E AL,

9. = Create, XREEIEERn % ZE A HERE Event-Driven Ansible 1228,
REEPRMLHN Successful [F, A LATE Openshift Ul B9 Routes T1E F #E] Event-Driven Ansible
Ul B9 URL.,

10. ESMEIRD, 1% Networking —» Routes B 4 & 8897 Route URL,
BRI RARIE B E L FHRM BT,

1. =¥ URL LLSR BN % 28 B9 Event-Driven Ansible,
12. EFIMERS, % Workloads —» Secrets F#EI N & GI#289 Admin Password k8s secret, [R

IEIBE T BE X secret,
secret IRIBE E L FHIREMEMIE, FHi -admin-password,

IR BT LAFE A secret ARRY password {E& 5% El Event-Driven Ansible 125 Ul, 2RIA
FAF 5 admin,
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£ 7= FREWABEH/0 8 RED HAT SINGLE SIGN-ON
OPERATOR

#A 85k s/0E B Red Hat Single Sign-On #AT4IE,

Red Hat Single Sign-On Operator 2 AIEMER IR, FEFALL Operator B E L IR, L
Openshift 71 B &7#4T Red Hat Single Sign-On &1,

o 1E@EHL (VM) E&EE Ansible Automation Platform i, RIFFZFEAILLE 3 REZFEE Red Hat
Single Sign-On, LLAFREBSHEHD,

® 1f Red Hat OpenShift Container Platform _E &% Ansible Automation Platform I, & @A/ # 54
TEHRE R,

AZ PR T £ OpenShift Container Platform %% Ansible Automation Platform FEZ & Red Hat
Single Sign-On ¥ H 55 A B b /ORI T2,

SoREH
o KEH operator &M RBIMKL 7 117 Red Hat OpenShift Container Platform,
o BRI EE RedHat Ansible Automation Platform operator B8 3K,
e %%k Red Hat Single Sign-On Operator, B& % Red Hat Single Sign-On Operator, Ei&R
Red Hat Single Sign-On X4 HBIEH B E L HR%E% Red Hat Single Sign-On AR R E,
7.1. fl| KEYCLOAK 43l

%% Red Hat Single Sign-On Operator K, A LLEIE—1 Keycloak SZI LA F Ansible Automation
Platform,

Elt, BRE—DHEB Postgres S NIEGIE—1,

iz
7 A Operator - Installed Operators,
2. % rh-sso TiH,
1%%¥ Red Hat Single Sign-On Operator,
4. 1E Red Hat Single Sign-On Operator 1% I & %% Keycloak,
5. H.f Create instance,

6. = YAML 11/,
A Keycloak BE X HRMIOTF -

apiVersion: keycloak.org/vialphat
kind: Keycloak
metadata:
name: example-keycloak
labels:
app: sso
namespace: aap
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£ 7= FRATABAshETDM RED HAT SINGLE SIGN-ON OPERATOR

spec:
externalAccess:
enabled: true
instances: 1

7. = Create,
8. BTG, EWraILUMERLEIEE KT EEBIEH S,

9. IRALITEn & 22 AR Ry credential-<custom-resources (example keycloak) secret R E| &I
R EEE,

7.2. 7 ANSIBLE AUTOMATION PLATFORM fl/&& KEYCLOAK i

tIRERERE—HA-. £ AGNYH. BAMNETHEMBINGE, SRILERS, REEERMINIEEEZE
B9,

it =

7 A Operator - Installed Operators,
2. %#¥ Red Hat Single Sign-On Operator i B,
%% Keycloak Realm 17+, = Create Keycloak Realm,

4. 7E Keycloak Realm & &/, % YAML #1E, %48 YAML X4, MFATR :

kind: KeycloakRealm
apiVersion: keycloak.org/vialphat
metadata:
name: ansible-automation-platform-keycloakrealm
namespace: rh-sso
labels:
app: sso
realm: ansible-automation-platform
spec:
realm:
id: ansible-automation-platform
realm: ansible-automation-platform
enabled: true
displayName: Ansible Automation Platform
instanceSelector:
matchLabels:

app: sso

P itk

metadata.name ETHEIED HEE KR (CR) WAL BME—HE.,
metadata.namespace ETHIEHD ANEB LR (CR) MEATMEBME—1E.,
metadata.labels.app SRR ENME—E, XTEOIRE P ik CR I {#

.
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metadata.labels.realm R IR B M — I, XTEOIRE ik CR I {E
M.

spec.realm.id KiE realm &N id, XLEZFRMIIERD,

spec.realm.realm K& realm BTN id, XLEZFRSIIERD,

spec.realm.displayname >a-RingaN: OE =Y i

5. | Create HEFHETMN.

7.3. 1|8 KEYCLOAK & i

Keycloak & ' im{#F Red Hat Single Sign-On J&1iE hub B/, A P IIEE KA, & R&@id Keycloak
& Fif. % Single Sign-On J81E 4 tH OAuth ShER, &P iham Bt ORMEL, BFAALE
Fo

it =

7 A Operator - Installed Operators,
2. #%#% Red Hat Single Sign-On Operator T H,

%% Keycloak Client 1277+, #Af5 =R Create Keycloak Client,
4. 7 Keycloak Realm K./, 17t YAML #L&,

5 FEAUTARERIIN YAML X4 :

kind: KeycloakClient
apiVersion: keycloak.org/vialphat
metadata:
name: automation-hub-client-secret
labels:
app: sso
realm: ansible-automation-platform
namespace: rh-sso
spec:
realmSelector:
matchLabels:
app: sso
realm: ansible-automation-platform
client:
name: Automation Hub
clientld: automation-hub
secret: <client-secret> ﬂ
clientAuthenticatorType: client-secret
description: Client for automation hub
attributes:
user.info.response.signature.alg: RS256
request.object.signature.alg: RS256
directAccessGrantsEnabled: true
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publicClient: true
protocol: openid-connect
standardFlowEnabled: true
protocolMappers:
- config:
access.token.claim: "true"
claim.name: "family_name"
id.token.claim: "true"
jsonType.label: String
user.attribute: lastName
userinfo.token.claim: "true"
consentRequired: false
name: family name
protocol: openid-connect

protocolMapper: oidc-usermodel-property-mapper

- config:

userinfo.token.claim: "true"
user.attribute: email
id.token.claim: "true"
access.token.claim: "true"
claim.name: email
jsonType.label: String

name: email

protocol: openid-connect

protocolMapper: oidc-usermodel-property-mapper

consentRequired: false
- config:
multivalued: "true"
access.token.claim: "true"

claim.name: "resource_access.${client_id}.roles"

jsonType.label: String
name: client roles
protocol: openid-connect

protocolMapper: oidc-usermodel-client-role-mapper

consentRequired: false
- config:

userinfo.token.claim: "true"
user.attribute: firstName
id.token.claim: "true"
access.token.claim: "true"
claim.name: given_name
jsonType.label: String

name: given name

protocol: openid-connect

protocolMapper: oidc-usermodel-property-mapper

consentRequired: false
- config:
id.token.claim: "true"
access.token.claim: "true"
userinfo.token.claim: "true"
name: full name
protocol: openid-connect
protocolMapper: oidc-full-name-mapper
consentRequired: false
- config:
userinfo.token.claim: "true"
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user.attribute: username
id.token.claim: "true"
access.token.claim: "true"
claim.name: preferred_username
jsonType.label: String
name: <username>
protocol: openid-connect
protocolMapper: oidc-usermodel-property-mapper
consentRequired: false
- config:
access.token.claim: "true"
claim.name: "group"
full.path: "true"
id.token.claim: "true"
userinfo.token.claim: "true"
consentRequired: false
name: group
protocol: openid-connect
protocolMapper: oidc-group-membership-mapper
- config:
multivalued: 'true'
id.token.claim: 'true'
access.token.claim: 'true'
userinfo.token.claim: 'true’'
usermodel.clientRoleMapping.clientld: 'automation-hub’
claim.name: client_roles
jsonType.label: String
name: client_roles
protocolMapper: oidc-usermodel-client-role-mapper
protocol: openid-connect
- config:
id.token.claim: "true"
access.token.claim: "true"
included.client.audience: 'automation-hub'
protocol: openid-connect
name: audience mapper
protocolMapper: oidc-audience-mapper
roles:
- name: "hubadmin"
description: "An administrator role for automation hub"

Q@ rm—mmnE,

6. = Create H & H125%
HMEBEMEHROR, EXER "Valid Redirect URI" #1 "Web Origins" B2 i, S0E#T Red Hat
Single Sign-On & imd MR, H4, B IRRTLEE SRS ER, MNREMNSHIIEENERRA
Red Hat SSO 1RALZHERE, M/ EHFAHME Sk RMREFINER. XBFEHBA B,
7.4. 03 KEYCLOAK F /7

RS0 —%8 hubadmin A& Keycloak A/, BRILMERA Super Administration f{fRE X EI B
LD
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iy =

BIBBEFE, Operator RAIE—NEERF AN BILH Secret, = : credential-<realm name>-
<username>-<namespace>, EAfIA, E#EH 7 credentials-ansible-automation-platform-hub-
admin-rh-sso. QIEFRA I, Operator FaEHA A EG, BB LEFRRME Secret A,

7.5. &£% ANSIBLE AUTOMATION PLATFORM OPERATOR

it =

£ 7= FRATABAshETDM RED HAT SINGLE SIGN-ON OPERATOR

A Operator - Installed Operators,

it
2. #%#¥ Red Hat Single Sign-On Operator T H,
Svin

4. 1f Keycloak User &5/, 74 YAML FLE,

5 FEAUTARERIRIN YAML X4 :

apiVersion: keycloak.org/vialphat
kind: KeycloakUser
metadata:
name: hubadmin-user
labels:
app: sso
realm: ansible-automation-platform
namespace: rh-sso
spec:
realmSelector:
matchLabels:
app: sso
realm: ansible-automation-platform
user:
username: hub_admin
firstName: Hub
lastName: Admin
email: hub_admin@example.com
enabled: true
emailVerified: false
credentials:
- type: password
value: <ch8ngeme>
clientRoles:
automation-hub:
- hubadmin

6. = Create HHFFiHiE5

N

S

1.

& &

2. 1%%¥ Ansible Automation Platform Operator Wi H,

3. = Operator f5l,

% Keycloak Realm i£7i, F = Create Keycloak User,

A Operator —» Operator Hub, 3% Ansible Automation Platform Operator,

35



Red Hat Ansible Automation Platform 2.4 f£ OpenShift Container Platform &8 Red Hat Ansible Automation Plz

4. R Install,

5. WAEEYE Operator L EIMIIE, ZIIEEIER Operator HFERI R % 22 7] & R,
a. MNRESE Operator ZEEIHEZNTBE E, M THIZZHEAFILEE Create Project,
b. i AT E &,
c. = Create,

6. = Install,

7. %% Operator J5, = View Operator,

7.6. 0] RED HAT SINGLE SIGN-ON %##: SECRET

8 XA AR N Red Hat Single Sign-On 81/ %$# secret,

it =

1. 3# A https://<sso_host>/auth/realms/ansible-automation-platform,
2. E%l public_key &,

3. 1 OpenShift Web Ul #1, 1 A E| Workloads — Secrets,

4. %%% ansible-automation-platform i 8,

5. = Create, #A/F1%# From YAML,

6. ZiELLT YAML LAGIEE secret

apiVersion: v1

kind: Secret

metadata:
name: automation-hub-sso ﬂ
namespace: ansible-automation-platform

type: Opaque

stringData:
keycloak_host: "keycloak-rh-sso.apps-crc.testing”
keycloak_port: "443"
keycloak_protocol: "https"
keycloak_realm: "ansible-automation-platform”
keycloak_admin_role: "hubadmin”
social_auth_keycloak_key: "automation-hub"
social_auth_keycloak_secret: "client-secret” 9

social_auth_keycloak_public_key: >- 6

Q 8113 B 204k F O S5 S5 F 1bE 4 R
9 INRTE N BIMEHOAIEE Keycloak 2 i B el secret, 15550 B L (E LATEL,

9 B ATEZ % Ansible Automation Platform Operator A& #IE public_key &,
7. R Create HERFHETM.
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7.7. {FH OPERATOR & B zi{b Al
RIBLUFRAZF A Operator REZ B EhEH D,

it s
1
2.
3
4.

it
1%
1%
1%

A Operator - Installed Operators,
¥ Ansible Automation Platform,
£ Automation hub 7%, B m Create Automation hub.

# YAML #2&, YAML RiZEETF -

apiVersion: automationhub.ansible.com/vibetal
kind: AutomationHub
metadata:
name: private-ah ﬂ
namespace: aap
spec:
$so_secret: automation-hub-sso g
pulp_settings:
verify_ssl: false
route_tls_termination_mechanism: Edge
ingress_type: Route
loadbalancer_port: 80
file_storage_size: 100Gi
image_pull_policy: IfNotPresent
replicas: 1
web_replicas: N
task_replicas: N
file_storage_access_mode: ReadWriteMany
content:
log_level: INFO
replicas: 2
postgres_storage_requirements:
limits:
storage: 50Gi
requests:
storage: 8Gi
api:
log_level: INFO
replicas: 1
postgres_resource_requirements:
limits:
cpu: 1000m
memory: 8Gi
requests:
cpu: 500m
memory: 2Gi
loadbalancer_protocol: http
resource_manager:
replicas: 1
worker:
replicas: 2

37



Red Hat Ansible Automation Platform 2.4 f£ OpenShift Container Platform &8 Red Hat Ansible Automation Plz

¥ metadata.name K& N E R T LA TR,

®9

¥4 spec.sso_secret % B NG — Secret F{R7F Red Hat Single Sign On £ ¥ I8
AIEEH secret & FR.

4 71 F web_replicas =% task_replicas i BRIASZEHEIAR, Hf N KREZCEN
BIAH, =FE, BHILER IR EXW N REFRT BFTERSRSE. FBEESH iy &
Web #11E£55 Pod,

o

Itk YAML % 4] SSL 31E (ssl_verify: false), fN8%fF OpenShift ;% EERABE%
ZH9IES, XM E AT AR BB

5. | Create HEFHETN.

7.8. TAE B oMb /D ES
R TS HHTE hub BRE,

it =

1. 1# A% Networking — Routes,
2. IEFERATRENTR,
3. £l private-ah-web-svc fRSHIMIE, NREEOCIEB LR OLHIFFERARENZTR, MRS
BMRBMRARE, XAFELUEEH Red Hat Single Sign-On & /i
7.9. % RED HAT SINGLE SIGN-ON & J'iif;

FEEIMEHROLEHRERE, HFEEHESHIE URL, BEEER Red Hat Single Sign-On, % i& Valid
Redirect URI #1 Web Origins,

Pt

i# A Operator - Installed Operators,
1L RH-SSO WiE.,

3. = Red Hat Single Sign-On Operator,
4. %% Keycloak Client.

5. = automation-hub-client-secret 2 /i,

6. % YAML,

7. B#H Client YAML LUZIN Valid Redirect URI #1 Web Origins % &,

redirectUris:
- 'https://private-ah-ansible-automation-platform.apps-crc.testing/*'
webOrigins:

38


https://ansible.readthedocs.io/projects/awx-operator/en/latest/user-guide/advanced-configuration/scaling-the-web-and-task-pods-independently.html

% 7= AW AEBZMERLE RED HAT SINGLE SIGN-ON OPERATOR

I - 'https://private-ah-ansible-automation-platform.apps-crc.testing'
FE Uiy
redirectURIs XRHE Automation Hub Route FREAERIALE,

ETE redirectUris ITERRERINT /*

webOrigins XRHAE Automation Hub Route AR EHILLE,

& o
' ERIAXLERER, BRHEITIER,

8. mili Save,

1. HABTMEFOEEH,

2. A hub_admin BB P EIFFH &R,

3. Red Hat Single Sign-On #3213 %EFH EERAE B MEH /D,
7.10. H BT

e WA XTE OpenShift Container Platform £iZ1T Operator WE Z{E R, 1S OpenShift
Container Platform /= g4 X BI7E OpenShift Container Platform AF{&F Operator,
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% 8 Z Y RED HAT ANSIBLE AUTOMATION PLATFORM iT#% Z|
ANSIBLE AUTOMATION PLATFORM OPERATOR

% Red Hat Ansible Automation Platform Z8&3X# £l Ansible Automation Platform Operator 2 7F&#I F
Kubernetes [R4 Operator FTiR AT, SIEHEERIFHH Red Hat Ansible Automation Platform &
ENZELEMRIRZRE.

FERAUTSBRUTEMERETFE Ansible Automation Platform Operator :
o HTFEHIMHE Ansible Tower 3.8.6 R, BIMbiLHIZR=K B ELHD

® Ansible Tower 3.8.6 BJ Openshift Z£fll (Ansible Automation Platform 1.2)

8.1.F#%&E

INRITFE M OpenShift Container Platform 3 £BJ Ansible Automation Platform 1.2 #4E| OpenShift
Container Platform 4 £BJ Ansible Automation Platform 2.x, & ITE & — N2 H OpenShift
Container Platform kx4 4 8%, SAE¥ Ansible Automation Platform 3T BT 5 A%,

8.2. £

TEIF AR Ansible Automation Platform B8Z:F#Z| Ansible Automation Platform Operator Z &, &
EEMENIAEERIE, 5 secret B postgresql BCiE Al k8s secret,

v pa -3

IMREB TR E MR B MR OER, EEE QI secret B secret WEHRFHF N

XHE B8 — postgresql BCi& secret, SRFAREE [EIE T E Ansible Automation
Platform Operator,

8.2.1. X% %! Ansible Automation Platform Operator

FRFH

F Yy Ansible Automation Platform &R Z3F# £l Ansible Automation Platform Operator, f&AMBLLTIL
0 -

® Secret %A secret
® PostgreSQL E2&
® 7 OpenShift &8 L& AN EF A BRYIL ]2

89 OpenShift R WAITRE S EEEIFIEAY PostgreSQL HUEE

= -
BB LATE D4 Red Hat Ansible Automation Platform REERIY secret BRHE BFMEEF

X, INRETRICEER secret B L IIEHF A URHE R, EBTLER
FITPREEE SR Ansible 255,

TEM Ansible Automation Platform 2.x 3t B BiR A IR EIETT, EBUISRENEIEUEER, E&HE
B, HPITLUTRE :
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iy =
1 BEREHAIEREIIE,

2. 1517 setup.sh RAOIE L FIHIBEHEBEAEHD -
S FIRA 2.x HERRABRIXEE :

I $ ./setup.sh -b

X FhRA 2.0 2 BI85 OpenShift 28E (JE Operator ZRE)

I ./setup_openshift.sh -b

8.2.2. | secret B4 secret

E G HIETHZE OpenShift Container Platform _E#J Ansible Automation Platform Operator, &7 1)
BE— secret B, % secret S FRANHAEMBREIRZPE LK secret HTH, SN, FTHE, T
BB RENE BT A,

pi% &2
. EpiZREHRETFEE Ansible Automation Platform BIE B A3 EIHBY secret B35H,

2. NI&H secret BEAQIE— yaml ST :

apiVersion: v1
kind: Secret
metadata:
name: <resourcename>-secret-key
namespace: <target-namespace>
stringData:
secret_key: <old-secret-key>
type: Opaque

3. 1 secret key yaml| b FAEIEERE -

I oc apply -f <secret-key.yml>

8.2.3. fi|# postgresql ECiE secret
BRINTER, BUOUNINESREREEIEZER T AR,

it =

1. NIEB postgresql BLi& secret G yaml X4 :

apiVersion: v1
kind: Secret

metadata:
name: <resourcename>-old-postgres-configuration
namespace: <target namespace>

stringData:
host: "<external ip or url resolvable by the cluster>"
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port: "<external port, this usually defaults to 5432>"
database: "<desired database name>"
username: "<username to connect as>"
password: "<password to connect with>"
type: Opaque

2. Y4 postgresql Boi& yaml N FAEIEEE :

I oc apply -f <old-postgres-configuration.yml>

8.2.4. Wik 4%
ERERMRINEREUE, ERIEEEEMNFIRIESRBED IR BHIRENM L EE

FRFH

ILRMBREBNENNROGF R, WERMTFATF conf.d BRHB postgres.py X,
ik
1 BIE— yam| SUHSREGIESTERZE 1 |HER B EIE A 2 [ B 5 -
apiVersion: v1
kind: Pod
metadata:
name: dbchecker
spec:
containers:
- name: dbchecker
image: registry.redhat.io/rhel8/postgresql-13:latest

command: ["sleep"]
args: ["600"]

2. ¥ connection checker yaml X5 B &I T B B -

oc project ansible-automation-platform
oc apply -f connection_checker.yaml

3. BiFEERERRRF pod BEIEEZIT :
I oc get pods

4. %$%% pod shell :
I oc rsh dbchecker

5. 7£ pod ¥ shell R1ififE, JSIEMTIIE RS ALUEERENIRTE SR -

I pg_isready -h <old-host-address> -p <old-port-number> -U awx

=Bl
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I <old-host-address>:<old-port-number> - accepting connections

8.3. [H#IET#4 %I ANSIBLE AUTOMATION PLATFORM OPERATOR

KIE secret i, postgresql Fikfg, FiEMZEREHRE Ansible Automation Platform Operator,
R AIR— B E L HREHEZRNR, RETEETIBEIE.

8.3.1. fi|& AutomationController %}
FRLTH A AutomationController B & X FRA %,

it =

1. &% ¥ Red Hat OpenShift Container Platform,

17 A% Operators — Installed Operators,

3. LB My R 2R R R EH Ansible Automation Platform Operator,
1%4% Automation Controller 1%,

5. = Create AutomationController.

6. W AFEREHILTT,

7. 1 @%EE F, PUTUUTERE

a. M Admin Password Secret 5K, LB secret B secret,
b. M Database Configuration Secret%l3&, %f¥ postgres ELiE secret,

8. = Create,

8.3.2. | AutomationHub %4
FERU TS EAE AutomationHub B E L EIRM %,

it

1. &% ¥ Red Hat OpenShift Container Platform,

17 A% Operators — Installed Operators,

3. EFEIB MR R ER Ansible Automation Platform Operator,
% Automation Hub i,

5. = Create AutomationHub,

6. HiAFERERIL TR,

7. 7E Advanced configurations A, E#EIER secret key secret #l postgres configuration
secret,

8. = Create,
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8.4. X% G EE
BEI¥ TG, BTN RFIE B EERLAIAE,

Pt =

. FEREEIRIERCEBNEELEIE A &) & KE Red Hat Ansible Automation Platform,

I REEIBIERRECUEETEATN, N NEEIUEBRE, BEHE
LR, UhREMINE, %£FE Workloads — Secrets, FTFF controller-admin-

password, fEBTLAMARE & Hll 2 i F I H M52 Red Hat Ansible Automation
Platform B3 F &,

2. %% Administration - Instance Groups.
3. #EFERR controlplane #1 default LAABIRR A SEAIZH.,

4. Hif Delete,
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28 9 Z= /£ OPENSHIFT CONTAINER PLATFORM _EH#H%;
ANSIBLE AUTOMATION PLATFORM OPERATOR

Ansible Automation Platform Operator &1t T OpenShift Container Platform IMERBIHT Red Hat
Ansible Automation Platform SLBIB%24E, FRFERE,

9.1. AU EREII

Red Hat Ansible Automation Platform kR4 2.0 & Ansible Automation Platform Operator B92 — Mk
A, MREBEMAIRAE 2.0 A, HHREE FY Ansible Automation Platform Operator BI$ 3%,

INREFEATZ2HEAHFIM Red Hat Ansible Automation Platform iR AZ #89 OpenShift Container
Platform kiR, M&TEFIEIEF OpenShift Container Platform B F 2 B2 B A,

15 [H Red Hat Ansible Automation Platform &£ & EH , LAAERTERERI OpenShift Container Platform
R Ao

BRAPEBNIEE, HEE TR,

9.2. o RFM
EAHL BN HIRAE Ansible Automation Platform Operator, BT T4 :

e {3 AutomationControllerBackup #1 AutomationHubBackup X%, BXILEE, 15502
Red Hat Ansible Automation Platform &2 %R

o B XRFEFEM A A AR ABIET Ansible Automation Platform ARAS, &S 1M & 1T3E10,

9.3. 7% ANSIBLE AUTOMATION PLATFORM OPERATOR

B FH4;F OpenShift Container Platform _E Ansible Automation Platform Operator IR #ThR A, HHIT
LU #4F -

1. &3k OpenShift Container Platforms

2. 1# A%l Operators - Installed Operators,

3. ##¥ Subscriptions £ £,

4. 1f Upgrade status T, s Upgrade Available,
5. = Preview InstallPlan,

6. = Approve,
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% 10 = 7 ANSIBLE AUTOMATION PLATFORM OPERATOR H
AT T R

IR LB FEFRERENH S RKE A BHITT KB Ansible Automation Platform Operator,

FEREMH
o BHIbIEHIZELHI
o BRI receptor EEHHE

e ansible-runner {8 2% %

1. &K F Red Hat Ansible Automation Platform,

2. ES MmN, 1% Administration - Instances,
3. =Add,

4. 1 Host Name FE& i A BTN &R,

5. A% : 7E Listener Port ZERFHIAIRAS,

6. mili Save,
7. = Install Bundle S B0 T &1 . ST TR, 0 RBREHNME
8. % gz X4,

217 install_receptor.yml playbook, &FEZEM Ansible Galaxy &%z receptor
&4 : Ansible-galaxy collection install -r requirements.txt

o. FRAEBIAEZF SSH RS E T playbook, #3EE, ansible_host &TSEETIE Z BIHIA
BEHLZ,

all:
hosts:
remote-execution:
ansible_host: example_host_name

ansible_user: <username> #user provided
Ansible_ssh_private_key_file: ~/.ssh/id_example

10. fTH—/1"%im, BRIERE playbook BIB 3%,

1. REMWHSIZIT -
I ansible-playbook install_receptor.yml -i inventory

12. II7E, AILGEIS T EGFEZTEQRMIEAER playbook SRALHIT T R,
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%5 10 3 1 ANSIBLE AUTOMATION PLATFORM OPERATOR ®ZsiifidT 1 &
Uk
FEIUFERH playbook BB EH TR LIEMIZTT, 1EZITUA TS :
I watch podman ps

L th B iR
o AXBHELMHANEZER, HEHBNCEH S A EEPHERLAHTSD.

\
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5 11 Z ANSIBLE AUTOMATION PLATFORM RESOURCE
OPERATOR

11.1. 55jR OPERATOR it

Resource Operator @ — B E XIR(CR), EaUELEBIEIEHRBERFITEHRE. FH
Resource Operator, S LA YAML XXHE XIE., EERNES, ARE, BohbiRflssfEaixLe
YAML SR OIEX LR, e LR Form #LE 012 YAML, iZHESRTEH A YAML (S1Epy5E
MiE. #E, BEEEFEH YAML, ERILUERF YAML 1,

Resource Operator HATRMH T HANEE LHIR

® AnsibleJob : 7£ Kubernetes secret 11§ B Bh{bIEHI 25 LIRS EIE L (BEibIZRHIZzEN
URL. k) .

e jobTemplate : TEEE R B B H 235 LB F O — MELLARIR,

1.2. FHE %R OPERATOR

TER BN REI, Resource Operator KGR TEMBEE, B0
AutomationControllerProject 3% AnsibleJob FRfS, Resource Operator 3 FF 1AL R,

FEREMH

o REMEFHET Kubernetes FIEEE,

e {#FH automation-controller-operator & B &b 24123
1E & h %% automation-controller-resource-operator 5, &/ {# A B o bIEFI S L HIMERIER
A — Kubernetes (k8s) secret, ARG, EEILUFEF Resource Operator i —4* k8s HIRRKEEB L)
{122 I 85 524,
11.3. % RESOURCE OPERATOR %1% E| B okl 25
E ¥ Resource Operator 5 Ba{biTHI25%8E, BEEMF A B MbIEHI2RLHI0EEE BB — 1 k8s

secret,

it =
FEBEEEHIER Ul o5 ERA F O OAuth2 5k -

1. ESMERF, 55 Access - Users,

2. EREENEAB DA A,

3. Hif Tokens, A4 Add.

4. ALV MARR B22, RN, F5 Scope it Read =X Write,

A, B LUER create_oauth2_token manage S-S IEMSITHAIE OAuth2 % :

$ controller-manage create_oauth2_token --user example_user
New OAuth2 token for example_user: j89ia80079te61AZ97L7E8bMgXCON2
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BREEVZSEMNMRMERNAF. B, BBRE—FERER, BAERBERH

BRTEAL HeS, FERENASBTEFE

11.4. 5) RESOURCE OPERATOR 1|3 B 51t 3418553 SECRET

EH%E#% (S 2 It Resource Operator {£f, 1Hf# token 1 host {HAIE— k8s secret,

it =

1. LAFR2i%HE secret B9 YAML =3, FLUAT RAUREERISEH, 40 automation-controller-

connection-secret.yml,

apiVersion: v1

kind: Secret

metadata:

name: controller-access

type: Opaque

stringData:

token: <generated-token>

host: https://my-controller-host.example.com/

2. EREHENF SR EGREZ M

3. 1217 kubectl create {p SIS EH N FHEIEEE -

I kubectl create -f controller-connection-secret.yml

11.5. 61/ ANSIBLEJOB
B0 AnsibledJob ¥R, 1EBBNMbiEHIgs LEshBahb/EllL,

Pt =
1. BBEEERLMIEE secret FIEILER,

apiVersion: tower.ansible.com/vialpha1l
kind: AnsibleJob
metadata:

generateName: demo-job-1 # generate a unique suffix per 'kubectl create’

spec:
connection_secret: controller-access
job_template_name: Demo Job Template

EF\RISERThRE, EH. AA L ERMES [,

spec:
connection_secret: controller-access
job_template_name: Demo Job Template

inventory: Demo Inventory # Inventory prompt on launch needs to be enabled

runner_image: quay.io/ansible/controller-resource-runner
runner_version: latest
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job_ttl: 100

extra_vars: # Extra variables prompt on launch needs to be enabled
test_var: test

job_tags: "provision,install,configuration" # Specify tags to run

skip_tags: "configuration,restart” # Skip tasks with a given tag

MRERET(], SRR ERBRAMUAZENRT. ERRA B

R, 1£ B5MEi%%I25 Ul & : M Resources — Templates THE A, EFERFFI%E
¥ Inventory #1 Variables #3843 351719 Prompt on launch £1%4E,

3. @it E workflow_template_name M2 job_template_name, ff AnsibleJob X R/55))
TEFAE LR

apiVersion: tower.ansible.com/vialpha1
kind: AnsibleJob
metadata:
generateName: demo-job-1 # generate a unique suffix per 'kubectl create’
spec:
connection_secret: controller-access
workflow_template_name: Demo Workflow Template

11.6. B|# JOBTEMPLATE
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o BT JobTemplate HR, 7£HhbiEHlgs L O R

apiVersion: tower.ansible.com/vialpha1

kind: JobTemplate

metadata:
name: jobtemplate-4

spec:
connection_secret: controller-access
job_template_name: ExampleJobTemplate4
job_template_project: Demo Project
job_template_playbook: hello_world.yml
job_template_inventory: Demo Inventory
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