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%13 BFB31{EY ANSIBLE AUTOMATION PLATFORM
CENTRAL AUTHENTICATION

EHIEBBEshE 0 E B Ansible Automation Platform AR &35, iEM T3 Red Hat Ansible
Automation Platform REZERBF A, ARHITEREREPIERNBERNIZES K,

BE
FIERPHNRERFHNERANBEREPRFMEIE, BNRROZIT—THREH

FUEARSSEREH], RN ERTREFRE. AHEXNTBFNEHMXAFRE G LU
g8, BERBWELEIMERERE, BAVEEREEQINE,

EETENRBEXNTREPRGMHIGIE, HESHAAEREUT BESEBELT,

11 REEK
REEFZ1T Ansible Automation Platform Central &2 IEE LN REEXK :
o E{Ai21T Java HIIRIERYE
® Java 8 JDK
® zip 5% gzip # tar
e E/512mbRAM
o E/igb WL ZEH

o MREBEEHFZITHEZMHDEIE, FE— PostgreSQL. MySQL. Oracle FHHZHEREL
BE. MEBRZER, FSHAIEERERIRS 2L R B B H I F I E S5

o MRF|AKRHDIZT, FEALCHNSF LIFERNSZE. FREMEIEEARTUELRESENE
RTEN, EXFE—LRERR. UFRSZER, FSAIEERERRS &L XN EER
I ERFES

e 1fLinux £, EiUEM /deviurandom {ENFENLEIRIR, LARSLER R ARG SRES S5
FUrERE, BRIERLHRBE T ER /devirandom, EFE Oracle JDK 8 #1 OpenJDK 8 LiAE|tH
B, EE/RIEE java.security.egd R E M 1% E N file:/dev/urandom,

1.2. Z2%E ANSIBLE AUTOMATION PLATFORM CENTRAL &S24 1uELLEF
Bz/{t HUB
Ansible Automation Platform Central Authentication &3S 8 & 1E KM Red Hat Ansible Automation

Platform ZERRFEH, RBUTHELE Ansible Automation Platform, RAEIEFHEXEFEHELERN
S8, LUKINZRE Ansible Automation Platform 19 R &0 5E,

1.2.1. 7% H5REY Red Hat Ansible Automation Platform 2%

RIBEH Red Hat Enterprise Linux JMEEEAWERE, mEEEER Red Hat Ansible Automation
Platform £ERRE, EEUTYE, FREW Red Hat Ansible Automation Platform L2 F i B IR
MEE,


https://docs.redhat.com/en/documentation/red_hat_single_sign-on/7.4/html/server_installation_and_configuration_guide/operating-mode
https://docs.redhat.com/en/documentation/red_hat_single_sign-on/7.6/html-single/server_installation_and_configuration_guide/index#database_configuration
https://docs.redhat.com/en/documentation/red_hat_single_sign-on/7.6/html-single/server_installation_and_configuration_guide/index#clustering
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EEAMMLEE K FBEVFIZIIEE [ 1P B Red Hat Ansible Automation
Platform Z&E&/F T &,

fE A BB )3T 2R %
INRIEHY Red Hat Enterprise Linux PMEEZEI B ELW, 151%4% Red Hat Ansible Automation Platform &
EEF, FREBRMIHTRERLREFTNTG CE, THSMET, EEUTAEEZ—FELE
Ansible Automation Platform L2,
Tarball &%

1. ¥ A Red Hat Ansible Automation Platform % Ti S,

2. 77 Ansible Automation Platform <latest-version> Setup 52 Download Now,

3. REXH
I $ tar xvzf ansible-automation-platform-setup-<latest-version>.tar.gz

RPM 222

1. &% Ansible Automation Platform 32 H {44
v.2.4 for RHEL 8 for x86_64

$ sudo dnf install --enablerepo=ansible-automation-platform-2.4-for-rhel-8-x86_64-rpms
ansible-automation-platform-installer

v.2.4 for RHEL O for x86-64

$ sudo dnf install --enablerepo=ansible-automation-platform-2.4-for-rhel-9-x86_64-rpms
ansible-automation-platform-installer

dnf install J5 BEFMEZE, EARINEREEE,
f#/ RPM RERRFH, XH4AIT /opt/ansible-automation-platform/installer B T,

EEBHEBMU M TER TRk
MRIETTEVNEIKR, & RNAEMIE LT R &I RO ZH AR, 15 Red Hat Ansible
Automation PlatformBundle Z&2F, {BHAFZE 10 Red Hat Enterprise Linux S G, FiA MK
AR S S 1E tar T84,

1. 7# A Red Hat Ansible Automation Platform T &k 1.,

2. i Ansible Automation Platform <latest-version> Setup Bundle s Download Now.,

3. MR

I $ tar xvzf ansible-automation-platform-setup-bundle-<latest-version>.tar.gz


https://access.redhat.com/downloads/content/480/ver=2.4/rhel---9/2.4/x86_64/product-software
https://access.redhat.com/downloads/content/480/ver=2.4/rhel---9/2.4/x86_64/product-software
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1.2.2. fidi& Red Hat Ansible Automation Platform ZiER2F

EBTRERFR], ERERERFIGSHHRIINFB R XE, LEEB$H{EF/0F Ansible Automation
Platform Central {33 IERZ 4%,

“} [automationhub] EHIRAL AT H]EY 1P Hdt, LR E A TUMRE T SES A
Automation Hub FBIAE, FHEFHEEHEDIASREME.

1 HARERFER
a. LR EERF -

I $ cd ansible-automation-platform-setup-<latest-version>

b. INHRERF

I $ cd ansible-automation-platform-setup-bundle-<latest-version>

2. [EAXAGESRITIF inventory U4,
3. %% [automationhub] TEIE . XESHLUIEE B BNE hub EN ML :
a. {5 IP #hutsk FQDN ¥ BahbOIE, 7E [automationhub] FHRMAHENE L.
b. HRIBIEMREE, WA
g;;;in;?tionhub_admin_password,automationhub_pg_password RS, LARAERELS
4. 1f sso_keystore_password FE& fh i A B3,
5. Jwik [SSO] THUBE R X HSH, LUEEEEH LREPRGHIIEIEMN
a. 7t sso_console_admin_password F &/ AB Y, FHARBEHIRE A S,

1.2.3. 7297 Red Hat Ansible Automation Platform Z&i2%
BEERXME, FRAREREFTEEHED setup.sh playbook iZ1TREZREF,

1. 1547 setup.sh playbook:

I $ ./setup.sh

1.2.4. YRR GHEIFEESBAF BHEF

Z2%E Red Hat Ansible Automation Platform /&, LA admin B P B @R EEF AP ER admin &
BEFTHREHDEIERS 2.

1. FEAZEERAY Ansible Automation Platform Central Authentication S£45l,

2. EAEFEH MM sso_console_admin_username 1 sso_console_admin_password fields
RIEER admin EIEHFITE R,
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BINZ % Ansible Automation Platform Central B3 %IER, FEESR admin B E, BRI LURRUTS
PRI P EiER M (30 LDAP)



55 2 = FR P E#RMERF (LDAP/KERBEROS)ZMNEI ANSIBLE BEHMLES hR B35 E

55 2 Z [ FEIR IR F (LDAP/KERBEROS) 7 /NEI ANSIBLE
Bt EE R R ERIEIER

Ansible Automation Platform Central {2345 EMI T A& LDAP/AD 152 F, EAILURIN LDAP 1R#tf2
FEIhREHEIE, LUERETSM LDAP BUEE S AR Bk,

SeREH
e L1 SSO admin BF &5 &%,

R
1. LA SSO admin A & 19 &5k Ansible BEMEIEA R REPIIE,
2. ESMERS, %5 Configure section » User Federation,

v pa -

1E RH-SSO A{#EF LDAP BB BEFRAS, @A/l fF2HpRET 23 /B B P inEC & ansible-

automation-platform A, LUSH31REFEF(DP)AH LT SAML H4951E, B X SAML
BIEMSIINEZER, S0 OIDC ShEA SAML #r S BRsT,

1. M Add provider FIFR e, EEER LDAP N ELLHEA LDAP B & IHE.
TRFIH T LDAP BLBAY AT AL :
Ao & b

iR MREBFAS S AR P RBMIER -~ BIEZE, 157
AFIXES On, MFESER, 1H5M FhifE=,

GRS RTEETR G AT LN B TR T RME SRR B, IR
EEZER, HSHmEER,

#HA BRAT HEEEEF A5 AIRMEF I ER RN
L5ER EHA AR B L5
A4 £ A IR EEEIRIEH S Z0EM TTE A0 Ansible

Automation Platform Central Authentication Gl ZEH
R, EEH

1 Kerberos B3 56 iF B M LDAP JHBCHI R 3R, S A
Kerberos/SPNEGO &p%iiE. MMEELER, B
[5%] Kerberos,


https://docs.redhat.com/en/documentation/red_hat_single_sign-on/7.6/html-single/server_administration_guide/index#protocol-mappers
https://docs.redhat.com/en/documentation/red_hat_single_sign-on/7.6/html/server_administration_guide/user-storage-federation#storage_mode
https://docs.redhat.com/en/documentation/red_hat_single_sign-on/7.6/html/server_administration_guide/user-storage-federation#edit_mode
https://docs.redhat.com/en/documentation/red_hat_single_sign-on/7.6/html/server_administration_guide/authentication#kerberos
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28 3 Z 2EdE 51t HUB B2 AR

FEH hub BB DE hubadmin A, LUMEEEA IR, ERILLEY Ansible Automation
Platform Central Authentication &/ ifmfF hubadmin A& EAE .

FRFH

£

5.

6.

RAAFHERHERERF (A0 LDAP) 2RMEIER R E R ISIEH

# A SSO & i _E M ansible-automation-platform 13,
FESMmERF, 75 User Access - Users,

RAF D, MIIRAERERF,

= Role Mappings £,

M Client Roles 7R/, 1/i#¥ automation-hub,

M Available Roles FE&# &5 hubadmin, A5 Add selected >,

AP IER hubadmin, EEHUE 3-6, N hubadmin AL EEMEME -,

10
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F 4= S50 RERINE ANSIBLE AUTOMATION PLATFORM
R B {255k
Ansible Automation Platform Central Authentication Xt RN EHIE F iR HEZRE, EaLUS

SRRERMEPREMEIER, LENSSALERSGBEIE, PR ERNERNERMEIKF (40
Google. Facebook. GitHub &) &%,

@ o
- BRXFHEZMEIIRUKRERENNESZER, HEHET,

E T BB N a2 15 AR LK i 2 P CREIEA RN A P R, BT RIFEEEIIR S E NS
I E 1R TR, Ansible Automation Platform Central Authentication 3244 SAML v2.0 #1 OpenID
Connect v1.0 MBI ¥,

SR

1. LUEER G B 5 B9 & 5K Ansible Automation Platform f s BRI,

2. EMHE St £# Configure Ei4 T, Hifi Identity Providers,

3. M Add provider 5k, HIFEH S REREFLUAA B RUEFEE THE,
TRIM T BN SR REZFE BRI AL

3 4.1. Identity Broker Bgi&E LT
Ao & 12T ik

Alias alias R H 1P IRMEFHH—ITIAR, ©RAFERERSI
&P F. OpenlD Connect £ EEE
EM URI HEVE URL, LMESSHRHUEFERE. &
XFIERT, AR TFHEREEM URL,

Enabled HTFF/ X ITHRARE T
B RIRR MRER, WRERFTRESRIERBRyERE

W, &P SR A LR A FiE R &8 URL
5/ ke_idp_hint 2815 R & AL RERERF.

(X BR% F e MREA, NRHEFTERTEXRS, P2
FEEF I A TR AT, WA St At
PN

FhETHE EEFHMEDRMAEFIREB TR,

B DR R L EERFAFRREFHENEDRHESE, XthiE
BTFRER w8 A SIS,

1


https://docs.redhat.com/en/documentation/red_hat_single_sign-on/7.4/html/server_administration_guide/identity_broker#social_identity_providers
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SRR FHM SPRMPERMNE FE I R REE. R
FE U FHE, MM IDP B KA P A il
L F R IR 72,

GUI liiFF EXT(EHFIE T SR A IDP BHEFIIF S

B—PERR WEER N EREIT I IDP B E A SRI0IERI A S iR
R BRI RTR,

BRERR WEEA P RS A E P IRHEFEREM AN D
RS

4.1. {5 ANSIBLE AUTOMATION PLATFORM CENTRAL
AUTHENTICATION BEIEHI R

RA LUB T S B R D HE AR K EIE Ansible Automation Platform _EBYF P RIALRR, AEHEHX

LA EOREIH, HIBE—RERE Ansible Automation Platform Ef, Users, Groups, and Roles & H Il

EBEFEHRONBAYFTTES, REETLIEMHDERFUIFNRMA R,

Automation hub 81 T —HS5EARESBIMNANRANZEAR, ETLUUEECHN—4HZEAG,
{8 User Access T1H Roles B3R HHITIE LA,

411 HN RS AEI AR
RE LU AR BB R, R ER N R R MThEEEH T A FU R,

FRFM

L

7.

8.

LA hubadmin B B9 &%,

FFREENEF BN D,

. AR User Access FHIZEH,

= Roles.,
= Add roles.

1£ Name FEEHHIAABRATN,

. 1Z Description FE& i A A &1,

mE Permissions KRB TFHIZEE, FHHAGREE LR,

=i Save,

et T EARENRNAR, WE, BALURLAESERSAH,

4100 FAaeoicsE

12
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B LG AESEAYE, M Groups 3 H] Namespaces 5 AT F 4 R4 i ETHEERI T [A]FYL
fR. M Groups EHEASEAEANABEELBEH. AN, MRAFHIE— I mRERFFEEAE,
MBZARSER FRrE A ZEH, 1B, M Namespaces EHEPDEAHNABRIRZBT AN ROEE
SEBIEY T [ PR

SeREH
e Ll hubadmin B &) &3,

SR
M Groups ZHE A BELAE,
1. BRIEMEAEBIEHRD.
2. ESMmERE, 1% User Access —» Groups.
3. MERBAETIFR LA,
4. = Add roles,
5. RIBERMMA GZINMEIELIE,
6. == Next AT bifg N A EIZEM A &,

7. = Add FFRTiEA B A EIZ,

= -
= Back LLUREIEIABBEHE, =#F = Cancel LLREE| E—T1,

SR
M Namespaces X H o EEAE,
1. BREENFAE BIMEF D,
2. ESMmEMRA, 1% Collections » Namespaces,
3. s My Namespaces it5iFf, SREEZFE—NpGZEHE,
4. == Access EIE4tE,

A AR LR B L hub REITHEE, SHAEBTIREXEX,

4.1.2. B HDAL R

PRI Bt —HTE L BRI, B DHEBMAILIAENRINIT, RIBLRPEBHINR, HERNHBERHEN
V7 IR RRZR o

x 4.2 HIRSER

IO 3 FUBR

13
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IO 3

SamRZEN

collections

users

groups

collection
remotes

containers

14

FURR

AN hnan 22 ]

Upload to namespace (LfZEI4

Z2[A])
ok an 22 ]
fifl B am 42 22 (]

& Ansible repo RA

fpRE S

wER/S
Delete user (fitIB&E )
Add user GRMNEAF)

HYAA

View group (#E&4H)
Delete group (fHBRZH)
Add group (xhn4H)

A

BEGILIE

[t

PSE = pu i

B RRDHREER
EG e
BWERIR
DA
XA RS

il e

sk

BEXENRMATLIOE, EERESMMReHZE
I‘E]O

B A RAH A LT AT I8 -
5 Approval THRETE G FE B IR R,

INESKIEL TN AE M staging # 2 published =
rejected Fi#ZERINEE,

fHpRE S,

BEXENRMWARALUEREBMEPOFEER
FECEMI,

BAEX LR AT LIERE B O E ERAE S
BT,

BRI AT LR S % Collection -
Repositories X B L2 F i %

BEXENRMAATUEREEN P OPERRS
Th#E,
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TR HUBR ik
remote AIMZEFE registry BAEXENRAA R LURIN, B MRRmMEIFAE
registries B b O RYEFE registrys

HWLTE registry

FHIBRIZEE registry

task BES BAEXENRAH AT UEEARMEFAE B3O
managemen B Task Management FHI{E55,
t JHBRAESS

HEEMBES

15
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2 5% 5y RED HAT SSO #1 ANSIBLE AUTOMATION PLATFORM
fidi& ANSIBLE AUTOMATION PLATFORM CENTRAL
AUTHENTICATION GENERIC OIDC i%&#1 RED HAT

SSO/KEYCLOAK

Ansible Automation Platform Central Authentication 81 Red Hat SSO # Ansible Automation
Platform % i&i@A OIDC % EF Red Hat SSO/keycloak,

5.1. SR

e IRETLLLL admin BB F Bp& 5,
5.2. idEH R H M5 UHEH OIDC IXE

i =
1. BLadmin BB B9 &% RH-SSO,

% o
' MREF—UEE, NTEEL 6.

2. Wik

3. #iA Name, HHf Create.,

4. = Clients £,

5. i A& R Create,

6. ESMMmERT, % Client Protocol —» openid-connect.

7. EFMENRS, £ Access Type — confidential,

8. 7£ Root URL FE&H, i AfEE Ansible Automation Platform BR%5 8 IP S EHLB.

9. 7£ Valid Redirect FE&H, i ARBY Ansible Automation Platform BR%528 IP S EH L, MRS
BREETTEH, KB I,

10. £ Web origins FEXH1, i A Ansible Automation Platform fR%58% IP K EH B, MREBEE™
NEAR, wEN If,

1. &= Credentials 1%+,

p= Y=
Y IREREMEHEAR Secret,

12. LLadmin A &9 23 Ansible Automation Platform Controller,

13. FESRERE, 1% Settings.

16
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14.
15.
16.
17.
18.
19.

OIDC MZ RN EFHET, = #A OIDC M Sign in, ESEEEAE SSO RSBUEBTHETE

M Authentication %7512k F11%:45F Generic OIDC K&,

= Edit,

1 OIDC Key FEEH, MEE 5 S AR ik &,

£ OIDC Secret FE&H, HiAME 8 T REFH secret,

7£ OIDC Provider URLFE& A, K AfEBJ keycloak AR5 % URL #im O,

mi Save,

A% Ansible Automation Platform,

17
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