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%1% [/ ANSIBLE 22 Bo/{bif T AERIgEE

EhNREEBIER, ERLMER Ansible R2BIMLREES MBI AEEERES, OIZFNMPRBE ASEMNI, LR
LESECHBE LER 1P itk 17 (R B AR 1P Hidlk,

11 X F R NGRS I

WAL B X IE R R 2R —EM L, thR4ETRENEN—PEELE, FHIREEFEA,
BRI LR M EE R 2 ML, LUARE A SV B BIBE A E RIS E LB A UG A H IS 2R 8, BiX
ERBEERT A RZTLRE AL HRENZ 2,

NFREFANTE, FHNARE”RMENEEES DI AERNBIRB MR, SREMEFHF
HTERREATRERFEER, HRASBAEFNEATRTHRMIERSFEBERHIAER, SL2HAS
EPE’\JE:/M*JU:'%%BLQ“?FEHE’JLQmpkf)uéﬁiﬂtlﬁ ZEAFIMAZEERFTR VBN R AT BB &M &
HAT—RIVEF. X—BIERBARAREIRS R 2 M NNEFRE,

AnS|bIe ZELBAMMLEERBHNENEMELEE AT E, Ansible XL 2FANUSGE—MNAREERRN™
 BEOMIER, MMmEIHHTIE, Flm, SR HRAT LB MEESS, ES M A ERZEM
HX;“#I@% IP #1 URL,

1.2. B 5B KL

Ansible 24 B b EE A LL B siHIT & Fhlh AIERES, XEREEEBE M BT —RIRE,
LUFEF Ansible a2 (80 acl_manager ) EEFZRHAIEIZEHIVRIIEHEIFIZR (ACL), MIFEAZESEUH
FHZE IP 5% URL, ABARITFERIECHXXHLEHBMEERMNTE. X, £5%5. HERFMNEM
Ansible f5#, TEBECHAROEIARRE, BaullZmthEaSFAEl], FEEelISEtbEHE,

DU SES MR RIS L RE R E LB, ZERWEREENES, HESHMOBFETHNEMWIE,
EHBNEHNN RS, BRRBIABZER, FHIZBEMHITHA acl_manger B &EEIEKEE P #ittH
playbook,

RN FAER AT EA Ansible 22 Bt EBHE, BIHBREMEHEILN, Red Hat Ansible
Automation Platform NEIZE T AIEMEREHINNERNEEFAMSINVERERES.

Attacker machine

Ansible Automation
Platform

attacker

A

windows_ws checkpoint_mgmt
control

Checkpoint NGFW

!

=1

snort

Target machine


https://github.com/ansible-security/acl_manager
https://www.redhat.com/en/technologies/management/ansible

25 13 {1/ ANSIBLE &£ B{bH TR A IERIREE

Hh iR
FTEAE X Ansible BEBHEZEE, 1HEZSH docs.ansible.com ERAE,

1.2.1. B HTRI RS ASEFLI]
8 acl_manager A& OIEFBIR AIEAN, LARELER 1P ki (7] B Fr 1P ik,

SeRFMH
o DREFZINIRAH ansible-core,
o IELIVIRIIE mE ARS8 K im H HATHT SRS
AT
1. {1 ansible-galaxy fa i &% acl_manager A,
I $ ansible-galaxy install ansible_security.acl_manager
2. BIB—H playbook, BIXELTSE - Hla0, EX R, BRMNR, AN RSEEERHE

PrBi K 85 2 [R]85 [ RE], 40 Check Point :

- name: block IP address
hosts: checkpoint
connection: httpapi

tasks:
- include_role:
name: acl_manager
tasks_from: block_ip
vars:
source_ip: 172.17.13.98
destination_ip: 192.168.0.10
ansible_network_os: checkpoint

3. 1217 playbook $ ansible-navigator run --ee false <playbook.ymi>,

PLAY [checkpoint]

TASK |Gathering Facts]
ok: [checkpoint]

TASK [include role : acl marager]

TASK [acl manager : include tasks]
included: /home/studentl/.arsible/roles/acl manager/tasks/providers/checkpoint/block ip.yaml for checkpoint

TASK [acl_manager : Search source IP host object]
ok: [checkpoint]

IASK [acl_manager : Create source 1P host object]
skipping:~ [checkpoint]

TASK lacl_manager : Search cestination IP host object]
ok: [checkpoint]

TASK [acl manager : Create cestination IP host object]
skipping: [checkpoint]

TASK [acl_manager : Create zccess rule to deny access from source to destination]
changed: [checkpoint]

PLAY RECAP
checkpoint : ok=5 changed=1 unreachable=0 failed=0 skipped=2 rescued=0 ignered=0


https://docs.ansible.com/ansible/latest/user_guide/playbooks_reuse_roles.html#roles
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RE AT —KMEIETE 1P #hiib 5] B ir 1P #utk B9 R KEEEL], 15R MGMT fR% %%, HEIERE B
BT HHNR 2K,

HbFR

BXRREABMNEZER, 1ESHM Galaxy ZEBE,

1.2.2. it BRBA A EEHL)
A acl_manager A &Rz £ N,

FeREH
o %% Ansible 2.9 HEEIRA

o IREILAVIIRIBG AIE MGMT AR 5528 3 i il H0AT #7 SRB8

it =

1. {1 ansible-galaxy fa &% acl_manager A :

I $ ansible-galaxy install ansible_security.acl_manager

2. [ CLI, fI8—1EH acl_manger BEBHHT playbook, FHXEBESEH (MIRFR. BIrxTR.
T R AN GR 2 [AT B 7 [a] R )

- name: delete block list entry
hosts: checkpoint
connection: httpapi

- include_role:
name: acl_manager
Tasks_from: unblock_ip
vars:
source_ip: 192.168.0.10
destination_ip: 192.168.0.11
ansible_network_os: checkpoint

3. 1217 playbook $ ansible-navigator run --ee false <playbook.yml> :


https://docs.ansible.com/ansible/latest/galaxy/user_guide.html#installing-roles-from-galaxy
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PLAY [checkpoint]

TASK [Gathering Facts]
ok: [checkpoint]

TASK [include role : acl_manager]

TASK [acl manager : include tasks]
included: /home/studentl/.ansible/roles/acl manager/tasks/providers/checkpoint/block ip.yaml for checkpoint

TASK [acl manager : Search source IP host object]
ok: [checkpoint]

TASK [acl manager : Create source IP host object]
skipping: [checkpoint]

TASK [acl_manager : Search destination IP host object]
ok: [checkpoint]

TASK [acl _manager : Create destination IP host object]
skipping: [checkpoint]

TASK [acl _manager : Create access rule to deny access from source to destination]
changed: [checkpoint]

TASK [include role : acl_manager]

TASK [acl_manager : include tasks]
included: fhome/studentl/.ansible/roles/acl_manager/tasks/providers/checkpoint/unblock ip.yaml for checkpoint

TASK [acl manager : Delete access rule that deny access from source to destination]
changed: [checkpoint]

PLAY RECAP
checkpoint 1 ok=7 changed=2 unreachable=0 failed=0 skipped=2 rescued=0 ignored=0

Sk
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https://docs.ansible.com/ansible/latest/galaxy/user_guide.html#installing-roles-from-galaxy

Red Hat Ansible Automation Platform 2.4 Red Hat Ansible Z2B51{biSE

25 2 & {#/ ANSIBLE Ba#HITRZ A ZNFIER RS5T (IDPS)

IR LUE A Ansible BT ABRINFIMER RS (IDPS), W FA$Er, FHi1EA Snort £ IDPS, {&
A Ansible BElERDREANEES, NES. ABMESRE, UOEBIMEIER.

2.1 R RFE
TEFFIAER Ansible BZI#4T IDPS 281, ERGREEERINERE IDPS Ff SN IERREMERE,

o B &% Ansible-core 2.15 & & ik A,
o SSHEEMBACKE.
e IDPS ¥4 (Snort) BEAREHEE,

o RALLIA] IDPS BRS5 2% (Snort) i il HATHT SR,

2.1.1. BE B IDPS &2
EI5iF Snort ERERINERE, 15 B sudo AT HERIZUEERA

$ sudo snort --version

"> Snort! <*-

0" )~ Version 2.9.13 GRE (Build 15013)

"" By Martin Roesch & The Snort Team: http://www.snort.org/contact#team
Copyright (C) 2014-2019 Cisco and/or its affiliates. All rights reserved.
Copyright (C) 1998-2013 Sourcefire, Inc., et al.

Using libpcap version 1.5.3
Using PCRE version: 8.32 2012-11-30
Using ZLIB version: 1.2.7

FUEZARSS R E IE1E@5d sudo systemctl EELIZT :

$ sudo systemctl status snort
e snort.service - Snort service
Loaded: loaded (/etc/systemd/system/snort.service; enabled; vendor preset: disabled)
Active: active (running) since Mon 2019-08-26 17:06:10 UTC; 1s ago
Main PID: 17217 (snort)
CGroup: /system.slice/snort.service
L—17217 /usr/sbin/snort -u root -g root - /etc/snort/snort.conf -i eth0 -p -R 1 --pid-

path=/var/run/snort --no-interface-pidfile --nolock-pidfile

[...]
NS Snort IRSS% A 21T, £ systemctl restart snort EFTE I EHEFRTIRS,
WIANRS A TSENIRSG, BiF AR 3R CTRL #1 DB Snort fRS58%, SHEESSTHEA exit. FTE
H—F X HEFM Ansible 5] EHLEL Ansible i#1T,
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2.2.1. QI IDPS #)

A ids_rule A BEREAMNIF IDPS B4, HIM0, ERLUXE—FHAN, ZANFERS X E
E AR — BRI R ER .

BA, ids_rule AR Snort IDPS,

SeRFMH
o REZE root FF BETE Snort RS &R L ITETEN.

it e

1. ¥/ ansible-galaxy fn 5% %% ids_rule & :

I $ ansible-galaxy install ansible_security.ids_rule

2. ¥TE—/14 ) add_snort_rule.yml ¥ playbook X, KBTS :

- name: Add Snort rule
hosts: snort

3. 750 become IR, LR Ansible ZMEREFALFH,
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- name: Add Snort rule
hosts: snort
become: true

4. BRI T2 ERIETE IDPS SR AT

- name: Add Snort rule
hosts: snort
become: true

vars:
ids_provider: snort

5 FMUTESHIBEFTESHEE (OHN,. Snort NI STHELA RN - present 3 absent B4R
) ARINE playbook H :

- name: Add Snort rule
hosts: snort
become: true

vars:
ids_provider: snort

tasks:
- name: Add snort password attack rule

include_role:
name: "ansible_security.ids_rule"

vars:
ids_rule: 'alert tcp any any -> any any (msg:"Attempted /etc/passwd Attack”;

uricontent:"/etc/passwd"; classtype:attempted-user; sid:99000004; priority:1; rev:1;)’

ids_rules_file: '/etc/snort/rules/local.rules'
ids_rule_state: present

ESREBTEN LERMAG, ATERERE LXLEESHNAE, include_role EH—FE
E’\J%EQ

ids_rules_file ZZ £ 357 local.rules STHRIE Y ALE, T ids_rule_state 25 £IRRANFIZAN
REE, TN AIEZAN,

6. IZfTLA T epH3Ki51T playbook :
I $ ansible-navigator run add_snort_rule.ym --mode stdout

1217 playbook [&, FRHTOIEEINISN, FRBEESILRNIT. EAI playbook i RHAIAER]
PLAY. TASK. RUNNING HANDLER #1 PLAY RECAP,

EIGUEEEY IDPS M 2B ERINGIEE, @id SSH E#E Snort RSB HEE
/etc/snort/rules/local.rules XA A,

10
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