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HawtlO IR FEEMNEERF A 74018 HawtlO N BRRFEMA L IEIETE, B2 —MET Web BYIZH|
B, TMREESA LU EMEESE A HawtlO A2, HawtlO EF TR HawtlO #ii
(https:;//hawt.io/), HawtlO iZEfiZHl A 1ER IR 7 a0{aI {5 HawtlO BB ATER,

T

AIEFEBIZ AZ Apache Camel eco-system FFRZ A HIEE G, AERBBEX Apache Camel F1IEHLA
RN IBERE—EN T #E,

FHREEES

RN FEHRBN A, ST Web BUHFRFERBMNIES., BITMXENRIEFFLE : master,
slave, BEHEMELYE, BFHIAI/E+SRE, XEFRFEEFHEENNLANLZITHRAPERS LE,
{FIEEE CTO Chris Wright FIE &,

[l


https://hawt.io/
https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language
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12 HAWTIO #5it

HawtlO R£LIEHIEEHY Apache Camel FIZLIEMIEERT AMQ BIIZETIESIG. EEMEAIIK Web A (10
React #] PatternFly ) FJEHIATHEIR Web 2BT1RHIA, HawtlO 1247 AFF'H%T%EI BATFRENEE
—NHENEAT HawtlO IARBNFAE R, B HawtlO Zﬂiﬂﬁ_ﬂﬁﬁﬁ OpenShift Ff) HawtlO
if, BILAMEA HawtlO, fERTLATE HawtlO R EEMEEMNERIUR T EMTZTHIEM. BTl
HawtlO F1RLiHIR, HUTER, UKRBEIELRS.

AIEIR G ETF Webpack Module Federation, EEmETT BH ; A LMEREG 15T B HawtlO,
HEE JVM R BB A IEH. HawtlO BERE &4 ATHIER JVM N A FFFEEIA,. M4 SE Apache
Camel, i##. JMX. BHE. i247F. Qartz #1 Spring Boot, HawtlO EEi% it HFAF Camel Quarkus

# Camel Spring Boot, B R TFEEMARSNAMIE, HawtlO E=FR4EN ; eBESFEER
IRE LUMER HawtlO Operator 4 B &8ZF 2 Kubernetes #1 OpenShift,

HawtlO BIfLs=a0F -
o B UMX BUZITHTER JVM, %5712 Camel AR AMQ R (HFAERKIE)
e Camel BEREHMIM O AL TN/ BER
o HHAEIEMNIEN AREFIEN


https://hawt.io//
https://react.dev/
https://www.patternfly.org/
https://hawt.io/docs/plugins
https://github.com/hawtio/hawtio-operator
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2 2 2 INSTALLING HAWTIO
{FH HawtlO =HI& B LA ED :
e M CLIZ1T HawtlO i (9B&EX) (IBang)

T#R ATE Quarkus N TR HH] HawtlO

[ ]
i

#TER A7E Spring Boot N 2R A #) HawtlO

[ ]
i

2.1 IR A G E R INEl MAVEN

ZV5IFALF Red Hat Maven FEFEFRRN I H, BEEGXLEFMHEZERIMNE Maven B settings.xml {4
i, Maven ZER T EB XM .m2 B R EH settings.xml XX, MEZERIEEM settings.xml XX
£, Maven & M2_HOME/conf/ settings.xml HFHIRZTZ settings.xml X,

SR -
EREEEE PRI Y R settings.xml XHABIGIE,
i
1. £ settings.xml SX#eR, HLLIE BHEBE RN G ETR, MRS :

<?xml version="1.0"?>
<settings>

<profiles>
<profile>
<id>extra-repos</id>
<activation>
<activeByDefault>true</activeByDefault>
</activation>
<repositories>
<repository>
<id>redhat-ga-repository</id>
<url>https://maven.repository.redhat.com/ga</url>
<releases>
<enabled>true</enabled>
</releases>
<shapshots>
<enabled>false</enabled>
</snapshots>
</repository>
<repository>
<id>redhat-ea-repository</id>
<url>https://maven.repository.redhat.com/earlyaccess/all</url>
<releases>
<enabled>true</enabled>
</releases>
<shapshots>
<enabled>false</enabled>
</shapshots>
</repository>
</repositories>
<pluginRepositories>
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<pluginRepository>
<id>redhat-ga-repository</id>
<url>https://maven.repository.redhat.com/ga</url>
<releases>
<enabled>true</enabled>
</releases>
<shapshots>
<enabled>false</enabled>
</shapshots>
</pluginRepository>
<pluginRepository>
<id>redhat-ea-repository</id>
<url>https://maven.repository.redhat.com/earlyaccess/all</url>
<releases>
<enabled>true</enabled>
</releases>
<shapshots>
<enabled>false</enabled>
</shapshots>
</pluginRepository>
</pluginRepositories>
</profile>
</profiles>

<activeProfiles>
<activeProfile>extra-repos</activeProfile>
</activeProfiles>

</settings>

2.2. @7 CLIZ17(JBANG)
&R LAE A JBang M CLI 2% H21T HawtlO,

MREL®EE JBang, BERETE : https)//www.jbang.dev/download/

-

Pk
1. {5/ jbang B HEERIN L REZEFH HawtlO :

I $ jbang app install -Dhawtio.jbang.version=4.0.0.redhat-00072 hawtio@hawtio/hawtio
XNREHENERTF jbang>=0.115.0,

2. ENRE HawtlO 8%, HAMUTHAEEDN HawtlO LA

I $ hawtio


https://www.jbang.dev/
https://www.jbang.dev/download/
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3. S BEITIFALT http://localhost:8080/hawtio/ BI¥EHIE., BHEMIHOS, HETUTH

AN .
™ -

I $ hawtio --port 8090
4. MBE AKX CLIBBRTMESZER, HETUATHRG :

$ hawtio --help
Usage: hawtio [-hjoV] [-c=<contextPath>] [-d=<plugins>] [-e=<extraClassPath>]
[-H=<host>] [-k=<keyStore>] [-l=<warLocation>] [-p=<port>]
[-s=<keyStorePass>] [-w=<war>]
Run Hawtio
-C, --context-path=<contextPath>
Context path.
-d, --plugins-dir=<plugins>
Directory to search for .war files to install as 3rd
party plugins.
-e, --extra-class-path=<extraClassPath>
Extra class path.

-h, --help Print usage help and exit.
-H, --host=<host> Hostname to listen to.
-j, --join Join server thread.

-k, --key-store=<keyStore>
JKS keyStore with the keys for https.
-, --war-location=<warlLocation>
Directory to search for .war files.
-0, --open-url  Open the web console automatic in the web browser.
-p, --port=<port> Port number.
-s, --key-store-pass=<keyStorePass>
Password for the JKS keyStore with the keys for https.
-V, --version Print Hawtio version
-w, --war=<war> War file or directory of the hawtio web application.

2.3. 21T QUARKUS [ B2

RA ATE — DB IS HawtlO Bt INEI Quarkus MR,

it =

1. v pom.xml HEYKHGITIARAN io.hawt:hawtio-quarkus 13z #% Camel Quarkus § B :

<dependencyManagement>
<dependencies>
<dependency>
<groupld>io.hawt</groupld>
<artifactld>hawtio-bom</artifactld>
<version>4.0.0.redhat-00072</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
<!-- ... other BOMs or dependencies ... -->
</dependencyManagement>


http://localhost:8080/hawtio/
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<dependencies>
<dependency>
<groupld>io.hawt</groupld>
<artifactld>hawtio-quarkus</artifactld>
</dependency>

<!l-- Mandatory for enabling Camel management via JMX / Hawtio -->
<dependency>
<groupld>org.apache.camel.quarkus</groupld>
<artifactld>camel-management-starter</artifactld>
</dependency>

<!-- (Optional) Required for Hawtio Camel route diagram tab -->
<dependency>
<groupld>org.apache.camel.quarkus</groupld>
<artifactld>camel-quarkus-jaxb</artifactld>
</dependency>

<!-- ... other dependencies ... -->
</dependencies>

2. EFABEKXAHER Quarkus N AERIZ1T HawtlO, #0FFA: :

I mvn compile quarkus:dev

3. ¥TFF http://localhost:8080/hawtio/ LAEF HawtlO #2HI&,

2.4.7217 SPRING BOOT [ HiZF

BT NS RIS HawtlO MiAnZE! Spring Boot . T2,

&3
&
=
4

1. ¥ io.hawt:hawtio-springboot #1373 Camel Spring Boot 2 ZIF2FE 7 1E] pom.xml 5 ER
0 -

<dependencyManagement>
<dependencies>
<dependency>
<groupld>io.hawt</groupld>
<artifactld>hawtio-bom</artifactld>
<version>4.0.0.redhat-00072</version>
<type>pom</type>
<scope>import</scope>
</dependency>
<l-- ... other BOMSs or dependencies ... -->
</dependencies>
</dependencyManagement>

<dependencies>
<dependency>
<groupld>io.hawt</groupld>
<artifactld>hawtio-springboot</artifactld>
</dependency>


http://localhost:8080/hawtio/
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<!l-- Mandatory for enabling Camel management via JMX / Hawtio -->
<dependency>
<groupld>org.apache.camel.springboot</groupld>
<artifactld>camel-management-starter</artifactld>
</dependency>

<!-- (Optional) Required for Hawtio Camel route diagram tab -->
<dependency>
<groupld>org.apache.camel.springboot</groupld>
<artifactld>camel-spring-boot-xml-starter</artifactld>
</dependency>

<!-- ... other dependencies ... -->
</dependencies>

2. 1BI7E application.properties FRANLL 4T 3% /5 A HawtlO #1 Jolokia = :

spring.jmx.enabled = true
management.endpoints.web.exposure.include = hawtio,jolokia

3. EFALERXTEA Spring Boot N FAT2FIZ1T HawtlO, HITFAT7 :

I mvn spring-boot:run

4. ¥TFF http://localhost:8080/actuator/hawtio LA & HawtlO #HI &,

2.4.1. B2i& HawtlO IR
MRIBAFELEER HawtlO iR S M /actuator EAKE, FHEATLUPITULTEE !

1. {£F management.endpoints.web.base-path [E14 B E Y Spring Boot EREMMERE :

I management.endpoints.web.base-path =/

2. &4 A LGRS 1% B management.endpoints.web.path-mapping.hawtio B 43 B & X HawtlO
I AR R

I management.endpoints.web.path-mapping.hawtio = hawtio/console

3. Example:

a. A— M IEETI{EM Spring Boot ~fAll, ©I&ER T HIMILIE—D Web N RTERF, BT
Apache Camel B8H. 1ERFER, HFEE HawtlO Spring Boot =,

b. BT SLHHER KR EIF MBean 2 java.lang/OperatingSystem, ZifZE & Camel #H,
EER, YEEQWRBEER, RERADSERERETRIIR,


http://localhost:8080/actuator/hawtio
https://github.com/jboss-fuse/hawtio-examples/tree/hawtio-4.0.0-product/springboot
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% 3 Z & HAWTIO

HawtlO R EFH G T LB R B MR B HIT .

31LEERME
FRIH T HawtlO ORI & MG AR E B,

SEE default T

hawtio.disableProxy false BB true B, ProxyServiet
(/hawtio/proxyAttr) T LA#% R, iXf#i#S Connect 1
HARTH, XEBKE HawtlO FEIEZEEHLE JVM,
BENAFATREREXEM, EA&EEBEMEMA Connect
TR, P AT e A B,

hawtio.localAddressProbing true EERERKERITFIIRMA IR, LB ML
B false LAZEAE,
hawtio.proxyAllowlist localhost, 127.0.0.1  Connect & AT LT ProxyServiet 28 EIRI B irE

HMEES2MRIIK, HTFRERRA, RERAITFIIR
I AR ENLERRIE A4 T, IX AT AT A
WEN * ARTFAEEN. ERA " HIIRRIMNEIE A
PAE LIENIZFRIE (B30 @ localhost,r:myserver[O-
9]+.mydomain.com)

hawtio.redirect.scheme FESMEIULE, AREN URL EXHEEERIE,
hawtio.sessionTimeout servlet B FER P imT A 2 MR ET FF B9 S AT A]

[BIfE (AR NEAL) . NREEEEX LT, M
HawtlO & serviet B2 BVIASIEEBAT,

3.1.1. Quarkus
XTF Quarkus, FRAEIXLEEMERT LIFE application.properties = application.yaml FE &, BHitA

quarkus.hawtio A%

fign -
I quarkus.hawtio.disableProxy = true

3.1.2. Spring Boot

%I F Spring Boot, FrAIXLEE 4R A LATE application.properties =X application.yaml Fi{TE &, #0
TR

fign -

I hawtio.disableProxy = true

10



3.2. B RGEMHEE JOLOKIA

% 3= Ei& HAWTIO

Jolokia X ¥2{# FH io.hawt.web.JolokiaConfiguredAgentServlet EZ/E8E, ©Y BT Jolokia R4

org.jolokia.http.AgentServlet 2%, 1 hawtio-war/WEB-INF/web.xml & ¥, #1RZEFEFH Jolokia 3014
FE L HERESEE E L Jolokia Servlet, EAILUFE(VENFEIZ jolokia %1% 1 RGE M,
fin -

I jolokia.policyLocation = file:///opt/hawtio/my-jolokia-access.xml

3.2.1. RBAC Restrictor

K F—LE7HF HawtlO RBAC (EFABBVIHES) BNZiTh, HerwtlO 2T —MEE X Jolokia
Restrictor £, ERIEACL (UjEFIFIR) RIBRMHINBERTIIEE,

g
i

IR BETE Quarkus #1 Spring Boot A{# A HawtlO RBAC, 1EiX&5217Hf £/ A
RBAC BREIN KT REN 7 3, MmEREMIFL,

EHE HawtlO RBAC Restrictor, 1E@i1d System BMHECE Jolokia 234 restrictorClass L&
io.hawt.web.RBACRestrictor, T :

I jolokia.restrictorClass = io.hawt.system.RBACRestrictor

1


https://jolokia.org/reference/html/manual/agents.html#agent-war-init-params
https://jolokia.org/reference/html/manual/security.html#security-restrictor
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28 4 F HAWTIO L2 £ MM B 505 1E

HawtlO HRIBEIZITH runtime/containers, [HRAFMEENARNEHREIE, Bf HawtlO SN AREF—E&EME
A, BB RNZTINEAESMRIESKEZER HawtlO B %HE,

41. BRERMS
TR T HawtlO Bl R MR S X BB B

NEINE

hawtio.authenticationContai
nerDiscoveryClasses

hawtio.authenticationContai
nerTomcatDigestAlgorithm

hawtio.authenticationEnable
d

hawtio.keycloakClientConfig

hawtio.keycloakEnabled

hawtio.noCredentials401

hawtio.realm

hawtio.rolePrincipalClasses

hawtio.roles

hawtio.tomcatUserFileLocati
on

4.2. QUARKUS

12

2R

io.hawt.web.tomc
at.TomcatAuthen
ticationContainer
Discovery

NONE

true

classpath:keycloa
k.json

false

false

hawtio

admin, manager,
viewer

conf/tomcat-
users.xml

U

LUE B2 FFHE A AuthenticationContainerDiscovery
AR, RAERT, RE
TomcatAuthenticationContainerDiscovery, T4
IE3E B tomcat-users.xml X8 Tomcat A, AR
ZMEER JAAS B FIEREGIE Tomeat LRI,
HEALERMANELEE ., =T LUSEM

BRo

{8 Tomcat tomcat-users.xml SXHERT, Z5H5 AT LABK
FIMARIXXAR, HRACKEEHERL ; BREN
NONE., MD5. SHA-256, SHA-256. SHA-384 #
SHA-512,

ERHAREM%,

FATFRIIRAY Keycloak BEE S 4, #IR/EMA T Keycloak
£, MZRIm,

A H A Keycloak 5.

FERASRRIER 2&RE HTTP R 401, B%
RAEIE, SRE 401 S B HE QRRE
. BIABERT, XMEIN false, RE HTTP KA
403,

AFEFRHNRLH,

TEREMNEFRLEN. ESATUIRENE,

EXEREFER AR, ESTULRENAITN
A, KB * RZEME, TE HawtlO KiERFNERAA

BRE,

187 tomcat-users.xm| XEMEBRALE, 0
/production/userlocation/,



% 43 HAWTIO MR EMMFHTUE

HawtlO {8 F Quarkus # Keycloak 12 AtBYFIEHL I3 TR

INREH Quarkus 22 HawtlO &14451iE, 1E7E application.properties FRIILA TECE :

I quarkus.hawtio.authenticationEnabled = false

4.2.1. Quarkus B Q% IEALHE

HawtlO R 2 Quarkus FEI— Web N B EF, FEEEFHHE Quarkus IREELAEIIE Web N R A
X555 1F HawtlO —FF,

FIXE, FITHNMEEL HawtlO A £ T RN S M LI REIDRTE /Y,

! o
AERWEEFIMERERET RN S MR, XFMHLEI R T F AN B89,

1. ERETEUENSMIGIES HawtlO BEER, BRI TERBTUAINE pom.xml & :

<dependency>
<groupld>io.quarkus</groupld>
<artifactld>quarkus-elytron-security-properties-file</artifactld>
</dependency>

2. RAETEFILUE application.properties F7E X k5 A S MR%E, BIt0, AZAZ7 s3cr3t! #
role admin . /7 hawtio ELNTF :

quarkus.security.users.embedded.enabled = true
quarkus.security.users.embedded.plain-text = true

quarkus.security.users.embedded.users.hawtio = s3cr3t!
quarkus.security.users.embedded.roles.hawtio = admin

Example:

BXETEENFHIIENIESRA, ES6 Quarkus =41,

4.2.2. ¥ A Keycloak B9 Quarkus

HS [ Keycloak &£/ - Quarkus,

4.3. SPRING BOOT

BR T FRAERY JAAS B2981EA, Spring Boot LB HawtlO 1A AT LLE T Spring Security 3% Keycloak i#1T
R, IMREH Spring Boot 22 HawtlO B42%IE, 157E application.properties F RN TEE :

I hawtio.authenticationEnabled = false

4.3.1. Spring Security
¥ Spring Security 5 HawtlO f5E & :

1. ¥ org.springframework.boot:spring-boot-starter-security I0ZE| pom.xml 5 BRI -

13


https://quarkus.io/guides/security-authentication-mechanisms
https://quarkus.io/guides/security-properties
https://github.com/jboss-fuse/hawtio-examples/tree/red-hat-build-of-apache-camel-4.4/quarkus
https://hawt.io/docs/keycloak.html#_quarkus
https://spring.io/projects/spring-security
https://www.keycloak.org/

14
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<dependency>

<groupld>org.springframework.boot</groupld>

<artifactld>spring-boot-starter-security</artifactld>
</dependency>

2. src/main/resources/application.properties 1 Spring Security EZ& N IZE LT :

spring.security.user.name = hawtio
spring.security.user.password = s3cr3t!
spring.security.user.roles = admin,viewer

3. WIIE N REEERIIZBEWNAER Spring Security RN AR :

@EnableWebSecurity
public class SecurityConfig

{
@Bean

public SecurityFilterChain filterChain(HttpSecurity http) throws Exception
{

http.authorizeRequests().anyRequest().authenticated()
.and()

.formLogin()
.and()
.httpBasic()
.and()
.csrf().csrfTokenRepository(CookieCsrfTokenRepository.withHitpOnlyFalse());
return http.build();
}
}

Example:

BRI =B, 1550 springboot-security i,

4.3.1.1. {8/ Spring Security F B2 N AERF

INRIFIXKEZERIZ A T Spring Security BI76F2 Spring Boot N T2, BHAR Spring Security EZE /b
YEM HawtlO 41 &151A], XATRE, BRIAK CSRF RIFARZIEITZ 7] Jolokia s, EILERTE
HawtlO #25i& A 5 B E P4 IE R IL

Digk

H
[=]

S
1/}5.[/35%.:\’

ERNEN ARFRET CSRF WTBI X,

1. &R ARG RBTELEN A FZEER Jolokia tinm By CSRF R, #ITFAT

import org.springframework.boot.actuate.autoconfigure.jolokia.JolokiaEndpoint;
import org.springframework.boot.actuate.autoconfigure.security.servlet.EndpointRequest;


https://github.com/jboss-fuse/hawtio-examples/tree/red-hat-build-of-apache-camel-4.4/springboot-security

% 43 HAWTIO MR EMMFHTUE

@EnableWebSecurity
public class SecurityConfig

{

@Bean
public SecurityFilterChain filterChain(HttpSecurity http) throws Exception

{

// Disable CSRF protection for the Jolokia endpoint
http.csrf().ignoringRequestMatchers(EndpointRequest.to(JolokiaEndpoint.class));
return http.build();

}
}

2. BRI Jolokia i, BNE&A Spring Security B9 CSRF {£1, ZEETE src/main/resources/
T1R#E—" jolokia-access.xml 32, KLU T (snippet), LMERBRET RAILIANE :

<restrict>

<cors>
<allow-origin>http*://localhost:*</allow-origin>
<allow-origin>http*://127.0.0.1:*</allow-origin>
<allow-origin>http*://*.example.com</allow-origin>
<allow-origin>http*://*.example.com:*</allow-origin>

<strict-checking />

</cors>
</restrict>

4.3.2. 1A Keycloak #J Spring Boot

HB A Keycloak &£/ - Spring Boot

15


https://hawt.io/docs/keycloak.html#_spring_boot
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% 5 = £ OPENSHIFT 4 #i%i& HAWTIO

FAR HawtlO FELLNIZBENS X I Fuse 7 N, {EEEH Camel M HF Camel 4.x &
Cn B, RATEETCAER HawtlO 4 B Fuse 7 Camel FRH,

1£ OpenShift 4.x £, 1%ZE HawtlO S REZHRMELEC, LWRENEHLENGZER OperatorHub 12
HawtlO Operator (1§57 5177, "M OperatorHub £ OpenShift 4.x L ZEFMERE HawtlO") .
A, IEETLLUH HawtlO BE X ETFAERUTFEHI(RBAC), 1 OpenShift 4.x £ HawtlO 88 2.3 77
"Role-based Access control for HawtlO" Frit,

5.1. {5 F§ OPERATORHUB £ OPENSHIFT 4 tZ & #1%Z8ZE HAWTIO

HawtlO Operator £ OpenShift OperatorHub 124, FAFZRE HawtlO, EEE HawtlO, EINERE
B %4k Operator BISEfILA K% HawtlO B E L FTR(CR),

REMEBE HawtlO :

1. UEBEREEE AV FIREA P 1985 Web 525 #) OpenShift #H &

2.

= Operators, A5 OperatorHub,
3.

EEFEFEHOD, #A HawtlO kit iE Operator 5%k, == HawtlO Operator,
4,

1£ HawtlO Operator &, == Install, Create Operator Subscription &RFEfFITF :

X F BHE, E%FE stable-vi,

X F Installation Mode, EZENIAE (REPMSFEMRZEMHE) .

a3

Cﬂlﬁ'

IR E T Operator 1% HawtlO CR M6y A Z2E], X5 6pEZeiH

HawtlO E#5E B EN R M R M AR, FH LR HawtlO CR
=

XIF Installed Namespace, EFEEEHPZE HawtlO Operator H6p £ 22 [H],

16
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% 5% £ OPENSHIFT 4 Hhi%i& HAWTIO

%IF Update Approval, %% Automatic % Manual &2 & OpenShift i{a - E%}
HawtlO Operator BIEE#,

MREFET Automatic updates %%, F+HAHhRAR HawtlO Operator &
Fl, OpenShift Operator Lifecycle Manager (OLM)$F B AR IELEZ1TH HawtlO S
B, mE{IANTF ;

MREFET Manual EFES, BAEHMRAR Operator AT, OLM R&fjg—4
BHEiER. A, SHERAWNFHHERTIEKR, FEEf HawtlO Operator BH =
A,

= Install #] OpenShift ¥ HawtlO Operator 2T X fijep & 22 A,

ERIEREE, = Operators, ARG = Installed Operators, HawtlO [/ G RIEREERTIR

{81/ OpenShift Web #2HI&5%8E HawtlO :

f£ Installed Operators %Iz, 7 Name %I s HawtlO Operator,

£ Provided APIs B Operator Details TIE#, s Create HawtlO,

BZEERAEHERE BT,

XIF Replicas, ZHZE{RE HawtlO thEE (HIMESTAMINED) , ALUSMNS
Ec4: HawtlO B9 pod (= ;

*F RBAC (ETFMA@amijniLs) , RBET Config Map FEHIEE—/MHE,
MEZAE XEKIAK RBAC 174, FHHRERET HawtlO Operator s {2 [HhEfF
1£ ConfigMap 3¢

*FF Nginx, &34 HawtlO Operator Z3p0tEEEVA (L

17
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XF Type, 157 :

£ : BT M HawtlO MR ARER 151 OpenShift £8 EMmA
fZefh ;

w5 221 : T P I — e £ ZE A P EB E B A T HawtlO BIA FHEES

£% Create, HawtlO Operator Details ITE{F##T 7 2 1B EHIRKE.

FHFF HawtlO :

X F tp £ 2E[H] BFE : 7F OpenShift Web #E#I& #, FTHZFE HawtlO 1R{EZ5H9T1H,
A EEFE Overview, £ Project Overview IiEH, [6TFiR5)%) Launcher 885, 47
HawtlO ##1%,

X F EBFEBE, 1f OpenShift Web 12#I5 AL EIf= s, i & [Ath, TEHHFRH
i1, Hi{; Red Hat Applications, #if; HawtlO URL ###E,

B% HawtlO, i 28T # 7 Authorize Access UiE, Be5H 7 AT EH R,

it Allow selected permissions, HawtlO 7555 HF, BB E BT
HawtlO B95/ S pod,

& Connect B EH IR FHFER. WA fFHTH— N g a8 0, HEa HawtlO 18957/
Eﬁfo

5.2. OPENSHIFT 4 _E HAWTIO B9E F £ 28917 15/ #2E %
HawtlO 1B E T A G H1E#HI(RBAC), E1#R1#E OpenShift 124LHGH F IR M, £ HawtlO

H1, RBAC AEH ' 1£ pod _LH T MBean £EfE,

WFEHF OpenShift IIBIE/E, 15254 OpenShift 3 £5789{#&H RBAC & X FHW IR 85

18


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.14/html/authentication_and_authorization/using-rbac

% 5% £ OPENSHIFT 4 Hhi%i& HAWTIO

24 (& Operator £ OpenShift L Z%# HawtlO if, Eil/5 AR F A Gy a/Et#, HawtlO RBAC
/H OpenShift #1689 pod ZrRATERIES AR, LUEER 7 Z£ HawtlO H15f pod B9 MBean & fEHG1/H,
BEHT, XF Hawtlo, BHTNEHF AL :

admin : H1RA /7 5T LLZE OpenShift & HT pod, N2 #R##E HawtlO B9 admin £
&, M/ aLUE HawtlO 417 pod Hif75 MBean #£fF,

Viewer: Z1:fH /el LIFE OpenShift 15K pod, J/E R #R#I#E HawtlO B9 viewer £
&, M ALUE HawtlO #1757 pod HifTH 52 MBean £E1E.,

5.2.1. #iE OpenShift 4 _E HawtlO B9i%i//f 2

HawtlO B F &89 1522 M 89 pod B9 OpenShift TURAHEBTHIFN], EHERIEER 1%
¥ HawtlO 15/H/fa s, i5ZCE#Z 5 Pod A /7689 OpenShift fIBR,

ﬁ/*ﬁ%#:
[
A&
[
pod B9E
SE :

EHER S ZEEH pod £ HawtlO admin A&, 15a{T T o RkEEH S Ea o LIEHT
OpenShift L8 pod :

I oc auth can-i update pods/<pod> --as <user>

AR 2 yes, N EA Pod B9 admin fta, M/ aLixf pod HifT HawtlO F189F A
£E1E,

B ERES 7 pod 25 HawtlO viewer fta, sl Fan s X BB 28 Ll
OpenShift L7 pod :

19
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I oc auth can-i get pods/<pod> --as <user>

4.
AR 2 yes, JEFEA pod B viewer fAta, M/ aTLIZE HawtlO # pod HifTH %
E1E, HRIELTFX, HawtlO R IFBF viewer A GHIHF HiTEA MBean t£fF, h2E22,
—NETE, HELE B EA MBean 2R Z X TN FH 8 7 P BTEEE,
5.

WRRBEWIN, R FEIEFF] HawtlO A6, /7 E24E Hawtlo 1ZE pod,

5.2.2. 7f OpenShift 4 #1£1E X %] HawtlO I F £ (6915 BR

HIRZAEFH OperatorHub 2% HawtlO, JIEi/ /5 AE FA GV IHEEFH(RBAC), ZEHE X HawtlO
RBAC 777y, 7ZB&Z HawtlO ZFi, #7itett ConfigMap %R (EXEZEX RBAC 177) . It
ConfigMap B9%& & 1E HawtlO B E X 7 IR(CR)AY rbac BCESEH HHIA .

HEX ConfigMap FrIRSATFMEIZ# 7 HawtlO Operator Hja1— £ ZE /5],

SERFM -

HawtlO Operator EM OperatorHub Z'%,

AE :
EZE X HawtlO RBAC At :
1.
Y% RBAC ConfigMap :
a.
R 255789 OpenShift i H 2 E L& HawtlO B9TiH, #I4, ZEf£ hawtio-test TiH
HHZeEE HawtlO, 51Tl s -
I oc project hawtio-test
b.

MEERLEE HawtlO RBAC ConfigMap X #t, Hiz{TiX e+ :

20



% 5% £ OPENSHIFT 4 Hhi%i& HAWTIO

oc process -f https://raw.githubusercontent.com/hawtio/hawtio-
online/2.x/docker/ACL.yaml -p APP_NAME=custom-hawtio | oc create -f -

(EHLLT i B #THI E E X ConfigMap :

I oc edit ConfigMap custom-hawtio-rbac

BT R E4i%, ConfigMap % IEIF &L

IR, O — 17 #TH9 HawtlO CR, B/ 7£/E M configMap T#M#r ConfigMap
B EFFk 4 rbac 585,

& Create, Operator j/i%a8& —1°#TikZAH] HawtlO, L& EE X ConfigMap

5.3. M FUSE ##I&F#

HawtlO EE X ¥ E X (CRD)AR A B M vialphal AKE vl, XEBEELE HawtlO 12E5E,
PP A Fuse-Console HE X KB (CR)FFHXKEIX kA, CRD B4 GitE=lE ERIFFZ,

CRD JRZEBIEREGZE CRD #1, {H HawtlO 1£FZ5 B F L% HawtlO ; R T3¥, &It Fuse-
Console 1E{EZ51DEEN IE %% Fuse-Console,

HawtlO #] Fuse-Console f/fE s 17 FIM 7 B9 1T

5.4. #£ OPENSHIFT 4 _LAH % HAWTIO

Red Hat OpenShift 4.x 4% Operator B9& %7, £75 HawtlO operator, s EZIEE, HEL
Operator OpenShift 3X#4, 74, Operator EFRRIEIN FEEFRIBCIE T M4 W FHFEFH K.

5.5. £ OPENSHIFT 4 #1372 HAWTIO HIttgE

2L T, HerwtlO LI Nginx K& :

21
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clientBodyBufferSize: 256k

proxyBuffers: 16 128k

subrequestOutputBufferSize: 10m

%{;

BXX LR ELHA, 15E 6 Nginx 3£,

FEJZ HawtlO BIIEEE, £l LUKEFEf clientBodyBufferSize. proxyBuffers #]
subrequestOutputBufferSize 2 553E, A, HWRZEEH HawtlO 2% 1 pod FHIEEH (G4l #
100 NEH) , ZEETLUE T #F HawtlO B9 subrequestOutputBufferSize 152 E%iE 7 100 m AR
I0EGEEI 7],

5.5.1. X/ HawtlO Operator ZZRIHEEEHEE

1£ Openshift 4.x £, ZeJLI7EEEE HawtlO Z Figk2 I X iE Nginx HEEVTILIHELE, WRERE

XHAH, OpenShift REHEEE HawtlO,

SEREM -

B ATRE FHFEFE X OpenShift £ BT IR,

MEE

B LIEEBE HawtlO Z Fist e EiREHIE LS,

HEBE HawtlO Bk BEHEDE -

7£ OpenShift Web ##/5H, Z#7# HawtlO Operator B95iH, ##¥ Operators>
Installed Operators> HawtlO Operator.
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http://nginx.org/en/docs/dirindex.html

% 5% £ OPENSHIFT 4 Hhi%i& HAWTIO

Hif; HawtlO #5iF, 5% 17 Create HawtlO,

{£ Create HawtlO J{EH, & Form #&H, [ TF/&5)F Config> Nginx 554

BIF Nginx 384, ZEREHEZE, B :

clientBodyBufferSize: 256k

proxyBuffers: 16 128k

subrequestOutputBufferSize: 100m

%2 Create deploy HawtlO,

BEsTHE, #TH Deployments> HawtlO-console 7iE, /&% 17 Environment L{
B 8 E B TESIZ .

FFEFE HawtlO F i EHIEDE -

1£ OpenShift Web ££#E 1, FTHEBE HawtlO B95iH.,

ZEF¥ Operatorss Installed Operators> HawtlO Operator,

H#i; HawtlO T, ZE# i HawtlO,

EEE Actions> Edit HawtlO,

{£ Editor &0, JR5)F) spec 384

23
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7F spec 284, FMFLI nginx R HIEE— 1k Z N HEDLE, HIA -

apiVersion: hawt.io/v1
kind: Hawtio
metadata:
name: hawtio-console
spec:
type: Namespace
nginx:
clientBodyBufferSize: 256k
proxyBuffers: 16 128k
subrequestOutputBufferSize: 100m

i Save, OpenShift EFEBE HawtlO,

B ETE, #TH Workloadss> Deployments> HawtlO-console &, &M
Environment X & & JIZ B &,

5.5.2. ff HawtlO 1 & &M HEEFHIMEEE T Z

12709 HawtlO BIMEBET T HhBER iF B BB A AE MBeans BN S, EEFILINIEE, EHTUT

L2 A

SERFEM -

B ATRE FHFEFE X OpenShift £ BT IR,

M

18I FEREFFBIPI 7 FR(E

EEBE HawtlO E18 A F7RRE -

1£ OpenShift Web ££#IE 1, FTHEBE HawtlO B95iH.,
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% 5% £ OPENSHIFT 4 Hhi%i& HAWTIO

ZEF¥ Operatorss Installed Operators> HawtlO Operator,

1 HawtlO i+, 25 # 4 HawtlO,

£ Actions> Edit HawtlO,

1 Editor & 007, [BT/&5)%) spec.resources 354

HF EKARE B9 FH AR E

£4 Save

HawtlO k7 iZ (% F#TH) Z s EHTEEE.
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% 6 & ) HAWTIO fE46iX BN fHEESF

KT T UM OpenShift _LE8E Camel Quarkus v H#2/, &/ Camel Quarkus & E/5H T
HawtlO, £ OpenShift LAEE/E, EfFH HawtlO f£4% 2L,

WLTTE @ Quarkus Z#55% fl Kubernetes § B B 1%, HIFHIBET
Kubernetes/OpenShift #£2¢(pom.xml),

JEA T HawtlO BIECE R K iR E ERIEBME < properties&gt; BB HE N, ERFECEHT
HawtlO, 24if¥ Jolokia fCEEHI MZIAZE 7 HTTPS #1 SSL client-authentication B9, &
Flitig EEN S HawtlO ZE26EPIEELEIPTAE (B[ 7 hawtio-online.hawtio.svc) ,

<properties>
<jolokia.protocol>https</jolokia.protocol>
<jolokia.host>"*</jolokia.host>
<jolokia.port>8778</jolokia.port>
<jolokia.useSsiClientAuthentication>irue</jolokia.useSsiIClientAuthentication>
<jolokia.caCert>/var/run/secrets/kubernetes.io/serviceaccount/service-
ca.crt</jolokia.caCert>
<jolokia.clientPrincipal.1>cn=hawtio-online.hawtio.svc</jolokia.clientPrincipal.1>
<jolokia.extendedClientCheck>true</jolokia.extendedClientCheck>
<jolokia.discoveryEnabled>false</jolokia.discoveryEnabled>
</properties>

X E TV ES -

AL 5 7F development = Fi51T -
I mvn compile quarkus:dev
S ZHBIEH AT RE{THI JAR :
I mvn package && java -jar target/quarkus-app/quarkus-run.jar

LEZKAMEH Jolokia fCEEA1T :

ol LI fE K& Jolokia JVYM CEE ST X0, W TFAT :

26


https://github.com/hawtio/hawtio-online-examples/tree/main/camel-quarkus
https://quarkus.io/guides/container-image
https://quarkus.io/guides/deploying-to-kubernetes
https://github.com/hawtio/hawtio-online-examples/blob/main/camel-quarkus/pom.xml

% 63 Jy HAWTIO B R BN HER

java -javaagent:target/quarkus-app/lib/main/org.jolokia.jolokia-agent-jvm-2.0.1-
javaagent.jar -jar target/quarkus-app/quarkus-run.jar

5 RZBEZ OpenShift:

EIFHEBBTERF P, EHEENX pom.xml PEEEGEEREH, LUESTFLHLE, (il
& & # 7 quay.io/hawtio/hawtio-online-example-camel-quarkus:latest, EhiZ#EHE
B Quay.io _EAY hawtio 4, )

<!--

Container registry and group should be changed to those which your application
uses.
-—>>
<quarkus.container-image.registry>quay.io</quarkus.container-image.registry>
<quarkus.container-image.group>hawtio</quarkus.container-image.group>
<quarkus.container-image.tagslatest</quarkus.container-image.tag>

A, @AELET -Dquarkus.container-image.push=true FHHB2TiH, LUFHIEE G
EFELEE registry :

I mvn install -Dquarkus.container-image.push=true

EBEH T X A ATE target/kubernetes/kubernetes.yml L4 56, #/H kubectl 58
oc %, & resources XEEBEN IS :

I kubectl apply -f target/kubernetes/kubernetes.yml

BELE, pod B3, BTUEEHPEIINVEERFHS,
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B 7 E BEBSHNERF

2L x &R 7 OpenShift B9 HawtlO ff, A HawtlO F IR 27 o] [ Z 55

I

EEEE (08 HstlE) &4, 15 OpenShift 2415,

E&HE OpenShift £ L/5/H 7 HawtlO B9 FE/F#] AMQ Broker (#IR:iEH) , igmid
Online #Ti+
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& 8= HEHEE APACHE CAMEL M ARRE

2 8B HEHEZT APACHE CAMEL W HEFE

1£ HawtlO B9 Camel ZEWi-FH, #alLIZFZHIEEE Apache Camel L FX, #5HIFAHEKHIT,

B EFL TG -

FTBIETE517H Camel _E FX3IZ&

£F1 Camel L FX (#] Camel kZSHIZITHTEE) BIiEHES

&1 Camel N/ fEFEF BRI {TH 51T HBIAT B 5 152

IEFEZE TS B IR 2 LA R SE RS 16 P

A e LUE T LU F BES Camel N EFXH :

JESIRIE L TX

EEFrA Camel NHERF RABHILRER, LUEETUER. Fib. &7 HES

B TS B SI 2E ER RV

D H B H fFR L X5 Camel s

X

RELFEDIEH—1 5621 Camel B8HIB9Z2:1, Camel F£TiF= 5T/,

8.1. |5zl EfFstikc L TxX
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1£ Camel ZHI-EBIF HH, #id; Camel Contexts,

2.

P GIZe I — 1 3t Z L T X HIE,
3.

&% Start 3t Suspend,
4.

WERLETFX -

a.
Zi1E F X,

#ii ellipse Ftr, ZEM FHZHH1EFE Delete,

%{;

2EWERE T, BRI LIMEBZBIN R F IR E

8.2. &Z& CAMEL N HEF IS

1.
££ Camel LT FHIF A, = Camel NS,

2.

EEENHBMAIERSIZ, 15H T Attributes,
3.

BEENHEFEMNEFEZT, &M Chart, Z/Gs= Edit LUEFEEHRZHETEME,
4,

FEEEAHIFMALH, Emid Exchanges,
5.

EHEEN HGnm, EHid Endpoints, ZaJLIRHE URL. Route ID ] 75/a i #E51Z.,
6.

FEEE. FAMIZAES Camel WEXREFHHAEXBIZTIES, BHIFFESEXHAESH
LEHATFEIRGER, 15 H T Type Converters,
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& 8= HEHEE APACHE CAMEL M ARRE

FEEEMNAT JMX RIE, WM XML F5h026EHTEEH st Z 1 classpath HiEIET A Camel 4

4, iF2 Operations,

8.3. Z& CAMEL S#5/5IZH 52K H

1.

BEEBAIIZE -
a.
5 Camel #TiE,
b.

PP, s b RS BYEE I SR -

routes
Routes Route Diagram Source Exchanges
P Start © Stop
O Name State Uptime Completed Failed
O cron Started 1h7m 404 [0]
O simple Started Th7m 406 0]

5. B ER— T2 TNEH -

Handled Total InFlight Meantime
[0} 404 2 10
0o 406 0 0

EWGERS, EOHEEFIEE, K, #i ellipse Kty ZEM FHFEHEPLERFE W

a.
LE Gl — 136 2 NEE I 55 HIRE,
b.
%2 Start 2t Stop,
c.
ﬁo
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[J Name State W Delete Completec

cron Stopped 406

"

WERE I, T LU RMEB 09N AR IR,

BA o LU R R RE BB Y, 2R IE i e E A RIS A
3 ISR E,

3.
ZEHEEHHBIERA, 155 Route Kz,
4,
FEEEA AU H, Emid Exchanges,
5.
ZE&Finm, 15m Endpoints, #aTLI#RH#E URL, Route ID 175 [E11 15512,
6.

2 Type Converters &, GHHIZHS Camel AEXRIEZHHHEXIZIER, ZHl4H
FFFEHE IEXCHLE Bl Pt o T Iapg R 2,

SHEBAXE :

1£ Camel I FHIF R, HFE—1EBH, EEELHBERAERNIZ, FHaT
Attributes,

EaERHEMREEE T, 1Hm Chart, ZaTLim Edit FAFEEHZHETNE
ﬁ(’
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& 8= HEHEE APACHE CAMEL M ARRE

FEEEAHIFMAIH, 1Fmit Exchanges.,

d.
&% Operations B EH B _LHTIT JMX LR1E, HIFFEHEBFAE XML 26 HIBT
Camel ID {4,
8.
B BHREEE :
a.
1£ Camel ZHTFBIN A, TFFE— 1 H,
b.
ZEFE Trace, #X/esz Start tracing.,
9.
FEB X EBIEH -
a.
7£ Camel HETFBIF I, FTHFL FXBIGmm X AET, IS,
b.
it Send FHETIF,
C.
LU JSON st XML & FiEH S,
d.
#f Send,
e.
EOFEEHIA Trace HiF, KUEEHSE HH T
8.4. Vi EEHI
1.
1£ Camel ZHTFBIN A, TFE—1EH,
2.
£ Debug, e 4Hdr Start debugging.
3.

EBT R, FEREFE— T s, ZKlEHd Add breakpoint, T srfAR I — LG
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i =

Debug

+ Add breakpoint | ‘ © Add conditional breakpoint l Step

P Resume

=0

0 44

From quartz://cron

22

Eq

Set Body: Hello C...

4,
TR IEET R S5 Z A -
— Remove breakpoint [ 1 Step l l P Resume l = Details
uUID: 3 X
o, Breakpoints
70 0 406
Breakpoint Remove
From quartz://cron
~ setBodyl (x)
I
: setBody2 (x]
Ed °
Set Body: Hello C...
5.
M TELHAT—1 T4, 28 Resume #HI k15 1THH
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% 8= HEIHETE APACHE CAMEL N ARERFE

Debug

‘ = Details

= Remove breakpoint | | 1 Step H P Resume

_..’D

1 49

From quartz://cron

Ed 0
== 27
Set Body: Hello C...

By EfE #H, UEPE BB,

STHk/E 2 Stop debug. ATEBTAZBHEL.
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# 9 B BEHEFE JMX 157] MBEANS

Java B B (JMX)E—Fh Java K, AiFEMESTTI EEETR (IR RKaHNBEERF) . 7
BH£7 MBeans (F5F Managed Bean) HIX|RZci, HalLITEFROEE. st L /517 I EFEH]

/‘Pb?'ﬂ?‘
J’t,n: I I deFvo

1480 HawtlO _EB9 JMX fE#, #aLIZE B FIEEE JMX 7] MBeans, #aL{Z & MBean B, 517
w7 FI0I8 27~ MBeans 7if 158892,

JMX ETFRALE S JMX BRI HEFEZHZHEG MBeans BIRIXHEA, #efLI7F MBeans _F & &i¥ s
A TR 5,

MEE

EHEH 4% MBean B :

EN I, EFF—1 MBean,

Hf; Attributes ZETiF,

R—TBHEEARITR,

HITERIE -

TEW I, EFF—1 MBean,

Hif; Operations ZEHiF, B IIHBTEEIEZ —.,

H1; Execute LUBTTIZEESE,

BEAZ -
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o= AFEHEHE IJMX EH MBEANS

WA, EFE—TTH.,
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# 10 & BEFHEF QUARTZ SCHEDULES

quartz B — PN EEFESHIFFRIEN EE, #aJLIFEAXZH Java N HFEFNEMK, ZEalLi#A Quartz
AT 8B 368 F40951 4,

FEMVBETE X 9 — Mt Java 21, R LU L FATTE LA AR B A THEE.

HIREERG Camel S5HIE8E T camel-quartz Z1f#, I HawtlO JZ7~ Quartz 20+, 53EE, #ZdaLl
Bl JMX K515 Quartz mbeans,

e :
1.
Z HawtlO /1, #if; Quartz #£ETiF, Quartz HEES Quartz 1HERFHIFERE
. Triggers #l Jobs Z#Hi-FHIH A,
2.
BE GBS, FHT VB ETF LR,
3.
= Triggers £ B EIREEW M Z{THIMAL 25, P10, M4 LEEE—X (B
millisecond) . TEIEEXHIEERB B IFEN IHEL/F5HEW,
a.
B EM AL SRR, 1EM FHSFAE#E State. Group., Name =t Type, /G, o]
LUET EEE A fill-on FERFH—H111EHZ,
b.
EEE %E. FFIIMALMALE, 15H T Action SIHBIEED,
4.

i Jobs T FEFIETEL{THIEWIIZ, e LIRIEZ P RISIRS SYZH {THER
Group., Name, Durable. Recover. Job ClassName ] Description,
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http://www.quartz-scheduler.org/

BNEEHBLE

#1185 BFLE

B L E BRI AR RS,

e :

1.

Hif; Runtime ZEHi+, AEHd; Threads FEHIF,
2.

Threads I EFIH 7PN LR G L BRI EE1#Tg, ZNGRT, LENXLUES ID

Wiz B AT B2,

3.

EFI 1800 ID H{THEF, 15 ID Ffrs,
4,

(a1%) WRIELLEERE (W Blocked) StZEREE it IESIZ,

5.

EFRABEHTHENFAESE, WHELEHHAIZGLEN TR ER:, 151F Actions FIIHf
i More,
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% 12 ZF HR1E HAWTIO H.Z N IE#HH95E

1R HawtlO F1EIA FIAIERE B AR DB Bl A F sk A — B9, 1512 Jolokia 48 KX
&H#, HFI5EmI/H Jolokia marshals HHISRA T HEHK,

I -
1.
£ HawtlO 4 LA, #HdEF Efn, 2EHT Preferences,
Preferences
2.
12711 Maximum collection size ZTiB9E (&l {577 50,000) .
3.

#if Close,
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&5 13 2 OPENID CONNECT &5

% 13 & OPENID CONNECT %#£5%

HawtlO B%:3%#F Keycloak fE% OpenlD fE#£#f7. {H:E Keycloak 2 =7 HawtlO & HBIACIE 75 .%
EB# M. B OpenlD Connect Core 1.0 22 %X G742 uF (EF OAuth 2) B/ ZHIEHIET AT,
Bt HawtlO 4 BEZE3¢ #+: /8 OpenlD G175,

13.1. HELRFIA TE

Z 7% HawtlO #0faI&fH OpenlD Connect #] OAuth2, FEilF —LHFHER, R4 OpenlD
Connect (EF OAuth2#4#) B HXGHIuFHER 3 N EES -

HRRF A -

FEEFHRIPHFRBIR S #5411, R bRIE 105 e RS #Z 7 /iR, 18R, IR #5348
14 REST API i/, A BT+ 5RE.,

& g :

WEEF GEEAETAEFRE) XA U RRS % (R ZEAAE) . B &R
R85, B/ me e BRI B,

7£ OpenlD Connect ##54, &/ itk dependent party (RP),

RIRF 47 -

I il I R R 55 o [F B S IR 5 5o &/ I B KIRIKR S e b A~ (HRATE

&) , WRGHIULTY, TR B Gk Mo 5 H R AR 55 o

1£ OpenlID Connect &, IR & %% OpenlD Provider (OP),

OAuth2 #] OpenID Connect B9EZE#r, EATFNAVIIH API, X% EHEFITHE G
H, FEHE HawtlO A5 B _E5 5 €5 -

HawtlO &/ inp HEEF e —1 OAuth2 &/ 'im, /"5 Hawtio Web WHEFXHE, &
4517 Jolokia fCFEHY Hawtlo Server (backend)i&fs. #E1i/4] Jolokia fCZER, HerwtlO FE
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OpenlID Connect vili/5 . Hilt, HerwtlO & F imEd {5/ F EE R EIRIIRS #5 KX &
OpenlID Connect G173 % iF it #E.

HawtlO fR% 5/ 2 —1 JakartaEE i/ fH, 2\FF Jolokia Agent API, ER#E 1 IHSHEEIA
BRI IR, [/ OAuth2 KiZH], HerwtlO fR% &2 — 1 KRR 75,

LUF UML FZ B 7 EXBIF A

User (Browser) | | Hawtio Client ‘ ‘ Authorization Server | ‘ Hawtio Server

I user accesses Hawtio

> [ i
' ' starts authentication _ ' '
| I >, I
. _show login page : : :
. authenticate : : :
| [} }I [}
: | OAuth2 code+token | :
] I{ 1 1
: | access Jolokia with access token }:

User (Browser) | | Hawtio Client ‘ ‘ Authorization Server | ‘ Hawtio Server

REENHEIZ : HawtlO &/ KRR EEH F EuF, /80 B HR % 25 /1 HawtlO & /i (X%
RigiEHFirie] Hawtio RS #5895 15/ 5K (A Jolokia API)

13.2. HAWTIO #6495 OPENID CONNECT 5 1{7%5 iiF

HawtlO 4 5/ L5 # A OpenID Connect #t/v#& (4] Keycloak. Microsoft Entra ID. Auth0, ...) —
G, HEHX LT RIS -

Apache HTTP % /i 4 ZESZHM Hawtio fR%#5%) OpenlID Connect 1EAFE/FHI HTTP 18
15 (B, RFEEXTHESERIBILHIES) -

Nimbus JOSE + JWT /%, FFEEEHIZ UL OpenlD Connect / OAuth2 ifj[a] 544,

XEFEAZTE HawtlO Server WAR H, XEMET & ELR/EBEMAMEMFE (R Keycloak #EH]
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EE—FF) . ZEEFHHEE OpenlD Connect #tEAdiE HawtlO, #Ef ] Ztett— BB HFH1F
HawtlO #5/E1 R i &,

#57E OIDC (OpenID Connect)IZiE i iBHI RSB I1Z -Dhawtio.oidcConfig, {BHIRELIEE, WAK
BHiNrE, BilEK :

XIF Karaf :217#1, ${karaf.base}/etc/hawtio-oidc.properties

XIF Jetty iz77H1, ${jetty.home}/etc/hawtio-oidc.properties

X1F Tomcat 1577H/, ${catalina.home}/conf/hawtio-oidc.properties

X1F JBoss/EAP/Wildfly :z77/, ${jboss.server.config.dir}/hawtio-oidc.properties

X1F Apache Artemis =17/, ${artemis.instance.etc})/hawtio-oidc.properties

[EI:BFY classpath:hawtio-oidc.properties (fHFi#A = Hawtio /%)

% Keycloak frEEEFE, RE—1#HHFEE OpenlD Connect BCEHIATH /5 BIBIX o

LI 26k -

# OpenID Connect configuration requred at client side

# URL of OpenlID Connect Provider - the URL after which ".well-known/openid-configuration"
can be appended for

# discovery purposes

provider = http://localhost:18080/realms/hawtio-demo

# OpenlID client identifier

client_id = hawtio-client

# response mode according to https://openid.net/specs/oauth-v2-multiple-response-types-
1_0.html

response_mode = fragment

# scope to request when performing OpenlD authentication. MUST include "openid" and
required permissions

scope = openid email profile

# redirect URI after OpenlD authentication - must also be configured at provider side
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redirect_uri = http://localhost:8080/hawtio

# challenge method according to htips://datatracker.ietf.org/doc/html/rfc7636
code_challenge_method = S256

# prompt hint according to https://openid.net/specs/openid-connect-core-
1_0.html#AuthRequest

prompt = login

# additional configuration for the server side

# if true, .well-known/openid-configuration will be fetched at server side. This is required
# for proper JWT access token validation
oidc.cacheConfig = true

# time in minutes to cache public keys from jwks_uri
jwks.cacheTime = 60

# a path for an array of roles found in JWT payload. Property placeholders can be used for
parameterized parts

# of the path (like for Keycloak) - but only for properties from this particular file

# example for properly configured Entra ID token

#oidc.rolesPath = roles

# example for Keycloak with use-resource-role-mappings=true

#oidc.rolesPath = resource_access.${client_id}.roles

# example for Keycloak with use-resource-role-mappings=false

oidc.rolesPath = realm_access.roles

# properties for role mapping. Each property with "roleMapping." prefix is used to map an
original role

# from JWT token (found at ${oidc.rolesPath}) to a role used by the application
roleMapping.admin = admin

roleMapping.user = user

roleMapping.viewer = viewer

roleMapping.manager = manager

# timeout for connection establishment (milliseconds)
http.connectionTimeout = 5000

# timeout for reading from established connection (milliseconds)
http.readTimeout = 10000

# HTTP proxy to use when connecting to OpenID Connect provider
#http.proxyURL = http://127.0.0.1:3128

# TLS configuration (system properties can be used, e.g., "${catalina.home}/conf/hawtio.jks")

#ssl.protocol = TLSv1.3

#ssl.truststore = src/test/resources/hawtio.jks
#ssl.truststorePassword = hawtio
#ssl.keystore = src/test/resources/hawtio.jks
#ssl.keystorePassword = hawtio
#ssl.keyAlias = openid connect test provider
#ssl.keyPassword = hawtio

WXHBDIE HawtlO+OpenlD Connect B9/1 NG H :
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OAuth2 - BBiERRIIR % #%. &/ im ID #1117 OpenlD Connect #X 97 &
JWKS - M jwks_uri FKERBILNGTBIEZLFIN 1H], XL FFIRIUR S5 858 BT 2\ 57095 1 »

JWT SHEACE - HHXAEBI(JSON Web Token HIEIFERR)HIE S, HbES 5450 G55 uFH
ARG G, Bl A7 AR PUR 55 #5 i E X BYFG (s B p I EE - f G /5 & (HawtlO R
#%#5# Jolokia),

HTTP K& - IR &5 HTTP &/ i iR BIRIUR %45 (3 OpenID Connect jo##%
FIRFRE) o

X T HIECE T LU IR %K, (B SEL#E Keycloak —E BN/ tBaTLIZIRF T, (B
FILLF) o

13.3. JAAS ABLKE

OpenlID Connect 7F HawtlO R #5iw81d JAAS &/fH, 4§ HawtlO &/ im KBRS hERS, A&
HTTP Authorization: Bearer <access_ token > {52091 Jolokia i K4 %, JWT GHEPEZHEN
AGEE (FJEEEMGE) fEy JAAS T B Atk BN, HNERT (WRREHFEEE) ,

A &EHH9E T io.hawt.web.auth.oidc.RolePrincipal,

3:E, ALEES—1K (BKE - EBANEEH— String SHfiE87) FrEEERAERE, B
41, %44 Apache Artemis —EEEHT, %N
org.apache.activemq.artemis.spi.core.security.jaas.RolePrincipal,

B—NEEABEIRTBEME

Dhawtio.rolePrincipalClasses=org.apache.activemaq.artemis.spi.core.security.jaas.RolePrincip
al

13.4. £ KEYCLOAK #:&f5 HAWTIO #] OPENID CONNECT 51745 i

51T Keycloak SRR H 4 i B e -
I podman run -d --name keycloak |
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-p 18080:8080 \

-e KEYCLOAK_ADMIN=admin \

-e KEYCLOAK_ADMIN_PASSWORD=admin |
quay.io/’keycloak/keycloak:latest start-dev

JE80E, JE http://localhost:18080/admin/master/console/ # BYE#Htt -

Keycloak

Keycloak
master

Create realm

BB BFEH, _EfF hawtio-demo-realm.json, EEX T #H B HEAEH] hawtio-client & Gm il
3 FFB9#7H9 hawtio-demo £ :

HEAE SR, EG. BE& f A #admin /admin

HHEAGEEZ M Y viewer /viewer

Jdoe/jdoe i#H B A E

13.4.1. BB & JWT FHF /80

BRECEBFUIISEINE, BEITaTLU#ERH Keycloak #L0, FA4iZ"Z&/ in", P hawtio-
client”, FH#MH" "% insBH"ZH-£H" "Evaluate" Ft i+ :
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Clients * Client details

hawtio-client o©penid connect

Clients are applications and services that can request authentication of a user.

Settings Roles Client scopes Sessions Advanced

Setup Evaluate

@ This page allows you to see all protocol mappers and role scope mappings

Scope parameter @ openid X

Users * (3

AE, 1£'Users"s£&d1, #1 "admin”, /517" "Generated access token", /5, FHITaTLik &

THOITHE -

"exp": 1709552728,

"iat": 1709552428,

"jti": "0f33971f-c4f7-4abc-a240-c18ba3f97aal",

"iss": "http://localhost:18080/realms/hawtio-demo”,

"aud'’: "account”,

"sub': "84d156fa-edcc-4785-91c1-4e0bda4b8ed9”,

"typ"': "Bearer",

"azp": "hawtio-client”,

"session_state': ""181a30ac-fce1-4f4f-aaee-110304ccb0eb6",

"acr": "1",

"allowed-origins"':

[
"http://0.0.0.0:8181",
"http://localhost:8080",
"http://localhost:8181",
"http://0.0.0.0:10001",
"http://0.0.0.0:8080",
"http://localhost:10001",
"http://localhost:10000",
"http://0.0.0.0:10000"

],

"realm_access'’:

{

"roles’':

[

"viewer",
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"manager”’,
"admin”,
"user"
1
2
"resource_access':

{

"account':
{
"roles”:
[
"manage-account”,
"manage-account-links",
"view-profile"
1
}
b
"scope": "openid profile email”,
"sid": "181a30ac-fce1-4f4f-aaee-110304ccb0eb”,
"email_verified": false,
"name'’: "Admin Hawtio",
"preferred_username'': "admin”,
"given_name": "Admin",
"family_name": "Hawtio",
"email': "admin@hawt.io"

THE JWT /] GhEBGZEH, Bl JaT LR 2 A B B 2 I -

# example for Keycloak with use-resource-role-mappings=false
oidc.rolesPath = realm_access.roles

13.5. £ MICROSOFT ENTRA ID #:{#/H§ HAWTIO #] OPENID CONNECT 51745 iiF

Hawtio 4 B#&/H Microsoft Entra ID 17 7 Wi, £Fitt, NWiZEE{FE OpenlD Connect fEH£EE
BRI AR (EEB T LU/ f KB OpenlD 1A EEFmiE, X8R, BiTEFE—LHETIREEFIEK

B,

B/l "R IR Entra ID FUEM, BNV EEFN, REZERREZEEER URI BT

=
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https://www.microsoft.com/en-us/security/business/identity-access/microsoft-entra-id
https://openid.net/specs/openid-connect-discovery-1_0.html#ProviderMetadata
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Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform s | | e.g. https://example.com/auth

Public client/native (mobile & desktop)
Web

Single-page application (SPA) wtegrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

AILUEFE 2 T (Bl IR ZE " RIEEEFiw/lRE (B5IFIKLE) FE&) . #EAE Redirect URI i

SEaIt Ul :

Configure platforms

Web applications
Web Single-page application
Build, host, and deploy a web server Configure browser client applications
application. NET, Java, Python and progressive web applications.

Javascript.

HRUB—RAH T ZEF D, BREAEET -

Web FE& :

X PR BBGE P iimid G AR as lin b FE EE /7 #1 AP,

SPA F£ :

SPA WHBFEHENIE&HA{T, & B Authorization Code Flow", BRIt EHGL I
EFig, BRIFAE, EXE#ZNAREE A secret BB RIFHIT .

ZEFE SPA SF& B[ 7E Entra ID Ul {2 it tric -
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Grant types
'ﬂ Your Redirect URI is eligible for the Authornization Code Flow with PKCE.
13.5.1. 7 Entra ID # &G 1 SPA &/ i

7£ Entra ID #1Ei& SPA &/ imje, #TaTLLE7E hawtio-oidc.properties HiiX EHHK L, T
Entra ID #89" W FZEM" TTH AL, FENTTLH #"Endpoints" 0k FHREx :

Endpoints X

OAuth 2.0 authorization endpoint (v2)
| https://login.microsoftonline.com/ .« ' i *  /oauth2/v2.0/authorize I |

OAuth 2.0 token endpoint (v2)
| https://login.microsoftonline.com/ L2 ,.: g foauth2/v2.0/token I |

OAuth 2.0 authorization endpoint (v1)

| https://login.microsoftonline.com/| | » iy . foauth2/authorize Iy |

OAuth 2.0 token endpoint (v1)

| https://login.microsoftonline.com/ - 4 L . A,foauthﬂtoken I |

OpenlD Connect metadata document

| https://login.microsoftonline.com/ ' F *_'{, /v2.0/ well-known/epenid-configuration I |

Microsoft Graph APl endpoint

| https://graph.microsoft.com I} |

Federation metadata document

| https://loginmi i AN - ' i
ps://login.microsoftonline.com/ : f /federationmetadata/2007-06/federationmetadata.xml I |

W5-Federation sign-on endpoint

| https://login.microsoftonline.com/ " Fwsfed I |

SAML-P sign-on endpoint

| https://login.microsoftonline.com/. ™ ¥ s 4 fsaml2 I]j|

SAML-P sign-out endpoint

| https://login.microsoftenline.com/, ‘ ‘_ /saml2 |D|

HF ID 2% E FATEFHR Entra ID / Azure #7789 UUID, LUTZE HawtlO BCiE, HH provider Z4¢
B9E P E9E K URL, client id /22 App Registration T E#)" b HEEfF (& i) ID",

# OpenID Connect configuration requred at client side

# URL of OpenlID Connect Provider - the URL after which ".well-known/openid-configuration"
can be appended for

# discovery purposes

provider = https://login.microsoftonline.com/00000000-1111-2222-3333-444444444444/v2.0
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# OpenlID client identifier

client_id = 55555555-6666-7777-8888-999999999999

# response mode according to htips://openid.net/specs/oauth-v2-multiple-response-types-
1_0.html

response_mode = fragment

# scope to request when performing OpenlD authentication. MUST include "openid" and
required permissions

scope = openid email profile

# redirect URI after OpenlD authentication - must also be configured at provider side
redirect_uri = http://localhost:8080/hawtio

# challenge method according to htips://datatracker.ietf.org/doc/html/rfc7636
code_challenge_method = S256

# prompt hint according to https://openid.net/specs/openid-connect-core-
1_0.html#AuthRequest

prompt = login

XFEERE (B openid email profile 477 scope £#) , HAMEEEHEFES email
openid profile User #1, ZEIRHAIEFHIIGhEE ((CETEXE] JWT F8Y) -

{
"aud": "00000003-0000-0000-c000-000000000000",

"iss": "https://sts.windows.net/8fd8ed3d-c739-410f-83ab-ac2228fa6bbf/",
"app_displayname": "hawtio",

"scp": "email openid profile User.Read",

aud (audience) /=87 00000003-0000-0000-c000-000000000000, Z:E ... Microsoft Graph API £
OAuth2 & /i ID.

TGS HET N H HawtlO fR% 25 (1€/F Jolokia fCEE) f&/H, #/H5 Microsoft Graph API
KRB BTN E .

Jy T IEfBACE Entra ID H R EBKATY A GHE AT H HawtlO fRZ &1/, FN %2 P11 M e M
- HF HawtlO & F iifll HawtlO fR55 &5, HEE LU TFFET,

13.5.2. £ Entra ID #1{&/H SPA #] Web &/ in

BT Entra ID il ER TN HERF M -

B F Hawtio & /i FAEE/FH) SPA & i - XEBE/G/H 7 PKCE #9 OAuth2 2%/
i B9 %,
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T Hawtio fRZ# FAEE/FHI Web (API)E Fin (52F5L, A Jolokia API) - =2 Entra
ID, ERAF—NMCEEI API, ©SZKEE (A141) api:/hawtio-server/Jolokia.Access, /T
Lz Hawtio &/ iihy FEFEFFECIE ) 72 ¢ 89 AP,

&=/, 25/55) Authorization Code i f, scope S HigKBTEFHE HawtlO fRZ#Z5 M FFES (40
api://hawtio-server/Jolokia.Access) & XBJEIH,

iFENT5ZE Entra ID ArEHIEE,

& /" Web "% FE/5] URI (& hawtio-server i/ A

1£ "Expose an API" 83 H1, FII—1SEH, AZKFTLIM Hawtio & biia KB [AEH -
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Scope name * (i)

Jolokia.Access

api://hawtio-server/Jolokia.Access

Who can consent? ()

e : R
NGEEENRNEEY  Admins only

Admin consent display name * (D

Jolokia Access

Admin consent description * (1

Access Jolokia Endpoint

User consent display name (&)

Jolokia Access

User consent description (0

Access Jolokia Endpoint

State (0

(@D Disabled )

XIF O — 1 EZHY api://hawtio-server/Jolokia.Access SE/4,

{£ hawtio-server BJ"App roles" 384 H1E X B B45 L &/ tin B E I - BI e £ €2,
o :

App roles

App roles are custom roles to assign permissions to users or apps. The application defines and publishes the app roles and interprets them
as permissions during authorization.

How do | assign App roles

Display name Description Allowed member types Value 1D State
Hawtio Admin Hawtio Admin Users/Groups Hawtio. Admin 00000000-1111-2222-...  Enabled
Hawtio User Hawtio User Users/Groups Hawtio.User 00000000-1111-2222-... Enabled
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BN FEEE"TIH 1, iEAF hawtio-server A " HIZH T+, FEF5M user-
role BB, 4140 :

Add user/group /7 Edit ass gnment Remove ¢ Update credentials Columns S Got feedback?

o The application will not appear for assigned users within My Apps. Set 'visible to users?' to yes in properties to enable this. =

Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration.

2 First 200 shown, to search all users & gro...

Display Name Object Type Role assigned

|:| o hawtio-viewer User Hawtic User

#H"SPA"&E E/5 URI /& hawtio-client i/ fHFE/E .

&7 Got feedback?

Platform configurations

Depending on the platform or device this application is targeting, additional configuration may be required such as
redirect URIs, specific authentication settings, or fields specific to the platform.

Add a platform

Single-page application Quickstart  Docsc!  [il]
Redirect URIs
The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users. The redirect

URI you send in the request to the login server should match one listed here. Also referred to as reply URLs. Learn more about Redirect URIs and their
restrictions 7!

http:/flocalhost:8080/hawtio/ ]E[
http://localhost:8161/console [
http://localhost:3000/hawtio/ ]E[
Add URI
Grant types

0 Your Redirect URI is eligible for the Authorization Code Flow with PKCE.

Z£ hawtio-client ;7 fHFE/E A9 "API Permissions" 84 /1, 77 hawtio-server 227 API
i EEHRBR -
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{ All APls
. hawtio-server
api//hawtio-server

What type of permissions does your application require?

Delegated permissions Application permissions
Your application needs to access the API as the signed-in user. i s as a background service or daemon without a
Select permissions expand all

O Start typing a permission to filter these results

0 The "Admin consent required" column shows the default value for an organization. However, user consent can be customized per
permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn
more

Permission Admin consent required

~ Jolokia (1)

JolokiaAccess (D

Jolokia Access

P ZBOIE —HE ML FHIEFER -

Configured permissions

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

Add a permission  ~ Grant admin consent for Red Hat

API / Permissions name Type Description Admin consent requ... Status

~ hawtio-server (1) b
Jolokia. Access Delegated  Jolokia Access No e

~ Microsoft Graph (4) b
ermail Delegated  View users' email address No b
openid Delegated  Sign users in No
profile Delegated  View users' basic profile No i
User.Read Delegated  Sign in and read user profile No i

' L€ Microsoft Entra ID X#5d389 ZRIVRIGE 2155,

PR BEFE T H 189 hawtio-client 722 User-Role #47,

& ExtjE, FENTaTLIE HawtlO BCEE HIEHfi%E scope B :
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XIF OB — 1 EZHY api://hawtio-server/Jolokia.Access S5/,

{£ hawtio-server BJ"App roles" 384 H1E X B B45 I &/ i sBE I - BI e £ €2,
o :

1.

LW R N HEE" TN, EFF hawtio-server A " fIH ST+, FEFM user-
role 2*BC, A4 :

12.

&/ "SPA" Redirect URI 6/& hawtio-client i HEE/Z T}
13.

Z£ hawtio-client i/ fHFE/EEHIHG "API Permissions" 284 /1, 77 hawtio-server 227 API

INETERR -
XA IZACIE — HE LU FRIZEFER -
zE
B Microsoft Entra ID X #5589 Z5RIURAGE 215 5.,

14.

BT R FHEEET H B hawtio-client 722 User-Role #44y,

BB Libfs, ENTATLIEE Hawtio A& IE#1XE scope ZH :

# scope to request when performing OpenlD authentication. MUST include "openid" and
required permissions

scope = openid email profile api://hawtio-server/Jolokia.Access

13.5.3. Ul G HEEE

RE, HEZHEETIEZ Token Configuration, X/F hawtio-server M, X2C&F
Hawtio fR%5#F (LIRHFE T i1/ SHEBIZHE) BN HEER, LURLRIFA A BEZINE 10 5 HE .

LU FERNICE :

56


https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/delegate-app-roles

&5 13 2 OPENID CONNECT &5

Optional claims

Optional claims are used to configure additional information which is returned in one or mare tokens. Learn morap

= Add optional claim -+ Add groups claim
Claim ™ Description Token type T. Optional settings
aud Used to perform audience validation; emits the client ID of the resource (API) in GUID format Access Yes
groups Optional formatting for group claims ID, Access, SAML Yes

4 AHFESNE ZL4M BRACGH 4, FEZERHZT, mFeE UUID :

Edit groups claim X

i Adding the groups claim applies to Access, ID, and SAML token types. Learn more

Select group types to include in Access, ID, and SAML tokens.

Security groups
Directory roles

D All groups (includes 3 group types: security groups, directory reles, and distribution lists)

D Groups assigned to the application (recommended for large enterprise companies to (@
avoid exceeding the limit on the number of groups a token can emit)

Customize token properties by type

D
~  Access

O Group ID
@ sAMAccountMame

O MetBIOSDomain\sAMAccountName
O DMNSDomaintsAMAccountName
(:}' On Premises Group Security |dentifier

|:| Emit groups as role claims (@

~  SAML
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HEFEZ, LITHEX JSON KBy hawtio-server i fHEE/E M EH -

"optionalClaims'':
{
"idToken":
[
{
"name": "groups”,

"source': null,
"essential'": false,
"additionalProperties’: []

}
A
"accessToken':
[
{
"name": "groups”,
"source': null,
"essential'": false,
"additionalProperties”:
[
"sam_account_name"
1
}J

HTE, FIFBIIA ST B ETF Microsft Graph API audience, E:iZ&/HF hawtio-server - aud
claim /2 hawtio-server i/ fHEHH9 UUID, appid claim /2 hawtio-client ;7 fHEEfEEMH9 UUID :

"aud': "aaaaaaaa-bbbb-cccc-dddd-eeeeeeeeeeee”,
"iss": "https://sts.windows.net/.../",

"jat": 1709626257,

"nbf": 1709626257,

"exp": 1709630939,

"appid": "55555555-6666-7777-8888-999999999999",

"groups"”:

[
L

Y

"name'’: "hawtio-viewer",

"roles’':

[

"Hawtio.User"

I

"scp": "Jolokia.Access",
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HREFHHAE (TEHBEBRS) tF Al FHH, XRBELEFR :

# a path for an array of roles found in JWT payload. Property placeholders can be used for
parameterized parts

# of the path (like for Keycloak) - but only for properties from this particular file

# example for properly configured Entra ID token

#oidc.rolesPath = roles

# properties for role mapping. Each property with "roleMapping." prefix is used to map an
original role

# from JWT token (found at ${oidc.rolesPath}) to a role used by the application
roleMapping.Hawtio.User = user
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