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EHREEE%
THRBCA T EIAH T80, STRT Web BIEFHEFERES, RITMXINRIEFA : master,

slave, BEHEMELYE, BFHIAI/E+SRE, XEFRFEEFHEENNLANLZITHRAPERS LE,
{FIEEE CTO Chris Wright FIE &,

2108 SO R A = It
RIS ET R TOBR

Fott, G- JIRA MR IEHENER, RUERTRESIFENER, UERITHREERENE
*O

AR

o IMAE—ANIEES/TTFMULIK S, ik ek & &R Red Hat Jira Software S5,
MBEEAKS, RUSRRECIE—DIKS,

% =3
1 B LR - DI,
2. TE Summary SCANHE Fr i A [F] 8 5] R ik
3. 7£ Description XAEFIRHLUTER :
o FREILL A EAI TTEM URL,

LI =P N AL L= PR S HE :Pu
B LURHE B REEEMEMFERFIEILE,

4. £ Create I JIRA |7 B3R 32 B ST A1 PA

REHHRTER] A SRR R 15

[l


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language
https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12323824&issuetype=1&components=12334781&priority=3&description=URL where issue was found%3A%C2%A0%0A%0ADescription of issue%3A%C2%A0&12368953
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% 1Z= APICURIO REGISTRY 2.5 £173FiC

ZI0EFI3RMI Apicurio Registry B ESEHERT AP IZITHEIERRE, ©ET Apicurio Registry FFR4EK
B,

=
;E I%\

ZTNEHIEEHY Apicurio Registry &2 Red Hat Integration Service Registry B3/~ @&, 4L
IEF9EH) Apicurio Registry 2.x #1 Red Hat Integration Service Registry 2.x BUZhBEAE .,

& T LU#E A Apicurio Registry 1873 Web #£§]&. REST APl. Maven 4 Java B iR E R ZHIE
BOLER, BN, B ims AR T LU M Apicurio Registry Bh7SH#EX S ER R #TEY schema B ¥, X
SEHHME, LT LUCIRALENINEEIE Apicurio Registry RERKERT A ZHEBY AR, X LA SIFLIE
NE. TH5IAMTENY, URABHRANIEK schema 3 API IRABIFRA M.
1.1. APICURIO REGISTRY Z& 550
0] LU A LA T B Z 8157 2 —7E OpenShift £%% Apicurio Registry :

e PostgreSQL #iEE

® RedHat AMQ Streams

BT MES ISR, HBHTE OpenShift HRIEMIBBELIIEHIRE Apicurio Registry.

1.2. APICURIO REGISTRY X#FHEA
Apicurio Registry 2.5 ZHFLLFDES -
® Red Hat OpenShift Container Platform: 4.15, 4.14, 4.13, 4.12
® Red Hat OpenShift Service on AWS: 4.13
® Microsoft Azure Red Hat OpenShift: 4.13
® PostgreSQL:15,14,13,12
® Red Hat AMQ Streams: 2.6, 2.5, 2.2
® OpendDK:17,1
MEBETRELIFMER, HESHUTXE :

o ZIHEHIEH Apicurio Registry XIFHIEZE ,

1.2 XRS5 EAfth 7= SR
Apicurio Registry 2.5 ARG LT~ mE&EMK :

® Red Hat Single Sign-On (RH-SSO) 7.6

o Z[HEFIEM Debezium 2.3

1.2.2. Operator JTEIER A


https://github.com/Apicurio/apicurio-registry
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_apicurio_registry/2.5/html-single/installing_and_deploying_apicurio_registry_on_openshift/index
https://access.redhat.com/articles/7014952
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BxATREMERE Apicurio Registry BIX K. Service Registry Operator JTTEIBR AR IEIE, HEBUT
XE :

® Red Hat Integration - Service Registry Operator JTLEIEAR A

1.3. APICURIO REGISTRY #2haE
Apicurio Registry 2.5 @1ELL T #HINEE
Apicurio Registry &% /03T IhEE

FH2KE Quarkus 3.x

® Apicurio Registry R 552812170 B M Quarkus 2.x A E Quarkus 3.x, WAL IRME T EEHR
2. MEEME, MFTMELIFMER, ES0 https,//quarkus.io/quarkus3/, Apicurio
Registry 2.5 ZF Quarkus 3.2 1,

avro SerDes &
e 7E{# M Apache Avro serializers/deserializers itf, £ A null ZERIER, METHRE
ZHMER, 1EB M Registry-3862,
BEXZERE
o RNIMTEUMLMERINAEREFRE, MARE schema LFEMBRBITHH TR, NFTH
BEHAER, 1ESM Registry-3807,
RBIATHAR

o MFRLFERT, REFASIAMARTHNIHEANRTARERBER., EXEERT, CoreRegistry
API V2 X007 X B L2 E b dereference TS MR, METHREZHMER, FSH
Apicurio Registry v2 core REST API X1 ,

e 7E25112H1, RBETE AP 12/EFIEE dereference S, F &% Avro 1 Protobuf T {45C
XN LR, INSRAIF T MEMTHRE, METHREZLIFMER, 1HSH Registry-

2865,
xR

2 X F Protobuf T, REAEMAENEE TR —HH4ENFZHECHEIARN
";ég“o

M 251 Fth, ZRHEY BEI JSON Z2F4, Async APl #1 OpenAPI,

=
;E I%\

X F JSON Schema T, ETXBIAMII THRENTN I HZFHESIBAA
B, AXEE THBIBEE-NITHEMN—SSECEE| A

Apicurio Registry Maven {8

o NN LT, LAk Maven HE4HEVEMBIR. METRESFAMER, ESM Registry-
3817,


https://access.redhat.com/articles/7040557
https://quarkus.io/quarkus3/
https://github.com/Apicurio/apicurio-registry/issues/3862
https://github.com/Apicurio/apicurio-registry/issues/3807
https://access.redhat.com/webassets/avalon/d/Red_Hat_Integration-2023.q4-Service_Registry_User_Guide-en-US/files/registry-rest-api.htm
https://github.com/Apicurio/apicurio-registry/issues/2865
https://github.com/Apicurio/apicurio-registry/issues/3817
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o {HF pom.xml X4 H autoRef 12t1i, B3Rl Maven EHHBBIH, NFE T HEESIFH
ER, 1S Registry-3439, iX@2—MNEARTINIHEE,

BE

BARTNGTIHRER ZALNE ™ RARSS TR (SLA) 2Fr, BINRERREFH 5T
B, AETHEEETIMEREREN], XERRTIEIIRE R LUER F RE I
RRTEE, HENSEFLMBRRMHRBEE L.

BRIABRAT G FEEMESER, HSARATIT i FEH,

Apicurio Registry Operator #Ih#E
U T X SQL BURIRRE B

® Apicurio Registry Operator X ERIMEL 2R E SQL IR, FNH
spec.configuration.sql.dataSource FEXHIE L, TIME, & LLTE ApicurioRegistry
BE L HIRERPMEA Kubernetes secret MARAX M SQL Fik, MEFETHRELIFHAER, &
Z[7 https://access.redhat.com/solutions/7059053,

o XA T Apicurio Registry Operator, LAEIFH ST FXNAGI, WFE, EETLUERA
spec.configuration.sql.dataSource #1 spec.configuration.env &k E L EEHE D, I
m, UTFEBEEINEEM :

apiVersion: registry.apicur.io/v1
kind: ApicurioRegistry
metadata:
name: myregistry
spec:
configuration:
persistence: sql
sql:
dataSource:
url: "jdbc:postgresql://..."
userName: "postgres-user"
env:
- name: REGISTRY_DATASOURCE_PASSWORD
valueFrom:
secretKeyRef:
name: postgres-secret
key: password

Operator I BIX FRBIMELE, HETHHEMA - FHBIER FLEIN A,
Apicurio Registry F P X A& #1751
MR ERRA 2.5 RIS EET :
® 7£ OpenShift L% FERELIIEIIERE Apicurio Registry
o STRLINEMERRY Apicurio Registry ERE
o Z[NEHIEH Apicurio Registry FA ' #87

® Apicurio Registry v2 core REST API 3X#4


https://github.com/Apicurio/apicurio-registry/issues/3439
https://access.redhat.com/support/offerings/techpreview/
https://access.redhat.com/solutions/7059053
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_apicurio_registry/2.5/html-single/installing_and_deploying_apicurio_registry_on_openshift/index
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_apicurio_registry/2.5/html-single/migrating_apicurio_registry_deployments/index
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_apicurio_registry/2.5/html-single/apicurio_registry_user_guide/index
https://access.redhat.com/webassets/avalon/d/Red_Hat_Integration-2023.q4-Service_Registry_User_Guide-en-US/files/registry-rest-api.htm
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FHRER N AR F B B

® https://github.com/Apicurio/apicurio-registry-examples

1.4. APICURIO REGISTRY 2 ZFHHIhEE
Apicurio Registry #% /0 B3 B INEE

® Confluent Schema Registry API iz 6 (compatibility API) : Apicurio Registry B BTz #iRiIifm Lt
B Confluent Schema Registry API B NhRA : hRA 6 #IARA 7, v6 APl imm E2F A, FHREL
RO L ATHRAS R IER, HERIEXS v6 API i s BIFR A 51 A E#L Xt v7 API i s 95| A,

® Apicurio Registry Core APl 4% 1: Apicurio Registry Core API BYRIARRA 1 I FIMEFH, It
vl B APHSTE T — E L AThRA SR,

o A HERFEIE : v2 Apicurio Registry Core APl ¥ T /admin/loggers #l
/admin/loggers/{logger} AP| i s, XLl s 1R LA B A 1T AR AS AR 4 BR

® Registry Vlexport TE: Apicurio Registry W& iTSH T ENZHINEHER. SHIEATHN
Apicurio Registry 1x FHIEIE S H AT 5 AR 2x MR, NABLMSYHET . AR ENIZ
EM 1Ix FE 2%,

Apicurio Registry Operator EF B IhAE

e JUAVA OPTIONS #/#£%£ : JAVA_OPTIONS IfEZ 8RB EEE Apicurio Registry B Java
EIME L %R, AT LMER JAVA_OPTS_APPEND Ift5%4° &, JAVA_OPTS IftEZr&thal
A, BB T Java mIHWEINAS, B2, =IFERER JAVA_OPTS, ENERIBERINI—
L& Apicurio Registry Operator Zh#E,

o A Deployment FIRFIKIEIELE  TELARIMMRAS, ERILLRT BEHREH
Deployment %{J&( Apicurio Registry Operator 32 #F)3 7 Apicurio Registry X BIMELE,
1, EAILAEA ApicurioRegistry CRD X {4/H) spec.configuration.env FE& SR EIRIME D
2, AEAMNKECSHER, FHEMBRY €M Operator #F, HIR{ER spec.configuration.env
E& %1% B Operator RN BHIFIEIMELE,

o AKEHAIIBEIRETEFEE  Apicurio Registry Operator KB 25 8 LIS AN AC & & #h1h
BE, INfEA Kafka #FAERT Salted Challenge Response Authentication Mechanism (SCRAM)%&Z &
M. YA ARTHEER, Operator HRIRREBRIXMIMEDL E, XA FHA#, HWRIMED
EMRBEFHA, Operator M EHXZFEHEMER. BREVBERFKFXLENRELTEMRE,

o IfELEHN  Apicurio Registry Operator ATEER Z X B E1E spec.configuration.env =
EXFEAIE ERIMED 2, MRINMELTEEF/HEMIE, NI Apicurio Registry Operator X EM(E
SKENEB AN T HEEUEHRE, LUMERFESS Operator KEM KD IMELE, AR
IRHVER B MR T R AT H,

1.5. F2:#15T# APICURIO REGISTRY ZRZ

&7 LATE OpenShift £ B34 Apicurio Registry AR 5588 M Apicurio Registry 2.x #Z¢E Apicurio Registry
2.5, %A M Apicurio Registry 1.x Zl Apicurio Registry 2.x BIB I 72K, TBEIHBITE,

1.5.1. EHT 2.x & P Uik i 10

XA BEBEFHALITRANE P IR s Ee,. A Apicurio Registry 2.x & i FATE R4k 4E{E A
Apicurio Registry 2.5,


https://github.com/Apicurio/apicurio-registry-examples
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B2, 7£ Apicurio Registry I R —NEZAIThRAHI, EUIIEHATEE A InMKEm, LUER &R AR
Apicurio Registry, &/ iR &$E Apicurio Registry Kafka serializers/deserializers (SerDes). Maven
R Java BN FATE B BRI,

fBlan, TEH Java B imAN FARFH Maven (K0, 15T pom.xml SLERIEERE, TR :

<dependency>
<groupld>io.apicurio</groupld>
<artifactld>apicurio-registry-client</artifactld>
<version>2.5.11.Final-redhat-00001</version>
</dependency>

MEFTHRELIFMAER, 1HSH RIS AIE REST API BHEIRE =,

1.5.2. £ OpenShift £ M Apicurio Registry 2.x %
& A LAFE OpenShift 4.11 £ M Apicurio Registry 2.x FZEl OpenShift 4.12 sk E & kA L H Apicurio
Registry 2.5, {E@AJF2 Apicurio Registry 1 OpenShift kR4, F—RFAZ OpenShift BI—AIRARA

FRFH

e (RETE OpenShift AN HEFERALEZE T Apicurio Registry 2.x,

o RETE Kafka /S PostgreSQL #IEEF &9 T IIAB R Apicurio Registry FE#HE. WFE 7 ##
BLFMAER, ESHTE OpenShift EL2EEFNIPELLIEIEER Apicurio Registry,
B5E

£ OpenShift EREFIMER, H T HBEBEREA VRIS, SIEFR Apicurio
Registry ) Operator B ##t /& RE&IZE 7 manual A& automatic,

it

1. £ OpenShift Container Platform Web #£#]& 7, = Administration, A5/ Cluster
Settings,

2. == Channel FEENRGERR, ARFEFET—1K candidate hik4 (5140, M stable-4.11 2%
77 candidate-4.12) .

3. = Save AE = Update, EFRFHALTHK.

4. fNR OpenShift lRA/NF 413, FEELSE 2 #1 3, SAFELEE candidate-4.13 LB =ZhRA,
5. m= Operators > Installed Operators > Red Hat Integration - Service Registry,

6. MR BEFIHE 2IXE N 2.,

7. 30R Update approval %}y Automatic, NIFALRIEXE 2.x 58 5 LB EFH RE.

8. W1 Update approval & Manual, = Install,

9. Z#F Operator BREHFFHERZE T Apicurio Registry pod,

10. ZSEREY Apicurio Registry R R B BRI FHEIZT.


https://access.redhat.com/documentation/zh-cn/red_hat_build_of_apicurio_registry/2.5/html-single/installing_and_deploying_apicurio_registry_on_openshift/index

&5 13 APICURIO REGISTRY 2.5 Z1T3¥iC

Lth B

o HXUATE OpenShift Container Platform Web 1%l & Fi% & Operator BHTHWIE M E L £41(5
B, B3 HEiX Operator WEHFVIE,

\

1.5.3. M OpenShift _E# Apicurio Registry 1.15F#%

A XM Apicurio Registry 1.1 E# E| Apicurio Registry 2.x BJi¥18, 1S4 iT# Apicurio Registry S8 ZHIZL
e,

1.6. APICURIO REGISTRY & &B40] &

R 1L1.#RT Apicurio Registry 2.5.11 Fr ] &

[7] 8 Hah
IPT-1059 Service Registry BSR4 IEEHA#E HE IR 105k 4E DEBUG 231 o
IPT-882 1£ API FR5CHE dereference B8 #.

K 1.2. f&3RT Apicurio Registry 2.5.10 Ffa] 5

[} sk

IPT-1091 Apicurio Registry Operator M i%%# JAVA_OPTS_APPEND #1 JAVA_OPTIONS (B%
) IMNETE,

IPT-1092 Apicurio Registry FFR &R Confluent v6 32 A4 AP,

K 1.3. R T Apicurio Registry 2.5.9 Fhf|a] i

fi] 78 fid

IPT-1071 L5 KafkaSQL FEFIH A Protobuf THFLK Apicurio Registry I, AIgES HINEIE
ER,

IPT-1035 Operator A2 El 2.2.3 [F CrashLoop ] Apicurio Registry Pod.

registry-4417 FoiE M Apicurio Registry R IEFAMIFRIIII IR

registry-4283 YNENTHOIEESHER BB AL, Apicurio Registry RSS2 N 1% KN,

registry-4226 THERFR A HLN] REST AP 2EFR1HBR INTEGRITY #U ({{BRKafkaSQL 7£f#)

registry-4215 HEABFERINFD avro HBER R I HEE,

Registry-4107 MURAEIIE Apicurio Registry web #EHIE AR B RBWME. FTAEMEMTEMHN]
{Eo


https://docs.openshift.com/container-platform/latest/operators/admin/olm-upgrading-operators.html#olm-changing-update-channel_olm-upgrading-operators
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_apicurio_registry/2.5/html-single/migrating_apicurio_registry_deployments/index
https://issues.redhat.com/browse/IPT-1059
https://issues.redhat.com/browse/IPT-882
https://issues.redhat.com/browse/IPT-1091
https://issues.redhat.com/browse/IPT-1092
https://issues.redhat.com/browse/IPT-1071
https://issues.redhat.com/browse/IPT-1035
https://github.com/Apicurio/apicurio-registry/issues/4417
https://github.com/Apicurio/apicurio-registry/issues/4283
https://github.com/Apicurio/apicurio-registry/issues/4226
https://github.com/Apicurio/apicurio-registry/issues/4215
https://github.com/Apicurio/apicurio-registry/issues/4107

Red Hat build of Apicurio Registry 2.5 Apicurio Registry 2.5 Z{73FiC

% 1.4. fR T Apicurio Registry 2.5.5 g || i

] 7

Registry-4104

50

UFESE T AMQ Streams 72fi#F] OAuth B, Apicurio Registry ATRESE MR D # kafka-
oauth-client KM TTEE 50,

< 1.5. 81T Apicurio Registry 2.5.4 i)

] 7

registry-4019

Registry-3956

Registry-3725

Registry-3647

23U

BT RS EARRSI, —LEERREMRIZL ) UP,

BN A 2% 77 R E.4F7E schema (SerDes), &M schema registry,

VORFIEE B grant - EARBDLIE - java.lang.llegalStateException: Client is closed.

protobuf A MSEIL I BIEAR M E,

1.7. APICURIO REGISTRY 22 T CVE

1E Apicurio Registry 2.5 R 7 LAT & WIREFI XS (CVE) -

5 1.6. Apicurio Registry 2.5.11 R34 CVE

CVE

CVE-2024-1023

CVE-2024-1300

CVE-2024-26308

CVE-2024-25710

CVE-2024-29025

23U

Eclipse Vertx TEGHRRRASSHRREMR, EHEA Netty FastThreadLocal #4E
55K,

Eclipse Vertx TESHARAS S BUER TLS # SNI ZHEEM TCP RS HBHHNAE
.

1£ Apache Commons Compress H1 & Bl 3% A BRI 2k 17 57 B9 E B BHR 9 B

Apache Common Compress AL T — N A TLE VA BIR B R B (Infinite Loop)iFiE
BB .

io.netty:netty-codec-http HEH LI T — 1 LRL2RE. BF
HttpPostRequestDecoder REHETHR, FIXMN BN RBEZZEFTESE (RIR
#1) =% Throttling B,

5 1.7. Apicurio Registry 2.5.9 Fhf# R CVE

10


https://github.com/Apicurio/apicurio-registry/issues/4104
https://github.com/Apicurio/apicurio-registry/issues/4019
https://github.com/Apicurio/apicurio-registry/issues/3956
https://github.com/Apicurio/apicurio-registry/issues/3725
https://github.com/Apicurio/apicurio-registry/issues/3647
https://access.redhat.com/security/cve/cve-2024-1023
https://access.redhat.com/security/cve/cve-2024-1300
https://access.redhat.com/security/cve/cve-2024-26308
https://access.redhat.com/security/cve/cve-2024-25710
https://access.redhat.com/security/cve/cve-2024-29025
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CVE ok

CVE-2024-20952  RMEFMARE, XHiFEALLELSNHIFRLE, MmiRE T AF JDK. Oracle
CVE-2024-20921 GraalVM Enterprise Edition BJ Oracle Java SE. Oracle GraalVM Enterprise Edition #J
CVE-2024-20919 Oracle Java SE. Oracle GraalVM Enterprise Edition,

CVE-2024-20918

CVE-2024-20945  RMEFIARAE, FEHEFX Oracle Java SE. Oracle GraalVM for JDK, Oracle
GraalVM Enterprise Edition HUTHERFAIX T &, Oracle GraalVM Enterprise Edition
X JDK. Oracle GraalVM Enterprise Edition #J Oracle Java SE. Oracle GraalVM
Enterprise Edition 3& R,

CVE-2024-20932  SFAKRET L@ S MG TR R RESHIIENREERF TATF
JDK. Oracle GraalVM Enterprise Edition #J Oracle Java SE. Oracle GraalVM
Enterprise Edition,

CVE-2023-39615  7E Libxml2 L H T —NR2®A, BIE /libxml2/SAXX2.c B xmISAX2StartElement
O ERPITELBEAXEH.

CVE-2023-38473 Avahi HEZ I T —NBE. avahi_alternative_host_name () EEHEFEERAETS,

CVE-2023-38472  Avahi AT —NRA, avahi_rdata_parse () EHEFHEERVINEES.

CVE-2023-38471 Avahi FAZIL T —NiRE, dbus_set_host name B R EZE RIS FIKT S,

CVE-2023-38470  Avahi m&AILT —NRiH, avahi_escape_label () EEFREFEERVIAIE,

CVE-2023-38469  Avahi FAZ I T —1NRE, ©1E avahi_dns_packet_append_record H7Z7E — /N AT 1] #Y
s,

CVE-2023-27043 @it 3.1.3 B Python BIFE FHBES IR 1 ARAT B S5 IE T FTE9FE F AR ik,

CVE-2023-7104 SQLite3 AT — /N, bR &M make alltest Handler A4 # #4
ext/session/sqlite3session.c XA sessionReadRecord ThaE, RIFATRERSHETH
B9 X iR o

CVE-2023-5981 KT —RE, 1E RSA-PSK ClientKeyExchange B #& = 22 it ST A B Rt 6] 5
ciphertexts B9 RN [A]ARRE, FH75 8 ERERY PKCS#1v1.5 padding,

CVE-2023-5678 OpenSSL AL T —1NRERE, XRFBERIRERK KR X9.42 DH BHNSHE
LT RIEF S, N RRER FBUELARSS.

CVE-2023-5388 K, 7ENSS REAAT RSAMEBNHEFERIMRER, Tt RSA BELRIBINE

=
ETo

CVE-2023-3817 OpenSSL FAILT —NRiE. KELRERHMERERREZ, #H DH_check (O .
CVE-2023-3446 DH_check_ex () 3k EVP_PKEY_param_check () B#HIN RIEFFERE DH A
DH S Al gE & KM [ EEIR,

1


https://access.redhat.com/security/cve/cve-2024-20952
https://access.redhat.com/security/cve/cve-2024-20921
https://access.redhat.com/security/cve/cve-2024-20919
https://access.redhat.com/security/cve/cve-2024-20918
https://access.redhat.com/security/cve/cve-2024-20945
https://access.redhat.com/security/cve/cve-2024-20932
https://access.redhat.com/security/cve/cve-2023-39615
https://access.redhat.com/security/cve/cve-2023-38473
https://access.redhat.com/security/cve/cve-2023-38472
https://access.redhat.com/security/cve/cve-2023-38471
https://access.redhat.com/security/cve/cve-2023-38470
https://access.redhat.com/security/cve/cve-2023-38469
https://access.redhat.com/security/cve/CVE-2023-27043
https://access.redhat.com/security/cve/cve-2023-7104
https://access.redhat.com/security/cve/cve-2023-5981
https://access.redhat.com/security/cve/cve-2023-5678
https://access.redhat.com/security/cve/cve-2023-5388
https://access.redhat.com/security/cve/cve-2023-3817
https://access.redhat.com/security/cve/cve-2023-3446

Red Hat build of Apicurio Registry 2.5 Apicurio Registry 2.5 Z{73FiC

CVE

CVE-2022-48564

CVE-2022-48560

CVE-2021-3468

50

1% plistlib.py 3X#HH read_ints () BEAHBI Python core plistlib FEFRAZIHLT — 1N
Ao

1T heapq &R AHH heappushpop BIEITE Python A Bl —4 use-after-free J&iHE.

1 avahi AT —NL2RE, 7€ avahi Unix EiEF HIERE PR EEA LIS HEE
1E client_work THREFR IEFAALIE, SRUFAMIN S & 4 TR1EE .

5 1.8. f#:R T Apicurio Registry 2.5.4 H1f CVE |5

i) 7

IPT-1034

IPT-1030

IPT-1021

IPT-1013

IPT-995

IPT-993

IPT-953

IPT-948

IPT-940

IPT-936

IPT-935

IPT-874

50

CVE-2023-5072 JSON-java: parserZE & S OOM %,

CVE-2023-31582 jose4j: Insecure iteration count ¥ &,

CVE-2023-44487 undertow: HTTP/2: [5 & HTTP/2 By Web fR5528 2% El DDoS
Wit (Rapid Reset Attack)BYgHI,

CVE-2023-39410 avro: apache-avro: Apache Avro Java SDK: Memory when deserialing
not data in Avro Java SDK.

CVE-2023-4853 quarkus-vertx-http: quarkus: HTTP £ 55T,

CVE-2023-39321 CVE-2023-39322 integration-service-registry-operator-container:
BRI,

CVE-2023-29409 integration-service-registry-operator-container: golang: crypto/tls:
slow FEE & KB RSA BHHRYIEHHE,

CVE-2023-29406 integration-service-registry-operator-container: golang: net/http:
insufficient sanitization of Host Fri3k,

CVE-2023-34462 netty: SniHandler 16MB 2Bt & 52 OutOfMemoryError,

CVE-2023-34455 snappy-java: Kfa ERHKE R T DoS,

CVE-2023-35116 jackson-databind: 3&;3 cyclic KifiTTiE4AR S5

CVE-2023-1584 quarkus-oidc: ID, @id 2T 7 1 7] 45 bttt I

5 1.9. Apicurio Registry 2.5.4 SR EI%I4 CVE

12


https://access.redhat.com/security/cve/cve-2022-48564
https://access.redhat.com/security/cve/cve-2022-48560
https://access.redhat.com/security/cve/cve-2021-3468
https://issues.redhat.com/browse/IPT-1034
https://issues.redhat.com/browse/IPT-1030
https://issues.redhat.com/browse/IPT-1021
https://issues.redhat.com/browse/IPT-1013
https://issues.redhat.com/browse/IPT-995
https://issues.redhat.com/browse/IPT-993
https://issues.redhat.com/browse/IPT-953
https://issues.redhat.com/browse/IPT-948
https://issues.redhat.com/browse/IPT-940
https://issues.redhat.com/browse/IPT-936
https://issues.redhat.com/browse/IPT-935
https://issues.redhat.com/browse/IPT-874

% 13 APICURIO REGISTRY 2.5 Z{73¥iC

CVE ok

CVE-2023-44483  FrAEKRABI Apache Santuario - 2.2.6, 2.3.4 #13.0.3 2 RIM Java B XML 24 #a5%
B SR 105 API B9[] @89 8500, LA A debug 5B XML %54 1 H &1L KA,
AILATE B S XX iR FE R,

CVE-2023-43642  1f snappy-java F1#J SnappylnputStream AL T — 1ML 2iFE, B2 Java FHEIEE
Ui, HENRKERD LR EMBRES T B RKIIREIEN, &R,

CVE-2023-42503 Apache Commons Compress: Denial of service via CPU consumption for malformed

TAR X4,

CVE-2023-40217 Python 3 ssl.SSLSocket B ZEI% HTTPS BR$S 2R E Ll eh &t TLS BFMXE,
PAIRAMERA TLS B i B RIEMEMAR S ERH L, 0 mTLS,

CVE-2021-39194 ERRMTHA kaml FFRICH polymorphism KA&EY polymorphic f#i AT 3E48AR 55

CVE-2023-34454  1f Snappy-java i shuffle B AT —NE2IFE, SEFRBEIRRKERAK
CVE-2023-34453 i,

CVE-2023-29491 1E ncurses AL T —NRIA, H setuid B AR FE R #1T,
CVE-2023-28118 TEFEAEM TS BB AR, kaml BBIEIRAIRSS .

CVE-2022-24823 L TE netty PEALEROARIGERNT, MMREHA T EMA LEFE LML, NIARERKETRE
KRBT AMRGIN BRA %,

CVE-2023-4911 1E40E GLIBC_TUNABLES IfEZF £/, GNU C JEMEASMNEFERE Idso AT —1
KRt

CVE-2023-4813 glibc AT —PMREFTE. EAEANBERH, gaih_inet MEA LUERBEBKREAIA
7, MmSRN BRERF R,

CVE-2023-4806 glibc FZIT —NELFH. EIFEZNHIERT, getaddrinfo BEURI LA ] 2R
W1, Mm-S BREFER.

CVE-2023-4527 glibc FXILT —NL2iFHE. LA AF_UNSPEC it %5 getaddrinfo %, B
R4 /etc/resolv.conf BRE 7 no-aaaa &N}, @ik TCP KF 2048 F 7 DNS M
AT LGS B AR B Rt SRR TR A, F R RE S B AR

1.8. APICURIO REGISTRY & &1[q]:
Apicurio Registry 2.5 #1 LU B 4017 &
Apicurio Registry #:/0B 417

registry-3413 - BAIA/5 A IH REST API HEAH& =X

NIKBRAERM, FMIBRRAR Apicurio Registry B A4, Apicurio Registry REST API Fa{gi
B H RS OpenAPI FRERTRR. XEENIBARAFH—NEER,
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https://access.redhat.com/security/cve/cve-2023-44483
https://access.redhat.com/security/cve/cve-2023-43642
https://www.cve.org/CVERecord?id=CVE-2023-42503
https://access.redhat.com/security/cve/cve-2023-40217
https://www.cve.org/CVERecord?id=CVE-2021-39194
https://access.redhat.com/security/cve/cve-2023-34454
https://access.redhat.com/security/cve/cve-2023-34453
https://access.redhat.com/security/cve/cve-2023-29491
https://www.cve.org/CVERecord?id=CVE-2023-28118
https://access.redhat.com/security/cve/cve-2022-24823
https://access.redhat.com/security/cve/cve-2023-4911
https://access.redhat.com/security/cve/cve-2023-4813
https://access.redhat.com/security/cve/cve-2023-4806
https://access.redhat.com/security/cve/cve-2023-4527
https://github.com/Apicurio/apicurio-registry/pull/3413

Red Hat build of Apicurio Registry 2.5 Apicurio Registry 2.5 Z{T3¥iC
1E Apicurio Registry I T —/NZ1ThRART, WA RFREE ik~ AR RE LUE R &I Apicurio
Registry & FikhR A, F—MHAES BN bug, X&SHIAME FiHAES REST API # &,
ZE ¥ REST API B E A OpenAPI, EaLUEE It Apicurio Registry BB HIMENEE R, MATFAIR -
. fFATEE i AR E#TE 2.5.11.Final-redhat-00001, #7 Z372.x &/ Itk farat,
2. FFLUUFI R ERE N D TAIE :
I REGISTRY_APIS_V2 DATE FORMAT=yyyy-MM-dd'T'HH:mm:ss'Z'

IPT-814 - Apicurio Registry logout X545 RH-SSO 7.6 7 # &

7£RH-SSO 7.6 B, & logout i sk —EEHH] redirect_uri 2H S HH, HWETHEEZIFHER, 554
RH-SSO 7.6 ##5@. R, 24 Apicurio Registry 1&/H RH-SSO Operator tR#7#1, = Logout & H
7~ Invalid parameter: redirect_uri #5i%,

BERIGH ARG, 15E ) https.//access.redhat.com/solutions/6980926,

IPT-701- CVE-2022-23221H2 7 #F#81d JNDI MEEHR % &5 M1%; B E X &

24 Apicurio Registry ##E#7 1#7E AMQ Streams H/f, H2 HHE/F1E#IE A 1Fw X it Z @ JDBC URL
HITIEERT, HEUELT, Apicurio Registry NAZEK 1, FHEH{TEELEEHN,

Apicurio Registry Operator S1/&

operator-42 - B )%k OpenShift #5H AJGEA [ IRBGE X T HE

UTRIEE T %1 routerCanonicalHostname /&, /I Apicurio Registry OpenShift &5 Bl GE =& 12T
EiEHE,
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https://issues.redhat.com/browse/IPT-814
https://access.redhat.com/documentation/zh-cn/red_hat_single_sign-on/7.6/html-single/upgrading_guide/index#openid_connect_logout
https://access.redhat.com/solutions/6980926
https://issues.redhat.com/browse/IPT-701
https://github.com/Apicurio/apicurio-registry-operator/issues/42

Bk A. SERRIRE9IT Y

MR A. (&EBERTLT 1]
Apicurio Registry B H1# 1T 1EH, BEFELRTITI, 1507 HZLIEE ] BEIIK
Ly [E] B
1. #F access.redhat.com,
2. WRELRENF, 15 0IE— T,
3. BRI
BELT
1. #F access.redhat.com,
2. B#F My Subscriptions.,
3. FE BUE T HEAEE 16 WHES,
F#ZIP FITAR X 14
ii)_igozm B TAR XH, 1HRAE ] WIS EH FEBIEX X, WREEH RPM H14#E, NITFE
| FTHN g HERITIEE 1 7 Bt 7= TE U@, P47 access.redhat.com/downloads,
2. f£Integration fll Automation ZK#IH#HEIRed Hat Integration K 5.
3. EFERTEERY Apicurio Registry /7 dg. ULHTR#TH Software Downloads 7],
4. B #EI Download #£#,

BE#F 2024-05-30
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https://access.redhat.com
https://access.redhat.com
https://access.redhat.com/downloads
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