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RIBERRAGI, eI LMER Cryostat RN E TREERFHEM2TERICTE, FEETUMLFKSH
BN AR, DHERRBIEITEINRAN 2,

B

ZIHEFE2EI Cryostat R /\IE MRORTIINEE. AT T IhEER R LLNE ™ MRS TN
(SLA) %Fr, BYsemaEH TR, AETHERE MR ERE], XERARTIE
THBE R LAfE F’?Feiifﬁﬁi %ﬁE’JIjJ , HFENSEF LM BRMRGEL,

BRIBEATUTNESZFBEEMESER, BESHBRTTIEE L,

il


https://access.redhat.com/support/offerings/techpreview/

Red Hat build of Cryostat 2 ff Cryostat Operator Edi& Cryostat

EFRIEES
INEAREB IR A, XXMM TSP EENERIES, HITMIENRIEFE © master,
slave, REAMARH, ATHIMTHE+2RE, XEFSRFEFHRENINDLZTRAEPES Lk, 1

fEi5&E & CTO Chris Wright IS &,


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language

LIS R SR 15

K ZLNE TR B R 15

BRSBTS R, BIRARE, ER AR BRI ARFRINERE. RRUTESIK,
T ERONe] M ZTAE ST R 3T R I

AR
o TR,
o FELLNEEFITFMELH, LLEIHHTML A EFXH.

it =
1 mifi Rt A EFNAREE TR,

RGiThEENFES T HTML 88X /=5 A

2. BEIMCEERARBI S HRERSD,

3. EEEFENXASZANRTHAH, il Add feedback,
SCANERE TTE A M8 R EB 2 T 7o

4. EXAERRABHRG, AER Submit,
BB 02 T 3 WA,

5. EHEEBN, 1F# L RIGHLE PR R RS HE I



Red Hat build of Cryostat 2 ff Cryostat Operator Edi& Cryostat

2 13 CRYOSTAT OPERATOR

& B LUEF Cryostat Operator BEEEFECE Cryostat S5, Cryostat Operator £ OpenShift Container
Platform (OCP) L1244,

1.1. CRYOSTAT OPERATOR ##5t

1£ OpenShift Container Platform L Al#2 B # Cryostat N2 /G, Cryostat Operator RO EE
Cryostat i FHTEF,

1 Cryostat 2.2 A1, Cryostat Operator #J Operator Capability Level 1%{& >} Operator Lifecycle Manager
FEZR LM Level 2 Seamless Upgrades, F+% Cryostat Operator /&, Cryostat Operator & Bz#IF2
Cryostat REMBXAEMH., BABIRIEARSM Cryostat LHIFMIBREM JFR 1E3K. ik, HNFIEAMF
i ZH 14,

IR AT LAfE A Cryostat Operator £ OpenShift EOIERFAMEBFAPVC), LMEMEB Cryostat N FAEFE A
L =M R R R,

B4, EETLLY Cryostat Operator BIBRIAELB BT TEX :

e FZiEM Cryostat Operator BlEH PVC, LAMEER Cryostat N ATRF I AE =FMEMHA L FMEE
= RN

o [HIRH Cryostat N ARRFEE N ETIFENBEFN TLS ik,
e ¥ Cryostat SBE N R/NERE, LUE Operator BEL DB FHREERE Cryostat N AR,
® X cert-manager, LUME Operator RHEZE N Cryostat HHE LM BZEZIET,

o RENITF ConfigMap FHIB E L BRI, 1E5MAEH Cryostat SEfl, F L&A LTE
Cryostat & Bl {§ FEMR R A& 10 %,

Cryostat 2.2 lR&}y Cryostat Operator SELL FECE LI :
o FREX, AT Ak, BB =k grafana B2R1E7E FIRIE KSR,
o RESBEN, LUMEMEA LUESI Cryostat Operator BIEMIARSS,

e sidecar #ik&HEMA, C Cryostat Operator Al FHF HEH Cryostat MARFE&— 1M HEMREE
X 2%

TEECE Cryostat Operator B, 1HHARIHE AT EREM -
e 7f OpenShift EMIIEH &% T Cryostat Operator,
e {#FH Cryostat Operator $/# Cryostat 524,

Hith BT
e iH&[i Operator Capability Levels (Operator SDK)

o EB[HEA #2/FE1E OpenShift £% % Cryostat (LA Cryostat FFi&)

1.2. BERZ AR


https://sdk.operatorframework.io/docs/overview/operator-capabilities/#level-2---seamless-upgrades
https://access.redhat.com/documentation/en-us/red_hat_build_of_cryostat/2/html/getting_started_with_cryostat/#installing-cryostat-on-openshift-using-an-operator_assembly_installing-cryostat
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&) LUEFEHER S RN R E A Cryostat N ARFEHITIHE, XML AREREZEM Cryostat pod
RIIEN SRR, YRR, S8E Cryostat MARFEREERVHIRTHIR,

ZiINBEMRT, C Cryostat {411 BB Cryostat Operator YAML EZ & X4 A HY minimal BE1%E 7 false,
EAXABLE, C Cryostat Operator EAFTAIMEXZ N ATRZF (U jfr-datasource #1 Grafana ({3
) EREIREY Cryostat N TR, BI18&7E5 Cryostat NAEFHEREM pod 1, XEXFMN AR
AL 1B Cryostat BIBR B, FHANETIRHSXNMRIERZEEININEE,
Cryostat Operator BAIAEALITEE :

o IRETNLEEM Grafana N AR

e IRE jfr-datasource N, LUF JDK Flight Recorder (JFR)#IB 4425 JSON, X2 Grafana
Ay AT L ERAR

e TEERE Cryostat i, 1 Grafana HTisBLERI Dashboard JSON 344,
IR LS minimal B4 E 5 true, LUE Cryostat Operator R HEE /S Cryostat SLAIE RN E,

XEBRE, Operator REBETE Cryostat RErRIIEHN AR, FHRBEMIENZFENBRR, W
jfr-datasource #1 Grafana {{ &Rk, © 12 &S Cryostat N AREFHEREB pod A,

AR
e {#HF OpenShift Web #24l& & Xl OpenShift Container Platform,

o TEUIE A A Cryostat S5, 1ESH A R VE2R1E OpenShift £Z& % Cryostat ({8 Cryostat
FFHR)

iz
1. £ OpenShift Web ##l& A, = Operators > Installed Operators,
2. MFITH operator 5lZkAFi%#% Cryostat Operator,
3. = Provided APIs 32 51 F#J Create instance,

4. EFZE minimal B, 1HEEFEUTEDIZ— :
a. & Form view B3R,

i. ¥ Minimal Deployment FF X% & true, &KL HFE Name FE& FR%i A fE,


https://access.redhat.com/documentation/en-us/red_hat_build_of_cryostat/2/html/getting_started_with_cryostat/#installing-cryostat-on-openshift-using-an-operator_assembly_installing-cryostat
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K 1.1. ¥ Minimal Deployment FFXEI#t true

Project: cryostat-test v
Cryostat Operator > Create Cryostat

Create Cryostat

Create by completing the form. Default values may be provided by the Operator authers.

Configure via: ® Formview O YAML view

@ Note: Some fields may not be represented in this form view. Please select "YAML view" for full control.

Name *

cryostat-sample

Labels

app=frontend

Minimal Deployment *

© v

Deploy a pared-down Cryostat instance with no Grafana Dashboard or JFR Data Source.

Enable cert-manager Integration

false

installed

Use cert-manager to secure in-cluster communication between Cryostat components. Requires cert-manager to be

% Cryostat
provided by Red Hat

Cryostat contains configuration options for controlling the Deployment of the Cryostat
application and its related components. A Cryostat instance must be created to
instruct the operator to deploy the Cryostat application.

ii. m Create, &R Cryostat SLfHI&7E Operator i¥I&5 T EHH Cryostat #+% T HITF,

b. mifi YAML IR Hi%iRH,
i. 1 spec: key £, ¥ minimal BMMEEH N true,

Edi& minimal B4R A1

apiVersion: operator.cryostat.io/vibetai
kind: Cryostat
metadata:
name: cryostat-sample
spec:
minimal: true

= Save %5,

1. 7£ OpenShift Web #2#I &/, HfEEH Cryostat L1,

2. 1% Resources 1EMF,

3. MEBBFIFRA, %5 Cryostat SLHIAFRTEMNEE, £ Web 12 & F1TH Deployment i¥f&

_DTEQ

4. 5%l Containers 49, HANFIHBIAREFER R Cryostat Operator B EBE KR Cryostat N FAFE
FENE&/INERE,

Hth BHR

e #NFEAFX OpenShift CLINEZER, 1ES M OpenShift CLI Al'| (OpenShift 3X4)

o iHEHAIE JDK Flight Recorder (JFR)ICSk  (f#iF Cryostat il JFR it 3%)



https://docs.openshift.com/container-platform/4.8/cli_reference/openshift_cli/getting-started-cli.html#cli-getting-started
https://access.redhat.com/documentation/en-us/red_hat_build_of_cryostat/2/html-single/creating_a_jfr_recording_with_cryostat/#proc_creating-jdk-recording_assembly_creating-recordings

% 13 CRYOSTAT OPERATOR

1.3. £ CERT-MANAGER
& A LLEIT B2 Cryostat Operator B enableCertManager B 22 cert-manager ZhEE,

ZiINBMRT, C Cryostat Operator B enableCertManager B4 E N true, IXEBKZE Cryostat
Operator [ cert-manager CA %4 & N&B Cryostat AR B SR UET, Cryostat Operator £
IXLEEBIEERPIZITH Cryostat 44 E A HTTPS @i,

KB LY enableCertManager [E 1% B/ false, LUE Cryostat Operator REE N Cryostat 4K
BERIED,

BF

#NRJF enableCertManager E1£1% 7 false, EAREREIAMKINBREREE T E21T
B Cryostat N AT IR BB T L 258,

AR
e {#HFH OpenShift Web #24l& & & El OpenShift Container Platform,

o TETiE I Cryostat L, 1ESHEA 1R/F251E OpenShift £%2%% Cryostat (f#F Cryostat
FR) o

Az
1. £ OpenShift Web 25 i A Operators > Installed Operators
2. MTEIF operator 75k Ai%#¥ Cryostat Operator,
3. 7£ Provided APIs 3 B A 53 Create instance,
4. EFE enableCertManager B, HiEFEUTETIZz— :
a. = Form view ¥4,
i. ¥F Enable cert-manager Integrationswitch %y false, fA/G7E Name FE&H#i AfE,

1.2. ¥ Enable cert-manager Integration FFkE#t} false

Project: cryostat-test  ~
Cryostat Operator > Create Cryostat

Create Cryostat

Create by completing the form. Default values may be provided by the Operator authors.

Configure via: @ Form view © YAML view

@ Cryostat

@ Note: Some fields may not be represented i this form view. Please select "YAML view” for full control. provided by Red Hat
Cryostat contains configuration options for controlling the Deployment of the Cryostat
application and its related components. A Cryostat instance must be created to

Name * instruct the operator to deploy the Cryostat application

cryostat-sample

Labels

app=frontend

Minimal Deployment *

false
Deploy a pared-down Cryostat instance with no Grafana Dashboard or JFR Data Source,
Enable cert-manager Integration

false

Use cert-manager to secure in-cluster communication between Cryostat components. Requires cert-manager to be
installed

ii. m Create, &R Cryostat SLf&7E Operator i¥I&5 T EHI Cryostat #+% T1H T F,


https://access.redhat.com/documentation/en-us/red_hat_build_of_cryostat/2/html/getting_started_with_cryostat/#installing-cryostat-on-openshift-using-an-operator_assembly_installing-cryostat
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b. mifi YAML #1E Hi%IRH,
i. £ YAML X #48 spec: ##5%H, ¥ enableCertManager 4%/ false.

£ YAML Xt#HBECiE spec: key BRI

apiVersion: operator.cryostat.io/vibetai
kind: Cryostat
metadata:
name: cryostat-sample
spec:
enableCertManager: false

ii. = Save %,
Cryostat Operator R B#)&E /3 Cryostat N FATERF, ®IiLN AREFERAEFHN
enableCertManager B 4B B2 1T,

1. M Operator i¥IET{EH Cryostat j%1iF A EFE KB Cryostat LA,
2. 5%l Cryostat Conditions 3K,

3. 451k TLSSetupComplete S EIXE N true, FHILFRHH Reason JIEHE N
CertManagerDisabled, iXZ*z/R{&E 4 enableCertManager Bt 1% E 7 false,

1.3. 2¥F TLSSetupComplete £#HXIE N true BIRHI

Cryostat Conditions
Type Status Updated Reason Message
TLSSetupComplete True @ Just now CertManagerDisabled TLS setup has been disabled.
MainDeploymentProgressing True . @ Just now ReplicaSetUpdated ReplicaSet "cryostat-sample-74d44556d9" is progressing.

MainDeploymentAvailable False @ Just now MinimumReplicasUnavailable Deployment does not have minimum availability.

Heth BT
o 15EZ [ cert-manager 314

o 55 [ 0]& JDK Flight Recorder (JFR)1Z5% ({8 Cryostat 68 JFR 1£3%)

1.4. BE L EHER

1E Cryostat 2 /1, BAJLIEZE Cryostat Operator YAML ECE L) eventTemplates BiE, FHEES
NEE R, E4ERER T JDK Flight Recording (JFR)BIZEMIC b, AT LUEIT H R E 4
BEIREEE JFR,

FINBERT, CCryostat Operator @& — LTS Ei BRIEHIENR, X LETSCE B RIS HIENR 0T 88 TT/ETH
RIEMEE, FEIEEALUER Cryostat Operator 4 Cryostat LB B E L EHENR, FHFXLEERE
fil7E ConfigMap LA A ERFR, BRI LMERUTAEERNK B E L EHER :

o {EF OpenShift Web 1= &R EHER LE BB E L FIRA,

10


https://cert-manager.io/docs/
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£ OpenShift Web 2l & FgakE Cryostat B E X HHRM YAML 324,

£ ConfigMap F77fif B & L EH&EMRG, BRI LUERALBE LEHEREE— N Cryostat L6, A
&, EALUSBEE LEHERS JFR —REM, kR Java MARFUHBENFE,

AR

i

{8 OpenShift Web #l& & & El OpenShift Container Platform,
TE B F01J# Cryostat 34,

ZREIRBY Cryostat web 414,

ETFHBRIAEMENR, 5 5MI Cryostat Web #2245 1 Events 3, £ Downloads,

' EHBREE XML IR, XHLTBEY jfc.

Ak IREFLEBE LEHERIR, FERAXAGESRST XML g as i T ERRIAEHER,
LIECERIR ATH R BT E,

£ CLI FHi A oc login fp43, FEXEIERAY OpenShift Web #8115,

. TE CLI I ALL TS, MEHERAIE ConfigMap FR, BT EERE Cryostat N FAERF

MR LS 5, EAILMER I FIRFMIZIT Cryostat SLBIRREE I EHEMR ST,
{8/ CLI & ConfigMap ¥R Hl

I $ oc create configmap <template_name> --from-file=<path_to_custom_event template>

1£ OpenShift Web #ZH& 1, = Operators > Installed Operators,
MT]F operator 75k A%+ Cryostat Operator,
== Provided APIs 3 51 F#J Create instance,
WAL T 32 — 4 XML A& B9 E SR L LRI BTR -
a. = Form view HE3REI,
i. SnZEl Cryostat SLffl#) Event Templates 343,

ii. 7 Event Templates ¥ /52 Add Event Template, 7£ OpenShift #2&& FITHF
Event Templates Z84

iii. M Config Map Name TH[FIZFKH, HFDEEHERB ConfigMap FiR,

1
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1.4. Cryostat SLHIH9 =5 AR 1

Event Templates

Config Map Name *

Select ConfigMap

List of Flight Recorder Event Templates to preconfigure in Cryost

at

@ Remove Event Template

Name of config map in the local namespace

Filename *

Filename within config map containing the template file

© Add Event Template

iv. £ Filename ZE&H#iA ConfigMap B EMH .jfc XHEHIZFR.

v. M Create ¥RHIENT A B E X EHEIRE Cryostat 524,

b. =i YAML #[& #ikigi,

i. 7 eventTemplates BHIEEE B E LEHER. LLEMS Cryostat Operator 15[
ConfigMap, EUE Cryostat Operator A LLEZER B4R,

77 eventTemplates EtE15E B € L EHER R~ HI

apiVersion: operator.cryostat.io/vibetai
kind: Cryostat
metadata:
name: cryostat-sample
spec:
eventTemplates:
- configMapName: custom-template1
filename: my-template1.jfc
- configMapName: custom-template2
filename: my-template2.jfc

BF

ConfigMap *EfB%HE,

12

&AM configMapName TFHIFIZR A% S Cryostat LI R EERY
ConfigMap &#5, 74, Bwn/ift filename FEHFIEE—1T5S

e
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Cryostat Operator sl fE Bl B E X F1FRIRIF ) XML F T4 EBY Cryostat 12
F. BB E L EHERKRTE Cryostat web #2515 5 BIASHEER — &I,

1. 7E Cryostat Web #ZHI&/H, MEHA AT Events, 1R web £HI& T F Authentication
Required B0, HHIABBZIEH = Save,

2. 1f Event Templates ;£ £/, KMERMWEE LEHEREE DT ASEHERTIRA,
1.5. Event Templates 1%+ F5IHA B & L EHEiR R A

Events

Target JVM [+] 1 ] C

£ /deployments/quarkus-run.jar A

Event Templates Event Types

Filter... +

Na... Description Prov... Type
Profiling Low overhead configuration for profiling, typically around 2 % overhead. Oracle Target
Continuous  Low overhead configuration safe for continuous use in production environments, typically less than 1% overhead. Oracle Target
Profiling Low overhead configuration for profiling, typically around 2 % overhead. Oracle
ALL Enable all available events in the target JVM, with default option values. This will be very expensive and is intended primarily ~ Cryostat Target

for testing Cryostat's own capabilities

Hith BR
o EB[HHA #2/FER1E OpenShift £% % Cryostat (LA Cryostat FFi&)
o 155 Web #26& 17 Cryostat (@it Cryostat FFi8)

o IESN HABEE LEMHER (A Cryostat B JFR i03%)

1.5. Bci& TLS ik
KRB LB TE Cryostat Operator EBC& Cryostat LMEE4EEN BIEFR TLS iE+H,

Cryostat Zit T FHER TLS IEBRIB IR JVM By IMX 3EEE, W FRRIIH JMX %8, Cryostat i F1EH
PR IVM IE _EF R EE SRR,

&\ LLTE Cryostat Operator YAML B2 & X4 trustedCertSecrets #HIZHFHIEEZ 1 TLS secret, &
IEE AR secretName BIEAFIEES Cryostat N FATEF R secret, certificateKey BIHEERIL N
tls.crt, {EEFLUSEDCH X.509 ik X 4& .

BF

HRAEEFEA com.sun.management.jmxremote.registry.ssl=true B 1% iz JIMX %
[ERTLS WM BRFYFERE TLS IEH.

AR

e {#HFH OpenShift Web #24l& & & El OpenShift Container Platform,

13
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o JETE I Cryostat L4l

o ZEXEEBY Cryostat web 414,

1. £ OpenShift Web $##l& A, = Operators > Installed Operators,
2. MFIH operator 5lZkAi%#% Cryostat Operator,
3. BEEE TLSIEH, HEFEUTEIZ— :
a. 7£ Operator i¥{&E TIEM Details 1% 7R A8 — Cryostat S£451,
i. 7€ Provided APIs 3. F, =R Create instance,
i. £ Name FE&R%i A {H,

iii. BFF Trusted TLS Certiflcates %7, fA/FH & Add Trusted TLS ik, OpenShift
Web 2l & & [ /RIE TR,

1.6. Trusted TLS Certificates £

Trusted TLS Certificates v

List of TLS certificates to trust when connecting to targets

@ Remove Trusted TLS Certificate

Secret Name *

Select Secret -

Name of secret in the local namespace

Certificate Key

Key within secret containing the certificate

© Add Trusted TLS Certificate

iv. M Secret Name FHIFIFKA %L TLS secret, Certificate Key FE&E A %EM,

-
R ET LA Remove Trusted TLS iF3 JMiB& TLS WFH,

v. m Create, & Cryostat Lff|27E Operator i¥1E TIEM Cryostat Fr%: 71 $T I,

b. 5%l Operator Details TIE AR YAML i5iF, &8 Cryostat Operator B YAML X447
&89 OpenShift Container Platform Web 12l & 3T 7.

i. 7 trustedCertSecrets #2H B secretName B4 HiEE IR secret. B FMIEHI Crvostat

14
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- - e — - — - - - e e — e — - = - o, _ = - = -,

NEREMTFR— R R,
1£ trustedCertSecrets FEFd$5E secret B H

apiVersion: operator.cryostat.io/vibetai
kind: Cryostat
metadata:
name: cryostat-sample
spec:
trustedCertSecrets:
- secretName: my-tls-secret

ii. &t 4% certificateKey BMHERE W N FATRFBI X509 IEHXXHAFR, MIREBFER
&, W certificateKey B2 N tis.crt,

B certificateKey B EH B

apiVersion: operator.cryostat.io/vibetai
kind: Cryostat
metadata:
name: cryostat-sample
spec:
trustedCertSecrets:
- secretName: my-tls-secret
certificateKey: ca.crt

ii. M= Save &,
Cryostat Operator @ BEIE/FH BEENZ L XEM Cryostat S,

. FECLIFAZHLLTaS, WEMABLNBARRF pod 2EEFE TS Cryostat pod #H[E B OpenShift

SRR ZEA P

I $ oc get pods

. BSREIEH Cryostat SR web $EHIE
. T Cryostat 25|89 Dashboard 3 #. /1, MTHIFIFRH LR Target JVM,

. M Cryostat Web & B9 Z I EHR F1%5F Recordings. 7 Authentication Required X iE1ER

O FHAER secret BWEHE, ABIERE Save, FEIFRMEL BIR JVM,

MRMEBNSE T JMXEENHEFMIIE, TERRE A ERER N B R
JVM R4t UMX &8,

15
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Cryostat BT 22T B RAIER IMX EEE RSN ARR. e, ERLMER 05X E4I
WiRN AR JFR 2R

Hth

=

]
127 8 JDK Flight Recorder (JFR)iC% ({8f Cryostat fil# JFRiC5%)

ESHE A R F2R1E OpenShift E% 2% Cryostat (LA Cryostat FFi4)

o HES A Web 515150 Cryostat (@il Cryostat FFig)

1.6. R EE LI

&AL Cryostat Operator iy Cryostat SCHllEBF (8. Cryostat XFHFAMEBRAPVC)H
emptyDir FiEERE,

ZKIMERT, CCryostat Operator &M Cryostat SLHIfIE—4 PVC, ©{FEM4 A 500MB F7i(MiB)
FIERIA StorageClass ¥,

$RA] LGB R UL T iz —, B OpenShift Container Platform _EBY Cryostat M ARFERIEEE X
PVC:

e 1 Form view B O SfiFl Storage Options > PVC > Spe¢ RGBT eiHXFERAE X
PVC,

o ST YAML B B0, AE4%EH spec: key set F1fstorageOptions 4, LU ENE
z,

METMEZHXVBAE X PVCHER, TTLUEEH Cryostat Operator B 15 E LT
FHE Cryostat 158,

-

IRA LB R LL T iz —, 9 OpenShift Container Platform B Cryostat i FARRFECE
emptyDir 5% :

e 7f Formview& O, 7 Storage OptionsH 5 Empty Diri%i&.

e 7f YAML view &0Orh, ¥ spec.storageOptions.emptyDir.enabled X&) true,

([} =355
o {#fH OpenShift Web 1§l & X El OpenShift Container Platform,

it

1. £ OpenShift Web #Hl5H, = Operators > Installed Operators,
2. MATH operator FilZ# %+ Cryostat Operator,
3. | Provided APIs 3 ¥ Create instance,

4. FEELLTETIZ —FEH Cryostat M ARFHEHXE :
a. m Form view Sk,
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% 13 CRYOSTAT OPERATOR

i. S4Bl Storage Options#B4, ARG Name FEHHA—ME,

ii. B Storage Options, B Empty Dir, {£ OpenShift Web 12Hl& T F B FF 8L
Wik

ii. ¥F Enabled FFXi%i&N true,

1.7. 27~ Empty Dir switch ¥ truef =4l

Storage Options A

Options to customize the storage for Flight Recordings and Templates

Empty Dir v

Configuration for an EmptyDir to be created by the operator instead of a PVC.

Enabled
true
When enabled, Cryostat will use EmptyDir volumes instead of a Persistent Velume Claim. Any PVC cenfigurations will be
ignored
Medium

Unless specified, the emptyDir volume will be mounted on the same sterage medium backing the node. Setting this field

to "Memory” will mount the emptyDir on a tmpfs (RAM-backed filesystem)

Size Limit

The maximum memory limit for the emptyDir. Default is unbounded

PVC >

Configuration for the Persistent Volume Claim to be created by the operater.

iv. M Create, &M Cryostat SZfl7#E Operator i¥15 1 LM Cryostat F7% 5 T .

. | YAML #R1& BkdRElL,

i. £ YAML X#B spec: 5 & ™, 7N storageOptions & X, F1F emptyDir Bi%E
H true,

7R emptyDir BHIXIE truel~Hl

apiVersion: operator.cryostat.io/vibeta1l
kind: Cryostat
metadata:
name: cryostat-sample
spec:
storageOptions:
emptyDir:
enabled: true
medium: "Memory"
sizeLimit: 1Gi

i. A : 3 medium Hl sizeLimit B i%EH.
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ii. )R Savei®Hl, Cryostat Operator NEFMETIE—4 EmptyDir &, mAENEN
Cryostat SEHlIflE—4 PVC,

1.7. CRYOSTAT By B 5L 111

1£ OpenShift Web #EHll& s, EalLU#A Cryostat Operator 5 X Cryostat N AR R H 4Kk
5 EITT AR,

& B LU OpenShift £ Cryostat BE X HIR(CR)M YAML BE2& X #+3E X Node Selector. Affinities
1 Tolerations i& X, #EWAJITE Cryostat N ATEFMIspec.SchedulingOptions B &5 4 2%
sidecar i spec.ReportOptions.SchedulingOptions Bt T & SGXEERE X, BiFIRE
SchedulingOptions [Et, Cryostat M ARRFEHRERERK sidecar pod, X pod AT LAJAEEBIPLES
BT Rk,

BFRT SN AR R LM Cryostat SEfIEEI sidecar RSB .

BRE HEETM Cryostat CR 9 YAML ECi&

kind: Cryostat
apiVersion: operator.cryostat.io/vibeta1l
metadata:
name: cryostat
spec:
schedulingOptions:
nodeSelector:
node: good
affinity:
nodeAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: node
operator: In
values:
- good
- better
podAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
- labelSelector:
matchLabels:
pod: good
topologyKey: topology.kubernetes.io/zone
podAntiAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
- labelSelector:
matchLabels:
pod: bad
topologyKey: topology.kubernetes.io/zone
tolerations:
- key: node
operator: Equal
value: ok
effect: NoExecute
reportOptions:
replicas: 1
schedulingOptions:
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nodeSelector:
node: good
affinity:
nodeAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: node
operator: In
values:
- good
- better
podAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
- labelSelector:
matchLabels:
pod: good
topologyKey: topology.kubernetes.io/zone
podAntiAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
- labelSelector:
matchLabels:
pod: bad
topologyKey: topology.kubernetes.io/zone
tolerations:
- key: node
operator: Equal
value: ok
effect: NoExecute

% 13 CRYOSTAT OPERATOR

&, EALUITH OpenShift Web #2iHIE&, fIIE—4 Cryostat 556, #RAE % Cryostat SLBIE L
SchedulingOptions #1 reportOptions.SchedulingOptions I H i Affinities #1 Tolerations & X,
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I 1.8. OpenShift Web 124 1 Report Options #l Scheduling Options Hi4k

Network Options

tions to control how the operator exp spplication outside of the cluster, such as using an Ingres oute.
Report Options
Options to configure Cryostat Automated Report Analysis.

Replicas

- Q +

The number of repart ar replica containers to deploy can service one report generation request at a time

Resources

The resources g sidecar replica. A replic th more resources can handle larger input recordings and will pra

Scheduling Options

Options to configure

Sub Process Max Heap Size

tsidecar replicas are

»  Advanced configuration

Resources

urce requirements fol

Scheduling Optiens

=duling for the repa

requ;

ocessMaxHeapSize configures the maximum heap size of the basic subprac

generatol

he Cryostat deployment

Tolerations

Tolerations to allow scheduling of Cry

ods to tainted nodes. See: https;fkubernetes io/docs/concepts/scheduling-eviction/taint-and-toleration,

n MiB. The defa

sizeis
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% 2 & POD SECURITY ADMISSION

OpenShift [ Pod Security Admission (PSA)El— OpenShift £E¥hHIN AR SRENA—HZEH
M|, f£ Cryostat L FXH, XERHER pod @ —4* Cryostat pod #l Report sidecar pod, #&rlik
BERE UHIE(CR)L/EHA Report sidecar pod. MR ARFEEIEINE, NN AIETE OpenShift
£ hETT,
OpenShift 4.8 #H PodSecurityPolicy API, {8/ PSA, PSA 2#tLAT{E= -

e AT HNEENZE, TLUINARRERBIIT pod B2,

o ARE—HEN=MFRKEIEM pod RLI4E - Privileged. Baseline #l Restricted,

1£ OpenShift £, EAILMEATAELREMH L TR (SCC)M PSA JF OpenShift B E JURIE. BAE
T, restricted-v2 SCC 5 Restricted Pod Z£&FrE—3,

BIAERT, Cryostat IR 2 ETXHA restricted-v2 SCC, XEbk#& OpenShift AL
2501 Privileged Pod 2268 22 [H R pod.

Restricted $RBEZE3K Cryostat Operator B BRSRLZE LT, MTE :
o ZEF FiATheE
e $f allowPrivilegeEscaltion i%i& 7 false

Restricted $RB§ZE K Cryostat Operator A& pod 2 LT3, MITFAI :
e $frunAsNonRoot i%i&} true
e 1§ seccompProfile i%& ) RuntimeDefault

719, Cryostat Operator #£ Cryostat fF Pod By Pod 4 L F3HiE X fsGroup, Eit Cryostat &]
LUZEVFIE A OpenShift LA EH#ESHHH.

MEEE BRI Pod Z2FAAZ N EBEAKER, EaLIERE Cryostat FANKIANRZL LT

21. BRERELTX

&0 LI#E OpenShift £ Cryostat HE X ¥R (CR)HIEE pod MIARLTLE LT, 2 LT
Cryostat pod. Report sidecar pod (fERE) #1EA pod KZESIMN AR,

MREEHT CRMIXE, XERENEZRANRL L TXRE,

ZE ETFXOHREPRMABSREDFENNA, B2 ETXITEEN SCC RIEHIFRM. EaLif]
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BB E Y SCC k57~ OpenShift E£EEAT Pod 5 il SC e/ ™ t&BABR, 41 Pod "ILAE{TEX Pod " LT [R]
I BTRE,

ZHEAE N SCC, EUHMERARHEEIR. HLeMNEREFPIZTHEM pod SIERE ETX,
LIEXE: Pod fliEHE X SCC &K,

SCC £ OpenShift SRE I M op B ZEAIZ RIS EE Y, LUEIERHRZTHEMA SRR LR
WoRBg bR, MR, &2 LT3N pod 2HE—H,

EIABR T, Cryostat Operator & Cryostat Pod i restricted-v2 SCC 5kBg,

EIABRT, Cryostat Operator flIEE—ANRSSIK, FATFIEEX Cryostat HHEBR], #0 jfr-
datasource. grafana f1HfthZH#,

Zit RS ERABAE X SCC, FHHITUTHEK -

fIE—1 ABHE, ¥ Cryostat RS FAHERERBE X SCC M,

{81/ Label Syncer H#+52501 H 86 & 22 [HEHE PSA KBS,

Label Syncer ZH#4#BH T AXAMSERE. EFEETE OpenShift RG22 H s
Label Syncer A, ©ili@&% A openshift- tag A%,

B

HEERE ETXLRFERRMARIN AASREH, #HEE OpenShift FalaER S|
ARZENES, PSA RE=JCRIEL, SIBEHRASHEER. L85 5 OpenShift
pod ZE£IER—BNZ L L T XERF KB ERITE,

AR

[ ]
{81/ OpenShift Web 25 & %3 OpenShift Container Platform,
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1£ OpenShift LHTiE %% T Cryostat Operator, ES [ {#EM Cryostat Operator (i
1t Cryostat 7F48) 7£ OpenShift L %% Cryostat.

1£ OCP LRSS, ESH T @FF0IERSS K (OpenShift Container Platform),

Al : EHUHTRY PSA flft SCC %Klg, FSHERE L2 T4 (OpenShift Container
Platform),

Ak : FHEREEA PSA RN =1 FEKZ—,

MREFEABE L SCC Oy Pod 5@ BIHITHREREE, ERIRERERE SCC, LAFIRS
PP Uil #EE9 Pod,

it =3
1.
1£ OpenShift web #ll& H 2= Operators > Installed Operators,
2.
MBI Operator 5llZ, 1EH Red Hat build of Cryostat.
3.
= Provided APIs > Create, BXIAf&5LF, Cryostat Operator J7#&i) Cryostat pod il —
MRS, FNIES AR Report sidecar pod BIE—ANIRSS K.
4,

ERERE LT, HRHRU TRz — :

= YAML #1, 7£ spec: 53k, %Wk securityOptions #l reportOptions B LAPT
BEENRZEERK,

L L TFXEERA

apiVersion: operator.cryostat.io/vibetai
kind: Cryostat
metadata:
name: cryostat-sample
spec:
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securityOptions:
podSecurityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
coreSecurityContext:
allowPrivilegeEscalation: false
capabilities:
drop:
- ALL
runAsUser: 1001
dataSourceSecurityContext:
allowPrivilegeEscalation: false
capabilities:
drop:
- ALL
grafanaSecurityContext:
allowPrivilegeEscalation: false
capabilities:
drop:
- ALL
reportOptions:
replicas: 1
podSecurityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
reportsSecurityContext:
allowPrivilegeEscalation: false
capabilities:
drop:
- ALL
runAsUser: 1001

BFF Advanced Configurations, LIfE OpenShift Web 12il& ch$T FF i NE,
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2.1. B BCE I F LT

¥ Advanced configuration

Authorization Properties >
Override default authorization properties for Cryostat on OpenShift
Security Options v
Options to configure the Security Contexts for the Cryostat application.

Core Security Context »

Security Context to apply to the Cryostat application container.

Data Source Security Context

»
Security Context to apply to the JFR Data Source container.
Grafana Security Context >
Security Context to apply to the Grafana container.
Pod Security Context >

Security Context to apply to the Cryostat pod.

BEFF Core RE LT3, HATRARTIFIERD, HENERE ETICEGRE.

= Create,

BIERE, W BERZLLTX. GrafanaZ2£ ETX fl Pod Z2 L FTXEE—13 &

Ak - MNREMEH Report Generator iR55, EhalLUbIRSERER S ETX, WA

£ &% s, BIF Advanced Configuration,

BFF Security Options, RIEERE X IkERELLTX #l Pod £ LT3,

=
=
3

Pod &R,

2.2. POD &£ KBg
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Pod Security Admission (PSA)2&=1"klg, ©ilEES pod ZEFAHEXNRELT, TRERE
BRS -

[ ik

privileged NIEB Cryostat pod 1R K EFUBRAIA Z FRHIHIR
B, MREFEM pod RESMBVEENFL, HEE
B SRS,

baseline FR I B AT R BRI SREE, Baseline SRB& % B 15

HENEHIE LR RFRAMAVFENMLE.

restricted 7 Cryostat pod IR #HMEH I PREY Restricted B,
LEERBE R BEIRS], FMEHIE X restricted FEXFIA
AR
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%5 3 Z RBAC MU ECE

1£ OpenShift Container Platform (OCP)_L, Cryostat fFFA{BREER OCP FHEMSEI Cryostat &
MR, DPRACED) Cryostat 2t T —MMER, AFERUAFPUTELREE, MOIE JFRICXHEER
A BB B r.

TR TRXK Cryostat ERHFRME X -

CERTIFICATE BT AR JVM RIFIRY SSLAEH.

pzANS NERT IMX R ISIER B bR iE &L,

oK 1 JVM R R BRI,

e REMIDKERBRE,

L BEIANE A B EFF R0k, LIERE A LA Cryostat,
TARGET Z AR UVM LA,

Bk BB LKA EHER,

BERECE E L FRT iz a5 K BERE LK OCP HiRAIR, APIIERIEESR Cryostat EERAIBTRAR
40y OCP BRI BTIREEMF. Cryostat REEA APIER, RELE APIFK,

Cryostat BN mR o EEFERERIEN, XEDiAEBAE XM, FET Cryostat, EHREEE TR
i, Cryostat $§8E X shialkk#h RBAC )i,

R LAE;X 2 Cryostat-managed ¥R_ESCHe L Fi24ESDIA -

CREATE : create

DELETE: delete
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READ: get
UPDATE: patch

LUFRHIESR T Cryostat-managed HREHE#EI OpenShift BHRFIRMGECE :
I TARGET=pods,services

ZoEmHEAIK JVM BirFIRE APLEK, i, M Recordings T/ Target JVM B4, &
WATEH READ HBRF BEEB R A TARGET, £ RBAC %%ifh, READ HBRIZ#Ex1EHY pod HIAk
5091 RIALBR,

KIABRT, Cryostat LI RBAC MHEZE.

auth.properties:
TARGET=pods,services
RECORDING=pods,pods/exec,cryostats.operator.cryostat.io
CERTIFICATE=pods,cryostats.operator.cryostat.io
CREDENTIALS=pods,cryostats.operator.cryostat.io

ConfigMap E X BHNAE. LHIFRFILFAA Cryostat-managed Hif., IR
ConfigMap Hiit4> Cryostat EXRMITTIR, Cryostat RTEAER AP i KA H Bk AUBR K
#H,

2

Cryostat Operator $$i2t#9 ConfigMap API X} & s X% &% H ¥ OpenShift L# Cryostat &2
&. &M Cryostat pod aILABER 15X ik, LAMAIAR P alLLlijia] Cryostat ThEERITER. RS,
Ea]LAE CR H3E X ClusterRole, JyiXLEBRESE) OpenShift BRI 4 EFUBR,

BIRT —1ME spec ZExHE XM ConfigMap. ClusterRole #] filename FEXf Cryostat CR

apiVersion: operator.cryostat.io/vibeta1l
kind: Cryostat
metadata:
name: cryostat-sample
spec:
authProperties:
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configMapName: auth-properties
filename: auth.properties
clusterRoleName: oauth-cluster-role

=
o
B

1HS 4 RBAC flBR ({# M Cryostat FF#8) .

3.1. idi& RBAC B

Rl LA % E T Cryostat B RBAC tRAIEBE X fata, ARFiLAGHERAFH OpenShift
P, HIEEHNER— Cryostat fpZ 22 [H 2 THENHAPZERENERE, IhgERER.

AR

{85 OpenShift Web 124 & X El OpenShift Container Platform,

£ B I Cryostat Scfl, HSEEA RIFS31E OpenShift %% Cryostat (fEfH
Cryostat F18) .

Pt =
£ ConfigMap X & L B E AU BRBRSY,

BETRMEE ConfigMap Al

apiVersion: v1
kind: ConfigMap
metadata:
name: auth-properties
data:
auth.properties: |
TARGET=pods,deployments.apps
RECORDING=pods,pods/exec
CERTIFICATE=deployments.apps,pods,cryostats.operator.cryostat.io
CREDENTIALS=cryostats.operator.cryostat.io
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EHHABE AR, ClusterRole iFE, FAEHEEBRMSHNFFIHHNARA
OpenShift % REIHBR.

BEXHEHMM ClusterRole R=Hil

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: additional-oauth-client
rules:
- apiGroups:
- operator.cryostat.io
resources:
- cryostats
verbs:
- create
- patch
- delete
- get
- apiGroups:
resources:
- pods
- pods/exec
verbs:
- create
- patch
- delete
- get
- apiGroups:
- apps
resources:
- deployments
verbs:
- create
- patch
- delete
- get

£ OpenShift Web #HI& i ASHEE, OAuth IR B AERMEREMNTE EEHE k4K
API TH4,
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1£ Cryostat B X ¥R (CR)# 124t authProperties spec, LIBIHESMHEHARTH
ConfigMap #1 ClusterRole, JNBR§H# OpenShift ¥R E X RBAC AR,

WwaE L EE AR authProperties B Cryostat CR =l

apiVersion: operator.cryostat.io/vibeta1l
kind: Cryostat
metadata:

name: cryostat-sample
spec:

authProperties:

configMapName: auth-properties
filename: auth.properties
clusterRoleName: oauth-cluster-role

=&, EaILITH OpenShift Web #£#l#&, fIIE—4 Cryostat £fjl, 3£ Authorization
Properties 25 5E Y ClusterRole Name. ConfigMap Name # Filename Etf, &wrILIE
Advanced configuration #84 thijil e,
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3.1. OpensShift Web 25 SR ECIE TR 2D

v  Advanced configuration

Authorization Properties w

Cverride default authorization properties for Cryestat on OpenShift.

ClusterRole Mame *

Select ClusterRole -
Mame of the ClusterRaole to use when Cryostat requests a role-scoped Oduth token. This ClusterRole should
contain perm ns for all Kubernetes objects listed in custom permission mapping. More details:
https fdocsopenshiftcomyfcontainer-platform/4.11 authenticationtokens-scoping html#scoping-tokens-role-

scope_configuring-internal-cauth

ConfigMap Mame *

Select ConfigMap -
Mame of config map in the lacal namespace
Filename *
Filemame within config map containing the resource mapping
Security Options ¥

Options to configure the Security Contexts for the Cryostat application

1.
1£ Installed Operators 3 ¥, FHAER Cryostat L,
2.
B Application URL 4 shidEERE, LU &xFS. OAuth IRSBFEEEAT
OpenShift Container Platform X T,
3.
WMABREIEHE, RB = Login, il OAuth BRS52BE XN, MTINNEE EITHF—
4 Authorize Access Tl .
4,
1£ Requested Permissions EWish, #IAKEA BEHRSEE Cryostat CR hiEEMN AT
PLic,
5.
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1£ Authorize Access B, EALUAREMRNEEIE, 7 TIKES&HE Cryostat HE8E, &
verh i SEAE,

3.2. Authorize Access BO5IH T =/MUBR

Authorize Access

Service account cryostat-sample in project cryostat-test is requesting permission to access your account (kube:admin)

Requested permissions

user:check-access

role:cryostat-operator-oauth-client:cryostat-test

role:additional-oauth-client:cryostat-test

Allow selected permissions Deny |

Authorize Access BO5IHLL TR :

user:check-access, XZRERER Cryostat M AERNFBR, R NAFRETES
HRR AR,

role:cryostat-operator-oauth-client:<namespace >, XZ2fZENER Cryostat M AR
FiERIBBRES 7, @it CLI ¥ <namespace> B hUiE Gk & 22, NRATILAF
il cryostat-operator-oauth-client 3 2#5 ERIFTEEFE, Hip /A HRZE (4
secret) B

role:<user-define-clusterrole-names:<namespace > : #{f Cryostat CR spec #1E
X clusterrole, #&11 CLI ## <namespace> &4 /1 HiH & #sbip 4 2 H, KRATLEF 7

/A/5TBk additional-oauth-client f5 €& 15 EHIETEEFE, R T HRX MR (4 secret) BIii/H/
ﬂo

AL FATZ — -

IR EZEZATE G KBIXBR, 1517 Allow selected permissions,

IR BB/ FT A 15 KB BREDT, 15 #d7 Deny £,
G Web 15 25 {5 47 E £ [ 3 Cryostat Web #2414, HalLlfER B LEE Java BT
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(JVM)d:51789 Java b/ fHEEF.

)

&
S
5

5B F#H Cryostat Operator (817 Cryostat 7F#5) 7F OpenShift L% Cryostat,

51T F 2022-12-17 19:28:32 +1000
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