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5 12 RED HAT BUILD OF CRYOSTAT OPERATOR

& A LAE A Red Hat build of Cryostat Operator HEEFHEZE Cryostat S2ffll, Red Hat build of Cryostat
Operator £ OpenShift Container Platform (OCP)_Li24i#,

1.1. RED HAT BUILD OF CRYOSTAT OPERATOR #i

1£ OpenShift Container Platform £ fI|# B #7 Cryostat WA 2F /&, Red Hat build of Cryostat
Operator RAIEFEE Cryostat N FTER.

Operator 7 2 TTEEFR
M Cryostat 2.2 718, Red Hat build of Cryostat Operator B Operator Capability Level % &/ Operator
Lifecycle Manager #EZRH Y Level 2 Seamless Upgrades, #%¢ Red Hat build of Cryostat Operator

&, Red Hat build of Cryostat Operator & B5#% Cryostat REMEXAMH, BINAMREFTEM
Cryostat LB RHIBRET JFR 2%, ik, HNIFIE AL FHERIE S

B AR RER FRRAS T BHARA, N FERAE, & HEBHRE Red
Hat build of Cryostat Operator,

FAMERH (PVC)
& el LU#E A Red Hat build of Cryostat Operator £ Red Hat OpenShift LAl FAMSFHPVC), LUE
Cryostat N R F Al LIS EIC R EME T F A L.

Operator BoiE 1% E
A4, BRI LG Red Hat build of Cryostat Operator FIERINBEC B X EFHITLL FEXK :

e [2&EMH Red Hat build of Cryostat Operator |8 PVC, LUEER Cryostat N FARFAIUES
B AL L FHEERICR,

o Fig& Cryostat NARFLUETEBHFEN ARRFEM TLS ik,
o ¥ Cryostat fFNER/INERBERE, LUE Operator BER D HIFHREELE Cryostat N R,
® X cert-manager, LME Operator RHZE N Cryostat HHE LM BZEZIET,

o METE NEMERIHE (LITF ConfigMaps 1) ZZEE| Cryostat S0, LUE & A LUE FAEIRTE
Cryostat /& B B0 3K,

M Cryostat 2.2 1, @3%E Red Hat build of Cryostat Operator FJLL FEZE LI -

o WREX, WHET KD, BIRR = grafana 2315 E FIRIE KR F,
RSBEEN, LMEEALIZEH Red Hat build of Cryostat Operator A I E2HIARSS .
sidecar 5%, Red Hat build of Cryostat Operator =l i}y Cryostat N ERFE R
—AHEMREERNE

Hp 2o A K% e 22H Cryostat SEfl
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Red Hat build of Cryostat Operator {24t T Cryostat API 1 Cluster Cryostat APIl, &= LL{sfH
Cryostat API S iy 22 E fh T4EM Cryostat 526, #EaTLI{E M Cluster Cryostat APl S/ E%
AR ZE | [E TYEM Cryostat SEfll, &I LAfER WM Red Hat OpenShift Web 1#2=§1& 15 GUI 12241
X% Cryostat 5241,

AT LAVi[A] multi-namespace Cryostat SCIB9F -, ®ILLj[Ai% Cryostat SE6il el WLAYE R 6p & 22 [A]
WFra B ARRF, Bit, LEPE L MmA LN Cryostat SLHIN], EaFiE I & 22 B3 T Y
P, FeaBZTREREIE mRZE, LURAF BRI,

BdiE Red Hat build of Cryostat Operator B95c R &4

1EBci& Red Hat build of Cryostat Operator gil, iHHRHRUTHREY -

1£ Red Hat OpenShift L% H %% T Red Hat build of Cryostat Operator,

{81/ Red Hat build of Cryostat Operator flJ& Cryostat 524,

=
=
B

155 Operator Capability Levels (Operator SDK)

&2 {8/ Operator 7£ Red Hat OpenShift E% % Cryostat (%% Cryostat)

1.2. RTZFESHN

IRl LA HERREA Cryostat N ARFESENZIFNARERF. XN HAEFZEM Cryostat pod H
MRS, LIEHR T XA HN, EBE Cryostat MABRFERERVHRG TR,

EIAMBER T, Cryostat {51 BH Red Hat build of Cryostat Operator YAML E¢i& X4 E minimal
BHi%h false, {#fX/ECE, Red Hat build of Cryostat Operator &AM ESZ RN ARE (N
jfr-datasource #1 Grafana {{3&ik) #8& Cryostat N ARERF, XENARFISES Cryostat M AR
F1#EEMN pod F, XEIFMNARFEAILLS Cryostat BIEREH, FHNERESXANBIEIZBENG ST
4l

HEo

Red Hat build of Cryostat Operator K\ JLL FECE :


https://sdk.operatorframework.io/docs/overview/operator-capabilities/#level-2---seamless-upgrades
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_cryostat/2/html/installing_cryostat/#installing-cryostat-on-openshift-using-an-operator_assembly_installing-cryostat
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EHRETSACEM Grafana N ARR.

ERE— jfr-datasource N A2, FTHF JDK Flight Recorder (JFR)EER:#t )y JSON,
X2 Grafana MaEE R,

1E%8E Cryostat i, &IF—A 1 Grafana FhTiiscAcEM Dashboard JSON 30,

BT LUF minimal BHE%XE&H true, LUE Red Hat build of Cryostat Operator 2 HBIEJS Cryostat
SEBIE N R/MNBE, XEBKE, Operator REEE Cryostat AS KN AR, FH2ZBEMPRESTR
N AR, # jfr-datasource 1 Grafana {{&ik, Bfil@&5 Cryostat N AEFHEEHN pod H,

FoRFM

[
{31/ Red Hat OpenShift Web #§il#& &3k 2l OpenShift Container Platform,

it 3
1.
1£ Red Hat OpenShift web ##l5H, = Operators > Installed Operators.
2.
MBI operator 5IZk#, %# Red Hat build of Cryostat,
3.
= Details Fr% 11,
4.
1 Provided APIs #84 R, 124 Cryostat #l Cluster Cryostat B X ¥iR(CR). #EFLLTF
Iz — :
[
EOIEE B /LA Cryostat L4, HEEE Cryostat, RG5H i Create instance,
[
E0|E Cryostat W% & Z2[E5LH, 7H1EFE Cluster Cryostat, #AJ5 = Create
instance,
5.

ZRE minimal B, HEFEUTESZ—
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= Form view #%i%H,

4 Minimal Deployment FFXiZi&H true, EXAFI{E Name FEAi A A,

1.1. ¥ Minimal Deployment Fxt0#2l true

Project: cryostat-test v
Cryostat Operator > Create Cryostat

Create Cryostat

Create by completing the form. Default values may be provided by the Operator authers.

Configure via: ® Formview O YAML view

Cryostat
@ nNote: Some fields may not be represented in this form view. Please select *YAML view" for full control. provided by Red Hat
Cryostat contains configuration options for controlling the Deployment of the Cryostat
application and its related components. A Cryostat instance must be created to
Name * instruct the operator to deploy the Cryostat application.

cryostat-sample

Labels

app=frontend

Minimal Deployment *

o true

Deploy a pared-down Cryostat instance with no Grafana Dashboard or JFR Data Source.

Enable cert-manager Integration
false
Use cert-manager to secure in-cluster communication between Cryostat components. Requires cert-manager to be

installed

= Create, RIBEAIEALHRE, SLHPIKHELUTIREIZ — T :

[
INREOIE T Hep A Z2(E Cryostat LI, NISLHIAITF Operator 15 TTHN
Cryostat ETI£ T,
[

NRIEBIET Cluster Cryostat S, WISLHIALITF Operator 15 TTmEM
Cluster Cryostat £ T,

= YAML #RF B%iRE,

1£ spec: #&%Ed, 5 minimal BHAEESCH true,

BECi& minimal BHARA

apiVersion: operator.cryostat.io/vibeta1l
kind: Cryostat
metadata:
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name: cryostat-sample
spec:
minimal: true

mif Save,

1.
1£ Red Hat OpenShift Web ZH& s, %EFAIE Cryostat SLHINTIE, sEFMNITBEN
Cluster Cryostat scf5lfy Install Namespace,
2.
S4inZl Workloads —~ Deployments,
3.
MEBEFIER, #%FS Cryostat 5% Cluster Cryostat SiHIFZFRICECMERE, 7£ Web 245
A Y$TH Deployment 15 1M,
4,
S El Containers 284, HANFIHMARKRTLIBHEM Cryostat Operator BF Nix/MER
FIBET Cryostat N R,
H{th TR

MFA X OpenShift CLIKNEZ{5 2, 1§50 OpenShift CLI A|] (Red Hat OpenShift 3

&2 88 JDK Flight Recorder (JFR)i% (f#f Cryostat fII& JFR it %)

1.3. M CERT-MANAGER

& oI L1 BcE@ Red Hat build of Cryostat Operator B9 enableCertManager Btk EH cert-
manager g,

EIAER T, Red Hat build of Cryostat Operator i enableCertManager B #i% & 7 true, X=X
Bk#& Red Hat build of Cryostat Operator {8 [ cert-manager CA %% & N#EM Cryostat HHERBE%


https://docs.openshift.com/container-platform/4.11/cli_reference/openshift_cli/getting-started-cli.html#cli-getting-started
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_cryostat/2/html-single/creating_a_jfr_recording_with_cryostat/#proc_creating-jdk-recording_assembly_creating-recordings
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#iE+. Red Hat build of Cryostat Operator {f FliX2EuE £ R¥HhZ1TH Cryostat A+ /=
HTTPS :&15.

&0 LLF enableCertManager Etfi1%& 7 false, L& Red Hat build of Cryostat Operator F#%Z&
73 Cryostat AH-EHKBFEBIES,

B8

MRFF enableCertManager EBtEi%iE N false, NIFIgERAAE217% Cryostat M
BEFNERSIAKRNE R EMBER LW,

FoRFM

{31/ Red Hat OpenShift Web #25i& &3k 2l OpenShift Container Platform,

it 3
1.
1£ OpenShift web 124 #133E A Xl Operators > Installed Operators,
2.
MBI operator 5IZk#, %#E Red Hat build of Cryostat,
3.
= Details Fr% 11,
4,
1 Provided APIs #84 R, 124 Cryostat #l Cluster Cryostat B X ¥iR(CR). #EFLLTF
BTz — :
[
BB K2 Cryostat SLfl, H%EFFE Cryostat, #RGH.; Create instance.
[
E0|E Cryostat W% & Z2[E5LHI, 7HE1EEE Cluster Cryostat, #AJ5 = Create
instance,
5.

Z /& enableCertManager B, HEFELLFETIZ— :

10
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= Form view #%i%H,

¥4 Enable cert-manager Integration FFXiXi&J false, A57E Name FE i
AME,

1.2. §f Enable cert-manager Integration t#Z| false

Project: cryostat-test  ~
Cryostat Operator > Create Cryostat

Create Cryostat

Create by completing the form. Default values may be provided by the Operator authors.

Configure via: @ Form view © YAML view

@ Cryostat

@ Note: Some fields may not be represented i this form view. Please select "YAML view” for full control. provided by Red Hat
Cryostat contains configuration options for controlling the Deployment of the Cryostat
application and its related components. A Cryostat instance must be created to

Name * instruct the operator to deploy the Cryostat application

cryostat-sample

Labels

app=frontend

Minimal Deployment *
false

Deploy a pared-down Cryostat instance with no Grafana Dashboard or JFR Data Source,

Enable cert-manager Integration

false
ii.
= Create, RIBEAIEALHRE, SLHPIKHELUTIREIZ — T :
[ ]

INREOE T Hep A Z2(E Cryostat LI, NSLHIAITF Operator 15 TTHN
Cryostat ETI£ T,

NRIEBIET Cluster Cryostat S, WISLHIALITF Operator 15 TTmEM
Cluster Cryostat £ T,

= YAML #1F Ba%iREl,

1£ YAML X8 spec: #£E, §$ enableCertManager BHEES) false,

1£ YAML X#rhi%i& spec: key B7RH

apiVersion: operator.cryostat.io/vibeta1l
kind: Cryostat

1
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metadata:

name: cryostat-sample
spec:

enableCertManager: false

= Save #H.,

Red Hat build of Cryostat Operator 2 H3)&E )5 Cryostat N RER, #ENAR
Fal LU E#H M enableCertManager BitECE 21T,

1.
7EFE Cryostat 5 Cluster Cryostat SE4 :
[ ]
MREBIET Cryostat SEHl, &M Operator 15 TN Cryostat I F dikFE
Cryostat SZ6,
[ ]
MR T Cluster Cryostat SEfjl, i5M Operator &I HE_LH Cluster Cryostat
PETIE %R Cluster Cryostat SEf,
2.
7 A% Cryostat Conditions %,
3.
$E TLSSetupComplete FHRE S KEN true, FHILFEHH Reason JIREBEIXEN
CertManagerDisabled, iX&x#EB¥ enableCertManager EH1% & false,
1.3. '27< TLSSetupComplete 4% &N true BITRHI
Cryostat Conditions
Type Status Updated Reason Message
TLSSetupComplete True @ Just now CertManagerDisabled TLS setup has been disabled.
MainDeploymentProgressing True . @ Just now ReplicaSetUpdated ReplicaSet "cryostat-sample-74d44556d9" is progressing.
MainDeploymentAvailable False @ Just now MinimumReplicasUnavailable Deployment does not have minimum availability.
HAth B

12
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#E5 Y cert-manager 344

&2 fIE JDK Flight Recorder (JFR)i% (f#f Cryostat B2 JFR if' %)

1.4. BE L HEHEIR

1£ Cryostat 2 /1, #ZaJLIEZE Red Hat build of Cryostat Operator YAML B i& SC4469
eventTemplates Bt4, HBSZSANBENER, FHERBHE T JDK Flight Recording (JFR)HZE#
b, ALl XK EHEIRECE JFR.

EIABER T, Red Hat build of Cryostat Operator S3EF— il BRE 4R, XETARBENE
YR RE T A RENEE, RILETLIEA Red Hat build of Cryostat Operator 2y Cryostat 5241
R EE L EMEIR, FHFXEEREFEE ConfigMaps hLLEBR RS TR, SalLUERAMUTAERER
B E L EHEEIR -

{2/ Red Hat OpenShift Web #£HI&E#-&EiRk L RI8E L FRS,

1£ Red Hat OpenShift web 12§l & & %i4 Cryostat B X FIR YAML 324,

# ConfigMap H##fif B E L EHEMRIG, ErTLIERL A E L EHRIREBEFHN Cryostat SLHl. &
&, EALERTA JFR WA E LE4ERE LR Java NARFLUIRIENTE.

SeRFH
[
{31/ Red Hat OpenShift Web #2§il& &3k 2l OpenShift Container Platform,
[
&% Cryostat web #2HI&,
it =3

ETHRAEMENR, E5H T Cryostat web #2514 M Events 3£ ¥ h i Downloads.

13
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EHBRIREA XML &R, XU &EEN jfc.

A - MREAECEMER, HEEAXAGHERT XML Gt da g T B8RS 43R,
DR EBRAR LU R ISR E,

WF7E CLI A A oc login #p4 &< EI#EH Red Hat OpenShift Web 1§15,
1£ CLI i AL TSR MEHEIRBIE ConfigMap ¥R, BN FEELRE Cryostat N
BEFNREhLHized, EaLHEAILEIREFHIZ1T Cryostat SCHIMER PR AERSUE,

5/ CLI i/ ConfigMap BTiRIRA

I $ oc create configmap <template_name> --from-file=<path_to_custom_event template>

5.

1£ Red Hat OpenShift web ##l5H, = Operators > Installed Operators.
6.

MBI operator 5IZk#, 7%# Red Hat build of Cryostat,
7.

1£ Operator #1551 A Details i£%i & F, flJ#—4* Cryostat =% Cluster Cryostat 56,

£ Provided APIs #84yrh, 124t Cryostat fl Cluster Cryostat HE X ¥%E(CR), %
ARz — -

E0E R pHRZEE Cryostat L, EEFE Cryostat, ARGH i Create
instance,

ZO|E Cryostat W% ep & ZE[AISLH, iHEFE Cluster Cryostat, A5 Create
instance,

14
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PEFELUT 2 — 5 XML i8R BE4RIR LB BTRS -

= Form view #%i%H,

SR El Cryostat =% Cluster Cryostat £l Event Templates 24,

1£ Event Templates ¥ dh 5 Add Event Template, 7 Red Hat OpenShift 2
H&HITFH—A Event Templates #8453,

1 Config Map Name THiFlZ&x+iiF A S EHAEHEIRR ConfigMap FTiR,

1.4. Cryostat S2fIi event Templates £

Event Templates v

List of Flight Recorder Event Templates to preconfigure in Cryostat

@ Remove Event Template

Config Map Name *

Select ConfigMap v

Name of config map in the local namespace

Filename *

Filename within config map containing the template file

© Add Event Template

£ Filename FE&H, #iA ConfigMap HESM .jfc XHHEFR.

EFA B E L EHEIRER Cryostat 5% Cluster Cryostat 326, &= Create,

= YAML #1F Bk,

15
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73 eventTemplates EBtEisEEM B E X EHER, WWEMTT Red Hat build of
Cryostat Operator #5F ConfigMap, LL{f& Red Hat build of Cryostat Operator & LL
AR,

73 eventTemplates BtHEE B & X SH 4R HI

apiVersion: operator.cryostat.io/vibeta1l
kind: Cryostat
metadata:
name: cryostat-sample
spec:
eventTemplates:
- configMapName: custom-template1
filename: my-template1.jfc
- configMapName: custom-template2
filename: my-template2.jfc

8

EWAM configMapName Fhi%IZkaikfS Cryostat sk
Cluster Cryostat S2f KBt ConfigMap &%k, F4, ELTIE
filename B H#EES ConfigMap XEXHVE,

Red Hat build of Cryostat Operator I{E vl 55 H & XL EHEMREN XML TR
4518 Cryostat N AR, BB E L EHERSS Cryostat web & hBGERIA

BHER—EITH,
1.
1 Cryostat web 54, =m3HFH Events, MR web EHIEHITHT —H
Authentication Required B0, 1HHAERKEIEFH = Save,
2.

1 Event Templates £+ T, REENAE LFHERESETHSEHERNIZRS LR,

16
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1.5. f£ Event Templates %5k T H 8 B & L EHER R HI

Events
Target JVM [+] 1 ] C
£ /deployments/quarkus-run.jar A

Event Templates Event Types

Filter... +

Na... Description Prov... Type
Profiling Low overhead configuration for profiling, typically around 2 % overhead. Oracle Target
Continuous  Low overhead configuration safe for continuous use in production environments, typically less than 1% overhead. Oracle Target
Profiling Low overhead configuration for profiling, typically around 2 % overhead. Oracle
ALL Enable all available events in the target JVM, with default option values. This will be very expensive and is intended primarily ~ Cryostat Target

for testing Cryostat's own capabilities

=
o
B

[ J
HSH A #2317 OpenShift L% Cryostat (Installing Cryostat)
[ J
HZ R Web #5477 Cryostat(Installing Cryostat)
[ J
ESHEREE L EGER (A Cryostat 2 JFR i)
1.5. Bgi& TLS ik

EAT LS E Red Hat build of Cryostat Operator, ¥ Cryostat B2& H{EEREB K EN ARFEN TLS
UEF,

Cryostat ZiRITFFEHEM TLS iEBRBR JVM B JMX 78, XFFTh JMX %8, Cryostat 7if%
B JVM IEH_EMARE BRI,

&0 LUfE Red Hat build of Cryostat Operator YAML BCi& S {4#) trustedCertSecrets B HIEES
A TLS secret, EAHFEBAM secretName EtEHISEAL TS5 Cryostat N A ERBEIN & Z2F Y
secret, certificateKey BEEKIAN tls.crt, {BIERILUFESCH X.509 ik 5304 4.

17
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https://access.redhat.com/documentation/zh-cn/red_hat_build_of_cryostat/2/html/installing_cryostat/#accessing-cryostat-from-the-web-console_assembly_installing-cryostat
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B

RAF7EFEA com.sun.management.jmxremote.registry.ssi=true B 2 JMX %
BEEAT TLS NN ARFYREEE TLS iEH,

FoRFM

{81/ OpenShift Web &5 & %3 OpenShift Container Platform,

&% Cryostat web #2HI&,

i =
1.
1£ Red Hat OpenShift web ##l5H, = Operators > Installed Operators.
2.
MBI operator 5IZk#, %# Red Hat build of Cryostat,
3.
£ Operator F#1&ilE+, = Details iEMiF,
4,
1 Provided APIs #84 R, 124 Cryostat # Cluster Cryostat B X ¥iR(CR). #EFLTF
BTz — :
a.
B AMAZE Cryostat S:fl, &R Cryostat, A5 Create instance,
b.
E0|E Cryostat W% a4 Z2[E5LHI, 7HE1EEE Cluster Cryostat, #AJ5 == Create
instance,
5.

ERCE TLS IEH, HRFU TRz — :

£ Form view By%k{gH,

#£ Name FErh, HIEEGIEM Cryostat SLBIHEE— &,

18
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I Trusted TLS Certificates i£5i, AJ5# i Add Trusted TLS Certificate,
1£ Red Hat OpenShift Web il &t E RiETIFIR,

1.6. Trusted TLS Certificates 1%

Trusted TLS Certificates v

List of TLS certificates to trust when connecting to targets

@ Remove Trusted TLS Certificate

Secret Name *

Select Secret -

Name of secret in the local namespace

Certificate Key

Key within secret containing the certificate

© Add Trusted TLS Certificate

M Secret Name FlZRH %R TLS secret, Certificate Key SFE¥ 2 Al M,

ol

R LT 35 Remove Trusted TLS UFF Mg TLS iF$,

= Create, RIBEAIEALHRE, SLEPIKHELUTIREIZ — T :

[
INRIEOE T ey A Z20E Cryostat LI, NLHIAITF Operator 15 TTHN
Cryostat EII£ T,
[
NRIEBIET Cluster Cryostat S, WISLHIALITF Operator 15 TTmEM
Cluster Cryostat £ £ T,
= YAML 1 Btz

19
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1t trustedCertSecrets #/HM secretName EBtEhisEEMN secret (fiF5
Cryostat N R R Z M G) ,

1£ trustedCertSecrets FESIHIEE secret BI3Hl

apiVersion: operator.cryostat.io/vibeta1l
kind: Cryostat
metadata:
name: cryostat-sample
spec:
trustedCertSecrets:
- secretName: my-tls-secret

A : 5% certificateKey BHHBUI N AERFH X.509 iEHX##. MREEE
U, W certificateKey BHEEIAN tis.crt,

B certificateKey BHAEHRHI

apiVersion: operator.cryostat.io/vibeta1l
kind: Cryostat
metadata:
name: cryostat-sample
spec:
trustedCertSecrets:
- secretName: my-tls-secret
certificateKey: ca.crt

jii.
mif Save,

Red Hat build of Cryostat Operator 2 B AR ENZ L% BE/G Cryostat
26,
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W7 CLI iafT LA T e &R EMA M ARER pod E5# %5 Cryostat pod fii FRE—4
OpenShift & apZZE A -

I $ oc get pods

F < F Cryostat LHIH) web 1§15,
£ Cryostat ScfllY) Dashboard 3 5ieh, M Target SIFRAiEFE—4BIR JVM,

1£ Cryostat web 1Z=HI& K S 3 ¥4k E: Recordings, 7 Authentication Required %1
B, WARE secret BEIE, AFERE Save LUFEHNERIRHLE BT JVM,

k

N
p
;

il

MRAMEBT N IMX EEGA T BB EHEIUE, NRGIRREENWINE
r JVM 124t JMX &8,

Cryostat i Z5t SRR UER JMX EEGF BRI AR, JIE, ErLER
Recordings 1 Events ThaER ¥ FATEF-89 JFR BUE,

HAth B

&2 M8 JDK Flight Recorder (JFR)i'3% (f#f Cryostat fII& JFR if' %)

&2 {8/ Operator 7£ Red Hat OpenShift E%% Cryostat (%% Cryostat)

HZ R Web #5477 Cryostat(Installing Cryostat)

1.6. ESFFEBET

& eI LA{$F Red Hat build of Cryostat Operator 2y Cryostat = Cluster Cryostat SCflEcEF .
Cryostat THiiF A LS (PVC)H] emptyDir FHEE3HY,
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EIABER T, Red Hat build of Cryostat Operator 7y Cryostat =k Cluster Cryostat S:fl8/E—4
PVC, ©#EHA/NEHNEHENERIA StorageClass FiE(MiB),

1R 0] LSBT EFR L T %%z —fE OpenShift Container Platform £4 Cryostat N ARRFESIEAE X
PVC :

7 A Form view & O Storage Options > PVC > Spec, A&t EHRBXFERERE
X PVC,

SHE YAML #IE 880, A% spec: & £+ storageOptions HAHLUH R IENTE,

ME T RE LB XA Red Hat build of Cryostat Operator AZi& Cryostat g
HHEEEETNGE 2.

R 0] LB T %R UL T %%z —fE OpenShift Container Platform £ Cryostat N ARFEE
emptyDir &4 :

1£ Form view B[O Storage Options F1/3f Empty Dir % &,

£ YAML 1 &50Orh, $F spec.storageOptions.emptyDir.enabled %i&H true,

FoRFM

{31/ Red Hat OpenShift Web #§i& &3k 2l OpenShift Container Platform,

it =

1£ Red Hat OpenShift web ##l5H, = Operators > Installed Operators.

MBI operator 5IZk#, %# Red Hat build of Cryostat,
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https://access.redhat.com/documentation/zh-cn/red_hat_build_of_cryostat/2/html-single/using_the_cryostat_operator_to_configure_cryostat/#changing-storage-options_assembly_cryostat-operator

% 13 RED HAT BUILD OF CRYOSTAT OPERATOR

= Details Fr% 11,

1£ Provided APIs #8491, 124t Cryostat 1 Cluster Cryostat B X ¥i&(CR), EFLT
Tz — :

EfB ¥ 442 Cryostat Sifjl, %% Cryostat, R5H.il; Create instance,

ZO|E Cryostat W% ep R ZE[AISLHN, HEFE Cluster Cryostat, A5 Create
instance,

EHN Cryostat N HRFNFEHEXE, HEFUT Xz — :

£ Form view B%k{&H,

Sl Storage Options #B43, #AIG7E Name FEHHiAfH.

BFF Storage Options, F s Empty Dir, 7£ Red Hat OpenShift Web 1®HI& &
T F BT RA T,

¥ Enabled FFXi%XE&N true,
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K 1.7. £7~ Empty Dir XHALIZE N truefaR=Hl

Storage Options A

Options to customize the storage for Flight Recordings and Templates
Empty Dir v
Configuration for an EmptyDir to be created by the operator instead of a PVC.

Enabled

© -

When enabled, Cryostat will use EmptyDir volumes instead of a Persistent Velume Claim. Any PVC cenfigurations will be

ignored

Medium

Unless specified, the emptyDir volume will be mounted on the same sterage medium backing the node. Setting this field

to "Memory” will mount the emptyDir on a tmpfs (RAM-backed filesystem)

Size Limit

The maximum memory limit for the emptyDir. Default is unbounded

PVC >

Configuration for the Persistent Volume Claim to be created by the operater.

= Create, RIBEQIRBSLHIRE, LHAKHEUTHRENZ—THF :

[ ]
INREOE T Hep A Z2(E Cryostat LI, NSLHIAITF Operator 15 TTHN
Cryostat ETI£ T,
[ ]

NRIEBIET Cluster Cryostat SEfil, WISCHIALITF Operator P15 TTmEM
Cluster Cryostat £ £ T,

= YAML #1F Ba%iREl,

1£ YAML X¥F89 spec: B4, 7N storageOptions X, F#1¥ emptyDir &
H%EN true,

£ emptyDir B¥%09 trueffBl

apiVersion: operator.cryostat.io/vibeta1l
kind: Cryostat
metadata:

name: cryostat-sample
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spec:
storageOptions:
emptyDir:
enabled: true
medium: "Memory
sizeLimit: 1Gi

7 - 9 medium ] sizeLimit BiE % &AL

iii.
| Save #%Hl, Red Hat build of Cryostat Operator Jy#Z i3 —4 EmptyDir
£, MARNEM Cryostat SLHIBIE PVC,

1.7. CRYOSTAT B9 ES %0

1t Red Hat OpenShift Web &, f&alL{#H Red Hat build of Cryostat Operator & X AT
EE Cryostat M TR R B H 4 s 15 BT s B0 3R8

&7 LAfE Red Hat OpenShift B YAML Bi& 3+ E . Node Selector. Affinities. Affinities I
Tolerations & X, W74 Cryostat N M spec.SchedulingOptions Bk & 4B 2s sidecar
spec.ReportOptions.SchedulingOptions Bt T & SGXEEE Y, @iFHEE SchedulingOptions 8
#, Cryostat NAERFREREERS sidecar pod FFEE Bl B VA 4T &,

BT SN R RILIM Cryostat SEHIHEIN sidecar IREE T,

BRE AL Cryostat CR 9 YAML Ed& = fl

kind: Cryostat
apiVersion: operator.cryostat.io/vibeta1l
metadata:
name: cryostat
spec:
schedulingOptions:
nodeSelector:
node: good
affinity:
nodeAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
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- matchExpressions:
- key: node
operator: In
values:
- good
- better
podAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
- labelSelector:
matchLabels:
pod: good
topologyKey: topology.kubernetes.io/zone
podAntiAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
- labelSelector:
matchLabels:
pod: bad
topologyKey: topology.kubernetes.io/zone
tolerations:
- key: node
operator: Equal
value: ok
effect: NoExecute
reportOptions:
replicas: 1
schedulingOptions:
nodeSelector:
node: good
affinity:
nodeAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: node
operator: In
values:
- good
- better
podAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
- labelSelector:
matchLabels:
pod: good
topologyKey: topology.kubernetes.io/zone
podAntiAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
- labelSelector:
matchLabels:
pod: bad
topologyKey: topology.kubernetes.io/zone
tolerations:
- key: node
operator: Equal
value: ok
effect: NoExecute
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Fi%t, #EAILMTH Red Hat OpenShift Web &, @I —4 Cryostat Scfil, #A/F7Ei% Cryostat 5E
69 SchedulingOptions #1 reportOptions. SchedulingOptions ETiHE X Affinities #1 Tolerations

€ o

1.8. OpenShift Web {225 518 Report Options #1 Scheduling Options ik

Network Options

Options to control how the :|.‘C'.'|t'3' exXpose

Report Options

Options to configure

Replicas

Resources

Scheduling Options

Sub Process Max Heap Size

When zero report sidec
[MiB).

»  Advanced configuration

Resources

Resource requiremeants for the Cryost

Scheduling Optiens

Affinity

Affinity rules for scheduling Cryostat poc

Tolerations

e application outside

Cryostat Automated Repo

The resources allocated to each sidecar replica. A replica with more resources

heduling for the reports

Optiens to configure scheduling for the Cryost,

Tolerations to allow scheduling of Cryostat pods to tainte

of the cluster, such as

t Analysis.

loy. Each replica can service one report gene

at deployment

at deployment

ISINg an Ingress or Route.

e: https; fkubernetes io/docs/concepts,/scheduling-eviction/taint-and-toleration,/
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& 2 & POD SECURITY ADMISSION

Red Hat OpenShift [ Pod Security Admission (PSA)}A— Red Hat OpenShift £&h 89N T2
B pod M F—4H%Z£HMN, 7 Cryostat L F3¢rh, XN HER pod @& Cryostat pod #l1—4
Report sidecar pod. 54, #&aILL{E Cryostat BiE X ¥R (CR)L/5F Report sidecar pod, #NRK A
BEFAHTERIBIE, NN ARRFEEE Red Hat OpenShift K8 Hiz1T,

Red Hat OpenShift 4.8 H PodSecurityPolicy API, 3{&f PSA, PSA 1Z28tLLFiLs= :

BFE—ITREZEHZE, OV ARR pod MEHIHIT pod &b,

BRE—HE L =MFRRIEMN pod ZLFR4E - Privileged. Baseline 1 Restricted,

1£ Red Hat OpenShift £, fEaILA#H PSA k&4 £ TFXZIR(SCC)H Red Hat OpenShift ££81%E
SRRE, BRATER T, restricted-v2 SCC 5 Restricted pod Z£&rE—3L,

B R T, Cryostat pod &L E XA restricted-v2 SCC, i XEWkE Red Hat
OpenShift aTLUEZ 5 HIBR S pod Z2MERE A2 pod,

Restricted $kB& 23k Red Hat build of Cryostat Operator EERRLZLE LTX, WMT=:

EFAA Thee

#F allowPrivilegeEscaltion & false

Restricted $kB&Ek Red Hat build of Cryostat Operator E2i& pod £ LT, M= :

19 runAsNonRoot % & H true
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¥4 seccompProfile %i& 3 RuntimeDefault

54+, Red Hat build of Cryostat Operator £ Cryostat i A2 pod M pod £ L TF3trhiE X
fsGroup, LL{E Cryostat ALI#E Red Hat OpenShift LEF At fFiEE P EIE A XH,

NRIEER S Restricted pod ZEIENLBTAMER, ErILIZES Cryostat FAMRKIALZL LT
X

21. BRERELTX

&I LA{E Red Hat OpenShift L# Cryostat BE X IR (CR)H1EE pod MIBAHRELTL LT, &2 L
T3C%f Cryostat pod. Report sidecar pod (fEfEFK) #1EA pod HZE SN AR,

MREEHT CRMIXE, XERERBERRANNRS L TXRE,

ZE£ ETFOHRFEPRM AR pod hEANNAREF, REETXEEEN SCC REHIFRM, EaTLL
BIE A E X SCC k57 Red Hat OpenShift &5} pod saHIHFT ™ HEHIAER, M Pod "I LAHATHIIRIE
= Pod AT LA B9 BEIR.

ZHEAE N SCC, EUFMERRHEEIR. HLLINERRPZTIEM pod BIBLZEET
X, LUMEXE pod iiE B X SCC EXK,

SCC £ Red Hat OpenShift SEF 5 Hlen£ 22 (] 25 s b L e e, LMEILERRFHZITHEM pod #8
BWeRIEtrAE, R, REM ETOH pod 2HE—H,

I ERTF, Red Hat build of Cryostat Operator 3&1& Cryostat pod H restricted-v2 SCC KHg,

EAER T, Red Hat build of Cryostat Operator y Cryostat & HZH 4 OIB8—ABRSSM >, N jir-
datasource # grafana.

BEMRFSKERABEL SCC, HHITU TS RZ — -
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Bl —4* Role Binding, ¥ Cryostat [R551k P BEEIFERABE X SCC Mfafa,

{31/ Label Syncer H#H52501 H 6 & 22 [HEHE PSA %S,

Label Syncer ZH#4#8H T ASCRHSER ., EAFEETE Red Hat OpenShift R5iér & 22 [H|
ffEF Label Syncer A#, Eil:@FELL openshift- P&/ AT

B

EﬁtcﬁJ:-FiﬁﬂﬁﬂjﬁE‘ZﬁﬁﬁF? pod N FRFERAEI, 1H%E Red Hat OpenShift
ARERBIAKZ XS, PSA REHE=NEEHR RSB ERNZE S RIBI. TIEFE
ﬁ% Red Hat OpenShift pod Z2tnE—HMER L ETFXEH,

FRFM

{31/ Red Hat OpenShift Web #§i& &3k 2l OpenShift Container Platform,

1£ Red Hat OpenShift LT EF %% T Red Hat build of Cryostat Operator, &S {#
FA Red Hat build of Cryostat Operator (Installing Cryostat)ff Red Hat OpenShift %%
Cryostat,

Ak : BEETE PSA I3 SCC Rlg, HSHEERL LM L T34k (OpenShift
Container Platform),

At : FHERTEEE 1A PSA REM=FRIgz —,

MREFEABE L SCC Iy Pod sEBIHITRERKES, ZMJIECE SCC LUS A Pod B9
BRSSP SRR E,

iy =

1£ Red Hat OpenShift web #2551 Operators > Installed Operators,
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MBI operator 5IZk#, %# Red Hat build of Cryostat,

= Provided APIs > Create, Red Hat build of Cryostat Operator "<} Report sidecar
pod ARSI, #HR, XL pod £ HRIMHAZE M R FABIAIRSS K,

ERERE ETX, ERHRU TRz — :

= YAML #1&, 7£ spec: 53k, %Wk securityOptions #l reportOptions B LAPT
BEENRZEERK,

ZE L TFXEERA

apiVersion: operator.cryostat.io/vibetai
kind: Cryostat
metadata:
name: cryostat-sample
spec:
securityOptions:
podSecurityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
coreSecurityContext:
allowPrivilegeEscalation: false
capabilities:
drop:
- ALL
runAsUser: 1001
dataSourceSecurityContext:
allowPrivilegeEscalation: false
capabilities:
drop:
- ALL
grafanaSecurityContext:
allowPrivilegeEscalation: false
capabilities:
drop:
- ALL
reportOptions:
replicas: 1
podSecurityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
reportsSecurityContext:
allowPrivilegeEscalation: false
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capabilities:
drop:
- ALL
runAsUser: 1001

B Advanced Configuration LLFTF Red Hat OpenShift Web #2i#& s BB Nk
i

~O

2.1. B BCE I H LT

¥ Advanced configuration

Authorization Properties

Override default authorization properties for Cryostat on OpenShift
Security Options
Options to configure the Security Contexts for the Cryostat application.
Core Security Context »

Security Context to apply to the Cryostat application container.

Data Source Security Context »

Security Context to apply to the JFR Data Source container.

Grafana Security Context >

Security Context to apply to the Grafana container.

Pod Security Context >

Security Context to apply to the Cryostat pod.

R FF Core Security Context, fErIHETFIZERSD, HERRE ETIE KB,

5.
= Create,
6.
RIEHER, SRR XL LETX. GrafanaZ2 Lt TX Ml Pod X2 Lt TX 2EESE—F
A,
7.

Ak - MREEH Report Generator iR55, EthalLUbIRSERER S ETX, WA

el
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£ Report Options &, B aKEiE.

BFF Security Options, IRIBFEE N RERXLLTX #l Pod 22 LT3,

Pod & HrAERES.

2.2. POD &tk kB

Pod Security Admission (PSA)2IE=/1kg, ©ilEHEz TS5 pod £t EHXNLZLI, TX#E
B R :

profile Hauk

Privileged HIEH Cryostat pod 124 7 I 52 AU BRBI R ZBR &R
B%, MREFEM pod BIEFSHFFNAL, HFEEX
& LR,

Baseline R BRI AR BRIAKEE, Baseline 5ig % &%

HENEHIE LR RFRANAVFENULE.

Restricted Restricted £8&, &R Cryostat pod IREHEH 7
AR, LLERBE AENMESIE L ZRFEMATFIIEL
B,
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%5 3 Z RBAC MU ECE

1£ OpenShift Container Platform (OCP)_L, Cryostat fEiFl—MURECE, T©iF OCP ¥R T
Cryostat EFEN R, TRAECEIRML Cryostat 22, ATRIAFHITELRE, WMAIE JFRICxSK
BE LI BITR,

TR TRXK Cryostat ERHFRME X -

CERTIFICATE & RN E#EE] Java EHINL(IVM)RL ) SSLIES,

AT BB VM B ER.

oK 1 JVM R PR B RIE R,

e REMIDKERBRE,

L iiﬁ%MUEIT_E@EEﬁ\_tﬁ&’aiﬂi L% Cryostat (TR, LAFERBAXHITIC
TARGET FAF IR JVM R,

ik BB L KR EHER,

HERECIE E X SIS B BRE L FHH OCP KgAK, APIIGRIGEHIRENF, LT Cryostat &
BB RBR: 9 OCP %R, Cryostat REXMEFHNEA APIIER, RELE APIER,

Cryostat 1E8 N ims2 4 B resource-verb X, XA ZBE XM, FETF Cryostat, FENRIEEE T
&, Cryostat 2 HE U shiAi#:h RBAC 3,

1R A LIIEXEE Cryostat EEMIBTR _ESCHILL T hiA -

CREATE : fili

DELETE : &
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READ: get
UPDATE: patch

LUFRBIESRT I Cryostat EEMFTIREEHEI Red Hat OpenShift FHRFIFRMHNAE :
I TARGET=pods,services

ZoERmEBE X JVM BIr5IZRM API K, FIIM Recordings T LK) Target JVM B54&, &k
87 READ HBRFREE BT 4 I8 TARGET, £ RBAC R5i#, READ F{PRIRHENTEEN pod FRSS
Byifial,

KIABRT, Cryostat LI RBAC MHEZE.

auth.properties:
TARGET=pods,services
RECORDING=pods,pods/exec,cryostats.operator.cryostat.io
CERTIFICATE=pods,cryostats.operator.cryostat.io
CREDENTIALS=pods,cryostats.operator.cryostat.io

ConfigMap E X MHANE. simflFFAFIHEAA Cryostat EEM TR, R
ConfigMap #%% Cryostat EEMTIR, Cryostat R7EE API &R F2chBkid AR
St

Red Hat build of Cryostat Operator $$124£#9 ConfigMap API X1 & fh ;X 1% B H 2l Red Hat
OpenShift _£# Cryostat pod #, #E8 Cryostat pod B LABER JiniX %@, LAREIAR - o LA mley
Cryostat ZhaE, ARG, EaILMERE XFHR(CR)HE X ClusterRole, JiXLepii4i Red Hat
OpenShift BRI AR ETR,

7R Cryostat CR R=fl, HPE S spec FEHE X H ConfigMap. ClusterRole 1 filename &

apiVersion: operator.cryostat.io/vibetal
kind: Cryostat
metadata:
name: cryostat-sample
spec:
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authProperties:
configMapName: auth-properties
filename: auth.properties
clusterRoleName: oauth-cluster-role

=
o
B

&2 RBAC R (Installing Cryostat),

3.1. Edi& RBAC B4

Rl LAMERSFETF Cryostat B RBAC BRI EHE L Af, ARItARSERIFAIM Red Hat
OpenShift ik, HJ#EENTER— Cryostat s Z2 A iz THEA A KERENRE, LIhEERA
mo

FRFH

{31/ Red Hat OpenShift Web #§i& &3k 2l OpenShift Container Platform,

T E R Cryostat 26, ES A operator (Installing Cryostat)#£ Red Hat
OpenShift £%%% Cryostat.

it =

£ ConfigMap #3E X B & X F BRI,

BETRMEE ConfigMap Al

apiVersion: v1
kind: ConfigMap
metadata:
name: auth-properties
data:
auth.properties: |
TARGET=pods,deployments.apps
RECORDING=pods,pods/exec
CERTIFICATE=deployments.apps,pods,cryostats.operator.cryostat.io
CREDENTIALS=cryostats.operator.cryostat.io
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EA B E XABRISE, ClusterRole »7ifFE, FH A BHEXHERMHNHFIHMAA Red

Hat OpenShift X REIFLER,

SEUENNM ClusterRole =l

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: additional-oauth-client
rules:
- apiGroups:
- operator.cryostat.io
resources:
- cryostats
verbs:
- create
- patch
- delete
- get
- apiGroups:
resources:
- pods
- pods/exec
verbs:
- create
- patch
- delete
- get
- apiGroups:
- apps
resources:
- deployments
verbs:
- create
- patch
- delete
- get

1£ Red Hat OpenShift Web ZHI& R AKIEE, OAuth IRSS 3R AEMNEIENIIEERSE

FEISR4ERK APl THE,
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1£ Cryostat B X ¥R (CR)# 124t authProperties spec, LIBIHESMHEHARTH
ConfigMap, LR JyiXtemit) Red Hat OpenShift ¥ . RBAC 1Jil/i4 ClusterRole,

WwaE L EE AR authProperties B Cryostat CR =l

apiVersion: operator.cryostat.io/vibeta1l
kind: Cryostat

metadata:

name: cryostat-sample
spec:

authProperties:

configMapName: auth-properties
filename: auth.properties
clusterRoleName: oauth-cluster-role

H4, EAILHTIF Red Hat OpenShift Web #2414, B8 —4 Cryostat S2fl, FH#

Authorization Properties E5if %€ X ClusterRole Name. ConfigMap Name #1 Filename &
#, #EEILI#E Advanced configuration 4 HijinE,
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3.1. OpenShift Web #HI&HNEKACELR 2

v  Advanced configuration

Cverride default authorization properties for Cryestat on OpenShift.
ClusterRole Mame *

Select ClusterRole -

Authorization Properties w

Mame of the ClusterRaole to use when Cryostat requests a role-scoped Oduth token. This ClusterRole should
contain perm ns for all Kubernetes objects listed in custom permission mapping. More details:
https,{fdocs.openshift.com/container-platformy/4.1/authentication/tokens-scoping htmi#scoping-tokens-role-
scope_configuring-internal-cauth

ConfigMap Mame *

Options to configure the Security Contexts for the Cryostat application

Select ConfigMap -
Mame of config map in the lacal namespace.
Filename *
Filemame within config map containing the resource mapping
Security Options ¥

1£ Installed Operators ¥ 5¥.eh, ##F Cryostat SEfl,

B Application URL 4 shidEERE, LU &xFS. OAuth IRSBFEEEAT
OpenShift Container Platform &% T,

WMAEREIEES, AB S Logine XNFEE— @it OAuth IRS53E RN, & Web 3

%25 F&3TFF—4 Authorize Access T Hs,

1£ Requested Permissions EWish, #IAKEA BEHRSEE Cryostat CR hiEEMN AT

L,
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1£ Authorize Access O, EALUAEMRNEEIE, ERRES&E Cryostat tE8E, Hik
R Si%iE,

3.2. S =M Authorize Access B

Authorize Access

Service account cryostat-sample in project cryostat-test is requesting permission to access your account (kube:admin)

Requested permissions

user:check-access

role:cryostat-operator-oauth-client:cryostat-test

role:additional-oauth-client:cryostat-test

Allow selected permissions Deny |

Authorize Access BOFIH T LLTFAUR :

user:check-access, XZRERER Cryostat N ARFEIERIR, PR VA RET
B EHRFRE R RIAER.

role:cryostat-operator-oauth-client:<namespace >, ©2MN&B Cryostat N RRFIE
KPR H, @it CLI ¥ < namespace > #0451 B &k s & 22 A&, BPRA VA
F'5eEX cryostat-operator-oauth-client fa faigEIR/E, BFAHEITE (40 secret) BITER
BR4t.

role:<user-define-clusterrole-name>:<namespace > : #&ff Cryostat CR spec H3E
X H clusterrole, @id CLI $F < namespace > Bt i H A=k p A H AT, PERR
YFA 58X additional-oauth-client fa & 15 ERMEMIRERTTRIFBR, BFAZNFIER (0
secret) B,

BEFELU Tz — -

NBEEZAEE KPR, &= Allow selected permissions,

MR BB RAEERNBRED, 7§58 Deny &,
&9 Web 5SS EREEMT Cryostat web #2514, EalLAEH e Java B
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HMIVM)shiz1T8 Java N AR,

&2 {8 A Red Hat build of Cryostat Operator (Installing Cryostat)#£ Red Hat
OpenShift £% 3% Cryostat.

B F 2023-12-13
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