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B1EF REEI

5 1E BRI
fRAI LU Cryostat EREZR 2 WE, LUEERIFHIET Cryostat S5,
Cryostat AI LUINZEFZME B JVM B ARRFRRERE, 1Z238IBEFHE1E Red Hat OpenShift EHFFAMS
ABA(PVC)H, Cryostat x#F HTTP 15K LMY SSL/TLS, BEIRERMEILL, URERXLEERER T

BIETRN ARRFR UMX E#, Cryostat MEAB AP RENBLEEINZEBIEZERHEIE, EH Red
Hat build of Cryostat Operator &£ R IZBIL G 1,

IRET LOB A X L E T RN E secret, FIF Cryostat BECiBE NE St secret, F{FF Cryostat Operator 1
Cryostat B2 WS EsEN AR SSL/TLS ik, MNEEZER, 15ESH#F A Red Hat build of
Cryostat Operator Bgi& Cryostat: Bgi& TLS UE+,

& LR TT s Cryostat web #24& R # Security S E&EE BT JVM S AB SSL/TLS IERFIRK,

E1.1. & B JVM 5 AR SSLiFBHIE

Security

Imported SSL Certificates (@

The following certificates are present in Cryostat's additional trust store. Contact your Cryostat administrator if your application requires a new trusted certificate. You must restart the Cryostat server to
reload the certificate store after adding new certificates.

[truststore/operator/cryostat-sample-ca.crt

ftruststore/operator/..2024_06_05_13_22_14.1653359133/cryostat-sample-ca.crt

Store Credentials @

Credentials that Cryostat uses to connect to Cryostat agents or target JVMs over JMX are stored in encrypted storage managed by the Cryostat server.

O~

Match Expression Matches

> a target.connectUrl == "http://10.131.0.10:9977" && target.annotations.platform["INSTANCE_ID"] == "c3a268b4-57bc-4ba0-bddc-lafd42def126" (1 ]

11. EEMEREIE

IMRE K BIR IVM N AR E A Java BRI B(IMX) SR I51ESE HTTP &3%51E, ] Cryostat RIR7R
5 NEREIE, RS Cryostat ] LAVT MR N R JFR 105K,

L% = Cryostat web 2 & FH) Recordings 5k Events IR, S{EEHALITHF—1
Authentication Required B[, A Bir JVM NAKA S ENBE, RE, EATUEFICES
EN ARRF EHTEREAR DR RE,


https://docs.redhat.com/en/documentation/red_hat_build_of_cryostat/2/html-single/using_the_red_hat_build_of_cryostat_operator_to_configure_cryostat/assembly_cryostat-operator_cryostat#configuring_tls_certificates_assembly_cryostat-operator
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1.2. Cryostat SR IEArRIE O 6

Authentication Required x
This Target JVM requires authentication. The credentials you provide here will be passed from Cryostat to the target when establishing JMX
connections. Enter credentials specific to this target, or go to Security to add a credential matching multiple targets.

Username *

Password *

Save Cancel

Cryostat 2% Fi%3#%F| Cryostat I Bir JVM BIE

BE
MREFBER B IVM NARRF, HRRTHRUTES 2 —LUERE KN ARFHN JFR
IDFEE

e 3 Cryostat web #4l& 1 # Recordings 32 #1713 TR JFR 103K,

o BIE—NBEIHNIEIFRE Cryostat, FFIRIRICKEHIF Cryostat HRBIFE L
B

LIERTOE—BEEINRIEEZES D BIR JVM B, A LU Cryostat B8 B W 776E, AEHNETE
rRIVM EEE S ERAZNEIL. B ER JttﬁB%, BYUEAHLH Cryostat web EHIBHEHFEFN AE
FBY JFRICKE, BAFREFMALHE

FeREZH
o NIEMB IR JVM NAFERA JMX 3 HTTP B34k,

T
1. = Security 3 HI,

2. 7E Store Credentials B O mifi Add #%#ll, X&3¥TFF Store Credentials .,



1.3. EiEKIEE O R G

Store Credentials

Create stored credentials for target JVMs. Cryostat will use these credentials to connect to Cryostat agents or target JVMs over JMX (if required).

Match Expression * (&

Enter a match expression. This is a Java-like code snippet that is
evaluated against each target application to determine whether the
rule should be applied.

Username *

Password *

[

Save Cancel

4 Test

Visualize via: ® Graph View O List View

® M

B1EF REEI

o.cryostat.Cryostat es.andrewazor.demo ¥ainf) es.an

AN {
es.andrewazor.demo.Main t
¥ M
= i -

£ Match Expression FE&H, IBELRFRARIFHER,

BRI S EFE, LUFE Match Expression Hint F B & & B IUIE K,

mifi Save, 7f Store Credentials ®EOH B Rx—1NKREE, EFERTEMNBER JVM B Match

Expression,

1.4. Store Credentials B#&PHFRZB =~HI

Store Credentials @

Credentials that Cryostat uses to connect to Cryostat agents or target JVMs over JMX are stored in encrypted storage managed by the Cryostat server.

Add Delete
D~ Match Expression
> 0O target.connectUrl == "httpy/sample-app-3:8912/" && target.annotations.platform[“INSTANCE_ID"] == *fe8320d8-0f91-4b4d-875¢c-655cb608becs”
> 0O target.connectUrl == "httpy/sample-app-2:8911/* && target.annotations.platform["INSTANCE_ID"] == "e286¢791-8e9c-4427-8a75-51479859¢9f7"
> a target.connectUrl == "http;//sample-app-1:6910/" && target.annotations.platform["INSTANCE_ID"] == "Icle77f0-3ad2-4cc3-9518-1468el4d5442"
> 0O target.connectUrl == "http/quarkus-test-agent:9977/" & target.annotations.platform["INSTANCE_ID"] == "9e665fa0-4726-4150-afee-29515637194d"

B

NTREEN, RXEBTR

7% - AREMIFREIR JVM FRERVEILE,

i B,

ERIENA BB,

Matches

BRI LU B iR JVM REBFLNEEE, REH
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B2 F 1 JFR DK

R DUARIERRE JFRICS, LUBHE JFRICSREBENEBIEZ KR, BT HZH LA™ JFRIE%, MU
RIEAT U2 TIC K AR R ENF R,

IRE LATE =Ml 2 — B9 UTRSSE 3 B UIR4A UFR 10K © All Targets. All Archives #1 Uploads, ##
IBISIE JFR DT EHUTHOIRME, LR THEAESNRH LT,
2.1. J9#4 JDK FLIGHT RECORDER (JFR)il3k

IEA DUSASE RN JFRIE, LUESR JFRICBENEIEE K. & Cryostat fFIHH JFR ICFEIREE
TEEYE, FEHENIVM T2ELERNEER, JRSHEIEEEX.

LIRAIRITREICERS, Cryostat REFIEM JFRICRIEIE, HIFEBUBEFMETE Cryostat SLBIRIFFA M
EREAIE A, Red Hat build of Cryostat Operator $HX /N AMEZ GBI E] Red Hat OpenShift 5%
PRI RE R A B FEA(PVC),

R UARER JFRICS, TREEERM 2. A%, EXLA LM JFRICFKIIEIRR,
FRFH

® /y Cryostat S5 A IEB B BIEHIS,
o GIEBM JVMILE, FHiAEEIESIFEME DL DR 8, ESH A8 JDK Flight
Recorder (JFR)IZ5% ({3 Cryostat Al JFR 1E3K) o
i =

1. 7 Active Recordings iETl£ /1, % JFRICRIIELIE, Archive IREHIRTE Active
Recordings T 2 /EUE,
2.1. JFRICFA9 AR H
Target: quarkus-test-7c95cc5b-vjdzq (service;jmx:rmi///jndi/rmi//10-128-2-17.cryostat-test. pod:9097/jmxrmi) ¥

Recordings

Active Recordings Archived Recordings

Y Name = Filter by name. - [ Archive ] l Edit Labels l [ Stop l
O Name Start Time Duration State Options Labels
> demo_recording_1 11/30/2023 112126 AM GMT Continuous RUNNING toDisk: true templatename: Profiling | template.type: TARGET

2. = A8 #%2#, Cryostat fll# JFR £ RMERIC R,
& B LATE Archived Recordings £ EFIIEICTE, UREFMEBIR JVM HXBEMEAM
:LEJ%Q

&, EAILUTE All Targets R TM BE&EIRB9IE%,


https://access.redhat.com/documentation/zh-cn/red_hat_build_of_cryostat/3/html-single/creating_a_jfr_recording_with_cryostat/#proc_creating-jdk-recording_assembly_creating-recordings

& 2.2. All Targets ZR TFHIHBMB R JVM R AERFREI

Uploads

Hide targets with zero recordings

Archives
All Targets All Archives
Q Search
Target

R

EMERE A VLK B JVM 8,

Tj_: JVM Bt B =DM twistie (V)fE, BRI AT

> quarkus-test-7c95ce5b-vjdzq (service;jmxrmi;/y/jndi/rmi//10-128-2-17.cryostat-test.pod:9097/jmxrmi)

TIERR, 3E = Delete IRHMIPRITIESS.

3. 7£ All Targets &,

KRE

4. ¥Z All Archives 3K,

/ﬁ 1_L %

#¢ﬂ&?§hnNMﬁm&Fo

At - EMBRIFIRICK, EEFERERE JFR DRI

| IMRFHEEEAT IR JVM M, BRI All Archives R,

THBRERFIT I,

K 2.3. HERIH14E9 JFR DR

v

Target

quarkus-test-7c95cc5b-vjdzq (service;jmxrmi://jndi/rmi;//10-128-2-17.cryostat-test.pod:9097/jmxrmi)

Y Name Filter by name
Name
v quarkus-test-7c95¢cc5b-vjdzg_demo_recording_1_2023N30T123324Z jfr

Automated Analysis
DMS

0 DOV Incidents

file_io
O File Read Peak Duration
O File Write Peak Duration

lock_instances

& Context Switches
©® Java Blocking

biased_locking classloading

0 Biased Locking Revocat.. 0 Class Leak

@ Class Loading Pressure

garbage_collection gc_configuration
@ GC Pause Peak Duration

® GC Pauses

& Compressed Oops

8 more

memoryleak method_profiling

© Heap Live Set Trend @ Method Profiling

o o |

Labels

template.name: Profiling

code_cache

0 Code Cache

heap

© Free Physical Memory
@ GC Pressure

6 more

processes

@ Competing CPU Ratio ..
& Competing Processes

1LHE Hide BFR FBBICX 8t

template type: TARGET

environment_variables

@ Passwords in Environme.

java_application

@ Application Halts
@ High JVM CPU Load

2 more

recording

@ Discouraged Recording ..
@ Lost Flight Recorder Bu...

523 98 JFRIC%

Archives

JUESRTHEE, &R LATE H dhdm PR i@ o

EREEEENSNE JVM NAZSINERE, RIE T &NAHEIC

K5 All Targets £, 1B All Archives 3R M Cryostat FRFH4RIC

{BIEbR

BN R, HTEIRRE = Delete,

Archives

Size

7031KB

exceptions

@ Thrown Exceptions
© Thrown Errars

jvm_information

@ GC Setup
{0 Stackdepth Setting

0 more

socket_io

@ Socket Read Peak Dura..
O Socket Write Peak Dura...

Total size: 703.1KB
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Cryostat iRIgB 5 JVM N AL, FERGORNETRU R AIBMNERID

SR B, FAMDEELAERIL%,

HEH FAXRENE A (Red Hat OpenShift)

2.2. THGRBRRIC K ARICR

XTI LUEA Cryostat FHEBGC K ARGIC K T EEIF RS

SeREH
[
77 Cryostat SEfl A K8 B35 uE 1S,
[
B JFRiC%, &S fl2 JDK Flight Recorder (JFR)it3 (f#M Cryostat £ JFR it
) .

A Efe SSL LRI RULRAL B JVM,

A - VISR JFRIC%, B3 Archiving JDK Flight Recorder (JFR)it % ({8
Cryostat ¥ JFR i)

Y=

PEA Cryostat 524 L Recordings 3Z¥.5% Archives 32H.,

k

N
P 3
;

il

FIRBS B A Recordings ARG, BIEFLE Archives &
BRLT IR,

10


https://docs.openshift.com/container-platform/4.12/storage/persistent_storage/persistent-storage-local.html#create-local-pvc_persistent-storage-local
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_cryostat/3/html-single/creating_a_jfr_recording_with_cryostat/index#proc_creating-jdk-recording_assembly_creating_recordings
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_cryostat/3/html-single/using_cryostat_to_manage_a_jfr_recording/#proc-archiving-recordings_assembly_archive-jfr-recordings

% 2E 8 JFRIC®

= Active Recordings %5 £3k Archived Recordings &5 E#fiE R E 0%,

EREFIHEY JFR K, AREEFHBHIH,

2.4. 5F JFR IR IR

Recording:
Active Recordings hived R ling
Y Name ~  Filter by name.. - Archive Edit Labels Stop Delete
O Name Start Time Duration State Options Labels
O > demo_recording_1 1//30/2023 1121:26 AM GMT Continuous RUNNING toDisk: true template.name: Profiling | template.type: TARGET
[m] > demo_recording_2 11/30/2023 11:21:43 AM GMT Continuous RUNNING toDisk: true template.name: Continuous | templatetype: TARGET

Download Recording

View in Grafana ...

4,
WERELL TR i — -
a.
£ overflow 3£ ¥ di 3 Download Recording. RIBEMMAECERIERS, ST XH
REMNIEE, ¥ JFR Z3FHIS4 JSON XHREFRIE S ENALE.
b.
£ All Targets &, EFHIHE JFR ICKARHEH, = Download $FF#S 34 K H
JSON X (BE2nBUIRMIINERER) REIXRS,
5.

Bl : {#f Java Mission Control (JMC)2HEMN ARRFEAEE FHNXH.

NREFRBTE jfr X, BHEAEF Cryostat M HERF LIDkOBIE, &
oLl Grafana &5 #) View in Grafana &5,

2.3. 5% JFR iC5x_EfZ 3] CRYOSTAT HE (L&

B LA RG K JFR DR _ %3 Cryostat MEREALE,

E{R%F Cryostat FFfi5ZeiH], EalsE 4Rk JFR 0%, MRETHT JFRICE, EaUET R
HEFHEHELHIN R H LT Cryostat L4,

1
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B, BRI LU —N S04 MELRITE Cryostat SE6l_E £ B —4 5789 Cryostat 526, Cryostat 94T TR
ERATF LZRIH Cryostat LB,

FoRFM

4 Cryostat SCHIF AR B3 K IE 1S,

[
B JFRiC%, iES5 f2 JDK Flight Recorder (JFR)it3 (f#M Cryostat £ JFR it
) o
[
WHWEHE FTEGECEHEFR~IC K ([ Cryostat B JFRIEX) .
i =3
1.

£ Cryostat 526l £/ Archives 35,

2.5. Cryostat Web #2514 i FR43E R

:§: cryostat A O @ kubeadmin -

All Targets All Archives Uploads
Q, Search Hide targets with zero recordings
Target Arch
> quarkus-test-7c95¢ce5b-vjdzq (service:jmermiz///jndi/rmi:/10-128-2-17.cryostat-test.pod: 9097/ jmxrmi) <«

Al : 7£ Uploads &, EaLIEBMALEH JFR K, Uploads XA aE5H xR
LA EEHLERI, 20 All Targets RAMHE b, EALTLUER Archives 325 T IEHLHI A
aREE ARG B IR JVM N RARFRER Y.

12


https://access.redhat.com/documentation/zh-cn/red_hat_build_of_cryostat/3/html-single/creating_a_jfr_recording_with_cryostat/#proc_creating-jdk-recording_assembly_creating-recordings
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_cryostat/3/html-single/using_cryostat_to_manage_a_jfr_recording/prroc-downloading-active-archived-recordings_assembly_archive-jfr-recordings

523 98 JFRIC%

] 2.6. JHHE3E 51 Uploads &

Archives

All Targets Al Archives  Uploads

Y Name w Filter by name. - Edit Labels Delete E

3.
= EZEFR. 1E Cryostat web ##4il%& #3TFF Re-Upload Archived Recording 850 :
K 2.7. & LZARIERED
Re-Upload Archived Recording x
Select a JDK Flight Recorder file to re-upload. Files must be .jfr binary format and follow the naming convention used by Cryostat when archiving
recordings 71
JFRFile *
1
Drag and drop files here
or
Accepted file types: JFR
» Show metadata options
Submit Cancel
4,
1 JFR File 7B, Hif Upload,
5.

HE JFR SR, XEXHHA jir TRIXH, REHD Submit,

k

N
p
;

il

S, WALUT jfr XEHERE JFR File £,

&M JFR 103 XHHE Uploads RHITH.

13
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& 2.8. Uploads &+ #9 JFR iCkHl

Archives

All Targets All Archives Uploads

Y Name ~ Filterby name.. - Edit Labels Delete E

] Name Labels.

m] > quarkus-test-agent_default_20230606T085613Z.jfr

14

Size

368.77 KB
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B 3 = FHEIR

Cryostat @RI EH4ER, THTFHRENEATREBR JVM HEEM JFR LXK,

3.1. EREE L EHER

1E6118 JDK Flight Recorder (JFR)ICRA, ol LAEF LA T ERIA S HSiiRke — -

iR, RATREREERSN REF B Java EUAGVMEBYE, SEIRER SN
Jto

AR, RTBEREERSN A E X IEBRA Bir JVM BiE.

it EAEPEM— P RAEHER, SRR JFRICFSRIEREMNBIR JVM HaE. ErI Ll
BRE BMEEM— N E4RR, UIRENSE. fim, AF4ERFESFETMNARFNARE X
=4, RILEXTERXE R ECEGRNE B E SRR S,

Cryostat ;£ #f ALL meta-template, ©7iF JFR HiEBHR JVM AT EEM4RR, SNEH4REER
HFHEEME, ALL meta-template A& XML £ X, REEFEES ALL meta-template TE XML 32
%,

FEREMH
[
{§[ Installed Operators %ETi{E Red Hat OpenShift %% Cryostat 3.0,
[
1£ Red Hat OpenShift Wi H #fijE—4* Cryostat S£6i,
¥ =
1.
£ Cryostat Sl Dashboard E#k+, MTHIFIFAEE: Target JVM,
2.

Al : 7 Topology EH#RH, #ERILLEILER: Add to view ElIbREE LBTR JVM. EFEEDR
&, SIF—TE0OkRE XAE X BirEE URL,

Faulll o PNSSOIPN tiaw 1IDI Sk 21 VA GA laua SEETHEE/ INMVEE E440 11DI1

15
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1T LUIITICLUVIT VNL T-FX'T5  Hil/\ JVIVI By vavad E+XE]) E\VNVIA) )Y RRBPY UNko

gt : £ Alias FExh, HIEH) JMX Service URL HiA %%,

= Create,

& 3.1. Create Target XG4

Topology * Create Custom Target

Create Custom Target

0 Note: If the target requires authentication, use JMX Credential Options to provide credentials.

Connection URL *

service;jmexrmi/j/jndl/rmi;/10-131-0-25.cryostat-test.pod:9091/jmxmi

JMX Service URL. For example, servicejmexrmi//jndi/rmi//10-131-0-25.cryostat-test pod. 9091/ jmxrmi L]

Alias @

Connection Nickname (same as Connection URL if not specified). (9 <Name>

JMX Credential Options ) Click on the sample nods above to test custom target definition

Creates credentials that Cryostat uses to connect to target JYMs over JMX.

Create

£ Cryostat Web #£HI& EM S H, Hd; Events, Web #ZEHIGhAIRERITH S5
TR X iEIE, AR, £ Authentication Required XHEHEH 4 A Username Fl
Password, A5 H; Save LIRBER JVM 1REEMEIE,

4

al}

MRATEB R IMX E05 JMX ST SSLIAIE, Nt asing
“LIE:EO

Cryostat AILUINFEMEE B IR JVM M ARFNER, ZBUEFEM47E Red
Hat OpenShift L AHEFBAPVC)H,

1f Event Templates i£5Wi & F, RINNHMEHER, REEFEHBLETHZE,

16
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HEE SR E P il Download, RIBEMMARERIFRS, RITAXHRENGE. &
XHREFIEEERNALE,

3.2. EHEIRIIE S TR R A

Target: quarkus-test-7c95ccSb-vjdzq (service:jmx:rmiyy/jndifrmi//10-128-2-17.cryostat-test. pod:9097/jmxrmi) ¥
Events

Event Templates Event Types

]

Name Description Provi... Type

ALL Enable all available events in the target JVM, with default option values. This will be very expensive and is intended primarily for testing Cryostat's own capabilities. Cryostat Target

Continuous  Low averhead configuration safe for continuous use in production environments, typically less than 1% overhead Oracle Target

Profiling Low overhead configuration for profiling, typically around 2 % overhead. Oracle ‘
Create Recording...

Download

SEREBBA SIS ITIZ X, FHWBEIZXHLURIENTE. EUFREXHT R
HEERY,

R LAfE description fl provider BtEshZm{E, ©i1I#HEBEERLN B
avip g

1 Events ¥ Hieh, j£A Event Templates 5§, #A/G= Upload El#7. £ Cryostat web
#5147 Create Custom Event Template B0,

3.3. AR N FEAERENO

Create Custom Event Template x

Create a customized event template. This is a specialized XML file with the extension jfc, typically created using JDK Mission Control, which
defines a set of events and their options to configure. Not all customized templates are applicable to all targets -- a template may specify a

custom application event type, which is only available in targets running the associated application.

Template XML *

1

oy
Drag a file here

or

Upload

Accepted file types: XML, JFC

Submit Cancel

= Upload, FHEAEMNEINHIHEBTE IS M REMNSHERSH L{Z3 Cryostat

17
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web #Hl5, EAAT LU XAl El Template XML 0+,

9.
B Submit 28, Event Templates i£7i£7E Cryostat web 2HI&HITH, EalLlfEH P
BEEBELEHER,
10.
A : QIBREHERE, S LU ARERERE LU TRz — k02 JFR i85 -
[
M Automated Rules 3£, Hiif; Create, ARG M Template FIRPEFE—PEHE
mo
[
1 Events 35, RBIFIBMEHER, AEMNEZ AT A %R Create
Recording.
[
1£ Recordings 3ZH1f4 Active Recordings i, == Create,
HAth TR

&2 4 O JDK Flight Recorder (JFR)it'¢ ({1 Cryostat /& JFR it 3)

WSk % SSLUEH (£ Cryostat B JFR idX)
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https://access.redhat.com/documentation/zh-cn/red_hat_build_of_cryostat/3/html-single/creating_a_jfr_recording_with_cryostat/#proc_creating-jdk-recording_assembly_creating-recordings
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_cryostat/3/html-single/using_cryostat_to_manage_a_jfr_recording/#proc-uploading-ssl-certificate_assembly_security-options
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_cryostat/3/html-single/using_cryostat_to_manage_a_jfr_recording/#proc-archiving-recordings_assembly_archive-jfr-recordings
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_cryostat/3/html-single/using_automated_rules_on_cryostat/#enabling-disabling-automated-rules_assembly_creating-definitions
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4.1. 7£ GRAFANA t#%& JFRiCF
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Ao EFEREE, LUEHI BRI JVM RN AREEE,

FRFM
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4 Cryostat SCHIF AR B3 K IE 1S,
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HEBI JFR 0, RR%EF overflow FH,

4.1. FTATF JFR LT BIRTE H 32 I

Active Recordings Archived Recordings

Y Name ~  Filter by name.. - Archive Edit Labels
0 Name Start Time Duration State
O > demo_recording_1 11/30/2023 11:21:26 AM GMT Continuous RUNNING
[m] > demo_recording_2 11/30/202: 43 AM GMT Continuous RUNNING

1£ overflow 3 H a5 Grafana & View,
hIT I,

Stop Delete
Options Labels
toDisk: true template.name: Profiling = templatetype: TARGET
toDisk: true template.name: Continuous | templatetype: TARGET

Download Recording

View in Grafana ...

Grafana i FAERF7EHTEY Web J%23E 0
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https://docs.redhat.com/en/documentation/red_hat_build_of_cryostat/2/html/creating_a_jfr_recording_with_cryostat/create_recording

Red Hat build of Cryostat 3 [ Cryostat ¥ JFRiCX
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