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& BT LUfE A Red Hat build of Cryostat Operator SR B FHECE Cryostat 45, OpenShift Container
Platform (OCP)_E12#t T Red Hat build of Cryostat Operator,

1.1. RED HAT BUILD OF CRYOSTAT OPERATOR #i

1£ OpenShift Container Platform £ fI|# B #7 Cryostat WA 2F /&, Red Hat build of Cryostat
Operator RAIEFEE Cryostat N FTER.

Operator 47l 2 TTHERK

Red Hat build of Cryostat Operator BJ Operator Capability Level i%i&} Operator Lifecycle Manager &
Z2 E B Level 2 Seamless Upgrades, #+%¢ Red Hat build of Cryostat Operator f&, Red Hat build of
Cryostat Operator & B & #+2; Cryostat REME XA M, BEIFIIRIERS M Cryostat SLEI e it BREAR
JFRICSK, &R, M EMRFEE 4,

B APIRIECGER T Cryostat BURARASH T BHThRA, N FEIRA, IR EEH
2% Red Hat build of Cryostat Operator,

FAMERH (PVC)
& el LU#E A Red Hat build of Cryostat Operator £ Red Hat OpenShift LAl FAMSFHPVC), LUE
Cryostat N R F Al LIS EIC R EME T F A L.

Operator ECiE X E
A, BB LT Red Hat build of Cryostat Operator FIBRIAEC B 1% BT FHRK :

e [EEM Red Hat build of Cryostat Operator ]88 PVC, LUEER Cryostat N AR LUFF
MILREEEF A L,

o [HRH Cryostat N ARRFEE NETXESENBEFN TLS ik,
e ZEH cert-manager, LUM&E Operator REE ) Cryostat HEE N B ERIUET,

o I F ConfigMap B E L EHENR 4R EE] Cryostat SL5l, LAEE A LUERERTE
Cryostat /& B B 3K,

B#& Red Hat build of Cryostat Operator B9 FESE £ :

o WREX, "AF AL BIRIE grafana £, db, =k auth-proxy & 2515 & FRIE KR E,

RSBEEN, LMEEALIZEH Red Hat build of Cryostat Operator fllEHIARSS .

sidecar iR 5%E1, ZIHEHIEER Cryostat Operator = i F &M Cryostat M ARFES—
SN REERNSE

Hp 2R K% 22H Cryostat SEfl
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HZ A 422 A h TYEM Cryostat SEfil, #EAILAEARIM Red Hat OpenShift Web #§15& 1 R]8 GUI
Jeiedil X Cryostat S:fl,

M Cryostat 3.0 #1, Cryostat APl Rl & 22 R Z e 22 M sLhl, 7
Cryostat 2.x hix4<rh i F | % fp & 22 A SC IR Cluster Cryostat API 2453, 3+
Cryostat 3.x H189 Cryostat API £,

"I LAijn| % fp 22 [H] Cryostat SEBIBYF F el LLiji[Ai% Cryostat Scfl el WAEfmIdp & 22 A R AR E B
VR R, AL, HEPBZmARZEN Cryostat SLHIN, EWAFiEENRIEEFRLEREZZER, BERE
Cryostat fp 2], LURWBLE A el LEF Ui RIAER.

BdiE Red Hat build of Cryostat Operator B95c R &4

1E£Bci& Red Hat build of Cryostat Operator gil, iHHRHRULTHREY -

1£ Red Hat OpenShift L% H %% T Red Hat build of Cryostat Operator,

{81/ Red Hat build of Cryostat Operator flJ& Cryostat 524,

=
=
3

S5 Operator BEJ1%%5 (Operator SDK)

&2 {8/ Operator 7£ Red Hat OpenShift E% % Cryostat (%% Cryostat)

1.2. %M CERT-MANAGER

& oI L1 A& Red Hat build of Cryostat Operator B9 enableCertManager Eit3kEH cert-
manager g,

EIAER T, Red Hat build of Cryostat Operator i enableCertManager BH¥#i% 1 true. XEB
#& Red Hat build of Cryostat Operator ff cert-manager CA issuer J#Ef Cryostat ZHFERKBAS
#iE+. Red Hat build of Cryostat Operator {f FliX Uk £ B hiZ1THI Cryostat 4z iHlJ5 A
HTTPS :&15.
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&0 LLF enableCertManager [Etfi%i& 7 false, At Red Hat build of Cryostat Operator F%ZE
73 Cryostat A#-EHKBEBIES,

B

MRFF enableCertManager BtEi%iE N false, EaILIB|AMKINEARBRERISIE
1521789 Cryostat N RARFHERNEER M,

FRFH

{31/ Red Hat OpenShift Web #2§i& &3k 2l OpenShift Container Platform,

it 3
1.
MREFIABIEE Cryostat SLfl, BFHITUTSE :
a.
# Red Hat OpensShift web ##l&H, = Operators > Installed Operators,
b.
MBI Operator FilZH, %E# Red Hat build of Cryostat.
c.
£ Operator #1501, = Details 1§,
d.
£ Provided APIs #4H, %#¥ Cryostat, ARGl Create instance,
2.

£ Create Cryostat iR _E, EA2E enableCertManager B, HEFLUTiETiz— :

NPEMFA Form 1A :

= Form view ¥4,

$$ Enable cert-manager Integration FFXi%iE N false, SAIGTE Name FExHii
A fH,
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i 1.1. ¥ Enable cert-manager Integration F Xt false

Project: cryostat-test v

Create Cryostat

Create by completing the form. Default values may be provided by the Operator authors.

Configurevia: ® Formview O YAML view
© Note: Some fields may not b in this form view. "YAML view" for full control.
you to install Cryostat for a single namespace, or multiple namespaces. It contains
Name * n and its related

leploy the Cryostat
cryestat-sample

application.

Labels.

app=frontenc

TargetNamespaces >

nd profile. Defaults to this Cryosta
e listed nomespaces. See best prar

mespace. Warning: Al

edhat.comyarticles/ 7011252

Enable cert-manager Integration

@ raise

Use cert-manager to secure in-cluster communication between Cryostat components. Requires cert-manager to be installed

MREMFH YAML 115 :

= YAML #R 5 sykiRdl,

1£ YAML X489 spec: #E &, 5F enableCertManager BHEE I false,

£ YAML XX+ ECiER spec: BRHI

apiVersion: operator.cryostat.io/vibeta2
kind: Cryostat
metadata:
name: cryostat-sample
spec:
enableCertManager: false

MRFI9XA Cryostat SLHIECE B E LHIR(CR)PRIHMEY, HSHAXENEEES %k
TRAXXIERMUENESER,

MBESZRH BRI Cryostat S2fl, &l Create,
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L&A Create I, Operator i¥&71shM Cryostat £ £ F1R4E T ik Cryostat 526, A5, &EarLL
13T s Operator 15 T _E IS B 2 FRESwEE Cryostat SLHI8 CR B, RAIEM Actions ThiFHirh
YEFE Edit Cryostat,

Red Hat build of Cryostat Operator *BzE /5 Cryostat NAER, #ENHAEFAILIEREHRN
enableCertManager BB &2 1T,

1.
M Operator 1¥15 0l A9 Cryostat L5k FikEfER Cryostat SE6i,
2.
A Cryostat Conditions 3.
3.
ik TLSSetupComplete FHEE B KEN true, FHILFEHH Reason SIZREEIXEN
CertManagerDisabled, iX&x#EB¥ enableCertManager 1% & false,
1.2. §¥ TLSSetupComplete £H4i%iEH true BIRHI
Cryostat Conditions
Type Status Updated Reason Message
TLSSetupComplete True @ Jun 20,2024, 111 PM CertManagerDisabled TLS setup has been disabled
MainDeploymentAvailable True @ Jun 20, 2024, 111 PM MinimumReplicasAvailable Deployment has minimum availability.
MainDeploymentProgressing True @ Jun 20,2024, 11 PM MNewReplicaSetAvailable ReplicaSet “kieran-test-7c57f6f56f" has successfully progressed
HAth IR
[ ]
#E3 4 cert-manager 344
[ ]

&2 4 B JDK Flight Recorder (JFR)it'% ({3 Cryostat /& JFR it )

1.3. BE L HEHEIR

&0 LIACE Red Hat build of Cryostat Operator YAML B2E XM eventTemplates B, FHES
A BENEIR, E4EIREE T JDK Flight Recording (JFR)MSE#i0 Fhrft, EaILuld HXBmE
HEIRECE JFR,

EIAER T, Red Hat build of Cryostat Operator S3F— L TicicBREM4ER, XETARBENE
HEIRTTEERHRENTE, FILETLUER Red Hat build of Cryostat Operator 3 Cryostat SE6l4


https://cert-manager.io/docs/
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_cryostat/3/html-single/creating_a_jfr_recording_with_cryostat/#proc_creating-jdk-recording_assembly_creating-recordings
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BB E LEHER, FHEXEEIRTFIEE ConfigMap RLMERERZAMMSER, EalLERAMUTAZEERE
ELEHER -

{2/ Red Hat OpenShift Web #HI & E &Rk L RIAE LFRS,

1£ Red Hat OpenShift web 12§il& & %i Cryostat BE X FIR YAML X4,

1£ ConfigMap H#FiE B E X EHERGE, EalLl#EAX)EE L SEHEIREEEHN Cryostat 24,
Ria, EALMERTA JFR MEE LEHERK R Java MAEFLUHRENSEE,

SeRFH
[
{31/ Red Hat OpenShift Web #§il#& &3k 2l OpenShift Container Platform,
[
R FIRM Cryostat web #EHI5,
it 3
1.
ETHRAEMENR, E5H3 Cryostat web #2414, BM Events ¥ it
Downloads.

EHBRIREA XML &R, XHRT EREN fc,

2.
k- MREHLEAE LEHER, FHHEAXAFHEH XML JatE 8358 TR E4E
R, REEERERENTE.
3.
WiF7E CLI A A oc login #p5 &< EI#EH Red Hat OpenShift Web 12§15,
4,

WIT1E CLI AL T e, MEHEIRGIE ConfigMap ¥R, EAFIEEERE Cryostat
M ARFHRRE R A B ZeN, EaLUEH I RE#IZ1T Cryostat SCAIRSREE b IS H5ER SC
#0

10
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5[ CLI i/ ConfigMap B5iRHI

I $ oc create configmap <template_name> --from-file=<path_to_custom_event template>

MEEFAGIE Cryostat L, HFHITU TSR -

1£ Red Hat OpenShift web #2#ll5H, s Operators > Installed Operators,

b.

MBI Operator FilZH, #%E# Red Hat build of Cryostat.
c.

£ Operator #1501, = Details 5§,
d.

£ Provided APIs #4H, % Cryostat, ZAJFH il Create instance,

1 Create Cryostat mik+, ZF XML BRAMEHER EERIBRD, HERLTEDZ

INPEMFA Form 1A :

= Form view HLEHRHL,
5% Cryostat 4l Event Templates 384,
iii.

1£ Event Templates ¥ dh 5 Add Event Template, 7 Red Hat OpenShift 2
HI&$hITFF Event Templates 4

M Config Map Name FHIFIZFRFiEE DS EH4HERE ConfigMap FilR.

1
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12

I 1.3. Cryostat SEHIRIE - ESEAR T

Event Templates v

List of Flight Recorder Event Templates to preconfigure in Cryostat.

@ Remove Event Templates
Config Map Name *

Select ConfigMap v

Name of config mapin the local namespace.

filename ¥

Filename within config map containing the template file.

© Add Event Templates

£ Filename FE&H, #iA ConfigMap HESM .jfc XHHEFR.

MREMFH YAML 115 :

= YAML #R $yfeindl,

77 eventTemplates EHIEEEM B E X EHEHR. EMST Red Hat build of
Cryostat Operator {5MfEK ConfigMap, LAfE Red Hat build of Cryostat Operator
A LUEER R R

73 eventTemplates EH1EE B & L EHEHRRHI

apiVersion: operator.cryostat.io/vibeta2
kind: Cryostat
metadata:
name: cryostat-sample
spec:
eventTemplates:
- configMapName: custom-template1
filename: my-template1.jfc
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- configMapName: custom-template2
filename: my-template2.jfc

B

EWAM configMapName Fhi%IZkAiks:S Cryostat sk
Cluster Cryostat S:f5 KBt ConfigMap &%k, F4, ELTIE
filename FEHIEES ConfigMap XEHEH,

7.
MRFI9XA Cryostat SLHIECE B E LHIR(CR)PRIHMEY, HSHAXENEEES Xk
TRAXXIERMUENESER,
8.

MBESZH ORI Cryostat S2fl, &l Create,

L&A Create I, Operator i¥&T1shM Cryostat ETi £ F1REE T ik Cryostat 26, A5, &EarLL
13T 5= Operator i¥15 T _E IS B 2 FREw5E Cryostat SLHI8 CR B, RAIEM Actions FhiFHirh
EFE Edit Cryostat,

Red Hat build of Cryostat Operator BI{E 7l f$ B & LB MR E XML R4 51 Cryostat
AR, ENEE L ESEIRATE Cryostat web 2§15 h 5B\ E4EIR—2ITIT.

1.
1£ Cryostat web 1=#l&h, S3EF T Events, MR web 2§15 h3TFF Authentication
Required B0, HHAENZIEH = Save,
2.

1 Event Templates £+, REENAE LEFHERES ERETHEGHERTIZRSD,

1.4. Event Templates 1% T E E X EHERHI

Na... Description Prowv... Type
Profiling Low overhead configuration for profiling, typically around 2 % overhead. Oracle Target
Continuous Low overhead configuration safe for continuous use in production environments, typically less than 1% overhead. Oracle Target
Profiling Low overhead configuration for profiling, typically around 2 % overhead. Oracle
ALL Enable all available events in the target JVM, with default option values. This will be very expensive and is intended primarily ~ Cryostat Target

for testing Cryostat's own capabilities.

13
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Hth B

[
iHZ {8 operator £ OpenShift E%%E Cryostat (%% Cryostat)

WHSHEMER Web 54 (2% Cryostat) jj[7]Cryostat

WHEHERABE (SHER (A Cryostat B2 JFR i %)

1.4. Bdi& TLS ik

&0l LUEE Red Hat build of Cryostat Operator, ¥ Cryostat Adi& N{EEkB R ENAEFH TLS
U,

Cryostat ZIXITH5MH TLS iE BB IR JVM B JMX iFE#. X FRIhE JMX #$#, Cryostat &%
B JVM IEH _LMRAE SRR,

&0 LUfE Red Hat build of Cryostat Operator YAML BSi& S {4#9 trustedCertSecrets B HIEES
A~ TLS secret, fEAFIERAM secretName EBtEIEES Cryostat M AR HHRE K65 & 22 [H Rl
secret, certificateKey BEEKIAN tIs.crt, {BIERILUFESCH X.509 ik 5304 4.

B

RAF7EFEA com.sun.management.jmxremote.registry.ssi=true B iz JMX %
BEEA TLS WY ARFY REEE TLS iEH,

SeRFH
[
{85 OpenShift Web 124 & X El OpenShift Container Platform,
[
R FIRM Cryostat web #EHI5,
ik

MEEFAGIE Cryostat L, HFHITUL TSR -

14
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1£ Red Hat OpenShift web #£#5H, s Operators > Installed Operators,

b.

MBI Operator FilZH, %E# Red Hat build of Cryostat.
c.

£ Operator #1501, = Details 3§,
d.

£ Provided APIs #4H, %#¥ Cryostat, ARGl Create instance,

£ Create Cryostat mtk £, EfidE TLS iE 1, HEFLUTETIZ— -

NPEMFA Form 1A :

= Form view ¥4,

#£ Name FErh, HIEEGIEM Cryostat SLBIHEE— &,

jii.
EEFF Trusted TLS Certificates i£5i, R/5#. 1 Add Trusted TLS Certificates,
1£ Red Hat OpenShift Web il th E RiETiFIR,

15
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i 1.5. Trusted TLS #FHi%55

Trusted TLS Certificates ¥

List of TLS certificates to trust when connecting to targets.

@ Remove Trusted TLS Certificates

Secret Name ®

Select Secret v

Name of secret in the local namespace.

certificateKey

Key within secret containing the certificate.

© Add Trusted TLS Certificates

M Secret Name FlZRH %R TLS secret, Certificate Key SFE¥ 2 Al %M,

=
Rel L@ Hid; Remove Trusted TLS Certificates EfliER TLS
uEP,

MREMFH YAML 115 :

= YAML #R 5 $ykiRdl,

1£ trustedCertSecrets #4HM secretName Bt EEMN secret (A1 TF
Cryostat M ARG ZZEMG) ,

1£ trustedCertSecrets #4HHgE secret BI3Hl

apiVersion: operator.cryostat.io/vibeta2
kind: Cryostat

16
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metadata:

name: cryostat-sample
spec:

trustedCertSecrets:

- secretName: my-tls-secret

iii.
A : 5% certificateKey BHHDUI N HERFH X.509 iEH3X#H. MREFRE
U, W certificateKey BHEEIAN tis.crt,

B certificateKey BHEMRA

apiVersion: operator.cryostat.io/vibeta2
kind: Cryostat
metadata:
name: cryostat-sample
spec:
trustedCertSecrets:
- secretName: my-tls-secret
certificateKey: ca.crt

MRFI9XA Cryostat SLHIECE B E LHIR(CR)PRIHMEY, HSHAXENEEES Xk
TRAXIERUNEZER,

MBESERH BRI Cryostat S2fl, &l Create,

L&A Create I/, Operator i¥1&T71shM Cryostat £Ti £ F1R4E T ik Cryostat 526, A5, &EaILL
17T s Operator i¥15 T _E RSB 2K Sw5E Cryostat SLHI8 CR B, RAIEM Actions ThiFHirh
EFE Edit Cryostat,

Red Hat build of Cryostat Operator 2 Bz B ENRZLIXBEE/S Cryostat 6,

17
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@Bit{E CLI izt e, HEENFRERN BAER pod 285 Cryostat pod i FRE—4
OpenShift SE#¥epEZE A -

I $ oc get pods

2.

F < ¥ Cryostat LHIHg Web 12515,
3.

£ Cryostat ScfllY) Dashboard 3£ 5.eh, M Target SIFRAEFE—4BIR JVM,
4,

1£ Cryostat web Z=HIG K S ¥, % Recordings, £ Authentication Required Xt
HIEE OB, KAEM secret RiF, AB%EE: Save JHER JVM REEEIE,

k

N
p
;

il

MRAMEBT N IMX EEGA T BB EHKUE, NIRRT ER, SIhE
r JVM 124t JMX ik,

Cryostat &1 253 SR IER JMX EEERDEN N AERF. JE, EaLisA
Recordings 1 Events ThaER ¥ FATEF-89 JFR BUE,

HAth B

&2 4 O JDK Flight Recorder (JFR)it'% ({1 Cryostat /& JFR it 3)

&2 {8/ Operator 7£ Red Hat OpenShift E%% Cryostat (%% Cryostat)

WS MER Web 54 (2% Cryostat) jj[7Cryostat

1.5. B HEBET

& eI LA{$F Red Hat build of Cryostat Operator 2y Cryostat = Cluster Cryostat SCflEcEF 5.
Cryostat THRiiF A LA (PVC)H] emptyDir FEE3HY,

18
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EiIABER T, Red Hat build of Cryostat Operator J7#&f4 Cryostat 5% Cluster Cryostat SZfIfIE—
A PVC, Efif4 A 500 mebibytes (MiB)IERIA StorageClass il

1R 0] LSBT %R UL T %%z —fE OpenShift Container Platform £ Cryostat N ARRFESIEAE X
PVC :

1£ Form view O 5% Storage Options > PVC > Spec, At seliExFEEA
i X PVC,

S5 YAML 1 880, AE%%HE spec: key i%X&HH storageOptions 4, LUfiREN

"R,

&eI LGB A Red Hat build of Cryostat Operator FIE S FEE LT K THRES
BxOIEEEN PVC HWEL.

R 0] LB T %R UL T %%z —fE OpenShift Container Platform £ Cryostat N ARFEE
emptyDir &4 :

1£ Form view & O Storage Options F1/3f Empty Dir i%&,

£ YAML 1 &50Orh, $F spec.storageOptions.emptyDir.enabled %i&H true,

FoRFM

{31/ Red Hat OpenShift Web #§i& &3k 2l OpenShift Container Platform,

it =

MEEFAGIE Cryostat L, HFHITUL TSR -

1£ Red Hat OpenShift web #£#&5H, s Operators > Installed Operators,

19


https://access.redhat.com/documentation/zh-cn/red_hat_build_of_cryostat/3/html-single/using_the_cryostat_operator_to_configure_cryostat/#changing-storage-options_assembly_cryostat-operator
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b.

MBI Operator FilZH, %E# Red Hat build of Cryostat.
c.

£ Operator #1501, = Details E5i+F,
d.

£ Provided APIs #4H, % Cryostat, ZAJFH il Create instance,

1f Create Cryostat Wik, EHEX Cryostat NARFHEHLE, HEFUTETZ— :

NPEMFA Form 1A :

= Form view ¥4,

Sl Storage Options #B43, 3£ Name FEHHiAfH.

iii.
EFF Storage Options, i Empty Dir. 7 Red Hat OpenShift Web iZ#HI&
PITH 7§ RAETUARE,

¥ Enabled FFXi%E&N true,

20
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& 1.6. ;=HIE R Empty Dir ZHHL% N true

Storage Options v

Options to customize the storage provisioned for the database and object storage.
Empty Dir v
Configuration for an EmptyDir to be created by the operator instead of a PVC.

Enabled

©

When enabled, Cryostat will use EmptyDir volumes instead of a Persistent Volume Claim. Any PVC configurations will be ignored.

Medium

Unless specified, the emptyDir volume will be mounted on the same storage medium backing the node. Setting this field to "Memory® will mount
the emptyDir on a tmpfs (RAM-backed filesystem).

Size Limit

The maximum memory limit for the emptyDir. Default is unbounded

PVC 4

Configuration for the Persistent Velume Claim to be created by the operator.

MREMFH YAML 115 :

= YAML #R 5 SR,

1£ YAML X #89 spec: & &, 7N storageOptions X, FiF emptyDir
BHRIED true,

4 emptyDir BH¥%E N truetdRHBl

apiVersion: operator.cryostat.io/vibeta2
kind: Cryostat
metadata:
name: cryostat-sample
spec:
storageOptions:
emptyDir:
enabled: true
medium: "Memory"
sizeLimit: 1Gi

21



Red Hat build of Cryostat 3 f§f] Red Hat build of Cryostat Operator B2i& Cryostat

7 - 7 medium ] sizeLimit BiEi%EA.

MRFI9XA Cryostat SLHIECE B E LR (CR)PRHMEY, HSHAXENEEES %k
TRAXXERUENEZER,

MBESZH BRI Cryostat S2fl, & sl Create,

L&A Create I, Operator i¥&T71shM Cryostat ETi £ F1R4E T ik Cryostat 26, A5, &EarLL
17T 5= Operator i¥15 T _E MBI 2K SwEE Cryostat SLHI8 CR B, RAIEM Actions FhiFHirh
EFE Edit Cryostat,

Red Hat build of Cryostat Operator J1 &% flIEE—4 EmptyDir &, mA=E &M Cryostat SLHif
& PVC,

1.6. CRYOSTAT B9ifF B %0

£ Red Hat OpenShift web ##ll& %, =LA Red Hat build of Cryostat Operator & X FEE
Cryostat i TR R B H 4 BT 15 BT s 3R8g

&0 LI#E Red Hat OpenShift LB Cryostat 5 Cluster Cryostat HE X ¥E(CR)M YAML Ed& 3244
e X Node Selector. Affinities #l Tolerations & X, ¥4 Cryostat N ARFH
spec.SchedulingOptions B T & GXEEE X, LARIKEERNZE sidecar B
spec.ReportOptions.SchedulingOptions [, #@iJ#E%E SchedulingOptions [Et4, Cryostat i
B RERE LRSS sidecar pod i EE BN B AR AR T =,

BT SN R RILIM Cryostat SEHIHEI sidecar IREE T,
BRE AL Cryostat CR 9 YAML &&= fl

kind: Cryostat

apiVersion: operator.cryostat.io/vibeta2

metadata:
name: cryostat
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spec:
schedulingOptions:
nodeSelector:
node: good
affinity:
nodeAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: node
operator: In
values:
- good
- better
podAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
- labelSelector:
matchLabels:
pod: good
topologyKey: topology.kubernetes.io/zone
podAntiAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
- labelSelector:
matchLabels:
pod: bad
topologyKey: topology.kubernetes.io/zone
tolerations:
- key: node
operator: Equal
value: ok
effect: NoExecute
reportOptions:
replicas: 1
schedulingOptions:
nodeSelector:
node: good
affinity:
nodeAffinity:

requiredDuringSchedulinglgnoredDuringExecution:

nodeSelectorTerms:
- matchExpressions:
- key: node
operator: In
values:
- good
- better
podAffinity:

requiredDuringSchedulinglgnoredDuringExecution:

- labelSelector:
matchLabels:
pod: good
topologyKey: topology.kubernetes.io/zone
podAntiAffinity:

requiredDuringSchedulinglgnoredDuringExecution:

- labelSelector:
matchLabels:
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pod: bad
topologyKey: topology.kubernetes.io/zone
tolerations:
- key: node
operator: Equal
value: ok
effect: NoExecute

=&, EALUITH Red Hat OpenShift web ##I&, /& —4 Cryostat 56, #AIG#Ei% Cryostat 5
69 SchedulingOptions #1 reportOptions. SchedulingOptions ETiHE X Affinities #1 Tolerations
E Lo

& 1.7. OpenShift Web & thi) Report Options #l Scheduling Options iRk
Metwork Options. >

Cptions to control how the operator exposes the application cutside of the cluster, such as using an Ingress or Route.
Report Options ~
Cptions to configure Cryostat Automated Report Analysis.

Replicas

- o+

The number of repert sidecar replica containers to deploy. Each replica can service one report generation request at a time.

Resources >

The resources allecated to each sidecar replica. A replica with mere resources can handle larger input recordings and will process them faster.

Scheduling Options >

Optiens to configure scheduling for the reports deployment

Sub Process Max Heap Size

When zerc report sidecar replicas are requested, SubProcessMaxHeapSize configures the maximum heap size of the basic subprocess repert generator in MiB. The default
heap size is "200° (MiB).

$ Advanced configuration

Resources >

Resource requirements for the Cryostat deployment.

Scheduling Options -

Cptions to configure scheduling for the Cryostat deployment

Affinity 3

Affinity rules for scheduling Cryostat pods.

Tolerations >

Telerations to allow scheduling of Cryostat pods to tainted nedes. See: https;/kubernetes.ic/docs/fconcepts/scheduling-eviction/taint-and-toleration/

24



& 23 POD SECURITY ADMISSION

& 2 & POD SECURITY ADMISSION

Red Hat OpenShift [ Pod Security Admission (PSA)}A— Red Hat OpenShift £&h 89N T2
B pod M A—4H %2, 7 Cryostat _ETF3rh, XN ATER pod @& —4 Cryostat pod
Report sidecar pod. 54, #&i&A8ILAfE Cryostat BE X ¥R (CR)L/5 A Report sidecar pod. MRL.
AEREFARAERIRIE, NN ARREIEE Red Hat OpenShift & HIZ1T.

Red Hat OpenShift 4.8 S SRAAFE X PodSecurityPolicy API, F{H PSA, PSA 12EtLATL
& -

BE—TREZEHZ, VN ARE Pod LI Pod 214,

BE—HE N =MHTRKIKK Pod Z2tnff : Privileged. Baseline #1 Restricted.

£ Red Hat OpenShift £, fEalLMERAH AL S L TXZIKR(SCC)H PSA ¥4 Red Hat OpenShift
EHE R, BUAMERT, restricted-v2 SCC 5 Restricted pod Z2brE—H,

B R T, Cryostat pod &L EFXHFA restricted-v2 SCC, i XEWkE Red Hat
OpenShift ATLI#E R #I Restricted pod & br R4y % 22 (A h#3% pod,

Restricted $kB& 23K Red Hat build of Cryostat Operator EERRLZLELTX, WMT= :

EFAA hee

¥+ allowPrivilegeEscaltion & false

Restricted $kB&Ek Red Hat build of Cryostat Operator E2i& pod £ LT, M= :

$¥ runAsNonRoot %i&H true

25



Red Hat build of Cryostat 3 f§f] Red Hat build of Cryostat Operator B2i& Cryostat

¥4 seccompProfile %i& 3 RuntimeDefault

54+, Red Hat build of Cryostat Operator £ Cryostat 2R pod # Pod &£ EF3tHiE X
fsGroup, LL{E Cryostat @ILL#E Red Hat OpenShift ¥ A tEfF 5 & iIIE A XH,

MREERS Restricted pod ZEFrAHEZ AL BHAMNER, EoILIZES Cryostat AN INZES L
T,

21. BRERELTX

&I LA{E Red Hat OpenShift L# Cryostat BE X IR (CR)H1EE pod MIBAHRELTL LT, &2 L
TFHUBR S AT Cryostat pod. it sidecar pod ({FRE) LUREFA pod WA

MREEHT CRMIXE, XERENEZRANRL LT XRE,

ZE£ ETFOHRFEDRM AR pod hEANNAREF, REETXEEEN SCC REHIFRM, EaTLL
BIE A E X SCC k57 Red Hat OpenShift &5} pod saHIHFT ™ HEEIAER, M Pod "I LAHATHIIRIE
= Pod "I [ABIHR.

ZEEAEN SCC, wHRARHERIIR, ELNIVERFPIZTHNEM pod SIERE ETX,
LUEIXE: Pod fliE HE X SCC &K,

SCC £ Red Hat OpenShift SEFJ Hlen$ 22 (] 250 s b L e e, LMEILRAFPLIZITHEM pod #8
BRI, R, 2 ETOY pod 2H—RY,

ZIAERTF, Red Hat build of Cryostat Operator ff& Cryostat pod B restricted-v2 SCC ZKHg,

EAER T, Red Hat build of Cryostat Operator y Cryostat & HZH 4 OIB—ABRSSM S, N jir-
datasource. grafana. #Ffi%. #IEE, M auth-proxy.

HiG ARSIk ERBE X SCC, HHUTU TSRz — -
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fill# Role Binding, ¥ Cryostat fR55iKk4EERIEABE XL SCC W,

{81/ Label Syncer H#H52501 H #6422 [HEHE PSA KBS,

Label Syncer ZH#4#8H T ASCRHSER ., EAFEETE Red Hat OpenShift R5iér & 22 [H|
fi{if Label Syncer fiff, © @& & openshift- tag A%k,

B

HEREERE LT XU ENRN ARIN ARER pod Zai, HEELTE Red Hat
OpenShift AAETEESI AR XS, PSA RE=1EBEHRE KIS Z KM gradient 5KEE
Z5l, LLIBF%IBS Red Hat OpenShift pod Z2ERCERMNER L LT SCEHMEM T
Eo

FRFM

{31/ Red Hat OpenShift Web #5il#& &3k 2l OpenShift Container Platform,

1£ Red Hat OpenShift LT EF %% T Red Hat build of Cryostat Operator, &S [ {#
Fd Red Hat build of Cryostat Operator (Installing Cryostat)ff Red Hat OpenShift %%
Cryostat,

Ak : EEGHTE PSA HI3H) SCC Rlg, ESHEERLZ LM L T34k (OpenShift
Container Platform),

Ak : FUEREJEA PSA RN =1z —,

MREFABE X SCC H Pod s HlRFEsklg, EuJiEdE SCC LUSH Pod MRSk
PEViEE,

it =

MEEFAGIE Cryostat L, HFHITU TSR -
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1£ Red Hat OpenShift web #2#l&H, s Operators > Installed Operators,

b.

MBI Operator FilZH, %E# Red Hat build of Cryostat.
c.

£ Operator #1571, = Details 3§,
d.

£ Provided APIs #4H, % Cryostat, ARGl Create instance,

k

N
p
;

il

Red Hat build of Cryostat Operator &5 Report sidecar pod &
BR55K . MK, X pod 1£H 2 #6422 b o 8 F BRIABR 550K o

1£ Create Cryostat miik, EREBRELTX, HEFUTETGZ— :

MREMFH YAML 115 :

= YAML #R 5 syiRdl,

1 spec: 5t%&H, Yakh securityOptions 1 reportOptions B, LUHRIENZR
2EK,

ZE L TFXEERA

apiVersion: operator.cryostat.io/vibeta2
kind: Cryostat
metadata:
name: cryostat-sample
spec:
securityOptions:
podSecurityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
coreSecurityContext:
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allowPrivilegeEscalation: false
capabilities:
drop:
- ALL
runAsUser: 1001
dataSourceSecurityContext:
allowPrivilegeEscalation: false
capabilities:
drop:
- ALL
grafanaSecurityContext:
allowPrivilegeEscalation: false
capabilities:
drop:
- ALL
reportOptions:
replicas: 1
podSecurityContext:
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
reportsSecurityContext:
allowPrivilegeEscalation: false
capabilities:
drop:
- ALL
runAsUser: 1001

INPEMFA Form 1A :

= *Form view" %R,

& 23 POD SECURITY ADMISSION

BT Advanced configuration LA Red Hat OpenShift Web #2514 rh3TFHHiin

I,
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K 2.1. SRECIE3 LT

v Advanced configuration

Authorization Options

Additional configuration options for the authorization proxy.

Security Options

Cptions to configure the Security Contexts for the Cryostat application.

Auth Proxy Security Context

Security Context to apply to the auth proxy container.

Core Security Context

Security Context to apply to the Cryostat application container.

Data Source Security Context

Security Context to apply to the JFR Data Scurce container.

Database Security Context

Security Context to apply to the database centainer.

Grafana Security Context

Security Context to apply to the Grafana centainer.

Pod Security Context

Security Context to apply to the Cryostat pod.

Storage Security Context

Security Context to apply to the sterage container.

Cancel

BFF Core Security Context, MeHETFIZR D, EXLZL ETXMNKE.

B—I BUTRE LT, HREEREGRE :

[ ]

BHREIEREZEL ETX
[ ]

BIREZ2 ETX
[ ]

BIRERZE2ETX
[ ]

Grafana Z£ L TFX
[ ]

Pod Z2 L FX
[ ]

FHERE2LETX
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At : MRIEME A Report Generator iR55, EHBAILUNIRSEERE LT
1EXFER T, EIF Report Options > Advanced Configuration > Security
Options, ARG, WRBEHERT BHE X IRERLLTX #l Pod 22 L FLE.

2.2. IEEHRBREELETX

Report Options v
Options to configure Cryostat Automated Report Analysis.
Replicas

- o+

The number of repert sidecar replica containers to deploy. Each replica can service one report generation request at a time.

Resources >

The resources allecated to each sidecar replica. A replica with more resources can handle larger input recordings and will process them faster.
Scheduling Options H
Options to configure scheduling for the reports deployment

Sub Process Max Heap Size

When zero report sidecar replicas are requested, SubProcessMaxHeapSize configures the maximum heap size of the basic subprocess report generator in MiB. The default
heap size is "200° (MIiB).

v Advanced configuration

Security Options -

Options to configure the Security Contexts for the Cryostat report generator,

Pod Security Context >

Security Context to apply to the Cryostat report generator pod.

Reports Security Context H

Security Context to apply to the Cryostat report generator container.

MRFI9XA Cryostat SLHIECE B E LHIR(CR)PRIHMEY, HSHAXENEEES %k
TRAXXIERMUNEZER,

MBESZRH BRI Cryostat S2fl, &l Create,

LR Create I, Operator i¥f& 71 FM Cryostat T £ FiRAE T Itk Cryostat 528, 2AfE, #EaILL
13T 5= Operator i¥15 T _E IS B 2 FRESwEE Cryostat SLHI8 CR Bk, AIEM Actions ThiFHirh
EFE Edit Cryostat,

Hth TR

[ ]
Pod & rAERES.

2.2. POD &£ KIg

Pod Security Admission (PSA)2 & =1"kl§, ©ilEES Pod Z2MERXNELZLI0, THREE
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TEA K :

profile Hauk

Privileged 7 Cryostat pod 1Rt K EN R A Z REIHISREE, 0
RIEFEM pod BESHMNRAL, 1HEEFELLER
B

Baseline PRI 2 AR RN KRS, Baseline 5RE&1ZE %
FENEFIE L ZRF R VTRIE,

Restricted HI&KH Cryostat pod IR #HEJAUBRA Restricted %=
B, LEEERREITE Y restricted REEFNARIFHIE R IX
BEZE,
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%5 3 = A& RBAC iXi&

L {5 Cryostat Operator =% Helm Chart %23k Cryostat 3.0 i5f, Cryostat 7 pod H a5 & F{LE
(openshift-oauth-proxy =% oauth2_proxy), Fif*f Cryostat B API i&53KLL K Cryostat Web 2HIA %
Grafana {{FRIRMFRE A BERBLARE, ZRBAER P mais kb N ARFNYE,. H7E Red
Hat OpenShift EEREN, KEE{EFA Cryostat A& 2@t 5 Red Hat OpenShift £ SSO #t5/
AEBCRHTA A P S KIS RBAC K,

M Cryostat 3.0 738, Cryostat RFHERNET A @AMREEH(RBAC)HRKREN ARIRAEMA/T, L
ERirsindax ™ mEavinl, BiAMER T, Cryostat M ARFEHREMGZZHDMATEN RBAC A2
BIE pod/exec, Efa4 BT s RBAC fifaf Red Hat OpenShift F f ik P #w LL5e £ 1)ilW] Cryostat
web 2HISHMAA Cryostat Thak, MR Red Hat OpenShift ik /& AFTER RBAC fafa, NILA 55
PH1E TR Cryostat,

IRA LLERE A htpasswd XHECE auth R, LUBRAEFXGHEIE, 7 Red Hat
OpenShift h, EATLUE LEISAB A K F, XEEH ik "I LA BR Red Hat
OpenShift SSO RBAC ijjinlz 48 Cryostat,

4 {8 Cryostat Operator 2%k Cryostat LBy, fReILAEFEEF Cryostat BE X BTR(CR)H M
.spec.authorizationOptions.openShiftSSO.accessReview F &3k B & X ifil] Cryostat Fis&H Red
Hat OpenShift SSO RBAC t{BR,

FERFH
[ ]
{1/ Red Hat OpenShift Web 12§l &3 ¥l OpenShift Container Platform,
ik
1.
MREFIABIE Cryostat 5L, EHHITUTHE :
a.
£ Red Hat OpenShift web #2#ll5H, s Operators > Installed Operators,
b.

MBI Operator 5ilZH, 1EH Red Hat build of Cryostat.

£ Operator #1501, = Details 3§,
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34

£ Provided APIs #4H, %#¥ Cryostat, ARGl Create instance,

1f Create Cryostat Ttk £, EBE X Cryostat A E i bR 8
SubjectAccessReview =k TokenAccessReview, 1HEFELL ATz — -

MPE{HEA Form A :

= Form view #%i%H,

EITFFMHINET, EBRFF Advanced Configuration LUFT FFHE ANk,

BF Cryostat CR B Authorization Options > OpenShift SSO > Access
Review &84,

] 3.1. ijjla] Cryostat SLHIMEEEM

v Advanced configuration

Authorization Options

Additicnal configuration options for the authorization proxy.

Basic Auth

Reference to a secret and file name containing the Basic authentication htpasswd file. If deploying on Openshift this defines additional user accounts that can access the
Cryostat application, on tep of the OpenShift user accounts which pass the OpenShift S50 Reles checks. If not on CpenShift then this defines the only user accounts that
have access.

OpenShift S5O

Configuration for OpenShift RBAC to define which OpensShift user accounts may access the Cryostat application.

Access Review v
The SubjectAcc or TokenAcc that all clients (users visiting the application via web browser as well as CLI utilities and other programs presenting
Bearer auth tokens) must pass in order to access the application. If not specified, the default role required is "create pods/exec” in the Cryestat application’s installation
namespace.

group

Group is the API Group of the Resource. "*" means all.

name

Mame is the name of the resource being requested for a "get” or deleted for a "delete”. ™ (empty) means all

namespace

Mamespace is the namespace of the action being requested. Currently, there is no distinction between no namespace and all namespaces
" (empty) is defaulted for LocalSubjectAccessReviews

" (empty) is empty for cluster-scoped resources

" (empty) means “all" fer namespace scoped resources from a SubjectAccessReview or SelfSubjectAccessReview

resource

Resource is one of the existing resource types. ™" means all.

FERUT=EBIEEViH Cryostat FREME E X RBAC Xi& :
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FB P

group BRI APl 4,

wilcard 285 (") {EXRRFIAEHE,

name 7 get SitBRIE R BTRAEHR, TR,
{EFR~FE AT,
namespace ZIH KAV ERYp £ 22 (],

BAl, RAEGAZEAMAERAZERAZFEREXS. HEE
LU 48R -

e XIF LocalSubjectAccessReviews, ERiIAHN—NZ(H,
o TERKREERILEMEIR,
o Z2ERFKFKEB SubjectAccessReview 5
SelfSubjectAccessReview HIFfH i 4 22 (8] SE 1 A B R,
resource MAEFIRRKE,

BERFES (M) ERTMARIREE,

subresource WA FRIE,

ZEEAREERIRRE,

verb Kubernetes ¥%iR API 517 (140 :
getlist watch create,update delete proxy) .

BECRFE S (N [ERTAARFEDN,

version BIREK AP| BRAS,

BEERFES (N ERTAARE.

MRFEA YAML #1H -

= YAML #1 syfedidl,
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1f spec: Jt3&™H, %#%h authorizationOptions:OpenShiftSSO Ett LA
RBAC H{REK,

RBAC HFRECERHI

apiVersion: operator.cryostat.io/vibeta2
kind: Cryostat
metadata:
name: cryostat-sample
namespace: cryostat-test
spec:

authorizationOptions:
openShiftSSO:
accessReview:
group: <API group of resource>
name: <Name of resource being requested or deleted>
namespace: <Namespace of action being requested>
resource: <An existing resource type>
subresource: <An existig resource type>
verb: <A Kubernetes resource API verb>
version: <API version of resource>

MRFE XA Cryostat SLHIECE B E LHR(CR)PIHMEY, ESHEAXHIEEERS kK
TRAXXIERMUENEZER,

MRETHR AR Cryostat SLfl, &l Create,

L& Create N}, Operator #1571 M Cryostat i£7iF 124t T It Cryostat 26, AR, &EelLL@
it $R Operator 15 71 BSEHI 2 #7k %5 Cryostat SLHIMY CR Ett, ZAEM Actions THI3EZ ¥ rhik
£ Edit Cryostat,

F#F 2024-07-02
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