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AIEEH E IR0 * ¥ Red Hat Single Sign-On 7.6 i¥# % Red Hat build of Keycloak 22.0 FrEEBI% ¥%,
IXLE I BAARR T LU T HRAITER ¢

Red Hat Single Sign-On 7.6 server

OpenShift £#) Operator B8&

OpenShift EHIEIRERE

H Red Hat Single Sign-On 7.6 RIS 2
SHB I ]

BE X EM

A A BIER £ Keycloak ST RIZIIE Keycloak 22.0 BI¥ER, FEFFIATIRAET, ERREEERE NI
1EFIEREY Keycloak SEfl, WARAEARLZITIRAMER, ESHLIBMEM Keycloak A 115,
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%5 2 Z 5¥7% RED HAT SINGLE SIGN-ON 7.6 iR %525
ATRETEBM ZIP ZIThREREBIRIIARSS 2209 UAEE, ZLIBFYEER Keycloak 22.0 {#F Quarkus £,
BEX T Red Hat Single Sign-On 7.6 M Red Hat JBoss Enterprise Application Platform (JBoss
EAP),

RSB EERRMT :
o UUAMEERY, EXRERBE LI AESIFIEHZFHRANREMNE.

o fRS M RPM A {THRAE A A

2.1, oo R

e LIFIHY Red Hat Single Sign-On 7.6 SLBIE X, BEFEABLLIEER Keycloak & FARIER
FAE A S

o HIPHIEE,
o B&RET OpenJDKI7,

o WMEBEEBT ZITEIL,

2.2. T IR
PUF /NIRRT X LT 45 TRAYER -
1. TEELIEIRE Keycloak,
2. IREE,
3. IBHIEE,
4. B4R Keycloak AR %5 2%

2.3. FEIEHER KEYCLOAK

YIHEFIER Keycloak BRZ5 %8 Nk ZIP XX B &2 1TLIE M ER Keycloak AR 55 25 RUBI A F0 — 7 1 3T 4
1. MZIEE 1 TEALIEM M Keycloak AR5 880 & X4,
2. {8 unzip i HERS ZIP XXH4,

2.4. I%EE

BEEZLIEFIEERI Keycloak ARF5EBRMIFTSI— A B2 @i BoE L. Red Hat Single Sign-On 7.6 B2 &Ll
(40 standalone.xml. jboss-cli %) FBEEM.

FMNETH @S U TEREREE X
o CLIB¥
o INETE

o FEXH


https://openjdk.java.net/
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/22.0/html-single/release_notes/
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e Java KeyStore X4
NRBIFRWEEREEHERMNEELT, NSERAULEIRPE—NR,

FRIERELTHITETFREAANEER, EFFXA2EHNRN. fla, UTEEREHEE VAN
MmN

bl B

CLI &# --db-url-host cliValue

e & KC_DB_URL_HOST=envVarValue
[Ee gt db-url-host=confFileValue

Java KeyStore X kc.db-url-host=keystoreValue

kc.sh --help 5 LA &% Red Hat build of Keycloak 342t 7 AT A ol RECE LB AR, HAPETig
RIF. BUBEZERNSH, FE, 4, BIERENXKISEEETHMNET, 0 EEHEE WET,

Hith BHR

o fi&E Keycloak

2.4.1. IRBUEFERE

5 Red Hat Single Sign-On 7.6 "[@, Red Hat build of Keycloak X/ ZHMHIEEENEX R, THEE
FHHREMNREIIEFERNRRF., B4 2 Oracle #l Microsoft SQL Server, BAFEF oL N2
J_.%_Q

EEREBAME, 1HZEIA Red Hat Single Sign-On 7.6 R datasource 255, FIHXLf &R 5
EIZTHE M EERY Keycloak A Database BCiE R A A1 HB9LT, B0, LARTMECE W FATR ¢

<datasource jndi-name="java:jboss/datasources/KeycloakDS" pool-name="KeycloakDS"
enabled="true" use-java-context="true" statistics-enabled="true">
<connection-url>jdbc:postgresqgl://mypostgres:5432/mydb?
currentSchema=myschemax</connection-url>
<driver>postgresqgl</driver>
<pool>
<min-pool-size>5</min-pool-size>
<max-pool-size>50</max-pool-size>
</pool>
<security>
<user-name>myuser</user-name>
<password>myuser</password>
</security>
</datasource>

TEZIHEFIEREY Keycloak 1, A CLI SHMENRERZ ¢

kc.sh start
--db postgres


https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/22.0/html-single/server_guide//db-
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/22.0/html-single/server_guide//configuration~#configuration-
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--db-url-host mypostgres

--db-url-port 5432

--db-url-database mydb

--db-schema myschema

--db-pool-min-size 5 --db-pool-max-size 50
--db-username myser --db-password myuser

% i
ZERBEEZREFHEERE KeyStore BEIR,

Lth B

o FEHIEZE, BIAaSIEZRE Oracle #l Microsoft SQL Server JDBC X ZhF2 K Y15t BA

\

o {#fH Java KeyStore U HEBURILIT, TIRMET WAL FHEEIRZE EIEAIULER,

2.4.2. 5T HTTP M TLS B &
B UEM production B (A start 1E£TIRK) B, RINFEEHTTP EEE,

& LU# A --http-enabled=true EeB LTS A HTTP, {(BAR#EERXHEM, BRIELLIBHEM Keycloak ARSS
BUTRLRBHUMLES, FERIPRARRTELTENRMELTRE.

Red Hat build of Keycloak £ R EH_ETFXR(URL BBER), RNEERINMERRSSMNEET, M Red
Hat Single Sign-On 7.6 EKIAB AN /auth, E#&EHIB1TH, AILUER --http-relative-path=/auth E &%
T, ENmORFAFZ, BteTLLH --http-port 1 --https-port LU E K,

BCiE TLS MAEBEMH, mTLUET PEM RBISTHSK Java BEAFMHERISUE, B0, LRI Java
Keystore BRiE N FAA7R :

<tls>
<key-stores>
<key-store name="applicationKS">
<credential-reference
clear-text="password"/>
<implementation type="JKS"/>
<file
path="/path/to/application.keystore”/>
</key-store>
</key-stores>
<key-managers>
<key-manager name="applicationKM"
key-store="applicationKS">
<credential-reference
clear-text="password"/>
</key-manager>
</key-managers>
<server-ssl-contexts>
<server-ssl-context name="applicationSSC"
key-manager="applicationKM"/>
</server-ssl-contexts>
</tls>

TEZIHEMI3ERI Keycloak A, A CLI SHMIEFNE BN T -


https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/22.0/html-single/server_guide//db-
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kc.sh start
--https-key-store-file /path/to/application.keystore
--https-key-store-password password

1£ Red Hat build of Keycloak &7, &R LUET LA PEM R IREIE P KEE TLS, W T :

kc.sh start
--https-certificate-file /path/to/certfile.pem
--https-certificate-key-file /path/to/keyfile.pem

Lth B

e fgiE TLS

\

2.4.3. IREHMEERE

Red Hat Single Sign-On 7.6 12 7 FTEIMRFEEN, ATFHRSSIIENMIL, MIIERBEFNRERZT,
RXEEXE AR EXGHBERTR. ZLIEMER Keycloak @i B ANRIAI ARG H L RO R 5
£ : ke .sh,

ERIRSS BRAE R HIRIIEREFIZTT, HEMA ke.sh BIA :

ZIVEHIEEMI Keycloak Red Hat Single Sign-On 7.6
./kc.sh start --cache=local ./standalone.sh
./kc.sh start [--cache=ispn] ./standalone.sh --server-config=standalone-ha.xml

--cache ZHMBINER start R T 7 :
e local - 4T start-dev #p5 T
® ISP N - #1147 start ap<Hf

1 Red Hat Single Sign-On 7.6 /1, SEF%FEE@Y Infinispan FRYI5EM, MAE Red Hat build of
Keycloak 1, KRZHEECE @ HEIRH Infinispan EEE 5. 10, LAATHY Infinispan BCE SN FAAS

<subsystem xmlIns="urn:jboss:domain:infinispan:13.0">
<cache-container name="keycloak" marshaller="JBOSS" modules="org.keycloak.keycloak-model-
infinispan">
<local-cache name="realms">
<heap-memory size="10000"/>
</local-cache>
<local-cache name="users">
<heap-memory size="10000"/>
</local-cache>
<local-cache name="sessions"/>
<local-cache name="authenticationSessions"/>
<local-cache name="offlineSessions"/>

</cache-container>
</subsystem>


https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/22.0/html-single/server_guide//configuration~#enabletls-
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ELLIEMIERBI Keycloak #, BAIABY Infinispan BE & XA F conf/cache-ispn.xml X, AT LR
B2 Infinispan BE&E {4, FHEMA CLISEIEE LMY, MTAT :

I kc.sh start --cache-config-file my-cache-file.xml

ZLHEHIEERY Keycloak N RHEERFR

RHHERS
YTHEFIEM Keycloak FERIAFIB E X JGroups (E iR AR E T,

ME— BT 2B $R 44t CLI LI cache-stack (BALEN) REBEEXRFREXHHE LR, ZEEL
T8 E M Infinispan EZE X4 my-cache-file.xml B9—E84y, FRAEE L JGroups (FHiHEEE, MTAAE :

IEAT LUERE keycloak &k F RS BICHIHERARINE N tep, BRIMER CLIETEERE, WMTHT :

<jgroups>
<stack name="my-encrypt-udp” extends="udp”>

</stack>
</jgroups>

<cache-container name="keycloak”>
<transport stack="tcp”/>

</cache-container>

kc.sh start
--cache-config-file my-cache-file.xml
--cache-stack my-encrypt-udp

PUT R4S, @R my-encrypt-udp EHiHERE,

HAb YR
o RENWRERS

2.4.4. T ENRNKIERE

TELIHEREEM Keycloak B, IEMEERCE Hostname SPI, UBEEEEHEAMAHEHE RBER, i%
ERRSSER AN 02 AR AN /F iR URL.

a0, EZE Red Hat Single Sign-On 7.6 REREFEE R LN THE S :

<spi name="hostname">
<default-provider>default</default-provider>
<provider name="default" enabled="true">
<properties>
<property name="frontendUrl" value="myFrontendUr!"/>
<property name="forceBackendUrIToFrontendUr!" value="true"/>


https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/22.0/html-single/server_guide//~#caching-
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</properties>
</provider>
</spi>

IRET LATEZLIER BB Keycloak B HALHL N LA FER B £ ¢

kc.sh start
--hostname-url myFrontendUrl
--hostname-strict-backchannel true

hostname-url Bo B LTI 1F IR X B MERERHZITH ingress ZRAFFHIEAR URL, AR LLENT 1ZE
hostname-admin-url B2 &L 1% BB I 7R URL,

N T AEREEZTRBNEREMMER HTTP kit 4, L8R Keycloak RIFERIERE LM TLS
KR ITEFEHARER

e none (BRIA)
® edge
® passthrough

® reencrypt

K& edge 5X reencrypt A LLLLIEFERM Keycloak A R4 BRI HTTP Forwarded #1 X-Forwarded
N4 ¥rk, ERAAHEEHLTR, BEEBRREBEEZXLENRL,

FNBAMRIBEERATFHERIR URL (ZEM URI, CSS # JavaScript f##. OIDC B4l
mmE) , MARTESNRIESEAMIER, hostname/proxy EINERE R T LLIEFEH
Keycloak IR %% 23 {01 0fr FOSCPrah & #utib sk O - iX i 51 HTTP/TLS %27, 7E Red Hat Single
Sign-On 7.6 /A, sZNEBIGKEENSR, BFRHEEIXE, 7 Red Hat build of Keycloak |,
LHEHA start R, NERLFER, BRIEMEFA --hostname-strict=false 1L BAHE

Lth BT IR
o HARMANE

\

o EEFHE

2.4.5. 5% truststore Bdi&

truststore FAF4MER TLS @15, W HTTPS iEKF1 LDAP IRE5%E. EFAEEEME, BRLUTERSS
H CAWIE RS AREES, AR, EALURIEEREEENE SPI BLLIBME Keycloak RS %8-

Bign, LAEIBECE TR -

<spi name="truststore">
<provider name="file" enabled="true">
<properties>
<property name="file" value="path/to/myTrustStore.jks"/>
<property name="password" value="password"/>
<property name="hostname-verification-policy" value="WILDCARD"/>

10


https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/22.0/html-single/server_guide//#reverseproxy~
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</properties>
</provider>
</spi>

TEZIHEFIEREY Keycloak 1, A CLI SHMENRERZ -

kc.sh start
--spi-truststore-file-file /path/to/myTrustStore.jks
--spi-truststore-file-password password
--spi-truststore-file-hostname-verification-policy WILDCARD

L th BT iR
o HILIEKEEREIES

\

2.4.6.3T% vault B &

Keystore Vault 2 Vault SPI B9— N, SR AT secret FEERNRER, EIGERZ Red Hat
Single Sign-On 7.6 A Elytron Credential Store IR,

<spi name="vault">
<provider name="elytron-cs-keystore" enabled="true">
<properties>
<property name="location" value="path/to/keystore.p12"/>
<property name="secret" value="password"/>
</properties>
</provider>
</spi>

TEZIHEFIEREY Keycloak 1, A CLI SHMENRERZ ¢

kc.sh start
--vault keystore
--vault-file /path/to/keystore.p12
--vault-pass password

RE, EHEERIEEHRD secret AIUEEEREEFNZMIBVIR, HEMIAE Elytron FETBEIFHM
ETF Java KeyStore BIBILERT, FEBEEX realm BEEBE R, MBEHOIEM Java BEHIEHEE2EEM
secret, RIIEHIIHESE N 1% 7] LAEE TIE,

Y FEFEREILLN REALM_UNDERSCORE_KEY ®if##fras, TLUE:T ${vault.realm-name_alias}
(540, 1€ LDAP R EXFRECE ) 1/j17] secret,

HihBR
o [EREMIE.

2.4.7.3F% JVM X &

ZINEFIERM Keycloak HEY JVM #%i& /5355 Red Hat Single Sign-On 7.6 /5&K 8, BIPAZTELBERE
FEMEZE, {8 /bin XHRASEEESH, 0 standalone.conf,

1


https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/22.0/html-single/server_guide//~#keycloak-truststore-
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ZLNEFIEERY Keycloak fefit 7 FFFIN JVM S8, ZSEERTARZHEE, RNEERFDEHM CPU
FHABRE T RFNEHENME, 74, EtEFIA VM SHETBERFEIDZITLIENER Keycloak 52
B, EEESRABIBSETEND,

EFNIVM SHH GC B, BAURERENIMELE, XLETEBIREN Java iE0, MFILELEN
THES, EILIEE JAVA_OPTSINELE,

LRFREMINREE Java BHER, EAILIEE JAVA_OPTS_APPEND IfMEL £, MNREEIEE
JAVA_OPTSIMEZ &, NIERARIAR Java B, FHAE /ke.sh BEIAHE

pugn, A LR ERFER Java T, HFATE

export JAVA_OPTS_APPEND=-XX:+HeapDumpOnOutOfMemoryError
kc.sh start

2.4.8. 5% SPI LN FEHEC &
SPI N P ER B AL E T AL B RS E, X2IARR

<spi name="<spi-id>">
<provider name="<provider-id>" enabled="true">
<properties>
<property name="<property>" value="<value>"/>
</properties>
</provider>
</spi>

XRHER

I spi-<spi-id>-<provider-id>-<property>=<value>

= B

CLI ./kc.sh start --spi-connections-http-client-default-
connection-pool-size 10

gL s KC_SPI_CONNECTIONS _HTTP_CLIENT DEFAULT_
CONNECTION_POOL_SIZE=10

Bo & S spi-connections-http-client-default-connection-
pool-size=10
Java Keystore X4 kc.spi-connections-http-client-default-connection-
pool-size=10
Hith BTIR

o FBERMEFEE.

2.4.9. M ECEHITHFE SR

12
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{5 X e ap ST R R HERR -

e kc.sh show-config - BRMANMESFERENRERREHERM 2. BAUKEREREER
BEEREE,

e Kkc.sh --verbose start - 24 H IR, FTEDHENEFHREER,

2.5. IR EIREE
MBI R Keycloak RTUABBEBEIREZN, LAILLEREFITERE. BRIVBRT, EFE— RS
RER, BIEESBER.

2.5.1. BEI X REBUEETR

EPTEES, FEEERAEREENRS . MRIRSH[OFRAER T HBEERN, BRE%T
%,

2.5.2. FOIRREIEETH
BEANBIBEERNFEN TR, HIF default connections-jpa AL EEHY migration-strategy B H 1%

&} manual :

I kc.sh start --spi-connections-jpa-legacy-migration-strategy manual

LINFERLEESIRSEN, EkERTRTEIBIELE. AMHENEHRRHE A bin/keycloak-
database-update.sql SQL X, &8 LUGE HFENE X EIRBEZ 1T,

EENFHM SQL XHMRERIEFF, E NBIA connection- jpa #EM % E migration- export B :

kc.sh start
--spi-connections-jpa-legacy-migration-export <path>/<file.sql>

B AN I ST R PR BB RS, B EIAE SR R, SEREANHE, RSEHE
Ho

2.6. Esh4I 18 M KEYCLOAK RS %5

J& 55 Red Hat Single Sign-On 7.6 #] Red Hat build of Keycloak B4 R EHITHIBIAREFF AR, jXLEH
AR FIRS 5 A /bin XX,

2.6.1. LA ERE5IRSS 25

ZiIX AL Keycloak, MEFEORMEMEY, ERHUEFLARRTEAH, MTRATR. E
HER, IMRABATHL, FUAEEFIMNEHER,

ZIVEHIEEMI Keycloak Red Hat Single Sign-On 7.6

Jkc.sh start-dev ./standalone.sh

13
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Digk

“kL &

FABRATNEET IMEPER,

2.6.2. LA IMERA B ENRS %

YIHEFIEM Keycloak EERFE - IMEN T ABESIESR : /ke.sh start, £ start-dev iZ1THREZER
TLS MENBEE.
HuFHR

RN EE, EENER™ NN NELEEXE, FEEXP, BAHTTP, HEAFELEX

o NEIMEEIE Keycloak

e {1t Keycloak J25)
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% 33 £ OPENSHIFT Lif# OPERATOR I E

28 3 2 £ OPENSHIFT t3iT#% OPERATOR ZRZE

NTENBUHMIRSSRECE, 4LIBHEH Keycloak Operator #5522 E I, Operator IRt 54105 R
B Keycloak HI5E 24K, {HES Red Hat Single Sign-On 7.6 Operator MG &AM, {#A%# Operator &
ZOBRFRLLIENIER Keycloak BRE. MFETMELIFMER, 1554 Operator 16,

3.0 R

e LIFIHY Red Hat Single Sign-On 7.6 SLBIE X, BEFMEABLLIEHER Keycloak & FARIER
FAE A S

o MAEFMATAZTIHMMARNKIEZE (H Red Hat Single Sign-On 7.6 Operator E) , Bt
o A B A A SRR,

o HiEE&EHELIR.

o WMEBEET ZITEIL,

NN UK
1. JFLLIEFIERMI Keycloak Operator REE B €y & 22 i,

2. G #FH CR F1HEX Secret, FENF Red Hat Single Sign-On 7.6 EZ & 5T 5 B IFT Keycloak
CR,

3. MREABENHNE, HIBENFHUREE LAIEHERN Keycloak BRRHEHEREIZEN],
4. MRFEABEEXEM, HIBENFHUREE LIEIIER Keycloak BRHEHEREEZEN],

3.33#% KEYCLOAK CR

Keycloak CR IME X AT B AR SS 2R BCE LI, FRAMEXIEUIEREE/E N CR spec FTHIE— K shield FE&
', CR AT LTEREESIRS S ATAARMN G RLIE, FEEVLF Operator EBE Z [AIBIFL 2 5%
R

F4, EEILE additionalOptions FE&HE Y. CR R BEIET, 40 SPI N EEE, 5—ikiEF
=fHF podTemplate (—PMEARTEFER) FIELRLE Kubernetes E8E pod 1Bk, LABFZFFHER A
KABFENEH CR RHIE— K prerequisites FEX,

THEETRT —M&E1T Operator #8F Keycloak #J Keycloak CR 7= :

apiVersion: k8s.keycloak.org/v2alphat
kind: Keycloak
metadata:
name: example-kc
spec:
instances: 1
db:
vendor: postgres
host: postgres-db
usernameSecret:
name: keycloak-db-secret
key: username
passwordSecret:
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name: keycloak-db-secret
key: password
http:
tisSecret: example-tls-secret
hostname:
hostname: test.keycloak.org
additionalOptions:

- name: spi-connections-http-client-default-connection-pool-size
value: 20

ER5 CLIE2ER resemblance:

./kc.sh start --db=postgres --db-url-host=postgres-db --db-username=user --db-password=pass --
https-certificate-file=mycertfile --https-certificate-key-file=myprivatekey --hostname=test.keycloak.org
--spi-connections-http-client-default-connection-pool-size=20

L fth BER
e EK Keycloak ZRE

\

o SNECE

331 ERBIRERE

Red Hat build of Keycloak AT LU# 5 Z B Red Hat Single Sign-On 7.6 {8 F BRI ZE 5L B8 B AU
FESEA, HELTEIIERRY Keycloak 88— RiEERS, BUEZE schema HB TR,

Digk

==
[=]

AL #FiTF H Red Hat Single Sign-On 7.6 Operator EE M ER AR EIRZE,

1E Red Hat Single Sign-On 7.6 Operator A, AEREIEZEEEEE A Secret B2E, 0 :

apiVersion: v1

kind: Secret

metadata:
name: keycloak-db-secret
namespace: keycloak
labels:

app: sso

stringData:
POSTGRES_DATABASE: kc-db-name
POSTGRES_EXTERNAL_ADDRESS: my-postgres-hostname
POSTGRES_EXTERNAL_PORT: 5432
POSTGRES_USERNAME: user
POSTGRES_PASSWORD: pass

type: Opaque

£ Keycloak BIZLIEIIEE A, BUEEERTE Keycloak CR HEZE, # AN Secret BIEIE, 140 :
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apiVersion: k8s.keycloak.org/v2alphat
kind: Keycloak
metadata:
name: example-kc
spec:
db:
vendor: postgres
host: my-postgres-hostname
port: 5432
usernameSecret:
name: keycloak-db-secret
key: username
passwordSecret:
name: keycloak-db-secret
key: password

apiVersion: v1
kind: Secret
metadata:
name: keycloak-db-secret
stringData:
username: "user"
password: "pass”
type: Opaque

3311 T RHBIE E 4L N

Red Hat Single Sign-On 7.6 Operator {3z #F PostgreSQL ##&/%, 1B Red Hat build of Keycloak
Operator X 1R 5528 X FFHIRT A U8 2 N .

332 IR TLSEE

Red Hat Single Sign-On 7.6 Operator BAIAfFAR 55 2R ECE A OpenShift CA £ TLS Secret, £L18
P53 H Keycloak Operator A% TLS #HTEMBRILRIF R £ RELE, HEKAFREBSZH TLS
ERABBAR, Bl -

apiVersion: k8s.keycloak.org/v2alphat
kind: Keycloak
metadata:
name: example-kc
spec:
http:
tisSecret: example-tls-secret

tlsSecret 5| B secret BOTHHAM B 1% (8 AR A Kubernetes TLS Secret (kubernetes.io/tls)RE!,

Red Hat Single Sign-On 7.6 Operator £ Route F{EFAEHINE TLS 4 1E5RBE, ZIIEMIEER) Keycloak
Operator BKiAfE A passthrough ZkB&, 734, Red Hat Single Sign-On 7.6 Operator X HFELE TLS %
1E, Red Hat build of Keycloak Operator NZ FFHRIMA B TLS 24 1E,

INREBRIA Operator EIEH Route X B RBFAIEN TLSEE, NEEHRAOEEE LKE, FERIAKA

2

17
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apiVersion: k8s.keycloak.org/v2alphat
kind: Keycloak
metadata:
name: example-kc
spec:
ingress:
enabled: false

3.3.3. HABEE LEGITT B

T RBEELEFZFRATLEAESR, Red Hat build of Keycloak Operator FE X #1E Keycloak CR H1g5
ET R, EREBET R, LIMEMTEHEE LR, Keycloak CR IESIE— N8 ELLIEHER Keycloak
RIEMT AT, B :

apiVersion: k8s.keycloak.org/v2alphat
kind: Keycloak
metadata:
name: example-kc
spec:
image: quay.io/my-company/my-keycloak:latest

EIREBE LHRES, Operator & BRECE#HMIL, BEARRESNRSFZBIHITR =
B4,

Hith BT
® 7f Operator F{EFABE X Keycloak &

o (EAE YFMLHNBRRHR

3.3.4. MHBRF2K SRR LTI

Red Hat Single Sign-On 7.6 Operator TEHTAR S5 88 F I LI EFOIEFRDNREG, XA IERLERR,
EHITHHIEIEZE TR, Red Hat Single Sign-On 7.6 Operator B BN LG HERE, HYaTURLFER
RE)RIEET, BAFAARMERF.

F ik, TE Keycloak Operator FIZLHEFS R ARMIER 7X N1, ©E2FERIHIT recreate 5REE, BREMER
FMARS BB RR O Pod BIZEHENERE, LUBRRA —NIRS BRARA VT RIEE =,

3.3.5. MIA AT EIRS

YTHEIIEEEY Keycloak AR SSZRECE NENIA LD FF—NE HEMEERIR S, #t OpenShift FNER, HafR
AFEEHEEXNEMREBREE, EUELEEMEHEIENER TS, FENBERAE, T
a0,

1. BN TLS N5 LB BRI Keycloako
iR A8 tisSecret % :
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apiVersion: k8s.keycloak.org/v2alphat
kind: Keycloak
metadata:
name: example-kc
spec:
additionalOptions:
- name: proxy
value: edge
hostname:
hostname: example.com

2. 013 RE 28 PR A LARH L FR i sR B9 15 1]

kind: Route
apiVersion: route.openshift.io/v1
metadata:
name: example-kc-block-health
annotations:

haproxy.router.openshift.io/rewrite-target: /404

spec:
host: example.com
path: /health
to:
kind: Service
name: example-kc-service
port:
targetPort: http
tls:
termination: edge

% 33 £ OPENSHIFT Lif# OPERATOR I E

ETRANKBEENIGKEFMBERE TLS X1k, KINERT, Operator &

passthrough,

3.3.6. {§FH Pod #EREB S ERE LI

Red Hat Single Sign-On 7.6 Operator NERBECE L FF % MELFER, %, Red Hat build of Keycloak
Operator B NI, BRRAFARLHEXLFEE, BE, MARLEEIRE N podTemplate FI{T{AIFTE

HIEREFEL, BN :

apiVersion: k8s.keycloak.org/v2alphat
kind: Keycloak
metadata:
name: example-kc
spec:
unsupported:
podTemplate:
metadata:
labels:
foo: "bar"
spec:
containers:

19
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- volumeMounts:
- name: test-volume
mountPath: /mnt/test
volumes:
- name: test-volume
secret:
secretName: test-secret

spec.unsupported.podTemplate FE& RIZIHERNZ R, RNERATFEIHIEE,
NAREFETEEBNH ST, ERTREMIER T, EA CRspec I EEZHFHIE
—RERFE,

5130, A2 spec.unsupported.podTemplate.spec.imagePullSecrets, = EZEFH
spec.imagePullSecrets.

3.3.7. NEXFEERAERLAY

Red Hat Single Sign-On 7.6 Operator X ##i%# % Red Hat Single Sign-On 7.6 B9A-ER551, 5140, Red
Hat build of Keycloak Operator AE X @it Client CR A I8 QI8 F i,

3.3.8. ;5T # /= A Horizontal Pod Autoscaler FERE

E ¥ Horizontal Pod Autoscaler (HPA)5S Red Hat Single Sign-On 7.6 B2 EH, FE7E Keycloak CR &
Xi& disableReplicasSyncing: true FE: 1 RAR S 2% StatefulSet, FE NZLIEFIEER Keycloak
Operator 1K Keycloak CR AT LL#E HPA BT B, FIUABEELIL,

3.4. 3% KEYCLOAK 1% CR

Realm CR # Realm Import CR &%, BIRMELIHITIEE, HEBLRLMIER, Realm Import CR iR
Realm bootstrapping, EItAEZHF Realm bR, ©LFAZFFEH, SZHIH Realm CR ELL

Realm Import CR MIfE & &7E Realm Import CR &, SHIEA Realm CR#8E, ©RIZH T L MAEMNTF

EQO
Red Hat Single Sign-On 7.6 Realm CR 7=f :

apiVersion: keycloak.org/vialphat
kind: KeycloakRealm
metadata:
name: example-keycloakrealm
spec:
instanceSelector:
matchLabels:
app: sso
realm:
id: "basic"
realm: "basic"
enabled: True
displayName: "Basic Realm"

X N B LI HE HER M Keycloak Realm Import CR = :

20



apiVersion: k8s.keycloak.org/v2alphat
kind: KeycloakRealmImport
metadata:
name: example-keycloakrealm
spec:
keycloakCRName: example-kc
realm:
id: "basic"
realm: "basic"
enabled: True
displayName: "Basic Realm"

Lth B
o HFA

\

3.5. MHEREY CR

% 33 £ OPENSHIFT Lif# OPERATOR I E

Client #1 User CR BELMZLIEHI R Keycloak Operator AfffifR, HRAMXLE CR A LA#ETHY Realm Import
CR #EB D &R, FNE ik CRIARIINZ Fif CR IR R RMZLIE M EH Keycloak ZTRRANBIBEZL

K, ™ User CR HETI%AITXIMITHAE,
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2 4 Z 7£ OPENSHIFT LI ERERE

OpenShift iR EF A, FMLLIEERM Keycloak BaaHE MR, #F Operator 1E OpenShift AAER
EITIEMEM Keycloak EBIVER A E,

p= Y=
OpenShift 3.x AE#HEXZFF.

BE, BEEVNR—/ 3 BABREELEIEZER Keycloak CR  (£LIEFEH Keycloak Operator) . WAL
R PostgreSQL ##EZ%EH DeploymentConfig B, &&F{FHE HENR G2 application_name-
postgresql DeploymentConfig, H DeploymentConfig /28 PostgreSQL #0325 ol 4118 22
B Keycloak Operator f#F,

AEEASIEME AR E B BREIENEIR AU, FTLARIRE RN AN,

YTHEFYEERM Keycloak Operator A EBEIEZE, BSEHAMEBESTNEERUIEE,

4.1 ERAWER H2 IR TR ERE
AT 2 Z 8 MHIHER -

® ss0/6-ocp3-https

® sso0/6-ocp4-https

® s5507/6-0cp3-x509-https

® s507/6-0cp4-x509-https

IXEEARIRAK AT devel BHEE, AFELEIMNEHER,

4.2. AR POSTGRESQL HUEETHEE
LT RZZIMBIER

® s5076-0cp3-postgresq|

® s5076-0cp4-postgresq|

LR E R B I AMEFMHAER TR — PostgreSQL #iEZE, X(NAFF LB,

4.3. {[EFA#FA POSTGRESQL $iBE I HEHE
LUF 2 Z 8RR -

® ss0/6-ocp3-postgresql-persistent

® sso/6-ocp4-postgresql-persistent

® s5507/6-0cp3-x509-postgresql-persistent

® s50/6-0cp4-x509-postgresqgl-persistent

22
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4.3.1. FoRFEM

e LIFIHY Red Hat Single Sign-On 7.6 SLBIIE X, EEFEABLLIEHER Keycloak & FARIER
FAE A S

o HiEE&EHELIR.

o WMEBEEBT LITiEIL,

4.4. T%iLE
1. JFLLIEFIERMI Keycloak Operator REE B €y & 22 i,

2. BIEFHH CR #1HE% Secret,
FIFET Red Hat Single Sign-On 7.6 ECERIREH EI#T Red Hat build of Keycloak CR. BX
Template SE#1 Keycloak CR FE& Z [AIMIHEFFBRES, 55 WL TP,

LUFRBIFLIIE IR Keycloak Operator CR 5 Z B Red Hat Single Sign-On 7.6 #&#R (Il &1
DeploymentConfig #1THbE%,

AT BN Keycloak B Operator CR

apiVersion: k8s.keycloak.org/v2alphat
kind: Keycloak
metadata:
name: rhbk
spec:
instances: 1
db:
vendor: postgres
host: postgres-db
usernameSecret:
name: keycloak-db-secret
key: username
passwordSecret:
name: keycloak-db-secret
key: password
http:
tisSecret: ss0-x509-https-secret

Red Hat Single Sign-On 7.6 B DeploymentConfig

apiVersion: apps.openshift.io/v1
kind: DeploymentConfig
metadata:
name: rhsso
spec:
replicas: 1
template:
spec:
volumes:
- name: ss0-x509-https-volume
secret:
secretName: sso-x509-https-secret
defaultMode: 420
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containers:
volumeMounts:
- name: sso0-x509-https-volume
readOnly: true
env:
- name: DB_SERVICE_PREFIX_MAPPING
value: postgres-db=DB
- name: DB_USERNAME
value: username
- name: DB_ PASSWORD
value: password

T B JSON BBRFRESIH Keycloak CR FIFER,

=z

S passthrough # reencrypt BRI #F,

4.4.1. BN SETH%

540, .spec IEHIZ spec FEk, 1HE

B, spec.unsupported 2 — MIATIIEFER, ©E AKX, ThaeGHEM CR FEAFE, LA tHCH

Red Hat Single Sign-On 7.6 THEFIEERY Keycloak 22.0

APPLICATION_NAME

IMAGE_STREAM_NAMESPACE

SSO_ADMIN_USERNAME

SSO_ADMIN_PASSWORD

MEMORY_LIMIT

SSO_SERVICE_PASSWORD,
SSO_SERVICE_USERNAME

24

.metadata.name

N/A - 5518 H Operator $2%l, HEEE[HER
spec.image 187 B E L&

EBEEREKE, B admin
N/A - B Operator TE##a 1L 2 A 02

.spec.unsupported.podTemplate.spec.contai
ners[0].resources.limits['memory’]

THBER,
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Red Hat Single Sign-On 7.6 THEFIEERY Keycloak 22.0

SSO_TRUSTSTORE, QIE—BIF truststore secret 9%, FH HiZA0E

SSO_TRUSTSTORE_PASSWORD, —PNEEH, XFEERHEH spec TR :

SSO_TRUSTSTORE_SECRET .spec.unsupported.podTemplate.spec.volum
es

.spec.unsupported.podTemplate.spec.contai
ners[0].volumeMounts

7£ . spec.additionalOptions T U TFTARIXE
J9 B s -

https-trust-store-type=jks

https-trust-store-file # spi-truststore-file-file
e h BB AFER SRR,

https-trust-store-password 7l spi-truststore-
file-password % password {H, A0 LA EFEA
secretKeyReffy Secret

fin -

additionalOptions: name: https-trust-store-
type value: jks

SSO_REALM NMREESSFERANEHIEE, WARFEW®T, 5—
Fh75 %2 Realmimport CR.

4.4.2 BIEHERESBIH

POSTGRESQL_IMAGE_STREAM_TAG POSTGRESQL_MAX_CONNECTIONS VOLUME_CAPACITY
#1 POSTGRESQL_SHARED_BUFFERS [ &H &I B RK i FH 0| B IR ER BN EMEB A,

4.4.3. BREEEESBIR

Red Hat Single Sign-On 7.6 THEFIEERY Keycloak 22.0

DB_VENDOR .spec.db.vendor - 113 PostgreSQL {BTEMER, N
FEXE N PostgreSQL

DB_DATABASE .spec.db.database

DB_MIN_POOL_SIZE .spec.db.poolMinSize

DB_MAX_POOL_SIZE .spec.db.maxPoolSize

DB_TX_ISOLATION R FreE B irEURE EEMIE, N

Al i&E5d spec.db.url ZEE

DB_USERNAME .spec.db.usernameSecret
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Red Hat Single Sign-On 7.6 THEFIEERY Keycloak 22.0
DB_PASSWORD .spec.db.passwordSecret
DB_JNDI TBETH

4.4.4. WS 5T

Red Hat Single Sign-On 7.6 THEFIEERY Keycloak 22.0

HOSTNAME_HTTP .spec.hostname.hostname - with
.spec.http.httpEnabled=true. B F4LIE/EH
Keycloak operator R&fl|E—4* Ingress/Route,
LEBIEE http BSE .spec.http.tisSecret EEXRIEE

HOSTNAME_HTTPS .spec.hostname.hostname - with
.spec.http.tlsSecret specified.

SSO_HOSTNAME .spec.hostname.hostname

HTTPS_SECRET .spec.http.tisSecret - i5&E THEHNEM HTTPS &
E3

HTTPS_KEYSTORE HTTPS_KEYSTORE_TYPE B, .spec.http.tisSecret 3| A secret N i%

HTTPS_NAME HTTPS_PASSWORD & kubernetes.io/tls 22, 4 tis.crt #tls.key
%&H

X509_CA_BUNDLE BYA. 121 5IREEFEENS,

HAER, ZIIEMEER Keycloak Operator BRIFZHFERE TLS AL A A, BNIAER T A passthrough
g, Ait, REBATIRRENE-—RLIRATMFELT, RAREMHEAT passthrough 5 reencrypt 5
B, B2, MERFEXNET, ATLAEHERIA Ingress Operator IETFH FENEE Route, LUEE Keycloak
IEF LB/,

R, ZIIEFIER Keycloak Operator BIBRIAIT W AT LI T B S -

additionalOptions:
name: proxy
value: reencrypt

4.4.5. JGroups ST

JGROUPS_ENCRYPT_SECRET., JGROUPS_ENCRYPT_KEYSTORE. JGROUPS_ENCRYPT_NAME,
JGROUPS_ENCRYPT_PASSWORD #1 JGROUPS_CLUSTER_PASSWORD 7£ Keycloak CR & B HE—
KRR, MAFERAZFREXHRITZFERENEZS,

HihBR
o FEDHNLF
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% 5 % T8 M RED HAT SINGLE SIGN-ON 7.6 &N BiEFE

2 5 Z ;T B RED HAT SINGLE SIGN-ON 7.6 1R YN AR

Red Hat build of Keycloak 5| A 7% FA 2 W{al {1 Ff — £ Red Hat Single Sign-On 7.6 Client Adapters
B X R,

BT ABAG LRGSR, LIBHEM Keycloak A3 TIEE S, BMME MmN AREF
{AI{# F OpenlD Connect #1 SAML 1413,

HEARER, MRREBRAXERRHIBNARFIUSLIEHER Keycloak SRBILA,

5.1. 5% OPENID CONNECT & /i

MULLTHEFIERM Keycloak & 1ThRATFFEE, LLF Java Client OpenlD Connect Adapters NE 4 %

Red Hat JBoss Enterprise Application Platform 6.x

Red Hat JBoss Enterprise Application Platform 7.x

Spring Boot

Red Hat Fuse

BEHRAMIXLESEERNT, OpenlD Connect ITENJZ1E Java £ SRS A, 4, @it ERAKRARHE
HHIRHEBITHEE (IR ARG ZRSMESR) KB IFI B IR EMEA .,

XEFERREABHEEMAR, HRE Red Hat Single Sign-On 7.6 i, smZUBIUESHEBRAE,
N FAEFES OAuth2 1 OpenID JEE I R BHRIF T,
5.1.1. OpenID Connect M FIE Finix BN EE 1L

5.1.1.1. U5 A R BV Pt A B el A

WIROIEHEH OpenlD Connect B/, Access Type "B A, BR, EaLUHER MG EI LI
thThEE,

e EJAE| Bearer only DheE, EOIE—NMEBIMEIERMNE MR, T& /7 imiFER Capability
config B3 A, MAFRREFEMR. B/MIIEM Keycloak FKEUEASHE, XERTFHER
Bearer REEVj[AIZKEY,

o ELF A EE, HFRRNXNEFIRRRAR A mEREIE, FEEVBEA—NR.

o EXLI HE hEE, HRGRAIE S mEAE mEHEIE, FEEVERA-MR.

B /R{EFR& bearerOnly #l publicClient {BAFEFE i JSON MR £, {E&E1TF admin REST API flllg

FEHE A, IFRLTBIFAIESARALE RN, TUEAE]. B2, XEETHEEEE
#E v2 h AR EEHR it

5.1.1.2. BEER URI BiFAEMEHR

MR ARFEFwmEAIE http (s)BEXAR, NEIEMEER— N FRMEEREXABHLITFLS
£, RTFAEXHEMEXRHI)H custom:/test, custom:/testAttr & custom:, N T LZLikN, —HE
X (W*) FEESEEN.

5.1.1.3. 32#% OpenlID Connect Logout #isa i client_id S
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Y client_id 28, ©ET OIDC RP-Initiated Logout 1.0 #1358, ILIhaAERI A FHMIETTEER
id_token_hint S8, RS APBLEE Fimidt{T Post Logout Redirect URI KiilE, HIEEASH
id_token_hint 91& 5 T client_id SEF, MBHEZEMEAF E7R logout confirmation FE&E, HEILIR
i1 FHFLERAF 2R logout AR, NIEkRIE P id_token_hint 53,

5.1.2. %8 Post Logout Redirect URI

Valid Post Logout Redirect URIs B¢ & ETIZMNE] OIDC & i, 345 OIDC HIE—B, EalLMERAR
RMNEER URI EEFHEREHTERR, AT Valid Post Logout Redirect URI B9 + R E{E A
5 %% Valid Redirect URI {5 EfHERIEEM URI K. HTRIGEEAM, MZAilRAIBN, X/ E
th =5 EKIAfT NI,

5.1.2.1. userinfo & S A K

5.1.2.1.1. EERMA N B B

Userlnfo iin RIIEIRE 5 RFC 6750 SE2FAMEE RN (OAuth 2.0 IAHESR : Bearer Token
Usage), HixCIEMEER (RTTH) 43 WWW-Authenticate challenge B A2 JSON X RFE
;;EE‘;j\:O
RIESSERY, MEASIMT -

o MREFRMUINDR -

401 Unauthorized
WWW-Authenticate: Bearer realm="myrealm"

o MREFENFERNFAEERMEVIRISEE (30 Authorization F53k + POST access_token 2¥) ,
=¥ POST SHARWES :

400 Bad Request
WWW-Authenticate: Bearer realm="myrealm", error="invalid_request",

error_description="...
o MR ThRRY openid SEH :
403 Forbidden
WWW-Authenticate: Bearer realm="myrealm", error="insufficient_scope",

error_description="Missing openid scope"

o MR TFTEN Userinfo MR Z 4 /INEE RATINE R -

I 500 Internal Server Error

o MELERIULHE, NRMO 401 Unauthorized #linvalid_token (51248, XN SR SERATH
B miAXRE, FEPRMIRmAERIRNERER :

401 Unauthorized
WWW-Authenticate: Bearer realm="myrealm", error="invalid_token",

error_description="...

5.1.2.1.2. %f UserInfo S sx i EH fth 8 ol
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%5 5% ;¥% M RED HAT SINGLE SIGN-ON 7.6 &85 iR
W, JiRSMEERA openid SEH, ©# Userinfo #1 J38FE T OpenlD Connect fiJE OAuth 2.0 19
IhEE. MRS ERD openid B, NIERIF#IE4E 403 Forbidden, HSH L—Ti A,

userinfo IFEERERAFRE, FHEAFHEARHRED invalid_token MRy,

5.1.2.1.3. BRSSP & P imBEIA R P im 1D B 2S.

Service Account Client BIZKIAZE Fim ID BLSZS 2 H i, Token Claim Name FEX{HE M clientld &
client_id. client_id F=BARFS OAuth2 #iig :

e OAuth 2.0 il 45 k&8 JSON Web 45 h& (JWT)ECE ST
e OAuth 2.0 SiER&
e OAuth 2.0 ShgzHe

clientld userSession note AR 1E.

5.1.2.1.4. £ OAuth 2.0/OpenID Connect Authentication Response FZINESH

RFC 9207 OAuth 2.0 Authorization Server Issuer Identification #4&#1iN %S ¥ £ OAuth
2.0/OpenID Connect Authentication Response TSIl & £ RAURRL,

EEWNMRAR, BITEEXINSH, BIELIBHERN Keycloak 2RIARILXM S8, AR, —&
OpenlD Connect / OAuth2 &E22%, B 2KIBMLIBHEMN Keycloak Efdds, XMNHSHAIES B
A&, fii, SBIERIIAZFmMAREH TSR IERRAFEETNNE URL &,

EXEERT, ZEHRASBRUENN RN iss SHAfRE M, XL ERERHE P ER FinSt
B, BEA&AIFH A OpenlD Connect FAMEN MO HMNE FimifHER. &eILUS A Exclude
Issuer From Authentication Response, LIBh1E$} iss SEEHMNEI &A% UEm R &,

5.2. 3% RED HAT JBOSS ENTERPRISE APPLICATION PLATFORM L
EF

5.2.1. Red Hat JBoss Enterprise Application Platform 8.x
BN AEFAB RN KT 85 54 IEFEM Keycloak SiH fth OpenID #N %K.

#HR, EaILFIA JBoss EAP R4 OpenlD Connect & s OpenlD Connect %, MIEEZ{S
&, 13 JBoss EAP 19 OpenlD Connect,

JBoss EAP R4 &R 3Kl T 5 LB BRI Keycloak Adapter JSON Ed@ R IMECERER, Hlm, F/
keycloak.json Egi& X AR E o] LABRST B UBoss EAP HBYLLTACEE :

{

"realm": "quickstart",
"auth-server-url": "http://localhost:8180",
"ssl-required": "external”,
"resource": "jakarta-servlet-authz-client",
"credentials™: {
"secret": "secret"
}
}
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https://datatracker.ietf.org/doc/html/rfc9068#section-2.2
https://www.rfc-editor.org/rfc/rfc7662#section-2.2
https://datatracker.ietf.org/doc/html/rfc8693#section-4.3
https://access.redhat.com/documentation/pt-br/red_hat_jboss_enterprise_application_platform/7.4/html/using_jboss_eap_xp_4.0.0/assembly-openid-connect-in-jboss-eap_default
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B XM JBoss EAP R4 &R S IBHIEM Keycloak £EHE T Jakarta IN ARRFHIRA, HSBIL
TEFIERRY Keycloak Quickstart B EERIRA :

e JAX-RS %KiBRIRS 2
e Serviet N AR

s ZUEBUETBE JBoss EAP [4 OpenlD Connect &/ 4k, N ER2EETI JBoss EAP 8 REHiRA
B Jakarta M FARRFMRERILEE,

5.2.2. Red Hat JBoss Enterprise Application Platform 7.x

%4 Red Hat JBoss Enterprise Application Platform 7.x #5E52 2 #f, Red Hat build of Keycloak ¥
AenHERETRE, STRERF A4 M Red Hat JBoss Enterprise Application Platform 7.x 5&
BRI N AR, ®h@id Red Hat Single Sign-On 7.6 K15,

Red Hat Single Sign-On 7.6 s&ficds X 5408 EM Keycloak 22.0 BRSS 23— fE M,

5.2.3. Red Hat JBoss Enterprise Application Platform 6.x

%4 Red Hat JBoss Enterprise Application PlatformJBoss EAP 6.x Z5R4E" 2 #i, Red Hat Single
Sign-On 7.6 =% Red Hat build of Keycloak f A HIZ#t .,

5.3.3F#% SPRING BOOT [ A2

Spring Framework £ ERGEFERELX R, ENZHAERFNGELE, FIABEEIREMN OpenlD
Connect ¥,

RN AR AR EAN KIS e 5 2 IE 1M Keycloak sk Hfth OpenID 1R, (BT
Spring Security £ M OAuth2/OpenID Connect X, MNT/EZER, 1HS M Spring Security
f9 OAuth2/OpenID Connect s,

EshaeAm, SIRET — MR OpenlID Connect B i EHl, MBLHAEAREN, EaEHE
HEMTHAERBIE Logout, Red Hat build of Keycloak & OpenlD Connect £ ARSI BE FHME T E
iR mE R,

B XM Spring Security N ARFESLIGHEMN Keycloak ERMIRAI, &S Keycloak Quickstart
(ENEN

MM Spring Boot 9 Red Hat build of Keycloak Client Adapter #7588, fZE{BHRIM Red Hat
Single Sign-On 7.6 Vjlnli&kcds, BIAERSZRF4ED

Red Hat Single Sign-On 7.6 s&fic#s X 5408 EM Keycloak 22.0 BRSS 23— fE M,

5.4.;T% RED HAT FUSE 2%

% Red Hat Fuse B45R 520, ZIIEHEM Keycloak 22.0 AR EHEMEZRF, Red Hat
Fuse &R a5@;3 Red Hat Single Sign-On 7.6 T4 2 #.

Red Hat Single Sign-On 7.6 s&fic#s X 5418 EM Keycloak 22.0 BRSS 23— fE M,

5.5. RN AR S5 RBE 10 Hl3EF N R
N T RS LEHER Keycloak AR ERK, RIESLHERRS Java B inEAcas FIRIR 4L,
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https://github.com/redhat-developer/rhbk-quickstarts/blob/22.x/jakarta/jaxrs-resource-server
https://github.com/redhat-developer/rhbk-quickstarts/blob/22.x/jakarta/servlet-authz-client
https://docs.spring.io/spring-security/reference/6.1-SNAPSHOT/servlet/oauth2/index.html#page-title
https://github.com/redhat-developer/rhbk-quickstarts/blob/22.x/spring

% 5 % T8 M RED HAT SINGLE SIGN-ON 7.6 &N BiEFE

<dependency>
<groupld>org.keycloak</groupld>
<artifactld>keycloak-policy-enforcer</artifactld>
<version>${Red Hat build of Keycloak .version}</version>
</dependency>

BiTHE Java B imaicsa o ®E, IETLUTIEHMERM Keycloak £ FI OAuth2 5 OpenlD
Connect IRH#ERBE X HH Java FARH, Red Hat build of Keycloak Policy Enforcer LU TR RARFIR
HRNEXFF :

o (HAMBE IR serviet N AR

e {1 Red Hat build of Keycloak Authorization Services B Spring Boot REST Service
Protected

EE LSRN Keycloak SRS S ARIRBIMN AR, HEELLTRA -
o (HFAMBE RN serviet N AER
e {3 Keycloak $ZUARS5 1T Spring Boot REST Service Protected

R MIERE M Red Hat Single Sign-On 7.6 Java Adapter SEBR2— W, E{BHEILLM Red Hat
Single Sign-On 7.6 Vilv|3&kcss, ML T XK.

Red Hat Single Sign-On 7.6 s&fidds X 5418 EM Keycloak 22.0 BRSS 23— fE M,

Hi 5w
o SRE&SCIedR

5.6. {3 FAZLIE )2 H) KEYCLOAK JS ADAPTER iE#% H. 71 v FAF2 5 (SPA)

E3F#(FH Red Hat Single Sign-On 7.6 &R R PN AR, 1HH 2 E Red Hat build of Keycloak
22.0, CiRtEFMRANERS. RIBFAEANSE, TE—LWREEN, WMTAH,

5.6.1. |HBY Promise API Efitlf&

XA R, ZIEHIEEM Keycloak JS & E23HIIH Promise API A B # MR, XEE, TEMER
kORI .success () fl.error () FELIL,

5.6.2. EE{F A% Operator #H175:41{b

ELRTIRRAd, HIEZAH Operator MG THE Keycloak JS &R, RICKFHAES. NI4T
RAFFE, XHEMEMHERE, XS JavaScript K8 FiTH—R, XFRITFUEH—F EHE
[

ETHB A Red Hat Single Sign-On 7.6 BEeSRARIPMMN ARRE, 15 H2E Red Hat build of Keycloak
22.0, CiRtERFHRANEAE.

5.7.5T% SAML v BiZ=

5.7.1. % Red Hat JBoss Enterprise Application Platform [ 2R
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https://github.com/redhat-developer/rhbk-quickstarts/blob/22.x/jakarta/servlet-authz-client
https://github.com/redhat-developer/rhbk-quickstarts/tree/22.x/spring/rest-authz-resource-server
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/22.0/html-single/authorization_services_guide//#enforcer_overview
https://developer.mozilla.org/en-US/docs/Web/JavaScript/Reference/Classes
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5.7.1.1. Red Hat JBoss Enterprise Application Platform 8.x

LTHEFIERM Keycloak 22.0 &1#% Red Hat JBoss Enterprise Application Platform 8.x BI% /i & Ac 28,
BIEN Jakarta EE B9 #%,

5.7.1.2. Red Hat JBoss Enterprise Application Platform 7.x

34 Red Hat JBoss Enterprise Application Platform 7.x #5E52 2 #, Red Hat build of Keycloak ¥
AenHERETE, STRERF A4 M Red Hat JBoss Enterprise Application Platform 7.x 5&
BRI N AR, ®h@id Red Hat Single Sign-On 7.6 K15,

Red Hat Single Sign-On 7.6 s&fic#s X 5 4LIBHEM Keycloak 22.0 BRSS 23— fE M,

5.7.1.3. Red Hat JBoss Enterprise Application Platform 6.x

34 Red Hat JBoss Enterprise Application PlatformJBoss EAP 6.x Z5R4E 2 #i, Red Hat Single
Sign-On 7.6 5k Red Hat build of Keycloak i HiZ# #.

5.7.2. SAML & P imit BRI EE R L

5.7.2.1. SAML SP St HUiEE K

HEWATiRAR, SAML SP oHiE@ & 55 AMMBEHERNEH. MiXA Keycloak lRAFF s, Hi1Ra
EMETHANEZEHLUEE SP BB R, SN TFEMNNEFHRRF, BiTLEEE TN X5z —iEfE
RANEE, TRERT HFEMNBILIEIEN Keycloak H#HK XML-Enc Fik,

xml-Enc &3k realm B &%

rsa-oaep-mgflp RSA-OAEP
rsa-1.5 RSA1 S5
Heth TR

o Keycloak #¥5Ea

5.7.2.2. %7 SAML § RSA_SHA1#1 DSA_SHA1 &%

HkX RSA_SHA1 #1DSA_SHA1, ©RILIEE N SAML EEcds. BN mMENREEF LNELE

t. BiTBUUEART SHA256 =% SHA512 MZLENR AR, 79, EEHR SAML X FHEXLTE
Ml S LR IEERREAT Java 17 XEEhRA, MPEFERLEZL, BHER SAML XEMEMATE
Java 17 KESRALZ1T, BiIEFEAFEEEETE.

ATRER AR MBRER, WA -

Fl|ZR Ry http:/www.w3.0rg/2000/09/xmlidsig#rsa-shal =
http://www.w3.0rg/2000/09/xmlidsig#dsa-sha1
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https://www.keycloak.org/docs/latest/upgrading/index.html

%5 52 5T M RED HAT SINGLE SIGN-ON 7.6 {£{"r AR

"disallowed algorithm"#£3X ¥ $JAVA_HOME/conf/security/java.security X4 H iy
jdk.xml.dsig.secureValidationPolicy L&
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% 6 F I8 AE LR

5 Red Hat Single Sign-On 7.6 X4, BHE XN dEd ¥ 8E Lt mERMRBEE R+, LEER
Keycloak MZLIEH9E R, T Keycloak MZLIEHIEES, SEMMNmERE #RN Bxh, mMAR M
S/ERE, MXAEEE. R EAKENS #E REERF BXHh,

Red Hat build of Keycloak A5 e REE AT BB MR, RLETRERER/IOHERE
BRMOFENEGT, A, FBEXE EAR #1 WAR iT8#X# jposs-deployment-structure.xml 34,

# 7R Red Hat Single Sign-On 7.6 2Bz A LB E X £tFfa, {BFE Keycloak ;2T ZiIFASERE X
SR EERThAEE, BFRBEXEITH. 54, EEX providers B XMt B KRG, EXFETH
sk B B hEEE S RS 2.

RIFENRMEFAERN AP, SR RUBEFIHT - EEH, FEFEFUTIHS.

6.1. M JAVA EE ¥:Ht¥| JAKARTA EE

Keycloak fFHAAIEZEM Java EE  (fMLhR) T %I Jakarta EE, Mo+ T &fEd. BilEeAR

T AT Jakarta EE #lA&LL3ZHF Jakarta EE 10, #l40 :

Jakarta Persistence 3.1

Jakarta RESTful Web Services 3.1

Jakarta Mail API 2.1

Jakarta Servlet 6.0

jakarta Activation 2.1

Jakarta EE 10 12#tHI{0{L. F{LMWRERAERMWBRERSE Java MARER. WitNbhRENEESR
W2 er A2 R M javax prerequisites 2y jakarta prerequisites, X PMEHAEAT JDK rhiEiEiR 4t
B9 javax prerequisites Z#F8, #0 javax.security,javax.net,javax.crypto F%,
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B 6= IBAE N
A, FEXRESIE/LIE Bean & Jakarta EE API,

6.2. B T 5B =5 Ak

ISR Keycloak iR T —L4kiim, 21E

openshift-rest-client

okio-jvm

okhttp

commons-lang

commons-compress

jboss-dmr

kotlin-stdlib

B4, BTFLLIEHEN Keycloak FBET EAP, Rt AXZH EAP KT HBMIER, XN EH=LE
&, MPMXEEREPEDIIIBHNERN Keycloak B B RSN RERKIBIT, EalfElr BB ixX L
JAR XA S 5% Keycloak 4% #thifE B%h,

6.3. % F JAX-RS ¥, /5 LT XHMEKHIEA

7T REBEFNETHFRREZEER, MR T A javax.ws.rs.core.Context £ T XHIRN
FA S, HEENTRSUH AR REMEE RKEGEHEDZ RAUBRELA, HRKBZITH KA ERE

5,

MRFBEVIR HRIBE KRR, SIAERTLLEREM KeycloakSession ZREXESEH -
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@Context

org.jboss.resteasy.spi.HitpRequest request;
@Context

org.jboss.resteasy.spi.HttpResponse response;

W

KeycloakSession session = // obtain the session, which is usually available when creating a
custom provider from a factory
KeycloakContext context = session.getContext();

HttpRequest request = context.getHttpRequest();
HttpResponse response = context.getHttpResponse();

B9 £ FXBUE T LLET KeycloakContext LI MIZTHEKEY -

KeycloakSession session = // obtain the session
KeycloakContext context = session.getContext();
MyContextualObject myContextualObject =
context.getContextObject(MyContextualObject.class);

6.4. FH T BUE#t N EmMERN X

L RiF A7 EII{E4E Red Hat build of Keycloak HhfifilEk :

RealmModel=<searchForGroupByNameStream (String, Integer, Integer)

UserProvider#getUsersStream (RealmModel, boolean)

UserSessionPersisterProvider#loadUserSessions (int, int, boolean, int, String)

AINT FHAE LD, M RoleMapperModel.Streams F12548L

KeycloakModelUtils#getClientScopeMappings

F M KeycloakSession/ ik
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UserQueryProvider#getUsersStream 757k

UserSessionProvider B—£: 75 #%# % UserLoginFailureProvider,
I EFEA N R hRREO 2T,

Streamification - EOMER ISR TRV AE.

fln, 7 GroupProvider #Orh

@Deprecated
List<GroupModel> getGroups(RealmModel realm);
mEH
I Stream<GroupModel> getGroupsStream(RealmModel realm);

BSEBHHr - B, HEREATRNSESF, Hi RealmModel B R B —1MSH.

#tn, 1£ UserLookupProvider O :

@Deprecated
UserModel getUserByld(String id, RealmModel realm);
mE

I UserModel getUserByld(RealmModel realm, String id)
6.4.1. B T QD%

(O.k. {5 org.keycloak. package)
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https://github.com/keycloak/keycloak/blob/19.0.3/server-spi/src/main/java/org/keycloak/models/GroupProvider.java
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38

server-spi module

o.k.credential.CredentiallnputUpdater

o.k.credential.UserCredentialStore

o.k.models.ClientProvider

o.k.models.ClientSessionContext

o.k.models.GroupModel

o.k.models.GroupProvider

o.k.models.KeyManager

o.k.models.KeycloakSessionFactory

o.k.models.ProtocolMapperContainerModel

o.k.models.RealmModel

o.k.models.RealmProvider

o.k.models.RoleContainerModel

o.k.models.RoleMapperModel



B 6 E IR EE X Hths

o.k.models.RoleModel

o.k.models.RoleProvider

o.k.models.ScopeContainerModel

o.k.models.UserCredentialManager

o.k.models.UserModel

o.k.models.UserProvider

o.k.models.UserSessionProvider

o.k.models.utils.RoleUtils

o.k.sessions.AuthenticationSessionProvider

o.k.storage.client.ClientLookupProvider

o.k.storage.group.GroupLookupProvider

o.k.storage.user.UserLookupProvider

o.k.storage.user.UserQueryProvider

server-spi-private itk
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v

o.k.events.EventQuery

o.k.events.admin.AdminEventQuery

o.k.keys.KeyProvider

6.4.2. EfF R EN

7148 Keycloak It 1T KB EN), LIFHE API EHE, XHARE, Hh—LEEHFTER
FOARHE, UTHRMRAEFANER.

6.4.2.1. BERGEHIE N

KeycloakSession RIZHEZHEERILAN A API B4, —%E83). SFMA=MER. 5IAT =1 HE
R, kA server-spi. server-spi-private ]l services ERHBIEmMANBEEERERD) :

org.keycloak:keycloak-model-legacy
aEkBESFHENMAmEZAIN API, 1 User Storage API,
org.keycloak:keycloak-model-legacy-private
S5 EHEEAXNFET, 1 storage *Manager 3,
org.keycloak:keycloak-model-legacy-services

B EEALRSIFE LZTHRAE REST s,

MREEBE AP FHEMANECIRER, NRERERRR, ERETHKBNEEas Emy
H BT,

6.4.2.2. KeycloakSessionf & X

KeycloakSession B ##i{t. KeycloakSession H#Bk T JL# A%,

KeycloakSession 21 @& — AT HREN RRERIURMEFAE, B, UserProvider &
users () . userLocalStorage () . userCache () . userStorageManager () #I

40



B 6 E IR EE X Hths

userFederatedStorage () . XF&41 T RENHAENBYS LHFLZAR, IMERATESSAE
.

Rk, JA users () A3LIRTFE KeycloakSession B, NiZ&E# EmyIHMmAHibiER, M
TH&FZ. AFNERZEATRHONRXIEN L, M clients () =X groups () . FRIEXL
*StorageManager () #*LocalStorage () HZEMALECHMER, TEMERS R T 04X LA
IR TN API SifERZSEM AP

6.4.3. IBUA SN

MFRBFHAMBRNEE, NIHAH#NEFRRETS, XNLXRXSHHUNEIER,

MRS A MR A X, BEAEETAMEE, NHAMIIEM R userLocalStorage
O BrAZusers () BREEF. HER, MRAMEBERSAHT ZRE, NXENEXSHET,
REAFAES R ERF.

TR - VilmHERED APl REYwiFE

I session.userLocalStorage();

dBE - SFARETMKBIT XS5 AP U389 API

I session.users();

ERE N BEEX SN ENERE, #/ LegacyStoreManagers BB iE LN iRt}
BFEANREVIN, MEENEEENAEFERGERTSRE, XEEXMER. RAEIEEREE
EM—EoN, ETF A,

il : Ui 2R API
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I session.userLocalStorage();

85 : #id LegacyStoreManagers API [0 #iZhaE

((LegacyDatastoreProvider)
session.getProvider(DatastoreProvider.class)).userLocalStorage();

HAEERN, —L5HFEXM APl B#iERETE org.keycloak.storage.UserStorageUtil #,

6.4.4. ¥} RealmModelf9H &K

P> S
getUserStorageProviders,getUserStorageProvidersStream,getClientStorageProviders,getClientSt
orageProvidersStream, getClientStorageProviders and getRoleStorageProviders Stream 2 #fH

BRo HRIT X LT RM IS ROZIRAN T A S SE BT 48 -

T - AT ENM AP, KRBT

I realm.getClientStorageProvidersStream()...;

d8E  FEEpERRIRED

I ((LegacyRealmModel) realm).getClientStorageProvidersStream()...;

R, BATFELIEEO RealmModel HAZIRALX 5 MR TSN LM interface

42
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LegacyRealmModel, X/ #0=2 RealmModel F#0, G&IBAE -

iTHaD - AR HeIREEO

public class MyClass extends RealmModel {
/* might not compile due to @Override annotations for methods no longer present
in the interface RealmModel. // ... */

TBE - NESHEEO

D

public class MyClass extends LegacyRealmModel {
/*
}

6.4.5. ¥ UserCache #3I|HAY#R

H T ROEFRSH RS 230, HibED UserCache EBEIER keycloak-model-legacy
¢°

&5 F 1B C RIS R 1% B 8V M) UserCache,

F#aE - KT L% % [source, java,subs="+quotes"]

I session**.userCache()**.evict(realm, user);

d#E : R AP
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I UserStorageUitl.userCache(session);

B LT, A RFEA UserCache API, i5ZEMAEH :

E#ai : XA cache API[source,java,subs="+quotes"]

UserCache cache = session.getProvider(UserCache.class);
if (cache != null) cache.evict(realm)();

%G : {$/ invalidation API

I session.invalidate(InvalidationHandler.ObjectType.REALM, realm.getid());

6.4.6. AP EILEE

BBk 2 RifEH session.userCredentialManager () .7 %(realm, user, ...) H{TER, HhE
=FIf user.credentialManager () .7(...), WWRHIKIAF APl EELENEUEThEE, FEKWHITFZ a0
T RS FHEE XA P EUEALE.

I8 API E#HER.

Tl : Ui 2R API

I session.userCredentialManager().createCredential(realm, user, credentialModel)
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d®E : VilnlHEeg API

I user.credentialManager().createStoredCredential(credentialModel)

*fF B X UserStorageProvider, fEiR[0] UserModel I, TBELHE—HEAE
credentialManager () . ©fil#JiRE LegacyUserCredentialManager B95E4 :

E#ai - B4 UserModelZZEMHF 5k credentialManager () , REBARRGWF

public class MyUserStorageProvider implements UserLookupProvider, ... {
/Y
protected UserModel createAdapter(RealmModel realm, String username) {
return new AbstractUserAdapter(session, realm, model) {
@Override
public String getUsername() {
return username;

I#¥ia - NEGEMESCHE APl UserModel.credentialManager () .

public class MyUserStorageProvider implements UserLookupProvider, ... {
/Y
protected UserModel createAdapter(RealmModel realm, String username) {
return new AbstractUserAdapter(session, realm, model) {
@Override
public String getUsername() {
return username;

}

@Override
public SubjectCredentialManager credentialManager() {
return new LegacyUserCredentialManager(session, realm, this);

}
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|5
}
}
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71. FriEEEH S

#1189 Admin Console (keycloak.v2){#ifl React &, |HH Admin Console (keycloak)fsiF
AngulardS 1.x {98, EELEAB4EaEES R, Ak, IBNERESSEAT REnEm =8 aiT
BZE. BTFHEHENER, BFfZHFEXTIEERLHE,

7.2. bk P RIS

itk 126 E (keycloak.v2){# f React &, IRUEIFNAFFHE, 1BIKF 12615 (keycloak)fs
BEARSHRInERAE, RAilt, BNZEHAEHEMT BENEAEEEEETIBERE.

7.3. IBEFRFEE

F R T BeE &% DA 26 & B A LR,

SN EHEE LN, FIREEBSERN, FHARERRFNISETERREM. XEERAT
${KC_HOME}/lib/lib/main/org.keycloak.keycloak-themes-${KC_VERSION}.jar &1, ®ILA{FHE{mlfr
A ZIP FIEITEITH,

A start-dev EFABEA TIZTIRS BN, TREFXLIRSS, UEETDAECTIPERTE, Mm@
R TR EFE RS %,

BEREFATENTE, EofLUERERREBETE N JAR X, FHEHIBESRI ${KC_HOME}/providers
B3, SESc#HSH3 ${KC_HOME}/themes B¥, TEXMFMERT, &S Server Developer
Guide LA T f# 8 XRS5 2 THARO SCH# B XG5 N E 2118,
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https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/22.0/html-single/server_developer_guide/#themes
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%8 8 & 19 Liif KEYCLOAK I#BIZLIgfyE ) KEYCLOAK 22.0

MARZ 22 FFis, ZIiEFEEM Keycloak 1 _Lils Keycloak ¥ [HFEER/NER. FEEUTEH :

I F Ll Keycloak, £%& T#HIF keycloak.org Lt ; X FLIEHEM Keycloak, 9K T#
L F LLIEE T 1 Wb,

Oracle 1 MSSQL BUEEWshT2FE 5 Lilf Keycloak 48, {BFRSLIIEHIEM Keycloak
B BRMAIRIEIERGBFIFHER, FHSHEE BUEE,

GELF HEAE#2F7E Red Hat build of Keycloak Fi24t,

TR RICRTETBM Keycloak ALK Keycloak ZEpRE, & EEBUTES.

8.1. It KEYCLOAK hix&

BRI EIRTEIBM Keycloak M4,

MR Keycloak Wi B k45 Red Hat build of Keycloak hxAPthg, i&{EmALIEE ]/
P, _ERIZTIERIEE Keycloak iT# Keycloak, https://access.redhat.com/products/red-hat-
build-of-keycloak

NRIEM Keycloak W BRAZ— IBhRA, HEH Keycloak #2i15F kA Keycloak,
LAPCERLTHEFIEER Keycloak hrA, RS, M ZEZE 11 M T45E# Keycloak,

NRIEE Keycloak Wi B AKX FLIEFIEEM Keycloak k4, NIZEEIBENLISHERN
Keycloak, #x, GIEZLIBHIEN Keycloak MFEE, HEFITRIIBHEMN Keycloak X 1T
WA,

8.2. T KEYCLOAK &R BITH

BAIEH Keycloak KRG, RIBLEERETH Keycloak,

MEMEM ZIP K iThRA % Keycloak, HEHALIBE S/ 1P MR I 4:EH
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https://www.keycloak.org
https://access.redhat.com/products/red-hat-build-of-keycloak
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/22.0/html-single/server_guide//#db
https://access.redhat.com/products/red-hat-build-of-keycloak
https://www.keycloak.org/docs/latest/upgrading/index.html
https://access.redhat.com/products/red-hat-build-of-keycloak

%5 8 = ¥ Lk KEYCLOAK SIBEILLIEHEM KEYCLOAK 22.0

Keycloak, https://access.redhat.com/products/red-hat-build-of-keycloak

MELEE T Keycloak Operator, & Operator {5E HEH I L ZELI I ER Keycloak
Operator, CR 7£_Lil% Keycloak #1 Red Hat build of Keycloak [FIZ&Z&.

MEEVRT A VRS BERER, HHEAIIIBHEN Keycloak BHREHWRE. ES
EARH/HIZ1T Keycloak,
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https://access.redhat.com/products/red-hat-build-of-keycloak
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/22.0/html-single/operator_guide/
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$9E Hith BETE

9.1. CLASSPATH whEKiA =T FIA JAVASCRIPT 5|%

FELRIMRAS, 45 Keycloak 5 Javascript £/ (Script authenticator, Javascript =HGRE&
=k Script P2 AT OIDC #1 SAML &/ um) i Keycloak I, FZ¥F javascript 5IZSHEI%L
fThh, BOAERT, £ Keycloak fRS5BMLLIEHEEPIRHL T Nashorn javascript SIZEFBRE. A
IR BRAMGN N, BUIUERER Nashorn BEIA 512 Kk H&HimE REIZIIE Keycloak & fThREVZL
TEfE+,

9.2. Efp$4 KEYCLOAK ADMIN & P T #

F+ % Jakarta EE J5, Keycloak Admin B im TH#E A N E S B ERTR, HEE KR4
ik, B2, MAGFENINHIM Keycloak Admin /4 : —1Bf Jakarta EE, 5 —4"%$F Java
EE,

org.keycloak:keycloak-admin-client-jakarta T#HFE#HER, A Jakarta EE 358 Keycloak
Admin /' iREIARE org.keycloak:keycloak-admin-client (EhgZ 22.0.0 &) ,

WA Java EE TR 9H T4 2 org.keycloak:keycloak-admin-client-jee,

9.2.1. Jakarta EE £ #F
#A Java EE XEFMNIH T4 R org.keycloak:keycloak-admin-client-jee, Jakarta EE 3 §F
iT#wl -
<dependency>
<groupld>org.keycloak</groupld>
<artifactld>keycloak-admin-client-jakarta</artifactld>

<version>18.0.0.redhat-00001</version>
</dependency>
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<dependency>
<groupld>org.keycloak</groupld>
<artifactld>keycloak-admin-client</artifactld>
<version>22.0.0.redhat-00001</version>
</dependency>

9.2.2. Java EE ¥

TE#ai -

<dependency>
<groupld>org.keycloak</groupld>
<artifactld>keycloak-admin-client</artifactld>
<version>18.0.0.redhat-00001</version>
</dependency>

<dependency>
<groupld>org.keycloak</groupld>
<artifactld>keycloak-admin-client-jee</artifactld>
<version>22.0.0.redhat-00001</version>
</dependency>

9.3. KEAFAEME P immFiEd & F i BRE

1E51 Never 13 HA TRAEEM Advanced Settings & imit iR FFEHE HllER, XPETRIZS 213
T, BATREMY lifespans =% idle B K EF XTI, BZ—AF2EK realm [ERMRHE., Hit, X
AN ETHEMER T HARH AN RIRAGET : M realm HEBPAEE (B imERAEMEEN) # Expires (&

FinB{ER#ER) . Never IHIFfHA -1 X, HE, IMEREER

=1

9.4. Hre AL T HR 4 AL FIBR I3 AE

EEATREERX
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LIEHEER Keycloak 1EOERF FHEEFN A HAN, EH FHRHOIET DRI ASCI F&. 4, X
Ho L FHEAHER (@ ATE)EFTE 64 N RIARSE. Hitk, &7 —MHSE --spi-user-profile-
declarative-user-profile-max-email-local-part-length K% B R KXH FHMAMEBO KE, LMRIEMG
A, BOAMED 64,

I kc.sh start --spi-user-profile-declarative-user-profile-max-email-local-part-length=100
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