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Policy Enforcer <<PEP>> Resource Server
[ Riequest Filler / Inlerceplor ]]——[[ JEE ] [ Spring ] [ Wl x ] [ Modi j& ]J
<<PAP>> Authorization Services <<PDP>>
]
Adminestratian LI ( [ Token Endpaoint ] [ Protection AP1 ] ]—«

L |

Policy Evaluation <<PDP | PIP>> l

{[ Permission ] [ Puolicy Evaluation Engine ] [ Policy Provider ]]— Audit

Storage
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RIBLLIEMER Keycloak BIREEHIGIRA—H Ul, UIBETIRRS 2. TR, e, HRMEK
B&, BB BB R APl T2
o REERZE(PDP)
R DHARIOREK R, BRAALEELUEROAMAE, FEBERONRHTHEN TG, NFEE
ZER, ESH KR,
o RB&EHI=(PEP)
HNARBRIMREIRE S e, LUETE FURIRSS 2/ im SEPrsm Sl HTIRAURSE, Red Hat build of Keycloak
R’ T —LMWIE Policy Enforcers,
o HREXERR(PIP)
ETFLI0EM M Keycloak BRIIEIRSS 28, &R LUTE PR IRACRIEES M B2 F0i2 1TH EME IR EXE
'I‘ic
110, BT
ENEERBRENTRENSE, THRIINMERLIIEHER Keycloak N RIZFEE AR
o HHEEM
o HIPRFIKIEETR
o RBERFI

1111 WREE

BRER R E LR ABENAE S K,



Red Hat build of Keycloak 24.0 &R {5

Create Resource Create and
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Bk, BEBETEEERTM Keycloak WAIEHME, XBENK web MAREH—H—-ITHZ RS
BXWRRSHFNEZER, HSH i,

BHIRAR 55 23 FAZLIE 13289 Keycloak BIEEHIGUHTEIR, BT LUEREMEMINE iR REFFEH
iRk, FFREEEERTHRIEHE.

Resource Server
Ve Resource \

Scope

Usually actions that can be
performed on resources

FIRATLAZM 1. RESTFul F5E. WX RGIAMSE,. EJBE, Bl ITURTR—HER (F& Java
RRE—FE) , HETURKREDIEE TR,
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REEHR,

SEHEBEARALU FRUMITRE, BE(RRTFX—HF. SLTLUEREERARTRFPH—1
HE T EM.

11.1.2. PR FIRIR E IR
EEN T HRRSBNEBRIFNAE KRG, SRI%EBENRMEE,

XL RE R SLPRE LB EN R IRNZ 2N ERMBNRE S K.



B 15 REERSSBhh

Apply Policies to
O—l Create Policy  —— Define Permission ——— Permissions

SRBSTE LT ALK R VIS BHR (BIRSCERH) JUTHRFNRYE, BElTBSRITPIRTEXRE,
T=2BAN, TUESHEARGEIREE RS RHRE,

pign, ENAFNEFAG BN MRS —HER, EFLUERRBAC (ETA BRI
&) .

Red Hat build of Keycloak {2t T LM ERIERE (REMNHRIRMHNE) , BE T &E LR
M E, EEEERIEFEA JavaScript Zi B BRI A2 5REE.

X TR G, ERUIEE LR, PRSEMNRIFHFIRELS S, X8, BaUsEEERTHR
= (FRICEHE) L Rp i R RN SR BRAVEREE,

1.1.1.3. SRB& 55 )
SEBR | 35 R SERRA R ARSS B LR IR AUR BT R M 1, X AT LU R AR SRR S5 25 B S I VT IR AR

% 2% £J5 A Policy Enforcement Point 3¢ PEP, & K IEAEIEFHRIER 5525 R O 89 R SRA A BRIZ &% 52
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m Y RKREHITHIRME, HI80 write, view FE,
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ZINEFI2 R Keycloak IRt T FEMTA, BTHE—RIIDIRER, SEEMEAREES RN, EFH
TMB9sh SR, EREREMFHED :

o FMCHIEMMIREEMAE
o IRNERENEZEEE, FEMEMNENRESERNZL
o TEZ{TRNATEN ; MARRFICRERFETHRIAEHE, mAXZEEl AR,

1.2.5. 5B

SRBSTE LT ALK RBISRM, FREBEFNREGHNR, SHRTE, EREENRZERT, MmisES
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SEH,
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ZEMART B ImIE KB BURM/ SCEE, LUk N AR IRAEEREE RS (GBRA SR [RPT]) .

EUMAH, TREENFIEFNMAHRZURNMNASHAHRKZEXER, FABRNITIERMIRERERFE
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% 3E EERRRS SR
148 OAUth2 158, FIRMRSSRIEEBRIHRNBSS, EUESHNNBRINIHRAR,

TEZINEFIEREY Keycloak A, HRIRSSBIRE T —PNEENTAR, AT HHERRIHHIREBREAMRL,
H A AT URHE A R 8907 (2 I AL 0 H IRPUR R

ERE RN ARFE A R E N SRR ENR, X6, EOBRRE 7 inh AR 5RRS
o

L UBEFimNBREF
5 FZLIEFI MY Keycloak IRINARSHISE — 5 2 A BB BN B FTRIR S 2T im N AR

i

1. #&= Clients,

&= P

Hello-world-authz

Clients
Clients are applications and services that can request authentication of a user. Learn more (£
Manage
) Clients list Initial access token
Clients
Client scopes Q Search for client > Create client Import client 1-7 ~
Realm roles X -
ClientID Type Description Home URL
Users account OpenlD Connect - http://localhost:8180/realms/hello-world-authz/account/ '
Groups account-console OpenlD Connect - http://localhost:8180/realms/hello-world-authz/account/ &
admin-cli OpenlD Connect - -
Sessions
app-authz-vanilla OpenlD Connect - -
Svanis broker OpenlD Connect - -
realm-management OpenlD Connect - -
Configure
security-admin-console OpenlD Connect  — http:/localhost:8180/admin/hello-world-authz/console/ £

Realm settings

1-7 ~
2. fELTiE L, i Create,
S == Ll
AWINE P i
Hello-world-authz Clients > Create client
Create client
Manage Clients are applications and services that can request authentication of a user.
Clients
Client i
ient scopes o General Settings Client type @ OpenlD Connect v
Realm roles
ClientID * @ my-resource-server
Users
Name ®
Groups
SN Description @

Events

3. AR WME ) im ID, B30, my-resource-server,

4. % AN FAFEFEH Root URL, fAl#N

12



I http://${host}:${port}/my-resource-server

5. /= Save, IR s,

B IR E

Hello-world-authz

Manage

Clients

Client scopes

Realm roles

Users

Groups

Sessions

Events

Configure

Realm settings

Authentication

Identity providers

User federation

3.2. B ABINARSS
EA LU OIDC & imiE i h BTR IR 55 25 /0 A fB 4 BO% AL,

ff

L=

S

HATFF client Settings T1H, LA ERELINTHIE :

Clients > Client details

My-resource-server OpeniD Connect

Clients are applications and services that can request authentication of a user.

< ftials Roles Client scopes

General Settings

ClientID * ® my-resource-server

Name ®

Service accounts roles

Description ®

Access settings
Client authentication @ o On

Authorization ® o Off

Authentication flow Standard flow @ Direct access grants @
[ implicit flow ® Service accounts roles ®

[] OAuth 2.0 Device Authorization

Grant

[ OIDC CIBA Grant ®

Capability config

Root URL ® http://localhost:8080/my-resource-server

1. 4% Authorization Enabled t]#:Zl 'On,

2. =i Save,

J& AR S5

o Enabled @ Action ~

Advanced Sessions

Jump to section

General Settings
Access settings
Capability config
Login settings

Logout settings

13
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Hello-world-authz

Manage

Clients

Client scopes

Realm roles

Users

Groups

Sessions

Events

Configure

Realm settings

Authentication

Identity providers

User federation

& ime R aR— 1N Authorization 7ET, s Authorization 1ETi+&, FHERFELIA0TRITL

=

FIRAR S 88X E
Hello-world-authz

Manage
Clients

Client scopes
Realm roles

Users

Groups

Sessions

Events

Configure

Realm settings

Authentication

Authorization 1%+ B EFMF LTI+, WE T ELIEBNTRSIKELIMRT N ARFHTR, &

Clients > Client details

My-resource-server OpeniD Connect

Clients are applications and services that can request authentication of a user.
< tials Roles Client scopes Service accounts roles Permissions Advanced Sessions

General Settings Jump to section

ClientID * @ my-resource-server

General Settings

Name ® Access settings

Description @& Capability config

Login settings

. Logout settings
Access settings

Client authentication @ o On

Q» off

Standard flow @ Direct access grants @®

Authorization ®
Authentication flow
[ implicit flow ® Service accounts roles ®

[] OAuth 2.0 Device Authorization
Grant

[ OIDC CIBA Grant ®

Capability config

Root URL ® http://localhost:8080/my-resource-server

Clients > Client details

my-resource-server OpenlD Connect

Clients are applications and services that can request authentication of a user.

< Client scopes Authorization Service accounts roles Permissions Advanced Sessions

Settings Resources Scopes Policies Permissions Evaluate Export

Policy enforcement @ Enforcing

mode @ .
O Permissive
O Disabled

Decision strategy @ @® Unanimous

O Affirmative

Remote resource o On

management ®

MRETD AR FEETH R ERNE, BE, IEE2—NRTEMEERERR

* XiE

FRRSS BN — ML E. BXRETTEMNIENRE, ESMH Resource Server Settings #f43.

14
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EXANTES, EeUER N AREFNTR,

o EGEH
EXATES, HAER 55,

o KB (policy)
FEXNTIEF, BRIUER SRR, FE AR RERZTFI R,

o HUR
XN TES, S E 2 ETIERAEE SR 02MRIREEREEE ], 727

o ¥h
XN TES, EA Ll EUENGE R FEEEE LN RFRIERIR LR,

o SHILE
TEHTIES, Re] USSR E S H 5| JSON ST,
3.2.1 HWiRRS B IXE

1E Resource Server Settings TIEA, BRI LEEREHITER. AFERTREEH SHENEREE X
&,

o REGsEBIRN
1B ETEAL R A B AR 55 2 BRI SRS 40 4a] 3 1 K B 2R K

o Enforcing

(FOARR) BOAELER, BMERE 54 E HIRKIKAIRE,

o Permissive

EfER A 54 EFIRREBIRES, BAFIHER.

o Disabled
2 AMAE R, FRUFUIRIFE TR,

o RERTRNE
LhBC B o 2R SRBE 7 B | B Al AR B AT A P A BR AV 45 SRR TE HURSCE B2 & N 1%
F. Affirmative kix, EVBE MR NIERE, LMERT FIRKRESEERIE R
R, REEM BaE, MANREBUIIEHENIERE, UMERLAEHEETRN, F, MEE

— BRSSEREM B AR EIE AR (Hh—MURZZFUIRARR, S—N23E4v5R) , Mgl

RAmERIEZ Affirmative, TI%F FHRSSEEMATR, BN, EBETANRM— AE%@AE%
X—J_J'_l I)?_E/B.E’Jlﬁlﬁj

o EEWRER
EERRESTURTRRS SLIZEEE, MREN false, MHREEMNSETH S SRR,

. BRINEE
YRR TRIRSS 230, ZLIEHIEM Keycloak & NFTOIEMTTRR S 2012 — PN EOAE B,
RKINEESTE :

o KRN ARRFHBIFTAE FRIBIART 5 IR,
o RERIRLAIR T T LLERBRARYT Y BUREO T [ A BR

15
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o ERIEFINREEXS FA BRBI IR BOT IR,
RINZRITB SR BUAKIR, RESHE Resources i1+, AILERE,

Hello-world-authz Clients » Client details

my-resource-server  Openld Connect @ ceoabled @ Action ~

Manage Clients are applications and services that can request authentication of a user.

Clients —
Settings Keys Credentials Roles Client scopes Authorization Service accounts role >

Client scopes

Settings Resources Scopes Policies Permissions Evaluate Export

Realm roles
Search for permission v Create resource 1-1

Users
Name Type Owner URIs
Groups
> Default Resource urn:my-resource-server:resources:default my-resource-server /* Create permission
Sessions
Events 1-1 «

LEEERE X T — Type, Bl urn:my-resource-server:resources:default #1 URI Attr, fE5:XE8, URI =
BN T —MEmfER, RZRIUER Keycloak RN ARFPRMARR. Baifil, % NEmN
ARFS AR E N, SERTFUIRDBRATEE 5% R XK M AR,

AIEIREIM Type X T —/ME, THTGIE typed FHEABR, Xk @i A F BN R E G A
R B ORI H At BER,

BOARBEFR )y ME—RYIERRE, MRIEI AR Policies i+, ALAEEZEE,

ARASRE

Hello-world-authz Clients » Client details

my-resource-server  OpenD Connect @ cnabled @ Action ~

Rlakads Clients are applications and services that can request authentication of a user.

Clients —_—
Settings Keys Credentials Roles Client scopes Authorization Service accounts role

(Clizmi sezp=s Settings Resources Scopes Policies Permissions Evaluate Export

Realm roles
Search for permission - Create policy 1-1 «

Users

Name Type Dependent permission  Description

Groups

> Default Policy Js Default Permission A policy that grants access only for users within this realm

Sessions

Events

tESERE 2 E T JavaScript BISREE, EX—1M&M, HBARTWRBETOETRAUIFSER, MRS

16



REg, ERLEDCENLT —FHM, MTFE:

// by default, grants any permission associated with this policy
$evaluation.grant();

&g, BRAPERFRNEIARBR, &alLl@id Permissions P& I EEE T,

BABER

Hello-world-authz Clients » Client details

my-resource-server  Openld Connect @ cenabled @ Action ~

Clients are applications and services that can request authentication of a user.

Manage
Clients —_—
Settings Keys Credentials Roles Client scopes Authorization Service accounts role

Sliegtecones Settings Resources Scopes Policies Permissions Evaluate Export

Search for permission v Create permission ¥ 1-1 -

Name Type Associated poli... Description

Realm roles

Users

Groups

> Default Permissi ion Resource-Based Default Policy A permission that applies to the default resource type
Sessions

1-1 ~
Events

HABRZE T HRMAER, X —HERTFHLERENMA KRN —I SRS,

3.3.1. BRI E

LGB MHEREVA BTIR, SRESAURE L BTEI2 H SRR ESERINEE.

BIABIRMER URI 812, % URI £/ /* BARF BN ARFPREMRTRIBER. AE8E KN
B DPRAISRESHL, HRARRAREFRSEEHCHRERHR,

4l

(™ -

ANKK, KNEEENLT KR, CHHNINARPHNAERE. NMREAEBSHEERET AR
¢ BR, EHERMER Default Resource ¥ H URIS ZEXE X AN ARFEHFHEEANEKE. &

), SBIABCRERBMEE (BOABAERFUINNER) FARTFLIEERN Keycloak %F
A XS] S2 AR 5 B BEIR I U [ AU BR

4

3.4. HHA T ABHEE

17
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S HATEHERERSS (XF W) NEEXE, S RRSSSATNENEEXH. £
BENFRRSRUBMREEXEHFNEGEREEN, SANSHEEXHRRBREH, BEXHASUTHN
£ :

[

R BRMEH
[

%Bg (policy)
[

HUER

3.4.1. SHEEXH

it =

m3EHdifd Clients,

RIEQIREE F iRfF oy BIRIRSS 25,

= Export %5k,

Hello-world-authz Clients > Client details

my-resource-server  OpeniD Connect @ cEnabled @ Action v
Rlapave Clients are applications and services that can request authentication of a user.
Clients  EEEEEE—

Settings Keys Credentials Roles Client scopes Authorization Service accounts role >

Sl saepes Settings Resources Scopes Policies Permissions Evaluate Export
Realm roles
Users Authorization details {

(6] "allowRemoteResourceManagement": true,
Groups "policyEnforcementMode": "ENFORCING",

"resources": [

Sessions i

"name": "Default Resource",

Events "type": "urnimy-resource-server:resources:default”,

"ownerManagedAccess": false,

"attributes": {},

Configure "_id": "68c7f742-d2fd-409e-8fae-9e352298ba74",

"uris": [ o
Realm settings o

Authentication

(o]

Identity providers

18



BCE L JSON A FH, HUNXAKKEER, ETUMEHREHHL, ZEaLx Download
THEEXH#HHREFE.

3.4.2. G AREXH

B LU IR IR SS 2 5 ABCE S,

it =

S ¥l Resource Server Settings T,

Hello-world-authz Clients > Client details

my-resource-server OpenlD Connect @ cEnabled @ Action v

Manage Clients are applications and services that can request authentication of a user.

Clients _—
< Client scopes Authorization Service accounts roles Permissions Advanced Sessions

Client scopes

Settings Resources Scopes Policies Permissions Evaluate Export

Realm roles

(VT

Groups Policy enforcement @ Enforcing
mode @ ~ L
Sessions O Permissive

O Disabled
Events

Decision strategy @ @® Unanimous

Configure O Affirmative

Realm settings

Remote resource o Oon

Authentication management ®

= Import FHEFAEEES ANERBEN .
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RREEFRAHEMA, fRTERRSSE, SRR EERTIKRAGERE. "TLLEE 25 S

3| Resource and Authorization Scopes £ &S KRASEH,

4.1. EEKR

1f Resource T, EAEBISFRIRSSFZIABNTRIIE,

Resources

Clients > Client details

Photoz
photoz-restful-api OpenlD Connect @ ceoabled @ Action ~
MEEER Clients are applications and services that can request authentication of a user.
Clients —
< ettings Keys Credentials Roles Client scopes Authorization Service accounts roles >
Siiegtbcones Settings Resources Scopes Policies Permissions Evaluate Export
Realm roles
Search for permission v 1-3 ~
Users
Name Type Owner URIs
Groups
> Admin Resource photoz-restful-api /admin/* Create permission
Sessions
Event > Album Resource http://photoz.com/album photoz-restful-api /albumy/{id} Create permission
vents
> Default Resource photoz-restful-api /* Create permission H
Configure
1-3 ~

Realm settings

HRIIREHBXZRTNEHRNER, i :

o
RE
o
URI
o
A&
o

KEBGER, WRA

20



H
I
1t
I
H
=X
2
ot
H

KERBIER

MitFIzR, AT lEEEAEREHHAIBRIRIM TR H 3 Create Permission AR,

4.2. BRI

SIRKRIFER A EEM, ENETEXTRECRNFTRIONE, Haibd, TUERFTREAEK—4
FEAMHR, EUXEFRRNARNTERIREXEE,

HECRFEE, EHE Create resource,

AIBR

Hello-world-authz

Clients > Client details > Create resource

Alice bank account Action  +
[\ERELL
Clients

Owner @ my-resource-server
Client scopes

Name * @ Alice bank account
Realm roles
Users Display name &
Groups Type @ bank:account
Sessions

URIs ® /api/account/123456 (]
Events @© Add URI
Configure Authorization scopes @ withdraw X 0o -
Realm settings lcon URI G
Authentication User-Managed access 0 Of

. . enabled @
Identity providers
. Resource attribute ® Key Value
User federation
accout.withdraw.limit 100 e

© Add an attribute

21
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HEZIIEFIERRY Keycloak B, HRE L T —HNFARRENFREANDVERSR, Hlm :

Name

btk BERBI A K A HIME— PR R,

KRB

ME—FRH—HR SN RN RN SR, RBEZATHRRERLHHTHHNERTSR, 4
a1, B3i0ErE i T EEE )y urn:resource-server-name:resources:default

URI

R EEHE locations/addresses B URIS, X/F HTTP ¥, URIS i85 EHF /X L7k
FRLLIR % BIFEXT BE 1R,

SEH

GRX BB — 1 Z 1B,

4.2.1. KEEM

HROTEEXFERY, XLEMTHTFEAAXTRIGHNEER, HETHES HRX ORI 7%
BE 12 BRI B9 /5,

FIrBEME—TREY, RPETLE—HRZENFHE. BLHAESHEFME, FTLYEMEX
ZPMHE,

4.2.2. BT

FIRAY type FR AT F T RIF ZRA e —&, B oI —28 A RATRT

4.2.3. KEAAZE

22



FRBREAEE. MAERT, HRATERS &AA.

182, HRWBALIGHEFXE, EILEaTLURIE XIRATA & IR, HIH, RATFZIEATAE NG
SEHLLTE TR,

4.24. mEBEETIR

B R APl RFF ZFIREEE, LIATF IR arviie E R iR,

TEERY APl IF, BTLISEJ %R fr X E R B iR, EXFIER T, EeLIfgER
PR, FEREE B FRER .

X

ZIIE19# 89 Keycloak 1 tx] IR tiRHIT LR, AF, Bl N ZEEBIEHE SR
B, HHAERDGTKFEENR, KR UMA i,

23
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# 5 & EHEH

HIFTXC AT, FEBETE X T IR0 R 1A FBR BT AT /2 BIA o

TR

5.1. 2 F - BI%HE

24

i Policy -+ 2 &5 FIRIRS &5 X BB 0,

& (policy)

Photoz

Manage

Clients

Client scopes

Realm roles

Users

Groups

Sessions

Events

Configure

Realm settings

Authentication

Identity providers

User federation

Clients > Client details

Settings Keys

Settings Resources

Search for permission

Name

> Administration Policy

> Any Admin Policy

> Any User Policy

> Only From @keycloak.org
or Admin

> Only From a Specific
Client Address

> Only Owner Policy

> Only Owner and
Administrators Policy

Credentials Roles

Scopes

Type

Aggregate

Role

Role

Script-only-from-

photoz-restful-api  Openid Connect

Clients are applications and services that can request authentication of a user.

Client scopes

Policies Permissions Evaluate

v Create policy

Dependent permission

Only Owner and
Administrators Policy

1more

Administration Policy

Default Resource Permission

specific-client-address.js

Script-only-keycloak-

Administration Policy

domain-or-admin.js

Script-only-owner.js

Aggregate

Only Owner and
Administrators Policy

Album Resource Permission

Authorization

@ cEnabled

® Action v

Service accounts role >

Export

Description

Defines that only administrators from a specific
network address can do something.

Defines that adminsitrators can do something

Defines that only users from well known clients
are allowed to access

Defines that only users from @keycloak.org or
Admins can do something

Defines that only clients from a specific
address can do something

Defines that only the resource owner is allowed
to do something

Defines that only the resource owner and
administrators can do something

TEMETF, BT EEZ BB FRIEIIZE, LI ORI,

EEDBHER, &% Create policy, HIGMIlZitiFEREER,

A Ti i T AF s K B 15



A ] LU P JE SR Oy T R E X St — 1 3k 2 1~ Ui 1] REGFRAE

EOIBE T/ BIHFE, EIEFRIESZ A L AT S Z it User,

S P

Photoz Clients » Client details > Create policy

Create policy

Manage

Client:
1ents Name * ® Any User Policy

Client scopes

Description ®
Realm roles

Users _

Users * ® alice X  jdoe X -
Groups

Logic @ @ Positive
Sessions O Negative

Events

SEIE Cancel

5.1.1. Configuration

[
Name

PIIRRBEHIA K B LRIl — F i, RELEEE RSN 5 £ B KB EXE
7, LUEZ R LI B RHR T e,

(]

27U

BE UM FBE FIGHIF .
(]

ViVl

TEE ML FBETE T L2/,

25
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logic

SRR A E L UL FBE 692 H,

5.2. ZTF A ERIFIE

AR LU FEIX JE R 7y S v —2 3 B 1A B 1y 17X REGTUBRE X R

BNERT, TP ERERIG R BRI T EIEE, WRIFKUEHIHE #IREF T X LA E,
SR F IR, 1H:2, WIRE#MATHENAEE, £aJLRESZEE—MFENA[EY
required, el LU EATERIRIFHSEHIAEE, it ENTE realm 2t client A £,

L FEFZRAIE T AR EF(RBAC), fAEBEISREHR, RASAiwtIAiiTiEnfhef
BEFXXS KRBT/ FBR, VA, 1 e LU il s AT e B A v & i eSS (O P AITERE) FHE
Ui B R, AR LU LTIEREE 9 Keycloak Client Scope Mapping /5 ElEE T E, 22w
B i MITIEHIEER) Keycloak AR5 #5 3 By IR 5 HEm B X 184455 1H,

EOBETABHIHFE, EMERELERIZ AL Role,

AN B

26



Photoz Clients > Client details > Create policy

Create policy
Manage
Clients .

Name * ® Role policy
Client scopes

Description & Defines that only user from well-known clients are allowed access
REEINIES P
Users

Roles * @ Add roles
Groups Roles Required
Sessions

photoz-restful-api Manage-albums ()
Events
X Logic @ @® Positive
Configure
O Negative

Realm settings

Authentication

. . Cancel
Identity providers

5.2.1. Configuration

[
Name
Tk i R BEHIN 6 o L FIME —F 1 E, RESLEEEHSERN 5 HZ £ KB IEXE
i, LUEZ o] LIE MR EN ],
[
F7u0)
BE N T FIEHIFFFE,
[
realm Roles
FEETFLE realm £ E#X TNRBE T,
[

B/ e

EEGFLE client AEHI T FIERITF, EEFALFR, BSHELEFE—T & i,

27
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[ ]
logic
S R ORI ULl 52
Rty 7R
[ ]
IERI1 25
522 RIEFEENAE
TEBIBE F A ERIFBEN, ZalLUFIFERfE EIEE D Required, 24 XFHHN, KRB EK Ui

#IEF TATA required A EINFREF iR, realm # client £ EZEe] LIACIE, 1 :

=y

Photoz Clients > Client details > Create policy

Create policy

Manage

Clients

Name * ® Role policy
Client scopes

Description & Defines that only user from well-known clients are allowed access
REEINIES
Users

Roles * @ Add roles
Groups Roles Required
Sessions

photoz-restful-api Manage-albums ()
Events
X Logic @ @® Positive
Configure
O Negative

Realm settings

Authentication

. . Cancel
Identity providers

ERIEFEEEAR, HiREEELFEEILENA G sl EHHE,

LFMEER T ABR, FrmlifGREM, BRERY—TEEFELEN. EXFERLT, &
LA realm F client A, LUy LRSS B ITEAI09E T A BRI TIEFH(RBAC)EZE, B
ul, EeTLIFIERETFE ImtiFkls, HHEESZE X P ESnfh ., 2%E, HaLimi
IR EL A BHIERE FRF Z IR, #d el UG A — RS9 1 75,

28
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5.3. 2F JAVASCRIPT BIERS

A=
=]

g

HIRERGF S LI RE TR F B M2 #(ABAC), LU FrBIfrT, &R~
FEEIHEZRT BN, HAXWEBEMER L., 550 Threat BEZHE =17

HETFEANE S,

o] LU X B R B JavaScript 1 BRE X ., EELIEIER Keycloak S5#FH9E FHIIEG

FBERTY, FHIZHRIE 1715 AP i AT HRBERIR 51,

ZOEE F JavaScript BIFTEEE, IEHERIEFZ L LA item FZHEEE JavaScript.

X

BUIEXF, JavaScript FBEE % LIFFIRS a5, BN ZHLEERT JS FHEABEFIR

%583, #1 JavaScript Providers fiit,

5.3.1. MEBEH) JAR X LI JS S
ZIIEFEEHI Keycloak 1T #88E JAR X1t, LUESFIAZEETIRS 4%, 15 & & JavaScript FEHZE

LUKRE Z 174016 2.
EBERX )T, HENEEYM B FEBE e S S Fe i AR E I,

5.3.2. BIF

5.3.2.1. MiFfh £ FXH K BB
LUTF 2 HETF JavaScript BIFRBEEI T A b, SEHETFEMERD HEF(ABAC)RIEMATTL T

X KRB M E XK -
29

const context = $evaluation.getContext();
const contextAttributes = context.getAttributes();


https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/24.0/html-single/server_administration_guide/#mitigating_security_threats
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/24.0/html-single/server_developer_guide/#script_providers
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/24.0/html-single/server_developer_guide/#script_providers
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if (contextAttributes.containsValue('kc.client.network.ip_address’, '127.0.0.1°)) {
$evaluation.grant();

}

5.3.2.2. MAHFIG R EBH

LU T/2ETF JavaScript BIEBEHITHTH, SRR TFEIHIHZH(ABAC)IRIES 245G 5 X5
BIEHERTE XK1 -

const context = $evaluation.getContext();

const identity = context.getldentity();

const attributes = identity.getAttributes();

const email = attributes.getValue(‘'email’).asString(0);

if (email.endsWith(‘@keycloak.org’)) {
$evaluation.grant();

}

B, XEEHMBIGE KPR HE X AT,

5.3.2.3. RERF LIS 17Hf &

150 o] LUTE Rl i & F B T 15 97 112 #(RBAC), LU Fabildh, BT EH E2EHIRF T
keycloak _user 1% A3 :

const context = $evaluation.getContext();
const identity = context.getldentity();

if (identity.hasRealmRole('keycloak_user’)) {
$evaluation.grant();

}

s, LK B 25 #58F 7 my-client-role Z/inft, B my-client 2 i, fHFEF
BIZF i ID :

const context = $evaluation.getContext();
const identity = context.getldentity();

if (identity.hasClientRole('my-client’, ‘my-client-role’)) {
$evaluation.grant();

}

5.3.24. RERFRHHIAE

30



BERFHEIEAEE

const realm = $evaluation.getRealm();

if (realm.isUserInRealmRole('marta’, 'role-a’)) {
$evaluation.grant();

}

2 HEFRFE TE A

const realm = $evaluation.getRealm();

if (realm.isUserInClientRole('marta’, ‘my-client’, 'some-client-role’)) {
$evaluation.grant();

}

5.3.2.5. RERFHAIAE

BERFHIEHAE :

const realm = $evaluation.getRealm();

if (realm.isGroupinRole('/Group A/Group D', 'role-a’)) {
$evaluation.grant();

}

5.3.2.6. fFLEABIH LB KRR 25

FHES A BTHEX B RIR S 45, LUR B X A 5 L I RBG B -

const permission = $evaluation.getPermission();
// decide if permission should be granted
if (granted) {
permission.addClaim(‘claim-a’, 'claim-a’);
permission.addClaim('claim-a’, 'claim-a1’);

permission.addClaim(‘claim-b’, 'claim-b’');

}

5.3.2.7. B4 7 K

const realm = $evaluation.getRealm();

% 5 &= BT
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if (realm.isUserInGroup('marta’, /Group A/Group B')) {
$evaluation.grant();

}

5.3.2.8. EETREBI; 1A ZEFHLE

A o LUE T 2 Fhir I EE I a9 S . LU F s B Z T Aol £ 5] — %l o & i £ €3 (RBAC) #T
claimsyattributes (ABAC)F &, TEXFMER T, BNIFREMF E&#IIZEF T admin Az, 1EFXE
keycloak.org 1B9H FHEHE :

const context = $evaluation.getContext();

const identity = context.getldentity();

const attributes = identity.getAttributes();

const email = attributes.getValue(‘'email’).asString(0);

if (identity.hasRealmRole('admin’) || email.endsWith(‘@keycloak.org’)) {
$evaluation.grant();

}

%{;

1EH5 B CHIFNIN, &2 fE $evaluation X1 RE LM
org.keycloak.authorization.policy.evaluation.Evaluation 8955, A3 alLIMILFELI T
BN BRI E 258, FEH iS5 AP

5.4. BT/ Ha97EHE

A B LU F X JE 5l 79 B X BRZE X [ A

OB TFH IHBIFTFERE, EERBESIZ G L AT HSIZ 1 Time,

S [
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Photoz Clients > Clientdetails > Create policy

Create policy

[\ERELL
Client
[ Name * @ Only in Period

Client scopes

Description @ A policy that limits access to a certain time period
Realm roles

2l

Users Repeat ® @ Notrepeat O Repeat
Groups

Starttime @ 2022-03-01 00:00 ®
Sessions

Expire time @ 2022-10-04 12:30 ®
Events

Logic ® @ Positive
Configure O Negative

Realm settings

Authentication

Save Cancel

Identity providers

5.4.1. Configuration

[
Name

T L FBEHIA K o] EFIfE —F 1, RELEEE SR 5 £ B KBRS
7, LUEE R LI BRI e,

(]

771

EE UM FBE FIGHIF .
(]

TG 1]

FEX T BT i1 BREG [, RELEZF BRI/ & FXTMERFTFXTMER, F2BE
%ﬁmo

RIS 1]

EX TBE BBF Ui BRAGIT ], RETEZET RN IHEFREFXNMEN, FREBFH
R, ##¥ Repeat Zr#5EHH( /1S ,Month, Year,Hour 3¢ Minute )25 1571 BR,
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Month JLX

EXBAIRF VI RRAIA H, 25t e LIIEE BREE, £XfER T, REHEANSEH
HINn FRFFHEEZ AN, FRBEFHR,

A

EXBAIRF VIR IREI 1S, Bl T LIIEE—RIA, HXFERT, RELEZSFAGT
FREFTFIEEHTMEN FRF IR,

£

FE X BAIRT VI IRBGEF LS, Bt T LIS E L, EXFIERT, REEZLFIFIHSF
FIEEBGER, FERBZFHR,

At

TE X BAIRT VI IRBG I, A T LU E N E, TEXFHER T, REHELHFINIZ

1526 FIEE R T EH] F TR,

minute

TE X AR T vy I RIS 1], A e LU E RSB, TEXFHER T, REELFINHZ
I FFIFERIER], FERBEFHIR,

logic

SRR A T L UL FBE 692 H

REHEHEAT BRI F BT IR, L1889 Keycloak fFR#ERF TN BISERA{T AND,
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5.5. REFHE

HIFTX AT, ZIHEFIEEHT Keycloak 7oiT B HNE, E&—THEIERE IS, B aTLUEHEE
REFERRFIBHFRIEKIET L FHIFRE, HEEBIREN S E L BB 5 KA B9 70

EOBTHIRE T, EEFREAZ A LA item JIZAESE Aggregated,

BI— 1RG5

Clients > Client details > Create policy

Create policy

Clients

Name * ® Restricted Administration Policy
Client scopes
Description &® Only administrators from a specific network address can do something
Realm roles
Users . ” X
Apply policy @ Only Froma Specific.. %X Only Owner Policy X [% I 4

Groups
Decisionstrategy ®  @® Unanimous

Sessions O Affirmative

Events O Consensus

Logic ® @ Positive
onfigure
O Negative

Realm settings

Authentication

Identity providers

i B —1 &7 Confidential FFIRHIFIR, % 7S BER keycloak.org JstHRE - HIFFESLIE R IP
otk v, ZATLUEEX BRI A —FH, (A2, TitRIEMAE 4, FEEESEHILEIEE
T EB e FEBE{THIF R,

BT LUy RIPIZA R A O B IRBIFHE, FHARWEX P T FRBEHIA G QI B = 1%, B REFH, &
AL E BIHERMER, 2KIa eI a &g H 228 Z i R,

HEOIBREFIEN], 15IE, BETR5IATRES FEHEZ LT, HWREIEE
I, T O ot BHTHEME,

5.5.1. Configuration
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\

Name

T8 MEHIA T o] CEFE —F 1, Fell 15 ZUE I F-S B 55 Rl 222 B K BF DA A
B E#, BULERTLEFEZERMRGEN], B TRENS X,

7%

—PFHE, RpaSEXIUFEIE SR,

VST

ERX—H—PHZ N EREFEKIPAIFERE, BEXPFH, o] LB SR ORI Fh
R 1 T A 26 O BT W »

REFWE

WERURBI X FFHE,

logic

SRR A E L UL R BE 692 H,

?
S
8

5.5.2. RE FHEHI R TR

36

TECIBIREFBER], M B LUE X FRIE 1 Rl B2 R E i X R BI R

unanimous

IR R BIEREMTFRE, AT, TEXTHERT, ATEFEIEE SAHE iR R HIIE
RE,



[

Affirmative

EXTER T, EL—1 FBEGBHTHE IERE, LUERAZIEEIEHN,
[

consensus

EXFER T, ERFEBIHEGHA T 11 RFOIHE, WRIERG RFEBIHEM, WRAE
RESFE 1 H,

5.6. EF &/ int &b

BT LU X K 9 S i — 1 2 2 TN iy [ REGI R TE XA

EOBETFE iR, 15 MELEIZ AR Client,

AIE i

Photoz Clients > Client details > Create policy

Create policy

Manage

Clients

Name * @ My client policy
Client scopes

Description & Only these clients are allowed to access something
Realm roles

“

Users . )

Clients * @ photoz-htmi5-client X v
Groups

Logic ® @ Positive
Sessions O Negative

Events

Configure Cancel

5.6.1. Configuration

[
Name
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PRHEEBEBIN 5 o] SEFIME—F 1 F, RELEE RS ERN 5 % £ EKETEXIIE
7, LUHEE R LI B RHR T e,

771

SRR IGHIF 1,
[ ]

Il

TEE I B BRI FE 2 s 1y 1) P22 5 - i,

logic

SRR A T A UL FBE B2 F,

)

&
S
5

IERITI 25

5.7. EFHRGFEHE

A ] LU P T I BB 56 09 B9 IUBRE X — 2 — 1 Z PN (REZRGH) IR

FOIBEFHRIFTHERE, 15MEELEEGZ LR Group,

A%
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Photoz Clients » Client details > Create policy

Create policy

Manage
Clients -
Name * ® Only IT Administrators
Client scopes
Description @ Only IT admins can access something
Realm roles
pa
Users .
Groups claim @ groups
Groups
Groups * @ Add groups
Sessions
Groups Extend to children
Events
/People/IT/Administrators e
Configure
Realm settings Logic ® @® Positive
O Negative

Authentication

Identity providers

User federation Cancel

5.7.1. Configuration

[
Name

T L FHEHIA K o] LRI —F 1, RELEEE SR 5 £ B KBRS
7, LUHEZ R LI B RHR T e,

(]

771

BE UM FE FIGHIF .
(]

=8

EERIEFHIF LR, RAASHEDHHEE, BE, BRIGTKRERESFRCERL
FFP AL HB9E it ID SRS o B REIHTAEE, WIREX, BREGHESIFEEERXRAES
ATEBIABIE, HRREEX, NMEEGEHDE PR B4,

A

R LE AL BRI i UL B S B RG4, RA e, EaTLUE T fF ST 7y
Children 4 [BX/ 4 B)FHHGviIH], WRREIAC, TR BREI(KE M FATEA,
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logic

SRR A E L UL R BE B2 H,

5.7.2. 7 BXIFAB

BUIERT, HERILFEBETIMAN, iR (& T ATt 4 B9 A o

HREGRTF, STEEFENXRIFUNAEXE, TERIFIIHERGHHBHE T FL, X FamsgtEfd
H, ZeJLIfFEEHE 77 &P Children, LIFBXFAAIVIIH,

7 X FLRIy1H

Clients > Client details > Create policy

Create policy

Manage

Clients

Name * ® Only IT Administrators
Client scopes
Description ® Only IT admins can access something
Realm roles
2l
Users R
Groups claim ® groups
Groups
Groups * @ Add groups
Sessions
Groups Extend to children
Events
/People/IT )
Configure
Realm settings Logic ® @ Positive
O Negative

Authentication

Identity providers

User federation Cancel
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LG, ZFEBE AR F XA IT FH /A st B A o] 8915 17 R,

5.8. EF &/ ims LI F

A7 o] LU P I BB 56 09 B9 P BRE X Ao v — 136 2 PN B s SE T V7 17] 0 REG A

BONERT, FIMBILEREHIE  inEH R ARG S BIGE, WRiFK I IHIE S Gt 1% 7 0 25 i
B, TEBEIFRF IR, (B2, HREFHAITHENE  mtE, #aLligE—MMFENE in
By required,

EOBITHIE i B, 15MEE RS Z P Client Scope,

AIE ST

Clients > Client details > Create policy

Create policy

Client scopes * (@ Add client scopes

Client scope Required

album e

Logic & @ Positive

O Negative

5.8.1. Configuration

[
Name

Hab LB HIA K o LRI — F 1, RELEEE M SENN 5 %+ ERETEXE9E
7, LUHEE R LI B RHR T e,
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BE WL FEB TG0 F 1 E,
[ ]
-l ]
TEE UL FBE S TP L i SE
[ ]
logic
S R ORI ULl 02
RHifth 755
[ ]

5.8.2. RIFFEE X E/ lwsE)

T OIBE T & P imsBHEPIFRBEN, LT R ERIE imsBEEE Y Required, 2 XFH M, REHE
&S Ky IR 7 T AT required &/ iisBER F 218 F Ui H HUR,

A& s~ )

Clients > Client details > Create policy

Create policy

Clients

Name *
Client scopes

D iption &
Client scopes * (@ Add client scopes

Client scope Required

album e
Logic & @ Positive

O Negative

Realm settings

EREFEIEEE msLE, R B BB E st At E4HE,
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HEHIFBEE X T 1 E GBI, ArEfyE mtEREAE, ERERP—PFEFZLFN,

5.9. B FIENZA A BIFHE

A ] LU P Fh IR BB s 09 R PR E S E I ZE A R A

EOEET regex BIFTFEES, 15MBEBELEIZALEE Regex.

M BT 25 57 517 2T FE B B 1L

Z51 Regex s

Clients » Client details » Create policy

Create policy

Clients .
Name * (@ Regex Policy
Client scopes
Description &
Realm roles
Target claim * & sample-claim
Regex pattern * & ~*sample.+$
Logic & @® Positive
O Negative

5.9.1. Configuration

[
Name

T L FBEHIA K ol EFIMfE —F 1, RELEEE SR 5 £ B KB EXIIE
7, LUHEE R LI B RHR T e,

(]
771
EE UM FBE I F .
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BtrEE

EERHEBRE AR E®, W FEF JSON 89738, HEaTLUEH xR Ef G
SR ES I FER. B4, contact.address[0].country, AIEEB#rAE85//H JSON
XIR, WE—NEE (O, Fxr) WRGHEIESE JSON X REGE HEE .

IENZeAHER

HEEENZA AL,

logic

TS ST R MR AT I BT Logic,

5.10. IEFIi 25

Tl ol LU IE S0 AT, WS Z, e LU E 55 R & AR B IR A2
1R,

oI, RiEAELIE— 1 s, AHRE K RFHFEACHIE T HBEF TR, #X#EXT,
BT LUE % f5 G OB E F A GRIFEN, HIFE Logic FEiXEY Negative, HIRZRE Positive (X
ZRUTTH) , TG RIFRE IR

5.11. Z&lEFL API

25 & /H JavaScript i ZE FHINBIEIEN], ZLIE/EEH] Keycloak 18t T —1 714 APl, EiehtEH

BIEE, LIFEBIEERZ MR IR,

It API B1JLMEE DG S B9 O, BIA0

IEFETHEBITUR, (R IELEE KA R AL,

G REG R X S
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BT LLR ST £ T X XBAIE RS

B XY R ZHE A EFER 858

FHOZ org.keycloak.authorization.policy.evaluation.Evaluation, EEX 7Ll F&E :

public interface Evaluation {

/**
* Returns the {@link ResourcePermission} to be evaluated.

*

* @return the permission to be evaluated
Y/
ResourcePermission getPermission();

/**
* Returns the {@link EvaluationContext}. Which provides access to the whole evaluation
runtime context.

*

* @return the evaluation context
*/
EvaluationContext getContext();

/**
* Returns a {@link Realm} that can be used by policies to query information.

* @return a {@link Realm} instance
*
Realm getRealm();

/**
* Grants the requested permission to the caller.
*/

void grant();

/**
* Denies the requested permission.
*/

void deny();

U EERPOE LRI, ZIIEI9EHT Keycloak 21E 1A (EAFEBEETGIB — 1 LH, Hia, ULOIH

EEB5 1N RS, LUFEDAZ GRANT 12 DENY,

FBEE L VI v LIEg grant () Bt deny () BHEFBHESX—m. BMERTF, iFG SLHIBIHK

BHIELE, X B RS S AV grant () 753%, LSRR FHEIRIGER TG 52,
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¥

Rty 7wz

5

Java X XH.

5.11.1. iFiF L FX

HHE_E T XXEE TS Ry b i B RIS /2.

public interface EvaluationContext {

/**
* Returns the {@link Identity} that represents an entity (person or non-person) to which the
permissions must be granted, or not.

*

* @return the identity to which the permissions must be granted, or not
*/
Identity getldentity();

/**
* Returns all attributes within the current execution and runtime environment.

*

* @return the attributes within the current execution and runtime environment
*
Attributes getAttributes();
}

EX TSR, FHETLIK

2L B kulng 517

BXATL FX ST 958

Identity EFSRIEK—EEL £H] OAuth2 iln|SHEEE, ILIGE o LU TR M B 46 5 HE A LE R BS AT
BHEB, HIH0, H-REAE Protocol Mapper £ OAuth2 ij/i] 5 &S EE X 78, #th el LIM ElE
Uil BE, FHE R BRI ERIR

EvaluationContext 11 5] L/ 251 a] ST RIS 1T H ZHE X B E M, HEi, RE/LTHEBE

2 5.1. MITHIZ T B

46


https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/24.0/html-single/api_documentation/index

NETE ok

8 B AR ]

kc.time.date_time

= P IPv4 it

kc.client.network.ip_address
ke.client.network.host B immEN A

ke.client.id & i 1D

'User-Agent' HTTP #73kB9{E

kc.client.user_agent

kc.realm.name BTN

% 5 &= BT

S

FrrE % MM/dd/yyyy
hh:mm:ss

FRE#

FRE#

FRE#

String[]

FRE#
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# 6 & EER

BIRK I ETELR T BIXT R AR A BIFHE, LURTE 2 EIR T ViR,

1E OB E R 1P T LU R 45 B AR X L R R e, X e LIS S EEIUR, BEETEWR, 151f
G HE R 5 a5 # 7 Permissions T,

R

Clients > Client details

photoz-restful-api « openio connect @ cnabled Action ¥

Clients are applications and services that can request authentication of a user.

Manage

Clients

Settings Keys Credentials Roles Client scopes Authorization Service accounts roles P >
Client scopes . . -
e g Settings Resources Scopes Policies Permissions Evaluate Export
Realm roles
Search for permission - 3
Users
Name Type Associated policy Description
> Admin Resource Resource- Administration Policy General policy for any administrative resource.
5 ns Permission Based
> Album Resource Scope-Based Only Qwner and Administrators A default permission that defines access for any album
Events Permission Policy resource
> Default Resource Resource- Only From @keycloak.org or Admin  Defines who is allowed to view commeon resources
Configure Permission Based
Realm settings 1-3 «

LUV IRFAR Y PR BXT R

Resources

EOBUR, FMIRIVZ L LAY item JYZHIEFEELIBIINRER, LUT T EiF i 7
X BENR,

6.1. LIBE F I BERIR

B FERIIURE R T—H— 1B TR, LUGEH—H—1 2% NIRRT
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5 6 = EMIR
ERBEATHBEIHIR, 15M Create permissions T # 1%+ Create resource-based
permissions,
FINTEIETR
Photoz Clients > Client details > Create permission
Create resource-based permission
Manage
Clients Name © @
Client scopes
Description &
Realm roles y
= Apply to resource type o Off
= @
Groups
Resources * (3 -
Policies & -

Decision strategy & @ Unanimous

O Affirmative

Realm settings

(O Consensus

6.1.1. Configuration

[
Name
T I BRBGA 5 o] BEHIME— F e, iRESLEEE (5N 5%+ EKEIEXIE
i, LUEZ o] LIS MR EN ],
[
F/7u)
BE MR FIEHFFFE,
[

Apply To Resource Type

TEETRE &N RN TE R BBIF A ilR. SFUFRI, StErEHABRY B ZEE
ﬂo
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ERXEFRPPIFRLEE, EXa, (G EEEIBCHIAA RS IR,

Resources

ERXERTPH)— 1 HZ N RIIES,

policy

ERX—HEGHRKBI— T Z 1T, BXIPFEE, £ o] LB A B O BRI R
KA FE B S O FT B

REFFWE

WEIRAG# FHE,

6.1.2. BB ZEIR
BERHR th 5T i T ZE X B R B3 T 5 Xl SR BG5S FHE Z B 7 1 B K I R BT HR
wf, SR TFERIIRY 2 RE .

BE, WABB TR LURIE C 5B B G2 B EEA T K (BEEA) . Bla0, — e
AEF LSBT ERRITE, 5XKEPETFHEEF, ARCITEFEIIRTIF, EITRETRTH
HSEHEE X B9 [E 52 B R AR, &/ typed KRR, £ el LUE GEFHFATE RITIF 8968 R0,
a1 :

REABZ U EERIK

RATFMATEZ BIES A X X 751

I EB T Ul 5%

EOBRBRFTIEINR, F1E0HTH9E F FREIIRI s Apply to Resource Type, #¥ Apply to
Resource Type K& % On If, el LUEELBERTBIR LR B HEIBIFRE, LUEHEREEREE
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oo = =
% 6 = EEIUR
P24\ TE T
EEEX AT A R IRE Ui 17,
7Y 28 —
R B R B
Photoz Clients » Client details > Create permission
Create resource-based permission
[UEGELE
Clients X
Name * @ Bank account permission
Client s
Description & Defines the policies that apply to all bank accounts
Realm roles
£
Jsers
== Apply to resource type o Off
6]
Resources * @ bank-account X o -
Policies & Country policy % Only Owner Policy % Q -

s Decision strategy (3 @® Unanimous
Configure

O Affirmative

Realm settings

© Consensus

6.2. BIBR FEHBITUR

B FEHBINRE R T—H— 1B 1EH, UEH—H— 12 RIEBEFRY, SR TR
BRAE, ZEaLIERIRRERR )y ZIRCIEIR, Wit G eXREGEFHCIZIR, & X EEFIRR
FRLLR o] LU BT THILR (I tEE E R,

EpBERTBEPIHIR, 15M Create permissions THZ# Hi£#¥ Create scope-based PR,

BNERER
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Clients > Clientdetails > Create permission

Create scope-based permission

Manage

Clients
Name = @

Client scopes

Description &

Realm roles

Users .
c Apply to resource type 0 Off

= @

Groups

Sessions Resources @ M

Events Authorization scopes -
@

Configure
Policies @& -

Realm settings
Decision strategy & ® Unanimous

O Affirmative

O Consensus

6.2.1. Configuration

[
Name
T I BRBGA 5 o] LI — F e, iRESLEEE (-5 NI 5%+ EKEIEXIE
i, LUEZ o] LIS R HR I EN ],
[
/770
BE MR FIEHFFFE,
[
V73
FEBERF -G A IR KB BIEE, WREFE none, TR & EHEE .
[
SEH
EXZERPH)— 12 Z 1B EIES.
[

policy
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ERX—HEGHRKBI— T Z 1 FE, BEXIPHENE, £ o] LB A B O BRI R
KA FE B S O FT B

REFWE

WEIRAG FHE,

6.3. s RFE K

FFHBE SRR, Bt BT LATE X RFFME, LG E AT AL R X R 8945 R ZE 1711,

unanimous

HIRRBIELHETEDS, TIEA KRS, TEXFERT, ATERBEE SATTHE R RFEHIIE
RIE,

Affirmative

HEXFERT, EL—1 FBEDITHE i A RFEAIIERE,

consensus

LEXFERT, ERFOIHEDAA F U RENIHE, WRIEFRENHERS, WAL
FrE 1 #s
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B 7 B ISR

TEBEIT TGN, EFal LUBMIRPGHEK, LA AT AL BB hE

BRI LU Gy 8 IRAR 55 e 7 TV TR L R e TR, eI LIS E T RIBIIHA R E L
REPGE K FH Wi B s B9 5,

s TR

Photoz Clients > Client details

photoz-restful-api openiD Connect @ coavled Action =

Clients are applications and services that can request authentication of a user.

Manage

Clients p—ey
Settings Keys Credentials Roles Client scopes Authorization Service accounts roles >

Client scopes
Client scopes Settings Resources Scopes Policies Permissions Evaluate Export
Realm roles
Users Identity Information
Groups

Client * & photoz-restful-api -
Sessions

User * (@ Select a user -
Events

Roles (3 -
Configure
Realm settings
Authentication L.

permissions

Apply to Resource O Off

User federation

Type @

Resources and Key Value

Authentication Scopes

* @ Select or type a key - Select or type a key
© addAttributeText

7.1. 2B EE

Identity Information 17 &5 &l i F 15 E 15 KRG /o

7.2 B FTX1EE

L FXAGE S IEEF AT TFEXRMBEMEFG L FX, LUEFE TSRS LGB,
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7.3. BFHR

Permissions 17 j£45 5l i FII@RIGE K, BERILUy—1 B HRAEHE KR, WREREAE
RERTBITRAGEERER RO K, Emidi Add, T IEEEI TR EE,

ARG ERATERIEE, #if Evaluate,
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# 8 E BIURS

TIEHIEERY Keycloak RIAREE FAATBIAIBIERAAFIEE, #1 OAuth2 FIFH - EEERIr a0,

OAuth2 &/ i (HFiswA ) BT LU E S m MRS 2 KR 1w HE,  FH X A8 a5 R i
[EBFRR S 7 (WEinfRsS) tRIFBIFER. B, ZIIEFERI Keycloak Z#UARSs 77 OAuth2 fE4H~
B, LU TFIRIEIE KB 7 I8 2508 [ X I B AT 5 R B AL B 1] B A, XA, HERS 25 ol LURIEIR S
IR T OIIBRFH B 177 1] 5 G 15 e 7 ) L B T H SR IPBG FEIR B 17 1],  FEZLIEFEERY Keycloak F2FUIRSS
d1, BEIBREGI I BHER N 15 KE=T 5t RPT,

BRT RPT B9 2 5F, ZIHEFIEER) Keycloak IR S i tett 7 —2 RESTful iins, ForFHIRARS 45
EERZRIITR. SBH. TURHIFEN, AL RIFILLEE) B ELBIR N EEFF, LIHF
FEAHEIBRN,

8.1. X BRI IR i s RITT A7

Red Hat build of Keycloak e 7 — 4 HIXH, &/ imad AMAZKES Keycloak VRS (815
i EFIZHEE) AT ASERE S,

XX T ML BRI -

curl -X GET |
http://${host}:${port}/realms/${realm}/.well-known/uma2-configuration

A1 ${host}:${port} ZiafTZIIEHEER Keycloak BIEHE (3¢ IP #itt) iz, ${realm} 21§
HEH Keycloak #1i% %,

B, ERZKATH TR, :

// some claims are expected here

// these are the main claims in the discovery document about Authorization Services
endpoints location

"token_endpoint": "http://${host}:${port}/realms/${realmj}/protocol/openid-connect/token”,

"token_introspection_endpoint": "htitp:/${host}:${port}/realms/${realm}/protocol/openid-
connect/token/introspect”,

"resource_registration_endpoint":
"http://${host}:${port}/realms/${realm}/authz/protection/resource_set",
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"permission_endpoint":
"http://${host}:${port}/realms/${realmj}/authz/protection/permission”,

"policy_endpoint": "http://${host}:${port}/realms/${realmj}/authz/protection/uma-policy"
}

TN BRI — A EHIZIEE -

token_endpoint

35#F urn:ietf:params:oauth:grant-type:uma-ticket #2589 OAuth2 F# & imm, &8
1T ML e B i Al LA BB PE K H R RPT, LR HIZIIEE Keycloak ¥ BIAT 51X BREY
RPT,

token_introspection_endpoint

45 OAuth2 F#ES A EiGm, &/ ol LUEHE R 2550 E RPT B E51 A, HIBE
PGB RMS S, WLTIEIE Keycloak 1% BIPUR,

resource_registration_endpoint

UMA #FE R I Mim, WL Rk 4 o T EER R FIRAER, Uinmiethes
ZTHEFIEER) Keycloak HAEI#E, K. EFTHINER R AIEHBTEEF.

permission_endpoint

UMA FEERins=, WL rrRR% 2 o T S EENREN, IinmieRiElIIgHIER
Keycloak #10/#. £HR. EHHINEIXREZIEATLELE,

8.2. ZKUIBR
EMAIEHER) Keycloak ZEIER, £ ZlwhfinmAa X BP0 K, Eit, (TISHEHR] Keycloak
TS S5 KB R AE X BIr B = G, H&EHRS: #51% FRIATE X BRA4 #7 RPT,

Bt AU TS HE B am X 2 RPGEK
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58

grant_type

X PEHELEN, STZ urn:ietf:params:oauth:grant-type:uma-ticket,

ticket

X PNEHE AL, &/ IR ERFTIRER ) UMA IREGS BE—E8 4

claim_token

X PEHETER], CFARF#51EFAG 7 KB IR ATE [E N b BRI A B F B, It
BE AT E A B X FIZLIE R Keycloak, B XATA 5095 EER89iER, EHE6
claim_token_format £#,

claim_token_format

X PNESHETER, CZF claim_token S IEENICIEEABIFIIE, ZIIFHER
Keycloak Scf5#i e HEfE= - urn:ietf:params:oauth:token-type:jwt ]
https://openid.net/specs/openid-connect-core-
1_0.html#IDToken, urn:ietf:params:oauth:token-type:jwt #&zLZ 7 claim_token Z#5//H
vila5 . https://openid.net/specs/openid-connect-core-1_0.html#IDToken &7~
claim_token £#¢5/f OpenID Connect ID Token,

rpt

X PEHE AT, ZFIX T RPT LA FEHBCE A IR MKR, HZH AT IHE RPT
BIE i 1 s I BRI P {718 E 1R 1L,

R

XN EHEATLN, F—H— T HZNTREFE URE S GmiE 7K ABEE, X
PEHALUFZREN, LUEIFEKZ N FRAVEFEIIR, X TEHE
urn:ietf:params:oauth:grant-type:uma-ticket LB B, LUERITFEintERANRE
EHNER FAERIOTK, FHENEASHIE : RESOURCE_ID#SCOPE_ID, 4141 :
Resource AcmScope A,Resource A;Scope A, Scope B, Scope C,Resource A,#Scope A.


https://openid.net/specs/openid-connect-core-1_0.html#IDToken
https://openid.net/specs/openid-connect-core-1_0.html#IDToken

% 8 & RAURSS

permission_resource_format

X PEHE AL, CE IR S8 P HRIEABIFRE, aTaEAIEA id Al uri, id Z74E
# 7% RESOURCE_ID, URI Zx#57% URIl, HIRKIEE, WEIAD id,

permission_resource_matching_uri

X PEHE AR, L URI E0Z TR &80 7R 2 & B ss ZE P B9 /1
fd, WRREIEE, WEILT false,

L7178

X PNEBE A, & LB R RS Ay B9 5 iR, HREX T permission
BH, NWKSHELEN, BN Keycloak BIEx, LIS TG LRI T
jo

response_include_resource_name

XS, 1ETRF a2 EETE RPT XRABI R E BB/ (H, AR
false, (K& Z GRIN A

response_permissions_limit

X PNEBHE A, 77 RPT aTLUBBHHIREEE X IRHBIEH N, 5 rpt SH—ERERH
wf, RE&E N TNEKBIRERFE RPT H1,

submit_request

X PEHE T, 18T HRS e % I BRE K EI P BR 1551 FR9 7 IR RIE 8976 71
fd, XTEHREHES ticket ZH—E RN EY UMA BE0E BRI —EF2 1 F B3,

response_mode

NS, —TNFREE, SRR AT IRI T K, HEEBEXTLERE

SRS IR FHIR, T2t A09 OAuth2 WM, WEHKFIBRH. ATRERIER -
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RE
Fea K B RS A BN b 1% R 7 B BB B LU #5289 JSON F LA LERIE -

{

‘result': true
}

HWIRIRVGE KRB RHEE IR, JR[E] 403 HTTP KACH,

R

R IE|BELL THEET JSON K575 B RS s HIah b £ 2 iR 5 #5188 57 B9 1 #X
AR :

[
{
'rsid’: 'My Resource’
'scopes’: ['view', 'update']

b

HWIRIRPVGE KRB RHEIE IR, JR[E] 403 HTTP KACH,

24 E i LU 1 RIR S a R HIR 1 R, RPGE KT,

curl -X POST |
http://${host}:${port}/realms/${realm}/protocol/openid-connect/token |
-H "Authorization: Bearer ${access_token}" |
--data "grant_type=urn:ietf:params:oauth:grant-type:uma-ticket" |
--data "audience={resource_server_client_id}" |
--data "permission=Resource A#Scope A" |
--data "permission=Resource B#Scope B"

L& i LU 17 R IR fr (R 1 B R ABE R, BEPGEK T, TE : XTETHEAE R
IR, fEkz, TG ZEIRS st B B ZREIIR (FE K IiEHI) , HOEIR 7 R AT B & 09E
K BIFR,

I curl -X POST |
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http://${host}:${port}/realms/${realm}/protocol/openid-connect/token |
-H "Authorization: Bearer ${access_token}" |

--data "grant_type=urn:ietf:params:oauth:grant-type:uma-ticket" |
--data "audience={resource_server_client_id}"

2 2 Fii fE M BEIR AR 55 a5 A I BR ZHE(E IR BB — 282 e,  -FK i1 UMA (RIFPEGZGRR, R
1B KT :

curl -X POST |
http://${host}:${port}/realms/${realm}/protocol/openid-connect/token |
-H "Authorization: Bearer ${access_token}" |
--data "grant_type=urn:ietf:params:oauth:grant-type:uma-ticket" |
--data "ticket=${permission_ticket}

HIRLTIEF R Keycloak i R FHINREN, ERXHSHRXER RPT :

ZIIEHIEERI Keycloak &/ RPT Hify & /i

HTTP/1.1 200 OK
Content-Type: application/json

}

"access_token'": "${rpt}",

TE(E TR L B IR IE RN, FRZSZZHININ 53 B 5 ek s Bl B iy B4l RPT aTLIM
access_token My S, WREiakikFRIK, ZIIEHER Keycloak L 403 HTTP KA fCIEHt
TTHRY =

ZIIEHIEERG Keycloak FE21RFiE K

HTTP/1.1 403 Forbidden
Content-Type: application/json

{
"error': "access_denied",
"error_description": "request_denied"

}
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8.2.1. B/ im il 5%

B Fliir s Z 0] G s AT B 5 uF LR RPT, 24{&/H urn:ietf:params:oauth:grant-type:uma-
ticket FEICEEN], &/ b el LUEHLL FE—B B RE -

bearer 5%

B I IS EE Y Bearer ZE#E1E HTTP Authorization Fr=L i % SE 4 8=,

B : 1SR B R i s A AT 87 R U BT E K

curl -X POST |
http://${host}:${port}/realms/${realm}/protocol/openid-connect/token |
-H "Authorization: Bearer ${access_token}" |
--data "grant_type=urn:ietf:params:oauth:grant-type:uma-ticket"

LB iafCRA RN, LR ER. EXFERT, bearer THEEHZIIEH R
Keycloak ZX 8917wk, LM/ (SUXEE) BARLEFim, FHHEHR, ZEHE
BB ETX, A1, ARAE A LH TU 5, TRER A B8 %A
SEH, FERFUR,

Il 5273

& it o] LUE FFLTIEIEERY Keycloak S5 BIEMIZ g d il %, #l
0, client_id/client_secret st JWT,

a0 - @EHE i id HIE i secret A5 i s T 81555 i B PE K

curl -X POST |
http://${host}:${port}/realms/${realm}/protocol/openid-connect/token |
-H "Authorization: Basic cGhvdGg6L7JI13RmfWgtkk==pOnNIY3JIdA==""\
--data "grant_type=urn:ietf:params:oauth:grant-type:uma-ticket"
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8.2.2. XA

MERF E3 KRR, ol LI, LUHETE T PRI RS A Bt (25 B 56 s

WREEIEREEFIRES(UMA i) BITER T MIRE 25 K RIBR, 15 o] LUFFRPOE K AL L E 5 i
=, WFAE :

curl -X POST |
http://${host}:${port}/realms/${realm}/protocol/openid-connect/token |
--data "grant_type=urn:ietf:params:oauth:grant-type:uma-ticket" |
--data "claim_token=ewogICAib3JnYW5pemF0aW9uljogWyJhY21IlI0KfQ==""\
--data "claim_token_format=urn:ietf:params:oauth:token-type:jwt" |
--data "'client_id={resource_server_client_id}" |
--data "'client_secret={resource_server_client_secret}" |
--data "audience={resource_server_client_id}"

claim_token Z#FEZ—1 BASE64 45589 JSON, 1EXELILI T :

{
"organization" : ["acme"]

}

BHAFE—1HZ1F, B AHESITEFFERA,

8.2.2.1. f#fF UMA #X =87

B XA EERE UMA R R A1 AT HE 2 75 B0 B 2 170G 2, 5 Z 1 PR API

8.3. FH EEERII ]

ZTHEFIEER) Keycloak BEIURS 2 T/ EEHI 72t UMA, UMA Z—NULUF =187 OAuth2 Zj
BEBIAAE -

ES#

HtE, RPERRZFRAB G, ByEZBIBHERIR & e HE R, B UMA fIZL
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151219 Keycloak, FIRARS &5 Al LA1& RINEE, LISTH R R AMIR Y F ) fi#h, RAPRER
JFITE X B0 58 7 TR,

A=

HRATEE (G, EHRZLHE) LS R, H ARG (WEHRZE
F) Ry ER, X5 OAuth2 7, RESAFZ—1TAEF, UMA ZEAIAEEBLITE
FH 0975 2 R BB,

7wy =
HERRZE

FRATEE A FEER FIRIIIR, HAREWE T LG EFRURAE, ZKiE, 5458
Keycloak af 74 HZEFEIRS, LUHTEFTHE EER TR,

21/ #HI Keycloak 2 —15 UMA 2.0 #BEHIRIURS 75, AllettAZH UMA ZIEE,

oI, R alice (HKBATEE) HAAGMRITIRS (HiERS &) REZMWBGRITIF (5
F) . F—X, Alice XEHHUHIRITES, FBob (FKRE) , EMF%xK, (A2, Bob NiZRE
EHE CBEHE) AXX I BIR,

EN FERS 25, HIRIRITIRSE BAAIEETARY alice RITIF, Flt, EHHiFLIIEIHEER
Keycloak ¥ EMimm, KA alice B9 bank B BIAR S 25 L) — 1N R,

HEi, #1:R Bob &1/ alice B9 bank #K/, JFEZELr1E, HBPGRITIRS 73R{THKE X T L8
NFEBE, Rz —atE, REAEZE (KHIF) alice) =L HETRITIK .

182, 5 alice Bf X BT B PIRTTIRSS thE1FE 1% B XRITI -~ BIFF EFKBE, 10T LA E XL
FZ —HBE XTI EN ZEEIHIRITI S, W, BRRITIRS Ml FLIIE15EHI Keycloak 77
alice 12422/, R sl LULFEATFRUTIEIF T AFIERIE (X#HE) . IR, Alice BT LU H
R, =t/ bob R R MTAR,

8.3.1. B #

£ UMA 41, 4 & Fin =i UMA RPBIEIERS a6, BIGI BRI,

UMA RIFEI IR IR 55 75 7% Zim K HHY bearer 54, BH5HE RPT, 5&FimiEg Kk R4E RPT
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B -

B/ iE KRR IR B A2 RPT

curl -X GET |
I http://${host}:${port}/my-resource-server/resource/1bfdfe78-a4e1-4c2d-b142-fc92b75b986f

RS a5 & X | B G R s 192 i, LUK —1 as_uri 8, FHIFIIEFERI Keycloak
R #EBTBA XTI R A, LUK RPT,

BIRAR 5 5 (R P P BR = 45

HTTP/1.1 401 Unauthorized

WWW-Authenticate: UMA realm="${realm}",
as_uri="https://${host}:${port}/realms/${realm}",
ticket="016184e8-f9b9-11e0-bd6f-0021cc6004de"

HREEEZTIEIER) Keycloak fXBR APl 2 B9tk 5L, ENTKIELEFEKAGR (A7HR
FEHE) , LIRS FKXDIEMEMES, REKRIRSE#ZF XL,

i, EFinBAIREELRIIGHEZR Keycloak [R5 HiiE, 2/ il LI IXEFILRS
i B9 EFH A EIRPE K,

B/ mh s X ERVGEK, LI RPT

curl -X POST |
http://${host}:${port}/realms/${realm}/protocol/openid-connect/token |
-H "Authorization: Bearer ${access_token}" |
--data "grant_type=urn:ietf:params:oauth:grant-type:uma-ticket" |
--data "ticket=${permission_ticket}
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HIRITIEFEEH) Keycloak A EER FHKREN, BEARXHSFHBRXEH RPT :

ZIIEREEHY Keycloak (& RPT Wik & /i

HTTP/1.1 200 OK
Content-Type: application/json

"access_token'": "${rpt}",
}

TEE TR B IR IE R, AR #ZHININ 53 B 5k s Bl B iy B4, RPT aTLIM
access_token Ny SR, WEE iR ERIIERE Keycloak BIIRLL 403 HTTP K AfCIE0
TR =

ZIIEHIEERI Keycloak FE241RFiE K

HTTP/1.1 403 Forbidden
Content-Type: application/json

{
"error': "access_denied",
"error_description": "request_denied"

}

8.3.2. 1B UBRFK

ENIRIGT R — 285, &/ e shm BEM UMA fRIFHG IR 55 a5 i AR E s, LUBIELLIEITEER
Keycloak Token Endpoint 145 RPT #1735,

B ISR T, ZIIEHER Keycloak RLL 403 HTTP KA TN, HEETEE T RPT X &/
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i & H request_denied #5i%,

ZIIEHIEERI Keycloak FE41RFiE K

HTTP/1.1 403 Forbidden
Content-Type: application/json

{
"error': "access_denied",
"error_description": "request_denied"

}

B BBk ELTIEI R Keycloak 24X B A RERZZKAI RPT,

HERLEIGER T, B inh B aiE#HLe )R 0GR, HiligKe G RATAZE REEES N LEEF
iR, ilt, B/ alLUER commit _request 15 KB H LR 615 ik s B9IRPGE K -

curl -X POST |
http://${host}:${port}/realms/${realm}/protocol/openid-connect/token |
-H "Authorization: Bearer ${access_token}" |
--data "grant_type=urn:ietf:params:oauth:grant-type:uma-ticket" |
--data "ticket=${permission_ticket} |
--data "submit_request=irue”

& commit_request 2, ZIIEEER] Keycloak & 77 [A/#E1ELHGEF 1 R R B — TMUBRE
*, OIE, HEAAE TS ERKHEERNRIEK,

BT LU L T REHE D b FFEF B9 Request Access 125, B/ el LAZE KB/ v 1o/ B IR,

8.3.3. EEEXIFH T HIREG 1]

P el LU FAZTIE 889 Keycloak IK/ FEHIE R E XN R FIRAG U1, BIGILTIEE, HERAEED
BRI R A E R 1,

TR
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1.
£% Admin ##5.
2.
B F A pg Realm Settings.,
3.
7 P EBR I # ) ON,
4.

At ERREHE A LA A, AdtiE Manage Account,

E ("KEYC' Alice In Chains

Personal info Resources < Refresh

Account security

My Resources Shared with Me

Applications
Q
Resources
Resource name Application Permission requests
v Alice Cats photoz-restful-api & Share
Resource is shared with admin.
> Alice Family photoz-restful-api & Share
> Alice Vacations photoz-restful-api & Share
> Alice Weddings photoz-restful-api & Share

TEFHIETIH, Hid; My Resources, WL &E— N HL FLESIHI T E.,

EHE BRI

KT BEHAEFHBEBAE RIGFIZ, el Ed; FRU KRB ZHAE S, HE5
MARZTHR, HGRNRBGGTRKEFFMAT, FFETRERSLIRE— T R, XEgKE
HEEEK I RFE XIS (FF7) o P el SIEA X Erg K, Bl LU m B
STHULIRIF
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Permission requests - John Daugther

Requestor Permission requests

alice@keycloak.org

[ ]
EESH IR
AT EBE5HF RENFA KIRIIZ,
[ ]
B I R EEEA A
KT EEEN IR GBGFYZ, 7080 # 7 Revoke st R IFEHT
FXBR Fe At 5375 I AR,
[ ]
SHRETRAZR
PR Bt B9 £ B S, ol LI IR H ok 7 R 5 U i I BR
HIFR,
8.4. (&% API

Protection APl 124t 7 —H#F& UMA B9z, #124E -
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(]
HREE
FAX MR, HRIRS & AL EERTIR, HiEH it & 2 RS LUK E
R BI R R0
(]
HIREEE
7£ UMA BpiR 0,  ZIRARS &5 Ui 1ML i s LA QI BE IR 5= 165,  ZLIE & HY Keycloak 118 #iis
K EEIIRAZ X BRETIK S
(]

Policy API

IR Keycloak FIfH UMA (R7 APIl, LI FFRIRS #8 R EENR. BT
Resource 1 Permission API $%, ZIIEFJEEHI Keycloak &4t 7 —1* Policy API, Hd1g9#(R o7
HIE 7B 7 IR IR 55 a5 1% iy R,

It API B9— N EEZKE, RAIF HiERS #EAFHFE OAuth2 ijja SHEY 1o/ B, #ARY"
APl $5#(PAT), £ UMA #1, PAT L7455 uma_protection B95 4,

8.4.1. 42 PAT LI R AT E

RY APl THF (PAT) #2789 OAuth2 /a5 4%, SEIEE X uma_protection, %08 FFIRIRS
#if, (TIEIEERY Keycloak £ H 5 AX WHIE F imhy FHEESF I — 1 A 2 uma_protection, #H{¥E5
B i IR 5 K,

&5 uma_protection £ 1% F BRI

Photoz Clients » Client details

photoz-restful-api  openid Connect @ cnavled Action  ~

Clients are applications and services that can request authentication of a user.

Manage

Clients —_—
< ngs Keys Credentials Roles Client scopes Authorization Service accounts roles Permissions >

© Tomanage detail and group mappings, click on the username service-account-photoz-restful-api

Q Search by name 2 [ ] Hideinherited roles Unassign 1-1 -

D Name Inherited Description

D photoz-restful-api uma_protection False

70



% 8 F RIURSS

SR fth OAuth2 15—, FIRIRZ 25 T LIMATIEHIEER) Keycloak EHX PAT, 44, {&/H
curl :

curl -X POST |
-H "Content-Type: application/x-www-form-urlencoded" |
-d ‘grant_type=client_credentials&client_id=${client_id}&client_secret=${client_secret}'\
"http://${host}:${port}/realms/${realm_name}/protocol/openid-connect/token”

LA B client_credentials FRIEE MR #57CEk PAT, B, ARF5#52& 10 T HImT
M -

{
"access token'": ${PAT},

"expires_in": 300,

"refresh_expires_in": 1800,

"refresh_token'": ${refresh_token},

"token_type'": "bearer",

"id_token": ${id_token},

"not-before-policy": 0,

"session_state': "cceada55-9aec-4024-b11c-44f6f168439e"

}
zE
ZIHEHIEERI Keycloak o] LU a8 2% uF R & P imhy i, 9 T i HiE g,
WLAME client_credentials I#F(ER, &2 client_id ] client_secret, ZEaJLIEEF
(] 5 189 8 15 55 0F i,
8.4.2. EEEITIR

TIRRS#3 al LUEH UMA # &ip e R TR,
I http.//${host}.${port}/realms/${realm _name}/authz/protection/resource_set

WG R UT THRE (B | AR EE) -
B E iR iEHw : POST /resource_set

read resource set description: GET /resource_set/{_id}
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B FEE A - PUT /resource_set/{_id)}

MR 5 - DELETE /resource_set/{_id}

JYH B E 9 - GET /resource_set

BXXLARFHIE R EZEL, 556 UMA 55348 AP,

8.4.2.1. BB

FEOBTR, #HRHiLxE HTTP POST ik, TR :

curl -v -X POST |
hitp://${host}:${port}/realms/${realm_name}/authz/protection/resource_set \
-H 'Authorization: Bearer '$pat |
-H 'Content-Type: application/json’ |
df
"name':"Tweedl Social Service",
"type":"http://www.example.com/rsrcs/socialstream/140-compatible”,
"icon_uri":"http://www.example.com/icons/sharesocial.png",
"resource_scopes':[
"read-public”,
"post-updates”,
"read-private”,
"http://www.example.com/scopesyall”
)
L

B BAT, KRN E TR, WREEXTFENAEZ, WHER, EaLlLZaT
=5 3

curl -v -X POST |
hitp://${host}:${port}/realms/${realm_name}/authz/protection/resource_set \
-H 'Authorization: Bearer '$pat |
-H 'Content-Type: application/json’ |
df
"name'':"Alice Resource",

"owner'': "alice"

}'

AL & IR i BB Y A,
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% 8 F RIURSS

8.4.2.2. BB HFEERITIR

BUIERT, BIRY APl QBRI R BEH FRAT B & 8 1K/ 5 HHTEE,

BB T EH AT HRAT A S EEEX LR, #HOAiKiE ownerManagedAccess B, AT :

curl -v -X POST |
hitp://${host}:${port}/realms/${realm_name}/authz/protection/resource_set |
-H 'Authorization: Bearer '$pat |
-H 'Content-Type: application/json’ |
df
"name':"Alice Resource",

"owner'": "alice",
"ownerManagedAccess": true

It

8.4.2.3. B

EFHA ZE, FEM FATRAZ HTTP PUT 153 -

curl -v -X PUT |
hitp://${host}:${port}/realms/${realm_name}/authz/protection/resource_set/{resource_id} |
-H 'Authorization: Bearer '$pat |
-H 'Content-Type: application/json’ |
-d'f
"_id": "Alice Resource”,
"name':"Alice Resource",
"resource_scopes’: [
"read”
)
L

8.4.2.4. R

BRI A IR, A TR 4% HTTP DELETE 153K -

curl -v -X DELETE \
hitp://${host}:${port}/realms/${realm_name}/authz/protection/resource_set/{resource_id} |
-H 'Authorization: Bearer '$pat

8.4.2.5. ZijKE

Bz id B, EEA A4 HTTP GET 153K -
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I http://${host}:${port}/realms/${realm_name}/authz/protection/resource_set/{resource_id}

EENALEERBITER, 7MW FATmL% HTTP GET 153K :

I http://${host}:${port}/realms/${realm_name}/authz/protection/resource_set?name=Alice
Resource

BABEHT, S/ I 1F54 EEA B MTRILE, EiFE iR (GRIEIE A 22 ILiAg 7
MR, EEA -

http://${host}:${port}/realms/${realm_name}/authz/protection/resource_set?name=Alice
Resource&exactName=true

EE W FBL A uri, FEM TATAAZE HTTP GET 153K -

I http://${host}:${port}/realms/${realm_name}/authz/protection/resource_set?uri=/api/alice
FEEHIEE FrAE BIFER, ERM FAAX%E HTTP GET 53K :

I http://${host}:${port}/realms/${realm_name}/authz/protection/resource_set?owner=alice
EEWAERBBITR, 7MW FTATmL% HTTP GET 153K :

I http://${host}:${port}/realms/${realm_name}/authz/protection/resource_set?type=albums
EEHWAEEHEBITR, 7MW FATmL%& HTTP GET 153K :

I http://${host}:${port}/realms/${realm_name}/authz/protection/resource_set?scope=read

2 EHIRF A LKIRIRE, B £8, &X Z5RFEREER,

8.4.3. EEEMRFK

/5 UMA B B IRAR S 45 Al LA R FE #5 FE i s K E LRI K, Miimsmitett T —15 UMA #5897
ity TR RE K FH TR — T RS
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I http.//${host}:${port}/realms/${realm_namej}/authz/protection/permission

WIREEHE B —THHHIZ L BTHEEE, (ZX—THBREK, R UMA 15, RIRFEEE :

— P KBTI, MBIRS &5 B GRIRS 25 M ZBIRS s B 5 i, mAME iR O] ER PR
Fan, LUEIRTUIRSS 45 6E 55 1T IE A B9 706 LU L FH B P HE 877 K »

LEAZHIERT, EFFEEELE MR, IIEFIEH Keycloak 184 T —1° s (RIS, A%
BRITRIRS 255 UMA, LUE S e LIMIRTUR S a5 i IR BREEHE,  FF UL 1R B Y& /i A,
HRIERZIGK I BHE(RPT) i | LI 1R PR,

MILIEFER9 Keycloak XXX BRFHEHIS FEH ZEAR S e iifT, T EEAE mh e, 455/
G F I AR Y B R KR R, ML BT Ui %R, HREH UMA B, HRSFHEF NI
22— T EZELE, HNERFTRRSE :

&/ i 5 TR IR 5 a (R 1 B9 FOR X BT B IR

TEZLIEFEERY Keycloak BREGEKF M, /AT TIERPREBAILIER, WRIETHRIAT
BERIERF VTR

1FHBIRS o5 SRR S 03, HAFENTREATRIBRIRS &R HIEER TR
ErigtiE, WRFHEBREEGEESE -

BE/im B TR IE AN 5 Z R B R K. REIEA & i 5T £ T2 .

&/l LUy o] N R IR 5 dr L BIRER,  H T IRBIR PR S as i TR

XERNE UMA Bt ERIIES, Ko UMA BIR M 75 E#FE FURES, H7ZEE# AR 7
FERIBG 1,

8.4.3.1. BIEMRE,
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EOBURES, FHEM FATAAZE HTTP POST 153K :

curl -X POST |
http://${host}:${port}/realms/${realm_name}/authz/protection/permission \
-H 'Authorization: Bearer '$pat |
-H 'Content-Type: application/json’ |
dT
{
"resource_id": "{fresource_id}",
"resource_scopes’: [
"view"
1
}
7

TECIBE AR, BA A UMD, P LEESEEERE

curl -X POST |
http://${host}:${port}/realms/${realm_name}/authz/protection/permission \
-H 'Authorization: Bearer '$pat |
-H 'Content-Type: application/json’ |
dT
{
"resource_id": "{fresource_id}",
"resource_scopes’: [
"view"
I
"claims": {
"organization": ["acme"']
}
}
7

TG SR X B IR AL R,  ERG7HE o] LU X L7 B,

8.4.3.2. RftiF UMA F# &=

8.4.3.2.1. BYEIRE,

BT A id {resource_id} B9 E FIEBIIREZ T ID 7 {user_id} BIFE /7, Fi BRI E L&
HTTP POST &K, #1TArT -

curl -X POST |

http://${host}:${port}/realms/${realm_name}/authz/protection/permission/ticket \
-H 'Authorization: Bearer '$access_token \
-H 'Content-Type: application/json’ |
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df
"resource": "{resource_id}",
’

"requester": "{user_id}",
"granted’: true,
"scopeName": "view"

} ’
8.4.3.2.2. KIIRE,

curl http://${host}:${port}/realms/${realm _name}/authz/protection/permission/ticket \
-H 'Authorization: Bearer '$access_token

e LUHE X LB S P ] — 1 -
scopeld
resourceld
owner
requester
EffF

returnNames

max

8.4.3.2.3. I IREL

curl -X PUT |
http://${host}:${port}/realms/${realm_name}/authz/protection/permission/ticket \
-H 'Authorization: Bearer '$access_token \
-H 'Content-Type: application/json’ |
-d'f
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"id": "{ticket_id}"
"resource": "{resource_id}",

"requester”: "{user_id}",
"granted’: false,
"scopeName": "view"

e
8.4.3.2.4. WERIIRE,

curl -X DELETE
http://${host}:${port}/realms/${realm_name}/authz/protection/permission/ticket/{ticket _id} |
-H 'Authorization: Bearer '$access_token

8.4.4. {&/H Policy APl EEE % EIUR

¥4I Keycloak FIfH UMA R API, LI TFERIRS #8 R EFIXR, BT Resource #]
Permission API %, IIgf4#H) Keycloak 127 —1* Policy API, R a9 ER TR 897 RS
HIRIBN TR,

Policy API fi; F :

I http.//${host}:${port}/realms/${realm_name}/authz/protection/uma-policy/{resource_id}

It API &S bearer THEHHTIRY”, ZBHEBHAEA BFHIEE, LUEAZAEER, bearer
BHEATLIEM B s K IRBG = A 7 1] TR -

HRAEE B R 7R

B, 7 audience 2 ZIFIRS ) B X HR FRLEE i (AFEE i) 8905
)4

8.4.4.1. FFHREG FrIR K IE

RS E ZIFRE, BERHALZE HTTP POST 5K, # TR :

curl -X POST |
http://localhost:8180/realms/photoz/authz/protection/uma-policy/{resource_id} |
-H 'Authorization: Bearer '$access_token \
-H 'Cache-Control: no-cache’

-H 'Content-Type: application/json’ |

-d'f

"name": "Any people manager",
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"description”: "Allow access to any people manager",
"scopes"”: ["read"],
"roles": ["people-manager"]

¥

ELBI, BT T — 1N TIBR, HIFHE %S resource id ZZmAyFEXE, HbfFfd8546
people-manager B9/ EB// #1RF L S,

BL AT LI FFR M 71T LA LI SR B, LA -

curl -X POST |
http://localhost:8180/realms/photoz/authz/protection/uma-policy/{resource_id} |
-H 'Authorization: Bearer '$access_token \

-H 'Cache-Control: no-cache’

-H 'Content-Type: application/json’ |

-d'f

"name": "Any people manager",

"description”: "Allow access to any people manager",

"scopes": ["read"],

"groups’: ["/Managers/People Managers']

}
HE—MFENE i -

curl -X POST |
http://localhost:8180/realms/photoz/authz/protection/uma-policy/{resource_id} |
-H 'Authorization: Bearer '$access_token \
-H 'Cache-Control: no-cache’
-H 'Content-Type: application/json’ |
-d'f
"name": "Any people manager",
"description': "Allow access to any people manager",
"scopes": ["read"],
"clients": ["'my-client"]

¥

EZ (& JavaScript {#/H E E X FHE :
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X

LFRZ B, FHFELUEEIXTIRA SR, LHIIEEE 52,

& -Dkeycloak.profile.feature.upload_scripts=enabled /5 RS 25, WETH
BEZFHEL, 556 5 AHIZEAE &1,

curl -X POST |
http://localhost:8180/realms/photoz/authz/protection/uma-policy/{resource_id} |
-H 'Authorization: Bearer '$access_token \
-H 'Cache-Control: no-cache’
-H 'Content-Type: application/json’ |
d'f
"name": "Any people manager",
"description’: "Allow access to any people manager",
"scopes": ["read"],
"condition": "my-deployed-script.js"

¥

A LU E X Ly IR BB B A

EFHHYEUR, FZM FATRLZE HTTP PUT 153K -

curl -X PUT |
http://localhost:8180/realms/photoz/authz/protection/uma-policy/{permission_id} |
-H 'Authorization: Bearer '$access_token \
-H 'Content-Type: application/json’ |
-d'f
"id": "21eb3fed-02d7-4b5a-9102-29f3f09b6de2",
"name": "Any people manager",
"description”: "Allow access to any people manager",
"type": "uma”,
"scopes': [
"album:view"
I
"logic": "POSITIVE",
"decisionStrategy’: "UNANIMOUS",
"owner": "7e22131a-aa57-4f5f-b1db-6e82babcd322",
“roles"”: [
"user"”
)
L

8.4.4.2. WIATAR
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25 8 E BIURS
B R GHIIR, 151 TR 42 HTTP DELETE 153K :

curl -X DELETE |
http://localhost:8180/realms/photoz/authz/protection/uma-policy/{permission_id} \
-H 'Authorization: Bearer '$access_token

8.4.4.3. ZIIR

FEEHHG HEXPAIR, 15U FArmLZ2& HTTP GET 153K :
I htto.//${host}:${port}/realms/${realm}/authz/protection/uma-policy ?resource={resource _id}

EEHNAEREHIINR, FHEM FATALZE HTTP GET 153K -

I http://${host}:${port}/realms/${realm}/authz/protection/uma-policy ?2name=Any people
manager

EEHHGHELHXKBIR, FEM AL HTTP GET 15K -

I http.://${host}:${port}/realms/${realm}/authz/protection/uma-policy ?’scope=read
EE AR, FM AR A2 HTTP GET 153K :

I http.//${host}:${port}/realms/${realm}/authz/protection/uma-policy
2L EIIRS A LURIRIRES, BESEER S8, &AL RFRHER,

8.5. IEK G ThE

KRG 7HE (RPT) 265/ JSON web signature (JWS) 177 HFZE£H9 JSON web token (JWT),
R EE T2 BIHZIIEREH Keycloak 4 89 OAuth2 il iErEE, HFAEZA 2 ANHES
Flitg,

2 EEFS RPT If, ERBEFEMU THIBEHIE -

{
I "authorization": {
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"permissions": [
{

"resource_set _id": "d2fe9843-6462-4bfc-baba-b5787bb6e0e7",
"resource_set_name": "Hello World Resource"
}
1
b

"jti": "d6109a09-78fd-4998-bf89-95730dfd0892-1464906679405",
"exp": 1464906971,

"nbf": 0,

"iat": 1464906671,

"sub": "f1888f4d-5172-4359-be0c-af338505d86¢",
"typ": "kc_ett",
"azp": "hello-world-authz-service"

EXT TR, EATLIM KR A KRR a5 1% 7 BIAr B X R,

TR, WIREESEERBIREFAEX, H-5HTLORF R H S LG RE v %
BETEED B,

8.5.1. AE&EEKL #hE

B, EABE

ZREEKT THE(RPT) R EREHM, HEHETHEALXRIR, LU ZERS &
LRI RE,

BHERE AT BN 1 BRI -

LBl I B BRI, LUK B B 1ERZHA RIHT 7 #E

1 IR 55 i i BRI,  FEFIERBIE Flh i il zs 8 6 BN e
8.5.2. KIXAX RPT BI52
THEAERL EZE—T OAuth2 SRS - #Biim, BALUMAPKIREX RPT B955,
I http://${host}:${port}/realms/${realm_name}/protocol/openid-connect/token/introspect

ERAMIERAE RPT, ZFEefLUZH T RS a5 KX X 1FK -
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% 8 F RIURSS

curl -X POST |
-H "Authorization: Basic aGVsbG8td29ybGQtYXV0aHotc2VydmljiZTpzZWNyZXQ=""\
-H "Content-Type: application/x-www-form-urlencoded" |
-d 'token_type_hint=requesting_party_token&token=${RPT}' |
"http://localhost:8080/realms/hello-world-authz/protocol/openid-connect/token/introspect”

il

b5 3

LUEFEKER HTTP BASIC #¢# % Fimag 345 (& /4 ID i secret) F4iuF i
AL GBI F i, (B2 e LUEFZTIEIIER) Keycloak 3519 o] B fth 2 F i % uf 75

/*0

A& iimm BN TEH -

token_type_hint

{&/H request_party_token fE /UL B HBIEH, XZTFEEANZE RPT,

token

GRS, FAGHEFHE (HRFEEE]) (FhItEH091HE,

B, R aFmipE :

{
"permissions": [
{
"resource_id": "90ccc6fc-b296-4cd1-881e-089e1ee15957",
"resource_name": "Hello World Resource"
}
I
"exp': 1465314139,
"nbf": 0,

"jat": 1465313839,
"aud': "hello-world-authz-service",
"active': true

}

HIR RPT KB0E, JBEMEMIA, :
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{

"active'": false

}
8.5.3. BRXBEEANE RPT I, BiR&mEVifARS % ?
&, BRZIEIEE) Keycloak IR &34 tHIE Ly B HE—FE, RPT i JSON Web w/#%(JWT)

FEIEAE 2K A 5 2o

WRELET A E i BIIESR TR X g, EaTLISERS RPT, e igRENMY, #F
Bai e, Brth el LU RE B9 R i ) L R R s

DBE L BRBEATEIIE, 1FHHE -

420k RPT B9Z% (R FHEIAE)

HFER exp, iat, fl] aud FHIFE 1G5 HEHIE AL,

)

&
S
5

JSON Web S14(JWT)

HBEL iy

8.6. ¥ & Fim JAVA API

RIEERIERK, KRR EETR, BELUGEL AR ENR, WREH Java, #aTLl
&/ Authorization Client API 17/H/ZLIEf5#H) Keycloak AR .

X F B9 R 55 S LE AR T [alim s 89 7 AR 55 5 #9 El 7, 40 Token Endpoint. Resource ]
Permission & 2ix s,

8.6.1. Maven #&#imi

<dependencies>
<dependency>
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<groupld>org.keycloak</groupld>
<artifactld>keycloak-authz-client</artifactld>
<version>${KEYCLOAK_VERSION}</version>
</dependency>
</dependencies>

8.6.2. Configuration

B inAliETE keycloak.json XHEHE X, TR :

{

"realm": "hello-world-authz",
"auth-server-url” : "htip://localhost:8080",
"resource"” : "hello-world-authz-service",
"credentials": {
"secret": "'secret”
}
}

realm (&%)

1B E

auth-server-url (#3)

% 8 F RIURSS

21514 #EH9 Keycloak IR%#H9E 7 URL, FraRMZIIEN#EHI Keycloak I #] REST R

K AR AT, CE R htips:/host:port &=,

resource (W)

W EEFRIE i ID, A EEE—1 & i ID, FTF R,

credentials (#:%)

EEN BT, XE— T RET %, RP#EZIRE, [HELIFXEENE,

BB T F I EEFH) classpath &, FHE i ZE sl & keycloak.json X AHIECA ir
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8.6.3. LIBRINE i

i

ZEHE classpath 15 —1* keycloak.json X1, #alLIGE#—1°#8#9 AuthzClient 5241, 41 TAT

// create a new instance based on the configuration defined in a keycloak.json located in
your classpath
AuthzClient authzClient = AuthzClient.create();

8.6.4. I ER A F A

86

LUF 2 A 3K KA BRI B9 B -

// create a new instance based on the configuration defined in keycloak.json
AuthzClient authzClient = AuthzClient.create();

// create an authorization request
AuthorizationRequest request = new AuthorizationRequest();

// send the entitlement request to the server in order to

// obtain an RPT with all permissions granted to the user
AuthorizationResponse response = authzClient.authorization("alice",
"alice").authorize(request);

String rpt = response.getToken();

System.out.printin("You got an RPT: " + rpt);

// now you can use the RPT to access protected resources on the resource server

LUF 2 Yy — 12t 21 ZaR XA IR BY -

// create a new instance based on the configuration defined in keycloak.json
AuthzClient authzClient = AuthzClient.create();

// create an authorization request
AuthorizationRequest request = new AuthorizationRequest();

// add permissions to the request based on the resources and scopes you want to check
access
request.addPermission("Default Resource");

// send the entitlement request to the server in order to

// obtain an RPT with permissions for a single resource
AuthorizationResponse response = authzClient.authorization("alice",
"alice").authorize(request);

String rpt = response.getToken();



% 8 F RIURSS

System.out.printin(""You got an RPT: " + rpt);

// now you can use the RPT to access protected resources on the resource server

8.6.5. [E[HIRY API BIZ K

// create a new instance based on the configuration defined in keycloak.json
AuthzClient authzClient = AuthzClient.create();

// create a new resource representation with the information we want
ResourceRepresentation newResource = new ResourceRepresentation();

newResource.setName("New Resource");
newResource.setType(''urn:hello-world-authz:resources:example”);

newResource.addScope(new ScopeRepresentation("urn:hello-world-authz:scopes:view"));

ProtectedResource resourceClient = authzClient.protection().resource();
ResourceRepresentation existingResource =
resourceClient.findByName(newResource.getName());

if (existingResource != null) {
resourceClient.delete(existingResource.getld());

}

// create the resource on the server
ResourceRepresentation response = resourceClient.create(newResource);
String resourceld = response.getld();

// query the resource using its newly generated id
ResourceRepresentation resource = resourceClient.findByld(resourceld);

System.out.printin(resource);

8.6.6. A& RPT

// create a new instance based on the configuration defined in keycloak.json
AuthzClient authzClient = AuthzClient.create();

// send the authorization request to the server in order to

// obtain an RPT with all permissions granted to the user

AuthorizationResponse response = authzClient.authorization("alice", "alice").authorize();
String rpt = response.getToken();

// introspect the token
TokenintrospectionResponse requestingPartyToken =
authzClient.protection().introspectRequestingParty Token(rpt);

System.out.printin(""Token status is: " + requestingPartyToken.getActive());
System.out.printin("Permissions granted by the server: ");

for (Permission granted : requestingParty Token.getPermissions()) {

System.out.printin(granted);
}

87



Red Hat build of Keycloak 24.0 #&fUIR S5 H55

88



55 9 & SRBRSCHedR

# 9 = FBE LA

T = (PEP)E— ik i B, HIETLUERAFEN G LHE, (TIEHHER Keycloak 1264t T
HPEFE. HERHEIES L PEP ArElIATE 4, ZIIEIER Keycloak RIUIRFES LT — 1
RESTful API, #{&HERXIRINIRS#FIH OAuth2 FEPHEEH TIEAIBIIRIX,

Resource Server

-

Client PEP Protected Resource
kL " LN
Keycloak
<<PDP>>

PEP 17 521 IEF219 Keycloak RS 25890517 R 5, BB 1SS ZRY B IR K P Fls R LIS
LRE, EALEBIN PRI EFRE B, RIEXLRERFIIVR, B2 Z R B FROIFEE
K& A LUIHE,

Red Hat build of Keycloak fEH#NERIZTF, /e H4IIEY Java W FAEEFF H#EEHI Keycloak ZHE
Enforcer Enforcer 2t NIE 575, LR JakartaEE FEZHIHEZEF] Web B2, WI-E{EH Maven,
T HECE L T i -

<dependency>
<groupld>org.keycloak</groupld>
<artifactld>keycloak-policy-enforcer</artifactld>
<version>${keycloak.version}</version>
</dependency>

215 R s B SEH,  Z B IR 15 KEBREEIE, HHER TSR BY R 17
R, B4R AFLIIEREE Keycloak [A14 HiiEKEGEUR,

WG 7 T LTI EERY Keycloak B EELEHE 5 b IR HEs R R T B AR 55 25 OB R FEIRAE X
B, ??228CNIER T, HOVBIRIRS 250, ZIIEFIEER) Keycloak &7 FiRIR 5 #5 0I8 — 1 2 BE,
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LUE o] LU | P o i .

9.1. BBi&

W i e OB JSON 152, LIRAZ BT F BB, WREEEWRYE IR a5 &
FEBG IR E ) BEHT R T HIEA £

WREFZE X BRI ZIR, B LI A9 =

{
"enforcement-mode"” : "ENFORCING",

"paths": [
{

"path” : "/users/*",
"methods’ : [

{
"method": "GET",

"scopes' : ['urn:app.com:scopes:view"]
b

{
"method"”: "POST",

"scopes' : ['urn:app.com:scopes:create"]

LUF 2 1N E TR -

enforcement-mode

FEE AHeT 75 ) L e s

ENFORCING

(BOABRR) BOAIELEK, FIERBFE 545 ETRX .

PERMISSIVE
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B3R 5255 R X B HIFRE, ATk,

DISABLED

SEEZFE TG H A rF U I A IR, 24 it 2 DISABLED If, MWEFDA
BERET Authorization _E F X FKEERZTIEFIEERY Keycloak £% 5 HIFAT AR

on-deny-redirect-to

TE X EMBRZ 23R i (o] SR AR 200" 3 B BB E a1 2 i 1 K B9 URL, ZLiAIER T, ShAs(E
JH 403 HTTP k& AHEH TN,

path-cache

JE X R SE 25 b el BRI b FE 2/ RIZTHE 572 R Keycloak H1E X BIEEEEZ IR, 71T
BEBXTLTIEFIEER) Keycloak IR &5 H 1T ERNE K, FEUBERZERIBIFIRZ 7K
B, LUBSpX/LTIEIEER Keycloak IRSS 85T 86 BHGiE K,

Lifespan

ERX B HagiS e (UZR ) . MRRELEH, WAL (EY 30000, FF 0
BIE AT LUK B SEE R, STFRIE—TFT -1 BIEF A9 A,

max-entries

EXNRIFIEZ IR B RT, WFRRELEH, NEA (D 1000,

BE

TEERT BB, MAER TR, WRREEK, b FIFEEE Keycloak BIZLIEF
B fIKIRIETE X B ZIFRAL AT A, R LR AN AR a9— L5 URIS
f)‘(o

name
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B G EBEXPIIRS s LHIFIRER. 5 BE —E RN, FEmHaEa808 R
B9 URIS B, FH{&HEIEHIIEHLE,

path

(B5E) 18X Fr HEEF_E FXHEEN URl, WIRIEE T XNET, FHBE enforcer RA&
JE#EIE1EE URI Z iR % 25 LIKER IEIR, HEi b LRI R B A, HHEBEENIE
-

BACFF : Attr

suffix: Attr.html
sub-paths: /pathAttr

path £2# : /resource/{id}
SELPE : /resource

Pattern: /{version}/resource, /api/{version}/resource, /api/{version}/resource
Idapsearch

Tk

HTTP 7% (41 GET. POST. PATCH) FAR#FLIR B TS AR 5525 H45 iE FRBIE
X,

Tk

HTTP 75:%89E #.
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L EXRRBGE BN, LEFGEESEE LR, il Ey
BTE (SEEEER) B9E FinaiJitett RPT, IRFAZHIEENIFALHIGR, B,
HI-BL(E L create F X 7% POST, RPT 41 &E e 1TIRIESEHI{T POST Hf %5
create B [H 5 1A/ X BRETIXBR,

scopes-enforcement-mode

X FEHEXGHERE, 51/ #%HEXE9FE, [HaTLiZ ALL 3t ANY, IR
ALL, JBAHRFAEEXBERE, FEEEMAZ LR, WR ANY, TR EDE
F—IEH, FEEEAZGZXRGEIT IR, BAERT, #mHEXZEN
ALL,

enforcement-mode

FEE AT 55 Bl L T e

ENFORCING

(BUABR) BNBELEK, AIRERE S5 E HIRKRBIFHE,

DISABLED

claim-information-point

TE R AR RIEHEZ T Keycloak fRS5 25 HIZLIEIHEH— 1 k21 58, LUEXLREL

ATEBEESE, Wi THREZIHAIESR, 15504 F1E 8,

lazy-load-paths

TEE BB AT I 2 AT Vg 5 b7 FH R P B R X e iR R R 55 o ISR true, JIEEHE 5
FIEFAF RN IR, FHFKOIEE, HETFLHBELBEFMBRS S RATE R (AR
BRI BEE) , HELERERX T —HFHE, HELEFKRAMBE, NILE SR,

http-method-as-scope
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TEELE N AT HTTP Ji%, WIRIKEDy true, FHRMES a3 f5 & i 2 Girg K9 HTTP
TR EESENIRF IR, EEE, BHEE Keycloak IR IR S XKEEIRIFHEF
P HTTP 7 BGE EHIE X,

claim-information-point

TE X SATERFHHEZX T Keycloak IR #7HIZLIEITEERI— 1 K Z 1 £/5 A, LUEXLREH
ATEBEESE, Wi TREZIHAIER, 15504 F01E 8,

9.2. FHEEM

A BH1S 8 55 (CIP) 1 57 AEHfT A5 B F ff X e A B HE X FIZTHE Keycloak lRS55 4%, LITEHRA XFEBE A E T
XBIEZEHE, ENaLLEX 7 policy-enforcer BIECIE LT, LUEMTEHTEMBNTABE, HIA] :

HTTP i (Z#. #% IEXF)

HNEEHTTP RS

ECEHE X B9g 51

4115 Claim Information Provider SPI BT R 57

FEA B FIZTIE Keycloak IR #5148, FRBET (XAl AR FHF Eik, HaTllZiE L FXHAIAE,
BRI RE. dif, ELREEXGMZEE, CEHXFETFL TR, LIRAHETEHE T

15 B K FFAEAIBIR IR,
9.2.1. M HTTP iF K FEIRIE /S
LUFZAHTM HTTP 53R @8RBI JL 1B

keycloak.json

{
"paths": [
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{

"path"”: "/protected/resource”,
"claim-information-point": {
"claims": {
"claim-from-request-parameter’: ""{request.parameter[‘a’]}",
"claim-from-header": "{request.header['b']}",
"claim-from-cookie": "{request.cookie['c']}",
"claim-from-remoteAddr": "{request.remoteAddr}",
"claim-from-method": "{request.method}",
"claim-from-uri": "{request.uri}",
"claim-from-relativePath": "{request.relativePath}",
"claim-from-secure": "{request.secure}",
"claim-from-json-body-object": "{request.body[7a/b/c']}",
"claim-from-json-body-array": "{request.body[/d/1']}",
"claim-from-body": "{request.body}",
"claim-from-static-value": "static value",
"claim-from-multiple-static-value': ["'static”, "value"],
"param-replace-multiple-placeholder”: "Test {keycloak.access_token[/custom_claim/0']}
and {request.parameter['a']}"

9.2.2. MAZE HTTP RS KIS
LUFZ AT M A EB HTTP fR55 18 A BIAGJL 1 B

keycloak.json

{
"paths”: [
{
"path”: "/protected/resource”,
"claim-information-point": {
"http": {
"claims": {
"claim-a": "/a",
"claim-d": "/d",
"claim-d0": "/d/0",
"claim-d-all": [
"/d/0",
"d/1"

1
b

"url": "http://mycompany/claim-provider”,
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"method"”: "POST",
"headers": {
"Content-Type": "application/x-www-form-urlencoded”,
"header-b": [
"header-b-value1”,
"header-b-value2”

I

"Authorization': "Bearer {keycloak.access_token}"
b
"parameters”: {
"param-a": [
"param-a-value1i”,
"param-a-value2"
I
"param-subject”: "{keycloak.access_token[/sub']}",
"param-user-name": "{keycloak.access_token['/preferred_username'[}",
"param-other-claims'’: "{keycloak.access_token[/custom_claim']}"

9.2.3. BEAH

keycloak.json

{
"paths": [
{
"path”: "/protected/resource”,
"claim-information-point": {
"claims": {

"claim-from-static-value": "static value",
"claim-from-multiple-static-value': ["'static"”, "value"]

9.2.4. S84 SPI
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LN E LN BEB B LI R R K, FA A id sl L& Claim Information Provider SPI % #¥
FEB B E 5.

o0, B p— 1 FTH CIP te R, HFZEEMN AR classpath Fi5ifE
org.keycloak.adapters.authorization.ClaiminformationPointProviderFactory ]
ClaiminformationPointProvider Factory, #H#2H#3t# META-
INF/services/org.keycloak.adapters.authorization.ClaimInformationPointProviderFactory.

org.keycloak.adapters.authorization.ClaiminformationPointProviderFactory i~ :

public class MyClaimInformationPointProviderFactory implements
ClaiminformationPointProviderFactory<MyClaiminformationPointProvider> {

@Override
public String getName() {
return "my-claims'’;

}

@Override
public void init(PolicyEnforcer policyEnforcer) {

}
@Override

public MyClaiminformationPointProvider create(Map<String, Object> config) {
return new MyClaimInformationPointProvider(config);

}
}

1 CIP 12 5 5B, #1 MyClaiminformationPointProviderFactory.getName 7
ZEHEXE, E#FFHETFM policy-enforcer BZiEHH] claim-information-point Z55 151 2L 2,

TELLEEEK I, 5B enforcer ¥71/H MyClaiminformationPointProviderFactory.create 7%, L
ZEHX MyClaiminformationPointProvider BG4, 1A, FUMLHE CIP 1B HAFEFE X BIETEE (8
17 claim-information-point) fEJ7BRSI £,

ClaimiInformationPointProvider 7# :

public class MyClaimiInformationPointProvider implements ClaiminformationPointProvider {
private final Map<String, Object> config;

public MyClaiminformationPointProvider(Map<String, Object> config) {
this.config = config;
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}

@0Override

public Map<String, List<String>> resolve(HtipFacade httpFacade) {
Map<String, List<String>> claims = new HashMap<>();

// put whatever claim you want into the map

return claims;

}
}

9.3. KRB L TX

I ERE e, RS ICRBIIBR 81T org.keycloak.AuthorizationContext #2##, ILEIEHET %
%, EALUARKRIR, HBERSRFHEESEEBINR,

IKER Serviet FE#F BRI L TX

AuthorizationContext authzContext = (AuthorizationContext)

HtipServietRequest request = // obtain javax.servlet.http.HtipServietRequest
request.getAttribute(AuthorizationContext.class.getName());

Gl

b5 3
IR E T X e BB BN RS a I RIAR [B] B9 R e A E 2 #E5, B, EFal LI EF
' 1Bt [ B Bs) A, BEKRA TS RSB EX IR,

if (authzContext.hasResourcePermission("Project Resource")) {
// user can access the Project Resource

}

if (authzContext.hasResourcePermission("Admin Resource")) {
// user can access administration resources

}

if (authzContext.hasScopePermission("urn:project.com:project:create”)) {
// user can create new projects

}

AuthorizationContext fCZZIIEHEHI Keycloak #RIIRSSHIEBINEES —, T LEHGTHIH, £af
LUEBZRIPH R B S EE E 0970 K,
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FHE T A BRI IR (RBAC)Z (& — LR LRI -

if (User.hasRole('user’)) {
// user can access the Project Resource

}

if (User.hasRole(‘admin’)) {
// user can access administration resources

}

if (User.hasRole('project-manager’)) {
// user can create new projects

}

ERXB TPV EERIBIER, BENTLUFREE XA {TAE, £ RBAC #1, AKX = EXA
IR IR, LG EERT Keycloak, ZalLIGIBE S EEAH, ZABEERTIEFTER T
LEHE/H RBAC, EFEMAIITIEFIABAC)EETR M BAC k., #H%AERRERHIIIIR,
HELER B LR,

Htt, BRENZLEKRCEYN, HATEHEEZR T TEHEEZHN, SpmO thalLlg@FHiH.,

LPEKRAT, BLIIE15EEI Keycloak & BN HEFCIEEHETIIERK, HNHAEFEFTER
FLEER AR, R EENSRIIRS & HE TR XK R F S AIACE, X014, 5WH %
BB BIPRAIFRS, 2655/ urn:project.com:project:create f¥##FX,

9.4. {&/H AUTHORIZATIONCONTEXT FERESI 25 F it S0

AuthorizationContext 11 o] i F X ERECIE 7o v FHEE/FH Authorization Client APl B95//5 :

ClientAuthorizationContext clientContext =
ClientAuthorizationContext.class.cast(authzContext);
AuthzClient authzClient = clientContext.getClient();

HRLEIGRETF, HFEBE LR B RIRS 45 2 i ITRIR 5 a1 9 API, f&§8) AuthzClient 3%
B, HRIRS# ATl SIRS#H, LUIELIGEER A 08 HiR i 2 EN R,

9.5. JAVASCRIPT %5k

ZIIEHIEERI Keycloak fR% 25/ 7 —1 JavaScript /%, B/ TS5 FEBE L a5 R 1B R 55 a5 T
ZH, XTNERTFLIEHIER] Keycloak JavaScript iZf0zs, aTLIERK %055, LUELERIE MLl
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HIEERI Keycloak iR #5 KRR,

B LUE R ES LT B thss, MIEES{TRIZIIEEET Keycloak Server SEAIFEIRIL/E -
I <script src="htip://.../js/keycloak-authz.js"></script>

ETH#, ZoTLlE)#E KeycloakAuthorization 524, #1 TR :

const keycloak = ... // obtain a Keycloak instance from keycloak.js library
const authorization = new KeycloakAuthorization(keycloak);

keycloak-authz.js /EF2 1~ E B LHEE :
WIREZE A UMA RPBITIEIR S 5, 15 A BRZ=HEMAR S 25 X AR,
BILEN FERFEE B TRAEE, MARSS &R,

TEXHFER T, A EER IS IR IR 25 HIZLIEHEEH Keycloak IR, LIFCEK
BEHERZ g REGSHE, 1E77 bearer 5 HEH 1] RS 25 EBG AR HI 7R,

9.5.1. ZMFEFE UMA-Protected 7 JEARSS 2891 MR

B IRS: 25 Z R AITE R, ER1RIEH bearer S5 HBIRBRITN & F i ia K, i, 254
SR — R B USRI R BRAY bearer S HEHIFIEIRSS 851, HIERS 23205 401 KA
1 WWW-Authenticate £r2LFmipy,

HTTP/1.1 401 Unauthorized

WWW-Authenticate: UMA realm="${realm}",
as_uri="https://${host}:${port}/realms/${realm}",
ticket="016184e8-f9b9-11e0-bd6f-0021cc6004de"

WFEZELE, F56H UMA B0,

BB i s A THTERIEE M Z IR IR 55 #5218 [0]59 WWW-Authenticate #5%-iE IR, FHEF
FEXRIRPOGEK, WA :
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// prepare a authorization request with the permission ticket
const authorizationRequest = {};
authorizationRequest.ticket = ticket;

// send the authorization request, if successful retry the request
Identity.authorization.authorize(authorizationRequest).then(function (rpt) {
// onGrant
}, function () {
// onDeny
}, function () {
// onError

};

R TWEERTEFH N, St —LOl LI GERMIRS a5 BB A -

onGrant: HEHIE—TEH, WRBRHEL), HEHRS&REIREFKIRE RPT, JEl
= E RPT,

onDeny : BIHHIE_— TS, REIREaAE2ERI G KN 15,

onError : BHHBIE=TSH, HERFEzEZN NI F RV,

A Z AN onGrant LEIVFTE 401 N jEEIF K, EZLFKNEE RPT, fEXEH bearer
%ﬁo

9.5.2. ZEERAF

keycloak-authz.js /F14t T —1 7 ZhEE, HEaTLUE T 145 i B n By BRI E, MRS
#31CH RPT,

B XXX BB 2l vy B9 AT B R AL E I BRET RPT B9761

authorization.entitlement('my-resource-server-id’).then(function (rpt) {
// onGrant callback function.
// If authorization was successful you'll receive an RPT
// with the necessary permissions to access the resource server

};
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B X UMK R B B H5E R AE R BIHREY RPT B9 B

authorization.entitlement('my-resource-server’, {
"permissions": [

{

"id" : "Some Resource"

}

)
})-then(function (rpt) {
// onGrant

};

E/H B THRERS, Bt SR U 1B 7 IRAR 55 459 client_id,

B WEERT L ZEXH, XiF—LEOlIEEFR MRS a5 B A -

onGrant: HEHIE—TEH, WRBRHEL), HHRSEREIREFKIRE RPT, JE
= E RPT,

onDeny : BHHIE_ TS, HEMRS BRI KT 1ifH,

onError : HHHIE=1EH, RBEMREZZNINIFR05/H.,

9.5.3. BPUEK

1R AR ZYBEBRERIRVGER N R, WA ROTEHLU TEYRE -

R

R FIRAE RN R, A1 -

const authorizationRequest = {
"permissions": [

{
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"id" : "Some Resource",
"scopes" : ["'view", "edit"]

}
1
}
[
metadata
— PR, BEME RS &5 AT B v K
o
response_include_resource_name
WRFIRE T EETE RPT BIBRA, 15mEIRF #6971 H, WL false, W{XE
= IR IR AR
o
response_permissions_limit
7 RPT eI B BRI BRI EE L RFVIEH N, 5 rpt SH— AN, RExE N
PFKBEIRF RARFTE RPT

submit_request

TET IR fr i & 1 % B B PR 3K B X IR =4 5| FA B b IR RSB B9/ (H, XTSRS
ticket ZH—EEAN £, F7 UMA B0 EEI—E85

9.5.4. 7tk RPT

HWIRE B R F IR BRI D BE AT RPT, Rl UG MIRPON RIKR RPT (1R & B EiEZ
THIBARZ —HIEIE) -

I const rpt = authorization.rpt;

9.6. ACi& TLS/HTTPS

2R # 6 HTTPS I, 5 iR RGN 5 G A5 AL E A T -

{
I "truststore"”: "path_to_your_trust_store",
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I "truststore-password": "trust_store_password”
}

LI ERE/G T TLS/HTTPS FIE Fim, LUEREE HTTPS 755 i/7/41#5 Keycloak AR #89
QEMEO

Sﬂ;

HRFUEE AT AT ISR Keycloak AR &5 s /5 /H TLS/HTTPS,
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