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4.2. iz
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PERR T,

4.2.1. 0|8 Aurora B HEER
1. 2N Aurora S£E£01/E VPC

(R
I aws ec2 create-vpc \
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B 4E EZ P THAKXHEEE AWS AURORA

--cidr-block 192.168.0.0/16 \
--tag-specifications "ResourceType=vpc, Tags=[{Key=AuroraCluster,Value=keycloak-

aurora}]" \ﬂ

--region eu-west-1

@ H1EM Aurora REEIATRRINAILIRE, MUERITARZRKSR VPC,

L

{
"Vpc": {
"CidrBlock": "192.168.0.0/16",
"DhcpOptionsld": "dopt-0bae7798158bc344f",
"State": "pending",
"Vpcld": "vpc-0b40bd7c59dbe4277",
"Ownerld": "606671647913",
"InstanceTenancy": "default”,
"lpv6CidrBlockAssociationSet": [],
"CidrBlockAssociationSet": [
{

"Associationld": "vpc-cidr-assoc-09a02a83059ba5ab6",

"CidrBlock": "192.168.0.0/16",

"CidrBlockState": {

"State": "associated"

}
}
]

"IsDefault": false
}

}

2. ERAF0IEN VPC M Vpeld, HENTHARXLE—NFM,

A
: JEANT RIS ER cidr-block SEEREES,

a. XA

e

aws ec2 create-subnet \
--availability-zone "eu-west-1a" \
--vpc-id vpc-0b40bd7c59dbe4277 \
--cidr-block 192.168.0.0/19\
--region eu-west-1

L

{
"Subnet": {

"AvailabilityZone": "eu-west-1a",
"AvailabilityZoneld": "euw1-az3",

13
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"AvailablelpAddressCount": 8187,

"CidrBlock": "192.168.0.0/19",

"DefaultForAz": false,

"MapPubliclpOnLaunch": false,

"State™: "available",

"Subnetld": "subnet-0d491a1a798aa878d",

"Vpcld": "vpc-0b40bd7c59dbe4277",

"Ownerld": "606671647913",

"Assignlpv6AddressOnCreation": false,

"lpv6CidrBlockAssociationSet": [],

"SubnetArn": "arn:aws:ec2:eu-west-1:606671647913:subnet/subnet-

0d491a1a798aa878d",

"EnableDns64": false,

"Ipv6Native": false,

"PrivateDnsNameOptionsOnLaunch": {
"HostnameType": "ip-name”,
"EnableResourceNameDnsARecord": false,
"EnableResourceNameDnsAAAARecord": false

b. zone B
e

aws ec2 create-subnet \
--availability-zone "eu-west-1b" \
--vpc-id vpc-0b40bd7c59dbe4277 \
--cidr-block 192.168.32.0/19 \
--region eu-west-1

L

{
"Subnet": {

"AvailabilityZone": "eu-west-1b",

"AvailabilityZoneld": "euw1-az1",

"AvailablelpAddressCount": 8187,

"CidrBlock": "192.168.32.0/19",

"DefaultForAz": false,

"MapPubliclpOnLaunch": false,

"State": "available”,

"Subnetld": "subnet-057181b1e3728530e",

"Vpcld": "vpc-0b40bd7c59dbe4277",

"Ownerld": "606671647913",

"Assignlpv6AddressOnCreation": false,

"lpv6CidrBlockAssociationSet": [],

"SubnetArn": "arn:aws:ec2:eu-west-1:606671647913:subnet/subnet-

057181b1e3728530e",

"EnableDns64": false,

"Ipv6Native": false,

"PrivateDnsNameOptionsOnLaunch": {
"HostnameType": "ip-name”,
"EnableResourceNameDnsARecord": false,

14
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"EnableResourceNameDnsAAAARecord": false

3. 3REX Aurora VPC B&H3R ID

e

aws ec?2 describe-route-tables \
--filters Name=vpc-id,Values=vpc-0b40bd7c59dbe4277 \
--region eu-west-1

L

{

"RouteTables": [

{

"Associations": [
{
"Main": true,
"RouteTableAssociationld": "rtbassoc-02dfa06f4c7b4f99a",
"RouteTableld": "rtb-04a644ad3cd7de351",
"AssociationState": {
"State™: "associated"

}
}
1,
"PropagatingVgws": [],
"RouteTableld": "rtb-04a644ad3cd7de351",
"Routes": [
{
"DestinationCidrBlock": "192.168.0.0/16",
"Gatewayld": "local",
"Origin": "CreateRouteTable",
"State": "active"
}
1,
"Tags" [l
"Vpcld": "vpc-0b40bd7c59dbe4277",
"Ownerld": "606671647913"

4. XKBX Aurora VPC BEXRENTRHEXBNFMW

a. XA

e

aws ec2 associate-route-table \
--route-table-id rtb-04a644ad3cd7de351 \
--subnet-id subnet-0d491a1a798aa878d \
--region eu-west-1

15
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b. zone B
e

aws ec2 associate-route-table \
--route-table-id rtb-04a644ad3cd7de351 \
--subnet-id subnet-057181b1e3728530e \
--region eu-west-1

5. fiE Aurora FMZH

e

aws rds create-db-subnet-group \
--db-subnet-group-name keycloak-aurora-subnet-group \
--db-subnet-group-description "Aurora DB Subnet Group" \
--subnet-ids subnet-0d491a1a798aa878d subnet-057181b1e3728530¢e \
--region eu-west-1

6. AIE Aurora &£

e

aws ec2 create-security-group \
--group-name keycloak-aurora-security-group \
--description "Aurora DB Security Group" \
--vpc-id vpc-0b40bd7c59dbe4277 \
--region eu-west-1

L

{
"Groupld™ "sg-0d746cc8ad8d2e63b"

}

7. D& Aurora DB &E%

e

aws rds create-db-cluster \
--db-cluster-identifier keycloak-aurora \
--database-name keycloak \
--engine aurora-postgresql \
--engine-version ${properties["aurora-postgresql.version"]} \
--master-username keycloak \
--master-user-password secret99 \
--vpc-security-group-ids sg-0d746cc8ad8d2e63b \
--db-subnet-group-name keycloak-aurora-subnet-group \
--region eu-west-1

16
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1N 1% E e --master-username [ --master-user-password &, 7EECEZLIEH
BB Keycloak BURFEE LR, @4/1# A b4 1E ERIE,

"DBCluster": {

"AllocatedStorage": 1,
"AvailabilityZones": [
"eu-west-1b",
"eu-west-1c",
"eu-west-1a"
1,
"BackupRetentionPeriod": 1,
"DatabaseName": "keycloak",
"DBClusterldentifier": "keycloak-aurora”,
"DBClusterParameterGroup": "default.aurora-postgresqli5”,
"DBSubnetGroup": "keycloak-aurora-subnet-group”,
"Status": "creating"”,
"Endpoint": "keycloak-aurora.cluster-clhthfqeOh8p.eu-west-1.rds.amazonaws.com”,
"ReaderEndpoint": "keycloak-aurora.cluster-ro-clhthfqeOh8p.eu-west-

1.rds.amazonaws.com”,

"MultiAZ": false,
"Engine": "aurora-postgresql”,
"EngineVersion": "15.3",
"Port": 5432,
"MasterUsername": "keycloak",
"PreferredBackupWindow": "02:21-02:51",
"PreferredMaintenanceWindow": "fri:03:34-fri:04:04",
"ReadReplicaldentifiers": [1,
"DBClusterMembers": [],
"VpcSecurityGroups": [

{

"VpcSecurityGroupld": "sg-0d746cc8ad8d2e63b",
"Status": "active"

}
1,
"HostedZoneld": "Z29XKXDKYMONMX",
"StorageEncrypted": false,
"DbClusterResourceld": "cluster-IBWXUWQYM3MS5BH5577J6ZQU41",
"DBClusterArn": "arn:aws:rds:eu-west-1:606671647913:cluster:keycloak-aurora”,
"AssociatedRoles": [],
"IAMDatabaseAuthenticationEnabled": false,
"ClusterCreateTime": "2023-11-01T10:40:45.964000+00:00",
"EngineMode": "provisioned",
"DeletionProtection": false,
"HttpEndpointEnabled": false,
"CopyTagsToSnapshot": false,
"CrossAccountClone": false,
"DomainMemberships": [],
"TagList": [],
"AutoMinorVersionUpgrade": true,

17
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"NetworkType": "IPV4"

}
}

8. fl|E Aurora DB L4

a. BERX A Writer {5

e

aws rds create-db-instance \
--db-cluster-identifier keycloak-aurora \
--db-instance-identifier "keycloak-aurora-instance-1"\
--db-instance-class db.t4g.large \
--engine aurora-postgresql \
--region eu-west-1

b. fiJEZKX B Reader SE4l
ey

aws rds create-db-instance \
--db-cluster-identifier keycloak-aurora \
--db-instance-identifier "keycloak-aurora-instance-2" \
--db-instance-class db.t4g.large \
--engine aurora-postgresql \
--region eu-west-1

9. Z¥MA Writer #1 Reader LIt 24

e

aws rds wait db-instance-available --db-instance-identifier keycloak-aurora-instance-1 --
region eu-west-1
aws rds wait db-instance-available --db-instance-identifier keycloak-aurora-instance-2 --
region eu-west-1

10. Obtain the Writer fifi st URL f#t Keycloak &
R

aws rds describe-db-clusters \
--db-cluster-identifier keycloak-aurora \
--query 'DBClusters[*].Endpoint'\
--region eu-west-1\
--output text

L

[

"keycloak-aurora.cluster-clhthfqeOh8p.eu-west-1.rds.amazonaws.com"

]
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4.2.2. {HF ROSA &I N Fik %
T EE LB B Keycloak EBEBMIE N ROSA SR HUTIX LS IR,
1. ¥:3& Aurora VPC

e

aws ec2 describe-vpcs \
--filters "Name=tag:AuroraCluster,Values=keycloak-aurora" \
--query 'Vpcs[*].Vpcld'\
--region eu-west-1\
--output text

Fi -
I vpc-0b40bd7c59dbe4277

2. 1258 ROSA &£&f VPC
a. {#A ocE KE| ROSA &8
b. #:3%& ROSA VPC

e

NODE=$(oc get nodes --selector=node-role.kubernetes.io/worker -0
jsonpath='{.items[0].metadata.name}’)
aws ec2 describe-instances \

--filters "Name=private-dns-name,Values=${NODE}" \

--query 'Reservations[0].Instances[0].Vpcld' \

--region eu-west-1\

--output text

Fi
I vpc-0b721449398429559
3. BIE Peering %%
B

aws ec2 create-vpc-peering-connection \
~-vpc-id vpc-0b721449398429559 \@))
--peer-vpc-id vpc-0b40bd7c59dbed277 \g
--peer-region eu-west-1\

--region eu-west-1

Q ROSA &8¢ VPC

9 Aurora VPC

L
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{

"VpcPeeringConnection™: {
"AccepterVpcinfo": {
"Ownerld": "606671647913",
"Vpcld": "vpc-0b40bd7c59dbed 277",
"Region": "eu-west-1"
b
"ExpirationTime": "2023-11-08T13:26:30+00:00",
"RequesterVpcinfo": {
"CidrBlock": "10.0.17.0/24",
"CidrBlockSet": [

{
"CidrBlock": "10.0.17.0/24"

}
],

"Ownerld": "606671647913",
"PeeringOptions": {
"AllowDnsResolutionFromRemoteVpc": false,
"AllowEgressFromLocalClassicLinkToRemoteVpc": false,
"AllowEgressFromLocalVpcToRemoteClassicLink": false
b
"Vpcld": "vpc-0b721449398429559",
"Region": "eu-west-1"
b
"Status": {
"Code": "initiating-request”,
"Message": "Initiating Request to 606671647913"
b
"Tags" []
"VpcPeeringConnectionld": "pcx-0cb23d66dea3dcadf”

4. FEF#F Peering I EFE

e

aws ec2 wait vpc-peering-connection-exists --vpc-peering-connection-ids pcx-
0cb23d66deal3dcadf

aws ec2 accept-vpc-peering-connection \
--vpc-peering-connection-id pcx-0cb23d66dea3dca9df \
--region eu-west-1

L

{

"VpcPeeringConnection™: {
"AccepterVpcinfo": {
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"CidrBlock": "192.168.0.0/16",
"CidrBlockSet": [

{
"CidrBlock": "192.168.0.0/16"

}
],

"Ownerld": "606671647913",
"PeeringOptions": {
"AllowDnsResolutionFromRemoteVpc": false,
"AllowEgressFromLocalClassicLinkToRemoteVpc": false,
"AllowEgressFromLocalVpcToRemoteClassicLink": false
b
"Vpcld": "vpc-0b40bd7c59dbe4277",
"Region": "eu-west-1"
b
"RequesterVpcinfo": {
"CidrBlock": "10.0.17.0/24",
"CidrBlockSet": [

{
"CidrBlock": "10.0.17.0/24"

}
],

"Ownerld": "606671647913",
"PeeringOptions": {
"AllowDnsResolutionFromRemoteVpc": false,
"AllowEgressFromLocalClassicLinkToRemoteVpc": false,
"AllowEgressFromLocalVpcToRemoteClassicLink": false
b
"Vpcld": "vpc-0b721449398429559",
"Region": "eu-west-1"
2
"Status": {
"Code": "provisioning",
"Message": "Provisioning"
b
"Tags™ [,
"VpcPeeringConnectionld": "pcx-0cb23d66dea3dcadf”

. B# ROSA %£2f VPC I&H
ey

ROSA_PUBLIC_ROUTE_TABLE_ID=$(aws ec2 describe-route-tables \
--filters "Name=vpc-id,Values=vpc-0b721449398429559"
"Name=association.main,Values=true" \0
--query "RouteTables[*].RouteTableld" \
--output text \
--region eu-west-1
)
aws ec2 create-route \
--route-table-id ${ROSA_PUBLIC_ROUTE_TABLE_ID}\
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--destination-cidr-block 192.168.0.0/16 \g
--vpc-peering-connection-id pcx-0cb23d66dea3dcadf \
--region eu-west-1

Q ROSA 8% VPC
9 X503 Aurora VPC B {E M cidr-block 18F

7. BT Aurora 224
ey

AURORA_SECURITY_GROUP_ID=$(aws ec2 describe-security-groups \
--filters "Name=group-name,Values=keycloak-aurora-security-group" \
--query "SecurityGroups[*].Groupld" \

--region eu-west-1\
--output text

)

aws ec2 authorize-security-group-ingress \
--group-id ${AURORA_SECURITY_GROUP_ID} \
--protocol tcp \

--port 5432\
—-cidr 10.0.17.0/24 \@)
--region eu-west-1

ﬂ ROSA &2¥H "machine_cidr"

L

{

"Return": true,
"SecurityGroupRules": [
{

"SecurityGroupRuleld": "sgr-0785d2f04b9cec3f5",
"Groupld™ "sg-0d746cc8ad8d2e63b",
"GroupOwnerld": "606671647913",
"IsEgress™ false,
"IpProtocol": "tcp",
"FromPort": 5432,
"ToPort": 5432,
"Cidrlpv4": "10.0.17.0/24"

4.3. BEERE

JETE ROSA 5£8%#0 Aurora DB ££8% 2 ] /] LUE BB & 7] HL 7R 2 7E Openshift 5£8% L& Z psql, H=
HIEREE writer I,

AR e 1E default 9 Z2[A| O pod, FHEREERIIENR T 5 Aurora REFEII psql :£#, B pod
shell /&, pod &R,
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USER=keycloak @)
PASSWORD=secret99 @)
DATABASE=keycloak €)

HOST=$(aws rds describe-db-clusters \
--db-cluster-identifier keycloak-aurora \ﬂ
--query 'DBClusters[*].Endpoint'\

--region eu-west-1\
--output text

)
oc run -i --tty --rm debug --image=postgres:15 --restart=Never -- psq|
postgresql://${USER}:${PASSWORD}@${HOST}/${DATABASE}

Aurora DB BB/, XA gE5 0% DB I {E A --master-username 8@,
Aurora DB A %15, XAAES 6E DB K {# F M --master-user-password 8,
Aurora DB H9£ %R, %0 --database-name,

Aurora DB &8£I &L R,

0009

4.4, FRELTIEFI 2R KEYCLOAK

WTE, Aurora BIEZECEIIHIEETIFTE ROSA £, T—% Z2HE Keycloak FIZLIEME Keycloak,
ERE W HLIIEM R Keycloak Operator # Keycloak Operator 77, HJ¥ JDBC url Bt & ~1# A Aurora
BIRES R R AT, ZEMEX—R, FERAUTHEZAZE— Keycloak CR :

1. ¥ spec.db.url B jdbc:aws-wrapper:postgresql://$HOST:5432/keycloak, Hm $HOST
& Aurora writer ifis URL o

2. Ha{% spec.db.usernameSecret #1 spec.db.passwordSecret 5| FHH Secret @& fll# Aurora if
E B A ME,
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2 5 2 {1/ RED HAT BUILD OF KEYCLOAK OPERATOR ZRZ4T
1SR KEYCLOAK FOR HA

AIEEHHE T Kubernetes ISR LB B Keycloak ERiE, XLEERE#MIK, FMIEA Pod KNIk
EQ

XEVRAERES SISF AT EDN - KEE —ERrmtrE—EER. SRR WX - feHEE
T bR E iR —EEA,

5.1. e R &4

o IE7EiZ1THY OpenShift 8k Kubernetes &8%,

e {FF Red Hat build of Keycloak Operator 7 fR£LIEI R Keycloak ERBHIEARLLIEIER
Keycloak 2B&,

5.2. fif2
. EA BERBEDBHORD, LUVHE CPUMAEFETR X/ &EY,
2. RELINENIEB Keycloak Operator, # ZL1EJ#H) Keycloak Operator %24 Z 77 ARk,
3. 107 2ANTRHKX—ZHM Deploy AWS Aurora Ak, ERZE Aurora AWS,
4. FIEREE XLIME Keycloak BRIIEE, 1ZE& H51FAT Amazon Aurora PostgreSQL #iE 7,
5. HAES—SHITENFIRIGEKMRE, FERAUTEERELLE Keycloak CR :

apiVersion: k8s.keycloak.org/v2alphat
kind: Keycloak
metadata:
labels:
app: keycloak
name: keycloak
namespace: keycloak
spec:
hostname:
hostname: <KEYCLOAK_URL_HERE>
resources:
requests:
cpu: "2"
memory: "1250M"
limits:
cpu: "6"
memory: "2250M"
db:
vendor: postgres
url: jdbc:aws-wrapper:postgresql://<AWS_AURORA_URL_HERE>:5432/keycloak
poolMinSize: 30
poollnitialSize: 30
poolMaxSize: 30
usernameSecret:
name: keycloak-db-secret
key: username
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http://localhost:5000/keycloak-antora/guide-operator/basic-deployment
http://localhost:5000/keycloak-antora/guide-operator/installation
{links_server_db_url}#preparing-keycloak-for-amazon-aurora-postgresql

% 53 {§if] RED HAT BUILD OF KEYCLOAK OPERATOR HE4 ig9EM KEYCLOAK FOR H/

passwordSecret:
name: keycloak-db-secret
key: password
image: <KEYCLOAK_IMAGE_HERE> g
startOptimized: false 6
features:
enabled:
- multi-site ﬂ
transaction:
xaEnabled: false 6
additionalOptions:
- name: http-max-queued-requests
value: "1000"
- name: log-console-output
value: json
- name: metrics-enabled G
value: 'true'
- name: http-pool-max-threads ﬂ
value: "66"
- name: db-driver
value: software.amazon.jdbc.Driver
http:
tisSecret: keycloak-tls-secret
instances: 3

ﬂ R initial. max 1 min KNV HER, URFEIEENRRLZE. HEXINEF
LU RIEBIRGIF R, BTLIEMER Keycloak BRAR TR, KEHBIHKEBTS REE
[, BXDBERALUB NILENERRS 8. FHESHRRER SRS J1,

wEEEEXﬁmEF@JEE’\J Keycloak Hifkf) URL, SNRMEHIFEGEZLTMAL, HF
startOptimized 7&K E true,

NZihRT RS AEMINEE, 40 loadbalancer probe /Ib-check,
Amazon Web Services JDBC WENFEF A ZHF XA £,
BREWAMHETHRY:, HEBENRR. XBNRERE, BINEE Keycloak i By

ERZLMEF R ARIRME, HLLEIURIN— N EsR, UUEABTEEAmSR. FRLIENERN
Keycloak Z BTHI R A EE Rt 85X L8 URL,

O o000

RER JGroup A2tV B R A 200 M&FR, StatefulSet RATAZLIEIIER
Keycloak ZEF2 BIE RN B1T JGroup &F2HEE, LUESR JGroup ZLIBMHER, XAIRERHE
YTHEFIER Keycloak 1 RKANE, f&eJLAE EH —F RHEIZIIEFIEM Keycloak Z&2HE, AN
IBEIE KRB CPU [RHIE, Kubernetes HRSBENHALEKRET R, 1HHESHEERER
IR,

5.3. Wi ERE
ILZLIEFI B Keycloak BB B R4,

oc wait --for=condition=Ready keycloaks.k8s.keycloak.org/keycloak
oc wait --for=condition=RollingUpdate=False keycloaks.k8s.keycloak.org/keycloak
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5.4. 8% : LOAD SHEDDING
TR A, R R,
fF AR KHEBA B http &K Nt

spec:
additionalOptions:
- name: http-max-queued-requests
value: "1000"

ﬁﬁﬁ#ﬁﬁfﬁ*% J.E T HTTP 503 *E{/\o lz'é |%L%%<EEE%Q£*EE/‘@: E’]ﬁ/u\o

5.5. 113k : 2SS

L 7E OpenShift EiZ21TLA K H Red Hat build of Keycloak Operator $12#t#92k1A passthrough Ingress *&E
B, HAProxy RS89 1 a8 2@ iR IR |P ol fF ARG ME SRR SEEIM, TE24T FUEistAT,

1£ HAProxy BIEIE — N RARERR, Eolgef BRI E LU R RN IIEHERM Keycloak Pod J:T%
KRB IE K,

LB R Keycloak BE L FTIRA spec TR THIINECE, LAZAMMERIE,

spec:
ingress:

enabled: true

annotations:
# When running load tests, disable sticky sessions on the OpenShift HAProxy router
# to avoid receiving all requests on a single Red Hat build of Keycloak Pod.
haproxy.router.openshift.io/balance: roundrobin
haproxy.router.openshift.io/disable_cookies: 'true'
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%5 6 %= {1 [ DATA GRID OPERATOR 3}y HA Z8Z DATA GRIC

% 6 = (i DATA GRID OPERATOR /J HA 32 DATA GRID

AEMM T ESER (BihR) $EE Data Grid FREMS R, NTHERN, AFHEARKERE, &
YFAINEIIEE Keycloak 54488 Data Grid —#2{# .

AEBREMN RN Site-A F1 Site-B #J OpenShift &RE%,

XE— MR, BEESh BT 0 - o SEEZ T HMES., METHEER, 550N ZIhAEE E
_JI_%‘O

6.1. 2844

XNRERET BRI REMEEENMN N bR RS EH Data Grid &8, —DXMIERHROITER—
™ AWS KRR AN A X,

T EEHEN, L08R Keycloak. loadbalancer #1 (8 /% 2 M T K il B4,
Primary site ﬂ

(active)

Kubernetes Cluster

« POd »

Fy oYY |
I ald Jvl'ivu

6.2. JoRF M
o IE7EiZ1THY OpenShift 8k Kubernetes &&%

e T fi# Data Grid Operator

6.3. 2
1. &% Data Grid Operator
2. EEEZHRLAVIF] Data Grid 5£&,

LTI EEM Keycloak BE I EILF 865 Data Grid £EEIHITH ML, LU identity.yaml 3244
f#F admin A PRIZE A - AN HL

credentials:

- username: developer
password: strong-password
roles:

- admin

identity.yaml AT LL7E secret R ENATZ— :
e {E}y Kubernetes %R :

EiF Secret
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apiVersion: vi
kind: Secret
type: Opaque
metadata:
name: connect-secret
namespace: keycloak
data:
identities.yaml:
Y3JIZGVudGIhbHM6CiAgLSB1c2VybmFtZTogZGV2ZWxvcGVyCiAglICBwYXNzd29yZDog
c3Ryb25nLXBhc3N3b3JkCiAgICByb2xlczoKICAgICAgLSBhZG1pbgo= ﬂ

ﬂ £ base64 JRiYH] identity .yaml,

o M CLI
I oc create secret generic connect-secret --from-file=identities.yaml

METHRELIFMER, HSM BESF BRI
. https://access.redhat.com/documentation/zh-cn/red_hat_data_grid/8.4/html-
single/data_grid_operator_guide/index#configuring-authentication

XL AITEM A OpenShift 8% EH4T,
3. AIB— RS,
EEBRBILEEETERSI, Data Grid Operator {F B EMILRI R EMEE B, Fi8
D& A b Data Grid ££28%,
METRELIFHER, HSHEEBIL AR .

a. REBINTFFR, /8 service-account-token secret ZKE! : P4 OpenShift SEEEFRER AT LUE
FAEREM YAML X4,

xsite-sa-secret-token.yaml

apiVersion: vi
kind: Secret
metadata:
name: ispn-xsite-sa-token ﬂ
annotations:
kubernetes.io/service-account.name: "xsite-sa"
type: kubernetes.io/service-account-token

@ =maih.
@ EBHIkF B,

b. GIERARSS MK 7 FHIEMN D OpenShift &4 R A5 hE,
1 Site-Arh il B AR 551K

oc create sa -n keycloak xsite-sa
oc policy add-role-to-user view -n keycloak -z xsite-sa
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oc create -f xsite-sa-secret-token.yaml|
oc get secrets ispn-xsite-sa-token -0 jsonpath="{.data.token}" | base64 -d > Site-A-
token.txt

1 Site-Brh il AR 551K

oc create sa -n keycloak xsite-sa

oc policy add-role-to-user view -n keycloak -z xsite-sa

oc create -f xsite-sa-secret-token.yaml|

oc get secrets ispn-xsite-sa-token -0 jsonpath="{.data.token}" | base64 -d > Site-B-
token.txt

c. T4 2HSHEM Site-A ZBEZ| Site-B, REAZE :

#F Site-B RhEEEE R Site-A

oc create secret generic -n keycloak xsite-token-secret \
--from-literal=token="$(cat Site-B-token.ixt)"

#1 Site-A DIEEEER! Site-B

oc create secret generic -n keycloak xsite-token-secret \
--from-literal=token="$(cat Site-A-token.ixt)"

4. ¥ TLS secret
EAZ R, Data Grid {#/ OpenShift BH A TEM REE., EFERA TLSH SN B REER
F|IERAE Pod, WX —BHE, JGroups [ TLS EEF, XBEE—NESEEHIEPHNRART
i Truststore,
MEBRLER, BB T2FELSIEE X Z0IEF A NGB,

7 OpenShift Secret A1 E{% Keystore # Truststore, secret @&XHNAE. HRIECHEH, UL
RAFHERRE, QIBIEPMEHERHEREH T A EBISEE.

ENBHEME LS Secret, EFBUTHS :
HREBHEM

oc -n keycloak create secret generic xsite-keystore-secret \
--from-file=keystore.p12="./certs/keystore.p12" \
--from-literal=password=secret \ 9
--from-literal=type=pkcs12 6

ﬂ XA MMEAFERBRER.
@ ATUEREikED,
9 Keystore 2KH,

I Truststore #FH— Secret £1%, HEHAUTHS :

82 Truststore
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oc -n keycloak create secret generic xsite-truststore-secret \
--from-file=truststore.p12="./certs/truststore.p12" \ 0
--from-literal=password=caSecret \
--from-literal=type=pkcs12 6

X H4&F0 Truststore FIERER,
1j1A] Truststore FIBRHL,

Truststore 2R84,

909

BEAFHERN Truststore MTEM 4> OpenShift &8 L%,

5. N/EHM T Cross-Site #) Data Grid G| &EEF
WERh R XERE®ETAEXNAEEAELR (2FamELS %) QIEMNEE Data Grid S£EEHIFT
BEE.

AERRHT —PEXNTA, BERMITENSERPLENEIE. S TLS

Keystore/Truststore,

Site-AH] Infinispan CR

apiVersion: infinispan.org/v1
kind: Infinispan
metadata:
name: infinispan 0
namespace: keycloak
annotations:
infinispan.org/monitoring: 'true’ g
spec:
replicas: 3
security:
endpointSecretName: connect-secret 6
service:
type: DataGrid
sites:
local:
name: site-a ﬂ
expose:
type: Route 9
maxRelayNodes: 128
encryption:
transportKeyStore:
secretName: xsite-keystore-secret G
alias: xsite
filename: keystore.p12 6
routerKeyStore:
secretName: xsite-keystore-secret Q
alias: xsite
filename: keystore.p12 m
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https://access.redhat.com/documentation/zh-cn/red_hat_data_grid/8.4/html-single/data_grid_operator_guide/index#setting-up-xsite
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trustStore:
secretName: xsite-truststore-secret @
filename: truststore.p12 @

locations:
- name: site-b @

clusterName: infinispan

namespace: keycloak @

url: openshift://api.site-b @

secretName: xsite-token-secret m

S22

FVF Prometheus I E5EEE,
MREABELFIE, HELLERE secret B,
A R EFR, AfFIdy Site-A,

0009

{8 A OpenShift B2 FF B ik sUE .
w_t—ffqﬂiﬁéﬁ’ﬂ Keystore By secret £ R,
eystore AIEFBIF| £,

3

W—@:EFEXEI’\J Keystore B9 secret Z¥H(filename),

A

E—%dE YK Truststore B secret &5,
=%

$HHE Y H Keystore B Truststore ¥ (filename),

N

EARUE RBY B, KB Site-B.
L2 U5 R Data Grid S£E¥8I6R B 22 (A,

LR s B OpenShift API URL,

OO0

BRI R T B0 %IER secret,

%I F Site-B, Infinispan CR XEUFULAR, FEER 4. 1H 13,

Site-BM Infinispan CR

apiVersion: infinispan.org/v1
kind: Infinispan
metadata:
name: infinispan 0
namespace: keycloak
annotations:
infinispan.org/monitoring: 'true’ g
spec:
replicas: 3
security:
endpointSecretName: connect-secret 6
service:
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type: DataGrid
sites:
local:
name: site-b ﬂ
expose:
type: Route 6
maxRelayNodes: 128
encryption:
transportKeyStore:
secretName: xsite-keystore-secret G
alias: xsite
filename: keystore.p12 9
routerKeyStore:
secretName: xsite-keystore-secret Q
alias: xsite
filename: keystore.p12 m
trustStore:
secretName: xsite-truststore-secret @
filename: truststore.p12 @
locations:
- name: site-a @
clusterName: infinispan
namespace: keycloak @
url: openshift:/api.site-a @
secretName: xsite-token-secret m

6. NLIEFIER Keycloak G|,
YTIEMIEEMY Keycloak BEGFEUTRE 1 &
1% actionTokens,authenticationSessions offlineSessions clientSessions,offlineClientSessi
ons loginFailures, #1 work,

Data Grid Cache CR Ffo1F7E Data Grid EBEHFEEBERF, FENEINEREFERB R, 1 Biis
XHILR, XHEBEEXAEMFANETMNELZ IFMHER., UWTRAIERT Site-A B Cache
CR.

Site-ARHI1E

apiVersion: infinispan.org/v2alphai
kind: Cache
metadata:
name: sessions
namespace: keycloak
spec:
clusterName: infinispan
name: sessions
template: |-
distributedCache:
mode: "SYNC"
owners: "2"
statistics: "true"
remoteTimeout: 14000
stateTransfer:
chunkSize: 16
backups:
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mergePolicy: ALWAYS_REMOVE ﬂ
site-b:
backup:
strategy: "SYNC" 6
timeout: 13000
stateTransfer:
chunkSize: 16

UEAEEEHZER, ARBLREHRE, BEeXBENEE S
ifi. authenticationSessions. offlineSessions. clientSessions #

offlineClientSessions, Ef S WA M EZEFXEE,

QO iz AT

OO B, AFIH Y SYNC,

%fF Site-B, &% CREMTFH 2 =,

Site-BHRHI1H

apiVersion: infinispan.org/v2alphai
kind: Cache
metadata:
name: sessions
namespace: keycloak
spec:
clusterName: infinispan
name: sessions
template: |-
distributedCache:
mode: "SYNC"
owners: "2"
statistics: "true"
remoteTimeout: 14000
stateTransfer:
chunkSize: 16
backups:
mergePolicy: ALWAYS_REMOVE ﬂ
site-a:
backup:
strategy: "SYNC" 6
timeout: 13000
stateTransfer:
chunkSize: 16

6.4. 3 uFERE
Mk Data Grid £EB¥ 2, FH OpenShift & [FEIL T BBt it

24 Data Grid £EHE R

I oc wait --for condition=WellFormed --timeout=300s infinispans.infinispan.org -n keycloak infinispan
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Z54% Data Grid FSuh BT

I oc wait --for condition=CrossSiteViewFormed --timeout=300s infinispans.infinispan.org -n keycloak
infinispan

6.5. G514 1

EREFi21T Data Grid |5, {#H Connect Red Hat build of Keycloak with an external Data Grid ZE R
H IS IEFI BB Keycloak 8% 5 Data Grid 5285,
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B 7 = IS IEMEM KEYCLOAK 5S4\ SR EUE M4 14 12

AEFEIR T Kubernetes ELTIEMERR Keycloak M@ EIRMIGELE.

7.1, ZBf)

XRYFLIIEHEER Keycloak 5 Data Grid JE#FE A HE TLS 1.3 (RI7H TCP #£#., BEALIEHERN
Keycloak BI{E fEFZ RS IE Data Grid BIAR S5 2/IE . E NLLIEFIER Keycloak RIELL TR A
FAH Operator £ OpenShift £E8E, FrLL Operator B4 service-ca.crt RINEIFHF 4 Data Grid BIARSS
FIEPERNEEFME D, EERMIMNEF, FYEMUEBRMBIZIIEITER Keycloak BEEFEEF,

7.2. TR E

e f{#F Red Hat build of Keycloak Operator ZRELLIEFIEH] Keycloak for HA , R AEFHRET B,

e f{#FH Data Grid Operator ERE T HA BIEIREME,

7.3. %
1. ERAF LB Secret LUEEEE|4E Data Grid ZBE -

apiVersion: vi
kind: Secret
metadata:
name: remote-store-secret
namespace: keycloak
type: Opaque
data:
username: ZGV2ZWxvcGVy # base64 encoding for 'developer’
password: c2VjdXJIX3Bhc3N3b3Jk # base64 encoding for 'secure_password’

2. f#F additionalOptions § BZLIEHIEH Keycloak BE X HIR, TR,

LUFrrEARE. TRMBUBEREBARSMUT CREKS, ENENIETE Red Hat
build of Keycloak Operator FERELLIEHIEER Keycloak for HA, B F X Le
BEERFEARLE,

apiVersion: k8s.keycloak.org/v2alphat
kind: Keycloak
metadata:
labels:
app: keycloak
name: keycloak
namespace: keycloak
spec:
additionalOptions:
- name: cache-remote-host ﬂ
value: "infinispan.keycloak.svc
- name: cache-remote-port
value: "11222"
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- name: cache-remote-username 6
secret:
name: remote-store-secret
key: username
- name: cache-remote-password ﬂ
secret:
name: remote-store-secret
key: password
- name: spi-connections-infinispan-quarkus-site-name 9
value: keycloak

wi*% Data Grid &I EN A,

@@ 7= Data Grid £EHIHO, SXRATIEH, BRI 11222,

Wﬁ Data Grid i & EIEM Secret B FRH BEH,

Q 7  Data Grid B EUER Secret ZFRH FBH.

a spi-connections-infinispan-quarkus-site-name 2 7£{# L2 F B LI B B2 Y
Keycloak B EHIEE Data Grid ihm &R, It site-name {5 Infinispan ZEFHEX, FRE
5 A& Data Grid EREHREAE LR, MNREEEDCIKEH ML R Keycloak E A

AN UhR, MNfER Data Grid Operator 88& AT HA # Data Grid, N8N KRPHIERE
LI E,

7.4. xR %10

value

36

cache-remote-host
IR EME ERIETEAR 52 EN B,

CEHET XML X415 EWEE R remote-server 7158 host Bt (155174
cache-config-file 1 £71) ., MRIEE T 125, NIFZE cache-remote-
username 7l cache-remote-password, B XML X{#rR#EXEERNE
£,

CLI: --cache-remote-host
Env: KC_CACHE_REMOTE_HOST

cache-remote-password
TR S5 BN IR AT B AR IR UER B Y

eEHLRT XML XHiEENE B digest 17251 password Bt ((ES 1
cache-config-file it71) , MMRIEE T 17, NFHZ cache-remote-host I
cache-remote-username, 3EH XML X#ABHEXEE RN FE.

CLI: --cache-remote-password
Env:KC_CACHE_REMOTE_PASSWORD
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value

cache-remote-port 11222 (EiA)
2RSS ER A T iE F R B m O,

CEHET XML X415 EME B/ remote-server T port B (15517
cache-config-file %) .

CLI: --cache-remote-port
Env: KC_CACHE_REMOTE_PORT

cache-remote-username

R F R FRAR 55 28 S TIERI A P &,

CEHEIT XML X4HiEENE B digest i1%5# username B (1557
cache-config-file it71) , IMRIEE T 117, NFZ cache-remote-host I

cache-remote-password, 3 H XML X4 FHIHEXRELE RN FE,

CLI: --cache-remote-username
Env: KC_CACHE_REMOTE_USERNAME
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2 8 = TR= AWS ROUTE 53 LOADBALANCER

A EHifk T 2 Multi-AZ Red Hat build of Keycloak 8850 X 5/# X BECEE T DNS B FEtI TS
RS HR, XEHBAEES MStRTEL - HEE —ZERfmbhiEE —RBER, SHEBHTE E - %
HHEREE T h Ry Efth iy i B —2 A,

AE
FA TR L K sk B R/ N IREM TR G, UREINLRENRIFEEMERE, BINAE
ZERBPENIMEUREAHPARITENR D R ESEIITHE,
8.1. 2814
FrELIIEH M Keycloak & /18 K& Route53 if B DNS LR H, Route53 #EH A,
DRI EFImE RET A ERRNBEHE LR, NEEETAXKLIEIEMN Keycloak ERE KM
iR B 10 LB,
MRFIH=KW, DNS BRHFELRIEh. REFIHHNNE, FBUEEE—LHMHE, BAE
AFEFIRNEE. FRABIEEN, —LHEBRMMENMEAIsETEEST DNS ZEM TTL, XARERFH
B P B B F U s A IE KA A,

I 8.1. AWS Global Accelerator Failover

-
|

EEMED ROSA EB EAFFHA Openshift BH, HB— M EREFEA Route53 DNS &AFRRARS & FimiF
3K, 1 Route53 S =/ Route FIEIELTIEHIEEM Keycloak SEEFHIERIRE.,

8.2. FLRFM

o IRELIIEMIEEM Keycloak, MWIFE AWS —/NXIEIH A~ AWS =] A X 12 A {52 FR £ LB FA 2 Y
Keycloak Operator #£ Red Hat build of Keycloak Operator L&,

o AT EWHNEFiRERNHENSE,

8.3. ;it%

. EREFLEMALIEMERM Keycloak & Fin B iE MR A 02— Route53 Hosted Zone,
ILR"TEERXE D", RNEESHEPFREXD ID,

2. IRREEA ROSA £EEXELM "Hosted zone ID" #1 DNS &5,
%TF Primary #1 Backup 8%, EHUTUTHE :

a. &RE ROSA &8,

38


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/CreatingHostedZone.html

&5 83 TRZE AWS ROUTE 53 LOADBALANCER

b. #3&2# LoadBalancer Hosted Zone ID 1 DNS F#14

e

HOSTNAME=$(oc -n openshift-ingress get svc router-default \

-0 jsonpath="{.status.loadBalancer.ingress[].hostname}'

)

aws elbv2 describe-load-balancers \

--query "LoadBalancers[?DNSName=='${HOSTNAME}'].
{CanonicalHostedZoneld:CanonicalHostedZoneld,DNSName:DNSName}" \
--region eu-west-1 \0

--output json

Q FEERH ROSA £ AWS K15

L

[

{
"CanonicalHostedZoneld": "Z2IFOLAFXWLO4F",

"DNSName": "ad62c8d2fcffa4dd54aec7ffff902c925-61f5d3e1cbdc5d42.elb.eu-west-
1.amazonaws.com"
!
]

k

-

21T OpenShift 4.13 R B R AR AR ROSA £ LRI /7 #19Mds, WA
ENAREENEMEE S, [ aws elb describe-load-balancers f S LR E
N EINF RS,

3. O Route53 R &

e

function createHealthCheck() {
# Creating a hash of the caller reference to allow for names longer than 64 characters
REF=($(echo $1 | shalsum))
aws route53 create-health-check \
--caller-reference "$REF" \
--query "HealthCheck.Ild" \
--no-cli-pager \
--output text \
--health-check-config '
{
"Type": "HTTPS",
"ResourcePath": "/Ib-check”,
"FullyQualifiedDomainName": "'$1",
"Port": 443,
"Requestinterval™: 30,
"FailureThreshold": 1,
"EnableSNI": true
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40

}
CLIENT_DOMAIN="client.keycloak-benchmark.com" 3

PRIMARY_DOMAIN="primary.${CLIENT_DOMAIN}"
BACKUP_DOMAIN="backup.${CLIENT_DOMAIN}" 6
createHealthCheck ${PRIMARY_DOMAIN}
createHealthCheck ${BACKUP_DOMAIN}

LTHBHIERE Keycloak % P SR TEREEI AN, 1X51% 2 P8 F B Hosted Zone MBI T 15
KT 4,

AT XL TBRERNBF1
AT &MREPHNRERNNFE

L

233e180f-1023-45a3-954e-415303f21eab )
799e2cbb-43ae-4848-9b72-0d917304912 @)

@ =mEmrzEmD

9 Backup Health 122 # ID

4. fI]# Route53 1l KEE

e

HOSTED_ZONE_ID="709084361B6LKQQRCVBEY" ﬂ
PRIMARY_LB _HOSTED_ZONE_ID="Z2IFOLAFXWLO4F"
PRIMARY_LB_DNS=ad62c8d2fcffadd54aec7{fff902c925-61f5d3e1cbdc5d42.elb.eu-west-
1.amazonaws.com
PRIMARY_HEALTH_ID=233e180f-f023-45a3-954e-415303f21eab
BACKUP_LB_HOSTED_ZONE_ID="Z2IFOLAFXWLO4F"
BACKUP_LB_DNS=a184a0e02a5d44a9194e517c12c2b0ec-1203036292.elb.eu-west-
1.amazonaws.com
BACKUP_HEALTH_ID=799e2cbb-43ae-4848-9b72-0d9173f04912
aws route53 change-resource-record-sets \
--hosted-zone-id Z09084361B6LKQQRCVBEY \
--query "Changelnfo.ld" \
--output text \
--change-batch '
{
"Comment": "Creating Record Set for '${CLIENT_DOMAIN}",
"Changes": [{
"Action": "CREATE",
"ResourceRecordSet": {
"Name": "${PRIMARY_DOMAIN}",
"Type": "A",
"AliasTarget": {
"HostedZoneld": "${PRIMARY_LB_HOSTED_ZONE_ID}",
"DNSName": "${PRIMARY_LB_DNS}",
"EvaluateTargetHealth": true
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}

b A
"Action": "CREATE",

"ResourceRecordSet": {
"Name": "${BACKUP_DOMAIN}",
"Type": "A",
"AliasTarget": {
"HostedZoneld": "${BACKUP_LB_HOSTED_ZONE_ID}",
"DNSName": "${BACKUP_LB_DNS}",
"EvaluateTargetHealth": true

}
}

b A
"Action": "CREATE",

"ResourceRecordSet": {
"Name": "${CLIENT_DOMAIN}",
"Type": "A",
"Setldentifier": "client-failover-primary-'${SUBDOMAIN}",
"Failover": "PRIMARY",
"HealthCheckld": "${PRIMARY_HEALTH_ID}",
"AliasTarget": {
"HostedZoneld": "${HOSTED_ZONE_ID}",
"DNSName": "${PRIMARY_DOMAIN}",
"EvaluateTargetHealth": true

}
}

b A
"Action": "CREATE",

"ResourceRecordSet": {
"Name": "${CLIENT_DOMAIN}",
"Type": "A",
"Setldentifier": "client-failover-backup-'${SUBDOMAIN}",
"Failover": "SECONDARY",
"HealthCheckld": "${BACKUP_HEALTH_ID}",
"AliasTarget": {
"HostedZoneld": "${HOSTED_ ZONE_ID}",
"DNSName": "${BACKUP_DOMAIN}",
"EvaluateTargetHealth": true

ﬂ ZAIB M Hosted XHY ID

L
I /change/C053410633T95FRIWN3YI

5. Z%F Route53 0BT

e

41



Red Hat build of Keycloak 24.0 &l Ftti5H

I aws route53 wait resource-record-sets-changed --id /change/C053410633T95FROWNS3YI

6. BT ORLIIEIER Keycloak ERE
%TF Primary #1 Backup 8%, HHUTUTHE :

a. B3xE| ROSA &8

b. Hafk Keycloak CR ELLTFEE

apiVersion: k8s.keycloak.org/v2alphat
kind: Keycloak
metadata:
name: keycloak
spec:
hostname:
hostname: ${CLIENT_DOMAIN} ﬂ

@ FTEERIBER Keycloak ByHE i

ARG KL L IEE TIE, 5% ELIIEMERM Keycloak CR, LAIEERE F imiFi7In] 2118
Keycloak SEBIBEN B, LENZHTR Route53 EZEHEAA $CLIENT _DOMAIN,

c. BIRfEmRiE RS

e

cat <<EOF | oc apply -n SNAMESPACE -f - @)
apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: aws-health-route
spec:
host: $DOMAIN @)
port:
targetPort: https
tls:
insecureEdgeTerminationPolicy: Redirect
termination: passthrough
to:
kind: Service
name: keycloak-service
weight: 100
wildcardPolicy: None

EOF

Q $NAMESPACE /1% & 21 18F9 2 H Keycloak EPEH#y 4 22 8]

1152 U BEEBE S B2 Backup 522, 1 $DOMAIN /1% PRIMARY_DOMAIN =5
BACKUP_DOMAIN,

8.4. ik
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SRR A ] 5725 ALY CLIENT_DOMAIN, 3 &R EIZLIEHEM Keycloak 414,

BRSPS B R LLE S TR, i5Z 53 Primary 5£8%, 349 Keycloak EREBMZLIEHET BEISD
Pod, I"BRSFHERRIEKRIL, Route53 RIZFFIATREM HEI 0 REEPBIZIIE Keycloak Pod,
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39 E MEHRBI AR

FEWR T EREFMEME[QUIUIREOREG RS, 0 ERR E5h-shEE ey EE AT,

9.1. {aIif {5 FE 45 %
MEIL SRR BEIR B =, f$RYE loadbalancer AEZERIGE B 51T,

BFUEREKRT Data Grid WAL (FRILES) B, FTEFHLSTIETUBRGERERTRE Tk
=, WS PREEE R BT,

EENTRXEFSRAR L BNERE F LR, HRIRI TATRECE loadbalancer, LABALEE 314 45X
B,

N F RSB R R, THRIR CHLEDR 2L R E T AR UERE I TIRF,

BXRTANRFEFSE, HEH SUREE BT,

9.2. g
BB TS HEFo) 0 HIMELE,

9.2.1. Route53

Z5 i Route53 FEIRIMC HAKARAT A, HEHIEEHELR, £ AWS IR E LR FEN
B ER (R B/ K AT )
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5610 ZE YHE| " Juh =
EIEBRETIY - HIENBES R T3 - W Ehi BRGNS, XA RERM ISR ERE
B,
10.1. {aIBsfsE AR L7 A2
FHXNRRBEEFEEELZ,

FURIRERLE, BRAET NWEBRSHIER, FIEREER LORERIFRBRE, BN Eibmat
FrEIRE.

BEXxTENRESE, HF50H 2 HE5E &7,
10.2. 72

10.2.1. Data Grid &%
WNFAREHETXH, site-A BFIR, site -B 2REBEIR,
LINERBLMRN, RIFEAZMKRNEH, ZIHBTE E G RFUREE R Z R FEER, HIRERTRALE
ERSIEIR.
10.2.1.1. FRRE MR B ih R TR E 35 m B0
1 BREEHORE U R
2. {¥f Data Grid CLI TE##%%| Data Grid &£ 8% :

e

oc -n keycloak exec -it pods/infinispan-0 -- ./bin/cli.sh --trustall --connect
https://127.0.0.1:11222

EEKIRM Data Grid REMA LM EN, XLEEIFREREBEILE 2/ 78 Data Grid
Operator B Deploy Data Grid for HA —Z X&),

L

Username: developer
Password:
[infinispan-0-29897@ISPN//containers/default]>

==
pod BFREURTF Data Grid CR HE XBIEEF &, ZEE T LUET Data Grid &
BT pod MK,
3. BITUTeS, ZRHIFHRMNES :
1R
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I site take-offline --all-caches --site=site-a

L

"offlineClientSessions" : "ok",
"authenticationSessions" : "ok",
"sessions" : "ok",
"clientSessions" : "ok",

"work" : "ok",

"offlineSessions" : "ok",
"loginFailures" : "ok",
"actionTokens" : "ok"

}
4. KMEEFHIRERZE N offline,
B
I site status --all-caches --site=site-a
Fi -

{

"status" : "offline"

}

RSN B, FEE E—5,
Z U R FP Y Data Grid KRB E A S IFLEIFRK, MEFZXEFE EI =,

10.2.2. AWS Aurora HUE%E

Ri% X multi-AZ Aurora 388, HEIGS AR LHIN 5B RIS EER Keycloak SEEH AL TR — X1,
LUk S 5 el B X O EE R A@ (S,

t0# Aurora B EREHIXSBIRERISHATF, ARLRED, HtbitRhHE AR LA TRERERIE
Bk, B, INMERTRERSELIET EOKBT, RABRTIHENELR,

EENERLG), HTREES, LESUHEBIEEEEN M RT AR, L0802 Keycloak BEE
IR,

TN wiiter SHIIHEIRME AZ, HETUTHS :

I aws rds failover-db-cluster --db-cluster-identifier ...

10.2.3. 2183 R Keycloak &
AEEEATRE,

10.2.4. Route53
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Z5 i Route53 FEIRIMC HART A, 1EJRHE AWS BRI & LIS RN 7 E RS B (B R/KH). L
oME, BRERERIEY, REFFHHBIRERL R,

10.3. i —4 7)1

HS M WSk B 54T Data Grid CLI 6%, LAB AT Infinispan CLI #45,
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BNE MRS HERPIRE

FELRTH R REREFNTUERESHS R, 0 HERR Eo)-HshiE sy ER T,

M1 Al {E RS %
1E Data Grid B FFE 1 BB AR R S BO3h /= 2 7] 6 A 1205 1,

FERBARE, RBEUERENKIERBTERER, FERNTUERNKTEAD. ZHIERPIFTE LT
B2, UBLETXMHEFRE,

BXFAMIRIES T, B850 S5 S0nE &Y
1n.2. 5%

11.2.1. Data Grid 2%
SFARZEHLETXH, site-A BFm BUOTFEIRS, site -B B2=Huhm, 2D,

i =2 # Data Grid £ Z AINEFIATREREM A DK H{FE1E, XEREEHDEREHRES,

Dig¥
il

W nm B (R AL/ S R E R 2, s BIRS A s #M Data Grid SRR AR

BE—NLSIERMRE D s Fp R B 2R
1. BREBHOREL S,
2. RHLIWEI R Keycloak, iXFFERRATEZLIBIIEEM Keycloak 2247, FFaIBAIELLIEM R
Keycloak RS SEIBME R RS,
U E LI EER Keycloak Operator ZREZIME Keycloak i, FFLLIEFIEEM Keycloak SEMIHIER
3. f#F Data Grid CLI TE##%| Data Grid &&% :
1R

oc -n keycloak exec -it pods/infinispan-0 -- ./bin/cli.sh --trustall --connect
https://127.0.0.1:11222

& KIEH Data Grid £EFHA P BMEN, XLEETIERERBEREIULER S 77 E Data Grid
Operator B Deploy Data Grid for HA —Z X &M,

L

48



B NE MRS B P kE

Username: developer
Password:

[infinispan-0-29897@ISPN//containers/default]>

pod ZFREURTF Data Grid CR HE X BIEREF &N, ZEE T LUST Data Grid &
EEHREYAE(T pod 5B

4. ZITUTRS, FAMNRBERITMSNES . ©RBLLERRIE R X85 = W BRRrE E 5
BR 7 IR,

ey
I site take-offline --all-caches --site=site-a

i -

"offlineClientSessions" : "ok",
"authenticationSessions" : "ok",
"sessions" : "ok",
"clientSessions" : "ok",

"work" : "ok",

"offlineSessions" : "ok",
"loginFailures" : "ok",
"actionTokens" : "ok"

}
5. MEEFIKRERZE N offline,
B
I site status --all-caches --site=site-a
Fi -

{

"status" : "offline"

}

RRER B, FEE -5,

Digk

==
[=]

WERES BZ%, SNNEREERERIM IR,
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6. ERAUTHEER-MILRPRIFRELR TR

e

clearcache actionTokens
clearcache authenticationSessions
clearcache clientSessions
clearcache loginFailures
clearcache offlineClientSessions
clearcache offlineSessions
clearcache sessions

clearcache work

XL B RITEMERHI
7. EFERAMRBE R T SRME R E .

B
I site bring-online --all-caches --site=site-a

L

"offlineClientSessions" : "ok",
"authenticationSessions" : "ok",
"sessions" : "ok",
"clientSessions" : "ok",

"work" : "ok",

"offlineSessions" : "ok",
"loginFailures" : "ok",
"actionTokens" : "ok"

8. ESHREREH 7L,
ey
I site status --all-caches --site=site-a
L

{

"status" : "online"

}
WAE, BN ESFRPREMN T RIEREREZIE R,
1 BB UL R
2. f#F Data Grid CLI TE##%| Data Grid &&% :

e
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oc -n keycloak exec -it pods/infinispan-0 -- ./bin/cli.sh --trustall --connect
https://127.0.0.1:11222

& KiEH Data Grid £EFHA P BMEG, XLEETIERERBREIULER S 77 A Data Grid
Operator B Deploy Data Grid for HA —Z X &M,

i -

Username: developer
Password:
[infinispan-0-29897@ISPN//containers/default]>

pod ZFREURTF Data Grid CR HE XBIEREF A, ZEE A LUST Data Grid &
B EYAE(T pod 5K

- B ME IS R HER B uE R BIRS.

(R
I site push-site-state --all-caches --site=site-b

L

"offlineClientSessions" : "ok",
"authenticationSessions" : "ok",
"sessions" : "ok",
"clientSessions" : "ok",

"work" : "ok",

"offlineSessions" : "ok",
"loginFailures" : "ok",
"actionTokens" : "ok"

}

. REMABZENEFIRERE 7Lk,
B

I site status --all-caches --site=site-b
Fi

{ " "

"status" : "online"

}
. I EFTE% 1 push-site-status S, USHHREEHTHK.

e
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site push-site-status --cache=actionTokens

site push-site-status --cache=authenticationSessions
site push-site-status --cache=clientSessions

site push-site-status --cache=IloginFailures

site push-site-status --cache=offlineClientSessions
site push-site-status --cache=offlineSessions

site push-site-status --cache=sessions

site push-site-status --cache=work

LTh

{

"site-b" : "OK"
1
{

"site-b" : "OK"
1
{

"site-b" : "OK"
1
{

"site-b" : "OK"
1
{

"site-b" : "OK"
1
{

"site-b" : "OK"
!
{

"site-b" : "OK"
1
{

"site-b" : "OK"
!

B ATTHRER, LLEE Cross-Site X4 LT SR AT BERIIRSME,
MRREER, BN ERGFEES RELH,

B
I site push-site-state --cache=<cache-name> --site=site-b

6. ERAUTHEER/ EERELHIRTS

e

site clear-push-site-status --cache=actionTokens

site clear-push-site-status --cache=authenticationSessions
site clear-push-site-status --cache=clientSessions

site clear-push-site-status --cache=loginFailures

site clear-push-site-status --cache=0offlineClientSessions
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B NE MRS B P kE

site clear-push-site-status --cache=offlineSessions
site clear-push-site-status --cache=sessions
site clear-push-site-status --cache=work

L

"oK"
"oK"
"oK"
"oK"
"oK"
"oK"
"oK"
"ok"

IAE, RAEZRIERF AT A, ALt Red Hat build of Keycloak AT AER/EH :
1 BREEHRE LS,
2. JABNLIIEMI 3R Keycloak,

U E LI R Keycloak Operator ZREZIME Keycloak i, FFLLIEFIEEM Keycloak SEfIHIER
EWNERE,

11.2.2. AWS Aurora #iE/%#
AEEEMEE,

11.2.3. Route53
AEEEMEE,

1.3. i — & 5]

HS M WSk B 54T Data Grid CLI 6645, LABZIHIAT Infinispan CLI #845,
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%12 = YO B F ik 5
X RS AT A R S R = U S S B iR, 7R E R, W0 37 - W EES i, 1L
R MR RSN ERE R I
12.1. {RIB {56 A Ut SR A2
W = AR R, XS TEAS X RS IR, AR, TIERERELSIER

Eo

L FUERE K Data Grid AR, FRIMNLRE, ATMKRARMGRIERN ZEMBD X, HEEHKE
A, 0 tIHREDRE b = BT AT,

ARG B Data Grid ISR MAR S, NIALIBKT Data Grid B9 9%,

BXRAMIRIESE, E50 SUhSME &1,
12.2. 78

12.2.1. Data Grid 2%
SFAREBR ETH, site-A 2FhE, REHIRIE, site -B RS HISTHIRE S,

EF UL Data Grid iIREIfE, FHEMABIRME (FSH 77 A Data Grid Operator Deploy Data
Griding-the-deployment on the Data Griddeployment) #J Deploy Data Griding-the-deployment on the
Data Grid deployment, @M Z b RF5NH 50,

EBERTURFIRSEE, ERFTBREMRBE[RLMB TR, FELIETERFRLIER A
R Z BITE Ko

Dig¥
Of

B IR nmE N RIFD/ KRR E, FHTER SRR Data Grid KEFHNIT,

B DT IRE M T AR RS B BVEUE,
1 BRI FEMR.

2. KRHALIIENIEERI Keycloak, LLIRVEFHEBMRFTBLLIBMER Keycloak 77, R LLLTIEHIEERY
Keycloak RS S HIBRIE R R,
U E LI R Keycloak Operator ZRE 41 M8 Keycloak B, FFLLIEFIERM Keycloak SEMIHIER
2%H 0,

3. {8 Data Grid CLI TR %# % Data Grid £2% :

e

oc -n keycloak exec -it pods/infinispan-0 -- ./bin/cli.sh --trustall --connect
https://127.0.0.1:11222
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B R2EF YIEBFIR

& KiEH Data Grid £EFHA P LMEG, XLETIERERBREIULER S 77 A Data Grid
Operator B Deploy Data Grid for HA —Z X &M,

i -

Username: developer
Password:
[infinispan-0-29897@ISPN//containers/default]>

pod ZFEURTF Data Grid CR FRE L HIREF & . 1%41F ] LLUEIT Data Grid &
BEFR BT pod 5T

L BIUTHS, FAMNIMREIRZERNES., BRMIEERIERUIN ZHiGR, FHHBRAAE
IEfBRZ R,

ey
I site take-offline --all-caches --site=site-b

L

"offlineClientSessions" : "ok",
"authenticationSessions" : "ok",
"sessions" : "ok",
"clientSessions" : "ok",

"work" : "ok",

"offlineSessions" : "ok",
"loginFailures" : "ok",
"actionTokens" : "ok"

}

. MEEHIRERZE N offline,

B

I site status --all-caches --site=site-b
Fi -

{

"status" : "offline"

}

RRER B, FEE E—,
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Digk

==
[=]

WERES BZ%, SNEREERERIM IR,

6. AT NERI M RPIIAEZFHE -

e

clearcache actionTokens
clearcache authenticationSessions
clearcache clientSessions
clearcache loginFailures
clearcache offlineClientSessions
clearcache offlineSessions
clearcache sessions

clearcache work

XL DA RITEMEH
7. B

HERAME M RELR B R RS H,

B

D .
D

site bring-online --all-caches --site=site-b

L

"offlineClientSessions" : "ok",
"authenticationSessions" : "ok",
"sessions" : "ok",
"clientSessions" : "ok",

"work" : "ok",

"offlineSessions" : "ok",
"loginFailures" : "ok",
"actionTokens" : "ok"

8. RAZHKRERE N ALK,
i

d

site status --all-caches --site=site-b
L

{

"status" : "online"

}



£ 12 = YYOBIFih =
HWE, HiIEAESFRREMREL S EWEIEIER,
1 BRIEMREL M,
2. {#[ Data Grid CLI TE1%$# 3 Data Grid £2% :

e

oc -n keycloak exec -it pods/infinispan-0 -- ./bin/cli.sh --trustall --connect
https://127.0.0.1:11222

& KiEH Data Grid £EHA P LMEL, XLEETIERERBREIULER S 77 A Data Grid
Operator B Deploy Data Grid for HA —Z X &M,

L

Username: developer
Password:
[infinispan-0-29897@ISPN//containers/default]>

pod ZFREUATF Data Grid CR HE XHIEREF &R, ZEE T LUET Data Grid &
B EYAE(T pod 5K

3. R MORE I = LRI R E 38 mEPIRT,

B
I site push-site-state --all-caches --site=site-a

L

"offlineClientSessions" : "ok",
"authenticationSessions" : "ok",
"sessions" : "ok",
"clientSessions" : "ok",

"work" : "ok",

"offlineSessions" : "ok",
"loginFailures" : "ok",
"actionTokens" : "ok"

}
4. REFMBZFHNEFIREREE £X.

ey
I site status --all-caches --site=site-a

L
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{

"status" : "online"

}
5. MEFTA%EM push-site-status S, UHEFREEHTMR.

e

site push-site-status --cache=actionTokens

site push-site-status --cache=authenticationSessions
site push-site-status --cache=clientSessions

site push-site-status --cache=loginFailures

site push-site-status --cache=offlineClientSessions
site push-site-status --cache=offlineSessions

site push-site-status --cache=sessions

site push-site-status --cache=work

it
{
"site-a" : "OK"
}
{
"site-a" : "OK"
}
{
"site-a" : "OK"
}
{
"site-a" : "OK"
}
{
"site-a" : "OK"
}
{
"site-a" : "OK"
}
{
"site-a" : "OK"
}
{
"site-a" : "OK"
}

eE AT R, LIEE Cross-Site 3X#4 LA T T RERIR S E.
IMRIREE R, EHZREEZFEE RS,

B

I site push-site-state --cache=<cache-name> --site=site-a

6. ERAUTHEER/ EERELHIRTS

DN
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58 12 F IO R FE =
W :

site clear-push-site-status --cache=actionTokens

site clear-push-site-status --cache=authenticationSessions
site clear-push-site-status --cache=clientSessions

site clear-push-site-status --cache=loginFailures

site clear-push-site-status --cache=0offlineClientSessions
site clear-push-site-status --cache=offlineSessions

site clear-push-site-status --cache=sessions

site clear-push-site-status --cache=work

L

"oK"
"oK"
"oK"
"oK"
"oK"
"oK"
"ok"
"oK"

7. BREIFEIES,

8. EBNLLIEMEH Keycloak,
U E LI EEM Keycloak Operator ZRE LI M8 Keycloak B, FFLLIEFIERM Keycloak SEMIHIER
EWNERE,

P Data Grid S2R¥ERRI S, BT LAHAT MOR 2 21 3 1k R B E 362,

12.2.2. AWS Aurora $E%E

Ri% X multi-AZ Aurora 388, HEIE AR LHIN 5B RIS ER Keycloak SEEH AL FR— X,
LUk S s e B R MO EE R A@ (S,

t0# Aurora B EREHIRSBIR LRSI E, ARLERED, HtbitRhH S AR LA TRERERIE
Bk, BEt, INMERTREKELIETEOKBT, RABURTIHENELR,

EENEHRLS), HaTHRENRS, LESUHEBIREEEEN M RT A, L0802 Keycloak BEE
IR,

BN wiiter ORI AZ, HETUTHS :

I aws rds failover-db-cluster --db-cluster-identifier ...

12.2.3. Route53

INRE T B RIRm AR TUHE — s, 1E4mE AWS R RIS LUTE R IE RIS m
(health/live), /Lo E, BFHRERIER, RENZHBREIREILS,

12.3. #H—F 71k

HS M W2k B 54T Data Grid CLI 84, LABEZHIAT Infinispan CLI &845,
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13 E ELE&E MR

AT BEEBE T SR N LIIEF R Keycloak BeBE AR MASE RSB AR ESLE, X TR ALLIhEER
Bo&, 1HIHIALLIEFI M Keycloak Operator B Deploy Red Hat build of HA

13.1. =

13.1.1. Quarkus executor

LTNEIERMY Keycloak 1 KA & FHZEIRNI A executor A2, #RIBRTAM CPU W%, &AHN 200 HED
iR, LEREZTEVE, HEFMBZENLR, ARG B4R, L8N Keycloak fi
@it http-pool-max-threads B &1 ETER B R ALIE M KN, 1ESH FHLLIEMEM Keycloak
Operator ERZELIE Keycloak for HA,

1£ Kubernetes Liz1TH}, % worker 12 8E, LURROIELL Pod 1M CPU RRIEEZ MR, MM
BRIR, MNTSEIAE, EWENLZT0, I worker ZZF230E, LUB G AR LT Bl LA IRAY 17
WEZMNHLURRITE, HESSBmNEERK, BIMRERE, RXSSBRATTEE,

BRERT, BIZMEERRIRGEFR, FREEN AR BinE SRR, HHREMeEsE
AN, BAREEREBAILASCAIRS, HIEKRIE S WATERBBUREEER, BREAW, HETR
Unable to acquire JDBC Connection #3H 2., i &GN E T RAR S5 23R mET R A Sxx HTTP JRERY
B R

INREIBMBIREEENBRENEEHELS S, NRGEFLTFRAET, HRHELN, MMSEREETRR.
B E R EEE T Database % & db-pool-initial-size. db-pool-min-size 7 db-pool-max-size 4
RIHATECE, BEF AT BRATA B imiRE RN (8], BMEAFTE 71 BRI IHE /K & HINIE K R

13.1.2. JGroups iE#&ith

SRR A LB Keycloak T mE F M executor R E RN EIT JGroups &2 ith RIR R TE
ME, LUEREEIR org.jgroups.util.ThreadPool: thread pool is full, EEEE —RAZ LR, BE
EXRS:/E M jgroups.thread_dumps_threshold ix &7 1, FEHNENHE R AL 10000 MEFEHFIELEH
Mo

JGroup &R2MEE I 200, RAFTLUERAEM Java R4 EM jgroups.thread_pool.max_threads
HITEE, ERIMBNERFEIMER, MR APR, £&8H Quarkus worker ZZF2 B8 A RERET
BNTTR 200 By JGroup &FE MBI E, LIER JGroups BEHRISEH, LFHAIUA Pod BIZL
IEFI B Keycloak £8%, NIE Pod Ni%A 50 Quarkus worker 232, {3 FIZLIEF93EM Keycloak BR& %
7 http-pool-max-threads REZE &K Quarkus worker ZZF2 51,

{151 vendor_jgroups_tcp_get_thread_pool_size '3 1%th RSB IR FERIE. UGroup £2F2F0
vendor_jgroups_tcp_get_thread_pool_size_active, XX FUIEREI Quarkus &2t K/ NRIRFER
K JGroup &FEMAR/NTHIEER JGroup &FE2EE,

13.1.3. Load Shedding

BINERT, ZLIEHIEM Keycloak B LMRIBEART A ABIIEK, BMEIEKOEEFHEML, X/HE
Pod HEAKINNIAE, FRESFERNEBHERPNEIR, ERELAREE M imEN, MEIEEin 7 #
HREEEWMAE, ZREIZLIEMERN Keycloak FHIFARIERE, 1HIXBRINB Quarkus BE &L,

fZiE http-max-queued-requests LUEERANIIKE, LUEEBETHASIRNEEMERIMNE, Bix
LTHEH M Keycloak Pod E#)4LEE 200 MK, FAFI 1000 & 5BR S F /N E 57,
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{links_server_all-config_url}?q=http-pool-max-threads
{links_server_all-config_url}?q=db-pool

813 E BEZRBIERR

Y E B FIESIAESE, i G REERIEKRIFRE HTTP 503 1%, Red Hat build of Keycloak
KIEHEPILRERE R,

13.1.4. probes

YTHEFIER Keycloak FEEIRNAZE LR, LUBRESMETERS Pod,

SR BRIRI AN FALE B IRIE R Le1BR T eI LR BISEE, Rite1rgeeEm ME TR

th, Pod ATEERTER M F BRI,

13.1.5. OS FiR

FT ik Java OZFE, 1E Linux LT FEXH AW, Eit, I7TFXHEHE (YEH ulimit-n £

Linux Ef:3R) BE NG EEM Keycloak 1RAE:LZ2(H], LU EMNLIEHE, BENLRERHEEERN
7, BENEREZEXENARFILES Pod H Kubernetes 2 1EBY1E,
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514 E BUEEE RN
AT BTN T BRI N ATIE M B Keycloak R B IR E M RS UM RES K. SNFMNAL
ThREMIECE, 1515 AZLIE R Keycloak Operator B Deploy Red Hat build of HA
140 8=
QIR EIREEEM R AR N EEN A, HiEKIANURelIRERMN, Rt&RFEEREARUES
e ©XLBENFIEREN FRAURES EEFERFMNERIERETIE
#£, https://en.wikipedia.org/wiki/Cache_stampede X MiEE & FIZIEENRIE RS SRIHEDRETL
o

WIS REMRE, MBNER/NIRAEEFREERANNESE, XA RERIER R EN QR EE
JEERE, MARAEE,

REAEAVFRIRS SHinFE AL FHAEIERE, A UEREEERRIFITH, MF PostgreSQL, HE
FERARSHIIESED, FEEZDVNT FAY) HZil,

MRELER, HSIAESHIEEHRH PostgreSQL X4,
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https://en.wikipedia.org/wiki/Cache_stampede
https://jdbc.postgresql.org/documentation/server-prepare/#activation
https://www.postgresql.org/docs/current/sql-prepare.html

28 15 & CPU HIREFEREX/NMNIEES

%15 Z& CPU MIREFEFRX/NIE S

R AFERE RN RNER, RIBENOENN, REFERBENOIMNZHIE,

15.1. tEBEEIX

i
Of

o Y REES Pod (HTHAFH) MERBREFOLKE (BN

MEMBEIE) B, MERERE.

o HIIIBIIE Keycloak SEBIRS, I@INBYZAFR/NAT LUREMERE, XA A A B
i F] FE A BHR R IOPS, DATEELFIBEIETXELREF, FLETE
BRIEZFERENEMNEERSEETIR.

o FRXLEEMFNER, FAEMALFHITESSH R EM K,

Summary :

i

AR CPU KM R, ERBERS N TINXAIRRE,
HRANAFSLNT R, BERSIGHRELAT T INKEIRE,

JE5ETS) Pod BIE AR TZERZ 7 1000 MB RAM,

SFEN 100,000 NEKA SR, BT &R RN 500 MB & Pod (IiX&%
200,000 M&iE) &

XBREEMNHEAMUEER—1MNENR, AEEREEEMNERIENE N HSIEHE (MR
i) 1,

HERH, Keycloak NETFHMREFLE 70% WRFRE, ©ILFERAKL) 300 MB BIFEHR
r. BITRIFRNOAE, HEALENITE, FVREFRG, MEERERREFERE, F5F
4Z5R59H 0.7,

NFESNMETHEEMBAIESR, EZTREED, B4 Pod WE Pod 14 vCPU (E#
5% 3001) .

LTHEMIERRY Keycloak f¥ K% CPU B [RIMAFH MR T PRI, ©5RHERBEKLE
{EJQ

SFEAN 450 B IWEIE, 81 Pod A=A mEEHRENEF 14N vCPU (B R%
2000 1) .
KEZH CPU K AR EOEHM TLS %8, EHNENEIH{LTHEMNER,

X FEA 350 RIFFHEEKR, =ANEEFED Pod 914 vCPU (I —R N 435 RIS
HR) o
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o fF200% BIAISN L2 A B4 CPU A&, LULENHFNEIE, XHATHERT RERESD,
HAERWHBERMNIERELRBAES, HINE—DT RKRMES BBHFEE Infinispan 277, 3]
BIMR AR TR, ZLIEHIERY Keycloak BUMERER & T %,

15.1.1. it &R A
BAr K/
® 50,000 NEMMIAF&IE
o T 24 RER
e 450 BFIREILEMET
® 350 RIFTSHRIERER
T BEBIPRE :
e i#HKM CPU : 54 vCPU
Vé%é&;ﬁ’gm F5 =31 VCPU, 450 BFIHERREWET 14 vCPU, 350 RIFTHHE =14

e CPU Rl : 15 4> vCPU
(¥ CPU IHRAMIRIR(E, fREhFIERRE ARSI =1,

e EKATE : 1250 MB
(1000 MB &fitiR7E, LAK 50,000 MNEEIRIER 250 MB RAM)

o HNEFERH : 1360 MB
(1250 MB TR E R E I ZE 300 NIEHEEER, BREL 0.7 JE4AL)

15.2. &E& K

UTFXERATFRRULERE, UMEEFRRNYRFPIZITRE 10 28890
e @i ROSA 7£ AWS LEEFEM OpenShift 4.14.x,
e i m5.4xlarge SLf5#9 MachinePool,

o /IIBES AN XEREER Operator # 3 4 pod ZBER Keycloak I8, AR NIRRT E
B/,

® 7 passthrough #3217 OpenShift R ARIERTE Pod L4 IER Fiml TLS 1%,
o ZAZ K BHHIEIEZE Amazon Aurora PostgreSQL, 7E X U5 BIA X AA writer SL41,

e i PBKDF2 (SHAS12) 210,000 M & ERBIERIA R P B8R FIA M, X2 OWASP #7EH) ik
A&,

o EIIRERRTAEABF TR (XRMAKE) .
o HIEFEEFTIE 20,000 M F#1 20,000 NE i,

e Infinispan AL FHIRIA 10,000 & H, FLHIERERIHMAIABEE%RE, ALFERFEE
MEHE R EREUE
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https://cheatsheetseries.owasp.org/cheatsheets/Password_Storage_Cheat_Sheet.html#pbkdf2

28 15 & CPU HIREFEREX/NMNIEES

o NNBERT, 2HAEFHFNMARIEHRENTAEE, BIREBENIMASE, RIF—DRN
Pod, MARZEKREKIEE,
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16 =& HF B3511t DATA GRID CLI fp SIS

U5 Kubernetes AHI4LER Data Grid 32 EFf, Batch CR R IR{EHAITE oc 75 B b IbiR{E,

16.1. A {EAE

EB L Kubernetes BIZZ B, HEA LT, XalERIRER P RMEE, FRE shell IR HRE
KA,

SFANEZEH, CLlshell EEMR—IMEEEH.

16.2. EXAMPLE
LIF Batch CR A RELZ, MRERRE UIHREIRZ I AT,

apiVersion: infinispan.org/v2alphai
kind: Batch
metadata:
name: take-offline
namespace: keycloak ﬂ
spec:
cluster: infinispan 9

config: | €)
site take-offline --all-caches --site=site-a
site status --all-caches --site=site-a

Q Batch CR /5 Data Grid SR B 7E R — & 4 22 8] 1] &2,
e Infinispan CR F9& R,

g 85— /5% Data Grid CLI 8L (TE RS,
A CRfE, EHERESERTNK,

I oc -n keycloak wait --for=jsonpath="{.status.phase}'=Succeeded Batch/take-offline

EE
1Bk #EALER CR LI, MALIBRIERIEN Infinispan R —RME"EH, EHNCRE
1 .spec FE&, SETEHLIBRERES, B0 Batch CR BIFTLA,

3. —F ]

NEFLER, 1ESH Data Grid Operator Batch CR X#%,

=l
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