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%5 13 RED HAT BUILD OF KEYCLOAK OPERATOR &%

£5 1% RED HAT BUILD OF KEYCLOAK OPERATOR &%
B FLIX AN RIZTE OpenShift 8RR % Keycloak Operator FIZLIEFAEE,
1. ¥TFF OpenShift Container Platform Web #2415,

2. £E5)"H, = Home Operators OperatorHub,

w

. TR R AVEFE R "Keycloak”,

i

. MEERFIFRA LR Operator,
5. B RE_LMIUBEHITRE,

BXEMA CLI 3 Web 125158 %4 Operator WEHMUIER, 1554 726 22 [ %22k Operator, TEEINE
kA, Operator %7 rhbk-operator, f{R{EAS5FATFELLIEIER Keycloak MRAXT N BIFTE,


https://docs.openshift.com/container-platform/latest/operators/user/olm-installing-operators-in-namespace.html
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%2 ZF EARAIEHERN KEYCLOAK &

2.1 PUTERLNEEM KEYCLOAK H3E
AZ PR T a0{E 5 Operator 7£ OpenShift FHUTEALIIE Keycloak EREEE,

211 EEERE
£ Red Hat build of Keycloak Operator &&= F LR RZE R FIZ1TE, BHLIKEHMERERFM,

o HUEE
o ITHLEZ
o TLSiIEPFMEXEH

2100, #iEE

AR N % o] MR LTI 3R Keycloak USREF R R (AT A, BRXZFHMWEIRZENR , 1HSHEELN
BE, IIeHER Keycloak Operator REBHIEE, BEEBTES. ZERIEEHHEN ™ MmHE
PR 1R E 25,

HFFLER, BaLUEAIGE PostgreSQL pod ¥, BEB&E, HEBUTHE

B2 YAML 344 example-postgres.yaml :

apiVersion: apps/v1
kind: StatefulSet
metadata:
name: postgresql-db
spec:
serviceName: postgresql-db-service
selector:
matchLabels:
app: postgresql-db
replicas: 1
template:
metadata:
labels:
app: postgresql-db
spec:
containers:
- name: postgresql-db
image: postgres:15
volumeMounts:
- mountPath: /data
name: cache-volume
env:
- name: POSTGRES_USER
value: testuser
- name: POSTGRES_PASSWORD
value: testpassword
- name: PGDATA
value: /data/pgdata


https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/24.0/html-single/server_guide/#db-

5 2 F RATIBHERN KEYCLOAK ERE

- name: POSTGRES_DB
value: keycloak
volumes:
- name: cache-volume
emptyDir: {}
apiVersion: vi
kind: Service
metadata:
name: postgres-db
spec:
selector:
app: postgresql-db
type: LoadBalancer
ports:
- port: 5432
targetPort: 5432

NEEXK :

I oc apply -f example-postgres.yaml

2.1.1.2. EH4
NFEFIMEME RS, BEE—NTRATFHRIEMEERN Keycloak WEN %, 155 A HEERE
FH %, https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/24.0/html-

single/server_guide/#hostname-

HFFALBER, RE[HFEA test.keycloak.org,
£ OpenShift £iZ1TH}, FRA T ingress, F§¥ spec.ingress.classname % & 7 openshift-default, &
BEATE Keycloak CR AR H spec.hostname.hostname, Operator 5 CR BITE B R A 2 B — N ERIAEA

%, RPFEAEZXENR OpenShift Route BIEERIAA - /7 ingress-namespace.appsDomain #l15R
appsDomain B, HEERZERENENEEREH Keycloak CR,

2.1.1.3. TLS ik BRI %A

HEHEEBVIENE LUREGE B EH,

HFFLZBER, EaIE AL T aSRERBERIES ¢
openssl req -subj /CN=test.keycloak.org/O=Test Keycloak./C=US' -newkey rsa:2048 -nodes -keyout
key.pem -x509 -days 365 -out certificate.pem

ERZET AL T SR el REEIKEFRRZE R FIED Secret

I oc create secret tls example-tls-secret --cert certificate.pem --key key.pem

2.1.2. FRELIIEFIEB Keycloak
TERELTIEFIERR Keycloak, EETLURYE Keycloak BE X HHRE X (CRD)AIE B E X HIR(CR).

BN EEEEILEEE AR Secret . BIALLITES :


https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/24.0/html-single/server_guide/#hostname-
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oc create secret generic keycloak-db-secret \
--from-literal=username=[your_database_username]\
--from-literal=password=[your_database_password]

ER LAE R Keycloak CRD BE XL DT, X FEXEE, ETLLBREUTAE :

B YAML 3244 example-kc.yaml :

apiVersion: k8s.keycloak.org/v2alphat
kind: Keycloak
metadata:
name: example-kc
spec:
instances: 1
db:
vendor: postgres
host: postgres-db
usernameSecret:
name: keycloak-db-secret
key: username
passwordSecret:
name: keycloak-db-secret
key: password
http:
tisSecret: example-tls-secret
hostname:
hostname: test.keycloak.org
proxy:
headers: xforwarded # double check your reverse proxy sets and overwrites the X-Forwarded-*
headers

N ES
I oc apply -f example-kc.yaml
ERELLIEHEM Keycloak EHIZBEREHRE S, HMAL TSR ELEMN CRAPRE :

oc get keycloaks/example-kc -0 go-template="{{range .status.conditions}}CONDITION: {{.type}}{{"\n"}}
STATUS: {{.status}}{{"\n"}} MESSAGE: {{.message}}{{"\n"}}{{end}}'

MEME R, EHRCUOITHHIH

CONDITION: Ready
STATUS: true
MESSAGE:

CONDITION: HasErrors
STATUS: false
MESSAGE:

CONDITION: RollingUpdate
STATUS: false
MESSAGE:

2.1.3. I IF]£LIEM 3 M Keycloak ER&
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YTHEMIEEEY Keycloak ERB BT E A Ingress AFF, FH e @ TIREMENRVIF, EEEZNERIA
IngressClass Sl &R EEH, HETE OpenShift 4.12+ EizfTht, ER1%@1T 5 ingress spec #
className B 1% B T & R AFRREIRME ingressClassName :

%% YAML 3244 example-kc.yaml :

apiVersion: k8s.keycloak.org/v2alphat
kind: Keycloak
metadata:
name: example-kc
spec:

ingress:
className: openshift-default

MRKNAORESERAG, 158N ingress spec KB N false EREZRT :

it YAML 3X#f example-kc.yaml :

apiVersion: k8s.keycloak.org/v2alpha1
kind: Keycloak
metadata:
name: example-kc
spec:
ingress:
enabled: false
NS :
I oc apply -f example-kc.yaml

BT LR #HERRSS < keycloak-cr-names>-service B A O iR,

N KA X BE, FHERERROEZBERGEEDZEIEN Keycloak fRSS5. i, HALLITa

Clg

I oc port-forward service/example-kc-service 8443:8443
2.1.3.1. BB&5 Ingress Controller FLEZH R L ERISE

Operator Z BRSSP L kR EIRL, HAa$E Forwarded #1 X-Forwarded34) #r
%0
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MR Ingress LM XBEFHES Forwarded =X X-Forwarded114 #k, #EaILIfE Keycloak CR /X
e, MTME:

apiVersion: k8s.keycloak.org/v2alpha1
kind: Keycloak
metadata:
name: example-kc
spec:

proxy:
headers: forwarded|xforwarded

MRFEATE proxy.headers B, Operator 2EIAER % B proxy=passthrough
REBREIESGNT N, XRERSEASEHTEFAES, LEBRFELEMNAZTIRAH
HMIER,

{1 proxy.headers FEEI, HHARIER Ingress IEMFEBH NI ES
Forwarded = X-Forwarded34) #rk. BRE XNk, HESH Ingress
Controller B34, EEFHEENEHFMESN N TLS X1k, EJ passthrough
TLS ARF Ingress EUUHEKIRL, HiARERMNIEMEN Keycloak BBARE
i,

HEESE GRARANRE 58,

2.1.4. i EBEHEES

EEREBLLIBHIEEM Keycloak I, Operator RAEK—MEE#LE admin AP BB, FHFXLEIE
1745 CR #HEMN&H & ZEH i basic-auth Secret IR,


https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/24.0/html-single/server_guide/#reverseproxy-

5 2 F RATIBHERN KEYCLOAK ERE

g

H
[=]

EFAE IR, BHEIAM admin EILFHELLIBHER Keycloak /5 A
MFA,

FIREIEE admin FEiF, ESAUEEHIRRS Secret, Secret AR T Keycloak CR &#5, N EE
EIEZ -initial-admin, Z3KE example-kc CR WA ZME, EHWAUTHS :

oc get secret example-kc-initial-admin -o jsonpath="'{.data.username}' | base64 --decode
oc get secret example-kc-initial-admin -o jsonpath="{.data.password}' | base64 --decode

R0 LU A X S iR Sk Vi | B BB il A = Admin REST API,
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&8 3 = ZII§f9ER KEYCLOAK REALM IMPORT

3.1. S ALTIEf9EM KEYCLOAK REALM

fERLISFIEM Keycloak Operator, #£®[LLJy Keycloak Deployment HifTi 5 A,

MRLLIEHHER Keycloak REFEEAHRAHM Realm, NIFAREEE.

Realm Import CR (g, BFEFHAMRE]l. BEEELEE
i Keycloak EHfTHIRESAF 2T CR Y,

3.1.1. /& Realm Import B X FKR

LUF2 Realm Import HE X ¥R (CR)MIRAI -

apiVersion: k8s.keycloak.org/v2alpha1

kind: KeycloakRealmimport

metadata:
name: my-realm-kc

spec:
keycloakCRName: <name of the keycloak CR>
realm:

It CR Rii% %5 Keycloak Deployment CR fERI—fp & Z2 [ Fh i, fEFEX keycloakCRName HiiE
Yo realm FEHEZ5EEM RealmRepresentation,

FKHX RealmRepresentation BRI A A A S HIhEE 5 A S Hi,

#f Realm S HHEHRAH,

¥ JSON 2 ##5H0h YAML,

SHIFRIGIRENES YAML X, 4679 realm BEIIESL, MRGGIIER.

10


https://access.redhat.com/webassets/avalon/d/red_hat_build_of_keycloak-24/rest-api//index.html#RealmRepresentation
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/24.0/html-single/server_guide/#importExport-

% 3 &= I8 EM KEYCLOAK REALM IMPORT

3.1.2. N f Realm Import CR

M oc HIEHAMER R ZEF P AIE CR :

Bl YAML X# example-realm-import.yaml :

apiVersion: k8s.keycloak.org/v2alpha1
kind: KeycloakRealmimport
metadata:
name: my-realm-kc
spec:
keycloakCRName: <name of the keycloak CR>
realm:
id: example-realm
realm: example-realm
displayName: ExampleRealm
enabled: true

NAEH :
I oc apply -f example-realm-import.yaml
ERAEEETHSFAKE, ERALTHS :

oc get keycloakrealmimports/my-realm-kc -o go-template="{{range
.status.conditions}}CONDITION: {{.type}}{{'"\n"}} STATUS: {{.status}}{{"\n"}} MESSAGE:

{{.message}}{{"\n"}}{{end}}'
LHFARTSER, HitHFRBLL TR -

CONDITION: Done
STATUS: true
MESSAGE:

CONDITION: Started
STATUS: false
MESSAGE:

CONDITION: HasErrors
STATUS: false
MESSAGE:

1
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41. 5REcE

FEivwk T a5 A B 2 IR (CR)EFTLME IR Keycloak SBERKECE.

4.1.1. RSBREIFE

IR H[ETEME ) Keycloak CR RS — RS FEBEAF. CR NEHETLAIBHERN
Keycloak WECES K, HlM, HERERS M https-port, HIRR CR RR LI FHER
httpsPort FE., LLTRAIREHNIRSSRECE, {B5ET T IRS523E5H Keycloak CR ZIHMXH :

apiVersion: k8s.keycloak.org/v2alpha1
kind: Keycloak
metadata:
name: example-kc
spec:
db:
vendor: postgres
usernameSecret:
name: usernameSecret
key: usernameSecretKey
passwordSecret:
name: passwordSecret
key: passwordSecretKey
host: host
database: database
port: 123
schema: schema
poollnitialSize: 1
poolMinSize: 2
poolMaxSize: 3
http:
httpEnabled: true
httpPort: 8180
httpsPort: 8543
tisSecret: my-tls-secret
hostname:
hostname: my-hostname
admin: my-admin-hostname
strict: false
strictBackchannel: false
features:
enabled:
- docker
- authorization
disabled:
- admin

12



- step-up-authentication
transaction:
xaEnabled: false

BXETSR, ESH Keycloak CRD, AXEEXETINIEE, HEE ALE,

4.1.1.1. HAhkis

BLELRIRFS5WJETES Keycloak CR HIEZAFEA T, UTE2EBHFESRHI :

SEZRATRIEZIIBHER Keycloak LB B

5 OpenShift SR T X7 B

SR ENTR, Rhel2RIEEREN RSN

Keycloak CR i additionalOptions FEX Al i1 #§9%E Keycloak LU {E X I 32 fal ol FRIAC
B, T LFALFESE Keycloak CR &ABRMEMRILET, AXEELTNEE, HEE EkE.

XEEE R AR Secret M RBIHAXR, MTHR :

apiVersion: k8s.keycloak.org/v2alpha1
kind: Keycloak
metadata:
name: example-kc
spec:

additionalOptions:
- hame: spi-connections-http-client-default-connection-pool-size
secret: # Secret reference
name: http-client-secret # name of the Secret
key: poolSize # name of the Key in the Secret
- hame: spi-email-template-mycustomprovider-enabled
value: true # plain text value

k

N
p
;

il

LLX#7A R AT 2 #ME R 5 BB X e E RN BE AR AR, AX&H
EEERAMIFE, FSHEEBELZIEHER Keycloak,

13


https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/24.0/html-single/server_guide/#all-config-
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/24.0/html-single/server_guide/#all-config-
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/24.0/html-single/server_guide/#configuration-
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4.1.2. Secret References

secret References H Keycloak CR ly—LL HETi{§E A, Ml tisSecret, =X{EH
additionalOptions H1{H,

5 ConfigMap 514, #%5 (40 configMapFile ) f#,

1E35%€ Secret 3 ConfigMap S&0t, FiffR A 25| ABEM Secret % ConfigMap FETF55IHE
i\ CR HHRIMf & 22 A,

Operator KAIREF2#1HEIS| A Secret 2k ConfigMap BIE D, HMIFIHE R X HIEH
i, Operator &HUTLLIEHEEM Keycloak Deployment BIEEIER, LUKEUVER,

4.1.3. R FTheE

CR i unsupported FEX A& %A 5220l B A T S LKA B L.

4.1.3.1. Pod £tk

Pod &t 2AF Deployment #EiRHEIERE APl &R, HERAGIN CR RAFAFASFFFEN, T
& — M R 75 2R,

Operator FHRELMERF S Operator 7155 Deployment £MEE . ERAILTHEE, &Ll
FIEEHNNBE L. B2, FERIEEBE ATLURTIHIT/E.,

DTFRBIRRTEANRE, 8. SNEEE :

apiVersion: k8s.keycloak.org/v2alpha1
kind: Keycloak
metadata:
name: example-kc
spec:

unsupported:
podTemplate:
metadata:
labels:
my-label: "keycloak™
spec:

14



containers:
- volumeMounts:
- name: test-volume
mountPath: /mnt/test
volumes:
- name: test-volume
secret:
secretName: keycloak-additional-secret

4.1.4. ZAMEEm

LTIEHIEEM Keycloak MZLIEFIEEM Keycloak Operator 124t T A~ HMZEH&KE. HE, EFLH
B, EuILIEAXEL2IIE.

Bkckii, SRR HAH TLS, MTHRE :

apiVersion: k8s.keycloak.org/v2alpha1
kind: Keycloak
metadata:
name: example-kc
spec:

http:
httpEnabled: true
hosthame:
strict: false
strictBackchannel: false

4.1.5. FREkK

Keycloak CR f s E ERLISHEMN Keycloak A2y iHTHE RN FRET, ©iRfh@id Keycloak
CR ¥ L iE K HMBRHIBHRMTIEE, LAR @i Realm Import CR By 5 A 4E )k,

MEEAEEME, NBIA HRKAE ZEH 1700MiB, FRE REFLEN 2GiB, XEERIBISHEN
Keycloak REFEBRIEEA DT RERE,

WME%AB7E Realm Import CR Fi5EH, ©IFEILREI Keycloak CR HiEERM(E, =kEHREIEmE X
BB IA{A.

O DARBENEREEBE UH, MTA :
I apiVersion: k8s.keycloak.org/v2alpha1

15
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kind: Keycloak
metadata:

name: example-kc
spec:

resources:
requests:
cpu: 1200m
memory: 896Mi
limits:
cpu: 6
memory: 3Gi

4, TSRS Keycloak BEHET IRALHE A/ N ESEREABUhERRE X/, Blid 2t
JVM R SCH,

MBTREZHAER, 550 EFEHEHIZ1T Keycloak,

4.1.6. truststores

MREFERMAIFIED, Keycloak CR 2t T — M ThEE, ATEERSHZNEERM, W EE
RIS UESS Pk,

81/ Keycloak spec i truststores /NRIEE DR PEM 4t X419 Secret, fFEAY EH p123K
.pfx B9 PKCS12 34, #im :

apiVersion: k8s.keycloak.org/v2alpha1
kind: Keycloak
metadata:
name: example-kc
spec:

truststores:
my-truststore:
secret:
name: my-secret

Hrh my-secret WAREILLE PEM 3244, filn :

apiVersion: v1
kind: Secret
metadata:

name: my-secret
stringData:

16


https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/24.0/html-single/server_guide/#containers-
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/24.0/html-single/server_guide/#keycloak-truststore-

cert.pem: |

£ Kubernetes = OpenShift AEh Bsh@ S FIEHEAGIEN, XaE
/var/run/secrets/kubernetes.io/serviceaccount/ca.crt 1
/var/run/secrets/kubernetes.io/serviceaccount/service-ca.crt (MIREFHE) o

17
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55 5 & G HE LLIBMERN KEYCLOAK itk

5.1. RED HAT BUILD OF KEYCLOAK CUSTOM IMAGE WITH THE OPERATOR

£/ Keycloak HE X FIR(CR), EaILUNLLIBIHEM Keycloak IRS5 23318 € H E L B R 5K,

k

N
p
;

il

JtfafR Operator #1 Operand BISEREFAM, FHR B E L H&kHANLIEHERN
Keycloak %4 1ThikA5 Operator B A—HL,

5.1.1. R

LG AIAISHEER Keycloak Fifkih, BRFSEIRTE Pod BN TR MERE IR, 778 RX
FEER, ERILUh AR R GIREMERE GRS EN B & LR,

ERABE X5, EALERSREEIANIEE Keycloak 4/ BEEEMY &E.

BRI R FESRUEA, FSHERST21T Keycloak,

5.1.2. iRt BE XA EEM Keycloak Fifk

BRMEE U BiHR, EILUE Keycloak CR FiE X image £, M THIFRFT :

apiVersion: k8s.keycloak.org/v2alpha1
kind: Keycloak
metadata:
name: example-kc
spec:
instances: 1
image: quay.io/my-company/my-keycloak:latest
http:
tisSecret: example-tis-secret
hostname:
hostname: test.keycloak.org

18


https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/24.0/html-single/server_guide/#containers-

55 5 = B E X AIEHMERN KEYCLOAK ik

al

(e B E SCERE, SR RETEE T & AFEGE, HEZR
additionalOptions,

5.1.3. LA E L&

BIRENRESERAR, BMRERHEAIEMIENEE EERSITEN I EYE, &Rkt
&, ERFTENT startOptimzed FEXIE N false, M THIFIR :

apiVersion: k8s.keycloak.org/v2alpha1
kind: Keycloak
metadata:
name: example-kc
spec:
instances: 1
image: quay.io/my-company/my-keycloak:latest
startOptimized: false
http:
tisSecret: example-tis-secret
hostname:
hostname: test.keycloak.org

WHICE, XESRIFBERERIS A,

19
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