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RHITIBIIRRE Keycloak /5, MRE—MERRIKS, KIKkF T bls B8 S SRR SRR

Keycloak By X EIE 5, HRAXMIKS, ERILIERIIIEHERN Keycloak EIEEFA, ERUEHF
DIREAA S, FIEMBLIEE Keycloak RIFBIN AEF,

2.1. FEAHh FE M Q2K
INRATM A EN, 5 RIENIRSS 2, EHUTU TS,

it =

1. £ Web %523, 1517] http://localhost:8080 URL,
2. R LIEFH AR EMEG,
pyetli:i]

Create an administrative user

To get started with Keycloak, you first create an administrative user.

Username *

Password *

Password confirmation *

Create user

2.2. T2 0N ERK P


http://localhost:8080
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INRTEM localhost Hhiik i/ [n| iR S5 88, HEREMBSITEE) Keycloak BILLIEYEE, 15
KEYCLOAK_ADMIN #1 KEYCLOAK_ADMIN_PASSWORD {1575 8 St 0l 22444 admin BF,

0 -

export KEYCLOAK_ADMIN=<username>
export KEYCLOAK_ADMIN_PASSWORD=<password>

bin/kc.[sh|bat] start
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BEEEEEHENERIKS G, BAILUREE, ream @RBENRNZEFE, SEAF. VAERE. AR
M. BAMBTHEMBIME, —PNIIEMER Keycloak BRERTLUE . FHEMEESHIEEHHZ

Al —HE % B0,

31 EREEEH S
IEFTLAELTIEHIEERY Keycloak BERIRHIA PR BEHNITAS HERES,

FRFH

o EBRE—NEELKS., HHHUBRE-—DEEL,

it =

1. AIEEEEEH AR URL,
B40, %FF localhost, iEEALL URL : http://localhost:8080/admin/

EXIUE

Sign in to your account

Username or email

Password

sign In

2. 1RYE QIZ4DIA admin 18R, HAMRTE Welcome Page ShBiIINEZ & HOIERNA - BB
o LE#RFER Admin #2261 &.

EEREHE

1


http://localhost:8080/admin/
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/24.0/html-single/server_guide/#configuration-
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Master
Master
Realm settings are settings that control the options for users, applications, roles,
Manage
Clients £ Emai Themes Keys Ewvents Localization Securit
Client scopes
Realm ID * master
Realm roles
Users Display name Keycloak
Groups HTML Display name <div class="kc-logo-text”><span>*Keycloak</span></div>

Sessions

Frantend URL &)

Events If enabled, users are allowed to manage X

Configure

their resources and permissions using Zxternal requests

the Account Management Consale.

L .er-managed access Off
Realm settings @
User Profile Enabled :
Authentication = rennane L
®
|dentity providers
Endpoints & OpenlD Endpoint Configuration

SAML 2.0 Identity Provider Metadata [

User federation

Save Revert

SRR LA AR A3 B AN BT

HHiiRE Master (I35, LUAFEEERRE 0BT,

RAJNREFEHINK - S0EH,

FEFSEERS ? Firt, UERERZFERNTERIXAR, U EHKERTRFEHRN

TERT.

RS ? B Btz BN TRIRTXE, UEGRERTRIEFFHIRRET.

MEEZH & FHXHTEGERS B AFHHEAELH, RE5ISHFHESRS %
PALIE=S V%6 TR

3.2. MASTER 15
1 Admin $25IE, 7ZIERFRK RS

e Master I - B RS 5N4118 Keycloak fHEE, B2 HECIELLE, ©a8&8EEERERNUIEZHE
Ak, EA master B OIEE IR RS H VS,

12
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o Hfthis - XEWMEEAETHFOR, AXEEHh, ERAFERENLHRAF REREN
NRRRF. MARFHRFAA,

realms MM AR

Create applications and users in other realms.

Realm1
_____ User —» Application
I
Master Realm In master realm, admin | Realm 2
only manages other realms. |
Admin -----------------------------------v:---- User —> Application
Realm 3

I
_____ User - Application

HiRtfEE, [ReEBEEMBIEEEEHNAES, EEETSERNETHEENATN, FEF/ARITFEIIKF
V5 n) B 24 BT E S5 A BB ALAD FLR A BRI,
HbBHR
o MREEA master HFEE QBN EMFIHAFE LEEBAMK S, ES W Dedicated Realm Admin
e, ENSHEE T AEEEG S, EMERRMIK S ERIZEHE,
3.3. flE—ig

BRI — N ESRIR M EIE RN, EAUEREPLRAFHRTFMITERNARFHIR, ERER
i, EBEART master i, XZ 02 H BT,

HEREEFENGR, EEERAAMNARFARNRERE, fn, ERILUATE 6 TSR PR R

HAE— N, ENATRERATIE, REHNRBARDNARSR, EFEXESIE, FERRE
SHAEFHNARFETRE,

it =

1. Hi5 master realm 3515189 ZLIBHIERM Keycloak, #AfS 5 Create Realm,

Zh0 realm 38

13



Red Hat build of Keycloak 24.0 [R5 EE 5/

Red Hat build of Keycloak ~ master realm

Red Hat build of Keycloak v/
master

Welcome to Red Hat build of Keycloak

Keycloak provides user federation, strong authentication, user

Welcome Server info Provider info

Realm roles
management, fine-grained authorization, and more. Add

Users authentication to applications and secure services with minimum
effort. No need to deal with storing users or authenticating users.

Refer to documentation

Events ‘ View guides ‘ ‘ Join community ‘ ‘ Read blog

Groups

ns

2. HiA realm B9& R,
3. = Create,

BIEE realm

Create realm
A realm manages a set of users, credentials, roles, and groups. A user belongs to and logs into a realm. Realms
are isolated from one another and can only manage and authenticate the users that they control.

Resource file Drag a file here or browse to upload Browse... Clear

1

Upload a JSON file

Realm name *

Enabled n On

LRI IR E N SN F G289, & LU Ff 3 F AP R realm & FRESEZ [AIED#LE,

3.4. NigBCiE SSL

BMNMIEHE— DR SSLEX, BENTEERZER SSL/HTTPS B3R, Si3zE X 25F1 N AR
FEiE1E SSL B E YA SSL/HTTPS 3K, HEFRESRSBRH,

Pt =

14



1. m3ZHFH Realm settings,
2. RETEAIRE,

BT

Master o Enabled Action =

Realm settings are settings that control the options for users, applications, roles, and groups in the current
realm. Learn more [

General Login Email Themes Keys Events Localization Security defens  »
RealmID * master C
Display name Keycloak
HTML Display name <div class="kc-logo-text"><span>Keycloak</span></div>

Frontend URL &)

Require SSL @ External requests -
User-managed access Off

@

User Profile Enabled Off

@

Endpoints @ OpenlD Endpoint Configuratian E

SAML 2.0 ldentity Provider Metadata £

3. 4 Require SSLZENLLTF SSLIERZ— :

o AERERA A LIESRS SSL IBE R FESLEMER Keycloak XH, REM(IRFERILAE
IP tthiit, #0localhost. 192.127.0.0.1. 10.x.x.x. 192.168.x.x 1 172.16.x.X, ARMEiX &
1E%AEIELT A IP it B9IE R TR £008 Keycloak #58, N&HINEHR,

o B LLIBMIEEH Keycloak FHE SSL, RAMENI BRI HTH BB, HkEIGER
FHE.

o MAIER LSRR Keycloak B SSL ATFARA IP il

3.5. NGBS E H FHME

YTHEHIEERY Keycloak MIF 7 ACGE L FHREME, LMEER P SICEEN SEZWEIE XIR S 2RFHRE RN
FEE A FERE i, B/SRLIIEMER Keycloak A EHE FHME, EAILAMER SMTP RS er X B
LTIEHIEERY Keycloak,

15
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Pk =

1. m3EHFH Realm settings,
2. #ih Email £ E,

L FERA PR TT

Master o Enabled Action -

Realm settings are settings that contral the options for users, applications, rales, and groups in the current
realm. Learn more

General Lagin Email Themes Keys Events Localization Security defens

Template

From * Sender email address

From display name (@  Display name for Sender email address

Reply to Reply to email address

Reply to display name Display name for "reply to" email address

@
Envelope from & Sender envelope email address
Connection & Authentication

Host * SMTP host
Port SMTP port (defaults to 25)
Eneryption Enable SSL

| | Enable StartTLS

Authentication Disabled

Test connection Revert

3. EEFRHARFEFE IR,

16
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from
From XA F AR E FHRER From SMTP Frk{F B R Hhi,
MEREHR

MEREMHR B, FLEER A RIFEAEFHMEIESE (F%) . MRZRERE plain From ALFHMEF
du, MS7EREFHMER P ind 5.

(E1p4

O] 8 X/~ATF Reply-To SMTP-Header A FHlb 48yttt (7Iik) ., MREHIKE plain fromemail
address, M&{#EM,

[0 % AR

B % 2raM AFECER F RFEFE A E (A1%E) . MREARE plain Reply To HLFHE
ik, N8R,

S 3E|
envelope XA T A EHBLEH return-Path SMTP-Header B Bounce Address (A[i%) .

EM

host & T & EH FHELHE SMTP iRS5 288 W 4.
w0

port XK SMTP RS &0,

Encryption

EFFH AR — AN REAE R R AL F IR LIRS R 2 EE, R E SMTP IRSSSALTHIBMLE
B, EAREREMROEYN 465, X2 SSL/TLS MBRiAmDO.

=4/ EAT

MRER SMTP IRESBFRESMHMEAE, FFILFXLEN ON, HIHRRE, R4t Username
Password, Password FEXBERILLS| 3B A5B 210 %E MM,

3.6. BEEEX W
SFHESE, EalLfER T TESRLIERER Keycloak 44 Ul B4 WL,

it =

1. B3 T Realm settings.

2. B Themes %Wk,

themes PR BT

17
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Master n Enabled Action =

Realm settings are settings that control the options for users, applications, roles, and groups in the current
realm. Learn more [

£ Qgin Email  Themes Keys Events Localization Security defenses Sessions >
Login theme & keycloak -
Account theme (T keycloak -
Admin console theme keycloak v
@
Email theme & Select a theme -

3. EFERENETD VI RNNEE, REHRGERT.

BXREH
AF&®EEB. OTP £H. A EMMHSERAXNELRER.
P 8
AP ATEEHK - NiERE,
EEREHE T
TIBHIERM Keycloak BEIR{EHI A MRER.
PR
ﬁ%éﬂ%*@ﬁﬂ‘] Keycloak AZil&Z XL FHkEF, ©a {3 8 e ARk B 4F L FHp
Hth BHR

o [R35ERIF A A GiiERS ik T {el BRI E A B I A M B,

3.7. ERERME

81 Ul % 7E Red Hat build of Keycloak 34T 7 Efrb. BRIATES 2T, BEJLUAREEZFN
B 15 LA B BRI K e i i

it =3
1. B3 ¥ df Realm Settings,

2. B Localization %%k,

3. 5 Ebrvt.

18
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4. RFEZFRFNIES,
Z:N: b | 2
Master o Enabled Action
Realm settings are settings that control the options for users, applications, roles, and
groups in the current realm. Learn more [
General Login Email Themes Keys Events Localization H
Internationalization
@ cnabled
Supported locales
English X Frangais X
Select locales 0 -
Italiano X
Default locale
English -
AP TREXR, ZRAPALESFIEEEF—NMES, DATEXRES. KHAEHENER
ZHA.
Hth B
o [RFFFFAAGIIER AR T MERMEBNNIES, TERMNAEEIMEXATRESHEK

Localization Tk _HIFE X FE=.

3.7.1 AP R ESRE

KigixE st RN A X RE ENRERE., B2, AFr8ERAD, Hit, 2asdSH%KiuEe
APMXEZBEERF AR Cookie Hit{E,

PR IRERNZEERAUTE 1T :

FA PR - 2 A P 8 A TR R B e R R T I

AFREXH - HRZ TS RIEMA A F AR &E T Bk RERN
client selected - A% 4ifE A ui_locales Z¥f% %

cookie - M FPIEFNRE— T KEXE

EZMIES - kA Accept-Language kX % iE

HEAHE

MRLLEEER, HOHRBIZEE
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HAFET ORI, S REEERTEREINEFAY Cookie PFRIKEIRE, MRAFEHEEX
U b5 K E E I X, Eth S5 A KigitiE,

MEERYLEFEXEMNZH, ERaLLUEFESIERATE X LocaleSelectorProvider, i¥1EiE&EE RSB A
UNE R

3.8. & SR
IR Keycloak BIE/LARNE & K T HIhEE,

3.8l gASICEN
MNP Forgot B, MBAFSICT HERHELR OTP £KE, AP IUEEHELER,

Y=

1. MMM Realm settings,
2. M= Login &Ik,

Login FrZE T
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@AKEYCLC

Manage
Clients

Client scopes
Realm roles
Users
Groups
Sessions

Events

Configure

Realm settings
Authentication
Identity providers

User federation

3. ¥4 Forgot B4 t#t75 ON,

Master

Realm settings are settings that control the options for users, application

Genera

Login screen customization

User registration &
&

Fargot password (2

Remember me &)

Email settings
Email as username (&
Login with email &
Duplicate emails (&

Verify email

User info settings

Edit username (%)

SILEN ? R EREENE X ImL,

Email

On

Off

On

Off

On

Off

Off

Keys

Events
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Sign in to your account

Username or email

Password

Forgot Password?
sign In
Mew user? Register

4. 1£ Email £ 5 7E Host #l From, LUELLIEHEEM Keycloak BEWS & XX & & FE FHR 4,
5. HdibEERE, A TUEARR S ARE TN, FRBI—SE T, UEEHER,
SICEE T

Forgot Your Password?

Username or email

« Back to Login

Enter your username or email address and we will send you

instructions on how to create a new |:|asswer-::l.

AFERM XXX AT LR E, MBELSER, HE5H RSETF LA GIER.
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B3 E Rl

LA i TR, ZLISHIEAY Keycloak RERMTEHMHED, MRMITEET OTP LMK
2, LIISHEM Keycloak AE R 1EHEE OTP LB, RIBENNENERLER, ETERFER
Pyt B F R EIE OTP &R
BREBULITH, EHRITUTESR -
iz

1. mEFEH P Authentication,

2. = Flows &%+,

3. 1%i¥¥ Reset Credentials .

FEFZIER
Authentication > Flow details

Reset credentials pefaut @ Buit-in Action =

|| % | Add step | | Add sub-flow

Steps Requirement

Choose User Required

. Required
Send Reset Email qui
Reset Password Required -
v Reset - Conditional OTP Canditional -
Flaw to determine if the OTP
should be reset or not. Set to
REQUIRED to force.
Condition - user Required -
configured
Reset OTF Required -

MPEFEEE OTP, T Reset - Conditional OTP FimEKi%k & H Disabled,

4. s32Hrthpy Authentication,
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5. m Required actions Wi,
6. MRS T Update Password,
PR i&/E

Authentication
Authentication is the area where you can configure and manage different credential types.  Learn more [

Flows Required actions Policies

Required actions Enabled Set as default action
i##  Configure OTP @ o Off
i Terms and Conditions Off o Disabled off

i Update Password n on Off
2 Update Profile @ o Off
2 Verify Email @ o Off
# Delete Account off P Disabled off
i Update User Locale n On Off
i Webauthn Register Passwordless n On o On

i Webauthn Register

o
3
o
5

i Werify Profile Off

Disabled off

3.8.2. 3 Remember Me
FEXRMAPEANENSSRSWMTESTE, FRZAPUIBRXER, MEZAPEEREN = Remember

Me S1%iE, #EAILL%E Red Hat build of Keycloak SR ¥ P B R RTEIT I, WWERERNER Cookie
M &1E Cookie ZHFFAE Cookie,

it =

1. =3EH M Realm settings,

2. = Login kT,
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3. ¥ Remember Me FF&80#: 5 On,

Login FRZE T

Master o Enabled Action -

Realm settings are settings that contral the options for users, applications, rales, and groups in the current
realm. Learn more [

General Legin Email Themes Keys Events Localization Security defens
Login screen customization

User registration & o on

Farget passwerd (2 Off

Remember me o on

Email settings

Email as username Off
Legin with email & o On
Duplicate emails & a Off

Verify email Off

User info settings

Edit username (&) Off

HERETH]IXER, remember me §i%4E B REBRME X TE L.,
HICER

¥
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Sign in to your account

Username or email

Password

[] Remember me

sign In

Mew user? Register

3.8.3. ACR BI B35S E R 5l (Lo A) Bl &

EENEFREESD, ELUE X4 Authentication Context Class Reference (ACR) {8 Bl &t BB
A H2EIE(LoA). ACR RILAZERETE, M LoA AFHIEEF. acr REARILAE OIDCIFHRA XM =
cr_values SHHiEk, SHRBEFEVIASIEM ID P, NN ESHEIEREGER.

MR EE RBEFEAS realm FRENME, NREBAINDAR RIGIERE, B2, ELHREEEE
ARG

ACR to LoA Mapping @ silver 1

m Cancel
HEIEES S REUEH EF OIDC #lig,

3.8.4. BHTH FHM4 T 7 (UpdateEmail)
FRXA TR, B % HE UPDATE_EMAIL Bk Bk E 2 B9 Fhis¢-todt,

BAES BB AR XK, MREEERA T AR, NIRRT ERRIERER TEH
FLFEREE. MRS A T R FEMRE, WX i F ik R SR A X BB AL F iR ¢t ik,
TR SESU - L F b, RARIFSIEMMA RS =58 F IR SE#T,

NAREA LGB ER UPDATE_EMAIL fE4 AIA (M ARFE#REE) ENHEHAPAXTHE FIREEH
§$‘0
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pa -

UpdateEmail 2 ST, FHAEHF, WIHEERIANZEMA.

1/ --features=preview =% --features=update-emailj 51k 5525

pa -3

MREFALThEE, BEZEMLGIMARATR, FEE /5 A Update Emailrequired
o BN, FAPEEEHHE A TR,

3.9. fidi & REALM Z%H

THEFIEEM Keycloak AN S A EKUFMUEEMBELE R, ANINE. 2I8HER Keycloak {# AJEXFRER
AN (—RAMAH) FLIX—=,

THEFIRE Keycloak —RA—NEMKMNEYIN, BHAUAS/IRKIEH. EhBYIATURRE
B, MESBHSNTAFRIEZANESR. XH, TLERRELERY, mEXSEAFENSPE,

BIEn, KEHERBHNMBAZERIES,

Y=

1. m3EH M Realm settings,
2. R Keys,
3. Mt B8R TR ikt Passive BSREBHIEH.
4. MidiEgs ThiZE Hiih ¥ Disabled B K EBEANEH,

YN TILLRA Active IR, BIHAREERFEIXENLRESHEYIN . Pk TER0EEN SRR
RECERE LR HFRSE — N B RRMER LR,

3.9.1. R EEH

BiENUEERRREY. A%, URIEAASTHAFIRFNHEY, ETLERERNIELLK LR
wEH, HRUEINEHE L.

BHEHTAE, EHSHEH Cookie AFHBHZA. YA RANAHTHHBEIUER, SSO cookie ¥
FERHFZRHTES, HRIE OpenlD Connect SN}, FRAFBHIZ LT LI, &5, A Cookie fl
SIEEERHEH, FHETLUHBRIBEAN 2 EER.

TR B AR R R 22 P, FHHRAE Cookie MIGIEHEEH. ZEE=A T HUIEH

B, HEVBRFEHEFIEEARBRERANB. MRAFERNEEHATMERNHEEEH 2 B AR5
K, NWZAPSmEFHRIE,

RERVhEATELSSE. MARClIeEH, MNARFREAMERIEEHaRH T,

3.9.2. BN RREI B XS
HERXANREEREN, aEaERIES,

it =
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7.

8.

EEBRIEHE ik,

M H MK Realm settings,

M= Keys £ §,

= Providers &5 E,

B Add provider, % rsa M,

& Priority FERAPFIABT, WHFRETHBVINEERENETIN, eBFEBEHTL
FARE.

4 AES Key size #EHFE—MH,

mif Save,

EHHNVENAERIF RS RETIREREN, BNREVEERRFIAD, WaIGERARR, 5
E R,

3.9.3. B RIUE B R E B
#RAT LGB M RSA 4 BRI EE ST chIZ B H S B Rt h LI+ i B B,

FRFM

it =

28

4 REY B BIT

EEEEHIE ik,
¥ Realm Settings.

= Keys 1%ET1§,
I & IR Active keys FIIK,

1E57 8 RSA BHIM1TH, i Public Keys T# Certificate,
MEF LA R H I,

FEBERER M, FREBREXETH,
----Begin Certificate----

<Output>
----End Certificate----

81 keytool S HIF BN PEM KB,
MZFEEPRBRLATE RSA AYIES.

I keytool -delete -keystore <keystores>.jks -storepass <password> -alias <key>

FHMEB S ABBR AT



B 3E EiEH

keytool -importcert -file domain.crt -keystore <keystores.jks -storepass <password> -
alias <key>

9. EFMENA,

I mvn clean install wildfly:deploy

3.9.4. AR MIMA B HIUEF

ERMBHS AR A B REUER, H5%FE Providers, AREMTRIEEH %R rsa, ol L RS
5%, LR BN BB AT,

FoRFH
o WP, XHBHFA PEMER,

i =
1. EEEEEHIS hkEE,
2. B Realm settings.,
3. = Keys %5k,
4. = Providers &5+,
5. ¥ Add provider, Ei%fE rsa,
6. 1E Priority FERFPHIART. WHFRE T HBHANBEBIENBHN,
7. 2 Private RSA Key 351519 Browse... & EE AT

8. MPEMFAE—IZRIUEP, &= Browse... M X509 Certificate 3 E{EIFH 324, M
B%A EfFFH, Red Hat build of Keycloak £BzER—1MEZRIUET.

9. mif Save,

3.9.5. M Java Keystore i A B

ERMEREEN LM Java BHAEM X RBEFNTIUES, 5% Providers, AREM TR A hik
¥ java-keystore, #EAILAESILEZR, LAHRFEAN B BB,

BMMBRKAGIES 8, HARHES AR Java B, FHiEA BRENE 518 RMEETIN,

i =
1. EEEEEHS Tk,
2. MmN Realm settings.
3. | Keys %Ik,
4. m Providers #EIE,

5. Hiifi Add provider, Mk java-keystore,
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6. 1E Priority FEEFPHIART. WHFRE T HBEHANBEBIENBHN,
7. H Keystore HiA—Mi,

8. %A Keystore Password BI{H,

9. HiA Key Alias B9{H,

10. i A Key Password B{H,

1. = Save,
3.9.6. HHEHAHBH
AR
1. SIS R,

2. B3N Realm settings.

3. m Keys %Ik,

4. = Providers &5+,

5. Rl EEIHTHNBEINELN RS,
6. & Active tI#e3| Off,

7. mili Save,

3.9.7. %A% H

AR
1. EEEEEHIS hREE,
2. MmN Realm settings.
3. = Keys %5k,
4. == Providers Bk,
5. Rl EEIHTHRNBE IR MLN RS,
6. ¥4 Enabled H1#% Off,

7. mili Save,

3.9.8. WA EH

THEFIRE Keycloak EANAMEMHNEZREY, BINKERRESE mMARRF. AP SiHC AL
. B2, MRE)OVENEELRRTICHKERF, BN NEEEBFER, M ErmR, RE3EIERE
ARKEHXT,

FHE, #EEILIM Providers XHillpRHLR 7,
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iy =

1.

2.

3.

4.

5.

6.

7.

mEHAHE Clients,

= security-admin-console,

B TEREIZ Access settings 24
HE Admin URL FEL,

M= Advanced %5,

1£ Revocation 5B, = Set to now,

#id: Push,

#ExX not-before SREEAIIARE PN ARFAEZHBPARBHSENIE S, T/ mi RAEFHHE
HIMILIEFIRRE Keycloak TEETEHX, RILMABBRAFRIEHERNSEITN.

p= Y=
REST MINLEE Fim AXE Admin URL, LUMELLISHIER Keycloak BEMEMIHEEM not-
before SRB&IH KA EE F .
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% 45 ERNEEFE

AL EEaEEE. BRMEMESIENEIEE, B, B EARIARIRFEEIBILIEHER
Keycloak #BE, LUMELLIBHIEER Keycloak RTLAXS ARSNGB P BUIEE. LLIEHEEH Keycloak XHF
LDAP #1 Active Directory, {BfEtBa] LA FAZIIEHIERM Keycloak User Storage SPI X{E B E XA
PR TRET B

LA SR, IR Keycloak RIEEIZAFNEMUERIZAF . MRIIEHER Keycloak
BARBIAF, IEMEMN Keycloak 2B EA A EME4N A, ERRBITEY L, K5, kB8
AEBBUBEHENBUB MR RIS RN Keycloak BTN AKIER F#ER, RE, XMAFERS
BN E OIDC SRS SAML S B,

HEBBUR AR DB ZIFLNEIE Keycloak MFTAThEEATRNEUE, Rt FiEatR el LA EAELIIE
9B Keycloak AFBUBEHPEHETIR. REBAILEXRBRSARHF, FEHSABBIBEEEITR
¥, XMAEIRTFIREEFNIIGENEERMEER. flM, EABAFBUEEETER R OTP,
OTP AT LIRS EEM Keycloak {bERHNTERE, EABUR TN,

4.1. Wit R

BARIFEREGNE, EHITITSER -

it

1. =3 H g User Federation,

R ERHR

User federation

User federation provides access to external databases and directories, such as LDAP and Active Directory. Learn more [

To get started, select a provider from the list below.

Add providers

&\ dd Kerberos providers — L Ldap providers
— ]

2. MBI -F kAt e R Rk,
TIBHIERM Keycloak &7 R A% 4L N A Bl & TUm.,

4.2. AR R

MR User Storage Provider kI, EaREEEEERIEH AP ERNEEFERA,. EEAEHEHENEER
AP, ZI8HER Keycloak AREMEIXLK, RitC2BCHFAR, MRENFHEHNBEEEAFE
BB RMNEERAER, NERXSAFTASKN, FERAN, BRI T ERENEN
ﬁo

Red Hat build of Keycloak & 5685418 Keycloak F " BURFEIEE, LUMELE(E LDAP EE XA
PIEEMNESRIRRAT R . ZEQIBR— AN EHEERBIIEHEMN Keycloak A BUREHRMER Sk,
LIRS ZE#EEI LDAP gk,
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1" LDAP 1B & X A E 5 IR R H Admin Console TIAFFEE—1 B Uik, EHITEIRRNE
FA User Storage Provider &Bkit 5, HLERLUEALARBENARESNEPRNOAFK-EEM
X, MPAENENEERS AKIRHHEER, NSARNAF BT RIEEXERK,

4 Storage Provider KM, ZIIBHERM Keycloak AaMREIH, H A BREBEET1ZE

FESNAPEHESHFHYG, ESASENEFIATERESKSENE, BAHERAFTEMNG—TMH
BEHE#EmEN, AFSM— T ABBIREFEmE.

4.3. 7282 B ¥ U5 n (LDAP)F] ACTIVE DIRECTORY

THEFIEEM Keycloak @3 LDAP/AD #tRif8, el LAFE—MIIEFIEEM Keycloak A T2 REHK
LDAP fR552%, F+¥5 LDAP P B EIZLIEFI M Keycloak @A R,

KABERT, 2ISHEN Keycloak RIS AP A, BFHME. EFMAFKAFABEK, A&t LR ES

S0 BREY, ZLEEFERM Keycloak B9 LDAP/AD N2 #4F LDAP/AD MM HEfE. GBS ER
HTBEBEEIE,

4.3.1. BBEELFB LDAP 71i&

Pt

1. B=3EHdipy User Federation,

PP EHR

User federation

User federation provides access to external databases and directories, such as LDAP and Active Directory. Learn more [
Clients To get started, select a provider from the list below.
Client scopes Add providers
Realm roles

&  Add Kerb id & AddLd id

Users = erberos providers = ap providers

2. B Add LDAP provider,
LTHEHIEEM Keycloak &3 A LDAP B2i& 71,

4.3.2. FiER

THBHIERM Keycloak $FF M LDAP S ABIZLIg Keycloak A P HBUBEM AR, M BURENXA
AlXxsEFERYS, SBdEEAESRAY . AT EBEE—IOI4. LISHEKN Keycloak XA 5 AR
B, BEEIEERE LDAP RSB LELE,

RZMIERETF, FBLZIEEERN Keycloak ThHEEMEM I, EAEMEENGN A BIESEMEE
i, B2, HAEHER Keycloak BREWRFERA K, ZIIEEM Keycloak BT R BIEHE

B LU S A5 LDAP RS523RYP. % LDAP BREIZRIAZM LDAP MA R BUEE IR EBHN, SA
R$RFANHEN,

33



Red Hat build of Keycloak 24.0 [R5 EE 5/

&R LUIELTHEFI R Keycloak A LDAP, MiXHERAF S ARIZLIE Keycloak A #iEE ., LDAP
RSB ANEHIEER Keycloak ;21T S FARLE A A &R, MR LDAP AZIFAIEHER Keycloak
NEERENBUE, ZEENLTEEE T, XTAENILRRE, %A LDAP AFNEIRASAFES T
4148 Keycloak A P BUEFER TR AER.

LDAP Eg& TIE - H Import Users FFXIEFIIL F R, BES AR/, HERILFFXEIHEI ON,

MRZH Import Users, NIEEFFAFEEEREMRERLIBHEERN Keycloak BHEFE
. B4, BRTHSNE LDAP WAFEEXHTEIEN, BEERGECBIR. XA oBIE
AL EiEA AN, AEEMt TR, E4BURT LDAP B SRMNEE.

LR IA K ESIE LDAP B P BURRT, TEktTREH. Hii, BRIER-M BA Rl
BEHEl LDAP EtE, BNERTTEZEA LDAP B,

4.3.3. juiER

BAFMERA LAY EREHE EXAI BB, AP UKRERG., LDAP EE&Tm+ i Edit Mode
BCEE X T A/ LDAP EHHREHL

READONLY

BEREERRA A, BT, f7. ERNEMRANENR. JII8HEHN Keycloak REMAF ZXE
X P B BRER. A EEER.

WRITABLE

EULESAS A, BFEY. A7, ERAEGMBRANNEMNED, HRellashs LDAP #iiR
-&0

xRS

LTHEMIERM Keycloak 775 T LIBHEEM Keycloak AifFfEhA &, HFIE. &7, HERNE
G, AERGAIFIHBIER O LDAP, EXMMERR, LLIBHEEM Keycloak FRE R LAIE R
LDAP fRS523hEH A o BiE, XA ETithiE AT A P M LDAP 5 AZl Keycloak P HUBERZA
AT ORI,

LLTIEHIERR Keycloak fllEE LDAP #thfal, ZIIEHIEER Keycloak M0l —4H ¥4
LDAP BREI23, ZIIEHIEEM Keycloak 1238 Vendor. Edit Mode #l Import Users 32 Hi4LE4
HERREXLMHNERF, HlM, LB E UNSYNCED K, ZLISHHEM Keycloak &
St E N MBUEE B E A B, MAZM LDAP RS2 EN. B2, MNRE
MEEHR T mHEER, NMRNFHNEREFRSNE, EHIFTERN UNSYNCED &R higkd
BEW, E0E LDAP IREHtEN R E Edit ModeAk £ 3 th5ERATF Import Users FF %,

4.3.4. HihEg & ki

PHA BoRATR
EEBEHE B B REEREE AR,
5%k
2 A3 k=) 1) DRliR R N ] S I 0
R4 A
MREHLLANEEMN Keycloak fIERRIH A ZINEI LDAP, 5 iFIbtN#tI#:E] ON,
FL¥F Kerberos B3 %HIE
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M LDAP AECRI A 3R, i+ 3 A Kerberos/SPNEGO B#3%iF, MERSELR, ESH
Kerberos 4.

Hfthy5 15
REEHSEEEREHEPITRERE, DEEXERTNESHFIER,

4.3.5. 5T SSL ##EEI LDAP

LIFECETI LDAP MR 2EE URL (fliidaps:/myhost.com:636) B}, ZIEHJEM Keycloak fi
Fl SSL 5 LDAP IR% 3815, TELLIBHIEEM Keycloak RS SRinbc B S48, LUBZLISHEN
Keycloak BT LMEERI LDAP i SSL #%# - 155 Bdi& Truststore ZFE{Y,

Use Truststore SPIRERBMHEFH,. ©BENEREN Always,

4.3.6. 13 LDAP AP [EZ RIZIEHEM Keycloak

MRIEFET Import Users %5, LDAP Provider R4S LDAP FF* 5 ABIZIIE Keycloak A<#h#iE
FEMZLIEfaEEh, AP E—REXN, SENAFAEARN—EMRE (Fiin, fEREEEHESN
search £E%) , LDAP N2 LDAP B S ABIZIIE Keycloak BUBEMNMEDR, EHHNRILTE
t, RKIE LDAP FiE,

MR EIFARA LDAP A RS BIZIISHEM Keycloak BB, 57t LDAP #thmkdE mhikEME A
Sync Settings.

FEAMEENEY -

e[S

XANKEERRA LDAP f /@S RILLIBHEEM Keycloak BB, TELLIBHIEEM Keycloak FEETE
LDAP i/, {BfE LDAP HhEMAME, EEELIIEHIEM Keycloak BIRFEHEH,

EHERNARI RS
RFH, Z8HEM Keycloak AR BIRNEFHA A ExE—RAS EHIENTHBAS,

RFHNRERER, TFH XA LDAP RE#FEFEN Hd; Synchronize all users, RRXEENNAE
HiRS,
4.3.7. LDAP BRE} 23

LDAP BRSYZR2H LDAP IRt L MLGITER, BI1RE LDAP &I — 1M R=. HUTER
Tfh% LDAP BRESSES :

e HF{EM LDAP &3,
o AP,
o EMPEHOHEMWAS,

L {RBIE LDAP Federation #tRRaRT, ZIIBHIEEM Keycloak 2B NN It N EaiR it —HMETRRF, X
AMEAHAFEY, AP the LI LS RS E /R IA SR,

AP BRI ER

XA MRS ERFL LDAP BHMNEIZLISHIEEM Keycloak AFMIEME, H0, EaTLUE mail
LDAP BB NAIEHEM Keycloak BIREHRM email Btt, XXM MAHEFLH, BEE—
— % — Bk,

fullName Mapper
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XA mapper IEAFNE A, LIBHWEN Keycloak & TR/ LDAP B GE%E cen) , 3
5 2P BB BRI Keycloak BUEE M firstName #l lastname Ett, M cn 8 NR
BLHNTF LDAP BBERE .,

L IRIELTIERIERM Keycloak 1 Sync Registrations H7y LDAP #tR/ s M/

B, fullName BS2R R FELRBIFAF €. £ Microsoft Active Directory (MSAD)

i, XAELRRAEM. MSAD KE ILXERT cn LDAP EtASE )y fullName, RN {8
cn LDAP BH4EH LDAP #t5 e & P HIRDN LDAP Attribute, fEFXANEER, 4108
IR Keycloak RBIFAF 4. HlM, MEEQIR T IISHER Keycloak FA
"john123", 3§ firstName #l lastName %2, B4 fullname BEIERRTT "john123" R 17
79 LDAP i cn BOfH., M4EH firstName Fl lastName %A "John Doe" B}, fullname
mapper 2§ LDAP cn B = "John Doe" {, B HNELRBIASZERANHNEN,

B R E R R

EANRAEFE 5 LDAP BRSNS RN Keycloak A FRIN— M EgmBHENE. XA MRHEE
FEeth el LLss 4y enabled =% emailVerified A/ Bt &l A1,

ABRARER

XA MREZFACE M LDAP BIZLISFERM Keycloak fiBIRETAI A GG, M A GRS 23 LU
LDAP fifs (A% ZE LDAP WIMRESZHINA) BURNTISIEEE P imiigA BRE F inf ax i
fafa, EALUNE— LDAP N Rl B E % A RMHRER. fill, EaILUEEM
ou=main,dc=example,dc=org map El realm i faBUN THHN A BIRE, Kk
ou=finance,dc=example,dc=org map EI& Fimfinance FIZ /- im i (2 IS 9 A BN,

TSR BRSNS

XS EFFRERE LDAP #iNfEmEAN LI EER Keycloak AP R FIEEMLLIEHIEEM Keycloak
fifa,

HEHRAERF

XA BUNTZEF TS LDAP 41M LDAP R4 TBRUR BIZLIEH M Keycloak PV, XMRAERLES
TR PR M LDAP fEHERIZLIBF M Keycloak B F 4IRS,

MSAD Fi ik P BRSFR R

XN FRFE R E T Microsoft Active Directory (MSAD), B RILLIF MSAD A Pk PR S s BIZL
B Keycloak KPR, )5 AMK ot B, X MUNTRR{#E A userAccountControl,
1 pwdLastSet LDAP [Et%, $ETF MSAD, &2 LDAP trAt. fiin, MRpwdLastSet B 0,
ML R Keycloak AP A E BN, SRERMEIAFH UPDATE_PASSWORD iz
{E. 3 userAccountControl {E 7} 514 (EAMKF) , MIZEA Keycloak A FRIZIISHIEE.

UEPMUNER
XA R 2RARET X.509 iEH, ZIIBHEEM Keycloak fFH 5 X.509 B RKIFMEIEBEEEA, XU
PEM X fE N BR. X MSEERFMITHNS User Attribute Mapper 25481, {BZIIEHIEERY

Keycloak BI LAt 847 PEM =% DER #&=UHIE 1589 LDAP Bk, A4 BSERF/S A Always
Read Value from LDAP,

FEKIISHIE Keycloak AP EY (MIAF A, &4, HEMEFEM) BRESEIX R LDAP EBHEK
AP EMERGESE. STy RE], HRH4ACHISNEERN, EREHARMAT TR, LHEBE
EX AR,

4.3.8. BiLEF
LB EEM Keycloak BHEBET, ZLIBHERM Keycloak X FBRA K EEBH., HEESHEHNELL

IEHEEM Keycloak BIBEHRMFEIGARRE, ZIISHEM Keycloak B&H salt BISRFH A XRIEIRE,
X F LDAP, ZIHgHEER) Keycloak #KiliF LDAP RSS2k & salt B,
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ZKIMERT, LDAPRS S (W1 MSAD. RHDS =k FreelPA B3#5) il salt #ig, Hfth OpenLDAP =
ApacheDS % LDAP IRS5 8 AN A N EMRE, BRIEEMSH LDAPY3 ZMEHY FEE
RFC3062 i, #£ LDAP ERE T /5 M LDAPV3 By BI2MF. #1555 E LDAP IRSHX
*ﬁo

Digk

==
[=]

{&/ Idapsearch #l base64 f#fGuserPassword B EH, HLZGAT AR RBIE R
FBEREIEAFBEREHRIERGS, MABUAEXAEAEFHE.

4.3.9. HEEHERR

X F org.keycloak.storage.ldap KJl, "TLAFAEZIEMEI TRACE, HRAILKER, FEHEKICK
SHEERKEE TRACE 25 miRS5FRAE, SEMEEHANBEZRICEKE LDAP RSFUKBATLAESE
WIS, FEAFIRIEE JIRA LRI LDAP [RIFEIRN, HHEMSAS AKX TRACE HEIC KRS
A&, MEXK, REFNERFTERNEARSHEAENRERENAEAEHEE (ERFETEPFM
FEES) , XESBURHILRE,

o LHIXfIE LDAP #LNREH, MULTRIER, RSB[ASTHEHI—FKER :
I Creating new LDAP Store for the LDAP storage provider: ...

EERT &M LDAP N EMERE. i Esk&EE Rz, RFSSIHESREREN LDAP i
B, &%, AUA—ELHMFEERERGEGEN—EREFES. —FIF=Z bindDn=some-
placeholder, *fF connectionUrl, tBrlLABHE#E, BBEERER TSFEEABL(Idap Hlidaps)
RBRAM. A, @3 LDAPBUNREEMNIFE, X7 DEBUG A2 ERMTER :

I Mapper for provider: XXX, Mapper name: YYY, Provider: ZZZ ...
HAR, XEHRNEREAT DEBUG BEiLX,
o ERIFMRESHEEGHNE, HHET LDAP IRItEEFMEY Connection Pool Debug Level H{A

WEHE all, XFhRd8EMAEFICT) LDAP EshAmMA S il S BIRS|A SR, X0
AT IRER S E st sEAR X KR,

~

=
=

N

FUUEECERES, ERREREERIEMERN Keycloak BRS535, LLEHISIHe LDAP 4t
MR EFT 4011,

MRRFBECERAEREEBIGER, XAaERmEEIT R TERN LDAP IRS525.
o XfFits LDAP [RIERMER, EaTLIEEERS LDAP W5 BIr8UEM N, X&SBUERMIMEH
WS, fin, MRFLERFNEFFTERSHE, EALUEEEREM group"KBM KR

¥ T8 LDAP &£ B. FEXTERT, MRXLEHFZBEIIEHER Keycloak RBRS BIFLEAH
LDAP BRE323% (3K Role LDAP Mapper) %, NIZEMXEHEBT8ERA M,

4.4.SSSD # FREEIPA B EIEERK
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LTHEHEEM Keycloak B3E RET R 2RSS 2 (SSSD) #fk. SSSD 2 Fedora #ll Red Hat Enterprise
Linux (RHEL)—#845, BREN SN FEMEHRIHRHERMNVIF., SSSD M RUUMERBMEL%Z
FELH, MFEEZ{ES, B2 Red Hat Enterprise Linux Identity Management 3044

SSSD 5 FreelPA ZHAEE(IdM)IRSS2BREM, REFHRIEMVT R, BT HLER, IEHEN
Keycloak T LU M EER (PAM)BRSS BET B S0IE, F+M SSSD tekA 8, AXTE Linuxif
B {# Red Hat Identity Management WE % {58, 155 Red Hat Enterprise Linux Identity
Management 344,

Mobile Apps .-~

— -

’d‘
-7

1SR Keycloak 1 SSSD it Rik D-Bus O T@EE, AL, ESMEFAIANAREEA
FreelPA/IIM EE R @, RAERT, BOSAHF A, BT, &FNHK,

v pa -

LI EEM Keycloak FEZAMAMA R, BFREREP BN, FELIBHERN Keycloak E
HGd, ZIEMERN Keycloak EE G MEEM B NE S SSSD R,

4.4.1. FreelPA/IdM server
FreelPA B2HE LT Quay.io, BiXi& FreelPA RSS2, HE A FreelPA XX14,

P =
. AL T 65217 FreelPA RS2 :

docker run --name freeipa-server-container -it \

-h server.freeipa.local -e PASSWORD=YOUR_PASSWORD \
-v /sys/fs/cgroup:/sys/fs/cgroup:ro \

-v /var/lib/ipa-data:/data:Z freeipa/freeipa-server

server.freeipa.local 928 -h XX FreelPA/IdM BRS5233EH . ¥ YOUR_PASSWORD H&
HIEE SN,

2. BBBIE, ¥ /etc/hosts XHBHEIE -

38
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B 4 = FERNBEE

I X.X.X.X  server.freeipa.local

MRZBVATIED, BBALE DNS IRS5%8.

3. FALTHSTE IPAGEMER Linux BRS52%, LUE SSSD EXFRHLN AT LLIEfIEEM Keycloak
LiEshIETT -

I ipa-client-install --mkhomedir -p admin -w password
4. BRI EETUTRSRITEZERTIESTIEF :
I Kinit admin
5. WAL,
6. SERLTaSRA R IPA IRSSE
$ ipa user-add <usernames --first=<first names --last=<surname> --email=<email

address> --phone=<telephoneNumber> --street=<street> --city=<city> --state=<state> -
-postalcode=<postal code> --password

7. {8H kinit s 5% E R P REl,

I kinit <username>

8. MIALLTHANKS LA IPA RF -

kdestroy -A
kinit admin

4.4.2.SSSD #1 D-Bus
EXFBELN pafEF D-BUS M SSSD ZKEVEUIE,. ©fEH PAM BuFEIE,

gz
1. &% sssd-dbus RPM,
I $ sudo yum install sssd-dbus
2. IBITUTFE&HA :

%
I $ bin/federation-sssd-setup.sh

ZBZAth o] LR E M A IEFEEM Keycloak Ad& SSSD #1 PAM Mg, ©X
/etc/sssd/sssd.conf H{TLA TR :

[domain/your-hostname.local]

Idap_user_extra_attrs = mail:mail, sn:sn, givenname:givenname,
telephoneNumber:telephoneNumber
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[sssd]
services = nss, sudo, pam, ssh, ifp

lifp]
allowed_uids = root, yourOSUsername
user_attributes = +mail, +telephoneNumber, +givenname, +sn

ifp BRS5 % NB SSSD wh, FHEE NAR Y 0S F @ X MEOM IPA BRSS BT T,

AL OB — 1NN PAM RS /etc/pam.d/keycloak L@ SSSD Kk f~ -

auth required pam_sss.so
account required pam_sss.so

3. 3217 dbus-send LAf{RIEZERBIH,

dbus-send --print-reply --system --dest=org.freedesktop.sssd.infopipe
/org/freedesktop/sssd/infopipe org.freedesktop.sssd.infopipe.GetUserAttr string:
<usernames> array:string:mail,givenname,sn,telephoneNumber

dbus-send --print-reply --system --dest=org.freedesktop.sssd.infopipe

/org/freedesktop/sssd/infopipe org.freedesktop.sssd.infopipe.GetUserGroups string:
<username>

MREERD, NSNS ERAFNEENH, MEREENRER, NELIBHER
Keycloak Lz TR BN AT AR REMBIE. XM HERREERNIRSSREBLE FreelPA
IdM PR S5 8 iEM, K& ZB ViR SSSD BRSSHITIBR,

MR ZAFVIR SSSD IRFHHR, HHRFZITLIEIIEEMN Keycloak BRSS9 P AL FLLTER
24 /etc/sssd/sssd.conf SC#keh :

[ifp]

allowed_uids = root, yourOSUsername

ipaapi RS AP BHEIHALIEN. ifp REFB[EWAF. REAFEECERTPEE.

grep ipaapi /etc/passwd
ipaapi:x:992:988:IPA Framework User:/:/sbin/nologin

4.4.3. 3 SSSD BBt N

LTHEFEEM Keycloak {8/ DBus-Java WiH5 D-Bus flUNA #4Ti@8{5, LU T RFERG el IEER
(PAM)FATHBHIE,

BIARIELIEHEM Keycloak @&i21T SSSD #tN BRI A, BRE JDKRE& 17, A, RE
EEHEEIEHE JDK 17 AFZTEMEN Keycloak I, F&ER SSSD #t5f,

4.4.4, BgiEHL S SSSD &
Z¥&E, BEKA SSSD #Ffif.

it =
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1. REEH AP User Federation,

2. MBE—IE%EMTH, M| Add Sssd providers IR ZREN AP, =HE.
3. HiRHERF D E AT,

4. mii Save,

BIfE, EEILMEA FreelPA/IdM AP HIEIES LI Keycloak #HiT S35 IE,

4.5. BE XL

LTHEHIERM Keycloak BT User Storage Federation B Service Provider Interface (SPI)EF X B
B R, ERILAE BRS53 A A GiTeE hIRBIAE X F A E F EER RS,
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ESEEEAN
EEBEHE D, EPiTE&REREER,

5.1. QIR

EapaEheigAr, HhEEiaXERAPmBRNMNARERF. BRE master B fIBAS, XA
Tl H b,

A&
o IR{ITF master HLAABIEF,

pri% =
1. =3P Users,

2. ¥t Add User,

3. BIAFA P,

: . =
AN+ 4 Username EM—AIMEFEL,

4. mSave, REFER, RERHAFH Management T,

5.2. EEAEM

ELEMER Keycloak 1, AP S—HHRBMXE, XEH AT B iFthEFHR A 2§ Keycloak
AP, URSEXEINGIME BILBANBARR,

AFPEEXHENTEXRIFNESN, ATFRTAFBHEURNAESSER, @dx A ERRE—
HAE, EEARUEHNERERYNAREAT, FHEZRY RIBHEERN Keycloak L FHtEM,

BRAFEEXH IR RAAPATUEENESE (I : 2FMMK, Bi5F) , chRATEREE
SR/ KRB H i TR,

ArREE A it EE5 -
o JHAFEME X schema
o RIELTYEEENRERTERY (i : (XEZEMAF K admins, 2R IEFHRKISERH)

o ENATERENHBERAIEMNFENR, UEEFTEEEIIETIRLEEYL (B /EER) B
RS FAEER,

o FEHAIREXHGHY, UERAEHFAIER, HETSEBUERKNTEIEMMN
o FIANERIERHME B E CRUEMN, LLEH N EHEE SRR

o RIEEMEN, AFREKFEHGPHS2IAI5ZEMNRY, M. EHkEs. K%
AP AER, MERFHEREL]
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ESEEHA;

o HAEEEHATAEXAS/EERA, UEREAFEESEADTEIRENE

AFEEXHEAKEEMSA JSON BARXRENHRETBIE. AEEEHES, Eabu@st B A
¥ Hihfg Realm Settings SREERLE, AR H§i%{mE_EM User Profile &%,

HET—8oHP, HMETROAEEECSHAFEEXHEANEEURIMAIEREY,

5.2.1. TR\ E

EIAER T, RedHatbuild of Keycloak {2t T — 1" EAMNA BELERE, BE: 7 —EENNAFRE
L

Name b

username R4

email R4 P R E L F R i,
firstName HERAAFHERRET
LastName End-User B surname S K

TELIIEFIEEM Keycloak #1, username fllemail BHE#E — 1 RHMLE, BAheil@ERAF RN, &
IEMSEA K, . NP XEEY, ERTEAHEE, EBXEMBReil.

L

username #l email BHEMT BN RSO BHEX L&, i, & Email &8
username =% Edit username XENZESEER N EEXHEEDIZENEMEE,

EMEELUTERS P ERIBIREE, ErrLhld 514 B SNEM S E ST AT AR MASE LR 71 R 15
NRE, MiBREREIAELE,

522. THRAFEEX#H ETX
TELTHEHIEEM Keycloak Fh, AP @ FRMETXERE
o i
o EHAEXH
o ETREHHZBNEHTHRRIENEERESE
o KPEHEIE
o EE (fin: EEITHSMEE REST API)
MRTEE TN, mAaHftt E TXHHEMIRLA- LT, BRhell5AF 8Bk REX,

TEXE FPTFXREER, TRIENAFrBEXHEEEEEMAIMFENNGE, Tt EE2KN
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EFxcnfE, #RERAR—AFREXHRERZH Ul FHFEIEEYE.

EMEEUTRIHRERN, SbRFHXEEMREMNER ETXh A, FhsXArTE2%A
Bifl. MREFFLERAYHNEERIEY, ARRTERER/S, Wh—Amth2mit,

5.2.3. TRZEMIZERML
RAERT, IEHERN Keycloak RFGIAFEESREESE XHNEY. RS5SHZIZFHIAEE
X BHEMAH R,

WS T AR A B R LURE IR P, URAMAIRAEE]89E, Z0EHER Keycloak RTLL
HEENEHRRMA —MRER, FHHEBERIES R XREKNEHEHERN(E,

XEHKE, AFEMATLUERMT -

ZEXERENAFEEXHZEHNEY, SERTRAAFNEEN MR EEXXH
EFTXEE, NFXEREY, EFERSEHelNERA M E,

ISEXLEREAFRESPEALAENNEYE, LUERIAMERT, Red Hat build of
Keycloak &58 22K E 1.

EARANER TEAIZERY, BETLUGARRKNRIREERRE LIRS FNMEEET]. 7
b, EsEAENZE Y B Realm Settings, = General £, AEM Unmanaged Attributes i% &
LA iz — -

FH, XE2RNER, LEMMERIEES L TXRAEZERL.

JER,. R OImMARFERES L TXERIZEREL.

EEATUES, LRBAIMNEE L TYXUREAXCAIZERN.

BEEAT g, KRBRIMER ETFXEAERERY, D TERANEA,
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EoEEHAP
XL SRR al LRSI AR S B ERY. MEIER F TXEBRAFN, EablkFEs
2EAHEZRHIEZERN.

MREATHEZEREY (BMESES) , #EaILIFE User Details Ul H1f4 Attributes £ rh M EHR {225
SEHel]l, MEREHILEN Disabled this tab AalF,

FrRELBIN, FARWREES MR (fI : FANEER 4WiE) UtEEI LRI E
BHEERNBFEAEYE (FE) ENENMA/. #%RI1%E Enabled 5k, FEEAER A EEX A
BT ENRAAF AU EENmAEY.

k

N
p
;

gl

G

Enabled SRE&EH0TFMELRIRIZLIEFIEER Keycloak hkAER, Fh@teEABRE X E
AR E CNAE AP B RIRSS SR T .

IEMEEL TR RERNRE, SLTLETEREREMAFAH/HERATLHEA, MR
HEMERERE,

NFIEZERYE, RAKEN 2048 INF/R. BEEEFRNR/IMENRAKE, H¥ unmanaged B
U managed B FHAMN KE BiEss.

g

H
[=]

LIS EEM Keycloak R EFHNMBEFRSHHEXHN R, BEEK, &&F
HENALEESZ, A, BIRE length BHEMK/N, ZERELLIBHERN Keycloak
HEBEEARRINTR, F@Eid ID =X URL S1AET .

5.2.4. B RCEXH

ArEESREERTENEHTER, Hit, HHREAMNZEHAPEN Realm Settings ##E, ABHE
User Profile j%%ik,

R P ECE ST+
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= IKEYCI admin v .

myrealm @ cnabled Action

Realm settings are settings that control the options for users, applications, roles, and groups in the current
realm. Learn more[#

< Security defenses Sessions Tokens Client policies User profile User registration
Attributes Attributes Group JSON editor

Y All groups - Create attribute

Attribute [Name] Display name Attribute group

i username ${username} :
i email ${emailt :
i firstName $ifirstName} :
i lastName ${lastName} :

£ Attributes Fikli+rh, ERAAMARERHNIIR,

£ Attribute Groups FiEWi+H, EALEREWH, BHAARFEXRKEY, UEESIERMAH
S E L R = (S

£ JSON Editor FiWi+eh, EAILIEFMSH JSON ASiE, ZErT LU A IR FIRIN S aIACE,
FEFHERE, EIHETFAT RN ERE B RRAERMIRE TR, R2KRA,

HET—8a%, EFTROAEERENL,

5.25. EHEMH
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B 7T, ELaE, SEARZERE.

BEGREMHFH SR BRE XX, FHE BRI Create EiH#RHL,

EttiE

Realm settings * Userprofile » Create attribute

Create attribute

Create a new attribute

. Jump to section
General settings P

Attribute [Name] * @ General settings
Display name (@ Permission
Multivalued ® a Off Validations
Attribute group @ MNone v Annotations
Enabled when & ® Always

O Scopes are requested

HEEREMR, EALUEAITRE :

Name

BHRaR, ATH—IRAEN,

BHMAFPREFEH, FTZEATENmRAIANERYE, eX0%F FHEMRER
Multivalued

MREA, MEMZFZMEN U, URFRESME. ERLER, HRERINIIEREK
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{EBOE PR,
= 24El
EttrENESEE (ER) .
J5 P B [

ERSZAEY. MRXE) Always, NEHTMEMAABEEXXH LT, MRFK
el NEMEREKAFNE P RER—AHAKXSEEN T A, S LURIEH RN FimEH,
ERXNETSRE SRR LB, XTIk MEEERNS, TWHESER, FREMRAHS
R, XRR, RIEEETEEYE R TE BRI ERE T,

iR

FEREEZENBESERCEMY. MREMA, NEMHREN, MREH, EaLlikEmEZ
B RBRIE ArkEEf L T XHBEHMCINE, UMERKAF BEREAFLETX) HEER (B
HEHEETFX) SEEY. BT XENIZE Required BEIER—HAFIZANE e ENF
FEMFRCH required, INRIZE N Always, NEERAEMAIAEEXH L TXNEYE. MEF
Xk ul, MRIERKAFNEFmER—HAXZNEENFIETEERYE. STk NERENHE, F2
HESER, BARERN. X2RN, RIEEETIERE (U ETE B UERN 1IEE T,

HER

#EXTH, EANEMNGKAAFNER ETFXHERBEMNE SGEEMR. Who AT %
E, FEM2HIH User /s Admin 2HIMEZLAFNER ETFXHEA, Who RILIM &AM
B E TP oFESRC IR

EAT, EaLiE L EEBYER TR IE. Red Hat build of Keycloak 124t T —4 A&
FEds, EALUEREiERBTRN. MEELZFMMER, ESH Validating Attributes 34

=3
EAxNToh, ELU RSB X, ST EREN, FRFTEATHHMTTBUIREHAH
i, MR TMEZIFMEL, ESH E X Ul Annotations #4,

LiRQEBREMN, BHEREMEER L TXha [, UEfaEARgEAPATFEYE., SShrt, Elid
RARAP E TTXEBHEEXH4N, RXBAPLEVINZENE. Ea U RIBEENSERY
Permissions iXi&,

5.2.6. KikEtE

eIl E AN REBENEIE, URERBHEFSRENHN, Hit, S EEREMERM
Validations 1%i& ANk M BREE IESS .
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Validations

© Add validator

Validator name Config

local-date Delete

EEAERHN, RIEBRLE, el it AER R E Ul b ERBEX.

HRERN, AFAENENEEENZE — AN RIERREI A WARER KD, MREEEE K
£ 5uE33, Red Hat build of Keycloak EKiA &K 2048 NF4#F.

5.2.6.1. REL LS

Red Hat build of Keycloak 124t 7 # eI LM chii i — 2 NER UESR, Ehal LG & Validator
SPI kiRt B 2SS ISR,

LUFAIRREM T A RERIESRISIER :

Name ik Configuration
length RESRNNIRKKE, REFHE  Min EXRTFHRNKENELY,
HRKE,

max : —PNEH, BTFENRKR
FKE,

trim-disabled : —MNfR/RME, H
FE NIRRT IEEZE,
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50

Name

double

uri

pattern

email

local-date

person-name-prohibited-

characters

username-prohibited-characters

up-username-not-idn-homograph

sk

CEZEZENER, FHERE

H/SARESEER, MREAEE X
S, BIERAREZERENE
BEF,

REZEREHWE, FHEEHN/
FRESEHA, REEEE
M, JIERRREZERETNEN

REZERENERH URL

REHERESHE RegEx EH T
fc.

REZERTEEERBH FIH
B,

REERERBET realm F/=
A Kk BB Mg,

REZEREHNERHANRET,
TR AE A F L BRI RS
FEETF R RegEx 3K, A
FREIEARBRIFRRE LFF.

KREZERSNERNAFE,
HEAE AN SR GINERT, 5
IEETF BN RegEx B, AT
FELEFA - B A E LB F 5T,

MEZEREREE R FEE
&, ARTFEIURET select #
multiselect FE& i ABI{E,

ZFRREEEE latin ZFMEN
unicode FfF, XN FFEEREHR

F, ®LIZ DN #eld (BEE

BF4) BE-,

Configuration

Min: & SCEMESE [ BB EL,

max : & X _EPREYEESY,

Min: & SCHMESE [ BB EL,

max : & X _EPREYEEEY,

None

Pattern : BiF{EF EMREKN
RegEx &,

error-message : i18n 45 E
BHEMBEH, MREEXEER
HE, NIERBRER.

max-local-length : —/NE#, A
FE A FHMEAIER DR KK
E. BRI 64,

None

error-message : i18n 45 E
BHEMBEH, MREEXEERA
EE, NIERBRER.

error-message : i18n 45 E
BHEMBEH, MREEXEERA
EE, NIERBRER.

U SE AV ERNF RSB,

error-message : i18n 45 &
BHEMBEH, MREEXEER
EE, NIERBERER.



BSEEEAP

Name ik Configuration
el FEZ ERBRMERIRN, Min: 2%, ATEXRTHEMEE
e

max : —PNEH, ATEXRTFN
=RXEBEMEEL.

5.2.7. ® X Ul F53E

EROHME BIER SR, JUMERERN B TRY, LURENME2IEYE. LT RILIEHER
Keycloak &, WIhEEFERM, LURIESEM XK ER S,

EREMR (BN, ATHEN EHN HTML K8 ) ) Es9 DOM Row, ML TFEBD AT,

B
Annotations
Annotations Key Value
v e
© Add Annotations

RS Ul HERNR/(EY, efTUERSEMAME HTML STRENME2IK, REEH realm
FEANEERER, TR ERENERENRELT.

IRAIHE— PRSI 28 REHFHAPRMSA ke BIZ, RJyiXLEE 0 At s R B A L0IEH
B Keycloak,

5.2.7.1. @R

IR Keycloak B X B FF AT -
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Name

inputType

inputHelperTextBefore

inputHelperTextAfter

inputOptionsFromValidation

inputOptionLabelsl18nPrefix

inputOptionLabels

inputTypePlaceholder

inputTypeSize

inputTypeCols

inputTypeRows

inputTypePattern

inputTypeMaxLength

fed
REFAFERAORE, TRAOMER T AR,

BERFXAE (EL) MAFRZEIER, AR
LfEREEXAHE MRS (40 ${i18n.key}) .
XAFEENR TTE P AT html X, FELER
AR ALY html PR RAE XA, (BEIDBIER
B SC html 257 R/,

BERFXAE (£) MAFRRELT. AATLUE
REEXAHEIMeER (40 ${i18n.key}) . XK
EZ2HE TTE AR AR RIET html 553, RIEER LUE
FA AL B html FRERB AL IR, (B IEID /5 IE % L
html #ZHIFFF,

VRISt R BURO TR, MAERER i AT ATt B
EXEERIERR. HS LT BiEdiEd,

WL R BB ERE, 1E Ul R EINETEME S
PRI, HS WU B9iEdR,

VRIS LR BURE AR, PTEBRES T E S Ul IR
(BEEzmEREMME) . HFSLUT BiEdfR,

R EIFERBI HTML A GALFF B - I EH iR
™, BTl AFRRTEE (RGESTTHEIS
ABFE#RD) . FRAPMAERN, TWAFERPR

RRHEERT.

NAZIFERH HTML A KN B - BERTHAZE
BMEE (UERNHLA) , HTFEFHTML EEER
BMYFER, ©iEET RRETMNITH, TeELET
E, BAEBURFHEADN css !

NEFFEBH HTML #HiA cols Bl - fsEHE 5 F
textarea £2Y) . ARELETIE, EFRBURATHEAM
css |

REFERH HTML #i A T - 5 textarea K8 E
S5 PRI, WTEREFE, el TREETE
T8, "eETLETIIE, ERBURTERB css !

\)

i e

R AR AE PR A IR F BB HTML S A #5858
B - mEREMAFRENENRAR, XFHT
mARBRA.

N FABR M PRI A R ER D HTML S A
maxlength Btk - ATLATEHI A FER P AR XX AR &
KKE, NFXARFEBER,



Name

inputTypeMinLength

inputTypeMax

inputTypeMin

inputTypeStep

N

number UnFormat

4

al}

BRNESRZRFE].

5.2.7.2. ey BRI HTML KB

BSEEEAP

sk

I FABR M PR EE A R ER R HTML B A
minlength B4 - ATLUERI AF PR AR/ XK
KE, WFXARFEREER,

Rz FER At % P im A IERY B B9 HTML %A max
B - ALERMAFRPHANRAE, VHFFR
RAEM.

Nz FAEIR At % P im A IERY F B B9 HTML i\ min /8
M- ATUERAFRPRANZR/IME. NBEFFERR
BA.

[ FAEIFERBI HTML i A step B - SRR AT
PENEREBFZ AR AR, SHFFREER.

MR &, data-kcNumberFormat EitRMEIF
ERrh, LURIBAERAEILE, HERIEE,
EpRXETHRENMENTHRR T, fm, —1
#%= ({2}){5}-{4} H=FE&E®={t 7 (00) 00000-
0000.

MR &, data-kcNumberUnFormat EH50
BT, DEERRFATRBLAERABRE
B, MREAFAFZEFEFERMEMEMER, BT
B Fm— g iZ(E, NItEAEERER. flm, 0
R YF1E (00) 00000-0000, MRFHE {11} XE
hbeERR, NhZ(EFFESRH 00000000000, =ETE
E—H—AHHF, WZEFESS
00000000000, FERAIN IE2RLATEF M ERIHAT
AR 55 23RN I,

AHEERABBUR TR AR EBP M AR cs HER,

R LA B inputType SEREBS HTML5 iAok FORE, afAMNRRE :

FRRBHEA HTML REFERIREHNATENNEN - e80T VBURT HTML
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Name fed EHK HTML #7%%

text BATIAREIA. LIDN

textarea ZITXXAREIA. textarea

select B AR ERA. HSHTEN  select
(ESEsrRgil: sk pus

select-radiobuttons B —HBRRRHE R A, 1§58 WAA

i) T E A0 R S B i A ik

multiselect BNLEEmA, B2 TEMOMA  select
[Eeunil:nEpu

multiselect-checkboxes B —HEREHTZERA, F  FWAH
23 T E AT B B L T A d

html5-email EHF HTML 5 HIAB B Flp4hi WA
BY BT TR Ao

html5-tel HEF HTML 5 IEHIESENE WA
TXAFHN,

html5-url EFHTMLSspec AT URLEY  HA
BATSIARI A,

html5-number HTF HTML 5 I RITHA (BB #FA

HEFER, BURT step)

html|5-range RIE HTML 5 HlAgE A BIF R DN
B,

html5-datetime-local EHF HTML 5 #A&0 B 2B (8] 5y A
Ao

html5-date HF HTML 5 #IEBI B A LN

html5-month HTF HTML 5 #A&B B 12 %01 Ao A

html5-week HF HTML 5 HEB B A LTDN

html5-time HTF HTML 5 AR B [E]H A TP

5.2.7.3. &£ X select #l multiselect S E&H%ET

select #l multiselect FEXMIETMEN ARIEMMNEUEPIKE, LUAER Ul th BRI B L mis
B—B, RABRT, EHEERE £ Kk,
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BRI LAME AR MR R RENS RETHR M nice ARAIEMINE. &R ANEREEMRES Ul HRE
HE, EXHER TFREINNEE,

BEIES Ul bREER

Validations
© Add validator
Validator na... Config
options {"options":["SW Engineer","SW architect"]} Delete
Annotations
Annotations Key Value

inputType select (-]

© Add an attribute

LEMETE UL ID KRN, AL inputOptionLabelsl18nPrefix @i a7 L EFR{L
. BEXEMMEEMETS, E0EZMINEEXAEI%N =,

= i18n BAIZEST Ul PrERgfE FERRME
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Validations
Validator n... Config
options {"options":["SW Engineer","SW architect"]}
Annotations
Annotations Key Value
inputType select

inputOptionLabelsil8nPrefix

userprofile.jobtitle

© Add an attribute

WA AL Ul 55530 A% 5 H userprofile.jobtitle.sweng #1 userprofile.jobtitle.swarch #12

£t, RIafE A KL,

&R eI LA A inputOptionLabels Ff#k HANETHR TS, ©E3 & option BITREELE - Mt
R option {H (TERIEREN) , BURPMER Ul REXFEFSHHEFMEER (30 ${i18n.key})

AF%E,

#AEPMEBOIRILEI 8 e AR B -

56

R User Profile JSON Editor i ABSH{EH inputOptionLabels 3 f#{H.

© Add validator




"attributes'": [
<..n
{

"name": "jobTitle",
"validations": {
"options": {

"options":[
"sweng",
"swarch"

]

}
2

"annotations™: {
"inputType": "select",
"inputOptionLabels": {
"sweng": "Software Engineer",
"swarch": "Software Architect"
}
}
}

AR EPMERE R -

"attributes'": [

"name": "jobTitle",
"validations": {
"options": {
"options":[
"sweng",
"swarch"
]
}
12

"annotations™: {

"inputType": "select-radiobuttons”,

"inputOptionLabels": {

"sweng": "${jobtitle.swengineer}",
"swarch": "${jobtitle.swarchitect}"

}
}
}

AHhibtA A jobtitle.swengineer F1 jobtitle.swarchitect #124t,

BSEEEAP

e E a9 E LS.
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B E SIE SR e TR A%, R inputOptionsFromValidation BT, WWRIFHFE A4t
PRI BT BRE, EFMEM I AR SRE R I24tH%ET H8E,

ERBEANE: 22l

Realm settings * Userprofile » Edit attribute

jobTitle

. Jump to section
General settings P

Name * @ jobTitle General settings
Display name (&) job title Permission
Attribute group @ None - Validations

Annotations

Enabled when ® Always

O Scopes are requested

Required (& o Off

Permission

Wheo can edit? & D User Admin

Who can view? & D User D Admin

Validations © Add validator
Validat... Config
options {"options"["SW engineer” "SW architect"]} Delete
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Annotations
Annotations Key Value
Input type - select - (-]
- options @
inputOptionsFromV...

© Add an attribute

5.2.7.4. B/EtER DOM FR7R

ET LU ke RIZOESEMRSRS RS NE FiRfT . X B e Motk e
HTML Ef, WA data- 514, EEHERZAHFNEAREMBE AR, DEETDAREE B E (R
Btk DOM hEIsesR, @ EtHE DOM Rkt aBE el

Fn, MEREREBMYFM keMyCustomValidation Ef#, Il HTML B data-
kcMyCustomValidation RFMMBNBHHIX N HTML jt3Rh, 3 EHM < THEME
TYPE>/resources/js/kcMyCustomValidation.js BB X 38Nk JavaScript &R, BXUYFEE
X JavaScript EREBBEDNFIMNELEL, HSH Server Developer Guide,

JavaScript B LU ITHEMNREEEE X DOM UESIMEHSHMTER,. Hit, SaLER
userProfile.js #3508 B B SCER M ERIHRRF, MTA- :

import { registerElementAnnotatedBy } from "./userProfile.js";

registerElementAnnotatedBy({
name: 'kcMyCustomValidation’,
onAdd(element) {
var listener = function (event) {
// do something on keyup

| H

element.addEventListener("keyup", listener);

// returns a cleanup function to remove the event listener
return () => element.removeEventListener("keyup", listener);

h;
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registerElementAnnotatedBy 2 —NEAVE AR R G L. M2 BAEMH. SIREMEHM
—4* onAdd BREHIN R, SHIEASEFRITEIMENELRME DOM K, BIH onAdd B,
LUMERRI LB B T RMIT .

onAdd ZheEEth T LLREIHGTEERBIZhEE. AN, MREEFEM4LIREFFNBTESD, ETEFE
=M DOM HhfffiERiZ T SRiHHBREA .

7%, MR userProfile.js RRLIKBENRE, EAaLUHEREBERE( JavaScript K15 :

document.querySelectorAll( [data-kcMyCustomValidation] ).forEach((element) => {
var listener = function (evt) {
// do something on keyup

b
element.addEventListener("keyup", listener);

D;

5.2.8. EHEHH

£ Attribute Groups FiWi kb, #ErILIOIEE, ZeEMMBRENAH. BYHARTFENKKNENEE L
A, UEEAFRE E2IRS.

=L 2ERTIES

Attributes Attributes group JSON editor

Create attributes group 1-2 ~

Name Display name Display description
personallnfo Personal Information
addressInfo Address Information
1-2 ~
==
A=

EXEMRAEDRENERL. ik, ERXEEEREELURERIE.
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LEURHH, HRGEMEASIKRITERH Create attributes group 1%,

BHHEE

Realm settings » User profile » Create attributes group

Create attributes group

Name * @

Display name &

Display description &

Annotations

Annotations Key Value

Type a key Type avalue Q@

© Add an attribute

Save Cancel

HEREAR, ERLE AT ERE -

Name

BHRaR, ATH—IrAEN,

HENEAAFPREN, APRFNXERETATERER, BX%F FAERER

HERNH, ELEERSESXK, M TEREN, FRTERBTREMTBURG BEH
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5.2.9. {1/ JSON K&

R P ECiE S BCiE 5 PR BRI E L B9 JSON A F . EmLUGES #idi JSON Editor FitTiF il MY
HAFEEX AR E P I TIERE,

JSON Edi&

Attributes Attributes group JSON editor

<> JSON

1 { |
2 "attributes": [
3 {
4 "name": "username",
5 "displayName": "${username}",
6 "validations": {
7 "length": {
8 "min": 3,
9 "max": 255
10 i
11 "username-prohibited-characters": {}
12 }
13 }
14 {
15 "name": "email",
16 "displayName": "${email}",
17 "validations": {
18 "email": {},
19 "length": {
20 "max": 255
21 }
22 }
23 }
24 {
25 "name": "firstName",

Revert

JSON B E XM :

{
"unmanagedAttributePolicy": "DISABLED",

"attributes': [
{
"name": "myattribute”,
"multivalued": false,
"displayName": "My Attribute",
"group": "personallnfo™,
"required": {
"roles": [ "user"”, "admin" ],
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"scopesl!: ["foo", "barll ]

b
"permissions': {
"view": [ "admin", "user" ],
"edit": [ "admin”, "user" ]
b
"validations": {
"email"": {
"max-local-length": 64
2
"length": {
"max": 255

}
2

"annotations™: {

"myannotation": "myannotation-value"

}
}
I
"groups": [
{
"name": "personallnfo”,
"displayHeader": "Personal Information",
"annotations": {
"foo": ["'foo-value'],
"bar": ['bar-value"]
}
}
1
}

ZRHIREREX FERRENREENH,

unmanagedAttributePolicy B @i B T HZ —KE LI EZERMRIE : NF TRBELSEHE
B, B3l TRZIENIEZERL.

°
DISABLED
°
ENABLED
°
ADMIN_VIEW
°
ADMIN_EDIT
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5.2.9.1. EtZeHy

SFENEMY, EBROXE X — AR, FHarLUEEE X prEM. R # annotations 1% i&.

required BEE X RERERY. TIEWEMN Keycloak SATFERIBFRRIBFAXERM.

4145 required BHE UHENRE, BARTERN.

{

"attributes'": [
{
"name": "myattribute”,
"required": {}
1
}

H—hmE, EALLUERRTAFRERGIAAIBHTLENEY. LUKR{IE Red Hat build of
Keycloak # 1TSS UER &R FESEEN, FRERICEYE.

EiIRERA S A/HEE RNERINCEY, HXE roles B, MTA :

{

"attributes": [
{
"name": "myattribute”,
"required": {
"roles™": ['user"]
}
1
}

roles BHEEE—1 84, HETLLR user = admin, BEARRTFRIAAREEGRETEREN,

R, EelLLERERIEAPRER—HH S EENFrRNEMY. ik, EaLlEEA scopes B
#, M= :

{

"attributes'": [

{

"name": "myattribute”,
"required": {
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"scopes": ['foo"]
}
|
}

scopes EME— 1 E4, HETURNERE e HNEMFR S,

attribute-level permissions B A A F & X BHRN IR BEALR, PPRIRIEXLIZERKLE,
PRGN BT, AREEAHNE.

{

"attributes'": [
{
"name": "myattribute”,
"permissions': {
"view": ["admin"],
"edit": ["user"]
}
]
}

view 1 edit BHEETHAE R LAR user 2% admin WEH, BE4IATREES ILA A HEER R
G,

LU FedittBRE, MRIKE view TR,

attribute-level X f# B ATATRAMTBIESEH XK, IRIEZATREMNIME L BAER
TRPEESEKENINRERAIEY. SMEEBER/MEX,

{

"attributes": [
{
"name": "myattribute”,
"annotations": {
"foo": ['foo-value'],
"bar": ['bar-value"]
}
1
}

5.2.9.2. B4

NFETEUA, BNXEX— B, DURERR TR E,
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attribute-level X f# EMATATRAMTBIESEHEXK. IRIZATREMNIMMESLBAER
TRPEESEKENINWERAIEY. SN EESBER/MEX,

5.2.10. BE X Ul BiEZR AR

REFMARAFRER LT (BFERZEHE) B U SBS2IBENAKERRET,

BOAE AR BLLLU T IhEE -

RIFSE B HBIPR R EE T B

RIFBE N EMARE, 2WEFERIIPRIC,

R B A 258 (text, date, number, select, multiselect)i%i& hEtt,

REDBRXE MRS, FFBRIRCHRIE,

REEFFSE N BRI F B

BTR—EHAHNATE,

BSARTR—BYHHANTFR,

5.2.10.1. BEFEtt

i FE BB TR SR T PSR s iE B .

HErEtE
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Attributes Attributes group JSON editor

Name Display name Attribute group
username ${username}

email ${email}

firstName ${firstName}

lastName ${lastName}

HIELSESKAZ2HFRN, I TTEPZENNFSBET.

5.2.10.2. SHEM

HEWHEKAN, elfENETR—EBHANEMSHE—R,

S EHECE X R
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* Required fields

Update Account Information

Email *

alice@keycloak.org

Personal Information

First name *

John

Last name *

Doe

Date of Birth

Address Information

Address *

Please specify this field.

Postal Code *

Please specify this field.
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LEMEEIESAN, BYIFLREE, UAREA—HAPNERER—HirkH
Kifl, BN, MRAPHBEERBANF, EsAERNARLUSHEERZR2,

5.2.11. J3F Progressive Profiling

HBERERAAFREEEFARE, EEAALUEA VerifyProfile FrmBiR{E, #£M Keycloak #1185
e 3R H A P B HAE R,

VerifyProfile #4F5 UpdateProfile #{FX{l, B2, EFIA user BERRMMMA
TheeskBohabET R RELEE,

JBRE, & RIEAF NS TU TSR -

K# user BEERESHA REEREN realm TL2AH. XEHREBTRIEHBRELN]
#RELZD,

MREA, FHRSMRIBIERPHITENNS IR, DERF IUEHEMRDHHTHE
ﬁo

MRAFEEXHSEERS, WARMITHEANSER, FERFESEHTEHRIDTE,

VerifyProfile IR{EHEINGH. BEERAE, HHRGAMZZH P Authentication i, R

Required Actions &5+, b+, A VerifyProfile #2{E# Enabled FFXEZEHE,

XM VerifyProfile Required Action
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Flows Required actions Policies

Required actions Enabled Set as default action

Configure OTP o On o Off

Terms and Conditions o Off Disabled off

Update Password o On o Off
Update Profile o On o Off

Verify Email o On o Off

Delete Account o Off Disabled off
Update User Locale o On o Off

Verify Profile @ On o Off

Webauthn Register Passwordless o Off Disabled off

Webauthn Register o Off Disabled off

5.2.12. FHEFRHE

MREBHEEREY. EHAMERNERAERMEHES, ELEERMESRA LRI E R RS an
HE, REHEREMH, HdAE,

i, S LSRG AFREATEERE, M ${myAttributeName}, Hh myAttributeName 234 21H5F
SHRHENEH, NFTREZLFHER, FHSH RSHFLAGIER, THROMFLESEFSaaE
Xi%o

5.3. € X AF&IE

R B[ LAFE Credentials &5k rh & A P EUF,
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ESEEHA;

Users > User details

johndoe @ cnabled  Action
Details Credentials Role mapping Groups Consents Identity provider links Sessions
No credentials

This user does not have any credentials. You can set password for this user.

Set password

EA LGB Fe BT SR E SR IERE . FifFRE T XA NERMOEESR. XTIENTILEEERS
HER. WEFRET AP ERFEXEEEETHN I

eyl
A ERFUERRE, MEwEK OTP,
R

XR2—AN S ERE, ATESRNENEFRETNAEIL. ©nLIstE N Ea{E ki &
EO

data

XRAXFIENFHFNERARER. BRAEAT, E2BREE. ELR Show data... SRERFEIE
BEE,

Actions

Hii; Reset password LRSI A MET, BH L Delete LUHFRELR.

EreaEERFNaP IRER M EERMRBENEIL ; ZESEA N,

LA EK OTP H&EHEEXILCHBIFNT, EalLUHERA &I, EREETE Credentials £
TR P B SEIE,
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5.3.1. JAPREED

MEAFEEEG, EFEEHEMER, WK ER Set Password $84,

MRAFEAEY, ALIFE Reset Password Sf9HEEE,

pi% &2
1.
s dqipy Users, BTSSR Users TiE.
2.
EE—ITEF,
3.
= Credentials 7%k,
4,
1f Set Password B4 PR AT EG,
5.

#; Set Password,

k

N
p
;

il

W5 Temporary 5 ON, NIAFAHESE —REXNBREG, ERTAP
RRRUHMFN, 15 Temporary %i&H OFF, FF i Set Password LA
B #E,

5.3.2. i KA EEED

AR LU RA P EEEH.

it =

m3Hthi Users, L& R Users T,

wEE—TRS,
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3.
= Credentials ETi£,
4,
#¥i; Credential Reset.
5.
MFIFK %R Update Password.
6.
Bii#; Send Email, AXMHEFH#SE—MNFHF EREl Update Password & O #Y5#EE,
7.
F4t, B LURE R FHRAEERE A M, IXi%iE N Realm Settings F1# Tokens 1%+
HEIATIRE.
5.3.3. il OTP

MR OTP AIEMNEHERY, AP B SMBIZIEHERN Keycloak ik ##HlE, LEHRACERN
OTP %Hids. MRFTE OTP, NMAFEEXN B EHAE—HH OTP &M,

HE, EULAEIEKRAFAEE OTP £NENAFP X B FHiM, MRAFAEH OTP Fik, MEAL
-F-’iﬁo

AR
[ ]
EEhRE SR,
ik =
1.
SFFE A Users, B4 ER Users T,
2.
EE—1HF.
3.
m Credentials £k,
4,

#; Credential Reset,
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9 Reset Actions iXi&~ Configure OTP,

Hi; Send Email, XXM FHMMES— MR ERT OTP XETH HEEEE,

5.4. fovr A B BEM

IR el LA FRZIIEHI R Keycloak fE A= ABRAIRS Sk EBN ARFAF, aiEgenEmsm -,
MRFABEEM, EFXmaErEMeEsE, LUER- eI LLalERk -,

A

Sign in to your account

Username or email

Password

sign In

MNew user? Register

AP eARERRPARNEESRE R Y e M. ATLLE S MBRSERINA 7 1SR BIF Bk B 3
AR,

i BA SHHMCEMEE AP
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BM{EEE AT BBIEM, FHRAFMARLLAINE Keycloak BZLISHaEEH :

EM S LMER admin #251& (5% admin REST API) ZFin#A

BRSMRER, BMRUERFEIENH R A EZI8HEERN Keycloak Fif Bahdmn &
. MEEZEE, 551 Identity Brokering =TT hgE— 1 EX5% 9.

H4%, BERNERFEWEN, kBE=FHFEWENAS (W LDAP) RELIEFIEM Keycloak
BahiRft

Hth BHR

BXAEXAFEMNESER, §5H RSB ALAGIER,

5.41. 5ABEPEMR

FVFA P BB,

it =

X ¥, Hif; Realm Settings.

= Login 1&5iF,

R EM tDHD9 ON,

BRXER, ERHEERHENERTE-LR T Register §,

5.4.2. YR EM

AP, BRNASEBCEMRETRERE R, EaAMEEXHE S NETMEN.

R
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Register

First name

Last name

Ernail

Username

Password

Confirm password

« Back to Login

AR

JBRAT AFEM,
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Pk
1.
mEF I ETH Register 7%, &
2.
WMARFEEXHER.
3.
BAFEN,
4.
= Register,

5.4.3. EXRAAEII BPRSERMFZML

EEAMAr, ERERASENRRNSZM,

FERARNFHREMR

EaEMITE,

BSEEEAP
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Register

First name

john [2]

Last name

doe

Email

jdoe@example.org

Username

jdoe

Password

Confirm password

Terms and Conditions

Terms and conditions to be defined

[(J1agree to the terms and conditions
You must agree to our terms and conditions,

« Back to Login
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AR

JBRAT AR,

JE AT R BRI

it =

1.

s Hthiy Authentication, = Flows %3k,
2.

=M R
3.

£ Conditions #1 Conditions TH % Required,

MR AT AT R R SR R4 P

BSEEEAP

registration Default | @ Built-in

& I Add step ] I Add sub-flow

Steps Requirement
v registration form Required -
registration form

Required -
Registration User Creation

Required -
Profile Validation

Required v
Password Validation

Disabled -
Recaptcha

Required -
Terms and conditions

Action =
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5.5. L E XN AR auF

A LUE A PSR EKIN W ATITRRME, AP RHSREEREXLREF, $—REXE, T8
mEX R, I LMEIZ B Details tr35 5T IS BR .

EMEEE S AAEAAMALLAF, EEXHAAMA —ERERRE, fiN, MRLE X XEHR
RPEBENAXRET BiH5RE, WAy SHED §#F, 3E, RikES BFUESER
User EEES, REFEAFEMRIER EERRKETTREXK.,

LT 2R R RaRA -

BHEN
FEIRDL I6 & T
BEci& OTP

A w7i{EF Free OTP =% Google Authenticator N ARRFHEB I & LEE R EFEEK
%EO

Sk L F R

AP RS E R, EA P X —HE T, HhaSysifdiiuritE, )
ThseB L THERG, RFRRILLE,

SEHTRCE S

AP pAEHREXHES, WA, bk, BFaamEiEsH,

5.5.1. h— R XEFERIEE

A LUSGE AT A P PR B9 1,

it =

m3gthi Users,

MIIFRAREFE TR,
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S#% Required User Actions 713K,

ESEEHA;

Users > User details

johndoe
Details Credentials Role mapping Groups Consents Identity provider links
o+ 6e05d10d-bcee-4596-b44d-5d3c80b0852a

o Enabled Action =

Sessions

Created at * 2/9/2024, 813:04 AM

Required user actions Update Password X

6]

Email verified @ a o

General

Username * johndoe

BEFHEERINEK S BB B F.

SRR X S HMBR,

EEERMNEERE, = Save,

5.5.2. NATA AP RERTRIERF

Ea LR EEERE XA FTAF iR EN 281
HERXTIEPM Register FEEOIBMA,

s Hthiy Authentication,

= Required Actions %5k,

Jump to section

General

ZEKEMATH Users TiEH A Add User &5

NF—APHENMBEF, = Set (FFHERNEMF NhHNEEIE, SFAFEREXN, @&

IRIAT AT AF.
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5.5.3. IRIEATRIRMF S AFRASRG

ERILUS AR BERME, EERERIZIEHEN Keycloak 2 all, #AlEZFRMFEM.

ik =
1.
sy Authentication,
2.
= Required Actions %5k,
3.
JA A EFRIEH BE
4.
G E AT Sk T HHh ) terms.ftl 3L
Hith FHR

BAXVEMBBIBNESER, HEMH RSHFLAGIER,

5.6. N AR EEIHIRE

MR RIIRIE(AIA)SVFR P im N AR E K A P ELLIEH RN Keycloak SHiT#RE, BE,
%L OIDC HFHwMNARFHEZA/EXN, SR ZAFEEMAIER URL, W OIDC Hofmd, &%
B, APSEHFEERIE myARRF. AFHUWTERR £ 7% MdmReiRE, RRINEE
MBI ARRF. B2, AIA ATEFmNARFEEREAMAPER—ERERNIRE, BEAFBER
P LT AR BB AR SSO &1, thal BT E, BT ke_action SHEHME
OIDC &3k URL whfii, HIEGSFTEKREIEMNIE. B ke_action=UPDATE_PASSWORD &#,

N RS s E R 32 OIDC &/ i,
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BSEEEAP

Hitt, MREERA AIA, MRFERREMT :

&N AR ERRINSEF RS EEFEE OIDC &% URL, i
kc_action=UPDATE_PASSWORD

}288 Authentication flows Ef4 i, SAZMA DINEs . MERBAFEEETGHEUE, T
ZAPEEEEXIRHEIEU M TEHKIE, MRERAFBSET T BMKUE, %A ek
21 SSO cookie AzhEFHEUE, MEAREEHLIEFERIRHEE. EXERT, ZAF
HEEEEREFAERERE (ROldhIEHEN) NRER. Am, EXEERT, MERFE
SSO cookie (¥tEiESEH Tm) , thREBREHSHEIE,

RAPASEREERERFNES (XfIhh) EREN) , UERAFRENTEEREF

RE, AFEEERNIEF R ARER

R, ZLIEMEM Keycloak i/ & A AIA 5 REFHFFEDHEE OTP s WebAuthn FH
ik,

g

H
[=]

BfE{$A T kc_action 28, b ARRLUBRERFIRAHUTZRE, Flmn, B/
LI 2s URL FEShIBR ke_action 3, Hik, X imigK
kc_action=CONFIGURE_TOTP J5, AAFAa=FItAFEf OTP, MEER LA/,
EBE T ANAFRLIRE, NEFmNARFIESERECRECEE. A, @il
HShEPH acr F5EA,

5.6.1. AIA HiR| EFH1T BB UE

MRAFRERE SSO Rifm it HH%iE, NZAFBEATEIERRIL. BHE, MR
R PR 2B E ShI bR R A8, BB LR R —LE AIA BWiERER S B RIE,
FigmfThEAEAIN, MTE:

124F delete_account FHAKEXRAF IHEHLIUE
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#1F update_password FJaERE A A IRIEACER Maximum Authentication Age
Password 5Bg EshERKIE. MREAEERE, SRRV NEIH.

MEZFEABENERS MR, EMaRFEIEERENEN max_age FSHEWS
B, HERX RB==login, XIBAXEEMALEHEFHFLUE, 10 OIDC HSEHHDR, HER, &
T #{EA max_age FF RN A DB (REBERIEFIEN{E) . BaI, max_age REEATF
EE BN R 8hsE,

5.6.2. AJREAVIRYF

EHREMAITHNRE, HEXH Admin #2515, BH#ALGLEMA, = Realminfo - tab Provider
info - Find provider required-action, {BiF3FE, XAILMRIETE Required BRAFEZEDF dh )y R RS A
WELEtRE AT — BRI,

5.7. %A/

BRAFUEERAFNFIGESR, mAFNANAR,

AR
[ ]
=1 F F P ATERIs s,
pi% =
1.
mFFHPM Users, 4 ERX4 Users T,
2.
EERIEDHAEREERNA T NTELTR. K, A Fil4ihit, #REROFSEES
MIE R,
AFEEAFNEEIURA T ERIEDFERNIEE -
a.
"somevalue" - X=FFFE"somevalue"; iTHRHEEE: ;
b.

*somevalue* - HifT infix #35, akin to a LIKE '%ssomevalue%' DB & ifi;
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ESEEHA;

somevalue* 5k somevalue ~ HUTEIZHEFR, K{LTF LIKE 'somevalue%' DB #ifj,

k

N
p 4
;

il

1f Users TIEPHTIE R IRIERIIBHNEMN Keycloak BUiEEMARCE
B BB iER, W LDAP, EEFBEmPIRBIMA S ABILIEHEER
Keycloak #iEFE (MIRENHMAEFL) .

=
o
B

BXAPEBNESER, HSHMATEKE,

5.8. B/

EOLHBRABRENARFNAS . MRAFEHER, WA EERNEBEER IR,

pri% =

1.

s Users, & ER Users T,
2.

= View all users &R EMRAA -,

=
&, EuMERERERELRAS,

3.

MIEZRBREOA P ERIRIFIEF A, R Delete FHifiAMIBR,

5.9. Jy R/~ 5 R BRI~

MREEERERNAPERATIThEE, N&EZRF NN ARR TR 26 E hlEREk S, BREX
MIhEERE, ERLUSKE R P iREGZThEE,

5.9.1. j& FAMHIBRIK P 8E
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& o] LA{E Required Actions 2%k )5 L IThEE,

it

S3 Hdipy Authentication,

= Required Actions %7k,

1£ Delete Account {7913%# Enabled.

THIBR PR RIRAF PR

Authentication
Authentication is the area where you can configure and manage different credential types. Learn more [

Flows Required actions Policies

Required actions Enabled Set as default action
Configure OTP @ o off

Terms and Conditions Off o Disabled off
Update Password o On Off

Update Profile c On Off

Verify Email @ o off

Delete Account @ On Off

Update User Locale o On Off
Webauthn Register Passwordless Off o Disabled off
Webauthn Register Off o Disabled off
Verify Profile Off o Disabled off

5.9.2. A4t delete-account A

E LU R A PR T SR VFIHERIK - B A 6,
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iy =

m3gthi Users,

eFE— A

= Role Mappings E5i&,

= Assign role ¥,

Hi:5 account delete-account,

Hi; Assign,

delete-account fifs

Assign roles to johndoe account

Y Filter by Origin @ + Q, Search by role name

account 7 X

D Name

D account  view-profile

O

account Vview-applications

account view-consent

account Mmanage-account-links

< R

account  delete-account

account manage-account

OO

account manage-consent

5.9.3. MHIBREEIbK

Description
${role_view-profile}
${role_view-applications}
${role_view-consent}
${role_manage-account-links}
${role_delete-account}
${role_manage-account}

${role_manage-consent}

ESEEHA;
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B delete-account fifafg, &alLARIBREE 2RI,

1.
BXREMK A,
2.
1£ Personal Info TIEMIESB, i Delete Account,
JIBRbk o1
Personal info Personal info
Account security Manage your basic information.
Applications All fields are required.
Username
johndoe
Email
First name
John
Last name
Doe
Cancel
v Delete Account
This is irreversible. All your data will be permanently destroyed,
. . Delete
and irretrievable.
3.

A BB UEFF R IAMER,

THBREAIA
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Delete account confirmation

& This action is irreversible

Deleting your account implies:

* Logging you out immediately

» Erasing all your data

If you delete your account, it cannot be restored. To keep your account,

click Cancel.

Confirm deletion Cancel

AR ERTIY, ZTIEFIEEM Keycloak BB A BUEARIFHHIER.
5.10. =LA/
BESELTERNEEGAILENR -, flm, MRAF-ENAERFRDBRER, EBATLUELRF Rk

VAR ],

Hrh BA & A A S ES e LELA P,

it

89



Red Hat build of Keycloak 24.0 [R5 EE 5/

1.

s Hdi Users,
2.

BEEEHMAF,
3.

M Actions FllZ&, %#: Impersonate,

Users > User details

johndoe @ cnabled  Action -

Impersonate
Details Credentials Role mapping Groups Consents Identity provider links Sessions P

Delete

o+ 6e05d10d-bcee-4596-b44d-5d3c80b0852a

Created at * 2/9/2024, B:13:04 AM

Required user actions -

@

Email verified @ a o

General Jump to section
Username * johndoe
General
[ ]

MRERGMAF G TR—EP, NEEZRRE, FUENNAFSREHER.

MRERGHMAF L TARNED, EEAREREESR, AABSFEZAF N
m)ﬁﬁio

EXHA LI, & EREHHEFH Account Console,

HithBR
[ ]

BEXOEEENRNESER, HSH SEEHEG U2 &7,

5.11. /5 RECAPTCHA
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TR EM, ZI8HEM Keycloak 5 Google reCAPTCHA ££5%.

J5F reCAPTCHA |5, EalLIgiRE XX Th register.ftl, LUECETM TTE_E reCAPTCHA ##EIM
EMFER,

it

HEX AR PHEALLT URL :

I https://developers.google.com/recaptcha/

BIE— APl BEHLUREUERR reCAPTCHA i B 5HM secret, i&E= reCAPTCHA s
M secret, LIEAR AN REDRSER,

BiIAERT, localhost AILLIEE TE, EFNISEE,

3.
SHREBILIIEHEEM Keycloak ERIRHIA,
4,
s Hthiy Authentication,
5.
= Flows %3+,
6.
MFilFRh%$E Registration,
7.
¥$ reCAPTCHA EKi%XE N Freil, iXaljz F reCAPTCHA,
8.
= reCAPTCHA 17 £ 5% & #r.
9.

Hi Config B,
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reCAPTCHA Ed& Tl

Recaptcha config
Alias * ®

recaptcha

Recaptcha Site Key ®

AAAOaY-SRkc3sZywdAanqgfa27Bn

Recaptcha Secret @

6LcFEAKTAAAAMOSer

use recaptcha.net ®

o Off

Save Cancel

A Google reCAPTCHA Wik 4 B Recaptcha Site Key.
A H Google reCAPTCHA M4 B Recaptcha Secret,

=M Google FEAFMITEES iframe,
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ESEEHA;

NG
al

EAISHEER Keycloak i, ML AREETE iframe A S E R ITEAN TEHE, X
A BRHIZBA L Rjacking Bliti, ERERBLIEIEMN Keycloak HFiXERIERIA
HTTP MR bRk,

B H R Realm Settings.

b.
m Security Defenses & &,
c.
1£ X-Frame-Options P13k ¥ A https://www.google.com,
d.
£ Content-Security-Policy 113kB9F B i A https:/www.google.com,
HAth TR

BXTENUBRIENESER, F5MH RSBITAAGIER,

5.12. ZTIEf9EEM KEYCLOAK WM AZEE

RIAERT, ZLIBMEN Keycloak LI TEIR :

EXAPREXHEIE, MmArEFEeg. 2FHRK,

ERARZIK,E, AT NEARRFEREXABUR, HAEERRRERN 5| A3k
Fo

HHEITNREBNBENEEER, W IP i, BERSLERMN GEEATR,

THEFIEER Keycloak FIBEEME R AIBEEE L, EH1TAE R RALUT AN

MK KRBT UESHE XFE, 1 birthday. gender #l nationality, & 5 ol LG
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EZLISHJEHI Keycloak, LIM# 3BtV Bz FHE4R (40 LDAP) RREUR.

Red Hat build of Keycloak KI5 F4£iE, #l password. OTP Code #1 WebAuthn 22
H, XEEESBNBEHRERBIRED, HILIISHERN Keycloak EE A W, SFEIE
KRB LI SN ER A WAFENZBIE, MATFREBENEEURATIREBENGS
EREE,

B AR UMA X¥FiE, ZLIEHEER Keycloak AT @SB X ER - RMAEN—L&
RIS R
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FEeo=EEHAIRIE

LAPEXEEN, BN Keycloak 28R EF—1TAP RIS, FHCERIEHRRA VIR
BIE R, HERAALSMAFRIEIITSNEE -

HEHNEXSIMER

BEEENNAF UREFNAIE,

MESIEFHAF,

WE B,

RERIGEN,

6.1. BEEAIE

EHBAIEMHERN Keycloak FiEKE FinfI iGN TE MK, 15 =325 PhE Session,

=ik

95



Red Hat build of Keycloak 24.0 BRS$5 & E 5

Sessions

Sessions are sessions of users in this realm and the clients that they access within the session.

EGELT

Clients

Q, Search session >
Client scopes
User Started Last access
Realm roles
admin 5/24/2022,11:30:12 AM 5/24/2022,M:30:12 AM

Users

Groups

Sessions

Events

6.1.1. ERMABBRBIRIE

EeI LG RMIAMAER . M Action 5z, 7%E#: Sign out all active sessions, FiE SSO
cookie L. ZLIBFIEEM Keycloak ifid i FZLIEHIEEM Keycloak OIDC %/ iiid Bic 238 % . i,
EERN R ERE RSB EIFNE P B R &R, SAML E& ik RASERE &8s

= Sign out all active sessions AR R G KT DEHIBA
A it A, X FEAIIBHER Keycloak OIDC & P & Ao sa iz i, fRaI LUHESE iy
) ' gk WS, BAXRERTHAERES,

6.1.2. EEE M Wmais
Pt =
1.

m3EHdqifd Clients,

£ Sessions &5,

REFIREEZE RN,
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Clients » Client details

Clients
Settings | Roles | Client scopes
Client scopes
Q >
User Started
admin 5/24/2022,11:30:12 AM

6.1.3. ARG

it

s gt Users,

£ Sessions & F,

KR—ITAFERZAFNRIE,

AP&iE

Users > User details

admin

Attributes Credentials

Details

ssion >

Started

5/24/2022,11:30:12 AM

6.2. WEHAKMRIE

MRERREBIESF, ST LA S ERB X iE U]

s}
e

security-admin-console-v2  Openid Connect

Clients are applications and services that can request authentication of a user.

Permissions

Role mapping

Last access

5/24/2022 11:51:25 AM

Advanced Sessions
Last access
5/24/2022, 1:36:24 AM
Groups =~ Consents | Identity provider links

Clients

Th.

o Enabled

Sessions

security-admin-console-v2

Action ¥

Action =
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s H g Sessions,

1£ Actions ¥, % Revocation,

i

Revocation X
This is a way to revoke all active sessions and access tokens. Not before
means you can revoke any tokens issued before the date.

Not before
Tue May 24 2022 13:08:32 GMT+0200 (Central European Summer ...

Set to now H Clear ‘ Push | Cancel

167 (E R RIS B A A B9 S ST B9 1] F B H,

[
= Set to now FFHREBEIE N Hain EF B,
[
= Push XM SRISHEX BIE LI EEM Keycloak OIDC & /- ims&Ac ax AL/l
SAMH9 OIDC & /i,

6.3. RUEHIP BT

LIEH9EER Keycloak B1&i@id Realm i%i& AR Sessions Hl Tokens Wi F#EHIR1E. Cookie
Mo RE,

RUEPRE T
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Master

BeEEHMAIRIS

o Enabled Action -

Realm settings are settings that contral the options for users, applications, roles, and groups in the current

realm. Learn more [

Security defenses  Sessions >

¢ gin Email Themes Keys Events Lecalization
SSO Session Settings
S50 Session ldle & 30 Minutes -
S50 Session Max @ 10 Hours -
S50 Session ldle 0 Minutes -
Remember Me &
S50 Session Max 0 Minutes -
Remember Me &
Client session settings
Client Session Idle & 0 Minutes -
Client Session Max @ 0 Minutes -
Offline session settings
Offline Session ldle & 30 Days -
Offline Session Max Disabled
Limited &
Login settings
Login timeout &) 30 Minutes =
Login action 5 Minutes -
timeout &

Caua =
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E=1=0 0 IVEYSI L

Configuration ik

SSO KIHZEH

SSO Session Max

SSO RIEZEHEHAK
SSO RIGTRKEH KA
B PR TEZE

B RAIERAK
BAAIEZN

100

WX ENUERF OIDC & Fih, 1R R IEKBIN
EJ B X AN E], A RIELEH. BB imiE
RERIUES A ERIFTSREIE KA, BN EEE,
Red Hat build of Keycloak RTERIEH TR E AT N A &
FB S [ — AN (B B, 1 ES AT BE BT,

A & iEd B RTB9 &K [,

L% BE IR AR SSO RIGENEB R L, BREETE
T Remember Me &%, M7 ERE =
Remember Me i, AT LUEE K KIS TE N BB,
tbxBR—NAEEE, MREEEEXTS, BN
A5 SSO Session Idle Bt & [E B Z2 [F #8A,

b BSR4 SSO Session Max 2K48l, B ETF
Remember Me &3k, A &5KI R Remember
Me i, ATLUEERKHEIE, hi%EBR— DA tE
B, MREEXFE, ©fFFEMS SSO Session Max
BB HERMEIEESEL,

B IRRIGHIN BB, 0R AP A EKBIET (A 8
XA E, BAHRIENTH, RIFSEERS
RIERERBN, WEEXKTZARE—A&R SSO A
K, XEHE—M, FER, SSOHFRIEEFTH
ZNEFImKRIENR, *NAFAERHNENTENE
FimN A — ' imRiE. XMEMNIZIEEL
SSO Session Idle B2 [HEBI, FA A UTE
Advanced Settings client Ui EhBEZHNEF

i, WXER—ALEERE, HIXNEN, ESSO
Session Idle B & A {5 F4E BRI N B &8I,

B PR iE LR R 45 L BN To AT R & KA (A,
B F—NETRRRR, S EKEARSEN SSO A
£i%, FHENIEEH SSO Session Max BiEHIEH,
1A LATE Advanced Settings client 1% EhEE H
NEFiR, WXBER—NERE, HX B, £
SSO Session Max Boi& A 5 FA 48 B R &% K8,

b BRF B2, 1 Red Hat build of Keycloak
BUHEBL DA, RIEHRFNBHNNAKE, Red
Hat build of Keycloak &1E 15 TCRE K ET N [ BB
RN — A B, HS AT EE N EE.
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Configuration ik

B4 41% Max Limited LA BRTF B2, mRERESEA, W Offline
Session Max B LA HI B 248 S hE R R DR SR KT
B, MAEERFEY,. MRIREHN Disabled, MIE
LR EKEAE BT lifespaniF, (0GB idle it
., BURMWETIE, "ILAESE Offline Session Max
(35251 £ global 17£%5) # Client Offline Session
Max (&0 EETF P e k),

BAASIERKN G BRTF B0, X248/ EN Keycloak HEH
X R B 42 s R TR B KB 1], X AT G B 424
MEECER SR KRR, Foie R P SESh e,

BIRARNS BSRMVIITE TR BT ], 90 5R B0 98 RS [E] B X
ANEFIE], AP RIERES B EIETR,

BRIRERERT EESMRIEERRH, A USEAEERETER—
AN TH,

Token FR%& T
Master o Enabled Action =

Realm settings are settings that control the options for users, applications, roles, and groups in the current
realm. Learn more [

< Localization Security defenses Sessions Tokens Client policies User profile >

General

Default Signature R5256 -
Algerithm

Refresh tokens

Revoke Refresh Token Disabled
@

Access tokens
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Access Token Lifespan 1 Minutes -
@

It is recommended far this value to be shorter than the S50 session idle timeoaut: 30 minutes

Access Token Lifespan 15 Minutes -
For Implicit Flow &

Client Legin Timeout 1 Minutes =

@

Action tokens

Uszer-Initiated Action 5 Minutes =

Lifespan &

Default Admin- 12 Hours -

Initiated Action

Lifespan &

Override Action Tokens

Email Verification Minutes =

IdP account email Minutes -

verification

Fergot password Minutes -

Execute actions Minutes
Save Revert

Configuration ik
MNEREE AT NEAESEIIRIARE.
B R 5 JBAE, fLIEHER Keycloak RBEHRIFT DR, FH X

HE AR AERN S — 1. WRESATFIT
Rl S h&RE OIDC % F i,
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Configuration ik
Viln SRR LITHEMERBY Keycloak B/ OIDC i [R]43h&RT, XA

(EREH SN EaRE.

Piln] 45 k& Lifespan FF Implicit 5 5/ Implicit &, ZLIEHEER Keycloak FRERIFT S
M, FE—DHEMAVEN, # implicit FRAIERDIH S
FE{E,

& i B SR AR & P iE OIDC A SE ISR AR & K
(118

FA #4216 B9 Action Lifespan AR VERR T BRI R KT 8], X ME, AN

A @R S REN N B 02898 E,

2R\ Admin-Initiated Action Lifespan TG R A P RRENRATBI &R KA A, RERHX
ME, UMEBEGAUEBEAS L EE TG, B
B0 A LE A B SRR R 2= BB,

FLF IR B AN 0 IE 1R E AT A FARARIE R IR B,

|dP 7 FE RIS T 79 1dP 1K L F R SIE 18 R SR IR
SICE 1B forgot BLBIIRILEERT,

PATIRAE BENITR BRI,

4

al}

TR, RIELATERRSHOMAEFE, flm, SEREH%ED 30 48
i, =i HIER o 32 48,

NF—EER, A-EERAT, EdlE, 18T R LR SREEINMERF,
HpSRE T RGO E0nd 8, ROy e s A BEl MBI s chplETaaHE

/Cho

6.4. B

' BLUIN B33 EH, BFGaNRARFRIEKELSE, AZRFSE. B mNRREFILELZ
S, FERFEENBEATURER. MRENNARFFSEANRAIITELERF, BERFEA
', STERFBERAERA. fim, EABEED.
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EPmMNARF AR LZSEAREREMED, AEEHTMLIBHEERN Keycloak IRS5 R ERFTHIVT
A5 hE.

RIFSERNELSEZANRAIETFEELZSEAKERRTH, BF S SSO Session Idle timeout ]
SSO Session Max lifespan B, AP FHHRSB[EHRSIE, BESEEN. B4iE 30 X
=k Offline Session Idle ¥ §EMNXBUEAE LS A TRIFTSREIRE.

MRIEF A B2 Session Max Limited, MBELSHEARTE 60 X, BEMEEGERBELSEHTRIE
ShitgE, S LVEER ] P EBUXME Offline Session Max,

FERABZLUIRN, FrimdENRXBNTE Z w5 ZSS. 1 client Advanced Settings ETI£
rh, %3 Client Offline Session Idle and Client Offline Session Max _Jlt‘é‘jjﬁilﬁﬁiﬁf—iﬁ L3 51: 0]
BLEN, IR, ErmaisAtiEtResESH, BeilkEfagmLREE%EF SSO &if,
BB realm Z5rh Offline Session Max Limited #%i%& % Enabled HT 1% Client Offline Session
Max ¥ = #i¥4h,

MR j5H Revoke Refresh Token &5, NIRBEFRAENELSE—R. RFE, SO0 MEIEIRRS
MARL— 1 SEAREINELZSE,

AP el LME A ik P 126l S T EENRGHA SRR Keycloak B B4 hE. B G A LE Consents
EHEHRARNAFBEBELSE. EEBAUBEESIT A WNELZ Uil A5 kh AL BNmEELS
14, ERGRLLBTIXE BRI kB ELZ S

BERHBELZSN, BP%HA realm-level offline_access i kg, &l SmiEHEE R
BHZAM, BB IRIIN—A offline_access &/ w3t HEE Optional &/ it BlhiZfafa, X
KA.

HMELLIEEER Keycloak & EBGHEKES, & mal LB RIS scope=offline_access KiFK
BESHE. YEBARGNMNARENZS URL (40 http:/localhost:8080/customer-portal/secured?
scope=offline_access) i}, ZIIEfEN Keycloak OIDC ' imEliBSHIRMESE, MREES
PEUEE R IEXhEE scope=offline_access, N Direct Access Grant F1 Service Accounts &
Lok,

BARESFHEBIBAEDSM Infinispan 53511, SHLIBHEMN Keycloak IRS5BHEGHNELR
ﬁ%BAM Infinispan ZEWERE, C©MAREREEGTH, —BEARBELRE, SBFMBIBENSS
i, BERFHS AT Infinispan &5, NBEEAFEER, TEIBIAT —IMEELD, AFHEESANEZ
nlﬁﬂﬂif‘ﬁlﬂﬂo XESTEREREERBIEM Infinispan ZEFIXER, Lﬂb’kﬁﬁlﬁﬁ‘?ﬂlﬂjﬁi X RE
EREHEFE, BN TAREELRENEE. Bal, BEEREERRANESHRINER, ENEELH

REREEMRAIES, HEALUTSBEIEHERN Keycloak fR552: :
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I --spi-user-sessions-infinispan-offline-session-cache-entry-lifespan-override=<lifespan-in-
seconds>

SBE&E M RRIERM

--spi-user-sessions-infinispan-offline-client-session-cache-entry-lifespan-override=<lifespan-
in-seconds>

6.5. BARIETINE

BRT Infinispan %74, BAREFHAREED, XEREMNEARSSHESELITAH, RAHE
RE, ERSHETED, BEKRVEFEIMNEBIEZENEZ Infinispan &7+, RNMRREBELRRTER
e, MX#AEFERE,. AR BEEIZRSSRENE, Rit, BAMBIRERINBLRIE,

B2, ZLI8HEM Keycloak o] LARGE A {EAR S5 28 /0 oA B4 21 MBURFENNEE Infinispan %&7F
f, XA LLET R userSessions SPI 1 preloadOfflineSessionsFromDatabase EBiti%i&H true ¥
S, XA ThEEHAIEFA, FRELIEHNLTHRAS R,

LR RBIRR T AR E B LR iE TS,

bin/kc.[sh|bat] start --features-enabled offline-session-preloading --spi-user-sessions-
infinispan-preload-offline-sessions-from-database=true

6.6. Il i

IR A AT WERI M Keycloak BTl &%, H#EMAIL*iER, Red Hat build of Keycloak F
ASERSIEHRILENRAN&IE, IBHEMN Keycloak SIE— MG BIEE 1%, FAFRIHEIER -
M BHERASER, ZLIEH9EEM Keycloak o] LAME 25k 5 FIEIN 152 1T il BSNERF.

LSBT RN A% L BN, S sid Ml session_state @E HZe, HIt, HIEH &G TRD, B
N AR ERFSEE I ENRE, X ERERAUNER, EaLLE@RGANETRERRFA
HAFRIE, ERETREEE. AENRZEE (EEHNBRIESLIE) KR,

Bal, ENSESERASEEE NRSIKS S50 dBPESER, §ER, SERFRERS
P BRI P AR, BRIFEFmE AR S NE S mEIRT.
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B 7% FHABMAS R

ABMARARCNARE, BT A ERNMANYFTRANR, A2NAf/CHEMNRIRS.
A fRE R E BN AR AN U5 A48,

fAtBEEHET—#Ar, i, — M HfeTgExaE admin, user, manager, 1 employee fafa, K
AR LUy AfaSERRBERIBER, RENZAIRFoRSZAR, LUERAF- BGHEBRI AR
RR. flmn, EEEEHEEAHRT R UiNEREHSEFEESHHRNA G,

AtE—1T2ReEZEN, BMEFrRthEAECNTARRZER, AUERPEL AR,

7.1. 018 REALM fafa

realm JlABE—NmAER, ATEXENAR, EEFABIK, HFHREIEHH Realm
Roles,

Realm roles
Realm roles are the roles that you define for use in the current realm. Learn more [4

Q Searchrole by name >

Role name Composite Description

Client scopes

Realm roles

Users create-realm False ${role_create-realm}

default-roles-master @ True ${role_default-roles}
Groups

offline_access False ${role_offline-access}
Sessions

uma_authorization False ${role_uma_authorization}

Events

Pk =
1.
#if Create Role,
2.
WA B,
3.
HiA Rk,
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= Save,

At

Rolelist > Role details

developer

Clients Details Attributes Users in role Permissions

Client scopes

Role name * developer
Realm roles

Users Description

Groups

Sessions
Save Revert

Events

description FEaILLE fFH ${var-name} FFHHEIFEF T 2L, localized {EHACE N
themes BHXHPHNED, METHREZFMEE , 550 RSRT L AGTSE,

7.2. P mfAata

Erimfi R THATE I mNGREE, BME KSR CN®REE, BFrmARESIE mil
Roles i&Ui£ FHTER, &5 Ul ZTENARS realm A EiER.

73. HAGKHANEAAE

f£1a realm =% client level fIfa 880l LI N E8 A G, ESHEE—TNEE, BXREE—1HZI TN
MAaf, YEAACMAETEIAIN, AFrRE58aABXEKNAR, XPMREEHIHN, RitAFh
KPREKEMEANES. BBRINBIFRRTEFASESAR,

AR

#3 ¥ty Realm Roles.

RIEERRNAG,
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3.
M Action FllZkh, % Add associated roles.
SE5Aat
Add roles to developer x
Y Filterbyroles ¥ Q Search role by name - 1-6 ~
D Role hame Description
E] admin ${role_admin}
D create-realm ${role_create-realm}
E] default-roles-master ${role_default-roles}
employee
E] offline_access ${role_offline-access}
D uma_authorization ${role_uma_authorization}
1-6 ~
Add Cancel

AR Ul EREimp, SRS NS mdl A XKIEERNESA R,

EXpirh, AT JERAE SHLAR SEaAREXEK, BF developer BTl A thikak 5
T fAfs,

HEOESEM SAML Bl SH, M S XA BRI A XRE iRk S 408Uk
BB,

7.4. DB BRSY

& 0T L T % B P89 Role Mappings 31 i 7 S A Bk,

AR
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m3EHdi Users,

RIEEHITAGRNIAF.

== Role mappings ik,

#¥; Assign role,

M iEHERIE R E 2 s A 6,

Hi; Assign,

A bR

Assign roles to johndoe x

Y Filter by realm roles  « Q > O Refresh 1-5 ~

Name Description

a4

developer Developer role
employee Employee role
myrole My realm role

offline_access ${role_offline-access}

a
O
(|
(|

uma_authorization ${role_uma_suthorization}

Cancel

EamRAh, RiITSSEaAE FLAAL 2ELBF., ZABETE Composite Roles FE8IFh &
Ego

BWA GRS
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Users » User details

johndoe

Details Attributes

Credentials

_)

Name

account manage-account

account manage-account-links

account  view-profile

employee

offline_access

default-roles-myrealm

uma_authorization

developer

7.5. FARKAAR

Y=

110

Role mapping Groups
[] Hide inherited roles

Inherited
True
True
True
True

True
False
True

False

¥ty Realm settings,

= User registration i£J1F,

VN

Identity provider links

Unassign & Refresh

Description
${role_manage-account}
${role_manage-account-links}
${role_view-profile}

Employee role
${role_offline-access}
${role_default-roles}
${role_uma_authorization}

Developer role

Sessions

o Enabled Action =

L8 developer AN, SHALAREGXEKN AT ABRRKER Inherited "True", k& Hfif
RS RS MNE G4 ENA P AN f,

LA @ Identity Brokering i@k S AN, fARKIAAGAIISERF &GRS,
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Master

Realm settings are settings that control the options for users, applications, roles, and groups in the current realm. Learn more

[

General | Login  Email =~ Themes & Keys Events | Localization = Security defenses =~ Sessions = Tokens = Clientpolicies | User registration

Q, Search role by name <[] Hideinherited roles LSRR Remove roles

[ Role name Inherited from Description

[}  account manage-account - ${role_manage-account}
[[] offline_access - ${role_offline-access}

|:\ uma_authorization - ${role_uma_authorization}
[]  account view-profile - ${role_view-profile}

|:\ aceount manage-account-links manage-accoun t ${role_manage-account-links}

REEEER—% il A E eLF .

7.6. fa GRS

1EfE OIDC Vil 5sh&=k SAML B SR, FF ARBUNE NSNS PRNER, NARFERXE
FREASEXS B FfE R il o BB Ui n R 88, Red Hat build of Keycloak =% & Vil N BEFE
BHFEACTTARZERTH REST RS, BR, XEFBEEXRBKBXE. BGHEE LRI LSS,
FH {8 A HAR EMIR R MLE, ERLXFER, EER A EBERS,

A & MR BREI VTR SRR ANA G, HF Wi KAS ORI, eflEReviR s8R a
SN HAREENA GKRE, SRE, ELREENRIUIFSROEER, MARRTFE M
xR A P ABRBSELRR,

RAERT, 81MErmikNArNREARRE. ETUEEE HNA GRS,

s}
e

m3Hdqif Clients,

B g PR ATEAIE B

m Client scopes & ¥,

mili L& 1769 Dedicated SE/H FIE% 51/ FPRAET BV BERE

m
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5.
= Scope %&£,
BuF

Manage

Clients

Client scopes

Realm roles

Clients » Client details » Dedicated scopes

myapp

Thizs is a client scope which includes the dedicated mappers and scope
Mappers Scope

Full scope allowed (&) o Cn

RAERT, HPNENFHNACBICENER AR, EHSULERINTH, 7% Full Scope
Allowed t1#%| OFF, HAEBASANE mhmBNFEAR, SLALEMA /BRI —HE FiaE
SCERB A B E IR,

B sEH

Clients » Clientdetails > Dedicated scopes

myapp
Manage This is a client scope which includes the dedicated mappers and scope
Clients

Mappers

Client scopes
Full scope allowed @& O Off

Realm roles

Groups

Sessions

Events

Configure

Realm settings

7.7.4

12

L+

No roles for this client

You haven't created any roles for this client. Create a role to get started

Assign role
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TIBHEEM Keycloak 4 n BN AF EE—HBANENNA GRS, A IUEESRENAN
BB, FHEE SRS ENHNEMNENA GRS,

FEWH, ESEHDH Groups,

H

Groups

A group is a set of attributes and role mappings that can be applied to a user. You can create, edit, and delete groups and

Q Search for groups 4 Create group

D Group name

D Sales

Client scopes

Realm roles

Users

Groups

HREDZEN, MAIUEZINFH, B— PN HREF—1TRY, FAMERXPEXKELENAGKRN. A
P MERF AR B ERE,

MREARXANFH, HERETFHANAF, FHPNAPRERKRANFHNESENA GIRE,

LU rRBIaETg HEH M+ bk F4.

AINA -

R4,

= Create group,

BiAH BT,
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4,
= Create,

RHBR

B & B RH E R GUE.

H

Groups > Sales > Group details

Europe

Child groups Members Attributes Role mapping

57 AR MR RR S i B T 4R 5 B A A 4R K

AP ZENEIHS

Permissions

L+

No groups in this sub group

You haven't created any groups in this sub group

1.

s g Users,
2.

RIEEHITAGKNMAF., NREAEEREFS, E¥9E View all users,
3.

= Groups.

AP4A

14



Users > jimlincoln

-

Jimlincoln =

Details Attributes

Group Membership

View all groups

4,
= Join Group,
5.
MATEHE R — N,
6.
M Available Groups #HEFE—1NH,
7.

= Join,

MR eiIBRA -

1.

s Hdi Users,
2.

HHEEMASMERE -,
3.

= HKTEM Leave,

Credentials

B 7 = EAARNHS AR

Role Mappings Groups Consents Sessions Identity Provider Links

Available Groups

Leave View all groups Join

= Sales
E Europe

=l North America

EXBIG, AF jimlincoln fiF FEE A, fERILAIEAHM Members %55+ T &R jimlincoln,

AR i BT A
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Groups > Sales » Group details

North America

Child groups Members Attributes Role mapping

mber D Include sub-group users

D Name Email First name Last name Membership
D jimlincoln - - - /Sales/Nor..th America

D johndoe - John Doe /Sales/Europe, /Sales/Nor..th America

7.71. 5AAMHELHAH

HNAGEE—SHAMNFAR L., FEAEMER Keycloak fr, ARNAAGHIEMENAIES.
fAfE AN ARFRRE, A asBehBRA R,

SE6Aa6 54X, EheiiRftERNIE. ellzFNEHNETHSIST. E6ABRIRERLY
RAE—HRFSMNARRF. ERAESAGRERNARFHRS.

HLIFTRAPNESRERASAHHNAR. ERAAKEERAS,

7.7.2. FAZKIAA

FEBAYSHN G FHE 2 BC % 85T Identity Brokering S ARIEM A, #EaTLAEAZRIALL,

m3H i Realm settings.

2.
= User registration i£J1F,
3.
= Default Groups %5k,
KA
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HHIEES Master @ crabled  Action ~
Clients Realm settings are settings that control the options for users, applications, roles, and groups in the current realm. Learn more [

Client scopes < Events Localization Security defenses Sessions Tokens Client policies User profile User registration
FeeltnaiEs Default roles Default groups

@ What is the function of default groups?

Users
Groups
Q Search group > Add groups 1-1 ~
Sessions
_J Group name Path
Events
[[] sales /Sales H

Configure
1-1 -

Realm settings

Authentication

HER ER—E UM BT

17
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% 8 E EER ML

AERHR T NAFHRIETFE, XEFHEIE :

5 I AR O B RS A — Rt 2R S (O TP)SRER.

EEARRNTIERE,

f#H Kerberos &%,

FRAHFEARETIERE,

8.1. BigRIg

BIIEFIEM Keycloak SIB—EH, ERRNEWNERRSEXEK. BrLUER RHED, SFHK

E. REMHERMEARE, EETHRD, EREZRANEN. BR8N Keycloak @it B
BB IR —H B RS,

ik =
1.
sz H gy Authentication,
2.
= Policies %%+,
3.
P ETE Add policy THI3EH chiRINAIsKEE,
4.
i\ 5& A F sk SR ROAEL,
5.
mih Save,
AT
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= @IKEYCLO

Master . .

Authentication

Authentication is the area where you can configure and manage different credential types. Learn more [£
Manage

. Flows Required actions Policies
Clients

Password policy OTP Policy Webauthn Policy Webauthn Passwordless Policy
Client scopes

Add policy v
Realm roles
Users

Hashing Iterations * @ - 27500 + (-]
Groups

Minimum Length * ® - 8 + -]

Sessions —

Events

Configure

Realm settings

Authentication

RIEREE, Z0IBHMEN Keycloak & T H s fIHTRER,

RIS AR XN, Hit, EHEMSRCIBRFRXBEBDEREE, XRUEHAN R
IEFHEN", KEHFEM"Expire password"LUAFRAFE TR N RPEHFEEN, i
LRV RIFN D RIE,

8.1.1. B SRIERE

8.1.1.1. HashAlgorithm

BHEAEHERNXD R, EFEESHTHEZA, TEERTRERFEREENE Keycloak IRAEREH.
PBKDF2 22— ANREMERNE L. AXMAHRINEBCHIRRER, H5H RSHEFLAGIE

MREEHTIRHEE, WEFPNBEBBAFAIRENR, BRAFEXIE,

8.1.1.2. B&EER

RIS G UERIN Keycloak A BIEIIEFREL. MR pbkdf2-sha512 A{ElR&EEZE, N
ZKIAMEN 210,000, MR{FEMA'HashAlgorithm' SREEEATANE 7 HMRIRHEE, MEABTLERBETES

19
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EFAR, Flm, MEMFER pbkdf2-sha256' &3k, NIEKIAN 600,000 ; MR pbkdf2 &k (Fik pbkdf2
R F HMAC-SHA1, MIEKiA 1,300,000) .

THEFIRE Keycloak IR EET, LUARAUIMEBBIRENENERFE TEET KA TEENE

A E AR, AR EEEM CPU B,

8.1.1.3. ¥

BEFHEPARNETH.

8.1.1.4. NBFHF

BEFHEPAENNEFZRE,

8.1.1.5. KB

BEFHRPARNAEFZRE.

8.1.1.6. Fk=H

BEFHEPAENEREAE.

8.1.1.7. &2 username

EHAFES R 2R,

8.1.1.8. Not email

BSB89 TR it E R,

8.1.1.9. IEMFKIAR,

120
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BHOME—AHZNE NN Java ENFARBEA LR, ARXIERAANIEE, HSH Java BIIE
IE.Sue-w ¢ =N

8.1.1.10. ;T HAM BRTG

BHAMNXE, SRV THN, AP SEHEN,

8.1.1.11. &bE{EH

AP REEERATNE, 28RN Keycloak 7% 7 E ABIEM LIl R, FHNIBEERE LIS
FJEM Keycloak it {TACE,

8.1.1.12. BSR4 H

B EAL T RG AXMHH,

BRBPXHR UTF-8 4ixx A, Z5E Unix 17, STEAKRIIARG HHEH,

IIEHEER Keycloak AR K/NEMN AR LR EN, BREAHRPHNMABERULINNE,

blacklist XM B G A XHETR, HlI0 100k_passwords.txt,

BIABERT, FE* ${kc.home.dir}/data/password-blacklists/ f@ATHISCHFIA BL H,
AL TS HEELRE :

keycloak.password.blacklists.path RS E .

passwordBlacklist 5&B& SPI &/ blacklistsPath Ett. Efif CLI idB R M
%, EfEM --spi-password-policy-password-blacklist-blacklists-
path=/path/to/blacklistsFolder,

%F False Positives B3

La0ChefE A BloomFilter FHTHREMAFREEHRE, MAEBHEEASERGTHD, Ham
&jﬁo
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BIERT, {§H false BMIEMEY 0.01%,

EiEd CLI BEEESURMIERE, i%{EM --spi-password-policy-password-blacklist-
false-positive-probability=0.00001,

8.1.1.13. R KB5S I HARR

EEAPSHRIENR KR (UBHEA) , AFAEFERFSFMRIENER TEFREN. HOX
TR RAIRAEFRIEE SN, RARTRERED, AXILRIRNES, H5H AIA 5,

8.2. —RIEH(OTP)RES

LTHEHIEEM Keycloak AL RIS TXE FreeOTP 5 Google Authenticator — R #4583,

pi% &2
1.
s Hthiy Authentication,
2.
= Policy #ETiE,
3.
= OTP Policy Tk,
OTP %%

122



BH%RIE

#
o
1
o
]

Master Authentication
Authentication is the area where you can configure and manage different credential types. Learn more [

Manage

. Flows Required actions Policies
Clients
. Password policy OTP Policy Webauthn Policy Webauthn Passwordless Policy
Client scopes
REEIMIGIES OTP type ® ® Time based O Counter based

Users

OTP hash algorithm ® SHAI

Sessions Number of digits @& ®6 08
[Evrzmis Look ahead window - 1 +
Configure OTP Token peried & 30 Seconds =
Realm settings

Supported actions & FreeOTP, Google Authenticator
Authentication
Identity providers Reusable token &) D On
User federation

Save Reload

Red Hat build of Keycloak 1&#& OTP Policy kU FhEEENER, £ OTP K& EPLEK—1 QR
{73, FreeOTP #1 Google Authenticator #ZEiZ& OTP Ff1d# QR .

8.2.1. AT RIMHE T IH BN —REEG

£1¥89 OTP 4R 23M Keycloak Rt EAE TN M FIE T BENEE,

FRAETHEMN—RMERE(TOTP), SEENRBZSBE LRI EIFLE secret, IRSS2a3@ i FF] 7] 55
ARIA 7 SR M EFFTHBSREAE OTP, TOTP fEEEMN M AR

FRAETIHHSBN— R (HOTP), ZLISHEMN Keycloak #AXZ I HBMA S LATMN A, 20
TEEEH Keycloak BRSGSEBI2TEFT RN OTP & Ri 181 R, B3 OTPs ERIhEREHEL,

TOTP Lt pollingP %4, E’~ matchable OTP fEJEK[A[AAE%N, @ OTP for housekeepingP M
a3, MERENNFEIATmAR. HOTP Ik TOTP Bk, W AREEN EIRFIEHA OTP,

LIRS /RGBS, ACMP BEBURAEEH, XM RFH, EhEdENIED, HH%E
UERRSS 2R LROMEREHEZE, HIREME, TOTP FAcEMERANEN, RUWEBITEIREER. RIGZ
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LA ] AR E 32 A TOTPs.

8.2.2. TOTP Edi& kT

8.2.2.1. OTP B&E XL

BIAFILRRE SHAL, HtEREMETEE SHA256 Hl SHA512,

8.2.2.2. M

OTP KE, & OTP ZRAFKIFM, ZTHMA, EFHIcHE. OTP LEREM OTP B&E,

8.2.2.3. AFENO

RS BZASH/HBLRENFEREE. MR TOTP £RHBHFNEIFRS [N EHARES, Nl Red Hat
build of Keycloak FRFEXM T, 1 MENMER . FlM, MESENEEREZE 30 #, MEGAE 1
RTTHE 0 WEOPESENSHE (HHEFER30# + EEM 30 + EFE 30#) : XMEMEFN
HIRRFMAWEORM 60 (7£ 30 MG + £ 30 WEERK) .

8.2.2.4. OTP &3 EHA

IRS5 2B 5IRA RN EFfE (LI#hEAD) . SREARETN, SRERSFBIENR—1 TOTP,

8.2.2.5. AIE R FANNG

A OTP SIRREIUESHRILIRIESHEM, IEAFFESFHF 15, RAERT, A
PREEESEFEAXESE, EEARERREETUES HAXLESH,

8.2.3. libpmemP B2 &£

8.2.3.1. OTP B&H X

RIAEER SHA1, HihEZLMETIEHE SHA256 #1 SHA512,

8.2.3.2. M=

OTP MKEE, 3 OTP ZRAFKRIFM, ZTHMA, EFHICH. BKH OTP LBJEM OTP BER %,

124



% 8 E BoE B {piuilk

8.2.3.3. EEHEN

RSB ZXSBAFCENEIMU THEER. MR TOTP £RHxHFHNLRIFRS JMNHERES, M
Red Hat build of Keycloak H{FEX N ET, 1 WBIAER®. LA ERS Sa0mn, 2068
FJEEM Keycloak FRFLEX AT,

8.2.3.4. MK ¥

A THEER 9 E.

8.3. B RILIER

SR nE REEN, EMAMEALIIEHERN Keycloak TYERIAFTIE. FREMEFNELS.

8.3.1. Ni&#h

THEFIEE Keycloak B/LTMRER, EXREEUXLR, BEATUESRNERUHRENTE,

pri% =
1.
S dipy Authentication,
2.
HEHIRBM Browser Wi, UESIFMER.
Y27
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Master Authentication > Flow details

Browser Default @ Built-in

Manage
Clients
B N
Client scopes
Realm roles Steps Requirement
Users
i Alternati

Erous Cookie ernative v
Sessions

Kerberos Disabled v
Events
Camigre Identity Provider Redirector Alternative ¢ -]
Realm settings
Authentication i v forms Alternative v

Username, password, otp and other auth forms.

Identity providers

User federation Username Password Form Required
v Browser - Conditional OTP Conditional -
Flow to determine if the OTP is required for the authentication
Condition - user configured Required v
OTP Form Required v

+ Add step + Add sub-flow

8.3.1.1. Auth X#

SRR EHITHRE, MRFHEIEGE, NEEFRP. STEIFHIT, BERRT
HREBT N,

cookie

L P ERThE R, IEHEM Keycloak &i%iE—1 &1k Cookie, MNEBZXET
Cookie, XPMEUFRBLMIN. BT Cookie iR RO, FHHREXNHREL LHITEAN
PUTH#R R, HILLIEHER Keycloak ARHUTEMEMNT. XSFHKIIER,

Kerberos

BUNIERT, WRUEEZREE, HEDE 75 PokL,

B 412147/ Redirector
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U1 EEL Actions > Config tEEH 1TACE, EEZEREH—1THF G110 IdP,

ZH

BIFItFetnicty B, BEIHYTE Cookie B4 HRIFEE B, MTFAMITE, HFik
BEFEENITHIFINIUFET, IIERERT Keycloak 2 TEX NN F BT HLE E1],

FE— X172 Username Password Form, =&—1NZEHF & HEBITENS HEuFEE, Sk
LK ER, FUE BTN B3I E FE R,

H = 7T2Z Browser - Conditional OTP %7, X TNF e £XIEH], H#R#E Condition - User
Configured H1THI%RH1T. WREFEH true, ZLIEMEHT Keycloak RI1EX 1N F I 1THAE E
17,

F—1Hi772Z Condition - User Configured Z1742iF., It5 175 uFts EZLIEFI#H) Keycloak & Z
ERFRHEE TR MH17. Browser - Conditional OTP F (X fEH EIE 7 OTP FEullf FH 17,

RIEHIHTTE OTP Form, ZLIEf#EET Keycloak fEX MATTERIC Y F2, BREAFER N R
FRPETRETIRE T OTP Filh #5717, WIRRE, B TEEE OTP ZH,

8.3.1.2. ZK

PRI TR IR IFB)— 2 H LA,

8.3.1.2.1. &7

THBIFTE T TR AE AT R —TEFHITELI, WAL,

8.3.1.2.2. B ¥

REBAPNTELDALTIAIT, FEEFIL D). B Required oo /E LU wtnic LD, AT E
Z Required jiT#49 Alternative T & /5L %M 1T,

8.3.1.2.3. Disabled
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TCE T BN IC 9 5

8.3.1.2.4. XfF

X P ERRBEREFRFRE,

[ ]

Rt FREENT, XL ITOTFEZ S,
[ ]

IR ERITERIFIE Y true, W Conditional F751%7 % Required.
[ ]

IR B 1F TR 1TFIE 7 false, JlIf Conditional 717 2 Disabled.
[ ]

E R E#EH T, Conditional Fi7:7% 2 Disabled,
[ ]

WMEFEEHIT, A7REIREY Conditional, WZLIEHZERT Keycloak TA1FIEHI1T,
HITHEHF1 2D BE 22,

8.3.2. &%

TERI, RN AEZELFEHZ 2L EFT,

EOITE, FEITLTIRIF :

TR

B H 15 Authentication,

A2 Create flow,
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6 8 E RES MR

e i FE
Lo o ""}:‘;
&5 BB EKTE 7. i Action list” (7F/EF=14%) , #id; Duplicate,
SXed BERFHEMA—PER,
F ?x:-
TECYEEZT W, A B 5o L T i) — NIRRT -
Name
B9 o
T

TR LU B 7 B
]77 4& //IL% i/

MHIRE, KB EFIHREFE il (WEERF) 195050k, X FAERMIES, HkRFE £
=z,

BB 7%

Master Authentication > Create flow
Create flow
Manage You can create a top level flow within this from
Clients
. Name * @
Client scopes
Realm roles Description ®
Users
Flow type ® Basic flow v

Groups

Sessions

Events

LT IEHEEHT Keycloak BY#7HT, Red Hat build of Keycloak = /27~ Add step, 7] Add sub-flow
7,

— PR
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Master Authentication > Flow details

New flow Notinuse
Manage

Clients

Client scopes O

Realm roles

No steps

Users

You can start defining this flow by adding a sub-flow or an execution
Groups

Add an execution

Execution can have a wide range of actions, from sending a Add execution

reset email to validating an OTP

Sessions

Events

Add a sub-flow
Sub-Flows can be either generic or form. The form type is

Configure

Realm settings used to construct a sub-flow that generates a single flow for

Add sul
the user. Sub-flows are a special type of execution that
Nthentication evaluate as successful depending on how the executions
they contain evaluate.

Identity providers

User federation

= PHFRE T 7 FF BT

[}

TEHIF I,
[}

TR TT
[}

FRFHAITHRELTEK,

HITREEFIRIE, MAXEEER FHSHLIZUE OTP, &/ Add step ZHL AT

I UFAAT

130



% 8 E BoE B {piuilk

Add step to New flow x

1-10 ~ >

O Browser Redirect for Cookie free authentication

Perform a 302 redirect to get user agent's current URI on authenticate path with an auth_session_id query parameter. This is
for client's that do not support cookies.

O Cookie
Validates the SSO cookie set by the auth server.

O Username Password Challenge

Proprietary challenge protocol for CLI clients that queries for username password

® Choose User

Choose a user to reset credentials for

O Password

Validates the password supplied as a 'password' form parameter in direct grant request

O WebAuthn Authenticator

Authenticator for WebAuthn. Usually used for WebAuthn two-factor authentication

O Kerberos
Initiates the SPNEGO protocol. Most often used with Kerberos.

O Reset Password
Sets the Update Password required action if execution is REQUIRED. Will also set it if execution is OPTIONAL and the

password is currently configured for it.

O X509/Validate Username

Validates username and password from X509 client certificate received as a part of mutual SSL handshake.

O Password Form

Validates a password from login form.

O Docker Authenticator

Uses HTTP Basic authentication to validate docker users, returning a docker error token on auth failure

1-10 ~ >

Add Cancel

BRI 1T B LUEFE D IE S| 1. X aTH# B9 30uE %2 Z(AMR) B/ 825745/ F & 7 OIDC
U] ID 4% (FX AMR FHRIE Z15/8, H5E6] RFC-8176) . H 4B IHE T G140 75:%5]
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FE(AMR) B BRETa5h, B T B k7 P E 5T B e 3 Ul 2 892 (B 75 amr F 55,

A UE RS 5| A

Username Password Form config
Alias * @

password-config

Authenticator Reference @

password

Authenticator Reference Max Age &

120

Save Cancel

TR IR T, BsiiiT 1B 7T . Automatic executions 5 Cookie H77E M, HIF
TR E5IAITIRIE, XA AHITIFE 1Z 7 LR . ITIRIE D7 R IXE K E N success, B/
g BALEE— BIIRE BT,

el LUEFH Add sub-flow #Z £ 15 F 5t 7 MG 7 . Add sub-flow #%£.Z 7~ Create Execution
Flow I g, UtUiE% Create Top Level Form iiE# L, XF7EF Flow Type ZTLUE basic (#ik)
Bt FH, ZFKH BEHET —NFi, BHNFEFERFHE, BUFHNEN ETMEE FREHRARTFEN]
BIRITIFlG, BIEREEFRk. BRFRIILIELXBIER, ESHRTERLE D, ?2?2?

-
JER

IR, BEEKES B IEBIIHE,

BT B TR ETT RSN EE — 1 Delete 20T, HLH 175 —1 HBAC AT (K#AFr) Fi
BT, tBETLUEH Add 2/ Add sub-flow #EBE/FH 1T /IF 5% S E)F i,

HFAITFREZE, UL AT LB HE5) & Fh R B 1T/ F o
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BR A=

b

HIE S HRUL ], 1EHAREBIEEIIIE, LBHARKERRE L LR,
ENTEWR G E FEXIET, BIA, TES17IUEFTIM B FGR & FE U,
FZ SN B9 S 5H 1T,

#40, 24 2nd-factor authenticators (47 OTP Form 2 WebAuthn
Authenticator) ##7iE% REQUIRED, AR REHFERIAIEL, B aJLES
BEUF R G R E R EH)EUF, XIS "%‘leE“ EG G U EEH, FFITR5U
FuFH T E G RUE, FUE, X FRGE S0 0F, 15 REH—LL5E— Eff%yf (0
Password 2t WebAuthn Passwordless Authentlcator) BB B Uk,

8.3.3. BB EHNIIE 75 &R

K T B ERIONE, KTt T OIEBRNE 25 R mie, I BT H & H WebAuthn
B EM &R, BEHESH OTP ﬁﬁﬂyﬁfgﬁ%‘?f

TR

SR B chpg Authentication,

5 Flows #£5i+,

3.
2 Create flow,
4.
% A Browser Password-less 1E% & #h,
5.
/= Create,
6.
/= Add execution,
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7.
MBI ZeFEEE Cookie,
8.
M Add,
9.
J Cookie 2 iuFE 1% Alternative, LUFAZERKZENEL,
10.
= Add step,
1.
MIIZHEFE Kerberos,
12.
M Add,
13.
= Add step,
14.
MEZFEFE Identity Provider Redirector,
15.
M Add,
16.
4 Identity Provider Redirector 51742 iF 38 Z2t#¥ Alternative X /7R Z K% iEH EL,
17.
£5 Add sub-flow,
18.
#A Forms {EX &7,
19.
M Add,
20.

~ Forms 2 iFE 7% FE Alternative, LUFHE Z K% 1E K EL,

N 75 B9 L BB 55
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Authentication > Flow details

Browser Password-less Notinuse

ol

Steps

Cookie
Kerberos

Identity Provider Redirector

Forms

+ Addstep <4 Add sub-flow

21.
= Forms Hi71789 + FH#,
22.
#EFE Add step,
23.
M Il Z hEEE Username Form,
24,

=i Add,

TEXTER, ZEFE—TAIE, EREEB. BlTSAEFEB S Rk LU 5% 2 M.

1.

= Forms FiiH + 3,
2.

/= Add sub-flow,
3.

#i A Authentication 1E% & #,

Requirement

Alternative

% 8 E BoE B {piuilk

[ ]

Disabled

Alternative

Alternative

[ 1]
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4,
=i Add,
5.
ZEFE Authentication authentication type 24 FH), LUKXEREK,
6.
5 Authentication 77589 + ZH,
7.
= Add step,
8.
MIZ i WebAuthn Passwordless Authenticator,
9.
=i Add,
10.
 Webauthn Passwordless Authenticator S35 iF B A BEER S, LUTHEZRZE
HFEL,
1.
5 Authentication £3589 + ZH,
12.
/= Add sub-flow.,
13.
% A Password with OTP £/ 5 &,
14.
=i Add,
15.
HEFE Alternative for the Password with OTP authentication type, ¥R ZKitENE
€,
16.
= #H B OTP F357:89 Password £ + EH,
17.

= Add step,
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18.
Ml ZFEEF Password Form,
19.
M Add,
20.
PEFE Password Form authentication type Z4FH), LUFREZERKZEN required,
21.
M #HH OTP FiH9 Password 9 + R,
22.
= Add step,
23.
MBlZeFEEE OTP Form,
24.
M Add,
25.

R OTP Form S 74 uF X789 Required, ¥R ZEKiZEY required.,

RE, FEAHE,

i FEETEFHI Action 3EH#,

2.

M Bk FE B E
3.

£ Browser Flow #7352,
4,

=i Save,

BN a5 ZR
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1= ¥
Steps Requirement
Cookie Alternative v [ ]
Kerberos Disabled v [ ]
Identity Provider Redirector Alternative - o [ ]
v Forms Alternative - + - [ ]
Username Form Required 5
v Authentication Required . + - B
WebAuthn Passwordless Authenticator Alternative v [ ]
Password Form Disabled v [ ]
OTP Form Required v [ ]
v Password with OTP Disabled - + B
Password Form Disabled - [ ]
OTP Form Required - [}

<+ Add step =+ Add sub-flow

WABFEE, A UIEELE :

IR A0 T WebAuthn 5 ZGENE, M LUEHX LEIFBEEER, XEREBEESR, Bt
B LUZEFE Password with OTP, A7 WebAuthn Passwordless #77#] Password with OTP i iE
7 Alternative, IR EN]#:iZE% Required, /A A WebAuthn, password 7] OTP,

TR B F & WebAuthn 513 8 (5% UF tFF Try 55— 1 &E#, 5/ 5T L7 Password 7] Passkey
(WebAuthn password) 2 [A[1TEEE, TEEFEERIN, B EEREHEH S OTP &R, WREF
R7E WebAuthn Z#5, B SAWAEN, AEE OTP, WRMRE OTP Zif, WARZEKiIF—1

Zik.
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-
JER

£77 WebAuthn Passwordless Hi77#¢i% &% Alternative -7 Required, Fi/tX
PRI KB M WebAuthn ZiF, Z(#&H 275 Webauthn Fif, ZHid
A B I BRI E, B L T A TULIRIE -

7£15 /5 /5 Webauthn Register Passwordless required /&1 (155
WebAuthn X7%) ,

(& EEE R AR Credential Reset 254 i% & ZHTIRE,

BIZEEH T (A1) , XTERT"LEIEAE, A4, WREEFE T B EE BB
BE, WETLIM B G ZH15H, 752414 69 Reset Credentials jsi7, FEF A A BB
L. BFHFEHE JEBETERG FHHATHEF S, B FEFGHE, X NEEN T
1EF#ZET Keycloak I FIL1EETFEH], BE&EIEXNEE, Falll :

BH EERHE . HREFKEN TEHIEERE, #IW:

Hif; Choose user # %1 Delete (trash icon),

7 Action E# 1, %#% Bind flow, S/ 178 ik Reset
credentials flow, #/5#i; Save

8.3.4. L LRV FIBI N i 25 BRI

KT T UHTE FE L BRI FIBIE BRI 25 ER . BTG (D IUL B H B S IRIE B9 E S
1R UER 7 17 5 s 2B R

TR

B H 59 Authentication,

= Flows T F,
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3.
2 Create flow,
4.,
#IA Browser Incl Step up Mechanism 1E%1 5 ##,
5.
=i Save,
6.
/= Add execution,
7.
Ml ZHBEFE Cookie,
8.
=i Add,
9.
& Cookie B3 uF K7 Alternative, LUJFHE ZKi%iENE,
10.
/= Add sub-flow,
1.
#iA Auth Flow 1EX &7,
12.
=i Add,
13.

iR Alternative, Auth Flow %3l 262/} £ # requirement 1% i& % alternative,

HTE, BRI E— G HRURF I E .

£ Auth Flow H9 + &H,

= Add sub-flow,
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3.
% A 1st Condition Flow £ & 7,
4,
=i Add,
5.
4= 1st Condition Flow %:iF £ Z/( Conditional %2 3K i & H 514+,
6.
5 1st Condition Flow A7 + & #,
7.
%7 Add condition,
8.
M Il Z kR Conditional - Level Of Authentication.
9.
=i Add,
10.
#% Conditional - Level Of Authentication authentication type /7R EKiZE N
required,
1.
iR iwl iwl (gear FIFF).
12.
FiA Level 1 1EXHIE,
13.
TERUFRF(LOA)BIA 1,
14.

1% Max Age X E% 36000, X MELURFHLNL, 1HHF 10 ), XZE7 realm FiKEHTH
A SSO Session Max &, FIt, 4/ EHILRHTS HIUR], FLE09 SSO &R aTLIE
FHEHEX IR, BT EEEFFRIEE RS NRAHITE M0, Bk 10 /A,

15.
/= Save

Ky B — T BRI UER B E R 1
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Condition - Level of Authentication config  x
Alias * ®

Level 1

Level of Authentication (LoA) ®

1

Max Age @

36000

Save Cancel

16.
£ 1st Condition Flow £ + 3£,
17.
= Add step,
18.
M Il Z hEEE Username Password Form,
19.

=i Add,

ﬂ{?]fy ﬁﬁ‘?—uﬁ%—_//\g/j}ﬁﬁﬁﬁljggl_}}ﬁo

£ Auth Flow A9 + £H,
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2.
/= Add sub-flow,
3.
%A 2nd Condition Flow £ —1NFI %,
4.
=i Add,
5.
4% 2nd Condition Flow % uF2E 7259 Conditional 72 3k 1% 1E 7 K 1E.
6.
5 2nd Condition Flow #9 + EH,
7.
## Add condition,
8.
M B 2|2 1i%# Conditional - Level Of Authentication,
9.
=i Add,
10.
#% Conditional - Level Of Authentication authentication type /7R ZEKiZE N
required,
1.
i iwl iwl (gear FItR).
12.
FiA Level 2 tEX55,
13.
TERUFRF(LOA)BIA 2,
14.

#F Max Age B 0, FUt, ZHEFHITEGIUR], XTRARAHFT8 0% IEE, 16
XS [ELE(E ] SSO B 1pdul Bk, FUt, g KILTHIT, B & BB E BTN H 75
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15.
4= Save
HEBZ BRI U R E Rt
Condition - Level of Authentication config  x
Alias * ®
Level 2
Level of Authentication (LoA) ®
2
Max Age @
0
16.
55 2nd Condition Flow A9 + &,
17.
= Add step,
18.
M Z it #E OTP Form,
19.
A Add,
20.

R OTP Form S 74 uF X789 Required, ¥R ZKiZE Y required.,
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RE, EAHE.

i FEETTEFHI Action H#,

Ml ZHEEFE Bind flow,

M T HL B A E DI 45

=i Save,

& /H step-up HlHIEIH G 5 ER

Authentication > Flow details

Browser Incl Step up Mechanism  Notinuse

ﬂ &
:

Steps Requirement
Cookie Alternative v [ ]
v Auth Flow Alternative - + - .

v 1st Condition Flow Conditional . + - §
Condition - Level of Authentication Required v -] [ ]
Username Password Form Required &

v 2nd Condition Flow Conditional - + -~ #
Condition - Level of Authentication Required v < [ ]
OTP Form Disabled v [ ]

15 K15 EBIE (0Bl R
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FEH LR, BT LUITEG 75 uE 15 K A5 E w5 KBTS 55 uF(LoA) KA, claim Z#/H FUtH
£ -

https://{DOMAIN}/realms/{REALMNAME}/protocol/openid-connect/auth?client_id={CLIENT-
ID}&redirect_uri={REDIRECT-
URI}&scope=openid&response_type=code&response_mode=query&nonce=exg16fxdjcu&claims=%7B%
22id_token%22%3A%7B%22acr%22%3A %7B%22essential%22%3Atrue %2C %22values %22%3A %5
B%22901d%22%5D%7D%7D%7D

claims £#(.{ JSON 757 :

claims= {
"id_token": {
"acr": {
"essential": true,
"values": ["gold"]
}
}
}

ZLIEF#EH) Keycloak javascript iZACz5 2 15U JSON HEERIFRKFLXE, WETHE
ZIFEMIER, 1FSPE Javascript :ZH1E5 X1,

A BT LUEF simpler 22 acr_values -T2 claims (55 K 1FERAY, 1EFFessential, X7
OIDC #1&H+2 2,

I T LUyt E B P B BN R, 454 acr_values st# 7 acr 7B H9Z#H Z BT = e (&
. WETHEEZFMELR, ES0 £/ % ACR FE,

EF K acr_values fEX XA (%] £K) M1 E#HFH, /LI ACR 7] LoA Z/H
BiERRGT, AR (H7E) B iR TS, AXEE, &S5 ACR %/
LoA A4,

WIFE THEEZIHMIER, 51 E 7 OIDC %,
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LB RI B I UE T FERIE AT
WIRE Fin % B G R uF R, BIGH50uF 2 ZFY(LoA 2), B AT TR A F S 50Uk :
Username/Password + OTP., {6Z, #RMEF EFELLIEHER] Keycloak #EERIG, FS14E &M A

F1E FIEG(LoA 1)BR, WEFHERBHE =1 E5EIFEZE(OTP),

R BT Max Age RE [FLEG I UERFI BRI K (UBTyHEA(L) . WREBFEFHERBF
B IGZEG U BRI T B 1R, IR FB 2 cr_values Z#iFK T1FERILT X, HA

%
EEFRF X #7805k, BEEA (#I4, max age #HAEY 300, 7= 310 #ZEFuEAF) ,
W& B KBRS 15 ERF EFTHITE U, 182, WREFNEKLH, ZHE1FEN%H EE%

P 1T B 740k
&/ Max Age B9(H7 0 X7, ZIFERFREIFXTNE—G Il BH. Flt, BRZRFFIFTE
BB 17 I Ul BT B E AR B RH T E R, XX FENARLEM (WLE(T77) BRAELKEH

T EIHNHAT B 1752 Uk BT IR EIR B B o

BR A=

HEE, LB A DI #15FEFRE KM EF i 4 % Keycloak BIZLIEF#E
i, URL 89 aJE2E i B = or_ value 2%, HI-EZEFi#EH PAR
(HEEBIRPGEK) | KA St B fE 1F H77F URL B ESZ#p941%, W aTLd

ZIEXFRIE . B, TEGEUEE, BEREInfee ID Token LUIFHK & FiEH

B9 acr 2 &5 ETAGRFIXT W,

IR S H R A IE KBRS, WELIEREERT Keycloak 1¥& Z (& 5 (73 uF 75 FHE/BI5E — 1 LoA £
HEHITE 4 F2UF, LA ET Username/Password, 25 S @& FiF 175 15995 uF 7 B iZ R 7 St
/1 8% cookie

Hilf, BT EEEFHTE 0, EFEFE cr fFREH 0, LFRHHINET KA
H1T G 7% uF, %1 OIDC Core 1.0 HIEHIZE 2 T AT,

FE
LEHFIEE T 21N, BRES B FRERIESR, HEFTRIKETEL] LoA 4,
MIGZE T EIRI B s, (B2, EAIIEAEE - REFE—ERG, WeEeRE

H1F 7 B
REZRGFFEEEE i, EERRZMHIF LOA —H,
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X FRF 1 R#tt, RAHIREED 300 7,

2.
TET G KIFITUEB NG FAEEFRIFK, 1FEFRA 1, B EEEE B EEEAT
Srduk, SiEFEEF acr=1,
3.
55— PNERIFGKIFE 100 HELE, HIF SSO, A =B T8 MR, FHEFF&D
acr=1,
4.
H—ERIGKE 201 HELXH (B 2 HR9G M UEEiTEY 301 #) BF SSO, AF&H
AT E M I UF, (BSAEIFRD] cr=0, FKAHEF 1 #HH97 7.
5.
X & —NEFIFK, (BBEERTE claims S+ 87K ACR K5 1, FF {5 EKE
FTIE 5/ BT B 50U, /5 7E KR E] acr=1,
SHERF I ACR Z B

ACR FBEi1 7F acr /555 H 1,E X #9 acr loa level i AtG1 B /E 5 I E S hERH, I ZEF 52
realm B Z /7575, EUEIF 550021 0 A A 202 B9 & F i,

WIRET FERHEPIESE) acr BBt E — L E X GEBENINE, & aTLUME TR & st
@ o

LR, HEFRIFKIFEK—NFE claims SHEN BX FBI, ZLIEFEHT Keycloak #4544 & (0]
FEERR & —. HIRTEFZRIEIEERAFHI—1 (BIF, H1E1H KEGRH KA F B 1752 Uk 575 A ALE H
K1) , AL IERIZLT Keycloak fFAMMHE5 R,

8.3.5. BEF g K I M EELUF

BE, LEFMEFiGNEREFEEERZ Keycloak BILIEREER], KAt NI 7. RS H T1HE
SERE, UL RFE BT LA TF T ERY, B mAidi R &L HI Register, 54, #EFE)EH T Forget Z
H, B LUEERER LR Forget 4, X=X Reset credentials i, 5/ 5 LITEH FHE A 4F
il 5 EE k.

B, B inN A7 EREERT TMEFHEE ZE A REH. B EERERFE LR
Register =t Forget Z 9, %+ mGHTIRIEIFS HIRIEILED, BH51EE M EMAEEFULFE, W TAT
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2L 2 P 2 T 1 B R B E [ 2SR, OIDC ZFimh #F OIDC &% URL Z7%(/auth) 49

RE—1FBEM /registrations, [FIt, TZ URL GTEEEMLATT -
https://keycloak.example.com/realms/your_realm/protocol/openid-connect/registrations,

HEFin 7L BE#FEENE Reset il i/, OIDC &/ imh/#/F /forgot-credentials
E#t OIDC &R URL #7X(/auth) FEIR 15— H B,

BR A=

FIEEI S BE & Il — X 69 77/ % K B FEE K EMAEE . W T ZEE
B, TXHE, HEEF HNEREFSY OIDC/SAML 7, #HE#EZERZIRMIIIE

7 Keycloak i (41 /realms/realm_name/login-actions =t

/realms/realm_name/broker) .

8.4. A/ =ig IR
RENEF AT UL E B IS IEHE, F 1M ETE Iy A U RF R,

B RRMETEIREY, HHAITU T LR,

1.
RmE9 Add step,

2.
M item FIZFEEE User session count limiter,

=i Add,

7 User Session Count Limiter 47uF £ 2/ % Required, 1¥E£Y requirement X &7

required,
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5.

#:1; User Session Count Limiter £9 iwl X% (gear EI£7).
6.

A UEERIFE.
7.

A T UTEX M B G ATERIRARIEH, #Ia0, 4R 2 28, W 2SSO RiFE&F7
B EM g T B E R ALE, R 0 2, WEEIEE,

8.

A B T FEIGATENIRARIEH, #I30, HWE 2 2E, W2 1 SSO Rig2FNES
TSR A, FILE, 25280 20 foo H1TE R, (Hi% B 217 2 1 SSO
RIg BB foo HITEHIUF, WEHEUFfF##EH, HEHE R IFRIEIEL T A
1F, ZIREHEE 0, WEZHEUKE, WEEH T RIEREFEHRIERE, WIFEF imRiER
HIELRANE F RIGIR%, 1B I BIR %K T S8 M B BT A SSO RiFHIR %,

9.
R PR BRI S B R i8] AT R 1T . AT HBIITHAE -
[ ]
B FRIE - HIERITRIEH A B R TGRAINT, EEOIEFAIRIE,
[ ]
RIFRIARIRG - 215 K25 H AR5 R, R RIBRIS15 HOER =
1%,
10.

T3, AT TER EYRFIES 7500 E E X EFRH S

BEE, B SIGREINRINEERIFE DK a5 7, BEERTR, EEFEU, LIR{FH Post (tEE
K. LA EES R RUT ERHEN (EEFES BB mERN) #8557 REQUIRED Ff, i
TEAUFES, FEE, THEEE—RFLHi7T ALTERNATIVE 7] REQUIRED,

X FAZ I uFZS, %0 Direct grant flow,Reset credentials =t Post broker login flow, il 7% 5%
Ul K EF R UF 5 /7 REQUIRED 55701, LU /2 Reset fZuF 58974 :
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reset credentials - userSessionLimits notinuse

i | Add step | ‘ Add sub-flow

Steps Requirement
Required i
Choose User
Required 1
Send Reset Email
Required A [ ]
Reset Password
v reset credentials - userSessionLimits Reset - Conditional OTP Conditional - + - 7 i
Flow to determine if the OTP should be reset or not. Set to REQUIRED to force.
Required A [
Condition - user configured
Required hd | |
Reset OTP
Required A o [ ]
User session count limiter

X F Dg a5 7%, EEETEEIR GRS RAE s, IEINZR T Cookie Biufzs, TIRIE
SSO cookie B EFRUFFF. SR, RIFTERE SSO EF S I uFAIHBISIG R, FHH

RIF O, FUt, EZEEERERS (4 Cookie ) Fil#H %9 ALTERNATIVE 7z, ML
authentication-user-with-session-limit <4, /5, &aTLIZELLT real-authentication-
subflow'example #7711 REQUIRED 77, fE’ 'authenticate-user-with-session-limit #&%& 7.,
HEF—RH LB 215 RE), 7F real-authentication-subflow 7, 47 BT L{LIZE LECIA JI 1 25 7 Y
B RINELRUFZS, LU TP B &S 5 1e R iG] OTP 178 M4 F :
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i ‘ Add step | | Add sub-flow |

Steps Requirement
Alternative h L ]
Cookie
v authenticate-user-with-session-limit Alternative - + - & [
v real-authentication-subflow Required - + - p -i-
Alternative - o [
Identity Provider Redirector
v forms-subflow Alternative A + - r . |
Required 1
Username Password Form
Required h [
OTP Form
Required h o [ ]
User session count limiter

X F Post Broker 17, ERILURN B SI1GRAY, 1EXN S HIUEGRHEIH —Rulss, HEEFES
BRI R R EH T I 5B IERE MK BIR MRS, 182, EERILHRAIE N B 7 R FE R
Post Broker i, ZZEILEK, LUES SR IEREFHITEHEU S5 R015 R,

-
JER

CIBA Ttet /" =iA R ZIEE.

' FE
: HEr, EEG0 5 ENERER RS —HE, B, R EIATE%E5E H S5 E
RIg RHEEHIECE,

8.5. KERBEROS

212 ET Keycloak #5817 Simple 7] Protected GSSAPI Negotiation Mechanism (SPNEGO)
RER, TEAFRUERIEGE, SPNEGO it Web NI 25 LZBIH 5 #1758 (74 uF. X F7E Web &
g, HEGEERAREZEN, LIIEHEZR Keycloak 55 (& Kerberos /4 fIEBER,
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Web 5 45iF 495 Z AT :

7 ERE .
2.

B @ D 251 ] 2T IEFA #E £ Keycloak 1RH7E9 Web A [HFE/%.
3.

MR E E I FI4TIE Keycloak ERATHEE,
4,

Red Hat build of Keycloak 28 HTML &R F%E, RXAH 401 7] HTTP 52t WWW-
Authenticate: Negotiate

UTRI 55 75 % B R EERHI Kerberos Ei#E, Jig #8 =15 R EIE RIS B IE XL 1K HF
B9 Keycloak BIZLIEF# : Negotiate 'spnego-token', ZW, TR E Tk EERES, Bk
ABREIE,

I IR RT Keycloak MMIIE 2555 uF 5 48 FH40 uF /5

IR & Fi# A Kerberos 5175 1F % 7559 LDAPFederationProvider, ZI1Ef4#H9 Keycloak
RIEAFE LDAP B9 #1E, AR &/H KerberosFederationProvider, ZLIEFIEEH]
Keycloak =il fH " EETH B S H HiE1E 75 SR,

ZLIER#EH Keycloak RGN fHEEF. ZLIERIEEHT Keycloak FIM /7 #1d OpenlD
Connect 2t SAML ;5 EH {7815, ZLIEMEHT Keycloak 752 Kerberos/SPNEGO ERH91t
B, [, ZI1EET Kerberos 178 1745 uFF9 Keycloak 7 /5% F 2k #H,
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2152 F, Negotiate www-authenticate 20 2F NTLM 7E7% Kerberos £9/5]
2B, LUK Windows NTLM H59—£8 Web Mg #%#F. 41% www-authenticate i
WK B 75 L vF 222 A HIIRSS 725, /7 ATBEREE NTLM X iGHE, A B E1E
X IEHE g ity BB F BEREE, 2T IERIEEH) Keycloak T #FULHL#), Z01R |
intranet Web D573 % B/ 18H0E, stEZLIEFEEH) Keycloak £ | intranet 7]
Internet #17 /H /1842 T IR, WATEERHBIX FHE N, EEXIUFES o 5 F1%
Negotiate Jii iR % F E#] H 5 H.,

HITLU FAHEERE Kerberos 519 %70F :
Kerberos 8% #5 57 E /A E(KDC),
ZIIEHI R Keycloak fR% #5H91% B FIAD &,

Bl il a9 ERACE,

8.5.1. % & Kerberos fR% 2

K& Kerberos [R5 #5894 B HN A FIR1E 725 (0S)#] Kerberos /| &, AXXEMAIE Kerberos RS
2509165, 1EZ 064 Windows Active Directory. MIT Kerberos FI/ZBIR1E %5 X1,

EREITEF, AITLUTFEE -

TEIZHT Kerberos #1E/%E i il— L/ 7 1%, 1t e LUFEET Kerberos 5 LDAP %/,
BB M LDAP RS ZER,

" "HTTP RS FS MRS E 1%, #1400, ZI-RZLIEHIZERT Keycloak AR #57E
www.mydomain.org _Li577, iEmIIARS £ 1% HTTP/www.mydomain.org@<kerberos

realmé&gt;,

7£ MIT Kerberos _£, FfHaiT—1 "kadmin" &i%, 7% %A MIT Kerberos BI#l25 £, 1
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BILUEHLU Fins -
I sudo kadmin.local
ARG, EHUTFomwn HTTP & H 7R EHF HF keytab X4 :

addprinc -randkey HTTP/www.mydomain.org@MYDOMAIN.ORG
ktadd -k /tmp/http.keytab HTTP/www.mydomain.org@MYDOMAIN.ORG

RIS 1TLLIEF#E T Keycloak B9 E#1-L 5T LA keytab X 14 /tmp/http.keytab.,

8.5.2. I EFIAELLIEHEERT Keycloak AR 75
BTN 25 £ 2 5E Kerberos £ /i,
iYid

Z % Kerberos & /i, HREHIY #5517 Fedora, Ubuntu 26 RHEL, 5% % freeipa-
client 218, BEHE5 Kerberos E/ iHfIEMTE,

FCiE Kerberos &/ in (7£ Linux &, FERELLF /etc/krb5.conf X1£4)

1715559 Kerberos 125 I EIEE R, HAERS 75151789 HTTP 12,

#4140, XfF MYDOMAIN.ORG %, #&=LIFZE domain_realm Z55", Z0TFAfT :

[domain_realm]
.mydomain.org = MYDOMAIN.ORG
mydomain.org = MYDOMAIN.ORG

&/ HTTP E1£F 4 keytab X1#, HEIREZXF o] #as T2 IEMIERT Keycloak AR #5H9
HFEVI ], X FESHIE, 1FHEREZ AR M FE AT,

XIFLIE MIT Kerberos 7<), #1177 keytab -Z 4 Z/ /tmp/htip.keytab X 1£H, HIREH]
B9 % #H/0(KDC) FILLIERZLT Keycloak i21T1E[E— EH_Lia1T, WZXHEE T,
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8.5.2.1. |5 /5 SPNEGO 42

BUIERT, LIIEFIEERT Keycloak 22/ SPNEGO ik 35#, BEFE, HHE JEZ7m HiEH
Kerberos,

i 2557

Master Authentication > Flow details

Browser Default @ Built-in

Manage
Clients
||y
Client scopes
Realm roles Steps Requirement
Users
i Alternative v

Groups Cookie
Sessions

Kerberos Disabled v
Events
Camigre Identity Provider Redirector Alternative ¢ -]
Realm settings
Authentication v forms Alternative v

Username, password, otp and other auth forms.

Identity providers
User federation = Username Password Form Required

v Browser - Conditional OTP Conditional -
Flow to determine if the OTP is required for the authentication
Condition - user configured Required v
OTP Form Required -

+ Add step + Add sub-flow

1% 2HE9 Kerberos ZK 157y E1t (Kerberos 2 a[i£A9) 30 #4F (i #5241/ FH Kerberos)
HIR 1A% B D 25 B0 7 1€ FH SPNEGO =t Kerberos, I/ Keycloak £9 Red Hat build £ &[0 #
ERFE,

8.5.2.2. FJi& Kerberos | I EEB 1 2

BRTE, @ AI#AH User Storage Federation KA EZLIEEEHT Keycloak A11T#ZFF Kerberos Z
. BB TEIBVER S M LE# Kerberos S14742F % 1.

E(FFH LDAP fR% 255 #589 Kerberos #1758 74 1F, 1540i& LDAP Federation Provider,
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Sz 10
b /ff
»
HA LDAP 5 BRI HC B T [H,
LDAP kerberos /%
Synchronization settings Jump to section
Import users @ On
o General options

Batchsize ®
Connection and authentication settings

Periodic full sync @ Off
LDAP searching and updating

Periodic changed Off

users sync @ Synchronization settings
Kerberos integration
Cache settings

Kerberos integration . .
Advanced settings

Allow Kerberos Off

authentication @

Use Kerberos for Off

password

authentication @

1% Allow Kerberos 5 15431F t# %] ON

FIF Kerberos S1#7451F (#41 15/4%& Keycloak #/H Kerberos 14 i5/EF 158, LUEES aTLUF
A FYLTIEF ) Keycloak 2154,

ZIE LDAP [R5 5% B & 1749 Kerberos 227535, 151@/H Kerberos /7 77% Federation #&1%
2,

TR

s H iy User Federation,

M Add provider ##¥ Kerberos,

Kerberos /A 52N E
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Master User federation > Settings

Add Kerberos provider

Manage

Clients Required Settings

Client scopes
Console display name

Realm roles @

Users Kerberos realm * @

Groups
P Server principal * ®

Sessions
Key tab * ®

Events
Debug ® Off

Configure Allow password Off

authentication ®

Realm settings

Update first login @ Off
Authentication

Identity providers

User federation .
Cache settings

Cache policy @ DEFAULT -

Save Cancel

Kerberos 2N EAEHT Kerberos EELIKIRIT AL KIEE, HIFESRFAZXMLIE Keycloak ##
JEHER, REEGHAFIEXMHER, WEF. HEHE FHEE,

8.5.3. REFILEEFlhlés

R EO AT E S Kerberos £/ inHi%i&E krb5.conf, 71 _Fifit, Z5 i #9Ai 1 BN 254
JE/H SPNEGO &R 35#F, H-EE(EH Firefox Jig s, 152547 Kerberos & Firefox.

.mydomain.org URI #£4i{i; F network.negotiate-auth.trusted-uris FZ &I,

7£ Windows /5, ZEF iz T EEZAAE, Internet Explorer 7] Edge 7/L{£%5 SPNEGO £ 1%
%‘?ﬂ‘o

8.5.4. TuLZEHT

Kerberos 1 EIEZR. WA A6E%E Z15/h] Kerberos FE#E, LUEMN T UEFEHERS
Kerberos RIFEIE MREH TR E, BIHLLIEHIELT Keycloak 755 #34 FE SPNEGO 51X, ATLLEw
i GSS Ziulf¥/%% OpenlD Connect 5427 8526 SAML B E /& £ FHIN FFE/7. ZLIEFTEERT
Keycloak MZLIEFIZEHT Keycloak IR 5815 R IE £ FEHIN fHEE/F. BFFULFEBTIGA B SHESHTE F,
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https://docs.redhat.com/en/documentation/red_hat_enterprise_linux/7/html/system-level_authentication_guide/configuring_applications_for_sso

% 8 E BoE B {piuilk

BT B A EDMR B 5T45 gss EIREH . X TRGFE L T E 27 I WU E B Mappers %
Tk, 7% THRESHHER , FSHRBEERF ZE1,

TEEER FFREEXT R ARFS 1T GSS Vi fHRT, N AFEFUATRFIIEMILIEHEZ T Keycloak #4469
B, HEMUpIa 5% E] GSSCredential X/ SRIHf, iF@#fH 5% GSSManager.createContext 75 % /L
UFBY# GSSContext, A4 :

// Obtain accessToken in your application.
KeycloakPrincipal keycloakPrincipal = (KeycloakPrincipal) serviletReq.getUserPrincipal();
AccessToken accessToken = keycloakPrincipal.getKeycloakSecurityContext().getToken();

// Retrieve Kerberos credential from accessToken and deserialize it
String serializedGssCredential = (String) accessToken.getOtherClaims().

get(org.keycloak.common.constants.KerberosConstants.GSS_DELEGATION_CREDENTIAL);

GSSCredential deserializedGssCredential =

org.keycloak.common.util.KerberosSerializationUtils.
deserializeCredential(serializedGssCredential);

// Create GSSContext to call other Kerberos-secured services

GSSContext context = gssManager.createContext(serviceName, krb50id,
deserializedGssCredential, GSSContext. DEFAULT_LIFETIME);

2E
7£ krb5.conf X £ f7i&E forwardable Kerberos Z1E, FH £ 25 41,55 0% 128 EiiF

By T,

Ny

RUFZERGHELLEEER, HUREFENFREAE, FXEZHHER HTH),
ZE k=

8.5.5. BBHIS T

7 Kerberos X 5, realm 2 —%1 Kerberos 1£, XLF1XHIE X 777 F Kerberos #E/FH, &
=2 LDAP fR% 25,

Kerberos ik A FEEIHIS1F, #I40, ZIE 2 1 Kerberos (A 7] B)7#7E, WS FIF A realm
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A FH9FEF 1514 realm B B9% )2, realm B 151F1 A.

Kerberos 1215 F
DOMAIN A DOMAIN B
(Trusted) (Trusting)
» Trust
00 . 00
00 O O Access o 00 O O
00 0 14 0o
ili] @ - 00 @ @
Resources Users Resources Users

21 IEFI B9 Keycloak [R5 25 X #F B 1UIG 1F. BSLTULIIRE, wEAITLL FIRIF -

IS FACE Kerberos fR5 75, SEHEX TN EEEU A T Kerberos R #5558, W2 HE
7R, ¥ Kerberos Z1# krbtgt/B@A 711Z)% A ] B #9 Kerberos ##E/FEH, X FEKBH
1EF 1 Kerberos 15 L 2 E 16/ E . T ESATER Mo L BIEEHIEN. EHRASHE
3, iFlEiEEE Kerberos RF558531Y,

-
JER

BNIBEA T, BEEEEHEA, EOTITE X krbig/A@B 7~ 11Z| Kerberos # 5/
i, LISEHEE A #lli B ZIHBRAEE. 12, EFERUAESFHE). R realm B (5/F
realm A 7] realm C 15/F# B, Jlf realm C 15/F#f A, HRXREEX, krbtgt/C@A, =
5. Kerberos & in ol gEEZHINHIEIE (4 capaths) , LUEZE i o] LIEGEIE (FEE
&, IFIEE & E Kerberos X 14,

FOIBLTIERI 2R Keycloak RS 25

H & 5#F Kerberos (9 LDAP 7=, Jyid B FLIERS & E 14, 2 THRIAT
7~ : HTTP/mydomain.com@B., #TR%E realm A B9/ 5k Th%s il V2L IEFEEHT
Keycloak, Jlf LDAP fR% #5411 A FHEIHE, FIAZLIERIERT Keycloak SATA 1T
SPNEGO i, AE&EHA

BEHAFETF LDAP BN BT Kerberos 1B 1L, 2475 #IEE 721 userPrincipalName
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BIE RSB, T/ john@A £9 SPNEGO 1750k /E, ZLIEFEHT Keycloak /¥ & # 5 john@A
Z/E 1% userPrincipalName £9 LDAP /G, #1:R Kerberos 14/ 1% £55, Ml Keycloak HIZLIEFTE
1FIR#ER kerberos L1AHIEIA, Hitr B EMHIANE. B4, Kerberos £/ john@A AT EFHF
% john TH9 LDAP # 5/, Fit:#%:F LDAPDN F, #
uid=john,ou=People,dc=example,dc=com, #IR&#ZL1H A #] B HHIEFHITE 5 RUF, 15HR
LDAP ZTLIA 1 A 71 B RAEEEIHF,

2 1#/H Kerberos )/ I teRFEF (H=% 7 LDAP £5L) I, [FIR%#EFEED
HTTP/mydomain.com@B, #H Kerberos 5 A 7 B B9/ A BEBH 1T B 452 UF,

X #F %1 Kerberos ZHBI/HEF, BIH&E1THEFE#EE% KERBEROS_PRINCIPAL 5|/ /EF517%
UFAY kerberos E 1k, XHFH—LEHILHE . F T# 57 kerberos 15 A F] B 177 7£/H /7 john Bf 4
22, LTIEMEERY Keycloak FHF B9/ £ Bl5E & 2 kerberos /5, (4, /& 172 john@a, (X7
realm SR Kerberos 12 FLEDR, FIRERMEMKBIFEFE P EHE realm /545, #4141, HZ Kerberos
TEHRFE/F_LACIE T Kerberos 152 A, £ Kerberos E1# john @ A #9 john,

8.5.6. H =R

HIREBIE, 55 AR E9 H o R e v e :

1£ Kerberos 2t LDAP G (2 B H) £ EE 1271 & H#)5 /5 Debug #77%&

Hy3E%) org.keycloak /5 /H TRACE HEiDR, LUEHRS & HEFEKESES

IR E M -Dsun.security.krb5.debug=true 7] -Dsun.security.spnego.debug=true

8.6. X.509 &/ imul 5 /5 & 174 uF
YIRS RS 250018 77 (& /F mutual SSL 5174 1F, Red Hat build of Keycloak 5 #5(& /5 X.509 ZF7
Ik B ER,

— NPT IE -

& it SSL/TLS HiEX 2 5 174 uF g K.
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7E SSL/TLS #EFHIH, HRZ#MEF lnmXHA x.509/v3 iFF.,

B #5(JBoss EAP)Z uF il 1 PKIX SR FTul H1d Bf H 4.

X.509 &/ il P A uE 25 & LU T 5 5 F ik & bl 15

&/F CRL 2 CRL £ X =il BRI,

%/ OCSP (TEZul BIXELIR) BEUEBRH RS,

FuFuE 15 HI B 2 & -5 PRI E9 2 e L AT,

FUEuEH Y R B E & SRR R BT L AL,

HIRBE P (E ] —TMEE K, W x.509 SARUER KM, ZW, FiuEz5ie k1517 H 177
BRGTEIBI B S

Ll BRGIEGE B, 7R RES DU A T TE -

NG5 H, RS ERtieT B ARG R HEAEE S HEBER,

7£ Direct Grant Flow &1, [R&EZHERAEF,

EZ

LA, web BESGISTHUFUFT PKIX B1%, ZIIEf#EEHT Keycloak #7569 X.509 & 174
WFFEFRIEBR R BEUF B B, uF BB R EH E AN 75, WREEFEEER
[EICEE IS H9 Keycloak BIZLIEFIEE, 1EMHRIFR 1B E 4 uF PKIX B8, WRET
&/ R CEEFI B P E i JBoss EAP, Jllf JBoss EAP /EWFHEIERE, RERLET
PKIX 27, 7t LIS uF PKIX B57%,

8.6.1. ZJgE
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% 8 & BEEFMHIIE
IR B3R
1& 5 IEN 234 =0 LA SubjectDN
X500 Z:ZH9H FHE1E 1%

¥ 5 Subject Alternative Name Extension (RFC822Name General Name)£9 X500 &
BIH FHB

¥ H Subject Alternative Name Extension £9 X500 ZFHIE fth & #. 75— & #E User
Principal Name (UPN), &%,

X500 8098 5 E /B 1%

& IENZA 2P B IssuerDN
WSS

uE#575 5 # IssuerDN
SHA-256 il #5754

PEM #& 26950 22Uk 77

8.6.1.1. IEMZA =

Red Hat build of Keycloak 1 1% /5 [E Wl Zei4 =0 1E 18 & &5 M £ DN 2t Issuer DN H11E BXul 5 5
7. B0, X IERZFA S email 14T :

I emailAddress=(.*?)(?:,/$)
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4117 Identity Source % &% Match SubjectDN using regular expression 2t Match IssuerDN
using regular expression, =/ ENZA 0171,

8.6.1.1.1. FFiE 1 5170257 E/B 5 F5 /7

U1 5 (7 8571 B fHE ERBI - B 17 R GT EIBRE B9 &, B FHsHtEEX B, RlES5uEH5
RICED, #IA, 7EiE A& B FHEHEFEP A AR, 17 Identity source i%i&% Subject 2t User
mapping method to Username 2t email {& X.509 & F imuF B uF£5 &/ email B 1 1ENZFERIE,

EZ

YRR TE realm #EFZZH B FESHEESR, TEEAIHNEFFiuF 5%
BuF, B EZEAEE email [B1£EFR,

& FilF 7557 IssuerDN 1E7y B 177, ZZEH 1N TFFES5H
IssuerDN 95 E X E £,

SHA-256 iF BEX 2 SHA-256 il BEXH) N5+ N FZ T

&/ PEM 1809 2ul 15 (EX B 170R, (XIRFAEGTEIH ZBGFIR (40
LDAP) HEEX B . BTFKERS, ZLIEMEL] Keycloak &4 /il 15 75 7F
HigFER, FULXF LDAP, w41 fH Always Read Value from LDAP,

8.6.1.1.2. ¥ EuF BHuF

@/ CRL BH#HRERE,

{#/H CRL/Distribution Point H7T#H# X5 &,

&/ OCSP/Responder URI H{TH#ET AR E,

UEF B L.

UEBY R B AL
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8.6.2. 7TENiE 5 351 X.509 &t il 5 (579 uF

1.
B H 159 Authentication,

2.
Bt P A5 o
3.
M Action %i/ZH, 2E#E Duplicate.,
4,
I BB E o
5.
#% Duplicate,
6.
= Add step,
7.
£5 "X509/Validate Username Form",
8.
it Add,
X509 Hi17
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Add step to Copy of browser x

1-10 ~ >

O Browser Redirect for Cookie free authentication

Perform a 302 redirect to get user agent's current URI on authenticate path with an auth_session_id query parameter. This is
for client's that do not support cookies.

O Cookie
Validates the SSO cookie set by the auth server.

O Username Password Challenge

Proprietary challenge protocol for CLI clients that queries for username password

O Choose User

Choose a user to reset credentials for

O Password

Validates the password supplied as a 'password' form parameter in direct grant request

O WebAuthn Authenticator
Authenticator for WebAuthn. Usually used for WebAuthn two-factor authentication

O Kerberos
Initiates the SPNEGO protocol. Most often used with Kerberos.

O Reset Password
Sets the Update Password required action if execution is REQUIRED. Will also set it if execution is OPTIONAL and the

password is currently configured for it.

O X509/Validate Username

Validates username and password from X509 client certificate received as a part of mutual SSL handshake.

O Password Form

Validates a password from login form.

O Docker Authenticator

Uses HTTP Basic authentication to validate docker users, returning a docker error token on auth failure

1-10 ~ ?

Add Cancel

R H#7E"Browser Forms"H 1T ##£5) "X509/Validate Username Form",

JFEKi%iE N "ALTERNATIVE",
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X509 Jiig 25 5%

Master Authentication > Flow details

X.509 Browser Netinuse

Manage

Clients
[ @] v
Client scopes
Realm roles Steps Requirement
Users
Groups Cookie Alternative v ]
Sessions
Kerberos Alternative v | |
Events
Configure Identity Provider Redirector Alternative - -2 |
Realm settings
Authentication i X509/ Validate Username Form Alternative v (-2 |
Identity providers
User federation v X509 Browser forms Alternative - + - W
Username, password, otp and other auth forms.
. #/
HF; Action 3EH,
¢ % = 3
/%AE Jlbo
L b S5
M FHir 3l Z ik Browser i,
sRili Save.,
S 11A- OO =
X509 D5 25 i E
Docker auth ' Built-in @ Docker auth Used by Docker clients to authenticate against the IDP
X.509 Browser @Browser flow browser based authentication
Client-flow @ Specific clients

8.6.3. A& X.509 & il 574 uF

X509 &

167



Red Hat build of Keycloak 24.0 [R5 EE 5/

X509/ Validate Username Form config

Alias * @)

User Identity Source &)

Match SubjectDN using regular expression

Canonical DN representation enabled ®

Off

Enable Serial Number hexadecimal representation @

Off

A regular expression to extract user identity @

(*7)(7:$)

User mapping method ®

Custom Attribute Mapper

A name of user attribute &)

© Add a name of user attribute

Check certificate validity &
© o

CRL Checking Enabled &

Off
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Enable CRL Distribution Point to check certificate revocation status 2

Off

CRL Path ®

© Add crl path

OCSP Checking Enabled &

Off

OCSP Fail-Open Behavior @

Off

OCSP Resnhonder Lri (3 -

B E5E
TE X MEF 01 2R E 7 B 1589 7 /%,
JE FASE DN 257

TE X BB (& FHERE 20t E ] 9 HRH9 5 7. B 75 Java APl X i5#0 T8 =t, X TNETI= #am
T G177 Match SubjectDN, H{&/ [ENZiA z#9 Match IssuerDN, 1% Z#7H7 Keycloak 241
B, Je X T, ZAXNET, LURFSHELLIERER Keycloak 34/ /s # &1,

JE BB E 1 NH I Z T

LUFNHFIFRT [FIE. FFETEN 1 BIF5ZSARE R 00 /N i, #1401, R# RFC5280, i
B A FE 161 -+ NHFE a1 #9755 #4157 00al, 7% 7HEZHHIER, EFSkH
RFC5280, appendix-B.

IEJZeih =
FEIEREERIUE T B 10 B iEas BIIENZA R, 2R WA E = TN,
PR 7%

EXGHE B BB 78975 %, S FHEHZ A S 2 Pt #FEHE . H
E X EHIRGIFE BFRRESUHE IR EEXBESERIERS . HEXBMRIIENTLUEE,
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BB S

BESiuF B EMILIHIE EX E . 2B EMRGT5 % MEERIEF%1NEEXEE, Bl
'Certificate Serial Number 7] IssuerDN’,

CRL & E/FA

1 FFUE B HG FIZ e B Ul P AT, SUZEIETE CRL XHEE BIHEAEX,
JG CRL 2 X m U E UF BRI RE

% /5 CDP R EZUF B IKE. XZ# PKI R ERUEF#HE S CDP,
CRL X HHEE#E

&2 CRL JIZBIX HH9EE1E, WIRIEFF T CRL Checking Enabled w37, JiZ(H A EZI B L
X BB TE

J&i/H OCSP 2 &
@& TELEUEB R PR B UE PRI,
OCSP Fail-Open 7777

BNIER T, OCSP B AR IBIIENIL, FEEREELIIHTE 0k, 182, X THETHET
T : 40, OCSP R s IBERT AV, 28, ZHEZF ik 67T &5 OCSP Wij/zs URI,
HUEREFTHF ON Bf, HETE OCSP HIpF2/F 1L EIE = 1 Hpy H B UE 1527 B, F 264551
Bk, WRREATHIEIL OCSP ks, J#EZ 5175 uF =2,

OCSP Responder URI
ZZEUF15 59 OCSP miky 5 URI B91H.,
BuE 2

Bl 2 &K IE T uF 1569 KeyUsage 7 (i, #141, "digitalSignature,KeyEncipherment" %3 iF
ZRiE T KeyUsage 7 EHHIL 0 7] 2, REZUL S H 58 L2/ Key Usage riF, WIFEZE
17204 RFC5280, Section-4.2.1.3, XX £ ZHH@EHTILEN], ZLIEMHEH] Keycloak =5/ 45

7 G Mo

X

ULy I B %

Bury BEHEFY BHEXH— 1 ZNER, WFEEZELR, 1556 RFC5280, Section-
4.2.1.12, fFRLBHIKENZE, LUZHFY BIIEHB LU, 55X 7 CA FIX £ BHEFY BT T
#f, Red Hat build of Keycloak &l —1NiR,

IR Ty
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Fuf— 126 2Z 1% OID, ZIUEBFEEEY BAHEXH), 15254 RFC5280, Section-4.2.1.4, f§£
HEZE, LIZHIFBERISIUE, WIEHESHIES T EE,

USRS UF R =0
24 7£ Validate Certificate Policy % & #1E8E % 1" F, ERRELIELNERE ZFER

PTEEKER, HE—TEEEEEULHTE I, AR All, Za &, kBT EE K
BIFEBE Zp 7 7E

it G171

WIRIEH, X.509 EF gl 55 55 il T ST B ik ik B 517, Sl TiE, LLIEE~-
FIF#E Keycloak H 1754,

B UEE S Il

HIRIRE, JIEAAEFE B HIE 77 hE 7 TE BIUE B 1EN AR P R H0 Uk &l B 15 (6%, 40
RE/R Web RS 75 % 7 i #SE b &/ Il BEERUE, XIREH, P, EF e FHIFE0E5%
HRAAEEE, 2EFLFH CA #HEXNF mutual SSL IFERUELXAX (X ZH M55 A SSL B
BEIEEAX ) LRy 32767 F15) , EXWTF 200 22569 CA, BMIKIERLT, X TETH off,

8.6.4. 1% X.509 Z FimuF15 8 7% uF. 5 /1% Direct Grant Flow

1.
B H 5 Authentication,

2.

M "Action list" £ Duplicate ¥ £ #/%&" Direct grant' i,
3.

T FIKB9E o
4,

#% Duplicate,
5.

ROERT
6.

R/ R 1B "Username Validation” £9/8%r, # /5= Delete,
7.

SRt/ R FEEER "Password" B9& LR, A/ #id; Delete,
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8.
= Add step,
9.
52 "X509/Validate Username"’,
10.
=i Add,
X509 ERERIATIT
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Add step to Copy of direct grant x

n-20 ~ < ?

O Docker Authenticator

Uses HTTP Basic authentication to validate docker users, returning a docker error token on auth failure

O Username Password Form for identity provider reauthentication

Validates a password from login form. Username may be already known from identity provider authentication
O Allow access
Authenticator will always successfully authenticate. Useful for example in the conditional flows to be used after satisfying

the previous conditions

O Verify existing account by Email

Email verification of existing Keycloak user, that wants to link his user account with identity provider

O Automatically set existing user

Automatically set existing user to authentication context without any verification

O X509/Validate Username Form

Validates username and password from X509 client certificate received as a part of mutual SSL handshake.

O Basic Auth Challenge
Challenge-response authentication using HTTP BASIC scheme.

O Deny access

Access will be always denied. Useful for example in the conditional flows to be used after satisfying the previous conditions

O Identity Provider Redirector
Redirects to default Identity Provider or Identity Provider specified with kc_idp_hint query parameter

O Username Validation

Validates the username supplied as a 'username' form parameter in direct grant request

O Reset OTP
Sets the Configure OTP required action.

n-20 ~ < b4

Add Cancel

#2148 x509 Browser Flow EZ55 B9 BER E X509 5 178 uFfiiiE,

# Bindings T F,
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13.
#7 Direct Grant Flow T#73lZ,
14.
SRETBEERT "x509 Direct Grant” 7,
15.
#% Save,
X509 EERPTHE
X509 Direct grant @Direct grant flow OpenlD Connect Resource Owner Grant

8.7. W3C WEB 5144 if(WEBAUTHN)

ZIIEHIEE LY Keycloak 57 W3C Web 5154 uF(WebAuthn), ZL1Ef#E AT Keycloak 752 WebAuthn
B9 Rely ing %= 7(RP),

Webauthn BIEE 1EFL DI B % F 789 WebAuthn S#530FES. DG 25 HFLS, HIRE
BIEUFES, DI 25 /1 FE 5 55 #F WebAuthn #1%,

8.7.1. K&

Xf 2FA £#9 WebAuthn £ #FiZ B FRA0F -

8.7.1.1. J5 /H WebAuthn authenticator ;Z/#

1.
A H 15 Authentication,

4% Required Actions T+,

J% Webauthn Register 7% t7# %/ ON,
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R 7 LR EHT T A WebAuthn Z#E, 1577 Default Action 77 < t]# % ON,

8.7.2. TENiE 50 5501 WebAuthn 51345 iF

1.
B H 15 Authentication,

2.
i QG ES T
3.
M"Action list" FEFEELET, LIZHIANE MKz 7
4.
£ A "WebAuthn Browser" 1EF 517095 &,
5.
4% Duplicate,
6.
RENHAEE
7.
H77"WebAuthn Browser Browser" #7455 /&Fn - Conditional OTP", #/5# 7
Delete,
R BB ZEZE WebAuthn :
1.
Hi7; WebAuthn Browser Forms £ + 3E#,
2.
= Add step.,
3.
= WebAuthn Authenticator,
4,

=i Add,
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5.
ZEFE WebAuthn Authenticator 517 40IFE AT FEH), LIKERZEK,
Webauthn browser Netinuse
(=]~
Steps Requirement
Cookie Alternative v u
Kerberos Alternative v u
Identity Provider Redirector Alternative v 3
v Webauthn browser forms Alternative -
Username, password, otp and other auth forms.
Username Password Form Required [ ]
WebAuthn Authenticator Required v [ 1
+ Addstep 4 Add sub-flow
6.
B R IASH) Action Z 4,
7.
M T2 52 #2EHE Bind flow,
8.
M FHL 5l Z % Browser,
0.
sRili Save,
HE

YR %A WebAuthn ZiF, fH/ 24124 WebAuthn ik,

WREFHEM T WebAuthn Zif, JIEF el LUEFH WebAuthn &R, R, FaTLl :
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1.
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Hi7: WebAuthn Browser Forms 7767 + &,

/= Add sub-flow,

£ name FE+F# A "Conditional 2FA",

4 Conditional 2FA #£#¥ Conditional &, [FHZRKZEN I,

7£ Conditional 2FA 774, #i# 5 + #££F Add condition,

## Add condition,

##¥ Condition - User Configured,

=i Add,

##¥ Condition A7 #] - User Configured LUFEZE K% Ey required,

J% WebAuthn Authenticator 717 2/ 2FA 75

77 WebAuthn Authenticator tt#¥ B ¥, FEEZRZEEHNEARTE,
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Steps Requirement
Cookie Alternative
Kerberos Alternative
Identity Provider Redirector Alternative
v Webauthn browser forms Alternative

Username, password, otp and other auth forms.

Username Password Form Required
v Conditional 2FA Conditional
Condition - user configured Required
WebAuthn Authenticator Alternative

=+ Add step =+ Add sub-flow

X FEZPEZE, B TUEEE WebAuthn 7] OTP 2 [H/H TR :

TR

7£ Conditional 2FA 1775, Hii5 + #E#F Add step.

MElZHEFE OTP Form,

i Add,

77 OTP Form %£#¥ Alternative % & & HIE L E L,
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Steps

Cookie

Kerberos

Identity Provider Redirector

v Webauthn browser forms

Username, password, otp and other auth forms.

Username Password Form

v Conditional 2FA

Condition - user configured

WebAuthn Authenticator

OTP Form

+ Addstep 4 Add sub-flow

Requirement

Alternative

Alternative

Alternative

Alternative

% 8 E BoE B {piuilk

Required

Conditional

Required

Alternative

Alternative

]
]

I |
. + - W
-

- + v W
]

L]

]

8.7.3. 1#/H WebAuthn authenticator 7775 1745 iF

JEAF WebAuthn authenticator 5, B/ 27T FEELE -

HFFERFKHE, B GAEHEREEEBEH TS50,

FBF B9 5 223K FH P 1€ FF R WebAuthn 22F 25077 817471k

8.7.4. LIEE [ 514 & WebAuthn

8.7.4.1. EFEEuF

Red Hat build of Keycloak 5 /" ZiF £ B9 Rt ZuFE 1 &2 WebAuthn ZiF :

Red Hat build of Keycloak 77/ %' Bi M Reset Actions 2|2 #16# WebAuthn ZiF 755

BIIRIE, #/EEFF Webauthn Register,
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[ ]
B 5T LU F s WebAuthn 12,
[ ]
B o LIEFE Show data... K& & Z#EH9##E, %1 AAGUID,
[ ]
B 7 5] L{E1T 7F User Label F R H % EH H IR ZHIEFN FEUF % EF 5,
8.7.4.2. EIEZKHE

EEE 7 5] LUfF WebAuthn #5XH91R (EEDIE 7 1 13,H7 WebAuthn Policy.,

T
1.
SR i Authentication,
2.
55 Policy Z£TiF,
3.
= WebAuthn Policy #7iF,
4,
TEFRBEHIEETE (FSE LU L)
5.

= Save,

B E BRI B R R AT

Configuration gk

IRENB SR AR AIEAIAR 55 88 B FRE N WebAuthn Relying party, It
TE2KEN, ERT WebAuthn BIFES8EM. 2R
INZE N "keycloak”, AT TMRELIFMER, ES
% WebAuthn #14&,
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Configuration

FREE

KRFfEE=7 1D

attestation Conveyance Preference

=gV E ANl

FEARIBFEIE

A SRR R

Timeout (#BHT)

& AR R B S S AR A

% 8 E BoE B {piuilk

sk

ZER S WebAuthn RiIFS AT A9 ERMNERE
Eo LINERIERMY Keycloak i FA /A AR % & F150E
Sp5E, MRRBEE, NBRINES256 HIHZE,
ES256 @ —NRlEEEY, EATF WebAuthn 135
WEEEM. METRELZIFHER, ESH
WebAuthn #4&,

WebAuthn EE# ID, FATFRE LAEIE BSERE, 1D
W RBRRIAENRE., It ID 2NATF WebAuthn &1
FEgRpI B ET, MRIFKBHZE, AIEHER
Keycloak =3& N £LIEHIEEM Keycloak 4 URL H9E
MBS, WFTREZIFMER, ESH WebAuthn
Ao

W% 8% £ B WebAuthn API SEE(WebAuthn Client) @
4K Attestation BB AL, LWEEZE—NA
RECET, SEFT WebAuthn IF2380EM. MR
BiET, BT hE5ES "none" W4T HHER, MET MR
BZHAER, BB WebAuthn Hlig,

WebAuthn & FiiRE WebAuthn authenticator A5
B g, XMEXZ—NAEEED, ERT
WebAuthn K IE2R80EM. 0FE TREZFHER,
1555 WebAuthn ##&,

Z3K WebAuthn KHiESRHIIE TG £ R A HER (FhE
i & PR ETR, X METIER F WebAuthn %5 1E2s
HEM. mMRBEZE, HTH5EFE " No"MITHER.
METRELIHEAMER, ESM WebAuthn I,

3Rk WebAuthn authenticator JEIRE A B P BYSGIIE,
XE—NEHEEET, EFATF WebAuthn S35 1E2%
BEM, LURA @i WebAuthn authenticator 4T
BRFIE, MRRAELET, HiThEEF L N7
hiEE, METHREZIEMESR, ESMH BT M
WebAuthn F1IFE5F0 WebAuthn FSEHI WebAuthn 1
38, LUBIT WebAuthn 383F 2856 F B A,

SEM WebAuthn B{p 38 E 28 FF B WebAuthn &125%:
JFSSISE F P BB E  (WARD W BAGT) o tNREEB N
=, MESTHEURTF WebAuthn 5 IF2SBISEFT, BRIA
Eh0, METMELIFMER, HSH BT EM
WebAuthn FG1IF25F0 WebAuthn F3E A9 WebAuthn 1
38, LUBIT WebAuthn 38F 2856 F B A,

MREA, ZIIEHER Keycloak ToiAEFEM S EM
B WebAuthn % 1E2S,
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Configuration ik

AEZH AAGUID WebAuthn 53 iE28 AT MY AAGUID BB IR 5K,

8.7.5. attestation 1Z 545 iF

7£Z/ WebAuthn authenticator #f, ZLIEf#ET Keycloak 2421l 1 WebAuthn authenticator %
LB attestation 1% E/F95T15/Z, Red Hat build of Keycloak ZFZ/5{F anchor BJiF B-Z A Z (51771
A,

BLBLILIUE, 1H2FULISEFRE, 20/F WebAuthn FEBSHIEEDT "Attestation Conveyance
Preference" iZE7% "none",

8.7.6. LI B4 & WebAuthn FifF

8.7.6.1. £/} WebAuthn authenticator

JE /% WebAuthn authenticator £9:8 25 754 BR 2 F B P 2L BRI Keycloak £ 2 EM T,

8.7.6.2. T

47 WebAuthn Register required 12 {F7F 1%+ /2 Default Action, M%7 /5 SHEE X ERERE
Passkey.

TR

HTHERZH,
2.

#% Register,
3.

BEHRHA FAITIH,
4.

#% Register,

BIEE, MiEHEEREFHA R WebAuthn authenticator's $h5 87X K,
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8.7.6.3. HIEFHF

H-BIRIEE — N BIF % E WebAuthn Authenticator, #4 4HE B st &R0, ZEEMITE
SIEAFE WebAuthn Z3iFE5 -

TR

HTHERZH,
2.

WA ZH _LBTIE,
3.

£% Save,
4.

#i# Login,

EMEDIE, BB = B KA AR WebAuthn 221k #5Fr35 893X 2K,

8.7.7. HZH#S WebAuthn & Two-Factor

Red Hat build of Keycloak {&/5 WebAuthn Z17XXX %S (7% uF, (B TLI&HF WebAuthn fE77 5
—HFES BB, EXFIERT, B 5BEF WebAuthn ZiFB9/E " 5] LITERBE BIBEGIE R FIRILLIER]
#19 Keycloak 17854 1F, ZLIERIEERT Keycloak TTL{{#H WebAuthn 1£7718 L T X #1895 B G/
KT S T, LURHE B 1R UE T

BB E KB WebAuthn 58215 8 (745 0F )4} Passkeys 7% /E T EBIZE K, #l
41, Passkeys 555 ZH ) (&/F PIN Xi Passkey #1751 40k, 3t1& 5 & uf AHTUF B HIFH{T
Passkey attests.

AUt, TIE#EEHT Keycloak /21T & 7 Ao & 4% 69 WebAuthn Passwordless Policy, #5559
Webauthn Register Passwordless action of type and separate authenticator of type WebAuthn
Passwordless Authenticator.

8.7.7.1. Xi&E

K& WebAuthn #Z1G 5, W TATT :
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(WRT71E) , 77 WebAuthn 5 Z15 55 15 2 M — 1T HTHIAT & 12 1E, (&/F Enable
WebAuthn Authenticator Registration #ATZhEIA LR, Z#F Webauthn Register
Passwordless #Z1F,

BB, LU FEFERNE F1aa 89557 Bl E 91, 7# WebAuthn Passwordless
Policy T+ 17 EEEHEHE FHIEE, 5, Passkey HIZE KKK FRIEE M, B4, &
B LU D 1B 97 B IS R ST /7 User Verification Requirement 1% /& 77 Required.

BB MUl 7, &/ WebAuthn Browser i, #7 Adding WebAuthn Authentication to
a Browser Flow A, BEN, #TFAT :

WebAuthn Browser Forms &% Username Form 1EXE— 1N uFES, MW E A
Username Password Form authenticator, 2771 Username Form authenticator, [f#E
EEK e E1ERNFE—,

SFE— N ERIF 7, Bl Ay Passwordless Or Two-factor, #14 : Ilt-F7
T T LU#EH Passwordless WebAuthn E i 8 30 A&7 517 43 1iF,

Js& 5 WebAuthn Passwordless Authenticator 1E/ 55— NEL B,

B PNERHFEIFZEEL N Password and two-factor Webauthn 89F 75, #1400 : IttF
Ji B2 Password Form 7] WebAuthn Authenticator,

THIRABER LA T -

SBEE T

184



Authentication > Flow details

Webauthn browser Notinuse
Ok
Steps

Cookie
Kerberos

Identity Provider Redirector

v Webauthn browser forms

Username, password, otp and other auth forms.
Username Password Form

v Passwordless Or Two-factor

WebAuthn Passwordless Authenticator

v Password And Two-factor Webauthn

Password Form

WebAuthn Authenticator

=+ Add step =+ Add sub-flow

Requirement

Alternative

Alternative

Alternative

Alternative

Required

Required

% 8 E BoE B {piuilk

[ [}

[ [}

Alternative

[ [}

Alternative

Required

]

Required

]

[ [}

v

[ [}

B7E, FEETLLfF WebAuthn Register Passwordless £/ (2S489 Keycloak ) e Zi1E

KX — =, ER—REHIUTFER, B OHHEHZEHE— K7 WebAuthn Zif, H1E@H
WebAuthn Passwordless ZiF, /HF & ZEEBAEIGHIFE— K% WebAuthn Fif,

8.7.8. LoginLess WebAuthn

Red Hat build of Keycloak 1#/5 WebAuthn Z17XXX &S (75 uF, (B TLUEFF WebAuthn fE77 %
—HFESHEUE, EXFIERT, B £EF WebAuthn ZiFB9E " 5] LITE T X B REEBAIIER T
[BIZLIERIEE LT Keycloak 1751742 1F. Red Hat build of Keycloak &7 L{{#/H WebAuthn {EJ1_F X

HH T BRI/ B LA R SR KT 75 517 F2 WEHL 1

B B EK B WebAuthn R 5 (7% uF /T #1659 Passkeys /5 /E T EBIEK, TEREMHEUF
FE KA Passkey H1TEHIUF (HI41, 1Z/F PIN FCIEZ#EX) , #HS T B REIF BRI ME
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S L FETE Passkey £, #FERTE Passkeys 25l EX —E K, WREHTKAE SZF 'user verification'
71 'discoverable credential’, Jlj{&/F 69 Passkey vendor H1Tk &, 15545554 Passkeys.

fI 16 ZHY Keycloak AFEEER LIS BERE (I Ul #9752 iE WebAuthn EEG %S, 5%
B, LTEREMHBUFHEEEHE WebAuthn Passwordless Policy 7] WebAuthn Passwordless il 17
&, Webauthn ’gi‘ﬁffy‘%?yffﬂ WebAuthn %7 255 (740 uF o LIFE[E — I REDE, (BIFRZ16/ER9%
# WebAuthn Passwordless Policy.

8.7.8.1. Ki&

TR

K& WebAuthn EER5#F, W TFAT :

(WRT7Z1E) , 7 WebAuthn 515 35 15 2 M — TN HTHIATE 12 1E, (&/F Enable
WebAuthn Authenticator Registration #ATZhEIA LR, Z#F Webauthn Register
Passwordless #Z1F,

FCiE WebAuthn T Z 57585, 7£ Admin Console, Authentication B ITEE, 7
Policies - WebAuthn Passwordless Policy ZEHi+HH1T, L&k &R A E RN,
i A1 ¥ User Verification Requirement i%& 7 required #] Require Discoverable
Credential to Yes, i5/t&, HTFRETHIITERFEL, KT Z@EHHBF 130k
=no/discoverable credential=no #IT&RY= (FF 4 ul=yes/discoverable
credential=yes) E5 B HBIFR, FHEBFEEEX Passkeys EEER, XEKELTL LN
P % A X BRI Ul 717 72 1559 Passkey 4,

B G Rl 7, CIZEFEIG (7R uF7, 4500 "WebAuthn Passwordless” Hi17, #H/FH1T
#9 Requirement % &% &7 Required

//IL ﬁ%ﬁﬂlﬁ% //( iﬂ 7‘_

LoginLess ;i
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‘_.
s

Steps Requirement

[}

WebAuthn Passwordless Authenticator Required v

+ Add step =+ Add sub-flow

BRTE, IEETLUFATEHIEE WebAuthn Register Passwordless 75 1E/—NEF (BIELLIERIZRT
Keycloak #241) LTI, HCEEATERIERIE SAHITE HIUE (BIAEHFHFE/E55) , 2
BT FEERE 44 uF 9 Passkey.

8.7.8.2. 1FE FHNEHIFFIC

8.7.8.2.1. B B2l

& HLLIEFIZRT Keycloak 1T L &R E % uF % Z Passkey F BEHE LI FLHE

FIDO2 S#1% : 725 FIDO/U2F %

M 4GUF : Passkey BEHUF/H T (B4 PR Passkey /57 GEB R uF T & RA 5% &
)

BIAPRIEUF : Passkey GEME Tt 5 &/ lmhy F5 EE 5 F I A9BSR FI I 2 24

8.7.8.2.2. Windows Hello

Z#HEF Windows Hello B9l F £ XZLIEHIERT Keycloak #7175 (732 1F, 151% WebAuthn
Passwordless Policy £ Signature Algorithms X EAEN & ZE RS256 f, 1535, —LMEHE1T7
Bl % B & L9 F 5 Passkey (%7 Windows Hello)

8.7.8.2.3. % #5#Y Passkeys

LUF Passkeys EE11 21 1EFI#EHT Keycloak /& ZIMi 17 ER 5 550
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Windows Hello (Windows 10 21H1/21H2)

yubico Yubikey 5 NFC

Feitian ePass FIDO-NFC

8.8. " Z C4(RECOVERYCODES)

T BT LUE 7E B 194 1E 75 70,75 111 "Recovery Authentication Code Form' £ R AFH uE 25, F %A
FENRIUFEFIERE TS, BXEENR IR, 1556 WebAuthn,

-
JER

RecoveryCodes & BRI, T#%1F. ULTIGERIA A,

& fH --features=preview =f; --features=recovery-codes/55)R% 75

8.9. R HBIFRM

4 HiiTZ K Bk, Condition AiTHREEEETE RIF FindH. WRATERMHMITEFILH true, T
Conditional 77 1%7 %4 Required, /& aL{# Conditional F i #4H F—1NA1T., %1 Conditional
T B E IR L TGS false, TEEANF i 1%4% 4% Disabled.,

8.9.1. AT HRNF

condition - FHF A&

WA ITREB I/ E & B H User role FEREXBIAE G, WRAFEBATFNAEE, JHITH
Oy true, FHiFERMMATT, EHERSAEXUTFE -

Alias
FHBITHIE 7, 5% E SRR TE B R UE 7,
B

B W ERTIE ERIA B, BIEENFAE, 154K appname.approle (4]
myapp.myrole) .,
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condition - A&

IR EEE K EE TP AT, Execution requirements &55 &% OTP Z# A7
/;_.//o

condition - FHF B £

BAFREGPRECRETEOEE : (Th) BEGTLGHEARLE, TERBVNHLITH
1, ERE S TABREE, User Attributes 2587 THHTFNEE B, BRI
FE

Alias
HBAITHIE T, ZEIHE T B I,
BYE
EREHIEMHIE T,
TAGE 1 (E
B P HTER A,
gE4EMY

IR On, RHBEFIMANREERESFEELEHHEIAEI— B - AT ATEER
I BE

negate %/t

BT LU T T KR, BT, BTN,

8.9.2. TER M BB HELE/ ST

BT U AP EIEAE T IR R P EIR IR, BT F0ul 5 B2,  H AT IRIESR AT ZR

LA

BB UE 75 PG LTI (T B (0 FuE, LR 25T AT AD B,

]

VI FHAG AR IR TEYE, BT LUE X EFEE R, ERmAI BT, EaLUERXLEFR
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Alias
FHIHITEIE T, EE LB TES (7R uE 7
i H 8

RIBFBTBIEEE S, o H S A LUENIFE S BB ItIEH, LUEIFRSAIMIE (B
1. R A A E 'admin’, 735 B E4F, my-property-deny 2 WEIUHEEIZE, EXHEME
access-denied.,

LUF 20 R B 5 & rolel HIRTE I, 2~ H/E 1 deny-role1 E X BI85 H ., X
N #IE1E Condition - User Role 7] Deny Access executions,

M”" //IL
v Conditions Form Alternative - + v §
Username Form Required 5
v Access by Role Conditional v + ~ §
Condition - user role Required v Ee ] [ ]
Deny access Required v ko3 [ ]
Password Form Required v [ ]

condition - 5/ & G HE
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Condition - user role config X
Alias * (®

Must not have rolel

User role (®

master 0 ~ roleT 0 ~

Negate output ®

© o

Save Cancel

FZiE Deny Access FEE i H, ERJLIFEETE Alias FIATZEEE, W TFAT :
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Deny access config X
Alias * (®

rolel-alias

Error message (@

deny-|roIeT

Save Cancel

RIEBIAZETE login theme messages_en.properties (fHF#iF) #EX it RIS EHIBIE
I deny-role1 = You do not have required role!

8.10. PASSKEYS

2L 154 H Keycloak 7 Passkeys te&Hin % 1%, ZLIE/#EH] Keycloak 72 Passkeys Relying
party (RP).

Passkey M #147ul 2 B WebAuthn BIZIEESEBERT, U, ZLIERGEEHT Keycloak A A LB Bl A
WebAuthn ;7152 1

-
JE=R

[F# 59 Passkeys #] device-bound Passkeys #32/ /5F Same-Device #] Cross-
Device Authentication (CDA)., 12, Passkeys /R1EHKINER AT B/ HIE 15, MHIRIE 2F
T i BELLIR 1E 5] LUK ZD,

192


https://fidoalliance.org/passkeys/
https://passkeys.dev/device-support/

B ERHFRRMERF

B9 B LG 1IEHRIEF

Identity Broker 2 — 1 HIHRSS, EI1FIRS Rt S B IR RiE/FiEE. SHRELESHNEG e
FFRIX R, LU HIERIE/FBIG (7RSS Fe B 210 FFBIPIBBARSS -

MBPBIBERE, SHRERHET —FILIE 06, EHEI G K EEL LI Z., &
LUEE G 1R RIEF FHI— TN 2 NG, HERER G150,

B IRHRIESF M B FIRUE R FE X 3% B I ul FIR TS BB E I RE, B ALIE -

FESH R, %0 Facebook. Google =t Twitter,

B E B BIRSS B 55 & TFA

FEEHIIBF BTG5 IRS

BiE, (LIETELL T _LF9E Keycloak Z il :

SAML v2.0

OpenlD Connect v1.0

OAuth v2.0

9.1. BROKERING #t
L E LSRR Keycloak fE77 517 (CEERS, ZLIEFIEEHT Keycloak T~ &4 #fH fe (R R Ful LUETE

o EL T8 7% uF, Red Hat build of Keycloak {2 7~ 5 LIH 1T 8 15 il 19 5 17 1R 7 /5 51 2.

WIREIERIU G 17IERFESF, ZLIEFEHT Keycloak =155 E EREF UL HA .
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A
JER

TIFEIR AT BT B FHI G 17 FUE . 211G H) Keycloak #5897 B 5 17 112
AT LT,

BHAER

10. Allow access to requested resource

>
1. Request Resource | Service Provider
User
A 2. Authentication Request < 9. Authentication Response
8. Local Authentication / Identity Federation
» | Identity Broker Identity Provider
3. List of Identity Providers < 7. Authentication Response
A A
4. Select Identity Provider 5. Authentication Request
6. Challenge Credentials f Consent

RZE B IUE B9 B 1 & IV FE R 7 A 3K (R Y I B IR

2.
B i FAFE /17 P B E R B2 IEFT Y Keycloak #1742k,
3.
Red Hat build of Keycloak 27~ &R &, R+ EEEEPIERNS HIEHRFEFIIZ,
4.
J B i R IZEH SR A FE R o — 1N B 1 fe (RFE /.
5.
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2L IEF] 69 Keycloak =/A15 K B 195Uk B BFn S 17 e RIEFX B R UETE K, FHIFEFE
EREG D IR EFHIERIE, EHERBENEEIEHE S IRREFRE THEEB RN
BT,

B RH U A E 5 5 (e R E/FH T8 75k,

LB IR I B Rl IE, RS (75 bR 2 FE F EZ1 IEF9 #H9 Keycloak.,
B, NN E SIS EZE Keycloak FX1E(FE 17 @R FHIG R H R F B IERHI%
ETH,

ZLIER#EH Keycloak T2 B G 17 L RFE/Z M E & F 5%, WIRBEL, ZLIEHER
Keycloak FA, #HEFF W THFENOIZER, WRTETEEZIER, ZLIEFHEH] Keycloak
B RERTIN S 1D 1 R FEF LUK BRI — # BIB 158, IITHE BB, WRAF EFE, ZIE
159#69 Keycloak AJgE= KA I B M B 11 IR FE/F R O B (7 6E#E, ILTTHE BERE HY
Wr, (EFLTIERIER] Keycloak, & aTLIEDE MK &R, HEE—1 ERTHIEEE, EX—
L, ZLIEFIEERT Keycloak =40UFH 7 # X4 HiR 7 HER U 16/ RS 1 B 35 K BT B IR

L/ 450k, Red Hat build of Keycloak =17/ EEREIRFSIERE, BHEEEXNMEE
1P F UL FE A 35 /2 TR T BT s

RF BRI ML IERI 2RI Keycloak #EILFHE, H AU Z R BIH IR,

USRI B ATRERY, BIA, Bl fFE/F AT LUE KIFERI B (D IR R IE/F T ad 7~ ENFIZ, &
B ALK E Keycloak BIZLIEFEE, LUETEE S 17 BT I/ 1R E 2158,

TES RIS FEZ R, ZLIEFIEERT Keycloak =R THEAEEIE F tnh FEfF. &/ inM AEFS
NEBG INIEREEF D FF, UL 5B B lnhy o FE/F B iR 2 BN TUTR uF 5 B 7. R EREET
ARZLIEFT ) Keycloak.,

9.2. Mk B 1EHFEF

ZIIEHIEERT Keycloak ATLIE EHZEG 5 IEEER, MAEBENERFKH, BAIEEM :

TR

B H 159 Authentication,
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2.

Hif; P AT T
3.

/4 Identity Provider Redirector 77_LBIE 5 FEn.
4,

#¥ Default Identity Provider % &7 /%215 7 E E R F|F9 5 1 IR FE/Z,

HIRLLIEF#H9 Keycloak £ T FIEIE LI G171 RFESF, MR BTFERKHE,

MEFTUEZ5 07 57422 ke_idp_hint Zi5#, WFESIER, 15505 InlkFl G 10 HEF B85

9.3. BHIE

S 17 EAE £l E 5 1 1EHRFE/F(IDP), ZLIEFIELT Keycloak 7y & 1N EBIZ B (n1ef g/, HA
BTN AEEFEABEN. SR ERERFEERN, BPa9ES o LUEFEREREIE 0 R HEF.

Mz 0
3
//Il/ff
e P .
57
i #1149 Identity Providers,
oI5
Z2)
Identity providers
Identity providers are social networks or identity brokers that allow users to authenticate to Keycloak. Learn more 4
To get started, select a provider from the list below.
User-defined:
e Keycloak OpenlD Connect e OpenlD Connect v1.0 e SAML V2.0
Social:
“ BitBucket n Facebook Q GitHub w GitLab G Google
Instagram m LinkedIn H Microsoft O Openshift v3 O Openshift v4
p PayPal é StackOverflow , Twitter

HEE S MM EESE, Red Hat build of Keycloak [z = it F 1T 5 14 He R H9BDIE T H.
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sl Facebook 5141214/

Master Identity providers > Add provider
Add Facebook provider
Manage
Clients .
en Redirect URl (& http://localhost:8180/realms/master/broker/facebook/endpoint L]
ClientID * @
Client Secret * (& (o]

Display order &

Add Cancel

LHELESIIEHESFN, BIieREF=HBELIIEREZH) Keycloak &R I H F 1t
T, T LU EE R R E 1 B R iR R EFHIERFR L, WFEZIER, mEHEEXE
’l/-j:‘-o

IDP &R &
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Sign in to your account

Username or email

Password

(] Remember me

sign In

Or sign in with

f Facebook

New user? Register

R

IR TE B 5 AL 3 B A iE. T 2L IR T Keycloak, /57 Al L& fE#E
EPIEIF EREEBIN HFEF. SSFFR98MN B 1% Twitter. Facebook, Google.
LinkedIn, Instagram. Microsoft, Pal. Openshift v3, GitLab, Bitbucket ] Stack
Overflow,

HEFR

ETF PR BT RN RT 15 E P S UE FIIRIE . (X L fp s, e LIEREZ T
B E BTG 7 IERFEF. ZLIEFIE#RT Keycloak % 7% SAML v2.0 7] OpenID
Connect v1.0 X, AT LIRRIEX L FH bR I E I CEE T (0 5 17 1 R EE /.

HRGFIRIBIE (IR B RICEXT, B ERE—TEFIE, =HEILEET
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#9.1. BRIE

Configuration

B ERHFRRMERF

30

Alias

Enabled

(X BR% e

FhETHE

B DR R L

1S A FHR

GUI JlitF

Ealle- N2

EXFRE

B—PNERR

alias EH P RMEFHM—ITIAR, H5IHAREBHE
RIEFEF, Red Hat build of Keycloak @7 & k& HE
FEE [ URI [E]1E URL #9 OpenlD Connect 1 f4
BEEM UR, FTESHIREEFRSHSIE NI

%, Hl4anflaiEfacebook. google #
idp.acme.com,

BIHLBE RS ON 3 OFF,

% ON i}, Red Hat build of Keycloak R&TE B K T E
RIS IR AR R B N B SRk, & P im el LAfE
URL A# 'ke_idp_hint' SEE K ILIRIERRF.

ON I, ZLIEHIEM Keycloak fFINAMK - FiX ML
PAMERIR, LBV ETIEE R, ZIIEHEM Keycloak
ARTES T E ERHX AR iR ki,

1E£ ON K, ZIMEFIEEM Keycloak 726 3E B B 1R T2
IS RE,

7EON I, RFAILURRFMISDIRHMIZF SR,
R ERERT AZ P IRSINE & SLRDHE,

ON B, ZIMEFJEM Keycloak {S1EH FHI4 ks B
SR RERERF, MRIGFER FHELIE, TMIS
PIRERFE WA AR BT FHMERIES

2o

EXT IS A AS0RERFIHFITF.

L ON I, BMRHIEFLZHHN ID THRLMERRE
BORRER, BWIA P @XM T SR RIE

Y SSuEELA FRERY ON B, ZdJEm JWT ShE 7B
WEH (EERDKNE)

L IGUFEA FHEN ON B, EILER JWT ShE A
Ml (ZFENKRERER)

LR FERLL S DIRERERE—RERE Keycloak BY
ZINEFYEEAT, Red Hat build of Keycloak &%,

LA ERERANEBSDRMIEFEFRN, RedHat
build of Keycloak &f#% .
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Configuration b
EHER B BRI M S DR B 5 B 3T A P 18 R B9SRER,

TEEFF 1BEY ), ZLIEHIERE Keycloak 18 F AT
TH. A TKEHFAAEIE, FHab A
. MEESELR, HSHENIREREFRERER,

9.4. #H X B IEHFEF

XGRS AT fF B IR UF Z R4 2151, BERIH A, LLIEFIERT Keycloak &13X1#t
B9 EFE, 40 Google. Facebook. Twitter. GitHub. LinkedIn, Microsoft 7] Stack Overflow,

9.4.1. Bitbucket

Z (& Bitbucket B3R, EMITUFHE,

TR

B 8 Y Identity Providers,

M Add provider 5l/ZH#, #E#E Bitbucket,

B G IR RFESF

Identity providers * Add provider

Add Bitbucket provider

Redirect URI http:/localhost:8080/realms/master/broker/bitbucket/endpoint L]
ClientID * @

ClientSecret * (3 @

Display order (®

Add Cancel
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3.
1% Redirect URI £9(6 2 % Z) /& #9505 #R
4.
TEHAJERIP I Z5E T+, 1 Bitbucket = 2 LH7T OAuth, %= Add Consumer
i -
a.
#¥ Redirect URI B9{E #:l5 %) Callback URL F£&#,
b.
PERIETE WP B85 At FE Email 7] Read, LU TR 1572 /7 AR HL FH 1o
5.
TR, TEOEEEZNSE T Key 7 Secret {H Bitbucket,
6.
TELTIE R Keycloak 1, 17 Key BI{E# M5 Client ID FE&H,
7.
TELTIE R Keycloak #1, 17 Secret BI{EH# 5 Z/ Client Secret FERH,
8.

i Add,

9.4.2. Facebook

TR

B 8 Y Identity Providers,

M Add provider 57, 2E#HE Facebook.

B D IR RFESF
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Identity providers * Add provider

Add Facebook provider
Redirect URI @ http://localhost:8080/realms/master/broker/facebook/endpoint
ClientID * @

Client Secret * (3

Display order &

Additional user's

profile fields &

Add Cancel

3.
1% Redirect URI 918 2 %) Z)/& B9 Bl k.
4,

TERAJEPIPIE S50+ 7, #T7 Developers ] Meta,

a.
2 My Apps.
b.
HEFE Create App.
AR
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Create an app X Cancel

(P Add use case What do you want your app to do?
These are the most common use cases developers have used on Meta for Developers. Each use case unlocks secondary
use cases with more functionality. Configure use cases once your app is created.

Our most common use case. A secure, fast, and convenient way for users to log into your app, and =~ W

ﬁ Allow people to log in with their Facebook account
for your app to ask users for permission to access their data.

Get gaming login and request data from players

Give players a way to log into your game across multiple platforms and ask users for permission to
access player data. Players can use custom player names and avatars. To create an Instant Games
app, select Other below and select Instant Games.

Looking for something else?
If you need something that isn't shown above, you can see more options by selecting Other.

Other
[ ] . Explore other products and data permissions such as ads management, Instant Games and more. You'll
be asked to select an app type and then you can add the permissions and products you need.

HFE Rt
EEN ERE R

Create an app X Cancel

(D Type Select an app type
The app type can't be changed after your app is created. Learn more
O Details

Consumer L4

Connect consumer products and permissions, like Facebook Login and Instagram Basic Display to your app.

Business

ﬁ Create or manage business assets like Pages, Events, Groups, Ads, Messenger, WhatsApp, and Instagram
Graph APl using the available business permissions, features and products.

Instant Games
Create an HTML5 game hosted on Facebook.

Gaming
&£

Connect an off-platform game to Facebook Login.

@ Workplace
Create enterprise tools for Workplace from Meta.

! Academic research
Connect to Facebook data and tooling to perform research on Facebook.

203



Red Hat build of Keycloak 24.0 BR55 &2 &5

£ Consumer,

LIE— T EES

Create an app X Cancel
o Type Add an app name
P This is the app name that will show on your My Apps page and associated with your app ID. You can change the name later in Settings.
(D Details 0/30
App contact email

This is the email address we'll use to contact you about your app. Make sure it is an address you check regularly. We may contact you about
policies, app restrictions or recovery if your app is deleted or compromised.

username(@domain.com

Business Account - Optional
Connecting a Business Account to your app is only required for certain products and permissions. You'll be asked to connect a Business
Account when you request access to those preducts and permissions.

No Business Manager account selected v

By proceeding, you agree to the Meta Platform Terms and Developer Policies. Previous

BEFBLIEFR,

iR Create app. #/5, meta i EHANZIR,

A
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OQ Meta for Developers Docs  Tools  Support  MyApps

e _

@ Help

B test - App ID: 326304240097443 App Mode: Development @ Live App type: Consumer

ﬂ Dashboard

Required actions Add products to your app
We've streamlined the app creation process by surfacing the products and permissions needed to build the app type you selected.
@} App settings v
o ) @ @
Q Alerts v
App Events Audience Network Facebook Login
App Review v W W
@ PP Understand how people engage with your business Monetize your app and grow revenue with ads from The world's number one social login product.
across apps, devices, platforms and websites. Meta advertisers.
Products Add Product
Read Docs Setup Read Docs Setup Read Docs setup
Activity log
:= Activity log I
Instagram Basic Display Webhooks Fundraisers
The Instagram Basic Display API allows users of
Subscribe to changes and receive updates in real
your app 1o get basic profile information, photos, Create and manage fundraisers for charities.
time without calling the AP
and videos in their Instagram accounts.
Read Docs Setup Read Docs Setup Read Docs Setup
Looking for ti products and issions?

We've streamlined the app creation process by surfacing only the products and permissions needed to build your selected app type. If you need to
request additional products and permissions, you can view more options by creating a new app with a different app type. Learn More

Create a New App

7£ Facebook Login #£+, #if; Set Up.,

PEEE Web,

7 Site URL FE#%j A Redirect URI 6918, /55 Save.

EFHERF, 2 App settings - Basic.

1£ App Secret F££# = Show,

1% App ID 7 App Secret,

7£ Red Hat build of Keycloak #£9 Client ID 7] Client Secret F£& 5 A 1H9 Facebook
app 759 App ID 7] App SecretfH.

=R
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7 Default Scopes FERHHAATZHIEE, BIKIER T, ZLIEHEHT Keycloak 1%/ #F
HE1E SB1H, & Facebook SEFFIE %15/, 15204 Graph AP,

ZLIEF R Keycloak 170 E % 1g K4 £ F) graph.facebook.com/me?
fields=id,name,email,first_name,last_name, Hif/{X &= id, name, email, first_name, 7] last_name
FE, ZEM Facebook IlEEHIKIME M FER, 1E7E Additional user profile TiliH 511G BISEE
FINFEE T,

9.4.3. GitHub

EEA GitHub E5R, FHITU TEE,

R
1.
B B Y Identity Providers,
2.
M Add provider 5i/ZH#, £ Github,
IS R IEHRFE/F
Identity providers * Add provider
Add Github provider
Redirect URl @ http:/localhost:8080/realms/master/broker/github/endpoint L]
ClientID * 3@
ClientSecret * @ @
Display order &
Base URL (3
APIURL ®
Add Cancel
3.

1% Redirect URI 918 2 %) Z)/& B9 N5k
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B ERHFRRMERF

4,
TEHAJEBIH I ZEAE T+, 0)E OAUTH A /F,
a.
TEBIEEN HEEFHY, 7E Authorization /o] URL FE2 4% A Redirect URI A9{H.
b.
12 OAUTH p/ B FE/F ) &2 T T HIE P i ID #1%/1 secret,
5.
7£ Red Hat build of Keycloak #, {F Client ID H#9{E#:Ji5Z/ Client ID FERH,
6.
7£ Red Hat build of Keycloak #, /¥ Client secret #9{5#:Ji5%/ Client Secret F£Z
7.
i Add,
9.4.4. GitLab
TFE
1.
B Y Identity Providers.,
2.
M Add provider 57+, 2 GitLab,
TINE I RFEF

Identity providers * Add provider

Add Gitlab provider

Redirect URI @ http://localhost:8080/realms/master/broker/gitlab/endpoint L]
ClientID * @

Client Secret * (2 @

Display order (®

Add Cancel
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3.
1% Redirect URI £9(6 2 %) Z)/& #5505 4k
4,
TR JEBTR I S5 7, 7 I#7H9 Gitlab A7/,
a.
1& 5 520 4k #49 Redirect URI {E77 Redirect URI,
b.
TERIZI FHEEFIT iR FEFE/F ID 7] Secret,
5.
TELTIER A9 Keycloak 7, /¥ Application ID B9{E#50i52) Client ID FER 4,
6.
TELTIE P Keycloak #1, 17 Secret B9 # 5 Z/ Client Secret FERH,
7.
it Add,
9.4.5. Google
T
1.
B 8 Y Identity Providers,
2.

M Add provider Zi/ZH, ## Google.

B 5 R RFESF
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Identity providers * Add provider

Add Google provider

Redirect URI & http:/localhost:8080/realms/master/broker/google/endpoint L]
ClientID * ®

ClientSecret * (@ @

Display order &

Hosted Domain (%)

Use userlp param & o Off

Request refresh token o Off
@

Add Cancel

#¥ Redirect URI £9{d 2 #2289 55051k

TEH I BIPNE E5E T £, #TH Google Cloud Platform #2#)5

1£ Google i/ fHFE/7HJ Google (X Z#k 1, 7EZMIET Navigation KH &, JFEbna1=7E API
& Services £, # /5 OAuth consent F& Ui, OIEEEEFEE, HIREEFENGFEEE
ﬂgﬁo

1£ Google (X ZkH :
a.
#% Credentials &,
b.
H#; CREATE CREDENTIALS - OAuth Z&Fi# ID,
c.
M Application type 57, £ Web application,
d.

(& FH 505 1Rk 169 Redirect URI £ Authorized ZZ /5 URI
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= Create,

IR R Z i ID ] R i secret,

7.
TEZLIEFHIEERYT Keycloak 1, 1F/&HT & in ID BI(E#505F) Client ID FEH,
8.
TELT IR Keycloak &, 17489 &/ in secret #9(H # M5/ Client Secret FERH,
9.
Y= 1/lf
10.
7 Default Scopes FERHHA AT HIEE, KGR T, ZLIEHERT Keycloak Z/H L TF5E
H : openid IZiEZE HFHEH., 7 Google B %IZ, &2 OAuth Playground,
1.
ER#I% GSuite 21 A #I51H], & 7F Hosted Domain FERF %A G Suite 4,
12.

=i Save,

9.4.6. Instagram
TR

B 8 Y Identity Providers,

M Add provider %i/Z#, #E# Instagram,

B G IERFESF
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Identity providers * Add provider

Add Instagram provider

Redirect URI http:/localhost:8080/realms/master/broker/instagram/endpoint L]
ClientlD * @
Client Secret * @ [o]

Display order (®

Add Cancel

#¥ Redirect URI £9{d 2 #2289 55051k

TERA I PIPIE Z50E T+ 7, #T7F Developers ] Meta,

Hif: My Apps.
HEFE Create App.
AR
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Create an app X Cancel

(P Add use case What do you want your app to do?
These are the most common use cases developers have used on Meta for Developers. Each use case unlocks secondary
use cases with more functionality. Configure use cases once your app is created.

Our most common use case. A secure, fast, and convenient way for users to log into your app, and =~ W

ﬁ Allow people to log in with their Facebook account
for your app to ask users for permission to access their data.

Get gaming login and request data from players

Give players a way to log into your game across multiple platforms and ask users for permission to
access player data. Players can use custom player names and avatars. To create an Instant Games
app, select Other below and select Instant Games.

Looking for something else?
If you need something that isn't shown above, you can see more options by selecting Other.

Other
[ ] Explore other products and data permissions such as ads management, Instant Games and more. You'll
be asked to select an app type and then you can add the permissions and products you need.

HFE Rt
EFEN R/ F R

Create an app X Cancel

(D Type Select an app type
The app type can't be changed after your app is created. Learn more
O Details

[ )
e Consumer
-

Connect consumer products and permissions, like Facebook Login and Instagram Basic Display to your app.

Business

ﬁ Create or manage business assets like Pages, Events, Groups, Ads, Messenger, WhatsApp, and Instagram
Graph APl using the available business permissions, features and products.

Instant Games
Create an HTML5 game hosted on Facebook.

Gaming
&£

Connect an off-platform game to Facebook Login.

@ Workplace
Create enterprise tools for Workplace from Meta.

! Academic research
Connect to Facebook data and tooling to perform research on Facebook.
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£ Consumer,

LIE— TN EEF

Create an app

Q Type
(P Details

X Cancel

Add an app name
This is the app name that will show on your My Apps page and associated with your app ID. You can change the name later in Settings.

0/30
App contact email
This is the email address we'll use to contact you about your app. Make sure it is an address you check regularly. We may contact you about
policies, app restrictions or recovery if your app is deleted or compromised.
username(@domain.com
Business Account - Optional
Connecting a Business Account to your app is only required for certain products and permissions. You'll be asked to connect a Business

Account when you request access to those preducts and permissions.

No Business Manager account selected v

By proceeding, you agree to the Meta Platform Terms and Developer Policies. Previous

HERTESIEFR,

i% Create app. #/5, meta i#/EHANZIR,

EFHER A, 2 App settings - Basic.

T B EEESHY + Add Platform,

H7 [Website],

FIA LA 52689 URL,

A i
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OQ Metafor Developers Dot

B test -

Tools Support MyApps  JRSRE

1 developer documentation

App ID: 326304240097443 App Mode: Development @ Live

214

ﬁ Dashboard

Required actions

{@} App settings

Add products to your app

App type: Consumer @ Help

We've streamlined the app creation process by surfacing the products and permissions needed to build the app type you selected

v

App roles v
Q Alerts v

App Events Audience Network Facebook Login

App Review v "

@ PP Understand how people engage with your business Monetize your app and grow revenue with ads from The world's number one social login product.
across apps, devices, platforms and websites. Meta advertisers.
Products Add Product
Read Docs Setup Read Docs Setup Read Docs setup
Activity log
— Activity log
Instagram Basic Display Webhooks Fundraisers

The Instagram Basic Display API allows users of
your app to get basic profile information, photos,
and videos in their Instagram accounts.

Read Docs Setup

Looking for products and

Subscribe to changes and receive updates in real
time without calling the API

Read Docs Setup

Create and manage fundraisers for charities.

Read Docs Setup

We've streamlined the app creation process by surfacing only the products and permissions needed to build your selected app type. If you need to
request additional products and permissions, you can view more options by creating a new app with a different app type. Learn More

Create a New App

M ik F¥ Dashboard,

7£ Instagram Basic Display 2%, #i; Set Up.

#1f; Create New App.

BIEZ— 1789 Instagram App ID
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Create a New Instagram App ID

You must create a new Instagram Basic Display specific app. When naming your app, please avoid
Instagram branding violations. Learn more.

Display name

Test

By proceeding, you agree to the Instagram Platform Policies Cancel

7E Display name FERHHA(H,

KENBEF

_— _

E test. - App ID: 326304240097443 App Mode: Development @ Live App type: Consumer @ Help

@ Dashboard

Instagram App ID Instagram App Secret
Required actions 297016456567586 cccccnee Show
{(:)} App settings v
Instagram Display Name
App roles v 9 play
Test
O Alerts v
@ App Review o Client OAuth Settings
Products Add Product Valid OAuth Redirect URIs
. Valid OAuth redirect URIs.
Instagram Basi ~
Basic Display
Basic display rate limiting Deauthorize
Activity log .
Deauthorize callback URL
— Activity log

What should we ping when a user deauthorizes your app?

Data Deletion Requests

Data Deletion Request URL

What should we ping when someone requests you delete their data?
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JFF LT IERIEEH9 Keycloak £9 EE /5] URL #Ji5%F) Valid OAuth Redirect URIs F£&

JHTIER R Keycloak £9 ZE/m URL #Ji5%/ Deauthorize Callback URL FEH,

JHTIERIZHI Keycloak £#9 ZE /= URL #:li5%/ Data Deletion Request URL FERH,

7£ Instagram App Secret F£&+ = Show,

J#£& Instagram App ID 7] Instagram App Secret.,

% App Review - Requests,

HIR &L BT B 1T HRIF,

5.

TELTIE A9 Keycloak 7, /¥ Instagram App ID B9{5 #5015/ Client ID FEH,
6.

TEZLIEH] B9 Keycloak #, /¥ Instagram App Secret 8918 #:Ji5Z) Client Secret &,
7.

i Add,

9.4.7. LinkedIn

TR

B 8 Y Identity Providers,

M Add provider 57+, ZE#E Linkedin,

B G IR RFESF
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Identity providers * Add provider

Add Linkedin-openid-connect provider

Redirect URI (& http://localhost:8080/realms/master/broker/linkedin-openid-connect/endpoint L]
ClientlD * @
Client Secret * @ [o]

Display order (®

Add Cancel

3.
1% Redirect URI £9(6 5 % Z)/& #8505 4R
4,
TEH S BIHIE 25T £, 7£ Linkedin FX A& T8I — N B ESE.
a.
BIENFEFE, Hidi Auth ZI0iF,
b.
7£ Authorized redirect URLs for your app F£&+ %A Redirect URI £9{H.,
c.
IR R E P i ID #] 9% F i Secret,
d.
4 Products #£JiF, &/ OpenlD Connect /=43Xf Sign In with LinkedIn A7
Request /7,
5.
7£ Red Hat build of Keycloak #, ¥ Client ID #9{E#Ji5%/ Client ID F£2
6.
TELTIER A9 Keycloak 1, /¥ Client Secret A7{E#5)i5Z/ Client Secret Ff&
7.

i Add,

9.4.8. Microsoft
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T
1.
B Y Identity Providers,
2.
M Add provider 57+, £ Microsoft,
OB G IR RFESF
Identity providers * Add provider
Add Microsoft provider
Redirect URI @ http://localhost:8080/realms/master/broker/microsoft/endpoint L]
ClientID * @
Client Secret * (2 @
Display order (®
Add Cancel
3.
#7 Redirect URI #91d & #Z//% 595505 4k,
4.

TEB BB ST £ 7, 7£ App registrations T ZH— 1N FFE/%.,

a.
7£ Redirect URI 25571, #FE Web EJ7F4, #/F Redirect URI BI{EH#NLEIFER
/#,
b.
1£ App registrations TE&E N HE/F, HIE Certificates & secrets 54 IIFHT &
iz secret,
C.
152 B LY secret HIH,
d.

152 & Overview EZ50 89 M BERF (i) ID,
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5.
7£ Red Hat build of Keycloak #, {7 Application (client) ID F9{g#50i5Z/ Client ID F£%
i,
6.
TELTIE R Keycloak #, ¥ secret (9 Value #50i5Z) Client Secret F£&H,
7.

i Add,

9.4.9. OpenShift 3

T
1.
B 8 Y Identity Providers,
2.
M Add provider 5i/ZH#, #E#HE Openshift v3,
FING 1 IERFESF
Identity providers * Add provider
Add Openshift-v3 provider
Redirect URl @ http:/localhost:8080/realms/master/broker/openshift-v3/endpoint L]
ClientlD * (&
ClientSecret * (& @
Display order ®
Base URL (@
Add Cancel
3.
1% Redirect URI £9{d & %)/ Z /& H95505 %
4,

@H oc 51T L EZMERIZEF I,
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$ oc create -f <(echo '
kind: OAuthClient
apiVersion: vi1
metadata:

name: kc-client a

secret: ".." 9

redirectURIs:

- "http://www. example.com/"g
grantMethod: prompt @

)

OAuth EFif B9& 7., 7E/2 <openshift_masters /oauth/ authorize 7 <openshift_master>
/ oauth/ token % Hiig ki1, {EX client_id request Z# (%,

©

M F client_ secret 15K £ 59 Keycloak £9 secret Red Hat build,

©

X < openshift_masters/oauth/authorize 7] < openshift_master&gt; /oauth/token FJig K &
F5EH redirect_uri S 41% F redirectURIs 892 — URI (B1EXEIZE) . HZEATLIM Identity
Provider F&+H7 Redirect URl FEFEH &

o

grantMethod Red Hat build of Keycloak /5 #EX 1N mif K S hEER B #HHF 12756
RN BIARLE,

7£ Red Hat build of Keycloak #, ¥ Client ID F9{E#:Ji5Z/ Client ID FERH,
TELLIEHTE LT Keycloak #, 1 Client Secret £9(H#05Z/ Client Secret F£&

=i Add,

9.4.10. OpenShift 4
TLRRAF

1.
TFRE AL IERT 9 Keycloak Truststore #149 OpenShift 4 SE41ATUFF.,
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FOEZLIE Keycloak fR55 #5941 IEMIELUE B IS 7, WEEZER , 5SMH0E
Truststore E77,

TR
1.
B 8 Y Identity Providers,
2.
7£ Add provider 3z, Z#F Openshift v4,
3.
#A Client ID 7] Client Secret, #7f Base URL FERF 4 A OpenShift 4 S48 API
URL, 7%, #ZaTLIJF Redirect URI £ #)Z) /&850 #R.
IS IR HRFE/F
Identity providers * Add provider
Add Openshift-v4 provider
Redirect URl @ http:/localhost:8080/realms/master/broker/openshift-v4/endpoint L]
ClientlD * (@
ClientSecret * (@ @
Display order (®
Base URL (@
Add Cancel
4,

11 OpenShift 4 #2#/%(Home — API Explorer —~ OAuth Client — Instances)zt1# /5 oc
51T LEF MR & b,

$ oc create -f <(echo '

kind: OAuthClient

apiVersion: oauth.openshift.io/v1
metadata:

name: kc-client a

secret: ".." 9

redirectURIs:
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- "<here you can paste the Redirect URI that you copied in the previous step> g
grantMethod: prompt @

)

OAuth EF'i B9% 7. 1E/7 <openshift_master> /oauth/ authorize 7] <openshift_master>
/ oauth/ token % HigKif, fE7 client_id request £#(f%i#. OAuthClient {5 % name £ (.}
ZitG/E, IIEf#HI Keycloak FiE.,

©

2 IEF#E Y Keycloak £ secret /H1E client_secret 15K S #,

©

X1 < openshift_masters/oauth/authorize 7] < openshift_master&gt; /oauth/token £ K+
FEEH] redirect_uri #0412 F redirectURIs 789K — URI (B(1EMEIZR) . EMBHEDIE RIS
Bk, MILIER T Keycloak OpenShift 4 Identity Provider Z7iE I E(Redirect URI F£R) &
HE,

4]

grantMethod Red Hat build of Keycloak /57 #EX 1T &F mif K T hEER B #HHF 17 5h]
X RI BIHELE,

=E, BMIZELLIEIEERT Keycloak SE4RIER I EL &£/ OpenShift 4 G171 RFEfF. FHTE
B, A2 EEEZ OpenShift 4 ER I .,

ZER

ym RedHat
OpenShift el

Sign in to your account Update Account Information

] Log in to your account kube:admin

Email

Username »

e =

Or sign in with

chav*s}wh v4

o
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WEFZER, FSHE OpenShift X1,

9.4.11. PayPal

TR
1.
B B Y Identity Providers.
2.
M Add provider 5ljZH#, #E#E PayPal,
FING 1 IERFESF
Identity providers * Add provider
Add Paypal provider
Redirect URI http://127.0.0.1:8080/realms/master/broker/paypal/endpoint
ClientlD * ®
Client Secret * (3
Display order &
Target Sandbox & O Off
Add Cancel
3.
1% Redirect URI A9{8 & %)/ Z /& HT 5505 %
4,

TEH I BIDE E5E £ 0, #TFF PayPal Developer i/ /5 72/% X 12,

i% Create App BY# PayPal i/ /5.,

iR &/ ID 1% i Secret, #idi Show &%, LI EZHI &
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BEIRGEH 37 B PayPal %,
d.
7£ Log in with PayPal T sz Advanced Settings.
e.
#¥ return URL FE2HI(E % EH K B2 IE Keycloak A7 Redirect URI #9716, 5 F
&, URL 7/Z& 2 localhost, AIRZEA1H(&HFIE Keycloak 4, 5% &6 URL #49
localhost E#iy 127.0.0.1, #/57 localhost B9 5 1% F 127.0.0.1 1%/ Keycloak #9
ZLIEH 2,
f.
RS 7 Full Name 7] Email F£Z,
g.

it Save, #/5H#id; Save Changes.

5.

1£ Red Hat build of Keycloak #, {F Client ID F9{E#:Ji4Z/ Client ID FERH,
6.

TEZLIEFI#EHT Keycloak &, ¥ Secret 2 1 FI(E# M5 F Client Secret F&H,
7.

i Add,

9.4.12. HEE R H
iYid

B 8 Y Identity Providers,

M Add provider 5ljZH#, #E#E Stack Overflow,

B G IR RFESF
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Identity providers * Add provider

Add Stackoverflow provider

Redirect URI & http://localhost:8080/realms/master/broker/stackoverflow/endpoint L]
ClientID * ®
ClientSecret * (@) @

Display order &

Key @

Add Cancel

TEB B BIRE ST £ 7, &% 7£ Stack Apps L HERIN R,

SEN R

= Stack 1 help Search Q&A

£} stackapps

Register Your V2.0 Application

Application Name Why Register?
Be Unique! Avoid implying an official Stack Exchange relationshi i . . :
Because it's the neighborly thing to do. We like to
Description know who is using our API, and how, so we can
have the metrics we need to support your
application and improve the API together.

Once it's ready for public consumption, we'll help
you promote your registered application here on
Stack Apps.

Upon registering, you'll be provided an API key
which grants your app a much larger per-day
request quota than using the APl anonymously.

You'll also receive parameters for authenticating
OAuth Domain users via OAuth 2.0.

example.com, subdomains will be automatically whitelisted
Application Website
Where users can go to read about your application

Application Icon (optional)

Enable Client Side OAuth Flow
Must be hosted by the Stack Exchange Imgur account

egister Your Application

7£ Application Name F£&# 5 EHIR FHEE 5 5 7o

225


https://stackapps.com/apps/oauth/register

Red Hat build of Keycloak 24.0 [R5 EE 5/

226

7£ OAuth Domain FE# % A OAuth 1,

= Register Your Application,

K&

-a- stackapps

Keycloak

Client Id

7209

This Id identifies your application to the Stack Exchange API. Your application client id is not secret, and may be safely
embeded in distributed binaries.

Pass this as client_id in our OAuth 2.0 flow.

Client Secret (reset)

A8M5pezJvqp9G)Nfx6aw9A((
Pass this as client_secret in our OAuth 2.0 flow if your app uses the explicit path.

This must be kept secret. Do not embed it in client side code or binaries you intend to distribute. If you need client side
authentication, use the implicit OAuth 2.0 flow.

Key

sZA2ICUcqAr6ZKBikpssaw((

Pass this as key when making requests against the Stack Exchange API to receive a higher request quota.
This is not considered a secret, and may be safely embed in client side code or distributed binaries.
Description

Keycloak

This text-only blurb will be shown to users during authentication.

OAuth Domain

iR ZF05 ID . & Fin Secret #MI&4,

More Info

o Authentication Statistics
o API Documentation

7£ Red Hat build of Keycloak #, 1 Client Id £9{E#505%) Client ID F£&#,

TELLHER BT Keycloak #, 1F Client Secret B9{H#l5Z/ Client Secret FEH,

TEZLIEFIEEHT Keycloak &, 1% Key HIE# M5 Z] Key FEH.,

i Add,



9.4.13. Twitter

TERRAE
1.
Twitter 7F % A 5AHF,
TR
1.
B H Y Identity Providers,
2.

M Add provider 5ljZH#, ZEHE Twitter,

BT IERFES

Identity providers * Add provider

B ERHFRRMERF

Add Twitter provider

Redirect URI (& http://localhost:8080/realms/master/broker/twitter/endpoint L]
ClientlD * @

Client Secret * @ @

Display order (®

Add Cancel

#¥ Redirect URI £9{d 2 #2289 55051k .

TEH G 5B+, 7E Twitter A/ EFE 6N fHF2/F.

# A App name 7 Next,

17Z% APl Key 7] API Key Secret 898, #+5 App settings.
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7£ User authentication settings Z5%'%, = Set up #%#l.,

d.
B Web App £ App 59 Type.
e.
/¥ Redirect URL A9{E#55Z) Callback URI / Redirect URL FE& 4,
f.
Website URL H9{8 5T LIZ# localhost LIS BI{F 1 B 5457 URL,
g.

Hif; Save, /54 Done,

5.

1£ Red Hat build of Keycloak #, {7 API Key BI{E#50i5%) Client ID F£&#,
6.

TELLHEHT BT Keycloak #, 17 API Key Secret H9(H#: M5/ Client Secret F&H,
7.

i Add,

9.5. OPENID CONNECT V1.0 B3R EHF

2T IER#E OpenID Connect iK% Keycloak CIE B (11 AFE/F, iXLEB (114272 (IDP) ST 55 5
FFE R E R B IS 7%, LA Ul /P 7R 1 R R,

TR

B B Y Identity Providers,

M Add provider 3z, #£# OpenlD Connect v1.0,

B D IR FESF
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Identity providers > Add OpenlD Connect provider

Add OpenlD Connect provider

Redirect URI (O http://localhost:8180/realms/master/broker/oidc/endpoint L]

Alias * @ oide

Display name

Display order &

OpenlD Connect settings

Use discovery o On

endpoint @
R settings Discovery endpoint * https;//hostname/auth/realms/master/ . well-known/openid-configuration
@
Authentication
» Show metadata
Identity providers
User federation Client authentication Client secret sent as post -
6]
ClientID * @
Client Secret * (@ @

BA BB ELT, BXILELTHIEZIER, HE6 =4 IDP A&,

# 9.2. OpenlD F#EHE

Configuration b

= URL OIDC X Fr & B9 URL ¥ 5.

4h& URL OIDC Pl Fr &8I URL i s

SEFH URL OIDC i FAYESY URL fism. X/ MER A%

E"JO

Backchannel Logout X IDP Mg &, #4h. REST ERKLUEHA,
BL DP (GBI M EREBEMHATER, ANE
I AT B3 A %288 Cookie IR &1E,

AF{ER URL OIDC P E XMk, thimmigm M REEE

/Cho

B imE R IIE TE Y ALIEFTEE Keycloak SRS MAEXME
IISIETT R, MNREAFAHE AR JWT, Red
Hat build of Keycloak &f# [ realm fA%H, fEHfth
ERT, EXEifsecret, MERSEE, 15
S B P im ST,
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Configuration

Z i 1D

Client Secret

iRk E SR EE

Z KT S Audience

Vit

BASEH

230

30

1H 7 Y458 IDP B OIDC B /i, tNREFEAEE
WA RS 4ER IDP B, Ntwniigd OIDC
= g D,

EENER BILEN BRI, NREERZEN
K7, MHEL secret,

BIE JWT BiEE N B MRS R RIEME R &L,
IR IWT FEARFHASE P ImNBESE RS jwt, T
FEC. MRSEREEE NN TEEH
TR, HIWT FERRHZE R, RS256 i
1TH%EE, ¥ Client secret Jy jwt i}, HS256 =i
ITHE,

BTFEAImSZ N BINED IDP SR
= URL,

LIIEHIEEMY Keycloak RTER B IDP BINL RARYE
XMERIES X E R,

OIDC SEHAIZR, ZIIEHEM Keycloak fEFH &%
FUFER 4%, BOIAMEDN openid, —NZEigsk
S2REAEH,

OIDC ##& # Y prompt B8, BITULSH, BT
s EH LA EA T, P BB,



Configuration

EZEBE IR prompt=none ¥ %

T4

A JWKS URL

JWKS URL

FUEAH

B ERHFRRMERF

sk

157 IDP 2 & #EZ A4 prompt=none & S#
BYL R IIEE K, MR realm WEIH A
prompt=none 8 auth 153K, | realm &% A
FUFIREET SB5IE, FHERFEBEERN
iR[E login_required fi%, HLIIEMIEM
Keycloak & REIEIERRERIN IDP (fER
kc_idp_hint SR EEKIA IDP) I,

& 7] LU prompt=none BB 5HIEIE KL 4 B
ERI\B IDP, 2RI\ IDP &7 A B BRI,
JF3EFRE IDP # 2 #HE A prompt=none 897
K, FRLAZLIEFIEER Keycloak &1 A XN D#L3E
BB IDP EEER S MBI IEE KA FZS

IR FTE IDP RRZEFHRIIE, B IRDASR

15 Zl login_required 5%, %R 7E IDP &

BELH, WMRIEIEN Keycloak MR RS
ERAFREMNSHIIETTE, & imhRR LR

Zlinteraction_required 5%, LL&HEIEE

BMENRE (NEBEBER . ARRES, Uk

first broker login ;s post broker login 57
ERMER,

FEE LB MY Keycloak 2B IEIXA IDP £ &1
SR ID SRERIIES &, 1R ON, ZLIEHMERN
Keycloak i/l A1:8 4458 OIDC IDP IAH, HT
MRE, ZIIBMIE Keycloak R4&F4MER OIDC 15
REREFHLH,

#N8R Validate Signatures 7y ON, | tb3Z #i#l
&M, MRMEEA JWKS URL 5 ON, NItz
B Keycloak M JWKS URL T#; IDP B9/AH, %
SR RMIEFE E T B AN FEFBH, MR
OFF, Red Hat build of Keycloak {# sk B &%
BERRH (KIEH) , HY IDP BHNEN
B, SEEEAS ARLLIBMER Keycloak 1E
o

&M IDP JWK BEAMIER URL, INEEZER,
HEH JWK g, NREERAEBLIIEHERN
Keycloak #£77 IDP, #NRMAIARIBLIIEERN
Keycloak 1£ http://broker-keycloak:8180 iz
17, EAILMER— URL, Hrealmis

test, http://broker-
keycloak:8180/realms/test/protocol/openid-
connect/certs

ZINEHIEERY Keycloak FHSRESIESER IDP 2489
PEM #& XM 2%H, 10K Use JWKS URL 7y
OFF, N FEH,
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Configuration ik

FUE2NEA 1d 0K Use JWKS URL /y OFF, IR FALL%E,
R ELL PEM B RIEE AR ID. BITEEM
FENTER D Wi ESE, A DRERER
AT LA F 3 B4R EE MY Keycloak IR R &
*. MRERBIRELLFEME, RedHat build of
Keycloak & WATEERERFIEAH, mMAEE
AER IDP & EMIEREH ID, 2 ON B, Lth=RERMI(E
ELIIEMEEM Keycloak AR ID MAEN
BF% 4, BwAS IDP EEMBEH ID ILE,

T B LU B 14757 OpenlD 1A T ##EH) URL XK ZA TG Lo EHIE, WREFZEE
2L IR Keycloak # 25 IDP, /LM < roots/realms/{realm-name}/.well-known/openid-
configuration FA IDP £ &, X1 &#E— 1 JSON X1, 7z IDP AT,

YR E(ZEFH Json Web 117 (JWE) ID 525121 7E/% #1659 Userlnfo Ny, IDP 55 Z 418 /H FLL IR &
B9 Keycloak BI85, 1R E1EH Hy T a2 &% E X B realm ZH] FAEZ 5%, Red Hat build of
Keycloak 1E# 7 —1Nn/E89 JWKS 755, IDP &/ F E5) F#EH,

9.6. SAML V2.0 17147/

ZIIEHIEERT Keycloak ATLI#R#E SAML v2.0 bhiX (CEE B (7 te 2.

TR

B B Y Identity Providers.,

M Add provider 5ljZH#, #E#HE SAML v2.0,

BT IERFES
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Master Identity providers > Add SAML provider

Add SAML provider

Manage

Clients L
‘ Redirect URI @ http://localhost:8180/realms/master/broker/saml/endpoint L]

Alias * @ sam|

Display name (&

Display order &

Endpoints SAML 2.0 Service Provider Metadata [

SAML settings

Service provider entity  http://localhost:8180/realms/master

D@
nhication Use entity descriptor o On
@
Identity providers
SAML entity

User federation

descriptor *

» Show metadata

Add Cancel

BN GBI B BT, B XEEXATEIEZIER, EHSH %4 IDP I,

# 9.3. SAML Fi&

A& fed

ARSSIREIZF LR ID 2 FR IR MR SRR 7 3k B AR S5 1R it i Sk Y
SAML 4K ID, BROINERT, HIZEXEN realm
base URL < root>/realms/{realm-name}.

BpIRERRESEID FATFIRIEIE] SAML TS BI04 FISNE ID, JNRH
22, MASHIT Issuer FGIE,

BB SRARSS URL [BEh BB RIIET F2H) SAML Uik s, SRR SAML
IDP %75 IDP Lk RF, NSERBIEELLFEHN
1B,

AN Logout Service URL SAML EfHifmR. MNREH SAML IDP & %5 IDP SL4&

R, NERBREELFRIE.

Backchannel Logout INRIEH SAML IDP XFHROMEEH, 1HN XN
K% ON,
NamelD RBEE B ZF R IR R N9 URI B, BRAERT, 4

1EFIEREY Keycloak BEIXE N
urn:oasis:names:tc:SAML:2.0:nameid-
format:persistent,
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[

EARRE

FREM

RIFOIE

HTTP-POST 4 %E M/

AuthnRequest B HTTP-POST Binding

want AuthnRequests Signed

want Assertions Signed

want Assertions Encrypted

FREE

MEEE

234

sk

18TE SAML WS R BIRLEER 049 A F iR 5 FIERER AL BB
B &5, ATLLRE Subject NamelD 2 SAML Bt

(RBMERIFEI) . EF NamelD [HFEE
‘urn:oasis:names:tc:SAML:2.0:nameid-
format:transient' NamelD Policy Format {E—#21%
[

MR FEAHEKER non-blank, LFEEIEEIRTIBMESN
BFR("Attribute [Name]")sk friendly name ("Attribute
[Friendly Name]"),

RTFABE D REEF OERIHRRERAR TS,

Pl SAML 4878,  LANTR AER IDP % 3% A9{E{a] SAML
K, % OFF I, ZIEHIEEM Keycloak EFEE M
47E,

25 L MAEB IDP 15K SR EIERT B SAML 488, 2
OFF i}, ZLIgHIEER Keycloak EFEE M4 E.

1£ ON i}, ZIHEF9EM Keycloak {f RIS BREAN 58
& EEIAER SAML IDP #9iE K,

SRR ARSI EE R B EEL &AM Assertion,

SRR LIRSS IR A R B EEMFEH Assertion,

MR Want AuthnRequests Signed 77 ON, TI{EAE%
Z2E%, HEE, ETSHAT1WEREHFR, FHI8e
EURRHRITHRASRER, BITEUER—LELS
HEZE, mAR* SHA1, 54, FHA* SHA1 &%
iF, f03R SAML HpRHERER (MNLIIEHERN
Keycloak SLBITE Java 17 St Em kA LiZ21T) B, 5
IEFRTEER T,

SAML IDP FAF /% SAML 44, ¥ ID BB E
Ko BRTR SAML STRYER S BN B R 28 B EH S AR 4B X Feb
BB EE A TR, HNIZA A FINE(ENC)ER
KIS, MBEERBEEE, NAHEAXFNE
&, FRIE SAML XA B HIEEMBAEFRER R
Ao



[

SAML ZZ BHA M

5 1) SR S IE

ATl

TCEUIRHR AT URL

{5 FR STEUE R R URL

JSUE X509 ik

ERIRS R TR

%

B ERHFRRMERF

sk

3 POST HE & EMES SAML XHEEE
KeyName st=HMEEBHINE, ZthHkNEE
118 Keycloak %% ID MOZIIEIEE, 4EB SAML IDP
AT R R R, thacHiA 124 KeyName
2538% *KEY_ID -Key ID, *
CERT_SUBJECT - 5 realm %} R AIUE 5 89 E @,
Microsoft Active Directory Federation Services Hi22
CERT_SUBJECT.* NONE - 21§98 Keycloak
EB% T SAML 1§ BB B IRT.

A ATESVER IDP i AR EIE, BIERELE
xo

% ON Ff, 1ER SAML 15K B 458 IDP BYAm L.
HTEEZEL,

B {12472 4 7 IDPSSODescriptor sTEiEHI 4
#8 URL. 4% Reload key 5 Import key $2{EHT,
It URL AT % S0RHRERRIES.

£ ON i, FEZ%ZMIEH A B M ToBUE IR RY
URL T#:, FHEZLIEMHER Keycloak F%E{F, SAML
REEFILLET M ARN ARG S, NRIE
KEEWIES (BEEPOST4xmh) , BRAES
=, MEEBSBZHM URL FRIET, INRIE KA
FkIIE% % (REDIRECT binding), MR RER
REFHEFHIT (BSRME N i EE R P
public-key-storage spi JA T f B X ZF WA T/ERE
%ER) . LA MER SR RERERFTTERAIRE
Reload Keys F3E %k 1z

L% OFF B, FSUE X509 iEH ik BF%
U2,

LA o BIERAR T URL 4 OFF B, ZIiSHEEM
Keycloak FAREIIE SAML 1E R ZE A KB HE8 IDP B9
MR, AIMERESARE MEN(G ). METRILM
TTBUERRET URL EHS A, ATBNRERFTT
EHH Import Keys #1F, 1Z&{F27E metadata I
RSP TEHYSENES, FEEi9E%S R —LuE
B, WEEHT Save LUEK FIHEER 5 ARIES,

1E£ ON K, ZI0EHIEERY Keycloak {f B RIBREHX N
SAML AR5 IR T BRI R E 4.

L8R Keycloak 25 login_hint Eifj%
54 B IDP, Red Hat build of Keycloak 51t =2 EZ #Y
{E7RINEI AuthnRequest B Subject Y login_hint &
e, LUMEBIMENE TR EREERRE,
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ACiE fed

EEfERARS%RE PRRIZE NIFHKRELTIZ IDP BB M, ZLIEHIEER
Keycloak & B 511 &7 IR T2 FECE AP BRETEOE LR
INE B AERE SP TR,

B AR SS BRFR B4 SP sTiE R A SHE MR S Bt i
%ﬂ‘o

B ET LU TR URL BE75/E 5V 5 IDP L1475 00 7789 URL S5 XX K FA AT BB EHIE, WREEF
FILTIEFIEEHT Keycloak 35 IDP, /& =LA URL < root>/realms/{realm-
name}/protocol/saml/descriptor FA IDP K&, X EE#ZE— 1 XML X1, ##: 7 HX IDP #95#
#o T AT LUAT FE R 75 1R 54 B SAML IDP SE1% 757 7769 URL 38 XML X AFE-FA AT X i E# .

9.6.1. 153K ¥ EHJ AuthnContexts

B R IEF BB T & e Bl A 819898 (950l 5% F 15 EIRF. 140, #/5 MFA. Kerberos
SR RIFZ L EK, XLRHEFFFER AuthnContext Frf, ZEF i al LUEK— 12 NR1F, #iE
E G HEHRFESF A 515 KT AuthnContext, &L E R 34 1 L E,

&= LB 7F Requested AuthnContext Constraints 254751l ClassRefs 3t DeclRefs 321/ & H
IREIRBBATELIR M, EE, EEELEMH ClassRefs 24 DeclRefs, AUk B EHI B HieHREEFXIY
SHEHPLLLE, #1E% 7% ClassRefs 2 DeclRefs, W57 2HEREE/FT 2 m # L HEBi N BIR#,

2 9.4. 17 3KH7 AuthnContext R/

Configuration ik

e B REEFATTHE L TITXEXRN AL, TRESR
Exact. Minimum. Maximum. = Better, Zti\
{5 Exact,

AuthnContext ClassRefs AuthnContext ClassRefs 5 ffr 55 2544,

AuthnContext DeclRefs AuthnContext DeclRefs 5B AR =TT,

9.6.2. SP Descriptor

Ll A 9 SAML SP T 3160, H1E 8 (H e B2 F i E W ERHE# Endpoints T, ©&5—
7 SAML 2.0 Service Provider Metadata #£7%, T /IR IEHEE LS SAML SZ1Ek 0 7F, T LL FE
B IFHE#E URL, AEIFEZA B G 411/,
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B oE LGN RHUER
B FEFELUT URL, 5L FF AU TTHE -
I http[s]://{host.port}/realms/{realm-namej}/broker/{broker-alias}/endpoint/descriptor
BRI TE Uy 1] 7 0 1 Bl R 77 (F 1 B 1 K
9.6.3. 7 SAML 353K 1 %4 3% 8
BNIER T, 75 SAML B 17184794 K IZHI 17 EE R FIL FE R URL :
I htto[s].//{host.port}/realms/${realm-namej/broker/{broker-alias}/login

72Ut URL 55004 7 login_hint 8922, 17&#69(H1F7 Subject E1475MZ) SAML 153K %,
IR E IS H N ZE, LLIEFIEHT Keycloak T~ =X 15K 55018,

JE /H "Pass subject” ZEHT, LITE SAML 753K .4 3% &,

9.7. CLIENT-SUGGESTED S 17 1e R/~
OIDC K fEF2/F BT LU @id #e- Ol T B 1E FF A 5 17 e A2 - K S5 L IEF #2 59 Keycloak R I, A

LU#id 7F Authorization Code Flow authorization i R 1% & ke_idp_hint Z 525 /5 I ZHEE,

1Z LIS 19 Keycloak OIDC &/ ini& Bz, & Al LATEVI RN FEFE /5 B9 &2 BRI 16 E UL B i) 5
ﬁ. o

B

GET /myapplication.com?kc_idp_hint=facebook HTTP/1.1
Host: localhost:8080

EXFER T, BRI R E — 15 facebook 5 £ G 01 RIESF. HWIRILIEHREEFTF1E, W
REBTFERKH,

WIR(&FF keycloak.js :ZA0%s, ol LISEH S L FHEEBIITH :
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const keycloak = new Keycloak('keycloak.json’);

keycloak.createLoginUrl({
idpHint: 'facebook’

};

@ FH ke_idp_hint ZifjZ#1, #1217 Identity Provider Redirector authenticator Z7i&E 7 —1°,
B i o BN B R IRRFEF. &/ A LUE % ke_idp_hint Z 5805 B/ 2210 ¥ 2 FENEE
A

9.8. 515 BT S

=T LURF SAML 7] OpenlD Connect so## (H/EZH 175 175 uE 695455 IDP 18#%) -FAZH, F
AE, BAaLEREFEEETHEFHRMIES, LUEETLUIFRIEHRS N EESF.

NS HEFN BB (D IR FE/F & REE BRI HT 5 TE KL IEFZ R Keycloak HiE/EFH — TR
H, BtE*2F SAML =t OIDC 7 = #8569 #HE.

TFE
1.
B 8 Y Identity Providers,
2.
MBI ZFCHEFER B — P B e R /7o
3.

55 Mappers T+,

BRI RFE/F IR 7

Identity providers > Provider details

Saml

L+

No Mappers

There are currently no mappers for this identity provider.

Add mapper
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B I E KRB RRHER

# 7 Add mapper,

B I RIE/F IR 7

Identity providers » Provider details > Add Identity Provider Mapper

Add Identity Provider Mapper

Name * @
Sync mode override * Inherit -
@
Mapper type Advance: d Attribute to Role -
Attributes Key Val
Type a key Type a value (-]
© Ad t
Regex Attribute Off
Values @
Role @ master o - Selectarole -

|dentity providers

Cancel

User federation

_ % Sync Mode Override i£7¥ —TH. Z/5/"IRIEIKEEL RN, RITEEF=EHAS

&,
a.
EFE legacy K& & FitTIEREEHT Keycloak /g AHITTH,
b.
IR RERETHEHIFES 1 IEHREEFH Keycloak HIZLIEHTERT, MFAHIE,
C.
EFE force TEAER 7 BRI BT P 4,
d.

EFE inherit LU FTE S IR REFPEEHNIRNEL R, FrERMATIFEZILITL R
o

M Mapper Type 5l/ZHFEEHE—1 mapper. {FEkraI=1E RGTFE/FRE L, HTFIRGTFE/ 71
I B R ST FE A
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7.
/= Save,

X FEF JSON B9FEE], 1] LUEFH mZm Z R BB/ T 155 K U135 v 1 #0H FER. 1B
41, contact.address[0].country.

B IEN IR BB EX M JSON FAEHIZ51Y, T LUTEIS )RS #54/5 /H DEBUG &5
HEilR75 org.keycloak.social.user_profile_dump,

9.9. AT AR REEAE

B MHNEE IDP &R /5, ZLIEHERT Keycloak 74 H ) =14 =10 R G AT LI IH B9z, M HHETLUF
FBENFKEFEHEES RGBS T, BEEGE BB lmlR 1 Fe/F 545 & F I,

identity_provider
B FRITERIIEER] IDP 7%,
identity_provider_identity

LRI B AUl B IDP [ E. 8%, BHF TEESZLIERHER Keycloak /%18
A, 14, ZLIEFIEERT Keycloak 1%/ john' &% Facebook fAF” john123@gmail.com, 7
BXERT, BFRiFiCRE9E Yy john123@gmail.com,

BRI LEF B R4 KBTI BRGTIESF 17 MG B 1 EE A5 I,

9.10. B—1EFRM

LB G CEERE, ZLIERER Keycloak FA, LIRIGARHHAEEHH 96T, S20

IEFIE T Keycloak 1E1d H &85 (7 1@ R IE/F R TIUE R, RIS BB FHIER -

ZIIEF#H) Keycloak B-FA, HIFAEFIKF 5258 8195895 (7 e R IR 1EX B, £
XER T, ZIEFEET Keycloak LIBIE /" B 19 T8 05uE, FHIFEHTEERIZ|NFHRE
o

2T IEF] B9 Keycloak #R B ULFE HIKF . B%, EIFAIKF LM H-FAZIZLIEFRELR]
Keycloak ##2/%, {8771t R BEIEHE FHEH 11 A9 E Keycloak 1K &, FFHE Ak
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FE)HEE RN B G D iR R R BRI L T, T ZIEERANE R B A B G 7 iR FHIE
&

/Cho

TELNFER B — LE18 000, T EBIHIEE T EBIEK, (&HFLIEFRE#R) Keycloak, ZaTLI&/F IDP %
E 59 First Login Flow T, EFE RMHNEE IDP EREJEF B9 L 17, BUBET, E—1 R
HETHEE E—PMCEER, (HE LU T E 7% F T RS 5 1R,

TN F SR uEE i+ FHIEEIES S ., 24 EUEFF First Broker Login i, &R EEE L@ HHI
BuFzs, Fa U EBAEH GG I, a2 E—LRulzs, 1FeEfTtrich &5, HEME—L%
uFZ5,

9.10.1. Bk F — RER I U 25
BHEEAEX

[}
IR B A B 5 /S I E, B H T AU B BLLIEM Bt RFEF i
Keycloak F9AiES.,

AR LITE Actions 34 d1i% & Update Profile On First Login Z£57,
£ ON IS, B RETFIEEE, 15 KEMERFREHF 9517,

R’ B, WIREGHIEHRFEFTIEAHEFIEE (A FHSH. EFHER) B, AFaE
B EX T E.

2% OFF if, EEZENETRET, BRIEFAF 7 Confirm Link Existing Account
authenticator JZ 7~B9 T [E1 7 55 Review profile info &E#H7/54E01ER,

HIRHE—, B

B UFERER L BH— NS0T Keycloak IKr, BHE FHEHEEFE (JEHEERFEH
B —HE) o #IRRE, W UFE:HOE — TR LI IR & Keycloak I, #IFRSE M1
HRFEFHEE, BNREETHK. &0, E=H#HA F—7 Handle Existing Account 75, UIRIGAZE
IR REELZHWCF, AT LUfF It B uF #6507 REQUIRED, 7EXFHIER T, HIEEFHELLIEIHE
Keycloak tkF, B/ SEFFIRIE, #H AR ZZEBLIKF EEGED (T IEREFI,

WIS UE 2 & B F — T2LIEFEZRT Keycloak 1K/, BB FHEHELH 555 171E
HRFE B 1R,
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IR A7 TE, I UE 25 = B — 1K AIZLIEFZ Keycloak IKF, 17X K5
BRI, HAEULT.

UTRZTEMCF, W5 UF 25 /%5 T —1° Handle Existing Account %7,

BRRREELEW, LTI R U Z5kriC 7 REQUIRED, #T:ETIEHIZERT
Keycloak k7775, AR EZERITE, B OdEdKr SEE#ZR S iRk
F,

AR BB

EEBIAER, FAFaEE—NEEEEE FHE] Keycloak BKF BIZLIERIEE,
HAUBREERIEX, HIEHTEHHE FHHEE £, 7EE & [OZ Review Profile
Burzs,

T8t AL 7 R R S ie R 2 FIK T S R BLLIEF 69 Keycloak kK
FIEREK,

WIRET FZLF S EEU AT E, 175 BB FHSH U S E RS (Rl b 5 (7
TR, ERAU U,

B FHE R A

[}
BOAERT, U %uFzs 2 ALTERNATIVE, ZIREAE T SMTP #i&, ZLIEfMEEHT
Keycloak = 1&fF L% uF 5,

B UFZ5[E] K X H FHEHE, LUK 0] 7 Z 155 17 1E (R e/ 5 R IEHIEEHT
Keycloak 1/ #5%,

IRIET IR B FHE A GEFE, (B7FZHF & HREEEFH TSR, FE
WEFUEZS.

B BTG (5l R uE B B

[ ]
IR FHSHITUEZS T AT FE, F AU UEEs, BIA, B R A ECE SMTP, Ut
Bl B — 1 ERER, HAFRUFFRIIENRZE) Keycloak 1K/ 5 8 17 1@ R E/F X
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B ERHFRRMERF

Bt el LU EFTR UE BHEFEE R L] IEFE#H) Keycloak 1K 6975 — 1> G 17 L 72 /7o

BT LA OTP, &M, E& sy, WRENEF K %ET OTP, JE

Eo

9.10.2. 5D E B —RERT

BR A=

=

AutoLink 251l #5 7£ 38 FEE 55 2 1B 52 B9, B Al LU EE 5 20 FHS 1A,
HEEME o GRS H 2 B0 & FIE FHE A, ST Z A
WEFUEZS.

BHEETIRTEIENR FHIEEEA B —NERR, H AL TH 1Nl &5 G 2R -

HIRME—, B

U UEF 25 o EIRZLIEFS 2 Keycloak ZMEEME—FHF, 154 uF 5 Z KikiEH Alternative,

Bl EFEHF

WU Z5 I B B R E N B Eiul £ X, TERuF, [F%ukzsZKiZiE %" Alternative",

-
JE=R

WK B E AT FRIREGHAIKE, (B LUEFRMITUEES, B @ ARG 7 LmA i
URIIEEISE, Fa LI RBIFL5511 Review Profile authenticator, * /&5 5] LITEUL T
HFIIFT Ul #Y, i A uE R uE, A N # A B R A ke, B, AT TE
"Alternative"” F;iH/% "Automatically Set Existing User" 7] "Password Form" &
# "Required",

9.10.3. ZAEEz)/E/ /&
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Default first login 75 & #6454 E5.5 7 PLAET Keycloak I/ HIZLIERIEE, HigHRHEETN], WERE
PLEGEIZT IEFT#EH Keycloak BKFT, W54 B 561 — 1.

X FRLERZE, X TANTHATEETES. I, WREZEHFHREE LDAP B 75, RAFTEHFEH
HEE, EXFIERT, BRAXE E5I6IZREF,

HAFFOE :

TR

B H 159 Authentication,

2.

MFlZFEFE First Broker Login,
3.

K& QIEHFF (WRH— ) F/ DISABLED,
4,

J% Confirm Link Existing Account i%i& 7 DISABLED,

W EA AL IEIEH] Keycloak & 5 172 %05 ERF1NIEKF 2SN EEE 94 M, i, Verify
Existing Account By Re-authentication authenticator JFZ K /5 F te#t/H /& %5,

-
JER

B B 17 R R e 2 2 [ BT T ST e, EE LS
IR FE /)5 FH user-creation, H I ERIKEFZE T HF EELERH, RZIHA,

9.10.4. BB E 7 58— RERTE

BHEE—TERM, HAITUTRIE :

HEBHEUEFTMIIEF T UER,
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TETIETHIER T, & EBIHEEAS,

&L BY 1Nk 25 B FT -

BIBE CEFE
MR UF 75 AT IRAL EEHE— B9 F 7, 7401l a5 F K 1% 1B REQUIRED,
B EF BB

EEfFBE A R EH Gkl £ TX, MEFRu, k2 Ki%EY REQUIRED,

BRANF B IERIEFIERIE — 1N BRI WIEHNE . WREREFE MIERFE B IEEF A IE
Z(Last Name, First Name...), & a/L{{¥% Sync Mode % &% force.

-
JE=R

YR EFEMEREG R MEB 7 IEHEFESF (4 GitHub, Facebook ...) , (HEEEEZE
BILIE iﬂ?ﬁ?fi’ //(7/7L/(@/#JX////LD

EEXNICE, Z1IEHER) Keycloak 42 ERE 1N 585 N &85 17X/ b7, Verify Existing
Account By Re-authentication authenticator [E/7&# 5 5 ij/E] 7 & FIEH,

9.11. K2 FHE5 IDP 542

& fHAL Waﬁ@’ﬂ? Keycloak, ZalL{{#/H IDP BIi%E U] [E 169 Store Token FiE iz 1% 3% 5 555 IDP
BI B (552 UF 75 FEHT 5 HE AR

NG BT LU X L S RIS, LA F A BI B 15 /8 B0 2 £ 115 K SV 58 IDP,  #I40, W a
L& Google +HEFK(&EHE M Google IR 7] REST API, Ef}F1FE G HIERIEFHISHE, HHAT
A& EFK -

GET /realms/{realmj/broker/{provider_alias}/token HTTP/1.1
Host: localhost:8080
Authorization: Bearer <KEYCLOAK ACCESS TOKEN>

W R AT 2L IR B Keycloak 1T 817 4 UEH KU 1A] T, MG BHEMATRE I &
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FnRAEI B €& ER T, FUL B SR B UL A ERE ERST, HAZEF hNEEFEREHA SR
LG, EXHIERT, HFEELIEHER Keycloak #i/a ZRIFHIARSS, 1L, 175 uld 72

% = LI IEREE Keycloak & 7 HIr R 54, XAl LIET /7 Stored Tokens Readable 7 %1% &7
ON, FFUtF 5 B4 L EEED B T B - BIRTFEF

XL ER B RE B LS T R R ER B & I X B9 i # APl X EATE L,
9.12. B CEERH

SRS, ZIIEFEZR) Keycloak =M EFG IIEREFL EGK, ZHNERAFTER, HMULEH
IRRIEF T, A LUBKTULITH, HERBMNEBG I HREF T, WEEZIER, HSH Z07 2
X,


https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/24.0/html-single/securing_applications_and_services_guide/#java_adapter_logout

8510 & SSO il

# 10 E SSO X

AT L LI IERIERT Keycloak B 174 uFARS 75, UK FIZLIERIEEHT Keycloak 5 1752 uFiRS #3 /1M
BREFBIG R, HEXLPRH TR,

10.1. OPENID CONNECT

OpenlID Connect (OIDC)Z— "G m 4 uFi#iX, E& OAuth 2.0 B9 .

OAuth 2.0 2B FHEZIPRFIEFR, T2, (2, OIDC Z&H Json Web Token (JWT)ErEHT
TEEG B UK, JWT E5EEX T B 19548 JSON BB F %, LUELUZRER Web &K4FHI 5=
X BAEH T F 2L R

B, OIDC SZH THTNEH, F— M2 KL IEMRZRT Keycloak AR £5%5 Ul 5/ BN A2/,
BIERE, NARFERKE BHSEMIASHE. Bhe/H BB 158, SIFMF5. B
HEXMER, BUMELREZE sk, BEESNERFEHEEE R N F R i RS

(H1E 5 Eagst) .

BB U FERSS B9 B

E i MELIEFZRT Keycloak 15 K] 542, L2/ X vEfeiR% 4 .

ZLIEFEEHT Keycloak J5uF /57, #ZE K 6 E 1% 715 K& tnt I R,

B IGEI EEF 2 A BT B,

B I fE Ve S T FERSS LA ! REST 5K,

VLFE REST [R5 1EHR il Hh%.

VLFE REST RS ZUE FHEE £
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VLFE REST RS IRHE BHERIBII ISR RE, LI BRI K,

10.1.1. OIDC 13421k 7%

OIDC B/LNMNAZZ i, B indM AR ol FRuL B HEK S5 Ui aif. Zh5RATFE
Kp I BIp 25 i B9 R 2,

10.1.1.1. BRI 7%

R 52— TN EFIHIEEFHIIR, &SI uE FIRIE FHE a5 [HREfF. ERENE &5 EE R
KRR IV 5o

B BRI a5 R BN IR W AR R I E) [ R B B R EIN 2o

2.
N RS DI b 25 8 FE [ 2L IEF 2 HY9 Keycloak w1745 1iF,
3.
W TEDIE 25 B E [  {E R B ] 2 205 0139 URL, ZLIEfS#EH) Keycloak 1£5 742 iF AL 2l
EEA%EH,
4,
LI EEHT Keycloak J2uF/H )7, FHOIEE—1N— X, FZRIHMGI C15,
5.
Red Hat build of Keycloak 1#/5/cl% URL ZEZIN FFE/F, HIEL)E URL & 550ahf
I EHE S,
6.

N B EFEERIGHT 113, FHXTZLIERIEER Keycloak % Hi/5 5 REST WfH, UEH: G147/
I FIETSHE B9, FyBpit EFREK T, %S K& B 1,

-
JER

TEHERTE R BRI, R ZF stolen THEHIEM, HFZEHEHATY EI#RE
B, Ui mEEEREN RELH, FULEERIEFRELIM, WRBIELH, MEESF
A LUE [ ERIPR K BTN FIFTHHE T RETHI ] T ho

VB B IRTEN FhE RIS (IR LR E I B TR B LR B I R ME 1 secret, 24
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HTTPS #y & #lff, WREFlmZeE, HEAH#E# & 269 URL, HTML5/JavaScript /7
IidiE N B, BN EZLEHIFEF inbl Z ¢ E HTML5/JavaScript /1, 7% 7HE %
HHIER, WS EEE G E,

ZLIEFEEHY Keycloak 135 #5145 X HEHEHIBESE ik

10.1.1.2. BE=07%

Implicit 52— 1N EFHIE LK, =45 Authorization Code 58, (B KEL, HRBERIFS

L AMEEL EE W URI (£5iff, TG a07 S0k A Al B2 m I 5 hE (GFE 6

FH, X REAE e RRIFT i, EUL, Ui SRR B, HEAF
DHATES F EFTAl

BN THFEFX . XX, B EF OIDC 71 OAuth 2.0 54,

RIZU F R TAE -

B ERIE a5 R BIN I RE S W AR R E [ R B B R EIN [ FE /7o

2.
N R/ DI b 25 8 FE [ 2L IEF 2 H9 Keycloak w1745 1iF,
3.
BB TEDNIG 55 8 E [a] A 1E Bty 2 3015 52 013 URL, ZLIERIEERT Keycloak 74205 (7% uF
& FE IS,
4,

ZLIERZEHY Keycloak 22 /H)7, HOE—1 B4 vilE] /%, Red Hat build of
Keycloak &/ /0]y URL EERZIN FFERE, HEANTEEN URL 5500 S48 il hE 1EF
ﬁiﬁé%#‘o
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M EMEIY URL 15288 S17 1 vrie] % 5%,

10.1.1.3. WEATEZ B REUR T (EZEVHRFRT)

REST ZF/iqf&fH EEUIRFIRT (AXB KK, E& HTTP POST 5K, R4as

B BIEE, FEURESHETE AL Z,

EFimH id,

BEFimplE (IRENEE ) .

HTTP mipr & 2 B15. il #l FIFT 5.

10.1.1.4. EF inEuF I

Client Credentials Grant 1R#E5 &/ s R HIIR M B9 7T S AEFIRBIE— 154, 12585
RN IB95KE, REST ZF i (& HEF i EiF %%,

WFEZIEE, EHESLIRFIET,

10.1.2. RIETSHEIRIL

BUNIERT, LLIEFIEH) Keycloak 7£ 5 HEMIN F R CIRIET Fhf. —LBIN ISR HE T U IR 7
L,

FIZT 5 HE S SSO DI 25 215 I K% KK, HIEH KRG Em /TN G, 182, ZEF iGN
FNEEIEE L X% —X refresh-token 153k, ZW, =ig el LU " idle", HalidHi, WEEZE
B, ESH BIES,

Red Hat build of Keycloak %#f 4544, TEE/ s Z@EBRIZTSHEN, EIEX W EINE 75 SSO
RIFEETH, tBaLUERE,
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510 2= SSO HMX
10.1.2.1. FIEF S HEHFF

B LUFE ERIRT S HETE R E B IS TR, X EEE, B I AIEAM R IE — KRBT (R 77 R HT
SHE, T BLEEBRIARFTFHE, ZLIERIEEL) Keycloak TE#H /B, X aTLET (& /H Revoke
Refresh token T &, % timeout 255 H15EH], ??7?

2L ISR Keycloak i1 3515 R BRIFT T HEFFEHTIE K. TEXFHER T, TEERAIARLIFIET T,
1B RIFT 7 HE 1 KBS ZEMR T 23R [CIRTBIRIFT F A%, ZEIXTE FAPI 2 EEHIE# LB RXFH 5%, T
ZLIEFIEEHT Keycloak #, BLUEHE &5 i bt BkeT IFT whEFFs, T LUfF executor suppress-
refresh-token-rotation FIIEIRLEFinlfliEE, HIFE  lnklEILENMAIES, XEEE Sk
PIFT B HEFFE B b,

10.1.2.2. 3555 BRI

PGB (T BB IRRIA ZIBES IR D& A i 25 89 B A i A L&/, LU T2 891 EHL -

M ARSI KL I Keycloak, — MiKarCIGFIAE 15, ZLIEHERT Keycloak £
—PNREBRIEF . LIEREER] Keycloak 2 /EM /%R [0 E 15 %4 FCRE /1B F A3 HT

R,

W29 R i P S 14 ik URL, A5/ 1y 1E/ % iE URI L@ E R 5 i #5017 5 175
uF, ERILUE X —NigA2HY verification_uri, 13482 E 2L 1EF#EI Keycloak 4 uF URI
(/realms/realm_name/device) outside Red Hat build of Keycloak - fe on a proxy.

N EFEFREREIHLLIEHER] Keycloak, LIEHHEL BB 17X, WRTHK T
BB @R, MEEFRIHE G117, viEFIRIET 5 BT 8 (01,

10.1.2.3. ZF )5 509 /5188 5 195 ul 5K

ISR LB BAE S OpenID BT FBIERETH S 5RIERII B I, TEREL AP
W58 (4] OAuth 2.0 IFEERATBISN) HTEER, LTFRIRAITERL -

B i RETIERI AT Keycloak 2 —1 auth_req_id, HTFFRRZEF1iHK HEIS 550 E
K, LIIEFIERT Keycloak £# auth_req_id.,

WERX T auth_req_id &, W& insEXHGZLIEHER Keycloak, LUIEENKEHLLIER
#ZH9 Keycloak I 1a] w2, RIFTEHER ID 54%, LLE[E auth_req_id, EBEZFEF #4041,
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EHE o7 5] LUy 5 R B P B A5 8 8 B (742 1E(CIBA) 1 X 12 (FECIE 7 CIBA FHE,

FIES, 1ESELLIEIEERT Keycloak XHERIRMTE, AR M FHEEF FIRSS 155 9 back
channel Authentication Endpoint 355, LR (RIW FFFE/FFHIARZ #5FH9 Client Initiated
Backchannel Authentication Grant 254,

10.1.2.3.1. CIBA #H%

BB 1E EEFERE LTTLLTHRIE -

#77F Authentication — CIBA Policy Z£Hi+.,

FETT H # = Save.,

BB IE A9 B R R #2840 T

Configuration ik
EiRSERAAER 187 CD (FFEEixss) WMERER S50 IELE RANME X

ShE, B=MER : "poll", "ping" # "push”, ZLIEFIER
B9 Keycloak R3<%F "poll's FRINKEN "poll's XAEE
BRVEN. METHESIFMAER, HSH CIBA

B
1 HA INB B AR IS UEIE K Y "auth_req_id" B9 HARS [A] (LAFD

HEALD) . BRINEE N 120, XMNEBEVEN, NE
THREZIFMER, 1HSH CIBA M55,

Interval ([AIf®) CD (BhiTin®) ARINEXRISHMIERZAIFERESF
BOmF e (AR R EAL) o BUARE N 5. WERERT
W, INFTHRELSHAMER, HSH CIBA MSE,

FRISUETE KA Hint HANE R SR EIENRARFNAE. RANZEN
"login_hint"s B=#&EX "login_hint",
"login_hint_token" #[1 "id_token_hint", ZLIEHJEEHY]
Keycloak R # "login_hint", XM EREENHEN, W
ETREZIEMER, 1581 CIBA HISE,
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CIBA R H LT B TR,

S RRUAE R E : FERLLIEIEH] Keycloak FISkrEx AD (G144 Fikar) FulfH

ISR Z [R5,
2.
/7 Resolver Provider : M & inte A5 /8K ERLLIEF AT Keycloak UserModel, L{
R EF,

21 1EF] 69 Keycloak EB XM TNAU KN, 162, EERFERESHIRUIEERER, WT
A

kc.[sh|bat] start --spi-ciba-auth-channel-ciba-http-auth-channel-http-authentication-channel-
uri=https://backend.internal.example.com

BB IE A9 B R R #2840 T

Configuration ik
http-authentication-channel-uri BELPRET AD (BRFRIESE) Wik HSHA
B URI,

CIBA Fi X R G5 E AD AITHR U/, Ft, B HEERTE/ b B B#HEL ., LLIEHER
Keycloak fHX "B H uF Z1E25 A EE G HuF L1k, 79 75 BB uF L1815, ZLIERERT Keycloak
FEIR B (750 U B LE R FESF.

BT IEHIERT Keycloak 31518 E 5 175 uF 5L 1K BT IEFIERT Keycloak 2%, LB IEFIZERT
Keycloak 151F 5 74l SE1%, TR & FLLIEMRERT Keycloak T4 #9575 uF SE 1,

BRI UEAETERFE/F1EN SPI (R EHe’, LUEZLIEIIERT Keycloak /57 5] LISE B S AR
&, LUKERIHIE, ZIIEHIER) Keycloak #£1£% % HTTP Authentication Channel Provider A9/ %
M, FiEERREEE HTTP 558 (475 uF L1815,

YIRLTIEF T Keycloak /" 7 221&/F HTTP Authentication Channel Provider, JIZEZ4:E4T
1EFIEEHT Keycloak #l1H1 LU T3y 15802 55 B9-5 1745 Ul SEAE 2 [E]H9 & (2,
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B 145U Z1E 15 K/Response
2 IE#RT Keycloak 1575 175 iF i K4 3£ £ B 194 uF L1,
B 1455 R B HI/ACK

B HEUF A RSB AL IEFIEEHI Keycloak 5 1745 uFF9%% &,

G175 uFZE Request/Response 1L TH S 584K -

B 17U EEE K

ZIE KMELIERIZERT Keycloak & £ E B M auFE1E, LIERE# AD H17 8440k,

I POST [delegation_reception]

°
Headers
Name {H ik
Content-Type application/json SHEESER json,
B bearer [token] L BRI SR B AN LR R Y
Keycloak SR%IELE RIS, &EMA
[tokenTo
°
SH
3l Name b
BRZ delegation_reception SIS AR BRI
ZRIEK
°
Body
Name ik
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Name ik

login_hint EEMFMEIESRE AD #1T BB,
KINBERT, BRAMH username”,
B ENER, FH CIBAFREEE L,

scope EEMBFPIIETAMET HHIIERN AR RERE
BB,
IR R MFER, FHE CIBA FRESETE Lo

is_consent_required T EREMBIFSEAEREEEMNG T BRI A -
REAEXZEENEE,
bR R NTEH,

binding_message HAERNZIE CD #M AD By Ul R B7R, LUMERA RS AD
B & 35512 H CD R,
LhFEE R A kR, FHE CIBA FRAESTRETE Yo

acr_values EEHM CDIERHWEREIE ETFTXRSE,
FER R AR, FH CIBA FRAESHEE X,

B 173 Uk TR

HR M B 1555 UF L1 R [B] ZIZT EF 2 Keycloak, LUEH]ES 1755 uF 1k MAT 18R 89
Keycloak /% Z/ 5 (745 uF 15 K.

/54

HTTP RRAEKRT ek

201 EBHMLLIETER Keycloak IR F B FIEEIEIFE K,

SIS REH/ACK L TOE S EHBH A -

I ST

BRI UF 1K 2T IEFT 2 H Keycloak X 2% 51753 uF 15 KA94EZ,

I POST /realms/[realm]/protocol/openid-connect/ext/ciba/auth/callback
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Headers

sk

NETE {8

SHEIESER T json,

Content-Type application/json
B bearer [token] [token] W12 B AR 95 IESEARTE
Authentication Delegation
Request A MZLIEFT B Keycloak
B S ARG IE S,
°
s
KRB Name ik
BRI realm realm & ¥k
°
Body

23U

Name

EEM AD A SR EIERLER,

status
CHIRUTREZ— -
SUCCEED : AD M & {35 1E B A Ih Se o
UNAUTHORIZED : AD B & D35 1IE [ R FE Mo
CANCELLED : B AD B9 B D55 1E B4 F - B,
B HEuFsE R ACK

MZLIER#EEHT Keycloak & [CIHIp, £ 5 (745 uk SEAE, LUBAIZL ISR EEHT Keycloak Y E% 5 & 17
BulSEAR A AD 1T S50 uF 9455 R

/54

HTTP RRAEKRT ek

200 TR T BN SR IS RE R SR IIE SR,
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10.1.2.3.4. /57 Resolver #E1LF2/%

& —AEF, RZ7aEEEFT CD #5777 /E, Red Hat build of Keycloak 75 745 uF S5 A%t
LU,

XIF CD, ZL1EHIEEI Keycloak FI15 (7% ulF L4/ FiRAIE—FAF, UL Resolver 1BAFE/F R
Bl 15 289 /HE " Zr .

/7 Resolver 1EHREE/F1EH SPI (AW EHEH, LUBZLIEFIEEHT Keycloak FH 7 &l LISL i H CHIHMN
B E RIS, LLIEHIERT Keycloak #21#4£ 7 Default User Resolver Provider B2t 2 &, ©E
BLUFHHIE :

H3%#F login_hint 2#, BEHIUSEH,

ZLIEH R Keycloak ##7 UserModel /7% FAF1tZ& CD LAIFEF. ZLIEFIEEH)
Keycloak 151745 uF A,

10.1.3. OIDC Logout

OIDC BI1N5 L H VL HIHEXBIHERE -

RIGEE
2.

RP-Initiated Logout
3.

front-Channel Logout
4,

Back-Channel Logout

[EFE, B OIDC #1457 OIDC Hf& At {T T #ixt, BUEFN TR ETEMLL r i Bt

10.1.3.1. RiFEH#
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https://openid.net/specs/openid-connect-frontchannel-1_0.html
https://openid.net/specs/openid-connect-backchannel-1_0.html
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X ERE T a8, WAEFEHMIIEHZR Keycloak KRR RABIE R, HRIEHLLIEH
#Z19 Keycloak B2 ILR], W EFEF ST BEH AR EGHTH,

10.1.3.2. RP-Initiated Logout

X EEFIE LT EE, 1BH LA EEREIZLIERZER] Keycloak LI Elmw. SHF m
ir — L FFFEF BT AT Log Out 8872, #EE AL EXNEZER, ZFif#/ Red Hat build of
Keycloak 45 uF /7,

B EZEET logout i 5/E, LIIEFIEERT Keycloak 15 & Fiin & 2 2 ia K, MimlEmli £ mHE
FIRIGETL, HIEFHI BTG TS IFH EEME—L URL, 4B RE@H id_token_hint &
#nf, TEEAE THEKEIU logout, TG, FFEEBNEEMEEER
post_logout_redirect_uri, JEEEH—NSHIEH, F1E, WREZ post_logout redirect uri,
WEEZEES client_id 3¢ id_token_hint 2#(, 75, post_logout redirect_uri Z#FES5EF inflE
H1#E5EH9 Valid Post Logout Redirect URI & — /L,

RIEEIHICIE, AL Al & 2y Il [ & I K i Ko X FHF £ — T 7
BHIR I EFE Rl a5 & i, ZLIEFIERT Keycloak T35 BRI EN L EEEFFK | XLEFiHR
B )i 77 #69 SSO K17,

10.1.3.3. front-channel Logout

BT E o B T BB B e K, 15 B & Front-Channel Logout &/ iR &, (&I
LR, EEEU TR :

S RBLTIEI R Keycloak X X 25 tiHTiE K CHIp g 25, FH7EHy 5 U1 E ZEHHIHRA
=t iframes,

B ETF iframes, FilmdEE T ATRER R 2B L £ FHBE(CSP)FIsm, 7 HEHE K 2T
FERMALE,

HIR B T ER logout I H SHSEFRA 2 EI & & BI X I a5, JEF il B9 AT 6E
ToIETERK

-
JE=R

ZE(#/H Back-Channel Logout, [/ S5 T —f & e/ EH Z £ 5% F 5
FIHIEE G I BRI,
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IR R BB i S & s, 2L IER 2R Keycloak 7B 55 241 (@ / Back-Channel Logout
URL 1Y back-channel X %2515 K, WRREEX, HRF&IFEIBZ)EH Admin URL,

10.1.3.4. Backchannel Logout

XE—PEFINE R, EEHFLLIERHER Keycloak fIEF i [HHIE# S a5 BB 1E 15,
Red Hat build of Keycloak %% HTTP POST igk, R &E—1NEH T EIERIZLIEHER
Keycloak B9 B &/, X 4iE K7 Red Hat build of Keycloak 7.4 % Z/;Z/##£9 backchannel logout
URL, WEZRTEEF inA T,

10.1.4. £T1IEH# A9 Keycloak AR5525 OIDC URI i =

LUF LTI H9 Keycloak %4 #:19 OIDC in 3z, X4FELTIEREERT Keycloak &/ iimid Bl #51&
OIDC 5 B 14745 iF RS #5815, AT LUEAX Linm, EN135&E/#% URL. URL BI8RE HTTP (S)HHiX.
EMEF AT ERIEEELALL - HI :

I https://localhost:8080

/realms/{realm-name}/protocol/openid-connect/auth

JH F R s IR (13, 2@/ Implicit Flow. Direct Grants =t Client Grants 7XE¢

ThEs
/realms/{realm-name}/protocol/openid-connect/token
RIS (& R (I F Ty B hEs
/realms/{realm-name}/protocol/openid-connect/logout
HFHAITEHLH,
/realms/{realm-name}/protocol/openid-connect/userinfo
HHF OIDC #1& g B9 7 15 2 AR5 o
/realms/{realm-name}/protocol/openid-connect/revoke
FF RFC7009 Fi:269 OAuth 2.0 HHE#H,
/realms/{realm-name}/protocol/openid-connect/certs
/HF JSON Web ZHE(JWKS), BHEEHFIRUE(F JSON Web %1E(jwks_uri)#72\ 84,

/realms/{realm-name}/protocol/openid-connect/auth/device
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https://datatracker.ietf.org/doc/html/rfc7009
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HFRERIIRI, LUK & B 1,
/realms/{realm-namej/protocol/openid-connect/ext/ciba/auth

X2 Client Initiated Backchannel Authentication Grant 59 URL i#s5, LUEER—1
auth_req_id, BFFiAEFink HEIS 05 uFiE K.,

/realms/{realm-name}/protocol/openid-connect/logout/backchannel-logout

X2 TT OIDC H 1% A7 79 backchannel logouts £9 URL 755,

AT B LA, JF {realm-name} EH )y 194 7,

10.2. SAML

SAML 2.0 245 OIDC £, HELZ, E/EE SOAP 7] Web fR%H B 5 #HIE, FILEEH
OIDC FiF#4l, SAML 2.0 E—PNEHIIUFEIN, TS HIUFIRS 25/ FHRE/F IR 358 XML X5, XML
BEE RN F A0 1% K AR,

5, SAML LR 1N EH,

B—TNBBIEE KL IEFEHT Keycloak AR as 20l FH /7 HIN e IKIIERIG, W HREFIFKE]
XML X1, AXEZ—1 SAML 5, BFEEHRFBEY. BURFEELEHESUHIES (WHEFA
BRRGT) BIXH, FFEELN B H AT B,

BN O FRARFS B & F i, B I ML IEFZEH) Keycloak 153K SAML #TS, UZAF97
AR

10.2.1. SAML #F

ZIIEHEE R Keycloak %75 =t ER A,

10.2.1.1. EFHHBE

EE [ FEREH RN EE R URI FZHAE /5.
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https://saml.xml.org/saml-specifications
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B D i 2 A EI N FEFE e W R REF R E) [ R B4 G179 U

WHEFLHK XML B33 UFE KX, H1E URI FIFR G ES#, URI HFEER
FIZLIEF B Keycloak AR5 45, RIEEEIRIE, WAEFHATUHFES XML X1, HIFES
ERBE IS EESTEHF URI EEEEZLIE KeycloaK, U355 FFRuFA &g KEIEF i,

DI 255 B E R FIZLIE Keycloak B4,

AR #EHHk XML B 1750 0E 5 KX 1, HEFEN U FES,

BFHIAR SR I U E .

BRI, RF5&HREH XML S5y X1, XEEE—17 SAML #fE, AF8s
BXABFBTEIE, BEAFEER. MU BFHHLUR A BB EBE, XIEEE
E XML ZEHTHFES, HaTLlmE.

XML S 55 ulmpy X 7£E E 5 URI 455 1 E 230, URI (N5 2501 ZIp fH, #HFE
EHIENBEEHES,

M FEFEfF BN E E 7] URI #1840 XML X 14,

W BRFRIUERIES, UBR CIKEI BRI G175 uEnis, SAML 8= 89158 F FH
D71 R 2 7 P

10.2.1.2. POST %

POST #87% Redirect Z5 1, 16 POST #8E1&/H POST i KT & 1Z/H GET gk 34 XML
X1, TERHXFEN, POST Binding &/ JavaScript /% POST 17 K4 % ZI4T 1§ #H9 Keycloak RS
BN AR/, HTTP LL HTML X5k, EA &S A JavaScript 79 HTML 28, 24 17 B 1%

i, JavaScript & 50 HZH,

B F P 1 R# XL 75 POST 2% :

security wagon-categoriesWith Redirect 25, SAML Hif/E URL H9—E85, TEHEH
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THRRIR, BT XK 226,

HTTP B34 11 #8914 X)) &2 FAR URL BIAXEHIEEH,

10.2.1.3. ECP

105 19 5 PG st (CFE(ECP) 2 — 1 SAML v.2.0 FiiE%, ELiF7Z Web a5 F FXHNH SAML /&
M, EEEBATF REST 2t SOAP HIEF im{#/H,

10.2.2. Red Hat build of Keycloak Server SAML URI Endpoints

2L IR Keycloak /A7 SAML 153K A — i &,

http(s)://authserver.host/realms/{realm-name}/protocol/saml

A BB E R UL 1 =.

10.3. OPENID CONNECT 5 SAML #5/t

FETSH] T TEEFE PRI B E R % TN

TEXZHIER T, ZLIEFIEHI Keycloak &iX (#/H OIDC,

oiDC

OIDC % Jikif 5 F Web,

OIDC iZ/5F HTML5/JavaScript N /GFE/F, FHH SAML E& 5 &S ins 8,

OIDC %44k /H JSON 75, (#HRE S 1%/ Javascript,
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OIDC EBF—LE1pE8, BILIEH R MHITZ M, B, 1FSbHE HF 06 E B B REA
B iframe Ei%,

SAML

SAML %3197 Web Z_L T FAI/=,

SAML (£ OIDC ZE i,

1 OIDC ##E 7 SAML, [Fy 77 7E 7 5 Fi 7

FBFTE OIDC [HEFE# B IR E BB FAIESF.

10.4. DOCKER REGISTRY V2 Z{442iF
FE

Docker B33 uFEA 22 H, ZSFH docker B17420F, #2005 HHIZH 6 &
ﬁo

Docker Registry V2 517451l &5 OIDC LR, E£1%f Docker registry 5l /A7, ZLIEFE
B9 Keycloak L2 1F Docker ZF i (& LT IEMEHT Keycloak 5175 uFiRS 7255 registry #1758 1474%
W, XN EFERESEFIZE LA, 1BE5EIEH) OIDC SEH 5 E, SBIX 7 KAk & FIEE S
1469 JSON 1820, HIF7tE/E & K BRA%51Z] OAuth SEFEHL#IF 45,

10.4.1. Docker S 1343 uF 7572

B 15 Bul 772 7E Docker APl X1 )17 T #ad, LU TZELLIERIZERI Keycloak 5 1752l iR #5898
AT

Hi77 Docker &%,

Docker ZF iz Docker ZHZiE KR, HEREREZ R HRAEIEKBLIZ MBI UE S
¥, Docker ;THIZARFE AL 401 HTTP jH Mgk, B &S5 XATENIRAZIIRSE 5L E
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https://distribution.github.io/distribution/spec/auth/
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BIE S,

Docker Z /7 i#E F Docker ;ZA1Z#89 401 HTTP 5 8- & B H 5 uFig K, ZF i@ HAH
ZFHIEUE (K E docker login 70 %5) , EXNZLIERIERT Keycloak 5 1747 il AR5 #5349 —3EF
4 https://datatracker.ietf.org/doc/html/rfc2617

L IERIEERT Keycloak B 14745 uFARS 5 = =it uF FF /7 # &k [E] & = OAuth #£z0 Bearer /%
£9 JSON IEX,

Docker Z/7 i/ JSON Wi/ #EIK bearer 542, HIEFZIFrL & ©15 3K Z R HIH IR,

Docker registry K E|# 5 ¥ ELLIEREZELT Keycloak RS 45 S HEHIETIE K., registry F2uF %
Kg, HIBFNIERERIIIHR (HREMH) .

-
JE=R

2L 154 #EH Keycloak 7£1E1d Docker /X B 1T 5 455 UF /5 T = B ZE D i 23 SSO
K1, JIHES SSO K157 1&/H Docker ik, By BT A RIFT 5HEEEMILIEF R
Keycloak fR% # KB HEHRIZHIRE ; BT EEDEZS SSO RiF, WETHEEZIF
HWIER, EFSH I 215 555

10.4.2. Red Hat build of Keycloak Docker Registry v2 Authentication Server URI Endpoints

ZIIEHI#E Y Keycloak 77 A Docker S17431F v2 17 K& — N /=.,

http(s)://authserver.host/realms/{realm-name}/protocol/docker-v2
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B N & R EERER ST
B 11 Z 2RI ELESER S AT

TEZL 1G9 H) Keycloak LI 1NEE B — 15 HHIEERFE, TMAPEELE, TH 88— 1T
a9, SAFEEREERI LS N, KENE T XIGRIIFTEIEL.

11.1. MASTER f&ij/a]#E4%1

ZLIEf4#HT Keycloak #£9 master 152 — MFikAT 1, RUAES AT /6, IR EHT Keycloak
master 12159 F1 5] LA 1E 55 EFELL I B9 Keycloak fRSS 25 FEFE S 1 et B 29 R, YL
i, ZLIEHIERI Keycloak = E5)0IEE A, 1RFBHMKIRFDIAZHTIE, BLUEN fHX L Gt
B master 1549 /5 P 4% Admin Console 7] Admin REST i R B9k, T LIBYEE % TNER B,
LR RBEE P E AT H

11.1.1. £5AE&

master I EH 1 realm J5H9A G, XLE :

admin

create-realm

B 7% admin B EHEFEBRFBF, BB ESEREEZ FIEEEI9Z2Z0 R, 7£FE% create-
realm £ EH9/HF BIEHT 13, TR FX N0 EHI T #1209 572 Z e R,

11.1.2. BIFEHE

master 2 EEE i [ 5] K R B — 1N 3G % PR M1 1R 7 E I, L1 IEFERT Keycloak HH
F NG EFH master I E G R T, B EEEMZE < realm names-realm, XL ZEFiEEEEX T
EFinREE, ENEX T TR & EEHE N,

HEAEE

view-realm
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view-users

view-clients

view-events

manage-realm

manage-users

create-client

manage-clients

manage-events

view-identity-providers

manage-identity-providers

=

DEEE BRI A B 6, BMITREERAEEZERE I EE D,

EZ

E 7% manage-users & EREERHEN E CHEHIFF L admin BE, Fit, 4
L EH# 1 2% manage-users /A, {H%%E manage-realm £, Nl IFE% 5 E0UL
éo
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11.2. $HIZEELFE
FNEEE — N HIEEZFS, FLUETHEE url /admin/{realm-name}/console Fij/H, %4

B 5] LU 5 B E B B AT R 1R T 1 E R,

#Z1 realm 235 — NAEE i, #% realm-management, &l LIEd # E 169 Clients left &4
i EEME in, HEFinEXIEE IR 7 EEEHIN R E F ink 4 .

view-realm

view-users

view-clients

view-events

manage-realm

manage-users

create-client

manage-clients

manage-events

view-identity-providers

manage-identity-providers
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% 12 %= &1 OPENID CONNECT #1 SAML X f i

% 12 Z Z7Z OPENID CONNECT #] SAML & F7i#

Bl A LUE KA SR uEBIEE, EFmRAM R - B— 1B GREEF LS5 H mEs
HIN RS, IXLEFin R B LIS EH] Keycloak K1 RIERZ L1, 77 —RZBIE FimEE K
U THE, LB EEEB AR SR uE BB AR MRS . KT e BB S Imi9& 17 E, URH*
1TERIE %,

12.1. Z# OPENID CONNECT %/ 1

OpenlD Connect Z1RIIW FFE/FHIZIR IR, ERil AEH Web k472, EREZE
HTML5/JavaScript &/ /H72/%.,

12.1.1. £/# OpenID Connect Z " i#

ZE(RIP & FF OpenlD E#ZPR HIN FFESF, 1T LIBIE —1NEF I,

iYid
1.
R H AR Clients,
2.
7 Create client,
B ZE i

Master Clients > Create client

Create client
Manage Clients are applications and services that can request authentication of a user.

Clients

Client scopes

o General Settings Client type @ OpenlD Connect A
Realm roles
Users ClientID * ®
Groups
Name ®

Sessions

Events Description &

Configure

Realm settings

Back Cancel
Authentication

269



Red Hat build of Keycloak 24.0 BRS$5 & E 5

1% Client type £ &7 OpenlD Connect,

FIA &/ ID,

It ID B—PFEHFFFE, BT OIDC iF KLU RIIEHZERT Keycloak ##5/%FiRAE/
o

K EFin M E

WIRET B FEX TN ET, EREERFFREME, HI4, FFFEHE, 4 ${myapp). 4WF
BZER, 550 R #ITFXANRER,

=i Save,

WIRIEROIEZE Fin, HIFE#H E Settings AT F, HATLIERF HiTEXIIE,

12.1.2. XA E

Settings Ui+ & 21 ZH B I & I BIUET,

EPRET

= @aKEYCL ® amin - (@
Clients > Client details
Master v
Test | OpenlD Connect @ cnabled @ Action ~
Manage Clients are applications and services that can request authentication of a user.

Clients
Settings Keys Credentials Roles Client scopes Authorization Service accounts roles Sessions Permissior >

Client scopes

Pl relEs General Settings Jump to section
Users .

ClientID * test

en @ bt General Settings

Groups
Sessions Name ©® Access settings
Events -

Description @ Capability config

z

Configure Login settings

Always display in 0 Off
Realm settings console @

Logout settings

Authentication .
Access settings

Identity providers

User federation
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% 12 %= &1 OPENID CONNECT #1 SAML X f i

12.1.2.1. BHRE

Z /i ID
OIDC 15 KL % Red Hat build of Keycloak #(#5/% /5 FiR7 & ix B9 F R FF1F ID F1F4E,
Name

21 IEFI#E9 Keycloak Ul FFEFBIE P ilnEfh. BEXAMIEET, EREERFFEME. #IA, F
fFeElE, 41 ${myapp). WFEZIER, G50 R TFLNAIERH.

Fr::1)
Bl AT, MR E o LRI,
AR TR S FE T

TEWCF 123 & AR Sl UL & P i, BUEUL FE P 3R BB R

12.1.2.2. PR IE

# URL

HTRZLIEHI T Keycloak (& 1F 1A ERI#EXT URL, JiZ{E S5 MZIE A,
ZIT URL

1R auth RS £ 75 F E E o1 2L HE 0] &/ imhf B934 URL.,
A 5469 Redirect URI

HIEFR, FIA URL B2, EHdr + LU #T - LUWEREEE URL, #/=4# 7 Save, #1769
(BB ANE) FfFELIHEFILEELIIEZER URI,

BT LUFE URL A B @ HERF, #I%0 http://host.com/path/*, Jy#Es L8, 2-EF
HHIEEE URI B2 userinfo 5545 8t R AR R EEEX L HREIGIEN..)), WT2MITEBETFHE,
18FRERZ £ P ELHG F 75 4 VL,

STTRBERT * BREER URI th e LIFZIE D) SOPF 1] hitp =6 https ZZ/= URI, 5T ZE%
R EAE,
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15254 Unspecific Redirect URI,

= .
E/%; =
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THEZER URl B EEELE, WEEZL;

Web Origins
A URL U 5= + 50070 - WEBEE URL, % Save,
IR Z(CORS), TR %5 JavaScript s2i(X/ 15155 JavaScript (U5 559

IR
/

WAETLEFE P2 i
RZ52509 AJAX HTTP &K, Jig K 4i1%/H CORS, [R5 #5244 CORS 5K, ZWMIEHETE
BRI IEF K, XN TRE XSS, CSRF FIAfttE F JavaScript £9% 5,

UL 58918 URL A BIL 22 & i i AR P BT I B hE . Bl FAE AU 15 /8 R E 2
ZAFER LA CORS 153K, RELLIEHERT Keycloak &/ iniZBl#s X 1F UL RE. WHFEZIER

IF BRI 5 R/ RIR S 75,
Z URL
B F el . ARFS aEAUL URL 17019, ATHEEGIRRE, H1T/E 888 T FIR M
EIEIRIE, X FLLIEMEERT Keycloak servlet iZAC75, It URL ATLUE serviet i/ fF#E/5H] root
URL, WIFEZ(EE, HSH (R W HEF RS 15,

12.1.2.3. ZEEACIE

Bl 5 1950k
OIDC ZEFimHIRZE,
[ ]
ON
X FRATIN G 28 & R H 75 B & in secret BIARSS &5 & i, 1E2£ K ViIEBHEE K

Bf, IR ENFH RS a5 lmhy FARESFo

[ ]
OFF
X FRTT N 78 B RAGE . FEZHEIR secret Bl LS &l A& htRiF &

2, B E S BB IE A E E 7 URI R 1517,
R
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JB 2 A I B i B R R PR 75
PR

WREE, X TEF T UERF OIDC ##H{tH57,
BEFREVIIAIR T

WREH, X1TE hn L& OIDC Direct Access Grants,
S

IR, X TEF i o L&A OIDC Implicit Flow,
RS A5 €2

WIREHE, VL& b e UL IERIZ R Keycloak 1T 8 17450F, HEFTH FULEF imaIvH
T, 7 OAuth2 HSEH, XJGH 7HXTNEF G #F & ihZ i8I,

SHEIF 2.0 R 1R
IR, X B/ A L&A OIDC %4 121X,
OIDC CIBA Grant

WEEFH, XPTEFizaLU#H OIDC Client Initiated Backchannel Authentication Grant,

12.1.2.4. ERiKE

BREH
BFER, OTP. BFIMAEILERE B EE,
FEEE

WIRIEGE, P G E & 11,

X FRITI I 7 ERBIE Fif. KT AR secret AT S & inAIEEintRIFLE, AU
F5 W BT DI E A E E 7] URI 3[R 1517,

EFFR LB E s

#4152 Consent Required is Off, UK/ It FF,
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x

consent FEFX & & 5 A EAIEF inEEXY W HIEE,

On

HEREFFE LBRE — N E XM E K GH9TH.

EF i lE EFEX A
41E/5/H T Consent required 71 Display client on screen, W:Z&/H, &Z It E iHAE <R
BI[E B FFRE_L I,

12.1.2.5. ;THKE
BB 5

41&J /H T Front Channel Logout, M /G#E/%MN 65 #R#E OpenlD Connect Front-Channel
Logout H &80 Fiin B 5 HE . WREH, Fibh/ie# Front-Channel Logout URL,

A& 25 URL

ZIIERIEE LY Keycloak /5 F 1812 Bils 6] w4 2% 2 4 K H#9 URL,

Backchannel logout URL

2L — P EEIERA EFX N (B end_session_endpoint) i, ‘F3EF G BT
URL, ZIREHE, WTREEF 5L % FHE K,

ZZ packchannel logout 2%
75 ETE1%/H Backchannel Logout URL f, Z2Z 7t Logout Token 185 <17 ID Claim,
Backchannel logout revoke offline session

5 E &/ Backchannel Logout URL i, Z2Z7F Logout Token # &%
revoke_offline_access Fft, 4K EI#HBILFEHI Logout Token i, ZLIEFIEERT Keycloak J7#
HELRIG,

12.1.3. BREE
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% 12 %= &1 OPENID CONNECT #1 SAML X f i
2k Settings I +_LBIFERIE, B LUEH R T £ 1TeREE,
12.1.3.1. BREZET

/& Advanced T F1f, RETRMFER, BXFEFRINEIE mEZFROESHE, B2,
KT HFHFEANARELEFR,

12.1.3.2. 4#//Z OpenID Connect FJ &

#ttr URL

51 & F i F##ra9 URL,

s URL

Relying party Client #2189 URL #2145 End-User, LIERE X 4T1a1% /A EE##EH7 URL,

AR URL 20

THIE P lGRRA e URL, LU X EFTL RS 2% 7%09 URL,

FEFIEL ID FHEXHF

ZIIEHEE R Keycloak TTLIR#E Json Web J1Z(JWE)HENIZ ID $4E, SR HEERT ENES
HE ID S,

FFINE ID TEE B E A B IE EHH(CEK), ZLISfEHI Keycloak FIZ /w4l 1 E @& FFUB 1
CEK LIRIMIXANE, FHTFHE CEK B9 5B HELER, IIEIHEHT Keycloak 37589 & H & &
A2 EHINE

TEEHIE L :
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B iy £ K X BRI 2 B A
2.

KEHHFIE CEK,
3.

2L IEFI#EHT Keycloak /41 ID S84/ — 1 CEK
4,

ZLIER#EEHY Keycloak #/5 £ A CEK J1Z ID 4%
5.

L IEMIEERT Keycloak (& 5% F i . 8911% CEK,
6.

B i R R UL E R CEK
7.

B & AR CEK EZF ID 7%,

Bl BIF A F7 AT LUBRET ID B HE,

B G AE B RN 1F CEK J1ZZI£T1IE Keycloak B9, ZIIEHIEERT Keycloak #FM & inte
#B9 URL TERH, ZEF ineHiiR4E Json Web Keys (JWK) HBHEHLH,

ZREe

HTHEFind Keys 2+,

1% JWKS URL tJ#Z) ON.,

7£ JWKS URL XA HEFHIA /a9 22 87 URL,

B2 E %A Json Web Algorithm (JWA) #SERHEX, ZLIERI#EEHT Keycloak 57 :
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% 12 %= &1 OPENID CONNECT #1 SAML X f i

RSAES-PKCS1-v1_5(RSA1_5)

RSAES OAEP (& /F# il Z#{(RSA-OAEP)

RSAES OAEP 256 {&/H SHA-256 #] MFG1 (RSA-OAEP-256)

EFFEEEBIL I -

HHAEF 1 BIER AT,

#77F Fine Grain OpenlD Connect /&,

M ID Token Encryption Content Algorithm T#;E# it fE &%,

12.1.3.3. OpeniD Connect #Z4/E =

FVBEUAERE. HdITSHFLRE R G F BN B,

JE/H OAuth 2.0 15/ TLS iFBE8E V5

W TLS FFI1] BIEFIRIET DI S E I BHE, FIE B TLS BFL AL, ST HET
L Z(EH stolen /4,

X R EBISHEZ holder-of-key /%, 5 bearer /27 /a, holder-of-key %2972 =T LI%3 iF
THERIK EE BB s

IR %IETy on, W TIERD :

TREIF KTEIRIAN 308 5 R & EF R o
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2.

2L IER#E Y Keycloak 17 K & imuF 4.,
3.

I IEf R Keycloak & F inul .
4,

2L IEFIEEH Keycloak BT LLEXZH% i & F il 15,

YIREUF KW, ZLIERIERT Keycloak £7E4:5HE,

TELUTIERSE, ZLIEFEHT Keycloak 1752k & i X 2 V1] 5 hE SLRIFT FAE -

SHERIETIE KT holder-of-key FIET 5L 2% 25 HE i =,

Userlinfo i& K # % % 2% & holder-of-key ijj/i] /%89 Userinfo 77 &,

1811 holder-of-key Fi#T 5 4%/mFFOIDC F#Z4LIEFEERT Keycloak %% Logout fim X4 % —
TEF K,

W THEEZIEMIE R, 1FE6] OAuth 2.0 18/F TLS &/ in S (742 il FIUE BHE V0] BHE #HT
Mutual TLS EF i BH8E V544, https:/datatracker.ietf.org/doc/html/draft-ietf-oauth-mtls-
08#section-3

-
JER

Hii, ZLIEFIEEH) Keycloak & F inmiZ Biss T 1l B 2 BB 95 HE R, ZLIEMHE
B9 Keycloak iZ 0 #8151 5] FIRIET B HERE 7 bearer 44,

OAuth 2.0 7247 [B/Z(DPOP)_L % T RIS

DPoP f515/a] T HEFIRIFT FHES &t B9 BFHIXT BT W HTES DR TE . X TBE BT By 1 B iy 2 1% /5 stolen

T
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X R EPI5HEZ holder-of-key /%, 5 bearer /27 /&, holder-of-key %2972 o LI%2 iF
THERIK EE BB B s

AR 2 F1i5tT# OAuth 2.0 DPoP Bound Access Tokens Enabled, T Ej :

THEVE R IEIRIX IS e 22 B P E 5 hE i /=

2.

21 IEF#EHY Keycloak 15 3K DPoP iF 5,
3.

2T IEF#EHY Keycloak 7244 DPoP iF 5,
4.

I IEFIEEH Keycloak BT LLKZh4%: uF DPoP iF B4,

YIREUF KW, ZLIERIERT Keycloak £7E45HE,

W12 35HiH] OAuth 2.0 DPoP Bound Access Tokens Enabled 2 X[, Z /#1034 AT LITE 5 KEiE K
%% DPOP UFBE, TEXFHIER T, LLIEMERI Keycloak /743 uF DPoP uFBg, # /¥ thumbprint F510Z)
SHER, (B2, WRZSHYEH], WL EF G Keycloak RS #5HIZ1 IEH T 2 5 4@ FH DPoP 45/E,
UTR EHERIEE B in e 2% % 5 DPoP 25/, 7 L 1TiX TN,

LU TIER S, ZLIEFEHT Keycloak 1742 uF & i & 2 V1] FhE SLRIFT FAE -

THERIFTIE KL holder-of-key RIFT HHEX & T HE TR, ULIUEI R HEF 155,
41 DPoP HEH A, X FHEE s, TEIENEBIEBHE nREE g it T4
uE, UUBRIEKFEEEE ., X FRARE G, Uil SRR =542 E DPoP Z5E, XfF
NEE 1, RBEUIHEE DPoP #JE,

Userlinfo 15K # % % 2% & holder-of-key ijj/i]/ /%89 Userinfo 77 &,

—PEEIE KRR L EE— TN FE OIDC FEFLLIEHIEEHT Keycloak %7 logout 7=, #if

& B Z (holder-of-key refresh) 4%, LA UF (XN LB EF i 1T,
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WIE THEEZIFEIS S, 1526 OAuth 2.0 %7~ Possession (DPoP),

BET, (TIEHIER) Keycloak & i E 57 % 75 DPOP ##5& B9 HE%uF, ZLIEMH
19 Keycloak 2 I #1715 H FIRIFT 5 42 bearer 7%,

DPoP HZ—1HEAH, HTHXHF. WIIEERILFIF A,

(& fH --features=preview =i --features=dpop/= 57k 25

OIDC #I=REIE

OpenlD Connect #9 Advanced Settings 72T &7 inRA_LECIE =154 #1580 1972 7.

Advanced Settings

This section is used to configure advanced settings of this client related to OpenlD Connect protocol

Access Token Lifespan  Inherits from realm settings = 1 Minutes
®

Client Session Idle (3) Inherits from realm settings = Minutes =
Client Session Max (3 Inherits from realm settings = Minutes =
Client Offline Session Inherits from realm settings = 30 Days =
Idle

Client Offline Session Inherits from realm settings 60 Days =+
Max &
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% 12 %= &1 OPENID CONNECT #1 SAML X f i

Configuration b

V7 n] 43 b A An B A ZERBERLIMMERB realm £,

B RS 22 A ZESBEATERMN realm £, ZENNFL2B
SSO RIHLH,

BFmRIERAE ZESRBEATERMN realm £, ZENNFLB

SSO Session Max,

B inE ARG LB AT AR P inil BN B LRGN BB
f, #BETR2LIIEHIEE Keycloak BEHH B L SHERIRTE
NBRREKE, INREBXE, NEMA realm
Offline Session Idle,

B IRnBE&R1E Max X BRI N E G ERENB LR IGRARES
BH, AR LIEHER Keycloak BN N BIE
BSEAIMRKEE, XNMENEEESFLREEA
Session Max Limited, 2R\~ Offline Session Max,

RIS SR A 75 2 BTk B 5

HIR K i Z BN 5 B BRI A, WA 398 25 U (PKCE) = 1E iy Z 3K 138 F F U5
BI =

EHE 7 A LIS T Z —
(%)

ZIIEHIEE R Keycloak T:Z/H PKCE, [%3F&F in/aIZL IEREERT Keycloak #2#in s 4 252 2 59
PKCE £#,

S256
ZLIEf4#EHT Keycloak &/ F Uit 7547 S256 #9% /1 PKCE,
plain

ZLIEf4#HT Keycloak &/ F U3 i it 7547 plain #9% /5 PKCE,

W THEEZHMIER, EFE4 OAuth 2N FEF lrBIU53HET RFC 7636 #1247 1F,
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ACR /5 1755uF X5 (LoA) 57

HEEFIGHIERRES, FaLE BT Authentication Context Class Reference (ACR) {E/%4571%)
BB RABI G (7 F uE(LOA), ULARGT 15 Bl LIFF 15 E, 41 ACR %/ LoA #4571 HIfft, mRIELEEEELE
LR LB, BAFIES PNEF inlH R Z 6K E,

2B MU B i A % BIZL IER R Keycloak i, Default ACR 8 a7 LI H,15EBINE , EREMMT
cr_values #H] claim £#, 15 E 7 OIDC )&% F I 2 IS

1HEE, BN ACR (HETERUARTY, (8E T4 ]S T t&E 1 EXRH
BIER, B0, L FF Default ACR 8 FLEANRF 2, 25, BMKIERT, BF
FESRKG 2 HITEMRUF, B2, LA FSHEMNEEREK (4
acr_values=1) If, [FHEBRH 1. FUt, WREFinEbrmE 2 K, WEmES
Ik & ID Token HEZ 77 acr B, HERE EEE EE1H KK 2,

ACRtoLoAMapping K&y Value
®
@
© Add an attribute
Default ACR Values @ @

© Add

HIEHFEE £ RIUER] E 7 OIDC Hif&,
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12.1.4. Y B ZE i il

IR EFIHHIE G (740 uk i &7 ON, £ AI7E Credentials T+ FEEE P imdZHE. ???

=372 5 37

W ESES Clients > Client details

myapp OpenlD Connect o Enabled @ Action w

Manage Clients are applications and services that can request authentication of a user.

Clients p—
Settings Keys Credentials Roles Client scopes Permissions Advanced Sessions

Client scopes

Realm roles
Client Authenticator Client Id and Secret h
Users @
Groups
Save
Sessions
Events
Client secret ® |k Regenerate
Configure
Realm settings
Authentication Registration access L] Regenerate
token @

Identity providers

Client Authenticator #7312 #5 € F & i 9 FuF K2,

2 F1i% ID 77 Secret

X PNEFEEHUKE, % secret REFIEHK, WEEFE, 2 Regenerate EFLIE secret,

FEH JWT
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Master Clients > Client details
myapp OpenlD Connect c Enabled @ Action ~
MEREER Clients are applications and services that can request authentication of a user.
Clients  ——
Settings Keys Credentials Roles Client scopes Permissions Advanced Sessions

Client scopes
Realm roles

Client Authenticator Signed Jwt v
Users €]

Signature algorithm Any algorithm v
Groups ®
Sessions
Events
Configure .

S Registration access L] Regenerate
. token @ SR S—

Realm settings

B 589 JWT Z"Signed Json Web Token",

TEEFFUE T UFRZR], AR EbRE Keys A i LK REIFIUE P, HEIFATFEE JWT, ik
BIRIRS 25 FAul 5.

keys Fr il

Clients > Client details

Master
myapp  OpenlD Connect o Enabled @ Action
MEREGER Clients are applications and services that can request authentication of a user.
Clients r—
Settings Keys Credentials Roles Client scopes Permissions Advanced Sessions
Client scopes
Realm roles JWKS URL configs

If "Use JWKS URL switch" is on, you need to fill a valid JWKS URL. After saving, admin can download keys from the JWKS URL or
keys will be downloaded automatically by Keycloak server when see the stuff signed by the unknown KID

Users

Groups

Use JWKS URL ® 0 off

Sessions

Events

Configure

Realm settings

Authentication ‘ Generate new keys ‘ ‘ Import ‘

% Generate new keys &S 5l 72,

LREY]
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Generate keys? x

If you generate new keys, you can download the keystore with the private key automatically and save it on your
client's side. Keycloak server will save just the certificate and public key, but not the private key.

Archive format &)

JKS -

Key alias * @

myapp

Key password * &

Store password * @

Generate Cancel
1.
TEE B AR E =,
2.
WA BHEH,
3.
WA FHEE,
4,
5% Generate,

L& E SR, Red Hat build of Keycloak 1777 #ZUF 13, # FHE/EBIEF i 6974 S FTUF 1.

BT LUEBN BT E K EE, #5810 Hidi Import Certificate k-F A &F il .

FAUF
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Generate keys? x

If you generate new keys, you can download the keystore with the private key automatically and save it on your
client's side. Keycloak server will save just the certificate and public key, but not the private key.

Archive format &

JKS -

Key alias * @

Store password * @

Import file

Browse... Clear

Import Cancel

P UF P A 77 1518 =,
2.

TN 1 B
3.

77 Import File Ft#EuF X 1.
4,

5 Import,

TR = Use JWKS URL, WEEZAUFH, EXBELT, ETLIFEEL JWK L 551889
URL, (EEULZT, WREHRNKZ, ZLIEFIELI Keycloak £ E#TFA ZH,

UTRIE FH 2L 184 27 Keycloak 20 #3717 BIE i, AT A IS AE JWKS URL, 18X
https://myhost.com/myapp E&/ imh/ /5 /FH9#R URL :

I https://myhost.com/myapp/K_jwks
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WIFE TEEZHMER, FSI IR 5T LN AT,

(&2 i Secret 587 JWT

HIEHELE TIXINET, T LUE - Z i secret 2409 JWT, M1 2%,

BB E s 4 JWT,

X509 i+

ZLIEFEEHT Keycloak 17551 & F i e & £ TLS Handshake #1& /5 iEf#H7 X509 uF.,

X509 iF#

Master Clients > Client details

myapp  OpeniD Connect @ crabled @ Action

Manage Clients are applications and services that can request authentication of a user.

Clients —
Settings Keys Credentials Roles Client scopes Permissions Advanced Sessions

Client scopes

Realm roles

Client Authenticator X509 Certificate v
Users ®
Allow regex pattern 0 Off
Groups comparison @
SubjectDN * @ | cn=localhost, ou=keycloak
Sessions
Events
Configure
Realm settings Registration access L] Regenerate
token @

Authentication

BuF#50 @ FF I B H) regexp 4 ul Zaik Uk U 1749 Subject DN F£2, X FRLEH), #EZATEUET
BEEB T, EXMERLT, EoTLUER (external?) (?:$) A=,

ZLIEFEERT Keycloak A LB By 74 75 UM ig KK ER & i ID :
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EHHH) client_id 4 (7F OAuth 2.0 #5ER 2.2 77 HHE) .

12# client_id 1E/NFKHSH,

12.1.5. Z 1% Secret }5

EZ

HEE, ZFIG Secret L TIFIETEFFL Fo LISER T EFULTIEE.

XN FEE NE ZEF GG 55 0F 2LIERIEHT Keycloak B9Z /i, 5#F@Eid &/ s &5 B E iy
secret F9IJEE,

& iy secret B FERIEIEM T BZHIZT L1, LI, 4 secret i, /GG, ZLIEHER
Keycloak 3515 F in [aII B 1N 5ECH secret, FBEWRIEL Tk EEEERFE :

Secret expiration: [seconds] - 2 secret HILFHT, XZ2#T secret B FiHTIH], FI1Z/
secret B2 HBIHE (LI TyHALL) ., TERBEHITH i &,

¥ secret expiration: [seconds] - 24 secret #FFHf, X TMEZIH secret HIF R 1T HifT
1, X MENZEE T Secret 1157, H1E7 0 i, FEEFiniFad 77 AIHERIA
secret, #I1ZE] secret .o ¥ HA FHIHE (UM Ty HT) . TERBEAITIE,

BRI I FI AL HIT 1] - [#] - BEATs) S & i 1757 1 secret FoFEH] 6901 1H],
TERBEATTHS i1 &,

LR 4 Z i secret o ERT, KL —1TNETHIE secret, |HBIZE S inE secret B it BETHIT A H
HIE9 =% secret,

12.1.5.1. Z 1% secret #5598

BETRENLE, B EEHFEN T, FTHITHE:, &EFinLZE—1NEFEE B
Regenerate Secret (7£& /i EuFtHiF 755 Admin REST API) £9%95%, 17 Red Hat build of
Keycloak Admin Console, 7Zii/E%/ in EXTIEIEN], secret #Fs S MRIEHMHTT :
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% 12 %= &1 OPENID CONNECT #1 SAML X f i

4 Secret 197789 18/ F 25 57 H AR,

BN B i B i AT IE KA, A1 &7 HiIE/B9 Remaining 17 i 1H] (65 25 57 H A7
7l Secret 17 B &[5/ B9/F AL ED, ZFi secret JFE I ES,

LA, EFE REST API o] LIFERT 78 #1172 F i% secret #F%,

-
JER

TEBIZHTE I, WRE i secret L e RBEU FIZEC A, WA I ETH,

BR A=

7 secret FAT AN BEIBEEF I, 1H1EEN KT ERFTZE I, L@

K FETTH o

12.1.6. £JZ OIDC %/ I# Secret ¥ &H%

LITZ2EX secret 5 FBEHIT Y -

TR

1.
B3 5 9 Realm Settings.
2.
£ Client Policies Z£JiF.,
3.
£ Profiles Ji[E_L, i Create client profile,

LIBIESE
289



Red Hat build of Keycloak 24.0 BRS$5 & E 5

Realm settings > Client policies > Create client profile

Create client profile

Client profile name * Weekly client secret rotation profile

The name must be unique within the realm

Action ¥

Description Updates the client secret weekly|

esslo Save Cancel

7 Name S A AT & 7,

HIA #1228 BB B IR # it BYBDIE X B9 F .

/= Save,

UIBIERBIBAIESE, FailZAE executors,

= Add executor X NIDIEE A IE executor,

B IE % executor

Master Realm settings > Client policies > Add executor
Add executor
Manage
Clients
. Executor type @ secret-rotation
Client scopes
Realm roles Secret expiration @ 604800
Users
Rotated Secret 172800
expiration ®
Groups P
Sescors Remain Expiration 864000
Time @
Events
Add Cancel
Configure

#E£E Executor Type £ secret-rotation,
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7 Secret Expiration Bi A &1 secret BIaz KFFZEN AT (LR F1H1(7)

7 Rotated Secret Expiration i A & 1NEF; secret HIR K FFLE0T [EIT1E] (AR KAL)

I

i7id1E, Rotated Secret Expiration {H.41#52%/\F Secret
Expiration,

1.

FARE (UFRKHELT) 5, A EFEEESY Remain Expiration Time BT/ 1,

12.
m=dr Add,

TELBIF -

#Z1° secret Z31E— BN EZL,
509 secret 7EM F /510 A,

B EFinHIE 7 secret 11 HFFT— X FF45.,

13.
&[5 Client Policies 51+,

14.

2 Policies.

15.
1 Create client policy.

BY# Client Secret Rotation %%
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16.

17.

18.

19.

20.

292

Master

Manage

Clients

Client scopes

Realm roles

Users

Groups

Sessions

Events

Realm settings > Client policies > Create policy

Create policy @ cncbled
Name * Weekly client secret rotation policy
Description Enables secret rotation behavior for confidential clientsl

SE Cancel

J7 Name S A A1 & 7,

B H12d, EEEYEIRRY faat FEOEEI .

/= Save,

UE#E

1ER OIS, H aTil BRI SIEE R, UG ERENITHIR M

7£ Conditions T, % Add condition,

BY# Client Secret Rotation Policy Condition

Master

Manage

Clients

Client scopes

Realm roles

Users

Groups

Sessions

25

Realm settings > Client policies > Policy details > Add condition

Add condition

Condition type @ client-access-type
Negative Logic ® 0 Off

Client Access Type ® confiden... X o

v

Patele] Cancel

TR EIFT B WL & &%, 151E Condition Type FEHFF client-access-type




21.

% 12 %= &1 OPENID CONNECT #1 SAML X f i

BN FFIFERE R, 75— L2 Condition Type FE AT
client-roles £%, Xt, ZoJLIBIEFENIAEE, HANENEEDIEEEE
&,

FEW & 7 I0E) FER Client Access Type A,

22.

=i Add,

23.

EOJE|FEBEKE, 7F Client Profiles T, #if7 Add client profile, /5M %l FFF
Weekly Client Secret Rotation Profile, /5~ Add,

Z Fiz Secret 5 &R

Master

Manage

Clients

Client scopes

Realm roles

Users

Groups

Sessions

Events

Configure

Realm settings

Authentication

Realm settings > Client policies > Policy details

Weekly client secret rotation policy @ cnabled Action ¥
Name * Weekly client secret rotation policy
Description Enables secret rotation behavior for confidential clients.

[

onditions condition
Conditions ® © Add conditi
client-access-type @ W
ient profiles client profile
Cli files @ © Add cli fil

Weekly client secret rotation profile ® W
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-
JER

EJF secret 1T AN FHEIBIEE I, EEIELUFERAT -

& E 1R E
1.

RFEH AR Clients,

2.
REF i,

3.
55 Credentials i+,

4,

R EFin secret £ Re-generate,

&/ %1 REST IRZ5 A LUBHL By 75 AT -

BT B LB E TR E

B B LR E i secret I

12.1.7. @ HEREF

&1 OIDC ZEF 15 E B —THE RFWF. 1 IIRFIKF KR 5.

iYid
1.
R A Clients,
2.
TR 2 i,
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% 12 %= &1 OPENID CONNECT #1 SAML X f i

3.
#7 Settings T+,
4,
1% & /i (555 uF Iy On,
5.
TEFE RS A 2,
6.
sl Save.,
7.
BB i,
8.
5 Scope BETIF,
9.
BuF A A G, 2Z)F Full Scope Allowed t7#Z/ ON,
10.

4% Service Account Roles ZtHiF

1.

BB E S I BD B LIRSS AT AFB A 6,

KBV BIERIA BELFRE -

B G095 LRG]S MR & DA R B9 ST GTE FE

HRFHK S A .

ZifjfH9 REST URL 2 /realms/{realm-name}/protocol/openid-connect/token, It URL &£ 1EHN
POST 15K fH, HEKEEMFKA HEF b ik,

BNEX T, ZEFinEuFR Authorization: Basic trt- 87 F A clientld 7] clientSecret Z 7+,
(815 BT LUEFE L BT JWT B S 562 P17 5 1579 uF B 1T Bt 5 E X #5122 i,
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A EE R OAuth2 5B 1% grant_type £#(1%E 7 "client_credentials”,

BIA, 1 FARFSHCF 59 POST VR T -

POST /realms/demo/protocol/openid-connect/token
Authorization: Basic cHJvZHVjdC1zYS1jbGlIbnQ6cGFzc3dvemQ=
Content-Type: application/x-www-form-urlencoded

grant_type=client_credentials

WA F EH OAuth 2.0 FERIT1E] 5 HE MR,

HTTP/1.1 200 OK

Content-Type: application/json;charset=UTF-8
Cache-Control: no-store

Pragma: no-cache

{
"access_token":"2YotnFZFEjr1zCsicMWpAA",

"token_type":"bearer”,
"expires_in":60

/

AAOGR BT i T2BREIFIFTBHE, G HEUERS T 2 TELLIEFZH Keycloak T LB/
Rif. HITFIRDFIFTTHE, TEVIH TSR FEEFTH TR, 182, XHIERHTELELIEH
#19 Keycloak [R5 & H98I5¢ FFEH, F9RA T2 BIZ R,

EXFHIER T, TEEZH, HE, XHH0E ST LUEN % 55 K £ OAuth2 Revocation
Endpoint ##(%4, %1 OpenlD Connect Endpoints Z5% A1,

N

Rt igs

S

WIFE THEEZIHFHMER, FSH &/ iz,

12.1.8. T ZHF

B, BE TLIIEHER] Keycloak HIEf 15 H — 41 1€ FLLIEFHIEEHT Keycloak #1758 174 uF BI¥ & 26
WFE B Im N R,

AT LUREFE BRS5 ( OAuth 2 HSE A BIREIRARSS &5 ) K B &l b A RE - B KEEHRARSS,  H IR
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https://datatracker.ietf.org/doc/html/draft-ietf-oauth-mtls-08#section-4.2

% 12 %= &1 OPENID CONNECT #1 SAML X f i

N HIRREE R, X LRSS E BB L X154 (Bearer % 4%) K5 uFig K, IS/ frontend i/ /H7E
[FIEEREBILTIE Keycloak F#ZHT K75,

RS ISR IE I, B AR BRI FIEN -

Bl & inh A e/ B F AL BRI EE R Keycloak 1T 5 1745 1iF

2.
2 IEF Y Keycloak %3 uF /57,
3.
2L IR Keycloak (15 [HFE/F X 7 HE,
4.
W1 5 HER U T AT 15 RS »
5.
T Z (S LRI IRZS IS R CI28 I B FE/F. 1HE, ERIRENHSHE,
6.

RE, TRIGHEBIRSEEN G BIEW A TGRS XEFHLLMIE, FHTZEEH
AR B BERI T HEF AR B th M R/ Ui 1] Bt AR S5 .

TERF IR E B E S FEEFEIIHES, XFIERT XA, ERLEHEH, I TIERTEEIERH,
B9 T 215 (FHIIRS AT RE G BM A IS IRFS I FEHE, T BEFFE IR EIE R 15 5 I 5.

RS I FZTE BRI E RS, BERIIZNREF. W, WIRFZR, EATLUREZR, [EEAHF
TZISHELIRS M T ISIRFS R FH 1, HEXFHIERT, 1HHRTZISELIIRS I AT 15 AR # N IIE 7%
A,

FIBGIE A B AENEFE, IEIRE T RERIEAE H A B IR HIARS AU B HE LI, TR FHEA T o=
B

BTk [H R /FE AL IR 2 A9 Keycloak 1T 5 17 %2 uf

2 IEFH Y Keycloak %3 uF /)7,
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ZLIER#EH Keycloak BN fHEEFX 5 7 HE. M IHEE/FHIE B 7 ZiH T ZIE TR, U
ETEX EFIZTIEFIEERYT Keycloak A9 51742 1F 5 K 1 1{ & scope=<untrusted service > (i5£
[ Client Scopes Z54 L THFE ZH X scope SHETIHFHMIER) .

[RIN FRFE/F A T B hE B EX R Z 0 HHI T Z 15 (EH9ARZ5 #9751/ ("audience: [
<untrusted service>" ], B EBIE i@ UL H] 5 HEF T Z 15 (FAIRSS

T RIS EBIIRS Vi fEH B RIEBI AT IS RS . VAT HE), B aTIEARS 2R E FIEHIZAR,
HLXHYRZRREI T ZIEEBIRS 0 X TTHEIEEH), ZEMTEWHRT.

TR EF i % LRI i H AT SRS, S HE (€5 scope =<trusted service> Hi% SSO ERFIk
BA— 1ok, 2iE, BEBISIETEE TIERFEHZAR :

I "audience": [ "<trusted service>" ]

& HX MEHF < trusted services,

12.1.8.1. K&

BRI B

BL 7 adapter BZiE F51#R % verify-token-audience, HIRIRS HREE WIS BEX XFE
NTBI1E] BREBIZAR, 11815 S E A5,

HIRZLIEFI Y Keycloak X 7890510 THEE S AT B ERIRA. AEAE G A ERINE
R, M F—T KRBT, 1L 569 Z AR

12.1.8.2. &1 IMNZA

TEBNBIE i B € #E X Audience Resolve 11X #2515, AT EELBE—NE K
BB TFHEImERE lr, RE, FTEIRfIEF il ID 259 FR, WREEIIRS &, thi %
FiG B ENRERE. RS E i &R B AEREIER FTHE i, XaEREEEFTREIL
HEITHE. Bt OAuth 2 IFIFHRSS 5.

B, X FHRS & ImINL B & i, A LU LB B i K A B 1] 5 HE R 0 B AR 55 & i
REST [R5, ARIGEL TR, HRSE It E5I1ER ZARRME S LB B i K HI ] THER
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% 12 %= &1 OPENID CONNECT #1 SAML X f i

RF B i A G LEX THERE I .

Bt ED R T LEE i EE—,

NEE 5 R BT B A CEE RS,

-
JER

WIREHRT B350 audience, 15T EEEEVEE/ I LAERS CLEKRS. 18
R, BALUGIE—TTHENEFmEE, RPEE%AE mEEE G A CLEE
47,

1B SF & i B FEy Ak & b SE 7 I 2L & & F s, 4R scope=< trusted
service > Z#(BFfEIE K, i G/ audience JF 5 IEISHER,

-
JE=R

Flin & iR ST = R ME I FAE RS, EULTFED I SHEF ID THEZ IF]
BEREXS, ETIHBETEEEY AL BTHEEIE S .

WREEEZ GRS IENZR, EHBEE (24549 audience T, 12, TENE
45 frontend 7] REST fRZ5#5/aH7 % i%,

12.1.8.3. IBHIGHIZAX

2 THIIRSS MR F 1205 B R AT R T THEF I ERS, @ FRIIIIIZRRRE. (I %
M2 — TR RGITESF, ERFFEEIRS &/ Imb9E i ID i THEBI R, HREREFSE 1 ID
TIRIBIZAR, BT LUEFEREE X, %1 URL,

1B B LURF IR BR 5T FESF B A i I E BTG B e MR EFER NI BRITTESE, FHIEETINZAR.

BRI RBGIFEFH{TE S 1R, AT UES AE B i btEs, ZERfF#7% good-

service,

BRI IRGT a5

299



Red Hat build of Keycloak 24.0 [R5 EE 5/

Master Client scopes > Client scope details > Mapper details
Audience Action ¥
Manage 24f047a2-0627-448e-94c7-609aeaa25955
Clients
Client scopes Mapper type Audience
Realm roles Name * @ Audiance for good-client
Users
Included Client good-client v
Groups Audience ®
Sessions Included Custom
Audience @

Events

Add to ID token @ o off

Configure Add to access token @ o On

Realm settings

Authentication Cancel

[ J
1£ good-service &/l )5 i 1£1GE T+, ML ERKEAAAE, ##HiA verify-
token-audience 2% EX true, WRENEHULAIE, X TMEIESH HE 7552 UE Z Ao
[ J
B E BRI E S lnpe i [ R BHEFEN ZA IEH RIFHIIRSS
TEW BB I
1.
#% Client Scopes T,
2.
1% good-service 7 EiH Ak (SRIN) BEF i1,
WFETHEEZFMER , 17505 i bEH R,
[ J
AT LIGEEE 114 5 b T 1 #HER T BIIEwHE. RE)F good-service 18EH Al & F7
HSEER, 2R EIF good-service = 7F scope S, NI FFTINEE KBTI HEETZFA
¢O
[ J

EVEEF inh FH, HRIEH T scope S8, HEEZFLFTFiilH good-service H)5HE
i, WHEE1E good-service,
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B ERN FHFEF (& serviet iZ0055, WEZZLE S,

UTRIEHIN FHEE = 1% H javascript :2H0%F, W JavaScript adapter 554

-
JER

ZiL/EX T, Audience 7] Audience Resolve i #R5172/%EB (X 1FZA G~ IIEY i 1E] %
/&, ID Token #EXEE—1EN, AISXTHEAIZ 1 ID, X2 OpenlD Connect
HEBIER, BE, ST —ELEE i ID, XEZXLIIFHE, FIFEREHERITE
R T B,

12.2. B SAML &/ i

ZLIEF R Keycloak %75 SAML 2.0 A F ZMHIN HFE/F. 1 POST FIEEMRHE, o LUEFEZE
EEFinE LR, B LIRSS 55555 A 3 i A,

TR

R AR Clients,

H#if; Create client L A Create client I,

#¥ Client type iZi& % SAML,

LIEE
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Clients > Create client

Master

Create client

Manage Clients are applications and services that can request authentication of a user.
Clients
Client scopes i
P o General Settings Client type @ SAML -
Realm roles
ClientID * @ mysamlapp
Users
Name ® saml
Groups
Sessions Description @

Events

Configure
Realm settings
Authentication

Identity providers

. Back Cancel
User federation

A ZEFIima9% i ID, X@EEZE—1T URL, EENAEREFLEL SAML 15K FHHTE 3
L& 1A,

i Save, WIRIFRBIBEF1n, HIF/E#F Settings T,

LUR T80 T LRI F T K,

12.

2.1. REHZET

Settings I+ & Z1F Z A0 E UM B I AT,

B E
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= @EKEYCLC ® amin (@
Clients > Client details
SAML  samL @ cnabled @ Action ~
Manage Clients are applications and services that can request authentication of a user.

Clients R . . o
Settings Keys Roles Client scopes Sessions Permissions Advanced

Client scopes

St el General Settings Jump to section
Users

ClientID * @ SAML .

' General Settings

Groups
Sessions Name © Access settings
Events -

Description @ SAML capabilities

Z

Configure Signature and Encryption

Always display in o Off
Realm settings console ®

Logout settings

Authentication .
Access settings

Identity providers

User federation

12.2.1.1. % E

& F i ID

OIDC 15 KL % Red Hat build of Keycloak #(#5/% /5 FiR7 & i# B9 F R FF1F ID F1F45,
X NMESA S @& AuthNRequests % %0954 Z 6L, Red Hat build of Keycloak /A Authn
SAML 15 KHIERZL E, HREX MEIFR S EF lmltir,

Name

ZLIEf4#EH Keycloak Ul FFEHHIEFin & . BEAXMIEELT, FRXEEMRFTEME, FlI, F
FFEEfE, 20 ${myapp}. EEFZISE , HS0H REZALNGIERD,

Fr::1)

BT, MR E o LRI,

WA TR G T

TEWR P 1R & AR S I & P i, EIEUE A R B EE I =1

12.2.1.2. i/ iKiE

#R URL
LT IR Keycloak & BACERIHEXT URL Ff, X MERZZE] URL A,
ZI7 URL
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IR IEMI T Keycloak 55 Z&#ZFZ Fin, W& HX 1 URL,
E#4H Redirect URI

#IA URL =, ZA5HAZRINE + 175, iR - (755G, = Save (REXLEN, BEEIFE
X7 URL BIKESRHF, BI%0 : http:/host.com/*$$, 24 EZMERHEI SAML 7%, i Red Hat
build of Keycloak £ M15 5k #75¢ Assertion Consumer URL i, £(&EHILFER,

IDP-Initiated SSO URL %7

YR EH 1T IDP 5569 SSO H 5| & i7H9 URL i ERE . (REZULZESFZ2/H IDP Initiated
SSO., F/FMMIE#55/FHI URL 7 : server-root/realms/{realm}/protocol/saml/clients/{client-
url-name}

IDP Initiated SSO Relay State
L EH 1T IDP Initiated SSO Ff, EHZE(#FH SAML 15 K% B9,
Master SAML %2 URL

Ut URL FHFArE SAML 73K, Hap#ERIF SP, =#/H1EF Assertion Consumer Service
URL 7 Single Logout Service URL,

YR B FRiF K E ZE Assertion Consumer Service URL, JIiX L& 7% KIFEE 56/, I
URL 2478004769 Valid Redirect URI ZZ = 7753 1iF,

12.2.1.3. SAML Zj5E

EZ#ID 5=t

FHBGEFID 15z, WEFKBREEEELET ID FhE, HZEEHILIER, 242 Force Name ID
Format /B4 ON, &&=,

R HEFID &=

WEFKEFEEH ID %hs, i5RMEE, HiEH Admin Console 7 Name ID Format TA7EHY
ﬁo

# % POST 28

BNIER T, Z1IEIERT Keycloak (& /5/FAE1EKAII4E SAML F8ES TN, 1B /E H w4 %)
POST Binding, ZLIEf5#EHT Keycloak £ 1%/ SAML POST #8E ik, ANERIGEKEH T EE
[AHBE,

i I T HHE
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% 12 %= &1 OPENID CONNECT #1 SAML X f i

BB E, Wip e /%@ SAML ARTIFACT 45E %45 & O] ) 2 F i,
&7#% AuthnStatement
SAML ERghy 5] LU ERTFRI S (75 uF /%, HER, LR ERH=1GERRR I, S1F
AuthnStatement 2# 25 /FH, LUE AuthnStatement T F /& Z £ E RN 1, #HEE#%EHN OFF
By IE B i ERARIEKE, XTGBT BIIE S linRiE,
include OneTimeUse Condition
WEEH, WERmy FE2Z OneTimeUse Condition.,

(1t REDIRECT Z & B e #

2iZiE% ON Bf, SAML i E R BIF2LIEME#H) Keycloak [R4LY /&, ULy RE S EZH ID
H9t&m. SP RHEY BHITEERUE, TITESHEFE RS,

X PETGEF FEE S H PRI 509 REDIRECT BE, AXLEETRESSEEHH
Y, X5 POST HEHE (RAZEH ID LA ESTEXHEEF) -

LT[R Keycloak RS 25 HIE AiZ5H214E IDP 71 SP if, ARAEHXNET, X NETHR B
Sign Documents % /&% ON I 16X,

12.2.1.4. ZEFIMNE
FEX
24%iE 7 ON K, ZLIEfIEERT Keycloak = 1&F BN XA E,
sign Assertions
B & B35 H R ALE SAML XML Auth HiR; A,
FEEZX
FE SAML XA EFREE, B2E, BEF SHA1 EASFHA, HaETELEHILITIRA
FW. BNTEREH—LELLHEE, T2 * SHA1, 754, R SAML /157 Java 17 2
EEIRA LIBTT, Bl E T EIERTIE,
SAML 5 ZHE

&/ POST ZE X% %09% & SAML X158 5 KeyName o3& #5355 B HHHIbRA, LR IETH
SAML 355 B84 7 EWiE R, MET# R Keyname B9 E,
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KEY_ID KeyName BZ &% ID, X TNEWiER AL,

CERT_SUBJECT KeyName &£ % realm &% #7iF 149 Z:3, Microsoft Active
Directory Federation Services #72ZiX 1N,

NONE 7 SAML ;5.8 #5Z £ & 45 KeyName hint.,

RGBT

XML 354 BRI 75 7%

12.2.1.5. BRIKIE

BREH
BFER, OTP. RFIMAEICER B EE,
FEEE

HIRIEGE, P BA A& & 11,

X FRTTI I 78 ERBIE Fin. KT AR secret AJ UG &EF inAIE & inRIFLE, AU
F5 W BT DI A A E E 7] URI R #1517,

EFFR LB

4152 Consent Required is Off, UK/ It FF,

x

consent FEFX & & 5 A EAIEF inEEXY W EE,

On

HREFFE BB —NE XML E K GH9TH.

BEF R EFRX K
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4E5H T Consent required 7] Display client on screen, W:&/H, &Z I E A XHR
B [E B RIS,

12.2.1.6. ;THIKIE

Bt &4

4IR/E H T Front Channel Logout, K G5 ZEE E RN 75 F BEHITEH, #IA, WHEFE
F I EEFEEEE Cookie, % Cookie HEEET EEMFKTHK, WREF T Front Channel Logout,
ZLIEFEEHT Keycloak =1/E /55 SAML 15 KK 5N FFFE/F.

12.2.2. keys Fr5 il

IEHTE
%5 realm ##1%Z SAML X1H6947E, AES EZBIEEIA )Ty 128 (i,
HBEE w4

AR T Client Signature Required, W3 5% inbIX K55, ZLIEHER Keycloak
FHEBTE Keys i+ i BRI EF lin N BC Ul 1 R4 uF L35 5

A¥F ECP &

IR true, JUAEFULN B2/ 1% H SAML ECP Bl E & 1751792k,

12.2.3. BREET

P BEN FRHEELEREZFR, RELHHFHZE —LFR, BXRMFREGEE, mESH
i/-fo

12.2.3.1. #2240 Grain SAML 1550 E
##r URL
5| A& F iy FE FE F knB9 URL.,
FHE URL
Relying party Client #2489 URL #2144 End-User, LR X411 & /A EE##EH7 URL,
fR% URL 33

HE iR RA B URL, LI sER % EFTAFEIRS #7589 URL,
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Assertion Consumer Service POST Binding URL

Assertion Consumer Service £#9 POST Binding URL.
Assertion Consumer Service Redirect Binding URL

& /7] Assertion Consumer Service #945E URL.
28985 POST Binding URL

Logout fR%£9 POST Binding URL.
Logout Service Redirect Binding URL

EE/F Logout RFEHIHBE URL,
JZ#4 Service Artifact Binding URL

Logout Service #9448 URL, %5 Force Artifact Binding ZE5i — &% &R, Artifact %8
ER i B FERAE TR, BRIFIRE TIHEYE, BT BETSHFEH,

JZ#4 Service SOAP Binding URL

EE/7 Logout fRFHIFBE URL, (X7E(&F back channel logout /i #iZ /4.,
THHE URL

FF HTTP L5 84 % F/#9 URL,
T 1HEENTHRSS

1% ArtifactResolve 5 8% % FH9% F i SOAP in=F7 URL,

12.2.4. IDP |53 &F

IDP Initiated Login Z—WiZ)5E, FiFETEZLIEIERT Keycloak fRF #5 _LiX B —TNinm, HREERE)
HFERIN FFFE/F/ & im, TEEF inkY Settings ZEHi -+, ZZFZ/57E IDP Initiated SSO URL Name,
XE— BB FIFE, BRAREEW, ZE, BFaTUEL T URL #15] B i -
root/realms/{realm}/protocol/samli/clients/{url-name}

IDP 55 &R Bt POST over REDIRECT 8/ (& & saml B LIIKIREZ158) . HIt, &
LHBEFH] SP URL #KEEUTTF -

HIRE X T #5/EH] Assertion Consumer Service POST Binding URL (& F imiZ & #H9
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SAML Endpoint Configuration 33%') POST #5E#11#% URL (#/5,

HIRHEE T B H Master SAML Processing URL, J7E/t % URL X (&H POST 4

==

Ao

=5, HREE T Assertion Consumer Service Redirect Binding URL (£ Fine Grain
SAML Endpoint Configurationfi& #) REDIRECT #5/&/HF:X 1 URL,

IR GRS B fE A KA, th 5TLL7 IDP Initiated SSO Relay State /2349 Settings it
i+ HHTHE, 26&, Nz aLIE RelayState HifjZ#HI8E FHNRE, £
root/realms/{realmj}/protocol/saml/clients/{url-name}?RelayState=thestate,

(BB MEFE B, BTLMNEE IDP Hy Z i i% 18 IDP JS55)&8 R, L& syt IDP 59 IDP |55)
BRIEE, W LA, HESIDP 4T Y f AR IDP 550 & Ri% B E 1, 15 ai5m L EEai%5 URL,
HEARIE IDP £ Ak & /i ft2 IDP Initiated Login i 55, XELE, 7E5455 IDP B9ZF1iH R EH

IDP Initiated SSO URL Name KX EX — N5, #ZE#F1EX IDP Initiated Login #J45 %
X7,

Fine Grain SAML Endpoint Configuration 5524149 #ff= Consumer Service POST
Binding URL £ 7% E 7 L{F URL : broker-root/realms/{broker-realm}/broker/{idp-
name}/endpoint/clients/{client-id}, E# :

broker-root ZZ A2 URL

broker-realm 2= 84 55 IDP H9{CHE 512 £ 7

IdP-name Z1CEERIHE5 IDP 894

client-id Z1CFE_£E X #9 SAML ZFi##J IDP Initiated SSO URL Name /& [4£H9(H,
XEUEF I, BEFE S5 IDP 59 IDP 557 &R,

HEE, o LUFEE U IDP BIE X EF ik EF A FINEE IDP H9EF imik & - (K& CEE IDP
BI G (72, B SP Descriptor, #F &/ i/ ix-id 7125 =~ URL.,
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12.2.5. & AR 10 BV & i

AT LU BER EH9 SAML Entity Descriptor XML X1£F A EF 5%, MAEF50 M SAML 2.0 57

Lels
Yo

Client i F & = —1 Import client 57,

B 1

Master Clients > Import client
Import client
Manage Clients are applications and services that can request authentication of a user.
Clients
. Resource file mysamlapp.json Browse... Clear
Client scopes ke
1 o
Realm roles 2 "clientId": "mysamlapp",
3 “name": "
4 "description": "",
Users 5 "surrogateAuthRequired": false,
6 "enabled": true, L
7 "alwavsDisnlavInConsole": false.
Groups
Upload a JSON file
Sessions
ClientID * ® mysamlapp
Events
Name ®

Configure
Description @

Realm settings

Authentication
Type saml
Identity providers

Encrypt assertions @ o Off

Client signature c On

User federation

TR

£ Browse.,

MEE Z XML L3 #2715 R BIX A

RE 1S B LUHR— TR E ETA.

HL SAML &F im:Zf# (%71 mod-auth-mellon ) 72 IDP #9 XML Entity Descriptor, /&= LIET
HAX T URL KB HUFEAFF :
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I root/realms/{realmj/protocol/saml/descriptor

H i realm Z/&H % F in 91,

12.3. BEF intEiE

K TM—PNEFintE TS — 1N & in, ZLIERIER) Keycloak 122 7 — 1NEE inm :
/realms/realm_name/clients/{client-id}/redirect,

WIREFinEH HTTP GET 15 K i/t fi =, ZLIERIEERT Keycloak =7EMAAYT Location F5%#1LL
HTTP 307 (Temporary Redirect)s9/% =01k [E]#2#7 69 Client 7] Realm #IEEE A URL, AU, ZFEF'inH
ZZAE Realm & FAIZE s ID FEEZEZIEN], X PRI R B EGS 5 in 2l URL,

@4, %5 7E realm master ] client-id B/ :

I http://host.port/realms/master/clients/account/redirect

X7 URL IR EEZ : http:/host:port/realms/master/account

12.4. OIDC %/%#] SAML #7 = B4

W ID T, Uil 5hE st SAML BT S BIN FFFE/F Al BE s BN EH9 B EFIFE P e HHs
T AT LU BT HER B9 Keycloak 171l FHRIE :

B E . FHHIEEX B,

P ST AR R E HE TS .

BEpEHE,

T AT LUTE EEEFE#5 B9 Mappers Bt £ A 1TiX L2 1F,
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Mappers #5501

Master Clients > Client details > Dedicated scopes

myapp

Manage This is a client scope which includes the dedicated mappers and scope

Clients
Mappers Scope

Client scopes

Realm roles 0

Users
No mappers
Groups If you want to add mappers, please click the button below to add some predefined

mappers or to configure a new mapper.
Sessions

Events Add predefined mapper H Configure a new mapper

HEFIERENBERIES, BTUME IHEEBR—LRITEF. WF T HEZFMES, E56H
BB AR

IR BRGTE51F A (407 FHEAEIAE) BRGTE G (7 FITT 1] B HE P BIHF E S B, BRGT a5 HITHEEN I M B E
b 5 EAEEE, LU Hid7 Add Builtin K75 11HI5C B & IR GTFE

FTBRGRFHE —HEAKE, RIEBGFEFRE, 1B TRMIKE, = mapper Z069 Edit K

B0 E R R X LR B,

B G145 B0 1E
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= {#EKEYCL

Clients » Clientdetails » Dedicatedscopes » Mapper details

master
Add mapper
Manage If you want maore fine-grain control, you can create protocol mapper on this client
Clients
Client scopes Mapper type User Realm Role
Realm roles
Name * &
Users
Groups Realm Role prefix &
TEIArE Multivalued @ o on

Events
Token Claim Name @

Configure

Claim JSON Type & String -

Realm settings

Add to ID token @) o on

Authentication

Identity providers Add to access token o on
@

User federation

Add to lightweight o Off
access token @

Add to userinfo & o On

Add to token o n

introspection @

H BB IFE L RIET £, AUEEZ AT,

TR LUEF A% 20 OIDC #5145 F 2% F BRI E &, /e LI 12 Add to ID %4471 Add to
access token, M id 7] access tokens FEEHRZFHE,

A LU IRLL T % IR G R /7 R Y

TR

#F Mappers £Ti £,

{7 Configure a new mapper,

IR G 5
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= {@IKEYCI

Clients » Client details » Dedicated scopes > Mapper details

master

Add mapper
Manage If you want more fine-grain control, you can create protocol mapper on this client
Clients
Client scopes Mapper type Group Membership
Realm roles
Name * @
Users
Groups Token Claim Name @

Sessions

Full group path & o On

Add to ID token @ o On

Add to access token o On

(6]

Events

Configure

Realm settings

Add to lightweight o Off

access token @

Authentication

Identity providers
Add to userinfo & o On

Add to token o On

introspection (3

User federation

Save Cancel

MIZHE FLEFFE— T BREIFE R,

12.4.1. (L5 NG~
B B E LERNF. (Lo RNF T 25 FRIIEE . ©EM45TEE/FH] concrete 3
HRIE 14,

Mappers #ZIRBRGTIE/F SIZ FHINTF I THEF. FHESIHTS B9 E A= 1ZIR B SE A A A8 BN/ 5,
. B, HiF R AL HIEI R R W FH T4 2,

i, EifEHEFESHIAE

B FX LA EIERZR.

L IE(E T hE BRI EFIZAEYT JavaScript B,

12.4.2. OIDC /' R a5 L X517 /%
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B RIGIFIEEARNEFEX, HEE i LEEYENE5I85. < Add builtin, #REZA7,

18,

BB 5L T

IMPERSONATOR_ID : #&#l/ /49 ID,

IMPERSONATOR_USERNAME : 1&E# B BI/HE 5.

RS E15 1oL T

clientld : fRFEWF H9Z 17 ID,

client_id : fRFWK/7 69 i ID,

clientAddress : R B uF ik a5 B9 B2 EH IP,

clientHost : RS A uF BTk 65 B LW &

12.4.3. I 51 55

BB 1T E X B9 JavaScript U5, 1€/ Script Mapper 1775 B85 E| 5 4%, B [EIRSS 45 S5 E 0T
AH9FE ZFHMER, 5S04 JavaScript Providers,

LBIAREEER], 15 A LIM BT fE B i a5 51 2 LR BB & HIBIAK,

12.4.4. (#FFHER 5 H] ¢

T IEHEERT Keycloak HHTHw/EEE#MEHES, 1A Identifiable 1Z/5(Pll), Flt, WRZR
IR BT LU R (E B IR ELL B I E E= 3%, LIIEHER] Keycloak 325 M a5 hE MR Pl
B ER T THE, A, HERRFEZMTIE AR T Pl i, © 5 LL0E e Keycloak 954
Z il R BIZL IEFTEER 17 7] 5 HE K ZEER P,
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TEMBER I T HEF I8

ik B 571 58 A LUFERIBLE1E ST I IE] THE A, T ER i 1H] 5 eI E iR 5145, ETUL,
TEEMBBER T I B L T 152
exp,iat,auth_time,jti,iss,sub,typ,azp,nonce,session_state,sid,scope cnf

TEZLIEFIZEH) Keycloak # (& HHEXiA % hE

1 #F use-lightweight-access-token executor i [HZIZ i, & iy a LUK SR A5
g, MBS, ??2?2BER T EE— 1 BHR ST E1EHIBIE S, RiZE ZAEER
o] 5HE (BIkHy OFF) #%#TH. HH, B FFRIKE Add TTHE] ik BRETEERITHEANE, &Fina
LUE 15151 5 HEXL % BT IEFT EH Keycloak 542792 i R F 3R A B,

12.5. £ & inE a0 iE
2L 1G9 HT Keycloak RTLI4E B Bl FEN FHFE/F BB B2 15 2 e B P i ig B as BB E X 4. OIDC F1

SAML X #F1RZE B K,

/= Action R # #:%£¥ Download adapter Z7E T

Download adaptor configs X

@ description
keycloak json file used by the Keycloak OIDC client adapter to configure clients. This must be saved to a keycloak.json
file and put in your WEB-INF directory of your WAR file. You may also want to tweak this file after you download it.

Format option ®

Keycloak OIDC JSON v

Details 3

i

"realm": "master”,
"auth-server-url": "http://localhost:8180/",
"ssl-required": "external”,
"resource”: "myapp”,
"credentials": {

"secret": "36gLgP28Ak4Czp203JetORPOqCZQ3jwX"
B
“confidential-port™ O

}

Download Cancel
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X717 OIDC 71 SAML BIFF BALIER % Keycloak &/ imiZfd4s. SAML £ mod-auth-mellon Apache
HTTPD :ZA0Z5 LU R #i tE SAML SE (k0 X 1R Z 75,

12.6. EFi#BH

EFFLLIEF) 69 Keycloak 7£5 ) & ImsEHE BIEME P ERX R ZEFIGIE, EF imEEY %15/
IADIE PR ARG 45 1A EE AT,

BBt 1F OAuth 2 B S8, BF iGN BREFEFAUILEEE K mEFeElZAE G, B
IR R FA FARE/FBIE K,

EOBEF L, ERIRUTLERAT

R H hpg Client Scopes.,

B BRI Z

Demo .
Client scopes

Client scopes are a common set of protocol mappers and roles that are shared between multiple clients. Learn more [

Clients Y Name * Q Search for client scope > Create client scope Change typeto ~

1-10 +

Client scopes

Realm roles |:| . : ioti
Name Assigned type Protecol Display order Description
D acr Default - OpenlD Connect - OpenlD Connect scope for add acr
(authentication context class reference) to
the token
D address Optional = OpenlD Connect - OpenlD Connect built-in scope: address
D email Default - OpenlD Connect - OpenlD Connect built-in scope: email
— D microprofile- Optional = OpenlD Connect — Microprofile - JWT built-in scope
Canfigure |

jrt
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2.

/= Create,
3.

R B i A,
4,

/= Save,

Bl L S EHE B R MBS, EERTLUE X iR 5145 7l ESEHERS, X Las el fi R
&R, HECENHE R E L,

12.6.1. X

HEBIEEF ImSEER, SR iR, EE— BRI EE ) im R B 18RI

&1 realm 725 1 EH —HHE X B9 EE S IisEHH,

SAML [#3X : role_list. /L3 EEE Z SAML BT E H175 € 51 89— TN iR B ST RE .

OpenlD Connect [iX : #2#% Several &/ i1 :

roles

UESERE7E OpenID Connect #1EHKEN, T=E3)FINEIH AR SEE B
H, UBHEGERGTTE, BTFIFAF B ERINEE SR, HAEDE—NEFGE
BRIZEFiERIER, 7 Audience &85 BiFEMth i TiX Lt 51 /%,

web-origins

UESERt R & 7F OpenlD Connect #EHEX, AT FIEIEHSHER SEE A,

UEEE B FIF 2B Web 77 11Z51 5 42 allowed-origins Z 5,

microprofile-jwt
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offline_access

EE

address

% 12 %= &1 OPENID CONNECT #1 SAML X f i

UESEREL EE MicroProfile/JWT Auth #E A E X BB, LSBT upn ZBEE X B/
BIERETES, LUK groups FHH LA CARETES, X LEAGTFE/F BT LU, R TIEH/E
a] FH FB# MicroProfile/JWT #£E B,

LE B BERRELLTHEN, ATEAIEE, BXELTHEREZIFMER, HE6
B S HEE5 5 #1 OpenlD Connect 1%,

B EH BLEX . B HaEF i 7£ OpenlD Connect & #E X, XLEHREEX

ET A EERBRST, EENTEX THRESER. XL8517/%5 OpenlD Connect HEH E X #9757

POy

BIAl, HEFTIF Bih B EHE T Mappers B/, E1FEZISEH Hid g E X 890K
BR G 25X L BT B IR R G 2 f o

BRI ST5

Master

Manage

Clients

Client scopes

REEINNEIES

Users

Groups

Sessions

Client scopes > Client scope details

phone €

Settings Mappers Scope

Q Search for mapper > Add mapper ¥

Name Category
phone number Token mapper

phone number verified Token mapper

Type
User Attribute

User Attribute

Action ¥

1-2 ~

Priority
0

0
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= Ak B EEEERE G, B iR EIVRE FHl LR T E X BT MR BT E
o KB IER BRI THEE S B X B BIEIESEER, BEHRFBHEXIEILESH,

B B i EH 8 S HE 1 E X I RSt a5, AT B G & 1B, HEJE. FFTSMERT
I EH iR BRGTFE 7 2 E LR AT,

12.6.2. [AEHEXKE

BB EE S A EFEEXIIET, WEREE G LG T Consent Required, JIiXLEETiRE
ﬁ o

fE7 Consent %

YIE/5 F T Display On Consent Screen, # A EH#5NEEE @ EHEind, MAERE
FEE_LZ 7~ Consent Screen Text H1§ERIX A, HHF 8 G 140ul, H1EH M Keycloak AI4L
IEHIEE E R ZIEF G B, SEBRIEXAE, HRZ/H Display On Consent Screen, [T A7E A&
EE LB EF iR,

[AEFREXE

LI EFISEHERIE B 5B, L REFERANEIEE ST, EREFR LT
BIX A, U3 KB B LB &/ ${var-name} FiFFEEERTEFREEX, HEXEEEZHFH
BYXMHFEE, BXEEXNEZER, EFE56H R a&GFLADIER,

12.6.3. /7 &/l E A2 & I

Bl BIEFIE i 2 [ BIEE#E TE & 7 im# Client Scopes tEWi-F A&, &/l B I inZ I
HEBR T %

BUEFIEH

Uti%EZ FTF OpenlD Connect #] SAML %/ iz, F&F s 4 OpenlD Connect %442t
SAML KSR RGN & imsBHE, &P S R E lnsBE #E X B0 R R STHI A E R ST, X
F OpenlD Connect ik, #5457 /H Mappers 7] Role Scope Mappings, it OpenlD Connect
RS K FF scope SEHHIEZ N 4o

77 Akl peli
UK EGEFF OpenlD Connect &/ b, HFiX TNEF ik B hEN S0 H et & i, 18
{X7£ OpenID Connect #2175k #1H] scope S 1g K b/ 5 ol &/ 150 1,

12.6.3.1. Example
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% 12 %= &1 OPENID CONNECT #1 SAML X f i

EXBIF, BRKEFinEE BEX M, LURGEENBIAE imbEE B9HE FHEAE, LR ER e & i
SEIFREREBIHLIE R it ZFEF1inTEXR %15 K OpenlD Connect 1% #Uis =i & /H scope Z#H9(H,

I scope=openid phone

scope SHEAZFHE, SEHEEBFRLIZEE DT, 18 openid E77E OpenlD Connect 15 K & HHT
meta-value, /21755 FEBINEF i EHEEEF B FHSHH] BRGTTEF FIf G SEEMET, AT
scope S KEI Ak B 5B,

12.6.4. iFIEE i B

Mappers i+ SR BGIFE, SEH ST+ 8 S I & in B /A GERBS, el T8EM
BB R BRI /7 I E RS, AT B BB R BGIFEF (RIEF il 5 1 E X BI0hR 5T
) , LURMEERELIE S ImsE A RO B K CERBRST, LURIyE L 7R A E B4 A 5
Fi#t5T,

TERE
REF1i7A9 Client Scopes T+,
FTFF LT 3FAE,
TEFEIE BN AR BT B P B
X AR T scope SHEIE, M SHFBEMMNBEFL EZZLIERZRI Keycloak OpenlD
Connect i R,

A & IS EE
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Master Clients > Client details

account OpeniD Connect o Enabled @ Action

Manage Clients are applications and services that can request authentication of a user.

Clients e
Settings Roles Client scopes Permissions Advanced

Client scopes

Setup Evaluate

Realm roles
¥ @ This page allows you to see all protocol mappers and role scope mappings
sers
s Scope parameter (& openid X  phone X - L]
Sessions User ® john o -
Events
Configure .
Realm settings { Effective protocol mappers ®
"exp": 1654088072,
Authentication iat": 1654088012, Effective role scope mappings ®
"jti": "b41a3190-72e8-4aff-82b3-4eee2d283930",
Identity providers "iss": "http://localhost:8180/realms/master”,
"sub": "007a55d0-3366-402c-9ea7-350872387577", Generated access token ®
User federation "typ": "Bearer",
"azp": "account”, Generated ID token ®

"emccinn ctate" "Q1-fARRF-7730-40a0-hGra-200dr27hadlls"

BMMWFFEFA Z scope SHBIEEXE, 155 serviet :BHi#s HISHFAL 5547,
Bt javascript :ZA0E5E55

FIFEBTLERATE T, HAWFEE 5L, AIEENNEY scope T#, THIEIEATE~EBHA
BERSY,

12.6.5. EF imBHKIR

BB RN, RETERFHE A BN A& B,

L EFIEE R B E XN ESEEBRGH, i F A AL E mEE, 82, HEFEEE
EX T A EERHBEH, BFOMELERF—TEEHER. B ABHEF i EREE B SHE
—INXE, BEEAEHKITENITFIEXTEE,

IR TR EAE ISEHE, TTELE TN TR BB GI /2 CERBRS ., &Pl EH
TEHBTE THEBTEHE (H P,

12.6.6. HEU ZE 70 H
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1&/H Realm Default Client Scopes E X 5 & EIFTOIEHIE S infI 5 i B H%E S

TR

RZEF1i7A9 Client Scopes T+,

#= Default Client Scopes.

TEXE, HFFEEZE RN Default Client Scopes H9% /- i B 2% 0 £ % F i #l] Optional Client
Scopes.

BUEF1EH

Clients > Client details

myclient OpenlID Connect o Enabled @ Action ~

Vi Clients are applications and services that can request authentication of a user.

Clients —
Settings Roles Client scopes Permissions Advanced

Client scopes

Setup Evaluate

Y Assigned type v Default v Add client scope Change typeto ~ : 1-6 ~

Realm roles

Users
D Assigned client scope  Assigned type Description
Groups
D myclient-dedicated none v Dedicated scope and mappers for this client
Sessions
D acr Default v OpenlD Connect scope for add acr (authentication context class reference) to the token
Events —
D email Default v OpenlD Connect built-in scope: email
Configure
D profile Default v OpenlD Connect built-in scope: profile
Realm settings
D roles Default v OpenlD Connect scope for add user roles to the access token
Authentication e
D web-origins Default v OpenlD Connect scope for add allowed web origins to the access token
Identity providers I —
User federation 1-6 ~

BIBE i, WRFE, FLUICEEERIANIE mEE, XS5 Bl A e EU,

12.6.7. SEHEFE

EF e

BB IEELL BRI AT Keycloak FHI5E1E, iXLE Keycloak TE1RAIAIE, 7 a#ErEZIE "
I, ZiF KL EFTIERIEERT Keycloak 12 in =i, &/ B SRIES#5H, RBHE scope
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SHAE, WFETHEEZIFEMER, 556 5/ ik EEE 55,

A EEERS

B FEF G E i EE R Scope T+ T. &/F /5 CEHERST FRFT1 71 o] LU
BB, WFETHESHIHER , 15515 CLRHBETES,

12.7. BEFiln s

KT B F R BN AER, UE—HREHL T RIREA -

X &P i BT LA B BYED B 3K

BB A0 E

BFAERZLEREFIALEX £, 41 financial-grade API (FAPI)7] OAuth 2.1

KT UG —BIF AL L, 5IA T B G50 B,

12.7.1. ([EFHEH)
Bl R B L FFEFHT e -

X & i BT LA B BYED 1B 3K B AR

B i L BIECIE K 1B Al LUTE &/ il O/ B AT A 1 & i ke BE SE 1, 18 7] LUZE OpenlD Connect
17 KEVZLIE Keycloak R 8 (G1FEEF intax) Hila##IH1T, LIIEMERT Keycloak &1 (R
I AR F RS 167 iEib B9 E S i E R bE S F5 B LUBTIRIE, 182, BEF it MasHeEHE
OIDC )& & M, B il iRl T H 2 2 i L AR Al LI AT HIERIE, 1053 B M ZF b 2
B, ZLF5if£IEFE L ER, UBBKE R,

BB Ao iE
2T IEF B9 Keycloak 3Z540ul &/ li@ BB BN XH, FERNRELEEL REEHTHES
K&, F%F, ClTLEdENRET (FEEZE. TR, THREE) KEE, 7T REFH
WEEFLE, EEAFELUELHENRETZIRE, Mt EERAEL R E I E, &0
FEE BT LU Lt B I B E AT LA iE, e Tt A F B E — L& P inll EX N K E BR
LELEK, LE, ENEFHIERE RS & ih &S EENTTAT %R E .

TFEATERZ£F EFIAIIES, %1 FAPI 7] OAuth 2.1
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% 12 %= &1 OPENID CONNECT #1 SAML X f i

HNIERT, £EEFIHIESE EELLIIEMEH] Keycloak #HisCAERIE S infiE%, ENTH
SEEEHFFE FAPI 7] OAuth 2.1 FERELLHIEX 1, B EFER A UM R R EF lnh H T
BHEN LB, HFI, ZLIERZR Keycloak 2% 5 #F FAPI 7] OAuth 2.1 FEHI2 /G A&
%, EEGREZENEE  lnkls, HUEEPLEF in5 FAPI #] OAuth 2.1 #2, ZFEF 7 LIE
BEIHIE X HHE ik, LUEZLIEIER) Keycloak &/ in il 5 & A ML LAEEF
&, #1SPA. Native App. Open banking %,

12.7.2. (HiX

Btk BB S ML F A ERIR. 1HE, ZLIEREERT Keycloak FFiR % #F OpenlD Connect
(OIDC)1#iX.

12.7.3. 2544

BTl Rl B T TSR, - Condition, Executor, Profile 7] Policy.

12.7.3.1. XX

RAERE FRBEHRIFHIE S Bl R A R fF, 2 TEE S g Kl Fe e & — LR fth 2 #(0IDC
Authorization request, Token endpoint request %), 7£Z&/ ilnOE EEHHEE — LRI, FRABE
EEHE—TNEERIRM. BI, —LRRBREEF HHIEEENE,

ERATREE TR, EaHTZEHmL FI%EE,

R TSR AT EIERFEF R, LU BB R F DRI,

FRHLUTRAE -
B FRE I a0k

B ES UM (RBIE V] B HESE MU FHEFIFEE £ )

E'ZZ REST APl (EZER#Z#HEF)

B, TEQIEE i, HREEI T (FESIEE imEM) BIERT, AR AFEENE
OIDC Dynamic Client Registration /% true, FUt, X151 ETHFHR#ER OIDC 508 5 i E
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MBI B & inal# 2 FAPI 2t OAuth 2.1,

BFhFE (B FEER CHAFE)

1£ OpenlD Connect )8 & im M, &/ inbIEE L B 1550 Ul LUK IR £ AT & in B9
[ BHERTRESE, T 2SR Vi1 5 A 18] % M R B9 P B &t IR 5. 7247 Admin
REST API /0], &/ inBIrEE X WAL IEMIERT Keycloak &2 id IR H /7,

EFigvhaf AR (W&, ~#, (X bearer)

pIal, HEF L ERPOE KNS, WRILEFHHE, WEFEE, HRREFGFEE T E
G, YEE A T E g4k, bearer-only 2B # FHHIE inkE,

BEF B

WREF i B E1FEREF imBE (413U 625 FiiE K A& AR a6, TiFE D true)
A4, X T FHEIRE A B fapi-example-scope #9 OIDC #2115 K EZE# 2 FAPI,

BEF A &
EAFREEEENHIE A, B, KaUGEIEESHIE inAEERigRE 1, H
HRAEFFICAG", LUBRIFEIR 15 KB E 7 bRl f F 75 TE 59 & I R

-
JER

XN FEEFTEE WA (40 my-client-1 71 my-client-2) B9fFF, EE 7L BH,
SUHIL S R aR (F 7% R TE R R BE A& & i 8 62 R1F, RIEOIEIEESTHIE S i
B ERIGKE in. WEF GBI RCAE", (KEFHIFEEE P ZFES
Vol

EFlmaA. Yt IP Htt
EETFEFHEISERS, 2E, HEERMIFELHE IP A EH ERE S I,
ET iy

UER AL T true, BIR, E B FHERIFE L FAIAT B &/ lhZl# 2 FAPI,

12.7.3.2. executor

executor 75 E 1ER R BEHIE s L I THBLERE, executor Hi1T— N8t % NEERRIE, #I40, —
26 executor 21 E1FIGE K HIZ2# redirect_uri B9H 2 Z 5158 i 5 _LHUEHIE E 5] URI 522 0T
o, HTERIE b 5 R I 15 3K,
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executor XS EEHEMEE, ©aHFE G0 FIIESE,

executor TS A M A E#N EIHE, BTLUAERIAI R A F &1 executor BIIEMT,

executor =X/ & FEMHITIRIE, executor LB o] LIRBER LR FFIEMH (#)40, KZ OIDC 157
K X 5H executor (XZHF OIDC ##EGEK) . FEIHEE :

CIEEF s (BEELIEE L&)

BEE

R EIRPGE K

K& BIERIFTIEK

K& T IEREE K

R EBIEREIFK

4% userinfo &K

AR THELEZHE R GFEE, EARFTBIEBLR, (FaEET <%0 Keycloak
THEERTE BLLIEHEE) . 1R, BWERW E7 OIDC 7,

TEENELEH, executor ZFa]LITEZ TNINRI1E, B4, 7E6IE FFZEixlf, executor ol LIET
BB 1E ERIE ik BN EFiniiE, 25, executor R 7ERUFHEREUF LA,

It executor B/l 1NBHIE — BB EFin — It EERIZ+Z K, 4 FAPI 7] OAuth 2.1, Z#Z/
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X—rE, FELUF executors :

MEIEFZE &SI S 40Uk 7% T B

& fH enforce Holder-of-key /%

# /5 B3 ) # 2 42 uE (PKCE)

&5 Signed JWT Z /#5442 1F (private-key-jwt) 895 28 Z &%

# % HTTPS EZE /W URI, HERAELIZEER URl T &= @A

# % OIDC 753K X/ i 2 B I

Xf OIDC Hybrid Flow 7 #IHi7THIMN K2, SIZHE 7B % 891D 4%, %1 FAPI 1 #t&
AT, X EGEM IR E ST ID Token T~& 2/ EliE £ 45

HHFEZLH) KA HHce ZHUM LI 1 CSRF

TEE i E A 5 H S B e £ 093 5 B

enforce binding_message £#{/FF CIBA 15K

&l Z s Secret #F7

Bt L ] R

RSB B il R B N TE IS BRI 7 2 BUR M B B B % B9 &, LR F
OpenBanking Zijj/i] 5%
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W F RIS AR &R

M2 PAR 15K E & BERPOF KT EEHSESH

& /7% %) DPoP-binding %44 (7£/5 /5 dpop ZyEERT /T fF)

& FEEE R 1] 7 1555

W FIBET RIFT R Fe, TR MBIFT 5NN R IR 55

%) OAuth 2.1 B &AL B X ZE E R URI

12.7.3.3. profile

HEERHZ T executors 41k, T alLILH—NEZLAIESE, #FAPI 7] OAuth 2.1, BEZETLIE
17 Admin REST API (Admin Console)5 A executors —&iE, B=1 £EHEE, TITEHIUNE
Keycloak FIZLIERIZ HADIE, Hi#r B IACIEL] executors, % FAPI 1 Baseline, FAPI 1 Advanced,
FAPI CIBA, FAPI 2 7] OAuth 2.1 R F#FZ, TN HEFHARF 75557 FAPI #] OAuth 2.1 Z35 77
TEBZIFEHIES,

12.7.3.4. policy

FOEH % NREFIEELH L, 4R8O T E U RSB B R RIS i, EROEHEEI2E % TN
B, XLAEENFTE executors 2RHEX NFEOEH)ZE il T EES,

12.7.4. Configuration

FE. FIE%. Rff. executors ZTA Admin REST APl FliE, XEKESEZHIE, M, E—1
trs: Realm — Realm Settings — Client Policies, XEK2&E EFE G o] L& MG E B EF indk b,

LEEFIGIESE EFNEHESTHE, HE, BHlEL FTEEF IE xR, XERE, WE
EHE A 7 L BB B iRFE FAPI, A EEZLZFIEiGEE, £EIEBEL &Y, HEER
HRERFENTHER R, HIEEELL/SIBEEIEFHT—LMEKIIER FOIES CHTESE.,
Admin Console ##81%#7 JSON %i#i7z5, Tt 72 FRLL/SHEENFHAEENLIE,
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12.7.5. 5|5 #F &L

B Ih RS AT LA B (RN FERE/F FIIRSS 16 F Pt 95 I 2 A b, 188, B/ L MEEID#

EHRFH), XBHE, EIAE I KO B & R, SN EEF G &S HE &
#.

2 EiT B BRI Bl T RS DIRE, H ATE E i E RIS F B 57 ERTHI & P th B
A,

12.7.6. £ /7% Secret 5 4

HE0Y & secret R T BB,
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%513 2 {§1[ VAULT 3XHY SECRET
# 13 = (& VAULT 7#5¢ SECRET

ZLIEHEERT Keycloak EEite# Vault SPI B9 1N FFFEEIFSLHY : B FHEX AR vault F1EF Java
KeyStore #9 vault,

FEMEEICI secret, T EEEHAE, HEEHEIFRPMAL THHRIB)FRFE

I ${vault.key}

Bh, #E EiEFEIRRIH secret B9E #h,

T T B IE secret jiREEL, ZIIERIEERT Keycloak 2 1F18E 5 M vault ZA UIEER B9ZEH & 7. UH
ZEGE B T = EERGZEGEFRIIRE, TERERTFHSRBIEEHIEAERARES
. WREEFXMHHE, UIBHASKBRTIFEXMHSE, XFEF Java KeyStore H9)%, EE4FEHIH
EE

T LITELL R FERM vault 7£HY secret :

SMTP Z#4

7£ realm SMTP % &+
LDAP #EEuF

7E5F LDAP B9/ #3569 LDAP &,
OIDC 517127 /% secret

TEB 712472/ OpenlD Connect Config 9 Client Secret

13.1. BN 75

AT B I BRI 2T AL B RN 2. BT e L b E A SR HE, AT 171845 M ${vault.key} Z
A ARG S H EFTFMETGFE 1 F secret B E 4%, Red Hat build of Keycloak 1# /5
keyResolvers [E 1t F A E RN & FHIEN 75, FHE— TNLUES D IEHIENT 755 #7512, files-
plaintext (& A ER I T :

I kc.[sh|bat] start --spi-vault-file-key-resolvers=REALM_UNDERSCORE_KEY,KEY_ONLY
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RN R IR IR TE BD B P A B BN /35 1T RE IR BINE. X F A 1NN ES, 2L IERIEE R Keycloak 1% /H /47
WSt IR IE— TN REE#, E1Frealm 5 vault ZH 5 #, LI vault B9 secret, UIRZLIEFHIERT
Keycloak #¢% secret, ©5:&[c] secret, #1:R%7, Red Hat build of Keycloak £1&/F F—TAEHT
2B, XN EFE—EHTT, BFLLIEHER Keycloak #EFEZEHT secret BE T (@ fHAEHTES, HIRLLIER]
Z19 Keycloak #-7 %) secret, ZLIIEf5#EH] Keycloak £i&[0]—12£HY secret,

7B, LTISRIEER Keycloak B 461%/H REALM_UNDERSCORE KEY fFAF28, WIBLIISHIEEN
Keycloak 7E{& /% AE¥T#569 vault HEHRE, ZLIEFEH] Keycloak £:R[EI%RE, WRRHE, 15
&5 KEY_ONLY fZ#TE5 3. .R# 3 Keycloak, ZIRZLIEFIEEHT Keycloak 1&/5 KEY_ONLY AZNT#5 2 £
KH, IEMER Keycloak =iR[EIZRE, HRZLIEHIEZEL Keycloak (& AR B ENTZS, ZLIEFIEZERT
Keycloak = :&[c]—1°%2H7 secret.,

2B AT FEHI RN a5 BUZ A T

Name ik

KEY_ONLY LINEHIERM Keycloak 7BRBE T84, FEM vault Rik
NP H,

REALM_UNDERSCORE_KEY Red Hat build of Keycloak A T I F /& realm

# key, ZIMEFIEEHI Keycloak £ Y 7E realm =X key
HIHE 7 — N TREFRO TS, i, R
%75 master_realm B2 smtp_key, NIHAE
%2 master__realm_smtp__key,

REALM_FILESEPARATOR_KEY Red Hat build of Keycloak A& X 42 FRBAFFRAH
& realm # key.

HIREA RE AN BT R F R E W as, ZLIEFIEE) Keycloak FHFE
REALM_UNDERSCORE_KEY.
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514 & &R RIRIREM

B 14 Z LEH I FREFFH

ZLIEF# 6 Keycloak B15—H# il Z1EE, EATLUIRENERHELETIEIE, HEEERLHEFEE
XLLIRIE, ZIIERIEERT Keycloak i &7%5—1 Listener SPI, TilrFE /£ ot L 1R 1E, BN ITEEFHT
TN EIE H X HEL L F 1K FHE

14.1. #if FEH

TR BT LU RAIE & M B3 1N E1E, LLIERIEERT Keycloak S04 ERFEH, HHIIFFER.
ABIRE G F I BHEHRIE, BAEAT, LLIEMEEH) Keycloak T~ 77432 7~ EEE12#IE HH9E
tt, REEHREHRILREEIEILHE RS 2589 HEX

TR

X TR TFIE B F

SR 189 Realm settings,
2.
1 Events T F,
3.
s% User events settings i F.,
4.
#¥ Save F1¥# tJ#i % ON,
B EHRE
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Event listeners User events settings Admin events settings

User events configuration

Save events (@ o on

Expiration @ 90 Minutes

Revert

Clear user events () Clear user events

Q, Search saved event type > Add saved types

Event saved type Description

Login Login

5.
F5E7E Expiration F & 715 (EHI HKE,
6.
i% Add saved types & E/& 5T LURZHIR M F 1,
ISR
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Add types X

Q, refresﬂ x> 1-2 =
Event saved type Description
Refresh token Refresh token
Refresh token error Refresh token error
1-2 +

Cancel

=i Add,

L EW R EIRZEIE MRS, & Clear user events,

ooy
JILTE

HE, EALUEEEH,

Hifi FHE chpg Events 9T+,

FBIEH

User events Admin events

Search user event - 1-4 «

Time User Event type IP address Client
> May 2, 2022 4:.00 PM  ad4d4eda8-3440-46f0-b29f-4bclZecd5e44 @ CODE_TO_TOKEN 127.0.01 security-admin-console
> May 2, 2022 400 PM  a4d4e4a8-3440-46f0-b29f-4bcl2ec45e44 @ LOGIN 127.0.01 security-admin-console
> May 2, 2022 255 PM  a4d4e4a8-3440-46f0-b29f-4bclZecd5e44 @ CODE_TO_TOKEN 127.0.01 security-admin-console
> May 2, 2022 255 PM  a4d4e4a8-3440-46f0-b29f-4bclZec45e44 @ LOGIN 127.0.01 security-admin-console
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B pEE A, 15 & Search user event,

RFEEE

User events Admin events

Search user event w
User ID
Event type LOGIN X Q
Client LOGIN
LOGIN_ERROR
Date(from)
REGISTER
Date(to) REGISTER_ERROR

LOGOUT

Search events

14.1.1. FHEH

BREFM :
= 30
&% RFER
EAR A 3Em.
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=4 gk

BH FER.

SRR N AT IR SRR AT,

RIET 4 h& NASE RS RIS,
brute 7 #IRY :

=4 gk

Bk A B EZ A A BE TR HI A N KL E R R T K AZRA K,

Bt ImT e e AR BERFIR N KRS E AW MmIEN ZEB K,
PRFTEH

= s
#E R HE R FA P B R B4 R I AR P Y BE B,

i bR 22 e e A MAEZZ AT UK - BERE S A K severs,

BT FHR i 7 BE BB L F R Sk

EHTECE kP BB E L.

REBMEE LB E2HY Keycloak A EBIDE B L FHIE,
it i~ B R B T,

B TOTP i e E T I [ B — R MBS (TOTP) I E.
fHBR TOTP LINEFIERMY Keycloak MItk - Fafifik& TOTP,

R EGSUE L FHR A ZLHEHEERY Keycloak & 3% FHEAEEEIE B FHE4F,
SEIE FL T HIR A4 ZIHEFIERREY Keycloak RIS TUEMK 7 B L FHR AR,
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FNFEH B W BT R FE

14.1.2. EHL RS

E IO E 00T E (F HIRIEL FHITIRIE, ZLIERIERT Keycloak i NAEL e/, Bl
Logging Event Listener 71 Email Event Listener,

14.1.2.1. HEIIREFH LIS

/5 /H Logging Event Listener i, UL 0T FE/F = EH IR FE M T HE X

Logging Event Listener £9H %5874 :

11:36:09,965 WARN [org.keycloak.events] (default task-51) type=LOGIN_ERROR, realmld=master,
clientld=myapp,
userld=19aeb848-96fc-44f6-b0a3-59a17570d374, ipAddress=127.0.0.1,
error=invalid_user_credentials, auth_method=openid-connect, auth_type=code,
redirect_uri=http.//localhost:8180/myapp,
code_id=b669da14-cdbb-41d0-b055-0810a0334607, username=admin

e LU#F Logging Event Listener 5[5 B % bot Kif; :

%7 LOGIN_ERROR F1#89HEX 1+,

TRRKIBIERFEAHT IP 2,

#F IP 4 2 B ARG IEFHAER TR,

Logging Event Listener /7 £iCRZ/ org.keycloak.events H7=E7), EilIEX T, Red Hat
build of Keycloak TX7Z/R%5 #5 H & i 1l H & E 1,

TEARS 45 H & 815 debug HiEFEH -
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514 E RBEH T RIRERSEH
H#{ org.keycloak.events 789 H LA
B HEIDRE I T H ST

FEERHFICREFM L ITEFRABIEA I, EAITLFIRIF

bin/kc.[sh|bat] start --spi-events-listener-jboss-logging-success-level=info --spi-events-
listener-jboss-logging-error-level=error

HZERAB9E (7 debug. info, warn, error. error 7] fatal,

14.1.2.2. # FHE1FZELF Listener

HEHLEHZIFLUTEMR], B FHEHFA Listener K/ X &/ FHEH -

FTE.
BT E T 89— R4 B #H(TOTP),

Wik E FHT E 89— R L ZHH(TOTP),

TERE
J& /5 Email Listener :
1.
R H A9 Realm settings.
2.

H##; Events T+,
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3.
iR Event listeners F£&,
4.
B B FHE,
FEHI TR
Event listeners User events settings Admin events settings

Event listeners (3

email X 9 -

Save Revert

J& B LU (& /H --spi-events-listener-email-exclude-events S##iRE 1, FI4T :

I kc.[sh|bat] --spi-events-listener-email-exclude-events=UPDATE_TOTP,REMOVE_TOTP
14.2. #il EEEFE

B LT BRI G il REZE R ATTRIFT B IR IE, BRI G ET 1 fFZL IS E 5T Keycloak REST
FELOFIZLIEFIEE T Keycloak #if 1T EEEIRIF, AT LIFE#ERG H28 B L KEIE M,

TR

1@ X I TERETFIE H 1 B EEIR E,
SR 189 Realm settings,

Hi#; Events T+,
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#:1 Admin events settings BT+,

1% Save F 1 tTHH ON,

Red Hat build of Keycloak 27~ Include i~ 7%,

1% Include Z7~ tT## % ON,

Include Representation 7% &% 11 admin REST APl % %89 JSON X 14, LUEZ T L&
B ETE T IEIE,

EEEMRE

Master o Enabled Action -

Realm settings are settings that control the options for users, applications, roles, and groups in the current
realm. Learn more [

General Lagin Email Themes Keys Events Localization Security defens| »

Event listeners User events settings Admin events settings

Admin events configuration

Save events o On
Include representation Off

Clear admin events & Clear admin events

i Save,

BRI REIREBGHE)E, 1E#d Clear admin events,
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TR

Hi7E, L& E admin F14,

B 9 Events,

H7: Admin events T E.,

EEEMN

User events Admin events

Search admin event - Refresh

Time Resource path Resource type Operation type User

April 29, 2022 9:06 PM events/config REALM UPDATE add4e4a8-3440-46f0-b29f-4bcl2ec45e44
April 29, 2022 8:48 PM events/config REALM UPDATE a4d4ed4ad-3440-46f0-b29f-4bcl2ec45e44
April 29, 2022 7:.57 PM events/config REALM UPDATE add4ed4aBd-3440-46f0-b29f-4bcl2ecd45ed4

% Include Representation 77%% ON Ff, B[EERFHIFAES B TEHIEFER, ol LUEF -
spi-events-store-jpa-max-field-length £#iXEFXNHIRAKE, WREZBIBEZRFHERA, WMiKE
REA. #I40 :

I kc.[sh|bat] --spi-events-store-jpa-max-field-length=2500
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815 F MR EE

# 15 Z LT LR

(FIT G 1955 UF RS 25 H AP A AL L e, Wk BZ1ER, 1555 T L2155 Force's (IETF) OAuth
2.0 Threat Model #7 OAuth 2.0 Security best Current practice,

15.1. =41

2L IEF#EH) Keycloak UZ LA EHARFELHE, WEHEZLEFRUEHEEL FHSHFE
URL,

BMUNIERT, ENEMIFRINLIRE, THEIUELBRENE B, WREREIE Red Hat build of
Keycloak #1{#/H 1] 2925 241V, LIBTLETTHBIEVER., HHE TEZH TS,

ZNERIRS re BB L(SPI) M T — g KELEZ W &I 5%, BT LUEIAE R BBl
WFKIRIEEE URL, [ RIEEK URI A iF /S K. HIRAE RN EREATFELIIEE, EaUALE
E X AHR T,

15.2. E8in R I EEEHIE

ZIIEF#ERT Keycloak &£ 5 FEEHE 7 /H 7 #E/a 895 0 _E 2 FF &2 REST API 7] Web #Z#/5., #ET
EENEBIH], 15T BN BN FF EE b=,

15.3. BRUTE # #/ X7

R B A S B R BRI S F W B B9 S, Red Hat build of Keycloak 2% brute 7 #1/£3 0
IhEE, HIRERIEM RS 15 ELIEGE, BT LUGHT 25 B

-
JER

ZLIEf4#EH Keycloak #tik 22 /H brute 75 #IE2 00, /&7 FFULZIEE BT Bh 1L G 1E B K it

TR

JEREUERT :
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1.

TEH F1 25 Realm Settings
2.

#7 Security Defenses #HiF,
3.

55 Brute Force Detection ZETiF.

brute 7 #1250

Master

Master
Realm settings are settings that control the options for users, applications, roles, and groups in the current realm.
Manage
Clients General Login Email hemes Keys Events Localization Security defenses Sess
Headers Brute force detection
Client scopes
Realm roles Enabled o On
Users Max login failures & - 30 +
Groups Permanent lockout Off
Sessions .
Wait increment (3 1 Minutes =
Events
Max wait (3 15 Minutes
Configure
Failure reset time (3 12 Hours
Realm settings
Quick login check - oo+
Authentication milliseconds @ —
letniiiyy ekl Minimum quick legin 1 Minutes =
wait 3

User federation

2L IEFI R Keycloak B L 7EF: Il 2 T i i 552 7k X B E FllGH SIELRIE, K XBUERZZHHEFIKF,
EBEEERAEIEHAE. GHEIERZBREENEERABBI, S 288000, WP #22m a0
RIS 180, /ELERIELEZ)A Max Login Failures F9fZ#,

-
JER

25 I B E H 22 BRI, 2T IEFI R Keycloak =32 ~#tiA#9 Invalid
username =t password $EE 8. X TEE G H TIN5 BT BB T~ HIH 818
A, LUBRE # & T HEW S E# 22,




815 F MR EE

B

Name ek 2R
BRAE TR BERKRMHMEABE, 30 MR,
R EZ KA Milliseconds B e B R R [E], 1000 Z#,
B/MREBE K ER LEFRAERERT Quick Login 1435,
Check Milliseconds Ist, FAF &%
R RAMRREN A,
Wil 8iE 28
NET S ek KA
wait Increment LA P &SR EEE Max Login 1935,
Failure B, FRONE A 7 B9E B &4
i3z
Max Wait FA P& B R S K (], 15 4.
KRIWE B [E] KT EBRINE], TTATERME 12 /N

RERWBEFZ1T, BRI DT
IR KT Max wait; ZNEMmNE
A OE AR SR BB BN E N
Max wait B9/,

Wi B E B %

KD EF

EEIH

BRI

YR K F R IE — R K 2 5] 590] 5] X F Failure Reset Time
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BEiI#H
b.
1820 it #
c.
&F Wait Increment * i 2% (if #( / Max Login Failures), %5 ]2 — 1NE#55
Il EAG—TEH
d.

IR &/F FF 0, ARE—REMEIH N F Quick Login Check Milliseconds, &
4% wait to Minimum Quick Login Wait,

W2 7 275 7] Max Wait #0895\l 5]

18 Dl B E 31 # e

i ZEFEME e ER LI, 118 T 218,

B4, HIRLESF Max Login Failures i%i& % 5, Wait Increment 77 30 #, 7 %153 0F 24 M /=
T2 B9 B 3T T :

SR wait Increment BRAREFRIW BEFNE
1 30 5 0

2 30 5 0

3 30 5 0

4 30 5 0

5 30 5 30

6 30 5 30

7 30 5 30

8 30 5 30
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10 30 5 60

172, Effective Wait Time at the 5th failed trying /¥22 /i r" 30 #, HAZZ T—1 Max Login
Failure (Z#I#7710) /5, 1F01EM 30 18712 60, R A 74 Z Max Login Failures B9fZ#hf, F&

B B9 1H],

KRABESH
NETE ek default
BRAIEEEE ELZEXRABERATFHEKNIES 0
BlEH,
ﬂﬂ@?/f//w
1.
BB 8 E 7%

IR RT B E 1T #2548 Max temporary lockouts

KA ZRZEES

LT IR Keycloak ZE B M, BFEEER, BIEZEDGHATHF. HEAKFREE it #,

21 1EF) 19 Keycloak brute £l 2R 45 5 1B A RS i H970MH, 3L fEHE2EARS Hdit, Wi &
BT LA B I R AT E BT E T BB EoR,  H AT LI IEFIEE Keycloak Z2/EIK/ .

ZEEHARTIEE(IPS), LLIEMZRT Keycloak 32 10REF TNEREMAE i IP il 50, 1
BTLUF IPS 15141 1842 H9 Keycloak ARS 25 HEX 14, IPS BTLUE LT NI F[HLEXLE IP Hhf B9

#%,

15.3.1. B %0
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IR IEE — T BB B RS e it 5 FE R BRI B, WFEZIER, 50 BHEFRE &
o 2?28 FFLIEFI T Keycloak RS a5iR B & — K14 E S, BhiE B I%M,

15.4. HiEF /B¢

TR TELLIERT#ER Keycloak A1 B SR H ) AliEEIHXAEFE L, ILXBEMHEIT
email, firstName 2t lastName, 162, FF thatEHEEY, ENITE24H0EEHE MaETH
7, THIEBIEEE B HEE, TTHEEI M MIIERER] Keycloak G/ SR E 261 REST APl #18
XL, 7£/Z/H Admin REST API Bt E&T/H 1, EEG N ERLEIEEEHE,

THIEE M EF X LHE N -

G RN B AR B9 E P T B R, I, AIRE LDAP %5, LDAP_ID BE#&=
LDAP fR%#5# /69 ID.,

User Storage E# 9T ##, #/41, M LDAP E#H) createdTimestamp f/iZ 15282 /i 7
Y EHE 7 KR,

G &R U 2SR BT HE, 9141, KERBEROS _PRINCIPAL B4 TS EHFHI
kerberos F1x 5%, [FFHIE I usercertificate FTLIEE S5 M X.509 iF B8 EHIEIGF AT T
1B XBEEEH X.509 iF B3R #/F,

W FESF B i 5 iR 28 X BT # . 40, saml.persistent.name.id.for.my_app
5L &S SAML NamelD, AZF i HEEF my_app B1EHF BIERR T,

GIRPEE X BT # T, X LFEHFETFE LI FABAC), XLE4A9(H 7T
RERFE, B, BFPEEETXLERHFEEE,

MEHIRI B EFE, LIIERER Keycloak 1% E & EHAIEFEIEX M SPI, X 1F A FAEAE0 & 1N
FEY, HEI, XTEEDHREZETAE, FIt, Red Hat build of Keycloak % /) /& I£H972521
7, XLBEIMENFRHFERER, EEERIERS #RH-LAENE,

XEREBMAISIZ, HZLIERZEET Keycloak Sk M B RIZIBETEPIASER, FIULIBA R BERY

X FRF
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KERBEROS_PRINCIPAL,LDAP_ID,LDAP_ENTRY_DN,CREATED_TIMESTAMP,createTime
stamp,modifyTimestamp,userCertificate,saml.persistent.name.id.for <.> ,
ENABLED,EMAIL_VERIFIED

X FEER :
KERBEROS_PRINCIPAL,LDAP_ID,LDAP_ENTRY_DN,CREATED_TIMESTAMP,createTime
stamp,modify Timestamp

R EHE BRI SIZRIMA M B 169755, ZECE B FL FARS eR5.

el LU& fF spi-user-profile-declarative-user-profile-read-only-attributes 7 'spi-user-profile-
declarative-user-profile-admin-read-only-attributes i 7ML ACIE, FIZ0 :

I kc.[sh|bat] start --spi-user-profile-declarative-user-profile-read-only-attributes=foo,bar*

TEXBIF, B HIEER T EENEML foo, B IFLEREHEM bar FFHA5E9FTE 4, B4, bar 2
barrier. BETXHA/NE, EUMt FOO 2t BarRier SE 1t RRIEH., BEHFFHF * (EBMEHIIEK
B, BULEER LB LMIEL L IEE F AL BB . B4R * 3%y i F 1

15.5. Z2ul 5 /& 14

Bl E 5.2 T EEAEE PEIEE, EEER A LUREIERARIE Y, BIAIEE A
G PRI BIEHE

EER TN EAITFEHREBIE, UL Kd; ZRINTRAEE . BN EZE— U, FFR
FIK i ERA BB E,

2 IENZA 2Rl FE 7 B 1R, I AL BN 772 CPU BIIENZA R, i#IEE S0
OWASP F9ENZA 2 FE2EARS o

15.6. #i#;JACKING

Hifijacking & — R B/ BIEAR, HEidi S TIEEEREITTHR, BRI RAF BRI R I8 &
Bf iFrame, 7&f—2HEMZKHIZ LEEIKEEEIRGRLFIEERA T, HEF mdi R IZEHIR, ST
SR fE A U ] L B, Wi & BT LA FY FEX 1 T2 5 R P B 8 (0 il SE 1 H 0 T B R

BUIERT, ZLIEFIEH) Keycloak B9 T-Hif EEE1% 1B —L1FEHT HTTP #r2k, X Lppt AlaE= 1k
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X EXFHIER, B1EFy, ©i%iE X-Frame-Options 7] Content-Security-Policy, &% e EXH T
LHEX, BN EFZEETPE 2505 18] 1 o] L%,

TR

TEEH e, FalLi#5E X-Frame-Options 7] Content-Security-Policy #52LE91E.

#:1; Realm Settings H#1,

#R Security Defenses JiF,

L E

Master

Master

Realm settings are settings that control the options for users, applications, roles, and groups in the current realm.
Manage

Clients General Login Email Themes Keys Events Localization Security defenses Sessi

Headers Brute force detection

Client scopes

Realm roles X-Frame-Options (2 SAMEORIGIN

Users 5 . . . . 3 . '
Content-Security-Policy & frame-src ‘self’; frame-ancestors 'self’; object-src none’;

Groups

Content-Security-Policy-

Sessions Report-Only &

Events X-Content-Type-Options @  nosniff

Configure X-Robots-Tag & none
Realm settings X-XSS-Protection @ 1; mode=block
Authentication
HTTP Strict Transport max-age=31536000; includeSubDomains
Identity providers Security (HSTS) @

User federation

BUIER T, LLIEREZRI Keycloak Sy iframes X EFEE H9[FE15FHE,

15.7. SSL/HTTPS Z3K

OAuth 2.0/OpenlD Connect 1&/F15/H FhEFEH 2o £, Wi 2 o T BB PI45 LUR IR UG 17 7 44,
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HEFENTHT P IEE G RIGEEIEIE, XKt A PIAA K i, 1#H SSL/HTTPS 2L IS/ H)
Keycloak & 7% uFARSS 25 FIZLIEFIEERT Keycloak &£ 5/ 152 IHBE1S, LU LE A KT,

2L IER#EH Keycloak 5 =1 SSL/HTTPS /2=, SSL ##EE%%, RIULLLIEMR#EH) Keycloak /2@
BE IP 4 (41 localhost, 192.168.x.x FIE % /F IP ti1t) #177F HTTPS #i5, £/ HEH, iF
1R I AT B 1 EJ5 /H SSL 71 SSL.

1£ adapter/client-side #, aL{ZZ[H SSL (51FE 45, 15T EEZEBIRZLIEHE Keycloak 5 1T
BISHIG7EFILET, HHFIR DNS 1255 SRS &l BrEX, EL7HIER, 1EHERE & ihiEia540
& 15 (F 77655 55 1F DNS man-in-the-middle X ;.

15.8. CSRF Xif;

BB v K E(CSRF) K i (% /5 Web 12 B4 40 uFB9 B HTTP 153K, (F1T1ZHE F Cookie £95
HIUE B R E B 5 Z £ CSRF Kidi, 1A LIS PLATAZS Cookie £17f X A H S B il S K Z E

OAuth 2.0 ERHEZEK KL Cookie SIFHIFTAESHITHT, LIIEMERT Keycloak 5223 FE
BI—E88%, AT EEREZ IR,

Red Hat build of Keycloak Admin Console Z—* JavaScript/HTML5 J/ /5%, BX HXTLTIER
#H9 Keycloak &% REST API £9 REST 175, X4iEZEZE bearer ThES 742Uk, #H JavaScript
criu VFHRK, BRI EHTT CSRF, ZTLUAIE admin REST API L{%3iF CORS R,

LT IEF P Keycloak F AWK #24)5 BT854 2 CSRF B9 X7, 9 T Fri CSRF Xif;, ZLIEM#EERYT
Keycloak 2% E—MAZ cookie, #1FX 1 Cookie HIE A Bt 2t F R 1R 1EREIE B B S 3
i, ZLIEFIEEHT Keycloak SEFXTIXA Cookie R EE /IS ESH, LURKUFE—BF 2&5HT 7 A,

15.9. 7 FERIEE = URI

TR EMBIEE R URI RERME, MR RHIEER URl FiLE B & inEM R E E ZH
U REG S — TN &, 2226140, AR TNE il Fla—1s, AT S IR,

BT L g (& fH 20 £ BB E 5] uris enforcer executor, %%5E ol fEIREFin &1 id H BEEFE T IFEK
B EE E P E s, EK URL 7 E FXBEEPEGELF, SEXRFEECHLHFLIE, &
KT E 15 E executor A& & in & BEHIIFIE, 1556 B/ nzlE, ?2?7?
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15.10. FAPI & #1%¢
HMEIRZLIERIERT Keycloak RS #5155 il B9 B F i B %+ H 154 FAPI, & LIy FAPI S#E0E

B GRS, B X RN AEFHRS 15F 69 FAPI B0 894015 /8. IH, XETHR L —LZPRE
SEHE, WEFGATER SSL. A% L EE R URI LIREZELRELHENZEEER URI

15.11. OAUTH 2.1 &4 1%
HEIRZLIEFIEERT Keycloak AR #5155 uF i & F i B %+ H OAuth 2.1 #2, #57Ly OAuth 2.1

XIFEEE Ik, WEEZIER, WS RN EEFHIRS 57769 OAuth 2.1 354,

15.12. HHEIFBI 10 FIRIFT B HE
ZIIERIEERY Keycloak E7%—LE1R1E, LI EES S BRI S EARIZTHE, XEBIEIEEELIIE
FJEERT Keycloak & B &7 in fIM fHFE/F 2 6] #1150 i SSL/HTTPS #&15, ZLIEMEEHT Keycloak #i 7~

JEH SSL.

75— TNEIEB AT T HERI L p /ETHE, AT LUTE BB T E 5 E THELE m/E
Ao U1 B REEIAG ol ) B i RN R 1A I IR TR D 1] i IR EE R R E s, &1

A TRy 7] 7 FER T 8957
7oy
1 BT LU AT T S5 X L BT ST 3 Sk E A R

= =
S8, 155

B IR IGIET 5 FEAE AR B 5 Fh 5 H K T AR5 5
TR LUBIT F S HEE B S HER 75, MR R 1a] 5 K HI 3T 5 KE B, HIEE S5,
B OAuth 2.0 15/ TLS EF imuF1 ZBEVHFHE,

RG] S HEB RHT S EH IR, Ui E B, F/F not-before revocation FKHEHE % EFF B
BfF, H#iE—1 not-before FFHE BT IRIZHT IH L34 & BUA HEIF M FHE, HEE#TH not-before M B #H
X

IRI FEFE i ML IEF Y Keycloak TEETHILG], HMBARBIEE S B HHEEIIT. WHFEZIE
B, HEM FHET,

WIRIGEN FFESF. B G #HReT, EaUREEN],

15.13. TR

25
by

211G H9 Keycloak 77 BRI U £/ — 1 i XBIREVIE, FRECFHHI

X F OIDC Auth Code
& — KI5 o
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815 F MR EE

7£ Admin Console £9 i1 T E+#, &I LUFEERRICHELII K, HERIFKENTF 10 #, XE
B, LUEEFIGEEEMAEIER T,

Tt 5] LU FF A 35 HE(PKCE) b B 2 F i R B i w1 i U1,

15.14. OPEN REDIRECTORS

Open redirector 2 — Nz, FHESHE)FHF (CEEE @ SHEEENTE, TEERUF. K
it & T F AR P 1 s FIE E 5] URI ST IRIR S &5 FHTEA M EE D ES, (EHIRIRSS #2389
B BIME (K5 sl B i s

Red Hat build of Keycloak Z KA & MEIN FEFE/F HIZF tndlE L FM—NEEMR URI #Exl, 440
IEHEZ B9 Keycloak B9/ g KA 1TE E/GHT, Red Hat build of Keycloak £#R#E4E 542/ URI =
ZI ke B EER URI, &G HIN FEFE/F A E M A #ERT URI 2, LIZEEA MBI E E A8 K i

IR HEFHZEE—1FE http (s) 5EX 55, ENEZERIEAIEXE S (40
custom:/app8:0:1::) ., 3 7T ZLER, EHEN (40*) #HTHZEFE http,

B &I, EEER B UBRE A AT B EE R URL, 40 %

15.15. B #1511 IK T

ZLIEfEEH Keycloak T &3 B FHETEIRIE XX A/, [M12E&FH PBKDF2-HMAC-SHA512 jEE#HEE
FEIENBEFX K, LIIEREEH Keycloak Hi1T 210,000 15741, XELRH XHFELIEAH, X TNBFE
BEACHE FTRERXT MEBEE AL 1T BT, (X7 PBKDF2 87 &/ 7 A£Z CPU ¥R,

15.16. [R&SEH

RMNIERT, & n AEFRE LR A EEHERS, %E i 1 miEEE s mr B E6
FFERIR, HIRB i Z T & i H KRB G090 I 5 hE, S T Vi e B9 1 R HE B R T

@EHEZNEFinl) Scope FH [RIviIa PIERIAE B, 7, HEBILITE Client Scope FH)Li%iE A E
SBIER%57, FH1&HH Client Scope /7 Client Scopes £ Hi%5 & i,
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15.17. [R#FHEZAX

TEARS | B BB FIBIE LRI E R, [RE T SHERIZM. WEEZEE, 15504 OAuth2 Threat
Model #J Audience Support 354,

15.18. [R#I G 155 uF =1

L TER T 1 78 58— RAT HER IR, ZLIEREEHT Keycloak &0 — 1% 8 175 uF 21 9%
R, GXRIEMET HEXRZGIF R —LEHEE, 25 ME—DEEE BT GRS T T FF#THI &R T [E
#f, Red Hat build of Keycloak =6 — 1% 7 authentication FXiFHIFTICR, Zil REHES 5%
URIEH, BHRUFIE K TEEF B IR E 1, %1 Admin CLI, 7EXFHERT, tBROIZE—1NEHY
BRI RIE, HFEBE—1NEHRIFFRIG, HEE, BREBNIEETN, TR MGG AOES 75
URIG, TR AR4, UTFXEEEA,

-
JER

AL 2 7 1&/H Data Grid 5B 178179 iER 1L HIESE,

BRI uE 215 N ER 7757 RootAuthenticationSessionEntity, ##1°
RootAuthenticationSessionEntity 5L % % B 155 iF FRIGZHETE
RootAuthenticationSessionEntity &1, {EJ7 AuthenticationSessionEntity Xf RHJ%E S, ZLIEMER
Keycloak 75 (745 uF K1 7717 72 % /H Data Grid %7+, # 1 Root AuthenticationSessionEntity £#J
AuthenticationSessionEntity #{ 2% & "% 75 BBIKX TG ilt, SR uFRIiGE 777 & B ER 7
##69 RootAuthenticationSessionEntity #{L{%#1> Root AuthenticationSessionEntity #9
AuthenticationSessionEntity 93 Z* .,

#1759 RootAuthenticationSessionEntity Xf SR EX W FHIE &5 KT ERTHINE, BIF
RootAuthenticationSessionEntity FI#{E (RIFTEIEHI T, X (& H R KT FIRRFEIA LR 57

=P

X FH1R%,;ZE Root AuthenticationSessionEntity HAE1R% B 5B IF RiGHIEE, HEEAHITES
BIAFHHE, IR BITE T ZIF R BN RIG IS, WEFF AR B AR BERES. LN
EEYRAE, (7FREIEL G UFRITHT T R LB TN G KA B B BRATE Z T R B8 (5% uF
RIFIIR, X4 Rts FHFE BT I £ 5,

LB % & authSessionsLimit /&4 7F authenticationSessions SPI # 7 E# 7 Root
AuthenticationSessionEntity £9:& A AuthenticationSessionEntity #{=, Ztil (47 #7 Root
AuthenticationSessionEntity %i&7 300 AuthenticationSessionEntity, 45AZX1NR#ET, =IHET
B I U F RIGIFTEFTHI S (0540 0E K115 KIS,
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5815 F LB
LUF T BlE T T 4011541 Root AuthenticationSessionEntity #(Z/R#/7 100,
I bin/kc.[sh|bat] start --spi-authentication-sessions-infinispan-auth-sessions-limit=100

15.19. SQL ;FA K if;

BEr, fIIEHERI Keycloak &% SA4189 SQL ;EA &,
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# 16 E IKF 275

2L 1G9 #HT Keycloak 5/ B LB K 12 # G EERIKF, ENTUEERLEXH, RNINXERES
ek, BIEGHIEREFIKF, UREEREZH.

N

Rt igs

3

[ ]
BT BT LU TE AR FTE S Bt T B T EC &, #I40, 7F Personal info I B 7755 1IEi 4%
BB, WMEEZIEE, FSH RFE5HEHLN DS,

16.1. Ui/l 2% &

TR

ICoR TR 7 T BT I 259 Keycloak ARSS 25891564 71 IP i,

2.
7£ Web DK Z5m8, BiA LI T4 URL : server-root/realms/{realm-name}/account,
3.
A BB ERE FE,
WP ERE
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#16 Jik RS

= @IKEYCLC JimBEe < .

Personal info Personal info

Manage your basic information

Account security

Applications

General Jump to section
Groups

Username * jdoe

) General

Resources

Email * jdoe@corp.com

First name * John

Last name * Doe

Save Cancel

16.2. lFEER =

B LUEFELXGHIUE (B EHEN) R EFS GIUFESRIER G, X FREZHE S GIE,
EREABLU T REZ —,

16.2.1. (#/F OTP H1TXX K5 17421

TR

[ J

OTP ZEZHI1ZHI B LS 1792 UE B #,
JiFE
1.

M H B9 Account security,

2.
1£ 7 Signing.,

3.

#1f; Set up Authenticator i /7,
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EhE

= @IKEYCLC SfimBee < .

Personal info Signing in

Configure ways to sign in.
Account security

Signing in
Device activity Basic authentication

Linked accounts
Password

Sign in by entering your password.

Applications

Groups My password Created January 19, 2024 at 1:07 PM.

Resources

Two-factor authentication

Authenticator application Set up Authenticator application

Enter a verification code from authenticator application.

Authenticator application is not set up.

IR L HPIEIE T, FEEIB50iar FATEER) OTP /845,

FFEBEEHH QR (U317 2RI 5k 65 LB OTP £/,

/‘Eﬁ /?\EE‘)@/%_\)‘%%O

HIA T B)ikr FIEHET OTP FMA/1E T,

16.2.2. {#H WebAuthn 17X E 5 1445 iF

TERFEE

Webauthn Z/5H915 695 MR F & 5 Rkl %), 1#81FEE WebAuthn 254,

TR
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TERH 1 5 Account Security,

7 Signing In,

#% Set up a Passkey.

= MIKEYCLC JohnDoe  ~ .

Personal info Password

Sign in by entering your password.
Account security

Signing in My password Created February 27, 2024 at 1:45 PM. ‘ Update |

Device activity

Applications

Two-factor authentication

Authenticator application Set up Authenticator application

Enter a verification code from authenticator application.

Authenticator application is not set up.

Two-factor authentication

Passkey Set up Passkey

Use your Passkey to sign in.

Passkey is not set up.

B ITH Passkey, XI1a & I B AR A F & HH Passkey K7, (4141, XfFEF USB
B9 Yubikey, & 555 E IS EHIMIEE ICAB_LEI USB i[04,

% Register JZ /&6 Passkey.

/‘Eﬁ /@?Eﬁ/%ﬁ%o
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B IEHIRIE T B8l WRHH—RER, BKEEAEL Passkey H1TH 195Uk F
2y 5= TNEF

16.2.3. {&/H WebAuthn 1758 213 5 1945 uF

SRR
[ ]
Webauthn Z/5H8915 095 4 58 B B (B uF Wl #, #1815 & & Passwordless WebAuthn %
f\o
iYid

TERH 1 5 Account Security,

2.
77 Signing In,
3.
1£ Passwordless 5557, s Set up a Passkey.
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= WEKEYCLC S S .

Personal info

Two-factor authentication
Account security .
Authenticator application Set up Authenticator application
TrE Enter a verification code from authenticator application.

Device activity

Authenticator application is not set up.

Applications

Two-factor authentication

Passkey Set up Passkey

Use your Passkey to sign in.

Passkey is not set up.

Passwordless

Passkey Setup Passkey

Use your Passkey for passwordless sign in.

Pasckey is not set up.

AT Passkey, AT &5 I BX TR A T (& fF Y Passkey K, Gy, xfFEF USB
B9 Yubikey, & aJBEE BE/FEHHILTEE LA B LFT USB i [,

i Register JE/#/ZH Passkey.

2, REBRER,

1R IEf3X. 7 %/ﬁ}%‘? e, WA —588, BKEEHFER) Passkey 175 175Uk 1
KB, BT HFEEEREIEE T EEER.

16.3. BB XA 50

T LU B R E B B A

TR
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MR H 9 Account security,

#= Device activity,

IR K s ECFK ATRE, 15 4o

Devices

= @IKEYCLC

Personal info Device activity
Sign out of any unfamiliar devices.

Account security

Signing in . . .
Signed in devices

Device activity

Applications = Linux / Firefox/122.0 ' Current session
IP address Last accessed
127.0.01 February 20, 2024 at 12:15 PM
Started Expires
February 20, 2024 at 12:13 PM February 20, 2024 at 10:13 PM

16.4. iS5 17 R A K

JohnDoe + .

& Refresh the page

Clients

${client_account-console}

R LUE T 517 (CEEEE BE B, 22 24X TN T 5 FEE L 3SR B

TFE

&% Admin 415,
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2.

B 8 Y Identity provider,
3.

EFE—MENHHIEEFE,
4,

BR[O EIE R B
5.

MR HE 9 Account security.
6.

H71; Linked accounts,

BRI S 19 1 A2 2 HI B TE ML T ET o

REREHINE

= @IKEYCLO JohnDoe  ~ .

Personal info Linked accounts
Manage logins through third-party accounts.

Account security

Signing in . X )
Linked login providers
Device activity

Linked accounts . .
No linked providers

Applications

Unlinked login providers

O GitHub Social login & Link account

16.5. IR M RS
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Applications FZH G & o] LG a BIN FEFE/FHIF . TEXFIER T, REW1ZE#E 5.

N BFER

= @IKEYCLC JimbEe < .

Personal info App"cation

View applications your account has access to

Account security

Applications
Name Application type Status

> Account Console [ Internal In use

16.6. BB BT

BT LUEL 5 Groups EHEFKEELRBHIH, HWREHFEF Direct membership EHE, AAEE)
B IR,

TERRMF
[ ]
EFELE view-groups K/ A6, FEEAE Groups FEH,
BEL A
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Personal info

Account security

Applications

Groups

Groups

View groups that you are associated with

[J Direct membership
Name
administrators

testers

Path
/administrators

/testers

Direct membership

#16 Jik RS

John Doe

v
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#F17 5 EH# CLI

& LT IER 2RI Keycloak, L& Admin CLI i35 17 TEM e 51T R E(CLN) 1T E B,

17.1. 2% ADMIN CLI

Red Hat build of Keycloak &5 bin 5 # 81 {THIZAFKTE Admin CLI R 54

Linux #17# %% kcadm.sh, Windows B9#IZ %% kcadm.bat, FLIEHIEZLT Keycloak ARS545 HR
FSI0E] PATH /1, LUE SR BIE AL BRI EEF T

Bl

linux:

$ export PATH=$PATH:$KEYCLOAK_HOME/bin
$ keadm.sh

Windows :

c:\> set PATH=%PATH%;%KEYCLOAK_HOME%\bin
c:\> kcadm

FE
WA fF KEYCLOAK_HOME #1535 5% 15 /1 1 ERZL IEF T Keycloak fR%5 #5094
BIEETE,

R EE, KXISBIFIRLZ9 H#EH Windows 74, B CLI EFTRF
kcadm @5 &,

17.2. {#/ ADMIN CLI

Admin CLI [z Admin REST 7% 4 HTTP 153K, /i Admin REST iR ZE B (7% 1k,
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B X1 E =B JSON B IEAEMES, &S 44 Admin REST APl X1,

B ERFEIT NS B I HIR1E, HE, FTLUAITOIEE. ek EFT IR (CRUD)E
1F.

Bl

linux:

$ kcadm.sh config credentials --server http://localhost:8080 --realm demo --user admin --
client admin

$ kcadm.sh create realms -s realm=demorealm -s enabled=true -o

$ CID=$(kcadm.sh create clients -r demorealm -s clientld=my_client -s ‘redirectUris=
["http.://localhost:8980/myapp/*"|' -i)

$ kcadm.sh get clients/$CID/installation/providers/keycloak-oidc-keycloak-json

Windows :

c¢:\> kcadm config credentials --server http.//localhost:8080 --realm demo --user admin --
client admin

c:\> kcadm create realms -s realm=demorealm -s enabled=true -0

c:\> kcadm create clients -r demorealm -s clientld=my _client -s "redirectUris=
[\"http.//localhost:8980/myapp/*\"" -i > clientid.txt

c:\> set /p CID=<clientid.txt

c:\> kcadm get clients/%CID%/installation/providers/keycloak-oidc-keycloak-json

TELT H I, (E/F https: 1717 Keycloak BIZLIERIEE, LUESE LTS, HIR AT IS uF BT
X ¥ (BE7F Java BIERILUF BIEEFIEF) REX IR #50FT, 15 %4 truststore.jks XX 14+
H 157 Admin CLI {ZF E.,

Bl

linux:

I $ kcadm.sh config truststore --trustpass $PASSWORD ~/.keycloak/truststore.jks
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Windows :

c:\> kcadm config truststore --trustpass %PASSWORD%
%HOMEPATH%\.keycloak|truststore.jks

17.3. B174uF

&/ Admin CLI &R, HFaLIFEE :
AR% #5m = URL
—* realm
&
7 —TNEIERIEE clientld, ©X 7 0)ZEMH—RFH .

G E BRI, ([@FEEBFZER, ZS@&H clientld E7f, FHEZZF i secret, 12
BB, e L& Signed JWT 722/ i secret,

IR F =G e 2 594/ Admin REST API & E89.EHIXER, #4141, realm-management & /7%
#9 realm-admin 7 € & L{E 2 /7 B9 1

BRI FHEENFTHEFE R, —TH#1EFH kcadm config il /550258 B 1950k 89515,

I $ kcadm.sh config credentials --server http.//localhost:8080 --realm master --user admin --password
admin

LB #EE (R EIRERBI ] S HE R B KB BIRIFT 7 /8, 7£ kcadm p 51 H 2 /2450 B 1R uF 195
1%, BEUERBEIEX HHAEF B secret, WEEZEE, Y F—=77,

BT TE U FE R R UE 5 12 BV e X PR 2GRS A5 LAY B, LA RIERIKIR THEATF LT
WS, X EBMLTET, EHBZIETEERF T, EULTEFBERZE M, 2475 --no-
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config 2/, Red Hat build of Keycloak & 1#HX TMER,

pIa0, TERITIRIER], 78E S 15Ul AT F AT 15 /S,

$ kcadm.sh get realms --no-config --server http.//localhost:8080 --realm master --user admin --
password admin

1517 kcadm.sh help @5 LUFEER X F @&/ Admin CLI B9E 2155,
1517 kcadm.sh config credentials --help @5 L 7 AEE X 5)12500 B R UFBIRIEHIE 2158,

17.4. (FFREMBAE

HilIEX T, Admin CLI #47%% kcadm.config HIECEX 1, ZLIERIEERT Keycloak fFUL 1 ILTEH
FBIEERA, EETF Linux BIR5H, TEEHEEEHF $HOME/ .keycloak/kcadm.config, 7£
Windows 7, TZEHBEEL M7 %HOMEPATH%\.keycloak\kcadm.config.

TR LU FF --config ZETIE R T EBIX BT, LUEL B LIFH{THE % NEW B 1R uF IR 15,
FE

MBPNLEFETT 5 TNIDIE X K ATIRTE,

PBIRECIE XX R LRIR M Tl . EEESH BRI w47 secret, Red Hat build of
Keycloak = 55/ ~/.keycloak E-RREAZ, #Hi#HLEHIIIHRE, WRERBHFE, LLIEMHE
B9 Keycloak 7= & #7 HRHIX R,

BTLUEE 52 1F secret FFIETEECE X, (BXTEMT H1E, HI8Nw EE K9 E, ¥ --no-config 2t
i A& o BRI E, HIETHE ZiFmsATER BRuFiEE, HIEAZ X kcadm &/,

17.5. BXIREFIE R URI

Admin CLI & FT 1L # EFF 198 oo 5 8 =X Admin REST API i#% 55877 CRUD #E1E,
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UL BYH] T BHIE R -

$ kcadm.sh create ENDPOINT [ARGUMENTS]
$ kcadm.sh get ENDPOINT [ARGUMENTS]

$ kcadm.sh update ENDPOINT [ARGUMENTS]
$ kcadm.sh delete ENDPOINT [ARGUMENTS]

create. get. update 7] delete 7> %4 54457 HTTP zjisl POST, GET, PUT #] DELETE,
ENDPOINT E—1NE#5 %8 URI, FTLIZEXf (M http: 26 https: FF45) 254651, ZLIERI#EEHT Keycloak (&
HEFLILLU TS5 54X URL :

SERVER_URIl/admin/realms/REALM/ENDPOINT

I : RN RS 45 hitp://localhost:8080 H1T5 742l A realm & master, {&/H/EF"
ENDPOINT £18Y# http://localhost:8080/admin/realms/master/users ¥ % URL,

4R #F ENDPOINT % By &/, JBEHEI%IR URI 79
http://localhost:8080/admin/realms/master/clients,

ZLIEF R Keycloak & —1" 1% lnmR, EEBHIEE. BRI :

SERVER_URIl/admin/realms

ZIIEHIEE LY Keycloak £ 7% serverinfo ixsk, Iin= M1 F1,

L LB A realm-admin R S 01T E R UER], & BEEEN Z M7 5, WEE,
IFIEE -r BT, LUEH] CLI i 5 EBFMEEI A B 1T, i TMEFH R kcadm.sh F7iEFHE 715 EH ] --
realm T8 /EH] REALM, % +1&/H TARGET_REALM,

SERVER_URl/admin/realms/TARGET_REALM/ENDPOINT

Bl

370

$ kcadm.sh config credentials --server http.//localhost:8080 --realm master --user admin --password
admin
$ kcadm.sh create users -s username=testuser -s enabled=true -r demorealm


http://localhost:8080
http://localhost:8080/admin/realms/master/users
http://localhost:8080/admin/realms/master/clients

BI7EEHCLI

EXBIH, EIS5)— 104, (EX master 5469 admin AT 8090k, 2E, EIHFI R
URL http://localhost:8080/admin/realms/demorealm/users #i77 POST /5.

create #] update 7 %1% JSON IEX X4 X FIfRS 75, AT LUEH -f FILENAME M3 BEERHI 5% 7 F7
BIX1Y, L -f - TS, ZIIEFIERT Keycloak MERERA HEEEEBIEX, 1FaLUH5EH IR E M
RAEME, BB TAIFFT, IIE/HZER Keycloak JFE 14465 JSON EX, HIFENTLETIRS
#D

2L 1G9 #H) Keycloak #1e#t 7/L#75%, LU@&/E update % EHTIEIR, /A LUHE R IRET 2 Bk
B, HIFRRFE XM, IHEE X TR RS a5 LI 1T EH.

B

$ kcadm.sh get realms/demorealm > demorealm.json
$ vi demorealm.json
$ kcadm.sh update realms/demorealm -f demorealm.json

T ZEE AL % JSON X1 Y [E 14 EATARS: 25 L BI 7 Ro
75— 5L RAE S -, --set TR EATIH KA TTEN EH,

Bl :
I $ kcadm.sh update realms/demorealm -s enabled=false

U F,% 17 enabled [E141%1E Yy false,

HlIEX T, update 5 =TT get, A EIFHTEIEE SHERIESH, ERLIERT, nmAEEX
Fput @5, BT get w5, HALUEM -n ZHTH /T no-merge EF7, ERETBELETT get 0%
BYIE X FHTT put 57,

17.6. REALM #&/F
BIE#T 1

7£ realm iy = _F (& /H create in 5 K OIEFHTHIS FFRIE, 1FE1EXKE Y realm /5 /.
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I $ kcadm.sh create realms -s realm=demorealm -s enabled=true

1G9 RT Keycloak i 2Z2/F1%, &l LB E F EFIZEIEH realm H17 5 7% 0F,

FTX] 891820 18 5T LIE JSON 8=,
I $ kcadm.sh create realms -f demorealm.json

B LB X L% A realm [B1469 JSON X1, BE/FX I XEFR/ERA.

a4 :

[ ]
linux:
$ kcadm.sh create realms -f - << EOF
{ "realm": "demorealm", "enabled": true }
EOF

[ ]
Windows :

I c:\> echo { "realm": "demorealm”, "enabled": true } | kcadm create realms -f -

SYHBRE 1
Mten R EIAT B BTS2,

I $ kcadm.sh get realms
EE
ZLIEf4#EH) Keycloak ST HEARS #5 LRI ZZ, LURIEIA R eEEEIH91E,

AT E realm [EIEEI5IZRERIEEZIHA, K230 2500 B BT FER2EE, 41 realm name 7] enabled
realm HGIXE, TETLUEH --fields HTi#5 E ZR[EIHIE £,

I $ kcadm.sh get realms --fields realm,enabled
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I $ kcadm.sh get realms --fields realm --format csv --noquotes
R IFE 1

1% realm M IZEIES URI, LUFEERHE N,

I $ kcadm.sh get realms/master

B

1.
LHETEELAT BB RS, THRAH -s ST B IR EFTH.

B0 :
I $ kcadm.sh update realms/demorealm -s enabled=false

WIREIFATE A GBI EHFTE

B1T get 5,
%% JSON X592 Birfe,

EFTIEX,
B

$ kcadm.sh get realms/demorealm > demorealm.json
$ vi demorealm.json
$ kcadm.sh update realms/demorealm -f demorealm.json

Wk

BT T 7 LR -

I $ kecadm.sh delete realms/demorealm

BI7EEHCLI
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FT 1B T B BRI [T

R T ETDBERT B X IE Y true,

B

$ kcadm.sh update realms/demorealm -s registrationAllowed=true -s
registrationEmailAsUsername=true -s rememberMe=true -s verifyEmail=true -s
resetPasswordAllowed=true -s editUsernameAllowed=true

I realm Z8H

X BEriE key in =@ get FE1E,

I $ kcadm.sh get keys -r demorealm

4L ETHT realm ZEH

1.
TEIIHTET RSA £ A9 X0/ 5, KB BErig69 ID,

Bl

I $ kcadm.sh get realms/demorealm --fields id --format csv --noquotes

2.
FI—TMESER = FH B I RFEFHIFT B e RFEF, 4 kcadm.sh get keys -r demorealm
Ao

B :
[ J
linux:

$ kcadm.sh create components -r demorealm -s name=rsa-generated -s providerld=rsa-
generated -s providerType=org.keycloak.keys.KeyProvider -s parentld=959844c1-d149-
41d7-8359-6aa527fca0b0 -s 'config.priority=["101"]' -s ‘config.enabled=["true"]’ -s
‘config.active=["true"]' -s ‘config.keySize=["2048"]'

[ J

Windows :

c:\> kcadm create components -r demorealm -s name=rsa-generated -s providerld=rsa-
generated -s providerType=org.keycloak.keys.KeyProvider -s parentld=959844c1-d149-
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41d7-8359-6aa527fcaOb0 -s "config.priority=[\"101\"]" -s "config.enabled=[\"true\"]" -s
"config.active=[\"true\"]" -s "config.keySize=[\"2048\"]"

1% parentld /& %1% &7 E¥nts ID A9,

FR BB 2 ZE B8, 40 kcadm.sh get keys -r demorealm A,

M Java Key Store X 1455 1T H 12 25

1.
RN EHIRAFEF, LSy JKS XHEHISE Ea RSB EIN]

B, T :
[ J
linux:
$ kcadm.sh create components -r demorealm -s name=java-keystore -s providerld=java-
keystore -s providerType=org.keycloak.keys.KeyProvider -s parentld=959844c1-d149-
41d7-8359-6aa527fca0b0 -s 'config.priority=["101"]' -s ‘config.enabled=["true"]’ -s
‘config.active=["true"[' -s ‘config.keystore=["/opt/keycloak/keystore.jks"]' -s
‘config.keystorePassword=["secret"]' -s ‘config.keyPassword=["secret"]' -s
‘config.keyAlias=["localhost"]'
[ J

Windows :

c:\> kcadm create components -r demorealm -s name=java-keystore -s providerld=java-
keystore -s providerType=org.keycloak.keys.KeyProvider -s parentld=959844c1-d149-
41d7-8359-6aa527fca0b0 -s "config.priority=[\"101\"]" -s "config.enabled=[\"true\"]" -s
"config.active=[\"true\"" -s "config.keystore=[\"/opt/keycloak/keystore.jks\"]" -s

"config.keystorePassword=[\"secret\"]" -s "config.keyPassword=[\"secret\"]" -s
"config.keyAlias=[\"localhost\"]"

2.
iR B keystore, storePassword, keyPassword 7] alias F9/E14£(H, LIPLEERHIEE
3.
1% parentld /& I1#1% &7 E#nts ID A9,
B #5222 2

1.
I BH (TN EG
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I $ kcadm.sh get keys -r demorealm

& ZEHE9 providerld & 145#7:& % = URI, %I components/PROVIDER_ID,

1T EFe

B

linux:

I $ kcadm.sh update components/PROVIDER_ID -r demorealm -s 'config.active=["false"]'

Windows :

I c:\> kcadm update components/PROVIDER_ID -r demorealm -s "config.active=[\"false\"]"

L EHR MR RBE I
W iE— TN #7H enabled (532 /&, 41 config.enabled=["false "],

WKIE—TNETHY (EER M LB KA SEH, 4 config.priority=["110 "],

Wik 1A 28

1.
IR EEW I E LT ZEL, HERHEE, UIRIEEL N FEFHEF 1FEHIBE FIEX

W,

R EW AT 2 EH
I $ kcadm.sh get keys -r demorealm
&/ ZE569 providerld 1715,

I $ kcadm.sh delete components/PROVIDER_ID -r demorealm
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FEEEEF A A IR

XI events/config in &/ update 7%,

eventListener s /514 = EventListenerProviderFactory ID 3I/Z, 75E#ZKFEIFHIFTBEIELITE
o ATLUEEE I FIEFINEFE 71, B ATLU#H Admin REST APl Z i Z9%F 14+, ZLIEHE
A9 Keycloak %151 /H(eventsEnabled) 7] Admin REST API (adminEventsEnabled)fi# % B9 il F 14
HHMATIES, 1T LURF eventsExpiration FE 1K ENTH, LISGLL#HE/FEN. Red Hat build of
Keycloak /¥ eventExpiration iZ &7 time-to-live, LIF)Hy# (i,

B LR BN EFEM LTS, 8l JBoss-logging #Z AT B FEH, Hil-REM, B EH
org.keycloak.events H&ilRz5, LIIEFIEERT Keycloak Ril-REFZEL, 1 WARN FIA M EHEE
77 DEBUG.

Bl

linux:

I $ kcadm.sh update events/config -r demorealm -s 'eventsListeners=["jboss-logging"]'
Windows :

I c:\> kcadm update events/config -r demorealm -s "eventsListeners=[\"jboss-logging\"]"

Bl

BRI ATE 5T/ ERROR F14 (T E15#i1F ) Tt LUEE LI Admin REST f2%%
/#D

linux:

$ kcadm.sh update events/config -r demorealm -s eventsEnabled=true -s
'enabledEventTypes=
['LOGIN_ERROR","REGISTER_ERROR","LOGOUT_ERROR","CODE_TO_TOKEN_ERRO
R","CLIENT_LOGIN_ERROR","FEDERATED_IDENTITY_LINK_ERROR","REMOVE_FEDE
RATED_IDENTITY_ERROR","UPDATE_EMAIL_ERROR","UPDATE_PROFILE_ERROR","U
PDATE_PASSWORD_ERROR","UPDATE_TOTP_ERROR","VERIFY_EMAIL_ERROR","RE
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MOVE_TOTP_ERROR","SEND_VERIFY_EMAIL_ERROR","SEND_RESET_PASSWORD_E
RROR","SEND_IDENTITY_PROVIDER_LINK_ERROR","RESET_PASSWORD_ERROR","ID
ENTITY_PROVIDER_FIRST_LOGIN_ERROR","IDENTITY_PROVIDER _POST_LOGIN_ER
ROR","CUSTOM_REQUIRED_ACTION_ERROR","EXECUTE_ACTIONS_ERROR","CLIEN
T_REGISTER_ERROR","CLIENT_UPDATE_ERROR","CLIENT_DELETE ERROR"]'-s
eventsExpiration=172800

Windows :

c:\> kcadm update events/config -r demorealm -s eventsEnabled=true -s
"enabledEventTypes=
[\"LOGIN_ERROR\"\"REGISTER_ERROR\",\"LOGOUT_ERROR\"\"CODE_TO_TOKEN_ER
ROR\"\"CLIENT_LOGIN_ERROR\"\"FEDERATED _IDENTITY _LINK_ERROR\"\"REMOVE_
FEDERATED_IDENTITY_ERROR\"\"UPDATE_EMAIL_ERROR\"\"UPDATE_PROFILE_ER
ROR\"\"UPDATE_PASSWORD_ERROR\"\"UPDATE_TOTP_ERROR\"\"VERIFY_EMAIL_E
RROR\"\"REMOVE_TOTP_ERROR\"\"SEND_VERIFY_EMAIL_ERROR\"\"SEND_RESET _
PASSWORD_ERROR\"\"SEND_IDENTITY_PROVIDER_LINK_ERROR\"\"RESET_PASSW
ORD_ERROR\"\"IDENTITY_PROVIDER_FIRST_LOGIN_ERROR\"\"IDENTITY_PROVIDE
R_POST_LOGIN_ERROR\"\"CUSTOM_REQUIRED_ACTION_ERROR\"\"EXECUTE_ACTI
ONS_ERROR\"\"CLIENT_REGISTER_ERROR\"\"CLIENT_UPDATE_ERROR\"\"CLIENT_
DELETE_ERROR\"]" -s eventsExpiration=172800

B LG EA R EEN) FTE THEMRE, fHER N ZEIZ S all 16/,

$ kcadm.sh update events/config -r demorealm -s enabledEventTypes=[]

B RS i F

$ kcadm.sh update events/config -r demorealm -s adminEventsEnabled=true -s
adminEventsDetailsEnabled=true

B LURERRE 100 TNFH, FHMRETEIRIALIHFZ.

$ kcadm.sh get events --offset 0 --limit 100

AT LU AT B (R 7B FE

I $ kcadm delete events

BIFTER 77
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[ ]
clear-realm-cache
[ ]
clear-user-cache
[ ]
clear-keys-cache
2.
1% realm % & 75 H¥r 1 fE/EE9(H,
B4 :
$ kcadm.sh create clear-realm-cache -r demorealm -s realm=demorealm
$ kcadm.sh create clear-user-cache -r demorealm -s realm=demorealm
$ kcadm.sh create clear-keys-cache -r demorealm -s realm=demorealm
MEHB] json X1EFA 1%
1.
£ partiallmport i 3_£1Z/H create & 7,
2.
/¥ ifResourceExists i%i& % FAIL, SKIP =t OVERWRITE,
3.

&/F -f e F A9 json X 14,
a4 :

$ kcadm.sh create partiallmport -r demorealm?2 -s ifResourceExists=FAIL -o -f
demorealm.json

IR T 77 1E, 15 E ST,

B4 :
I $ kcadm.sh create realms -s realm=demorealm?2 -s enabled=true

17.7. A EIEIE
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& realm & &

& /F roles i R 0#E realm /A £,

$ kcadm.sh create roles -r demorealm -s name=user -s 'description=Regular user with a limited set of
permissions’

BIBEEFinA e

1.
1 7 &,

& get ip751H B FHHIE S i,
I $ kcadm.sh get clients -r demorealm --fields id,clientld

1&/H clientld /£ 0YZ#T /5 €54 :& 7= URI, 1 clients/ID/roles,

Bl

$ kcadm.sh create clients/a95b6af3-0bdc-4878-ae2e-6d61ad4eca9al/roles -r demorealm -s
name=editor -s 'description=Editor can edit, and publish any article’

SlIH realm £ £

X7 roles iz 1€ get i 5K I HB BT realm £ £,
I $ kcadm.sh get roles -r demorealm
A BT LUE F get-roles 755,

I $ kcadm.sh get-roles -r demorealm
Sl H & b A €2

Red Hat build of Keycloak & — 1% /HH] get-roles 2%, aij1LEFIZE infE GIIZ, w52 get
wEENY E, RiTHE get i wiEE, (BEEZH FEELTEINEN,

B 55 clientld (--cclientid) £ it id (--c id )ZETT, (&/F get-roles i 5 KRG Z /i LU Y H & F7
I,
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Bl

I $ kcadm.sh get-roles -r demorealm --cclientid realm-management
HKRIFERI &

& get s S HIAE EEF, F¥FEL A E(role /ROLE_NAME )#:& 7= URI, E+F user 2 EA &
B E 7

Bl :
I $ kcadm.sh get roles/user -r demorealm

BT LUEFF get-roles i, 55/ €24 #(--rolename £57) 2t ID (--roleid Z£7).

Bl

I $ kcadm.sh get-roles -r demorealm --rolename user

HRIFERIE i &

&/ get-roles &%, (£ clientld /&4 (--cclientid F£57) 2 ID /&4 (--cid ) FiHA ZEF1iG, HIF
WA & F(--rolename 51) 2 5 £ ID [& 14(--roleid) FbniR# EHI & F i 2,

Bl

I $ kcadm.sh get-roles -r demorealm --cclientid realm-management --rolename manage-clients

H#rrealm A&

1Z/5 update 5> 715 R AR 15 E 125 € #9177 UR,

Bl

I $ kcadm.sh update roles/user -r demorealm -s 'description=Role representing a regular user’

BEF A E
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%5 update 5> 715 R AR 15 E & i /5 €2 890 += URI,

Bl :
'description=User that can edit, and publish articles’

I $ kcadm.sh update clients/a95b6af3-0bdc-4878-ae2e-6d61a4eca9al/roles/editor -r demorealm -s

W% realm £

1&/F delete i+ Fl1/4 FH F 35 BR ¥ € 12t 5 €2 #9175 s UR,

Bl

I $ kcadm.sh delete roles/user -r demorealm

M5 i

1Z/5 delete o7 FIEFH R AR 15 7 &/ i /5 €2 89 += URI,

Bl -

I $ kcadm.sh delete clients/a95b6af3-0bdc-4878-ae2e-6d61a4eca9al/roles/editor -r demorealm
JIHE & A EHE L. BHEEEE

&5 get-roles i 551 H 7 B & A G EH),. B BB 6,

BIHE S A G DA A G, EEEM(-rname ZETN)EE ID  (--rid ZETIEEBHE S
A,

Bl
I $ kcadm.sh get-roles -r demorealm --rname testrole

&/ -- effective HtHi%ZlH B AT E &,

Bl
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I $ kcadm.sh get-roles -r demorealm --rname testrole --effective
& fH --available ZEHi 5114 & AT LUTINEIE & F 2 F915 5 £,
B :

I $ kcadm.sh get-roles -r demorealm --rname testrole --available

JH RS A BB, ATAMELBIE A G

&5 get-roles i %5 7y B & A B EH). B 5B REIE S i 6,

BIHHANE S B IHIE hfE G, LS f(-rname $EH7) 2t ID (--rid 2£77) #1557
I(--cclientid ZEH7)2t ID  (--cid ZEHI5E 58 &5 .,

Bl

I $ kcadm.sh get-roles -r demorealm --rname testrole --cclientid realm-management

2.
&5 -- effective EHi5HHZLHIIEFE €2,
B :
I $ kcadm.sh get-roles -r demorealm --rname testrole --cclientid realm-management --effective
3.

(@ --available 5l & 5 LURINEI B2 & B EREE A,

Bl

$ kcadm.sh get-roles -r demorealm --rname testrole --cclientid realm-management --
available

17 realm £ &5INEIE S A E

ZIIEHI R Keycloak #2147 —1 add-roles i, /HF/iIIEmE GHEF ihfH G,

ABIIFFE G IEIE S A & testrole.,
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I $ kcadm.sh add-roles --rname testrole --rolename user -r demorealm

MEEAETIGRLE S E

ZIIEHIEE R Keycloak 121 7 —1° remove-roles %, H TG EA EHIZE i G,

LUFRAIM BE5E &S £ & testrole M /A £,

I $ kecadm.sh remove-roles --rname testrole --rolename user -r demorealm
JFE i B A I E 6

ZIIEHIEE R Keycloak #2127 — 1 add-roles %, /HF/iIIEmE GHIEF G G,

LUF T BI% 2 F s realm-management, create-client 7 view-users 71 X B9 & 55 11%) testrole
EEALE,

$ kcadm.sh add-roles -r demorealm --rname testrole --cclientid realm-management --rolename
create-client --rolename view-users

FFEF i fE B INEI & in &
1.
&5 get-roles ip wHEEL &%/ InfE 249 ID,

B

I $ kcadm.sh get-roles -r demorealm --cclientid test-client --rolename operations

2.
1B 77— 1~ & 7 test-client £ clientld E 1%, %7 support BIEF infE 6, LIREH
operations H9&FinfA 6, EEANESAE, EIDF "fc400897-ef6a-4e8c-872b-
1581b7faB8a71",
3.
@B LL T BIF 5 — 1N B IE B &4 6,
$ kcadm.sh add-roles -r demorealm --cclientid test-client --rid fc400897-ef6a-4e8c-872b-
1581b7fa8ar1 --rolename support
4,

1&F get-roles --all & %31 E & A EHIA E,
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#laa -

I $ kcadm.sh get-roles --rid fc400897-ef6a-4e8c-872b-1581b7fa8a71 --all

MEE A EHWGRE i E
&/H remove-roles > 5iE 5 &R E 7 6,

@& LU BIM testrole £ & A & %/ i realm-management 1 X B9% 1 B &, Al create-
client & & #] view-users A £,

$ kcadm.sh remove-roles -r demorealm --rname testrole --cclientid realm-management --rolename
create-client --rolename view-users

P& I B I EIH

& add-roles @& 7/l realm £ G i7 .,

LU BI4% & F i realm-management, create-client 7] view-users #1E X B9 €55 11Z) Group 4
(--gname £%), ztZ, HEETLIRHE ID (-gid 2E90) 18 E4H.,

WFEEZER, 550 45,

$ kcadm.sh add-roles -r demorealm --gname Group --cclientid realm-management --rolename
create-client --rolename view-users

MA TR EF 1 &

1@ 5 remove-roles 5 M4 F G Z ) infA 6,
LUFABIMAHA 2 i 1g &, create-client T view-users #1.E X 9B 1N £,

WFEZIER, 55 HIEE,

$ kcadm.sh remove-roles -r demorealm --gname Group --cclientid realm-management --rolename
create-client --rolename view-users

17.8. BEFImtRIF
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LIEE

1.
TEEF iR Li51T create & 7 LU QBT &/ .

B :

I $ kcadm.sh create clients -r demorealm -s clientld=myapp -s enabled=true
IR FZFEF R B secret H{THF, 1575/ secret,
B :

$ kcadm.sh create clients -r demorealm -s clientld=myapp -s enabled=true -s
clientAuthenticatorType=client-secret -s secret=d0b8122f-8dfb-46b7-b68a-f5cc4e25d000

Sl H &

7£ clients I =2_E (& /H get o5 5 H & 1,

XA iE R LR FIH id 7 clientld B :

I $ kcadm.sh get clients -r demorealm --fields id,clientld

KRIFEE Ity

1EEE i ID I LUIFEEF 19 B#retn URL, 41 client /ID,

Bl

I $ kcadm.sh get clients/c7b8547f-€748-4333-95d0-410b76b3f4a3 -r demorealm

M EE I BR 25 BT secret

& Z i ID #:& k5 URI, % clients/ID/client-secret.

Bl

I $ kcadm.sh get clients/$CID/client-secret -r demorealm
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KIFEEF InE AT secret

& Z i ID #& k5 URI, % clients/ID/client-secret.

B

I $ kcadm.sh create clients/$CID/client-secret -r demorealm
KIFEE i & AT 25 B secret

ZHEEF 1 ID #iE = URI, 20%F 11D,

Bl

I $ kcadm.sh update clients/$CID -s "secret=newSecret" -r demorealm
KERHFE B F I BYE Bo 25 B0 & X 14 (keycloak.json)

EEEF i ID HIEE LU EEF iy BFnrB9in s URI, 4 clients/ID/installation/providers/keycloak-
oidc-keycloak-json,

Bl

$ kcadm.sh get clients/c7b8547f-e748-4333-95d0-410b76b3f4a3/installation/providers/keycloak-oidc-
keycloak-json -r demorealm

HHFE Btk B WildFly FRZ5:2 B 2500 &

& EEF i ID HIE LU EEF iy BFnrB9ts s URI, 4 clients/ID/installation/providers/keycloak-
oidc-jboss-subsystem,

Bl :
$ kcadm.sh get clients/c7b8547f-e748-4333-95d0-410b76b3f4a3/installation/providers/keycloak-oidc-
jboss-subsystem -r demorealm

KB #F E & F1i7 89 Docker-v2 T PIEDIE

EFE 15 ID FIEELIEEE s 4 BEnb9is = URI, % clients/ID/installation/providers/docker-v2-
compose-yaml,
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WK R .zip &=,

Bl

$ kcadm.sh get http://localhost:8080/admin/realms/demorealm/clients/8f271c35-44e3-446f-8953-
b0893810ebe7/installation/providers/docker-v2-compose-yaml -r demorealm > keycloak-docker-

compose-yaml.zip

FHEF
&G 5 KR E &/ 1 /5—in = URI B9 update 5,

Bl :
[ J
linux:
$ kcadm.sh update clients/c7b8547f-e748-4333-95d0-410b76b3f4a3 -r demorealm -s
enabled=false -s publicClient=true -s 'redirectUris=["http://localhost:8080/myapp/*"' -s
baseUrl=http://localhost:8080/myapp -s adminUrl=http.//localhost:8080/myapp
[ J
Windows :
c¢:\> kcadm update clients/c7b8547f-e748-4333-95d0-410b76b3f4a3 -r demorealm -s
enabled=false -s publicClient=true -s "redirectUris=[\"http.//localhost:8080/myapp/*\"]" -s
baseUrl=http://localhost:8080/myapp -s adminUrl=http.//localhost:8080/myapp
V/[C=-dal

1Z/5 delete o7 FIE R AR 15 7 &/ I 9 /R — i a= URI,

Bl -

I $ kcadm.sh delete clients/c7b8547f-e748-4333-95d0-410b76b3f4a3 -r demorealm

K EF IR 5 s A
EFIEHIREI P BB A % service-account-CLIENT _ID B9/ I, 1 a] LUER A 5T
PRI TRE B9 B AR 1E,
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17.9. PR 1E
BB

7F users i _Li57T create 25, LUBIEDTHF,

Bl

I $ kcadm.sh create users -r demorealm -s username=testuser -s enabled=true

S A

&/ users IR IIH B, BEEFE FRERN A1 E KRB,

Bl :
I $ kcadm.sh get users -r demorealm --offset 0 --limit 1000

EELIRIE 4. firstName, lastName 2t email i1 7E/H 7,

B

$ kcadm.sh get users -r demorealm -q email=google.com
$ kcadm.sh get users -r demorealm -q username=testuser

-
JER

HHETEHTEIH, A5 username B 14A9E S *testuser* == ILHL,

BT LUBHLIEE %1 -q ETHLIELZ TE . LIIEFIZR) Keycloak B [O/X 5 AT B 45 AT ECHI
FO

KRIFEBF

EHEEF ID 4 E 7 URI, %7 users/USER_ID,
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#nan :

I $ kcadm.sh get users/Oba7a3fd-6fd8-48cd-a60b-2e8fd82d56e2 -r demorealm
B

(&[G 5 R E E - #9/a—in 8 URI #9 update 5%,

Bl :
[ J
linux:
$ kcadm.sh update users/Oba7a3fd-6fd8-48cd-a60b-2e8fd82d56e2 -r demorealm -s
'requiredActions=
["VERIFY_EMAIL","UPDATE_PROFILE","CONFIGURE_TOTP","UPDATE_PASSWORD"]'
[ J
Windows :
c:\> kcadm update users/Oba7a3fd-6fd8-48cd-a60b-2e8fd82d56e2 -r demorealm -s
"requiredActions=
[\"VERIFY_EMAIL\"\"UPDATE_PROFILE\"\"CONFIGURE_TOTP\"\"UPDATE_PASSWORD
\ 17 n
MW

&/ delete i+ FI/4 H F 3 B 5 & FH . B9/5 — i 5% URI,

B

I $ kcadm.sh delete users/Oba7a3fd-6fd8-48cd-a60b-2e8fd82d56e2 -r demorealm
EEHF G

& F% R set-password % E & HIER,

Bl

$ kcadm.sh set-password -r demorealm --username testuser --new-password NEWPASSWORD --
temporary
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U5 R E N B, BB E FRE R A& L,
el LUEH --userid &7 id [B1EF5EHF,

T BT LB T IR AR F /7 (30 users/USER_ID/reset-password ) 2H5H5% = A9 update
0 5 LB G [E #9245 4R

Bl

$ kcadm.sh update users/Oba7a3fd-6fd8-48cd-a60b-2e8fd82d56e2/reset-password -r demorealm -s
type=password -s value=NEWPASSWORD -s temporary=true -n

n 2 AT HIRZLIEF R Keycloak 72 PUT ip %2 FiiiT PUT @2 %, MEHEMNIT GET @25 XEkh
Z19, KK reset-password i = 7% #F GET,

SYH B BIBZE. B EHIBRLEIEE

T LUEFF get-roles in 5 FI/H 3 E045 FE B, BT 1A 340912 G 2,

RIEBFEZID 15EEEAF, LUSH B2 A e,
B :
I $ kcadm.sh get-roles -r demorealm --uusername testuser
&7 -- effective TS H FILHIIE A E,
B :
I $ kcadm.sh get-roles -r demorealm --uusername testuser --effective
1&/H --available ZEHI5)H /4 5] LUGS I B B9 5 2.,

Bl
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I $ kcadm.sh get-roles -r demorealm --uusername testuser --available

SR BTG BB, B BRI AR B i

%5 get-roles &7 3 H D A5 B9, B RIBRLBIE A B,

R#EH 1 & (--uusername #£57) 2 ID (--uid ZE57) 71 % F i (--cclientid £57) 26 ID (--cid %
IIEE B, LSBT 2R &5 fnfE .,

Bl

I $ kcadm.sh get-roles -r demorealm --uusername testuser --cclientid realm-management

2.
&5 -- effective TEHISlHFILHI12 A B,
B :
$ kcadm.sh get-roles -r demorealm --uusername testuser --cclientid realm-management --
effective

3.
&5 --available LT3l 4 1 Al LUTEIIEN 7 B934 2,
B0 :
$ kcadm.sh get-roles -r demorealm --uusername testuser --cclientid realm-management --
available

BB s &

&/H add-roles &%, [E1/HF 5%/ realm &£,

EE LU A7 B G5 E F /- testuser 4 :

I $ kcadm.sh add-roles --uusername testuser --rolename user -r demorealm

MBI R 1A

1@ FH remove-roles 5 M FHF F% realm &£,
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EH LT BIM B testuser FMHR B A E -

I $ kecadm.sh remove-roles --uusername testuser --rolename user -r demorealm
B s I & F b 6

1@ fH add-roles 555, [FHF 51 infA G,

EHLLTFT A, [FEF I ELE /1 E X IR 1N E( create-client /5 €2 7] view-users £ )55 112 /H
testuser,

$ kcadm.sh add-roles -r demorealm --uusername testuser --cclientid realm-management --rolename
create-client --rolename view-users

M BIHIR & i A

1@ FH remove-roles 75 M B F G Z ) in A .,

&L B 12 B R 25 i i E X BIBT 1 8

$ kcadm.sh remove-roles -r demorealm --uusername testuser --cclientid realm-management --
rolename create-client --rolename view-users

S BB

1
#HEF 89 ID,

@ ID % 575 URI, % users/ID/sessions,

& fH get o vkt 35 7 KIFHISIZ,

Bl

I $ kcadm.sh get users/6da5ab89-3397-4205-afaa-e201ff638f9e/sessions -r demorealm

MIEERIG AT

1.
IFTEIAL, #HEREHT ID,
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EERITGHT ID ¥4 F i URI, %1 sessions/ID,

@ delete &5 @15 TL5H,

Bl

I $ kcadm.sh delete sessions/dO0eaa7cc-8ch5d-489d-811a-69d3c4ec84d1 -r demorealm
MATBE R E 5 EF

&89 ID #& 0= URI, 41 /ID/EH,
1@ create &5 7Ei% 7% = URI _LH| 7T POST,

Bl

$ kcadm.sh create users/6dabab89-3397-4205-afaa-e201ff638f9e/logout -r demorealm -s
realm=demorealm -s user=6da5ab89-3397-4205-afaa-e201f638f9¢e

17.10. 2HIE(F
BYEH

1£ groups 5 _L1{#/H create i %K LIEETH.,

Bl

I $ kcadm.sh create groups -r demorealm -s name=Group
Sy

Xf groups IR 1&FF get i 5 F 5 HAH.,

B

I $ kcadm.sh get groups -r demorealm
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HRIFEH

& E41H9 ID F#]:&7% =5 URI, %1 groups/GROUP_ID,

Bl

I $ kcadm.sh get groups/51204821-0580-46db-8f2d-27106c6b5ded -r demorealm

EZ 2

1& [ 5 1R E 4 H9IE — i =2 URI #9 update 5.

Bl -
["group@example.com"]' -r demorealm

I $ kcadm.sh update groups/51204821-0580-46db-8f2d-27106c6b5ded -s ‘attributes.email=

WiEA

1Z/5 delete 77 FI/EFH R AR 15 E 2 H9/R— s =< UR,

Bl

I $ kcadm.sh delete groups/51204821-0580-46db-8f2d-27106c6b5ded -r demorealm

elEFH4

B KB RAHT ID, (F/F% ID #9:&5% = URI, %1 groups/GROUP_ID/children,

Bl :
name=SubGroup

I $ kcadm.sh create groups/51204821-0580-46db-8f2d-27106c6b5ded/children -r demorealm -s

HABEIE 7 —TH T

1.
BHHBERYBIID, LIRIEFHEIID,
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&R ID f4:8 75 URI, %1 groups/PARENT_GROUP_ID/children,
TR L1517 create &7 %, HIFFAEY ID 47 JSON IEX,

Bl

$ kcadm.sh create groups/51204821-0580-46db-8f2d-27106c6b5ded/children -r demorealm -s
id=08d410c6-d585-4059-bb07-54dcb92¢c5094 -s name=SubGroup
KR E 7 B94

@ HE 59 ID K 65E ) 1EH F 9 R 751, LigiEinm= URI, %1 users/USER_ID/groups,

Bl

I $ kcadm.sh get users/b5441379-5fc4-49e5-8a8d-5cfb71f46f53/groups -r demorealm
FFFE s InEZH

EA#HHFHF ID #1241 ID (21 /USER_ID/groups/GROUP_ID) £9i#= URI 714 ID #9 update 7z
7, FHEFRIEIA A,

Bl

$ kcadm.sh update users/b5441379-5fc4-49e5-8a8d-5cfb71f46f53/groups/ce01117a-7426-4670-
a29a-5c¢118056fe20 -r demorealm -s realm=demorealm -s userld=b544f379-5fc4-49e5-8a8d-
5¢cfb71f46f53 -s groupld=ce01117a-7426-4670-a29a-5¢118056fe20 -n

MA TR B

TEF F 13 P 212 89 /5 — i 5 URI _E1E/F delete &%, #47
users/USER_ID/groups/GROUP_ID, M FEWEESF,

Bl :
$ kcadm.sh delete users/b544f379-5fc4-49e5-8a8d-5cfb71f46f53/groups/ce01117a-7426-4670-a29a-
5¢118056fe20 -r demorealm

SYHAARIE B0, AT FEFIB LA
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1ZFF% fHH) get-roles &7 3l H A 7 E0HY. BT FIE A B985 B,

RIEE F(--gname i), path (--gpath Z£570) st ID (--gid ZET0) 75 E GFriH, LIZIHAEG 5
BoHY 1,

B0 :
I $ kcadm.sh get-roles -r demorealm --gname Group
&5 -- effective TEHISlHFHILHI12H B,
B :
I $ kcadm.sh get-roles -r demorealm --gname Group --effective
& /7 --available ZEI 51 1 1 5] LUTS I EVZH B9 12 5 6,
B :

I $ kcadm.sh get-roles -r demorealm --gname Group --available

SYHABIE AL, BIB9S i

& fH get-roles i 55 #y2H 2 FCEG. BT FHAIE LB E i €2,
L 5 E B4 (--gname #£50) 2% ID (--gid #£57),

817 clientld /& 1%(--cclientid ZET0) 25 ID  (--id ZEHHEEE I, LSBT SR ZF
A,

B :
I $ kcadm.sh get-roles -r demorealm --gname Group --cclientid realm-management

&5 -- effective TEHISYHFH LA B,
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B :

I $ kcadm.sh get-roles -r demorealm --gname Group --cclientid realm-management --effective
@& fH --available BEIT 5 EAD# 5] LUTS IIEVZH A1 6,
B :

I $ kcadm.sh get-roles -r demorealm --gname Group --cclientid realm-management --available

17.11. B17 1R R FIRIE
St BT FHRY B (7 Fe L%

&/ serverinfo i R 5l H BT B 5 9 tE R FE .,

B

I $ kcadm.sh get serverinfo -r demorealm --fields 'identityProviders(*)’
EE

Red Hat build of Keycloak %' serverinfo /7545 realm i =M, ZLIERIEEH
Keycloak T XTS5 BFrigiEXa9t R, BIH EF1E FIETREDZE Ho

SYHIE RIS 7 RS

& /7 identity-provider/instances i 3.,

Bl

I $ kcadm.sh get identity-provider/instances -r demorealm --fields alias,providerld,enabled

WIRIFEHI G 1D IeRIE/F

& H B 7 HAFEFH alias [E14FF#E7 = URI, #J identity-provider/instances/ALIAS, LIIKER#FE
HI B (P IEHFESE.
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Bl

I $ kcadm.sh get identity-provider/instances/facebook -r demorealm

MWIF 1 E BB EH9 5 19 1R R/

1Z/5 delete o7 LU R /& FNIF EAEHI G 19 1R I2/FHIIE— 1= URI, LUHERIFER) S 171817
i

Bl

I $ kcadm.sh delete identity-provider/instances/facebook -r demorealm

#7i& Keycloak OpenID Connect 5 1712 £72/%

1.
TEBYERT B 17 IEREEFL AN, (&/H keycloak-oidc 1E77 providerld,

&4 config /&% : authorizationUrl, tokenUrl, clientld 7] clientSecret,
i :

$ kcadm.sh create identity-provider/instances -r demorealm -s alias=keycloak-oidc -s
providerld=keycloak-oidc -s enabled=true -s 'config.useJwksUrl="true" -s
config.authorizationUrl=http.//localhost:8180/realms/demorealm/protocol/openid-connect/auth
-s config.tokenUrl=http://localhost:8180/realms/demorealmy/protocol/openid-connect/token -s
config.clientld=demo-oidc-provider -s config.clientSecret=secret

#7i& OpenID Connect 517124/
FoiE# /5 OpenlD Connect A HT 5 205 A& Keycloak OpenlD Connect #r #EHy 7 2 #6/E, 1H
#¥ providerld /5 %1% &% oidc.

ICiE SAML 2 S171e1iEF

1.
& saml 1E% providerld.

121 config E1%£ : singleSignOnServiceUrl,namelDPolicyFormat, 7]
signatureAlgorithm,
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B -

$ kcadm.sh create identity-provider/instances -r demorealm -s alias=saml! -s providerld=saml -s
enabled=true -s 'config.useJwksUrl="true" -s
config.singleSignOnServiceUrl=http.//localhost:8180/realms/saml-broker-realm/protocol/saml -s
config.namelDPolicyFormat=urn:oasis:names:tc:SAML:2.0:nameid-format.persistent -s
config.signatureAlgorithm=RSA_SHA256

FDiE Facebook 51491214/

1.
1&H facebook {7 providerid.

#21#% config /B4 : clientld ] clientSecret, /& 5] LI7FiZ H Fh HF2/5H9 Facebook
Developers W FfE/FAEN BIHHEIXLE I, WEEFZER, 1554 Facebook 517U I
EO

Bl

$ kcadm.sh create identity-provider/instances -r demorealm -s alias=facebook -s
providerld=facebook -s enabled=true -s ‘config.useJwksUrl="true" -s
config.clientld=FACEBOOK_CLIENT_ID -s
config.clientSecret=FACEBOOK_CLIENT_SECRET

HJiE Google 517 1ER /5~

1.
&fH google 1E7 providerld.,

### config E1% : clientld 7 clientSecret, =/ LI7EN FAFE/#HT Google Developers 57
BREFIENEFHIEXLE, WEEZIER, 1554 Google 517 TiH,

B

$ kcadm.sh create identity-provider/instances -r demorealm -s alias=google -s
providerld=google -s enabled=true -s ‘config.useJwksUrl="true" -s
config.clientld=GOOGLE_CLIENT_ID -s config.clientSecret=GOOGLE_CLIENT_SECRET

HIIE Twitter 51718122/

1.
& twitter fE7 providerld,
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#&1# config /B 1% clientld 7 clientSecret, /& a]LITEN FAFE/FHT Twitter A /5 FE/% 0 & Ul &
HHEIXLFE M, WEEZIEE, FS5H Twitter 5170 T,

B

$ kcadm.sh create identity-provider/instances -r demorealm -s alias=google -s
providerld=google -s enabled=true -s ‘config.useJwksUrl="true" -s
config.clientld=TWITTER_API_KEY -s config.clientSecret=TWITTER_API_SECRET

FJi& GitHub S171e 172

1.
& fF github fE77 providerld,

#E## config 1% clientld 7 clientSecret, &= LI7EN FFE/FH) GitHub Developer
Application Settings Il B FIX LE M, WFEEZIEE, F54 GitHub 51702 @,

Bl

$ kcadm.sh create identity-provider/instances -r demorealm -s alias=github -s
providerld=github -s enabled=true -s ‘config.useJwksUrl="true" -s
config.clientld=GITHUB_CLIENT_ID -s config.clientSecret=GITHUB_CLIENT_SECRET

HJiE LinkedIn S 17184 %2F

1.
& linkedin {E% providerid.,

#E## config [E 1 clientld 7 clientSecret, =/ LI7EN FAFE/7H9 LinkedIn Developer
Console N HEEF N EFHEXLE I, WEEZIER, ESE LinkedIn 51710 T,

B

$ kcadm.sh create identity-provider/instances -r demorealm -s alias=linkedin -s
providerld=linkedin -s enabled=true -s ‘config.useJwksUrl="true" -s
config.clientld=LINKEDIN_CLIENT_ID -s config.clientSecret=LINKEDIN_CLIENT_SECRET

FZE Microsoft Live 51712472 /F

1.
&5 microsoft {£7 providerld.

#E## config E 1% clientld 7 clientSecret, & =] LI7EN FFE/FHT Microsoft Application
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Registration Portal i B #F X LE 1, WFEFEZIEE, 15506 Microsoft 517 {CH T @,

B

$ kcadm.sh create identity-provider/instances -r demorealm -s alias=microsoft -s
providerld=microsoft -s enabled=true -s ‘config.useJwksUrl="true" -s
config.clientld=MICROSOFT_APP_ID -s config.clientSecret=MICROSOFT_PASSWORD

F7i& Stack Overflow S131EH1LFEF

1.
& fH stackoverflow 5% 1E% providerld.

#E21# config E % clientld, clientSecret 7] key. & a]LITEMN fHEE/FHY Stack Apps OAuth
HEHPHEXLE N, WFEEZER, FE6 Stack Overflow 51710 T E,

Bl :

$ kcadm.sh create identity-provider/instances -r demorealm -s alias=stackoverflow -s
providerld=stackoverflow -s enabled=true -s 'config.usedwksUrl="true" -s
config.clientld=STACKAPPS_CLIENT_ID -s
config.clientSecret=STACKAPPS_CLIENT_SECRET -s config.key=STACKAPPS_KEY

17.12. 5N IR IE

B0iE Kerberos 7z &

1.
Xf 4 1# i m2 (& fH create i+,

1% realm id 8E% parentld /& ££9(H.

1% kerberos 7577 providerld E1£69(H, ¥ org.keycloak.storage.UserStorageProvider
#EEH providerType /& /4HIH.,

Bl

$ kcadm.sh create components -r demorealm -s parentld=demorealmld -s id=demokerberos
-s name=demokerberos -s providerld=kerberos -s
providerType=org.keycloak.storage.UserStorageProvider -s 'config.priority=["0"]' -s
‘config.debug=["false"]' -s 'config.allowPasswordAuthentication=["true"]' -s 'config.editMode=
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["UNSYNCED']' -s ‘config.updateProfileFirstLogin=["true"[' -s
‘config.allowKerberosAuthentication=["true"]' -s ‘config.kerberosRealm=["KEYCLOAK.ORG"]'
-s 'config.keyTab=["http.keytab"]' -s ‘config.serverPrincipal=
["HTTP/localhost@KEYCLOAK.ORG"]' -s 'config.cachePolicy=["DEFAULT"]'

ZCi& LDAP [/ M E

1.
Xf 4 1# i 2 (@ fH create i+,

2.
1% Idap #5/E 7 providerld /E1£89(E, 1¥ org.keycloak.storage.UserStorageProvider #5&
i providerType /E/4£B91E,
3.
#et# realm ID £ parentld /& 14 491H.
4.

EH LT AI8Y# Kerberos £/ £ LDAP {5/,

$ kcadm.sh create components -r demorealm -s name=kerberos-ldap-provider -s
providerld=Idap -s providerType=org.keycloak.storage.UserStorageProvider -s
parentld=3d9c572b-8f33-483f-98a6-8bb421667867 -s 'config.priority=["1"]' -s
‘config.fullSyncPeriod=["-1"]"' -s ‘config.changedSyncPeriod=["-1"]" -s ‘config.cachePolicy=
["'DEFAULT"] -s config.evictionDay=[] -s config.evictionHour=[] -s config.evictionMinute=[] -s
config.maxLifespan=[] -s ‘config.batchSizeForSync=["1000"]' -s ‘config.editMode=
["WRITABLE"] -s ‘config.syncRegistrations=["false"]' -s 'config.vendor=["other"]' -s
‘config.usernamelL DAPAttribute=["uid"]' -s ‘config.rdnLDAPAttribute=["uid"]' -s
‘config.uuidLDAPAttribute=["entryUUID"]' -s 'config.userObjectClasses=["inetOrgPerson,
organizationalPerson"]' -s ‘config.connectionUrl=["Idap://localhost:10389"]' -s
‘config.usersDn=["ou=People,dc=keycloak,dc=org"[' -s ‘config.authType=["simple"]' -s
‘config.bindDn=["uid=admin,ou=system"]' -s ‘config.bindCredential=["secret"]' -s
‘config.searchScope=["1"]' -s 'config.useTruststoreSpi=["always"]' -s
‘config.connectionPooling=["true"|' -s 'config.pagination=["true"|' -s
‘config.allowKerberosAuthentication=["true"]' -s ‘config.serverPrincipal=
["HTTP/localhost@KEYCLOAK.ORG"]' -s 'config.key Tab=["http.keytab"]' -s
‘config.kerberosRealm=["KEYCLOAK.ORG"]' -s 'config.debug=["true"]' -s
‘config.useKerberosForPasswordAuthentication=["true"]'

MR B 77t R L )

1.
&[5 R IR FE/ZEBIRY id & 1% % 5 i s URI, %1 components/ID,

157 1L I £R35 17 delete 755

Bl
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I $ kcadm.sh delete components/3d9c572b-8f33-483f-98a6-8bb421667867 -r demorealm

I HFE FE TR RN B IR AT B A [ 25

1.
(E BN R id [E 1S 5 lm = URI, 4 user-
storage/ID_OF _USER_STORAGE_INSTANCE/sync.,

J570 action=triggerFullSync ZifjZ#,

51T create @,
B4 :

$ kcadm.sh create user-storage/b7c63d02-b62a-4fc1-977c-947d6a09e1ea/sync?
action=triggerFullSync

I FFE P TR RN B A B KB [ %

1.
(E BN R id [E 1% 5 lm = URI, % user-
storage/ID_OF _USER_STORAGE_INSTANCE/sync.,

2.
45701 action=triggerChangedUsersSync &£,
3.
1517 create %,
B :
$ kcadm.sh create user-storage/b7c63d02-b62a-4fc1-977¢c-947d6a09e1ea/sync?
action=triggerChangedUsersSync
Wil LDAP /5 /" FFHEERE
1.
7£ testLDAPConnection ##=_Fi5 1T get 5.
2.

FER A2 #( bindCredential, bindDn, connectionUrl 7] useTruststoreSpi,
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3.
1% action £ #1%E 7 testConnection,
B :
$ kcadm.sh create testLDAPConnection -s action=testConnection -s bindCredential=secret -s
bindDn=uid=admin,ou=system -s connectionUrl=Idap://localhost:10389 -s
useTruststoreSpi=always
Wi LDAP /5 71 5 1745 il
1.
7£ testLDAPConnection ##=_Fi51T get 5.
2.
A E £ #( bindCredential, bindDn, connectionUrl 7] useTruststoreSpi,
3.

1% action Z £ #i% & testAuthentication.

Bl

$ kcadm.sh create testLDAPConnection -s action=testAuthentication -s
bindCredential=secret -s bindDn=uid=admin,ou=system -s
connectionUrl=Idap://localhost: 10389 -s useTruststoreSpi=always

17.13. ‘RIS 72

IR 69 5 €& LDAP 825747

1.
1F H41+ IR _E151T create 55,

1% providerType [E /4% E N
org.keycloak.storage.ldap.mappers.LDAPStorageMapper.

1% parentld /E141%E % LDAP #2548 ID,

1% providerld &4 &7 hardcoded-Idap-role-mapper., H{RIgH role &S HHIMH.,

Bl
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$ kcadm.sh create components -r demorealm -s name=hardcoded-Idap-role-mapper -s

providerld=hardcoded-ldap-role-mapper -s
providerType=org.keycloak.storage.ldap.mappers.LDAPStorageMapper -s
parentld=b7c63d02-b62a-4fc1-977c-947d6a09e1ea -s ‘config.role=["realm-

management.create-client"]'

4511 MS Active Directory #24571%5

1.
1£ 1 b= L1517 create o5,

#¥ providerType E 4% E
org.keycloak.storage.ldap.mappers.LDAPStorageMapper.

1% parentld /E141%E % LDAP 12 E548T ID,

1% providerld E14£1% & % msad-user-account-control-mapper.

Bl

$ kcadm.sh create components -r demorealm -s name=msad-user-account-control-mapper -

s providerld=msad-user-account-control-mapper -s
providerType=org.keycloak.storage.ldap.mappers.LDAPStorageMapper -s
parentld=b7c63d02-b62a-4fc1-977c-947d6a09%1ea

TN E % LDAP 85145

1.
1F #4114+ IR _E151T create 5%,

/% providerType & /4% &
org.keycloak.storage.ldap.mappers.LDAPStorageMapper.

¥ parentld 4% E % LDAP 1EH#EEFLHIET ID,

1% providerld &% &% user-attribute-ldap-mapper.

Bl
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$ kcadm.sh create components -r demorealm -s name=user-attribute-ldap-mapper -s
providerld=user-attribute-ldap-mapper -s
providerType=org.keycloak.storage.ldap.mappers.LDAPStorageMapper -s
parentld=b7c63d02-b62a-4fc1-977c-947d6a09¢1ea -s ‘config."user.model.attribute"=
["email"]' -s ‘config."ldap.attribute"=["mail"]' -s ‘config."read.only"=["false"]' -s
‘config."always.read.value.from.ldap"=["false"]' -s 'config."is.mandatory.in.ldap"=["false"]'

S04 LDAP #5743

1.
1F #1%+ IR _E151T create 0%,

¥ providerType E 4% E
org.keycloak.storage.ldap.mappers.LDAPStorageMapper.

3.
1% parentld /E141%E % LDAP 12 E5E4I8T ID,
4,
1% providerld &% &% group-ldap-mapper.
B :
$ kcadm.sh create components -r demorealm -s name=group-ldap-mapper -s
providerld=group-ldap-mapper -s
providerType=org.keycloak.storage.ldap.mappers.LDAPStorageMapper -s
parentld=b7c63d02-b62a-4fc1-977c-947d6a09¢1ea -s 'config. "groups.dn"=[]' -s
‘config."group.name.ldap.attribute"=["cn"]' -s ‘config."group.object.classes"=
["groupOfNames"]' -s 'config."preserve.group.inheritance"=["true"]' -s
‘config."membership.ldap.attribute"=["member"]' -s 'config."membership.attribute.type"=
['DN"]' -s ‘config."groups.ldap.filter"=[]' -s ‘config.mode=["LDAP_ONLY"]' -s
‘config."user.roles.retrieve.strategy"=["LOAD _GROUPS_BY MEMBER _ATTRIBUTE"]'-s
‘config."mapped.group.attributes"=["admins-group"]' -s
‘config."drop.non.existing.groups.during.sync"=["false"]' -s ‘config.roles=["admins"]' -s
‘config.groups=["admins-group"]' -s ‘config.group=[]' -s 'config.preserve=["true"' -s
‘config.membership=["member"]'
FWE % LDAP 125755
1.
1£ A 1# = L1577 create &%,
2.

¥ providerType /B 4% E Y
org.keycloak.storage.ldap.mappers.LDAPStorageMapper.
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1% parentld /E141%E % LDAP 1254189 ID,

#¥ providerld /4% &7 full-name-ldap-mapper.

Bl

$ kcadm.sh create components -r demorealm -s name=~full-name-Ildap-mapper -s
providerld=full-name-Ildap-mapper -s
providerType=org.keycloak.storage.ldap.mappers.LDAPStorageMapper -s
parentld=b7c63d02-b62a-4fc1-977c-947d6a09¢1ea -s 'config."ldap.full. name.attribute"=
['cn"]' -s ‘config."read.only"=["false"]' -s 'config. "write.only"=["true"]’

17.14. B R uF 12 1F

KB B

408

1.
1% realm £9 passwordPolicy /& 141X By & & 15 EFEHMN 7 ID F] ATk A0 BRI 2ok =,

L TP BT R BB, BALESE :
[ ]
210,000 A7
[ ]
EP—PMBEH
[ ]
FYP— I ABEH
[ ]
EY— PR
[ ]
TEF BP0AFE
[ ]

EFY 8 MFHK

$ kcadm.sh update realms/demorealm -s 'passwordPolicy="hashlterations and
specialChars and upperCase and digits and notUsername and length™
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ERASHNETRBIE, FERESFEEIE,

EFELL R R BIIF B RS E T -

300,000 MAFE(

1y
S
©
>
4
™

TEF BB E

EFLEENTEX

$ kcadm.sh update realms/demorealm -s 'passwordPolicy="hashlterations(300000) and
specialChars(2) and upperCase(2) and lowerCase(2) and digits(2) and length(9) and
notUsername and passwordHistory(4)"

TR 2 BIHI B

1 a] L@ O #E passwordPolicy [E1%2 S HIAT B i 26 B 2 BT A9 realm BDiE,

414, 27 demorealm £ passwordPolicy.

I $ kcadm.sh get realms/demorealm --fields passwordPolicy

S B 17 R UE 7
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7£ authentication/flows i =_Fi5 1T get 5.

Bl

I $ kcadm.sh get authentication/flows -r demorealm
HKRIFEBI G195 UE 7%

7£ authentication/flows/FLOW _ID i# 5 _Fi51T get i 5

Bl

I $ kcadm.sh get authentication/flows/febfd772-e1a1-42fb-b8ae-00c0566fafb8 -r demorealm
Y I T

7£ authentication/flows/FLOW_ALIAS/executions i s 51T get &7 55,

Bl

I $ kcadm.sh get authentication/flows/Copy%200f%20browser/executions -r demorealm

TEPIT R INECE
1.
K HBEIRATT.
2.
iR a9 ID,
3.

{£ authentication/executions/{executionld}/config I7 5 _£351T create i 5

B

$ kcadm.sh create "authentication/executions/a3147129-c402-4760-86d9-3f2345e401c7/config" -r
demorealm -b '{"config":{"x509-cert-auth.mapping-source-selection":"Match SubjectDN using regular
expression"”,"x509-cert-auth.regular-expression”:"(.*?)(?:$)", "x509-cert-auth.mapper-
selection":"Custom Attribute Mapper","x509-cert-auth.mapper-selection.user-attribute-
name":"usercertificate", "x509-cert-auth.crl-checking-enabled":"", "x509-cert-auth.crldp-checking-
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enabled":false, "x509-cert-auth.crl-relative-path":"crl.pem", "x509-cert-auth.ocsp-checking-
enabled":"","x509-cert-auth.ocsp-responder-uri":"","x509-cert-auth.keyusage":"", "x509-cert-
auth.extendedkeyusage":"", "x509-cert-auth.confirmation-page-

disallowed":""},"alias":"my _otp_config"}'

TRATTEE

1.
K HERATT.

i F& authenticationConfig /E1t, A+ EZHE ID,
7£ authentication/config/ID i =_Ei5 1T get 55,

Bl

I $ kcadm get "authentication/config/dd91611a-d25c-421a-87e2-227¢18421833" -r demorealm

FHHITACE

1.
BB T

IKHR 7589 authenticationConfig /14,

3.
il FEMFHIEE ID,
4,
7£ authentication/config/ID 7= _Li5 1T update 7%,
B :

$ kcadm update "authentication/config/dd91611a-d25c-421a-87e2-227¢18421833" -r demorealm -b
1"id":"dd91611a-d25¢c-421a-87e2-227¢18421833", "alias":"my_otp_config", "config":{"x509-cert-
auth.extendedkeyusage":"", "x509-cert-auth.mapper-selection.user-attribute-

name":"usercertificate", "x509-cert-auth.ocsp-responder-uri":"","x509-cert-auth.regular-expression":"
(.*?)(?:8)","x509-cert-auth.crl-checking-enabled":"true", "x509-cert-auth.confirmation-page-
disallowed":"","x509-cert-auth.keyusage":"", "x509-cert-auth.mapper-selection":"Custom Attribute
Mapper","x509-cert-auth.crl-relative-path":"crl.pem", "x509-cert-auth.crldp-checking-
enabled":"false”, "x509-cert-auth.mapping-source-selection”:"Match SubjectDN using regular
expression”,"x509-cert-auth.ocsp-checking-enabled":""}}’
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WIEAATEIEE

1.
K HEIRATT,

FXEY flows authenticationConfig /& /4.

3.
il T MEFHIEE ID,
4,
7 authentication/config/ID 7= _Li5 17 delete 7+,
B :

I $ kcadm delete "authentication/config/dd91611a-d25c-421a-87e2-227¢18421833" -r demorealm
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