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2 2 = ADMIN REST API
ZTHEI MY Keycloak B T —NZhBETT £/ Admin REST API, LUk BIRiH| & =4 AR A ThRE,
LB AP, EEERIMEAE YIRS, BSRERIER thh 7 FREmR,
e L3 F LTSI R MY Keycloak Jo i FRRERE S I B RIT RIS IS ; 155 5 15 BIRE RS 1S
R, TR LAE A ) R AR KB ] S,
2.1. {5 CURL K97~
211 FARB P2 NBEEF1TERRUE

A=
LU RANRIZEE R master 5y 255 012 T admin A/, 2 Getting Started Guide
. f8m Ao
A
1. JKEX realm master FEBF % admin MBS B0 SHE

curl\
-d "client_id=admin-cli" \
-d "username=admin" \
-d "password=password" \
-d "grant_type=password" \
"http://localhost:8080/realms/master/protocol/openid-connect/token”

RIANERT, LSREE 1 28T H]

FERIGE JSON XiY,
2. BiTiREY access_token BMBYE R IFRIEEEMN AP,

3. W@jT1E API By Authorization 73- R E S E R A AP,
AR RABIER T 0{a 5K B master Y 1FEIE -

curl \

-H "Authorization: bearer eyJhbGciOiJSUz..." \
"http://localhost:8080/admin/realms/master”

2.1.2. ARSI P T HPLIE
Z(# M client_id 70 client_secret & Admin REST API 1T BHEIE, HHITHRIZ,

it =
L BREAIGRENT :


https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/24.0/html-single/server_administration_guide/
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/24.0/html-single/getting_started_guide/

client_id 2 BT realm masterfU#l & /i

client_id /5 Service Accounts Enabled ;%7

client_id H— 1B E X "Audience" 51 25
o AEMEFImTZAX : security-admin-console

2. K7 client_id @& 7E"Service Account Roles" &£ 4B T A 'admin's

curl\
-d "client_id=<YOUR_CLIENT_ID>"\
-d "client_secret=<YOUR_CLIENT_SECRET>"\
-d "grant_type=client_credentials" \
"http://localhost:8080/realms/master/protocol/openid-connect/token”

2.2. Hh 55iR
o [RL BTN

o RN EREFMIRSIERE
e API Y4

&5 23 ADMIN REST API


https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/24.0/html-single/server_administration_guide/
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/24.0/html-single/securing_applications_and_services_guide/
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/24.0/html-single/api_documentation/index
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& 3 =& THEMES

ZIHEF 2B Keycloak 9 M DRI AL FHRA R R, XATBE LHER KL R - 89 0T E 89 44 1=
W, LAMER S BN R R K.

K 3.1. %7 A sunrise 7~ 3 A9 E 5% DLm

Username or email

Password .

3.1. THEME 22U
FHA DR — RS DL B B E L LIIEHIEM Keycloak WRRAHE. ARHEE
o S - bk EEIA
e Admin - EEZHIA
o FTURH - mTHIH
o BR-BRERE

e welcome - YOI TIE

3.2. BB E X

IR welcome #, FIE E/REER @ Admin 25 &5 H TR E.

iz
1. &Sk Admin 2HA&,
2. MZE LA TR B AR R e,
3. MEHr, Hi Realm Settings.

4. = Themes &£,
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-
£ master BEIEIEHIGIXEEH, EEEIXE master 51 Admin Console £

ElD‘\fo

5. BE&HEN Admin Console BIEDR, ERIHT THE.
6. {8/ spi-theme-welcome-theme %17 B X welcome FE /i,

7. 540 -

I bin/kc.[sh|bat] start --spi-theme-welcome-theme=custom-theme

3.3. B E

ZIHEM B Keycloak 1% 5 BAA EHHHSSIEAR 55 28 9 X R BY JAR 31 keycloak-themes-24.0.0.redhat-
00001.jar 1, KINERT, REB[VIREZRESEEMEY, HEEE—1 README X, HPEE—
LEXRAETIENIEE, EREALR, HREERmEEAEl]. Bk, HOEBCHETRT BHEP—
i ETR

3.4. T

FHaE :

HTML 4R (8 B ric&iR)

SHBIRAE
RigzR
B
theme Bt

BRIETT BB R TmE, SWERZT BS—1M 8. RUREE R—EHANEE. HFE, W
RIETERHMACHERANIK 2RSS, HEET & 26l F8, 22X FBHERRAILN,


https://freemarker.apache.org/
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RS EEMLFFA, 21E X index.ftl Freemarker #iRMCH, BT LRI AN SRFEI NG
i,

BRI, EAUBREIER (iR, HERARF) . MREREES HTML B4R, AL
hR A AT BERR AR A B R SR

BRUE—I T, RIFFAEM themes BRPHEHEHEHIR, MEARERLLIGHER Keycloak,

i =
1.
AL TESLE1T Keycloak :
bin/kc.[sh|bat] start --spi-theme-static-max-age=-1 --spi-theme-cache-themes=false --
spi-theme-cache-templates=false
2.

1£ themes BxH IR X.

BTN EBH9E, fin, ZOE—1%J9 mytheme BEE, HHEA

themes/mytheme,

HEFEBRXP, MEERERANSHEBEGIE-ITBX,

BN, ERFEFERAME mytheme 3, ERIEHEZR themes/mytheme/login,

SFEANER, QIE—4 E8.properties X, RIFHNETINE—ERE.

Flin, AERCETE themes/mytheme/login 3B B £l TEH S A—EEBAER, 012
X4 themes/mytheme/login/theme.properties, HRAMT :

parent=base
import=common/keycloak

EIECHIR T RFEXRBNEL,

F3% Admin £35S ISR X8
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6.
VeI
7.
M3zH#idh, #i5§; Realm Settings,
8.
= Themes &£,
.
%F Login Theme select mytheme, s Save,
10.

TSR & K T,

1RO LGB N AR B ST K F #E6l & (/realms/{realm name}/account)3ESe Bt 4,

1.

EBEFERAR TN, EEme .properties Hi% & parent=keycloak F Rl & X T H,

MREFHRBFETZFNAR, EaTLUET HERRSS 8 X {THRAH data/tmp/ke-
gzip-cache BRI, MREERWBE T BE URMERFFAE L Ef A2 EHR
FRITHEREN%E, NEeREM,

3.4.1. theme Bt

me BHEEEHEX+HM &It ;THEME TYPE>/theme.properties Fi% &,

Parent Fi( Parent theme to extend)

Import - N7\ — 4 EBF A KR
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common - ZEBRARER. MREEIEE, BHIAMEHN common/keycloak, XAMEFHA
YE ${url.resourcesCommonPath} HIEZX{EH, ©iE%E AT freemarker &k (
${url.resoucesCommonPath} B9{f 5 E3 root uri),

HX - 282U ZER SRR TR

Locale - XX %13k

AF-EEHNXRTRATENHTRETERIN css K, AXRXEBHMNIK, EEE keycloak T8
(sees/keycloak/<THEME TYPE>/theme.properties)##E R 2 B Fhf theme.properties X #.

BEHLGENE SNEE EY, FMEESUERBERE,

XSRS, EUEANTRABRRSESIIMNERE :

${some.system.property} - for system properties

${env.ENV_VAR} - HTFHELE,

MERGBHIIETEHE ${foo:defaultValue} KLFIN, thalLURHEIAE,

MREARHIAE, BRENNNRGEUIIMELE, NWFRERERAR, HU
BRI LR,

TE2—1AsERfF

javaVersion=${java.version}

unixHome=%${env.HOME:Unix home not found}
windowsHome=${env.HOMEPATH:Windows home not found}

10



&8 3% THEMES
3.4.2. fEEXHihRIMNE R

I IV R ST A | = 2 IER 1N

it =

X &It ;THEME TYPE>/resources/css B s fIlE—4 324,

Tk 3447 InZl theme.properties i styles B,

BN, EiF styles.css HINE mytheme, HFEALUTRHRALE
themes/mytheme/login/resources/css/styles.css :

Jogin-pf body {
background: DimGrey none;

}

%48 themes/mytheme/login/theme.properties 3710 :
I styles=css/styles.css

EEAEY, HITFENENER @,

BRI AN —HXR2REBENAE KR,

ZA/RXETPWER, MBOZEFNHER, S
themes/mytheme/login/theme.properties, FIF XU &CH :

I styles=css/login.css css/styles.css

k

N
p
;

il

BRESRNERPIHER, HRERENXERRET,

3.4.3. AP RMEAZE

1
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BRI SR RM— T HE A,

it =

X5 &It ;THEME TYPE>/resources/js Bk filB—4 x4,

T34 7AInZI theme.properties F scripts B,

BN, E5F script.js ZME mytheme 1, HFRAUTARMIE
themes/mytheme/login/login/resources/js/script.js :

I alert('Hello");
Ria, 4aH themes/mytheme/login/theme.properties 710 :
I scripts=js/script.js
3.4.4. FMEEERAME X

BEBEGETATIYE, HFNEiIFHmEELEM &t ;THEME TYPE>/resources/img B3k, ©f|aH
FHEHZERIE, thelEEE HTML Bk,

Biltn, ZREEARME mytheme, FHEESHIE
themes/mytheme/login/resources/img/image.jpg.

RiE, BB A E USRI P AL -

body {
background-image: url('../img/image.jpg’);
background-size: cover;

}

FHBEEE HTML SRR, FUTREFRMBIBE L HTML &4k :

I <img src="${url.resourcesPath}/img/image.jpg" alt="My image description">

12
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3.4.5. FFERR AN B fl F k4 5

BEBEETATILE, HFNEiFHmBELEe &t ;THEME TYPE>/email/resources/img B%H, ©
fITRI LA EE4E HTML AR b .,

filtn, ZREEAME mytheme, FHEESHIE
themes/mytheme/email/resources/img/logo.jpgd.

TEEE HTML iR A, ERUTRERMBIAE L HTML &tk :

I <img src="${url.resourcesUrl}/img/image.jpg" alt="My image description">
3.4.6.3H2

BEiRPHXAMERRAIME. TES —NEENEBRMACESRAIPAEMEHES, &Ll
WiFEEBHZFM < THEME TYPE>/messages/messages_en.properties SEE = S HEE,

fin, $$ERZRH LR Username &ty mytheme B Username, fllEE
themes/mytheme/login/messages/messages_en.properties X, HASRMT :

I usernameOrEmail=Your Username

EFREER, HEME (30 {0} 1 consumption) SEEHANSE, B, £EX {0}, {0} HE
e i & FR,

XESH BB XA LU realm KrEHER, FETHEHNETLLEL Ul #l APIHTEE,

3.4.7. EEHBFMES

FRFH
[ ]
ZhiEEAEME, ESH RS5EERER.
it

HEXEN B X h X H <THEME
TYPE>/messages/messages_<LOCALE>.properties,

13


https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/24.0/html-single/server_administration_guide/
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b 3c#4&InZEl < THEME TYPE>/theme.properties Fif4 locales Bttdh, EA " aTHT
B &%, kP BT iES, ERMIZRZES, BBEREE XL EFRATMEN
%%0

0, E5&F Norwegian BiERINEI mytheme 8, HGIERSH
themes/mytheme/login/messages/messages_no.properties, EARAMT :

usernameOrEmail=Brukernavn
password=Passord

NREE T HENEE, eilf$fEA English,

%48 themes/mytheme/login/theme.properties 3710 :

I locales=en,no

ok P A AR BRI o MR FHiE KRR, ik, H0E
themes/mytheme/account/messages/messages_no.properties, A%
themes/mytheme/email/messages/messages_no.properties, X232 44-F 22 S B h A%
CHR

¥ themes/mytheme/login/theme.properties EHlIF|
themes/mytheme/account/theme.properties, ¥ themes/mytheme/email/theme.properties
£ #H1EI themes/mytheme/email/theme.properties,

NIESEFERRMEFE, XTLLBREREDRIEERTHR. BEHEX—R, HE
themes/mytheme/account/messages/messages/messages_en.properties #l
themes/mytheme/login/messages/messages_en.properties HZRIMLTAA :

I locale_no=Norsk

KABERT, HEEM SN UTF-8 #1745, MRITEEZIMNAN UTF-8, | Keycloak &[al
B 1S0-8859-1 4b#2, Unicode FRITLA#EL X, #1 Java B PropertyResourceBundle 345 Hpf
ik, ZHIM Keycloak Az KL # encoding: UTF-8 BEBE S —ThisERMG, ILIBAHH
X

Hth TR

14


https://docs.oracle.com/en/java/javase/17/docs/api/java.base/java/util/PropertyResourceBundle.html

% 33 THEMES

MNE T BNAEFEY e XS ENIFEMER, 1EZSH Locale Selector,

3.4.8. WINAE X F Rt E R

THEFIEM Keycloak 28 B E X S RHERFRMEN, XEMREREEXERED.

it =

EEX Tll.properties X E L EFRE (fit0, es
/mytheme/login/theme.properties) , EA®BHER kcLogoldP-<alias&gt;.

XF 47 myProvider WE {3 RIER, EAILMERE X E&8Mme.properties X#HHh%
n—13. Hin :

I kcLogoldP-myProvider = fa fa-lock

P EFrER1E PatternFly4 BB A ML LR, # RN rENEIREE il FXEEEN
(es/keycloak/login/theme.properties)dhiE X, EalLIfEH DL EHD.

3.4.9. A E X HTML ik

Red Hat build of Keycloak ff Apache Freemarker i34 HTML #1 render T,

BARLIGEAE EIRUEEETTHMNER AR, BRURAMEFNANERR. RRARE :
wAGLT P, ERTREREIER B E B, LUMERBIAMR AR S HT a9
Wiy AgiE CSS XA, MERILUAEE Ul 5 Ul it PRI 4E Pu i,
AFEEXH RTFEFAE A B HREm2R e,

HEAXZHEIERT, ETRREIER, [FIBHEN Keycloak EREMFEX, BERTLLED AR <
THEME TYPE>/<TEMPLATE>.ftl RE=EH SHEEHHANER, admin # account #HIE EH #

15


https://freemarker.apache.org/
https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/24.0/html-single/server_administration_guide/#user-profile
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ANER index.ftl SEESRN AR,

BAXHAMFFRBPHZEIRTIZE, FHEE JAR XK E8/EM/<THEME_TYPE > B, fIF
$KEYCLOAK_HOME/lib/lib/main/org.keycloak.keycloak-themes-<VERSIONs>.jar,

it

FHEIRMERE EEEHRER ST,

NMRZERENENR.

fitn, EH mytheme EFAIBR—IBENERKEKSE, H¥ themes/base/login/login.ftl £
#% themes/mytheme/login, F{EsmisabhiTFE.

15— 1T (<#import ...>)l5, #H0 & It;h1>HELLO WORLD!</h1& gt;, AR :

<#import "template.ftl" as layout>
<h1>HELLO WORLD!</h1>

HIEREHEIR, HSFRBFRAR Keycloak Itf, #ErIEERERFHEMNEE LER, L
{572 5E RO R R AR N FA S 2

HAth B

BN EERKFESE, 15 &S FreeMarker Manual,

3.4.10. B, FHR4

BHHAEFHANEIENAE, NEGRSHEFIMYE, HEDE R FHE XBhHMESRAE.
BTHEFEHEBE=THEE. —TATIEE, —TRATAXKIEX, —1 AT html IEX,

EHEEMATHNHEFIMYE, A S themes/base/email/messages/messages_en.properties.

Flin, EHEH mytheme EHNRIDRE HFHRE, H0IE

themes/mytheme/email/email/messages_en.properties, ERNFMTF :

16


https://freemarker.apache.org/docs/index.html
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passwordResetSubject=My password recovery
passwordResetBody=Reset password link: {0}
passwordResetBodyHtml=<a href="{0}">Reset password</a>

3.5. ME X

FH BRI LAERE R Keycloak MZLIEMEESH, AERNEEBRENE 8 B, BB NEF
B, £FLSES, SR EEERE X8 8%, BREFHES, SRS ESEGER 78, 8
8, T ERRERESRAEHREIE, R4 EEZSNIIEHERN Keycloak 356 (FlimAF
£5) W,

it =

BERETMENFY, HEATETRE—1 JAR 7,

193244 META-INF/keycloak-themes.json ZMEIFES, HhH T HEEPTHES, L

B EERMKNRE,

fin, *}F mytheme theme create mytheme.jar, HREFMT :

META-INF/keycloak-themes.json

theme/mytheme/login/theme.properties

theme/mytheme/login/login.ftl

theme/mytheme/login/resources/css/styles.css

theme/mytheme/login/resources/img/image.png

theme/mytheme/login/messages/messages_en.properties

17
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theme/mytheme/email/messages/messages_en.properties

EXFER T, META-INF/keycloak-themes.json IARFE :

{

"themes™": [{

"name" : "mytheme",
"types": [ "login", "email" ]
|
}

BAFEANES SN TS, SPEEWAUF ISP RE,

EFEBEDNTIEEMN Keycloak #, HFFEAMBIZLISHIEM Keycloak B providers/ B3k,
HERS RBEL TN EFE RS SR

3.6. TR E b BIR

Ax0lE, ESH IBMEMN Keycloak HilgBRERIA T,

Red Hat build of Keycloak Quickstarts Repository - Quickstart .M BX B 85—
3 ToRG, thelLLAESR. === Theme selector

KABRAT, FANMEERENTH, B ineeWESERXITMRA. ATLLET Theme Selector SPI
SeEBULT N,

fim, XA AT HRKEMBREEFARNED, Him :

EOREE N EIEFESR, EFESLI ThemeSelectorProviderFactory #l
ThemeSelectorProvider,

3.7. THEME ¥R

£ Red Hat build of Keycloak =i B E X HENaalT, FIRERERMMBNMER. FIRAE ISP
Eo

18


https://github.com/redhat-developer/rhbk-quickstarts

% 33 THEMES

BN EEERNRFE B AR, f£me -resources/templates FiRHPOIE—4 JAR, FfEme -
resources/ messages FFH iR EHh,

NBEEEE R FINEEiT ThemeResourceSPI LI BEMR ¥R, @i SLHE
ThemeResourceProviderFactory #l ThemeResourceProvider, &0 LURSHER E a1 hnE SR # 55
-

3.8. LOCALE %%

KB RT, FASH LocaleSelectorProvider # M DefaultLocaleSelectorProvider 5 X%
B, ZAEPMER, FERRIANIES,

FERBEPMEE, KEGERIRE RS5HEEER PRREZHERR,

1 5CHE LocaleSelectorProvider #1 LocaleSelectorProviderFactory, &I LL#EiT
LocaleSelectorSPI a7 M,

LocaleSelectorProvider # 0 BH ¥—7} 3% resolveLocale, B4k [[0O15H A RealmModel 1
nullable UserModel BIXii%i&, SchrifKkAIM KeycloakSession#getContext 753K,

B E X SEH A LAY B DefaultLocaleSelectorProvider, UMEES FRAKIAT NS, Him, EZB
Accept-Language iEkink, BEERAERT REIMRMER, BEH
getAcceptLanguageHeaderLocale, F:R[El null i, Hit, KiKi%EEFFERE realm BIZRIAIE

o

[

3.9. LOCALE %faaiyH b TR

BXROBAMEAEMNENESHIMER, HEH RSREMABREO,

19


https://access.redhat.com/documentation/zh-cn/red_hat_build_of_keycloak/24.0/html-single/server_administration_guide/#_user_locale_selection
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%6 4 F B3 API

TIEHEEM Keycloak T B3 RIFEIEA R IDP LUHfTE R, Hh— 1 8uipfF2E 52/ 6
11t Facebook =% Google Ft X RtEaE R, EAATLUSIAIK A #HEINE IDP, A TRk TMAR
FaLMEAN—L APl 5 53CEE%X,

4.1. (e3R8 IDP £ 1%

THEMEER Keycloak SRR EASAER IDP EiEk B BH K IERERMSREMmME, ik, fEaILfE IDP
Mi%iE TiE S Store Token Ed@ LT,

AR LS FRX ESREAmE, UAIRGANAFEE, XELRLHIIANER IDP MiEXK, B
m, MARETRERESERA Google ShefEHth Google BRSSH1 REST API L, BB E S HRMt
BEFENSE, BRELEEKR, MTHR:

GET /realms/{realm}/broker/{provider_alias}/token HTTP/1.1
Host: localhost:8080
Authorization: Bearer <KEYCLOAK ACCESS TOKEN>

N AR RSB LI EEM Keycloak T BMARIE, FHWBGRISHE. KHMSHREELE KB
E w8 read-token, XEKEAF HIESLAGRKNAGIHN, FrmMAsIEREERA
BHZAR, EXMHERT, BFEELBMEN Keycloak AR NIRS, EEEEAFSHE
Wb R A X RAIEHE Keycloak Zfliin o, EREERENES, EaLLBTITH Stored
Tokens Readable FF <k BahfS it AL EA TS ARAF,

XA LIRS REERFERESR, WaLERAE AR 5 APl SREREIL,

4.2. B imfE shEOm - B

BENRARFHES Facebook FARMNEIRM, BERSEIXEHTRMUBETR, LIBHEN
Keycloak 2t T — N E-TFH5I2589 API, KRR T LU A E A A P ik - BERERI R ER945R IDP,
XINE P imAGRRK P R, ik e REER OIDC M ARE/FED,

BHTHEAKXET, NAERESAFN KGR L DLBHEN Keycloak RSS2 LM URL, EXREH
E A Pk P BRI E RN SRR M2 (HIiN, Facebook) . BRGSBIEHEAABIRMBEFENEF,
ABRUEFNONEREE, HECRERSS. RSFELHE, HEIHILAEFEEARINBERF.

Bt ARF RN R — SRR, REF RS :

20
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A EEREEHS oy A P R ENS AR S R HER .

A ik g 8458 OIDC HHXAENA A B &%

A #iBf account.manage-account = account.manage-account-links fi faift4f,
N2 PR s 70 4843 T EL U7 7] 5 R HPoX 2 £ e B

N RwAAEN IR RV SE, RVERERGSREREER URL,

HEBER, MABAGZEH—A URL, FHRAFNNESHEEERASIL URL, URL KEUNT :

/{auth-server-root}/realms/{realm}/broker/{provider}/link?client_id={id}&redirect_uri={uri}&nonce=
{nonce}&hash={hash}

DTS RENE SRR

provider
X2 IEEEEEHAN Identity Provider 4o fhE X BI4ER IDP BELN 7 4.
client_id

XN RN OIDC F/ i ID, HIEAEEENEPRNARFEMNE R, wiEEIL
&P 1D,

redirect_uri

XREERAK R REEARNNMARZFL URL, S M2ABNE M mEEM URI
K. HAEN, BRMSEAEEENESERE iR E LA URL Bz —Itid,

nonce
X BN TR R w1 4 B BB 2 75 2B
hash

XL Base64 URL Zafgilad, thiG7& M Base64 URL %324 nonce +
token.getSessionState () + token.getlssuedFor () + #tNfEs £, SHEZEEM OIDC Jili$

21
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MK, BEAL, EEBEHKIFce. AP RiE ID. &/ m ID MIEEV RIS PREERF 4.

LUF 248K URL LARESTIK F 858569 Java Serviet {XTE 36,

KeycloakSecurityContext session = (KeycloakSecurityContext)

httpServietRequest.getAttribute(KeycloakSecurityContext.class.getName());

AccessToken token = session.getToken();

String clientld = token.getlssuedFor();

String nonce = UUID.randomUUID().toString();

MessageDigest md = null;

try {

md = MessageDigest.getinstance("SHA-256");

} catch (NoSuchAlgorithmException e) {

throw new RuntimeException(e);

}

String input = nonce + token.getSessionState() + clientld + provider;

byte[] check = md.digest(input.getBytes(StandardCharsets.UTF_8));

String hash = Base64Url.encode(check);

request.getSession().setAttribute("hash", hash);

String redirectUri = ...;

String accountLinkUrl = KeycloakUriBuilder.fromUri(authServerRootUrl)
.path("/realms/{realm}/broker/{provider}/link’)
.queryParam("'nonce", nonce)

.queryParam("hash", hash)
.queryParam("client_id", clientld)
.queryParam("'redirect_uri", redirectUri).build(realm, provider).toString();

ML BEWESE 7 XEMES T RIE auth IRSBRES FmMARFEER, MEMLSNARE

FASRENERA Pk SRR ERMER. auth RFHGEETRAET R XERN SSO cookie 3k
BRERAFREEEX. RE, ERZEIREINEXERENGS, FHRESNMNARFAXNGRITA,

mEkP#EEER, SORIERSREREEMET redirect_uri, MRNFERFKIRERS, NEHHE

WEIRSS BT RER KA EFH EEMT redirect_uri, YN ATEERMTFIERIE, MAREHFEERTIN
M. MREEEREM, HH auth RS B[RBREMEERAEmMNARE, NSFEAN R &l
SHMNP redirect_uri,

22
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5 4= 5{MCE API

4.21. RIEFTHEBThE

INPEFERRAT EXBHREER (HlM, Facebook =X GitHub k%) ERMASRSEE, EaLLldE
WALk P EERE AP SRR SR,
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88 5 = IRS5HtN kO (SPI)

Red Hat build of Keycloak EEZE=AZHAMI, mEAFEEXNE, AEIIEFECALUHEAE
o NTEBMLAIEHER Keycloak, BiFZIRSSIREEEEEO(SPI), &EalLlB{TCEEtN R,

5.1. 5Zfig SPI

E5CHE SPI, B ESLHEH ProviderFactory 1 Provider #0, EAFEOIERSECE S

Bitn, ZESCI Theme Selector SPI, #EFRZE LI ThemeSelectorProviderFactory #
ThemeSelectorProvider, FiR#30 {4 META-
INF/services/org.keycloak.theme.ThemeSelectorProviderFactory.

ThemeSelectorProviderFactory =l :

package org.acme.provider;
import ...
public class MyThemeSelectorProviderFactory implements ThemeSelectorProviderFactory {

@Override
public ThemeSelectorProvider create(KeycloakSession session) {
return new MyThemeSelectorProvider(session);

}

@Override
public void init(Config.Scope config) {

}

@Override
public void postinit(KeycloakSessionFactory factory) {

}

@Override
public void close() {

}

@Override
public String getld() {
return "myThemeSelector";

}
}

BIURRMMN RS T SCHL@E 5% getld () REIME— id, {H2Z, & Overriding providers &84 Fir
i, XAHN AT e — IS

24
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al

THEMEER Keycloak fIIE—AMERNRE T SLfl, LUERLAEMES ME RIS, @i
AT MNMEKRNI LK create kAN LA, R XLELHIN ZBEERMINR,

ThemeSelectorProvider =4 :

package org.acme.provider;

import ...

public class MyThemeSelectorProvider implements ThemeSelectorProvider {
public MyThemeSelectorProvider(KeycloakSession session) {

}

@Override
public String getThemeName(Theme.Type type) {
return "my-theme";

}

@Override
public void close() {

}

B 55 e iE 44~ 5l (META-INF/services/org.keycloak.theme.ThemeSelectorProviderFactory):

I org.acme.provider.MyThemeSelectorProviderFactory

ERELNRMER, HEHEERMER =T,

plsn, ERCENRE, ERLISNEET, MR

bin/kc.[sh|bat] --spi-theme-selector-my-theme-selector-enabled=true --spi-theme-selector-my-
theme-selector-theme=my-theme

RIG, #EALUE ProviderFactory init 755G RECE :

25
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public void init(Config.Scope config) {
String themeName = config.get("theme");

}

MRFTE, BBt EREMNRE, Fin :

public class MyThemeSelectorProvider implements ThemeSelectorProvider {
private KeycloakSession session;

public MyThemeSelectorProvider(KeycloakSession session) {
this.session = session;

}

@Override
public String getThemeName(Theme.Type type) {
return session.getContext().getRealm().getLoginTheme();

}
}

5.1.1. BESHNEHNE

AR, BUUEEEA ProviderFactory SCEIlME— ID, {B2, BN, BIHELLISHERM Keycloak
HEHNESREH. BiMHE2 A% — ID 8 ProviderFactory 52, REEHIAT%E AdE 24t
BF—E=hmdtSARMER. B—Am, XaaEREIRL S,

piltn, HEFESTBIA OpenlD Connect HGHT—XARE X, HEEEZERIN
OIDCLoginProtocolFactory sZHI# Keycloak LB, #ERERBEHREM providerld. #i#n, OIDC
WARFTARNRR, SFHERREKE T BOERD I 8 1D,

EXMERT, sENBUUESLREE CERNE order () , HMEHIUFSTREL k.

public class CustomOIDCLoginProtocolFactory extends OIDCLoginProtocolFactory {
// Some customizations here

@Override
public int order() {
return 1;

}
}

MREZAEEHERMNR ID B, WZIEHE Keycloak 21T R AR A &EMFIIR—

o
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%8 5 & RSs#tN RO (SPI)

5.1.2. FEi%HlE B ER SPI SRER

B, MZIEMER Keycloak B G B A X HNAENENME RRBER, EolLLE REtN pafgEny
EER (fln, HarRENEEHNERE) . REFENYEEE (PSRN ES 2 BENTER
il url) K—EREEE CREAEENENEMERRAETEAmMMNEF]) , 288K Keycloak EHE
HIAIRHAL T Server Info TIAEEERIELRER,

LELDRENHRNENER, RIFE ProviderFactory 5Ll
org.keycloak.provider.ServerinfoAware ProviderFactory #0.

3B LA MyThemeSelectorProviderFactory BSCEI R :

package org.acme.provider;
import ...

public class MyThemeSelectorProviderFactory implements ThemeSelectorProviderFactory,
ServerinfoAwareProviderFactory {

@Override

public Map<String, String> getOperationallnfo() {
Map<String, String> ret = new LinkedHashMap<>();
ret.put("theme-name", "my-theme");
return ret;

}
}

5.2. AT FEHLL S

EHN RS, AL Red Hat build of Keycloak thiR it EH bt igs, MARMUEREEEME
F KeycloakSession k3R, ZR1GEAIEHENELN MR, 0 i SPI 49 Ak,

LTHEHIEEM Keycloak AFH MEAEERE -

FSCfeft N EREY - L899 Keycloak i21TH i REER —ANERKBYRFE SN B R B LT,

f10 HostnameProvider ¥5EZLISHIEMN Keycloak EAMNEN A, FHANBNISHEN

Keycloak IRS5 23 =, Ak, XFLIEHEM Keycloak ARS52%, REtA — N ARELNRESE
B, MERSFZITNEZNMIEERFIH, NEEFEiEENERIARSER.

27



Red Hat build of Keycloak 24.0 [R$S&BF X AGifsE

fign -
I bin/kc.[sh|bat] build --spi-hosthame-provider=default

FA{E default -provider {ER{E W7 SRFE NI SCHEl ProviderFactory.getld () REIR ID
I, EREH, EALUKE keycloakSession.getProvider (HostnameProvider.class)F iR EF

ZA LBV ERE - Those BN EERR, CRITFELLIBHEN Keycloak ia{Th hEZ 4
SheF R T,

fitn, EventListener N ERVFEZ A A AMSCHFEM, XEHRERFEEHATLUL XD
BALITER(jboss-logging. sysout %), EXIGH, EALUREUEERMHER A, Hm
session.getProvider (EventListener.class, "jboss-logging")., EFZE4F provider_id I5EH
BIASH, AN ERBEELSALH, ML,

HEREE ID A SR eSS B T SCHefY ProviderFactory.getld () EEIM ID Poid, ik
LR AR BRI LA ComponentModel fE S — AN SEUIKR— LS8 (40 Authenticator) 3k
K3k, BEMEfEF KeycloakSessionFactory Blalkisk, FREINLLXFA R L H S MIREHER,
Bh e E G #HFTA.

5.3. ML A sC Il

RHEFETE JAR X4 S HZ providers B XA EMEBIIRS 23
MRENEN AT EMARE Keycloak IR H ALK, HRCiIEHE #58 Bxd,

HEEM AR R KIS Keycloak &, REMMIFMLMIEEIZ ke.[sh|bat] build fr HEFIIE.
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REERF JAR ARERBENEMBEPNE, REAEERHERF JARPEE5RE
RS R R ERS L. B 284S application.properties X# =& commons-
lang3 KB, MRMER T GELFE JAR, N5 auto-build K, MREIEHEH
X, EugERAERSHTBAEPEISIXGES, FENZ, FHIEMEREN lib
jar BN BFHAEETHLEE, AREFSEERAKASFHKBTERE lib BX
JAR, MREFAHZR, aILLE MRS ERITDIA kR,

MREEREATRH, NRARAHES, BN ZHR JARNEEXHERASX
REEFHE—ATNRELR, HBETLIKEE "install root"/lib/lib/main BXT# JAR
RAEP R BT some.file, AR :

I find . -type f -name "*.jar" -exec unzip -l {} \; | grep some.file

MRLZ RS F[EA N5 EMBREER R JAR $85H NoSuchFileException 2513 m/5 3,
NLZETT -

I .J/ke.sh -Dquarkus.launch.rebuild=true

XS Quarkus ERERMBARRTREIXH. MBE, ENEEBINITHMIERNEIH
g, mERMSMN.

5.3.1. XFHHtN S

& eI LGB fF provider B9 enabled Bt i%iE N false SREEA LN . HlW, EZHA Infinispan A/
ZEFRUER, HEA -

I bin/kc.[sh|bat] build --spi-user-cache-infinispan-enabled=false

5.4. JAVASCRIPT #tRr/8

TIEFIEM Keycloak BEBFE TN HATIIZA, LUEERE REEW B E URFEINEE -

BHRUESR

JavaScript $B&
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OpenlD Connect Protocol Mapper

SAML il B2

5.4.1. B35FSR

BRI A = DR LU R TheE~ — : authentication (..), M Authenticator#authenticate
(AuthenticationFlowContext¥&{E(.. )i, ©M Authenticator#action
(AuthenticationFlowContext)ii f,

BE X SR%Ess NEVRUEFHBEAE () BB ErLEAKE SR javax.script.Bindings A,

script

ATFUITFIEZA BRI A &R
realm

RealmModel
user

411 UserModel, 153EE, MRESHEILRPEE THARIESRN, AF#ATNUES—MRIE
B[ECH ML, FRZAPRENSHRIERE,

b

AKX KeycloakSession
authenticationSession

LA FPUFSessionModel
httpRequest

1411 org.jboss.resteasy.spi.HttpRequest
LOG

org.jboss.logging.Logger S|/ ScriptBasedAuthenticator
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al

RAI LAMIE 45 authentication ( context ) #4E(context) EEM LT XS hiREN
A LETXXEL,

AuthenticationFlowError = Java.type(''org.keycloak.authentication.AuthenticationFlowError");
function authenticate(context) {
LOG.info(script.name + " --> trace auth for: " + user.username);
if ( user.username === "tester"
&& user.getAttribute("'someAttribute")

&& user.getAttribute("someAttribute").contains("someValue")) {

context.failure(AuthenticationFlowError.INVALID_USER);
return;

}

context.success();

}
5.4.1.1. EH AN ERMBAL UERS

L EAREARIE SR RES ORISR T —ERE, 51, NRESEHMAL ISR 28K
(BNE{EEF & 12 Cookie B SSO EFH HF M I ULI R NEH]) , EagEEERTCRINNEHRIEREK
E® REQUIRED, FHMAMNEKIESRFZETHMK REQUIRED MK IEFhidP. XTFEERN
REQUIRED #1 ALTERNATIVE H{T AR A FHEHBENIG, Flm, SHEIEREEN I TR

- User-authentication-subflow REQUIRED
-- Cookie ALTERNATIVE

-- Identity-provider-redirect ALTERNATIVE
- Your-Script-Authenticator REQUIRED

5.4.2. OpenlID Connect Protocol Mapper

OpenlID Connect BN EFIIARZ javascript BIA, RFEEH ID SEM/RViIFSEMRE.

& o] LAE IS H i javax.script.Bindings BIZ,

user

14 Hi UserModel
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realm
RealmModel
token
4A7 IDToken, REHN ID GEERE 7TRNERFN, BF T,
tokenResponse
L8 AccessTokenResponse, RETE) Access THEEE TMHNERFN, B©FTH,
userSession
SHEKH) UserSessionModel
keycloakSession

FEIKB KeycloakSession

AR S RS S BERNIE.

// prints can be used to log information for debug purpose.
print("STARTING CUSTOM MAPPER");

var inputRequest = keycloakSession.getContext().getHttpRequest();
var params = inputRequest.getDecodedFormParameters();

var output = params.getFirst("user_input");
exports = output;

LLERIA S MRS K e SR user_input, X °I A FIUSERHECER Token Claim Name,

5.4.3. EAERENHAME—1/ JAR

k

N
p o
;

il

JAR X2 A jar T BANE ZIP X

FT IR A T LT IE R Keycloak i/, ERENEiBMERRSS. b, ERZHIE—
BHLUTEHK JAR X -

I META-INF/keycloak-scripts.json
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my-script-authenticator.js
my-script-policy.js
my-script-mapper.js

META-INF/keycloak-scripts.json @ — Xk, RUEAXEEREMANTBIEER. B2
ALUTE5F9M9 JSON X5 -

{
"authenticators™: [
{
"name": "My Authenticator”,
"fileName™": "my-script-authenticator.js",
"description: "My Authenticator from a JS file"
}
1,
"policies": [
{
"name™: "My Policy",
"fileName™": "my-script-policy.js",
"description: "My Policy from a JS file"
}
1,
"mappers’: [
{
"name™: "My Mapper",
"fileName™": "my-script-mapper.js",
"description: "My Mapper from a JS file"
}
1,
"saml-mappers™: [
{
"name™: "My Mapper",
"fileName™": "my-script-mapper.js",
"description: "My Mapper from a JS file"
}
]
}

MR % B | R AR BN RSB MBI A LA/RS

SRS

%fF OpenID Connect A S EER. F— JAR X#HPhAILUE— I HEN ISR

policies
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X FE LB R Keycloak BABRSSHTEY JavaScript $kB&, E— JAR X{Eshal bl —
A HZ AR

Mappers

X}F OpenlID Connect BIAMMHNERF, F— JAR XHPTUE— IS RNERF

saml-mappers

XfF SAML XM BUNTERF, F— JAR XHHPaUE— I HEIRFERF

XFF JAR CHErhEANIA S, RFEEH META-INF/keycloak-scripts.json i — N R BISE
H, BHAXHRNIISENRMERXE, Hit, BN ZASNEBIRHBUTRES :

name

ATET ISR Keycloak EEIFHIS B RHANKRIF AR, MARHEREE, WEAR
AXHH TR

description

EFIALEX A, Sl 7 AR

fileName

AAFHRERR, LEY 2UE0, MIRGFE JAR 89X H,

5.4.4. SREMAE JAR

EA— M ARAFNEERENHNAN JAR XH#E, ERFEN JAR 2H1F Keycloak R#tE2R/
BRMZIEHED, SA/FI21T bin/ ke.[sh|bat] &, HER, EARESR BWAIIEE.

5.5. /T SPI
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MREEZTHNEESRA A SPI FIXK, EaLEESEIEH & T Server Info TiE, M Admin
Console B4 Ak,
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&5 6 & USER STORAGE SPI

BT LI{8f User Storage SPI NZLIGHIEEM Keycloak BT &, LUEREERINESA M BUBENEILE
fi5. PIEM LDAP 1 ActiveDirectory 21t SPI B95CHE, ZLISHEM Keycloak {3 A H A ith BiE 0
B, EHMERArFEIEEIE. RRALREEANANARTERFBIEE, BiIXEIBIIIEN
EM Keycloak BuEER, X FiXEtER, NARKFEFAZARRISE User Storage SPI B9EEH, LAHT#:
NEBAFERE, LLRAEHEM Keycloak BIRERA AT RER, LIEESI].

LIIEHIEEM Keycloak BT REERAF (MAFEXE) , ERMTEANSERRECMHF. BX
BERAFRESUTHIP%EY  MRAFKITHF, WEARGERTE AL, ERELEHEN
Keycloak A EEZEREHZAF, MREEHRIAS, ©fET User Storage SPI 5 i BLIEIA
fTRFAAER, BERHA—PMAPROMAFETNIEEER. SNEENABAFEE, FHNHEFRASRE
BERRPUNEIZIEER Keycloak FAF* metamodel,

R {2t SPI ftN A SCIth AT AT RS &l, XTR ST CRUD #4F, RIEMEEEIE, =
HERUEPITF S RPN EER, BEURTHABEFMHEITHEE,

A6 SPHEMBEESSHILIREL (GAE) Jakarta EE HEHTAMBE, RABRTAERAEN], ™
BN ETEEHIA M User Federation £k T AEMEE AHIRE.

g

H
[=]

MREE AR 4N SC I R — A S B A BN R P BN BIER
%, HFWERASTEREEBY, FANNNEYRREN, RFIZE LDAP_ID B,
RIEMZLIEFIEM Keycloak LDAP £t TR A8 ID 457 LDAP RS 3%
Wi, 1HS 0 Threat BRIGMEE=Tidh FiEHE R,

THEf9EER Keycloak Quickstarts CFEAMANRAINIH. SMRUEATEE—1 README X#, H
hagaxmaagE. SENNKRFT BN, TR T ATRBFEGE SPIBRERATTHE E b :

3 6.1. User Storage SPI Quickstarts

Name ik

user-storage-jpa SEREA EJB # JPA SEHEF P R E IR TR R,
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% 6 3 USER STORAGE SPI

Name ik
user-storage-simple ENEASEMAF R/ BB B SRR S
P FiER 2R,
6.1. #tr/paiEO

HFER A P f2fif SPI BOSCEINY, R ilE N AR T . SNEREfmfNET vEl
B0, HNERITRPESRMEGEARFNMERE. By Lk

org.keycloak.storage.UserStorageProvider 0,

package org.keycloak.storage;

public interface UserStorageProvider extends Provider {

/**
* Callback when a realm is removed. Implement this if, for example, you want to do some
* cleanup in your user storage when a realm is removed

*

* @param realm
*/
default
void preRemove(RealmModel realm) {

}

/**
* Callback when a group is removed. Allows you to do things like remove a user
* group mapping in your external store if appropriate

*

* @param realm
* @param group
*/
default
void preRemove(RealmModel realm, GroupModel group) {

}

/**
* Callback when a role is removed. Allows you to do things like remove a user
* role mapping in your external store if appropriate

* @param realm
* @param role
¥/
default
void preRemove(RealmModel realm, RoleModel role) {
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&= FIEfEIA N UserStorageProvider # O Z MR ? BN EASENEELBOPED, EHHN
AR LS e E AR &8O Sk 32 75 A P SR BRI AL,

B ESW0E UserStorageProvider 26, E555EmfE, 2VdM UserStorageProvider.close
O Ak, KRBEWESLH, SHRERNFETI B2, provider factories SEIE
org.keycloak.storage.UserStorageProviderFactory #1,

package org.keycloak.storage;

/**

* @author <a href="mailto:bill@burkecentral.com"sBill Burke</a>

* @version $Revision: 1 $

*/

public interface UserStorageProviderFactory<T extends UserStorageProviders extends
ComponentFactory<T, UserStorageProviders {

/**
* This is the name of the provider and will be shown in the admin console as an option.
* @return
*/

@Override

String getld();

/**
* called per Keycloak transaction.

*

* @param session
* @param model
* @return
*/
T create(KeycloakSession session, ComponentModel model);

1£5C1E UserStorageProviderFactory i, #tRE T KAFF concrete SN RIS E NERSHL
XA ETSRA LR RETIRE (BEkiEwEO) . filn, MRENENEREEN
FileProvider, M T ERELMTF :

public class FileProviderFactory implements UserStorageProviderFactory<FileProviders {

public String getld() { return "file-provider"; }
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public FileProvider create(KeycloakSession session, ComponentModel model) {

}

getld () 7F3kiR[E User Storage RN Eal&TR. HEENREEG AN RN, 1 id SEREER

&M User Federation T E A,

create () FHEMTIHBEHNEENLH, ©FRA org.keycloak.models.KeycloakSession 3,
xR el A FAEREAMSE SHoBIE, FREZTHREFHEAMZAH4MT,. ComponentModel SEX
KR EE DS ANREHR/NS. Ca3CERRMERNA ID, LUK EREHE S AN &

LUy EisErEMAcE,

UserStorageProviderFactory G HIhaE, BHITNERZENEEH S HEE.

6.2. it/ AaThaeREO

MEEFHKEAET UserStorageProvider #0, EalgERFREEAE LEMATFERKEEAH
Hik. XERHESL R EEREMINEE 2O L E X, BEHRBURTASA - EE T LURHM TR ER,
fin, —LEABMEMERIEMN, REEPTREENERMEIERIE. ERFENEBNIIEESC R e,

LS O

SPI

org.keycloak.storage.user.UserLookupProvi
der

org.keycloak.storage.user.UserQueryMethod
sProvider

org.keycloak.storage.user.UserCountMethod
sProvider

org.keycloak.storage.user.UserQueryProvide
r

org.keycloak.storage.user.UserRegistrationP
rovider

org.keycloak.storage.user.UserBulkUpdatePr
ovider

23U

IMREFLRVEARB LA BFENA - ExR, T
FEXNMEO. RS (FE?) RUEBFBL EL
#=0,

EXBFEM—DHIEIAFNEREN. WREM
ERERHSEENEER,, GoJitEn,

IMRENHV A RHTHRER, HXRbEO.

XMEORZ UserQueryMethodsProvider #1
UserCountMethodsProvider #4H & IhEE,

INRER B ST R INAMBRA -, EE L
He

MRENHV AR AR EEN, NSkt
#n,
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SPI sk

org.keycloak.credential.CredentiallnputValid INRATH LN AT LU IE— NS AN R RIB IR R T
ator (fian, RSB FERES IR, TSEhEth e
a) .

org.keycloak.credential.CredentiallnputUpdat MREWENEFEZFEHF—IHZ PN TRAMNEIEE
er B, ESCrELEEO,

6.3. RO

D #EO e XA S BUA EER O S U A PR REA LS, XERRH
org.keycloak.models.UserModel #O&E X, /RENARFFLAGFELiELED, SiREET A
PHEEMZERERN Keycloak SEFRAF metamodel i [ AIBRETE,

package org.keycloak.models;

public interface UserModel extends RoleMapperModel {
String getld();

String getUsername();
void setUsername(String username);

String getFirstName();
void setFirstName(String firstName);

String getLastName();
void setLastName(String lastName);

String getEmail();
void setEmail(String email);

UserModel SEER 460 P B SEH o BRIV RIASR, s/ &, &R BFid. AR
HRFFAR,

org.keycloak.models @A HMERR, BIIKRILIEIERN Keycloak metamodel:
RealmModel. RoleModel. GroupModel #1 ClientModel By 84>,

6.3.1. =fi% Ids

UserModel —A"EEHERE getld () ik, ESCHE UserModel FFAZ AGIN, #4417 @A ID &
R BABIZ :
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I "f:" + component id + ":" + external id

THEHEM Keycloak 2T @EXILETA/, ID ZHAS. B/ id @8BER, RILETH R
HHRGPMEA UserStorageProvider SE&EH A /.

A4 1D M ComponentModel.getld () REIH id, ZH#-Model TERIR LR RN SEUL 2,
LUEE LA MIBERIRINE, 488 id REMMNEARREEABERPERZAINER. XBEE—1 A
P45 uid, BN, BREEEREUNT -

I f:332a234e31234:wburke

LIBFTINR id FHATEIRN, id REETT, LUKEAH ID. A4 1D ATFERROATMEA K
UserStorageProvider, A5, ZI2HtIEFEAER id, IRMEEREH id KIS ID, SIFAREHS
HAFEEREZES.

6.4. T MERE

H T IR EM Keycloak iRGIRHtEER, EREMR JAR HIN—1X#4 : META-
INF/services/org.keycloak.storage.UserStorageProviderFactory, HtX#ia s
UserStorageProviderFactory SCiEfSe 2R E R L FRFIZE -

org.keycloak.examples.federation.properties.ClasspathPropertiesStorageFactory
org.keycloak.examples.federation.properties.FilePropertiesStorageFactory

EEE jar, FHEHIR provider/ Bk, fAREiZ1T bin/kc.[sh|bat] build,

6.5. il L i B H =l

T GABASEHEF PG SPI MERHANS, BATRNE—NMERRRE. £4EDh, BRED—HEE
UserStorageProvider 523, ERE—MRIAMNEMXHPRERAS. BEXHS A ANENE
X, FEGISEI classpath LHRFEAIE, ZIREEERFNRERR ID A GEKAF,, FEERIEE
B, RELRHERFMNAF R,

6.5.1. ftppEk

B, REilS#HAWNERER UserStorageProvider %,

public class PropertyFileUserStorageProvider implements
UserStorageProvider,
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UserLookupProvider,
CredentiallnputValidator,
CredentiallnputUpdater

A T094L R #a2K PropertyFileUserStorageProvider 23l T %80, B3
UserStorageProvider, EJ5:X2 SPI IEAZER, BLILT UserLookupProvider £, B MEA 1R
FrEVERAILRUERFREFEENAS &R, BT CredentiallnputValidator #0, R IHEaEEE
RAEREERIFRANEL, BIINEMEXHRREMN, Fi1CH CredentialinputUpdater, B4

ZHEREBEN, RIFELHERES.

protected KeycloakSession session;

protected Properties properties;

protected ComponentModel model;

// map of loaded users in this transaction

protected Map<String, UserModel> loadedUsers = new HashMap<>();

public PropertyFileUserStorageProvider(KeycloakSession session, ComponentModel
model, Properties properties) {
this.session = session;
this.model = model;
this.properties = properties;

}

IR BRI S 2R IS 65X KeycloakSession. ComponentModel 1 Et3c#0931/8, i1
ENARMAEXE™ M. HIFEER, AMENAFRS, SHBMNZIENIAF, RIS HEHEET
Eh, LMERIBRER—ESPERERVE. XRE/TZRUBRTEITIRENRIEHCE (B,
5 JPA SRR ER) . HILE, SIESBROBRUEBRFELH, HEESTREXH.

6.5.1.1. UserLookupProvider S:3j

@Override
public UserModel getUserByUsername(RealmModel realm, String username) {
UserModel adapter = loadedUsers.get(username);
if (adapter == null) {
String password = properties.getProperty(username);
if (password != null) {
adapter = createAdapter(realm, username);
loadedUsers.put(username, adapter);
}
}

return adapter;

}

protected UserModel createAdapter(RealmModel realm, String username) {
return new AbstractUserAdapter(session, realm, model) {
@Override
public String getUsername() {
return username;
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}
b
}

@Override

public UserModel getUserByld(RealmModel realm, String id) {
Storageld storageld = new Storageld(id);
String username = storageld.getExternalld();
return getUserByUsername(realm, username);

}

@Override
public UserModel getUserByEmail(RealmModel realm, String email) {
return null;

}

LA &K, Red Hat build of Keycloak &< 1= getUserByUsername () Ak, EFA]
e, FiTE%RHE loadedUsers BN, UEFHAFREEHELESDHATHF, MREEM
7, BIEER-aNEN X, MREFE, BEi10E—4 UserModel B3, SHEME
loadUsers #, LL&f§k&E, FHROIEA,

createAdapter () FEEAEBIERRK org.keycloak.storage.adapter.AbstractUserAdapter,
iXJ7 UserModel 124t 7 Eiiliscie. ©EMAMAANAFAENAE ID, RIEMBNERHE id 8XB3hEK
mF‘ ido

I "f:" + component id + ":" + username

1 get Ak AbstractUserAdapter #43&[E] null &S, BE, REAGMAMKNN A EIHE
BhEMAFREERENIRIAABNLH. 8194 AbstractUserAdapter #atiH:
org.keycloak.storage.ReadOnlyException, Hit, MREKEEERIEHERERAT, NHIME
o

getUserByld () 73%fEM org.keycloak.storage.Storageld helper J:f#47 id S8, VA
Storageld.getExternalld () 7%, LUREERATE id SBHPMAF &, RE, HEEERN
getUserByUsername () ,

IR a#ERE, Hik getUserByEmail () 753%EME null,

6.5.1.2. CredentiallnputValidator 3}
BTk, ik#Z&A15kEF CredentiallnputValidator 75 %L e,
I @Override
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public boolean isConfiguredFor(RealmModel realm, UserModel user, String credentialType)

{

String password = properties.getProperty(user.getUsername());
return credentialType.equals(PasswordCredentialModel. TYPE) && password != null;

}

@Override
public boolean supportsCredential Type(String credentialType) {
return credentialType.equals(PasswordCredentialModel. TYPE);

}

@Override
public boolean isValid(RealmModel realm, UserModel user, Credentiallnput input) {
if (IsupportsCredentialType(input.getType())) return false;

String password = properties.getProperty(user.getUsername());
if (password == null) return false;
return password.equals(input.getChallengeResponse());

}

=T M isConfiguredFor () 7%, LMERE NAFEE T RENZTIERE, XINMHERER
BENAFEE T BE,

supportsCredentialType () FHEROIZEXZFFFEZTIERBNEIE, BiITREZEIERBES
H BY,

isValid () AEMFRIEEN, Credentiallnput ZEEfr ER2AARIERRMN—MaRED, i
BERZHREIERE, F A2 UserCredentialModel 8926, 24 @0 B R UmE k), BHEHAK
4i st AfF A UserCredentialModel B9EHl, isValid () 75k EEERB YDA TR B E
XME, REIE true RRBEEN.

6.5.1.3. CredentiallnputUpdater 523}

MaiFS, FHA1EH CredentiallnputUpdater EOMKE—RARZ, ZiIHESB BB, HBii1S06XH
MERAEZ, BNETHARIFEIIIENEN Keycloak AlthFisthBEHE, AEMETHHTES
%o

@Override
public boolean updateCredential(RealmModel realm, UserModel user, Credentiallnput input)

{
if (input.getType().equals(PasswordCredentialModel. TYPE)) throw new

ReadOnlyException("user is read only for this update");

return false;

}

@Override
public void disableCredentialType(RealmModel realm, UserModel user, String
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}
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@Override

public Stream<String> getDisableableCredentialTypesStream(RealmModel realm
UserModel user) {
return Stream.empty();
}

updateCredential () HERKEFZIFRBZESN password, MIRE, NiHnH
ReadOnlyException,

6.5.2. St AT SChE

B, #NmREsm, Ffl ARHNEI XK,

public class PropertyFileUserStorageProviderFactory

implements UserStorageProviderFactory<PropertyFileUserStorageProviders {

public static final String PROVIDER_NAME = "readonly-property-file"
@Override

public String getld() {
return PROVIDER_NAME;
}

BEEEEMNRE, 7E5CHe UserStorageProviderFactory 25Hf, #R71{%# concrete provider J:5E
ENEIRSEL. ORISR ZaIE LR A : PropertyFileUserStorageProvider,

'@ st
MEREBIEE template S8, ERHENERETEESELE. 20N PUTEARSA,
L e iR iR #9aE 00,
getld () FAEIRHZETNGPHI, HEEhRSHABAFEERNEN, b2 admin RS E
R,
6.5.2.1. 141
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private static final Logger logger =
Logger.getLogger(PropertyFileUserStorageProviderFactory.class);
protected Properties properties = new Properties();

@Override
public void init(Config.Scope config) {
InputStream is = getClass().getClassLoader().getResourceAsStream("/users.properties");

if (is == null) {
logger.warn("Could not find users.properties in classpath");
} else {
try {
properties.load(is);
} catch (IOException ex) {
logger.error("Failed to load users.properties file", ex);
}
}

}
@Override
public PropertyFileUserStorageProvider create(KeycloakSession session, ComponentModel
model) {
return new PropertyFileUserStorageProvider(session, model, properties);
}

UserStorageProviderFactory O B A ASCHIBAENLE init () Ak, HBLLIEHER Keycloak 515
N, RENSMMNEI fE—NE. B4, sISNBEA init () Ak, £F—1 postinit
() A%, thalstie, ERASANI Minit () A%E, SFEBH postinit () Ak,

EBM init ) HELHh, T&IIM classpath hBISSHITH/FHENEN 4, A5, FH
T AP & MBEAH A kNS properties FEY,

Config.Scope SH 2@ I RS REBEN I K&,

Him, FERAUTSEEITIRS S -
I kc.[sh|bat] start --spi-storage-readonly-property-file-path=/other-users.properties

BATaILAs R - BHESUHR classpath, TR TS, ARE, EelLE
PropertyFileUserStorageProviderFactory.init () SRS :

public void init(Config.Scope config) {
String path = config.get("path");
InputStream is = getClass().getClassLoader().getResourceAsStream(path);
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6.5.2.2. A%

RN ET NRE—% 2 create () Ak,

@Override
public PropertyFileUserStorageProvider create(KeycloakSession session, ComponentModel
model) {
return new PropertyFileUserStorageProvider(session, model, properties);

}

1R E 98 PropertyFileUserStorageProvider 25, LRI A XN HENESHA—X,

6.5.3. T MABE

FAF BER RSB K ST R AE jar W SRR E META-
INF/services/org.keycloak.storage.UserProviderFactory X s BN B T 2K,

I org.keycloak.examples.federation.properties.FilePropertiesStorageFactory

EEEL jar, FHEHEHIR provider/ Bk, AREiZ1T bin/kc.[sh|bat] build,

6.5.4. EEE | P RIRHER
o L E BT HIAS M User Federation TimEH &AM EE AR P G 4L .

FAF Federation

47



Red Hat build of Keycloak 24.0 R &/ & AGifsE

Master .
User federation

User federation provides access to external databases and directories, such as LDAP and Active Directory. Learn more
Manage r_'}'

Clients

Client scopes To get started, select a provider from the list below.

Realm roles

Add providers

Users

Groups = Add Readonly- s Add Kerberos providers s Add Ldap providers
. . - -

property-file providers

Sessions

Events

1.
MFIFRP RN OE2MIRHER : readonly-property-file,
X B R A 4N A & T M.

2.

Hif; Save, ANEANIEREE.

ECBAIHLL RS

User federation > Provider details

Master

readonly-property-file @ cEncbled Action
Manage
Clients

Console display name * @ readonly-property-file
Client scopes
Realm roles Cache policy @ DEFAULT A
Users
Groups

Save Cancel

Sessions

Events

& [E1 % User Federation TiE

W, BEREIIIHAMNRE,

FAF Federation
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Master .
User federation

User federation provides access to external databases and directories, such as LDAP and Active Directory. Learn more
Manage “

Clients

Add new provider ¥ Manage priorities
Client scopes
Realm roles

Users readonly-property-
file

Groups

Sessions readonly-property-file

Events Enabled

e, EISEEW M users.properties XHHEBAMA &R, AP REEEREERK, M,

6.6. BEBEHA

189 PropertyFileUserStorageProvider ‘RIR— 1 R F. CHEEGmIS R ALRUERM jar iy
B, eFfIEH. Bila26EXHNAEr LS NMNRRERFNLAHTEREER, Raifil, &
ITAREHFEESAN RS S RES FHLREER, FERT2FTRMAN Y. BIITHFEEE
EEHIE Ul TR E.

UserStorageProviderFactory EF 4N palc BRI HEHM AL, Er iR EE BN R ER
e, ERENEecaySIERANATERBELESE, SEN, DA EERERENRIIRE, X
BRABIRHEFHIESEHI, UserStorageProviderFactory M
org.keycloak.component.ComponentFactory # O48 & X 45k,

List<ProviderConfigProperty> getConfigProperties();
default

void validateConfiguration(KeycloakSession session, RealmModel realm, ComponentModel

model)
throws ComponentValidationException

{
}

default
void onCreate(KeycloakSession session, RealmModel realm, ComponentModel model) {

}

default
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void onUpdate(KeycloakSession session, RealmModel realm, ComponentModel model) {

}

component Factory.getConfigProperties () 73%:E[0]
org.keycloak.provider.ProviderConfigProperty SLflFIFK, XL HlE=BHMBRITEE, UEHNEHE
RUBEFNEIEELE,

6.6.1. BciE = HI

FA 19 B T PropertyFileUserStorageProviderFactory =fll, Foir iS4t mascplis Rl Erks
EI#O

PropertyFileUserStorageProviderFactory

public class PropertyFileUserStorageProviderFactory
implements UserStorageProviderFactory<PropertyFileUserStorageProviders {

protected static final List<ProviderConfigProperty> configMetadata;

static {
configMetadata = ProviderConfigurationBuilder.create()

.property().name("path™)
.type(ProviderConfigProperty.STRING_TYPE)
Jabel("Path")
.defaultValue("${jboss.server.config.dir}/example-users.properties™)
.helpText("File path to properties file™)
.add().build();

}

@Override
public List<ProviderConfigProperty> getConfigProperties() {
return configMetadata;

}

ProviderConfigurationBuilder X 2 F Bk ERMIIRNAESEERX. EXE, BITEET
—AN%H path W E, ©R2—4 String K&, FIHIRHERFH Admin Console BBETmES, HEEDS
E#Wiric oy Path, BRIAE N ${jboss.server.config.dir}/example-users.properties, UIEFRBITEEHE
HEEETNTRRREN, EREREXE, BYEXH NRE.

ETERENEBNR2BIBZCHREEETEE L, BIFE8EEDEALIREEFNSIS, BRIES
EmAaEMMA R B, ik, Fi15LHE validateConfiguration () 7k,
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@Override
public void validateConfiguration(KeycloakSession session, RealmModel realm,
ComponentModel config)
throws ComponentValidationException {
String fp = config.getConfig().getFirst("path");
if (fp == null) throw new ComponentValidationException("user property file does not
exist");
fp = EnvUtil.replace(fp);
File file = new File(fp);
if (Mfile.exists()) {
throw new ComponentValidationException("user property file does not exist");
}
}

validateConfiguration () 7%t AE-Model FRERBLE, LIS IF#A FREFELME, F
EX, {8 org.keycloak.common.util.EnvUtil.replace () 7k, RAXMAZE, 83 ${) NEMAE
FEBEARGEHEBRIZIE, ${jboss.server.config.dir} FRFEXT N FIRS52aH conf/ B3k, XXF
ABIEHIEEER.

BETRBABIMBZMERBN init O k. BILXHEY, BAPEUXHS I EMNMRUERS
PIEHE—E, HTFIEZHEBE create () &

@Override
public PropertyFileUserStorageProvider create(KeycloakSession session, ComponentModel
model) {
String path = model.getConfig().getFirst("path");

Properties props = new Properties();

try {
InputStream is = new FilelnputStream(path);

props.load(is);
is.close();
} catch (IOException e) {
throw new RuntimeException(e);

}

return new PropertyFileUserStorageProvider(session, model, props);

LR, XFZHYEET, AABNIESMEEIZNENAFBYEXH, BHFELRERNA TR
~, W{IERCEZE% hook,

6.6.2. EEREH A PRERMER

e, BATEE, ESEEREHEPEREHNRENE path 28,
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6.7. @ hn/MHER A F MI&ifZhae RO

BINER RS ENEFERENRE, DATFERMMMBREFHEREG. EHRNBTREIdE L
HAFEEREZEHNERAAENHES, BRMXLEIREINEE, FIREISLE REMEHE
UserQueryMethodsProvider (=% UserQueryProvider) #1 UserRegistrationProvider 0,

6.7.1. 3XH& UserRegistrationProvider

SRR ERMAMMEEFGEPRERRS, TiemEERES S RERIE,

PropertyFileUserStorageProvider

public void save() {
String path = model.getConfig().getFirst("path");
path = EnvUtil.replace(path);
try {
FileOutputStream fos = new FileOutputStream(path);
properties.store(fos, """);
fos.close();
} catch (IOException e) {
throw new RuntimeException(e);
}
}

SRIG, addUser () #1removeUser () ZEMSCHiZs{SfE 8,

PropertyFileUserStorageProvider

public static final String UNSET_PASSWORD="#$!-UNSET-PASSWORD";

@Override
public UserModel addUser(RealmModel realm, String username) {
synchronized (properties) {
properties.setProperty(username, UNSET_PASSWORD);
save();

}

return createAdapter(realm, username);

}
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@Override
public boolean removeUser(RealmModel realm, UserModel user) {
synchronized (properties) {
if (properties.remove(user.getUsername()) == null) return false;
save();
return true;
}
}

WAER, EARmAFK, BB EIEHEREY UNSET_PASSWORD, FHAilLXHM, AN
BiEEEEREEREYEN null {H, B4 5EH CredentiallnputValidator 757E 3k RMLX — .

MR FELI T UserRegistrationProvider #0, MM addUser () Fik, MREMHL
A—MEEBFREALHFRMAS, ML RED null F3kid ZREEFH AT —MREER.

PropertyFileUserStorageProvider

@Override
public boolean isValid(RealmModel realm, UserModel user, Credentiallnput input) {
if (IsupportsCredentialType(input.getType()) || {(input instanceof UserCredentialModel))
return false;

UserCredentialModel cred = (UserCredentialModel)input;

String password = properties.getProperty(user.getUsername());

if (password == null || UNSET_PASSWORD.equals(password)) return false;
return password.equals(cred.getValue());

MAFHEMNAATUREFRNOEE XY, RERTFEEEFRREEN

PropertyFileUserStorageProvider

@Override

public boolean updateCredential(RealmModel realm, UserModel user, Credentiallnput input)

{

if ((input instanceof UserCredentialModel)) return false;
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if (linput.getType().equals(PasswordCredentialModel. TYPE)) return false;
UserCredentialModel cred = (UserCredentialModel)input;
synchronized (properties) {

properties.setProperty(user.getUsername(), cred.getValue());

save();

}

return true;

BAE, BATAILUC RSt AEE,

PropertyFileUserStorageProvider

@Override
public void disableCredentialType(RealmModel realm, UserModel user, String
credentialType) {
if (IcredentialType.equals(PasswordCredentialModel. TYPE)) return;
synchronized (properties) {
properties.setProperty(user.getUsername(), UNSET_PASSWORD);
save();

}
}

private static final Set<String> disableableTypes = new HashSet<>();
static {

disableableTypes.add(PasswordCredentialModel. TYPE);
}

@Override
public Stream<String> getDisableableCredentialTypes(RealmModel realm, UserModel user)

return disableableTypes.stream();

}

KX &Gk E, EIWERLEEEREHS b ERMNSAR BN,

6.7.2. 51t UserQueryProvider
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UserQueryProvider 2 UserQueryMethodsProvider 1 UserCountMethodsProvider 94 &, M
REBLI UserQueryMethodsProvider, NEBIEHIS N EEESNERRITRAIGENFENER A
Fo WHEMREREXN O,

PropertyFileUserStorageProvider

@Override
public int getUsersCount(RealmModel realm) {
return properties.size();

}

@Override
public Stream<UserModel> searchForUserStream(RealmModel realm, String search, Integer
firstResult, Integer maxResults) {
Predicate<String> predicate = "*"".equals(search) ? username -> true : username ->
username.contains(search);
return properties.keySet().stream()
.map(String.class::cast)
filter(predicate)
.skip(firstResult)
.map(username -> getUserByUsername(realm, username))
Jimit(maxResults);

searchForUserStream () ME—A"FEBXRHA String 2. £XpId, SBRKREETERNAS
%, WFHFRUAURFFZHER, CEBETHITHERN String.contains () AikMkR, EEE, A
FKAEKFIBERFNAIR, ZHRERBHESXHRXHEESR, ZikH getUserByUsername () FhnzEk
A, HER, HTRIE firstResult #l maxResults S KRB, MEENNBEERZFD T,
M AT RENZ

PropertyFileUserStorageProvider

@Override
public Stream<UserModel> searchForUserStream(RealmModel realm, Map<String, String>
params, Integer firstResult, Integer maxResults) {
// only support searching by username
String usernameSearchString = params.get("username");
if (usernameSearchString != null)
return searchForUserStream(realm, usernameSearchString, firstResult, maxResults);
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// if we are not searching by username, return all users
return searchForUserStream(realm, ", firstResult, maxResults);

}

1 Map S8(#Y searchForUserStream () AAAILIMRIEGT. K. A AMBEFHiHEEERA
Flo FEERAT 4, REBRNETRSEA, BT Map 2H8AE S username BHEH RS, EXFER
T, FrEAFPSaEeR0, £ X#HERT, A searchForUserStream (realm, search, firstResult,
maxResults),

PropertyFileUserStorageProvider

@Override
public Stream<UserModel> getGroupMembersStream(RealmModel realm, GroupModel
group, Integer firstResult, Integer maxResults) {
return Stream.empty();

}

@Override
public Stream<UserModel> searchForUserByUserAttributeStream(RealmModel realm, String
attrName, String attrValue) {
return Stream.empty();

}

HEBUFA BT, RILHMGERROZER,

6.8. N EBFE

PropertyFileUserStorageProvider ;RfISEPr EBR, SRR SERERAEEREREXXHPHOAFE
X, BERIMEEHTTFZ HibEE. MREREERFMENAFSERHRIA GRAMS k2 TinRE
MR, MEERXERFRNGNNA GRS, EAUESRRANEMCEERY, mAaFid. &
FHHK,

S FXEERRNER, LR Keycloak f i &t LSRR Keycloak BUEE hEFEEISME
BRmMARBERE. XENKBASFE, HERE

org.keycloak.storage.federated.UserFederatedStorageProvider X,
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UserFederatedStorageProvider

package org.keycloak.storage.federated;

public interface UserFederatedStorageProvider extends Provider,
UserAttributeFederatedStorage,
UserBrokerLinkFederatedStorage,
UserConsentFederatedStorage,
UserNotBeforeFederatedStorage,
UserGroupMembershipFederatedStorage,
UserRequiredActionsFederatedStorage,
UserRoleMappingsFederatedStorage,
UserFederatedUserCredentialStore {

UserFederatedStorageProvider s:fl#E UserStorageUtil.userFederatedStorage
(KeycloakSession) 5% EiRfit, BESMARNAEREMEREYE. AMAGMS. FRMEIEREMAR
SR, MEEMNALBEMB datamodel Tk e BINLLIEFIEMN Keycloak Thaesk, NIZRSS aTaE
RIEETR,

LTHEHIEEM Keycloak B T #EBhRERF
org.keycloak.storage.adapter.AbstractUserAdapterFederatedStorage, T©HEEF ¥4 UserModel
HERREAFERERE. BEEREEENAE, UERAABEMERRIEA, BRI RS
javadoc, R AEBAB/NNRTAZE, BARAEES. RN FRNAGIRN,

6.8.1.8 ARHI

1EHA189 PropertyFileUserStorageProvider ;=nfild, FATRFBEX N TR ARESF s
AbstractUserAdapterFederatedStorage,

PropertyFileUserStorageProvider

protected UserModel createAdapter(RealmModel realm, String username) {
return new AbstractUserAdapterFederatedStorage(session, realm, model) {
@Override
public String getUsername() {
return username;

}
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@Override
public void setUsername(String username) {
String pw = (String)properties.remove(username);
if (pw != null) {
properties.put(username, pw);
save();

#=, FiilE X AbstractUserAdapterFederatedStorage EZRSLH, setUsername () FAik®
EH IR,

6.9. 5 ASEHISREG

HECHER PRGN R, ERLURAS— RIS, IR T SERAPEIREEN, ELELIEREN
Keycloak RER P BiEEPERMAEAS, FRABEFENEESEFBXNFBRIX, KHEERS
o

TIEFIEEM Keycloak A A BEHNFAYRA &EF. SARPE, BRABREHN
HBERE, MmXHE.

MREZELENE A AP FEENEAEIBRIZE Keycloak, FFFAIBMAESRERE, EaIblsk
18T BN ARFLME RSN Keycloak. HMANARFHIRE, BUHEEES AR,
REEER BN SN RBE.

S ARRE — LB ERRA

B—REHRAFNEENLIBMEN Keycloak BURFEHTZ XEH. XATRESR N i HEK
KEMEETIK, FEIIBHEN Keycloak BURFE LiEmKERE. AFBBEMEAEIRES
EEEEANEIE, HBRKZARRIBASBEENTHEERER,

Wit AR, BUFRFEAIITIEHEN Keycloak FZiEMIAEB#Ei5R4S . User Storage
SPI EARLULE RS MNThEeO, EXrERBRTSHEMERRE.
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LIRS AR, AFEEREAFEECEXSA, NFRROFBAS, MRZBEXBAERAS
FMABEES AR, EETUREXRAF, UEXSHERXKATIRY,

XFEE—1NRTF, BEIMTUT EBRI16 PropertyFileUserStorageProvider IR RiXF A%, B%
&2 createAdapter () Hik.

PropertyFileUserStorageProvider

protected UserModel createAdapter(RealmModel realm, String username) {
UserModel local =
UserStoragePrivateUtil.userLocalStorage(session).getUserByUsername(realm, username);
if (local == null) {
local = UserStoragePrivateUtil.userLocalStorage(session).addUser(realm, username);
local.setFederationLink(model.getld());
}
return new UserModelDelegate(local) {
@Override
public void setUsername(String username) {
String pw = (String)properties.remove(username);

if (pw != null) {
properties.put(username, pw);
save();

}

super.setUsername(username);

EXANA.h, FATMA UserStoragePrivateUtil.userLocalStorage (session) 735 iK AU A 4L
IE19EM Keycloak AP F#MNEIH, RilXUMAFREEHELR (MEFR) , BIESHImMBIE
., FELZEXBASTN id, LOEREMN Keycloak B4R id. HiEEs, RilAR
UserModel.setFederationLink () , FF{ZEB4tNRe A4 EEM ID, XFRERBEEFNSABF ZH
I,

MR P EERAERN, S ANEAA s, X2
UserModel.setFederationLink () B—FEMKN,

EAEMNE, MRAMAFEE, SNEERUEFDASZERS, E©M CredentiallnputValidator
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CredentiallnputUpdater OSSR 3%, MEIESKEH #iRO] false &5 BEIEHIER Keycloak BE
AR hEFER ISR

BiEZEE, Bi1EA org.keycloak.models.utils.UserModelDelegate X EEA A, LR
UserModel B9553l, B8N AZEREZRACAEAER UserModel, FEii1EZUZERKM setUsername
O AZE, DESSEHXHRS., SFENENE, EaLlfEAEk £ At UserModel LR H b
HiEk, USAREHEITEY. fiM, get AZRLIARAIMEHERERY . KEAERENBEHESE
EHEERERS., BEEEN—HSE getld () FAENBZOROEEARTOER AN B31ERKN id, &

AROZRBEIEFS id, MEAIES ARBIFTR.

k

N
p 4
;

i

MREEELBEIEESCIN UserRegistrationProvider #0, NI removeUser ()
HERRENKIEEDRERZAF, TN AITIHIERE, F5EER, EMEXE
iRz g, ¥4 removeUser () .

6.9.1. ImportedUserValidation 0

MEEEARSZFIEMXPICE, B HeENAF A IE, MEASEE, NEkERXbEE,
MEEER, AABRNSERBAIAF Model, RtENTAILMERAF AR RS . HEEENXRIEFM
ABUREMEN, User Storage SPI A—MEIA,

package org.keycloak.storage.user;
public interface ImportedUserValidation {
/**
* If this method returns null, then the user in local storage will be removed
* @param realm
* @param user
* @return null if user no longer valid
*/
UserModel validate(RealmModel realm, UserModel user);

}

FYMEFENAA N, NRAFEERNARSH T X4 EOD, WERA validate () Ak, £
X8, EaREBENSEIGENAAF, FRET, FEAFN UserModel, A el LUEFEH T
BREERFEENAGETFABEMED, MR validate () RO null, TESFAMEERE Z b iilBa < it FA
Fo

6.9.2. ImportSynchronization #0

Wi 5K, EaERXIAFRIXTUSABEERRS., i, Ar e MASBERE PR
BR. User Storage SPI & —/ &4y O e b EixX
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4. org.keycloak.storage.user.ImportSynchronization:

package org.keycloak.storage.user;

public interface ImportSynchronization {

SynchronizationResult sync(KeycloakSessionFactory sessionFactory, String realmld,
UserStorageProviderModel model);

SynchronizationResult syncSince(Date lastSync, KeycloakSessionFactory sessionFactory,
String realmld, UserStorageProviderModel model);

}

XM EORSNETI SCH. hEOARENET LR, REEFNERZEHAEEITmA DRI
ks, eIl B iR FoaRbETEY ., XK2VIA ImportSynchronization.sync () Aik. 5
4, *eErHMEEET, #EAFHERY,. B3RS A syncSince () Ak,

6.10. A %1F

LA gET ID. AP ASAEFIGERINEN, S%FE. SRAFNREEEN, SRERED
UserModel 0, FHFILESMIMBIFMAELER. AR, WEFDAREBN, BERHITH
%E, BRAPNRE, SREHER. WIKREAGRENER, UERMT RAFZERIEN.

6.10.1. BB %17

Ra LLEIT A KeycloakSession.getProvider (UserCache.class) 3ijiiw f f' &%,

/* All these methods effect an entire cluster of Keycloak instances.
* @author <a href="mailto:bill@burkecentral.com"sBill Burke</a>
* @version $Revision: 1 $

pﬁblic interface UserCache extends UserProvider {

/* Evict user from cache.
* @param user
vc/>id evict(RealmModel realm, UserModel user);

/**
* Evict users of a specific realm

*

* @param realm
¥/
void evict(RealmModel realm);

/**
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* Clear cache entirely.

*/
void clear();

}

BAETLIRBRERF. FEESPNAPIEN%E.

6.10.2. OnUserCache EliF#:0O

B gem ER AR E T ENENECINGAMER. SR #EER, User Storage SPI 5—4° O
¥ : org.keycloak.models.cache.OnUserCache,

public interface OnUserCache {
void onCache(RealmModel realm, CachedUserModel user, UserModel delegate);

}

MRFEWONE, SN ERENSCHREEEO. UserModel delegate SEU2 EAIHLN R B
UserModel 5:f5l, CachedUserModel 22— E# UserModel #0, X2EXMFMHPEZFHLH,

public interface CachedUserModel extends UserModel {

/**
* Invalidates the cache for this user and returns a delegate that represents the actual data
provider

*

* @return
*/
UserModel getDelegateForUpdate();

boolean isMarkedForEviction();

/**
* Invalidate the cache for this model

*
void invalidate();

/**
* When was the model was loaded from database.

* @return
Y/
long getCacheTimestamp();

/**
* Returns a map that contains custom things that are cached along with this model. You
can write to this map.

*
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* @return
*/
ConcurrentHashMap getCachedWith();
}

It CachedUserModel # O R EMEZEFEDIERA T, FIREER R UserModel 5
fl, getCachedWith () AEEREI—MUN, RFEZEFESHAFPEXNEMER. fiN, FIEF:2
UserModel # O —8B0. MRBHERGFHREEFEIE, NFEZELH OnUserCache, F{#MH
getCachedWith () AEZ&EFHFH&EIL,

6.10.3. 173K

ERFFEANENERZEHSEEIED, ErTLUEER %R,

6.11. #lA JAKARTA EE

MIRZ 20 FFi4, Keycloak [{GERMTF Quarkus, 5 WildFly AR, Quarkus A2 ARG %. 1HiEiH
# & https://www.keycloak.org/migration/migrating-to-
quarkus#_quarkus_is_not_an_application_server,

Rk, AP EERMERTEIT8ESEM Jakarta EE i, #H & Keycloak 72 Bl kA @i
WildFly ;2175 —FE,

HN R SE B A2 SIS &R User Storage SPI # O java XK, W E—T sk, MATHE
BT, AT HESEE]

https://www.keycloak.org/migration/migrating-to-
quarkus#_migrating_custom_providers

IR{BART LA E £ X UserStorageProvider 3%, 1%25a@5d JPA Entity Manager B4 288
P, MTHIFE :

https://github.com/redhat-developer/rhbk-quickstarts/tree/24.x/extension/user-storage-
jpa

A% CDI,
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6.12. REST &% API

Eer LB B 5 REST API 8. MERFEHA - EE# N rEBE. User Storage SPI E T @AA
HEOWE, RLENERER APl EBENEN A,

REST 4# API {11 admin HiE THE.

I /admin/realms/{realm-name}/components

64

BATHUERE Java B i f7:X4 REST APl H, FEERILIMIL API M curl FigENAHT
IR E,

public interface ComponentsResource {

@GET
@Produces(MediaType.APPLICATION_JSON)
public List<ComponentRepresentation> query();

@GET
@Produces(MediaType.APPLICATION_JSON)
public List<ComponentRepresentation> query(@QueryParam("parent") String parent);

@GET
@Produces(MediaType.APPLICATION_JSON)
public List<ComponentRepresentation> query(@QueryParam("parent") String parent,

@QueryParam("type") String type);

}

@GET

@Produces(MediaType.APPLICATION_JSON)

public List<ComponentRepresentation> query(@QueryParam("parent") String parent,
@QueryParam("type") String type,
@QueryParam("'name") String name);

@POST
@Consumes(MediaType.APPLICATION_JSON)
Response add(ComponentRepresentation rep);

@Path("{id}")
ComponentResource component(@PathParam("id") String id);

public interface ComponentResource {

@GET
public ComponentRepresentation toRepresentation();

@PUT
@Consumes(MediaType.APPLICATION_JSON)
public void update(ComponentRepresentation rep);
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@DELETE
public void remove();

}

EOBASFHEMNE, SuaisEMNE ID, PSR

org.keycloak.storage.UserStorageProvider LI X ECi&.

import org.keycloak.admin.client.Keycloak;
import org.keycloak.representations.idm.RealmRepresentation;

Keycloak keycloak = Keycloak.getlnstance(
"http://localhost:8080",
"master",
"admin",
"password",
"admin-cli");
RealmResource realmResource = keycloak.realm("'master”);
RealmRepresentation realm = realmResource.toRepresentation();

ComponentRepresentation component = new ComponentRepresentation();
component.setName("home");
component.setProviderld("readonly-property-file");
component.setProviderType("org.keycloak.storage.UserStorageProvider");
component.setParentld(realm.getld());

component.setConfig(new MultivaluedHashMap());
component.getConfig().putSingle("path", "~/users.properties™);

realmResource.components().add(component);

// retrieve a component

List<ComponentRepresentation> components =

realmResource.components().query(realm.getld(),
"org.keycloak.storage.UserStorageProvider",
"home");

component = components.get(0);

// Update a component

component.getConfig().putSingle("path", "~/my-users.properties”);
realmResource.components().component(component.getld()).update(component);

// Remove a component

realmREsource.components().component(component.getid()).remove();

6.13. MLLEIE9 A F BB SPI X8

65



Red Hat build of Keycloak 24.0 [R$S&BF X AGifsE

FERAREERZA (RAECHEMER) B Federation SPI LR i - Fi&

1£ Keycloak hit# 2.4.0 XERBhzAkrh, F—4 User Federation SPl, Red Hat Single Sign-On hix#
7.0 (BRZ%H) iRt 7T XRHIM SPI, Al Federation SPI EM Keycloak iRk 2.5.0 #
Red Hat Single Sign-On hix# 7.1 iR, B2, MREAXNREM SPI HWE T IRHMERF, AEF
18— L0 F Fim O H95RRE,

6.13.1. SAMAERIEFA

Z BB Federation SP1 EREIELLIEHEM Keycloak BUREH IR ALK, HHER
MABEESABEXIEIR, HE, IFBEHHEN. ENATLLEZaNREEFBE NEEK, BIERN
ZEBE—ITIIEERREER— 1T BIFNAE.

FARRBHLR

IS EEM Keycloak EAX ERC AN BEENRAYRAFAZEF. SABFE, EERBIE
NEREhE, MmnXHE.

NREZELUENE S AP EENFTARPNAEEET2 2 Red Hat build of Keycloak, &
AT LU ST N R LUE LI EM Keycloak, UfiENARFEHRIRE, DUEEESAN
Ar, REERRANESNBEHE.

RS AKKAE — L ENRS

B—REHRASFFEENLIBHEN Keycloak BUiRFEHTZ REH, XAREAR N &
BREHRERIKR, HIELIBHER Keycloak BUEE LEMRKERD, AFPHKBEEHEUREE
SEFEBEANEIE, kAR IEABEENTIEERER,

Wi FARE, BUFRFEAIITIEHERN Keycloak 5N EBEi5RYS . User Storage
SPI EARLUCE RS MThEeO, EXrERBRRTSEMERRE.

6.13.2. UserFederationProvider versus UserStorageProvider
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BXEFEMNE UserFederationProvider 2 —\eE2i0E0O, EEEFEPERENHE. B
7=, UserStorageProvider EfXM OO0 Z M ERELUMTIEEREO,

UserFederationProvider.getUserByUsername () #1 getUserByEmail () 7EHEY SPI hE
BER, WEZFAMNXAETIRSA, NREERSEERS AR, EXBERA
KeycloakSession.userStorage () .addUser () #EAiGIEAS, #Hk, E&FAR
KeycloakSession.userLocalStorage () .addUser () . userStorage () AEAFABELE.

UserFederationProvider.validateAndProxy () 7k TIa%shaeiEn
ImportedUserValidation f1, MREZLURHBEENREMN S, WRESkEEO, 7R, &
ZBiIE SPI h, ERViRIAFNSABAE, BMERBAFGTEER. R SPIth, REAHE
AP MA RSN F AR AE. MREETABAF, NsE2AHA
ImportedUserValidation.validate () 7%,

J&%% SPI MHAE T UserFederationProvider.isValid () 7%,

UserFederationProvider 737k [Rl2F Registrations () . registerUser () #lremoveUser () 2
#% %l UserRegistrationProvider ThEE#E O, XM FHEORAESN, HILMRENLNEBFZRFOIEM
WERAF, MABELEE, NREMLRTRSEN AR A S, £ SPI thxzkr, mR#t
MNEAXZFEAMAS, M UserRegistrationProvider.addUser () 3E[@ null,

LI#I# F 7 FederationProvider 753k SiEUE /LM 2AE CredentiallnputValidator I
CredentiallnputUpdater fE®, BIIBEAEMN, BEHFEIBRATEZFRIFKEHREIE. UserModel /7
EPRATEENESIEER, ©filth##B 2 CredentiallnputValidator #1 CredentiallnputUpdater 01,
IR, MREELAESI CredentialinputUpdater #0, NI#EAGHLR EIR SHEO Al S IR o] LIFELLIE RS
EM Keycloak FifAihES, Hit, MRENTEER LM, HXHE
CredentiallnputUpdater.updateCredential () 7i%3+iR[E] ReadOnlyException,

UserFederationProvider ZEifj53% (% searchByAttributes () #1 getGroupMembers () ) I
B REE DO UserQueryProvider A, MNIRERSCHLED, NEERPRASTREITEEER
Fo E&MAREBE X,

6.13.3. UserFederationProviderFactory ¥l UserStorageProviderFactory

2 81 SPI thi R % 75 A BIE B EE#E °l %M ImportSynchronization SREHh, MBELiE T RS 2H,
ik UserStorageProviderFactory 31 ImportSynchronization #0,

6.13.4. AL FHEER

User Storage SPI LBl ERREBIEXFK D, ZLIEH9EM Keycloak R BELEIT— N EBHA., M
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FOVERE 7 MR IR A/ Federation #A/RE, NMEMSRREHLHOIEEFMEER, SRBEN
id. REFAESZAMNAFBIBREER ID (40 "Idap”, "kerberos™) HHBEMAFEFEHRNEN, F&
PHTIEER,

Hit, THEETLRANTESE.

AT AR LARTRIZLEH9 29 Keycloak SREHHIBR R HABIEBLN A, XRHHERES ABNRER
FRFEEERIE, RE, HEARIIEREN Keycloak i, RFNIENSEIREMEER L
ﬁo

E_MEURmERIRMES, BRECEGHRNRMER ID :
UserStorageProviderFactory.getld () . fAfRILIRHEFEHBEDRS . 5ISRS5EH, HiE
NETIBHAMBHNBERRLIOVERNBIEREDR, EXERT, Bz ANmERF
#WEET, BHERAE.

MPEERE S AKRFEFENMA S FHEMANE, BUIUEEFARIIBIIERN Keycloak aiffifRz aigd
BLRVRE, SXRHMBRIE S ABMEM A P BRI S ARIEK,

6.14. T RpENO

THEFIEER Keycloak FITS AP O SLREIXEN RNENGE, JATESISFBREHRE
MR I EE RN, HEEREERRNZHEPERNRRIBIREN—NBOE, XEEMI,

HFE NGRS A EAPLBARBEENEAINERAER, EAFFEHEEORRIMTRF
O, X5 FEON super-interfaces MR TESMAEERANRTRNDTE, FERTEENGE
B\, ETFEANEHAENBIAIARE Stream X NES, HERBEDERNES SRR,

Streams FEORTFERT I TABEIBEESHETRNAE, FHFMNXAZEMBERFNEENLDhSZ
5, REETHMRFEOMNEOQSENA 8540, org.keycloak.storage.federated S hMIATA
O, Dk—LalgEiRiE B e S sE B Se et O,

HEHBEFXARRIGET O EO%IK,

mHa ES

org.keycloak.credential CredentiallnputUpdater(*)
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org.keycloak.models GroupModel RoleMapperModel UserModel
org.keycloak.storage.federated O
org.keycloak.storage.user UserQueryProvider(*)

packagemanifests RO R—A WeE#L

HEMR B EPRIENE E AP EESIINIZRSCH Streams 70O, MARRKEEO. Hlm, L
TIEMMA UserQueryProvider OO0/ Streams 254k :

public class CustomQueryProvider extends UserQueryProvider.Streams {

@Override
Stream<UserModel> getUsersStream(RealmModel realm, Integer firstResult, Integer

maxResults) {
// custom logic here

}

@Override
Stream<UserModel> searchForUserStream(String search, RealmModel realm) {

// custom logic here

}
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8 7 & VAULT SPI

7.1. VAULT {5/ 8

EA LAEFSEE org.keycloak.vault ##-88 vault SP1 HZLIEHEM Keycloak WEHEXT E, X
FREEMEE vault S5,

RE X HLE A IRIERZ I SPI BCHIRA, &5 R AT -

ERHIENEERECE, SRR ERE KRG AT LUK R secret, FEXFMERT, i
LN AT AL secret NN & realm &R, fI0, M realm name Rk, HlM, —4FER
${vault.key} 2iRiEi% A =k realm B FEHNRERZHE BFFHTIEM, ZEXHE, FE/NEM
VaultProvider Factory.create () 7Fikf%#45 018/ VaultProvider 556, HbgraM
KeycloakSession ZHUKHEL,

vault ftNEEE L — Ak get Secret, ZHENATE secret ZFMED]
VaultRawSecret, 1%L byte[] st ByteBuffer ER & & secret WK, FHHERIBESEEMR
BT, FER, EEARNEFREAX, MTAR,

AXRNAITSNEEBEURBEFNFE, 1§53 RSRARED =7,

7.2. M VAULT 4FE(E

FEaESBUREIE, IEMEMN Keycloak RAEM LM secret, 1E1/i[F] secret I, secret & MERSE
KA, FOUEATRNEREE JVM REPR. RE, AT EFTRE JVM RENRZA, XarLu@s
{NA£ try-with-resources iZ a1 fEMA vault secret LB, MTAR :

charf] c;

try (VaultCharSecret cSecret = session.vault().getCharSecret(SECRET_NAME)) {
// ... use cSecret
¢ = cSecret.getAsArray().orElse(null);
//if ¢ I= null, it now contains password

}

// if ¢ I= null, it now contains garbage

XA RBIfER KeycloakSession.vault () {ERATFUilA secret MAO R, EIEFERA
VaultProvider.obtainSecret AiAthBR AR EE, BE vault () HEEGFEL secret GBERFTFE
Hl) R NPAHA (GE vault () .getCharSecret () ) =% String (via vault ().getStringSecret
0 ) BTheE, BRTIHREURIARIIEMEE (@t vault () .getRawSecret () &) .
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HAR, BT String AREFTEHN, HLTEETFABILKESREREFHEHAT. RAERIN
VaultStringSecret SCELFRSZER T #HELABA IERERME String, {BfEfE71E String XIR M secret EVR
EFT—1 GC @i, Ait, SFHFAITHEF T HFHRAEANZSIX,
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