& RedHat

Red Hat build of Keycloak 26.2

Last Updated: 2025-09-06






Red Hat build of Keycloak 26.2 5Z#%&m




Legal Notice

Copyright © 2025 Red Hat, Inc.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution-Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is
available at

http://creativecommons.org/licenses/by-sa/3.0/

. In'accordance with CC-BY-SA, if you distribute this document or an adaptation of it, you must
provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, the Red Hat logo, JBoss, OpenShift,
Fedora, the Infinity logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States
and other countries.

Linux @ is the registered trademark of Linus Torvalds in the United States and other countries.
Java @ is a registered trademark of Oracle and/or its affiliates.

XFS @ is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL @ is a registered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat is not formally related to or endorsed by the
official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other
countries and are used with the OpenStack Foundation's permission. We are not affiliated with,
endorsed or sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

Abstract
A F LI M Keycloak ST/ ¥4 M.



Table of Contents

Table of Contents

% 1% $ RED HAT SINGLE SIGN-ON 7.6 5¥# 5| RED HAT BUILD OF KEYCLOAK  ....vvviieiieennnnnn. 3
BB 2E T REDHAT SINGLE SIGN-ON 7.6 BRS5 88 - oo e iiiiitie ettt ittt eeeen, 4
2.0 FoRE M 4
2.2, it 2t 4
2.3. F# RED HAT BUILD OF KEYCLOAK 4
2.4, IREE 4
2.5 EBEE 12
2.6. 355 RED HAT BUILD OF KEYCLOAK SERVER 13
BB 3 E OPENSHIFT B3R OPERATOR BB ... ittt et et ettt 14
3.1 TR 14
3.2 F#%itiE 14
3.3.5%% KEYCLOAK CR 14
3.4. 5% KEYCLOAK 15 CR 18
3.5. MHFREY CR 19
B AT OPENSHIFT LR E ... i ittt e e e et 20
4.1 AR H2 BB ETHERE 20
4.2 5F% AN POSTGRESQL $UiB/FEMERE 20
43. 5T EEHA POSTGRESQL HiEFHEMERE 20
VI SUK 21
25 5% ¥ H RED HAT SINGLE SIGN-ON 7.6 RIFHIR TR ...t 25
5.1. 5% OPENID CONNECT % Fifs 25
5.2. 5% RED HAT JBOSS ENTERPRISE APPLICATION PLATFORM K 2R 27
5.3. 5% SPRING BOOT [ 2% 29
5.4. 5% RED HAT FUSE M A2 29
5.5. {# FRIRAIR %5 RB& s T N AR 29
5.6. {F RIS R KEYCLOAK JAVASCRIPT S&BC 25T M — T E M FATE R (SPA) 30
5.7. 5% SAML N FHEF 31
B OB BB E B B .o ittt 34
6.1. M JAVA EE ¥:#tE| JAKARTA EE 34
6.2. bR T 88 = AR50 35
6.3. JAX-RS FRAE/G A L STRMKRIIEEA 35
6.4. KA T Xk BRIEHENEERNAE 36
A B - 2= b = P 47
7.1 HNERESE 47
7.2, Fik P iEH A 47
73. IREREH 47
% 8 E IF il KEYCLOAK ST BIZLIBHEEMY KEYCLOAK 26.2 . .oniiiit ettt 48
8.1. FEAE KEYCLOAK kA 48
8.2. 1R#E KEYCLOAK ZE R BIHITER 48
BB O HA Bl . o 50
9.1. CLASSPATH EBAIAIR R JAVASCRIPT 5|28 50
9.2. B4 KEYCLOAK ADMIN & /i T 44 50
9.3. ME Fimm ML B LH & Al kRiT HA L 10 51
O.4. FrHA L FHR A HL I F0 R 156 E 52



Red Hat build of Keycloak 26.2 s¥ %158




% 123 ¥ RED HAT SINGLE SIGN-ON 7.6 5X# %l RED HAT BUILD OF KEYCLOAK

2 13 ¥ RED HAT SINGLE SIGN-ON 7.6 ;37 %l RED HAT
BUILD OF KEYCLOAK

AIEEEHRIC EHRINF Red Hat Single Sign-On 7.6 5%l Red Hat build of Keycloak 26.2 FREEHI%
B, U cREVULRAER -

® Red Hat Single Sign-On 7.6 server
® 7£ OpenShift £ER%& Operator
e OpenShift EHIEIRERE
e f Red Hat Single Sign-On 7.6 {# ' BIN R
o HIE Mt
e HENEM
AIERL SIERT L Keycloak ST BILIIEFIEER Keycloak 26.2 MERI. TEFIATRAI, EAUEERE

— NHTBIZIIE IR Keycloak L6, LARGEARLZITIRAMIER, 155 Red Hat build of Keycloak A ']
157,


https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/26.2/html-single/getting_started_guide/
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5 2 & ;3% RED HAT SINGLE SIGN-ON 7.6 iR%5 2%
ATREERTIBM ZIP Z1ThRERB R LIRSS 2389 BA, Red Hat build of Keycloak 26.2 & Quarkus
98, ©&#:T Red Hat Single Sign-On 7.6 {8 Red Hat JBoss Enterprise Application Platform
(JBoss EAP),

SRS BRI EZHTRMT -
o WIHMEEFL, ©BERHEL, HXHLBEBLEINREMLE,

o fR% M RPM A {THRAE A A

2.1, Foo R

® ZHIM Red Hat Single Sign-On 7.6 S48k 41, BEHEFFEALIIEIIER Keycloak 8 FRIEIEE
S,

1B&D T BRI,

OpenJDK 21 B&RE,

MEEET A 26.2 K1T3EIC,

ZA A AS [ RERRR A PO R AT IC LA T AR H At B X -
o hRA 26.0 Z1TiEIL
o hRA 24.0 Z1TEIL

o hRA 22.0 ZITFIL

2.2. T IR

PUF /NIRRT X LT 45 TRAYER -
1. FEELIEHER Keycloak,
2. IREE,
3. IBHIEE,

4. J25) Red Hat build of Keycloak AR%525.

2.3. 7%k RED HAT BUILD OF KEYCLOAK

Red Hat build of Keycloak AR%5 28 T#k ZIP XS SR =63, ATFIZTLIEMER Keycloak AR
%30

1 MILIEZE [ 1F T ELLIEM R Keycloak RS8R 0 & X1,
2. M unzip S HAEE ZIP X4,

2.4. I%EE


https://openjdk.java.net/
https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/26.2/html-single/release_notes/
https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/26.0/html/release_notes/index
https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/24.0/html/release_notes/index
https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/22.0/html/release_notes/index
https://access.redhat.com/products/red-hat-build-of-keycloak
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BEBZLIEIEER Keycloak IRS52BMIFTI S — A AR BT ELE LT, Red Hat Single Sign-On 7.6 B2 &L
(40 standalone.xml. jboss-cli %) FBEM.

B ETA Ui LU B EIRE X -
e CLIZ¥
o INMELE
o FEXH
e Java KeyStore X4

nRiEd ARMNECEIRIE EARMNEELT, NER LRIIRPHE—NR.

FIBEELTEM FARAERAENEERY, EFEXFIE2BANKEN, Flm, UTEENMEERIEZEEN
BFE

Source B

CLI &# --db-url-host cliValue

B E KC_DB_URL_HOST=envVarValue
[(Ee gt db-url-host=confFileValue

Java KeyStore X4 kc.db-url-host=keystoreValue

kc.sh --help 655 LA R ZLIE MR Keycloak XAS1R#t T AT A & BECEIL ST TR, HAkuiiksg
7. BIEREER2H, A, BIREHFERMNET, MEEREENE

7, https:;//docs.redhat.com/en/documentation/red_hat_build_of_keycloak/26.2/html-
single/server_configuration_guide//db-

Hth BHR

o fi&E Keycloak

2.4.1. IRBUEFERE

5 Red Hat Single Sign-On 7.6 @, ZLIEMEEH Keycloak RBXIFZHMEIEE, THEEFHREM
BB HIEEIEHIERF, B4R Oracle # Microsoft SQL Server, BINEEFIREINIIZRFE,

EEEH, 1HEEIA Red Hat Single Sign-On 7.6 REEHH datasource FR4%, FIFiXLEADEIRGSE
ZIHEM MY Keycloak FREIEFEER B K| IR AERE T, B0, UURIMIECEMN AR -

<datasource jndi-name="java:jboss/datasources/KeycloakDS" pool-name="KeycloakDS"
enabled="true" use-java-context="true" statistics-enabled="true">
<connection-url>jdbc:postgresql:/mypostgres:5432/mydb?
currentSchema=myschemax</connection-url>
<driver>postgresql</driver>
<pool>
<min-pool-size>5</min-pool-size>
<max-pool-size>50</max-pool-size>


https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/26.2/html-single/server_configuration_guide//db-
https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/26.2/html-single/server_configuration_guide//configuration~#configuration-
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</pool>
<security>
<user-name>myuser</user-name>
<password>myuser</password>
</security>
</datasource>

1 Red Hat build of Keycloak A, {#f CLI SHHNENEENZ :

kc.sh start
--db postgres
--db-url-host mypostgres
--db-url-port 5432
--db-url-database mydb
--db-schema myschema
--db-pool-min-size 5 --db-pool-max-size 50
--db-username myser --db-password myuser

ZERBEEZREFHEERE KeyStore BEIR,

Hh iR
o FEHIEZE, HpifiaE%% Oracle #1 Microsoft SQL Server JDBC ¥X5h32 815 AR

e {#FH Java KeyStore 1% BHURLT, CiREIN{AIZ 2 M F HE IR EEBUA,

242 I HTTP F1 TLS B2 &
BIVERT, HTTP #E2H, BYHEAETER (1 start JETHRKR) I, HEE TLS BB,

%] LUfE A --http-enabled=true B¢ %5 A HTTP, EREBIERE, FRIELLIEHER Keycloak RS
FTRLRBIMLSF, Bi%ENEBSAERITE & B MR M L R EMI XS,

Red Hat build of Keycloak Sl EBRREM_ETXR(URL &), EHNBTE Red Hat Single Sign-On 7.6
EIAKT 0 /auth B AR SSBRIBR B *, BEMIBITH, TLUER --http-relative-path=/auth Bt&E L,
AR OFRFAL, BHALLET --http-port #1-- https-port LI E .

BWFAETRAFEE TLS, aTLLEN PEM 8RB H= Java BiIAEMERECE, 80, Java Keystore
BILARTRYBC & 40 R AR -

<tls>
<key-stores>
<key-store name="applicationKS">
<credential-reference
clear-text="password"/>
<implementation type="JKS"/>
<file
path="/path/to/application.keystore”/>
</key-store>
</key-stores>
<key-managers>
<key-manager name="applicationKM"


https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/26.2/html-single/server_configuration_guide//db-
https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/26.2/html-single/server_configuration_guide//configuration~#configuration-setting-sensitive-options-using-a-java-keystore-file
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key-store="applicationKS">
<credential-reference
clear-text="password"/>
</key-manager>
</key-managers>
<server-ssl-contexts>
<server-ssl-context name="applicationSSC"
key-manager="applicationKM"/>
</server-ssl-contexts>
</tls>

1 Red Hat build of Keycloak A, {#f CLI SEHNENREEWT :

kc.sh start
--https-key-store-file /path/to/application.keystore
--https-key-store-password password

1£ Red Hat build of Keycloak #7, &R LUE T L PEM IR P K EE TLS, W TR :
kc.sh start

--https-certificate-file /path/to/certfile.pem
--https-certificate-key-file /path/to/keyfile.pem

Lth B

e fgiE TLS

\

2.4.3. IREHMEREERE

Red Hat Single Sign-On 7.6 W{$ARSS 2 NI, MITERH ISR ERZTIRE 7T T EMIREES, XL
BRERHAME B X EFERAR, Red Hat build of Keycloak 24t 7 H# B AN S S AR B (L #2 R
AE : ke.sh,

ERIRSS BRI IR REFIZIT, HHEMA ke.sh BEIA :

ZIVEHIEEMI Keycloak Red Hat Single Sign-On 7.6
./kc.sh start --cache=local ./standalone.sh
./kc.sh start [--cache=ispn] ./standalone.sh --server-config=standalone-ha.xml

--cache ZHHIBNINE D start &= :

e local - AT start-dev s

® ISP N- {47 start an 43y
£ Red Hat Single Sign-On 7.6 &, &M% FEERE 1T Infinispan FRUISEHM, MTE Red Hat build
?;;e%cl:oak i, RZECEE D@L LI Infinispan BoBE XXH5EMR BT, B0, LARTEY Infinispan BZESN

I <subsystem xmlIns="urn:jboss:domain:infinispan:13.0">


https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/26.2/html-single/server_configuration_guide//configuration~#enabletls-
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<cache-container name="keycloak" marshaller="JBOSS" modules="org.keycloak.keycloak-model-
infinispan">
<local-cache name="realms">
<heap-memory size="10000"/>
</local-cache>
<local-cache name="users">
<heap-memory size="10000"/>
</local-cache>
<local-cache name="sessions"/>
<local-cache name="authenticationSessions"/>
<local-cache name="offlineSessions"/>

</cache-container>
</subsystem>

1E Red Hat build of Keycloak A, BXIABY Infinispan BZi& XL F conf/cache-ispn.xml X4/, &A1 LA
R B 2 Infinispan BEEBX 4, FEH CLISHIEE, MR :

I kc.sh start --cache-config-file my-cache-file.xml

% o
_ ZLHEHIEERY Keycloak N RHEERFR

e HER
YTHEFYEERM Keycloak BRIAFI B E X JGroups FHi#R A B E TR,

M — RSl BB T 3R 4 CLI BT cache-stack REBBZE R FEE N4 E L HHER, HEFMLEN. EEL
E1EEM Infinispan EZ& X4 my-cache-file.xml B9—#84%, FERABE L JGroups FHiMEre, MMTFAR :

A LUER keycloak & fF REREI LRI IXE N tep, BRAIEM CLIETIER, W TFA® :

<jgroups>
<stack name="my-encrypt-udp” extends="udp”’>

</stack>
</jgroups>

<cache-container name="keycloak”>
<transport stack="tcp”/>

</cache-container>

kc.sh start
--cache-config-file my-cache-file.xml
--cache-stack my-encrypt-udp

PUT R4S, @R my-encrypt-udp EHiHERE,

HAb YR
o REHNWRERS


https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/26.2/html-single/server_configuration_guide//~#caching-
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2.4.4. T ENRNKIEERE

1E Red Hat build of Keycloak A1, {ERIIFE#E L 55 KECE Hostname SPI, LMEEEERRFRKESHE ik
BN, RSS2 MMOIZFImMAER URL,

g0, MNREH—DELITF Red Hat Single Sign-On 7.6 ZEFRMERE :

<spi name="hostname">
<default-provider>default</default-provider>
<provider name="default" enabled="true">
<properties>
<property name="frontendUrl" value="myFrontendUr!"/>
<property name="forceBackendUrIToFrontendUr!" value="true"/>
</properties>
</provider>
</spi>

IRET LATEZLIER BB Keycloak B HALHL N LA FER B 1L ¢

kc.sh start
--hostname myFrontendUrl

hostname ECEB AT A FXBERMEHTTEMAOEZAFIAHMEKX URL, FALATLLETRE
hostname-admin Et B £ N E B FFRILE URL,

TR M ERBY Keycloak SRR E N R ARIPLE iz mA IR IRk, &R LUEA Forwarded 1k sk X-
ForwardedDebug 173L5k&. 40 :

I kc.sh start --proxy-headers xforwarded

T

==
FEHAMAERE R THE IR URL (redirect URI, CSS #1 JavaScript ., OIDC 240
HimmE), MARESNELEEABER, %B hostname/proxy LU 5B eRLLIEFI R
Keycloak IR %% 23 {01 Mfr FOSCPrah & #utib sk O - iX 1 51 HTTP/TLS %%, 7E Red Hat Single
Sign-On7.6 A, sRZIBIKBEENS, EFREGIXE. 7£ Red Hat build of Keycloak A,
MEZEGF M start SHS, BRIEFE --hostname-strict=false LT BAEZE R
HbBER

o HRHARMMNKIE

o EEFHE

2.4.5. IREEEFHECE

truststore FEF4MER TLS @15, W HTTPS iEK#1 LDAP BRE5E. EFAEEEME, BRI LUTERSS
H CAWIEREAREEEDR, RE, BILUSHLIENER Keycloak iRS5 %, BERTIEEEE.

Bign, LARIBECEMN TR -

<spi name="truststore">
<provider name="file" enabled="true">
<properties>


https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/26.2/html-single/server_configuration_guide/#hostname-using-a-reverse-proxy
https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/26.2/html-single/server_configuration_guide/#hostname~
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<property name="file" value="path/to/myTrustStore.jks"/>
<property name="password" value="password"/>
<property name="hostname-verification-policy" value="WILDCARD"/>
</properties>
</provider>
</spi>

LINEFIERM Keycloak TR AL TR RXBEEEME : PEM X, WA B pl2 # .pfx B PKCS12 X
o XF PKCS12 32, IEBRIINE, XEKRELTERNL, FELH IKS EEEFEMHE. BT Java
keytool 55 HIR/NBIEKE N 6 NEF, Hib openssl A AELIERINER PKCS12 EEFHIERL

TXQ
1 @t S A JKS EEFEHAR, EA keytool BIB— D BRI BEIGH PKCSI12 EEFE,

keytool -importkeystore -srckeystore path/to/myTrustStore.jks \
-destkeystore path/to/myTrustStore.p12\
-srcstoretype jks \
-deststoretype pkcs12\
-srcstorepass password \
-deststorepass temp-password

2. {£F3 openssl 5 H# PKCS12 SEEHEHIAE.

openssl pkcs12 -in path/to/myTrustStore.p12\
-out path/to/myTrustStore.pem \
-nodes -passin pass:temp-password

3. ¥ openssl IFAAEH T AZFHIRINER PKCS12 EEEMEH,

openssl pkcs12 -export -in path/to/myTrustStore.pem \
-out path/to/myUnencryptedTrustStore.p12 \
-nokeys -passout pass:

EARGIAR, £B CLIZEIMT :

kc.sh start
--truststore-paths path/to/myUnencryptedTrustStore.p12
--tls-hostname-verifier WILDCARD

Lth BT iR
o HFHIEKEEREILES

\

2.4.6.3T% vault B &

Keystore Vault 2& Vault SPI B95LH], % F4F secret FEEFENLREFPIEEEFR, LEIEERZ Red Hat
Single Sign-On 7.6 A Elytron Credential Store FIE R,

<spi name="vault">
<provider name="elytron-cs-keystore" enabled="true">
<properties>
<property name="location" value="path/to/keystore.p12"/>
<property name="secret" value="password"/>

10


https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/26.2/html-single/server_configuration_guide//~#keycloak-truststore-
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</properties>
</provider>
</spi>

1 Red Hat build of Keycloak A, {#f CLI S#HNENEENZ :

kc.sh start
--vault keystore
--vault-file /path/to/keystore.p12
--vault-pass password

RiE, ATUEBEIESARMZNIB Y RIFEEEBILERM secret, 435 R MILA Elytron vault 5T E)
E T Java KeyStore BT BRILER, THEHN realm ELE. INRFTOIEM Java B EHE I SHEENN
B, mHIlAECERN %A LUEE T/,

1B %R E A2\ 8 REALM_UNDERSCORE_KEY §f##752, Z#H & A LI#% ${vault.realm-name_alias}
(5150, 7£ LDAP B ELFRECEAH) ilAl,
HibFR
o (HFBMLZE.

2.4.7. 5% JVM X E

Red Hat bUI|C| of Keycloak A JVM KB A& KT Red Hat Single Sign-On 7.6 3%, BBAEEXE
HEMIMEZE, {8 /bin XHRFEBEEEXXH, W standalone.conf,

2118 Keycloak BIFEIRHE T EFEIN VM S¥, ZSEERTASHEE, R HEHERFLEM CPU
FHHAERM T RIFMBEMLEMNRE, H4, HMEIA VM SEEBRTEREIZITLENER Keycloak 5
Bl, Rtk BB RHISERSF D,

ERER JVM S GCIXE, BulRBREIMEDLE, XETEIRE N Java £, I FiXEiXBEH ST
BEE, 55T JAVA OPTS IET &,

LRAFEMINREE Java BHER, EALUEE JAVA_OPTS_APPEND INEL 2, MREBIEE
JAVA_OPTSIMEZE, NAERBIAK Java B, HETE /ke.sh FIAHIKE],

N, A LR ERER Java 3, HFATE

export JAVA_OPTS_APPEND=-XX:+HeapDumpOnOutOfMemoryError
kc.sh start

2.4.8. 5% SPI LN FEHECE
B A B R T SPI 2R ENEE, X2IFR

<spi name="<spi-id>">
<provider name="<provider-id>" enabled="true">
<properties>
<property name="<property>" value="<value>"/>
</properties>
</provider>
</spi>

1


https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/26.2/html-single/server_configuration_guide//#vault-
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XEHER -
I spi-<spi-id>-<provider-id>-<property>=<value>
Source B

CLI ./kc.sh start --spi-connections-http-client-default-
connection-pool-size 10

gL s KC_SPI_CONNECTIONS _HTTP_CLIENT DEFAULT_
CONNECTION_POOL_SIZE=10

Bo & S spi-connections-http-client-default-connection-
pool-size=10
Java BHHEME S kc.spi-connections-http-client-default-connection-
pool-size=10
Hth BTR

o FBERMEFEE.

2.4.9. M ECEHITHFE LR
(X & AT RS HERS

e kc.sh show-config - ZRMAINEFERBMMNEERREE, B EREREERSTSIE
%1%,

o YHITNEERE, ke .sh --verbose start - &% EANER MR trace,

2.5. IRREEE

Red Hat build of Keycloak AT LAB 33 ER BB EER, SHEEILULEFIHITE. BRAERT, HEH
RIBTHEFTRER!, BIRFERBBTR.

2.5.1. BEIRRBBETR
EHUTANEIR, RN ERIE SRS R, NRRSSNHRATR T HIRESRN, N3

Bo

2.5.2. FIR R BUEETH
BEAMBEEERNNFENARE, HHEIA connection-jpa #Lt1 I migration-strategy B H 1% E 7

manual :

I kc.sh start --spi-connections-jpa-legacy-migration-strategy manual

FRAREESRS RN, EaREREREIBRBIEE, AMENENHEE A bin/keycloak-database-
update.sql SQL X4, ERILUSEFF i BIRZEZTT.

12


https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/26.2/html-single/server_configuration_guide//#all-provider-config-
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ZENFHM SQL XHMBEERMAH, HIXEBIA connection- jpa #RFaH migration- export B :

kc.sh start
--spi-connections-jpa-legacy-migration-export <path>/<file.sql>

BRINARF SN A EIBIRERIFE, HEEEHXREEEXXE, SEREARXHE, RS5HTE
o

2.6. 53 RED HAT BUILD OF KEYCLOAK SERVER

J& %) Red Hat Single Sign-On 7.6 ] Red Hat build of Keycloak B4 i SHUTHIBIATR R, XLEHAL T
ARZ5 289> A B9 /bin XK AR,

2.6.1. ERFAEX THEIRS 25

EETEMREEMBEMBIER T A LIE R Keycloak, BRI UEFLZEXNFREDNAM, WTFRA
e BIFER, IMEXRATHLR, FNUEEFIMEHER,

ZIVEHIEEMI Keycloak Red Hat Single Sign-On 7.6

Jkc.sh start-dev ./standalone.sh

Digk

H
[=]

T 5 R R TR e

2.6.2. LEFIMEEXFE DRSS 28
Red Hat build of Keycloak W& ERE — N L AMEEIER : /ke.sh start, {#/ start-dev i21THRE

ETEMMNEREE, eBMERRMKINLLEBRE, £ production EXH, ZRAHTTP, BFE
EXTLS MEHBEE.

Hith BT
o NAETIMEELE Red Hat build of Keycloak

o BibEEh

13
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28 3 2 £ OPENSHIFT tiT#% OPERATOR IRZE

BENRH RS RECE, ZLIBHEEM Keycloak Operator #5e £ EH A1, Operator IRt T SLIIEHE
B Keycloak 5e25% MK, {BE5 Red Hat Single Sign-On 7.6 Operator A& &, {#H# M Operator EE 1
EFTHILINEFI R Keycloak R 8, T TMELIFMER, 1ESH Operator #5E,

3.0 R

® ZHIM Red Hat Single Sign-On 7.6 SXfI#% Xk [41, EHEFFEALIIEIIER Keycloak {8 FRIEIEE
S,

o MAEFARZXIFNRADNEIEZE (H Red Hat Single Sign-On 7.6 Operator 1) , NIEBi%
o B SR A ER BRI,

o HiEE&EHELIE.

o WMEEEBT ZITiEIL,

3.2.X%id%E
1. JFLLIEFIERMI Keycloak Operator REE B €y & 22 i,

2. 0% CR #HEXH Secret, FENF Red Hat Single Sign-On 7.6 ECi& T FIF#I Keycloak
CR,

3. MREABENNE, FHIBENFLREE LIEHER Keycloak BERFH R, HHEEE
il

4. MRFEABEELEY, HIBENFHUREE L Keycloak RaHEHERSEEN]

3.3. % KEYCLOAK CR

Keycloak CR MIfE X AT AR SSRECB LT, £ CR B spec T, FAAMRXIETEME N E—RHNEEF R
. CRHMFTAEILTEEERMNGRAE, XSIERNI Operator S8E ALK FIAR S5 251 L THE H,

74, fERILITE additionalOptions &1 %E X CR BRADBVERIET, 40 SPI NV EERRE, 75— MikiER
= F3 podTemplate (—PEATIFE) REWERI Kubernetes #RE pod &k, MRZFHFHBENGR
HABERENFN CRAME—DER LZXXGFE.

TEITRT —M81T Operator BBELLIEIIEEH Keycloak CR =l :

apiVersion: k8s.keycloak.org/v2alphat
kind: Keycloak
metadata:
name: example-kc
spec:
instances: 1
db:
vendor: postgres
host: postgres-db
usernameSecret:
name: keycloak-db-secret
key: username
passwordSecret:
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name: keycloak-db-secret
key: password
http:
tisSecret: example-tls-secret
hostname:
hostname: test.keycloak.org
additionalOptions:
- name: spi-connections-http-client-default-connection-pool-size
value: 20

EER CLIBEEEMALE :

https-certificate-file=mycertfile --https-certificate-key-file=smyprivatekey --hostname=test.keycloak.org

./kc.sh start --db=postgres --db-url-host=postgres-db --db-username=user --db-password=pass --
--spi-connections-http-client-default-connection-pool-size=20

L fth BER
e ALK Keycloak ZE

\

o SNECE

331 ERBIRERE

Red Hat build of Keycloak AT LAf# Fi 5 2 B Red Hat Single Sign-On 7.6 {# F B EIBEIRZE S, L4108
BRI Keycloak I, #IBFERMEEIER.

Digk

==
[=]

A #5T# H Red Hat Single Sign-On 7.6 Operator B2 A RN EIEZE,

1E Red Hat Single Sign-On 7.6 Operator A, AERENIEZEEEEE A Secret B2E, 0 :

apiVersion: v1

kind: Secret

metadata:
name: keycloak-db-secret
namespace: keycloak
labels:

app: sso

stringData:
POSTGRES_DATABASE: kc-db-name
POSTGRES_EXTERNAL_ADDRESS: my-postgres-hostname
POSTGRES_EXTERNAL_PORT: 5432
POSTGRES_USERNAME: user
POSTGRES_PASSWORD: pass

type: Opaque

1 Red Hat build of Keycloak &, ##E/ZEE#E Keycloak CR R E, HEUL#BIA N Secret, H40 :
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apiVersion: k8s.keycloak.org/v2alphat
kind: Keycloak
metadata:
name: example-kc
spec:
db:
vendor: postgres
host: my-postgres-hostname
port: 5432
usernameSecret:
name: keycloak-db-secret
key: username
passwordSecret:
name: keycloak-db-secret
key: password

apiVersion: v1
kind: Secret
metadata:
name: keycloak-db-secret
stringData:
username: "user"
password: "pass”
type: Opaque

3311 X RFHIBEE M

Red Hat Single Sign-On 7.6 Operator {3z #F PostgreSQL ##E/%E, {BZLIEFIEM Keycloak Operator &%
R 55 28 ST PRI R A B R LR 7

332 IR TLSEE

Red Hat Single Sign-On 7.6 Operator BAIAfFAR 55 2R ECE /1 OpenShift CA £ XHY TLS Secret, Red
Hat build of Keycloak Operator %} TLS #HATAEMBRERIFH R AT IMNENRELE, HEKRKAIRHAE
S8 TLS IEFHFZEEAN, fian

apiVersion: k8s.keycloak.org/v2alphat
kind: Keycloak
metadata:
name: example-kc
spec:
http:
tisSecret: example-tls-secret

tisSecret 15| FIMY secret BYTERHE = N E PR AERY Kubernetes TLS Secret (kubernetes.io/tls) K8,
ZiIAER T, Red Hat Single Sign-On 7.6 Operator £ Route L EBRIAFEREFHINE TLS X 1E5KEE, EiL
B85 T, Red Hat build of Keycloak Operator {8 passthrough ZK#&, %%+, Red Hat Single Sign-On
7.6 Operator XHEE TLS &1k, ZLIEHIEEM Keycloak Operator A Y HTMRA A TLS &1k,

INREBRIA Operator EIER Route NI RFFEM TLSECE, NEER 2B E X Route, HEZEAT :
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apiVersion: k8s.keycloak.org/v2alphat
kind: Keycloak
metadata:
name: example-kc
spec:
ingress:
enabled: false

3.3.3. HABEE LEGITT B

T RBREELEFIRFAITLRR, IBHEMN Keycloak Operator FH X 1E Keycloak CR RIEEY"
B, EMEBY R, LIWEBMEICHEE LiER. Keycloak CRIIEA S X ATE Bigk, BFEEAEHE
B Keycloak #if%, #40 :

apiVersion: k8s.keycloak.org/v2alphai
kind: Keycloak
metadata:
name: example-kc
spec:
image: quay.io/my-company/my-keycloak:latest

EIREBE LIRES, Operator & BECE#H ML, BERRESNRSFZBIHITR R
B4,

Hith BHR
® 7f Operator F{EFABE X Keycloak &

o EAE UM BRRHR

3.3.4. FYERIE B B

Red Hat Single Sign-On 7.6 Operator XFEHUTIR S8 A ERTOIRINR SN R, XFAEFRE
. KA Red Hat Single Sign-On 7.6 Operator MIZIEHUTH N IR Z B 4E HERE, &% AltiE
AF., ER2FEMRDIREN, B REERF,

Fitb, ZLIEFIEEM Keycloak Operator SFBRIAFIIT recreate RE&, XARELIBH ARG BREHREHEN
Pod RIZEHEENERE, LUABRRA— MRS 3RARA VT A3 2=,

A P AT LABC B M A B O BT3RS Auto I Explicit, BIERELBR TAWRSER. HIE, EXLEFR
RBEAR, MR R BEVT R EUHEE,

Hth B

o IESHECE EHTRIG

3.3.5. A BRI T iR =
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Red Hat build of Keycloak BRi&HrRS52s, LABKIALFF OpenShift IRNEHMNEBRIF R, mMKRAEEHESEL
AT, EFEEETHEEO (BRIAN9000) , TLAM OpenShift Aija], {EAEER Operator YENEEHR A
o

3.3.6. {§ [ Pod #EREB SN ERE LI

Red Hat Single Sign-On 7.6 Operator NERBECE L FF % MEJH|FE., W%, Red Hat build of
Keycloak Operator BRI, FRAFEHPRLSHFER, B, MATLEEETE N podTemplate #9
ERIFTFEREREFER, B :

apiVersion: k8s.keycloak.org/v2alphat
kind: Keycloak
metadata:
name: example-kc
spec:
unsupported:
podTemplate:
metadata:
labels:
foo: "bar"
spec:
containers:
- volumeMounts:
- name: test-volume
mountPath: /mnt/test
volumes:
- name: test-volume
secret:
secretName: test-secret

p= Y=

spec.unsupported.podTemplate F{& B—MIATINIIEE. ©IURHERMNXZR, BN
CERATHEXFIEE, MAAEERTERIIATENIIEE. ERIEENIERT, 7E CRspec
IR ERARE RIS — R RIEFE,

5140, A F spec.unsupported.podTemplate.spec.imagePullSecrets, T2EMA
spec.imagePullSecrets.

3.3.7. FNEXFEER BB

Red Hat Single Sign-On 7.6 Operator X #Fi%# % Red Hat Single Sign-On 7.6 B9A-ER=L1, g0, ~Ibg
P53 H Keycloak Operator NE X #iEiT Client CR EHIA S A OIE R F i,

3.3.8. i Horizontal Pod Autoscaler |2 FAERZE

ZE ¥ Horizontal Pod Autoscaler (HPA)5S Red Hat Single Sign-On 7.6 B R, FE7E Keycloak CR &
% & disableReplicasSyncing: true FE&FH 1 B server StatefulSet, XABEE, E HLIEHERN
Keycloak Operator A Keycloak CR AT A E#EH HPA .

3.4. %% KEYCLOAK 13 CR

18
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Realm CR # Realm Import CR &%, BRMHELIHITIEE, HEBLRLMIER, Realm Import CR iR
Realm bootstrapping, FEItARAEX#F Realm deletion, BIAARZHFEH, FKEITFRIEH Realm CR,

ST Realm RIS ETE Realm Import CR #, 5 LARIH Realm CR 8L, BRIBH T L MNEFEMF

EQQ
Red Hat Single Sign-On 7.6 Realm CR 7=f :

apiVersion: keycloak.org/vialphat
kind: KeycloakRealm
metadata:
name: example-keycloakrealm
spec:
instanceSelector:
matchLabels:
app: sso
realm:
id: "basic"
realm: "basic"
enabled: True
displayName: "Basic Realm"

X R BIZLIE I EEM Keycloak Realm Import CR =l :

apiVersion: k8s.keycloak.org/v2alphai
kind: KeycloakRealmImport
metadata:
name: example-keycloakrealm
spec:
keycloakCRName: example-kc
realm:
id: "basic"
realm: "basic"
enabled: True
displayName: "Basic Realm"

Lth B

\

® realm Import

3.5. fHEREY CR

Client and User CR M Red Hat build of Keycloak Operator Hifffifk, ft4AMXLE CR AIEER#HFHTHY Realm
Import CR BB 4&f%, ©RITEMBMERIS R OIE (EREFHMR) o THRIELEH Red Hat
build of Keycloak iR AR ZRAINKS Client CR B9z, M User CR HaiR 21T XIRIThEE,
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2 4 Z 7£ OPENSHIFT LI ERERE

OpenShift iR EF A, FMLLIEHERM Keycloak BaRHE MR, #F Operator 1E OpenShift £ &8
EITIEHEM Keycloak BIEEIERE,

' p= Y=
OpenShift 3.x AE#HEXZFF.

BE, BEEVNR—/ 3 BABREEEIEZER Keycloak CR (B ZLIBHER Keycloak Operator) o 7
BHEXENRM PostgreSQL ##EZEH DeploymentConfig B8, E&R4IRBZEROIER
application_name-postgresql DeploymentConfig, DeploymentConfig @I PostgreSQL #iEZE L
BT AELTIE BB Keycloak Operator {3,

AEBASEMNIN LRI EREENFRE (BREAGHEHNE) IBHET.

Red Hat build of Keycloak Operator A EIREIEZE, FTEHMBANEEBHIBE.

4.1 ERAMNER H2 IR TR ERE
LUF 22 8RR -

® ss0/6-ocp3-https

® sso0/6-ocp4-https

® s5507/6-0cp3-x509-https

® s50/6-0cp4-x509-https

IXEEARIRAK AN T devel BEE, BARFEEIMERER.

4.2. I Bk POSTGRESQL iR EHEE
T RZHIMBIER

® s5076-0cp3-postgresql

® s5076-ocp4-postgresq|

LEER A O — R A F AMEER PostgreSQL #iEE, ZEIEENATH X BN,

4.3. IBEBEFRA POSTGRESQL HiEEHMERE
LUF 22 8 MHIHER -

® ss0/6-ocp3-postgresql-persistent

® sso/6-ocp4-postgresql-persistent

® s5507/6-0cp3-x509-postgresql-persistent

® s50/6-0cp4-x509-postgresqgl-persistent

20
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4.3.1. FoRFEM

® ZHIM Red Hat Single Sign-On 7.6 SXI#% k41, EHEFFEALIIEIIER Keycloak 8 FBIEIEE
S,

o HiEE&EHELIR.

o WMEBEEBT ZITEIL,

4.4. TH%iLE
1. JFLLIEFIERMI Keycloak Operator REE F €y & 22 i),

2. fIEH CR FMEXH Secret,
F ¥ E T Red Hat Single Sign-On 7.6 EEERIER T HZ EIEBIHT Red Hat build of Keycloak
CR., H>x Template Z## Keycloak CR FE& 2 [AJBIEE I IR ES, &S AL T RH,

LUR7RBIHF Keycloak Operator CR #J Red Hat build 52 &1 Red Hat Single Sign-On 7.6 &R | 2 #
DeploymentConfig #1T%} b,

FATFLIBHEM Keycloak B Operator CR

apiVersion: k8s.keycloak.org/v2alphat
kind: Keycloak
metadata:
name: rhbk
spec:
instances: 1
db:
vendor: postgres
host: postgres-db
usernameSecret:
name: keycloak-db-secret
key: username
passwordSecret:
name: keycloak-db-secret
key: password
http:
tisSecret: sso-x509-https-secret

Red Hat Single Sign-On 7.6 B DeploymentConfig

apiVersion: apps.openshift.io/v1
kind: DeploymentConfig
metadata:
name: rhsso
spec:
replicas: 1
template:
spec:
volumes:
- name: ss0-x509-https-volume
secret:
secretName: sso-x509-https-secret
defaultMode: 420
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containers:
volumeMounts:
- name: sso0-x509-https-volume
readOnly: true
env:
- name: DB_SERVICE_PREFIX_MAPPING
value: postgres-db=DB
- name: DB_USERNAME
value: username
- name: DB_ PASSWORD
value: password

TFREiT JSON BERTEBI A Keycloak CRIFER, 0, .spec 215 spec FE&., 15T

=, spec.unsupported @ — M RATIEFE, BXRE, MEERLFHEM CRFEEL, Fridh H
BISEH passthrough # reencrypt iR 2 #F,

4.4 BN SETH%

Red Hat Single Sign-On 7.6 Red Hat build of Keycloak 26.2

APPLICATION_NAME .metadata.name

IMAGE_STREAM_NAMESPACE N/A - 55 B Operator 124, SEEEEMER
spec.image 187 B E L&

SSO_ADMIN_USERNAME FKILH admin, ATH
.spec.bootstrapAdmin.user.secretfic &

SSO_ADMIN_PASSWORD TEE VAL EIE Operator B8, A H
.spec.bootstrapAdmin.user.secretfic &

MEMORY_LIMIT .spec.resources.limits[‘memory’]

SSO_SERVICE_PASSWORD,SSO_SERVICE_USER .spec.bootstrapAdmin.service.secret
NAME

SSO_TRUSTSTORE,SSO_TRUSTSTORE_PASSWO  .spec.truststores Notice, {S{E1Fi4 LS HIH{R
RD,SSO_TRUSTSTORE_SECRET e

SSO_REALM NMRETESSHERNENEIEE, NAFEFER, 7B
— 75k 2 Realmimport CR,

4.4.2 BIEHERESBIH

POSTGRESQL_IMAGE_STREAM_TAG POSTGRESQL_MAX_CONNECTIONS VOLUME_CAPACITY
#1 POSTGRESQL_SHARED_BUFFERS S & E 3B RE 1SN EBURESRENTME LS,

4.4.3. PR EESBIR

22
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Red Hat Single Sign-On 7.6 Red Hat build of Keycloak 26.2

DB_VENDOR IR PostgreSQL B1EFRE, NEER
.spec.db.vendor - %i&} PostgreSQL

DB_DATABASE .spec.db.database

DB_MIN_POOL_SIZE .spec.db.poolMinSize

DB_MAX_POOL_SIZE .spec.db.maxPoolSize

DB_TX_ISOLATION IR TR AF 0 Bin B E IE, T

spec.db.url AL spec.db.url %X E&E

DB_USERNAME .spec.db.usernameSecret
DB_PASSWORD .spec.db.passwordSecret
DB_JNDI ~BER

4.4.4. WS 5T

Red Hat Single Sign-On 7.6 Red Hat build of Keycloak 26.2

HOSTNAME_HTTP .spec.hostname.hostname - with
.spec.http.httpEnabled=true.® 7 Red Hat build
of Keycloak operator Rl — 1 Ingress/Route,
Rt h T OIEE http BRE .spec.http.tisSecret, T
RNEE

HOSTNAME_HTTPS .spec.hostname.hosthame -, {§&€ 7
.spec.http.tlsSecret.

SSO_HOSTNAME .spec.hostname.hostname

HTTPS_SECRET .spec.http.tisSecret - i5&E TEMNEM HTTPS S
#

HTTPS_KEYSTORE HTTPS_KEYSTORE_TYPE THEH, .spec.http.tisSecret 5| secret NV i%

HTTPS_NAME HTTPS_PASSWORD 85 kubernetes.io/tls, A tls.crt 1 tls.key
%&H

X509_CA_BUNDLE .spec.truststores

HER, ZIIEMIER Keycloak Operator BRIFXZHFERE TLS AL A A, BAIAER FEA passthrough
g, R, REBETHEERBENE—ENEELTFEATF, FANERESMEMAT passthrough 3
reencrypt 5Rg, BRE, MRFEXNET, ATLAEHEILL Ingress Operator IEHFHFEEZE Route,
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DUEFELIIEFIER Keycloak UEH,

RE, FILUB AT AAEELIIENIER Keycloak Operator FIBRINITH :

additionalOptions:
name: proxy
value: reencrypt

4.4.5. JGroups ST

JGROUPS_ENCRYPT_SECRET. JGROUPS_ENCRYPT_KEYSTORE. JGROUPS_ENCRYPT_NAME,
JGROUPS_ENCRYPT_PASSWORD #1 JGROUPS_CLUSTER_PASSWORD 7£ Keycloak CR & 55—
KR~ MAEAZRFREXHRITZFRE.

HAb YR
o REHNWRERS

24
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% 5 % T8 M RED HAT SINGLE SIGN-ON 7.6 &N BiEFE

2 5 Z ;T B RED HAT SINGLE SIGN-ON 7.6 1R YN AR

Red Hat build of Keycloak 5| A 7 X FAf2 {8 Fl —££ Red Hat Single Sign-On 7.6 Client Adapters 3%
HEX,

BRT AN — LR InEEEas S, IIEMEMN Keycloak iIA8| A TIEEMEH, FNE - imL HIERFI
{AI{# F OpenlD Connect #1 SAML 1413,

HEARER, ERHREIRRXLERERNUER, FIBNARFUSLIELER Keycloak M.

5.1. 3% OPENID CONNECT & f i
MLt Red Hat build of Keycloak F4f, EAF Java Client OpenID Connect Adapters B 4 1
® Red Hat JBoss Enterprise Application Platform 6.x
® Red Hat JBoss Enterprise Application Platform 7.x
® Spring Boot
® RedHat Fuse

BERAEFIXLEERIFEL, OpenlD Connect BIFERI{E Java EXRG I ZEMH, A, FERASAH
IR MAIThEE (M0 FAARSS2RENAESR) AT LUK B i M B R E N2 5,

XLESER SR DA RE LA, BUE Red Hat Single Sign-On 7.6 AiR#t, @B IHREBRAE,
LUER FRRFE A OAuth2 #1 OpenlD MM R T B FTH1T R 5.

5.1.1. 7% JBoss EAP OpenlD £ #5& i 85

JBoss EAP 8.0 12t 7 OIDC X #Fr&Eftss. EAHKEEHFNEMN Web N FHAFERFH JBoss EAP OIDC 5&
ficgs, EHITUL TSI,

it =3
1. @Mk EAP_HOME/modules/system/add-ons/keycloak/ B 5% 3t & 2 BTfEBE 20,

2. &% JBoss EAP 8.0 1289 OIDC &/ ik, HIHESH FH OIDC RN RRERE,
5.1.2. OpenlD Connect Y& FimiZE P HE S

5.1.2.1. iR R B R P ik A B Al

WIROIEHEH OpenlD Connect B /i, Access Type "B A, BR, EaLUEREM A EI LI
thIhEE,

e A% Bearer Only TheE, HOIER—MNMEBFMEILRMNE Fin, & imiEISH Capability
config B3 H, HIRRAEIEER., BHIHTEM Keycloak SREVEA 5, XZERTEA Bearer
Only 1/ [A] 2K BY,

o EI A EE, HHRRILHEFHERAR S mEMRIE, FEEVERT MR

o EIIME TheE, HHR NE & ERESmEMEIE, FEEVERT DR
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& i JSON X R _E{$A7Z1E bearerOnly 1 publicClient, ©f AT ATEEE 5 REST AP| Q2K E#
BFImAER, HEERTHSFASESANSARE RN ER, B2, XU ETREEREEEE
FlA v2 iR,

5.1.2.2. FUEBAMEER URI A RMER

MRNARFEIHERIE Mt ) BEXAR, RIFNAREERNEEOEIABATZAR. T

B E X A EHREIER H custom:/test, custom:/test decisions 5% custom:, H T &ZLEEN, BHER
(I*) FEEEE,

5.1.2.3. 2 OpenlD Connect Logout i s F Y client_id 2%

Y client_id 2%, ©&T OIDC RP-Initiated Logout 1.0 ¥i#&, LLIHAERT A FH2MI7E id_token_hint &
TR RWPLE R iR A F Post Logout Redirect URI BE, R @A T R4S id_token_hint #1%
TR client_id 285, FamAF L REHEBIARSR, FLNRMIIAFETHEBIIRE VRS R
T~ logout INER, NIERZE Fin{#EA id_token_hint 534,

5.1.3. B3 Post Logout Redirect URI

Valid Post Logout Redirect URIs BZ & TR INE] OIDC /i, 5 OIDC M RF—. & LUE
BxRMFHE, FR—EFRAMNEERM URIH{TEEM, AT Valid Post Logout Redirect URIs FI{H +
FNEHERS Valid Redirect URIs iLITERISE &, HTRABEREM, XNESLS MBI MR AT
BRI BRIAT N TR,

5.1.3.1. userinfo I A B K

5.1.3.1.1. &R0 N B i

Userlnfo i RIIFEIRE 5 RFC 6750 SEL AR RN (OAuth 2.0 Authorization Framework: Bearer
Token Usage), fHRCIEFIfE® (A0SR ATA) LL WWW-Authenticate challenge B MM A2E JSON X5
FEIR ML,

RIBERSRM, WM -
o MRZRBRMUIIFHE :

401 Unauthorized
WWW-Authenticate: Bearer realm="myrealm"

o MEBERENM{FHEZMAERIRMIIRISHE (30 Authorization #r3k + POST access_token )
= POST SHABES :

400 Bad Request
WWW-Authenticate: Bearer realm="myrealm", error="invalid_request", error_description="..."

o MRV SRS openid SEH :

403 Forbidden
WWW-Authenticate: Bearer realm="myrealm", error="insufficient_scope",
error_description="Missing openid scope"

o INRTFEMRHT Userinfo NN Z & /MBI R -

26


https://datatracker.ietf.org/doc/html/rfc6750

% 5 % T8 M RED HAT SINGLE SIGN-ON 7.6 &N BiEFE

I 500 Internal Server Error

o MRESHIILEE R, N5RE 401 Unauthorized 5 invalid_token £5i1%HE, XN R EIEH
FREFimE R E, FERBRMERRNERER

401 Unauthorized
WWW-Authenticate: Bearer realm="myrealm", error="invalid_token", error_description="..."

5.1.3.1.2. X UserInfo i B EH b B el

HIE, RSB EESR openidSEF, ©H Userlnfo #4FET OpenlD Connect BIThEE, Mo =
OAuth 2.0, INRSHEFEE openid S, NNERFHIELE, 5 403 Forbidden, &S M E— T,

userinfo MIFERE R FIRE, FERFHZARNRE invalid_token ik,

5.1.3.1.3. EEt{ Service Account & IR Z S 1D BRET 25,

Service Account Client BIZRIAZE i ID ST FEF EHER, k% Claim Name FER{EE M clientld 2X
7 client_id, client_id BEEARFE OAuth2 #i4& :

e OAuth 2.0 A4 k2R JSON Web 5 (JWT)BED & X4
o OAuth2.0 $HEERAE
e OAuth 2.0 £z

clientld userSession & 3E IR TF1E

5.1.3.1.4. [@ OAuth 2.0/OpenID Connect Authentication Response A7 N iss 5%

RFC 9207 OAuth 2.0 Authorization Server Issuer Identification #{#&7E OAuth 2.0/OpenlID Connect
Authentication Response FRINT S48, LULIIZRSZAUN,

HELRIRRA D, BITEEXITSH, BLIEHEMN Keycloak AR IMXANSH, MPBHE
K, B2, — OpenlD Connect/ OAuth2 &feZR (Rl 2 IHMZLIEHIER Keycloak i&kdsy) ARER
BEXANMFSEARE, flN, EFFRNARSHRIEE, SERAFETNNSE URL th,

EXEERT, ¥ iss SBGRMBS MR UEm N P ERRE M, XA LE Admin Console FHIZ
FimiEfe it x4 OpenlD Connect &AM EN MFER M imSeH. A LUS A Exclude Issuer
From Authentication Response, LABAIEYF iss SBURMIMEIS 355k A,

5.2. 5% RED HAT JBOSS ENTERPRISE APPLICATION PLATFORM R 2R

5.2.1. Red Hat JBoss Enterprise Application Platform 8.x

27


https://datatracker.ietf.org/doc/html/rfc9068#section-2.2
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RN ARFABEESE M A H ATk 5408 E Keycloak sk Hfth OpenID LN Ea5%ERK.

R, EALFIA JBoss EAP R4 OpenlD Connect & /' iimH# OpenlD Connect X #%, i#1&i55
¥ &/ OIDC &N AERF.

JBoss EAP R4 E RS T 5411858 M Keycloak Adapter JSON EcE RIS BERER, Hlm,
81/ keycloak.json Eci& X HHIERE o ARG EI JBoss EAP HHILITACE :

"realm": "quickstart",
"auth-server-url": "http://localhost:8180",
"ssl-required": "external”,
"resource": "jakarta-servlet-authz-client",
"credentials™: {

"secret": "secret"

}
}

X {EM JBoss EAP R4 &R 2R 5LLIEFIEEM Keycloak ERMIRAI, ESHELIGHIEM Keycloak
Quickstart ERH :

JAX-RS HiRIRS %8

Servlet N EF

smZUEIGTH T JBoss EAP [R4 OpenlID Connect &%/, HNER2EESR| JBoss EAP 8 BKE#H
hxA# Jakarta i FHEFRRERILE.

5.2.2. Red Hat JBoss Enterprise Application Platform 7.x

Ry Red Hat JBoss Enterprise Application Platform 7.x #0522 %R, HILAEHERN
Keycloak A A HIR# R, M FEERNF ALY X FFM Red Hat JBoss Enterprise Application
Platform 7.x i&hcasf9El A N AR, ##@5t Red Hat Single Sign-On 7.6 315,

Red Hat Single Sign-On 7.6 5&fc2#3 2 #55 Red Hat build of Keycloak 26.2 fR55245 &8 A,
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https://docs.redhat.com/pt-br/documentation/red_hat_jboss_enterprise_application_platform/8.0/html/using_single_sign-on_with_jboss_eap/securing-applications-deployed-on-server-with-single-sign-on_default#assembly_using-openid-connect-to-authenticate-application-users_securing-applications-deployed-on-server-with-single-sign-on
https://github.com/redhat-developer/rhbk-quickstarts/blob/24.x/jakarta/jaxrs-resource-server
https://github.com/redhat-developer/rhbk-quickstarts/blob/24.x/jakarta/servlet-authz-client

% 5 % T8 M RED HAT SINGLE SIGN-ON 7.6 &N BiEFE

5.2.3. Red Hat JBoss Enterprise Application Platform 6.x

Ry Red Hat JBoss Enterprise Application PlatformJBoss EAP 6.x 2454 ¥, ALl Red
Hat Single Sign-On 7.6 =% Red Hat build of Keycloak ¥ H {2t #F,

5.3. % SPRING BOOT [ R

Spring Framework £ XRGIEEHRER N, ENZ@ETFIA OpenlD Connect X2 E B EIRGE
R,

BN ARFEABAE TR S IHE Keycloak Atk OpenID iR SR, #Hk, Sfil#k
iiF Spring Security £ MM OAuth2/OpeniD Connect 2, MIETMREZIFHER, ESHIL
OAuth2 Ti,

MINEEMS, SiRMT —/E T4/ OpenID Connect &/ iimCH, WHEEAEMNIHEERA (R
EAREAED) 2 Logout, LIEFEEM Keycloak $24t%} OpenlID Connect £ ARSI ETFHEN
BHUENTER .

BXm{aF Spring Security N ARF 548N Keycloak IR HI, 1ESH Quickstart
}ﬁo

MR M Spring Boot i Red Hat build of Keycloak Client Adapter #{7i#, #&{3aIM Red Hat
Single Sign-On 7.6 Vilv|i&kcss, BIMAER R4,

Red Hat Single Sign-On 7.6 5&fd23 %55 Red Hat build of Keycloak 26.2 fR552s45 &8 A,

5.4. 5% RED HAT FUSE N HERF

A4 Red Hat Fuse B45R5e2 %, ZIIEMEEM Keycloak 26.2 AR N HIZHEI#F. Red Hat
Fuse s&fd 231 al#id Red Hat Single Sign-On 7.6 12 #t4E X #%,

Red Hat Single Sign-On 7.6 5&fd23 %55 Red Hat build of Keycloak 26.2 fR552s45 &8 A,

5.5. fE AR 55 SRbGsa I B N AR
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https://docs.spring.io/spring-security/reference/servlet/oauth2/index.html
https://github.com/redhat-developer/rhbk-quickstarts/tree/26.x/spring
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HT RS LAEMERN Keycloak BIIRSSERK, RIS REINITERS Java & imahcds 2o s,

<dependency>
<groupld>org.keycloak</groupld>
<artifactld>keycloak-policy-enforcer</artifactld>
<version>${Red Hat build of Keycloak .version}</version>
</dependency>

BIFH S Java B mEiaso®E, HIERLUSLIEMEMN Keycloak (5% OAuth2 =% OpenlD
Connect IREtNE XM Java HiKsh, Red Hat build of Keycloak Policy Enforcer LA FREK
NMARFRHNESFRF :

{5 AR EE IR AU serviet M

FEALLIBEM Keycloak 1#1 RS589 Spring Boot REST Service Protected

X FLMEHIEH Keycloak Policy Enforcer 5RARERIMN ARRFERKR, HEELLTRA :

S AR E R serviet B

{51/ Keycloak & BR55:%1T Spring Boot REST IRS5 R

MEMIEIEEMEFAK Red Hat Single Sign-On 7.6 Java Adapter #175¥#%, #E{haM Red Hat
Single Sign-On 7.6 Vilni&kcss, ML T XK.

Red Hat Single Sign-On 7.6 5&fd23 %55 Red Hat build of Keycloak 26.2 fR552s45 a8 A,

Hth B

REgsE B2

5.6. i AZLIEfJEM KEYCLOAK JAVASCRIPT s&fid2s 1% ¥ — Tl A2 (SPA)
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https://github.com/redhat-developer/rhbk-quickstarts/tree/26.x/jakarta/servlet-authz-client
https://github.com/redhat-developer/rhbk-quickstarts/tree/26.x/spring/rest-authz-resource-server
https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/26.2/html-single/authorization_services_guide//#enforcer_overview

% 5 % T8 M RED HAT SINGLE SIGN-ON 7.6 &N BiEFE

%} ¥ JavaScript Red Hat Single Sign-On 7.6 & 23RN 2R, Red Hat build of Keycloak
26.2 AIEFIRAHIEHZE 26.2.0,

49 JavaScript EEEZERHAHE 26.2.0, HHITUTHIEK.

i

& JavaScript s&E 23091 MR AR,

X NPM fip 5 R ILEACARHY 26.2.0 A -

npm config set @redhat:registry https:/npm.registry.redhat.com
install: npm install @redhat/keycloak-js@latest

RIEME Javascript EleRMN AR, FE—EREEN, MELTED Pk,

5.6.1. [HBY Promise API #/HB&

XA RAH, ZIIgHIEM Keycloak JS &RcasH{%5E Promise APl A #ER. XEE, &5
o] LUEEREHR IR R i .success () #l.error () .

5.6.2. ®E{HAHF Operator LHl{L

FELRIMRA S, HTE%RBH Operator HI1E R THE Red Hat build of Keycloak JS 5&fg2shf, &
ILRFRHES, MXPMREAFR, SHEMaSERE, XPEHRES JavaScript X8 HiHAfT ARE—
B, XFEATFUEH—F EMERES.

FE 19484 Red Hat Single Sign-On 7.6 &fdsa =N AR IR EIZLIEIIEMN Keycloak 26.2, ©
Rt SHhR AR SR

5.7. % SAML N AR

5.7.1. iT#% Red Hat JBoss Enterprise Application Platform [ 2R
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https://developer.mozilla.org/en-US/docs/Web/JavaScript/Reference/Classes
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M Red Hat build of Keycloak 26.0 Fri5, ZLigf9ER Keycloak FEiZ#t SAML i JBoss EAP &
Acds, MRESEAIBNERZAIRAE 6.x X 7.x BENARER, IBHEMN Keycloak F3ZRri%&ER .
XEFERIZF RS Red Hat Single Sign-On 7.6 £5& .,

SAML M5e2 % #r&fcgs & JBoss EAP 8.0 iy Keycloak SAML Adapter a2k RPM,

5.7.1.1. Red Hat JBoss Enterprise Application Platform 8.0

YIHEFIEEM Keycloak 26.2 E11E Red Hat JBoss Enterprise Application Platform 8.x B9 f & Ad
%3, O1E%$F Jakarta EE,

BRIERSNERE, ES0FEHA RPM 22 5%%%E JBoss EAP,

5.7.1.2. Red Hat JBoss Enterprise Application Platform 7.x

B4 Red Hat JBoss Enterprise Application Platform 7.x #5052 2%, RILLLIGHERN
Keycloak A A HIRMZ R, M TFEERNFHLEY ZFFM Red Hat JBoss Enterprise Application
Platform 7.x i&fhcas 9B N AR, ##@5t Red Hat Single Sign-On 7.6 315,

Red Hat Single Sign-On 7.6 i&#c23 X #F5 Red Hat build of Keycloak 26.2 [R5 &4 & .

5.7.1.3. Red Hat JBoss Enterprise Application Platform 6.x

Ry Red Hat JBoss Enterprise Application PlatformJBoss EAP 6.x 245k 4E'X#F, ALl Red
Hat Single Sign-On 7.6 =% Red Hat build of Keycloak ¥ H {2t #F,

5.7.2. SAML T FimixBHHNFEEL{L

5.7.2.1. SAML SP jtHiE®E &

b4z fi, SAML SP cHiEG 2 RATFELANNEHEANEREH. M Keycloak BIX 4R A< FF
g, BAMXEETE SP BURPHAMNNE BItEBEH. M FE MBEARMBE, BIIELEENGZE
RAMER, TRERTHELIBMEN Keycloak 3289 XML-Enc &3k,

32


https://docs.redhat.com/en/documentation/red_hat_jboss_enterprise_application_platform/8.0/html-single/red_hat_jboss_enterprise_application_platform_installation_methods/index#proc_uninstalling-jboss-eap-archive-installation_default

%5 52 5T M RED HAT SINGLE SIGN-ON 7.6 {£{"r AR

xml-Enc &3k realm &%

rsa-oaep-mgfip RSA-OAEP
rsa-1.5 RSA1 S5
Hith BTR
°
Keycloak #%¥58

5.7.2.2. 37 SAML By RSA_SHA1 1 DSA_SHA1 &%

Bk RSA_SHA1 #1 DSA_SHA1, ©aLIACE N SAML EEcds. BN MR RUEEF LNELE
. BiTBUUEAET SHA256 =% SHA512 MZLENXHR. 7, HEAXLEEEFESEAM SAML X
RS ERIEE R TATE Java 17 RESRA L TE, MBREGERALLER, FHEEFE SAML XN E
fh57E Java 17 SEEMRA Liz1T, HRIEERFITEEE T,

AIRERIRR G AR MBRE R, WTAE

B http://www.w3.0rg/2000/09/xmlidsig#rsa-shal =%
http://www.w3.0rg/2000/09/xmlidsig#dsa-sha1

"disallowed B;%"fEX# $JAVA_HOME/conf/security/java.security PACiE T
jdk.xml.dsig.secureValidationPolicy
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https://www.keycloak.org/docs/latest/upgrading/index.html
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% 6 B I8 A E LR

5 Red Hat Single Sign-On 7.6 X4, @i BAE LHNEERHBEBER XD, BEXHNERIBER
THgHIEEM Keycloak 1, £ Red Hat build of Keycloak &1, ff#tNpaS IR #thee Bxd, AR
W ARE, XABEFET. B, HibEBimith s S HIE providers Bx A,

LTIEHIERM Keycloak AR FIMARRF AT AE L #NE, ALETERER/NOIbERESSN
BT, 4, FBEXE EAR #l WAR ITa#&X# jboss-deployment-structure.xml 34,

# 7R Red Hat Single Sign-On 7.6 2Bz A WL B E X £tRfa, {BFE Keycloak ;21T #ARE B & LA
HMThEE, BEARBHETE. B4, HEH providers Brrhpth A ikisivifg, Sy7iER Az
ThEE TR E S IR S5 2o

RIFENRHEFERN AP, EMERENRUEFAT - EETNR, HEFEEUTERD.

6.1. M JAVA EE #¥:Ht¥| JAKARTA EE

Keycloak fFHAAHEZEM Java EE  (f2MLhR) T % Jakarta EE, XRFREMHENR, BiIEART

AT Jakarta EE #4&, LL3zFF Jakarta EE 10, 0 :

Jakarta Persistence 3.1

Jakarta RESTful Web Services 3.1

Jakarta Mail API 2.1

Jakarta Servlet 6.0

Jakarta Activation 2.1

Jakarta EE 10 12t THI{{b. F{LWRERAERWBRRIERESE Java MARR. ithREMNEE
BN AZE M javax configured 24 jakarta ruby, XAPEHAEHATF JDK dhiEHHRZ 4L javax
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B 6 E IR EE X Hths

targeted ¥4+, #l javax.security. xx.net. xx.crypto .

F9, AEX$F Jakarta EE APl (%0l session/stateless Bean) .

6.2. B T 5B =5 A

ISR Keycloak iR T —L4kiim, 218

openshift-rest-client

okio-jvm

okhttp

commons-lang

commons-compress

jboss-dmr

kotlin-stdlib

B4, RNLIBHEN Keycloak AEET EAP, HIt A% EAP &K #MikR. XA ELEm
&, MREGERXEEEREQ SN s, NEegElrEERXL JAR XARmEHT
Keycloak 47 #tNiga Bk,

6.3. JAX-RS ¥EAES AL T SCHEEim5E A

7T REBEFRETNFRAIEF AKEZHER, A javax.ws.rs.core.Context FEHFTHE £ T3
BAEASBFEBER, THINMEESUES RIETEREMARRZ ROBRELH, FHafDaiTniwd ki
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REKNEE,

MREFBEVIRHINERMMEA R, EIMETLLEEM KeycloakSession FREXHE S :

@Context

org.jboss.resteasy.spi.HitpRequest request;
@Context

org.jboss.resteasy.spi.HitpResponse response;

W

KeycloakSession session = // obtain the session, which is usually available when creating a
custom provider from a factory
KeycloakContext context = session.getContext();

HttpRequest request = context.getHttpRequest();
HttpResponse response = context.getHttpResponse();

AILLETT KeycloakContext SEBIMIETTINIRENE fth_E T 38R -

KeycloakSession session = // obtain the session
KeycloakContext context = session.getContext();
MyContextualObject myContextualObject =
context.getContextObject(MyContextualObject.class);

6.4. A T R ABUR S RS Rk

IifE, —2FMAMAABLE Red Hat build of Keycloak Aififiz :

RealmModel#searchForGroupByNameStream(String, Integer, Integer)

UserProvider"getUsersStream (RealmModel, boolean)

UserSessionPersisterProvider SerialloadUserSessions (int, int, boolean, int, String)
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JFeFMeEEO, 40 RoleMapperModel.Streams F125 {81
KeycloakModelUtils#getClientScopeMappings
#H T KeycloakSessionfi7i%

UserQueryProviderRHACMgetUsersStream 75k

3kH UserSessionProvider B—£:75 35 ## % UserLoginFailureProvider H1,
KAaF#EgsNmEPIREOETA,

Streamification - EOWAER TSR TR A E.
HINFE GroupProvider #EO

@Deprecated
List<GroupModel> getGroups(RealmModel realm);

wEm

I Stream<GroupModel> getGroupsStream(RealmModel realm);
—BESEHF - AERIARATHKISEHHF, H® RealmModel 364 ZH— 1S,
#tn, 1£ UserLookupProvider #0 :

@Deprecated
UserModel getUserByld(String id, RealmModel realm);

37


https://github.com/keycloak/keycloak/blob/19.0.3/server-spi/src/main/java/org/keycloak/models/GroupProvider.java

Red Hat build of Keycloak 26.2 s¥ %15

W

I UserModel getUserByld(RealmModel realm, String id)
6.4.1. EMEOSIE

(p-k. X3 org.keycloak. ##a)
server-spi i

o.k.credential.CredentiallnputUpdater
o.k.credential.UserCredentialStore
o.k.models.ClientProvider
o.k.models.ClientSessionContext
o.k.models.GroupModel
o.k.models.GroupProvider
o.k.models.KeyManager
o.k.models.KeycloakSessionFactory

o.k.models.ProtocolMapperContainerModel

38



o.k.models.RealmModel

o.k.models.RealmProvider

o.k.models.RoleContainerModel

o.k.models.RoleMapperModel

o.k.models.RoleModel

o.k.models.RoleProvider

o.k.models.ScopeContainerModel

o.k.models.UserCredentialManager

o.k.models.UserModel

o.k.models.UserProvider

o.k.models.UserSessionProvider

o.k.models.utils.RoleUtils

o.k.sessions.AuthenticationSessionProvider

B 6 E IR EE X Hths
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o.k.storage.client.ClientLookupProvider

o.k.storage.group.GroupLookupProvider

o.k.storage.user.UserLookupProvider

o.k.storage.user.UserQueryProvider

server-spi-private module

o.k.events.EventQuery

o.k.events.admin.AdminEventQuery

o.k.keys.KeyProvider

6.4.2. HEFHEREPEFREIE

Red Hat build of Keycloak #iT AR E, LLfE{L API ER, XamilaRE, Hdh—SauE
EEHUANRE. UTRIEHNAT.

6.4.2.1. BERGE I E R

F5E KeycloakSession IEETHAERN LA API BE&FH, —E2#B5). FHSMER, 3IAT
=, FHEM server-spi.  server-spi -private #l services i hEBEBIBENABEBD) -

org.keycloak:keycloak-model-legacy

AE XA IHEFEHENAAmMAZAILE API, 1 User Storage API,

org.keycloak:keycloak-model-legacy-private
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LS E5EHAFFHEEEEXMEAESCIL, W storage *Manager %,
org.keycloak:keycloak-model-legacy-services

BEMABEALSIFE LIRFN REST s,

MR EEEE A EEEANERERTA, NXEEBERERNE, EREETHEKITERAS
EmEFIH BRI,

6.4.2.2. KeycloakSessions1 58

KeycloakSession E#{t., KeycloakSession HflilfR T ZFhAk,

KeycloakSession RiH 32 2RI EN REXBNRMERFN AL, W UserProvider, &
usersProvider. userLocalStorage () . userCache () . userCache
() . userStorageManager () #1 userFederatedStorage () . XIF ¥/l T fREMAESELERMN
SYHFEAL, IMERTEREHRREE.

Ak, JA users () ALIRTFE KeycloakSession #1, FHMNEH: Em5IHrA b ER, M
RTHAKSE, HENEXERATHMNRXEMAZE, Mclients () = groups () . XL
*StorageManager () #*LocalStorage () HZEMFRAEHAEHEHMER, TEAIEES LR T M4ENFX
ST API, SifEAIAM APL,

6.4.3. IB A LN

MFRBFHRAMBREEE, NIHAH#NEFRRETS, INLZRXSHHUNEIER,

MR REEEAMBRIAE, BRKBTAMEMESIEARRGEME, WS R MR RE
userLocalStorage () B Ak users () BmREEF. IR, MRKXMEEDRSEAH, WiEXL
BREIL, BATAESRER.

X 8a0 - UinlHERES API FRGaF

I session.userLocalStorage();
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I¥E ;- YFARAETKETIHNER APIEUiHER API

I session.users();

ENHERT, HE MMM BRERSFERHEFNERN, [ LegacyStoreManagers 1
EFRMUERRMN EFANRMTR, MRRMEmERED AL EESEERTEE, WAERBILX
g, REEIREREREN—|BHN, B eTH,

%Al - Ui 2 MERE API

I session.userLocalStorage();

I8E : #id LegacyStoreManagers API [0 #ZhaE

((LegacyDatastoreProvider)
session.getProvider(DatastoreProvider.class)).userLocalStorage();

HNAEERN, —LAEEEXE APl E#iExETE org.keycloak.storage.UserStorageUtil #,

6.4.4. B RealmModel

hk
getUserStorageProviders,getUserStorageProvidersStream,getClientStorageProviders,getClientSt
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B 6 E IR EE X Hths

orageProvidersStream,getRoleStorageProviders Streams #1 getRoleStorageProvidersStream &

WhBR, HRMTHX L AR R A, TR

T - RVESE API, BT

I realm.getClientStorageProvidersStream()...;

TBIE - FEEpEoy RO

I ((LegacyRealmModel) realm).getClientStorageProvidersStream()...;

R, AFEIED RealmModel 3% EiR X4 A MIZ S e a0
LegacyRealmModel, X/ #O02 RealmModel BF#0O, 2EIBAHE :

T#an - KEsCHlREEn
public class MyClass extends RealmModel {

/* might not compile due to @Override annotations for methods no longer present
in the interface RealmModel. // ... */

H

TBE - NESHEEO

public class MyClass extends LegacyRealmModel {
/*
}
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6.4.5. Interface UserCache # 3 |HAY# 3R

HTF A ROZEREN RS 2EHMN, HitED UserCache EBEIER keycloak-model-legacy
¢0

I TF L 5 S e IS b B 85 1J710] UserCache,

1553801 - KIBF251F[source,java,subs="+ quote"]

I session**.userCache()**.evict(realm, user);

IBE - SR API

I UserStorageUitl.userCache(session);

B LT, WA A UserCache API, i5ZEMAEH :

1E5E%01 : XS4 cache API[source,java,subs="+ quotes"]

UserCache cache = session.getProvider(UserCache.class);
if (cache != null) cache.evict(realm)();
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IBE : R API

I session.invalidate(InvalidationHandler.ObjectType.REALM, realm.getid());

6.4.6. AP EILEHE

A&k aiff A session.userCredentialManager () .7%%(realm. user. ..) H{TEE, HhHE
=FIf user.credentialManager () .74(...) XA FEZIEThEEERLEA, APl, RMEKEBIFRFE
B FEEXNALE.

I[HA API E#BHZER.

Al - Ui EMERE API

I session.userCredentialManager().createCredential(realm, user, credentialModel)

d®E : VilnlHEeg API

I user.credentialManager().createStoredCredential(credentialModel)

X F B X UserStorageProvider, H— 1 #1/47% credentialManager () , FEEREO
UserModel F5CHE, ©fil#44RE LegacyUserCredentialManager 354 :

F#ai : B4 UserModelEEM#i /5% credentialManager () , KIBAS#LF
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public class MyUserStorageProvider implements UserLookupProvider, ... {
/Y
protected UserModel createAdapter(RealmModel realm, String username) {
return new AbstractUserAdapter(session, realm, model) {
@Override
public String getUsername() {
return username;

I#¥ia : NEGEMESCHE APl UserModel.credentialManager () .

public class MyUserStorageProvider implements UserLookupProvider, ... {
/Y
protected UserModel createAdapter(RealmModel realm, String username) {
return new AbstractUserAdapter(session, realm, model) {
@Override
public String getUsername() {
return username;

}

@Override
public SubjectCredentialManager credentialManager() {
return new LegacyUserCredentialManager(session, realm, this);
}
15
}
}
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71. FINERERS

89 Admin Console (keycloak.v2){#ifi React &, |HH Admin Console (keycloak)fsiF
AngulardS 1.x {98, ©EaAzIiA T £aBEHS R, Ak, ZEMBZEHERT R EMEM EE80TR8
HE. HTHERERRA, tAZREbhESERENE,

7.2 Frk A

ik P i=$l & (keycloak.v2){$ F React 9%, MRt BIFHAE &%, BiK - EHE (keycloak)fs
AEAMIRS [mERAE, Hit, &AMBRFHEST BENEMAEEMTIBHRE.

7.3. IBEREE

F R T ReE &% DA 26 & B A L=,

EoENEHEE LN, FIREESERN, SFHARNERRFISESTEREM. XEERALT
${KC_HOME}/lib/lib/main/org.keycloak.keycloak-themes-${KC_VERSION}.jar &1, I LA{FHEfmlfr
A ZIP FEIEITH,

HEA start-dev AF X EA T2TIRSSSRN, BNFREEEF, UEETURRLEE], MEIHRE
PHT RSN EFHE SRS .

BLREFAENLEHE, BRILUERNEEXHITEN JAR X, FHIFHERZESI ${KC_HOME}/providers
B%, HEFXHEHE ${KC_HOME})/themes B, HXHWMERT, HSH RSFFHIKSCHE
KREHNES I, FSHRSHITAAGIER.
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%8 8 & 19 Liif KEYCLOAK I#BIZLIgfyE ) KEYCLOAK 26.2

MARZ 22 FFis, ZIiEFIEEM Keycloak 1 L5 Keycloak » [HFEER/NMNER. FEEUTEH :

I F Ll Keycloak, £%& T#HIF keycloak.org L ; X FLIEHEM Keycloak, 9K T#
fLF LR T 1 MG,

Oracle 1 MSSQL BUEEWshEFE 5 Lilf Keycloak 48, {BFRSLIIEHIEM Keycloak
B, BRMAIRIEIERGBFIFHER, FHSHEE BUEE,

Red Hat build of Keycloak 12t GELF H&EA R,

TIRTRICRTETBM Keycloak ALK Keycloak ZEpRE, & EEBUTES.

8.1. Itfid KEYCLOAK hi&

IR IEIRTEIBM Keycloak x4,

IMRIEM Keycloak Tl H A S4LIBHEEM Keycloak M A<PCHd, & RLIIEZ 1 1/ M E
MIZIIEFIE Keycloak T#43k:¥# Keycloak, https://access.redhat.com/products/red-hat-
build-of-keycloak

MEMEM Keycloak WiH A ZIBRA, FfER Keycloak 72158 EHH Keycloak, LAPT
ERZLIEFIEEM Keycloak kA, ARG, {#HA EE 1Mt THTH Keycloak,

NRIEH Keycloak Wi B AKX FLIEFIEEM Keycloak k4, NIZEEIBENLISHERN
Keycloak, {1, GIE—MIIBHEN Keycloak NIERE, SNEFHFRIBHEMN Keycloak
WA,

8.2. IR#E KEYCLOAK Z&&REMHITER

LE2H Keycloak lRAJS, RIBRZRTTR Keycloak,
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%5 8 = ¥ L KEYCLOAK SIBBILLIEHEM KEYCLOAK 26.2

MEMEM ZIP KIThRZZ Keycloak, EFRLEE, 1P MibhM T HTH
Keycloak. https://access.redhat.com/products/red-hat-build-of-keycloak

NREET Keycloak Operator, iHHIEEHEH Operator 1585 K% Keycloak Operator
f Red Hat build. CR 7£_Lil¥ Keycloak 1 Red Hat build of Keycloak 2 [FI3& &,

MRECET B VRSB[R, HERAIBHEN Keycloak HIFERE., HSH £
AR HIE1T Keycloak,
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Red Hat build of Keycloak 26.2 s¥ %15

$9E Hith BETE

9.1. CLASSPATH _LEKIA{R#4t89 JAVASCRIPT 51%

ELRIMRRA T, 4 Keycloak AT Javascript i@ Java 17 B (Script authenticator,
Javascript #HEEEsk OIDC #1 SAML & FimfIA - MINIRRF), REHF javascript SIS HIEIS %
i, BIAMER T, Red Hat build of Keycloak iR55212#t T Nashorn javascript 512, FiAFBRE
B. HEMBMALRNEN, BIURER Nashorn HIBIZA 5|2 R H K5 S FIIZLISHEH Keycloak
2R,

9.2. Ep$4 KEYCLOAK ADMIN & P T #

F+ % Jakarta EE J5, Keycloak Admin & imi TH#E & N BB ERATR, FHEE KR4
. BE, MAFERNTHEIE Keycloak Admin & : —N# 8 Jakarta EE, 5—/{"%¥#F Java
EE.

org.keycloak:keycloak-admin-client-jakarta T#HFE#HER. A Jakarta EE 358 Keycloak
Admin ZiREIAE Y org.keycloak:keycloak-admin-client (H 26.2.0 7714) .

Java EE R T4 2 org.keycloak:keycloak-admin-client-jee,

9.2.1. Jakarta EE X

Java EE i T4 2 org.keycloak:keycloak-admin-client-jee, Jakarta EE 3¥F

TE#ai -

<dependency>
<groupld>org.keycloak</groupld>
<artifactld>keycloak-admin-client-jakarta</artifactld>
<version>18.0.0.redhat-00001</version>
</dependency>
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<dependency>
<groupld>org.keycloak</groupld>
<artifactld>keycloak-admin-client</artifactld>
<version>22.0.0.redhat-00001</version>
</dependency>

9.2.2. Java EE ¥

TE#ai -

<dependency>
<groupld>org.keycloak</groupld>
<artifactld>keycloak-admin-client</artifactld>
<version>18.0.0.redhat-00001</version>
</dependency>

<dependency>
<groupld>org.keycloak</groupld>
<artifactld>keycloak-admin-client-jee</artifactld>
<version>22.0.0.redhat-00001</version>
</dependency>

9.3. N&E PP isiE A & F i BRi HE e

BifE, 70 Never expires BM Advanced Settings & imE WA HA PR, XMETFR
5, AAFRNEREHENZREN KEFRREITRN, B2—KHAF R IERRERRSE, Hit, X4
BRI 7 AR ADRIREED - A realm XEHRH Inherits  (F /- infEAEIISIEN)
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Expires (ZFimbER#ES) . Never ERER T HA B -1 k7R, HfE, %{EE27E Admin Console
i, BXEREERGEELE,

9.4. e AL T HR 4 AL FIBR I3k

Red Hat build of Keycloak £, FHE¢HOIEEN EEHAN, RVFEHRFHEAIRIEDFIT ASCI F
. 4, FBEFIEESD (@ Zai)LthEE 64 NFRANHRSH, RHit, &7 —1HH parameter
-spi-user-profile-declarative-user-profile-max-email-local-part-length, LLi% & &K H FHEE A HhER

2KE, UERFRE. BAMEN 64,

I kc.sh start --spi-user-profile-declarative-user-profile-max-email-local-part-length=100
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