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1% S AL

5 1E 5 A4S
ERLIIENEE Keycloak & A FAAMZRIGHIRE,

ZIHEI2 R Keycloak AILERERIZ M E T AMRIIH, RFRABEAAFREGEFTENIERE,
HENERERBREIERIRNLE, ZTHE. RANSHERILIZEEEZNEERR,

RIS EEE Keycloak SRBER NI REL T EFABLER) OpenShift £8¥ £, 1ZERFIRYE OpenShift £
1B FHITTEE, MTFEBEEZAN IS (A, BN TRRME—ERBFZER) B OpenShift 8 L
BIZL1E Keycloak 245, OpenShift &A1& Red Hat OpenShift Container Platform 522$H9155
BRTIZITHIE 2 4, B RMREILS RIFZEYE, FAXNIRSHATAMA T, AEEEEEXHENS
a] AR B {5 LI NE R BRI Keycloak BYER T SL R,

1.1, F 58

AR T ERBLLIEI 2RI Keycloak BIF N & AT MR « HEREMEMS RAIHNE,

110, BRI E

RN EEIE ERNERTR (%) EFAEMEMSERNBIEZERENZ N A B X S EE O I
ETIEHEEH Keycloak,

o SXHABRKHII
o TEHA OpenShift £ HERE
o MRMEIZSNAHRXFEWEHO, NEVFAAXLEUEFORE

® OpenShift &2 — N S BE :

o control-plane K AT BE R FMAFT A LI EEHY Keycloak pod

11.2. ZEEEE

EEN DL EER Keycloak 528%, BN, EMAN AR HEGAEMSELRMIBIEELEEFTRE
OpenShift £&8#H{#F F Multi-cluster SRBHITHIREE B,

=
o HIFAT AKX
e AT OpenShift &EEKIL
o IR ALZE A RILE B P R L5
o FETREENHNEMEHIME
R =


https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html/installation_overview/index
https://access.redhat.com/articles/3220991
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o FENBMEIIE R
o BNUMLRATHBIMRIL Data Grid &£&F
e Cost:
o HEMMAMMNEITE R
o A8 Data Grid EEHFREXAMITE
o WEAW A OpenShift control-planes

* FAXH=AHELZATRAK

11.3. FES
ETREEAASTRAMENNTBNEBNESZEL, E8HEI ET,



2% HRRHRE

B2 E RERRE

EZN TR AIERE £ Keycloak £8F (A1%) .

2.1 AN EAAEFE
Red Hat build of Keycloak ¥ 284 BE A F U T A :
o EMEBESAEBPMBHIEILLN, INHA OpenShift EBE,
o EEFAREMNLIIE Keycloak SLEIERR B &K,
o RHIFIHANRE (MHEANAWS XiF)
o RIFHRMEHLIHTLED",
o EAE LK FHIERE.
o AILUET EHIhMTRIEINL,
o HEEAMEMSERMKELRENEIEROHENES

2.2. MBS &
HATEHAFEALLTEEN LB EM Keycloak :
o HERE—RXFEHHI= AWS B X ERER OpenShift &%,
o {#F ROSA HCP £ AWS (ROSA) L& # Red Hat OpenShift Service .
o BNAAREDEF—A worker TR
o OpenShift fR4s 4.17,
® Amazon Aurora PostgreSQL #4E /%
o E—AARARAHHEEDBLAMSAAYE, UKRSEHSZINEMTAX
o hRA17.5
o TEIXUEERE T IFLIIEIIERM Keycloak A BE RS B 1E kil & Fh & 1l jn] &,

2.3. &
e IRETE OpenShift £EFhRA 4.7 SLE = RA LR Red Hat build of Keycloak

o XFZIXE, MR OpenShift TRFEHIZIMEPFMLZNAIAK, HilE Keycloak BIEIRE
X, NIELLE Pod AERIR—XBER=1AHK,

o XMFHERLE, MR OpenShift TFFEMIZIMEHHS MEIEHD, N Pod THERI=D
BURFD, FHRIIEHER Keycloak FERE K.

o HEFRZLIIBMER Keycloak SEfIZ[AIF 10 EFHEIRIER,

o HiEE


https://www.redhat.com/en/technologies/cloud-computing/openshift/aws
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o BAXZFMBIEEIIR, HHHEERIEE.
o BHSZNITRARMNBELIERTUASBREHMENEEZE, FHERIXZARTSEHEE,

EEEERREREEBRN, LLIEHER Keycloak FRBIE(R [r]EIER A] A B & HI B2 M B EAE
B, UEREXH.

THRAEX MWEREERRNE —SEHNENTENESER

2.4. AR E

AT HR 1 P LT 7 3R 4T 48 FI 280 Keycloak
e 100,000 A
e & 300 M™MEK

MFEZER, HSHEXFE CPUMREFETR XS ET,

2.5. BRI :

BMEEF=/1TRRNFNTRYE, EUTERTOALEE :
o [N &% T RbifE
o HEHTHEMIEER Keycloak FH4
o ERMZRIIKIL, %0 OpenShift &£&¥

BXRIREBEE, 50 RERBENES ET,

2.6. G I

TRANETNAT BB SMARER, S FEMIRR, EERIETR TABELNERG. EEFE™
INRRER, DARBIUERTSN IR R 2.

B RS EH T RRRRE.
AR T RRBFIEMIENGT N, fd T SURMRMBNER, F#R T I[N,

2.7.1. [ARERALIZE
FER LB IS LIEEM Keycloak #RE E| OpenShift 2%,

27.2. BN HEZ P AR

LTI EEM Keycloak ERE T NS T M MAER A H OpenShift EEEMECE RE. ®E, OpenShift
SHNETLNTARSG, BANTRERERND, TUE 200X EEEEE,

Red Hat build of Keycloak Operator BRIATE XL 7 LA TFHRIMDFRLIR, BIELLIEIYEH Keycloak pod ERE
BFRENTRLE, HROEUEFEAFRNTARK :


https://kubernetes.io/docs/setup/best-practices/multiple-zones/

2% HRRHRE

topologySpreadConstraints:
- maxSkew: 1
topologyKey: "topology.kubernetes.io/zone"
whenUnsatisfiable: "ScheduleAnyway"
labelSelector:
matchLabels:
app: "keycloak"
app.kubernetes.io/managed-by: "keycloak-operator"
app.kubernetes.io/instance: "keycloak"
app.kubernetes.io/component: "server"
- maxSkew: 1
topologyKey: "kubernetes.io/hostname”
whenUnsatisfiable: "ScheduleAnyway"
labelSelector:
matchLabels:
app: "keycloak"
app.kubernetes.io/managed-by: "keycloak-operator"
app.kubernetes.io/instance: "keycloak"
app.kubernetes.io/component: "server"

B

NTBEEZNTRAREEST AN, BEERREYCEREHRE, EoNEhEs
Keycloak 1 F /= #E R AR AT .

2.7.3. WX E R LA ER R

R — X ENERFREEBLIEER Keycloak, HBEZNTAK, SHARKEMSLERMEEEEE
BEERL, FEERTESTAMERYE, R ITRIRIIEEIX LR,

2731 HKX
ENNA el At R B LRED, FHINTURBEILURRERE], AT ## EREH

K S RPO1 RT2
LINEHIEERY Keycloak EEHPIZTED RBEBIEBER DF 307
Pod Keycloak Pod H£L1E#

B, IR—ANEGIKI,
—LEE ARNFRAERI
HECHR, HEEIRIL
M,

OpenShift 17 & EEBEPZITEN EBRBIEER DF308H

Keycloak Pod B£L0EF4

B, MRENTREL,

MZT &= EBIFRAE pod

EfFRNG, —LEfL AB9IE

RATRERIREITEIE R,

SR — A A (AR

NEAL) o
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R s

LIIEHIEERY Keycloak & IR OpenShift TIimz

B R EREE K, NEBER
BETEXEET R EFEER

Keycloak pod 2 [E] %
%, £ AHIEKRATRER IR
FEESHE, HEER
(LAR R BAL) o 211081
M Keycloak RAEM
LA AR P I R TT S
[A]f pod, FEiEEEL]
RIEHE,

FiFE -

"R E R B bR, BRI BHRRE IR E R,
2 AR E IR ER E,

273.2. %MK

RPO1

BREBEER

RT2

ME| 5 Hh

EAE T AL EFRE SRR, RITURILATRERE, THALEREH  #multi-cluster-

introduction#multi-cluster-supported-configuration

K thE

INRE AZZEBIRNL,
HiEEA R BESE
il I A B9 E S, R
HECOUHTEIE A2z,

IR R

EEBPIZITEN
Keycloak SLBIRIZT I8
B, mR—NEFIKI,
—LE L ABIE K ATRE = IX
FEEER, HEERNL
Fhp,

Red Hat build of
Keycloak pod

HEEBPIZITEN
Keycloak pod BYZL1EH
B, MRENTREL,
MZT s EBIFRAE pod
EIFRN, —LEfL AB9E
RATRERIREITEIE R,
SR — A A (LA
REAL)

OpenShift 77 s

RPO1

BREBEER

BREBEER

BREBEER

RT2

DEERE (BURTEIE
J%£)

HF 308

HF 308
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R e RPO1 RT2
a] A X R MR—NATAREN, N SBEHEEEK G
ZXPIEER Keycloak
pod KA ELIIEM EthE
KW, EVHESATAKX
BRI LR Y

Keycloak BIA%E, K
UBRAREREIE, =
MU A&y, EAFEER

fit pod AT A F RS 1E
*O

EERIRE IR A AR HHEREE BARIEE &3 DEHRE (BURT IR
X, ALEFINERU. B J%)

LIERATRER IR B R H
B, SR, RIE
BiEE, REEFER

{’EO
LTIEHIEERY Keycloak & IR OpenShift TIimz REBIEBER RN SEh
B [REREE K, NEBIER

BETEIXET R EFEER

Keycloak pod 2 [E] %

%, £AHIEKRKATRER IR

BESIRER, HEER
(LARY R BAL) o 211081

M Keycloak REAEM

HA ALK PR TSR 1A
A8 pod, FEiEEEL]
FAE -
VR AI R E R B bR, BRGX BT AR EREER.
2 SKIRE A WERE,

SBABIEERES N TRARKAEH

2.7.4. EXBRH

1. LRI EERY Keycloak FHE I 72 B BY{SEHLES (]
INR AREH PRSI RS, ALUEY B AR T hRAs e Rt 7] &,

2. RV RHMEHKTHETREFEEBN num_owners, %R SEERTEERFE
authenticationSessions. loginFailures #1 actionTokens &7 A %&5H, HilHh 2,

3. A A whenUnsatisfiable: ScheduleAnyway s #J2(1\ topologySpreadConstraints FIE]
E, MREZ pod FEBKRMM T R/X, MAIERET R/X_EHIHKE,
FA - er LL@id £ FH whenUnsatisfiable: DoNotSchedule & X topologySpreadConstraints 3
ZERIXTIEN, LUK pod IRAERFT RIEIFHAE, B2, MRITEHERE, XAERS
W — LT IEFI AT Keycloak SEBIREWERE,
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A} Infinispan E9 % & 1Z 5 BN AEE MRS, RIEINREZERIENAFRE num_owner gl&
EEMERWBT =/XEA, NERATE R 4 £7E node/availability-zone KM & 4, &H]
LUEiE N T R MK E X requiredDuringSchedulinglgnoredDuringExecution FF£1 18 E /Y
Keycloak £ S BREINATAM T Rl ARWHE, BE, IKNNEAT BRYE, EHLIEHME
B Keycloak SEBIRIENE, XLESLBIRT LAKRE & B OpenShift SREF BT /AT X BE,

B RNMAEE B E LR KB #hikSpreadConstraints 5kE&, &S Operator &N ELEIFE.

4. Operator A7 Pod HELBImMIEH (1F5H BESQMREE) , AANENETEES
Downward API #2#t, machine name 1Z5i{# FHE Pod M7 B spec.nodeName #1TEZ &,

2.7.5. 5L E
PREE L MR B B R B AR, UERAREMR MR,

2.8. R RPE L HERBFERE

TR RO BRI BHEFINE.

HERKEHMEFELUTHRIR,

R R A RARENEN, SiZRFERRNINFIIL.
HIHRAOX L ER BRI E R G, NENRRRHRIFNEEMNRE. TINHAT

ZIRFEEIMEURENAFOIENR M RELEITRE,

2.8.1. o RFE M
o TR MEMNEGS SR,

2.8.2. T ARIEREENZ I THEKX
THEIIEEEY Keycloak B ERIER M43, T HEIBEMLIISIHERN Keycloak £ RS IR,

BIDTF 5 ms EIREIR, BREEETFT 10ms, URKFEIMIAIFERIMELS, LUERHINER, FHEsE
By,

P4 S IR AN FE R SR FE AR 55 BN S A (R R e, FERTRE S ERBRRARGIE K. EBIFIRINGE R, PIL AT BE
KEBUEN, BERRVRNFREA R T R,

BUGXE : HARE— AWS RIRBMHDNEEZ D AWS 7 R AR OpenShift &£,

AZEFE : OpenShift REQHEHRANFTRALMZANXE, FANERBINERMMEHENTEENE, £
AWS E, RS REREEER NHH Aurora RIEEREHIIRSS .

2.8.3. #iEE
EFATERAE—NES EFIMEEE,

K - BN ATHARXFERE AWS Aurora,
2.8.4. 1B R Keycloak

10


https://kubernetes.io/docs/concepts/workloads/pods/downward-api/

2% HRRHRE

YTIEHIEERY Keycloak SREFERE, AT AIARXA 2% pod,

5K - #F Operator %N a] A X BREBLLIE IR Keycloak,

2.9. BEEE R

T R R IR R A EMNBER,

ATE AT X Red Hat build of Keycloak BB # B FEE B A EFRE MM R ESL K, S TN ARERE, &
VilA] f A Operator £ %N A FX [AIBREZL1E Keycloak 14EE,

291 ¥R

BRI E BN I RS, HiERIEAR, tIBE(ISERmEY, FEILEERELR, RIF
e, eXBMTXNEENFERUBEXEERMENRPENZI, EHERWIERIMIRELIZNR
. https://en.wikipedia.org/wiki/Cache_stampedek FliE#H b RFEZMIFT A RS 2R IMIE DR FETLT N

NTRGRENRE, 1A RNNRAEEREERAXNEERNES, X RERE KRS
DB T,

RERRE, REREZEEETH, MMATFHAEEEENRSSHIREDEST. MR PostgreSQL, HE
ERARSRIRESIFIER, FEE0HMT (B0 &l (BOAN)

ME\ERLER, BESHEXEFNIEDH PostgreSQL 31,

2.10. e EZ AR MBI

T Rk TTRFE R AN EMIBLR,

AT ETE T RN ALINE IR Keycloak B B4 BB E RSB R E LK, X FRALRE,
THVi[A] {2 Operator 7% 7l FAX [ BB E L1118 Keycloak 14,

2.10.1. =&

2.10.1.1. JGroups #&EfS

JGroups B1E (TEHERNBE DA TLIBHER Keycloak T S EBRIE) BSHETHEAEMNLE, &
OpenJDK 21 H{FAHENATEE (MREVEWNIHEATETF Keycloak) , XAEHAHNEREZ, HITIEFE
BoEZ&fEtm RN, Hik, BIFER OpendDK 21,

2.10.1.2. Quarkus executor it

YIHEFIERMI Keycloak 18 R K& FEZRIRIE executor sAMEE, RIBAI A CPU A%, BHERIARAEN
50 MHELLRE, ZEREFEUE, HETBREENGR, RLRSEET BRM%E, LIEHERN
Keycloak 78¥F&i7 http-pool-max-threads 2B LA B & ALLF2th KN,

2.10.1.3. Load Shedding

FINBERT, ZLIEMER Keycloak fF R ATE £ ABIIEREELN, BMEIERGIBELEHBRMEt, XF
£ Pod RERIAIANT, FTREKFERMBIIERFINHTER, BHREXRERm—MNEN, MERT
RIEREBEHLE, ERBIZLIBMER Keycloak FREEPUEREL, 1EIXBHAH Quarkus BLE LT,
BCiE http-max-queued-requests, LUEELET LTI R/NEERM A EHENRANIIKE, BIZLL
181232 HY) Keycloak Pod #R2&F2) 200 MEXK, MEAFIT 1000 & SBEAFRNEH 5 7.

1


https://en.wikipedia.org/wiki/Cache_stampede
https://jdbc.postgresql.org/documentation/server-prepare/#activation
https://www.postgresql.org/docs/current/sql-prepare.html
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LB FIEPRER, @i HEAEREAIIE R IFRE HTTP 503 1%, Red Hat build of Keycloak &
EREHRILRERER.

2.10.1.4. probes
Red Hat build of Keycloak FIfE/EE RN ZIEME LR, BRAESNETERS Pod,

AE—LEBERT, BEMEERRNMAREERNTRSOESBIRZRNTE, Rt TRaESNE TR
I, BFL, Pod AIRERTER ME T2 WK,

2.10.1.5. OS %R

N7 E Java BIRLR, FE Linux LiZfTh, ERBEXMHEW, Fit, ITFHXHEE (40 ulimit -n on
Linux) fENLMEIER Keycloak fRHE-LZE(H, LURMAENLRERE. BMABEIERNE, 7%
NEREFTEXENAFIEIE, = Pod fFH OpenShift £ 1k,

2.11. % CPU IR EFIR K/ NS
T R VR R AR S,
B S T R IR . RIBEM A IR, RIEEE BRI,

2111 MEREER 1L

Digk

==
[=]

o UIEHES Pod (HNFSGFE) HEMSEMIE (B HIMNORE
FRIE) B, HEEARE,
o LITHEIYE T KHATE M Keycloak SLBIES, 1@INAILE1E K/NAT LUR S MEEE,
S TS [R5 L SRR IOPS, (3R B 1E 5 (I 2 75X B
% EHAERIEEEEEEIRIEER S EWR,

o FAXLEMFNER, HEMAEFIMNRAHITER KT BN,

Summary :
o BEFMAA CPU RIEBLLTMIXAIBREISRZE MY R,
B
e Pod WEANERE, 21 Realm HHEH 10,000 NMEFRITENZTF 1250 MB RAM,
o ERZF/H, Keycloak NHEREFDE 70% WARFRE, ©LFERAKRY) 300 MB WIFEHKRE, &
H%fﬁi’\mﬁ HERLEENITTE, FARFRE, MEEMEREEIERNT, FRERR

o NFEBMLANEFTEHNAIER, HF 11 vCPU ESER (BHWIIH&ZS 3001) .
ZIHEFI32 R Keycloak SEARZ ¥ CPU K RIS FH N A IRIHHOBH, HE5MRFEXBEM L.

12



2% PENE

o WFEN 120 MNEFIREIE, EMEF 11 VCPU BIKE (EMIIK&ZES 20001) .
RZE CPU I AIME OB TLS 128, RAEBINEImIUET— K.

o WFEN 120 BHRIFSIER, 11 vCPU BIEE (BRNIAT 435 RIFTHIER) . °

o {RE150% FMHLRLME CPU ERAENENHFIE, XHFEATHRTRIREED), HERBHNEE
SRLIBRIEHAEES . HHE Pod EHANBIMEHA TR, ZIIEFZ2E Keycloak BOMREER EET
B%O

o YHENIITREEA 2500 ENTFRAE M IRENFERE, HIFMAZ N IREREBESLIEIEN
Keycloak %&%F, 47IfEF 10000 MREMIREZTF. Eit, BEETRIK BRI, EhE
FUmBIRAE MBI ERERME. BROBEEERE, H% AP ZEX/NMEMERERE
BEFIRBIMR, I RFERKNEFFRERNE SIS E &80,

Red Hat build of Keycloak (BKINERT, EHREEREEA A RIE) FELUTHIRE Aurora
PostgreSQL &AZ R = IRSREMRE

B 100 NEF/logout/refresh 1HKEF :
e 1400 B IOPS Fil&.
e 7£ 0.35#010.7 vCPU & [A] 4B
VvCPU BRENSERERME, B NEIEEEN LA CPUBMERM, B MERMN CPU ERERMRE, MK

A8, BUIEZE LB CPU BCHIEUE, RERSBUmIE (A A Bmp R (AIFI8, a0 RATIE(E 11 HHA
[ARSEM N A EREE, IHEFERAR CPUBHL, H5 L TF=AL,

21111 M E;Z1TLIEF BRI Keycloak SEfIRYSE SN

ZIHEF 2B Keycloak SEBIBYA/NEUR FEFBMBIA A &5, RIFT SIS RE H inEIER L PR i
B8 E, N E—T AR,

BRFRX=NEHE ABLZ 1T M Keycloak SEFIMLIREE, 7EEA Red Hat build of Keycloak
RIHIET

o EMHRBIEFLMA T EH4IET keycloak_user_events_total @EE T HRILHE EFE T Cookie
B, MRMENLLER/NEREE—DNKAHE A,

EHEHRAIEHEN Keycloak fUTHFEEE UEEE, 15 A metric
keycloak_credentials_password_hashing_validations_total. ¥gtrfas—LitaXERAMNKR
HEEMBIESERNRE., LFRaARENSIEK - realm, algorithm, hash_strength, %5 R.

R =454 keycloak_user_events_total Fi FEE4K8 refresh_token 1
client_login %35 A F R hE K FE P i uE R

MBELER, HESHEASEMAHEIR HTTP f5tr =75 R &,

13


https://docs.redhat.com/en/documentation/red_hat_build_of_keycloak/26.4/html-single/observability_guide/#event-metrics-
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XY FREAF A METNEANESRABIEXREE, HHTRRXTEZHABRREAN R
IEXNT BRI GES., BRGNS XERE4ER, STURRENRSRFERT R, 3
L) DRE R AL I s ik [ o

21112, iHERH (AR

BirK/ :

45 NEX, SWRHEX

360 B mEITEET R

360 RIF$ k%5 kS (1:8 ratio for login)

3 1 pod

THRRIBRE

1" Pod i#3Kk# CPU: 3 4 vCPU

(F#45 1&% =31 vCPU, 360 Z/imEiERTE# =3 1 vCPU, 360 RIFr$She =3
4 vCPU, EHI&%Z 91 vCPU, LHEHHZITH 3 4 Pod i, &1 Pod #&iFkK 34
vCPU,

#4 Pod 9 CPU BR#ll : 7.5 vCPU

(FEEIAE 150% CPU A ERIE(E. JFohMIMBERBES)

1 Pod iFkHNEE : 1250 MB

(1250 MB E&RH77)

14
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81 Pod IRFFBRIE : 1360 MB

(1250 MB TFillAPI{F s Ak 300 FEHEMTA, LL 0.7 XiI43)

Aurora Database SZfll : db.t4g.large = db.t4g.xlarge, EHEURT =51 HHE RN
il 2 INF ]

(B#a5 1 Ex, 895 1HBRE—R, 360 SHRIFHSE. XAMNEHMEH 410k, X4
it DB {75 1.4 ¥ 2.8 vCPU, DB [#&fi#4 0.3 vCPU, X%k 2 4 vCPU db.t4g.large
SEfisk 4 4~ vCPU db.t4g.xlarge Scfl, HNSR7E = 6 {5 FAHAE] S v RN A 88 &, 1] 2 4~ vCPU
db.t4g.large FHEEHR AN, EHRINBIKP, & CPU EMARTXMHRM 2 4 vCPU
db.t4g.large SEHIR, FERMNFMSERIFIMT 120 28, 7 EsgaE AR R SERANR
B, iEEHX S RZE 4 4 vCPU db.t4g.xlarge L, )

2.12. £\ AT AKXEZE AWS AURORA

EREREBERIBE—1 AWS Aurora fEABUREITEIR,

ATieaR T eI £ % 4 el X [H]#8E PostgreSQL {5l Aurora KISERE, LAMEFELE AWS Kigd
BR—ANHZNTTHR KM

EHREBERES LEHBE —EPNMANNE—RER, MERESHRR AEFHRE—ShNAH
fibFgER IR —iR A,

BIHRHOX L E R B/ NIRRT E RS, NEMRRRMARIFOEENE. HHR
FERBENSREURENHASNIEN RS URELRIETHE,

2.12.1. 223

Aurora BUEFEERRZ 1 Aurora BUBZE LA, — N EHHEENEEAR, AAEHMIHIEREE
FERIEIE., NBRETARXKBN S AY, Aurora RIFHEHEA AWS KEMHZ A KIHEEHIE
FESLHI, MNRIEIEE Primary BUEZE AN AKX KM, Aurora REITEEERS, FIFLEZRZHIM
FERW B el F KR A TG A 2L 61,
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2.1. Aurora Z X ERE

o
AWS Region
o Availabilty i |
: Zone :
i o E
: A : : hd

£3% Aurora BUEFERHHOIE LIS, 1ES 04 AWS Aurora 314,

A EE AWS RELCEFCERRBERKMAFHFAE Aurora BIEE. EM ROSA £&#j 1 HIE
FE, ETE BUBEEM ROSA 82 [RIBR TN S5,

2.12.2. g

LFARasSHIERS -

£ eu-west-1 F{EF&FR "keycloak-aurora” flJ& Aurora Multi-AZ BURFEELEL.

1£ ROSA £8##1 Aurora VPC Z A& Fi%HE, LAFLiF ROSA £¥ LEMNN AEFS
BURFERRNFRE,

2.12.2.1. 6| Aurora BUEZELR

1.
3 Aurora &2 —4 VPC

aws ec2 create-vpc \
--cidr-block 192.168.0.0/16 \
--tag-specifications "ResourceType=vpc, Tags=[{Key=AuroraCluster,Value=keycloak-

aurora}]” \ﬂ

--region eu-west-1

16


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/CHAP_AuroraOverview.html

2% HRRHRE

FATI6ERA Aurora REFIBFARINALERE, MERITATLRREK SR VPC,

"Vpe": {
"CidrBlock™: "192.168.0.0/16",
"DhcpOptionsld": "dopt-0bae7798158bc344f",
"State": "pending",
"Vpcld": "vpc-0b40bd7c59dbed277",
"Ownerld": "606671647913",
"InstanceTenancy": "default",
"lpv6CidrBlockAssociationSet": [],
"CidrBlockAssociationSet": [
{
"Associationld": "vpc-cidr-assoc-09a02a83059ba5ab6",
"CidrBlock™: "192.168.0.0/16",
"CidrBlockState": {
"State": "associated"
}
}
I

"IsDefault": false

FERHAIEN VPC B Vpeld 4 Aurora SBEINENTRR IB—FM,

4

al}

HNENTHAKIEEM cidr-block SEEAESHEHEES,

X1 A
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e

aws ec2 create-subnet \
--availability-zone "eu-west-1a" \
--vpc-id vpc-0b40bd7c59dbe4277 \
--cidr-block 192.168.0.0/19 \
--region eu-west-1

{
"Subnet": {

"AvailabilityZone": "eu-west-1a",

"AvailabilityZoneld": "euw1-az3",

"AvailablelpAddressCount": 8187,

"CidrBlock™: "192.168.0.0/19",

"DefaultForAz": false,

"MapPubliclpOnLaunch™: false,

"State'": "available",

"Subnetld": "subnet-0d491a1a798aa878d",

"Vpcld": "vpc-0b40bd7c59dbed277",

"Ownerld": "606671647913",

"Assignlpv6AddressOnCreation": false,

"lpv6CidrBlockAssociationSet": [],

"SubnetArn": "arn:aws:ec2:eu-west-1:606671647913:subnet/subnet-

0d491a1a798aa878d",

"EnableDns64": false,

"Ipv6Native": false,

"PrivateDnsNameOptionsOnLaunch™: {
"HostnameType": "ip-name",
"EnableResourceNameDnsARecord": false,
"EnableResourceNameDnsAAAARecord": false

zone B
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aws ec2 create-subnet \
--availability-zone "eu-west-1b" \
--vpc-id vpc-0b40bd7c59dbe4277 \
--cidr-block 192.168.32.0/19 \
--region eu-west-1

{
"Subnet": {

"AvailabilityZone™": "eu-west-1b",

"AvailabilityZoneld": "euw1-az1",

"AvailablelpAddressCount": 8187,

"CidrBlock™: "192.168.32.0/19",

"DefaultForAz": false,

"MapPubliclpOnLaunch™: false,

"State'": "available",

"Subnetld": "subnet-057181b1e3728530e",

"Vpceld": "vpc-0b40bd7c59dbed277",

"Ownerld": "606671647913",

"Assignlpv6AddressOnCreation": false,

"lpv6CidrBlockAssociationSet": [],

"SubnetArn": "arn:aws:ec2:eu-west-1:606671647913:subnet/subnet-

057181b1e3728530e",

"EnableDns64": false,

"Ipv6Native": false,

"PrivateDnsNameOptionsOnLaunch™: {
"HostnameType": "ip-name",
"EnableResourceNameDnsARecord": false,
"EnableResourceNameDnsAAAARecord": false

3REX Aurora VPC IHZX ID
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aws ec2 describe-route-tables \
--filters Name=vpc-id,Values=vpc-0b40bd7c59dbe4277 \
--region eu-west-1

{

"RouteTables™: [
{
"Associations": [
{
"Main": true,
"RouteTableAssociationld": "rtbassoc-02dfa06f4c7b4f99a",
"RouteTableld": "rtb-04a644ad3cd7de351",
"AssociationState": {
"State": "associated"
}
}
I
"PropagatingVgws™": [],
"RouteTableld": "rtb-04a644ad3cd7de351",
"Routes": [
{
"DestinationCidrBlock": "192.168.0.0/16",
"Gatewayld": "local",
"Origin": "CreateRouteTable",
"State": "active"
}
I
"Tags": [,
"Vpceld™: "vpc-0b40bd7c59dbed277",
"Ownerld": "606671647913"

XHX Aurora VPC BSHFRFNTHKKTFM
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aws ec2 associate-route-table \
--route-table-id rtb-04a644ad3cd7de351 \
--subnet-id subnet-0d491a1a798aa878d \
--region eu-west-1

zone B

aws ec2 associate-route-table \
--route-table-id rtb-04a644ad3cd7de351 \
--subnet-id subnet-057181b1e3728530e \
--region eu-west-1

Bl Aurora FM4H

aws rds create-db-subnet-group \

--db-subnet-group-name keycloak-aurora-subnet-group \
--db-subnet-group-description "Aurora DB Subnet Group" \
--subnet-ids subnet-0d491a1a798aa878d subnet-057181b1e3728530e \

--region eu-west-1

2% HRRHRE
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] Aurora &£4H

aws ec2 create-security-group \
--group-name keycloak-aurora-security-group \
--description "Aurora DB Security Group™ \
--vpc-id vpc-0b40bd7c59dbe4277 \
--region eu-west-1

{
}

"Groupld": "sg-0d746cc8ad8d2e63b"

{2 Aurora DB &8

aws rds create-db-cluster \
--db-cluster-identifier keycloak-aurora \
--database-name keycloak \
--engine aurora-postgresql \
--engine-version ${properties["aurora-postgresql.version"]}\
--master-username keycloak \
--master-user-password secret99 \
--vpc-security-group-ids sg-0d746cc8ad8d2e63b \
--db-subnet-group-name keycloak-aurora-subnet-group \
--region eu-west-1

22
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al

1R N 1% E i --master-username - -master-user-password £, #EBCEZL
I Keycloak BUEEEIER, w7 ILARE EM(E,

{
"DBCluster": {

"AllocatedStorage™: 1,
"AvailabilityZones™: [

"eu-west-1b",

"eu-west-1¢",

"eu-west-1a"
I
"BackupRetentionPeriod": 1,
"DatabaseName™": "keycloak",
"DBClusterldentifier": "keycloak-aurora",
"DBClusterParameterGroup': "default.aurora-postgresqli5”,
"DBSubnetGroup": "keycloak-aurora-subnet-group"”,
"Status": "creating”,
"Endpoint”: "keycloak-aurora.cluster-clhthfqeOh8p.eu-west-

1.rds.amazonaws.com",
"ReaderEndpoint": "keycloak-aurora.cluster-ro-clhthfqeOh8p.eu-west-
1.rds.amazonaws.com",

"MultiAZ": false,
"Engine'": "aurora-postgresql",
"EngineVersion": "15.5",
"Port": 5432,
"MasterUsername": "keycloak",
"PreferredBackupWindow™: "02:21-02:51",
"PreferredMaintenanceWindow": "fri:03:34-fri:04:04",
"ReadReplicaldentifiers": [],
"DBClusterMembers™: [],
"VpcSecurityGroups": [

{

"VpcSecurityGroupld": "sg-0d746cc8ad8d2e63b",
"Status": "active"

}

1,
"HostedZoneld": "Z29XKXDKYMONMX",

"StorageEncrypted’: false,

"DbClusterResourceld": "cluster-IBWXUWQYM3MS5BH557ZJ6ZQUA4I",
"DBClusterArn": "arn:aws:rds:eu-west-1:606671647913:cluster:keycloak-aurora”,
"AssociatedRoles": [],

"IAMDatabaseAuthenticationEnabled": false,

23
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"ClusterCreateTime": "2023-11-01T10:40:45.964000+00:00",
"EngineMode": "provisioned",

"DeletionProtection™: false,

"HttpEndpointEnabled": false,

"CopyTagsToSnapshot': false,

"CrossAccountClone™": false,

"DomainMemberships": [],

"TagList™: [],

"AutoMinorVersionUpgrade": true,

"NetworkType": "IPV4"

fiE Aurora DB 6

Create Zone A Writer £

aws rds create-db-instance \
--no-auto-minor-version-upgrade \
--db-cluster-identifier keycloak-aurora \
--db-instance-identifier "keycloak-aurora-instance-1"\
--db-instance-class db.t4g.large \
--engine aurora-postgresql\
--region eu-west-1

Create Zone B Reader =Zfjl

aws rds create-db-instance \
--no-auto-minor-version-upgrade \
--db-cluster-identifier keycloak-aurora \
--db-instance-identifier "keycloak-aurora-instance-2" \

24
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--db-instance-class db.t4g.large \
--engine aurora-postgresql \
--region eu-west-1

M Writer #1 Reader LHlsh2E

aws rds wait db-instance-available --db-instance-identifier keycloak-aurora-instance-1 -
-region eu-west-1
aws rds wait db-instance-available --db-instance-identifier keycloak-aurora-instance-2 -
-region eu-west-1

IREAF Keycloak B9 Writer g2 URL

aws rds describe-db-clusters \
--db-cluster-identifier keycloak-aurora \
--query 'DBClusters[*].Endpoint’\
--region eu-west-1\
--output text

[

"keycloak-aurora.cluster-clhthfqeOh8p.eu-west-1.rds.amazonaws.com"

]

25
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2.12.2.2. {§1f ROSA BTN ke

1.
¥:3& Aurora VPC

aws ec2 describe-vpcs \
--filters "Name=tag:AuroraCluster,Values=keycloak-aurora" \
--query 'Vpcs[*].Vpcld'\
--region eu-west-1\
--output text

I vpc-0b40bd7c59dbed277

K:%& ROSA %#f VPC

{5/ ocHxFI ROSA £

¥:3& ROSA VPC

I NODE=$(oc get nodes --selector=node-role.kubernetes.io/worker -o

26
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jsonpath='{.items[0].metadata.name}’)

aws ec2 describe-instances \
--filters "Name=private-dns-name,Values=${NODE}" \
--query 'Reservations[0].Instances[0].Vpcld' \
--region eu-west-1\
--output text

I vpc-0b721449398429559

IR R

aws ec2 create-vpc-peering-connection \
--vpc-id vpc-0b721449398429559 \)

--peer-vpc-id vpc-0b40bd7c59dbed277 \g
--peer-region eu-west-1\
--region eu-west-1

ROSA %:&F VPC

Aurora VPC
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{
"VpcPeeringConnection™: {
"AccepterVpcinfo: {

"Ownerld": "606671647913",

"Vpcld": "vpc-0b40bd7c59dbed277",

"Region": "eu-west-1"

2
"ExpirationTime": "2023-11-08T13:26:30+00:00",
"RequesterVpcinfo": {
"CidrBlock": "10.0.17.0/24",
"CidrBlockSet": [
{
"CidrBlock": "10.0.17.0/24"
}

I

"Ownerld": "606671647913",

"PeeringOptions": {
"AllowDnsResolutionFromRemoteVpc'": false,
"AllowEgressFromLocalClassicLinkToRemoteVpc™: false,
"AllowEgressFromLocalVpcToRemoteClassicLink™: false

12

"Vpcld": "vpc-0b721449398429559",

"Region": "eu-west-1"

2
"Status": {
"Code": "initiating-request”,
"Message": "Initiating Request to 606671647913"
12
"Tags™: [],
"VpcPeeringConnectionld": "pcx-0cb23d66dea3dcadf”
}
}

%% Peering JF T

aws ec2 wait vpc-peering-connection-exists --vpc-peering-connection-ids pcx-
0cb23d66dea3dcadf

28



aws ec2 accept-vpc-peering-connection \

--vpc-peering-connection-id pcx-0cb23d66dea3dcadf \
--region eu-west-1

{
"VpcPeeringConnection™: {
"AccepterVpcinfo: {

"CidrBlock": "192.168.0.0/16",

"CidrBlockSet": [
{

"CidrBlock": "192.168.0.0/16"

}

I

"Ownerld": "606671647913",

"PeeringOptions": {
"AllowDnsResolutionFromRemoteVpc'": false,
"AllowEgressFromLocalClassicLinkToRemoteVpc™: false,
"AllowEgressFromLocalVpcToRemoteClassicLink™: false

12

"Vpcld": "vpc-0b40bd7c59dbed277",

"Region": "eu-west-1"

2

"RequesterVpcinfo": {
"CidrBlock™: "10.0.17.0/24",
"CidrBlockSet": [

{

}

I

"Ownerld": "606671647913",

"PeeringOptions": {
"AllowDnsResolutionFromRemoteVpc'": false,
"AllowEgressFromLocalClassicLinkToRemoteVpc™: false,
"AllowEgressFromLocalVpcToRemoteClassicLink™: false

12

"Vpcld": "vpc-0b721449398429559",

"Region": "eu-west-1"

"CidrBlock™: "10.0.17.0/24"

2% HRRHRE
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b
"Status": {

"Code": "provisioning",
"Message": "Provisioning”
}!
"Tags™: [I,
"VpcPeeringConnectionld": "pcx-0cb23d66dea3dcadf”
}
}

EHT ROSA %k&f VPC BRIz

ROSA_PUBLIC_ROUTE_TABLE_ID=$(aws ec2 describe-route-tables \
--filters "Name=vpc-id,Values=vpc-0b721449398429559"
"Name=association.main,Values=true" \ﬂ
--query "RouteTables[*].RouteTableld" \
--output text \
--region eu-west-1

)

aws ec?2 create-route \
--route-table-id ${ROSA_PUBLIC_ROUTE_TABLE_ID}\

--destination-cidr-block 192.168.0.0/16 \@)
--vpc-peering-connection-id pcx-0cb23d66dea3dcadf \
--region eu-west-1

ROSA %:&F VPC

X568 Aurora VPC FH{&EFM cidr-block #[E

B Aurora 24
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AURORA_SECURITY_GROUP_ID=$(aws ec2 describe-security-groups \
--filters "Name=group-name,Values=keycloak-aurora-security-group" \
--query "SecurityGroups[*].Groupld™" \

--region eu-west-1\
--output text

)

aws ec?2 authorize-security-group-ingress \
--group-id ${AURORA_SECURITY_GROUP_ID}\
--protocol tcp \

--port 5432\
--cidr 10.0.17.0/24 \@)
--region eu-west-1

ROSA 42t "machine_cidr"

{

"Return": true,
"SecurityGroupRules": [
{

"SecurityGroupRuleld": "sgr-0785d2f04b9cec3f5",
"Groupld": "sg-0d746cc8ad8d2e63b",
"GroupOwnerld": "606671647913",
"IsEgress'": false,
"IpProtocol": "tcp",
"FromPort": 5432,
"ToPort": 5432,
"Cidrlpv4": "10.0.17.0/24"

2.12.3. BiFFE#E
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KE ROSA (£E£#1 Aurora DB 8 x B2 & ol LUEEMN R 9753521 OpenShift £8# L IE
psql, FHEEEDIE RN,

LUF# 5 7E default iR EIRAIEE pod, FHERTEERTER FTEILS Aurora £#M psql ik, BH
pod shell [5, =B} pod.

USER=keycloak ﬂ
PASSWORD=secret99 @)

DATABASE=keycloak €)
HOST=$(aws rds describe-db-clusters \

--db-cluster-identifier keycloak-aurora \ﬂ
--query 'DBClusters[*].Endpoint’ \

--region eu-west-1\

--output text

)

oc run -i --tty --rm debug --image=postgres:15 --restart=Never -- psql
postgresql://${USER}:${PASSWORD}@${HOST}/${DATABASE}

Aurora DB A f7, XaILI50IE DB K {#E MK -master-username 8,

Aurora DB A EHS, SfIE DB i A/ master-user-password 1H[E,

Aurora DB B9 #R, # --database-name,

Aurora DB B E TR,

2.12.4. EALIEFIEEM Keycloak ¥ Aurora BUiRE

FifE, Aurora BiEECABRIIHEHEDIFRTA ROSA £8, LITEHEXMNIIEHEMN Keycloak CR %
i, FTFIF Aurora BUEFESLIIHEM Keycloak y##, {#M Operator f£% 1 ol X B ELLISHEN
Keycloak fh, FEXLEH, JDOBC url #EE N{ERA Aurora BUEAET A 23hh =,

¥+ spec.db.url 4 jdbc:aws-wrapper:postgresql://$HOST:5432/keycloak, Hrh
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$HOST 2 Aurora writer %22 URL,

1% spec.db.usernameSecret #l spec.db.passwordSecret 31 Secret &S|
Aurora I & LA P & B,

2.12.5. GEH

1ERIhERE Aurora BiE/FG, {#M Operator fEZ A ol X LERBLIIEHEM Keycloak

2.13. {1/ OPERATOR # %1 /I AX AR ELLIEHIE I KEYCLOAK

HEAZIE19EM Keycloak Operator {93k, ERELIEFIEMN Keycloak LASEHiE ol .

AE R T OpenShift ¥ Keycloak B EMIESNLIEME, XERBE K, HIHRE o AtEXigR
Mo

X ST RERRE —ERNMENE. FHSHER REFRE - SR ANHEMARR —
A,

2.13.1. SR

EZA1 T AXEER OpenShift £8, I8 EEE T —1 worker-pool,

TR 218198 H Keycloak Operator #H{T4LIEHIEEM Keycloak FREMEKRLIEHE.

FERE 22 TAK$H Deploying AWS Aurora 38E# AWS Aurora BiE%#,

2.13.2. g

1.
ffEfEA BZHE CPU MINERRETAIEE KRN,

#2588 Red Hat build of Keycloak Operator Z&HMAZA L% Red Hat build of Keycloak
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Operator,

HAR, UTEEXHEIESS 21/ THKEE AWS Aurora Hi%E#EEEl AuroraBUiEFEHEXH
TET

B E L AIEHER Keycloak Hif%k, #£%5 Amazon Aurora PostgreSQL BUEZE—i2
f#/.

FEREE—ShITENTRIFEKMRE, #EALTEIEZELE Keycloak CR :

apiVersion: k8s.keycloak.org/v2alpha1
kind: Keycloak
metadata:
labels:
app: keycloak
name: keycloak
namespace: keycloak
spec:
hosthame:
hostname: <KEYCLOAK_URL_HERE>
resources:
requests:
cpu: 2"
memory: "1250M"
limits:
cpu:"6"
memory: "2250M"
db:
vendor: postgres
url: jdbc:aws-wrapper:postgresql://<AWS_AURORA_URL_HERE>:5432/keycloak
poolMinSize: 30 0
poollnitialSize: 30
poolMaxSize: 30
usernameSecret:
name: keycloak-db-secret
key: username
passwordSecret:
name: keycloak-db-secret
key: password
image: <KEYCLOAK_IMAGE_HERE> g
startOptimized: false 6
additionalOptions:
- name: log-console-output
value: json
- hame: metrics-enabled ﬂ
value: 'true’
- name: event-metrics-user-enabled
value: 'true’
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- name: db-driver
value: software.amazon.jdbc.Driver
http:
tisSecret: keycloak-tls-secret
instances: 3

BURFEFEGh initial, max #l min XK/ 4ER, DATFBIBENFRSZE, AEX
ML RENRE T K. ATFAZEERFTERANIIEHERN Keycloak iR AR &1
EMBURE, R XANBERALUERATILANER. FHHEESHBIRE SRS =
_—'I_j"o

00

15E B E VAR Keycloak Hif&kM URL, MREMBEHRET UL, FiF
startOptimized Fr&% &R true,

L4

N TEEBENET RSG5 RiEmS.

2.13.3. JEERE

LALLM Keycloak EE B,

oc wait --for=condition=Ready keycloaks.k8s.keycloak.org/keycloak
oc wait --for=condition=RollingUpdate=False keycloaks.k8s.keycloak.org/keycloak
2.13.4. 9% : Load shedding
5 A EISE, HRBIBHABTE R,
EASAHIAR http 7&K Nkt
spec:
additionalOptions:

- name: http-max-queued-requests
value: "1000"
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PR B9IE K EB A HTTP 503 124,

& eI LA B3 — 5 BRI http-pool-max-threads BYE, HEATEAEIFRKE CPU BRFIE, OpenShift &
53 OpenShift i 7,

BXHARR , FEHAXEKELED MBS —&.

2.13.5. Al : ZEAMMERIE

L7 OpenShift Liz17LL K% H Red Hat build of Keycloak Operator 122k A passthrough
Ingress XiERS, HAProxy Fff8 i E98 SARIZIRN IP it ff AR RIERSCH, EiafTiEiEl
i, s%&ETE HAProxy RIHLE{TREMCIERS, EeaERTER AL IZE LR R AN IEFIEMN Keycloak
Pod L#EKMAEIEK,

TELINBHEEM Keycloak B E U HRM spec FAMUTHFEEE, AR,

spec:
ingress:

enabled: true

annotations:
# When running load tests, disable sticky sessions on the OpenShift HAProxy router
# to avoid receiving all requests on a single Red Hat build of Keycloak Pod.
haproxy.router.openshift.io/balance: roundrobin
haproxy.router.openshift.io/disable_cookies: 'true’
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BIEZHRHRE

TETH OpenShift £ HiFEZ 1 Keycloak S8BMZIISHIE.

TIEFIEEM Keycloak ZHFEREHZ M ZLIEIERN Keycloak SEHIA R, X LS4 Fl #r A X

Infinispan FEAERE, MEIGER T X ELHI2 AR . XEiREERTEHAMLS,

S BERRRE LT MBS IFIME R,

SERMBOERI T HABAEY, RIFHTEIERHMEY, UERHGN NS A,

3.1. AR EASEHLE

THEMIEERY Keycloak MIZREFAREThHREST AT LA T A -

SZHA AWS KISHPRH,

RV RSP THED

EEE B R HIERE

BT LA 32 5 B R TR 2

S AmBEMSERNEBYE R EBUE O HERE

3.2. MiXMECE

Fefi 17 {5 FH LA F R B MR ZLIEH MY Keycloak :

Fl— AWS XigsBE 4~ OpenShift FLAZ &8

i
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{81/ ROSA HCP 7= AWS (ROSA)_L&# Red Hat OpenShift Service,

AT worker 77 mEBRLFHEATTAK A,

OpenShift frRZ 4.17,

Amazon Aurora PostgreSQL ¥B/#E

H—A ARG EE DB LHANSTAY, UERBEZANTARHPNRLSSHS

hk#A 17.5

AWS Global Accelerator, FHRE%EFIMNI ROSA £#f

ROSA Prometheus 1 Alert Manager fi2 & #9 AWS Lambda 3k B zhiftks t i

3.3. XRHMECIE

ZFLUTECE :

Fl— AWS XigHBE 4~ OpenShift FLAZ &8

{8/ Red Hat OpenShift Service on AWS (ROSA)i&E#, ®ILLZ ROSA HCP =%
ROSA %84,

81 OpenShift £ Lol X P EEEHFRAE worker,

OpenShift ik# 4.17 (FHEHIRE) .
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B 3E SRRE

Amazon Aurora PostgreSQL ¥E/#E

H—A ARG EE DB LHANSTAY, UERBEZANTRARPNRLS S5

hk#A 17.5

AWS Global Accelerator, FHRE%EFIMT ROSA £#f

AWS Lambda FT B zh#sBs L)k

EihEdiE M REERARNIK, ZLIEHEER Keycloak A R9Er n]EiER v 6B 2 5 Hll B2 a9 ER
Brh, DMEIRTH.

THRAEX HERZEHRE —ETNEINTEANESZER.

3.4. KM

BN HE AL T B IE 9228 Keycloak :

100,000 4~F 7

= 300 MiFK

MBEZER, ESHBXHAE CPUIRERR Xl E75,

3.5. BRI :

1EFHAE, Red Hat build of Keycloak =% Data Grid AL IRh T TR L,
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ERERERERT, TRESRE 5 2.

HREHERRR, TRJFEFITICRRETR, HERERUMSREEEL.

EFREDRY R, ARKARS 5 DHBSH T,

BXRRENHE, FSHZSRHRENORR =T,

3.6. GESE

FRNETNAT L EOHSTEER, NTEMIBR, EERRETT IR ESERG. EEsE
FEEMRGER, (BRRBUEABA MR RENR 255,

3.7. ZEHBENHE

BT RS EH T RS REHRE.

AR T SETRANSRRE, URAMNT . S8R T STAMRMNER, Hithd 7=
ﬂ]*yﬁo

3.7.1. s A XIE

AR E SRR AT IEIEEM Keycloak BBF, LAATF OpenShift S£8FHFE, Mo EHL [H B =]
BettE,

3.7.2. BE. BIEF#NLE

HEFRM =PIZTH Keycloak FEMFH MW ESEERMLEEEE. A/, 8 &7
. RIGHEASLAEFFERS ERN N R RIS RNEEEE S, BiEthEFELIEERN Keycloak
Infinispan &%, EAEMEE, HBUBE—NIIBHERN Keycloak SEHIFp BN, ZBUIBSERIE
PR, A T RERTECH R A LR H bk =,
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HEUTBEME XD, BEREMERNSE SR T Data Grid,

Site A N

—

\

| hd

3.7.3. BIE ERMIRA

BRERESHEEHETAY, BUTHERDBATUSBIRSHBIEEX

NS EER Keycloak i R K AT RE S 5 BUFH R EME ] loadbalancer 1ill'E Z B K, A
i Ko BEA SR B B B SR A 2

YR FREE ISR, [SEFHSRERERRSBELXE.,

MRHEMAHRY, BIXETRERESBRSIBIREER. HEFSERNEIRE.,

3.7.4. IbixiE AT LA RS

K S RPO1 RT2

BEET R MREABRLEFIRW, B EEBEERK DHRIRE (BURTFEUE
B A LURFHE R s H A J#)
Ut R AR B BR SE A,
HR S AR,

Red Hat build of ZANLIIEI R EEBIEEK DF 308

Keycloak i Keycloak SLBIE B UG

mEiZfT. IR—AEH
R, —Lf% ABERA
RSB ER, FE
HESR LR ER,
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KW

Data Grid 77 &1

Data Grid S£EF#([E

TR A

thE

ENERFETED

Data Grid 525, R —
ANSEFI RN, T E AT =
FENMNMFEIREE
W, EEEDEHEND
Data Grid T £, Hitb
AT s FE AR IS R 2L

EEX.

R Data Grid £81EH
R—AN bR AR, 2108
Fo32H9 Keycloak J$ 5%
5123t R HIAEB Data
Grid @18, FBEL1EN
M Keycloak RS
ATA, loadbalancer $$#&
MEER, EH/b-
check ;&[O#51%, FH¥F
B REE R H ik

=

o

WERMREY, BEE Data
Grid &R E BEUIREH

EHRY,

SOSRPI AU R 2 (A BT 4
EK, MNEEFEIELE
FEMIER, FARIER
ARRSKEIEIRER, =
R (LIMHHAD
Data Grid fHric Efthih
REL%, FHRHFIEEE
7. AP —PMEREERE
MESESRPEL, B2
Pk TR FR A PR U]
EFRSEE, i

B, HBERRTOEET

Bk,

SOSR P U s 2 (A O 4
ER, AT EHIFFRL,

BLEIFRITRE

=M

BEER

HE, SGERLME, 1R

EREE, °
#1E,

b, 5
Re™m

EF

RPO1

BREBEER

BEBIEERS

BEBIEERS

BEBIEERS

RT2
HF 308
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WiE)

M (BURFME9EE
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B 3E SRRE

ES %E RPOT1 RT2
U RRIL IR R B LLNEFIREY B AEHIRE 43 DT P

Keycloak il /&, I
loadbalancer FF1&: El
i, FNREEEAIH
fthif s, BLEIERATRER
WEIERER, B
loadbalancer #&:ll £l 5
s

FxF -

T LAtk E R, B ENRAERS SRR,
2 Maximum Recovery Time observed.
3 3 Manual operations to restore the degraded setup,

74 "No data loss" i F 2 BIKINHERE, SRETBERFLENFIIRIFERERRS IR H
IR,

3.7.5. 2 HIFRH
i s R

BEhBERBREXEFSMUMNHEREY, fAEFIRF (WEL— T HERERRY)
AT, UBNEBURER, A EEHE RN IRERR,

ARSI

%[ Data Grid ERKBIN, #mABERARS, XHERBRBRMERE, TEEETSEN
R4 Data Grid ¥tk S, Wikt mhNEEFESRBHE, LK Red Hat build of Keycloak H&3I#
i, AUEREEHRLSH TR,

FohikE
U A EHRY Data Grid KENFIHRERAHRBERTRS, XRGREHREN,
P = PR

HBXERSERATHNER, 8NN GERBRIBNEEER, EABERSERSEASN R,
o, MsBERTTEEtEth g, AL, BIIFZRFBIRNER, EIBRMAOVBERERRE
E e,
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3.7.6. AEMER
I LEHTRSBIBRESH ?

A4 EHNBEETREREGRRENE, E—NEREANBREGRASERH b RPTR, B
BBEER, BXRCBRT—NMERFRROENOEBEE, SHREHMRSNISRER.

Tt KBt iTRS 9 Data Grid £H ?

A4 S HI89 Data Grid "I{REM R HHIIHEER, ZENBUERAREHLR ETH, BFS
ZREIE, EXMET—NERTRBOENNOEBUE, SHEHRSNISRER,

Ft e R A R R % ?

A4 SRR RSN, EREEEEMEREEDE, Y TFRSBREES AR H
ERRES, RESBURERN, SMEFREBRATEESIRZE, XRBKER,

RS EHEERTRSER?

S RERR SR R FNEERE, MASRERERIERK, FHEEEXRHERE,
SHREREIRT Data Grid HH— R ENBUEEE, BE, RARNNERKEZFRRTEEH, AL
XN REAERSBRUGIEPEEER, XafE:

ZRTSBAFTEERABBEBEERNESYR, RAEERARSBEENBEFEFERFS
SHRHMEE R,

ERNZESBAFAEABEBRER, ENEERRY Data Grid EHIF, THHO%E
FREBBH A RS R,

Hit, STAMN—BtFEEFENE. FTTNERZE, SLAEMWEN Keycloak 1L, #E
— B kR

3.7.7. GBS B

SRoEp i RS RRRE — 5, UEBRFRNEREER,

3.8. R HERIRE
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B 3E SRRE

TR RN % KRR EREFNNE,

ZEARSERHXESRINRE, [EUTHRR,

MRREEDTARAIRERNER, ElERBEREMNNFIH,

BIHRBOX L E R B/ NIRRT E RS, NEMRERRMARIFOEENE. HHA
FERBENREURENHSNIEN RS YRELRIATHE,

e

3.8.1. e REZH

TR ZRERENSS —E PR,

3.8.2. M EREIERERAu R

TIEFIEEM Keycloak B E—MEIERMLEE:, ATFHEBUEZEMAEE Data Grid R EiE.

BT 5 ms BERER, BREET 10 ms, URKFMNEISEMNML, LuREHMEER, HHEH
ERRAgE,

P RE IR HIE R SR AE AR S5 B R (] ey R, HFrTRE S BBEBABOIE K, B FKRRGE R, % nE
ARERFEEN, BRIXRBRNFREEA BT =,

BiUGXE : @— AWS KEHHEFH N AWS FTRK,

AEE . MTFHRAFIFREZNMANXE, BHeREmIERNMAHRERNTEY, £ AWS £, E
SRBIBEES SR Aurora KIEERERARSS.

3.8.3. ATLLIBHIEM Keycloak #1 Data Grid A5
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WBERIHERE, HIREFSEES.

BUGLE : £ TARXEEM Red Hat OpenShift Service on AWS (ROSA),

AEE : — P BEESANTAKKN ROSA £7f, RAMRBERIRX, XrTHER F Rk,

3.8.4. BuEpE

BN A R 5 S RIRBUE A,

HH - EZA AKX PEE AWS Aurora,

3.8.5. Data Grid

AT #IA Data Grid MIEEDCIhEER Data Grid ZBE,

5K : {1 Data Grid Operator #8E A F HA i Data Grid, FF{#F Data Grid B9 Gossip Router
EENA R,

REIE 1 EMBZE LK OpenShift KRz BT, UETEKEEE.

3.8.6. ZLIEHEERI Keycloak

N bR PAEER Keycloak RISEEEERE, EEEISER Data Grid,

5 : {8/ Operator TELISFIEM Keycloak for HA, Hih@iFiE#E| Aurora #iEEH Data
Grid BR55%3.

3.8.7. MEIGE R

—NMAESESR, BTRESNLRPIIEHNEMN Keycloak Z8EM /Ib-check URL, LA BTl
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AN bR A8 Data Grid ZF£EREM B 3L,

%EH - 5 AWS £EInESF N EHE SR 5E8E AWS Lambda —i2iBE, LAZERIEMERN LR,

3.9. BUR AR RBER

T R BERFE R IR,

A& F X Red Hat build of Keycloak Adi&E BUE i F et M S B MR SRR, *FF R ALIhEE
ECE, 1150 {1 Operator 25 HA SREZLIEFIEM Keycloak,

3.9.1. #i=

DR BRI RN R BT, HiEKEAN, fERSiISERmE, RIEFKRELAH,
RFOREE]. BRI REREN H RO XEEETMERFENENE, EhEREI8RAMREERN
¥, hitps:/en.wikipedia.org/wiki/Cache_stampedeXx i Eth &M EENMARS BRiRIEAREL
&io

N TIRGRENRE, K. SRDMNSRKBIEEFE R NIEERNBSE, X RERHRHIRE
=i BT RO A i

RElgE, REFBUBESEEITH, MR TS EEEENIRS [ a%F. MER PostgreSAL,
HSEFRARSHRHASTFNFRE, SEE0HUT (B0 i (BRiAh) .

MEFZFELE, FSHAEXRAAFTHNIETAM PostgreSQL 3T14,

3.10. REZARBAHRR

T ikt G BURFE R MBS,

AT BT T RN LSRR Keycloak BEeE iRt iE b M S B UIMR AR, TR ALThEE
MACE, iR /A Operator ) HA EEBLLISHEM Keycloak,
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3.10.1. i =

3.10.1.1. Quarkus executor jtt

TIEHEEM Keycloak 1KLL R BHZEIZMIA executor ;M E, RIBTTAM CPU &, BHERIAEKX
{67 50 MBS LR, ZERBEFEVRE, HEFERIENSR, BERSES BT BN%H. 28
EM Keycloak f i@t http-pool-max-threads A E LTI E &R AL B KN,

3.10.1.2. Load Shedding

EERT, IBHEMN Keycloak fFER#bFIATA % AKITE R, BMEFERAGEBE L th 2,
XIFE Pod h{EAESNNAYE, TRESFERAFBHEEHRINIGE, HRREAKER m— BN, X
FTRER2ECHLE, ERBIIIBHNEMN Keycloak HHIBAIERE, HXEFHISM Quarkus BdE %
T

~O

BCi& http-max-queued-requests, LUEEEET ILEATIX/NEHEMM A BIHENRANTIKE. &
RN ER Keycloak Pod #EE#Z 200 NiFKk, NIBASIT 1000 25 BESAFRFHEN 5 #,

LR B FERFRER, @i BEBAE R B1E KSR E HTTP 503 $5iX. Red Hat build of
Keycloak &£ A&l K IRHER.

3.10.1.3. probes

Red Hat build of Keycloak M{FEERNIZIEM LR, LLERESE TES Pod,

EEERT, BEMREFRNNSZERNTERESRESBIEFNERE, RkellIgsfEsSnET
KW, HIt, Pod EERKESNEBTEIRAE,

3.10.1.4. 0S &|&

FT{#E Java BIEZEE, fE Linux LizfTh, SREAXHTMR. L, ITHNXEHRE (40 ulimit -
non Linux) BENIEHEN Keycloak 124t3L22[H], LUSMAARHNLAERE. SN EELREFERN
7, ABAERETEXENRTFILNE, =X Pod £H OpenShift 41k,

3.11. % CPU MIREFK RN
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£I3ESEMBE
T S BERFE R IR,

ERIEEITE AR M RRRE R, RIBENGENL, REFSEH

BRI,
3.11.1. HEEEERIY

g

H
[=]

LY ERSES Pod (ENHIABTTH) HEASERE (BH%NH
REMEE) K, MaEEE.

LOTHEMER AT KA E 8 Keycloak SEfIR, @M EANTLERS
HaE, XA IR ] FF A BUREM IOPS, AR EAELHIEBHIES
X% E, ALAERBRFEEENEMNEERSEETER,

—~JL

FERAXEEFER, FEHAEFIMERIITE B S8 5 EHliS,

Summary :

B8 CPU RIELUT MK MIPRBISRA MY &

Bl :

Pod WEAXNEFASE, 21F Realm EiEH 10,000 NMEESIEMNZETE 1250 MB RAM,

#HERP, Keycloak JyHREFIE 70% MAFRE, BILFERKXL 300 MB BIFEHER
. EIHEEFRORYE, HEALENTE, FIRERE, M EREPEEFEERRE, HiF
GERBREL 0.7 X153,
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NFEW 15 M ETFTEENAFEX, H[F 11 vCPU 2 ES%KR (BHIIiK&Z 300

o

™

THEFIEER) Keycloak fEAAZE CPU HHIIGH WA IRHIE, HE5REFERBERNL
8

SFEAD 120 PELOBET, SH5F 14 vCPU BIER (SHNKSR% 2000 4) .

AZH CPU X BIEEHAI TLS EE, RABNEF mLEIT—MEK.

SFEA 120 SRR SERIER, 14 vCPU TIER (FHIRT 435 RIFHSIER) .

R 150% FiS LK LME CPU EHEA B H SR, XHAAEFET RREEs), HERBMN
RERLEBHEEBAS. HSH Pod EZATNMEXD TN, ZLIEMERN Keycloak BERER R
ZTE,

HRENPITESR 2500 ZANFRRZFmEKRN, HIEMBE il RS SLISHERN
Keycloak M%7, 2 7IfEA 10000 MEENIMESRE. Hit, BUBFERTEESK NIES, BAANE
FiaBUBLEMBUBERERNE. BROBEEGRE, FF AP ZEXMEMBIENERHK
BFWREFR, B ZEXNMEFRERANEFRERmEIgm,

Red Hat build of Keycloak (EVIAERT, EBIEAESEHERAF2E) FELLTHIRT Aurora
PostgreSQL % AZ BUEFERIXGRENRE -

1 100 PN EX/logout/refresh i KEH :

1400 B IOPS Til&.

£ 0.35 1 0.7 vCPU 2 [a] 5 Ec.

VvCPU ZR{EJyscHRMt, R ABIEAETH LM CPU IBMERM, S1MEKS CPU EHERRE,

MR A 1800, BiERE LR CPU ReHiEUE, RIRER S BUai o S Al B9ma R B8, aSRAE(E 11
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B 3E SRRE

HHARREM N A EXEE, HEFRKHN CPU BeHl, iF5 WU TR,

3.11.1.1. M EZ{TONEHER Keycloak SLHIRIGET)

THEFIEE Keycloak SEAIBX/MIUR FETRHIASEXR. BB RNE F iR bR Chrf
e E, m_E—7hpnd,

BRFRX =B AR TAEMEN Keycloak LIl sCfrEE, 158 Red Hat build of
Keycloak {Z£tHI35#T -

EYRREFNA P E4EIE keycloak_user_events_total BiFEFHEBNETMET
Cookie &%, MEI{ENLK/MNEREIE—PKAHA,

EEHERAEHIEN Keycloak fUUTHFEEE UEEE, 15 A metric
keycloak_credentials_password_hashing_validations_total. ¥gtrias—LtaXEAMNK
HEEMBP IS RNRE., LTFRaARENSIEK - realm, algorithm, hash_strength,Z5R.

R =435 keycloak_user_events_total Fi T4 refresh_token 1
client_login %35 A F R hE K FE P i bR

MBELER, HESHAEASEMAEIRN HTTP f5ir =75 R &,

XY FREAF A NETNEANESRABIEXREE, HHTRRXTREZHABRREAN R
WEXNTRRFES, BRGNS XERFE4ER, STURRENRSFRFERT R, 3
L) D RE R AL I o ke [ o

31112, i ERG (AR

BirK/ :

45 NEX, SWRHEX
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360 B nEITEET

360 RIF$ k%5 kS (1:8 ratio for login)

3 1 pod

THRRIBRE -

1" Pod i#%3Kk# CPU: 3 4 vCPU

(F#45 &% =31 vCPU, 360 Z/imEiERTE# =3 1 vCPU, 360 RIFr$She =3
4 vCPU, EH&%Z 91 vCPU, HEHHZITH 3 4 Pod K, &1 Pod #&iFEkK 34
vCPU,

1 Pod i CPU BR#l : 7.5 vCPU

(FEEIAE 150% CPU LA ERIE(E. JFohMIMBERBES)

1 Pod iFKkHKNTE - 1250 MB

(1250 MB E&RH77)

1 Pod BIRFFER{E : 1360 MB

(1250 MB TFilHAPI{F s FA K 300 FEHEMTA, LL 0.7 XiI43)

Aurora Database SZfll : db.t4g.large = db.t4g.xlarge, EHHURT = 51 HHE RN
il RIS 7]

(8845 1N &3x, 8% 5 MRIE—R, 360 BHRHSE, XANEMER 410 FK, X4
ii#A DB /79 1.4 ¥ 2.8 vCPU, DB [Hi&f1#Jy 0.3 vCPU, X3 2 4 vCPU db.t4g.large
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SEfisk 4 4~ vCPU db.t4g.xlarge Scfl, #NSR7E =6 {5 FAHAH] S v RSN A 88 &, 1] 2 4~ vCPU
db.t4g.large FFHEE R AN, EHRINBIKP, & CPU EMARTXMHRM 2 4 vCPU
db.t4g.large SEFINT, EFMNFEMSERIFIZMT 120 2., 7 1ES (S A R S RAG0ER
B, iEE XS RZE 4 4 vCPU db.t4g.xlarge L, )

3.11.1.3. AL EE LB KM

EOEE AWS RKigsh RN AZ MEDI-E5) Keycloak tiEX/D, THRRUUT S IRIEF -

SIS B =il R LHERNREFX/MMERK Pod E,

BEAEXMEFRE. ANEREBEEDIR—BIEET AR L,

RIE CPU ERAMRERKD, RIBFTHINSERBTH, BFRNGE :

RESERBHRAES

NEZANIREE CPUEKMRE, XH, EARREMNREBAILOIEEE T <ARE, m
ERBT R,

WS EERE, BERERFNE

FEBEZ AN CPU ERMRME, #8id 50%, HHA—PILREBE, HRAMIERM 3D
Pod "' B%I 6 4 Pod, thalLlF5). BHb=k{EA Horizontal Pod Autoscaler, XS BEERSHE
Has By LARWNERARE.

FEIMERE AXE

NBEZAUE RS CPUIERED 50%, BRRELLE CPURE, XH, HRUEREMATLURIUE
2, BRAETRBE CPU LA, FEF CPU K, HMLAESERS IR BmNH FEg. 1t
wENFLRE, AREDEEEPFRES R Pod NEE, XEZTXE,

3.11.2. &E L

UTHERTRRULXE, ARRAHRPIZTALN 10 2EHE

OpenShift 4.17.x it ROSA ZBE#E AWS L,
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81 c7g.2xlarge SLHIKNSE,

EEAF/EDEITER GRS A ZEPREER Operator 1 3 4 pod BRERLLIE
Keycloak fJE&,

OpenShift B FE{CER{E passthrough B TFiz1T, HPEimi TLS #E#4E Pod £
ik,

E%AZ HEPHNEIEE Amazon Aurora PostgreSQL,

WA Argon2 1 5 IRFEMEA A BIGES, LUk OWASP (EA) #HENRINRE
KN 7 MiB,

EFiEEIR A EARF S (X2RAXE) .

BIEZEFEFIH 20,000 4~ 20,000 4% .

Infinispan local ZZF2K1A2E 10,000 &8, HLHIFMERT mHRSHHBESRE, —
SR S B MBUE A IR,

RABERT, 2HRAEEFPRMAESBRIEIREBRENITESE, SIRBENIME
&, RTF—DPKBE Pod MAEREIE,

AP aREREEERREED, FREFEREFD, RAIXRESREDN
HE, FHIREE R ENTE, RVEERFIE I asimRREeE.

OpendDK 21

" %tF AWS E#9FE ARM CPU 24 (c7ilc7a.c7g) KBl, B EEIFST MRIE S TGRSR
FEA CPU RBIRMFIfEI24F, MEBEHANNED CPU AR EHENEF., RIBENTEHE
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B 3E SRRE

M=EM, HETEACHK, FRSTFENEHTACHNITRER, UTRENMRIVERMATE
FRIEM

3.12. A3hil4T DATA GRID CLI fp 5=

@it Bl —4 'Batch’ CR 36, ®ILLAZI{T Data Grid CLI &4,

#£ OpenShift 548 Data Grid 32 EHI, Batch CR A& oc S BATIHITE,

3.12.1. [l {EAE

#£ AL OpenShift LHZZHK, FHEALER, XBREH/RSANEN, FHEE shell WA
i R ERE,

X FAEKIZH, CLIshell JaERAREMES,

3.12.2. Example

LUF #t4h 8 CR A mEL, MBFRRE BL k.

apiVersion: infinispan.org/v2alpha1
kind: Batch
metadata:

name: take-offline

namespace: keycloak ﬂ
spec:
cluster: infinispan 9

config: | €@

site take-offline --all-caches --site=site-a
site status --all-caches --site=site-a

Batch CR #%i5 Data Grid SPEER—fp 22 A thil &,

2]

Infinispan CR Y& #R,
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©

BE&—1=HZ Data Grid CLI @ S Z 1T/ H,

Bl CR &, FHFREEFRTEMN.
I oc -n keycloak wait --for=jsonpath="{.status.phase}'=Succeeded Batch/take-offline

& Batch CR LT, #ABIEEREN Infinispan FERH"—XRE"E4, BER
# CR M .spec P, HEEMMIBIRERMIY, E7iflE Batch CR BIF LA,

3.12.3. it —% B it

MEES{ER, iES Data Grid Operator Batch CR 37#4,

3.13. #Z 1 AT AX#ZE AWS AURORA

ELEEBERIBE—1 AWS Aurora fEABUREITEIR,

ATieak 7 eI £ % 4 el X [H]#BE PostgreSQL {5l Aurora KISERE, LAMEFELE AWS Kigd
BR—ANHZNTTHR KM

EREEHS SEMHBE —EHNLENRE—EFEA. FEBZESHER SEHBRE-—SEHhNM40HE
fibFgER IR —R A,

al

BIHRBOX L E R B/ NIRRT E RS, NEMRRRMARIFOEENE. HHA
FERBENREURENASNIENR S Y R ELRIATHE,

3.13.1. 3219
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Aurora BUEFEER R Z 4 Aurora BUBZE LA, — N EHHEENEEAS, AAEHMIHIEREE
FERIEIE. NBRETARX KBNS AY, Aurora RIFHEHEA AWS KEMHZ A KIS EHIE
FESLHI, tNRIEIEE Primary BUEZE AN AKX KA, Aurora RETEE RS, FHIFLEZRZHIM
FERW B el F KR A TG A 2L 61,

3.1. Aurora Z X EPE

o
AWS Region
o Availabilty i |
: Zone :
5 (. ) i
: P : : hd

3% Aurora BUREIRSHTE X AFEE, BS54 AWS Aurora X#34,

A EE AWS RELEFCERRBRKMAFFAE Aurora BIEE. EM ROSA £&#jHHIE
FE, ETE BUBEEM ROSA £8f 2 RIBR TN S5 E,

3.13.2. w2

LFARaSHIERS -

£ eu-west-1 F{EF&FR "keycloak-aurora” flJ&# Aurora Multi-AZ BURFEEEL.

1£ ROSA £8##1 Aurora VPC Z [AIflIE@E N Fi%HE, LASiF ROSA &8 LHEBENN AERFS
BURFERENFRE,

3.13.2.1. | Aurora BUEELR

1.
43 Aurora &2 —4 VPC
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aws ec2 create-vpc \

--cidr-block 192.168.0.0/16 \

--tag-specifications "ResourceType=vpc, Tags=[{Key=AuroraCluster,Value=keycloak-
aurora}]” \ﬂ

--region eu-west-1

FAT16ERA Aurora REFIBARINALERE, MERITATLERbKSR VPC,

{
"Vpe": {
"CidrBlock™: "192.168.0.0/16",
"DhcpOptionsld": "dopt-0bae7798158bc344f",
"State": "pending",
"Vpcld": "vpc-0b40bd7c59dbed277",
"Ownerld": "606671647913",
"InstanceTenancy": "default",
"lpv6CidrBlockAssociationSet": [],
"CidrBlockAssociationSet": [
{
"Associationld": "vpc-cidr-assoc-09a02a83059ba5ab6",
"CidrBlock™: "192.168.0.0/16",
"CidrBlockState": {
"State": "associated"

}
}
1,

"IsDefault": false

FERHAIEN VPC B Vpeld i Aurora SBEINENTRHRIB—1FM,
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4

al}

FEANTHXIEEMN cidr-block SEEASHEEES,

X1 A

aws ec2 create-subnet \
--availability-zone "eu-west-1a" \
--vpc-id vpc-0b40bd7c59dbe4277 \
--cidr-block 192.168.0.0/19 \
--region eu-west-1

{
"Subnet": {

"AvailabilityZone": "eu-west-1a",

"AvailabilityZoneld": "euw1-az3",

"AvailablelpAddressCount": 8187,

"CidrBlock™: "192.168.0.0/19",

"DefaultForAz": false,

"MapPubliclpOnLaunch™: false,

"State'": "available",

"Subnetld": "subnet-0d491a1a798aa878d",

"Vpceld": "vpc-0b40bd7c59dbed277",

"Ownerld": "606671647913",

"Assignlpv6AddressOnCreation": false,

"lpv6CidrBlockAssociationSet": [],

"SubnetArn": "arn:aws:ec2:eu-west-1:606671647913:subnet/subnet-

0d491a1a798aa878d",

"EnableDns64": false,

"Ipv6Native": false,

"PrivateDnsNameOptionsOnLaunch™: {
"HostnameType": "ip-name",
"EnableResourceNameDnsARecord": false,
"EnableResourceNameDnsAAAARecord": false
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60

zone B

aws ec2 create-subnet \
--availability-zone "eu-west-1b" \
--vpc-id vpc-0b40bd7c59dbe4277 \
--cidr-block 192.168.32.0/19 \
--region eu-west-1

{
"Subnet": {

"AvailabilityZone™": "eu-west-1b",

"AvailabilityZoneld": "euw1-az1",

"AvailablelpAddressCount": 8187,

"CidrBlock™: "192.168.32.0/19",

"DefaultForAz": false,

"MapPubliclpOnLaunch™: false,

"State'": "available",

"Subnetld": "subnet-057181b1e3728530e",

"Vpcld": "vpc-0b40bd7c59dbed277",

"Ownerld": "606671647913",

"Assignlpv6AddressOnCreation": false,

"lpv6CidrBlockAssociationSet": [],

"SubnetArn": "arn:aws:ec2:eu-west-1:606671647913:subnet/subnet-

057181b1e3728530e",

"EnableDns64": false,

"Ipv6Native": false,

"PrivateDnsNameOptionsOnLaunch™: {
"HostnameType": "ip-name",
"EnableResourceNameDnsARecord": false,
"EnableResourceNameDnsAAAARecord": false



3REX Aurora VPC IH3K ID

aws ec2 describe-route-tables \
--filters Name=vpc-id,Values=vpc-0b40bd7c59dbe4277 \
--region eu-west-1

{

"RouteTables™: [
{
"Associations": [
{
"Main": true,
"RouteTableAssociationld": "rtbassoc-02dfa06f4c7b4f99a",
"RouteTableld": "rtb-04a644ad3cd7de351",
"AssociationState": {
"State": "associated"
}
}
I
"PropagatingVgws": [],
"RouteTableld": "rtb-04a644ad3cd7de351",
"Routes": [
{
"DestinationCidrBlock": "192.168.0.0/16",
"Gatewayld": "local",
"Origin": "CreateRouteTable",
"State": "active"
}
I
"Tags": [,
"Vpceld™: "vpc-0b40bd7c59dbed277",
"Ownerld": "606671647913"

B 3E SRRE
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XHX Aurora VPC BSHFRBFNTHKKMTM

X A

aws ec2 associate-route-table \
--route-table-id rtb-04a644ad3cd7de351 \
--subnet-id subnet-0d491a1a798aa878d \
--region eu-west-1

zone B

aws ec2 associate-route-table \
--route-table-id rtb-04a644ad3cd7de351 \
--subnet-id subnet-057181b1e3728530e \
--region eu-west-1

Bl Aurora FM4H

I aws rds create-db-subnet-group \
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--db-subnet-group-name keycloak-aurora-subnet-group \
--db-subnet-group-description "Aurora DB Subnet Group" \
--subnet-ids subnet-0d491a1a798aa878d subnet-057181b1e3728530e \
--region eu-west-1

] Aurora &£4H

aws ec2 create-security-group \
--group-name keycloak-aurora-security-group \
--description "Aurora DB Security Group™ \
--vpc-id vpc-0b40bd7c59dbe4277 \
--region eu-west-1

{
}

"Groupld": "sg-0d746cc8ad8d2e63b"

fi]E Aurora DB £&f

aws rds create-db-cluster \
--db-cluster-identifier keycloak-aurora \
--database-name keycloak \
--engine aurora-postgresql \
--engine-version ${properties["aurora-postgresql.version"]}\
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--master-username keycloak \

--master-user-password secret99 \
--vpc-security-group-ids sg-0d746cc8ad8d2e63b \
--db-subnet-group-name keycloak-aurora-subnet-group \
--region eu-west-1

4

al}

1R % E e --master-username fl- -master-user-password {H.

I8 Keycloak BUEEEIER, w7 LA TE EM(E,

{
"DBCluster": {

"AllocatedStorage™: 1,
"AvailabilityZones™: [

"eu-west-1b",

"eu-west-1¢",

"eu-west-1a"
I
"BackupRetentionPeriod": 1,
"DatabaseName™": "keycloak”,
"DBClusterldentifier": "keycloak-aurora",
"DBClusterParameterGroup™: "default.aurora-postgresqli5”,
"DBSubnetGroup": "keycloak-aurora-subnet-group"”,
"Status": "creating”,
"Endpoint”: "keycloak-aurora.cluster-clhthfqeOh8p.eu-west-

1.rds.amazonaws.com",
"ReaderEndpoint": "keycloak-aurora.cluster-ro-clhthfqeOh8p.eu-west-
1.rds.amazonaws.com",

"MultiAZ": false,
"Engine": "aurora-postgresql",
"EngineVersion": "15.5",
"Port": 5432,
"MasterUsername": "keycloak",
"PreferredBackupWindow™: "02:21-02:51",
"PreferredMaintenanceWindow": "fri:03:34-fri:04:04",
"ReadReplicaldentifiers": [],
"DBClusterMembers™: [],
"VpcSecurityGroups": [

{

"VpcSecurityGroupld": "sg-0d746cc8ad8d2e63b",
"Status": "active"

1,
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"HostedZoneld": "Z29XKXDKYMONMX",
"StorageEncrypted’: false,

"DbClusterResourceld": "cluster-IBWXUWQYM3MS5BH557ZJ6ZQUA4I",

B 3E SRRE

"DBClusterArn": "arn:aws:rds:eu-west-1:606671647913:cluster:keycloak-aurora”,

"AssociatedRoles": [],
"IAMDatabaseAuthenticationEnabled™: false,

"ClusterCreateTime": "2023-11-01T10:40:45.964000+00:00",

"EngineMode": "provisioned",
"DeletionProtection™: false,
"HttpEndpointEnabled": false,
"CopyTagsToSnapshot': false,
"CrossAccountClone™": false,
"DomainMemberships": [],
"TagList": [],
"AutoMinorVersionUpgrade": true,
"NetworkType": "IPV4"

fiE Aurora DB 6

Create Zone A Writer £

aws rds create-db-instance \
--no-auto-minor-version-upgrade \
--db-cluster-identifier keycloak-aurora \
--db-instance-identifier "keycloak-aurora-instance-1"\
--db-instance-class db.t4g.large \
--engine aurora-postgresql \
--region eu-west-1

Create Zone B Reader =Zfjl
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aws rds create-db-instance \
--no-auto-minor-version-upgrade \
--db-cluster-identifier keycloak-aurora \
--db-instance-identifier "keycloak-aurora-instance-2" \
--db-instance-class db.t4g.large \
--engine aurora-postgresql \
--region eu-west-1

M Writer #1 Reader LHlsh2E

aws rds wait db-instance-available --db-instance-identifier keycloak-aurora-instance-1 -
-region eu-west-1
aws rds wait db-instance-available --db-instance-identifier keycloak-aurora-instance-2 -
-region eu-west-1

Obtain the Writer #insx URL AT Keycloak

aws rds describe-db-clusters \
--db-cluster-identifier keycloak-aurora \
--query 'DBClusters[*].Endpoint’\
--region eu-west-1\
--output text
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[
]

"keycloak-aurora.cluster-clhthfqeOh8p.eu-west-1.rds.amazonaws.com"

3.13.2.2. {§1f ROSA BTN ke

HENBESTIEHEMN Keycloak 82 ROSA £#HHTIXES TR,

¥:3& Aurora VPC

aws ec2 describe-vpcs \
--filters "Name=tag:AuroraCluster,Values=keycloak-aurora" \
--query 'Vpcs[*].Vpcld'\
--region eu-west-1\
--output text

I vpc-0b40bd7c59dbe4277

K:%& ROSA £#f VPC
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{8/ ocExFI ROSA £

¥:3& ROSA VPC

NODE=$(oc get nodes --selector=node-role.kubernetes.io/worker -o
jsonpath='{.items[0].metadata.name}’)
aws ec2 describe-instances \

--filters "Name=private-dns-name,Values=${NODE}" \

--query 'Reservations[0].Instances[0].Vpcid' \

--region eu-west-1\

--output text

aws ec2 create-vpc-peering-connection \
--vpc-id vpc-0b721449398429559 \)

--peer-vpc-id vpc-0b40bd7c59dbed277 \g
--peer-region eu-west-1\
--region eu-west-1
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Aurora VPC

"VpcPeeringConnection™: {
"AccepterVpcinfo': {

"Ownerld": "606671647913",

"Vpcld": "vpc-0b40bd7c59dbed277",

"Region": "eu-west-1"

}!
"ExpirationTime": "2023-11-08T13:26:30+00:00",
"RequesterVpcinfo": {
"CidrBlock": "10.0.17.0/24",
"CidrBlockSet": [
{
"CidrBlock": "10.0.17.0/24"
}

I

"Ownerld": "606671647913",

"PeeringOptions": {
"AllowDnsResolutionFromRemoteVpc'": false,
"AllowEgressFromLocalClassicLinkToRemoteVpc™: false,
"AllowEgressFromLocalVpcToRemoteClassicLink™: false

12

"Vpcld": "vpc-0b721449398429559",

"Region": "eu-west-1"

12
"Status": {
"Code": "initiating-request”,
"Message": "Initiating Request to 606671647913"
2
"Tags™: [I,

"VpcPeeringConnectionld": "pcx-0cb23d66dea3dcadf”
}

B 3E SRRE
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4.
%% Peering ERFE

aws ec2 wait vpc-peering-connection-exists --vpc-peering-connection-ids pcx-
0cb23d66dea3dcadf

aws ec2 accept-vpc-peering-connection \
--vpc-peering-connection-id pcx-0cb23d66dea3dcadf \
--region eu-west-1

{

"VpcPeeringConnection™: {
"AccepterVpcinfo': {
"CidrBlock™: "192.168.0.0/16",
"CidrBlockSet": [
{
"CidrBlock™: "192.168.0.0/16"
}

1,
"Ownerld": "606671647913",

"PeeringOptions": {
"AllowDnsResolutionFromRemoteVpc'": false,
"AllowEgressFromLocalClassicLinkToRemoteVpc™: false,
"AllowEgressFromLocalVpcToRemoteClassicLink™: false

12

"Vpcld": "vpc-0b40bd7c59dbed277",

"Region": "eu-west-1"
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2

"RequesterVpcinfo': {
"CidrBlock™: "10.0.17.0/24",
"CidrBlockSet": [

{

}

I

"Ownerld": "606671647913",

"PeeringOptions": {
"AllowDnsResolutionFromRemoteVpc'": false,
"AllowEgressFromLocalClassicLinkToRemoteVpc™: false,
"AllowEgressFromLocalVpcToRemoteClassicLink™: false

12

"Vpcld": "vpc-0b721449398429559",

"Region": "eu-west-1"

2
"Status": {
"Code": "provisioning",
"Message": "Provisioning”
12
"Tags™: [],
"VpcPeeringConnectionld": "pcx-0cb23d66dea3dcadf”
}
}

"CidrBlock™: "10.0.17.0/24"

EHT ROSA %k&f VPC BRIz

ROSA_PUBLIC_ROUTE_TABLE_ID=$(aws ec2 describe-route-tables \
--filters "Name=vpc-id,Values=vpc-0b721449398429559"
"Name=association.main,Values=true" \ﬂ
--query "RouteTables[*].RouteTableld" \
--output text \
--region eu-west-1
)
aws ec2 create-route \
--route-table-id ${ROSA_PUBLIC_ROUTE_TABLE_ID}\
--destination-cidr-block 192.168.0.0/16 \g
--vpc-peering-connection-id pcx-0cb23d66dea3dcadf \
--region eu-west-1
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ROSA %:&F VPC

2]

Xai 5t Aurora VPC K&K cidr-block HHE

B Aurora 24

AURORA_SECURITY_GROUP_ID=$(aws ec2 describe-security-groups \
--filters "Name=group-name,Values=keycloak-aurora-security-group" \
--query "SecurityGroups[*].Groupld™" \

--region eu-west-1\
--output text

)

aws ec?2 authorize-security-group-ingress \
--group-id ${AURORA_SECURITY_GROUP_ID}\
--protocol tcp \

--port 5432\
--cidr 10.0.17.0/24 \@)
--region eu-west-1

ROSA 4£#t "machine_cidr"

{

"Return": true,
"SecurityGroupRules": [
{
"SecurityGroupRuleld": "sgr-0785d2f04b9cec3f5",
"Groupld": "sg-0d746cc8ad8d2e63b",
"GroupOwnerld": "606671647913",
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"IsEgress": false,
"IpProtocol": "tcp",
"FromPort": 5432,
"ToPort": 5432,
"Cidrlpv4": "10.0.17.0/24"

3.13.3. Buk%FEE

KUF ROSA (81 Aurora DB 582 A2 B o LU MR B A AR E OpenShift 28 LI3E
psql, FHEEEDE SRR,

LUF 65 7E default iR EIPAIEE pod, FHERTEERTER FTEILS Aurora £#M psql i, BH
pod shell [5, =B} pod.

USER=keycloak ﬂ
PASSWORD=secret99 @)

DATABASE=keycloak €)
HOST=$(aws rds describe-db-clusters \

--db-cluster-identifier keycloak-aurora \ﬂ
--query 'DBClusters[*].Endpoint’ \

--region eu-west-1\

--output text

)

oc run -i --tty --rm debug --image=postgres:15 --restart=Never -- psql
postgresql://${USER}:${PASSWORD}@${HOST}/${DATABASE}

Aurora DB A f7, XaILI50I& DB K {#EAK -master-username 8,

Aurora DB A EHS, SfIE DB i {# A/ master-user-password [,

Aurora DB B9 #R, # --database-name,
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Aurora DB B E TR,

3.13.4. EALTIEFIEEM Keycloak ¥ Aurora BUiRE

FifE, Aurora BUiEECABRIIHEHEDIFTA ROSA £8, LITEHEXMNIIEHEMN Keycloak CR %
Yi, FTFIE Aurora BUEESLLIEHIEM Keycloak 3%, 7Ef#f Operator #8& Red Hat build of HA
i, FEXLEH, JDOBC url HAE A Aurora BUEAES A 25 at.

¥t spec.db.url 4 jdbc:aws-wrapper:postgresql://$HOST:5432/keycloak, Hrh
$HOST 2 Aurora writer i s URL,

1% spec.db.usernameSecret #l spec.db.passwordSecret 31 Secret 5|
Aurora I LB F & B,

3.13.5. G5

1ERIHERE Aurora BIBEIS, M Data Grid Operator iy HA Z%E Data Grid

3.14. £ DATA GRID OPERATOR #ZHMF HA # DATA GRID

7£ OpenShift L% A AKX ERE Data Grid LUSHIE AT At

AZSR T HESEMINE (BEihR) thifE Data Grid FREMS B, HTHREEN, FATHHEHAS/INN
BB, FRVFLIEHE Keycloak 5448 Data Grid —&2f&if,

AEBREH A OpenShift E£E¥ 44 Site-A 1 Site-B,

XR—MIRR, ©EE SZREHRE —EhNMA0E,. MFTEELR, HFE5H SREARE =1,
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B

Xt F 438 Data Grid 38Z, R3%$F Data Grid kx4 8.5.3 SHRFHIFM T hR A,

3.14.1. 2213

X ERAERAEIERRSEENH AN RPEREN RS EH Data Grid £, i, EXFER
F, "TEER—1 AWS KEMHA AKX,

T RHEN, TIEHEM Keycloak, loadbalancer #1 database 2 M T E HiflE&.

Primary site ﬂ

(active)

Kubernetes Cluster

« Pod»
ata Gridl

.

3.14.2. T REH

IE1EiZ21TH OpenShift £&f

T f& Data Grid Operator

3.14.3. =12

1.
%% Data Grid Operator

BEdi& FFijjla] Data Grid B,

IR Keycloak FELIZEUFFEES Data Grid £3H TR K IE, LLUF identity.yaml
XHEA admin BRI EH P ANEG
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credentials:

- username: developer
password: strong-password
roles:

- admin

identity.yaml aTLA7E secret FRiXB LTz — :

Y7 OpenShift ¥ :

#EiF Secret

apiVersion: v1
kind: Secret
type: Opaque
metadata:
name: connect-secret
namespace: keycloak
data:
identities.yamil:
Y3JIZGVudGlhbHM6CiAgLSB1c2VybmFtZTogZGV2ZWxvcGVyCiAgICBwYXNzd29y

ZDogc3Ryb25nLXBhc3N3b3JkCiAgICByb2xlczoKICAgICAgLSBhZG1pbgo= 0

ATE~HI base64 4%+ R identity .yaml,

85/ CLI
I oc create secret generic connect-secret --from-file=identities.yaml

MBTRESHAMER, HESHEESHBRIEX
. https:/docs.redhat.com/en/documentation/red_hat_data_grid/8.5/htmi-
single/data_grid_operator_guide/index#configuring-authentication
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B 3E SRRE

XF A OpenShift £ EEAFHITIX A4,

Bl — RS,

EERNBILEESERS I, Data Grid Operator ARG iR ih mMEEE, F48
[ithAciE At Data Grid 2%,

MBTREZSHIMER, HSIIEEREURERE 30,

BB TR, BJE—4 service-account-token HlEEKAY : @— YAML MX#4aTHF
H1 OpenShift £2%,

xsite-sa-secret-token.yaml
apiVersion: v1

kind: Secret
metadata:

name: ispn-xsite-sa-token ﬂ
annotations:

kubernetes.io/service-account.name: "xsite-sa" 9
type: kubernetes.io/service-account-token

BL#& &,

IR350K - B #R,

BIEERRSSMK T, FFEEM A OpenShift ERFrh & BT R BhE.

£ Site-Ash B AR 55K/~
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oc create sa -n keycloak xsite-sa

oc policy add-role-to-user view -n keycloak -z xsite-sa

oc create -f xsite-sa-secret-token.yaml

oc get secrets ispn-xsite-sa-token -o jsonpath="{.data.token}" | base64 -d > Site-A-
token.txt

f Site-BH B AR 55K/~

oc create sa -n keycloak xsite-sa

oc policy add-role-to-user view -n keycloak -z xsite-sa

oc create -f xsite-sa-secret-token.yaml

oc get secrets ispn-xsite-sa-token -o jsonpath="{.data.token}" | base64 -d > Site-B-
token.txt

T—4 2K A Site-A WSEEER Site-B, RFAIE :

1 Site-B HhEEBE R Site-A

oc create secret generic -n keycloak xsite-token-secret \
--from-literal=token="%(cat Site-B-token.txt)"

1 Site-A ShEERE R Site-B

oc create secret generic -n keycloak xsite-token-secret \
--from-literal=token="%(cat Site-A-token.txt)"
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fi]E TLS secret

fEAZER, Data Grid {8 OpenShift BRI {TE L =E(S. ©FEMA TLS B9 SNI T BFER
2ERBIEHEN Pod, NAZILEK, JGroups il TLS EE®, XEE—ANSHAEHILEN
Keystore f1 Truststore,

MBESER, WEHRE Bhs0ERE XUEHE LIEF XA G iER.

L{% OpenShift Secret H1# Keystore fl Truststore, secret AEXHAA. ilNCHE
BEURFERRE, SIEIESNEHFNHERLE 7 RXERNHESER,

EfF Keystore ¥ 5y Secret L%, HERALUTHRS :

RERYIEFE

oc -n keycloak create secret generic xsite-keystore-secret \
--from-file=keystore.p12="./certs/keystore.p12" \ ﬂ
--from-literal=password=secret \
--from-literal=type=pkcs12 6

XA BRI FHENRRE.

AT U B AR EN.
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Keystore K&,

YT Truststore £{£J7 Secret, HHEALUTHS :

¥RZE Truststore

oc -n keycloak create secret generic xsite-truststore-secret \
--from-file=truststore.p12="./certs/truststore.p12" \ ﬂ
--from-literal=password=caSecret \
--from-literal=type=pkcs12 6

42PN Truststore BEEE,

1jjIn] Truststore MIETE,

Truststore K%Y,

al

keystore #1 Truststore #ZIFEF 1 OpenShift £ L%,

FIE AT bR Data Grid BB — 1N EBE

WEB R R T XTAMRIES A T Bl <R T /2 MAE Data Grid SREHMA
52, SfEmmmTEK,
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FERHT —TEFTH, cEANESRPHSOIRNERE. S8 TLS

Keystore/Truststore,

Site-ARY Infinispan CR

apiVersion: infinispan.org/v1
kind: Infinispan
metadata:
name: infinispan 0
namespace: keycloak
annotations:
infinispan.org/monitoring: 'true’ g
spec:
replicas: 3
jmx:
enabled: true
security:
endpointSecretName: connect-secret 6
service:
type: DataGrid
sites:
local:
name: site-a ﬂ
expose:
type: Route 9
maxRelayNodes: 128
encryption:
transportKeyStore:
secretName: xsite-keystore-secret G
alias: xsite
filename: keystore.p12 9
routerKeyStore:
secretName: xsite-keystore-secret Q
alias: xsite
filename: keystore.p12 m
trustStore:
secretName: xsite-truststore-secret @

filename: truststore.p12 @
locations:

- hame: site-b @
clusterName: infinispan
namespace: keycloak @
url: openshift://api.site-b @
secretName: xsite-token-secret m

B 3E SRRE

81



Red Hat build of Keycloak 26.4 /& Fit4#5Ea

82

AW

2]

foUF Prometheus 5148,

MRERBE SR, HELARE secret H#F,

o

Fithuh RB9BFR, APy Site-A,

o

{81/ OpenShift Route A FF Bk s,

LE—4%hE XM Keystore FTFEM secret Z#h.

Keystore HiE 5895/ f.

8 8 8

=S X NEFFHEINE BV (filename),

o

Truststore FHETF L—rhE X B secret &R,

®

+—F e LB HAFHEMN Truststore BEiA(filename).

@

RGBSR, APid Site-B. ERILAELLIEHIEM Keycloak i£%i cache-
remote-backup-sites F{& X ME RO B 5% 7.
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3 B2k = Data Grid SEEFM6r & 22 |H],

PLiR it s #9 OpenShift API URL,

WAV THEE secret, LR RETRARIE,

%I F Site-B, Infinispan CR ELIF ERAE, HIEA 4. 11 # 13 WFME.

Site-BHY Infinispan CR

apiVersion: infinispan.org/v1
kind: Infinispan
metadata:
name: infinispan 0
namespace: keycloak
annotations:
infinispan.org/monitoring: 'true’ g
spec:
replicas: 3
jmx:
enabled: true
security:
endpointSecretName: connect-secret 6
service:
type: DataGrid
sites:
local:
name: site-b ﬂ
expose:
type: Route 9
maxRelayNodes: 128
encryption:
transportKeyStore:

secretName: xsite-keystore-secret G
alias: xsite

filename: keystore.p12 9
routerKeyStore:
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secretName: xsite-keystore-secret Q
alias: xsite

filename: keystore.p12 m
trustStore:

secretName: xsite-truststore-secret @

filename: truststore.p12 @
locations:

- hame: site-a @
clusterName: infinispan
namespace: keycloak @
url: openshift://api.site-a
secretName: xsite-token-secret m

HENEHIEEM Keycloak SIS 17.

MR ARF1E, Red Hat build of Keycloak & BzhEE—RE N BIBRENEE,

B8

BERIAIEIERN Keycloak FBE RN AR P, RATIEERN Keycloak
r*2EH, BRI ERPBEEREERTF.

E %17 CR 27t OpenShift RARSHTHRIN AR, TN, BAEEAIZIIEHERN

Keycloak Pod J53/iHiIERE Cache CR,

LI FRHIERT Site-A B9 Cache CR,

f Site-A #, N BN EFOIE—1%%F CR, HRASMT :

cache actionTokens

apiVersion: infinispan.org/v2alpha1
kind: Cache
metadata:
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name: actiontokens
namespace: keycloak
spec:
clusterName: infinispan
name: actionTokens
template: |-
distributedCache:
mode: "SYNC"
owners: "2"
statistics: "true"
remoteTimeout: "5000"
encoding:
media-type: "application/x-protostream"
locking:
acquireTimeout: "4000"
transaction:
mode: "NON_DURABLE_XA" ﬂ
locking: "PESSIMISTIC" g
stateTransfer:
chunkSize: "16"
backups:
site-b: 6
backup:
strategy: "SYNC" ﬂ
timeout: "4500" 6
failurePolicy: "FAIL" G
stateTransfer:
chunkSize: "16"

Cache authenticationSessions

apiVersion: infinispan.org/v2alpha1
kind: Cache
metadata:
name: authenticationsessions
namespace: keycloak
spec:
clusterName: infinispan
name: authenticationSessions
template: |-
distributedCache:
mode: "SYNC"
owners: "2"
statistics: "true"
remoteTimeout: "5000"
encoding:
media-type: "application/x-protostream"
locking:

B 3E SRRE
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86

acquireTimeout: "4000"
transaction:
mode: "NON_DURABLE_XA" ﬂ
locking: "PESSIMISTIC" g
stateTransfer:
chunkSize: "16"
indexing:
enabled: true
indexed-entities:
- keycloak.RootAuthenticationSessionEntity
backups:
site-b: 6
backup:
strategy: "SYNC" ﬂ
timeout: "4500" 6
failurePolicy: "FAIL" G
stateTransfer:
chunkSize: "16"

%%1% loginFailures

apiVersion: infinispan.org/v2alpha1
kind: Cache
metadata:
name: loginfailures
namespace: keycloak
spec:
clusterName: infinispan
name: loginFailures
template: |-
distributedCache:
mode: "SYNC"
owners: "2"
statistics: "true"
remoteTimeout: "5000"
encoding:
media-type: "application/x-protostream"
locking:
acquireTimeout: "4000"
transaction:
mode: "NON_DURABLE_XA" ﬂ
locking: "PESSIMISTIC" g
stateTransfer:
chunkSize: "16"
indexing:
enabled: true
indexed-entities:
- keycloak.LoginFailureEntity



backups:

site-b: 6
backup:
strategy: "SYNC" ﬂ
timeout: "4500" 6
failurePolicy: "FAIL" G
stateTransfer:
chunkSize: "16"

Z%tF T

apiVersion: infinispan.org/v2alpha1
kind: Cache
metadata:
name: work
namespace: keycloak
spec:
clusterName: infinispan
name: work
template: |-
distributedCache:
mode: "SYNC"
owners: "2"
statistics: "true"
remoteTimeout: "5000"
encoding:
media-type: "application/x-protostream
locking:
acquireTimeout: "4000"
transaction:
mode: "NON_DURABLE_XA" ﬂ
locking: "PESSIMISTIC" g
stateTransfer:
chunkSize: "16"
backups:
site-b: 6
backup:
strategy: "SYNC" ﬂ
timeout: "4500" 6
failurePolicy: "FAIL" G
stateTransfer:
chunkSize: "16"

B 3E SRRE
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=5,

BSFERANBIEZRR,

AR R B,

4,4,4,4,4

B sGBEEE, XHIHJy SYNC,

006060

B R E I,

6,9,6,6,6,6

5 uh R 2 B R USRBE,

LEBHFRE A E S I R A BE — .

il
A
il
¢l

LN RENERRAN, EREPRER

transaction.mode: NON_DURABLE_XA FA{RTE A £ X B RN B SHOE—. FHIH
#EXi& backup.failurePolicy: FAIL, B —MER, RTFRLENEES, HBEEXTE

BB, ZIIgHIEEM Keycloak 2 &K,

transaction.locking: PESSIMISTIC @Mt —ZHMBiEER ; A TFM%KRE, FEIUER
OPTIMISTIC, AN KEHRRIEE—Nih=EH, mEfhih=ITEim,
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backup.strategy: SYNC T{RBUBIESERRLLIGHIEEM Keycloak &Kol I3+ {F i £ H fhih
oy

N0

4

al}

S EinRP, LT locking.acquireTimeout 4> ik 4k
. backup.timeout %4iIa%ETF locking.acquireTimeout,

X} F Site-B, 247 CR IEEHLL, 1B backup.& It;named&gt; £ EEIBEE 3 sk,

Site-BHf4 actionTokens &1zl

apiVersion: infinispan.org/v2alpha1
kind: Cache
metadata:
name: actiontokens
namespace: keycloak
spec:
clusterName: infinispan
name: actionTokens
template: |-
distributedCache:
mode: "SYNC"
owners: "2"
statistics: "true"
remoteTimeout: "5000"
encoding:
media-type: "application/x-protostream"
locking:
acquireTimeout: "4000"
transaction:
mode: "NON_DURABLE_XA" ﬂ
locking: "PESSIMISTIC" g
stateTransfer:
chunkSize: "16"
backups:
site-a: 6
backup:
strategy: "SYNC" ﬂ
timeout: "4500" 6
failurePolicy: "FAIL" G
stateTransfer:
chunkSize: "16"
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== JIEERE

ffai\ Data Grid (R 2Bk, HEBuhiFER 2 £ OpenShift £5f 2 A &1L,

%45 Data Grid £EHIEK

oc wait --for condition=WellFormed --timeout=300s infinispans.infinispan.org -n keycloak
infinispan

%% Data Grid B5Uh s EEENT

oc wait --for condition=CrossSiteViewFormed --timeout=300s infinispans.infinispan.org -n
keycloak infinispan

3.14.4. {FALIIEFEERM Keycloak %1 Data Grid

¥ifE, Data Grid RS BRIEEZTT, UTREESLAIBHEN Keycloak CR ERiiEXMZLIHE, LU
FFHEREDILIIEBHEM Keycloak, TEfif Operator 8 Red Hat build of HA Fh, FEXEEY,

FARFEANBEMNE—A Secret, LUFHEETIANEE Data Grid ZE :

apiVersion: v1
kind: Secret
metadata:
name: remote-store-secret
namespace: keycloak
type: Opaque
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data:
username: ZGV2ZWxvcGVy # base64 encoding for ‘developer’
password: c2VjdXJIX3Bhc3N3b3Jk # base64 encoding for 'secure_password’

{85 additionalOptions #" & Red Hat build of Keycloak B X ¥R, T,

4

al

ERE. FHRENBUBZERESHSM CR B, EJ5 1 Operator BFLL
18198 M Keycloak for HA i, B 51N X R BERIFFAZL,

apiVersion: k8s.keycloak.org/v2alpha1
kind: Keycloak
metadata:
labels:
app: keycloak
name: keycloak
namespace: keycloak
spec:
additionalOptions:
- name: cache-remote-host ﬂ
value: "infinispan.keycloak.svc"
- name: cache-remote-port
value: "11222"
- name: cache-remote-username 6
secret:
name: remote-store-secret
key: username
- name: cache-remote-password ﬂ
secret:
name: remote-store-secret
key: password
- hame: cache-remote-backup-sites

value: "site-2" 6

7c#2 Data Grid £ EH A,

00

72 Data Grid £&MimO, XE20%EM, BN 11222,

3

74 Data Grid i " & EUEM Secret /R i,
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00

f#f Data Grid & UEMHZE R HRNEH.

00

(i) mRitREH. RARZEAFEN, FTRUR%RE.

B

{81/ cache-remote-backup-sites LI N FE AL P AR F. BN
EHAERPERE KeycloakCR, FREfIEESF, BNLIEFIEM Keycloak ik
B3, BEeflEENL,

3.14.4.1. 2813

XA TLS 1.3 &RI78Y TCP #He4F Keycloak MIZLiEf9EE ¥ # 2l Data Grid. ©FERLLIEEMN
Keycloak B{S fEf= i3k 55k Data Grid BIARSS 3R IET. ENLIEHEER Keycloak 2 OpenShift £
T A RE 4K Operator #8%&, Operator B§F service-ca.crt HINEIA T~ Data Grid BIRSS
UE P EANEEEEDR, EHMIMED, FARNIEBRMBIIEERN Keycloak S EF#EH.

3.14.5. GEH

1EEREFHZ21T AWS Aurora BUEEH Data Grid j5, 158/ {81/ Operator ZELIBHEMN
Keycloak for HA 5 BESRERBLIISHIEM Keycloak, FHiFHFEEIZ iR,

3.14.6. %1%

value

cache-remote-backup-sites

BCB 2519 Uk B R G R B S EB Infinispan SEEE 451D Keycloak BIBMIAIE.

CLI: --cache-remote-backup-sites
Env: KC_CACHE_REMOTE_BACKUP_SITES

AR R EIL2 E N AT A
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value

cache-remote-host
AEB Infinispan EEEEHIEHL L,
IEHBEINRE Z b ST KB W F T,

CLI: --cache-remote-host
Env: KC_CACHE_REMOTE_HOST

cache-remote-password
XTHEB Infinispan SREFH 1T B R TIERI Y,

MREFBAR R LN Infinispan £&f, NEEREM, MIRIEE T XL,
NJZ&EZ cache-remote-username.,

CLI: --cache-remote-password
Env:KC_CACHE_REMOTE_PASSWORD

AR R EILZ E N AT A

cache-remote-port 11222 (EiA)
AR Infinispan E£EEHIIHA.

CLI: --cache-remote-port
Env: KC_CACHE_REMOTE_PORT

AR EIL2 E N AT A

cache-remote-tls-enabled true (Ei\) , false
JEH TLS X HS5REILE Infinispan fRES5E2:@1E.
BWEETIMERER,

CLI: --cache-remote-tls-enabled
Env: KC_CACHE_REMOTE_TLS ENABLED

AR EIL2 E N AT A

cache-remote-username
AER Infinispan £& H P FIERIRE F %,

MR EEBN R RLMAER Infinispan 8, NIERALEM, MRIEET £, WE
% cache-remote-password,

CLI: --cache-remote-username
Env: KC_CACHE_REMOTE_USERNAME

AR EIL2 E N AT A
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3.15. {1/l OPERATOR #BEZLiEHEA KEYCLOAK FOR HA

HEAZIE19EM Keycloak Operator {93k, ERELIEFIEM Keycloak LASEHiE ol .

AZE 3R T OpenShift ¥ Keycloak BEcEMEHLIEHE, XEREEDHH, FHRHMEA Pod K
WEO

XY EATSREBRE —ERNMANRE, FHSHNER SRHBE—SEPNANHEAEERR —
e,

3.15.1. e R &M

IE{EiZ21780 OpenShift &£&f.

TR ZLI819E M Keycloak Operator #H{T4LIEfIEEH Keycloak SR ERIEARLIIEMEE,

FAE 21 THAKX K Deploying AWS Aurora E8EH AWS Aurora BB/,

Data Grid k552385 Data Grid Operator {8 Deploying Data Grid for HA &83&,

3.15.2. Hf2

1.
fESEA S CPU HIRERRETHERE KRN,

#2588 Red Hat build of Keycloak Operator Z&HHAZA L% Red Hat build of Keycloak
Operator,

HAR, UTREXH#HEES 1 TAKEZE AWS Aurora RS AuroraBiE XM
BRI

EAERL TS Data Grid Operator %82 Data Grid #8% M,
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B E L AIEHER Keycloak Hif%k, #£%5 Amazon Aurora PostgreSQL BUEZE—i2
M,

ERES—S hiTHRNRIFERMRE, ERALTHESRELIE Keycloak CR :

apiVersion: k8s.keycloak.org/v2alpha1
kind: Keycloak
metadata:
labels:
app: keycloak
name: keycloak
namespace: keycloak
spec:
hosthame:
hostname: <KEYCLOAK_URL_HERE>
resources:
requests:
cpu: 2"
memory: "1250M"
limits:
cpu:"6"
memory: "2250M"
db:
vendor: postgres
url: jdbc:aws-wrapper:postgresql://<AWS_AURORA_URL_HERE>:5432/keycloak
poolMinSize: 30 0
poolinitialSize: 30
poolMaxSize: 30
usernameSecret:
name: keycloak-db-secret
key: username
passwordSecret:
name: keycloak-db-secret
key: password
image: <KEYCLOAK_IMAGE_HERE> g

startOptimized: false 6
features:
enabled:
- multi-site ﬂ
additionalOptions:
- nhame: log-console-output
value: json
- hame: metrics-enabled 9
value: 'true’
- hame: event-metrics-user-enabled
value: 'true’
- name: cache-remote-host
value: "infinispan.keycloak.svc"
- name: cache-remote-port
value: "11222"
- name: cache-remote-username
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secret:
name: remote-store-secret
key: username
- name: cache-remote-password
secret:
name: remote-store-secret
key: password
- name: db-driver
value: software.amazon.jdbc.Driver
http:
tisSecret: keycloak-tls-secret
instances: 3

BURFEFESHE initial, max #l min X/ 4ER, UATFBIBENFRZE, AEX
ML RENRE TR, AANKZSBIERFTERANIEHERN Keycloak #R AR &1
EMBURE, FILLXANBEREH A LURSILENMER. HHEESHBIRE SRS =
_—'I_j"o

00

8B LAIEMEM Keycloak kM URL, MREMEERET L, FHiF
startOptimized Fr&% &R true,

L4

TS ERT IS AG4ThEE, 10 loadbalancer probe /Ib-check.

©

N TEBENETRE, BRiEmS.

3.15.3. WuFEpE

ISR Keycloak E8E B,

oc wait --for=condition=Ready keycloaks.k8s.keycloak.org/keycloak
oc wait --for=condition=RollingUpdate=False keycloaks.k8s.keycloak.org/keycloak

3.15.4. A% : Load shedding

EiRRAMEaE, HREPHBAERE.
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AR AHBAR http #3R N

spec:
additionalOptions:
- name: http-max-queued-requests
value: "1000"

PRI BIE K EB A HTTP 503 124,

& AI LAE Bt — 2 BRI http-pool-max-threads HIfH, EATEAZEIERM CPU RIS, OpenShift &

53 OpenShift i 7,

BXHAER , FEHAXEELED MBS —&.

3.15.5. A3k : ZAMMLIE

L7 OpenShift Liz17LL K% H Red Hat build of Keycloak Operator 12#tHEk A passthrough
Ingress XiERS, HAProxy A8 i E9E SARIZIRN IP it fE AR RIERSCH, a7 st
i, &L HAProxy BIHiE{TRANREN, EAIaeRESR AL ELLRRE RN IEER Keycloak
Pod LKA K,

HELEHEER Keycloak BE X BRM spec TR T4 EESE, LAZERAMERIE,

spec:
ingress:

enabled: true

annotations:
# When running load tests, disable sticky sessions on the OpenShift HAProxy router
# to avoid receiving all requests on a single Red Hat build of Keycloak Pod.
haproxy.router.openshift.io/balance: roundrobin
haproxy.router.openshift.io/disable_cookies: 'true’

3.16. ZBE AWS £ SNk 3s i Hi9 s
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EZERHBEDRBE - AWS £R/INEBFFE I BT ERIIERIR,

AL T HRE AWS £RIEBMBIRE, UEAESEMHIIBHE Keycloak BB Z HEHRE,

EREEHS SEMHBE —EPNLENRE—EFEA. FEBESHER SEHBRE-—SEHhNM40HE
fibi R —iRfE M.

BIHRBOX L E R B/ NIRETE RS, NEMRERRMARIFOEENE. HHA
FERBENSREURENHSANINEN RS Y R ELRIETHE,

3.16.1. 4K

FERR T AMTERE AWS £/INERZLH, LUSCERIIEHEER Keycloak &/ i g fE DL,

3.16.2. 2213

HHBRA P EREBAEENEERN Keycloak h, BiIREERANBIEESR, HTHILEE iELE
DNS &4 ILA]E, SCheR 58 AR &t i 205 o] A X SRR 9885 1P ik,

EXEd, HfilH#E T iMEE:: AWS Global Accelerator 1 #1947 23 B AT A ZLIBHIEEM Keycloak
B miaK. MRLIIEHIER Keycloak b iR, NIINESFHERAE T i KEBEE HEIR R AR
BRuh . MRFAN G SRE RO AR, NIhNESR "fail-open"H 358 K & BIBEHL LI, .

3.2. AWS Global Accelerator Failover

N
J
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TEH 1 ROSA £Bf E#6]E—1 AWS Network Load Balancer (NLB), LL{EH Keycloak pod ¥y
Endpoints {4 AWS £BINER LA, ENEHRaBBHoik—1 128 (RANEH 255) L
) , DIARERNEEEREN RS AETORBERH N THX,

3.16.3. Jo R &M

3.16.4. 2

1.

ET ROSA i Multi-AZ 2L M Keycloak Z8E

BIIERPAL 1 BT 25

EFMIBHEM Keycloak SEERHATLA TR -

ExEl ROSA &3

fIlE OpenShift fi FIaE2RRSS

cat <<EOF | oc apply -n SNAMESPACE - - €)
apiVersion: v1
kind: Service
metadata:
name: accelerator-loadbalancer
annotations:
service.beta.kubernetes.io/aws-load-balancer-additional-resource-tags:
accelerator=${ ACCELERATOR_NAME},site=${CLUSTER_NAME},namespace=${NA

MESPACE} @
service.beta.kubernetes.io/aws-load-balancer-type: "nlb"
service.beta.kubernetes.io/aws-load-balancer-healthcheck-path: "/Ib-check"
service.beta.kubernetes.io/aws-load-balancer-healthcheck-protocol: "https™
service.beta.kubernetes.io/aws-load-balancer-healthcheck-interval: "10" 6
service.beta.kubernetes.io/aws-load-balancer-healthcheck-healthy-threshold:
ngn °
service.beta.kubernetes.io/aws-load-balancer-healthcheck-unhealthy-
threshold: "3" 9
spec:
ports:
- name: https
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port: 443
protocol: TCP
targetPort: 8443
selector:
app: keycloak
app.kubernetes.io/instance: keycloak
app.kubernetes.io/managed-by: keycloak-operator
sessionAffinity: None
type: LoadBalancer
EOF

$NAMESPACE K% & NLLIEHEEM Keycloak SRE 64 Z2H]

2]

£ AWS BN BRI, LMERERLURERS
il ACCELERATOR_NAME {342 E43 BhilBiNE RinEaa4
#, CLUSTER_NAME K/i% 2 Ak & #k,

©

BERRERMBITHER (LI HEAL)

L4

NLB w/itliid % DM Rie & #il 2 RN

©

NLB #4110y A~ BR a9 B RS 2 s 0T SR I

iC>k DNS E£Hl%, RAMERE :

oc -n SNAMESPACE get svc accelerator-loadbalancer --template="{{range
.status.loadBalancer.ingress}}{{.hostname}}{{end}}"
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abab80a363ce8479ea9c4349d116bce2-6b65e8b4272fadb5.elb.eu-west-
1.amazonaws.com

B2 EhnsE 2 L)

aws globalaccelerator create-accelerator \
--name example-accelerator \ ﬂ
--ip-address-type DUAL_STACK\ 9
--region us-west-2

EORAMEHZEH, RIEFSEER
" L2 'DUAL_STACK' =k 'IPV4'

P& globalaccelerator g5/ {8 F X 38 'us-west-2'
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{

"Accelerator": {
"AcceleratorArn":
"arn:aws:globalaccelerator::606671647913:accelerator/e35a94dd-391f-4e3e-9a3d-

d5ad22a78c71", @)
"Name": "example-accelerator”,
"IpAddressType": "DUAL_STACK",
"Enabled": true,
"IpSets": [
{
"lpFamily": "IPv4",
"IpAddresses": [
"75.2.42.125",
"99.83.132.135"

1,
"IpAddressFamily": "IPv4"

12
{

"IpFamily": "IPv6",

"IpAddresses": [
""'2600:9000:a400:4092:88f3:82e2:e5b2:686",
"2600:9000:a516:b4ef:157e:4cbd:7b48:20f1"

1,

"IpAddressFamily": "IPv6"

}

I

"DnsName": "a099f799900e5b10d.awsglobalaccelerator.com”, 9

"Status": "IN_PROGRESS",

"CreatedTime": "2023-11-13T15:46:40+00:00",

"LastModifiedTime": "2023-11-13T15:46:42+00:00",

"DualStackDnsName": "ac86191ca5121e885.dualstack.awsglobalaccelerator.com

S0 2HINE SR SCHIKEKR ARN, XiSERL e S HhER

BB IPv4 LTHEFIEER) Keycloak &/ iM% 221 DNS & #5

FAF Red Hat build of Keycloak & it IPv6 ZLIEHEER) DNS &FR
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JuhnEER i —A4" Listener

aws globalaccelerator create-listener \

--accelerator-arn 'arn:aws:globalaccelerator::606671647913:accelerator/e35a94dd-
391f-4e3e-9a3d-d5ad22a78c71' \

--port-ranges '[{"FromPort":443,"ToPort":443}]" \

--protocol TCP \

--region us-west-2

{

"Listener™: {
"ListenerArn': "arn:aws:globalaccelerator::606671647913:accelerator/e35a94dd-
391f-4e3e-9a3d-d5ad22a78c71/listener/1396d40",
"PortRanges": [
{
"FromPort": 443,
"ToPort": 443
}

I
"Protocol": "TCP",

"ClientAffinity": "NONE"

}
}

73 Listener fI|&2 i 520

CLUSTER_1_ENDPOINT_ARN=$(aws elbv2 describe-load-balancers \
--query "LoadBalancers[?DNSName=="abab80a363ce8479ea9c4349d116bce2-
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6b65e8b4272fadbs.elb.eu-west-1.amazonaws.com'].LoadBalancerArn" \ ﬂ
--region eu-west-1 \9
--output text

)

CLUSTER_2_ENDPOINT_ARN=$(aws elbv2 describe-load-balancers \
--query "LoadBalancers[?DNSName=="a1¢c76566e3c334e4ab7b762d9f8dcbcf-

98594119¢c8d108d4.elb.eu-west-1.amazonaws.com'].LoadBalancerArn" \ 6
--region eu-west-1 \ﬂ
--output text

)
ENDPOINTS="[
{
"Endpointld": ""${CLUSTER_1_ENDPOINT_ARN}",
"Weight": 128,
"ClientlPPreservationEnabled": false
b

{
"Endpointld”: ""${CLUSTER_2_ENDPOINT_ARN}",

"Weight": 128,
"ClientlPPreservationEnabled": false

}
I
aws globalaccelerator create-endpoint-group \
--listener-arn 'arn:aws:globalaccelerator::606671647913:accelerator/e35a94dd-3911-

4e3e-9a3d-d5ad22a78¢71/listener/11396d40" \ @
--traffic-dial-percentage 100 \
--endpoint-configurations ${ENDPOINTS} \

--endpoint-group-region eu-west-1 \
--region us-west-2

£5¥89 NLB 19 DNS E#1&

0006

+—3hi|EM Listener B9 ARN

6]

XM IZRIEERRN AWS Xig
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{
"EndpointGroup": {

"EndpointGroupArn":
"arn:aws:globalaccelerator::606671647913:accelerator/e35a94dd-391f-4e3e-9a3d-
d5ad22a78c71/listener/1f396d40/endpoint-group/2581af0dc700",

"EndpointGroupRegion™: "eu-west-1",

"EndpointDescriptions": [

{

"Endpointld”: "arn:aws:elasticloadbalancing:eu-west-
1:606671647913:loadbalancer/net/abab80a363ce8479ea9c4349d116bce2/6b65e8b4272f
a4b5",

"Weight": 128,

"HealthState": "HEALTHY",

"ClientIPPreservationEnabled": false

12
{

"Endpointld”: "arn:aws:elasticloadbalancing:eu-west-
1:606671647913:loadbalancer/net/a1¢c76566e3c334e4ab7b762d9f8dcbcf/985941f9¢8d10
8d4",

"Weight": 128,

"HealthState": "HEALTHY",

"ClientlIPPreservationEnabled": false

}

I8
"TrafficDialPercentage": 100.0,

"HealthCheckPort": 443,
"HealthCheckProtocol": "TCP",
"HealthCheckPath": "undefined",
"HealthCheckintervalSeconds™: 30,
"ThresholdCount": 3

A1 : BCiE A E U

MEESERABE U, wHadEaE UghEE Alias 2k CNAME 8 & igism AWS
Global Load Balancer,

RIS EIHZLIE IR Keycloak 588

EFNMIIBHER Keycloak SRR R HUTLL TR :

FxEl ROSA &3

105



Red Hat build of Keycloak 26.4 /& Fit4#5Ea

#faf% Keycloak CR EHFLLTFEE

apiVersion: k8s.keycloak.org/v2alpha1
kind: Keycloak
metadata:
name: keycloak
spec:
hostname:

hostname: $HOSTNAME @)
ingress:
enabled: false 9

BTF%EEE Keycloak MEN T i

2]

ERAKIAAO, BENMALIEHERN Keycloak Viln#BR @it & ## NLB

FERIEREZIETHTE, Keycloak CR £Ei5 e &t Hifn L igfHEm
Keycloak EfIMENB. XAILLE S5 2 ENEss XEKH DualStack DnsName =%

DnsName E#l#. MREFEABAE U, HREEUEHIER AWS £EIESR, HEXEM®
RN B E U,

3.16.5. SHiF

FEL0E Global Accelerator & B IEMAACE NFERIER, HSMB LRENA, BN ZEFRLAE
FJEEM Keycloak BEEEHIA,

3.16.6. H—F ik

HELIR ML R

fhus mE s

3.17. &BE AWS LAMBDA LAZEF I 57 3k 52
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HESERBEDREE—1 AWS Lambda 3 il B SR BRI —E 5.

FENATMAESEHBENNNERFERRNRDR. SEFAEH (OR—P KN , Rit
H Ak eI AR 15 KIZEBLAR S5

EREEHS SEMHBE —EPNLENRE—EFEA. FUEBEESHER SEHBRE-—SEHhNM40H
fibgER IR —iR A,

BIHRBOX L R B/ NIRRT E RS, NEMRERRMARIFOEEMNE. HMHA
FERBENSREURENHSNIEN RS YRELRATHE,

3.17.1. 23

MRSERFBB DI RANPZBE XY, NN LREEBEEAECTIZ A EHEYE. Data Grid A2
EA FAIL KICRRE, ZREE AR AM EH—BtE, ik, AR ERBRERERER, BRIX
W GBS M EABLRER) .

EXMERT, EEEATHRERLILRBIMCIELIEL. BE, EASSRHBERERNT
iheRAR, BREETEEH. R, BMHA"RE " RARIENSRETEEDEMEE RN, RE—1
RERBEMNEIGERRED, RibRA I REEY RS E R MIRS.

BRT MBI EREEN, REEFRZAMNA Data Grid £EF 2 HMEH, LIAFMGEIGEHSERE
PERENERREHASER. B, ERASHE, HREFRY,

BEMFRFREDRE, FSEFHEHEYS, M Synchroniz ing site Mk, X2 N ATEMRMLE
BEXYET, FEERRNESREEMRNEL S, RAEEGAZRNS RO R EEN, FNER
A0 B, 5=

HEAER, KNG TMMAMER Prometheus Alerts fl AWS Lambda ThAERIH & SCHIFEEE, 24 Data
Grid [RSS RGN DGR, &% Prometheus Alert, ;X253 Prometheus AlertManager i F
T AWS Lambda #9 Webhook, fili% ) Lambda Iﬂﬁﬁﬁﬁ%’lﬁﬁﬂgéﬁﬂﬂﬁ%ﬁﬂﬁ, FH A S B ey
B,
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HEEIERROERD, WNMRDAEL, BRZEEETEERN A Webhook, FiilEIHRE
IF ] REEPATH 4 Lambda SEBISRR X —=. AWS Lambda HH:Z 5 el i RIS 1E i B0 B 2R Bc B
RE—TILREB.

3.17.2. e R &4

ET ROSA HCP %5 2¥ Keycloak BBE

2%&% AWS CLI

AWS Global Accelerator f1#39%12%

2ZXjqI&

3.17.3. w2

1.
& A OpenShift &Rk EgH

oc apply -f- << EOF
apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
alertmanager:
enabled: true
enableAlertmanagerConfig: true
EOF
oc -n openshift-user-workload-monitoring rollout status --watch
statefulset.apps/alertmanager-user-workload
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Decide #RIEA " &/ZE4HE, AFXIF Lambda Webhook HAIEEEREM AWS

Secret

e

aws secretsmanager create-secret \
--name webhook-password \ ﬂ
--secret-string changeme \9
--region eu-west-1

secret &R

AFSHEIENEN

& secret B9 AWS X1z

BB AFHIT Lambda M Role,

FUNCTION_NAME= )
ROLE_ARN=$(aws iam create-role \
--role-name ${FUNCTION_NAME} \
--assume-role-policy-document \
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
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"Service": "lambda.amazonaws.com"

}!
"Action": "sts:AssumeRole"
}
]
P\
--query 'Role.Arn' \
--region eu-west-1 \9
--output text

5 Lambda f148X BRKEXAE R & R

FEE OpenShift £E£89 AWS Xig

BIEF N 'LambdaSecretManager' k&, LL{E Lambda ®LLiJi[n] AWS Secret

POLICY_ARN=$(aws iam create-policy \
--policy-name LambdaSecretManager \
--policy-document \

1
"Version": "2012-10-17",
"Statement™: [

{
"Effect”: "Allow",

"Action": [
"secretsmanager:GetSecretValue"
I,
"Resource": "*"
}
]

'\

--query 'Policy.Arn’ \

--output text

)
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aws iam attach-role-policy \
--role-name ${FUNCTION_NAME} \
--policy-arn ${POLICY_ARN}

Bt hn ElasticLoadBalancingReadOnly 55B&, LA{E Lambda RILLE #]i& #5789 Network Load
Balancers

1n
aws iam attach-role-policy \

--role-name ${FUNCTION_NAME} \
--policy-arn arn:aws:iam::aws:policy/ElasticLoadBalancingReadOnly

f¥in GlobalAcceleratorFullAccess $Rklg, LA{E Lambda sl LAEH 2 EINESS
EndpointGroup

e

aws iam attach-role-policy \
--role-name ${FUNCTION_NAME} \
--policy-arn arn:aws:iam::aws:policy/GlobalAcceleratorFullAccess

IR a8 ESmENREEZHMN Lambda ZIP 32

I LAMBDA_ZIP=/tmp/lambda.zip

m
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12

cat << EOF > /tmp/lambda.py
from urllib.error import HTTPError

import boto3
import jmespath
import json
import os
import urllib3

from base64 import b64decode
from urllib.parse import unquote

# Prevent unverified HTTPS connection warning
urllib3.disable_warnings(urllib3.exceptions.InsecureRequestWarning)

class MissingEnvironmentVariable(Exception):
pass

class MissingSiteUrl(Exception):
pass

def env(hame):
if name in os.environ:
return os.environ[name]
raise MissingEnvironmentVariable(f'Environment Variable '{name}' must be set")

def handle_site_offline(labels):
a_client = boto3.client('globalaccelerator’, region_name="us-west-2')

acceleratorDNS = labels['accelerator’]
accelerator = jmespath.search(f"Accelerators[?(DnsName=="{acceleratorDNS}'||
DualStackDnsName=='{acceleratorDNS}')]", a_client.list_accelerators())
if not accelerator:
print(f"lgnoring SiteOffline alert as accelerator with DnsName '{acceleratorDNS}'
not found")
return

accelerator_arn = accelerator[0]['AcceleratorArn’]
listener_arn = a_client.list_listeners(AcceleratorArn=accelerator_arn)['Listeners'][0]
['ListenerArn']

endpoint_group = a_client.list_endpoint_groups(ListenerArn=listener_arn)
['EndpointGroups'][0]
endpoints = endpoint_group['EndpointDescriptions’]

# Only update accelerator endpoints if two entries exist
if len(endpoints) > 1:
# If the reporter endpoint is not healthy then do nothing for now
# A Lambda will eventually be triggered by the other offline site for this reporter
reporter = labels['reporter’]
reporter_endpoint = [e for e in endpoints if endpoint_belongs_to_site(e, reporter)]
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[0]
if reporter_endpoint['HealthState'] == 'UNHEALTHY":
print(f"lgnoring SiteOffline alert as reporter '{reporter}' endpoint is marked
UNHEALTHY")
return

offline_site = labels['site’]

endpoints = [e for e in endpoints if not endpoint_belongs_to_site(e, offline_site)]

del reporter_endpoint['HealthState']

a_client.update_endpoint_group(
EndpointGroupArn=endpoint_group['EndpointGroupArn’],
EndpointConfigurations=endpoints

)

print(f"Removed site={offline_site} from Accelerator EndpointGroup')

take_infinispan_site_offline(reporter, offline_site)
print(f'Backup site={offline_site} caches taken offline")
else:
print("lgnoring SiteOffline alert only one Endpoint defined in the EndpointGroup")

def endpoint_belongs_to_site(endpoint, site):
Ib_arn = endpoint['Endpointid’]
region = lb_arn.split(":")[3]
client = boto3.client('elbv2’', region_name=region)
tags = client.describe_tags(ResourceArns=[lb_arn])['TagDescriptions'][0]['Tags']
for tag in tags:
if tag['Key'] == 'site":
return tag['Value'] == site
return false

def take_infinispan_site_offline(reporter, offlinesite):
endpoints = json.loads(INFINISPAN_SITE_ENDPOINTS)
if reporter not in endpoints:
raise MissingSiteUrl(f"Missing URL for site '{reporter}' in
'INFINISPAN_SITE_ENDPOINTS' json")

endpoint = endpoints[reporter]
password = get_secret(INFINISPAN_USER_SECRET)
url = f"https://{endpoint}/rest/v2/container/x-site/backups/{offlinesite}?action=take-
offline"
http = urllib3.PoolManager(cert_reqs="CERT_NONE")
headers = urllib3.make_headers(basic_auth=f"{INFINISPAN_USER}:{password}")
try:
rsp = http.request("POST", url, headers=headers)
if rsp.status >= 400:
raise HTTPError(f"Unexpected response status '%d' when taking site offline",
rsp.status)
rsp.release_conn()
except HTTPError as e:
print(f"HTTP error encountered: {e}")

def get_secret(secret_name):
session = boto3.session.Session()

13
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client = session.client(
service_hame='secretsmanager’,
region_name=SECRETS_REGION
)

return client.get_secret_value(Secretld=secret_name)['SecretString']

def decode_basic_auth_header(encoded_str):
split = encoded_str.strip().split(' ')
if len(split) == 2:
if split[0].strip().lower() == 'basic’:
try:
username, password = b64decode(split[1]).-decode().split(":', 1)
except:
raise DecodeError
else:
raise DecodeError
else:
raise DecodeError

return unquote(username), unquote(password)

def handler(event, context):
print(json.dumps(event))

authorization = event['headers'].get(‘authorization’)
if authorization is None:
print("'Authorization' header missing from request")
return {
"statusCode": 401

}

expectedPass = get_secret(WEBHOOK_USER_SECRET)
username, password = decode_basic_auth_header(authorization)
if username != WEBHOOK_USER and password != expectedPass:
print('Invalid username/password combination’)
return {
"statusCode": 403

}
body = event.get('body’)
if body is None:
raise Exception('"Empty request body')

body = json.loads(body)
print(json.dumps(body))

if body['status’] != 'firing':

print("lgnoring alert as status is not 'firing’, status was: '%s"' % body['status'])

return {
"statusCode': 204

}

for alert in body['alerts']:
labels = alert['labels’]

14



if labels['alertname'] == 'SiteOffline":
handle_site_offline(labels)

return {
"statusCode': 204

}

INFINISPAN_USER = env('INFINISPAN_USER")
INFINISPAN_USER_SECRET = env('INFINISPAN_USER_SECRET")
INFINISPAN_SITE_ENDPOINTS = env('INFINISPAN_SITE_ENDPOINTS’)
SECRETS_REGION = env('SECRETS_REGION")

WEBHOOK_USER = env('WEBHOOK_USER’)
WEBHOOK_USER_SECRET = env('WEBHOOK_USER_SECRET")

EOF
zip -FS --junk-paths ${LAMBDA_ZIP} /tmp/lambda.py

filE Lambda Zhig,

aws lambda create-function \
--function-name ${FUNCTION_NAME} \
--zip-file fileb://${LAMBDA_ZIP}\
--handler lambda.handler \
--runtime python3.12\
--role ${ROLE_ARN}\

--region eu-west-1 ﬂ

FEE OpenShift £2£89 AWS Xig;

AFFTheE URL, LA{E Lambda ®ILLYESN Webhook fili %

B 3E SRRE
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aws lambda create-function-url-config \
--function-name ${FUNCTION_NAME} \
--auth-type NONE \

--region eu-west-1

& OpenShift £E89 AWS Xig

FVFATTheE URL 3T A A

aws lambda add-permission \
--action "lambda:InvokeFunctionUrl" \
--function-name ${FUNCTION_NAME} \
--principal "*" \
--statement-id FunctionURLAIllowPublicAccess \
--function-url-auth-type NONE \

--region eu-west-1 ﬂ

& OpenShift £2£89 AWS Xig

1.
Bidi& Lambda HIfET & :

E8A OpenShift £8fsh, KFRAFH Data Grid URL Sinsx :
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oc -n ${NAMESPACE} get route infinispan-external -o
jsonpath='{.status.ingress[].host}' ﬂ

$ ${NAMESPACE} &#t 7@ & Data Grid BR553ar9p & 22 [H]

LERNIMERE

ACCELERATOR_NAME= @)
LAMBDA_REGION= @
CLUSTER_1_NAME= @)
CLUSTER_1_ISPN_ENDPOINT= @)
CLUSTER_2_NAME= @
CLUSTER_2_ISPN_ENDPOINT=
INFINISPAN_USER= @)
INFINISPAN_USER_SECRET= @
WEBHOOK_USER= @)
WEBHOOK_USER_SECRET= {[)

INFINISPAN_SITE_ENDPOINTS=$(echo "
{\"${CLUSTER_NAME_1})\":\"${CLUSTER_1_ISPN_ENDPOINTQ",\"${CLUSTER_2_N
AMEN":\"${CLUSTER_2_ISPN_ENDPOINT\"}" | jq tostring)
aws lambda update-function-configuration \
--function-name ${ACCELERATOR_NAME}\
--region ${LAMBDA_REGION} \
--environment "{
\"Variables\": {
\"INFINISPAN_USER\" : \"${INFINISPAN_USER}\",
\"INFINISPAN_USER_SECRET\" : \"${INFINISPAN_USER_SECRET}",
\"INFINISPAN_SITE_ENDPOINTS\" : ${INFINISPAN_SITE_ENDPOINTS},
\"WEBHOOK_USER\" : \"${WEBHOOK_USER}\",
\"WEBHOOK_USER_SECRET\" : \"${WEBHOOK_USER_SECERT}\",
\"SECRETS_REGION\" : \"eu-central-1\"

IRAYERE AR AWS Global Accelerator B9&Hk

& OpenShift £2£89 AWS KXigi#l Lambda Zhag
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{81/ Data Grid Operator ZBE HA F13E X # Data Gridih A HR

5 CLUSER_1_NAME 34 :53£5%f4 Data Grid % URL

&£ — 1" Data Grid 4= FR

5 CLUSER_2_NAME #4553 5%f Data Grid % URL

Data Grid PR %, %A A RBIEEIERSE LIYT REST 15K

255 Data Grid A XKEXBIETSH AWS secret & FR

FAF 35S Lambda Function BUiE KA 4

SEATEUEF Lambda DhagiE KEEESE AWS secret &R

12.
¥:3& Lambda Function URL

aws lambda get-function-url-config \
--function-name ${FUNCTION_NAME} \
--query "FunctionUrI" \

--region eu-west-1 \ﬂ
--output text

18



13.

I https://itjqr2vgc664b6nojévugprakoqOoausj.lambda-url.eu-west-1.on.aws

B Lambda B9 AWS X5

B 3E SRRE

£ OpenShift ££&th, BZi& Prometheus Alert 36, LUEFENZN % Lambda

NAMESPACE-= # The namespace containing your deployments

oc apply -n ${NAMESPACE} -f - << EOF
apiVersion: vi
kind: Secret
type: kubernetes.io/basic-auth
metadata:

name: webhook-credentials
stringData:

username: 'keycloak’
password: '‘changme’

apiVersion: monitoring.coreos.com/vibeta1
kind: AlertmanagerConfig
metadata:
name: example-routing
spec:
route:
receiver: default
groupBy:

- accelerator
grouplnterval: 90s
groupWait: 60s
matchers:

- matchType: =

name: alerthame

19
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value: SiteOffline
receivers:
- name: default
webhookConfigs:
- url: 'https://tjqr2vgc664b6nojévugprakoqOoausj.lambda-url.eu-west-1.on.aws/'
e httpConfig:
basicAuth:
username:
key: username
name: webhook-credentials
password:
key: password
name: webhook-credentials
tisConfig:
insecureSkipVerify: true
apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
name: xsite-status
spec:
groups:
- name: xsite-status
rules:
- alert: SiteOffline
expr: 'min by (namespace, site)
(vendor_jgroups_site_view_status{namespace="default",site="site-b"}) == 0' ﬂ
labels:
severity: critical
reporter: site-a 6
accelerator: a3da6a6cbd4e27b02.awsglobalaccelerator.com G

IUE Lambda iE kB &

UF Lambda & KRBTGS

Lambda Function URL
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£ Infinispan CR H1H spec.service.sites.local.name & Xz i s2 i & FR

£KNE2H DNS

3.17.4. BiiF

EiilliX Prometheus EREASMTIMAMA Webhook, HEHITIL TS BB :

HENREPIITUUTERSF :

oc -n openshift-operators scale --replicas=0 deployment/infinispan-operator-

controller-manager ﬂ
oc -n openshift-operators rollout status -w deployment/infinispan-operator-controller-
manager

oc -n ${NAMESPACE} scale --replicas=0 deployment/infinispan-router 9
oc -n ${NAMESPACE} rollout status -w deployment/infinispan-router

4478 Data Grid Operator, M@ T —SFRSBUREREMOIELRE

2]

{33 Data Grid AR553068 % 22 [A] 450 Gossip Router deployment.Replace
${NAMESPACE}

BT 7 OpenShift #EHl5 H K Observe — Alerting SEHERIFEEhEROMA
SiteOffline =4
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K& AWS #5558 Global Accelerator EndpointGroup, HRA—{Nims

¥[& Data Grid Operator #1 Gossip Router, LATEU s [A] SR EE ¢

oc -n openshift-operators scale --replicas=1 deployment/infinispan-operator-
controller-manager

oc -n openshift-operators rollout status -w deployment/infinispan-operator-controller-
manager

oc -n ${NAMESPACE} scale --replicas=1 deployment/infinispan-router ﬂ
oc -n ${NAMESPACE} rollout status -w deployment/infinispan-router

#$ ${NAMESPACE} &#t @& Data Grid IR5525096p % Z2H]

BES I SABM vendor_jgroups_site_view_status $5H5. A 1 KRGS alLLjjml,

BEHNE2Y EndpointGroup, FHAEMHNmR. FHESH ELaM MR =77,

3.17.5. #t—% B it

HELIR ML R

fhus AL

3.18. [ EL%
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i REL, FHABLEEFmEK,

3.18.1. A A LR R

HEREBERERD, TRFEED—NIRENBERTES, IRTFEREAR. HBEREERSE
REBHBIBELET R, [FEMEIGESRERE D RERER.

3.18.2. =2

BREUTHSRM A BIEHRPMERS R, UETERHIE.

3.18.2.1. £EnEs

1.
e 5 B2k = KB Network Load Balancer (NLB)&) ARN

NAMESPACE= @)

REGION= @)
HOSTNAME=$(oc -n SNAMESPACE get svc accelerator-loadbalancer --template="
{{range .status.loadBalancer.ingress}}{{.hostname}}{{end}}")
aws elbv2 describe-load-balancers \
--query "LoadBalancers[?DNSName=="${HOSTNAME}'].LoadBalancerArn" \
--region ${REGION}\
--output text

@& Keycloak 58 OpenShift fip 22 [H]

}EE OpenShift £E89 AWS Xig;

123



Red Hat build of Keycloak 26.4 /& Fit4#5Ea

arn:aws:elasticloadbalancing:eu-west-
1:606671647913:loadbalancer/net/ad9e56e51e16843b9a3bc686327¢c907b/9b786f80ed4e
ba3d

BN EndpointGroup, FHR S HNER

54 Global Accelerator 9 EndpointGroup FHI 2 il 52

ACCELERATOR_NAME= ﬂ

ACCELERATOR_ARN=$(aws globalaccelerator list-accelerators \
--query "Accelerators[?Name=="${ ACCELERATOR_NAMEY}].AcceleratorArn" \
--region us-west-2 \ 9
--output text

)
LISTENER_ARN=$(aws globalaccelerator list-listeners \

--accelerator-arn ${ACCELERATOR_ARN}\
--query "Listeners[*].ListenerArn" \
--region us-west-2 \

--output text

)

aws globalaccelerator list-endpoint-groups \
--listener-arn ${LISTENER_ARN} \
--region us-west-2

BRI

Fil) AWS 2B, Kb FmZa%E N us-west-2
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{
"EndpointGroups": [
{

"EndpointGroupArn":
"arn:aws:globalaccelerator::606671647913:accelerator/d280fc09-3057-4ab6-9330-
6¢cbf1f450748/listener/8769072f/endpoint-group/a30b64ec1700",

"EndpointGroupRegion™: "eu-west-1",

"EndpointDescriptions”: [

{

"Endpointld”: "arn:aws:elasticloadbalancing:eu-west-
1:606671647913:loadbalancer/net/a49e56e51e16843b9a3bc686327c907b/9b786f80e
d4eba3d",

"Weight": 128,

"HealthState": "HEALTHY",

"ClientIPPreservationEnabled": false

b
{

"Endpointld”: "arn:aws:elasticloadbalancing:eu-west-
1:606671647913:loadbalancer/net/a3¢c75f239541c4a6e9c48cf8d48d602f/5ba333e870
19ccf0",

"Weight": 128,

"HealthState": "HEALTHY",

"ClientIPPreservationEnabled": false

}

I

"TrafficDialPercentage": 100.0,

"HealthCheckPort'": 443,

"HealthCheckProtocol": "TCP",

"HealthCheckintervalSeconds: 30,

"ThresholdCount": 3

E# EndpointGroup, EHRAEESE 1 & +IKEHK NLB,

aws globalaccelerator update-endpoint-group \
--endpoint-group-arn
arn:aws:globalaccelerator::606671647913:accelerator/d280fc09-3057-4ab6-9330-
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6¢cbf1f450748/listener/8769072f/endpoint-group/a30b64ec1700 \
--region us-west-2 \
--endpoint-configurations '

[
{

"Endpointld": "arn:aws:elasticloadbalancing:eu-west-
1:606671647913:loadbalancer/net/a4d9e56e51e16843b9a3bc686327¢c907b/9b786f80e
d4eba3d”,

"Weight": 128,

"ClientlPPreservationEnabled": false

}
]

3.19. LR B =

R b2, DEEALEE PR,

3.19.1. i S A LR ER

RERR T MEEZ ATELER Keycloak it R EHAMBIEBINESR, LMECALUERS T mis
KREEREMN.

3.19.2. w2

BRBLUTH TN Keycloak ¥ REHAME AWS £FINESR, LUEEATLUEE FimiFK,

3.19.2.1. £=EEs:

1.
A5 E 5 Muh KB Network Load Balancer (NLB)& ARN

NAMESPACE= @)

REGION= @)
HOSTNAME=$(oc -n SNAMESPACE get svc accelerator-loadbalancer --template="
{{range .status.loadBalancer.ingress}}{{.hostname}}{{end}}")
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aws elbv2 describe-load-balancers \
--query "LoadBalancers[?DNSName=="${HOSTNAME}'].LoadBalancerArn" \
--region ${REGION}\
--output text

25 Keycloak £ OpenShift fip 22 [H]

FEE OpenShift £E89 AWS Xig

arn:aws:elasticloadbalancing:eu-west-

1:606671647913:loadbalancer/net/a49e56e51e16843b9a3bc686327¢c907b/9b786f80ed4e

ba3d

EHINESR EndpointGroup, FHASHMNLSR

54 Global Accelerator 9 EndpointGroup FHI 2 il 52

ACCELERATOR_NAME= ﬂ
ACCELERATOR_ARN=$(aws globalaccelerator list-accelerators \
--query "Accelerators[?Name=="${ ACCELERATOR_NAMEY}].AcceleratorArn" \
--region us-west-2 \ 9
--output text
)
LISTENER_ARN=$(aws globalaccelerator list-listeners \
--accelerator-arn ${ACCELERATOR_ARN}\
--query "Listeners[*].ListenerArn" \
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128

--region us-west-2 \
--output text
)
aws globalaccelerator list-endpoint-groups \
--listener-arn ${LISTENER_ARN} \
--region us-west-2

B EHINEZRAI AR

i) AWS £FINESERN, KiEnIRZZE N us-west-2

{
"EndpointGroups": [
{

"EndpointGroupArn":
"arn:aws:globalaccelerator::606671647913:accelerator/d280fc09-3057-4ab6-9330-
6¢cbf1f450748/listener/8769072f/endpoint-group/a30b64ec1700",

"EndpointGroupRegion™: "eu-west-1",

"EndpointDescriptions": [

{

"Endpointld”: "arn:aws:elasticloadbalancing:eu-west-
1:606671647913:loadbalancer/net/a3¢c75f239541c4a6e9c48cf8d48d602f/5ba333e870
19ccf0",

"Weight": 128,

"HealthState": "HEALTHY",

"ClientIPPreservationEnabled": false

}

I

"TrafficDialPercentage": 100.0,

"HealthCheckPort": 443,

"HealthCheckProtocol": "TCP",

"HealthCheckintervalSeconds: 30,

"ThresholdCount": 3



3.20. AF A=

B 3E SRRE

B3 EndpointGroup, FH&ZIAR Endpoint #15E 1 & fhikHEA NLB.

aws globalaccelerator update-endpoint-group \

--endpoint-group-arn
arn:aws:globalaccelerator::606671647913:accelerator/d280fc09-3057-4ab6-9330-
6¢cbf1f450748/listener/8769072f/endpoint-group/a30b64ec1700 \

--region us-west-2 \

--endpoint-configurations '

[

{

"Endpointld": "arn:aws:elasticloadbalancing:eu-west-
1:606671647913:loadbalancer/net/a3¢c75f239541c4a6e9c48cf8d48d602f/5ba333e870
19ccf0",

"Weight": 128,

"ClientIPPreservationEnabled": false

2
{

"Endpointld”: "arn:aws:elasticloadbalancing:eu-west-
1:606671647913:loadbalancer/net/a49e56e51e16843b9a3bc686327¢c907b/9b786180e
d4eba3d",

"Weight": 128,

"ClientIPPreservationEnabled": false

}

]

RELZLRSELLRAY.

3.20.1. I SE A BLRER

LHH IR E Data Grid RERRESHITEEAZFNRSTESH, SEALESR, fm, FEkiR
H— Nt RBE LT R PTIERF.
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HEREERE, REHSPNBECHEFR, FABHOEDLRNEE, BXitRPNMERFRE
#BRER, LIBEERMNEEFRR.

3.20.2. g

3.20.2.1. Data Grid £

MNFAREN LT, site-a BHAIEKMGL R
H—EoNELER, REFERAFEK,

site-b E1 =2 AWS £/5#%2s EndpointGroup

g

H
[=]

My G R R/ PR A E, FHRIRSATRER SN Data Grid SRaFERE.

B—F B MBI =P HBR N B BUE.

EXIBLIR

KHAZLIEHIERM Keycloak, XFHEBRATAZIISIIEER Keycloak 2217, FBhILZLISHIERM
Keycloak k75 Data Grid F3#Z.
L ALIIEf9EER Keycloak Operator FREZLIEFIEM Keycloak I, THIFIEIIEER
Keycloak S:filHhBIZT IS EEH Keycloak SLHIEE A 0,

f£f Data Grid CLI T B;i%¥#%I Data Grid £#f :

oc -n keycloak exec -it pods/infinispan-0 -- ./bin/cli.sh --trustall --connect
https://127.0.0.1:11222
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BEKHIA Data Grid £EFMAF 2NEG, XEEEEERESILEBS PR H Data
Grid Operator i Deploying Data Grid for HA —=h it &,

W -

Username: developer
Password:
[infinispan-0-29897 @ISPN//containers/default]>

N
al

pod ZH#FEURTF Data Grid CR HiE X IR 4. “Henl@id Data Grid
SEPIEM pod SERX.

BITUTeS, RENMBLILREAREDER. SaRE A REERRE K
BRPRA ERNZEF IR,

e

I site take-offline --all-caches --site=site-a

"authenticationSessions" : "ok",
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Vlwork" : Vlok",

"loginFailures" : "ok",
"actionTokens" : "ok"

}

RESHKREZEN .

{

"status" : "offline"

}

MRRERE BL, HEEL—F,

g
IF

MEREH B, BNERBUERERMA bR,
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clearcache actionTokens
clearcache authenticationSessions
clearcache loginFailures
clearcache work

XERSRRITHERSIH,

EHE AMB L, RBIE S R MBS R E 6.

{

"authenticationSessions" : "ok",
'lworkll : 'lokll,

"loginFailures” : "ok",
"actionTokens" : "ok"

}

B 3E SRRE
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RESHTREN £,

"status" : "online"

}

Mz, BITEAESFRIRSMNETILREBRIBELRIER,
B BNERERR S R

f£f Data Grid CLI T Bi%¥#%I Data Grid £#f :

oc -n keycloak exec -it pods/infinispan-0 -- ./bin/cli.sh --trustall --connect
https://127.0.0.1:11222

BE KA Data Grid £RNAF ENEH, XIETREALETIEERS PH £/ Data
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Grid Operator i Deploying Data Grid for HA —Z=h ik &,

LiTh

Username: developer
Password:
[infinispan-0-29897 @ISPN//containers/default]>

al

pod ZFREURF Data Grid CR HiE LR AT, EH @ Data Grid
SHPME pod SERK.

b4 MEDh I RBIB Lkl RSB

"authenticationSessions" : "ok",
'lworkll : 'lokll,

"loginFailures” : "ok",
"actionTokens" : "ok"
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REMAEZFNEHIRER XN,

{

"status" : "online"

}

BT ERAESFMN push-site-status TSI, SFEREEHISENR.

site push-site-status --cache=actionTokens

site push-site-status --cache=authenticationSessions
site push-site-status --cache=loginFailures

site push-site-status --cache=work

{
"site-b" : "OK"

}
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{

"site-b" : "OK"
}
{

"site-b" : "OK"
}
{

"site-b" : "OK"
}

BEXRT MK, T# Cross-Site Documentation IR EER A 1HE,

MRMEHR, WHXREERFEEREL L

I site push-site-state --cache=<cache-name> --site=site-b

AU TS AEREERS

site clear-push-site-status --cache=actionTokens

site clear-push-site-status --cache=authenticationSessions
site clear-push-site-status --cache=loginFailures

site clear-push-site-status --cache=work
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"ok™
"ok"
"ok™
"ok™

WE, XIMRESFEEEZESP, ALUEXRED) Red Hat build of Keycloak:

EFRIEFREIAR,

JE B4 ERM Keycloak,

L ALIEfIEM Keycloak Operator ERELLIEHIEEH Keycloak I, fF4IIEFIER
Keycloak SEHIHh LT IEHIERM Keycloak SEHIEE SN RIATH,

3.20.2.2. AWS Aurora ¥UiEFEE

TREEMEF.

3.20.2.3. AWS Gilobal Accelerator

RS H N mE, AT RLMIER Bring a site online ZE 17 i B 2 Al B 2k s EHTANE
Global Accelerator EndpointGroup /i,

3.20.3. #t—% B it

150 B2 ¥Z BT Data Grid CLI fp 5,

3.21. ZREHBENRERRE

TS KRB BRI,

# OpenShift IMEHZITSREREN, BN ZAYREMANERE CEFHRTZT. #multi-

138



B 3E SRRE

cluster-introduction

ATUHRHE T o A FRIEZLIEH M Keycloak MIZ SERHXER URL. OpenShift BTR#1 Healthcheck
Siin s AABE

3.21.1. #k

FoE R EERNMBE S ARG, REEAP SR, XA R 2ISHIEN Keycloak N A
52: P S7 e

EEMRAA4NRREE (NMNARFRE. E0E. ZENRERGRY) FEEE:

mRE A

FEArA RN ST EREETER R TRRRRAATLULEGERNXE, BE— itREIH
=40it,

HETtEaE

&7 Data Grid ZEMEBRRANALH, HERIISHEMN Keycloak oI LLEN &b 215
HAthimin BuE kR IF MRS,

B

W R R R IE M Keycloak REAKFIINIE OpenShift AEHREERRERINE, REaILURE
HHIFH s B MER RS, MM SN,

3.21.2. FeREFH

1.
BREHBEE T kubectl CLI,

MRLEAEENRERSEPRE jq.

3.21.3. FFEMRRRE

3.21.3.1. ZIEHIEEM Keycloak i 839823k =
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it i E SRS RS IFLIEHE M Keycloak N ARFENEERRR, XHERREROIgH
B/ Keycloak aijjn], HAEFEHNSIER RHIEALE kML AEE S T,

A S REIZIIEH T Keycloak M ARFEEIIHAERIEFNRERT, MmBiABIEEEEN
AISEtE, WA IGERTERGO, mMATATHEB URL, 7 OpenShift Xi&EH, SEHREFRE
BRI LUEE Pod FAZE,

I curl -s https://keycloak:managementport/health

IS 30E 7 B39 2389 Ib-check Him, FHAMRILIBIEN Keycloak N ABRFEHBBIFEZ
ﬁo

I curl -s https://keycloak-load-balancer-url/Ib-check

XA RESSERREPREILIEMNEN Keycloak i Site A fl Site B Bz 1TIRA.

curl -s https://keycloak_site_a_url/Ib-check
curl -s https://keycloak_site_b_url/Ilb-check

3.21.3.2. Data Grid Cache R

K&ESER Data Grid REPERNEZFERENANZEFNERERRE. WREEN FAIEHER
Keycloak tEaEfI Rl SEEEXEE, R Data Grid #BFE A TFLLIBHEM Keycloak SBEHRMN A HAREF
EyTE SN

it 6r 43R[0 Data Grid ZFEESNEEREKRE, IBREA, BN Admin BRFARERMAFAE
UESRIREU B R,

I curl -s https://infinispan_rest_url/rest/v2/cache-managers/default/health/status

SRmtERRERRE, UTRERESE Admin FAFR#t Data Grid AP &R, #FAEKRN—5
4, LUMET fRSER Data Grid SRR R FHEARERR R,

curl -u <infinispan_users:<infinispan_pwd> -s https:/infinispan_rest_url/rest/v2/cache-
managers/default/health \

| jq 'if .cluster_health.health_status == "HEALTHY" and (all(.cache_health[].status; . ==
"HEALTHY")) then "HEALTHY" else "UNHEALTHY" end'
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jo iR ERBANZFRRILITEEARBRIOIN 1A, BETLUESESRE jq TiERE
RTzT hdeaRkEETREIFHHE.

3.21.3.3. Data Grid B9 %

¥4k Data Grid SERHIAHRENL, WIRER T RERAFEIE. LHHNTREROTT RN
BUEXEE,

oI LE S expectedCount 3 S8, LIREEHPHNT REH, HBIEE(IREESEET.

curl <infinispan_user>:<infinispan_pwd> -s https://infinispan_rest_url/rest/v2/cluster\?
action\=distribution \

| jq --argjson expectedCount 3 'if map(select(.node_addresses | length > 0)) | length ==
$expectedCount then "HEALTHY" else "UNHEALTHY" end’

3.21.3.4. 54k, Data Grid REEELRR

{1 oc CLI TE# i) Data Grid £8MEEIR R, UUKRIEEMAE R PHNLZLIEHERN Keycloak IR
%o WWHEARERHERIIBHER Keycloak FBBENFAHAEIERZTT, FH1E OpenShift AAEHIEHES
%o

oc get infinispan -n <NAMESPACE> -0 json \

| jq ".items[].status.conditions’\

| jq 'map({(.type): .status})' \

| jg 'reduce .[] as $item ([]; . + [keys][] | select($item[.] != "True")]) | if length == 0 then
"HEALTHY" else "UNHEALTHY: " + (join(", ")) end’

3.21.3.5. Red Hat build of Keycloak £ OpenShift 5k

Bk, 7 OpenShift FLIEHER Keycloak SBBMMEE MR EHEM, BERIISHEN
Keycloak £fl5e£i217, BARRUITAIRER N0 o] MR EHT,

oc wait --for=condition=Ready --timeout=10s keycloaks.k8s.keycloak.org/keycloak -n
<NAMESPACE>

oc wait --for=condition=RollingUpdate=False --timeout=10s
keycloaks.k8s.keycloak.org/keycloak -n <NAMESPACE>
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