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25 1% CEPH RESTFUL API

ENEHERER, EALUER Ceph RESTful API, 23#& R2ZH Red Hat Ceph Storage Dashboard $24tHY
Ceph API, LUES5 Red Hat Ceph Storage &8 RX B, &R LLUERAE X Ceph Monitor #1 OSD MIE &, L
ReqTx NHEEIET, EEZE A A8 Ceph i,
Ceph API fEFBLL IR -

e HTTP11

e JSON

e MIME #1 HTTP &M

o JWT

XEFERFS OpenAPI 3.0, FF& APIIEE, 15 RBEGIE. MRAZES. FOEIEMRT

FoRFH

o —NIEEZ1THI Red Hat Ceph Storage 52%,

1.1. CEPH API B9k A
Ceph RESTful APl WEE Bir2iR®iSENEO, N T EIEENED, Ceph API EFUTERIFIE :
o FAEImREE— MBI EREIARA, LuE iR XBIME,
o EAEE N m R A,
o HTTP ik FRFRER T 3k B R E im R B FIHA AR AN,
Wik
I Accept: application/vnd.ceph.api.vMAJOR.MINOR+json
AN

I Accept: application/vnd.ceph.api.v1.0+json

INR L HIM Ceph API RS 8 TIEMR R IZAFENRA, N¥F:R([E] 415 - Unsupported Media
Type MR,

o (HMAE ARA.

o FETLRMABAREM., BRI RERFBNHEKAITIEMINEL, LUKKFE it s AN RS
:_E%o

o REULEZMEHMEAIFREMN, BRSIEN R E R RB9E KK G BIRINE N,

1.2. CEPH API B B {05 ik FN =AY



% 13 CEPH RESTFUL API

1i[A] Ceph RESTful API KA I MEE R, B—MAERRIFEREREERRESIMINER k. H
R, BAZEIES BRI R e IEE rmea L O, 2. BH MR ERE,

FA P FFa(EF Ceph APl 2RI, &EBMHI JSON Web FHE(IWT), &7 LURIT /api/auth i s SR k6 FRiX

N,
ANl
[root@mon ~J# curl -X POST "https://example.com:8443/api/auth” \
-H "Accept: application/vnd.ceph.api.v1.0+json" \

-H "Content-Type: application/json" \
-d '{"username": user1, "password": password1}'

WHEBMEED APHEKR—E[ER, HEZNERE Authorization HTTP FrkH,
Wk

I curl -H "Authorization: Bearer TOKEN'" ...

HEHR
o METMELIEMER, 1S Red Hat Ceph Storage Administration Guide H#] Ceph &

IB—Z, https,//access.redhat.com/documentation/zh-cn/red_hat_ceph_storage/7/htmi-
single/administration_guide/#ceph-user-management

1.3. 5 AR CEPH API 4

Red Hat Ceph Storage Dashboard #2817 SSL 1R1FHI EE LR 7 hEEEEBI RESTul API 175/,

- e

WIRZH SSL, W& B G LUK INELIF DL X E Red Hat Ceph Storage X Z#k.
SERRM

o Ceph IE#ETT R HIRRIEH | 171X R,

o BIRELE—T ceph-mgr Fir AL FIZERES,

o HIEMEHT NG, EHEIR TCP inl18443 (¥/FSSL) #ITCP i#d 8080 (%A SSL) BFE#
BZEC ceph-mgr FIHHFER TI R _LEFTHF,

TR

1. &R E Cephadm shell :

by

I root@host01 ~J# cephadm shell
2. /5 RESTful 1H1# :

I [ceph: root@host01 /J# ceph mgr module enable dashboard


https://access.redhat.com/documentation/zh-cn/red_hat_ceph_storage/7/html-single/administration_guide/#ceph-user-management

Red Hat Ceph Storage 7 FF &% AGif5E
3. BJiE SSL uF7,
a. HIRHFIBTUE B W CA) T UL 7, TEFIUFBXFILE :
%k

ceph dashboard set-ssl-certificate HOST_NAME -i CERT_FILE
ceph dashboard set-ssl-certificate-key HOST_NAME -i KEY _FILE

b

[ceph: root@host01 /J# ceph dashboard set-ssl-certificate -i dashboard.crt
[ceph: root@host01 /]# ceph dashboard set-ssi-certificate-key -i dashboard.key

WREZERTF 1T 59—, 1EEm S H N HOST NAME :
b/

[ceph: root@host01 /J# ceph dashboard set-ssi-certificate host01 -i dashboard.crt
[ceph: root@host01 /J# ceph dashboard set-ssi-certificate-key host01 -i dashboard.key

b. B4&F, ETUEKEZEIH. B2, @EFESEIFHTEREEBHTTPS ikB9ZEL 2L
.

I [ceph: root@host01 /J# ceph dashboard create-self-signed-cert

i
i

K ZHIA Web M iRt BB U, XFEEHBTZEFE
BT,

4. BB, KEEHEHREAE :
29

echo -n "PASSWORD" > PATH _TO_FILE/PASSWORD_FILE
ceph dashboard ac-user-create USER_NAME -i PASSWORD_FILE ROLE

FHY

[ceph: root@host01 /J# echo -n "o@sswOrd" > /root/dash-password.ixt
[ceph: root@host01 /J# ceph dashboard ac-user-create user1 -i /root/dash-password.txt
administrator

XPTBICIE—1NE 7 userl B9, 1ZHH 2% administrator £ £,

5. FEHEFRESTIul #EHEM T, FTH Web IS, HIALITFURL :
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Hx

I httos://HOST_NAME:8443

by

I https.://host01:8443

WIREAEH T 55U, 50 Z 205
He xR

e ceph dashboard --help 7%,

e https://HOST_NAME:8443/doc i E, H# HOST NAME 2Z:517 ceph-mgr SEAIET 7 2589 1P 1
1f 4 E 7,

o UIFEZSE, HFSILIIEE ] Mis#EI Red Hat Enterprise Linux /™ ag X HH ZL 5516
&,
1.4. [A[IFIESE

14.1. XI55
KN BUHTESH Ceph AP| BB B X772 4%ERE. Ceph #2588, OSD, MHIEHIFIESAE,

1.4.1.1. Ao & EAT B FEEACE LT ?
KTt T A& REST ul 714 & B FEEF il E T R EH,

curl 5%
Em S ITHEE :

I curl --silent --user USER 'https.//CEPH_MANAGER:CEPH_MANAGER_PORT/api/cluster_conf'
B
o (EHHEER USER
o ([FEHEFEC ceph-mgr SLBIEG T R H IP it st 42 F 4] £ & CEPH_MANAGER
e CEPH_MANAGER_PORT #]TCP iz[O0%, 21/ TCP In[d%s % 8443,
FETITHIA - B,
WIREEHEZE U, 15ZH —insecure £ :
I curl --silent --insecure --user USER "https.//CEPH_MANAGER:8080/api/cluster_conf'

Python
1£ Python BEFEESH, HIA :

I $ python


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux
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>> import requests

>> result = requests.get('https.//CEPH_MANAGER:8080/api/cluster_conf', auth="USER",
"PASSWORD"))

>> print result.json()

B
o (BT E)ZE ceph-mgr SLBIR T = A IP il 2657 F 414 EH: CEPH_MANAGER
o @#FMHEE USER
o [EHHRIE S E H PASSWORD

WIREAE B 5507, 5%/ verify=False 77 :

$ python

>> import requests

>> result = requests.get('https.//CEPH_MANAGER:8080/api/cluster_conf', auth="USER",
"PASSWORD"), verify=False)

>> print result.json()

Web JIii#s
7£ Web JIii #8880, $A :

I https://CEPH_MANAGER:8080/api/cluster_conf

B
o @ HZLL ceph-mgr LB T B9 IP 4t 52 F Hl 5 E e CEPH_MANAGER

T HTHIA & FIE s

HewR

® Red Hat Ceph Storage 7 #9 FliE#55

1.4.1.2. Y & ZE Particular EZAE LT ?
KTt T U & B EEE LTI R EH,

curl 8%
Eom S ITHEA -

I curl --silent --user USER ‘https://CEPH_MANAGER:8080/api/cluster_conf/ARGUMENT'

Bt :
o (& EER USER
o (B BEFE ceph-mgr SLHIHG T RHG IP it 8647 ¥4 % CEPH_MANAGER
o FHEEEEHNAELTE ARGUMENT

T HTHIA B B 1o


https://access.redhat.com/documentation/zh-cn/red_hat_ceph_storage/7/html-single/configuration_guide/
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WRENEFEZE U, 5@ —-insecure A£I7 :
I curl --silent --insecure --user USER "https.//CEPH_MANAGER:8080/api/cluster_confARGUMENT'

Python
1£ Python BEFEESH, FIA :

$ python

>> import requests

>> result = requests.get('https.//CEPH_MANAGER:8080/api/cluster_conf/ARGUMENT', auth=
("USER", "PASSWORD"))

>> print result.json()

B :
o ([FHHEIZEE ceph-mgr SLHIET T R A9 IP ikt 2647 F H14 % CEPH_MANAGER
o REGEEEHIELTIEH ARGUMENT
o (& EER USER
o (EHAE BB GEH: PASSWORD

WIREAE B 5507, 5%/ verify=False 77 :

$ python

>> import requests

>> result = requests.get(‘https.//CEPH_MANAGER:8080/api/cluster_conf/ARGUMENT', auth=
("USER", "PASSWORD"), verify=False)

>> print result.json()

Web i
7 Web Mg 2850, A :

I https://CEPH_MANAGER:8080/api/cluster_conf/ARGUMENT

B :
o ([FHFEZE ceph-mgr SEAIHG T A H Pt 5647 E 414 E e CEPH_MANAGER
o ([FHEELERAESLIIEH: ARGUMENT

T HTHIA & FIE 150

Hewi

® Red Hat Ceph Storage 7 B9 FPIE#5

14.1.3. Mg &ZE OSD K BB LT ?
Kbt T & E OSD BIFr B BB ET R A 1H,

curl 5%
Em S ITH#EA :


https://access.redhat.com/documentation/zh-cn/red_hat_ceph_storage/7/html-single/configuration_guide/

Red Hat Ceph Storage 7 FF &% AGif5E

I curl --silent --user USER 'https.//CEPH_MANAGER:8080/api/osd/flags’

B
o (& EER USER
o ([FEFHEFEC ceph-mgr SLBIEG T R H IP it st 42 FH] £ & CEPH_MANAGER
FETITHIA - B,
WIRENEHE LU, 5@ A --insecure 77 :
I curl --silent --insecure --user USER 'https.//CEPH_MANAGER:8080/api/osd/flags’

Python
1£ Python BEFEESH, HIA :

$ python

>> import requests

>> result = requests.get('https.//CEPH_MANAGER:8080/api/osd/flags’, auth=("USER",
"PASSWORD"))

>> print result.json()

B
o (BT E)ZE ceph-mgr SLBIH T = A IP il 2657 F 414 EH: CEPH_MANAGER
o @#FMHEE USER
o [EH M RIE S E H: PASSWORD

WIREAE B 5507, 5%/ verify=False £ :

$ python

>> import requests

>> result = requests.get('https.//CEPH_MANAGER:8080/api/osd/flags’, auth=("USER",
"PASSWORD"), verify=False)

>> print result.json()

Web JIii#s
7£ Web JIii #8880, $A :

I https://CEPH_MANAGER:8080/api/osd/flags

B
o @ HELL ceph-mgr LB T B9 IP o4t 57 F Hl 5 E e CEPH_MANAGER

T HTHIA & FIE 5o

He i

® Red Hat Ceph Storage 7 #9 FliE#55

10
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1.4.1.4. i & & CRUSH il ?
KTt T A & & CRUSH 2,

curl 5%
Em S ITHEE :

I curl --silent --user USER ‘https://CEPH_MANAGER:8080/api/crush_rule’

B

o @#FMHEE USER

o ([T E)ZE ceph-mgr SLBIH T = A IP il 2657 F 414 EH: CEPH_MANAGER
T HTHIA B B 1o

WRENEFEZE U, 5@ —-insecure iA£I7 :
I curl --silent --insecure --user USER ‘https://CEPH_MANAGER:8080/api/crush_rule’

Python
1£ Python BEFEESH, FIA :

$ python

>> import requests

>> result = requests.get('https.//CEPH_MANAGER:8080/api/crush_rule’, auth=("USER",
"PASSWORD"))

>> print result.json()

B
o (BT E)ZE ceph-mgr SLBIR T = A 1Pt Bt %7 F 414 EH: CEPH_MANAGER
o @#FMHEE USER
o [EHH I RIE S E H: PASSWORD

WIREANEHE LU, 5@ verify=False £ :

$ python

>> import requests

>> result = requests.get('https.//CEPH_MANAGER:8080/api/crush_rule’, auth=("USER",
"PASSWORD"), verify=False)

>> print result.json()

Web i1
7 Web Mg #5850, A :

I https://CEPH_MANAGER:8080/api/crush_rule

B

o (BT EZE ceph-mgr SLBIH T = A IP il 2657 F 414 EH: CEPH_MANAGER

1
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T HTHIA & FIE 150

824774

\

® Red Hat Ceph Storage 7 EFE#5 T #19 CRUSH Rules B84

1.4.1.5. Ao 2 FHA X monitor BIE2 ?
K1t T A EE#FE monitor HIEE, BT :
® P it
o £
o HFLE

curl 5%
Em S ITHEE :

I curl --silent --user USER ‘https.//CEPH_MANAGER:8080/api/monitor’

B
o (& EER USER
o (FEHEFEC ceph-mgr SLBIEG TR H IP it st 42 F 4] £ & CEPH_MANAGER
FETITHIA - B,
WIRENEHE LU, 15 #A --insecure 77 :
I curl --silent --insecure --user USER 'https.//CEPH_MANAGER:8080/api/monitor’

Python
1£ Python BEFEESH, FIA :

$ python

>> import requests

>> result = requests.get('https.//CEPH_MANAGER:8080/api/monitor’, auth=("USER",
"PASSWORD"))

>> print result.json()

B
o (BT E)ZE ceph-mgr SLBIH T = A IP it 2657 F 414 EH: CEPH_MANAGER
o @#FMHEE USER
o [EHH I RIE S E H: PASSWORD

WIREAE B 5507, 5%/ verify=False 77 :

$ python
>> import requests
>> result = requests.get('https.//CEPH_MANAGER:8080/api/monitor’, auth=("USER",

12


https://access.redhat.com/documentation/zh-cn/red_hat_ceph_storage/7/html-single/storage_strategies_guide/#crush_rules
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"PASSWORD"), verify=False)
>> print result.json()

Web JIii#s
7£ Web JIi#88, A :

I https://CEPH_MANAGER:8080/api/monitor

B
o @ HELL ceph-mgr LB T B9 IP 4t 352 F Hl 5 E e CEPH_MANAGER

T HTHIA & FIE 1o

1.4.1.6. A{a/ & & %X F Particular monitor B8 ?
AT T AT EEFE monitor BIEE, I :

® P it

o Eff

o [PERE

curl 5%
Em S ITHEE -

I curl --silent --user USER ‘https://CEPH_MANAGER:8080/api/monitor/NAME’

B
o EHEEE USER
o ([EHiEZE ceph-mgr LG T s H IP i sk #2 F 415 B CEPH_MANAGER
e &/ monitor A E Y& EH: NAME

TN FIA B i

WRENEFEZE U, 5@ A —insecure 17 :

I curl --silent --insecure --user USER ‘https://CEPH_MANAGER:8080/api/monitor/NAME’

Python
1£ Python BEFEESH, #IA :

$ python

>> import requests

>> result = requests.get('https.//CEPH_MANAGER:8080/api/monitor/NAME’, auth=("USER",
"PASSWORD"))

>> print result.json()

B

o ([T E)ZE ceph-mgr SLBIR T = A IP it 2657 F 414 EH: CEPH_MANAGER

13
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o (& monitor 2EH] & E: NAME
o (EHHFEEM USER
o [(F/H B E: PASSWORD

WIREAE B 5507, 5%/ verify=False 77 :

$ python

>> import requests

>> result = requests.get('https.//CEPH_MANAGER:8080/api/monitor/NAME’, auth=("USER",
"PASSWORD"), verify=False)

>> print result.json()

Web ik
7 Web Mg #5850, A :

I https://CEPH_MANAGER:8080/api/monitor/NAME

B
o (BT E)ZE ceph-mgr SLBIE T = A IP it 2657 F 414 EH: CEPH_MANAGER
o &/ monitor 2E Y5 E#H NAME

T HTHIA & FIE s

1.4.1.7. A 2 & OSD #9528 7
ATt 7T EE OSD BIE/R, HI4 :
o [P ihtif
o Hih
o Xk
® |Veight

curl 8%
Em S ITHEA :

I curl --silent --user USER 'https://CEPH_MANAGER:8080/api/osd’
B -

o FHMHEEM USER

o (EEHEEL ceph-mgr SSBIBI T AR B IP HtL SEAE E H] % &% CEPH_MANAGER
FETHTHIA 7 E 1,

WRNEFHEEL U, 1@ --insecure 147 :

I curl --silent --insecure --user USER 'https.//CEPH_MANAGER:8080/api/osd’

14
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Python
1£ Python BEFEESH, HIA :

$ python

>> import requests

>> result = requests.get('https.//CEPH_MANAGER:8080/api/osd/, auth=("USER", "PASSWORD"))
>> print result.json()

B
o ([T E)ZE ceph-mgr SLBIET T = A IP it B %7 F 414 EH: CEPH_MANAGER
o @#FMHEE USER
o [EHHRIE S E H: PASSWORD

WIRENEHEZE U, 5@ verify=False £ :

$ python

>> import requests

>> result = requests.get('https.//CEPH_MANAGER:8080/api/osd/, auth=("USER", "PASSWORD"),
verify=False)

>> print result.json()

Web i
7 Web Mg 2850, A :

I https://CEPH_MANAGER:8080/api/osd
B

o ([T E)ZE ceph-mgr SLBIRT T = A IP it 2657 F 414 EH: CEPH_MANAGER

T HTHIA & FIE 1o

1.4.1.8. Ao Z & Particular OSD B4 ?
AP T WA EFRFE OSD BIE/E, B0 -
° P ittt
o Hjith
o XM
® |Veight

curl 5%
Em S ITHEE -

I curl --silent --user USER 'https://CEPH_MANAGER:8080/api/osd/ID'

B
o @M/ EEN USER

15



Red Hat Ceph Storage 7 FF &% AGif5E

o (BT E)ZE ceph-mgr SLBIRT T = A IP il 2657 F 14 EH: CEPH_MANAGER
o (& osd FERHSHIEIOSD H9ID E# ID
T HTHIA B B 1o

WRENEFEZE U, 5@ A —-insecure 17 :
I curl --silent --insecure --user USER 'https.//CEPH_MANAGER:8080/api/osd/ID’

Python
1£ Python BEFEESH, HIA :

$ python

>> import requests

>> result = requests.get('https://CEPH_MANAGER:8080/api/osd/ID', auth="USER", "PASSWORD"))
>> print result.json()

B
o (BT E)ZE ceph-mgr SLBIH T = A IP it 2657 F 414 EH: CEPH_MANAGER
o (& osd FERHSHEIOSD H9ID E# ID
o @#FMHEE USER
o [EHHRIE S E H PASSWORD

WIRENEHE LU, 5@ verify=False £ :

$ python

>> import requests

>> result = requests.get('https.//CEPH_MANAGER:8080/api/osd/ID', auth=("USER", "PASSWORD"),
verify=False)

>> print result.json()

Web i1
7 Web Mg #5850, A :

I https://CEPH_MANAGER:8080/api/osd/ID

B :
o (BT E)ZE ceph-mgr SLBIH T = A IP il 2657 F 414 EH: CEPH_MANAGER
o (& osd FRHSHEIOSD H9ID E# ID

T HTHIA & FIE 1o

1.4.1.9. ZHal#iE OSD _F af LU EBFLLH 2 ?
KT FITEH REST ul 1G4 & & /EHE e FEEFEEHFE, BTLUREZEIOSD £,
curl g5

TERTITHES

16
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I curl --silent --user USER ‘https://CEPH_MANAGER:8080/api/osd/ID/command’

B
o @AM EE USER
o (B TEZE ceph-mgr SLBIR T = A IP il 2657 F 414 EH: CEPH_MANAGER
o (& osd FERHSHEIOSD H9ID E# ID

T HTHIA B B 1o

WREEFEZE U, 5@ A —insecure £I7 :
I curl --silent --insecure --user USER "https.//CEPH_MANAGER:8080/api/osd/ID/command’

Python
1£ Python BEFEESH, #IA :

$ python

>> import requests

>> result = requests.get('https.//CEPH_MANAGER:8080/api/osd/ID/command’, auth="USER",
"PASSWORD"))

>> print result.json()

B :
o (BT E)ZE ceph-mgr SLBIH T = A IP il 2657 F 414 EH: CEPH_MANAGER
o (& osd FERHSIHIEIOSD H9ID E# ID
o @AM EE USER
o (EHH I RIE IS E H PASSWORD

WIREANEHE LU, 5@ verify=False £ :

$ python

>> import requests

>> result = requests.get(‘https.//CEPH_MANAGER:8080/api/osd/ID/command’, auth="USER",
"PASSWORD"), verify=False)

>> print result.json()

Web i
7 Web Mg #850, A :

I https://CEPH_MANAGER:8080/api/osd/ID/command

B
o (BT E)ZE ceph-mgr SLBIH T = A 1Pt 2657 F 414 EH: CEPH_MANAGER
o (& osd FERHFSHEIOSD H9ID E# ID

T HTHIA & FIE s
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1.4.1.10. T EEX FHEIES ?
KL T U EBBRIER, #IA :
o frid
o A
o HWEHHE

curl 5%
Em S ITHEE :

I curl --silent --user USER ‘https://CEPH_MANAGER:8080/api/pool’

B

o @M EE USER

o (BT E)ZE ceph-mgr SLBIH T = A IP il 2657 F 414 EH: CEPH_MANAGER
T HTHIA B B 1o

WRENEFEZE U, 5@ —-insecure £I7 :
I curl --silent --insecure --user USER ‘https://CEPH_MANAGER:8080/api/pool’

Python
1£ Python BEFEESH, #IA :

$ python

>> import requests

>> result = requests.get('https.//CEPH_MANAGER:8080/api/pool’, auth=("USER", "PASSWORD"))
>> print result.json()

B
o ([T EZE ceph-mgr SLBIH T = A IP it 2657 F 414 EH: CEPH_MANAGER
o @#FMHEE USER
o [EHHRIE S E H: PASSWORD

WIRENEHE LU, 5@ verify=False £ :

$ python

>> import requests

>> result = requests.get('https.//CEPH_MANAGER:8080/api/pool’, auth=("USER", "PASSWORD"),
verify=False)

>> print result.json()

Web i1
7 Web Mg #850, HA :

I https://CEPH_MANAGER:8080/api/pool

18
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B
o @ HZLL ceph-mgr LB T B9 IP 4t 52 F Hl 4 E e CEPH_MANAGER

T HTHIA & FIE s

1.4.1.11. A & F X F Particular jBIE/E ?
KL T U EFFEBRIER, B4 :

o frid

o A/

o WEHIHE

curl 5%
Em S ITHEA -

I curl --silent --user USER "https://CEPH_MANAGER:8080/api/pool/ID’

B
o EHEEE USER
o ([EHiEZE ceph-mgr LG T s H IP 4 sE#2 F 415 B CEPH_MANAGER
o (& pool FEHZIH AT R ID B ID

TN FIA B i

WRENEFEZE U, 5@ A —-insecure i£I7 :

I curl --silent --insecure --user USER 'https.//CEPH_MANAGER:8080/api/pool/ID’

Python
£ Python FEFEEEH, HIA :

$ python

>> import requests

>> result = requests.get(‘https.//CEPH_MANAGER:8080/api/pool/ID', auth=("USER", "PASSWORD"))
>> print result.json()

B
o ([EHTEZE ceph-mgr SLAIHT T s H IP e sE#2 F 415 B CEPH_MANAGER
o (#/F pool FERH3YHHI 9 ID EF ID
o @#FMHEE USER
o [EHHRIE IS E H PASSWORD

WIRENEHE LU, 5@ verify=False £ :
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$ python

>> import requests

>> result = requests.get('https.//CEPH_MANAGER:8080/api/pool/ID', auth=("USER", "PASSWORD"),
verify=False)

>> print result.json()

Web i
7 Web Mg 2850, A :

I https://CEPH_MANAGER:8080/api/pool/ID

B
o ([EHiEZE ceph-mgr SLAIHT T s H IP e sE 2 F 415 B CEPH_MANAGER
o (& pool FEHZIHETEHTID B ID

T - & I 1,

1.4.1.12. A EEXFEHAIEE ?
KTt THHTEEEVAIER, B0 :
o IHME
o Ceph FHiHEREID
® Ceph fkZ&

curl 5%
Em S ITHEE -

I curl --silent --user USER 'https://CEPH_MANAGER:8080/api/host’

B
o (EHHEER USER
o ([FEHEFEC ceph-mgr SLBIEG TR H IP it st 42 FH] £ & CEPH_MANAGER
TETITHIA - B,
WIRENEHE LU, 5@ A --insecure 77 :
I curl --silent --insecure --user USER 'https.//CEPH_MANAGER:8080/api’host’

Python
1£ Python BEFEESH, #IA :

$ python
>> import requests
>> result = requests.get('https.//CEPH_MANAGER:8080/api/host’, auth=("USER", "PASSWORD"))

>> print result.json()
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B
o ([T E)ZE ceph-mgr SLBIH T = A IP it 257 F 414 EH: CEPH_MANAGER
o @AM EE USER
o [EHHRIE IS E H: PASSWORD

WIREANEHE LU, 5@ verify=False £ :

$ python

>> import requests

>> result = requests.get('https.//CEPH_MANAGER:8080/api/host’, auth=("USER", "PASSWORD"),
verify=False)

>> print result.json()

Web i
7 Web Mg #850, A :

I https://CEPH_MANAGER:8080/api/host

B
o @ HELL ceph-mgr LB T B9 IP 4 52 F Hl 5 E e CEPH_MANAGER

T HTHIA & FIE s

1.4.1.13. ZMHa B & X F Particular ZHHIELE ?
KT8 T U E B EENANES, BIA -

o IHME

o Ceph FiHEREID

® Ceph hkZ&

curl 5%
Em S ITHEA :

I curl --silent --user USER ‘https.//CEPH_MANAGER:8080/api/host/HOST_NAME'

B
o EHEEE USER
o ([EHTEZE ceph-mgr SLABIHG T s H IP e sE#2 F 415 B CEPH_MANAGER
o (#/H7E hostname Lid 5l B9 EH] & i HOST _NAME

TN FIA B i

WREEFEZE U, 5@ —-insecure 77 :

I curl --silent --insecure --user USER ‘https.//CEPH_MANAGER:8080/api/host/HOST_NAME'
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Python
1£ Python BEFEESHR, FIA :

$ python

>> import requests

>> result = requests.get('https.//CEPH_MANAGER:8080/api/host/HOST_NAME', auth=("USER",
"PASSWORD"))

>> print result.json()

B
o ([EHiEZE ceph-mgr SLAIHT T s H IP e BE 2 F 415 B CEPH_MANAGER
o (#FHTE hostname JiH31H H9E ¥l & EH: HOST_NAME
o @#FMHEE USER
o [EHHRIE S E H: PASSWORD

WIREAE B 5507, 5%/ verify=False 77 :

$ python

>> import requests

>> result = requests.get('https.//CEPH_MANAGER:8080/api/host/HOST_NAME', auth=("USER",
"PASSWORD"), verify=False)

>> print result.json()

Web i1
7 Web Mg 2850, A :

I https.//CEPH_MANAGER:8080/api’host/HOST_NAME

B
o ([FEHEFEC ceph-mgr SLBIEG TR H IP it st 42 F 4] £ & CEPH_MANAGER
o (#FHTE hostname s3I H HIE ¥ & EH: HOST_NAME

FETITHIA /& I 50

14.2. ENAIE
FHNBUMTE S Ceph AP B3 OSD BB AT, OSD IS LR BHIERISE B,

1.4.2.1. 2 &EH OSD AELTT ?
Kbt T A& H RESTful #F5#EBE K OSD A& T,

curl 5%
Em S ITHEE :

echo -En '{"OPTION": VALUE}' | curl --request PATCH --data @- --silent --user USER
'https://CEPH_MANAGER:8080/api/osd/flags’
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B

o ([FHEIEMAIETIEH: OPTION, pause noup, nodown, noout noin nobackfill norecover
noscrub, nodeep-scrub

e /7A true 3t falsef) VALUE

o (#fHEE USER

o ([EAHEITE ceph-mgr LAY T SR IP 4 Bt 4T Y £ B/ CEPH_MANAGER
T B 1,

WREEFHEZE UL, E@&H --insecure 7 :

echo -En '{"OPTION": VALUE}' | curl --request PATCH --data @- --silent --insecure --user USER
'https://CEPH_MANAGER:8080/api/osd/flags’

Python
£ Python FEFEEEH, HIA :

$ python

>> import requests

>> result = requests.patch('https.//CEPH_MANAGER:8080/api/osd/flags’, json={"OPTION": VALUE]},
auth=("USER", "PASSWORD"))

>> print result.json()

B
o (@ HELL ceph-mgr LB T B9 IP 4t 52 F Hl 5 & CEPH_MANAGER

o ([FHEIEMAIATIEH: OPTION, pause noup, nodown, noout noin nobackfill norecover
noscrub, nodeep-scrub

e (#/H True 2t False £ VALUE
o (FHHFEE USER
o [(FfH B E : PASSWORD

WIRENE B 5507, 5%/ verify=False 77 :

$ python

>> import requests

>> result = requests.patch('https.//CEPH_MANAGER:8080/api/osd/flags’, json={"OPTION": VALUE]},
auth=("USER", "PASSWORD"), verify=False)

>> print result.json()

1.4.2.2. #oJEK OSD H&,A& ?
KN B T #EH RESTful #E#EEDN OSD BIAE,

curl 5%
Em S ITHEA -
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echo -En '{"STATE": VALUE}' | curl --request PATCH --data @- --silent --user USER
'https://CEPH_MANAGER:8080/api/osd/ID’

Bt
o FHZEHTRIRLE (in Bt up) E# STATE
o %% true 2t falsesy VALUE
o #HAFEEM USER
o (FFHEFEC ceph-mgr SLBIEG TR H IP it st 42 F 4] £ & CEPH_MANAGER
o (&/H osd FERHFHHIOSD B9ID E% ID
TR TIA B B,

WRENEFHEEE U, @ --insecure 147 :

echo -En '{"STATE": VALUE}' | curl --request PATCH --data @- --silent --insecure --user USER
'https://CEPH_MANAGER:8080/api/osd/ID’

Python
1£ Python BEFEESH, #IA :

$ python

>> import requests

>> result = requests.patch('https.//CEPH_MANAGER:8080/api/osd/ID’, json={"STATE": VALUE]},
auth=("USER", "PASSWORD"))

>> print result.json()

B
o ([EHiEZE ceph-mgr LT T s H IP e sE#2 F 415 B CEPH_MANAGER
o (& osd FERHFSHIEIOSD H9ID E# ID
o FHERTHILE (in 2t up) Bt STATE
e {#/H True =t False f£7 VALUE
o @AM EE USER
o [EHHRIE S E H PASSWORD

WIRENE B 5507, 5%/ verify=False 77 :

$ python

>> import requests

>> result = requests.patch('https.//CEPH_MANAGER:8080/api/osd/ID’, json={"STATE": VALUE]},
auth=("USER", "PASSWORD"), verify=False)

>> print result.json()

1.4.2.3. AT EFHT MK OSD ?
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AT 1bd 74T E L OSD AIINE,

curl 5%
Em S ITHEE -

echo -En '{"reweight": VALUE}' | curl --request PATCH --data @- --silent --user USER
'https://CEPH_MANAGER:8080/api/osd/ID’

B :
o HEATIEL VALUE
o (& EER USER
o ([FHHEZEE ceph-mgr SLHIETTI R E9 IP ikt 2647 F H14 &% CEPH_MANAGER
o &/ osd FEHFHHIOSD #9ID & ID
TETITHIA - B,

WRNEFHEEEZ U, E@&H --insecure 147 :

echo -En '{"reweight": VALUE}' | curl --request PATCH --data @- --silent --insecure --user USER
'https://CEPH_MANAGER:8080/api/osd/ID’

Python
1£ Python BEFEESH, HIA :

$ python

>> import requests

>> result = requests.patch('https.//CEPH_MANAGER:8080/0sd/ID', json={"reweight": VALUE}, auth=
("USER", "PASSWORD"))

>> print result.json()

B :
o ([FHHEIZEE ceph-mgr SEHIFT T R A9 IP ikl 2647 F H14 &% CEPH_MANAGER
o &/ osd FERHFHHIOSD #9ID &4 ID
o HEATIEL VALUE
o (EHHEER USER
o (EHE BB GEH: PASSWORD

WIREAE B 5507, 5%/ verify=False £ 77 :

$ python

>> import requests

>> result = requests.patch('https.//CEPH_MANAGER:8080/api/osd/ID’, json={"reweight": VALUE},
auth=("USER", "PASSWORD"), verify=False)

>> print result.json()

1.4.2.4. AHTEXBHIES ?
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X BB 1EA T A EFH RESTFul 14 B K HFEEAIE S

curl 5%
Em S ITH#EE :

echo -En '{"OPTION": VALUE}' | curl --request PATCH --data @- --silent --user USER
‘hitps://CEPH_MANAGER:8080/api/pool/ID’

Bt :
o RHEEKLILETIEH: OPTION
o ([FFEATIEIHTEEH: VALUE
o (EHHEER USER
o ([FHHEZEE ceph-mgr SLHIHT T R A9 IP 4l 2647 F H14 &% CEPH_MANAGER
o [&/H pool FEHZIHAT AT ID B ID
TETITHIA - B,

WREEFHEZL LB, E@&H --insecure 7 :

echo -En '{"OPTION": VALUE}' | curl --request PATCH --data @- --silent --insecure --user USER
'https://CEPH_MANAGER:8080/api/pool/ID’

Python
1£ Python BEFEESHH, FIA :

$ python

>> import requests

>> result = requests.patch('https.//CEPH_MANAGER:8080/api/pool/ID', json={"OPTION": VALUE},
auth=("USER, "PASSWORD"))

>> print result.json()

B :
o ([FEHEIZEE ceph-mgr SLHIBT T R A9 IP 4l 2647 F H14 &% CEPH_MANAGER
o (&/H pool FEHZIHAT AT ID B ID
o RHEEKLILETIEH: OPTION
o ([FFATIEIHTEEH VALUE
o (& EER USER
o (EHHE BB GEH: PASSWORD

WIREANEHEZE U, 15 # A verify=False £ :

$ python
>> import requests
>> result = requests.patch('https.//CEPH_MANAGER:8080/api/pool/ID', json={"OPTION": VALUE},
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auth=("USER, "PASSWORD"), verify=False)
>> print result.json()

14.3. EHEEEF

KN EZBUNT @& Ceph API 7£ OSD L AJ#AE B FE St REEHE, BB MMt BRI, WRIEK )
gk,

1.4.3.1. 41fa 7 OSD _LizfTVERIHEE ?

K T HMTEH RESTful APl ZF OSD _Fi57TIBERGHRS, 41 EtE st R E e,

curl 5%
Em S ITHEA :

echo -En '{"command": "COMMAND"}' | curl --request POST --data @- --silent --user USER
‘hitps://CEPH_MANAGER:8080/api/osd/ID/command’

B

o HHEFBHECEER. FEEE sHEL)H COMMAND, %iF OSD L5 # 127478, FIgFE
& F14.1.9 7 "4 E OSD _E 5l LG EHFLEHFE 27,

o @AM EE USER
o ([EHTEZE ceph-mgr SLAIHG T s H IP i BE 2 F 415 B CEPH_MANAGER
o (& osd FERHSHIEIOSD H9ID E# ID

TETHT A BT,

WMREEFHEZE LB, E@&H --insecure £ :

echo -En '{"command": "COMMAND"}' | curl --request POST --data @- --silent --insecure --user
USER 'https://CEPH_MANAGER:8080/api/osd/ID/command’

Python
1£ Python BEFEESH, HIA :

$ python

>> import requests

>> result = requests.post('https.//CEPH_MANAGER:8080/api/osd/ID/command’, json={"command":
"COMMAND"}, auth=("USER", "PASSWORD"))

>> print result.json()

Bt -
o ([FHTETEL ceph-mgr SLRIRG T R B IP Hff BG4 F A E e CEPH_MANAGER
o (#/H osd FERHZIHEIOSD H7ID B ID

o HHEFBIHECEER. FREELE sHEL)K COMMAND, %iF OSD L #1Z74F8, iFIgFE
& F14.19 7 "4 E OSD _E 5l LG EHFLEHFE 27,

o @#FMHEE USER
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o [EHHRIE S E H PASSWORD

WIREANE B 5507, 5%/ verify=False 77 :

$ python

>> import requests

>> result = requests.post('https.//CEPH_MANAGER:8080/api/osd/ID/command’, json={"command":
"COMMAND"}, auth=("USER", "PASSWORD"), verify=False)

>> print result.json()

1.4.3.2. oI BYEEFT t ?
IXEBH A T AT FH RESTFul 351 OISt

curl 5%
Em S ITHEE -

echo -En '{"name": "NAME", "og_num": NUMBER}' | curl --request POST --data @- --silent --user
USER 'https://CEPH_MANAGER:8080/api/pool’

B :

1ZBFTHBHE HEH NAME

R EH# E &% NUMBER

ZHEA & & USER

&[G EEEC ceph-mgr SLHIBT 77 s 79 IP s 4iF 2642 41 % &% CEPH_MANAGER
T HTHIA B B 1o

WMREEFHEZL UL, E@&H --insecure £ :

echo -En '{"name": "NAME", "og_num": NUMBER}' | curl --request POST --data @- --silent --
insecure --user USER 'https://CEPH_MANAGER:8080/api/pool’

Python
1£ Python BEFEESH, HIA :

$ python

>> import requests

>> result = requests.post('https.//CEPH_MANAGER:8080/api/pool’, json={"name": "NAME",
"pg_num": NUMBER)}, auth=("USER", "PASSWORD"))

>> print result.json()

B
o (BT E)ZE ceph-mgr SLBIE T = A IP it 2657 F 414 EH: CEPH_MANAGER
o ([FEETEEIE FHEH NAME
o [FHENHEEH NUMBER

o @#FMHEE USER
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o [EHH I RIE S E H PASSWORD

WIREANEHE LU, 5@ verify=False £ :

$ python

>> import requests

>> result = requests.post(‘https.//CEPH_MANAGER:8080/api/pool’, json={"name": "NAME",
"pg_num": NUMBER)}, auth=("USER", "PASSWORD"), verify=False)

>> print result.json()

1.4.3.3. Z0fa R ?
X BB I T A (& RESTful 7 EMR

BINIER FEIULULIFK, BEARITFE, HIFUTFTSEHFNE Ceph BEIEREF.
I mon_allow_pool_delete = true

curl 5%
Em S ITH#EA -

I curl --request DELETE --silent --user USER 'htips.//CEPH_MANAGER:8080/api/pool/ID’

B
o @AM EE USER
o ([EHiEFE ceph-mgr SLAIHG T s HT IP e BE#2 F 415 B CEPH_MANAGER
o (& pool FEHZIHAT R ID & ID

TET T BT,

WREEFEZE U, 5@ A —-insecure 17 :
I curl --request DELETE --silent --insecure --user USER 'https://CEPH_MANAGER:8080/api/pool/ID’

Python
1£ Python BEFEESH, FIA :

$ python

>> import requests

>> result = requests.delete('https.//CEPH_MANAGER:8080/api/pool/ID', auth="USER",
"PASSWORD"))

>> print result.json()

B :
o ([T E)ZE ceph-mgr SLBIH T = A IP il B %7 F 14 EH: CEPH_MANAGER
o (#/F pool FERH3YHHI AT ID EF ID
o @AM EE USER
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o [EHH I RIE S E H PASSWORD

WIREANE B 5507, 5%/ verify=False 77 :

$ python

>> import requests

>> result = requests.delete('https.//CEPH_MANAGER:8080/api/pool/ID', auth="USER",
"PASSWORD"), verify=False)

>> print result.json()
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2 Z CEPH X/ R X EHEAPI

ENFF4LE, RILUEN 5 RESTul b fHEEFIERECI(AP]) 3 EH EHE Ceph W SRM*, Ceph X15RM*
1£ RESTful APl #i#€# T radosgw-admin &> 5 HIZIEE, AT LIEEEE . #HE. BAFIER, #a5K

fth EEF L5 F K,

% 2,;5*
ZINEBE X FEEIE Ceph X RPIX I &R 51T 57 H.

A

User

RESTful HTTP(s) access

v v v

S3 API Swift API Admin API
vy vy
Load balancer Load balancer
(primary) (secondary)

Host1 Host 2 Host 3

! !
O 9O AT O 9O

Ceph Ceph Object Ceph Ceph Object Ceph Ceph Object
Monitor Gateway <> Monitor Gateway <> Monitor Gateway

Ceph Ceph Ceph <+—> Ceph Ceph Ceph <+ Ceph Ceph Ceph
OoSsD1 OsD 2 0OSD 3 OSD 1 0osD 2 OSsD 3 0osD1 0OSD 2 OSD 3
Host 4 Host 5 Host 6

Ceph storage cluster

EZEAPI 1EHLUTFIHEE -
o BRULEK

o [HFKFEEE

o EHEHF

o IR
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o [IE
o &K
o Mk
o PIBFHAF
o BHFHF
o MEEFAF
o FFYREETE
o i
o Mk
o EHETE
o [IE
o Mk
® bucket EFE
o J{H{Bucket 158
o fEZFE/
o Mk
o
o HUHAEE
o policy
X RETE
o Mk

o policy

EHER

o S
o KB
o JIHY Bucket

o i%i& Bucket

KRS

W=
PG LRI R
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T RFA

o —NEFEZ{THIRed Hat Ceph Storage 2%,

® RESTful &/ i,

2.1 EIEIRF

B R i RRFE LI(API) 15 R FFELL BT DB AT admin" R A L sE FF LB URI _EiH T, EHEAPI BIHIY
BEE T S3 BRI, BLiRiEEER " EEFFIEEIIEE, NN A ERXML 5 JSON) aTEERTE
TENIERBE] format' FETT, HIEFHEE, WA JSON,

FhY

PUT /admin/user?capsé&format=json HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME
Content-Type: text/plain

Authorization: AUTHORIZATION_TOKEN

usage=read

2.2. EE BRI nFiE K

Amazon B9S3 fRF & 1) BF 7R E KFR-LH908 7% Fll secret BFHRITIE G K, EHIEMIET G195 LT
IBKBIIFLL, 17 @AITAE LSS, L SSL FF#H,

S3 API BIX BB FHBIESS K @ AR S3 & /i, 40 Amazon SDK for Java 2t Python Boto #9
AmazonS3Client, X4/#=7135#F Ceph W RIGKEEE T APl, ERTLUERFEHY X L/%EF L Ceph
Admin APl, &, HaTLIBIEEME—HIHX 5 i,

BIE execute () %

AT CephAdminAPI i BIZE & T T A I RE T A7 K S BT execute() 75)%, FuFigK, VH
Ceph Admin APl F4L iz,

CephAdminAPI X FOIF#3%1F, TEHTRWHAZE, SRAETE BN,

Vg/H Ceph Xf Rp*

client code B ZEXf Ceph X RMKXHIE TN, LUE7 CRUD HE1E :
o PIBMAEF
o JLERAF

o[BS
o BIEFHS
o A
BRI TA), 15 7CER httpocomponents-client-4.5.3 Apache HTTP 2H#¢, el LU A F#HZX

4 : http;//hc.apache.org/downloads.cgio #EAEIEY T tar X, HAE lib R, HIFABEEHE
JAVA_HOME H:RE9 /jre/lib/ext B-7#H, 2tEE X classpath,

33


http://hc.apache.org/downloads.cgi

Red Hat Ceph Storage 7 FF &% AGif5E

LR E CephAdminAPI EBIHT, 157 E execute() KA HTTP Fi%, 15 KEBEE, BFEHFRE
B null (TIRKIEE) , URSHIRS, E@HF7ZIR (4 subuser 7] key ) 717, ZEFEEE
execute () 7 EHFIEEFITIRIENEH,
%

1. & URI,

2. HEHTTP frtFF4,

3. ZBHEHTTP i#3K, #1PUT. POST. GET. DELETE,

4. FEHTTP PRk FRFEFIIEK IR, #550 Date £,

5. 7EHTTP iF3KFr4H7570 Authorization #7%,

6. LBIEHTTP &/ 1, FICHLBIEEIHTTP iFK,

7. KHEK,

8. &[EIAL,

HIBIN L F &
F L FfFE RS K Amazon BYS3 G175 1L TR FERI—EE 5. B, THILZEMT -

1. FIhEKEZE, % PUT. POST., GET #IDELETE,
2. WA,
3. JHlrequestPath,

IBEREBNENKE, REFI-FHEMERE, WRREELZE, BHEIUFEN. BAEFE LICGMT &
s, ENIEG U FFRIL,

exemplary 7558 FIFITR P55, Amazon S3 G174 L Fe1% x-amz Fib /5%, B, WREZE
SO0 x-amz P12, R FENTZFIMEN

W T It FfFEE, FT—HEXLBIEHTTP i5KH# %1% URl, exemplary J5;%1&/H PUT £ 6/#/H F #1F
7, GET XU, POST FF1524/F - #1 DELETE #k:FH /.,

SERIE T —1ERE, G0 Date il /s8R Authorization 77k, Amazon B9S3 S1445 LF (& Fn
Authorization F5>t, BZZH30F :

I Authorization: AWS ACCESS KEY:HASH OF HEADER AND SECRET
CephAdminAPI ~BI# £ % base64ShalHmac () 7%, EEEI-LFFE/ admin B H)secret &

£, FHHFSHATHMAC &[G H base-64 Fii5F#F4E, 1 execute() 1iHE51F 4B 5 —1T 15 F 1 E
Authorization 7r=L :

httpRequest.addHeader("Authorization”, "AWS " + this.getAccessKey() + ":" +
base64Sha1Hmac(headerString.toString(), this.getSecretKey()));

LU CephAdminAPI 7= B8 Z K EF Ly IR Z 5, secret BF e flinm sR (E18 25 1418 85, FIERTESITI BN
e85 17]& 7%,

FHY
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import java.io.lOException;

import java.net.URI;

import java.net.URISyntaxException;

import java.time.OffsetDate Time;

import java.time.format.Date TimeFormatter;
import java.time.Zoneld;

import org.apache.http. HttpEntity;

import org.apache.http.Name ValuePair;

import org.apache.http.Header;

import org.apache.http.client.entity.UrlEncodedFormEntity;

import org.apache.htip.client. methods.CloseableHttpResponse;

import org.apache.htip.client. methods. HttoRequestBase;
import org.apache.htip.client. methods. HttpGet;

import org.apache.htip.client. methods. HttpPost;

import org.apache.htip.client. methods. HttpPut;

import org.apache.http.client. methods.HttpDelete;

import org.apache.htip.impl.client.CloseableHttpClient;
import org.apache.htip.impl.client.HttpClients;

import org.apache.htip.message.BasicNameValuePair;
import org.apache.http.util. Entity Utils;

import org.apache.htip.client.utils. URIBuilder;

import java.util. Base64;

import java.util. Base64.Encoder;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;
import javax.crypto.spec.SecretKeySpec;

import javax.crypto.Mac;

import java.util.Map;

import java.util.lterator;
import java.util.Set;

import java.util. Map.Entry;
public class CephAdminAPI {

/*

* Each call must specify an access key, secret key, endpoint and format.

Y/
String accessKey;
String secretKey;
String endpoint;
String scheme = "htip"; //http only.
int port = 80;

/*

% 2 ZE CEPH MRMXEE API

* A constructor that takes an access key, secret key, endpoint and format.

Vi

public CephAdminAPI(String accessKey, String secretKey, String endpoint){

this.accessKey = accessKey;
this.secretKey = secretKey;
this.endpoint = endpoint;

}

/*
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* Accessor methods for access key, secret key, endpoint and format.
¥

public String getEndpoint(){
return this.endpoint;

}

public void setEndpoint(String endpoint){
this.endpoint = endpoint;

}

public String getAccessKey(){
return this.accessKey;

}

public void setAccessKey(String accessKey){
this.accessKey = accessKey;

}

public String getSecretKey(){
return this.secretKey;

}

public void setSecretKey(String secretKey){
this.secretKey = secretKey;

}

/*
* Takes an HTTP Method, a resource and a map of arguments and
* returns a CloseableHT TPResponse.
Y/
public CloseableHttpResponse execute(String HT TPMethod, String resource,
String subresource, Map arguments) {

String httoMethod = HTTPMethod;

String requestPath = resource;

StringBuffer request = new StringBuffer();
StringBuffer headerString = new StringBuffer();
HttpRequestBase httpRequest;
CloseableHttpClient httpclient;

URI uri;

CloseableHttpResponse httoResponse = null;

try {

uri = new URIBuilder()
.setScheme(this.scheme)
.setHoslt(this.getEndpoint())
.setPath(requestPath)
.setPort(this.port)

.build();

if (subresource != null){

uri = new URIBuilder(uri)
.setCustomQuery(subresource)
.build();
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for (lterator iter = arguments.entrySet().iterator();
iter.hasNext();) {
Entry entry = (Entry)iter.next();
uri = new URIBuilder(uri)
.setParameter(entry.getKey().toString(),
entry.getValue().toString())
.build();

}

request.append(uri);
headerString.append(HTTPMethod.toUpperCase().trim() + "\n\n\n");

OffsetDateTime dateTime = OffsetDateTime.now(Zoneld.of("GMT"));
DateTimeFormatter formatter = DateTimeFormatter. RFC 1123 DATE TIME;
String date = dateTime.format(formatter);

headerString.append(date + "\n");
headerString.append(requestPath);

if (HTTPMethod.equalslgnoreCase("PUT")){
httpRequest = new HitpPut(uri);

} else if (HTTPMethod.equalsignoreCase("POST")){
httpRequest = new HttpPost(uri);

} else if (HTTPMethod.equalsignoreCase("GET")){
httpRequest = new HitpGet(uri);

} else if (HTTPMethod.equalsignoreCase("DELETE")){
httpRequest = new HitipDelete(uri);

}else{
System.err.printin("The HTTP Method must be PUT,
POST, GET or DELETE.");
throw new IOException();

}

htipRequest.addHeader("Date", date);
htipRequest.addHeader("Authorization”, "AWS " + this.getAccessKey()
+ """ + base64Sha1Hmac(headerString.toString(),
this.getSecretKey()));

httpclient = HttpClients.createDefault();
httpResponse = httpclient.execute(htipRequest);

} catch (URISyntaxException e){
System.err.printin("The URI is not formatted properly.");
e.printStackTrace();

} catch (IOException e){
System.err.printin("There was an error making the request.”);
e.printStackTrace();

}

return httoResponse;

}
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/*
* Takes a uri and a secret key and returns a base64-encoded
* SHA-1 HMAC.
Y/

public String base64Shai1Hmac(String uri, String secretKey) {
try {

byte[] keyBytes = secretKey.getBytes("UTF-8");
SecretKeySpec signingKey = new SecretKeySpec(keyBytes, "HmacSHA1");

Mac mac = Mac.getInstance("HmacSHA1");
mac.init(signingKey);

byte[] rawHmac = mac.doFinal(uri.getBytes("UTF-8"));

Encoder base64 = Base64.getEncoder();
return base64.encodeToString(rawHmac);

} catch (Exception e) {

throw new RuntimeException(e);
}
}

/

JE4E CephAdminAPIClient 7~3% 7 7 21T 4I/E CephAdminAPI 25, 1515 K5 H k5,
execute () FHZAFKOIE TEER. BRTHINIERAE

FH

import java.io.lOException;

import org.apache.htip.client. methods.CloseableHttpResponse;
import org.apache.http. HttpEntity;

import org.apache.http.util. Entity Utils;

import java.util.*;

public class CephAdminAPIClient {
public static void main (String[] args){

CephAdminAPI adminApi = new CephAdminAPI ("FFC6ZQ6EMIF64194158N",
"Xac39eCARhITGecCAUreuwe1ZuH50VQFa51IbEMVoT",
"ceph-client");

Ve
* Create a user
Y/
Map requestArgs = new HashMap();
requestArgs.put("access”, "usage=read, write; users=read, write");
requestArgs.put("display-name", "New User");
requestArgs.put("email”, "new-user@email.com”);
requestArgs.put("format”, "json");
requestArgs.put("uid”, "new-user");

CloseableHttpResponse response =
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adminApi.execute("PUT", "J7admin/user", null, requestArgs);

System.out.printin(response.getStatusLine());
HttpEntity entity = response.getEntity();

try {
System.out.printin("\nResponse Content is: "

+ EntityUtils.toString(entity, "UTF-8") + "\n");
response.close();

} catch (IOException e){
System.err.printin ("Encountered an I/O exception.”);
e.printStackTrace();

}

Ve
* Get a user
Y/
requestArgs = new HashMap();
requestArgs.put("format”, "json");
requestArgs.put("uid”, "new-user");

response = adminApi.execute("GET", "/admin/user”, null, requestArgs);

System.out.printin(response.getStatusLine());
entity = response.getEntity();

try {
System.out.printin("\nResponse Content is: "

+ EntityUtils.toString(entity, "UTF-8") + "\n");
response.close();

} catch (IOException e){
System.err.printin ("Encountered an I/O exception.”);
e.printStackTrace();

}

/*

* Modify a user

Y/
requestArgs = new HashMap();
requestArgs.put("display-name”, "John Doe");
requestArgs.put("email”, "johndoe@email.com”);
requestArgs.put("format”, "json");
requestArgs.put("uid”, "new-user");
requestArgs.put("max-buckets”, "100");

response = adminApi.execute("POST", "/admin/user”, null, requestArgs);

System.out.printin(response.getStatusLine());
entity = response.getEntity();

try {
System.out.printin("\nResponse Content is: "

+ EntityUtils.toString(entity, "UTF-8") + "\n");
response.close();

} catch (IOException e){
System.err.printin ("Encountered an I/O exception.”);
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e.printStackTrace();
}

/*

* Create a subuser

Y/
requestArgs = new HashMap();
requestArgs.put("format”, "json");
requestArgs.put("uid”, "new-user");
requestArgs.put("subuser”, "foobar");

response = adminApi.execute("PUT", "Jadmin/user”, "subuser”, requestArgs);
System.out.printin(response.getStatusLine());
entity = response.getEntity();

try {
System.out.printin("\nResponse Content is: "

+ EntityUtils.toString(entity, "UTF-8") + "\n");
response.close();
} catch (IOException e){
System.err.printin ("Encountered an I/O exception.”);
e.printStackTrace();

}

/*

* Delete a user

Y/
requestArgs = new HashMap();
requestArgs.put("format”, "json");
requestArgs.put("uid”, "new-user");

response = adminApi.execute("DELETE", "Jadmin/user”, null, requestArgs);
System.out.printin(response.getStatusLine());
entity = response.getEntity();

try {
System.out.printin("\nResponse Content is: "

+ EntityUtils.toString(entity, "UTF-8") + "\n");
response.close();

} catch (IOException e){
System.err.printin ("Encountered an I/O exception.”);
e.printStackTrace();

}
}
/
REZR

o UIFETHEEZIFMEL, 1EZ) Red Hat Ceph Storage Developer Guide A9 S3 51747 1F &5
o

® FXAmazon S3 B4 L HFERIE T IZHIBEFE, 1554 Amazon Simple Storage Service X1 #
B9 Signing and Authenticating REST Requests Z84%
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2.3. QB EEEFH

EZZ

FE [ Ceph ¥ RMK 7 sR:151T radosgw-admin &5, 15HER 17 =84 admin &%, admin
B AT LIMAEST Ceph 12T iR 2 #1,

TCRFA
o Ceph X/ SRIFK 17 s BIRRIH 77T KR,

TR
. BIEXI RIS :

Hx
I radosgw-admin user create --uid="USER_NAME" --display-name="DISPLAY _NAME"

FHY

I [user@client ~]$ radosgw-admin user create --uid="admin-api-user" --display-name="Admin
API User”

radosgw-admin i3 517 7R EHF& G /s

ki

"user_id": "admin-api-user",

"display_name": "Admin API User",

"email": ",

"suspended”: 0,

"max_buckets": 1000,

"auid": 0,

"subusers": [],

"keys": [

{

"user": "admin-api-user",
"access_key": "NRWGT19TWMYOB1YDBV1Y",
"secret_key": "gr1VEGIV7rxcP3xvXDFCo4UDwwI2YoNrmtRIIAty"

}

I

"swift_keys": [],

"caps": [],

"op_mask": "read, write, delete",

"default_placement”: ",

"placement tags": [],

"bucket_quota”: {
"enabled": false,
"max_size_kb": -1,
"max_objects": -1

4
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"user_quota": {
"enabled": false,
"max_size_kb": -1,
"max_objects": -1

2
"temp_url_keys": []
}

2. WIEOIBRIH ) S EEELEE
1
I radosgw-admin caps add --uid="USER_NAME" --caps="users=""
by
I [user@client ~]$ radosgw-admin caps add --uid=admin-api-user --caps="users=""

radosgw-admin 5 51T R EHFR G . "caps": fFE B EIGH T BIBET :
i B

"user_id": "admin-api-user",
"display_name": "Admin API User”,
"email": ",
"suspended”: 0,
"max_buckets": 1000,
"auid": 0,
"subusers": [],
"keys": [
{
"user": "admin-api-user",
"access_key": "NRWGT19TWMYOB1YDBV1Y",
"secret_key": "gr1VEGIV7rxcP3xvXDFCo4UDwwI2YoNrmtRIIAty"
}
I
"swift_keys":[],
"caps": [
{
"type": "users”,
"perm": "*"
}
I
"op_mask": "read, write, delete",
"default_placement”: ",
"placement _tags": [],
"bucket_quota”: {
"enabled": false,
"max_size _kb": -1,
"max_objects": -1
}
"user_quota": {
"enabled": false,
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"max_size_kb": -1,
"max_objects": -1

2
"temp_url_keys": []

/

HIE B EEE SR,
2.4. KB 1ER
KRB 158, SA1FF users 2 user-info-without-keys ¢ cap X8 read FEES1TULIRIE, ZIRSF

cap user-info-without-keys <& read 2t *, /I S3 B/ Swift BHTF R EE NN, BRIEZITIE
IRIEBIE @RI, BHEAFF, EF cap A iXEY read,

LhEE

I users=read or user-info-without-keys=read
EHx

GET /admin/user?format=json HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME

RS
uid
F/7u0)
TR IGE B9,
Type
FHE
by
foo_user
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i
Z
access-key
i3y
HKIGE B89 S3 Ui 8,
Type
FHE
FH
ABCDOEF12GHIJ2K34LMN
i
=
HR7SEA
user
30y
R P BEE BB .
Type
Container
x
T&H
user_id
30
A/ 1D,
Type
FHE
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'y

user

display_name

Hizh

BT HE o
Type

FHE
X

user

suspended

Hizh

IR P E#HEE, N true,
Type

Bl
x

user

max_buckets

Hizh
M ATEH bucket BIRAHE.
Type
B2H
x
user
FHF
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i3y
S P KR F R,
Type
Container
x
user
keys
i3y
GX PRI KB S3 B,
Type
Container
x
user
swift_keys
Hizh
SULF I K Swift 5,
Type
Container
x
user
caps
30
L EEA.
Type
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Container
R

user

HIRBETY, NN FFEE 158,

FERREE R

Ko

2.5. QI

BIEFTH . BNGRT, a0/ S3 B 8ix/ H N /LD, HIRHIEHT access-key 2t
secret-key, JBRBSHIZEHRESIERK, BHAGRHT, ERBEHRFMBIELH A, M1 EHIEHIE
#ixXf, HIRHEET access-key, FH5IHHF HHHEIHEEL, WREXE,

LhEE

I ‘users=write’
ik

PUT /admin/user?format=json HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME
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Z/#89FE 7 ID,
Type

FiréE
H

foo_user
B

=

display-name

30
FEOIBAIE B T
Type
FiréE
H
foo_user
Pt
=z
email
i3y
G P KB F AL,
Type
FiréE
H
foo@bar.com
Pt
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FLRERIE KT, T : swift, s3 (Bik)

key-type
i3y
Type
FHE
Fh
s3[s3]
B
&
access-key
30y
FEE 1T,
Type
FHE
TH
ABCDOEF12GHIJ2K34LMN
B
&
secret-key
30y
F5iE secret FH,
Type
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FHrE
Fh
0AbCDEFg1h2i34JkiIM5nop6QrSTUV+WxyzaBC7D8
i
=
user-caps
30y
M EEX.
Type
FHE
FH
usage=read, write; users=read
B

a~
=

generate-key

7%
L HRET B IR RN # T,
Type
Bl
TH
True [True]
BE
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max-buckets

30y
FEE P el LIGH B BI R X 7 15 A5
Type
2H
TH
500 [1000]
Pt
=
suspended
3013
HEERENZE
Type
Bl
H
false [False]
Pt
=
/SR 3
user
30y
HEERENZE
Type
TBAE
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x

=

user_id

i3y

M/ ID,
Type

FHE
x

user

display_name

30

BT HE B
Type

FHE
x

user

suspended

30y

IR P E#HHEE, N true,
Type

BME
x

user

max_buckets
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Type

X

FHF
2371

Type

'y

Type

'y

swift_keys
/70

Type

HFArEH) bucket BIRAH S,

user

SUERE K KB F

Container

user

ST KB S3 B,

Container

user

SR I KBRS Swift B,

% 2 ZE CEPH MRMXEE API

53



Red Hat Ceph Storage 7 FF &% AGif5E

Container
x
user
caps
Hizh
I EEA.
Type
Container
x
HIREET, Wip/FFEE G,
57 3742/
UserExists
Hizh
SO EE
7z
409 1%
InvalidAccessKey
Hizh
FEEL KBTI,
a7z
400 £k K
InvalidKeyType
Hizh
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1EE T EHBGE R E,
a7z
400 E5iEK
InvalidSecretKey
30
157 T L3489 secret key.
e
400 E5iREK
KeyEXxists
30y
RHRBg I, BEF5—H .
e
409 2
EmailExists
3713
TRHBYE FHEH A B 7 TE,
a7z
409 1%
InvalidCap
30
SRR F A9 admin ZYEE,
e
400 EFiEK
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HEWE
[ ]
BHXOBFHF, 15204 Red Hat Ceph Storage 7F4X A G #58.,
2.6. EHFHF
EHIEAF,
EE

I ‘users=write’

3

POST /admin/user?format=json HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME

HEREH
uid
27U
Z/#B9E 7 ID,
Type
FiréE
TH
foo_user
Pt
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=
E

display-name

30
FEOIBAIE i T
Type
FiréE
TH
foo_user
Pt
=z
email
i3y
G P KB F s,
Type
FiréE
H
foo@bar.com
Pt
=

generate-key
Hizh

LTI R IMEY P B # I,

Type
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BRME
Fh
True [False]
i
=
access-key
i3y
FEE 1T,
Type
FHE
FH
ABCDOEF12GHIJ2K34LMN
i
=
secret-key
i3
F5iE secret FH,
Type
FHE
FH
0AbCDEFg1h2i34JkiM5nop6QrSTUV+WxyzaBC7D8
B

o
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key-type
30
FLRBIEHIRE, ST : swift, s3 (BLil)
Type
FHE
TH
s3
i
=
user-caps
i3
HFEEX.
Type
FHE
FH
usage=read, write; users=read
i

as
=

max-buckets

771

F5E R P e LIGH B BI R X 7 155K
Type

B2H
TH
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500 [1000]
B
=
suspended
Hizh
EEBENZEEAF
Type
BAE
by
false [False]
i
=
HapT A
user
Fe 2
EEBENZE A
Type
BAE
by
=
user_id
Hizh
M ID,
Type
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FiFd

'y

user

display_name

b3y

BT HE B
Type

FHE
x

user

suspended

Hizh

IR P E#HEE, N true,
Type

BME
x

user

max_buckets

Hizh

A ATEH bucket BIRAHE.
Type

2H
x
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user
FHF
30
S P KR F R,
Type
Container
X
user
keys
30y
ST KB S3 B,
Type
Container
x
user
swift_keys
Hizh
S K Swift B,
Type
Container
x
user
caps
Hizh
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I EEA.
Type
Container
%
HIREETY, Wi/ FFEE GRS,
57 37427/
InvalidAccessKey
Hizh
FEELKEI1BE,
a7z
400 £k K
InvalidKeyType
Hizh
JEE T EXBIEHLKZ,
a7z
400 £k K
InvalidSecretKey
Hizh
157 T L3489 secret key.
a7z
400 £k K
KeyEXxists
Hizh
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BB, (AET 77—

7z
409 %2
EmailExists
Fa b
TELERGHE FHE A B 775,
5
409 %
InvalidCap
Fe b
SR F LY admin ZHEE,
5
400 #iRiEK
He xR
[}
BXEHFHF, 15204 Red Hat Ceph Storage 7F4X A 7158,
2.7. WERFF
BERBIER .
¥/

I ‘users=write’
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Wk

DELETE /admin/user?format=json HTTP/1.1
Host: FULLY_QUALIFIED _DOMAIN_NAME

uid
27U
ZWEra9/E /7 ID,
Type
FiréE
TH
foo_user
Pt
=z
purge-data
771
F5EE FHF B bucket FIXNRIT, tB=#IER,
Type
Bl
TH
true
BE
=
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WS

Ko

FERR A R

BXWBFHEF, 15204 Red Hat Ceph Storage 7F4X A 7 #558.,

2.8. QIBEFHF

CIB— NI FHEF, TEHTFEEHE Swift APl B9Z F i,

Sﬂ;

AR KEZE gen-subuser 2 subuser, B5E, ZEFHFIREHE, SAEIIEE U
1R KR F IR, SO/ —FH, WRIERE secret HIgH FIEEFHF, WRED)
45k secret &,

LhEE

I ‘users=write’
17253

PUT /admin/user?subuser&format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME
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uid
30y
ZOIBFHA B9/ ID,
Type
FiréE
TH
foo_user
Pt
7z
subuser
373
IEEZELEBIFAEF ID,
Type
FiréE
H
sub_foo
Pt

2 (8t gen-subuser)

gen-subuser

27U

1EEELIBHFHS ID,
Type

FiréE
H
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sub_foo
i
Z (=t gen-subuser)
secret-key
30
F5iE secret FH,
Type
FHrE
TH
O0AbCDEFg1h2i34JkiM5nop6QrSTUV+WxyzaBC7D8
i
=
key-type
371
FLRBIETIRE, ST - swift (Bih) . s3,
Type
FHE
FH
swift [swift]
i
=
access
b3
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HFHFREV IR, K read, write, readwrite, full Z—,

Type

FHE
TH

B
B

=z

generate-secret

2771
£HK secret EH,
Type
Bl
H
True [False]
Pt
=
L /SER 3
FHF
i3y
G FIRK XGRS
Type
Container
by
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TEH
R
771
Yoy Vel IalvE bl
Type
Fird
5y
FHF

IR, Mip &S FRF 18,

FERREE RS

SubuserExists
b7

IS ERIFF S,
e
409 22
InvalidKeyType
30y
EE T EHBGEHRE,
e
400 E5iREK
InvalidSecretKey
303

J5E 7 E3H] secret key.
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172
400 £ K
InvalidAccess
/70
FEE 7 3B FF v lA]
172
400 #5iiE K
2.9. BHFHF
EHBE FHF .
ZigE

I ‘users=write’
2k

POST /admin/user?subuser&format=json HTTP/1.1
Host FULLY _QUALIFIED_DOMAIN_NAME

OB FHF IS ID,
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Type

FHE
TH

foo_user
B

=

subuser

Hizh

ZEXEIF A ID,
Type

FHE
FH

sub_foo
B

generate-secret

F:7u1)
% subuser 4£L#T secret F, HEHIHEHIE,
Type
ARE
ahl
True [False]
BiE
=
secret
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30y
F5iE secret FH,
Type
FHrE
TH
0AbCDEFg1h2i34JkiM5nop6QrSTUV+WxyzaBC7D8
B
=
key-type
30y
FLRBIETIRE, KT - swift (Bih) . s3,
Type
FHE
TH
swift [swift]
B
=
access
i3y
HFHFREV IR, K read, write, readwrite, full Z—,
Type
FHE
FH
124/
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Pt

RS

FHF
771

Type

'y

Type

'y

Type

'y

74

o

GH K KIBBIF S

Container

TEH

FHF ID

FiFd

FHF

XK B9 F R i1,

FiFd

FHF



IR, Mip &S FRF 158,

FERREE R f

InvalidKeyType
Hizh

EE T EHB9E R E,
e
400 EFiEK
InvalidSecretKey
771
5 T 3489 secret key,
e
400 EFEK
InvalidAccess
30y
FEE T 389 F 1]
e

400 #i2EK

2.10. WERFHEF
BRRIIEHIFHES,

LhEE

I ‘users=write’

% 2 ZE CEPH MRMXEE API
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Wk

DELETE /admin/user?subuser&format=json HTTP/1.1
Host FULLY _QUALIFIED_DOMAIN_NAME

HFKEH
uid
30y
ZiHkre9/E " ID,
Type
FHE
by
foo_user
B
=z
subuser
30y
ZIWkRe9F 7 ID,
Type
FHE
by’
sub_foo
B

76



b=
purge-keys
771
WERE FFF B9,
Type
Bl
H
True [True]
Pt
=
/SER S
Fo
FFBREE LRI p
Fo

2.11. X FRNIEE
(5 E PR ITE IR,

LhEE

I ‘users=write’

23

% 2 ZE CEPH MRMXEE API
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PUT /admin/user?capsé&format=json HTTP/1.1
Host FULLY _QUALIFIED_DOMAIN_NAME

uid
i3y
ERIMBE L EERIE S ID,
Type
FHE
FH
foo_user
B
=
user-caps
Hizh
AN P BIE D) BE.
Type
FHE
FH
usage=read, write
B
=z
il 7 Sz 4k
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user
i3
R P B BB .
Type
Container
x
T&H
user_id
30y
M ID
Type
FHrE
x
user
caps
b3y
HFEER,
Type
Container
x
user

HIRBEZD, MpFFE S BIZIEE.

FEEREE R
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InvalidCap
30
S BT LAY admin ZEE,
a7z
400 #HiRiEK

2.12. MR IR T BE
MIEE I SR,

LhEE

I ‘users=write’
ik

DELETE /admin/user?caps&format=json HTTP/1.1
Host FULLY _QUALIFIED_DOMAIN_NAME

HREH
uid
Hizh
MAER EFELIRERIFE /7 ID,
Type
FHrE
by
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foo_user
i
Z
user-caps
30y
MAF IR EFE L) BE.
Type
FHE
FH
usage=read, write
i
Z
HR7SEA
user
30
R BEE SR B .
Type
Container
x
T&H
user_id
30
A/ ID,
Type
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FHE
x
user
caps
b3y
HFEEX.
Type
Container
x
user

HIRBEZD, MAFFE S BIZIEE.

FEEREE RS

InvalidCap
Hizh

SR KOG EEE 7DD E,

7z
400 £k K
NoSuchCap
Hizh
7 REEERIFEN.
a7z
404 not Found
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2.13. LIEZH

BIEFTE ., WRIEET subuser, F4H U CIBHIZETTIEE swift KX, WRRIEH—1 access-
key Bt secret-key, WREHIERIEXHIEL, WRRIEET secret-key, WEEzI%EH, access-key.
BNIERT, EHRIEHRFMBEH S H, FELIBHIETN, WRIEET access-key, FH5/H
BRI EES, WNRERE., MNE—&q B 7508 71EE1AEXE,

%{;

FELIRE swift LN, #5iE access-key SETHFEM, FH, A/ 2EFH HEER
B—1 swift Z4,

LhEE

I ‘users=write’

Wk

PUT /admin/user?key&format=json HTTP/1.1
Host FULLY _QUALIFIED_DOMAIN_NAME

HREH
uid
Hizh
FHF KT E ST ID.
Type
FHE
by
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foo_user
B
=
subuser
i3y
FHF KT E 89 F - ID,
Type
FHrE
FH
sub_foo
B
=
key-type
30y
FERBFTIRE, AT : swift. s3 (Bi)
Type
FHE
FH
s3[s3]
B
=
access-key
Hizh

84



FEE 1T,
Type
FHE
FH
ABO01C2D3EF45G6H7IJ8K
i
=
secret-key
3013
75/E secret FH,
Type
FHE
FH
Oab/CdeFGhij1kimnopqRSTUv1WxyZabcDEFgHij
i

as
=

generate-key

30
L RHT BN FE R IEY BB B,
Type
Bl
TH
True [True]
BE

% 2 ZE CEPH MRMXEE API
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=
/SER 3
keys
27U
SUERE R KB #
Type
Container
X
TEH
user
7%
GBI KIPBIE WK
Type
FiréE
X
keys
access-key
771
access key,
Type
FiréE
X
keys
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secret-key
30
secret 4,
Type
FrFE
x
keys
572 3742 d/7/
InvalidAccessKey
Fea 2
TEETLRBI] 7B 5o
a7z
400 #HHiRiEK
InvalidKeyType
30y
TEE T LB E R,
a7z
400 #HiRiEK
InvalidSecretKey
30y
157 T L3489 secret key.
a7z
400 #HiRiEK
InvalidKeyType
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27U
EE T EHBGE R E,
e

400 #i2E K

KeyEXxists
30y

R B, (HET 77—
i

409 #HzE

2.14. Wk &
WP B &,

ZhEE
I ‘users=write’
ik

DELETE /admin/user?key&format=json HTTP/1.1
Host FULLY _QUALIFIED_DOMAIN_NAME

HEREH

access-key
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Hizh
BT S3 EHIX689 S3 Ui &, HTFER.
Type
FrE
by
ABO01C2D3EF45G6H7IJ8K
B
=
uid
Hizh
MAIHRR % 29 s
Type
FHE
by
foo_user
i
=z
subuser
Hizth
MR % B 789 F s
Type
FHE
by’
sub_foo
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i
=
key-type
Hizh
BRI XE LR, I - swift, s3,
*E
B swift B2 7%,
Type
FHE
by’
swift
i
5
FFER L RIS,
Fo
Hap7 A
Fo

2.15. BUCKET &%

EX G E R, HEaLUEEXLE APl O F s ha B ANl AItE A EHIAEE#E L0, APl L3 m&H9%
R, HPESKHEimmIE L, bucket BHIFFEHSHE bucket X, S3 bucket operations A8414E
RE X IERFEAIBGE %115,

90
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% 2 ZE CEPH MRMXEE API

%{;

EFT B ETIEIES, S¥EE URL 49, F#H1#H application/x-www-form-
urlencoded AZR BB IEX 4%,

%{;

FEEHOB SN LXK PO ERFEA, LU EHTE

7£ Ceph X/ Rp*%_E £/E bucket 7B,

2.15.1. FIE5H5E B

bucket FBHIEH T —F5 =, BILUE bucket 1.4 EHEFHINM Ceph X RPX L4 Z5/E. bucket
BHIFTLIL ZF HTTP. AMQPO0.9.1 #] Kafka #is, @S0 —TBHIRE, LUEY I ERFERELI9E
R E L X e, BT LUTEF RN F% L OJEE bucket #8401, t8alLIECiA i aEHEEE
BY# bucket 1541, bucket BHI T LIRIEE IS /IE4E. PLBCEHIIE N ZeiA =0 LUR B AIEIXT R 26X R 7
BHTHIEE M EHFE M, bucket FBHIEE REST API, FF7 bucket 1844 #IELLAC B I #I#E
,

LXK B FY XL, K IE A AT i S BB RGN RIS B X a4 KA. B
IR FIBCERS, 2588 T ha BB &R, et aIE LR
s3:0bjectSynced:Created, TEBLZIEIZ X KM EZE RGW Hi 4 B HIEH, TEXEBHIEMITET K
Iggd, WA T ES B E,

2.15.2. FF A MEEM

KR BHIEFF AT SEFIZ L AFEHIM Ceph X R 5B P ILEN iR, FHBEHAASE, B
XX Bi R BIL R RLEE KL 1T, EERFAEHI, Ceph X/ REIXLEIGE i fHl st iR (F T
I EF TP 8, EIREREZI B, WREXLEEM, REESEHIIRIFEX AT AR IF
BIE, FERXEEM, WRmmER KR, BN RERE, HANX L& 7 B8
S3 LRIFFFHLI,

& /H kafka-ack-level=none i, REHEEEEN, IS CEEER LN, X8
HEFREL, BAKERERE, RREIHHIEA,

o1
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2.15.3. LI

BT LB I 5 RFAE AT G 81, /32 Simple Notification Service (SNS) AR B L 5iEE
fE, H0 BIEE. WkR. ZYH 7 get 2 SNS 1RfF, FH%ERBG OB EMNEHAI GRS, 7KK
G, WkHE S TEIE ol R IE AR A 3k fh 5| /It /369 Amazon Resource Name(ARN)E2,

X

topic_arn [EA IR EHIEE, HIEOIBETE LK,

TR

—PNEFZ1TH9 Red Hat Ceph Storage %2,

BRI i 1T R,

ZHE Ceph X RMX.

/" access key fil secret key.

TR
I B K& BT -

HEk

POST

Action=CreateTopic

&Name=TOPIC_NAME

[&Attributes.entry. 1.key=amqp-exchange&Attributes.entry.1.value=EXCHANGE]
[&Attributes.entry.2.key=amqp-ack-level&Attributes.entry.2.value=none|broker|routable]
[&Attributes.entry.3.key=verify-ssI&Attributes.entry.3.value=true/false]
[&Attributes.entry.4.key=kafka-ack-level&Attributes.entry.4.value=none|broker]
[&Attributes.entry.5.key=use-ssI&Attributes.entry.5.value=true/false]
[&Attributes.entry.6.key=ca-location&Attributes.entry.6.value=FILE _PATH]

92
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[&Attributes.entry.7.key=0OpaqueData&Attributes.entry.7.value=OPAQUE_DATA]
[&Attributes.entry.8.key=push-endpoint&Attributes.entry.8.value=ENDPOINT]
[&Attributes.entry.9.key=persistent&Attributes.entry.9.value=true/false]

LIFZigKEH -

G : BFEHIL E BB A9 URL,

OpaqueData: FZBHIETE ETEE R IKE, FHFRNMENZETMAL BTGB,

persistent : J§mX i BIEHE B EIFAB, & NZFEH, Bl false,

HTTP i :

URL: https://FQDN:PORT

port defaults to: %)% HTTP[S] {&/H 80/443,

verify-ssl : 157 R &l PR L AEimiit. HAEXT, EE true,

AMQPO0.9.1 iisx -

URL: amqp://USER:PASSWORD@FQDN:PORT][/VHOST].

P RIZES2 5L - guest F guest,

W28 HTTPS 1@/ P RIB AR, ZW LSO F KRB,
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o
I8y : 5672,

vhost 2l K - /"

amqp-exchange : ZXHBSA 1L, HHAREBRELIBRAEE, XEHTF
AMQPO0.9.1 BYE# I, F5/5IE— i s 897 6] e A& AR B 3 e

AMQP-ack %): T & EiaZiatfil, 758 aERtEERHIEXTRABN
HWEIRE, B=THIAL% :

none : %L XFICEE, NESHIBALE,

CE : BUAIERF, WRAEHIA, NESHAS) BLZE,

routable : HIRCE o HEHITIEHZE, WHESHH BAE,

b33

HEZHBIB AT HHBER—{TH, HEFLUERRFENT
PR, B0 AERIFZS, BYESITEEEESN, HME

11 E (E 715
A=
topic-name i+ AMQP F&i,

Kafka %5t -

URL: kafka://USER:PASSWORD@FQDN:PORT.

use-ssl Bl #iZiE W false, HIFFF use-ssl K&V true, NSHFBHIFEERME
L LHGEE,
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HIRIEH# T ca-location, FHAEHZEFEE, NE@EHIEER CA A2 iAH
I O FR O,

RBFP I REEE L HTTP[S] #8tt, &M, THLIEEEKIFHEL,

P HIZEIBREES use-ssl —iEcteth, SN SCEERIEREFFLIN,

i 186 7 : 9092,

Kafka-ack &%) : T BRI, B7EE AR TECEEP#EXTRARN
HEItRE. FHERFEULE :

none : 4L XFICEE, NESHIBLE,

CE : BUAIERF, WRAEHIA, NEEHAS) BLZE,

LUFZnap % = 89761 :

H

<CreateTopicResponse xmins="https://sns.amazonaws.com/doc/2010-03-31/">
<CreateTopicResult>
<TopicArn></TopicArn>
</CreateTopicResult>
<ResponseMetadata>
<Requestld></Requestid>
</ResponseMetadata>
</CreateTopicResponse>
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s

%{;

HER 189 Amazon FREF(ARN)FFEE LI T -
arn:aws:sns:ZONE_GROUP:TENANT:TOPIC

LUFZ—1 AMQPO0.9.1 ims 896 :

FH

client.create_topic(Name="my-topic', Attributes={'push-endpoint’: 'amqp.//127.0.0.1:5672", 'amqp-
exchange': 'ex1', ‘amqgp-ack-level’: 'broker}) "

2.15.4. ;KR8

BEIBXELTRIEE, WREH, XaB#EmmIEE,

TR

[
—NEF£:517H9 Red Hat Ceph Storage %2,

RIZF T ITEUR.
ZH Ceph X RMX.
/" access key fil secret key.

TRE
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AL T KA KR ETES -
23
POST

Action=GetTopic
&TopicArn=TOPIC_ARN

LUF 2 mip % = 89701 :

<GetTopicResponse>
<GetTopicRersult>

<Topic>

<User></User>

<Name></Name>

<EndPoint>
<EndpointAddress></EndpointAddress>
<EndpointArgs></EndpointArgs>
<EndpointTopic></EndpointTopic>
<HasStoredSecret></HasStoredSecret>
<Persistent></Persistent>

</EndPoint>

<TopicArn></TopicArn>
<OpaqueData></OpaqueData>
</Topic>

</GetTopicResult>
<ResponseMetadata>
<Requestld></Requestid>
</ResponseMetadata>
</GetTopicResponse>

L FREFEMEN :

User : BJ#E % /889 B9E #.

Name : ZF89E #.
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JSON #% A 89 &1 -

EndpointAddress : #isx URL, #IRims URL 5/ HIZHEE, WA
17 HTTPS #1Ti5 K, otheriwse, T get 17 KIFHRIEL,

EndPointArgs : immZH,

EndpointTopic : %8s #9814 # o L5 _E G384 T,

HasStoredSecret : 45 URL &2 HIZBE 8N true,

Persistent: 245 FFL2fF A B9 true,

TopicArn: Topic ARN,

OpaqueData : X1 L K ERIT ZEHEE,

2.15.5. FIH L&

S B E X B9EH,
TERRMF

[
—NEF£i517H9 Red Hat Ceph Storage %2,

BRI i 1T R,

ZHE Ceph X RMX.

M F" access key f] secret key.
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TR
LT iE K G A G -

Wk

POST
Action=ListTopics

LUF 2 mip % = 89761 -

<ListTopicdResponse xmins="https.//sns.amazonaws.com/doc/2020-03-31/">
<ListTopicsRersult>

<Topics>

<member>

<User></User>

<Name></Name>

<EndPoint>
<EndpointAddress></EndpointAddress>
<EndpointArgs></EndpointArgs>
<EndpointTopic></EndpointTopic>
</EndPoint>

<TopicArn></TopicArn>
<OpaqueData></OpaqueData>
</member>

</Topics>

</ListTopicsResult>
<ResponseMetadata>
<Requestld></Requestid>
</ResponseMetadata>
</ListTopicsResponse>

N

A
=R

Wi URL BB HIZHESE, s, JeiiEd HTTPS 7
gk, &M, THFYZEKIFHEEL,
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2.15.6. WBrE&0

W E L EA FHRBLEIF, HTEXM,

TR

[
— N EF£i517H9 Red Hat Ceph Storage %2,

BRI i 1T R.

ZHE Ceph X RMX.

/" access key #il secret key.

E

TRE

LT 15 K5 MR 8 -

2

POST
Action=Delete Topic
&TopicArn=TOPIC_ARN

LUF 2 mip % = 8961 -

<Delete TopicResponse xmins="https.//sns.amazonaws.com/doc/2020-03-31/">
<ResponseMetadata>

<Requestld></Requestld>

</ResponseMetadata>

</Delete TopicResponse>
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2.15.7. & p B TR B {TE I EEE

BRI LI ep BT RIEISYH, IR AR L2,

TERRIF
[ ]
Ceph X/ RBIX T s BIRI 7 I U R.
TR
1.
A BIFT B 389512
Wk

I radosgw-admin topic list --uid=USER_ID

TH

I [root@rgw ~J# radosgw-admin topic list --uid=example

KRG E T THIIE -

Wk

I radosgw-admin topic get --uid=USER_ID --topic=TOPIC_NAME

% 2 ZE CEPH MRMXEE API
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TH

I [root@rgw ~]# radosgw-admin topic get --uid=example --topic=example-topic

MR FFZE 8

EEk

I radosgw-admin topic rm --uid=USER_ID --topic=TOPIC_NAME

TH

I [root@rgw ~]# radosgw-admin topic rm --uid=example --topic=example-topic

2.15.8. EEEEHIICIE

BRI LI T TSR EISYH, KA 17 G B KA i,

SERRME
[ ]
—PNEF1TH9 Red Hat Ceph Storage %2,
[ ]
BECiE Ceph X/ M,
T
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23

I radosgw-admin notification list --bucket=BUCKET_NAME

TH

[root@host04 ~]# radosgw-admin notification list --bucket bkt2
{
"notifications": [
{
"TopicArn": "arn:aws:sns:default::topic1",
"Id": "notif1",
"Events": [
"s3:0ObjectCreated.™",
"s3:0bjectRemoved:™"
J
"Filter": {
"S3Key": {},
"S3Metadata": {},
"S3Tags": {}
}

"TopicArn": "arn:aws:sns:default::topic1",

"Id": "notif2",

"Events": [
"s3:0ObjectSynced:™"

J

"Filter": {
"S3Key": {},
"S3Metadata": {},
"S3Tags": {}

}

}
]
}

5 23 CEPH N &MAEHE API
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Wk

I radosgw-admin notification get --bucket BUCKET_NAME --notification-id NOTIFICATION_ID

TH

[root@host04 ~J# radosgw-admin notification get --bucket bkt2 --notification-id notif2
{
"TopicArn": "arn:aws:sns:default::topic1",
"Id": "notif2",
"Events": [
"s3:0bjectSynced:™"
J
"Filter": {
"S3Key": {},
"S3Metadata": {},
"S3Tags": {}
}
}

W ZEBI 7 B A E -

Wk

radosgw-admin notification rm --bucket BUCKET_NAME [--notification-id
NOTIFICATION_ID]

EX2E, NOTIFICATION_ID 2 altHg, HIRREIEE, %ie B MR Z i EhaaIA BB
E’E"
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FH

I [root@host04 ~J# radosgw-admin notification rm --bucket bkt2 --notification-id notif1

2.15.9. FEHFil R

FESHX Ceph X REIKXTHBGIRIFIIEE, HdArtiasm (4 HTTP. HTTPS. Kafka 2
AMQO0.9.1) fENBERABLE, Fic-RFRMH JSON £,

S5#LUF ObjectLifecycle:Expiration Fff :

[}
ObjectLifecycle:Expiration:Current
[}
ObjectLifecycle:Expiration:NonCurrent
[}
ObjectLifecycle:Expiration:DeleteMarker
[}
ObjectLifecycle:Expiration:AbortMultipartUpload
by
{"Records":[
{
"eventVersion":"2.1",
"eventSource":"ceph:s3",
"awsRegion":"us-east-1",
"eventTime":"2019-11-22T13:47:35.1247242",
"eventName":"ObjectCreated:Put",
"userldentity”:{
"principalld”:"tester”
}

"requestParameters”:{
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"sourcelPAddress":""

}

"responseElements”:{
"x-amz-request-id":"503a4c37-85eb-47cd-8681-2817e80b4281.5330.903595",
"x-amz-id-2":"14d2-zone1-zonegroup1"”

}

"s3":{

"s3SchemaVersion":"1.0",
"configurationld":"mynotif1”,
"bucket":{
"name":"mybucket1”,
"ownerldentity":{
"principalld”:"tester"
}
"arn":"arn:aws:s3:us-east-1::mybucket1”,
"id":"503a4c37-85eb-47cd-8681-2817e80b4281.5332.38"
}
"object":{
"key":"myimage1.jpg",
"size":"1024",
"eTag":"37b51d194a7513e45b5616524f2d51f2",
"versionld":"",
"sequencer": "F7E6D75DC742D108",
"metadata":[],
"tags”(]
}
}

"event/ ".. ""’
"opaqueData":"me@example.com”

}

I

LIFZFHIIREHREEX :

awsRegion: Zonegroup.

eventTime: 57/t % FE 4B 15/ 890 151,

eventName : FEftE#H, ©r/LiZ ObjectCreated. ObjectRemoved =t
ObjectLifecycle:Expiration

userldentity.principalld : fit % 1% FEHHIHEF BIG15,
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requestParameters.sourcelPAddress : M4 ZEMHHIE Fintd IP #itt, FFFILFER,

responseElements.x-amz-request-id : % FHH9iE K ID,

responseElements.x_amz_id_2 : % E#H) Ceph X[ RXBIG7, G715
RGWID-ZONE-ZONEGROUP,

s3.configurationld : BIEFHEIEA ID,

s3.bucket.name : FFHERFHIE T,

s3.bucket.ownerldentity.principalld : 59T B Z-

s3.bucket.arn: bucket £ Amazon Resource Name(ARN),

s3.bucket.id : FFHERFHIG15,

s3.object.key : X/ R,

s3.object.size : X/ REGK ),

s3.object.eTag : X/ % etag.

s3.object.version : RAIEFI G IERGHHIN RIRA,

s3.object.sequencer : LA NHFEF A RIGA B HBIFR IR

s3.object.metadata : X/ _LiXEHIFMTHHE, fE7 x-amz-meta,
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s3.object.tags : X/ FK_L X ERIELTIR
s3.eventld : FHEBIHE—FRiA,

s3.opaqueData: Opaque L FIERIKIE, HIEMENZLETMAHIATEEHL,

WFEFZER, HEEHHFAHEEST,

2.15.10. KRF &8

KRB XTI bucket FEHIE SR, HWRHRE bucket BN FI5E uid, J&[CIEFZHE - BIATE
F1ERS, WRRIGE F1E88, WA F LR EFIEHEIES,

LhEE

I ‘buckets=read’

Wk

GET /admin/bucket ?format=json HTTP/1.1
Host FULLY _QUALIFIED_DOMAIN_NAME

HREH
bucket
T

108
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Type

FH

B

Type

H

Pt

Type

FH

B

I FREIE BB 155,

FrrE

foo_bucket

o

R EHEE BB

Fird

foo_user

o

REIFF HERESE TR S

B

True [False]

% 2 ZE CEPH MRMXEE API
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=
HRSEA
stats
Fea 2
B EIEREE S,
Type
Container
x
&7
bucket
Fea 2
a5 — 1t Z 1 bucket FEFHIFZ,
Type
Container
x
bucket
bucket
Fe 2
FFHE— G515 B B 45
Type
Container
x
bucket
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Type

'y

Type

'y

Type

'y

marker
T

Type

bucket B9E #.,

FrrE

bucket

bucket FHEFER B9,

FFE

bucket

Wt —B917 145 1D,

FrrE

bucket

PIEBEF 1 REFr 2o

% 2 ZE CEPH MRMXEE API
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'y

owner
Hizth

Type

'y

Type

'y

Type

'y

12

FrrE

bucket

bucket ArEZHIAEF ID,

FiFd

bucket

FIEE A,

Container

bucket

bucket F5/H9K .

FrrE
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bucket

HIRAET), 15 KERE BG5S bucket 4%,

572 3742 d/7/
IndexRepairFailed
Hizth
bucket F5/EE X,
a7z
409 sz

2.15.11. K EFZEFES]

BB B EHE9%5 ],
b33

Ff &7 A check-objects HJZEER N RIEE, fix 254X F True,

ZhEE

buckets=write

Wk

GET /admin/bucket ?index&format=json HTTP/1.1
Host FULLY _QUALIFIED_DOMAIN_NAME

13
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bucket
Hizh
FFREIE BB 5.
Type
FirE
by
foo_bucket
B
=

check-objects

3713
£22 multipart X/ &2,
Type
BAE
FH
True [False]
B
=
fix
3013
TR, EREMNEEFEREES
Type
BAE
FH

14
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false [False]
siE
=
W R S
index
Fea 2
bucket F5/B9KZS,
Type
FHrE
FFEE B LRI N,
IndexRepairFailed
Fe b
bucket F5/ELE X,
5
409 1%

2.15.12. R 1%HE
WL E B9 1445,

ZhEE

I ‘buckets=write’
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Wk

DELETE /admin/bucket?format=json HTTP/1.1
Host FULLY _QUALIFIED_DOMAIN_NAME

bucket
i3y
EER G 15T,
X
FHrE
B
foo_bucket
Pt
=

purge-objects

Fea 2
TEMER G IR B 5 RERINT R
P
M
by
True [False]
siE

16



/S S
To
FEIE b R AR,
BucketNotEmpty
30
SR FEZE 7 17 Ao
a7z
409 12
ObjectRemovalFailed
i3y
TEWERAT K,
a7z
409 122

2.15.13. I IEHT
FF RIS EFT 7, MAFISERTE - BOE A hE

LhEE

I ‘buckets=write’

Wk

PUT /admin/bucket?format=json HTTP/1.1
Host FULLY _QUALIFIED_DOMAIN_NAME

% 2 ZE CEPH MRMXEE API
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HFKEH
bucket
30y
E R 7 17T,
Type
FHrE
FH
foo_bucket
B
=
uid
7713
5 REHERERIAIE /- ID.,
Type
FrFE
FH
foo_user
B
b=
LZ/SE” 3
bucket
3013

18



Type

'y

Type

X

Type

'y

Type

T A — R BRI 54

Container

TEH

bucket B9& #.

FrrE

bucket

bucket FFHETER A,

FiFd

bucket

I —B917 145 1D,

% 2 ZE CEPH MRMXEE API

19



Red Hat Ceph Storage 7 FF &% AGif5E

'y

marker
P30

Type

'y

owner
Hizh

Type

'y

Type

'y

120

FrrE

bucket

L T T

Flrd

bucket

bucket ArEZHIAEF ID,

FrrE

bucket

IR,

Container



bucket
index
i3y
bucket F5/BIRE.
Type
FHrE
X
bucket
FERREE RIS,
BucketUnlinkFailed
i3y
TEMIGTE IR R 1B
a7z
409 12
BucketLinkFailed
30
TN AR RIS EFE o
a7z
409 1z

2.15.14. BUHHZEGIERT

MIEER FBUBEEE 7 1548, T ERHTFEX bucket AFETL,

LhEE

% 2 ZE CEPH MRMXEE API
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I ‘buckets=write’
&k

POST /admin/bucket ?format=json HTTP/1.1
Host FULLY_QUALIFIED_DOMAIN_NAME

HFKEH
bucket
23U
E R 7 1B
Type
FHrE
B
foo_bucket
B
=
uid
771
FF I RE BB /- ID.,
Type
FrréE
TH
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foo_user
i
=
L Z/SER S
Ko
FEERE R
BucketUnlinkFailed
Hizh
TEMIEE B H R 7 1.
Type
409 xhzE

2.15.15. ZEERFF1ERTEEX RFWE
Xf—P /55t bucket HJEEERERS,

LhEE

I ‘buckets=read’
ik

GET /admin/bucket?policy&format=json HTTP/1.1
Host FULLY _QUALIFIED _DOMAIN_NAME
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HFKEH
bucket
30y
FEM AR EBE B 17 17T
Type
FHrE
FH
foo_bucket
B
b=
object
301y
M A EEREBEHIRT R,
Type
FrrE
FH
foo.txt
B
=
Wapr Sk
policy
i3y
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VGIE oy T
Type

Container
x

&7

HIRALT), R[EIX] A7 (G RH

FEEREE R

IncompleteBody
303

RE N RIRIE T KIGEFFIERT, BRI RFEBEEKIGEN K,

7z
400 #5iRiE kK
2.15.16. MERY /5
WERBIEAT R,
EE
T EBEAEETREAUL,
/]

I ‘buckets=write’
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Wk

DELETE /admin/bucket?object&format=json HTTP/1.1
Host FULLY _QUALIFIED_DOMAIN_NAME

BEREH
bucket
i3y
BEEWEREIX R 15T,
Type
FrréE
TH
foo_bucket
Pt
=
object
3%
EkRa9, R
Type
FrrE
H
foo.txt
B
b=
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WS

FFEE G iR

NoSuchObject
Fe 2

TEEX RTFF1E

s

404 not Found

ObjectRemovalFailed

771

TR KR,

e

409 1z

2.15.17. B4

% 2 ZE CEPH MRMXEE API

ETPIZIE API 72 iF £ - HIF P A 09 bucket _Li%iEREN, BCHIEIE bucket A REGEAH S,

LURBRAFFEAD (L MB Fy4i4i) ,

EEERH, P29 HIRE users=read 661, EikiE, EXZHEH, 242 H users=write

ZhEE,
ECRi B EH I -

Bucket : bucket i i # 7 H P #H A H bucket #5ERT,

BRAXIR : --max-objects KBS EITEXN RIVRAKE, 711EIFZHILKE,
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Maximum Size: #Fa] LU{&H max-size Tt iR A F T HIEEBH, 11 E1F2HIL7E,

Quota Scope: quota-scope I EBHHIEE, 4% bucket ] user,

2.15.18. ZK R P ECHT
BIGRH, BB A A read fUBREI users BEA.

Wk

I GET /admin/user?quota&uid=UID&quota-type=user

2.15.19. & H B
BRI, BB A A write FURAI users BET.

Wk

I PUT /admin/user?quota&uid=UID&quota-type=user

AB S BIFAHKIER JSON F~, HEN ERIE(EH S5

2.15.20. KR HEHEAC BT

KRB X H bucket FEHIEE, HWRHERE bucket BN FI5E uid, J&[CIEFZHE - BIATE
F1ER, WRRIGE FEh8, WA F LR EFIEHEIES,

LhEE

128



I ‘buckets=read’

Wk

GET /admin/bucket ?format=json HTTP/1.1
Host FULLY _QUALIFIED_DOMAIN_NAME

HKEH
bucket
771
B FROHE /8 B9 77 545
Type
FrrE
H
foo_bucket
Pt
=
uid
771
Vi g )
Type
FrréE
TH

% 2 ZE CEPH MRMXEE API
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foo_user
i
=
stats
Fea 2
B[O ERESTTHE R,
Type
BAE
by
True [False]
i
=
Hp7SEA
stats
Fe 2
B EIEREE S,
Type
Container
x
&
bucket
Fe 2
B85 — 13t % 1 bucket ZEHIFZ,
Type

130



'y

bucket
Jah

Type

'y

Type

'y

Type

'y

Container

TEH

T E— 1 EhE1E S B a5

Container

bucket

bucket 9% #.,

Frrd

bucket

bucket FFHETER AT,

FrrE

% 2 ZE CEPH MRMXEE API
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Type

'y

marker
Tl

Type

'y

owner
Hizh

Type

'y

132

bucket

Wt —B917 145 ID.

FFE

bucket

PIEB B 1 REFr 2o

FrrE

bucket

bucket ArEZHIAEF ID,

FrrE

bucket
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FIEEAE S,
Type
Container
x
bucket
index
b3
bucket 5894,
Type
FHrE
x
bucket

HIET), 1FKAEOFH B EERE /S bucket a5,

57 37427/
IndexRepairFailed
b3
bucket F5/EE XM,
e
409 xhzE

2.15.21. KB HEABACAT

EREFIH, BB A A write FUBREY users BEN.,

133
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Wk

I PUT /admin/user?quota&uid=UID&quota-type=bucket

AW EIEHKER] JSON Zea, WIFEN ERERIEF S

2.15.22. KR FA5 8
R BEHERE S,

LhEE

I ‘usage=read’
W

GET /admin/usage ?format=json HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME

HREH
uid
Fe 2
WHRIEBBIE S
Type

134
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FrrE
i
Z
start
Hizth
BIEIFKBGTFLERT IE] LR el 69 A, 614, 2012-09-25 16:00:00,
Type
FHE
B
=
end
Hizh
BT KRB HILLR Ak, A0, 2012-09-25 16:00:00,
Type
FirE
i
=
show-entries
Hizh
FEEZ B MR O HER H
Type
BAE
B
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as
=/

show-summary

Hizh
15E BT ROIEHERE.,
Type
BAE
B
=
HR7SEA
usage
Hizh
A FHAEBE 5.
Type
Container
entries
Hizh
B TFRHZARBE S5,
Type
Container
user
Hizh
FFA P RSB E .
Type

136



% 2 ZE CEPH MRMXEE API

Container
owner
30
THE T IEREHI /895 o
Type
FrrE
bucket
303
bucket £ #,
Type
FHrE
time
i3
EEBIEHIT T TR, FFREAFE—THEX NI
Type
FrréE
epoch
3013
H 1/1/1970 IS 1] (LB Iy o) .
Type
FrrE
e/
30
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B FT i EAIG B 25
Type
Container
entry
Hizh
BFZITREBE R,
Type
Container
category
Hizh
TG B K EHBGE o
Type
FrrE
bytes_sent
Hizh
Ceph X/ RIX X ZEH)F T ¥,
Type
2H

bytes_received

30y
Ceph X1 RF XM NG F 77 #Lo
Type
B2H
ops
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30y

BRIFHE,
Type

B2H

successful_ops

Fea 2
BIERIFH S,
Type
2H
summary
Fea 2
BIERIFH S,
Type
Container
total
Fe 2
BT EREH S,
Type

Container

HIRAETD, Wik EEE KBIE S,

2.15.23. HkrEHE S

WEGEHEER. WRAIEELH, aTHEATEREES,

% 2 ZE CEPH MRMXEE API
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LhEE

I ‘usage=write’
ik

DELETE /admin/usage ?format=json HTTP/1.1
Host: FULLY_QUALIFIED _DOMAIN_NAME

HFKEH
uid
i3
WHRIEBBIE
Type
FHrE
FH
foo_user
B
Z
start
Hizh
BT KAGHLEIT I LR el EHg AR, #1400, 2012-09-25 16:00:00,
Type

140
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FirE
by
2012-09-25 16:00:00
i
Z
end
Hizh
B KRG HAILLR A%, #IA, 2012-09-25 16:00:00,
Type
FHrE
TH
2012-09-25 16:00:00
B
=
remove-all
Hizh
FKIEE uid I 75 BULTTLUA A MR % 1 - 3.
Type
BAE
by
True [False]
i
Z
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2.15.24. LR IR

LUFBYZTFHING T bl b5 ki oy e B g,

AccessDenied
Fea 2
E11,
a7z
403 Forbidden
InternalError
Fe 2
PIBBHR S 5 65 IR
a7z
500 PIEBAR S &5 Fi ik
NoSuchUser
Fea 2
P FE,
a7z
404 not Found
NoSuchBucket
Fea 2
bucket 7 #1£.,
a7z
404 not Found
NoSuchKey
Fe 2
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o

REXFEHIT 1B 5,

404 not Found

5 23 CEPH X RMXETE API
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# 3 2 CEPH X/ RPIX#1 S3 API

fE A ZE, BEaLi#EF5S Amazon S3 HiE 1R FZH] RESTIul b HEEFHFEZO(API), #of
LUt Ceph X1 RpFKEFE Red Hat Ceph Storage #2177 1489 bucket FIX/ £,

TERRIF

[
— P EF51789 Red Hat Ceph Storage %2,

RESTful & F i,

3.1. S3 BR#

gz

W EEREHLU TR, ZHIEH R AN, BN ZIEA S RIS 5 I i
LI LK,

Maximum object size when using Amazon S3: #4* Amazon S3 X/ RHEJA /B H T LI M
0B FiR% 5TB, H4 PUT AaTLLEfFHIR AN KTy 5GB, XfFATF 100MB BINI R, #ENiZZE
JEE % 585 L (FD)RE,

&/H Amazon S3 HfBIR AT HIEA N, X ol f FHEIXS REGH ' 7T BAEHI S A )R B E R
#, HHE4 HTTP & KR#/7 16,000 F77,

Red Hat Ceph Storage £F¥ RGBT HE F frt# S3 X RATCHAE : X EBIG 17 200-300
FT, UBNREFIIKE, BRECHIXNREHFESREREK I OINGEN L, FH, TEZE
D LFHIR M E S BHA PR E G F, (BT R ROIKHIAT%E.

Hewk

BRI EZHFRILFE BIENEE, 152054 Red Hat Ceph Storage Developer Guide,

3.2. {#/H S3 API ij7/5] CEPH X/ 5%

ENFILE, EDAIEN Ceph X RYXFIZE GRS (STS)BI IR, e EEIEEEHE

144
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Amazon S3 API,

TCRFA

[
—NEF£i517H9 Red Hat Ceph Storage %2,

IEFEi51THI Ceph X RPX.

RESTful & F i,

3.2.1. S3 % uF

X Ceph X/ REIKH15 K B LB B4 il B9 - K G il B9 K, Ceph X RIIXIREES
FPXE T RZG R EUBEK, Ceph X RYxK3#F ACL,

XFAZHAR, Z/iEEmAAEHEE, # Amazon SDK B9 AmazonS3Client fHF Java #1
Python Boto, A EE, RESEUINEHREL, FERAEHEGKILRIGHRIES, 82,
T LGB RHZEE],

FEI5] Ceph X RFKIRSS 254 2 FT, T KB B IHEHRIETF 64 458948 51575 uFti5
(HMAC)BIZE K, Ceph X/ RMK(EHFZ S3 BIGHH uF %,

FH

HTTP/1.1

PUT /buckets/bucket/object. mpeg
Host: cname.domain.com

Date: Mon, 2 Jan 2012 00:01:01 +0000
Content-Encoding: mpeg
Content-Length: 9999999

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER AND_SECRET

fE_LEHIH, fF ACCESS KEY &’y access key ID #9fH, ER—TES(:). #F
HASH_OF HEADER _AND_SECRET & i — PMNEF L FHFERIE 7 (H, LIRS EEH ID X hEg

145



Red Hat Ceph Storage 7 FF &% AGif5E

secret,

LR FHFER] secret BIIEF(H

LR FFER secret BIIAFEH -

KRR F B,
2.
FHBE KR F R EHEAL BT
3.
&/ SHA-1 B3 #8344 HMAC,
4.
1% hmac %5847 base-64,
FGEIE L
FEERLAEAL T B A -
1.
KR ArEAE trto
2.
BB content-type #] content-md5 #*BIFFA content- £,
3.
LR content- {5t & B2 5,
4,
LI A content- ErdibER.
5.
HitR7# A Date #i2k, HFRIEENIHAERE GMT i1 EmFE.
6.
KLU x-amz- FFLBGFT B,
7.

R x-amz- L2 N E,
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8.

LUIFHNFFX] x-amz- bl B
9.

1FR—FREHEIZ T LOIEHE—TFRP, HEAESHEFRE,
10.

1 1 ZE 15 B B b e R B9 2245 R T 1

1.
7 5 S Hi 21

12.
FEAF TR I BRI — 1 #T1To

13.
FFERA B FBIE KR

¥ HASH_OF _HEADER _AND_SECRET &#i’ base-64 4389 HMAC F£F4%,

Hewk

[
WETHEEZIFHMEL, 15Z069 Amazon Simple Storage Service X 58955 fIFZ
REST Requests 284,

3.2.2. S3-server-side encryption

Ceph X[ RPIFX L5y S3 I FIHiFE#E LI (API)_L EX] REGIR S a5t &, MR asinNE EkE S3 &/
LR MEBERE B HTTP X X845, i Ceph X1 RMXLUNZE I 7 51E 7 1% 7F Red Hat Ceph
Storage 2,

A

LIIEF ST HF AN R (SLO) S5/ 8 A%/ R(DLO)HY S3 X/ RINE,
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http://docs.aws.amazon.com/AmazonS3/latest/dev/RESTAuthentication.html
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EZ

EE[AME, B ke il SSL FELZE T K, BRI Ceph X RMK(EH
SSL, FHATIEFSEHMEF (T S3 &, HE, HFWiEE, &R aLUER
ceph config set client.rgw &%, EWHHTZERH SSL, 1T F
rgw_crypt_require_ssl BB R E KB false, #/GEH/E5) Ceph X/ RAXLH,

LT HBEH, RIEELZET SSL XX MERIEK, HXFIERT, &/H HTTP FIR
ZFarln B E Ko

B XA RS #imMZBCE HTTP BIiElE, 55Z FEBIH MRS

EEEMEE BRI

Eieftngig

TEREFAE IR Ra9E 5], S3 B/ ine (£ ME B U R T 17 KK LR EAME B, &/ 057
EEX LR, & OACERETFIMES T RE) Ceph X RYXBIX BZEA 40

Ceph X/ RPIXR#E Amazon SSE-C HETE S3 APl HiSL 5 F IR B K 21T

AFEFUEFYEE, HH S3 F/ mlFZ ¢ #F Ceph XIRMX, Bt Ceph X/ RIXTFZEHR
BACEF S X P ERE =,

BHETERS

REAEHEERFSH, LEEVEERFSFFEY], Ceph M RGXINELFRFEY], FHBHENME
SR KBRS

Ceph %/ RPIX#R#E Amazon SSE-KMS HETE S3 APl 1L K iR E PR 54T 7o

EZ

HEi, ME—iaga e HashiCorp Vault f] OpenStack Barbican, 18
&, OpenStack Barbican &—NEARTIE, T XIFEE HEPEE,
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Amazon SSE-C

Amazon SSE-KMS

EERS &5t %

HashiCorp Vault

3.2.3. S3 yyiH/#ERIFIZ

Ceph X RIIFX L 1F S3 F B U I#EFIZIZ(ACL)IIEE, ACL ZiilflRAIZE, oIi5ER ) alLiv] f7h%
BHEEN RATTHTIRIE, TEN BB ARG T2 BN RS, FNRIEBETEREX :

# 3.1. HFLEIE
FUBR Bucket Object
READ Grantee BJ LA H FZ (R AR EON R Grantee A LUSZERAT R,
B Grantee B A%m 5 S/l BR7F i AR AR B R TEH
READ_ACP Grantee A LABLERFZfi##8 ACL. Grantee AT LABEEUN R ACL.
WRITE_ACP  Grantee AI AR B 718 ACL, Grantee AILAE AXIER ACL.
FULL_CONT Grantee EF &P RIITEIUR, Grantee ATLALERFI T AN ACL,
ROL

3.2.4. {&fH S3 H A X Ceph X REKHTiTE]

TR VAKX ARSs 2580, FERHHE Ceph X REIX T LB —LEFIEER .

STEREM

ZZ Ceph X RAKEAE.
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https://access.redhat.com/documentation/zh-cn/red_hat_ceph_storage/7/html-single/object_gateway_guide/#the-hashicorp-vault
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Ceph X/ RBIX 15 s BIRI 7 I UR.

%
1.
Llroot FF G417, TEBEA%E LT F ] 8080 :
[root@rgw ~]# firewall-cmd --zone=public --add-port=8080/tcp --permanent
[root@rgw ~J# firewall-cmd --reload
2.

W X R X EEFIEEEIS R A, FPIXEERIE) DNS fRS &5 B A HT .

B e L Oy 2 DNS ZZHr i EMX T, BEMEIX—m, HATLFER -

L root 817, ZFEHKE dnsmasq :

[root@rgw ~J# yum install dnsmasq

[root@rgw ~]# echo

"address=/.FQDN_OF_GATEWAY_NODE/IP_OF _GATEWAY_NODE" | tee --append
/etc/dnsmasq.conf

[root@rgw ~J# systemctl start dnsmasq

[root@rgw ~]# systemctl enable dnsmasq

f¥IP_OF_GATEWAY_NODE #]] FQDN_OF_GATEWAY_NODE E# /X 17 69 IP
161 1 FQDN,

fEX root i/, fZ1F NetworkManager :

[root@rgw ~J# systemctl stop NetworkManager
[root@rgw ~]# systemctl disable NetworkManager

Llroot FiF 817, FPIXIRS#7H] IP i%iE &R & -

[root@rgw ~J# echo "DNS1=IP_OF _GATEWAY _NODE" | tee --append
/etc/sysconfig/network-scripts/ifcfg-ethO

[root@rgw ~J# echo "IP_OF _GATEWAY _NODE FQDN_OF GATEWAY_NODE" | tee --
append /etc/hosts

[root@rgw ~]# systemctl restart network

[root@rgw ~]# systemctl enable network

[root@rgw ~]# systemctl restart dnsmasq
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f¥IP_OF_GATEWAY_NODE 7] FQDN_OF_GATEWAY_NODE E 7% 17 69 IP

141 71 FQDN,

U FIIEK -
I [user@rgw ~]$ ping mybucket. FQDN_OF GATEWAY NODE

¥ FQDN_OF _GATEWAY_NODE E# /% T 89 FQDN,

A=
=]

g

Jy &1 DNS ZZf7 i iE P XHR S a5 (X Fli BB, HATULERIE
&, AT A BB, A # T Red Hat Ceph Storage %

RN X T s & E 589 DNS AR 25

A X R X BB IS PEIS R A aah, v S3 Uja/6)#E radosgw M /7, HERIERKE
access_key #] secret_key, #FEXLEHH{T S3 Ui HIBEEHI bucket EEEF,

3.2.5. {5 Ruby AWS S3 i/i] Ceph X/ S%
B eTLU#E [ Ruby Jife 5 S LUK aws-s3 gem FHF S3 v/, 7/ F#E Ruby AWS::S3 1jj/i] Ceph

X RPIKIRS 2589 T R LAAT T AT B9 5E,

TR
[
Ceph X/ RBIHK " H i T FBR.

Uil Ceph X RPIFKHG root Z5)vi ] T3 24,

[ ]
LK1,
151
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https://access.redhat.com/documentation/zh-cn/red_hat_ceph_storage/7/html-single/object_gateway_guide/#creating_a_literal_radosgw_literal_user_for_s3_access
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ZE ruby HH#E -

I [root@dev ~]# yum install ruby
*E

LU L w#F% % ruby RABX MKW, A rubygems f] ruby-libs, HIRE
5 RE LRI, AL ZEN],

2.
Z# aws-s3 Ruby ¥4 :
I [root@dev ~]# gem install aws-s3
3.
BIBIIE AR :
[user@dev ~]$ mkdir ruby _aws s3
[user@dev ~]$ cd ruby aws_s3
4,
BIBEFREX A -
I [user@dev ~]$ vim conn.rb
5.

FFLL FABERIGE conn.rb XHEHA -

Wk

#l/usr/bin/env ruby

require 'aws/s3’
require 'resolv-replace’

AWS::53::Base.establish_connection!(
.server => FQDN_OF _GATEWAY_NODE
.port => '8080',
:access_key id =>'MY_ACCESS KEY/
:secret_access key =>'MY_SECRET_KEY'
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¥ FQDN_OF _GATEWAY_NODE &#i’ Ceph X/ R ) sH9 FQDN, #¥
MY _ACCESS_KEY #]1 MY_SECRET_KEY & /71 7£ 7 S3 t)j/i B radosgw i ELH
access_key #l secret_key, #1 Red Hat Ceph Storage Object Gateway Configuration and
Administration Guide A,

FH

#l/usr/bin/env ruby

require 'aws/s3’
require 'resolv-replace’

AWS::53::Base.establish_connection!(
:server => 'testclient.englab.pnq.redhat.com,
‘port =>'8080',
:access_key id =>'98J4R9P22P5CDL65HKPS’,
:secret_access_key => '6C+jcaP0dp0+FZfrARNgyGA9EzRy25pURIdwje049’

REF XA FH B H Gk 5

XA RTHAT -

I [user@dev ~]$ chmod +x conn.rb
BITEXH :

I [user@dev ~]$ ./conn.rb | echo $?

HWIREFEX AP IEHEHE T (H, BEIRHHFE O,

CIBETF IEREHIFT I -

API
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I [user@dev ~]$ vim create _bucket.rb
FFLLFABZHTEX A -

#l/usr/bin/env ruby
load ‘conn.rb’

AWS::S3::Bucket.create('my-new-bucket1’)

REFXAFH B H e 25
0.
XA ATHAT -
I [user@dev ~]$ chmod +x create _bucket.rb
10.

BITEZX -
I [user@dev ~]$ ./create_bucket.rb

AR HIETH N true, XZ bucket my-new-bucket1 EB/E ).,

1.
LI T3t AT B B9 7 i RERIFT XA -

I [user@dev ~]$ vim list_owned_buckets.rb

FFLUFAB RIS -

#l/usr/bin/env ruby
load ‘conn.rb’
AWS::S3::Service.buckets.each do [bucket/

puts "{bucket.name}\t{bucket.creation_date}"
end

REX B Gt a5
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12.
XA AT -

I [user@dev ~]$ chmod +x list_owned_buckets.rb
13.
ELTHXAE :
I [user@dev ~]$ ./list_owned_buckets.rb

B R -

I my-new-bucket1 2020-01-21 10:33:19 UTC

14.
LI T IR RBGFT XA

I [user@dev ~]$ vim create_object.rb

FFLLTFABRIGEIS A -

#l/usr/bin/env ruby
load 'conn.rb’
AWS::S3::530bject.store(
'hello.txt’,
'Hello World!',

'my-new-bucket1’,
:content_type => "text/plain’

REF XA FHABH G b5

15.
XA AT -

I [user@dev ~]$ chmod +x create object.rb

16.
BRI

I [user@dev ~]$ ./create _object.rb

5 33 CEPH X®RMX#1 S3 API
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X — S B F7FE Hello World! B9X£F hello.txt,

17.
LIRS T Y I HERE P B BIFT XA

I [user@dev ~]$ vim list_bucket content.rb

FFLUFABHIGEIX A -

#l/usr/bin/env ruby
load ‘conn.rb’

new_bucket = AWS::S3::Bucket.find('my-new-bucket1’)
new_bucket.each do [object|

puts "fobject.key}\t{object.about['content-length'[}\t{object.about[last-modified']}"
end

REF XA FHABH G b 5 o

18.
ARy BT AT XA

I [user@dev ~]$ chmod +x list_bucket content.rb

19.
BITEXA :

I [user@dev ~]$ ./list_bucket content.rb
T FFELATT -

I hello.txt 12 Fri, 22 Jan 2020 15:54:52 GMT

20.
IR TN ZE 27 R IFT XA -

I [user@dev ~]$ vim del_empty bucket.rb
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FFLUFABHIGEX A -

#l/usr/bin/env ruby
load ‘conn.rb’

AWS::S3::Bucket.delete('my-new-bucket1’)

REF XA B G b 5 o

21.
XA AT -

I [user@dev ~]$ chmod +x del_empty bucket.rb

22.
BITEZXH -
I [user@dev ~]$ ./del_empty bucket.rb | echo $?
HIRWER T 1848, toB=&IE 0 145,
v 2E
%i#4 create_bucket.rb X fF, LIGIEEZEZ1ZHE, AT my-new-bucketd, my-
new-bucket5, /G, EEERZE I IZRERIFEN/ M HE L2
del_empty_bucket.rb X4,
23.

BB T TR FE ZE I ZREHIFT XA -
I [user@dev ~]$ vim del_non_empty_bucket.rb

FFLUFAEHIGEIS A -

#l/usr/bin/env ruby
load ‘conn.rb’

AWS::S3::Bucket.delete('my-new-bucket1’, :force => true)
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REF XA B G b 5

24.
XA AT -

I [user@dev ~]$ chmod +x del_non_empty bucket.rb

25.
BRI

I [user@dev ~]$ ./del_non_empty bucket.rb | echo $?

HIRIER T 171748, mmRaRIE 0 fFE5it,

26.
CIEEFH TR RBGFTX A -

I [user@dev ~]$ vim delete_object.rb

FFLUFAB RIS A -

#l/usr/bin/env ruby
load ‘conn.rb’

AWS::S3::530bject.delete('hello.txt', 'my-new-bucket1’)

R X B Ui Gt a5

27.
XA AT -

I [user@dev ~]$ chmod +x delete_object.rb
28.

BITEXA :

I [user@dev ~]$ ./delete object.rb
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X IR X SR hello.txt,

3.2.6. f#/H Ruby AWS SDK i3/ Ceph X/ R

Z ol LU#EF Ruby 4itei5 S L% aws-sdk gem /HF S3 i/, ZEFHF#d Ruby AWS::SDK /4]
Ceph Xf RBYKHRS 4589 T s_LAAT T AT B9 5%,

SEREM
[
Ceph X/ R Z 5 T FBR.
[
Uii] Ceph X RIFH] root 71 T 5.
[
BB,
A
1.
ZH ruby HHE -

I [root@dev ~]# yum install ruby
*E

LUEapw#F% % ruby RABX MKW, A rubygems f] ruby-libs, HIRE
Fh i RE LR HETT, T EBLEEN],

Z % aws-sdk Ruby H#& :
I [root@dev ~J# gem install aws-sdk
CIBIIHER

[user@dev ~]$ mkdir ruby _aws_sdk
[user@dev ~]$ cd ruby _aws_sdk
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4.
BIEFEEX -

I [user@dev ~]$ vim conn.rb

FFLUFAIE#I5E conn.rb XHEH -

Wk

#l/usr/bin/env ruby

require 'aws-sdk'
require 'resolv-replace’

Aws.config.update(
endpoint: 'http.//FQDN_OF _GATEWAY_NODE:8080",
access_key id: 'MY_ACCESS_KEY'",
secret_access_key: 'MY_SECRET_KEY',
force_path_style: true,
region: 'us-east-1'

¥ FQDN_OF _GATEWAY_NODE &#i’7 Ceph X/ R ) sH9 FQDN, #¥
MY _ACCESS_KEY #]1 MY_SECRET_KEY & /71 #£ 7 S3 t)j/i] 0 radosgw i EBLHT
access_key fl] secret_key, #I1 Red Hat Ceph Storage Object Gateway Configuration and
Administration Guide A,

FH

#l/usr/bin/env ruby

require 'aws-sdk'
require 'resolv-replace’

Aws.config.update(
endpoint: 'http.//testclient.englab.pnq.redhat.com:8080),
access_key id: '98J4R9IP22P5CDL65HKPS;,
secret_access_key: '6C+jcaP0dp0+FZfrRNgyGA9EzRy25pURIdwje049',
force_path_style: true,
region: 'us-east-1'
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REX B Gt a5

XA RTHAT -

I [user@dev ~]$ chmod +x conn.rb
BITEXH :

I [user@dev ~]$ ./conn.rb | echo $?

HWIREFE XA T (6, BEIHHIFE O,

BIB I IERFBIFTA -
I [user@dev ~]$ vim create _bucket.rb

FFLUF A BRI

23

#l/usr/bin/env ruby
load ‘conn.rb’

s3 _client = Aws::S3::Client.new
s3_client.create bucket(bucket: 'my-new-bucket2'’)

REX B Gt a5
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9.
XA AT ALT -

I [user@dev ~]$ chmod +x create _bucket.rb
BT
I [user@dev ~]$ ./create_bucket.rb

AR HIFTH N true, XZ7 bucket my-new-bucket2 EBIZ ).

1.
LIBT3t AT B B9 7 i RERIFT XA -

I [user@dev ~]$ vim list_owned_buckets.rb

FFLUF A BRI EX A -

#l/usr/bin/env ruby
load ‘conn.rb’

s3 client = Aws::S3::Client.new
s3_client.list_buckets.buckets.each do [bucket|

puts "{bucket.name}\t{bucket.creation_date}"
end

REX B Gt a5

12.
XA AT -

I [user@dev ~]$ chmod +x list_owned_buckets.rb

13.
BITEXAF :

I [user@dev ~]$ ./list_owned_buckets.rb

B R -
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I my-new-bucket2 2020-01-21 10:33:19 UTC

14.
LI T IR RBGFTX A

I [user@dev ~]$ vim create_object.rb

FFLUFABHIGEX A -

#l/usr/bin/env ruby
load ‘conn.rb’
s3 _client = Aws::S3::Client.new
s3_client.put_object(
key: 'hello.txt',
body: 'Hello World!',

bucket: 'my-new-bucket2’,
content_type: 'text/plain’

REF XA FHABH G b 5

15.
X RTAT -

I [user@dev ~]$ chmod +x create object.rb

16.
BITEXA :

I [user@dev ~]$ ./create _object.rb

XTFOE— NS HFFE Hello World! BIX A hello.txt,

17.
IR AU i RE A B BIFT XA -

I [user@dev ~]$ vim list_bucket content.rb

FFLUFABHIGEIX A -

5 33 CEPH X®RMX#1 S3 API
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#l/usr/bin/env ruby
load ‘conn.rb’

s3 client = Aws::S3::Client.new

s3_client.list_objects(bucket: 'my-new-bucket2').contents.each do |object/
puts "{object.key}\t{object.size}"

end

REF XA FH B G b5

18.
ARy AT AT XA

I [user@dev ~]$ chmod +x list_bucket content.rb

19.
BITEXA :

I [user@dev ~]$ ./list_bucket content.rb
TP LT -

I hello.txt 12 Fri, 22 Jan 2020 15:54:52 GMT

20.
I IR ZEZ7 AT XA -

I [user@dev ~]$ vim del_empty bucket.rb

FFLLFABRIEIS A -

#l/usr/bin/env ruby
load ‘conn.rb’

s3 _client = Aws::S3::Client.new
s3_client.delete_bucket(bucket: ‘'my-new-bucket2’)

REF XA FHABH G b5
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21.
XA AT -

I [user@dev ~]$ chmod +x del_empty _bucket.rb

22.
BITEXAF :

I [user@dev ~]$ ./del_empty bucket.rb | echo $?

HIRIER T 171748, m=aRE 0 fFE 5,

b33

%i#4 create_bucket.rb X1¥, LIGIEEZ#1##E, A1 my-new-bucket6. my-
new-bucket7, /5, 1£iEIERZE R ERERIFEN M S L
del_empty_bucket.rb X4,

23.
LYEEFH TR I ZE Fr HERBEIFT I -

I [user@dev ~]$ vim del_non_empty_bucket.rb

FFLUFABHIGES A -

#l/usr/bin/env ruby
load ‘conn.rb’

s3 _client = Aws::S3::Client.new
Aws::S3::Bucket.new('my-new-bucket2’, client: s3_client).clear!
s3_client.delete_bucket(bucket: ‘'my-new-bucket2’)

REF XA B G a5

24.
XA AT -

I [user@dev ~]$ chmod +x del_non_empty bucket.rb
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25.
BITEXA :

I [user@dev ~]$ ./del_non_empty bucket.rb | echo $?

HIRIER T 171748, m=aRIE 0 fFE %,

26.
CYEEFH FIEEXT RBIFT XA -

I [user@dev ~]$ vim delete_object.rb

FFLUFAB RIS -

#l/usr/bin/env ruby
load ‘conn.rb’

s3 _client = Aws::S3::Client.new
s3_client.delete_object(key: 'hello.txt', bucket: 'my-new-bucket2’)

REFX B Ui G a5

27.
XA AT :

I [user@dev ~]$ chmod +x delete_object.rb

28.
BITEXAE

I [user@dev ~]$ ./delete_object.rb
XIFERXT S hello.txt,

3.2.7. {#/H PHP ij/7] Ceph X/ RpHX

B LUERT PHP B 7HT S3 1jli], ULAFEtEMt—2LL 0 PHP BIKFEN{TE RS, HIWERE15HE
E20F
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BZ

LU 901515 php v5.4.16 #] aws-sdk v2.8.24 JUi.,

TERRF
[ ]
RE 71 FF X T,
[ ]
LK1,
TR
1.
2% php B HE :

I [root@dev ~]# yum install php

2.
F#:EF PHP B9 aws-sdk B zip f75HFE/E 5,
3.
BIBIIE AR :
[user@dev ~]$ mkdir php_s3
[user@dev ~]$ cd php_s3
4,
fHERH) aws H-REHFTEE RS, 64 :
I [user@dev ~]$ cp -r ~/Downloads/aws/ ~/php_s3/
5.
BIBEFREX A -
I [user@dev ~]$ vim conn.php
6.

FFLUFAZFNGE conn.php XA -

Wk
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<?php

define(AWS_KEY', MY_ACCESS_KEY");
define(AWS_SECRET_KEY', 'MY_SECRET_KEY');
define('HOST', FQDN_OF_GATEWAY_NODE');
define('PORT', '8080’);

// require the AWS SDK for php library
require /PATH_TO_AWS/aws-autoloader.php’;

use Aws\S3\S3Client;
// Establish connection with host using S3 Client
client = S3Client::factory(array(
‘base_url'=> HOST,
port' => PORT,
key' =>AWS_KEY,
secret’ => AWS_SECRET_KEY
);

?>

% FQDN_OF_GATEWAY_NODE &E# X 77 5289 FQDN, #f MY_ACCESS_KEY #I
MY _SECRET_KEY E#:70/# radosgw A/ LIZ{T S3 a4 BB access_key #1
secret_key, #I Red Hat Ceph Storage Object Gateway Configuration and Administration
Guide Ar#h, ¥ PATH_TO_AWS EH#AEL#IF php JiH H-RAJLER aws HRBEGEXHEEE,

REFX B Hi G o

BT :
I [user@dev ~]$ php -f conn.php | echo $?

HWIREFE XA T (6, BB IE O,

BIBTF ERERIFT I -

I [user@dev ~]$ vim create_bucket.php

FFLUF A BRI EIFT XA -
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3

<?php

include 'conn.php';

client->createBucket(array(‘Bucket' => 'my-new-bucket3’));

?>
REFX A FH B H i e 25
o.
BITEXH :
I [user@dev ~]$ php -f create_bucket.php
10.

LIRS T3t AT B B9 7 i RERIFT XA -

I [user@dev ~]$ vim list_owned_buckets.php

FFLUF A BRI EX A -
Wk
<?php

include 'conn.php’;

blist = client->listBuckets();
echo "Buckets belonging to " . blist['Owner']['ID'] . ":\n";
foreach (blist['Buckets'] as b) {
echo "{b['Name'[}\t{b['CreationDate'}\n";
}

?>

5 33 CEPH X®RMX#1 S3 API
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REF XA FHABH G b 5

1.
BITEXA :

I [user@dev ~]$ php -f list_owned_buckets.php
Bt U TFATF -

I my-new-bucket3 2020-01-21 10:33:19 UTC

12.
B OIEEE D hello.txt BIEXH, LIGIBX K :

I [user@dev ~]$ echo "Hello World!" > hello.txt

13.
BIEEHT php X :

I [user@dev ~]$ vim create_object.php

FFLUF A BRI EX A -
ik
<?php

include 'conn.php’;

key = 'hello.txt’;
source_file = "/hello.txt’;

acl = private’;

bucket = 'my-new-bucket3’;

client->upload(bucket, key, fopen(source _file, 'r'), acl);

?>
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REF XA FHABH Gk 5 o

14.
BITEXA :

I [user@dev ~]$ php -f create_object.php
XFFIE bucket my-new-bucket3 H18Ex1 5 hello.txt,

15.
LI TF AU iERE A B BIFT XA -

I [user@dev ~]$ vim list_bucket_content.php

FFLUF A BRI EX A -
Wk
<?php

include 'conn.php’;

o_iter = client->getlterator('ListObjects’, array(
'Bucket' => 'my-new-bucket3’

);
foreach (o_iter as o) {
echo "{o['Key'}\t{o['Size'[}\t{o[' LastModified'[}\n";

/

?>

REF XA FHABH G b 5

16.
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I [user@dev ~]$ php -f list_bucket _content.php

FHEBIT -

I hello.txt 12 Fri, 22 Jan 2020 15:54:52 GMT

17.
LIRS TR 22 B tERERIFT XA -

I [user@dev ~]$ vim del_empty bucket.php

FFLLFABE RIS -
Wk
<?php

include 'conn.php’;

client->deleteBucket(array('Bucket' => 'my-new-bucket3'));
?>

REX B Gt a5

18.
BITEXAF :

I [user@dev ~]$ php -f del_empty bucket.php | echo $7?

HWIR W T #1748, 5=&E 0 fEfi,
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> 3-1

%i#4 create_bucket.php X1, LIGIEZEF 445, %1 my-new-bucketd,
my-new-bucket5, /G, 1= MR ZEE ERERIHEN M S0 HE_L
del_empty_bucket.php X,

Bz

PHP 2 7] aws-sdk BIZThR AT 3 FF IR FE 22 27 1755

19.
CIEEFH FIEEXT RBIHTX A -

I [user@dev ~]$ vim delete object.php

FFLUFABEHIEX A -
Wk
<?php

include 'conn.php’;
client->deleteObject(array/(
'Bucket' => 'my-new-bucket3’,

'Key' => 'hello.txt',
));

?>

REF XA B G b a5

20.
BITEXA :

I [user@dev ~]$ php -f delete_object.php
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XFFHERXS S hello.txt,

3.2.8. L GRS

Amazon Web Services BIZ £ G HEARS(STS)i&R Bl — 4 &£ 5 uF 22 ul 5 /7,

Red Hat Ceph Storage Object Gateway 3515/ F G A HIL I EFE(IAM)E) Amazon STS /9
BEEOAPNEFE,

FFESEXT STS H TR 3 il H K — 1 /289 S3 Ui/ B H7#] secret B, BlfE/GZEim KA.

Red Hat Ceph Storage ] LUAETACIE OIDC I 5 H & REMFIUF S3 /7 ULIHEEREN RIF
1EFF BEBXT B BRI HEE/F T T2 Ceph X RPIX A/ F T (%0l HIAl, AR SSO F#E

Bt a9 IDP, X REFI#AE - ol LU AR T T8 % uEH BT 5/E] Ceph X/ RPIX S3 Uiy
&

vl

WL STS Fl IAM £ (B SEBETIEE, 15 o] LIGYEERG /L I L BIR P A e 2 xS BAE AT 1717, X BT LL AT
XS R 17 BT L2 T A B HI 112 #(RBAC) St E FE M1 1 FEFI(ABAC)IRIVER, LUELETEEE
B AT LAy [

&5 STS LT/ S3 HRH T{E 5%

1.
/#2175 Red Hat Ceph Storage #1849 S3 %,

P EEEIx SSO t# B T3,

SSO 15 IDP B, REME/SEEEERFM, B @865, #H SSO W/
TehsH,

&/ SSO 1EHEISHE, i/ Ceph X RM*K STS i, EKBEE—T IAM £ ELEHEXT]
S3 FEBI IR,

Red Hat Ceph Storage MXEK =K, HEK SSO il 5.
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6.
1£ SSO HiulFvkla, AtFAFBREMAE, E STS, ZHF LB N iE#] secret ZH,
FFREFHF X S3 FLREI IR,
7.
RIEH INEE FIRER IAM £ BEIERE, el LLisi—24 S3 iR,
8.
B, hEhE A BISERFFEA 717445 B,
—°_> ss0 —°—> IDP
A 9
User o_
_e_> Cg’ahtg:‘};‘:ft 4_°_> Bucket —°—> Object
BEHR

Amazon Web Services Secure Token Service X% i ],

WFTHEAX STS Lite #ll Keystone HIiF A5 /E, 1524 Red Hat Ceph Storage
Developer Guide #89 BiEHI&FH STS Lite with Keystone Z84,

HIF THBEX STS Lite #ll Keystone HjfR#Y, 154 Red Hat Ceph Storage Developer
Guide #1891&/H STS Lite #1 Keystone HIBR#,

3.2.8.1. L 5HRFE NV HEFJEREO

Ceph X/ REIX L TI% £ GRS (STS) A4 EE#LI(API) :

AssumeRole

Mt API &R[E]— 2GR £EuF, FFEcr i, XLlqhf EuFZBA%, KT AssumeRole API B9
Role FIEBEHIIRERS, RoleArn #] RoleSessionName 15K S #2450, (ARMZKRESHZE %
£,
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RoleArn
i3y
BREY Amazon FREE(ARN)B G a, KE 7y 20 FY 2048 1 F#F.
Type
FHrE
BE
Z
RoleSessionName
i3y
R BIRERIG ERIGER. ST EBIEETREBRER LA G, BEBRILTE LI
;;Z'Tz}'?—/l‘éiﬁo WEHAIERIKET) 2 B 64 PNFH. £F= . . . @F-FH, BFLHFE
Type
FrréE
B
Z
policy
3713
LL JSON #8517 FI o] EEEFBE(IAM), FHFLERBR G EEE, ILEHAIERKED
1 £ 2048 MF1F.
Type
FHrE
Pt
=
DurationSeconds
30y
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RIGIFEENH (UK HLr) , RIDEF 900 #, mAEH 43200 #, Eil{E7 3600

#.
Type
B2H
B
&
Externalld
37
B 77— MK BIA B, iFiett— 1 —BINEBER AR (WIRATH) ., X SHBIETK
By 2 £l 1224 PNFH
Type
Frrd
Pt
&
SerialNumber
i3y

R MK B892 BFE G50 (MFA) R 67155, S8B9(E aTLUEMEH i 4 S i 4 B9
A5, KEX 9 F 256 PMFi,

Type
FHrE

Pt

o

TokenCode
P37

HREFFIEEE MFA, M ZHFEEHEU(MFA)Z &£ KB9E, WFEFE MFA £4,
RIS HB9(E 321 H, NIl AssumeRole /= :&[0] "access denied” H55EHE, X TEH
BIERIBEEKE Ty 6 TFiF
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Type

FHrE
©siE

=

AssumeRoleWithWebldentity

Ut API 2557 FHH T8 355 il B9 F 3R [o] — 2l 5545, 40 OpenlD Connect 2¢ OAuth 2.0 G{71Et#
#/. RoleArn #] RoleSessionName 15Kk ZHEwimh, HEMIFKSHE o[,

RoleArn
b7
REH Amazon FBEE(ARN)BIA G, KEH 20 F 2048 1.
Type
FFE
s
iE
RoleSessionName
P30
HA B ER A ERIEEM. HTEREEKSETEHEER KA G, BERiGEHo LU
—biH— 1 Rid, WWSHBIERIKET 2 B 64 NFEfF. BiF=. . . « @ fl-FF, BAFATFE
ﬁib ﬁo
Type
FHE
s
iZ
policy
Fauh
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L JSON B9 E R /I 1 S EEFHE(IAM), HFERBRIGHERE, IESEERKE
1 7 2048 NFFF.

Type
FHrE
HE
=3
DurationSeconds
Tl

RIGIFLEEN T (UK HL L) , &RIDEF 900 #, mAEH 43200 #, Bl {67 3600

#.
Type
B2H
Pt
=
Providerld
30
SRR EFFEERTERET LM, HSHAIEX OAuth 2.0 Uil GHEEH, K
B 4 B 2048 1N F1F.
Type
FHrE
Pt
=
WebldentityToken
30y
MEB IR R EFLEH#H) OpenID Connect G175 /%3¢ OAuth 2.0 iy/H/ 5 HE. IHEHAIERT
KEH 4 F 2048 PNFH-
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Type
FiFE

siE
=

ReKE
[ ]
WFETHEEZIFHMES, 17209 Red Hat Ceph Storage Developer Guide & %+
SHEARS API B85 B9 H,

Amazon Web Services Security Token Service, AssumeRole &fE,

Amazon Web Services Security Token Service, AssumeRoleWithWebldentity #2fE,

3.28.2. BEZ+FHIRS

L& rgw_sts_key fll rgw_s3_auth_use_sts T, EIES Ceph X/ RXBEEHIIZE 5
HRZ%(STS),

A

S3 #ll STS API #[alfrff Fla—m L ZEHH, MEERIM Ceph X/ R FHIIE—im
R,

SERF
[ ]
—NEF£:517H9 Red Hat Ceph Storage %2,
[ ]
IETE51THI Ceph X RMHX.
[ ]
Ceph EFEZ T mH9 root 255/,
A
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7 Ceph X RHKE ik iE L FAELEI :

Wk

ceph config set RGW_CLIENT_NAME rgw_sts_key STS KEY
ceph config set RGW_CLIENT_NAME rgw_s3_auth_use_sts true
rgw_sts_key EH FIMEBEERIZ TR STS B8, HIE#FH 16 +NHHFHF.

gz

STS BHZEEFRHF.,

B

[root@mgr ~J# ceph config set client.rgw rgw_sts_key 7f8fd8dd4700mnop
[root@mgr ~J# ceph config set client.rgw rgw_s3_auth _use_sts true

EF/E5) Ceph XIRHX, REFMEGELIELK,

& ceph orch ps w895, 7F NAME %I F7EX SERVICE_TYPE, ID
=8,

TR HE AT R LB/ Ceph X RMHX :

Wk
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I systemctl restart ceph-CLUSTER _ID@SERVICE_TYPE.ID.service
by

[root@host01 ~J# systemctl restart ceph-c4b34c6f-8365-11ba-dc31-
529020a7702d@rgw.realm.zone.host01.gwasto.service

B EERBIFTE T m LB/ Ceph X RMFX :

Wk

I ceph orch restart SERVICE_TYPE

H

I [ceph: root@host01 /J# ceph orch restart rgw

B STS API B9i#1g, 1524 Red Hat Ceph Storage Developer Guide F189 2+ 5 IR
ENAEFEO 55,
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AX(EH Ceph BEEHIE/FHIFE S 1FMEL, 155 Red Hat Ceph Storage BCiE15R 169
Ceph BERGEilATH,

3.2.8.3. 7 OpenlID Connect £t/ & BIEEFH F

ZF7F Ceph X/ R F] OpenlD Connect NI/ IS, 15 OIE— 1M SLEHIfG 1S (RS

TR
[ ]
Ceph X/ R T7 52 B9 Fe i 1] FXBR.
[ ]
EE T ZE SRS,
T
1.
BYEEHT Ceph A :
&

radosgw-admin --uid USER_NAME --display-name "DISPLAY _NAME" --access key
USER NAME --secret SECRET user create

FH

[user@rgw ~]$ radosgw-admin --uid TESTER --display-name "TestUser" --access_key
TESTER --secret test123 user create

ACiE Ceph /DB :
ik
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I radosgw-admin caps add --uid="USER_NAME" --caps="oidc-provider=""

FH

I [user@rgw ~]$ radosgw-admin caps add --uid="TESTER" --caps="oidc-provider=*"

3.
{&/H Secure Token Service(STS)API ZEf8 (a5 fEFBE R IMRAE -
7973

"\"Version\":\"2020-01-17\",\"Statement\":[{\"Effect\":\"Allow\",\"Principal\":{\"Federated\":

[\"arn:aws:iam:::oidc-provider/IDP_URL\"[},\"Action\":
[\"sts:AssumeRoleWithWebldentity\"],\"Condition\":{\"StringEquals\":
{\"IDP_URL:app_id\"\"AUD_FIELD\"\}\}\}\]\}"

Bz

LT AR app._id AT S EA G889 AUD_FIELD FERPLHL,

HemR
[}
15284 Amazon B4 _ERY OpenlD Connect 51712447 /7HJ Obtaining the Root CA
Thumbprint,

[ ]
A STS API B9i#1E, 5254 Red Hat Ceph Storage 4 Z 5B HH &2 5 RS H
By 584,
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WFE THREZIFHES, 17209 Red Hat Ceph Storage Developer Guide FEIEH %+
SHEIRZ5 API B85 89761,

3.2.8.4. 7Bk OpenlD Connect £,/ HJ thumbprint

FXHX OpenID Connect £/ (IDP)ACE X 15,
EIZ7E OIDC 15X Frerg SSO 2B iZ A&/ Ceph X/ RPX, (TIEEMEALLT SSO #w i -
Red Hat Single Sing-on

Keycloak

TERFA

Z# openssl #l curl ##E,

TR

M IDP B9 URL FXRACEXHY -

Wk

curl -k -v |
-X GET |
-H "Content-Type: application/x-www-form-urlencoded" |
"IDP_URL:8000/CONTEXT/realms/REALM/.well-known/openid-configuration” |

/g -

H

I [user@client ~]$ curl -k -v |
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-X GET\
-H "Content-Type: application/x-www-form-urlencoded" |
"http://www.example.com:8000/auth/realms/quickstart/.well-known/openid-configuration™ |

/1iq .

JEEX IDP uF¥ :

HEk

curl -k -v |
-X GET \
-H "Content-Type: application/x-www-form-urlencoded" |
"IDP_URL/CONTEXT/realms/REALM/protocol/openid-connect/certs” |

//q -

FH

[user@client ~]$ curl -k -v |
-X GET\
-H "Content-Type: application/x-www-form-urlencoded" |
"http://www.example.com/auth/realms/quickstart/protocol/openid-connect/certs" |

//q -

Sﬂ;

x5¢ UFB aTLUTE /certs B5#E L /jwks BSEEHaT/H, B4R ATF SSO 12H4EE
Bfo

B E—mwHBg " x5¢ N BIZER, HIFEHILE certificate.crt XA, TH25EA ST -
BEGIN CERTIFICATE-- #l1 --END CERTIFICATE--,
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H

MIIDYjCCAkqgAwIBAgIEEEd2CDANBgkqhkiGO9WOBAQsFADBzMQkwBwYDVQQGEwWAXCTA
HBgNVBAgTADEJMACGA1UEBXMAMQkwBwYDVQQKEWAXCTAHBgNVBAsSTADEGMDgGA 1
UEAxMxYXV0aHN2Yy1pbmxpbmVtZmEuZGV2LnZlcmimeS5pYm1jbG91ZHNIY3VyaXR5LmN
vbTAeFwOyMTASMDUxMzU2MzZaFw0zMTA3MDMxMzU2MzZaMHMxCTAHBgNVBAYTADE
JMACGA1UECBMAMQkwBwYDVQQHEwWAxCTAHBgNVBAo TADEJMAcGA1UECXMAMTowO
AYDVQQDEzFhdXRoc3ZjL WiubGluZW1mYS5kZXYudmVyaWZ5LmlibWNsb3Vkc2VjdXJpdHk
uY29tMIIBIIANBgkqhkiGOWOBAQEFAAOCAQSAMIIBCgKCAQEAphyu3HaAZ 14JH/EXetZxtNn
erNuqcnfxemLhBz9SsTIFD59ta+BOVIRNK5SdYEqO3ws2iGEzTvC55rczF+hDVHFZEBJLVL Qe
8ABmi22RAtG1P0dA/Bg8ReFxpOFVWJUBc31QM+ummWOT4yw44wQJI51LZTMz7PznB0Sc
pObxKe+frFKd1 TCMXPIWOSzmTeFYKzR83Fg9hsnz7Y8SKGxi+RoBbTL T+ektfWpR70+oWZ
If4INe 1VYJRxZvn+qWewl5uMRCtQkiMknc3Rj6Eupiqq6FIA]DsOp//EzsHAIW244jMYnHCGqOUF
30E7vViLJyiOmZw7J3rvs3mImOQIPLoQIDAQABMAOGCSqGSIb3DQEBCwWUAA4IBAQCeVqg
AzSh7Tp8LgaTIFUuRbdiBAKXCINw3+pRBHoiUTdhqO3ualyGih9m/js/clb8Vq/39zI0VPeasIWI2
NNX9zaK7xo0+ckVIOY3ucCaTC04ZUn1KzZu/7azINOC5XSWg/CfXgU2P3BeMNzc1UNY1BAS
GyWn2IEplIVWKLaDZpNdSyyGyaoQAIBdzxeNCyzDfPCa20SO8WH 1czmFiNPqR5kdknHI96C
msQdi+DT4jwzVsYgrLfcHXmiWylAb883hR3Pobp+Bsw7LUnxebQ5ewccjYmrJzOk5Wb5FpXBh
aJH1B3AEd6RGalRUyc/zUKdvEyOnIRMDS9x2BP3NVvZSADD

KU FBIEX -

Wk

I openssl x509 -in CERT_FILE -fingerprint -noout

TH

[user@client ~]$ openss| x509 -in certificate.crt -fingerprint -noout
SHAT1 Fingerprint=F7:D7:B3:51:5D:D0:D3:19:DD:21:9A:43:A9:EA:72:7A:D6:06:52:87
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M SHA1 IEXFIBATEE S, HIFRAFLE IAM 15K 8IE IDP SLKBIHIA.

He kR
[}
1524 Amazon M4 _EBJ OpenlD Connect 517144 #/7HJ Obtaining the Root CA
Thumbprint,
[}
A STS API #9i#1E, 5254 Red Hat Ceph Storage 4 Z 5B HH &2 5 RS
FEFHEREO 5857
[}
WFETHEEZIFHES, 7209 Red Hat Ceph Storage Developer Guide FEIEH %+
SHERZ5 API B85 89761,

3.2.8.5. 2L/ OpenID Connect /&

M OpeniD Connect £/ (IDP)ECE X 1.

SERF
[ ]
Z# openssl #l curl ##E,
[ ]
BT T2 TR,
[ ]
7 OIDC #th7 i BIZERI /s
[ ]
FEHX OIDC BI#EAL,
R
1.
MBEFLER URL,
by
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[root@host01 ~J# bash check_token isv.sh | jq .iss

"https.//keycloak-sso.apps.ocp.example.com/auth/realms/ceph”

&/ Ceph X/ R M OIDC 577,

FH

[root@host01 ~J# aws --endpoint https.//cephproxy1.example.com:8443 iam create-open-id-
connect-provider --url https.//keycloak-sso.apps.ocp.example.com/auth/realms/ceph --
thumbprint-list 00E9CFD697E0B16DD13C86B0OFFDC29957E5D24DF

42uF OIDC #tp & EFME Ceph X/ RpIX,

FH

[root@host01 ~J# aws --endpoint https.//cephproxy1.example.com:8443 iam
list-open-id-connect-providers

{

"OpenlDConnectProviderList": [

{

"Arn":
"arn:aws:iam:::oidc-provider/keycloak-sso.apps.ocp.example.com/auth/realms/ceph”
}

]
}

3.2.8.6. & IAM £ A {10
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BIEE IAM £ G FIEHE,
SEREM
[ ]
%% openssl ] curl &,
[ ]
EE T T2 PR,
[ ]
7 OIDC h7 s B/ ZEBIH Fs
[ ]
FEHX OIDC BI#5AL,

MBI Ceph X/ RFEHIE] OIDC £E1 i,

TR

RFFHI U JWT SHE,

H

[root@host01 ~J# curl -k -q -L -X POST
"https.//keycloak-sso.apps.example.com/auth/realms/ceph/protocol/openid-connect/
token" |

-H 'Content-Type: application/x-www-form-urlencoded’ |

--data-urlencode ‘client_id=ceph’

--data-urlencode ‘grant_type=password'\

--data-urlencode ‘client_secret=XXXXXXXXXXXXXXXXXXXXXXX' |
--data-urlencode 'scope=openid’

--data-urlencode "username=SSOUSERNAME" |

--data-urlencode "password=SSOPASSWORD"
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H

[root@host01 ~J# cat check_token.sh

USERNAME=§1

PASSWORD=$2

KC_CLIENT="ceph"
KC_CLIENT_SECRET="7sQXqyMSzHIleMcSALoKaljB6sNIBDRjU"
KC_ACCESS TOKEN="$(./get_web_token.sh $USERNAME $PASSWORD | jq -r
access_token')"
KC_SERVER="https.//keycloak-sso.apps.ocp.stg.local"
KC_CONTEXT="auth"

KC_REALM="ceph"

curl -k -s -q

-X POST |

-U "$KC_CLIENT:$KC_CLIENT_SECRET" |

-d "token=$KC_ACCESS_TOKEN" |
"$KC_SERVER/$KC_CONTEXT/realms/$KC_REALM;/protocol/openid-
connect/token/introspect” | jq .

[root@host01 ~J# ./check_token.sh s3admin passwOrd | jq .sub
"Ceph n

EXBIF, THEBEIFFRER jq ZiEss, FHikiEY ceph,

BIBEEA GBI JSON X1, fF statement &7 Allow, #¥ Action 77
AssumeRoleWithWebldentity, 7 /H%5 sub:ceph RAEVLEIE] JWT SHE A FTHF,

TH

[root@host01 ~J# cat role-rgwadmins.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal”: {
"Federated": [
"arn:aws:iam:::oidc-provider/keycloak-sso.apps.example.com/auth/realms/ceph”
]
}

"Action": [
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"sts:AssumeRoleWithWebldentity"
I

"Condition": {
"StringLike": { "keycloak-sso.apps.example.com/auth/realms/ceph:sub”:"ceph” }

/
}
/
/

#/H JSON X 116# Ceph X/ RIFXFH E,
FH

[root@host01 ~]J# radosgw-admin role create --role-name rgwadmins |
--assume-role-policy-doc=$(jq -rc . /root/role-rgwadmins.json)

3.2.8.7. 15/ S3 Wi

&/ STS LiuF42iF Assume Role LUij/h] S3 ¥R,

SERFM
[ ]
%% openssl ] curl A,
[ ]
EE T T2 PR,
[ ]
7 OIDC Hr7 i B/ s
[ ]
FEEX OIDC BI#EAL,
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ZHE9 Ceph X R HH9 OIDC BV,

B IAM £ &I

TR

LUTF218% Role with STS F 3B i /a/#] secret Z ¥ 1] S3 FIREIT 4,

[roo@host01 ~J# cat test-assume-role.sh

#l/bin/bash

export AWS _CA_BUNDLE="/etc/pki/ca-trust/source/anchors/cert.pem”

unset AWS_ACCESS KEY_ID

unset AWS_SECRET_ACCESS KEY

unset AWS_SESSION_TOKEN

KC_ACCESS TOKEN=$(curl -k -q -L -X POST
"https.//keycloak-sso.apps.ocp.example.com/auth/realms/ceph/protocol/openid-connect/
foken" |

-H 'Content-Type: application/x-www-form-urlencoded' |

--data-urlencode ‘client_id=ceph’

--data-urlencode ‘grant_type=password'\

--data-urlencode ‘client_secret=XXXXXXXXXXXXXXXXXXXXXXX' |
--data-urlencode 'scope=openid’

--data-urlencode "<varname>SSOUSERNAME</varname>"\

--data-urlencode "<varname>SSOPASSWORD</varname>"| jq -r .access_token)
echo ${KC_ACCESS TOKEN;}

IDM_ASSUME_ROLE _CREDS=$(aws sts assume-role-with-web-identity --role-arn
"arn:aws:iam:::role/$3" --role-session-name testbr
--endpoint=https.//cephproxy1.example.com:8443
--web-identity-token="$KC_ACCESS_TOKEN")

echo "aws sts assume-role-with-web-identity --role-arn "arn:aws:iam:::role/$3"
--role-session-name testb --endpoint=https.//cephproxy1.example.com:8443
--web-identity-token="$KC_ACCESS TOKEN""

echo $IDM_ASSUME_ROLE _CREDS

export AWS_ACCESS KEY_ID=$(echo $IDM_ASSUME_ROLE _CREDS | jq -r
.Credentials.AccessKeyld)

export AWS_SECRET_ACCESS KEY=$(echo $IDM_ASSUME_ROLE CREDS | jq -r
.Credentials.SecretAccessKey)

export AWS_SESSION_TOKEN=$(echo $IDM_ASSUME_ROLE CREDS | jq -r
.Credentials.SessionToken)

BITHIA,

TH
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[root@host01 ~]# source ./test-assume-role.sh s3admin passwOrd rgwadmins
[root@host01 ~J# aws s3 mb s3://testbucket
[root@host01 ~J# aws s3 Is

3.2.9. 7f Keystone HECERIEH STS Lite (FAH %)

[E—p £ ZE (/89 Amazon &£ SR (STS)#A] S3 APl #77, STS #£HialLI#] Keystone ZEHi—

i

S3 #l1 STS API ZBE/ LUfEFH Ceph X/ 5 b A8 e] — i 72 K 17 7],

Red Hat Ceph Storage 5.0 £ &Sk,

IETE:51THY Ceph Xf RPH%.

2% Boto Python &1, k7% 3 st &SR,

Ceph &5 T s89 root &5/,

OpenStack 77 5289/ K il 15/ IR,

TRE

7 Ceph X RHKZ ik L FACE I :

Wk
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ceph config set RGW_CLIENT_NAME rgw_sts_key STS KEY
ceph config set RGW_CLIENT_NAME rgw_s3_auth_use_sts true

rgw_sts_key £ FIMEXBEER T wFH) STS B, HIE#FY 16 1+ 3\HBHIFH,

gZ

STS BHZEEFRHF.

FH

[root@mgr ~J# ceph config set client.rgw rgw_sts_key 7f8fd8dd4700mnop
[root@mgr ~J# ceph config set client.rgw rgw_s3_auth _use_sts true

{£ OpenStack Tis_L4K EC2 £l :

FH

[user@osp ~]$ openstack ec2 credentials create

| Field | Value /

| access | b924dfc87d454d15896691182fdebOef /
[links | {u'self': u'http://192.168.0.15/identity/v3/users/ |

/ | 40a7140e424f493d8165abc652dc731c/credentials/ /
/ | OS-EC2/b924dfc87d454d15896691182fdeblef} /
| project_id | c703801dccaf4a0aaa39bec8c481e25a /
| secret | 6a2142613c504c42a94bazb82147dc28 /
| trust_id | None /

[ user_id | 40a7140e424f493d8165abc652dc731¢c /

T T +
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196

EHERBENE, 817 GetSessionToken APl &3 — G 22 EEIF -

TH

import boto3

access_key = b924dfc87d454d15896691182fdebOef
secret_key = 6a2142613c504c42a94ba2b82147dc28

client = boto3.client('sts,

aws_access_key id=access_key,
aws_secret_access key=secret key,
endpoint_url=https://www.example.com/rgw,
region_name=",

)

response = client.get _session_token(
DurationSeconds=43200

)

e T UF T F X Hi S3 VifF -

FH

s3client = boto3.client('s3’,
aws_access_key_id = response['Credentials’[['AccessKeyld'],
aws_secret_access key = response['Credentials']['SecretAccessKey],
aws_session_token = response['Credentials']['SessionToken'],
endpoint_url=https://www.example.com/s3,
region_name=")

bucket = s3client.create bucket(Bucket="my-new-shiny-bucket’)
response = s3client.list_buckets()
for bucket in response["Buckets"]:
print "{namej\t{created}".format(
name = bucket['Name'],
created = bucket['CreationDate’],

)
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BIEEFTHY S3Access £ aFH B FERS,

{EHETFE CAPS /1 2B :

Wk

I radosgw-admin caps add --uid="USER" --caps="roles=""

FH

I [root@mgr ~]# radosgw-admin caps add --uid="gwadmin" --caps="roles=""

A& S3Access At :

Wk

radosgw-admin role create --role-name=ROLE_NAME --path=PATH --assume-role-
policy-doc=TRUST_POLICY_DOC

FH

I [root@mgr ~J# radosgw-admin role create --role-name=S3Access --
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path=/application_abc/component_xyz/ --assume-role-policy-doc=\{\"Version\":\"2012-10-
17\"\"Statement\":\[\{\"Effect\":\"Allow\"\"Principal\":\{\"AWS\":\
[\"arn:aws:iam:::user/TESTER\"\]\},\"Action\":\[\"sts:AssumeRole\"\]\}\]\}

SRR WS [ 1% S3Access A ta -

Wk

radosgw-admin role-policy put --role-name=ROLE_NAME --policy-
name=POLICY_NAME --policy-doc=PERMISSION_POLICY _DOC

TH

[root@mgr ~]# radosgw-admin role-policy put --role-name=S3Access --policy-
name=Policy --policy-doc=\{\"Version\":\"2012-10-17\",\"Statement\":\[\
{\"Effect\":\"Allow\" \"Actiom\":\[\"s3:*\"\],\"Resource\":\"arn:aws:s3:::example_bucket\"}\]\}

HfE, 75— 1A LURE gwadmin B9 G, A1, gwuser /sl LURE
gwadmin R,

IRAREF P8 access_key #l secret_key fH.

H

I [root@mgr ~]# radosgw-admin user info --uid=gwuser | grep -A1 access_key
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&/ AssumeRole API i/, etk ERER/H access_key il secret_key fH :

FH

import boto3

access _key = 11BS02LGFB6AL6H1ADMW
secret_key = vzCEkuryfn060dfee4fgQPqFrncKEIkh3ZcdOANY

client = boto3.client('sts,

aws_access_key id=access_key,
aws_secret_access key=secret key,
endpoint_url=https://www.example.com/rgw,
region_name=",

)

response = client.assume_role(

RoleArn="arn:aws:iam:::role/application _abc/component xyz/S3Access),
RoleSessionName="Bob’,

DurationSeconds=3600

)

gZ

AssumeRole API 5% S3Access AL,

AKX Z % Boto Python EHHIE %158, 15204 Red Hat Ceph Storage Object Gateway
5B H9 Test S3 Access 584

WEFBZEH, 15209 Red Hat Ceph Storage X/ R P15 m B BIEEFH 185

3.2.10. F%Ef¥ STS Lite 5 Keystone JEEEHHIRE] (B Hik)

Keystone B)—1\BR#IZ EXSIFZL GRS (STS)iF K, H KT EE 7 — 1 REIFGEI LT Els
Fo BEMAIHTRY, SAHEXK Boto BHHUECH,
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TERRE

TR

200

IE7£:577H9 Red Hat Ceph Storage %2, /&7 5.0 St ESIkE,

IEFEE1THY Ceph X RPHX.

2% Boto Python &£, k& 3 sb&E SR,

T HF7#4%i% Boto B9 auth.py X+,

FFLLF AT mENCT e

class SigV4Auth(BaseSigner):

Sign a request with Signature V4.

ey

REQUIRES_REGION = True

def__init__(self, credentials, service_name, region_name):

self.credentials = credentials
# We initialize these value here so the unit tests can have
# valid values. But these will get overriden in “"add_auth™
# later for real requests.
self._region_name = region_name
if service_name == 'sts’:

self._service_name = 's3'9

else: 6

self._service_name = service_name @

FFLLF BT IEIC R

def_modify_request_before_signing(self, request):

if "Authorization’ in request.headers:
del request.headers['Authorization']
self._set_necessary_date_headers(request)
if self.credentials.token:
if 'X-Amz-Security-Token' in request.headers:
del request.headers['X-Amz-Security-Token']
request.headers['X-Amz-Security-Token'] = self.credentials.token

if not request.context.get(’'payload_signing_enabled’, True):
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if 'X-Amz-Content-SHA256' in request.headers:
del request.headers['X-Amz-Content-SHA256']
request.headers['X-Amz-Content-SHA256'] = UNSIGNED_PAYLOAD a
else: 9
request.headers['X-Amz-Content-SHA256'] = self.payload(request)

AKX Z# Boto Python EHHIEZ(5/E, 15204 Red Hat Ceph Storage Object Gateway
5B H9 Test S3 Access 584,

3.3. S3 FIEHEIRIE

EFFLE, HFATLIET Ceph X/ %48 S Amazon S3 i /4 Ee# C0(AP) K fT 7 i ELEE,

FZFH T 7 58589 Amazon S3 ZHEELRE, LIRIDBERIZIFILE,

# 3.2. bucket 1£F

Thie Status wE

List Buckets XHF

B Bucket XH TEM—HA S ACL,
Put Bucket Website XHF

Get Bucket Website e

Delete Bucket Website <Hr

1% & Bucket &l X HF

Get Bucket &l X

fHBR Bucket &l 3HF

bucket 4 fip EHA B 2 # Expiration,

NoncurrentVersionExpiration [
AbortincompleteMultipartUpload.

Put Bucket Lifecycle By FF % #f Expiration,
NoncurrentVersionExpiration [
AbortincompleteMultipartUpload.
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Thie

Delete Bucket Lifecycle

Get Bucket Objects

bucket fii &

Get Bucket Version

Put Bucket Version

B2 Bucket

FKEY Bucket ACL

A& Bucket ACL

Get Bucket cors

Put Bucket cors

Delete Bucket cors

B Bucket X R iRA<

head Bucket

List Bucket Multipart Uploads

bucket &l

Get a Bucket Request Payment

Put a Bucket Request Payment

%F " Bucket 24E

GET PublicAccessBlock

PUT PublicAccessBlock

e PublicAccessBlock

TERRE
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Status

X

X

X

X

X

X

X

X

X

X

X

X

X

X

B FF

X

X

X

X

X

X

pd

TR AT0EE ACL &

TRBMETAE ACL &



5 33 CEPH X®RMX#1 S3 API

—NEF£i517H9 Red Hat Ceph Storage %2,

RESTful & F i,

3.3.1. S3 B I#HFEA]

1£ bucket 5L /& bucket #Al, BHIAE LA Red Hat Ceph Storage Object Gateway S3 %
f£. ObjectCreated. ObjectRemoved #] ObjectLifecycle:Expiration, XFE% f, LIRLZE
bucket FHIHIEHIH, bucket FHIE S3 HE1E.

ZJj s3:0bjectCreate,s3:0bjectRemove # s3:0bjectLifecycle:Expiration F L)t E#FEA,
EEH PUT :

FH

client.put_bucket_notification_configuration(
Bucket=bucket _name,
NotificationConfiguration={
"TopicConfigurations': [
{
'Id’: notification _name,
"TopicArn': topic_arn,
'Events': ['s3:0bjectCreated:*, 's3:0bjectRemoved:”, 's3:0ObjectLifecycle:Expiration:*]
HY)

gZ

2§55 #F ObjectCreate £, #1 put, post, multipartUpload, #1 copy. ZI#§5#F
ObjectRemove F£#, #1object delete #1 s3_multi_object_delete,

KA
NotificationConfiguration
F:3u)

TopicConfiguration S5,
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Type
Container
oiE
Z
TopicConfiguration
30
FEFFHJ Id, Topic #] list,
Type
Container
S
Z
id
b3y
BBHIEE o
Type
FrFE
i
Z
Topic
30y

Topic Amazon Resource Name(ARN)

-3
BHF L O,
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Type
FHE
B
Z
FH
Hizh
SHFHFEASIZ, FTLUERZNFAME. HRERS, U EFEFH,
Type
FHrE
B
=
Filter
Hizh
S3Key. S3Metadata ] S3Tags S:4£.,
Type
Container
B
=
S3Key
Hizh

FilterRule Sk 3iZ, FFRIEN REH AT 115, JIZARS aTLIF 3 PN, HI
40, Name 7 prefix, suffix, 26 regex, FZHBIATE L IEA AT G2 1525 VLA,

Type
Container

Pt
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o

S3Metadata
Tl

FilterRule S:k5lZe, FTFHRIEX Rw BN {TiLiE, FUZHBIFT B L IEHI AT G R
EX BT BHEE, (62, WRAREELIEHFREIILBIRMTEIERE, TIxIRIDAITE,

Type
Container
oiE
=
S3Tags
270

FilterRule StklZe, FTFMRIEN REPZIHTILIE, SYZHPBIFT B L IERR I BAT 53] R E
KB9trEtl, (852, HIRXIRREIEL g, TS RGP,

Type
Container
oz
=3
S3Key.FilterRule
Hizh

Name #] Value 524%, Name 77
ik, EHEZEIENZ A,

Type

Container
©siE

Z

206
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S3Metadata.FilterRule
P37

Name #] Value 524k, name 2 x-amz-meta-xxx 2 metadata BIYEKIE R, ZEZIBEME
BIFTHEE,

Type
Container
i
Z
S3Tags.FilterRule
Fea 2

Name 7] Value 3k, name /2 tag #, 67 tag 14,

Type
Container
i
Z
HTTP mip;
400
KA
Malformed XML
30y
XML A iEff,
400
KA
InvalidArgument
Fea 2
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B Id ik KT HE S ARN SCEHBIE,

404
KA
NoSuchBucket
Fi:3u)
bucket 7 #1£.,
404
KA
NoSuchKey
F:3u)
FHT 1L,

3.3.2. S3 IR IF 1% HEEA]

RRIFERIEA, It 77 17 H5 B E B AT B B A,

Wk

Get /BUCKET ?notification=NOTIFICATION_ID HTTP/1.1

Host: cname.domain.com

Date: date
Authorization: AWS ACCESS KEY:HASH OF HEADER AND SECRET

FH

Get /testbucket?notification=testnotificationlD HTTP/1.1
Host: cname.domain.com
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Date: date
Authorization: AWS ACCESS KEY:HASH OF HEADER AND SECRET

Hapz B

<NotificationConfiguration xmins="http.//s3.amazonaws.com/doc/2006-03-01/">
<TopicConfiguration>
<ld></ld>
<Topic></Topic>
<Event></Event>
<Filter>
<S3Key>
<FilterRule>
<Name></Name>
<Value></Value>
</FilterRule>
</S3Key>
<S3Metadata>
<FilterRule>
<Name></Name>
<Value></Value>
</FilterRule>
</S3Metadata>
<S3Tags>
<FilterRule>
<Name></Name>
<Value></Value>
</FilterRule>
</S3Tags>
</Filter>
</TopicConfiguration>
</NotificationConfiguration>

%{;

notification F F BR[Ol f7 £ B A iE 522 notification Configuration o, 1H/H
Y =y

7= 5.y
notification-id
P37
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BBHIBGE o HIRALELL ID, WAEZH AT E 284,

Type

FirdE

NotificationConfiguration

30y
TopicConfiguration S5,
Type
Container
i
Z
TopicConfiguration
30y
FEFFH Id, Topic #] list,
Type
Container
i
Z
id
Fe 2
BHIBGE o
Type
FHE
wiE

210



Type

B

Type

B

Type

B

i

Topic Amazon Resource Name(ARN)

i

BAF L O,

FrrE

Ho

L EBRGFEH, AIRERTE S T FALAE,

FFE

Hio

1EERE NI IERF

Container
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=3
HTTP mipy
404
KA
NoSuchBucket
P30
bucket £,
404
KA
NoSuchKey
P30

HWIRGEH T A, T AL,

3.3.3. S3 MR Tr i HEEA]

MEERF IR F5 ZE S A B B A,
b33

BHIWERZEXT S3 2841 APl B9Y I, S5 hE# RN, FhéhF-LATE E X BB
W, WEE—1EKH8976) double delete BT 2 Fy £ iR,

EWE I E AT A B, 1756/ DELETE :

Wk

I DELETE /BUCKET ?notification=NOTIFICATION_ID HTTP/1.1

212
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FH

I DELETE /testbucket?notification=testnotificationlD HTTP/1.1

IFRK LM
notification-id
T
BRIBIE T, HWEREIEHEA ID, N 54 LB BB AIZB A B,
Type
FHE
HTTP mipy;
404
KA
NoSuchBucket
P30
bucket ~71E,

3.3.4. Uil FEIEREENE

Ly R BRI A BHE R, B —F A RIE 5% ¥ bucket #1iR %y URI B IER B R,

TH
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GET /mybucket HTTP/1.1
Host: cname.domain.com

B B bucket LA #R1H bucket,

FH

GET/HTTP/1.1
Host: mybucket.cname.domain.com

/70

LGB AEE—FGE, B3E %S s 09 i il fll DNS BE#F.

3.3.5. S3 JYZKLFIZHE

GET / RIEIH X% HFK AT /- G T bucket 5%, GET / (R[EIHZET G175l B9 - QBRI 7 1
. BEFEXHESL FK,

Wk

GET/HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER AND_SECRET

W R S

Buckets
T
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B F R IZ ) 2 a5
Type
Container
Bucket
Hizh
B FEEREE BB a5,
Type
Container
ER
Hizh
bucket & #.
Type
FHE
CreationDate
F:3u)
IR F1EHEN A9 UTC Y[,
Type
Date

ListAlIMyBucketsResult

30y

A FERIE 5o
Type

Container
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%
Fea
bucket A& Z# ID ] DisplayName B 275,
Type
Container
ID
Fe 2
bucket ArEZHY ID.
Type
FrE
DisplayName
Fea 2
bucket ArEZEHIE7E .
Type
FHrE

3.3.6. S3 R[OIfFIZHEAN R
REIFFIEREN RIYZC,
Wk

GET /BUCKET ?max-keys=25 HTTP/1.1
Host: cname.domain.com
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prefix
270
(&R B8 S 15 ERTZAIN R
Type
FrFE
delimiter
Hizh
FiZZ 5 R ftox] & #hi2 5897 gt
Type
FHE
marker
Fea 2
R [E]HGX] RS Z BT FFLZE5 ],
Type
FHE
max-keys
Fe 2
FREIFIRAE K, i 1000,
Type
B
HTTP mify
200
KB
HE
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27U

k3389 bucket,

GET /BUCKET &[5k &as, HFHFUTFE :

bucket Hipy Sk

ListBucketResult
Tl

BEy, HTXIRIIZE,

Type
Ltk
ER
i3y
HABEZEREIH 7 EREH)E
Type
FHE
prefix
i3
X R EGIHIFIZS,
Type
FHrE
Marker
i3
R[OJEIX] R FYZHIFF %65
Type
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FirE
MaxKeys
Hizh
BR[OJHG R K
Type
BH
Delimiter
Hizth
WRKE, BEHEREIZHI% RIFE7HE CommonPrefixes JIZFH,
Type
FiFE
IsTruncated
F:3u)
IRy true, W(CREIE EREAESHFE.
Type
BAE
CommonPrefixes
Fi:3u)
WRZ PN REBSHERBIFILE, I ErElLsIZES,
Type

Container

ListBucketResult B3 X/5, BBFNRELE—1T Contents F#sH,
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X SRS
AE
Hizh
X RO 2o
Type
Object
#
Hizh
X RAGE .
Type
FrrE
LastModified
Fea 2
X RBG1R e & 08 HHTHIN 1H]
Type
Date
ETag
Fe 2

XfRH9 MD-5 B8 7, ETag 22— PSEEH%,

Type
FHE
K
Hizh
XIREGA D,
Type
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2H
StorageClass
Fea 2
M IEZ%k 6] STANDARD,
Type
FHE

3.3.7. S3 BIBEHF 15HE

CIBFTr e, ELIBFI#HE, SAEMAF ID FIEE9 AWS i8] ID FEEdr il E K, BB
EE S 01 5HE.

L9

BE, FHEEEN ZERREZR,

bucket & Fh A EHE—H,

bucket E#HFEEAEXAET IP Hitf,

bucket EFKE AT 3 F 63 NERFZ/H,

bucket EHFFEEAXEFHH FHIZ,

bucket ZFSHLUINE B FHL,

bucket E# ol L& S, HI%(-),

bucket & Hw A2 H— 1 2% M RIS, S brE B ETm(.) 28, bucket &

el BN EFE. BFAEFH. FIEBIU N EREFIF ARG E.
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i

21 rgw_relaxed_s3_bucket_names %7 true, W _Li#RFLHK#, bucket &
BT EHE—B, TEEAEIETy IP #tl, TTLlBESFHA. HF. M. AR T
28, =% 255 NFHF

Wk

PUT /BUCKET HTTP/1.1
Host: cname.domain.com
x-amz-acl: public-read-write

Authorization: AWS ACCESS_KEY:HASH_OF _HEADER AND_SECRET

EH

Xx-amz-acl
Fh

B LIfEYE ACL,
H3HlE
# A, public-read,public-read-write,authenticated-read

B

my

HTTP ik

IR E M —B, HZIFCEEM, BAGEE, WEFRKD), HREEEREBIFZERED
27, HHAZHZ bucket ATEE, JIRIEIFHT), WRFHEHGEBCIZERAETR, TERFFEU,

409
K&
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BucketAlreadyEXxists

bucket B F A BIATBE T,

3.3.8. S3 put bucket i

put bucket [ API X iE7E website F IR IEENINLEIE, EfFriZhEiE /ML, AITEFIERE
H 7501 website F R,

%{;

Put 1EfEFZE S3:PutBucketWebsite R, Zilfg X, KA bucket A2 FEERA
EH 0B A RFRI i,

Wk

I PUT /BUCKET ?website-configuration=HTTP/1.1

FH

I PUT /testbucket?website-configuration=HTTP/1.1

BXIt API 1R E 2158, 15E6 S3 AP,

3.3.9. S3 get bucket M4

223
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get bucket B APl £23£1E website F H 15 EFIRLECE,

Sﬂ;

Get 121EFZ S3:GetBucketWebsite fUBR, HilIGXH T, REFEIEATEZE FEELR
IR,

Wk

I GET /BUCKET ?website-configuration=HTTP/1.1

FH

I GET /testbucket?website-configuration=HTTP/1.1

BXIt API 1R E 2158, 15E6 S3 AP,

3.3.10. S3 MR F 5B/ 4
MR 1548615 APl SRR 7 12 AERI M5 ECIE

23

I DELETE /BUCKET ?website-configuration=HTTP/1.1
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https://docs.aws.amazon.com/cli/latest/reference/s3api/

FH

I DELETE /testbucket?website-configuration=HTTP/1.1

BXIt API 1ERE 2158, 15E6 S3 AP,

3.3.11. S3 HEFIZHELE
HEFIFHEEF APl iz t# 0 E S FICE, BRI BIIE,

Wk

I PUT /BUCKET ?replication HTTP/1.1

FH

I PUT /testbucket?replication HTTP/1.1

3.3.12. S3 KR HEEEH

get bucket £ #1 API :&[OI#7 545092 HIACE,

5 33 CEPH X®RMX#1 S3 API
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Wk

I GET /BUCKET ?replication HTTP/1.1

FH

I GET /testbucket?replication HTTP/1.1

3.3.13. S3 W Fr 5L %1
WERE 5HE R % APl MEFIE#EF IR S FIECIE.

Wk

I DELETE /BUCKET ?replication HTTP/1.1

FH

I DELETE /testbucket?replication HTTP/1.1

3.3.14. S3 Rt 144F

W 1#RE, T LU BT IR 7 15 HE e B R R 77 1 E
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Wk

DELETE /BUCKET HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER AND_SECRET

HTTP mapy;

204
RERH

B 155,

3.3.15. S3 FiEtEEm R

BT LU A R i T E S E BN R, LUEFRE /TR EGHEEEN], Ceph XfRMXHH)
S3 API 55#F AWS ZEiZ 4 i I BER FFRG F2E -

Expiration: E X G ERPXN RE9ZF o, BB RASEN st B BRI X 8, % HAE
Ceph X/ RGKFFHHERXT R, IR HEHERE/E AR ELER], Ceph X REFHKFFX XM R,
SR bucket j5/HkEFERY, Ceph X RIX 7724 Biihk & OV MERFRIC, 2GR Fik A,

NoncurrentVersionExpiration : ;XX T 85I FiXS RIREKBTHR, EEHILTH
BE, S A A REIR AR, BRI BiX] R FiEsI BB TH, UL Ceph X/ RHX
IR FE 2 FiXS 2.,

NewerNoncurrentVersions : 15E ZREBHIFF LGN RIREHE, £TLIIEEZERE R
% 100 PN Fikk A, WRELREHIIEEHZE T 100, THERHiHNBIFF S BTk,

AbortincompleteMultipartUpload : :XE X T K5cHHg% 5850 L (F7E A 1L BRI X ¥,
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BlockPublicPolicy reject : IIEFEFFLIEiG AR, HWIRIEENIFRE (T matESR
FIEHE) TP, 5@ Ui T8 PUT /a2 #E#] PUT bucket Z&HE,
Amazon S3 Block Public Access ZjgE &7 7f Red Hat Ceph Storage 5.x/ Ceph Pacific fk7
H, BIEHIm. BRI BKE, LIFEBEERE Amazon S3 FREIA IR, 2
WIERTF, #H9 bucket, BEAMFINREFRITFRAIEDA, (B2, ZHATLIERFIERERIE. U=
FBE xS RIURFE AR F 215715, S3 Block Public Access KB & wi X LEBSHIFR, LUEL o]
LURFIXLE FFIRHG LA FE 375 5] FX AR,

L /FHIECE B S <Rule> soFERI—1 34 Z 1N,

FH

<LifecycleConfiguration>
<Rule>
<Prefix/>
<Status>Enabled</Status>
<Expiration>
<Days>10</Days>
</Expiration>
</Rule>
</LifecycleConfiguration>

LRI BT S F F 7 AR P AT S RFIE, BIKR R T L /RN 18 EH] <Filter > 7T
F, B LUEL LG AIEEL IER

B

VOE 3753

B HFIEA— TN Z T RN

T

B LURIE R S FEI4AE, 154 ip ETHIAEI A AN REGFEE, BIA, 757E <keypre/> FF/ FAZILL
keypre/ FFLBIXTR :
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<LifecycleConfiguration>
<Rule>
<Status>Enabled</Status>
<Filter>
<Prefix>keypre/</Prefix>
</Filter>
</Rule>
</LifecycleConfiguration>

BA o LUF B2 w8 ST RN b FE BV BB A 5 B GHRITERHIA 5% -

<LifecycleConfiguration>
<Rule>
<Status>Enabled</Status>
<Filter>
<Prefix>keypre/</Prefix>
</Filter>
</Rule>
<Rule>
<Status>Enabled</Status>
<Filter>
<Prefix>mypre/</Prefix>
</Filter>
</Rule>
</LifecycleConfiguration>

KRR

5 33 CEPH X®RMX#1 S3 API

BT LU <Key> fil <Value> JoEF4E ip /B EIHII b B B EFr S BIN R -

<LifecycleConfiguration>
<Rule>
<Status>Enabled</Status>
<Filter>
<Tag>
<Key>key</Key>
<Value>value</Value>
</Tag>
</Filter>
</Rule>
</LifecycleConfiguration>

I — 1 Z T

TEL B /TRAI A, B el LURIE B DRI — 1N B 15 145, ENSAEIEHE <And> T

1, HiEFREA—THIZ, URFENHZ NS -

<LifecycleConfiguration>
<Rule>
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<Status>Enabled</Status>
<Filter>
<And>
<Prefix>key-prefix</Prefix>
<Tag>
<Key>key1</Key>
<Value>value1</Value>
</Tag>
<Tag>
<Key>key2</Key>
<Value>value2</Value>
</Tag>

</And>
</Filter>
</Rule>
</LifecycleConfiguration>

He kR
[ ]
X KRG EmEFIENER, 155064 Red Hat Ceph Storage Developer Guide #7
B9 S3 GET #1##5 4 ip /I B84

AKX FhEtFEm/EAHIEHNER, 155064 Red Hat Ceph Storage Developer Guide #
) S3 ISk E 1 FiEhE L ARIEES

AXWE: FhiEfE L mEEHE S, 15514 Red Hat Ceph Storage Developer Guide #7
9 S3 MR 1 #E2E o /T HIEE 5

3.3.16. S3 GET #FiZH5 L /E

EHREHEREL AR, 5EA GET H15EBirfriiha.

23

GET /BUCKET ?lifecycle HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER AND_SECRET
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https://access.redhat.com/documentation/zh-cn/red_hat_ceph_storage/7/html-single/developer_guide/#s3-get-bucket-lifecycle_dev
https://access.redhat.com/documentation/zh-cn/red_hat_ceph_storage/7/html-single/developer_guide/#s3-create-or-replace-a-bucket-lifecycle_dev
https://access.redhat.com/documentation/zh-cn/red_hat_ceph_storage/7/html-single/developer_guide/#s3-delete-a-bucket-lifecycle_dev
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1% K Headers

BX B FRIEHIEZEE, HS LR B #1089 S3 BRFEKIN

/54

Wipy o 8 S ERE L p TR R A T,

3.3.17. S3 Bt B Hitr it £ b /R

EORAB R AL, EREAE PUT, HI5E B ihaflLen/FTRACE, Ceph xRN
35fF S3 L m/ARIZIEERI FEE.

Wk

PUT /BUCKET ?lifecycle HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF _HEADER AND_SECRET
<LifecycleConfiguration>
<Rule>
<Expiration>
<Days>10</Days>
</Expiration>
</Rule>

<Rule>
</Rule>
</LifecycleConfiguration>

1% K Headers

content-md5
P37

JH/E B base64 %4if5 MD-5 147
ARAE

FHERBH U EZRE,
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B

o

AX Amazon S3 iB[HiE K- EZ5E, 15504 Red Hat Ceph Storage Developer
Guide K% B H1H9 S3 g KEnLEB 5

AX Amazon S3 Fi#fELm/EH BIE %158, 1556 Red Hat Ceph Storage Developer
Guide #189 S3 715 HEE i EHIEE S

3.3.18. S3 MR F7 1#H5 2 oo /Rl

ZWRirrE#EL /R, 15 DELETE H15E BEr#r 548,

Wk

DELETE /BUCKET ?lifecycle HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER AND_SECRET

17K Headers

BRI S TR,

/54

i3 5] %5 I YRR Ko

HewR

[ ]
AX Amazon S3 iB[HiE KL WEZ5E, 1554 Red Hat Ceph Storage Developer
Guide K% B H1Hg S3 g KEnLEB 5
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A X Amazon S3 BN KE(CH BIEZ 5/, 1525 Red Hat Ceph Storage
Developer Guide Mt C #1589 S3 1 fAmip/ KA CHIEE S

3.3.19. S3 get bucket {7 iE

123 bucket #j zone group, fi/ & B IEREATE S T EVIA G, BUITE PUT 15 KA {E4E
LocationConstraint, B/L{}¥ bucket fR#IZ) zone group.

¥¥ location F & B INBIF 570, W A

Wk

GET /BUCKET ?location HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER AND_SECRET

W R SE A
LocationConstraint
b7
bucket A8 zone 41, El default zone group BIZEZ#F45,
P i)

FirE

3.3.20. S3 IKIRIFHERBIRF

125 bucket BIRFLEHRKS, HF % Bt it AE ¥R E.

1% versioning F R IMEIFZERE IR, WA,

Wk
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GET /BUCKET ?versioning HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER AND_SECRET

3.3.21. S3 HEHFIZRIMRF

WFFB R EHH 1550 versioning KA, & B GIHREATEE KK ERAFZEHRSE, WRE
1EHELRBIKIE versioning KA, TREMRAKE, HfT GET kFKiEKF2&[E versioning KA 1H,

KB HERMRA R -

JGH : REFIEREREIN R IR, TN IR G REBRBAE— T —BIR A ID, E1Z

: BB IERE X REVR LR, FINEIFEREHIAT BN R ERIRZ ID null,

Wk

I PUT /BUCKET ?versioning HTTP/1.1

H

I PUT /testbucket?versioning HTTP/1.1

bucket 1F KLk

VersioningConfiguration
3713
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B FigRE & a5
Type
Container
Status
Fe 2
KB EREHIR RTINS, B3H(E : Suspended/Enabled
Type

FiFd

3.3.22. S3 KIREF HEHF U 112 B2

125 bucket Uy/H/EEFIGIZK, RS BB FIEHEATEZ, SR F 15569 READ_ACP R,

1 acl F R mMEBIFZRTEK, W TR

Wk

GET /BUCKET?acl HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER AND_SECRET

HaRT S
AccessControlPolicy
Hizh
JHF iR BB 25
Type
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Container
AccessControlList
Fea 2
ACL EBH5 %5
Type
Container
FEE
Fe 2
bucket A& ZH ID ] DisplayName B9,
Type
Container
ID
F:3u)
bucket gr&Z#9 ID,
Type
FrFE
DisplayName
Fi:3u)
bucket FrEZ& H9E %5 Fho
Type
FrFE
Grant
F:3u)
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&M F Grantee 7 Permission H9Z& %5,

Type
Container
Grantee
Fe 2
RFIBRAGHE S 89 DisplayName ] ID 89525,
Type
Container
TR
3y
18445 Grantee FHEFEHIIAR,
Type

FrrE

3.3.23. S3 KE L HEHF U IR HISYZE

RIBEH BRI, R R iEhiaT S, AR 1##EH9 WRITE_ACP /R,

¥¥ acl F BB 54T 3K, 20 TR

Wk

I PUT /BUCKET ?acl HTTP/1.1
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S3 JUZXZ S LIF

AccessControlList
P37

ACL 5889535,

Type
Container
Vo EE-3
Fe 2
bucket A& Z# ID ] DisplayName B9 275,
Type
Container
ID
30
bucket ArEZHY ID.
Type
FHE
DisplayName
i3
bucket FrE &I ETE o
Type
FHrE
Grant
30

& T Grantee #] Permission BIZ& %45,
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Type
Container
Grantee
F:3u)
A BREGFE S B9 DisplayName #] ID B9& %5,
Type
Container
R
i3y
18445 Grantee FHEFFHIFAR,
Type

FrrE

3.3.24. S3 get bucket cors

RBFENFERFIZIER cors ELEGS, A & EEFIFATEE, ABIRFI71F#569 READ_ACP
mo

f¥ cors FRE MBI E4T 1K, TR

Wk

GET /BUCKET ?cors HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF _HEADER AND_SECRET
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3.3.25. S3 put bucket cors

HFEEERTRIE cors BOE, P & B gt s, SRR F 154569 READ_ACP IR,

f¥ cors FRERMEBIGE4T 1K, TR

Wk

PUT /BUCKET ?cors HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER AND_SECRET

3.3.26. S3 Wk 77 1%#F cors

MR T2 154G E Y cors BLER S, /BBt A S, SHRF 17589 READ_ACP
mﬂ

f¥ cors FRERMEBIGZEHG 1K, TR

Wk

DELETE /BUCKET ?cors HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER AND_SECRET

3.3.27. S3 JYFXIF HEHEN RIRAEK

BREIFFIEREFATEX RIREBITTEIEIIZ, FEIG R IEREHI READ 15 R,
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¥F version FREFRINEBI G HERGE K, 2 TATT

Wk

GET /BUCKET ?versions HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER AND_SECRET

ZalLl GET /BUCKET ?version 15 E£#, AFZEZE1],

ZH
prefix
Hizh
2&[O]H in-progress L%, REFHEEIEERHL,
Type
FHrE
delimiter
Fea 2
Frdd 5 B0 % E B2 1895 .
Type
FHE
key-marker
Hizh
LAfESYZBIFF AR I,
Type
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FHE
max-keys
Fe 2
AR in-progress _L1F#, 2 il{E7 1000,
Type

ZH

version-id-marker

30
F5E i FFFLE 5 ZBIN RIR K.
Type
FrrE
WA
KeyMarker
303
17T key-marker iEKSHIEEHIZLIINIC (WIRE) .
Type
FrFE
NextKeyMarker
30
#1R IsTruncated 7 true, JWiG4EiE K& FHHIZ HIFRICo
Type
FrrE
NextUploadldMarker
371
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404 IsTruncated 7 true, W_Ef% ID ¥l FELEE K,

Type
FrréE
IsTruncated
30y
HIFDy true, JGRBIE 5L ABBIFE,
Type
BAE
A
30
EfEEBREIK A,
Type
B2
DisplayName
i3y
FrBEEBETE .
Type
FHrE
ID
i3
ArE#H ID,
Type
FHrE
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Vo EE-3
Hizh
TG R 89 ID F] DisplayName BIZ 25,
Type
Container
StorageClass
Hizh
FFFEERRRIN B9 5%, STANDARD 5t REDUCED_REDUNDANCY
Type
FHrE
) Z 3
Hizh
V F SeF -l
Type
Container
versionld
i3
X REGHEZ ID.
Type
FHE

versionldMarker
P30

B &l p o Z R R I — T hR 2,

Type
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FirE

3.3.28. S3 L 1F1%EHE

IR LV HEAD, LUAEEEEHFHEURIIEE S B UITIR, WRFHEHEFIEH HIEE
BEWR, W&E 200 OK ; HIRFI##ET# 1, J&RIO] 404 Not Found, ZIR#ZZiiG#1E, 1AVFfEE R
AUiABR, JW&[o] 403 Forbidden,

7973
HEAD /BUCKET HTTP/1.1
Host: cname.domain.com

Date: date
Authorization: AWS ACCESS KEY:HASH OF HEADER AND SECRET

3.3.29. S3 SIFZZBFH _LI¢

GET /?uploads i&[6]2Fi in-progress Z&80 L8952, RN BEEFE 515880 L%, BiZR%E
KA A L%,

Wk

I GET /BUCKET ?uploads HTTP/1.1

ZeTLL % GET /BUCKET ?uploads 15EZ#, AZHEBF 285,
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2&[O]H in-progress L%, REHEESIEERHL,

Type
FrréE
delimiter
303
Bt 5 R ftx] R E 7 B kg1
Type
FrrE
key-marker
771
EfESYZBIFF AR I,
Type
FHE
max-keys
i3
AR in-progress _L1F#, Zil{57 1000,
Type

max-uploads
Hizh

ZEH FEHIRAE, SBE7 1 /1000, Zil{£7 1000,

Type
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version-id-marker

Fi:3u)
WIRREGIEE key-marker, W, IEEE—T_LIEH ID LIFHNGF (7T ) 5t ID
BN S H
Type
FHE
Hap7 S
ListMultipartUploadsResult
i3y
R FLERIE 45
Type
Container

ListMultipartUploadsResult.Prefix

3713
prefix iFKSHPIEEHNFIZE (5F) -
Type
FHrE
Bucket
7713
FHEW RPN B9 77 15 1B
Type
FrFE
KeyMarker
30y

1L key-marker 5K S EIEERZHERC (WRE) -
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Type
FHE
UploadldMarker
F:3u)
upload-id-marker 5K EHHIEERItAIC (BH) -
Type
FrFE
NextKeyMarker
i3y
1R IsTruncated 7 true, W55 Kb ERBGZ HIERIC,
Type
FrFE
NextUploadldMarker
i3
1R IsTruncated 75 true, W Ef% ID tric A FEZEEK.
Type
FrFE
MaxUploads
3013
max-uploads 15K S HIGERRA_LLE,
Type
B
Delimiter
Fea 2
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WERE, BEHERGIZIXN RIFEZTE CommonPrefixes FZH,

Type
FHE
IsTruncated
Hizh
IR true, J(GREIFFIZRELEHEH)F5,
Type
TBAE
L£fF
Hizh
Key. Uploadld. InitiatorOwner, StorageClass #] Initiated &Iz 75,
Type
Container
#
Hizh
EZEH EfEThIE, XRO9E,
Type
FirE
Uploadid
Hizh
thiRZ 880 L1£89 ID,
Type
FHrE
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initiator

F:3u)
S FHE L5809/ F 59 ID # DisplayName,
Type
Container
DisplayName
F:3u)
JE B aE BB aE o
Type
FFE
ID
Hizh
JE5)#5H] ID,
Type
FirE
&
Hizh
AL L5 RE9HE 89 ID & DisplayName BIZ 25,
Type
Container
StorageClass
Hizh
FFFEEERBIN R8G9 %, STANDARD 5t REDUCED_REDUNDANCY
Type
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HWRZ X RESHERBIEILE, EIHFETELIZEF,

FHE
=27/}
P30
FAF TG L (£89 H R H],
Type
Date
CommonPrefixes
P30
Type

Container

CommonPrefixes.Prefix
Fh

BIZZEytEFF#F&, W prefix request ZHATE X,

Type

FirdE

3.3.30. S3 FFiZHEFRME

Ceph X/ R 35 #5,/FHF) bucket #9 Amazon S3 FEl5iZ S 1) FE,

IR

5 33 CEPH X®RMX#1 S3 API

Ceph X RPIF1E T brME S3 1RFEFEFE S3 Bucket 5EBS, 1 &/H radosgw-admin CLI T &,

EEE 7 o] LU s3cmd &5 5K K iE St IR W,
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H

$ cat > examplepol
{
"Version": "2012-10-17",
"Statement”: [{
"Effect": "Allow",
"Principal”: {"AWS": ["arn:aws:iam::usfolks:user/fred"]},
"Action": "s3:PutObjectAcl”,
"Resource”: [
"arn:aws:s3:::happybucket

]
H
/

*1

$ s3cmd setpolicy examplepol s3.//happybucket
$ s3cmd delpolicy s3://happybucket

BR#Y
Ceph X[ RPIK X FFLUT S3 ERIE :
[ ]
s3:AbortMultipartUpload
[ ]
83:CreateBucket
[ ]
s3:DeleteBucketPolicy
[ ]
s3:DeleteBucket
[ ]
s3:DeleteBucketWebsite
[ ]

s3:DeleteBucketReplication

252



s3:DeleteReplicationConfiguration

s3:DeleteObject

s3:DeleteObjectVersion

s83:GetBucketAcl

s3:GetBucketCORS

s3:GetBucketLocation

s3:GetBucketPolicy

s3:GetBucketRequestPayment

s3:GetBucketVersioning

s3:GetBucketWebsite

s3:GetBucketReplication

s3:GetReplicationConfiguration

s3:GetlifecycleConfiguration

s3:GetObjectAcl

5 33 CEPH X®RMX#1 S3 API
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254

s3:GetObject

s3:GetObjectTorrent

s3:GetObjectVersionAcl

s3:GetObjectVersion

s3:GetObjectVersionTorrent

s3:ListAlIMyBuckets

s3:ListBucketMultiPartUploads

s3:ListBucket

s3:ListBucketVersions

s3:ListMultipartUploadParts

83:PutBucketAcl

s3:PutBucketCORS

s3:PutBucketPolicy

s3:PutBucketRequestPayment
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s3:PutBucketVersioning

s3:PutBucketWebsite

s3:PutBucketReplication

s3:PutReplicationConfiguration

s3:PutLifecycleConfiguration

s3:PutObjectAcl

s3:PutObject

s3:PutObjectVersionAcl

X

Ceph X REXTFZHFER . 4 A B _LZEFRE,

Ceph X R H RGW # /" brilfFFtE Amazon twelve-digit /7 ID, 72L& Amazon
Web Service(AWS)S3 #ll Ceph X/ K S3 2 [HIBIFHE, #ATE I I ¥ Amazon I/ ID FA1E#
F7 1D,

&/ AWS S3 hf, Araf/ " HE—mE2ENH, G2k, Ceph X/ RMXEFNHF 1 E OB
bucket ip5 %2/, EEi, Ceph XfRMXE i irIE 57— MUST #4l#g bucket, fE7
S3 iF K189 tenant:bucket,

1£ AWS H1, ZFiEHaans el LI = R B9 1o/ IR, 2 Ie 2k ArE 2 T LU BB/ - IREG 3
BFPRFUIHR, BT Ceph X REAXEFZIFAE. ABRIANR, BIIK-ArEEzEE#E15
R RF IR,
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BZ

#&F bucket BISTEIK LR, 1T MK AT E R B9 T R,

bucket &l T =15 FHrEHFE,

Ceph X/ REIXSEFFLL TR :

aws:CurrentTime

aws:EpochTime

aws:PrincipalType

aws:Referer

aws:SecureTransport

aws:Sourcelp

aws:UserAgent

aws.:username

Ceph X/ RPIX (N FFLL TR AHZH T ListBucket LR1E :

s3:prefix

s3:delimiter
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s3:max-keys

x| Swift Bz

Ceph X RYKIZHLTE Swift APl TiZi&E bucket FFHELIZIEE, 102, £/ S3 APl E7 Swift #] S3 #£
E I B AIEF (R R,

Ceph X/ REIXSF Swift 155 50 H1 15 E 09 K LA,

3.3.31. S3 KRG LB iE KX E

&/ requestPayment F KR Ol (5 RH01E K SETECE, & EEFdhate s, SRR FEE
#5959 READ_ACP /R,

1% requestPayment F Z MBI #5515 K, 2 TR,

Wk

GET /BUCKET ?requestPayment HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER AND_SECRET

3.3.32. S3 HfFH#HE L ik iE T KX ATAE

& requestPayment F ZER X EFIEHEHIE K MIE, BIABRETF, AL ZEMFIE
i FE, HAEZE T bucket FrEEIEE 7 KEFF#HE KR MIEFIEHE FE I,

#¥ requestPayment F Z MBI #5515 K, 2 TR,

Wk
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PUT /BUCKET ?requestPayment HTTP/1.1
Host: cname.domain.com

WH KA
Payer
Fea 2
F5E T EHIE K7 FHRISC AT 7 s
Type
Enum

RequestPaymentConfiguration
Fea 2

FHF Payer B9&%5.

Type

Container

3.3.33. ZH I IERFIRIF

22 Fig v Vi IE] bucket B, BIAASHER B EHE—[E517. 1€ Red Hat Ceph Storage &
H, FEEEF— TR, Eit, WRREFHEERS, &1 bucket BIEER L FXHEBE—T
EX#EF, B, Z2#/52E0KETLAEFRE, RE5IHRFEEREIFHRFETFRE—#F,

BIRIEFTE BRI R G2 IR, T XIS E B 2B AT,

LU F i, §52KE# 7 # bucket, Bt, —7 76 URL & :
I https://rgw.domain.com/tenant:bucket

Ak, —1N\EFHEE) Python a~GIFF# P HIF1Z#5 545K G 0 FF -
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H

from boto.s3.connection import S3Connection, OrdinaryCallingFormat
¢ = S3Connection(
aws_access_key id="TESTER",
aws_secret_access key="test123",
host="rgw.domain.com”,
calling_format = OrdinaryCallingFormat()

)
bucket = c.get_bucket("tenant:bucket")

%{;

TEFF S @ H S3-style Figt, BNEHE LS ESHMBHEFFER
ATt P fErT. (e mR 0 EMEgE%., Eit, bucket-in-URL-path #0241
L2 —i#EH,

WFETHEEZIFHMES, 172 0J Red Hat Ceph Storage Object Gateway Guide #7849 Multi
Tenancy Z84,

3.3.34. S3 LR Fi1H]

£ LU#EF S3 Block Public Access ZHEER X B iZhEHIE ", LIFEBIZEFRE Red Hat Ceph
Storage X714 S3 HIRHI L FZEiT 1A AR,

EHILIDEE. TrhihiRbs. il s R BEHIN RIR T L 2, LUARF NI, BikERT, #89
bucket. EASHHIXN RS FR 517,

Ceph X RFX 189 S3 APl %1 AWS R HEiy/H i EHIF5 -

BlockPublicPolicy : EX A rFHF &I m 7 iR s ik iE, HiKEF LT A
FFHRZFIEFHBEESHIN R, BEBMIKE, AR R RS T =22, 75
XPETTHE Y TRUE 252 S3:
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7826 PUT Bucket EB5H915 /.,

FEZEXTATA bucket BIFEIRI 4 s B9 PUT 1717 s BI 95 o

BZ

TR FFIN UL RKE, LUHEHE % B E L IR NI 1],

%{;

TRUE i%i& (X 7 75 FEHIFHE St L 2Ly jih F B3

[ ]
RestrictPublicBuckets : iE X iZiEFBRHIXT T hZRFHI L [0] s (6 fH 12 2R BEBIIEA =5, BREY

S TF AT A E I HI I m AT A E 1K B9 AWS BRSS THHIRIE . X2 LK
i1 s 26 bucket, {BISERIIEILERN, [RGB B2 U s S 17

1. JE UL ET R RNTPL BB AR, E1E X Amazon S3 2 i A FERIEIK
S, ELRMERIRF 1 36 bucket FFBEIRAEBIENC/ 151, SIFHFENBIFHFRFE

Eo

Red Hat Ceph Storage HEiF #1512 #5Z(ACL),

BIZBEX, ENNMRELFFHFEEEY) public, FMIERHH, fFFHEERIEGHRIZTFLLT—1 3t
ZPMEBIT TR -

X

ElEMET B35 B8 (?) 38 AWS Identity and Access Management Policy

Variable,

AWS &, B, AasiREEEK
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&/ aws:SourcelpBI L L5/t # H(CIDRs) %

aws:SourceArn

aws:SourceVpc

aws:SourceVpce

aws:SourceOwner

aws:SourceAccount

s3:x-amz-server-side-encryption-aws-kms-key-id

aws:userid, £zl AROLEID:*2Z %

s3:DataAccessPointArn

ZE

TEFIERERBEFEEEN, X TME AT EE U mEHBBER, s ER
&WE public, REIKF ID BEE,

s3:DataAccessPointPointAccount

LU plZrs #4 public,

B
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"Principal: "*",

"Resource”: "*",

"Action": "s3:PutObject",

"Effect”: "Allow",

"Condition": { "StringLike": {"aws:SourceVpc": "vpc-*"}}

ERFBEHF NI, FESRBEEHIERRAE,

TH

"Principal: "*",
"Resource": "*",
"Action": "s3:PutObject”,
"Effect”: "Allow",

"Condition": {"StringEquals": {"aws:SourceVpc": "vpc-91237329"}}

A XX PublicAccessBlock i+ 452, 1524 Red Hat Ceph Storage Developer
Guide H189 S3 GET 'PublicAccessBlock’ 84,

AKX OB EHK PublicAccessBlock HIiFHE /S, 15Z 6 Red Hat Ceph Storage
Developer Guide #189 S3 PUT 'PublicAccessBlock’ 84,

A XMk PublicAccessBlock #4152, 1524 Red Hat Ceph Storage Developer
Guide H189 S3 Delete 'PublicAccessBlock’ 584,

WFE THRBEXFIERERIEIIEHNER, 155064 Red Hat Ceph Storage Developer Guide #
B9 S3 bucket policies 84,
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17524 Amazon Simple Storage Service (S3)X#i##9 Blocking public access to your
Amazon S3 storage 84,

3.3.35. S3 GET PublicAccessBlock

BEIFA0IER S3 Block Public Access 5, 5@/ GET H#5E ¥ AWS IKF,

Wk

GET Wv20180820/configuration/publicAccessBlock HTTP/1.1

Host: cname.domain.com
x-amz-account-id: _ACCOUNTID _

&K Headers

BX B FRIEHIEZIEE, HS LR B #1089 S3 BRFEKIN

/54

R E HTTP 200 mafy, L XML #& =&/,

3.3.36. S3 PUT PublicAccessBlock

@ EF )y S3 AR 0Bt 524 PublicAccessBlock A&,

EEHILIRIE, #5514 s3:PutBucketPublicAccessBlock YR,

Z2Z

41E PublicAccessBlock BCE L7 ERFRINK 2 A [E, Amazon S3 fH&EFF#HE
RRIRME HF R BB BT E

Wk
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PUT /?publicAccessBlock HTTP/1.1

Host: Bucket.s3.amazonaws.com

Content-MD5: ContentMD5

x-amz-sdk-checksum-algorithm: ChecksumAlgorithm

x-amz-expected-bucket-owner: ExpectedBucketOwner

<?xml version="1.0" encoding="UTF-8"?>

<PublicAccessBlockConfiguration xmins="http.//s3.amazonaws.com/doc/2006-03-01/">
<BlockPublicAcls>boolean</BlockPublicAcls>
<lgnorePublicAcls>boolean</IgnorePublicAcls>
<BlockPublicPolicy>boolean</BlockPublicPolicy>
<RestrictPublicBuckets>boolean</RestrictPublicBuckets>

</PublicAccessBlockConfiguration>

1% K Headers

BX B FRILHIEZIEE, HS LR B #1089 S3 BRFEKIN .,

/54

W 22— HTTP 200 Wk, ER&E—1NZEH HTTP IEX,

3.3.37. S3 M PublicAccessBlock

EH =KWk S3 #71%#FH9 PublicAccessBlock ACi&,

Wk

DELETE /v20180820/configuration/publicAccessBlock HTTP/1.1

Host: s3-control.amazonaws.com
X-amz-account-id: Accountld

1% K Headers

BX B FRIELHIEZIEE, HS LR B #1089 S3 BRFEKIN .,

264
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/54

W 22— HTTP 200 Wk, ©R&E—1NZEH HTTP IEX,

3.4. S3 X/ RIE(F

ENFFLE, HERTLIET Ceph X/ R MX#Ed Amazon S3 i fH4EEECI(AP) T RIZFE,

FZFH 7X/5RH9 Amazon S3 ZHEELETE, LIRINEERISIFILE,

7 3.3. X/ RIE(E
Thig Status
IREUNT SR xH
Get Object Information T
Put Object Lock X
Get Object Lock X
Put Object Legal Hold X
Get Object Legal Hold T H
Put Object Retention X
Get Object Retention L
Put Object Tagging <
Get Object Tagging <
Delete Object Tagging <
BEX R <H
THIBRXT &R xH
Delete Multiple Objects <
IKEUN & ACL xHr
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Thig Status
MEXTS& ACL XH
SHIN R XH
IZJ0F 3 XH
T 5 XH
ISEIE SV i <Hr
Add a Part to a Multipart Upload X
List Parts of a Multipart Upload X
assemble Multipart Upload T
Copy Multipart Upload X
Abort Multipart Upload XHF
Multi-Tenancy <
SERF

[ ]
— P EF51TH9 Red Hat Ceph Storage %7,

RESTful & s,

3.4.1. S3 MEFERF AT S
MBEIERFREFATSR -

23

I GET /BUCKET/OBJECT HTTP/1.1
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50 versionld F FRLURS FX REGEFER T -

23

I GET /BUCKET/OBJECT?versionld=VERSION_ID HTTP/1.1

1% K Headers

PartNumber
T

WERBIN REG—EBH S, X HIEERBL /G FER GET 53K, #EAIEKTHFR FEx!

RB9—H,
Bl
1 £/ 10,000 2 [HHIIEZ#,
SE
=
range
it
ERFHIA R,
FERET GET iZRI9Z 1B,
Bl
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Range:bytes=beginbyte-endbyte

Pt

o

if-modified-since

i3

X5 B B F 2K
B

Timestamp
Pt

=

if~-unmodified-since

30y
RE G TEERBERNF 2K,
AHE
Timestamp
B
&
if-match
30y
(XTEXT S ETag PLAZ ETag I 2515
AHE
SR
B
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as
=/

if-none-match

771

IREEXT R ETag FPEBC ETag i/ F R 5=,

=kl

SUIRE

Pt

Iy

B E KR89 Sytnax

GET /BUCKET/OBJECT?partNumber=PARTNUMBER&versionld=Versionld HTTP/1.1
Host: Bucket.s3.amazonaws.com

If-Match: IfMatch

If-Modified-Since: IfModifiedSince

If-None-Match: IfNoneMatch

If-Unmodified-Since: IfUnmodifiedSince

Range: Range

WRIFR

Content-Range
i3

REEFRPIGELHIEFRIN, F2EO8 LR

X-amz-version-id
P30

&g ID 2 null,
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3.4.2. S3 KBXIRIER

BREIEXX RIS, UFKFFRES Get Object 15 KHERBIIFASE, B XEETHE WTE
1EXI RBIFH I o

RFN RO FIIRE :

2

I HEAD /BUCKET/OBJECT HTTP/1.1

0 versionld FEIRLURS FHERAZHIES -

Wk

I HEAD /BUCKET/OBJECT?versionld=VERSION_ID HTTP/1.1

1% K Headers

range
Fah

FRFBINREH,
Bl
Range:bytes=beginbyte-endbyte

Pt

Y
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if-modified-since

i3y
X5 B BRI F 2K
B
Timestamp
Pt
=
if-match
i3y
(XTEXT S ETag PLAC ETag I F 2547,
B
SR
B
&

if-none-match

77
(XTEXT S ETag PLAZ ETag I F 2545,
B
SLFRSE
SFE
&
WARTFF

X-amz-version-id
P30
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&g ID 3¢ null,

3.4.3. S3 put X/ REE

put X REE APl fFHER B IEATE IR, (EFXRIE, #eLiU#fH Write-Once-Read-
Many (WORM)E R FHEN R, X REE TR, 1£—TNEERIHT HixG A RATA, X RFRHMHERE
wEE, X RUEREHHEELIHIE IS F IR EEAT LRI R,

gz

BRIECIBETF IEHENT I FAXT R OIE, ZINERIFELMU,

Wk

I PUT /BUCKET ?object-lock HTTP/1.1

FH

I PUT /testbucket?object-lock HTTP/1.1

HRIEA

ObjectLockConfiguration

F:3u)

A FiF R E,
Type

Container
i
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=z
ObjectLockEnabled
30y
1EBRIL 7 hhE 2 &5 FE T X R BERIE,
Type
FiréE
B
Z
yoLl
30
TEE 17 EHGHIN R GLE I,
Type
Container
B
&

DefaultRetention

3713
W FE BB & T 16 TE 7 1 HG P BIFTA REGEC A R B JET A,
Type
Container
B
=
B
30y
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B RIEREEAX, A5 : GOVERNANCE/COMPLIANCE.

Type
Container
i
Z
Days
Hiz
7B R B SRS E B9 X ¥
Type
2H
B
=
Years
30y
AR EF I 15 E B9 F ¥
Type
B2H
B
=z
HTTP ik
400
KA
Malformed XML
Hizh



XML FiEf,
409
KA
InvalidBucketState
Tl
BB/ RN RE,
BeE

BXIt API 1R E 2158, 5E6 S3 AP,

3.4.4. S3 get X RHLE
get X RFE API (2 E L IERFHI B ERE,

Wk

I GET /BUCKET ?object-lock HTTP/1.1

FH

I GET /testbucket?object-lock HTTP/1.1

RS

ObjectLockConfiguration
3713

5 33 CEPH X®RMX#1 S3 API
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B FigRE & a5,
Type
Container
Pt
=
ObjectLockEnabled
i3
1EBRIL 7 hhE 2 e FH T X R BERIE,
Type
FHrE
Pt
=
yo Ll
i3y
TEEFFIERERIN REUEHI AL,
Type
Container
B
=
DefaultRetention
303
W FAEY IR IE T8 TE Fr 148 P HIFTA R ORI R B S A
Type
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BE

Type

B

Type

Pt

Type

Pt

Container

Iy

AU RIGERFEA, BHHlE

Container

i

9B R B TR HE FE I K K

Iy

TERL U LR B TR TS E B9 F L

5 33 CEPH X®RMX#1 S3 API

- GOVERNANCE/COMPLIANCE.
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o

BXIt API R E 2158, 15E6d S3 AP,

3.4.5. S3 put X REEIFH

BEXRLEIFE APl f AR IFEHIEEN FAEIFTAEN R, EERIFEIER T, ELLAEZXMEG
XIRIEEK, ERIFERBEXBAIRERTH, BRGNS 1L,

Wk

I PUT /BUCKET/OBJECT?legal-hold&versionld= HTTP/1.1

TH

I PUT /testbucket/testobject?legal-hold&versionld= HTTP/1.1

versionld F R FX REGIFERE,

Iz &5 3
LegalHold
371

B FigRE a5,

Type
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Container
i
=
Status
Hizth
G EN REE R LAREIFH, FHH : ON/OFF
Type
FHE
B
=z
Re ik

BXIt API 1R E 2158, 5E6 S3 AP,

3.4.6. S3 get X RAREIFH
get X RAREIFH APl 2 F5 R 5 G5 BIFE LS.

Wk

I GET /BUCKET/OBJECT?legal-hold&versionld= HTTP/1.1

H

I GET /testbucket/testobject?legal-hold&versionld= HTTP/1.1
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versionld F FFRE FX REGIFER K,

HR7SEAE
LegalHold
Hizh
ViiEmE vk
Type
Container
B
=
Status
Hizh
1EHIEEN REE R LAREIFA, FHH : ON/OFF
Type
FHrE
B
=
Rk

BXIt APl 1R E 2158, 15E6 S3 AP,

3.4.7. S3 HEBXNRIRE

IEXT RIREE API f55/ RIREBEERIEXT R, REFTHI I EERT H RPN Rk ZE, BHRAEL :
GOVERNANCE 7] COMPLIANCE, X T MEEBERXIX RN IEBIERT T,
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i

TEULHGIH], ZEHIXTRZE Write-Once-Read-Many-protected (WORM-protected), H
T E =W,

Wk

I PUT /BUCKET/OBJECT ?retention&versionld= HTTP/1.1

FH

I PUT /testbucket/testobject?retention&versionld= HTTP/1.1

versionld F R FX REGIFERE,

HRIA
R
7]

BF 5Kz
Type
Container

B

i
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FEEX RBIR GRS, F3A1E : GOVERNANCE, COMPLIANCE.

Type
FrFE
i
=z
RetainUntilDate
Fe 2
R E HH,
B
2020-01-05T00:00:00.000Z
Type
Timestamp
i
Z
He iR

BXIt API 1R E 2158, 1556 S3 AP,

3.4.8. S3 get ¥ RIRE
get ¥ RIRE APl RE¢FNR_LHIX RIRGICE,

7973
I GET /BUCKET/OBJECT ?retention&versionld= HTTP/1.1
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by
I GET /testbucket/testobject?retention&versionld= HTTP/1.1

versionld F R FX REGIFERE,

WS
RE
Fea 2
HAFiERI B2,
Type
Container
i
Z
vk n
300
EENRIGREBE, HHHE : GOVERNANCE/COMPLIANCE
Type
FrrE
i
Z
RetainUntilDate
Hizh
REHA, 1=l : 2020-01-05T00:00:00.000Z
Type
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Timestamp
siE
=
AE
He R

BXIE API 1R E 2158, 15E6 S3 AP,

3.4.9. S3 put X/ Rt

put X/ RERiC APl FF 555 SX RIKE, thsedEx, HBEREFMRMREIRS, EEH
versionld ZijZ#, HHEABHLT s3:PutObjectTagging 1EEBIIIR, ZilfE 2 T, bucket FrEZ
BESX MR, HelERihfH RFILAER,

2

I PUT /BUCKET/OBJECT?tagging&versionld= HTTP/1.1

FH

I PUT /testbucket/testobject?tagging&versionld= HTTP/1.1

=5 5.
Tagging
P30
BFiE KB
Type
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Container
i
Z
TagSet
30y
—HtrsHIE S,
Type
FrFE
B
Z
He i

BXIE API 1R E 2158, 15E6 S3 AP,

3.4.10. S3 get X/ L5

get X REriC APl REIX RErss, BCAEHR T, GET BIFREIN 5 FiIMEAKBIE S,

X

X FIREFALBI 50T, AT LI AR E % TREBIXNT R, ERFEMRR AR
b, IEHEE RPN versionld EiEH,

Wk

I GET /BUCKET/OBJECT?tagging&versionld= HTTP/1.1
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FH

I GET /testbucket/testobject?tagging&versionld= HTTP/1.1

BXIt API JERE 2158, 15E6d S3 AP,

3.4.11. S3 HERA R Fril

delete X/ ¥ric APl MIEEX KPR rasdk. B EH{T s3:DeleteObjectTagging £EE
B BR F BE(E FA UL LR T,

i

EWERTFEXT RIREBIFNEE, 1517 K PN versionld ZiHEH,

Wk

I DELETE /BUCKET/OBJECT?tagging&versionld= HTTP/1.1

FH

I DELETE /testbucket/testobject?tagging&versionld= HTTP/1.1
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BXIt API 1R E 2158, 5E6d S3 AP,

3.4.12. S3 fFX R IE 15T
RIS REV 15T, TR L BB TEABRF BETTULIRIE,

Wk

I PUT /BUCKET/OBJECT HTTP/1.1

&K Headers

content-md5

F/::7u1)

JH/EH9 base64 %ii MD-5 I8 7%,
AHE

FELE (HRE,
siE

Z

content-type
Fe b

Bkt MIME 57,

B
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£ MIME 2522, 2Zi/ : binary/octet-stream,

BE

o

X-amz-meta-<...>*

Hizh
Bra#iE SHREE
AHE
FERS 8kb, Ll H,
B
=
x-amz-acl
Hizh
aTLl#E% ACL,
Bl
# A, public-read,public-read-write,authenticated-read
i
=
/S S

X-amz-version-id
P30

&g ID 2t null,

3.4.13. S3 WX/ 5%
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WX R, BRIEESFER-LiZiE WRITE fUR,

WX R, HIRARIEELEF ) on, ERLIE—TERIC,

ik

I DELETE /BUCKET/OBJECT HTTP/1.1

BIEX XS RALTIR AL FIT R R, A5 E versionld FHIRLIR ZHRREIN REMR A,

I DELETE /BUCKET/OBJECT?versionld=VERSION_ID HTTP/1.1
3.4.14. S3 R Z N5
It API VM EZLERT PR % TR,

HEk
I POST /BUCKET/OBJECT?delete HTTP/1.1
3.4.15. S3 FKHX B o/ £E#5Z(ACL)

R[EIX] R BIZ5FikkZ&E) ACL :

2

I GET /BUCKET/OBJECT?acl HTTP/1.1

289



Red Hat Ceph Storage 7 FF &% AGif5E

00 versionld FEIRLUR FHERAH] ACL :

ik

I GET /BUCKET/OBJECT?versionld=VERSION_ID&acl HTTP/1.1

HER Rt
X-amz-version-id
Tl
&Lk ID 2 null,
HER S
AccessControlPolicy
Tl
FFF N BB 75
Type
Container
AccessControlList
Tl
ACL 5 EHEZS
Type
Container
rEZE

290



Fe 2
bucket A& Z# ID ] DisplayName B9 & %5,
Type
Container
ID
Fe
bucket gr&EZ#9 ID,
Type
FrFE
DisplayName
Fe
bucket FrEZ& #9217 %E Fho
Type
FrrE
Grant
Fea 2
& F Grantee f] Permission BI& 75,
Type
Container
Grantee
Fea 2
RFIBRAGFE S 89 DisplayName #] ID 89225,
Type

Container

5 33 CEPH X®RMX#1 S3 API
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R
b7
1225 Grantee FFHEHEHIIER,
Type

Frrd

3.4.16. S3 KB RBGiT 1 R#IFF(ACL)
XS RIS Bk K K EXR ACL,

Wk

I PUT /BUCKET/OBJECT?acl

1K
AccessControlPolicy
F
FFHp & 75,
Type
Container
AccessControlList
T
ACL 5 EHE#
Type
Container
rBEZE
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Fe 2
bucket A& Z# ID ] DisplayName B9 & %5,
Type
Container
ID
Fe
bucket gr&Z#9 ID,
Type
FrFE
DisplayName
Fe
bucket FrE & H9E 7 E Fho
Type
FrFE
Grant
Fea
& F Grantee #{] Permission B2 75,
Type
Container
Grantee
Fe 2
RFIBRAGFE S 89 DisplayName #] ID 89225,
Type

Container

5 33 CEPH X®RMX#1 S3 API
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R
Fak
1BH7% Grantee FHERFHIIR,
Type

FiFd

3.4.17. S3 E#H— 1 /%
BEHINR, EEH PUT #15E B R HIN 5 5 7.

Wk

PUT /DEST_BUCKET/DEST_OBJECT HTTP/1.1
x-amz-copy-source: SOURCE_BUCKET/SOURCE_OBJECT

1% K Headers

X-amz-copy-source

Hizh
& bucket £ + X/ RE .
AHE
BUCKET/OBJECT
B
=z
x-amz-acl
Hizh
AJLUEYE ACL,
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B

# A, public-read,public-read-write,authenticated-read
BE

as
=/

x-amz-copy-if-modified-since

3713

IXTE B [ B L A B F B .
AHE

Timestamp
B

=

x-amz-copy-if-unmodified-since

3713

IXTE B [ B AE O F B i,
ARE

Timestamp
Pt

=

x-amz-copy-if-match

F::7u1)

HETEXS ETag PLAZ ETag H/ 4,
A

SRS
SFE
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A~
=)

Xx-amz-copy-if-none-match

Hizh
RHETEXISR ETag PLfid ETag i/ E#1,
AHE
SR
i
=
LZ/SE" S
CopyObjectResult
Hizh
JFEF WP IT A B 2o
Type
Container
LastModified
Hizh
B ROIR K EHH,
Type
Date
Etag
Hizh
FTX/RH ETag.,
Type
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FrrE

3.4.18. S3 &/ HTML Z 5[5 Z7 1 REFMINT 5
E/H HTML 2 E 155 RASIMEV T 1508, B i 5 LR B ZA IR F BEATTUL LR IF,

ik
I POST /BUCKET/OBJECT HTTP/1.1
3.4.19. S3 W EF KT

FFHHESLLTEKEE AT LU T ERIEE. HTTP A fIER X 20 preflight 53K,

Wk

I OPTIONS /OBJECT HTTP/1.1

3.4.20. S3 J551Z 85 L¢

JE5IZEES LIS, &[O] Uploadld, #ZFalLIzEZIBNEES, FUHBEBA HIT A st H 2 885 L (41
157E,

Wk

I POST /BUCKET/OBJECT?uploads
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1% K Headers

content-md5
Tl

JHE B base64 %4if5 MD-5 157,

B
FHFELA N (6 /R 7,
BE

content-type

F::3u)

¥ MIME £%,
Bl

Efd MIME %2, £t/
siE

o

X-amz-meta-<...>

: binary/octet-stream

371
Bra#iE SHRE
ARE
FHER% 8kb, T (H,
Pt
=
x-amz-acl
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Fea 2
AT LI#E% ACL,
B3l
# 7%, public-read,public-read-write,authenticated-read
i
=
HpT S
InitiatedMultipartUploadsResult
Fea 2
A FLERAB 450
Type
Container
Bucket
Fe 2
FHEWN] R A B £7 17 H5
Type
FrrE
#
Hizh
key i KEHEIEEHIEH (EH) -
Type
FrFE
Uploadid
Fe 2
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Hi upload-id iF KRB EIEEN ID, FriNZE8840 LIF (HIRE) .
Type

FrrE

3.4.21. S3 fEZ 50 EFHE NS S

TSR B Z 585 L%,
F57E uploadld FFBELIE L% ID, 3807 MEIZE5 L% :

Wk

I PUT /BUCKET/OBJECT ?partNumber=&uploadld=UPLOAD_ID HTTP/1.1

AJEERRIEILLT HTTP Wiy :

HTTP miky

404
KA

NoSuchUpload

F5/E upload-id SUtX R _L /5 5IBIE I L (% 3BT VLA,

3.4.22. S3 FHI ZEBH F1F

F57E uploadld FFELIE L% ID FFH 2385 E1% :
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Wk

I GET /BUCKET/OBJECT?uploadld=UPLOAD _ID HTTP/1.1

HpT S
InitiatedMultipartUploadsResult
Fe 2
A FERIEEo
Type
Container
Bucket
Fe 2
FHEWN] R A B 17 17 H5
Type
FHrE
#
Fea
key iF K S HIEEHIEL] (EF) -
Type
FHrE
Uploadid
Fi:3u)
Hi upload-id /&R EHIEEH] ID, FrilZ380 L5 (WRE) .
Type
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FiFd

initiator

Hizth
S5 L1589/ 589 ID # DisplayName,
Type
Container
ID
30y
JEsha89 ID,
Type
FHrE
DisplayName
Hizh
JE B a9 B E o
Type
FirE
Vo EE-3
Hizh
A _LE5RE9H 89 ID ] DisplayName BIZ 25,
Type
Container
StorageClass
Hizh
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FF I ERRBIXN REG %, STANDARD 3t REDUCED REDUNDANCY

Type
FrFE
PartNumberMarker
3013
AR IsTruncated 7 true, G565 Kb EMABIEER bRiC, T£5ZEiE.,
Type
FrFE
NextPartNumberMarker
Fea 2
AR IsTruncated 7 true, WGZEiF Kb EMAE T —E85tric. SIZAIEKE,
Type
FrFE
IsTruncated
Fe 2
IRy true, WIGRIEIN K _EFATHFE,
Type
BAE
Part
Fi::3u)
Key, Part, InitiatorOwner, StorageClass, # Initiated jTFEHI &5,
Type
Container
PartNumber
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Fe 2
Key, Part, InitiatorOwner, StorageClass, # Initiated jTFEHI &5,
Type
BH
ETag
270
BED BG AR
Type
FrFE
A
Fe
LEEERHIA I,
Type
BH

3.4.23. S3 /I 4 L£8958%

KA B_LIEH9585 H OIBHTAIN R, MilsTHkZ a5 L1%,

57 uploadld FHELLE 15 ID LISEEE 2285 Ef% -

Wk

I POST /BUCKET/OBJECT?uploadld=UPLOAD _ID HTTP/1.1
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HHKSEAE
CompleteMultipartUpload
30y
H1— 15 Z P EBH Y B B do
Type
Container
B
&
Part
30y
EHF PartNumber #] ETag B95 %5,
Type
Container
i
Z
PartNumber
Fea 2
BB BIER IR
Type
2H
i
Z
ETag
30
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BED B R E
Type
FrrE
i
=z
HR7SEA
CompleteMultipartUploadResult
Hizth
JFHF P BB 25
Type
Container
firi&
Fi:3u)
FTX KB IR R iR fF (path),
Type
URI
bucket
F:3u)
BEHTX RAGE EREHIE o
Type
FirE
#
i3
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X REGEF .
Type
FHrE
ETag
30y
FixS REGEAE 35S
Type
FrE

3.4.24. S3 EHZ 25 L7

BT MBLBE X RE B A BT LB

#57E uploadld FHFRLLE L7 ID, LIATTZE80 EF8IK -

Wk

PUT /BUCKET/OBJECT ?partNumber=PartNumber&uploadld=UPLOAD _ID HTTP/1.1
Host: cname.domain.com

Authorization: AWS ACCESS_KEY:HASH_OF_HEADER AND_SECRET

1% K Headers

X-amz-copy-source
Fea

B RS RIS RE o

=kl
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BUCKET/OBJECT
i
&
X-amz-copy-source-range
Fea 2
MIEX REHBGF T,
HHE

B : bytes=first-last, R E— I HIRIE— 1 EZLEHHEF T lit. HIA, bytes=0-9
Fer BB EL HIERIET 10 F T,

i
=
HpT A
CopyPartResult
Hizh
JHF AT E N T B o
Type
Container
ETag
Fea 2
& [O]FTEE 5 H ETag.,
Type
FrE
LastModified
300
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& [EEB S L RAEK AT H .
Type
FHE
He kR

BXRILINEERE 258, 15Z6§ Amazon S3 ik,
3.4.25. S3 L ZEFH L1F

Hiik ZEEH Ef%,

57 uploadld F LR _E15 ID LI E 2285 Ef% :

Wk

I DELETE /BUCKET/OBJECT?uploadld=UPLOAD _ID HTTP/1.1

3.4.26. S3 Hadoop HFEfEH

X FZZE Hadoop 520X 1% 5 (HDFS) i[5/ H9cHE i/, =T LU G F Hadoop #9 Apache
S3A F## XK iE Ceph X R X, S3A FfE#HE—THIETLTE, E¥F S3 FEXNRFIEEHF HDFS
XHRTE, EHIEIIETE Ceph X RMXKANS, X AEFHTESTIEY,

Ceph X/ fH% 45 Hadoop 2.7.3 Hli# 9 S3A FEBTLHKE.

Hewi

WFE THREXZHIFEAESE, 15205 Red Hat Ceph Storage X/ R % 1555,

309
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Red Hat Ceph Storage 7 FF &% AGif5E
3.5. S3 LFFEEIE

ENFILE, EEATLLELT S3 SFRMREMLE, M/ oLt R BN abIER FEEE{T S3 SiFE
iﬁo

B=1 S3 #EFETESF - CSV. Apache Parquet (Parquet)#l] JSON, 7 CSV. Bquet ] JSON X/ 5
1B S3 FEIRIF :

CSV X H LA X KA TP EEAE BIE, XAB9F— {288 TR,

Parquet 2— B, ERSIBEIEXHER, EESHABIEFERIEE, CEHT 5HEN
HIE I HIFE G E, LUESHRE, LIMEANTER 78 1F, Parquet 5/ S3 select-engine Bk
FFILE, Mimaw4 IOPS (& CSV #] JSON #EX#FLL)

JSON Z#E 5514, S3 EFF5IZEH JSON A BIETTEERT SQL 154, Mim el L7
EEBREMEZH JSON # = B,

o, #HEH GB HiEHI CSV. Parquet 3t JSON S3 X/ KA FHFERA N, AL FETES
—5 :

TH

I select customerid from s30bject where age>30 and age<65;

HEi, S3X/%& 517 Ceph X/ RHXM Ceph OSD KFEH#E, AEFEELIEREERENE, SX/RE
KAZEHEHEER, MERIESIEE, H CSV Emith it Parquet #51t.,

TERRIF

[ ]
— PN EF517H9 Red Hat Ceph Storage %2,
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RESTful & F i,

LIEERIFE i 1T FXBREG S3 R,

3.5.1. S3 MY RFEFAE

X RAE APl 38700 S5 L B 5 S (SQL) HEXN RGN E, A A HX R 5 BRI 0 B,
1FE 0 AWS R4 SR F 18R Y& F I ER T IG5 JE B RN £ 05 Ham TR & 1]
K, olfEIEREEES LR SQL iR EKA, 1H S3 HfEEXE SQL B HER, BILF TR se
#F, #0 group-by HHMA.,

XX F CSV, BRI IEFIIEfE X 1EE T LIE S S RERIX R 16, LIRS FIEENNE., Parquet &
BoER, BHeRA—AHER, Amazon Web Services (AWS)ap 51757 E(CLI)EIEN R B (& H
CSV st Parquet 1&Uf50 REIEHEWTEICR A, (GRIEIE HHIEER IR,

BTy S 15 EBHEFIMEHE R, X TNMRIFSATR A s3:GetObject TR,

%{;

InputSerialization T2l 7 iE 75 Z HHIN R B BGEIERE L, X R ATLIE
CSV 5t Parquet %=L,

OutputSerialization o2 AWS-CLI /i & inBg—E84, FHigwh 7 4o
BRI HIE, Ceph 7 AWS-CLI 35 7 iR% #58 Fim, B, RIE%5EX
CSV B OutputSerialization 124186895,

InputSerialization #9#& =7 7% 25 OutputSerialization B9#&=L LB, #I
41, #BILUZE InputSerialization #1#5E Parquet, 7 OutputSerialization #1g§
ZE CSV,

I POST /BUCKET/KEY ?select&select-type=2 HTTP/1.1\r\n
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TH

POST /testbucket/sample1csv?select&select-type=2 HTTP/1.1\r\n
POST /testbucket/sample1parquet?select&select-type=2 HTTP/1.1\r\n

HREA
Bucket
30y
EMAEFER] RAIEHIEF 151
Type
FrFE
B
=
#
30y
X R,
KERE
RINKEHN 1.
Type
FrrE
B
=
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SelectObjectContentRequest

30
X R B K S BEIRI S b
Type
FHrE
Pt
=
Frzl
371y
B FE A REGZA H,
Type
FrréE
B
=
ExpressionType
30y
701 SQL f2HH9ZA X BILE,
Type
FrrE
AHE
SQL
B
=
InputSerialization
271
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122 IE 7 2T HIA9X R 1 B9 2
Type
FHrE
B
=z
OutputSerialization
3713
LIE S A Rt RIFT TR B89 2 45 15 .
Type
FHrE
B
=z
LZ/SE 3

HIREEFERLTS, HRZ=&[E] HTTP 200 My, ARZSLL XML 1 X& O304 -

payload
Fea 2

B0 B S HOIRIT b2

Type

FFE

B

i

Records
Fah
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ILRE M,
Type
base64 T8 — i HIBHEN
B
&
Stats
3713
stats Fff,
Type
Long
B
=
Ceph X/ REIX S FFLL FHLY :
FH

I {:event-type,records} {:.content-type,application/octet-stream} {:message-type,event}

%k (% F CSV)

aws --endpoint-URL http.//localhost:80 s3api select-object-content

--bucket BUCKET_NAME

--expression-type 'SQL’

--input-serialization

{"CSV": {"FieldDelimiter": "," , "QuoteCharacter”: "\"", "RecordDelimiter" : "\n",
"QuoteEscapeCharacter” : "\", "FileHeaderInfo": "USE" }, "CompressionType": "NONE"}'
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--output-serialization '{"CSV": {}}'
--key OBJECT_NAME.csv
--expression "select count(0) from s3object where int(_1)<10;" output.csv

a4 (% F CSV)

aws --endpoint-url http.//localhost:80 s3api select-object-content
--bucket testbucket

--expression-type 'SQL’

--input-serialization

{"CSV": {"FieldDelimiter": "," , "QuoteCharacter": "\"", "RecordDelimiter" : "\n",
"QuoteEscapeCharacter” : "\", "FileHeaderInfo": "USE" }, "CompressionType": "NONE"}'
--output-serialization '{"CSV": {}}'

--key testobject.csv

--expression "select count(0) from s3object where int(_1)<10;" output.csv

&% (F1%f Parquet)

aws --endpoint-url http://localhost:80 s3api select-object-content

--bucket BUCKET_NAME

--expression-type 'SQL’

--input-serialization

{"Parquet": {}, {"CompressionType": "NONE"}'

--output-serialization '{"CSV": {}}'

--key OBJECT_NAME.parquet

--expression "select count(0) from s3object where int(_1)<10;" output.csv

o B (XfF Parquet)

aws --endpoint-url http.//localhost:80 s3api select-object-content
--bucket testbucket

--expression-type 'SQL’

--input-serialization

{"Parquet": {}, {"CompressionType": "NONE"}'
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--output-serialization '{"CSV": {}}'
--key testobject.parquet
--expression "select count(0) from s3object where int(_1)<10;" output.csv

#Z% (FHF JSON)

aws --endpoint-URL http.//localhost:80 s3api select-object-content
--bucket BUCKET_NAME
--expression-type 'SQL’
--input-serialization
{"JSON": {"CompressionType": "NONE"}'
--output-serialization '{"CSV": {}}}
--key OBJECT_NAME.json
--expression "select count(0) from s3object where int(_1)<10;" output.csv

76 (FFF JSON)

aws --endpoint-url http.//localhost:80 s3api select-object-content
--bucket testbucket
--expression-type 'SQL’
--input-serialization
{"JSON": {"CompressionType": "NONE"}'
--output-serialization '{"CSV": {}}}
--key testobject.json
--expression "select count(0) from s3object where int(_1)<10;" output.csv

76l (FFF BOTO3)

import pprint
import boto3
from botocore.exceptions import ClientError

def

5 33 CEPH X®RMX#1 S3 API

run_s3select(bucket,key,query,column_delim=",",row_delim="\n",quot_char="",esc_char="\\",csv_header

_info="NONE"):
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s3 = boto3.client('s3,
endpoint_url=endpoint,
aws_access_key id=access_key,
region_name=region_name,
aws_secret_access key=secret key)

result =""
try:

r = s3.select_object _content(

Bucket=bucket,

Key=key,

ExpressionType="SQL,

InputSerialization = {"CSV": {"RecordDelimiter" : row_delim, "FieldDelimiter" :
column_delim,"QuoteEscapeCharacter”: esc_char, "QuoteCharacter": quot_char, "FileHeaderInfo":
csv_header _info}, "CompressionType": "NONE"},

OutputSerialization = {"CSV": {}},

Expression=query,

RequestProgress = {"Enabled": progress})

except ClientError as c:
result += str(c)
return result

for event in r['Payload']:

if 'Records' in event:
result=""
records = event['Records']['Payload'].decode('utf-8’)
result += records

if 'Progress' in event:
print("progress”)
pprint.pprint(event['Progress'],width=1)

if 'Stats' in event:
print("Stats")
pprint.pprint(event['Stats'],width=1)

if 'End"in event:
print("End")
pprint.pprint(event['End'],width=1)

return result

run_s3select(

"my_bucket",

"my _csv_object”,

"select int(_1) as at, int(_2) as a2, (a1+a2) as a3 from s3object where a3>100 and a3<300;")

35700 4
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HETR3HF AWS s3 EF w8 —a84 :

Thie

BARIZER

BARIZER

BARIZER

HEGZE R

PHIZEEF

PHIZER
NULL

WHIZBE R

NULL

HA NULL By
BRZEF

5 NULL #17
143

TR

projection %l

GaG

NE% /4 ()

% modulo

A power-of

><>=¢=::!=

AND ORNOT

is null

is not null

RAIRTS

RARE

RAVRTS

RAIRTS

5 if or then or
else 2481

HFREAR B null 3R[E true/false

HFRARX B null &[G true/false

& null-handle, FWERFER
NULL BB ELER, iR
5 0,

& null-handle, FWERFER
NULL By HIREMLE R, B
3= [E] 0,

EZEE FinF USRS NULL
BHRFRILER. HiIRHRE O,

5 33 CEPH X®RMX#1 S3 API

N

select (int(_1)+int(_2))*int(_9)
from s3object;

select count cycles from s3object
where cast (_las int)%2 =0;

M s3object 1%#% cast (2M0, H
int)

select _1,_2 from s3object where
(int(_)+int(_3))>int(_5);

select count(*) from s3object
where not (int(1)>123 and int(_5)
<200);

select count(*) from
s3object where null and
(3>2);

select count(*) from
s3object where (null+1) and
(3>2);

select count(*) from
s3object where (null*1.5) !=
3;

select count(*) from
s3object where _1 is null;

PEFEAE . when (1+1==
(2+1)*3) then 'case_1' when
4*3) == (12 then 'case_2'
else 'case_else' end, age*2
from s3object;
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Thie

i

5B switch/case
£

projection %l

PHHZE T

WHIZE R

WHIZE R

PHHZE T

WHIZE R

casting
operator

casting
operator

casting
operator

320

coalesce =[O — M IEnull 3

MRHANSEHEEE, N nullif ;&
B null, FWE—NSEnullif
(1,1)=NULL nullif
(null,1)=NULL nullif (2,1)=2

{expression}in ( ..
{expression} ..)

{expression} #]
{expression} & [B]f4
{expression}

{expression} like {match-
pattern}

Bl

7%#E case cast (_1 as int)+ 1
when 2 then "a" when 3 then
"b" other "c¢" end from
s3object;

select
coalesce(nullif(5,5),nullif(1,1.
0),age+12) from s3object;

select nullif(cast(_1 as
int),cast(_2 as int)) from
s3object;

select count cycles from
s3object where 'ben' in (trim
(_5),substring
(_1,char_length (_1)-
3,3),last_name) ;

select _1 from s3object
where cast (_1 as int)
between 800 #1 900; select
count cycles from stdin
where substring
(_3,char_length (_3),1)
between "x" and trim (_1)#
substring (_3,char_length
(3)-1,1)=":";

select count () from s3object
where first_name like
'%de_'; select count () from
s3object where _1 like
"%a[r-s];

select cast(123 as int)%2
from s3object;

select cast(123.456 as
float)%2 from s3object;

select cast ('ABCO0-9' as
string),cast (substr
(‘fab12cd’,3,2) as int)*4 from
s3object;



Thie i

casting
operator

JE AWS casting
operator

JE AWS casting
operator

JE AWS casting
operator

RETHEE sun

RETHEE avg

RETHEE panci

I [E] 25 Th g extract

I [E] 25ThBE dateadd

5 33 CEPH X®RMX#1 S3 API

Bl

select cast (substring
("publish on 2007-01-
01',12,10) as timestamp)
from s3object;

select int(_1),int( 1.2 + 3.4)
from s3object;

select float(1.2) from
s3object;

select to_timestamp ('1999-
10-10T12:23:44Z') from
s3object;

select sum(int(_1)) from
s3object;

select avg (cast (_1 as
float)+ cast (_2 as int)) from
s3object;

select avg(cast(_1 a float) +
cast(_2 as int)) from
s3object;

select
max(float(_1)),min(int(_5))
from s3object;

select count(*) from
s3object where

(int(1)+int(_3))>int(_5);

select count cycles from
s3object where extract (year
from to_timestamp (_2))>
1950 and extract (year from
to_timestamp (_1))< 1960;

select count (0) from
s3object where date_diff
(year,to_timestamp
(_1),date_add

(day,366,to_timestamp
) =1
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Thie

IS R BiTh BE

IS R BiTh BE

P BB

FRBEH

FRBEHK

FRBEH

FRBEHK

FRBEH

FRBEH

FRBEH

FRBEH

322

Rk

datediff

utcnow

to_string

FFREE

FFREE

FFREEE

trim

trim

trim

trim

lower 2% upper

sk

EB NN FFRFRBEUANE D
BN

kEENTFFHERTHRET,
TR (first last) —FEB K,

Bl

select count (0) from
s3object where date_diff
(month,to_timestamp
(_1),to_timestamp (_2))= 2;

select count (0) from
s3object where date_diff
(hour,utcnow (),date_add
(day,1,utcnow ()) ) =24

select to_string
(to_timestamp ("'2009-09-
17T17:56:06.2345672"),
"yyyyMMdd-H:m:s") from
s3object;

select count(0) from
s3object where
int(substring(_1,1,4))>1950
and int(substring(_1,1,4))
<1960;

select substring
("123456789" from -4) from
s3object;

select substring
("123456789" from 0 for 100)
from s3object;

select trim (' foobar ') from
s3object;

select trim (trailing from '
foobar ') from s3object;

select trim (leading from’
foobar ') from s3object;

select trim (both '12' from
'1112211foobar22211122')
from s3object;

select lower ('ABcD12#$e")
from s3object;



Ihag 15
FRIBEHY char_length,
character_lengt
h
g=PAT: SREw|
GlE=S -2+
BEHR

5 33 CEPH X®RMX#1 S3 API

Bl

select count cycles from
s3object where char_length
(L3)=3;

select sum (cast (_1 as
int)),max (cast (_3 as int)),
substring (‘abcdefghijkim’,
(2-1)*3+sum (cast (_1 as
int))/sum (cast (_1 as int))+1,
(count ()+ count

(0)) /count (0)) from
s3object;

select int(_1) as a1, int(_2)
as a2, (a1+a2) as a3 from
s3object where a3>100 and
a3<300;

WETHREZIFMESL, 1FZ0J Amazon B9 S3 Select Object Content AP,

3.5.2. S3 HFHIAFFETYEE

S3 HEFEZHFLLTFHEE - .Timestamp

to_timestamp(string)
i3

FFFFFEFEH N B BE L, EFFEER, FAHDE time' (HEREZE ; X F
BRI HRRIF(E, 1 28 (H, 'timezone' #&=U/2 +/-H:mm 8t Z, B 'Z' Zath i@ /an

[E|(UTC), timezone H9{H BT LIE#% - 12:00 A +14:00,

XHF

B, EaLUFLl FF R ER A0 I

YYYY-MM-DDTHH:mm:ss.SSSSSS+/-HH:mm

YYYY-MM-DDTHH:mm:ss.SSSSSSZ
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YYYY-MM-DDTHH:mm:ss+/-HH:mm

YYYY-MM-DDTHH:mm:ssZ

YYYY-MM-DDTHH:mm+/-HH:mm

YYYY-MM-DDTHH:mmZ

YYYY-MM-DDT

YYYYT

to_string (timestamp, format_pattern)

30y
LUZ3 E BRI F 1 45 R BT A B [ BB F 15 .

ZH
75 =B ik
%4 69 2 FHEF.
y 1969 4 FHF,
YYYY 1969 FRIE 4 (IEE,
M 1 FA,
MM 01 BENSFRMAE
MMM 18 BEAMHAEE AR
MMMM 18 FE2R AN,
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L =Pl
MMMMM J

d 2

dd 02

a AM

h 3

hh 03

H 3

HH 03

m 4

mm 04

s 5

ss 05

S 1

SS 12

SSS 123
SSSS 1234
SSSSSS 123456
n 60000000
X +07 % Z

55 33 CEPH X&RM%H S3 API

sk

FRI—1FEMA, 5
to_timestamp H#—EFERT
o

HER(1-31),

BRTRIM—X(01-31),

BXM AM = PM,

KRN (1-12),

BRI B — K (01-12).

RAHY/NEF(0-23),

BRIIFRIM/NEF(00-23),

INEFE 3 EH(0-59),

INEFBIFR AN ¥ (00-59),

%= 498(0-59),

AT RN (00-59),

BE (FBE : 01, BH :
0.0-0.9) .

BE2 (FBE : 0.01, SEH :
0.0-0.99) ,

BE2 (FBE : 001, SEH :
0.0-0.999)

FEES (FBE : 0.001, SBH :
0.0-0.9999) ,

BIED (BRAKBE) 9,
el : 0.0-0.999999) .

second B nano,

IREZ T 0, NILUNH'Z"RR
R%E.,
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B N Hh

XX 3 XXXX +0700 & Z WMREF N 0, MLUNEH"Z"RER
RBE.

XXX 3 XXXXX +07:00 5 Z MRRBHE N 0, MLUNEFI"Z"RER
RBE.

X 7 LUNES R BB T RS

XX B xxxx 700 LLUNESF RN 93y B S B R A%

XXX B XXXXX +07:00 LLUNESF RN 93y B S B R A% o

extract (date-part from timestamp)
Hizh

#RIF date-part MBI [H/EE P IERBIEH,
5754

year, month, week, day, hour, minute, second, timezone_hour, timezone_minute.

date_add(date-part ,integer,timestamp)
Hizh

RO ], BRIGTIANS BRI RFEE 89255 R i 5,
XHF

F, Afp. X hEf. BE B,

date_diff(date-part,timestamp,timestamp)

27U
ROIZH, RIE date-part Z£5 1N & 13T BHIZ R,
X HF
F, Afp. X hEf. BE B,
utcnow()
3713
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2B [E] 25 gif iy [F] B9 1]

RE
count()
Hizh
RIEG R PLRORITEOR IO (MIRFTE) -
sum(expression)
Fe 2
WRHFRNRYE, T LROIZEA A EGE,
avg(expression)
Fe 2
WRHHRNRYE, FTH&RE—1TFIgIAR,
max(expression)
Hizh
WRHFRNRE, TERES R APERIA B ZA R BIR AR,
min(expression)
Hizh
'E| G R AR B A R BRI R
FHrE
FFHE (F#£,. from, for)
Fe 2

AR FIFEMBA FIFEFIERIIF 1,

Char_length
P30
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BB FFFERIZNFFF, Character_length t1CBif8/EHIHAY.,

trim ([[leading | trailing | both remove_chars] from] string)

F:3u)
MERFHFEPESFIES (SXWE) Ff. BlEHEAFF.
Upperilower
Hizh
FFFRHERNA TR NG,
NULL

NULL f{gik%stKH, B NULL EZ SRR EER—TME, X EHFERLE, % NULL
Bl B BB 2 A AT69 NULL,

Z 3.4. NULL /A

Ais NULL result (NULL=UNKNOWN)

REA NULL
A = False NULL
Aor True true

AL A NULL
A #l False False
A #l True NULL
AR A NULL

Re iR

[}
WFE THREZFMES, FS6H Amazon £J S3 Select Object Content API,

3.5.3. S3 I EGFEL Y

328
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T EIEELHE $3 EIFE S BIEELKAS, B E a8 S 723 st E e x5 L8
Gite, BT EHIEEIIBIERR, CRFE BB GIRAIRIE HHITEISIME, %5 IR
BbFZA A —F G, HIELT R, WRANEHRZRERE, NFETHEEREZA R, FH&OHEE
BYZER, By T H955R, BEi, ZIIEXHF5U5E.

FH

I selectint(_1) as at, int(_2) as a2, (a1+a2) as a3 from s3object where a3>100 and a3<300;")

3.5.4. S3 FEHTHFFF

S3 EFFSIERGAA =T X5 B98FHTa : CSV. Brquet ] JSON, EZ w540/ EZ a4
BHH, RIEHNEE T HABE 2% .

3.5.4.1. S3 CSV f##r

HEMAFIEHR] CSV E X LU F R -
% {\n}' FAF row-delimiter.
&/ "} BEAE,
& {\} F FH

csv-header-info 21F AWS-CLI #1727~ USE W, XE85 BT AXN RBIGE—1T, B
B, FEHFmHFEIERIEGEE, S3 £F5IZEH CSV #irds, TME#HT S3-objects :

F17LL row-delimiter 2Z[E,

field-separator &4 B 15558951,
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successive FER D EEFFE X NULL %,

quote-character Z = field-separator ; £, FERDEEFHESIS Z IFBIERIFHF,

B X FFF AT B i S BT IR F

LUTF:2 CSV BHTANBIZHY :

# 3.5. CSV f#fr

Thag ek HiA (Tokens)

NULL successive ZE&  ,,1,,2, == {null}{null}{1}{null}{2}{null}
pal Y

QUOTE quote EE  11,22,”a,b,c,d”,last == {11}{22}{“a,b,c,d”}{last}
FED IR,

Escape BYFHEBET X &A% ID 71 DisplayName #9& 23
TTFR,

TR B2 =B SElE] 11,22,a="str,44,55,66 == {11}{22}{a=""str,44,55,66}
5 ToREE
17,

CSVirRkiER FileHeaderInfo USE ERTE—ITHHNENSEAREIIEF ; IGNORE HEKEDT

PR B—1T,

WETHEEZIFHMEL, FE069 Amazon B9 S3 Select Object Content AP,

3.5.4.2. S3 Parquet fZ#T

Apache Parquet & — 1\ FFEIIA BIEX 5, E1tE BT IERIE S,

S3 LFE5IZEH Parquet SEHTESAFHT S3-objects, I TFATT :

TH
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4-byte magic number "PAR1"

<Column 1 Chunk 1 + Column Metadata>
<Column 2 Chunk 1 + Column Metadata>
<Column N Chunk 1 + Column Metadata>
<Column 1 Chunk 2 + Column Metadata>
<Column 2 Chunk 2 + Column Metadata>
<Column N Chunk 2 + Column Metadata>

<Column 1 Chunk M + Column Metadata>
<Column 2 Chunk M + Column Metadata>

<Column N Chunk M + Column Metadata>
File Metadata

4-byte length in bytes of file metadata
4-byte magic number "PAR1"

LG, WFKHE N FY, #EH M T4, XHxHEESAE S iE,

TEBELABREEA, URTFHT—REEFTA,

FrB YRR LT X H e B FHE, Z IEh N,

1& BB I i T B SN TFe XTI ZE X, HE— P ImBIEXS]
%1 parquet X #,

3.5.4.3. S3 JSON F##T

JSON X4/ FAtE R B RHAEIIE R T BIN RGBT R EE, 7£ S3 EFF 51289 JSON XEh Z ik
GRS, Z{E89E#E S SELECT iF 6 FaIsEI5E.

JSON XHiaE 4518 E CSV fll Parquet STHIZ 51, 16k, SQL i G& 52215 JSON X#f
B E X TRIZIE SQL iEEK 5,
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S3 LFE5IZEHg JSON BEHT#5AF#T S3-objects, I TFAT :

[ ]
SELECT iZaJ#189 FROM F &1 E X T 5R.
[ ]
JSON X i — 1T 5 A %) CSV X RE X THI D KafF B, LUR A T E X
Parquet X/ RB91T
[ ]
ZIELUF R -
by

"firstName": "Joe",
"lastName": "Jackson",
"gender": "male",

"

age ".. "twenty"

"firstName": "Joe 2",
"lastName": "Jackson 2",
"gender": "male”,
"age": 21

}

"ohoneNumbers":

[
{ "type": "home1", "number": "734928 1","addr": 11 },
{ "type": "home2", "number": "734928 2","addr": 22 }

]

"key_after_array": "XXX",

"description” :

{
"main_desc" : "value 1",
"second _desc" : "value 2"

/

# the from-clause define a single row.

#_1 points to root object level.

#_1.age appears twice in Documnet-row, the last value is used for the operation.

query = "select

_1.firstname,_1.key_after_array, 1.age+4, 1.description.main_desc, 1.description.second_des
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¢ from s3object[*].aa.bb.cc;";

expected_result = Joe_2,XXX,25,value_1,value 2

8 T AT FE B E aa.bb.cc, FHIRIEMLEEEERIL 4 E X {T SR,

Y EREBEYREEEN], 1THHG, 2 EIRETARH BRI TT/= B I 2R, KBy 5

CCo

3.5.5. f¥ Ceph X/ RMX5 Trino 5k

#¥ Ceph XX 5 Trino £k, X2 —NEEBILER, AFA/ T S3 XK LEFGRMZIT SQL

] 9x,

LI T2 Trino B9—L5(f & -

Trino 22— 152289 SQL 5/%,

HERX S3 FFFE Trino 5/ BEKErH RS arimnis (TR B A as 8 SQL 15 GH)—EEH,

&/ Ceph/S3select BIL LN F1E= TEEE,

#I/H Red Hat Ceph Storage o/¥ B, FFHERIGH RED HZNELZS, HfT S3 LEFHFFK
HEHIEK,

gZ

H14E s3select iZLEE ] trino I B ZIER THE, i5&H SQL 5%,

TERFA
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IE7£:517H9 Red Hat Ceph Storage EE %274 Ceph X/ R,
Z# 7 Docker £ Podman,
bucket BRI,

XRE LS,

TR

282 Trino #] hive,

FH

[cephuser@host01 ~]$ git clone https://github.com/ceph/s3select.git
[cephuser@host01 ~]$ cd s3select

{&fH S3 ik, Ui/ E Al secret BHHEEH hms_trino.yaml X,

FH

[cephuser@host01 s3select]$ cat container/trino/hms_trino.yaml
version: '3’
services:
hms:
image: galsl/hms:dev
container_name: hms
environment:
# S3_ENDPOINT the CEPH/RGW end-point-url
- 83 ENDPOINT=http://rgw_ip:port
-S3 ACCESS KEY=abc
-S3 SECRET_KEY=abc
# the container starts with booting the hive metastore
command: sh -c¢ . ~/.bashrc; start_hive_metastore’
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ports:

- 9083:9083
networks:

- trino_hms

trino:

image: trinodb/trino:405

container_name: trino

volumes:
# the trino directory contains the necessary configuration
- ./trino:/etc/trino

ports:
- 8080:8080

networks:
- trino_hms

networks:
trino_hm

{&fH S3 ik, Ui/ E A secret BHEH hive.properties X1E,

TH

[cephuser@host01 s3select]$ cat container/trino/trino/catalog/hive.properties
connector.name=hive
hive.metastore.uri=thrift.//hms:9083

#hive.metastore.warehouse.dir=s3a://hive/

hive.allow-drop-table=true
hive.allow-rename-table=true
hive.allow-add-column=true
hive.allow-drop-column=true
hive.allow-rename-column=true

hive.non-managed-table-writes-enabled=true
hive.s3select-pushdown.enabled=true
hive.s3.aws-access-key=abc
hive.s3.aws-secret-key=abc

# should modify per s3-endpoint-url
hive.s3.endpoint=http://rgw_ip:port
#hive.s3.max-connections=1
#hive.s3select-pushdown.max-connections=1

hive.s3.connect-timeout=100s
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hive.s3.socket-timeout=100s
hive.max-splits-per-second=10000
hive.max-split-size=128MB

JEi5) Trino F#s, LUIZERL Ceph XfRpH*%,

FH

I [cephuser@host01 s3select]$ sudo docker compose -f ./container/trino/hms_trino.yaml up -d

ol E k.,

FH

[cephuser@host01 s3select]$ sudo docker exec -it trino /bin/bash

trino@661753905e82:/$ trino

trino> create schema hive.csvbkt1schema;

trino> create table hive.csvbktischema.polariondatacsv(c1 varchar,c2 varchar, ¢3 varchar,
c4 varchar, ¢5 varchar, c6 varchar, c7 varchar, c8 varchar, c9 varchar) WITH (
external_location = 's3a://csvbkt1/format = 'CSV');

trino> select * from hive.csvbkt1schema.polariondatacsv;

ZE

HEB ERSAIE I I E AR, TTEXHLE,
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# 4 2 CEPH X/ RRPIXH1 SWIFT API

EANFAZE, EaJLUFERES Swift APl B IR FEZH) RESTIul W JifefEL(API), #alLl
11 Ceph X1 RPIXEHE Red Hat Ceph Storage 5 #71#HJ bucket FIX/ R,

FE&Hk T 2B Swift DIEETHFERT S FF XA -

F4.1. ThEE

Thie

BHRIE X H

IRENK P TR B X H BB B E LR
Swift ACL X HF X #F Swift ACL IF &
SIHESR X H

B A IR R X H

AR R

T2 X H

RINA 2R T BUE X H

AN/ B AR TEIR X H

TEAE 2R TR X H

IREUH R X H

R/ EHAT & X H

BIER AR & R

250 3 X H

SHR X H

IRAU R TTBUE X H

AN/ EHN R ITBUR X H
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Thie Status =HE
IEi URL #24E pde
CORS X
T HAXT &R T
X R A1l H
A MG NS
SRR

[
— PN EF517H9 Red Hat Ceph Storage %2,

RESTful & F i,

4.1. SWIFT API [R#)

23

WEEREFILL T BRE, EHIEAEFER BN, BULEN 2K S BRI IIEE - FI v
IEXEEL,

& Swift APl I BJRAXRA N : 5GB

&/ Swift APl FfBIR AT EIEA N = X o FH B SR B9 P T BHE LI S A R B E R
#, {HHEA HTTP i5kBR#17 16,000 F 717,

4.2. BIE SWIFT B’

FWi Swift #L, FL/E—1 Swift FH, I Swift B S 145K, B—L=20/8HF. &
ZHROBNE B,
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%{;

2 HEEER, B4 master zone group HJ master zone F89EH_E LB,

TR
[
ZH Ceph X RHX.
[
Ceph Xf RBGFK T sx BRI F T AR,
T
1.
BYEE Swift FHf :
i

I radosgw-admin subuser create --uid=NAME --subuser=NAME :swift --access=full

&fH Swift Fi /& E#H NAME, 4141 :

FH

[root@host01 ~J# radosgw-admin subuser create --uid=testuser --subuser=testuser:swift --
access=full
{
"user_id": "testuser”,
"display _name": "First User",
"email": ",
"suspended”: 0,
"max_buckets": 1000,
"auid": 0,
"subusers": [
{
"id": "testuser:swift",
"permissions”: "full-control”

}
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I
"keys": [
{
"user”: "testuser”,
"access_key": "O8JDE41XMI740185EHKD",
"secret_key": "idAu2yxG5wir1JKO1mI8kjJPMI3HNAoVWOSTdJdE"
}
I
"swift_keys": [
{
"user": "testuser:swift",
"secret_key": "13TLIdEW7bCqgttQgPzxFxziu0OAgabtOc6vM8DLA"
}
I
"Caps "-, [],

"op_mask": "read, write, delete",
"default_placement”: ",
"placement _tags": [],
"bucket_quota”: {

"enabled": false,

"check _on_raw": false,

"max_size": -1,

"max_size _kb": 0,

"max_objects": -1

}

"user_quota": {
"enabled": false,
"check _on raw": false,
"max_size": -1,
"max_size _kb": 0,
"max_objects": -1

}
"temp_url_keys": [],
“type": "rgw"

}

B secret Y :

Wk

I radosgw-admin key create --subuser=NAME :swift --key-type=swift --gen-secret
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&G Swift fi/ £ E#H NAME, #1401 :

FH

[root@host01 ~J# radosgw-admin key create --subuser=testuser:swift --key-type=swift --gen-
secret

{

"user_id": "testuser”,

"display _name": "First User",

"email": ",

"suspended”: 0,

"max_buckets": 1000,

"auid": 0,

"subusers": [

{

"id": "testuser:swift",
"permissions”: "full-control”

}
I
"l(eys "..[
{
"user": "testuser”,
"access_key": "O8JDE41XMI740185EHKD",
"secret_key": "idAu2yxG5wir1JKO1mI8kjJPMI3HNAoVWOSTdJdE"
}
A
"swift_keys": [
{
"user": "testuser:swift",
"secret_key": "a4ioT4/EP653CDcdU8p40OuhruwABBRZmyNUbnSSt"”
}
I
ncapsn-. [],

"op_mask": "read, write, delete",
"default_placement”: ",
"placement _tags": [],
"bucket_quota”: {
"enabled": false,
"check _on raw": false,
"max_size": -1,
"max_size _kb": 0,
"max_objects": -1

}

"user_quota": {
"enabled": false,
"check _on raw": false,
"max_size": -1,
"max_size _kb": 0,
"max_objects": -1
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"temp_url_keys": [],
"type".. "rgW"
}

4.3. SWIFT Z3uFfE

EX TR, EEbE 0B — 183 X-Auth-User #] X-Auth-Key B5iE K,

HEk

GET /auth HTTP/1.1

Host: swift.example.com

X-Auth-User: johndoe

X-Auth-Key: R7UUOLFDI2ZI9PRCQ53K

Wipz By

HTTP/1.1 204 No Content

Date: Mon, 16 Jul 2012 11:05:33 GMT

Server: swift

X-Storage-Url: https.//swift.example.com

X-Storage-Token: UOICCC8TahFKIWuv9DB09TWHFOnDjpPEIhaOkAa
Content-Length: 0

Content-Type: text/plain; charset=UTF-8

i

F AT LU T T G55 i BE (& X-Storage-Url (HHI1T GET i K¥#FHF Ceph
Swift F R 55 B9,
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& Swift i7K#r=L, 1526 Red Hat Ceph Storage Developer Guide,

= Swift fEr=L, 1526 Red Hat Ceph Storage Developer Guide,

4.4. SWIFT B21EF

fEFFAZE, HETLLET Ceph X REIHKMET Swift N HFFERECI(AP) AT B 1EF, ZEef LISIH,
I8, FHFTRNER B, Bd el LUGs st EHr & a5 09T B

STEREM

[
— P EF51TH9 Red Hat Ceph Storage %7,

RESTful & F s,

4.4.1. Swift ZELEIE

A T BN RGN E, 1K LB 2585, (856455 SAEH—, Ik APl RFEF
In BB &R, WEVIEHRITEE BEEHGIIANE, LIRNGE. HTFIL APl X KEER K- P89
1EEXHGIFREXATEK, BULIE APl EIFT B 15 KEABS AT G A0 UL, BRIFE a5 Vi IR A B L
Fini, HIRFEEEK,

X

Amazon S3 API R 1% bucket " ¥t b HiE ey, GE0TEIZE Swift APl FEEEEIA
% 'bucket’ f, X KE 'bucket’ aJEE#IA F75 "container” :X— K154,

X REHEBI— T EE ET D ZBEEAR, 1Rk, EXHH—1 2 NEHHER— N,
FPEZH LB R, RADOS FXEI Swift APl 321§ 'pseudo-hierarchical H#5' BIBES, XE—#f#
(XN R ip £ KB B A RIZRGN, ML L e RIS, Bl LUE /R R & Fh
wEXR, B4 photos/buildings/empire-state.jpg, {AZEZEHTEEES ERI()FH.
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gZ

FFATINS S _LE(EFhk KB Swift 4541, £ python-swiftclient EF # & /F --leave-
segments %, TE(&H --leave-segments B EH X1, FIt, A RAWES,
R FEHMEELX,

4.4.2. Swift FEHF B #0907/ 12 %5 Z(ACL)

Lo EERN, BB EEEAEENR, EATFRMEAE EREHFNANBTHEAEL, &
BSAREREHZ R, #thalLIZE X-Container-Read 2t X-Container-Write i#iEHH#5E *, X aTLIE
MM ERF M BT e, KB * 5D NN R ER, XA FELH MEsitRZA FE
2,

Wk

POST /API_VERSION/ACCOUNT/TENANT:CONTAINER HTTP/1.1
Host: FULLY QUALIFIED DOMAIN_NAME

X-Auth-Token: AUTH_TOKEN

X-Container-Read: *

X-Container-Write: UID1, UID2, UID3

15K Headers

x-Container-Read

Hizh

BEB#ZERREIAE S ID,
Type

7 ID BILGE S kg9 F - E H.
B

=z

X-Container-Write
P37
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RBEFHGABREIEF ID,

Type

A F ID BLUES Sy F £,

B

my

4.4.3. Swift FIHHEES

F57E APl JRZF B RO E R Ik B 25 5289 GET 15K, HFEKEROKER 5%,
WiFREFBEG U T, EEEEZXLHFK,

Wk

GET /API_VERSION/ACCOUNT HTTP/1.1

Host: FULLY_QUALIFIED _DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

limit
i3y
FFE R E Ry 15 ERIE.
Type
B2H
AHE
TEH
B
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Z
%=
771
1R E BRIy 15 ERIE.
Type
B2H
B
json 2t xml
Pt
=
marker
30
BREIX FERiCIEB925RIVZE,
Type
FréE
AHE
TEH
B
&

i B FESIZ, BtEA HTTP 204 mikCig& o],

WA

account
303
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P 1ERIIZ,
Type
Container
container
Hizh
Bar b,
Type
Container
B
Hizth
B ey 5 .
Type
FirE
bytes
i3y
BasbIA .
Type
BH

4.4.4. Swift FIH B #ZFHIXN R

BIHBZZABIN R, R APl IRE, 1K HIEHEBXROE—T GET 5K, EaLliiSEZNEZH
Kt iETEIZ, S BRI IS 4 FEIET 10,000 TiE Ha951Z%,

23
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GET /API_VERSION/TENANT:CONTAINER HTTP/1.1
Host: FULLY _QUALIFIED _DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

HFKEH
%=
271
FF R B IR T 15 EHIH,
Type
B2y
B
json 2t xml
Pt
&
prefix
30y
FFE R E Ty LG TE BT AT BINS KR
Type
FHE
B
TEH
P
=
marker
7%
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BEIX FFRiC 1B RINZ,
Type
FrréE
B
TEH
B
&
limit
37
1R E BRF 15 ERIH.
Type
B2H
BE
0-10,000
B
=
delimiter
771
B 5 R Aftx] R E 7 B Bt
Type
FHrE
B
TEH
B
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=3
path
270
X RGO RS
Type
FrE
Bl
&7
i
=
Hp7 S
container
270
Bho
Type
Container
object
270
BaEIBIN R,
Type
Container
v273
270
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BTN REGE
Type

FrréE

hash

271

X RABBIHIYCH
Type

FrréE

last_modified
Fa b

& fE—KIEEC RAZHINT ],

Type

Date

content_type
Fe b

X RBPHAERE,

Type

FiFd

4.4.5. Swift BB ZZ

%5 4 T CEPH X M%# SWIFT API

EEOBHEZ, 15 PUT igKIEHt APl kK. 1K HIFT B9 E#H. BaEhBSTeH—1, T
BEIER()FH, BAWINTF 256 F1, EALUEFEKPES L HT# L. Edalas
FEE—H PG B9Z 9T 5 ERE, A, 7T radosgw-admin zone get LIZ & placement_pools THJ
ATFHRAGIIZ, FFhERIE S T Bt € —HIFFREY, WETF SSD Hifrts, IRIEEF 1, WIRE
HROBBHFHANES, TR&M0 HTTP 202 &ECH, AFALIES—1 545,

23
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PUT /API_VERSION/ACCOUNT/TENANT:CONTAINER HTTP/1.1
Host: FULLY QUALIFIED DOMAIN_NAME

X-Auth-Token: AUTH_TOKEN

X-Container-Read: COMMA_SEPARATED UIDS
X-Container-Write: COMMA_SEPARATED UIDS
X-Container-Meta-KEY:VALUE

X-Storage-Policy: PLACEMENT_POOLS KEY

Headers

x-Container-Read

30

BABEZFERKRIIAE S ID,
Type

A F ID BLUES 2Ry F £,
S

=

X-Container-Write

i3

BEB#GAKRIIAS ID,
Type

M F ID LUES 2 ey F £,
P74

=

X-Container-Meta-KEY
P30

HBFPEXB e #ER, ERBESEFHEHE,
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Type

FrFE
P74

&

x-Storage-Policy
Hizh

1£ Ceph X/ RPIXEI placement_pools TFriRiFIERIEEIZ S, Ho ol HRIE AT

radosgw-admin zone get,

Type

FHrE
SE

=

HNRBHZEFHERBHERERNNE R, HARFEBmiias, EFFET, &0, RIFFFEI,

HTTP ik

409
RERH

BucketAlreadyEXxists

BE i FRMA HAEN T,

4.4.6. Swift R Z2

EWEEL, FEAE APIIRE, 1K RIEE#0HT DELETE 5K, Bi#@ANZE, WREBREE
HEBNEE, HXBaAIT HEAD 153K, HIIBREwE, EfFEEERFIEEGED.

Wk
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DELETE /API_VERSION/ACCOUNT/TENANT:CONTAINER HTTP/1.1
Host: FULLY _QUALIFIED _DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

HTTP ik

204
KERH

NoContent

A SR,

4.4.7. Swift FNst B &5 w 1%

ERIBEGmRNTESE, EEAE APl IRE, 1K HIEHEHLH POST 5K, BHGHRESZANRS
BERINZE FBH T H

23

POST /API_VERSION/ACCOUNT/TENANT:CONTAINER HTTP/1.1
Host: FULLY QUALIFIED _DOMAIN_NAME

X-Auth-Token: AUTH_TOKEN

X-Container-Meta-Color: red

X-Container-Meta-Taste: salty

1% K Headers

X-Container-Meta-KEY
b7

BFPEXBc#ER, ERBESEFHEHE,
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Type
FHE
sIE

4.5. SWIFT X/ 1E1F

fEX 42, BERTLUE Ceph X RMAXE Swift N AZEERECI(AP)ATTA REEIE, ZRILISIH,
LIE. FHTRINERRI R, Bt el LGSt EHA RE9T B

TERFA

[
— P EFZ1TH9 Red Hat Ceph Storage %2,

RESTful &/,

4.5.1. Swift X/ R1E1F

X RER T BRI B IEA Bar. Bar ABERA I EXIR, (BN REHHAZHE—H, I APl S2TF
ErimIBN R, REUERRITEYE, RFENROGBIEAITTEN, URMNGY R, BT APl ZH5
KER K IS EXEE K, BULIE APl EIFT B 17 KA GG RUE, BRIFE 7 StX A9/
R BEBERTF U, BN EAITFESLFK,

4.5.2. Swift FEEIX/ 5

ERFNR, FEA APIIRZE. 157, BN REBLH GET 5K, SHREHHBIERIR, L
RFENR,

Wk

GET /API_VERSION/ACCOUNT/TENANT:CONTAINER/OBJECT HTTP/1.1
Host: FULLY_QUALIFIED _DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN
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1% K Headers

range
Fe bk

ERFXNRABHIFE, EaTLIEE—NF T5EH,

Type
Date
i
=
if-Modified-Since
Hizh
IX7EE XTI REY last_modified /& FHEH HAFFIN &SR F 28 #,
Type
Date
B
=
If-Unmodified-Since
3y
IREETAEKEXTREY last_modified /& FHEHIEHIRITT ] E#,
Type
Date
B
=
Copy-If-Match

356



%5 4 T CEPH X M%# SWIFT API

3713

RHETEE KA ETag 58X/ RE9 ETag PLECH F+ L,
Type

ETag
B

=

Copy-If-None-Match

371
REMEFKHE) ETag T5R0/ K9 ETag LA+ £/,
Type
ETag
B
=
WS R,

Content-Range
i3

X RAEFEBGERH, K75 KPIEELRE L F R &,

4.5.3. Swift BIEESE FHX/ 5

EOBITIR, 15 APLIRZE. 1K/ BasSRRIFTAREGEHLH PUT 153K, ERIREH I
BEANRF BECIBHTHX R, NREPHEB ST M—H), PUT iEKRTEHFEFH), BULARETE
FEHE—E T, TERIFEHAIR, 102, EaTLUEXREFHHREEDERE 5%, WREM TR0
ERGHE R, FFRGE—EHE) T — T REDIFR, EaTLlE 7GR P ES 02w b Alor 8 ietn
o

2y
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PUT /API_VERSION/ACCOUNT/TENANT:CONTAINER HTTP/1.1
Host: FULLY _QUALIFIED _DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

&K Headers

ETag
271

XIRAZH) MD5 187, HELT,

Type

FrrE
B

TEH
BFE

Content-Type

7713
XIRAIZHI MD5 157,
Type
FrFE
B
TS
i
=

Transfer-Encoding
7%
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TEEAX] R BAREN RAG—ES

Type

FHrE
B

chunked
i

=

4.5.4. Swift X5

EWRA R, EHEAE APLIRZE. 1K/, BaafAINREMLH DELETE 5K, BRI REBE&IIFAR
R, FEEWBERPBIXNR, RGN Rig, EFFEBES RN RER,

P
DELETE /API_VERSION/ACCOUNT/TENANT:CONTAINER/OBJECT HTTP/1.1

Host: FULLY_QUALIFIED _DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

4.5.5. Swift E#IX/F

B BFINR, EaTLIFIEX REIRS drinml 4, BIULET 2 T RHFR LIEFRMEZFT. &
FF— TN REGABZLEFIE T — TR, EALUERA APl IRE, K RIZE&EBLH PUT i5%K3¢ COPY i&F
io

XIF PUT 5K, EEEMAEKBPEIEIEESHIN REH, LIRE Kb AHEE g RIXT R,

X/F Copy request, & EKABBEE AN R, LURIGKILBIIEIRE AN R, ESHRE
BHHIBEAKRF ERFIN R, BEX RE LD 25N BAEHE—H], 15K TP B, AT RET(E
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FEHE—E T, g RIFEH BN R, WRE S FTREBIVE R E RS, B LUREE /=R
g%, FFEBIXRGE—EHIGRN RE DT, B LIEEE KA E S TR R B o

Wk

PUT /API_VERSION/ACCOUNT/TENANT:CONTAINER HTTP/1.1
X-Copy-From: TENANT:SOURCE_CONTAINER/SOURCE_OBJECT
Host: FULLY_QUALIFIED_DOMAIN_NAME

X-Auth-Token: AUTH_TOKEN

COPY /API_VERSION/ACCOUNT/TENANT:SOURCE_CONTAINER/SOURCE_OBJECT HTTP/1.1
Destination: TENANT:DEST_CONTAINER/DEST_OBJECT

1% K Headers

X-Copy-From
Fea 2

5 PUT i5K—&REH, LUEXRE /X REBEE,

Type
FFE
B
&2, HWRER PUT,
=]
3713
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5 COPY 5K —E#FALIE X BtrEas/ X REBE,

Type
FHE
i
=, HWREH COPY,
If-Modified-Since
Hizh
X TE HIEXT 5B last_modified /& HEH) HATHIN IHE KN F 2L 5,
Type
Date
B
=

If-Unmodified-Since

i3
REETFAEDLEXT R B9 last_modified /& T H I ER E#,
Type
Date
Pt
=
Copy-If-Match
i3y
REMFKPH) ETag SRARE) ETag PLECH F X #,
Type
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ETag

BE

as
=/

Copy-If-None-Match

371

RHEEKBH ETag 758X/ R ETag PLECH + 2%,
Type

ETag
B

=

4.5.6. Swift FXHRX R T HIE

ERFXRBGTEISE, FEAE APIIRE, K7, BHANREMLH HEAD 15K, EOAREEFE
BERIUR, LUHEM Bz I RIS F T, M5 KRB S5 R GEIEKERBIIASE, BT 2&6]
X R BT

Wk

HEAD /API_VERSION/ACCOUNT/TENANT:CONTAINER/OBJECT HTTP/1.1

Host: FULLY_QUALIFIED _DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

4.5.7. Swift F5H1st EEHTX/ R

EFTEBRMEIN R, 156 APLIRZE. 1K/ BaAIX REHLH POST 5K, REGUHEE
B AR BEiw izt BT B

Wk
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POST /API_VERSION/ACCOUNT/TENANT:CONTAINER/OBJECT HTTP/1.1
Host: FULLY_QUALIFIED_DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

17K Headers

X-Object-Meta-KEY

2713

B EXH] meta HIER, ERAEZFHEHE,
Type

FHrE
S

=

4.6. SWIFT /i URL £&fE

ER I, temp url ZHEEH radosgw B swift iR #F, HI#1, GET ig KB R, EEHRELE
%,

XIFUETIEE, Eis6hikiE X-Account-Meta-Temp-URL-Key #1 optionally X-Account-Meta-Temp-
URL-URL-Key-2 B9{d, Temp URL ZhEELKFTFF1X4/iXLE secret #5789 HMAC-SHA1 4,

4.7. SWIFT ZBEH URL X%

I} URL (/8% HMAC-SHAT %5, Mt 2Ll Forsk :

Request 77 %89(H, 5HI"GET"
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H epoch (Bl Unix Rf[H]) LIBGTHERS 6] (LR #1ir)
M "v1" FHHGEE KEEEE

LUELTIR#EENTZ M THATH, HER SHA-1 IRFEZ (ZFiX 789 Temp URL #) 4+
HMAC,

E i LB python BIZRBIAIAT -

H

import hmac
from hashlib import shat
from time import time

method = 'GET'

host = 'htips.//objectstore.example.com'’

duration_in_seconds = 300 # Duration for which the url is valid

expires = int(time() + duration_in_seconds)

path = /v1/your-bucket/your-object’

key = 'secret’

hmac_body = '%s\n%s\n%s' % (method, expires, path)

hmac_body = hmac.new(key, hmac_body, sha1).hexdigest()

sig = hmac.new(key, hmac_body, sha1).hexdigest()

rest_uri = "{host}{path}?temp_url_sig={sig}&temp_url_expires={expires}".format(
host=host, path=path, sig=sig, expires=expires)

print rest_uri

B

https.//objectstore.example.com/v1/your-bucket/your-object?
temp_url_sig=ff4657876227fc6025f04fcf1e82818266d022c6&temp_url_expires=1423200992

4.8. SWIFT POST /l&ff URL Z£7
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(& AT B[ swift 1K 4 H POST 153K, 57l 1241/ URL i /E/B9K B9 secret i URL
B, SRHHNIEH, HASHNEARESSE (WEFEE) , RIUEXLFHTLUBILE, MAATHE
i URL,

Wk

POST /API_VERSION/ACCOUNT HTTP/1.1

Host: FULLY_QUALIFIED _DOMAIN_NAME
X-Auth-Token: AUTH_TOKEN

1% K Headers

X-Account-Meta-Temp-URL-Key

7%

HAEEF I E B E XA,
Type

FiréE
P74

=

X-Account-Meta-Temp-URL-Key-2

3713

R F R FEHIE - E B,
Type

FiréE
S

=
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4.9. SWIFT 2# F HastEfF

L EZ g AR, IR ER S BIEiFis 1T, 1 Red Hat Ceph Storage £, &1
FEBEF—1F. Eit, WRZEHHIEEHF, NENBFHFEIFER LT XHEE— NS/,
Bt, Z2HFEZAHRATEREFRE, RES|HEH5EH B,

BIRIEATRE BT R RIGHF R IR, R XIS E B 2B AT,

ES A HiEe, EL—1 76 URL Jy :

FH

I https.//rgw.domain.com/tenant.container

fE/x, 1 create_container () JFkH, REMH Bz BEEzZHEAEXEH -

B

I create_container("tenant:.container”)
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K= A. CEPH RESTFUL API # 1%

fE NI ETE A, oLt Ceph RESTful APl iR iji/i/% 7 Ceph %%, X2/ Ceph
RESTful API 75 Ap9E #1557,

B[HH9 Ceph API i#sg :

# A.1 77 “Ceph #i”

ﬁA.z ﬁ “i/(ilz-”

2 A3 T “Ceph XHRZ”

B A4 T FHEERCE”

% A.5 77 “CRUSH #iy”

E A.6 T “4 Wi profile”

B A7 T YEEIHE”

2Z A.8 77 “Grafana”

B A9 T “FHEEHRERR”

FA11 7 “HE”

% A.12 77 “Ceph Manager £1”
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%8 A.13 77 “Ceph monitor”

% A.14 75 “Ceph OSD”

2 A.15 77 “Ceph X/ RM K"

F A.16 T7 “FHTFIEEAEH REST API”

2 A.17 77 “NFS Ganesha”

% A.18 77 “Ceph %iHkzs"

ﬁA. 19 7"3‘ “/“ﬂ”

28 A.20 77 “Prometheus”

% A.21 77 “RADOS Bt #”

B A22 77 MR BEE

gA.23 7"'7" “ﬁéu

FEA249 T RSE”

%A.zs 7"'7" “;‘)JZ'LI_ I

2 A.26 7 “Ceph {£5”
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% A.27 77 “Telemetry”

8 A.28 77 “Ceph Hf"”

STERFA

T BRI (& H RESTful API,

—PNEEZ1TH9 Red Hat Ceph Storage %2,

J&i /i Ceph Manager dashboard k.

A.1. CEPH ##

BB/, & Ceph RESTful APl summary i saiZ 7~ Ceph #E11#1g,

GET /api/summary
7713

27~ Ceph FHIE /BB ZE,

FH

GET /api/summary HTTP/1.1
Host: example.com

KEH

200 OK - A€,

% A. CEPH RESTFUL API #i4&

400 Bad Request — Operation exception. & fs Zifs iE X LU T BEFH1E S

401 K&K - KEUFBI 1] 15 B L &R,
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403 Forbidden — Unauthorized access. &1 & ZH9IX R,

500 Internal Server Error — EHNE51%, 15 F2 BT HEFGE BB IE X,

WETHREZIFHMES, 1520 Red Hat Ceph Storage Developer Guide #1£9 Ceph
RESTful APl &7,

A.2. kiF

FZBIM, &FF Ceph RESTful API auth ii 4 #5 Red Hat Ceph Storage HIR 17,

POST /api/auth

curl =61

curl -i -k --location -X POST 'https.//192.168.0.44.:8443/api/auth’ -H 'Accept:

application/vnd.ceph.api.v1.0+json"' -H 'Content-Type: application/json’ --data '{"password":
"admin@123", "username": "admin"}’

B

POST /api/auth HTTP/1.1
Host: example.com
Content-Type: application/json

{
"password": "STRING",
"username": "STRING"
}
KA

201 created - HEELIE,

202 accepted - FREGIEHTT, EIE S,

400 Bad Request — Operation exception. &£ Z M iE XL T BEFHE S,
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% A. CEPH RESTFUL API #i4&

401 KR - KEUFBI 1] i B L &R,

403 Forbidden — Unauthorized access. 51 Z#HII R,

500 Internal Server Error — EHNE51R, 15 F: BT HEFGE BRBINNY IE X,

POST /api/auth/check
Fe 2
B BB I U B I E K,
by

POST /api/auth/check?token=STRING HTTP/1.1
Host: example.com
Content-Type: application/json

{
"token": "STRING"
/

RKERH

201 created - FRB0IE,

202 accepted - LEEBIEHATT, EIEEHS U S,

400 Bad Request — Operation exception. g #s Zifs iE X LI T BEFA1E S
401 KB - KR UFBG 7). 15 B 6 &R,

403 Forbidden — Unauthorized access. 5k 2209 AR,

500 Internal Server Error — EHNE51%, 15 F: BT HELGE BB IE X,
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POST /api/auth/logout
KA

[ ]
201 created - ZHEBLIE,

202 accepted - FEEBIEHTT, EIEHS U,

400 Bad Request — Operation exception. g fs i/ iE X LI T BEFH1E S
401 KB - KIRUFBG 17 15 B 6 &R,

403 Forbidden — Unauthorized access.iE# Z IR,

500 Internal Server Error — ERF51R, 15K BHELCE BB IE X,

WFETHEEZIFMESL, 5S04 Red Hat Ceph Storage Developer Guide #1£9 Ceph
RESTful APl &7,

A.3. CEPH X1{t%%
B £5IHH, & Ceph RESTful API cephfs i ss ZFE Ceph X #t:%%:(CephFS).

GET /api/cephfs
by

GET /api/cephfs HTTP/1.1
Host: example.com

KB

200 OK - i€,
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% A. CEPH RESTFUL API #i4&

400 Bad Request — Operation exception. &k Z Mk iE XL T BEFHE .

401 KB - KEUEBILr1H. 15 B &R,

403 Forbidden — Unauthorized access. 512 ZZHIFBR,

500 Internal Server Error — ENE51R, 15 F: BT HEFGE BRBGN Y IE X,

GET /api/cephfs/FS_ID

EH
[ ]
&/ Ceph XHRTFFRFFFHEEH FS_ID,
TH

GET /api/cephfs/FS_ID HTTP/1.1
Host: example.com

RKERH

200 OK - #f/E,

400 Bad Request — Operation exception. &£ Z M iE XL T BEFHE S,
401 K12 - KEUFBIin 1A 15 B 6 &R

403 Forbidden — Unauthorized access.iE# Z IR,

500 Internal Server Error — EHNE51R, 15 F: BT HEFGE BRBTNN IE X,

DELETE /api/cephfs/FS_ID/client/CLIENT_ID
EH
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&/ Ceph XHRTHFRFFFHEEH FS_ID,

#% CLIENT_ID &#t77 Ceph &/ iwtnilfFF#FE,

RKERH

202 accepted - LEEBIEHTT, EIEHS U,

204 No Content — Resource deleted.

400 Bad Request — Operation exception. g fs Z i/ iE X LI T BEFA1E S

401 KB - KIUEBILr1H. 15 B &R,

403 Forbidden — Unauthorized access. 51 Z # R R,

500 Internal Server Error — ENE51%, 15 F: BT HEFGE BRBTNN IE X,

GET /api/cephfs/FS_ID/clients

EH
[ ]
&/ Ceph XH R I FHEEH FS_ID,
FH

GET /api/cephfs/FS_ID/clients HTTP/1.1
Host: example.com

KEH

200 OK - A€,
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400 Bad Request — Operation exception. & fs Zif/ iE X LI T BEFA1E S

401 KK - KEUFBI 51 15 B L &R

403 Forbidden — Unauthorized access. &1 & #H9I R,

500 Internal Server Error — ERF5IR, 15K B HELCE BB IE X,

GET /api/cephfs/FS_ID/get _root_directory

Fak
&/ Is_dir API 1A RB9IR B R,
¥
[ ]
&/ Ceph X AR T triRtFFrEEH: FS_ID,
xhl

GET /api/cephfs/FS_ID/get root directory HTTP/1.1
Host: example.com

KA

200 OK - #/E,

400 Bad Request — Operation exception. &k Z M iE XL T BEFHE S,
401 KB - KERUFBG D 17]. 15 BT 6 &R,

403 Forbidden — Unauthorized access.iE# Z IR,

500 Internal Server Error — ERF51R, 15K B HELCE BB IE X,
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GET /api/cephfs/FS_ID/Is_dir

271

H

SYHIE EEEERIH K,

&/ Ceph XHRTHFRFFFHEEH FS_ID,

queries:

path - EFFIGSIZBGFIFEE, HABKED /, WRREIEE,

depth - ZH (15 E Z WD BRI B9E 5L,

Host: example.com

I GET /api/cephfs/FS_ID/Is_dir HTTP/1.1

200 OK - A€,

400 Bad Request — Operation exception. g fs Z i/ iE X LI T BEFA1E S

401 KB - KIUEBIL71H. 15 B &R,

403 Forbidden — Unauthorized access. &1 & #H9IX R,

500 Internal Server Error — EHNE51%, 15 F2 BT HEFGE BB IE X,

GET /api/cephfs/FS_ID/mds_counters

EH
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&/ Ceph XHRZ iRt FFEE M FS_ID.
queries:

i B - B,
TH

GET /api/cephfs/FS_ID/mds_counters HTTP/1.1
Host: example.com

KB

200 OK - /€,

400 Bad Request — Operation exception. &£ Z M iE XL T BEFHE .
401 KB - KR UFBGD 7). 15 BT 6 &R,

403 Forbidden — Unauthorized access.i5F Z#HIFUR,

500 Internal Server Error — ENE51R, 15 F: BT HELGE BB IE X,

GET /api/cephfs/FS_ID/quota
Hizh

B TEEEFERY CephFS AT,

&/ Ceph XHRTFFRIFFHEEH FS_ID,

queries:
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path - 157 B R E AT B9 F # & (Ho
TH

GET /api/cephfs/FS_ID/quota?path=STRING HTTP/1.1
Host: example.com

RKERH

200 OK - A€,

400 Bad Request — Operation exception. g fs i/ iE X LU T BEFA1E S
401 KB - KR UFBG D7) 15 B 56 &R,

403 Forbidden — Unauthorized access. 5 Z 1 BIR,

500 Internal Server Error — ENE51%, 15 F: BT HEFGE BRBINNY IE X,

PUT /api/cephfs/FS_ID/quota
270

925 FEEEE IR BT

@/ Ceph XHERZFriRfFF#FEEH FS_ID,
max_bytes - £ X F T BR#EIBGF T 1E,
max_files - & X X R #IB9F#FEH,

path - & X F B R st X A BIEE BB F 1 E 1H

378
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H

PUT /api/cephfs/FS_ID/quota HTTP/1.1
Host: example.com
Content-Type: application/json

{
"max_bytes": "STRING",

"max_files": "STRING",
"path": "STRING"

/

200 OK - A€,

202 accepted - Operation (BT, KBS,

400 Bad Request — Operation exception. & ks Z s iE XL T BEFHE S,

401 KR - KEUFBI 1] 15 B L &R,

403 Forbidden — Unauthorized access. &1 & ZH9I R,

500 Internal Server Error — EHN 51, 15 F: BT HELCE BRBINN IE X,

DELETE /api/cephfs/FS_ID/snapshot

271
MR — TR,
ZH

&/ Ceph XHRTHRRFFFHEEH FS_ID,

queries:
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name - #5ERIRE HAT =89 F & (H,

path - JE X B B R AT e B9 F & (H,

KEH

202 accepted - Operation (BT, K ELFEMU Y,

204 No Content — Resource deleted.

400 Bad Request — Operation exception. &£ Z M iE XL T BEIFHE .

401 KR - KEUFBI U517 15 B L &R

403 Forbidden — Unauthorized access. &1 & #H9IX R,

500 Internal Server Error — EHNE51R, 15 F: BT HEFGE BRBINN IE X,

POST /api/cephfs/FS_ID/snapshot
Hizh

IR,

&/ Ceph XHRTHFRIFFHEEH FS_ID,

name - SERIREHHIFIFEH, WRREIGEELR, NELHER RFC3339
UTC #0892 5l [6]89% 7.

path - JE X B H RIS E B FHFE
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FH

POST /api/cephfs/FS_ID/snapshot HTTP/1.1
Host: example.com
Content-Type: application/json

{
"name": "STRING",

"path”: "STRING"
/

KEH

201 created - ZHEELIE,

202 accepted - Operation (BT, KBS,

400 Bad Request — Operation exception. & fs Z i/ iE X LI T BEFA1E S

401 KR - KEUFBI 517 15 B L &R

403 Forbidden — Unauthorized access. 512 Z ZHIF R,

500 Internal Server Error — EHNE51%, 15 F: BT HEFCE BRBINNY IE X,

DELETE /api/cephfs/FS_ID/tree
T

W E R,

&/ Ceph XHRTHFRFFFHEEH FS_ID,

queries:
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path - & X E B R B9 EE AT o 89 F & (o

KA

202 accepted - Operation (BT, KBTI,

204 No Content — Resource deleted.

400 Bad Request — Operation exception. g fs Z i iE X LU T BEFA1E S

401 KRR - KIUEBGU 1A G E LB R,

403 Forbidden — Unauthorized access. & & #8910 BR,

500 Internal Server Error — ER#51R, 15K B HEECE BB IE X,

POST /api/cephfs/FS_ID/tree

b 7u
LIE—1HR,
2H
[ ]
&/ Ceph X R FriRtFFirEEH FS_ID,
[ ]
path - & X B H RBJE R FFFEE,
xHl

POST /api/cephfs/FS_ID/tree HTTP/1.1
Host: example.com
Content-Type: application/json

{
"path”: "STRING"

/
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KA
[ ]
201 created - ZEB 0,
[ ]
202 accepted - Operation (BT, FELEMU Y,
[ ]
400 Bad Request — Operation exception. & #s i/ iE X LI T BEIFA1E S
[ ]
401 K1BHY - KB UFRG 1] 15 B S ER,
[ ]
403 Forbidden — Unauthorized access. ik Z 4B BR,
[ ]
500 Internal Server Error — EH 517, 15k B HELCEERBININ IEX,
HEeHER

WETHEEZIFMESL, 15Z0] Red Hat Ceph Storage Developer Guide #1£9 Ceph
RESTful APl &7,

A4, GHEEHEE
JBA5IfE, (& Ceph RESTful API cluster_conf i &2 Red Hat Ceph Storage £##,

GET /api/cluster_conf
by

GET /api/cluster_conf HTTP/1.1
Host: example.com

KERH

200 OK - A€,
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400 Bad Request — Operation exception. g fs Zifs iE X LI T BEFA1E S

401 KR - KEUFBI 1] 5 B L &R,

403 Forbidden — Unauthorized access. 51 ZZHIF R,

500 Internal Server Error — EHNE51%, 15 F: BT HELCE BRBTNNY IE X,

POST /api/cluster_conf
by

POST /api/cluster_conf HTTP/1.1
Host: example.com
Content-Type: application/json

{
"name": "STRING",

"value": "STRING"

KEH

201 created - ZHEELIE,

202 accepted - Operation (BT, KBS,

400 Bad Request — Operation exception. &k Z s iE XL T BEFHE .

401 KR - KEUFBI 1] 15 B L &R

403 Forbidden — Unauthorized access. 51 Z#HIIR,

500 Internal Server Error — EHNE51R, 15 F: BT HEFCE BRBTNNY IF X,
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PUT /api/cluster_conf
by

PUT /api/cluster_conf HTTP/1.1
Host: example.com
Content-Type: application/json

{
"options": "STRING"
}

KB

200 OK - #/E,

202 accepted - Operation (BT, KBS,

400 Bad Request — Operation exception. gk Z Mk IEX L 7 BEFEAIE S,
401 FKEIX - KIulBIL7 ] 15 B 56 &R

403 Forbidden — Unauthorized access.iEF Z4HIHUR,

500 Internal Server Error — ERF5IR, 15K B HELCE BB IE X,

GET /api/cluster_conf/filter

1270
HED BT ERE,
ZH
[ J
queries:
o
names - BB LTI E FhH9F 1 (E,
by
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GET /api/cluster_conf/filter HTTP/1.1
Host: example.com

KERH

200 OK - A€,

400 Bad Request — Operation exception. &£ Z i iE XL T BEIFHE .

401 KR - KEUFBI 1] 5 B L &R

403 Forbidden — Unauthorized access. &1 & #H9IXBR,

500 Internal Server Error — ENE51%, 15 F: BT HELGE BRBIN N IE X,

DELETE /api/cluster_conf/NAME

EH

386

7 5 E R AD B £ #hEHE NAME,

queries:

section - ArEIFHFE1H,

202 accepted - Operation (BT, FELHMU Y,

204 No Content — Resource deleted.

400 Bad Request — Operation exception. &k Z M iE XL T BEFHE .



% A. CEPH RESTFUL API #i4&

401 K1BHY - KB UFBG 18] 15 B S ER,
403 Forbidden — Unauthorized access. &1 & #H9IX R,

500 Internal Server Error — ERF5IR, 15K B HEECE BB IE X,
GET /api/cluster_conf/NAME
B2

77 5 E R AD B £ #h B NAME,

H

GET /api/cluster_conf/NAME HTTP/1.1
Host: example.com

KA
[ ]
200 OK - €,
[ ]
400 Bad Request — Operation exception. & fs Zifs iE X LU T BEFA1E S
[ ]
401 K1BHY - KEUFRG 18] 15 B R,
[ ]
403 Forbidden — Unauthorized access. &1 & ZH9IX R,
[ ]
500 Internal Server Error — EHNE51%, 15 F: BT HEFGE BRBINNY IE X,
HEHER

WFETHEEZIFMESL, 5S04 Red Hat Ceph Storage Developer Guide #1£9 Ceph
RESTful APl &7,
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A.5. CRUSH #l

K5I/, &F Ceph RESTful API crush_rule i s &2 CRUSH Y,

GET /api/crush_rule
Fea 2

St CRUSH HIECIE,

Fh

GET /api/crush_rule HTTP/1.1
Host: example.com

KEH

200 OK - #/E.,

400 Bad Request — Operation exception. g fs i/ iE X LI T BEFA1E S
401 KB - KR UFBGD 7). 15 BT 6 &R,

403 Forbidden — Unauthorized access. 5 (22509 AR,

500 Internal Server Error — ERF5IR, 15K B HELCE BB IE X,

POST /api/crush_rule
by

POST /api/crush_rule HTTP/1.1
Host: example.com
Content-Type: application/json

{
"device class": "STRING",

"failure_domain": "STRING",
"name": "STRING",
"root": "STRING"
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201 created - ZEELIE,

202 accepted - Operation (BT, FELFEMU Y,

400 Bad Request — Operation exception. g fs Z i/ iE X LI T BEIFA1E S

401 KB - KIUEBI71H. 15 B &R,

403 Forbidden — Unauthorized access. &1 & #HIEBR,

500 Internal Server Error — EHNE51R, 15 F: BT HEFGE BRBINNY IE X,

DELETE /api/crush_rule/NAME

EH

KA

RN E #E #: NAME,

202 accepted - Operation (BT, KBS,

204 No Content — Resource deleted.

400 Bad Request — Operation exception.i& ks Z M iE XL T BEiFHE .

401 KR - KEUFBI 1] 15 B L &R,

403 Forbidden — Unauthorized access. &1 & #H9IX R,
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500 Internal Server Error — EN 51, 15 F: BT HEFGE BRBTN N IE X,

GET /api/crush_rule/NAME
ZH

AN E B E He NAME,

TH

GET /api/crush_rule/NAME HTTP/1.1
Host: example.com

RKERH

202 accepted - Operation (BT, KBS,

204 No Content — Resource deleted.

400 Bad Request — Operation exception. g fs i/ iE X LI T BEFA1E S
401 KB - KR UFBGD; 7). 15 B 56 &R,

403 Forbidden — Unauthorized access. 5k Z IR,

500 Internal Server Error — EHNE51%, 15 F2 BT HEFGE BRBINNY IF X,

WFETHEEZIFMESL, 15Z 0] Red Hat Ceph Storage Developer Guide #1£9 Ceph
RESTful API =77,

A.6. Z{{lift#% PROFILE

390


https://access.redhat.com/documentation/zh-cn/red_hat_ceph_storage/7/html-single/developer_guide/#ceph-restful-api

% A. CEPH RESTFUL API #i4&

&/ Ceph RESTful API erasure_code_profile i s £ Ersaure 473890 E%5//H.,

GET /api/erasure_code_profile
F

ST profile 155,

FH

GET /api/erasure_code_profile HTTP/1.1
Host: example.com

KA

200 OK - #/E,

400 Bad Request — Operation exception. g fs Z i/ iE X LI T BEFA1E S
401 KX - KI U BIL7 1] 15 B 56 B R

403 Forbidden — Unauthorized access.iEF Z4HIHUR,

500 Internal Server Error — ERF51R, 15K B HELCE BB IE X,

POST /api/erasure_code_profile
by

POST /api/erasure_code profile HTTP/1.1
Host: example.com
Content-Type: application/json

{
"name": "STRING"

/
KA

201 created - ZHEBLIE,
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202 accepted - Operation (BT, KBS,

400 Bad Request — Operation exception. &£ Z s iE XL T BEIFHE S,

401 KB - KIULERIL7 1. 5 B &R,

403 Forbidden — Unauthorized access. &1 & ZH9I R,

500 Internal Server Error — EHN 51, 15 F: BT HEFGE BB IE X,

DELETE /api/erasure_code_profile/NAME

EH

RERH

E A EE L #EH NAME,

202 accepted - Operation (BT, KBS,

204 No Content — Resource deleted.

400 Bad Request — Operation exception. g fs i/ iE X LI T BEFA1E S

401 KB - KIUERIL71H. 15 B &R,

403 Forbidden — Unauthorized access. &1 & #H9IX R,

500 Internal Server Error — EHNE51%, 15 F: BT HELGE BRBINNY IE X,

GET /api/erasure_code_profile/NAME
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A B L #EH NAME,
TH

GET /api/erasure_code_profile/NAME HTTP/1.1
Host: example.com

RKERH

202 accepted - Operation (BT, KBS,

204 No Content — Resource deleted.

400 Bad Request — Operation exception. g fs Z i/ iE X LI T BEFA1E S
401 KB - KR UFBG D7) 15 B 56 &R,

403 Forbidden — Unauthorized access.i5F Z4HIHUR,

500 Internal Server Error — ENE51%, 15 F: BT HEFGE BRBTNN IE X,

WETHEEZIFMESL, 15Z 0] Red Hat Ceph Storage Developer Guide #1£9 Ceph
RESTful APl &7,

A.7. DHEELT
K5I/, & Ceph RESTful API feature_toggles i s &2 CRUSH Y,

GET /api/feature_toggles
Fea 2

393
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Jl/4! Red Hat Ceph Storage BJZEE,

FH

GET /api/feature_toggles HTTP/1.1
Host: example.com

KA
[ ]
200 OK - €,
[ ]
400 Bad Request — Operation exception. g fs Zifs iE X LI T BEFA1E S
[ ]
401 K1BHY - KB UFBG 1. 15 B S ER,
[ ]
403 Forbidden — Unauthorized access.#15 &ZH9I R,
[ ]
500 Internal Server Error — ERF5IR, 15K B HELCE BB IE X,
HEHER

WFETHEEZIFMESL, 5S04 Red Hat Ceph Storage Developer Guide #1£9 Ceph
RESTful APl &7,

A.8. GRAFANA

BB/, & Ceph RESTful API grafana i &% Grafana,
POST /api/grafana/dashboards

KA

201 created - ZIREBLIE,

202 accepted - LEEBIEHTT, iEIEHS U S,
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400 Bad Request — Operation exception. &£ Z M iE XL T BEFHE S,
401 K2 - KEuFBgis1a]. 5 B 6 BR,
403 Forbidden — Unauthorized access. 513 ZEB9IUR.

500 Internal Server Error — ENE51R, 15 F: BT HELGE BB IE X,

GET /api/grafana/url
Hizh

FH Grafana URL 324,

TH

GET /api/grafana/url HTTP/1.1
Host: example.com

KEH

200 OK - ##;E,

400 Bad Request — Operation exception. &k Z M iE XL T BEIFHE .
401 KB - KR UFBG 7). 15 B S &R,

403 Forbidden — Unauthorized access.i5F Z#HIHUR,

500 Internal Server Error — ENE51%, 15 F: BT HEFGE BRBTN Y IE X,

GET /api/grafana/validation/PARAMS
ZH
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EHFRFEEEH: PARAMS,

Fh

GET /api/grafana/validation/PARAMS HTTP/1.1
Host: example.com

KA
[ ]
200 OK - &,
[ ]
400 Bad Request — Operation exception. g fs Z i/ iE XL T BEFA1E S
[ ]
401 K1BHY - KB UFRG 1] 15 B R,
[ ]
403 Forbidden — Unauthorized access.iZFs &I BR,
[ ]
500 Internal Server Error — EH 517, 15k B HEECEBRBININ IEX,
HeHER

WETHEEZIFMESL, 15Z 0 Red Hat Ceph Storage Developer Guide #1689 Ceph
RESTful APl &7,

A.9. FFIEEFHRERST

& Ceph RESTful API health b 53 ¥ 2 7~ 7 15 E BRI X JiHAE B HIR B89 5 4S5 E,

GET /api/health/full
by

GET /api/health/full HTTP/1.1
Host: example.com

KEH
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200 OK - #/E.,

400 Bad Request — Operation exception. & fs i/ iE X LU T BEFA1E S
401 KB - KR UFBG D7) 15 BT 6 &R,

403 Forbidden — Unauthorized access. 5 EEBIR,

500 Internal Server Error — EHN 551, 15 F: BT HEFCE BB IE X,

GET /api/health/minimal
270

BT EER IR IR,

TH

GET /api/health/minimal HTTP/1.1
Host: example.com

KA

200 OK - #/E.,

400 Bad Request — Operation exception. & fs i/ iE X LU T BEFA1E S
401 KB - KR UFBG D7) 15 B S5 &R,

403 Forbidden — Unauthorized access.iEF Z 1 BIR,

500 Internal Server Error — EHNE51R, 15 F: BT HEFGE BRBTNNY IF X,
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RekE
[ J
HFETHREZFEHSE, 1556 Red Hat Ceph Storage Developer Guide #89 Ceph
RESTful APl &77,
A.10. 4l

&/ Ceph RESTful API host lis s K BrEH (tBF N TTm) BEESE,

GET /api/host
Hizh
S EHLEE.
ZH
[ J
queries:
o
sources - THLRHIFHFEH.,
by

GET /api’host HTTP/1.1
Host: example.com

RKERH

200 OK - /€,

400 Bad Request — Operation exception.i&fs Z M iE XL T BEFHE .
401 KB - KIUFBG 7). 15 B 56 &R,

403 Forbidden — Unauthorized access.iE# Z IR,

500 Internal Server Error — EHNE51%, 15 F: BT HEFCE BRBINNY IE X,
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POST /api/host
by

POST rapi’host HTTP/1.1
Host: example.com
Content-Type: application/json

{
"hostname": "STRING",

"status": "STRING"

RKERH

201 created - ZEELIE,

202 accepted - FEEBIEHTT, 1EEE S S,

400 Bad Request — Operation exception. g fs i/ iE XL T BEFA1E S

401 KB - KIUEBIL71H. 15 B &R,

403 Forbidden — Unauthorized access. & & #B91BR,

500 Internal Server Error — EHNE51%, 15 F2 BT HEFGE BRBTNNY IE X,

DELETE /api/host’/HOST_NAME
EH

¥ HOST_NAME & 15 894 #h.

KA

202 accepted - FEEDBIEHTT, 1EEE S S,

204 No Content — Resource deleted.
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400 Bad Request — Operation exception. & fs Z i/ iE X LI T BEFA1E S

401 KR - KEUFBI 1] 5 B L &R,

403 Forbidden — Unauthorized access. %15 & #HIIBR,

500 Internal Server Error — ERF5IR, 15K B HELCE BB IE X,

GET /api/host/HOST_NAME

7]
SETEETHAIES,
ZH
[ ]
1¥ HOST_NAME By 17 s 895 %o
H

GET /api/host/HOST_NAME HTTP/1.1
Host: example.com

KEH

200 OK - #/E.,

400 Bad Request — Operation exception. g fs i/ iE X LU T BEFA1E S
401 FKEIX - KIulBIL7 ). 15 B 56 &R

403 Forbidden — Unauthorized access.i5F Z#HIFUR,

500 Internal Server Error — EHNE51R, 15 F: BT HEFGE BRBINNY IF X,

400
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PUT /api/host/HOST_NAME

g
BLEENAES. KRB Ceph Orchestrator i, F35#FIt %,
sS85
[ ]
¥ HOST_NAME & 77 s89% #h.
[ ]
force - 7 #EHHA LR,
[ ]
Labels - $53551Z,
[ ]
Maintenance - 5l A 6.8 E =,
[ ]
update_labels - EHp,
by

PUT /api’host/HOST_NAME HTTP/1.1
Host: example.com
Content-Type: application/json

{

"force": true,
"labels": [
"STRING"

I
"maintenance": true,
"update_labels": true

/

200 OK - A€,

202 accepted - FREGIEHTT, 1EIE S S,

400 Bad Request — Operation exception. &k Z s iE XL T BEFHE .

401
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401 K1BHY - KIS UFRG 1. 15 B R,
403 Forbidden — Unauthorized access. &1 & #H9IBR,

500 Internal Server Error — EHNE51%, 15 F: BT HELCE BB IE X,

GET /api/host/HOST_NAME/daemons
S8

¥ HOST_NAME & 13 894 #h.

FH

GET /api’host/HOST_NAME/daemons HTTP/1.1
Host: example.com
KA

200 OK - A€,

400 Bad Request — Operation exception. &k Z Mk iE XL T BEFHE .

401 KB - KIUEAIL71H. i B &R,

403 Forbidden — Unauthorized access. %15 & # I BR,

500 Internal Server Error — ENE51%, 15 F2 BT HEFGE BRBINNY IE X,

GET /api/host/HOST_NAME/devices
8

¥ HOST_NAME &7 77 55894 #h.
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FH

GET /api’host/HOST_NAME/devices HTTP/1.1
Host: example.com

KEH

200 OK - #/E,

400 Bad Request — Operation exception. g fs i/ iE X LI T BEFA1E S
401 KB - KR UFBID 7). 15 B 6 &R,

403 Forbidden — Unauthorized access. 5k Zr 2509 AR,

500 Internal Server Error — EHNE51%, 15 F: BT HEFCE BB IE X,

POST /api/host/HOST_NAME/identify_device

Ft
BT HTFFZ A0 light 12 FI15 ER B RF R4
BH
[ ]
¥ HOST_NAME &% 71 sR B9 & #h.
[ ]
Device - %% ID, %1 /dev/dm-0 ¢ ABC1234DEF567-1R1234_ABCS8DEOQ.
[ ]
duration - £ ##89 LED ;%N fzB970 K,
byl

POST /api/host/HOST_NAME/identify _device HTTP/1.1
Host: example.com
Content-Type: application/json

{

403
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"device": "STRING",
"duration": "STRING"

201 created - ZEBLIE,

202 accepted - LR EBIEATT, EIEHS U S,

400 Bad Request — Operation exception. &£ Z s iE XL T BEiFHE .

401 KB - KIUEBIL7 1. 15 B &R,

403 Forbidden — Unauthorized access. &1 & ZH9I R,

500 Internal Server Error — ENE51%, 15 F: BT HEFGE BRBIN N IE X,

GET /api/host’/HOST_NAME/inventory

/770
BENEEE,
sS85
[
¥ HOST_NAME & #7777 mb9% .
[
queries:
o
refresh - i % Z 2 BIFTH)F#FEH,
by

GET /api’host/HOST_NAME/inventory HTTP/1.1
Host: example.com

404
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KA

200 OK - A€,

400 Bad Request — Operation exception. gk Z M/ IEX L 7 BEFEAE S,
401 KB - KR UFBG D7) 15 BT 6 &R,

403 Forbidden — Unauthorized access.iEF Z IR,

500 Internal Server Error — EHNE51%, 15 F: BT HEFCE BRBINN IE X,

GET /api/hosttHOST_NAME/smart
S8

¥ HOST_NAME E i 77 5894 #h.

H

GET /api’host/HOST_NAME/smart HTTP/1.1
Host: example.com

200 OK - ##/E,

400 Bad Request — Operation exception. & fs i/ iE X LU T BEFA1E S
401 KB - KIUFBG 7). 15 B 56 &R,

403 Forbidden — Unauthorized access.i5F Z4HIHUR,

500 Internal Server Error — EHNE51R, 15 F: BT HEFGE BRBINNY IE X,
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ReXE
[ J
HFETHREZFEHSE, 1556 Red Hat Ceph Storage Developer Guide #89 Ceph
RESTful APl &77,
A11. A&

&/ Ceph RESTful API logs im K2 HEE BB GASE,

GET /api/logsy/all
Hizh
BEEAEHSEE,
by

GET /api/logs/all HTTP/1.1
Host: example.com

KA
[ ]
200 OK - €,
[ ]
400 Bad Request — Operation exception. &k Z M iE XL T BEIFHE .
[ ]
401 K1BH - KIS UFBG 1. 15 B B4R,
[ ]
403 Forbidden — Unauthorized access. &5k Z 4B BR,
[ ]
500 Internal Server Error — ERF5IR, 15K B HELCE BB IE X,
HEHERE

WETHEEZIFHMES, 15Z 0 Red Hat Ceph Storage Developer Guide #1849 Ceph
RESTful APl &7,
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A.12. CEPH MANAGER £t

BB, (&FH Ceph RESTful APl mgr/module i si e & FE Ceph SFEZEELE,

GET /api/mgr/module
30
BEERERIIIZ,
Th

GET /api/mgr/module HTTP/1.1
Host: example.com

KA

200 OK - ##;E,

400 Bad Request — Operation exception.i& ks Z M iE XL T BEFHE .
401 K2 - KEuFBIi1H] i B 6 &R

403 Forbidden — Unauthorized access.i5F Z IR,

500 Internal Server Error — EHNE51%, 15 F: BT HELGE BRBINNY IE X,

GET /api/mgr/module/MODULE_NAME

F 7]
RFERFAE R EHE,
SH
[
¥ MODULE_NAME &E#:% Ceph Manager &£ #.
by

I GET /api/mgr/module/MODULE_NAME HTTP/1.1

Hnst examnle com
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g oo T

RKERH

200 OK - fA/E,

400 Bad Request — Operation exception. &k Z M iE XL T BEIFHE .

401 KR - KEUFBI 1] 5 B L &R

403 Forbidden — Unauthorized access. &1 & #H9IX R,

500 Internal Server Error — EHNE51%, 15 F: BT HEFGE BRBIN N IE X,

PUT /api/mgr/module/MODULE_NAME

Fah
KB A BB X BRI H,
BH
[
¥ MODULE_NAME &E#:% Ceph Manager 5% #.
[
config - EHETTHIHE.,
b

PUT /api/mgr/module/MODULE_NAME HTTP/1.1
Host: example.com
Content-Type: application/json

{
/

"config": "STRING"

KEH

200 OK - HE,

408
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202 accepted - LEEBIEHATT, EIEHS U,

400 Bad Request — Operation exception. & fs i/ iE X LU T BEFA1E S

401 KR - KEUFBI 1] 15 B L &R,

403 Forbidden — Unauthorized access. 151 2 ZH9F R,

500 Internal Server Error — EHN 551, 15 F: BT HEFCE BB IE X,

POST /api/mgr/module/MODULE_NAME/disable

7]

KEH

245 EH9 Ceph Manager £,

¥ MODULE_NAME &E#:% Ceph Manager 5% #.

201 created - ZHEBLIE,

202 accepted - LEEBIEHATT, EIEHS U,

400 Bad Request — Operation exception. g #s Zifs iE X LU T BEFA1E S

401 KR - KEUFBI 1] 5 B L &R,

403 Forbidden — Unauthorized access. &1 Z ZHIFR,

409
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500 Internal Server Error — BRF5IR, 15K B HELCE BB IE X,

POST /api/mgr/module/MODULE_NAME/enable

b7
JE %5 EB9 Ceph Manager £,
S8
[ ]
¥ MODULE_NAME &#i% Ceph Manager 54 #.,
KERHE

201 created - ZRBLIE,

202 accepted - FREGIEHR 1T, EI B 5,

400 Bad Request — Operation exception.igfs i/ iE X LI T BEFA1E S

401 KB - KI8T 1] i BB Rs

403 Forbidden — Unauthorized access. 512 Z #HIFBR,

500 Internal Server Error — ERF5IR, 15K B HELCE BB IE X,

GET /api/mgr/module/MODULE_NAME/options

b5
BEEZLE Ceph Manager EELEHIHET,
Z2H

¥ MODULE_NAME &#i% Ceph Manager 5% #.,

410
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TH

GET /api/mgr/module/MODULE_NAME/options HTTP/1.1
Host: example.com

[ ]
200 OK - {BE,
[ ]
400 Bad Request — Operation exception. g fs i/ iE X LI T BEFA1E S
[ ]
401 K1BHY - KIS UFRG 18] 15 B R,
[ ]
403 Forbidden — Unauthorized access. &1 & #H9IX R,
[ ]
500 Internal Server Error — EHNE51%, 15 F: BT HEFCE BB IE X,
HeE &R

WETHEEZIFMES, 1550 Red Hat Ceph Storage Developer Guide #£9 Ceph
RESTful APl &7,

A.13. CEPH MONITOR

BB, & Ceph RESTful APl monitor i si 27 Ceph LitEZs8915 4,

GET /api/monitor
Hizh
&EE Ceph %#Ei#1g,
by

GET /api/monitor HTTP/1.1
Host: example.com

RKERH

4n
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200 OK - A€,

400 Bad Request — Operation exception. & fs i/ iE X LU T BEFA1E S
401 KB - KR UFBG D7) 15 BT 6 &R,

403 Forbidden — Unauthorized access. 5k 22589 BR,

500 Internal Server Error — EHN 551, 15 F: BT HEFCE BB IE X,

WMETHEEZIFMESL, 15Z 0] Red Hat Ceph Storage Developer Guide #1£9 Ceph
RESTful API =77,

A.14. CEPH OSD

FEGIHH, &/ Ceph RESTful API osd i &2 Ceph OSD,

GET /api/osd
by

GET /api/osd HTTP/1.1
Host: example.com

KA

200 OK - €,
400 Bad Request — Operation exception. g fs i/ iE X LI T BEFA1E S

401 KB - KI8T 1] i B S B R

412


https://access.redhat.com/documentation/zh-cn/red_hat_ceph_storage/7/html-single/developer_guide/#ceph-restful-api

% A. CEPH RESTFUL API #i4&

403 Forbidden — Unauthorized access. & & #B91BR,

500 Internal Server Error — BRF5IR, 15K B HELCE BB IE X,

POST /api/osd
by

POST /api/osd HTTP/1.1
Host: example.com
Content-Type: application/json

{
"data": "STRING",

"method”: "STRING",
"tfracking_id": "STRING"

}
KA
[
201 created - FIREOIEE,
[
202 accepted - LR EBIEHTT, EIEHS U,
[
400 Bad Request — Operation exception. g fs i/ iE X LI T BEFH1E S
[
401 K2 - KEUFBGi1A]. i B R,
[
403 Forbidden — Unauthorized access. &1 Z £ BIIUR.
[
500 Internal Server Error — EHE51R, 151 BT HEFCEBREININ IE,
GET /api/osd/flags
P30

&Z& Ceph OSD #5ir,
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H

GET /api/osd/flags HTTP/1.1
Host: example.com

KA
[ ]
200 OK - {BE,
[ ]
400 Bad Request — Operation exception. g fs i/ iE X LI T BEFA1E S
[ ]
401 K1BHY - KIS UFRG 18] 15 B R,
[ ]
403 Forbidden — Unauthorized access. &1 & #H9IX R,
[ ]
500 Internal Server Error — EHNE51%, 15 F: BT HEFCE BB IE X,
PUT /api/osd/flags
b3

F BN FIEERXIE Ceph OSD 1,

BH
[
recovery_deletes, sortbitwise, ] pglog_hardlimit £7ETEEBE KB,
[
FTH%iE purged_snapshots trid.
BE
B EE XA F BER IR E,
by

PUT /api/osd/flags HTTP/1.1
Host: example.com
Content-Type: application/json

414



{

/

KEH

% A. CEPH RESTFUL API #i4&

"STRING"
]

200 OK - A€,

202 accepted - LEEBIEHTT, EIE S S,

400 Bad Request — Operation exception. &£ Z M iE XL T BEFHE .

401 KR - KEUFBI U517 15 B L &R

403 Forbidden — Unauthorized access. 51 Z #HIF R,

500 Internal Server Error — ENE51R, 15 F: BT HELGE BRBGN N IE X,

GET /api/osd/flags/individual

771

BEEET Ceph OSD fri.,

FH

GET /api/osd/flags/individual HTTP/1.1
Host: example.com

KEH

200 OK - HE,

400 Bad Request — Operation exception. &k Z M iE XL T BEFHE .
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401 KRR - KIUEAG 1A FE LB R,

403 Forbidden — Unauthorized access. 51 & Z B9 BR,

500 Internal Server Error — ENE51R, 15 F: BT HEFCE BRBINNY IE X,

PUT /api/osd/flags/individual
F:3u)

&#7 noout, noin. nodown #J noup ¥r&HF#ir Ceph OSD F4£,

FH

PUT /api/osd/flags/individual HTTP/1.1
Host: example.com
Content-Type: application/json

{

"flags": {
"nodown": true,
"noin": true,
"noout": true,
"noup": true

2
"I'dS ".. [

200 OK - i€,

202 accepted - LR EBIEHTT, EIEHS U,

400 Bad Request — Operation exception. i@k Z M iE XL T BEFHE .

401 KB - KI8T 1] i BB Rs
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403 Forbidden — Unauthorized access. &1 & #H9IX R,

500 Internal Server Error — EHNE51R, 15 F: BT HEFGE BRBTN N IE X,

GET /api/osd/safe_to_delete

S8
[ ]
queries:
[o]
svc_ids - Ceph OSD R iR tFoIss ZEF 15,
Bl

GET /api/osd/safe _to_delete?svc_ids=STRING HTTP/1.1
Host: example.com

RKERH

200 OK - /€,

400 Bad Request — Operation exception. &£ Z s iE XL T BEiFHE .
401 KB - KR UFBG D7) 15 B 6 &R,

403 Forbidden — Unauthorized access.iE# Z IR,

500 Internal Server Error — EHNE51%, 15 F: BT HELGE BRBTNNY IE X,

GET /api/osd/safe_to_destroy

P70
22 Ceph OSD E& L £#i%,
2H
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queries:

id - Ceph OSD [R5 triR a9 B F 8.
FH

GET /api/osd/safe _to_destroy?ids=STRING HTTP/1.1
Host: example.com

RKERH

200 OK - /€,

400 Bad Request — Operation exception. &£ Z M iE XL T BEIFHE .
401 KB - KR UFBG 7). 15 B 6 &R,

403 Forbidden — Unauthorized access. & Z IR,

500 Internal Server Error — BRF5IR, 15K B HELCE BB IE X,

DELETE /api/osd/SVC_ID

BH
[
§% SVC_ID &y Ceph OSD R% #riH B9 FfFE1H,
[
queries:
o
preserve_id - F#FELH,
o
force - FHFEH.,
KA

418
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202 accepted - LREGIEHR 1T, EI B 5,

204 No Content — Resource deleted.

400 Bad Request — Operation exception. & fs Z i/ iE X LI T BEIFA1E S

401 KB - KI8T 1] i B S B Rs

403 Forbidden — Unauthorized access. %15 & # IR,

500 Internal Server Error — ERF51R, 15K B HELCE BB IE X,

GET /api/osd/SVC_ID

T
&[OE X Ceph OSD KEHIH 5,
¥
[ ]
fF SVC_ID &% Ceph OSD IR #riRfFHyF#F 4 1H,
ahl

GET /api/osd/SVC_ID HTTP/1.1
Host: example.com

KEH

200 OK - €,
400 Bad Request — Operation exception. g fs Zifs iE X LI T BEFA1E S

401 KB - KIUEBGT 1A FE B R,

419
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403 Forbidden — Unauthorized access. &1 & ZH9IX R,

500 Internal Server Error — EHNE51%, 15 F: BT HELGE BB IE X,

PUT /api/osd/SVC_ID

S8

TH

f% SVC_ID &4 Ceph OSD [R5 ¥riR B FFE (H.

PUT /api/osd/SVC_ID HTTP/1.1
Host: example.com
Content-Type: application/json

{
/

KEH

"device class": "STRING"

200 OK - A€,

202 accepted - LREBIEHTT, EIEEHS U,

400 Bad Request — Operation exception.i&fs Z M iE XL T BEFHE S,

401 KR - KEUFBI 5 1A]. 15 B L &R

403 Forbidden — Unauthorized access. &1 & #H9IX R,

500 Internal Server Error — EHNE51R, 15 F: BT HEFCE BRHINN IE X,

POST /api/osd/SVC_ID/destroy

271
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{5 Ceph OSD #ril #1#55%. Ceph OSD FE#5 % FisAiknic s down, ULEEFER{E Ceph
OSD FriRfFRIFTZ, ARME Cephx Z4, EEEHHIEMVIER,

O

g

MEERIFAAEHHEA X B L,

sS85

f% SVC_ID &% Ceph OSD IR% FriRfFe9F & H,
KA
201 created - %R B0,

202 accepted - L EBIEHTT, EIEHS U S,

400 Bad Request — Operation exception. &k Z M iE XL T BEFHE .

401 KR - KEUFBI 1] 15 B L &R

403 Forbidden — Unauthorized access. &1 & 209X R,

500 Internal Server Error — ERF5IR, 15K B HELCE BB IE X,

GET /api/osd/SVC_ID/devices
&8
7 SVC_ID &% Ceph OSD IR #riR{FHyF#F S 1H,

421
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FH

GET /api/osd/SVC_ID/devices HTTP/1.1
Host: example.com

KEH

200 OK - #/E,

400 Bad Request — Operation exception. g fs Zif/ iE X LI T BEFA1E S
401 KB - KR UFBGD 7). 15 BT 6 &R,

403 Forbidden — Unauthorized access.i5# Z B9 R,

500 Internal Server Error — EHNE51%, 15 F: BT HEFCE BRBINNY IE X,

GET /api/osd/SVC_ID/histogram

b5
&[5 Ceph OSD &7 K#1#5,
BH
[
#% SVC_ID &Yy Ceph OSD [R5 7 iR By FHF & H,
bl

GET /api/osd/SVC_ID/histogram HTTP/1.1
Host: example.com

KB

200 OK - fA/E,

400 Bad Request — Operation exception. & #s Zifs iE X LU T BEFA1E S
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401 KB - KIUEAIL71H. i B & Rs

403 Forbidden — Unauthorized access. &1 & #H9IX R,

500 Internal Server Error — EHNE51R, 15 F: BT HEFGE BRBINNY IE X,

PUT /api/osd/SVC_ID/mark

Fe 2
f¥ Ceph OSD #5377 out, in, down, #] lost,
*E
Ceph OSD 7££7riC % lost B, & Z56fFEFriC down,
ZH
[ J
¥ SVC_ID &% Ceph OSD IR% #riRfFHyFF S 1H,
by
PUT /api/osd/SVC _ID/mark HTTP/1.1
Host: example.com
Content-Type: application/json
{
"action": "STRING"
}

200 OK - A€,

202 accepted - FEEBIEHTT, EIEHS U,

400 Bad Request — Operation exception. &k Z M iE XL T BEIFHE .
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401 KR - KEUFBI 1] i B L &R,

403 Forbidden — Unauthorized access. 51 Z#HII R,

500 Internal Server Error — EHNE51R, 15 F: BT HEFGE BRBINNY IE X,

POST /api/osd/SVC_ID/purge

Fah
M CRUSH map ##% Ceph OSD,
2E
£ 54 Ei, Ceph OSD & 4ifric % down,

M
BH

[

17 SVC_ID &4 Ceph OSD IR #riR{FHyF#F S 1H,
KA

201 created - ZHEBLIE,

202 accepted - LEEBIEHATT, EIEHS U,

400 Bad Request — Operation exception. g #s Zifs iE X LU T BEFA1E S

401 KR - KEUFBI 1] 5 B L &R,

403 Forbidden — Unauthorized access. & 15 & ZH9IX R,
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500 Internal Server Error — EHNE51%, 15 F: BT HEFCE BRBINNY IE X,

POST /api/osd/SVC_ID/reweight
271

I EFH MK Ceph OSD, 2 Ceph OSD #ri % out Fif, OSD BIIXEX Y7 0, 2 Ceph
OSD #ril %y back #f, OSD BIXEXEH 1.

#¥ SVC_ID &#t% Ceph OSD IR FRiRFFBIFFFE H,
FH
POST /api/osd/SVC_ID/reweight HTTP/1.1

Host: example.com
Content-Type: application/json

{
"weight": "STRING"
/

KEH

201 created - FREB0IE,

202 accepted - LEEBIEHATT, EIE S,

400 Bad Request — Operation exception. &k Z M iE XL T BEFHE S,
401 KB - KERUFBG D 17]. 15 BT 6 &R,

403 Forbidden — Unauthorized access.iEF Z4HIHUR,

500 Internal Server Error — ERF5IR, 15K B HELCE BB IE X,

POST /api/osd/SVC_ID/scrub
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S
[ J
f% SVC_ID &% Ceph OSD IR% FriRfFe9F & H,
[ J
queries:
o
deep - /516, ATLLE true Bt false,
by

POST /api/osd/SVC_ID/scrub HTTP/1.1
Host: example.com
Content-Type: application/json

{

"deep": true
}

RKERH

201 created - FRB0IE,

202 accepted - LEEBIEHATT, EIEHS U,

400 Bad Request — Operation exception.i&fs Z M iE XL 7 BEFHE .
401 KB - KIUFBG ;7). 15 B 56 &R,

403 Forbidden — Unauthorized access.iEF Z IR,

500 Internal Server Error — EHNE51%, 15 F: BT HEFGE BRBINNY IE X,

GET /api/osd/SVC_ID/smart
S8
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f% SVC_ID &% Ceph OSD IR% FriRfFeF & H,

TH

GET /api/osd/SVC_ID/smart HTTP/1.1
Host: example.com

KA
[ ]
200 OK - {E,
[ ]
400 Bad Request — Operation exception. g fs Z i/ iE XL T BEFA1E S
[ ]
401 K1BHY - KB UFRG 1] 15 B R,
[ ]
403 Forbidden — Unauthorized access.iZFs &I BR,
[ ]
500 Internal Server Error — EH 517, 15k B HEECEBRBININ IEX,
HEeHER

WETHEEZIFMESL, 5S04 Red Hat Ceph Storage Developer Guide #1849 Ceph
RESTful APl &7,

A.15. CEPH xf 5 pg%

BB/, (&FH Ceph RESTful API rgw iiss &FE Ceph X/ R,

GET /api/rgw/status
Hizh
27~ Ceph X/ RPIXKE
7B

GET /api/rgw/status HTTP/1.1

......... [ PN
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I [0St exarripie.coirri

KA
[
200 OK - i€,
[
400 Bad Request — Operation exception. & fs Zifs iE X LI T BEFA1E S
[
401 KB - KB U897/ 05 B 5B R,
[
403 Forbidden — Unauthorized access. &1 Z B9 R,
[
500 Internal Server Error — EA iR, 151 B HEFGEEBININ IE X,
GET /api/rgw/daemon
P30
A2~ Ceph X/ RPIK F1HEE.
by

GET /api/rgw/daemon HTTP/1.1
Host: example.com

RKERH

200 OK - i€,
400 Bad Request — Operation exception. g fs Zifs iE X LU T BEFA1E S
401 KR - KEUFBG 1. 15 B 56 &R,

403 Forbidden — Unauthorized access. 512 Z #HIF R,
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500 Internal Server Error — EN 51, 15 F: BT HEFGE BRBINNY IE X,

GET /api/rgw/daemon/SVC_ID
ZH

#¥ SVC_ID BB IRF #rififF e F & H,
H

GET /api/rgw/daemon/SVC_ID HTTP/1.1
Host: example.com

[ ]
200 OK - €,
[ ]
400 Bad Request — Operation exception. i@ ks Z M iE XL 7 BEFHE .
[ ]
401 K1BHY - KIS UFRG 1] 15 B R,
[ ]
403 Forbidden — Unauthorized access. &1 & ZH9IX R,
[ ]
500 Internal Server Error — EHNE51%, 15 F: BT HEFCE BB IE X,
GET /api/rgwy/site
S2H

queries:

query - FHFE{E,

daemon_name - FFHEERIE FE Ty FHFEHE,
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H

GET /api/rgw/site HTTP/1.1
Host: example.com

[ ]
200 OK - €,

[ ]
400 Bad Request — Operation exception. g fs Zif/ iE X LI T BEFA1E S

[ ]
401 K1BHY - KIS UFRG 1] 15 B R,

[ ]
403 Forbidden — Unauthorized access. &1 & ZHIIX R,

[ ]
500 Internal Server Error — EHNE51%, 15 F: BT HEFCE BRBINNY IE X,

bucket EF
GET /api/rgw/bucket
SH

[ ]

queries:
(o]
stats - bucket Z: i B9%5 /5 (H.
(o]
daemon_name - FHHEEHE FE/r FFEH,
Bl

GET /api/rgw/bucket HTTP/1.1
Host: example.com

RKERH
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200 OK - A€,

400 Bad Request — Operation exception.i&fs Z M iE XL T BEIFHE .

401 KR - KEUFBI 517 15 B L &R

403 Forbidden — Unauthorized access. %15 & # I BR,

500 Internal Server Error — ERF51R, 15K B HEECE BB IE X,

POST /api/rgw/bucket
by

POST /api/rgw/bucket HTTP/1.1
Host: example.com
Content-Type: application/json

{
"bucket": "STRING",

"daemon_name": "STRING",
"lock_enabled": "false",

"lock_mode": "STRING",
"lock_retention_period_days": "STRING",
"lock_retention_period_years": "STRING",
"placement target”: "STRING",

"uid": "STRING",

"zonegroup": "STRING"

RKERH

201 created - ZEELIE,

202 accepted - FEEDBIEHTT, 1EEE S S,

400 Bad Request — Operation exception. & fs i/ iE X LI T BEFA1E S
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401 KB - KIUERIL7 1. 15 B & Rs

403 Forbidden — Unauthorized access. %15 & # IR,

500 Internal Server Error — EHNE51%, 15 F: BT HELGE BRBIN N IE X,

DELETE /api/rgw/bucket/BUCKET

EH

432

1¥ BUCKET BH w7 1##5 5 P E/ F A H,

queries:

purge_objects - FFHE 1,

daemon_name - FIFHEERIE FE Iy FHFEHE,

202 accepted - LREBIEHTT, EIEHS U,

204 No Content — Resource deleted.

400 Bad Request — Operation exception. &k Z M iE XL T BEFHE .

401 KB - KIULEBI71H. 15 B &R,

403 Forbidden — Unauthorized access. &1 & #H9I R,

500 Internal Server Error — EHN 51, 15 F: BT HELGE BB IE X,
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GET /api/rgw/bucket/BUCKET

2H
[ ]
¥ BUCKET B fehE a5 & BE N FHAE M,
[ ]
queries:
[o]
daemon_name - FHHENEFHIE S FHFEH,
by

GET /api/rgw/bucket/BUCKET HTTP/1.1
Host: example.com

KEH

200 OK - #/E,

400 Bad Request — Operation exception. &k Z M iE XL T BEFHE .
401 KB - KR UFBG 17 15 B 6 &R,

403 Forbidden — Unauthorized access.i&F Z4HIHUR,

500 Internal Server Error — EHF51%, 15k B HELCEERBININ IEX,
PUT /api/rgw/bucket/BUCKET
B2

1¥ BUCKET BH w7 t#H5 5 P E/ F A H,

Fh

PUT /api/rgw/bucket/BUCKET HTTP/1.1
Host: example.com
Content-Type: application/json
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KA

"bucket _id": "STRING",

"daemon_name": "STRING",
"lock_mode": "STRING",
"lock_retention_period_days": "STRING",
"lock_retention_period_years": "STRING",
"mfa_delete": "STRING",

"mfa_token pin": "STRING",

"mfa_token serial": "STRING",

"uid": "STRING",

"versioning_state": "STRING"

200 OK - A€,

202 accepted - FREGIEHTT, 1EEE S S,

400 Bad Request — Operation exception. & fs i/ iE X LU T BEFA1E S

401 KR - KEUFBI 1] 15 B L &R,

403 Forbidden — Unauthorized access. 51 ZZH9 R,

500 Internal Server Error — ENE51%, 15 F: BT HEFGE BB IE X,

e
GET /api/rgw/user
Fea 2
A2~ Ceph X/ RPIXKH 7,
ZH
[ J
queries:
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daemon_name - FFHEERIE FE Ty FHFEME,
xHl

GET /api/rgw/user HTTP/1.1
Host: example.com

KA
[
200 OK - €,
[
400 Bad Request — Operation exception. & fs Z i/ iE XL T BEFA1E S
[
401 K2 - KEUFBGi)1A]. i B R,
[
403 Forbidden — Unauthorized access. 513 Z £ B91UR,
[
500 Internal Server Error — EHE51R, 15 B HEFCEBREININ IE X,
POST /api/rgw/user
by

POST /api/rgw/user HTTP/1.1
Host: example.com
Content-Type: application/json

{
"access_key": "STRING",

"daemon_name": "STRING",
"display_name": "STRING",
"email": "STRING",
"generate_key": "STRING",
"max_buckets": "STRING",
"secret_key": "STRING",
"suspended": "STRING",
"uid": "STRING"

KEH
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201 created - R BHIE,

202 accepted - LR EBIEHATT, EIEHS U S,

400 Bad Request — Operation exception. &k Z M iE XL T BEFHE S,

401 KR - KEUFBI 517 5 B L &R,

403 Forbidden — Unauthorized access. &1 & ZH9IX R,

500 Internal Server Error — EHN 551, 15 F: BT HEFGE BRBINNY IE X,

GET /api/rgw/user/get_emails

S8
[ ]
queries:
[o]
daemon_name - FFHEERIE FE T FHFEHE,
by

GET /api/rgw/user/get_emails HTTP/1.1
Host: example.com

RKERH

200 OK - #fiE,
400 Bad Request — Operation exception. & ks Z s iE XL T BEFHE .

401 KR - KEUFBI 1] 15 B L &R
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403 Forbidden — Unauthorized access. 51 Z#HIFR,

500 Internal Server Error — EHNE51%, 15 F2 BT HEFCE BRBINNY IE X,

DELETE /api/rgw/user/UID

SH
[ ]
G bR EE UID fE /4.
[ ]
queries:
(o]
daemon_name - FHEERIE FE T FHFEMHE,
KA
[ ]
202 accepted - FEEBIEHATT, EIEEHS U,
[ ]
204 No Content — Resource deleted.
[ ]
400 Bad Request — Operation exception. g fs i/ iE X LU T BEFA1E S
[ ]
401 K1BAY - KEUFRG 1] 15 B R,
[ ]
403 Forbidden — Unauthorized access. &1 & #H9IX R,
[ ]
500 Internal Server Error — EHNE51%, 15 F: BT HEFGE BRBINNY IE X,
GET /api/rgw/user/UID
2H
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FH

AR iR E S UID 978,

queries:

daemon_name - FIFHEERIE FE Iy FHFEHE,

stats - P Z i B9 /5 (H,

Host: example.com

I GET /api/rgw/user/UID HTTP/1.1

KA
[
200 OK - €,
[
400 Bad Request — Operation exception. g fs i/ iE X LU T BEFA1E S
[
401 KB - KBB4 15 B 5 BR,
[
403 Forbidden — Unauthorized access. 512 Z BT AR,
[
500 Internal Server Error — EA iR, 151 B HEFGEEBININ IE X,
PUT /api/rgw/user/UID
BH
[
A ERRFEHE UID fEhF 8,
by

PUT /api/rgw/user/UID HTTP/1.1
Host: example.com
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Content-Type: application/json

{

"daemon_name": "STRING",
"display_name": "STRING",
"email": "STRING",
"max_buckets": "STRING",
"suspended”: "STRING"

RERH

200 OK - A€,

202 accepted - LEEBIEHTT, EIEEHS U,

400 Bad Request — Operation exception.igfs i/ iE X LI T BEFA1E S

401 KB - KIUERIL71H. 15 B &R,

403 Forbidden — Unauthorized access. 51 Z#HIFBR,

500 Internal Server Error — EHNE51R, 15 F: BT HEFCE BB IE X,

DELETE /api/rgw/user/UID/capability
ZH

AR iR E S UID 7 FFE.

queries:

daemon_name - FHEERIE FE I FHFEMHE,

KB - %, FHEMH,
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perm - 455, FHFEMHE,

RKERH

202 accepted - L EBIEHTT, EIEHS U,

204 No Content — Resource deleted.

400 Bad Request — Operation exception. & fs i/ iE X LI T BEFA1E S

401 KR - KEUFBI 1] i B L &R

403 Forbidden — Unauthorized access. 51 ZZH9 R,

500 Internal Server Error — EHNE51%, 15 F: BT HEFGE BB IE X,

POST /api/rgw/user/UID/capability
ZH

AR iR E S UID 975 E.

FH

POST /api/rgw/user/UID/capability HTTP/1.1
Host: example.com
Content-Type: application/json

{

"daemon_name": "STRING",
"perm": "STRING",
"type": "STRING"

/
RKERH

[ ]
201 created - FREELIE,
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202 accepted - LREGIEHR 1T, EI B 5,

400 Bad Request — Operation exception. g fs Zifs iE X LU T BEFA1E S

401 KR - KEUFBI 517 15 B L &R

403 Forbidden — Unauthorized access. 51 Z ZHIFR,

500 Internal Server Error — EHNE51%, 15 F: BT HEFCE BREINNY IE X,

DELETE /api/rgw/user/UID/key

285
[ ]
G iR EHE UID fEFH &,
[ ]
queries:
[o]
daemon_name - FHHEHIEFHIE S FHFEH,
[o]
key_type - F#F&H1H,
[o]
subuser - F#FEM,
[o]
access_key - FF&E1H,
KERHE

202 accepted - LEEBIEHTT, EIEHS U S,

204 No Content — Resource deleted.
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400 Bad Request — Operation exception. &£ Z M iE XL T BEFHE S,

401 KB - KIUERIL71H. 15 B SE &R,

403 Forbidden — Unauthorized access. &1 & #B91BR,

500 Internal Server Error — ENE51R, 15 F: BT HELGE BB IE X,

POST /api/rgw/user/UID/key
ZH

R R E S UID fE F1F 4,

TH

POST rapi/rgw/user/UID/key HTTP/1.1
Host: example.com
Content-Type: application/json

{
"access_key": "STRING",

"daemon_name": "STRING",
"generate_key": "true”,

"key type": "s3",
"secret_key": "STRING",
"subuser"”: "STRING"

RKERH

201 created - ZFEE0IE,

202 accepted - LREBIEHTT, EIEHS U,

400 Bad Request — Operation exception. &k Z M iE XL T BEiFHE .
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401 K1BHY - KB UFBG 18] 15 B S ER,
403 Forbidden — Unauthorized access. &1 & #H9IX R,

500 Internal Server Error — ERF5IR, 15K B HEECE BB IE X,

GET /api/rgw/user/UID/quota
ZH

AR R E S UID fE F1F 4,
TH

GET /api/rgw/user/UID/quota HTTP/1.1
Host: example.com

RKERH

200 OK - ff/E,

400 Bad Request — Operation exception. & fs Zifs iE X LU T BEFA1E S
401 KB - KR UFBG D7) 15 B S &R,

403 Forbidden — Unauthorized access.iE# Z IR,

500 Internal Server Error — EH 51, 151 B HELEEERHININ IE X,
PUT /api/rgw/user/UID/quota
ZH

AR iR E S UID 7.
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FH

PUT /api/rgw/user/UID/quota HTTP/1.1
Host: example.com
Content-Type: application/json

{

"daemon _name": "STRING",
"enabled": "STRING",
"max_objects": "STRING",
"max_size_kb": 1,
"quota_type": "STRING"

KEH

200 OK - fHE,

202 accepted - LR EBIEHTT, EIEHS U S,

400 Bad Request — Operation exception. g fs Zifs iE X LU T BEFA1E S

401 KR - KEUFBI 1] 5 B L &R,

403 Forbidden — Unauthorized access. 512 Z ZHIF R,

500 Internal Server Error — EHN 551, 15 F: BT HEFGE BRBINNY IE X,

POST /api/rgw/user/UID/subuser
ZH

AR iR E S UID 7.

FH

POST /api/rgw/user/UID/subuser HTTP/1.1
Host: example.com
Content-Type: application/json

{
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"access": "STRING",
"access_key": "STRING",
"daemon_name": "STRING",
"generate_secret": "true”,
"key type": "s3",
"secret_key": "STRING",
"subuser": "STRING"

201 created - ZEELIE,

202 accepted - LREBIEHTT, EIE S,

400 Bad Request — Operation exception. & fs Zifs iE X LU T BEFA1E S

401 KB - KIUEAIL71H. 5 B &R,

403 Forbidden — Unauthorized access. %15 & # I BR,

500 Internal Server Error — EHNE51R, 15 F: BT HELGE BRBTN N IE X,

DELETE /api/rgw/user/UID/subuser/SUBUSER

EH

AR iR E S UID 9 FFE.

#¥ SUBUSER By FHrEBIF o

queries:

purge_keys - iZi&% false UFEHELH, XHEHTF S3 FHF
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daemon_name - FHEERIE FE Ty FHFEHE,

KA
[ ]
202 accepted - LREBIEHRTT. EI LS 5,
[ ]
204 No Content — Resource deleted.
[ ]
400 Bad Request — Operation exception. &£ Z i iE XL T BEFHE S,
[ ]
401 K1BHY - KIS UFBG 18] 15 B S ER,
[ ]
403 Forbidden — Unauthorized access. &k Z 4TI BR,
[ ]
500 Internal Server Error — ERF5IR, 15K B HELCE BB IE X,
He %R

WFETHEEZIFMES, 15Z 0] Red Hat Ceph Storage Developer Guide #1689 Ceph
RESTful APl &7,

A.16. FH FER{EA 269 REST API

B 7 radosgw-admin A€ w4, #iaLU#ER REST APl X4 6,

EZJjfH REST admin API, 156/ —1 8% admin caps B9/,

Fh
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[root@host01 ~]# radosgw-admin --uid TESTER --display-name "TestUser" --access_key TESTER --
secret test123 user create
[root@host01 ~]J# radosgw-admin caps add --uid="TESTER" --caps="roles=""

[ J

BB G -

EHx
POST “<hostname>?
Action=CreateRole&RoleName=ROLE_NAME&Path=PATH_TO_FILE&AssumeRolePolicyDo
cument=TRUST_RELATIONSHIP_POLICY _DOCUMENT”

by
POST “<hostname>?
Action=CreateRole&RoleName=S3Access&Path=/application_abc/component xyz/&AssumeRc
ePolicyDocument={"Version":"2022-06-17","Statement":[{"Effect":"Allow", "Principal":{ "AWS":
["arn:aws:iam:::user/TESTER"]}, "Action":["sts:AssumeRole"]}]}”

%S

<role>
<id>8f41f4e0-7094-4dc0-ac20-074a881ccbc5</id>
<name>S3Access</name>
<path>/application _abc/component_xyz/</path>
<arn>arn:aws:iam:::role/application_abc/component_xyz/S3Access</arn>
<create date>2022-06-23T07:43:42.811Z</create_date>
<max_session_duration>3600</max_session _duration>
<assume_role_policy document>{"Version":"2022-06-17","Statement":
[{"Effect":"Allow","Principal":{"AWS":["arn:aws:iam:::uset/TESTER"]},"Action":
['sts:AssumeRole"]}]}</assume_role_policy document>
</role>
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RRAE :

ik

I POST “<hostname>?Action=GetRole&RoleName=ROLE NAME”

TH

I POST “<hostname> ?Action=GetRole&RoleName=S3Access”

Hipz B

<role>
<id>8f41f4e0-7094-4dc0-ac20-074a881ccbc5</id>
<name>S3Access</name>
<path>/application _abc/component xyz/</path>
<arn>arn:aws:iam:::role/application_abc/component xyz/S3Access</arn>
<create date>2022-06-23T07:43:42.811Z</create_date>
<max_session _duration>3600</max_session _duration>
<assume_role_policy document>{"Version":"2022-06-17","Statement":
[{"Effect":"Allow","Principal":{"AWS":["arn:aws:iam:::uset/TESTER"]},"Action":
['sts:AssumeRole"[}]}</assume_role_policy document>
</role>

SHiAE -
Wk
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POST “<hostname>?
Action=GetRole&RoleName=ROLE _NAME&PathPrefix=PATH_PREFIX”

EKTH

I POST “<hostname> ?Action=ListRoles&RoleName=S3Access&PathPrefix=/application”

Wipz By

<role>
<id>8f41f4e0-7094-4dc0-ac20-074a881ccbc5</id>
<name>S3Access</name>
<path>/application _abc/component_xyz/</path>
<arn>arn:aws:iam:::role/application_abc/component _xyz/S3Access</arn>
<create date>2022-06-23T07.:43:42.811Z</create_date>
<max_session_duration>3600</max_session_duration>
<assume_role_policy document>{"Version":"2022-06-17","Statement":
[{"Effect":"Allow","Principal":{"AWS":["arn:aws:iam:::uset/TESTER"]},"Action":
['sts:AssumeRole"[}]}</assume_role_policy document>
</role>

I assume A EFEREXEY :

Wk

POST “<hostname>?
Action=UpdateAssumeRolePolicy&RoleName=ROLE _NAME&PolicyDocument=TRUST_RE
LATIONSHIP_POLICY _DOCUMENT”
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B

POST “<hostname>?
Action=UpdateAssumeRolePolicy&RoleName=S3Access&PolicyDocument=
{"Version":"2022-06-17","Statement":[{"Effect":"Allow", "Principal":{"AWS":
["arn:aws:iam:::uset/TESTERZ2"]},"Action":["sts:AssumeRole"[}]}”

EHTHINEY A AR

Wk

POST “<hostname>?

Action=PutRolePolicy&RoleName=ROLE_NAME&PolicyName=POLICY_NAME&PolicyDocu
ment=TRUST_RELATIONSHIP_POLICY _DOCUMENT”

FH

POST “<hostname>?
Action=PutRolePolicy&RoleName=S3Access&PolicyName=Policy 1&PolicyDocument=
{"Version":"2022-06-17","Statement":[{"Effect":"Allow","Action":
['s3:CreateBucket"],"Resource":"arn:aws:s3:::example_bucket"}]}”

S I EY o B BGF R 5 7 -

Wk
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I POST “<hostname>?Action=ListRolePolicies&RoleName=ROLE NAME”

TH

POST “<hostname> ?Action=ListRolePolicies&RoleName=S3Access”
<PolicyNames>

<member>Policy1</member>
</PolicyNames>

B IEY 5 B BIFUR 5 hE -

Wk

POST “<hostname>?
Action=GetRolePolicy&RoleName=ROLE_NAME&PolicyName=POLICY _NAME”

TH

POST “<hostname> ?Action=GetRolePolicy&RoleName=S3Access&PolicyName=Policy1”

<GetRolePolicyResult>

<PolicyName>Policy 1</PolicyName>

<RoleName>S3Access</RoleName>

<Permission_policy>{"Version":"2022-06-17","Statement":[{"Effect":"Allow", "Action":
['s3:CreateBucket"],"Resource":"arn:aws:s3:::.example_bucket"}]}</Permission_policy>
</GetRolePolicyResult>

451



Red Hat Ceph Storage 7 FF &% AGif5E

WERHIINEY G (2B

Wk

POST “hostname>?
Action=DeleteRolePolicy&RoleName=ROLE _NAME&PolicyName=POLICY_NAME*

TH

I POST “<hostname> ?Action=DeleteRolePolicy&RoleName=S3Access&PolicyName=Policy 1”

WEAE :

b33

REERBHIINERIRELS, FEEMERA G,

203

I POST “<hostname>?Action=DeleteRole&RoleName=ROLE _NAME"

FH

I POST “<hostname>?Action=DeleteRole&RoleName=S3Access"
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I#1E15 2/ Red Hat Ceph Storage X/ RXF5 R f 2 EHEEE 45,

A.17. NFS GANESHA

BB, (& Ceph RESTful API nfs-ganesha i s & Ceph NFS H%,

GET /api/nfs-ganesha/daemon
3y

#Z& NFS Ganesha F1/HEEIIEFXE S,

H

GET /api/nfs-ganesha/daemon HTTP/1.1
Host: example.com

KEH

200 OK - #/E,

400 Bad Request — Operation exception. g fs Zif/ iE X LU T BEFA1E S
401 KB - KR UFBGD 7). 15 B S5 &R,

403 Forbidden — Unauthorized access.iE# EEBIR,

500 Internal Server Error — EHNE51%, 15 F: BT HEFGE BRBINN IE X,

GET /api/nfs-ganesha/export
i3y
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&HZEA7H NFS Ganesha £,

FH

GET /api/nfs-ganesha/export HTTP/1.1
Host: example.com

KA
[
200 OK - #fiE,
[
400 Bad Request — Operation exception. &£ Z i iE XL T BEIFHE .
[
401 KB - KB BGDi 1. 15 BT A &R,
[

403 Forbidden — Unauthorized access.i&Fs 2 # B9 BR,

500 Internal Server Error — ENE51%, 15 F: BT HELGE BRBIN N IE X,

POST /api/nfs-ganesha/export
Hizh

BB A9 NFS Ganesha FH,

TH

POST /api/nfs-ganesha/export HTTP/1.1
Host: example.com
Content-Type: application/json

{
"access_type": "STRING",

"clients": [

{
"access_type": "STRING",
"addresses": [

"STRING"

2
"squash": "STRING"

}

I
"cluster_id": "STRING",
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"daemons": [
"STRING"

I

"fsal": {
"filesystem": "STRING",
"name": "STRING",
"rgw_user_id": "STRING",
"sec_label xattr": "STRING",
"user_id": "STRING"

}

"path": "STRING",

"protocols": [
1

I

"pseudo”: "STRING",

"reload _daemons": true,

"security label": "STRING",

"squash”: "STRING",

202 accepted - LEEBIEHATT, EIEHS U,

% A. CEPH RESTFUL API #i4&

400 Bad Request — Operation exception. & f i/ iE X LI T BEFA1E S

403 Forbidden — Unauthorized access. &5 & #H91)

"tag": "STRING",
"fransports": [
"STRING"
]
}
RKEH
[ ]
201 created - FRB0IE,
[ ]
[ ]
[ ]
401 KL - KL UEAGT 1A i B B &R,
[ ]
[ ]

o

500 Internal Server Error — EHNE51%, 15 F: BT HEFGE BRBINNY IE X,

DELETE /api/nfs-ganesha/export/CLUSTER_ID/EXPORT_ID

27U

455



Red Hat Ceph Storage 7 FF &% AGif5E

W NFS Ganesha FM,
SH
[ ]
EH L EE iR fFFrEEH: CLUSTER_ID,
[ ]
f¥ EXPORT_ID &#F— 1 BHH)F HtriR T
[ ]
queries:
[o]
reload_daemons - — "/ (H, HFM% NFS Ganesha FH HEEAEHE
KA

202 accepted - LEEBIEHTT, EIEEHS U,

204 No Content — Resource deleted.

400 Bad Request — Operation exception. & fs Z i/ iE X LU T BEFA1E S

401 KB - KI8T 1] i BB Rs

403 Forbidden — Unauthorized access. 51 Z#HIF R,

500 Internal Server Error — EHNE51R, 15 F: BT HELGE BB IE X,

GET /api/nfs-ganesha/export/CLUSTER_ID/EXPORT_ID

b7
&Z NFS Ganesha ZHE &,
2H
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(& 5 E R iR = E&EH: CLUSTER_ID,

¥ EXPORT_ID B#Hiy— B9 FH iR
a6

GET /api/nfs-ganesha/export/CLUSTER_ID/EXPORT_ID HTTP/1.1
Host: example.com

KA

200 OK - /€,

400 Bad Request — Operation exception.igfs i/ iE X LI T BEFA1E S
401 KB - KR UFBG 7). 15 B S &R,

403 Forbidden — Unauthorized access.iEF Z IR,

500 Internal Server Error — EHNE51R, 15 F: BT HEFGE BRBINNY IF X,

PUT /api/nfs-ganesha/export/CLUSTER_ID/EXPORT_ID

F7u
B#r NFS Ganesha 1155,
B2H
[ ]
(A 5 E R iR = E&E#H CLUSTER_ID,
[ ]
¥ EXPORT_ID &y — 1 EBHE9FHFriR#F.
a6

I PUT /api/nfs-ganesha/export/CLUSTER_ID/EXPORT_ID HTTP/1.1
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Host: example.com
Content-Type: application/json

{
"access_type": "STRING",
"clients": [
{
"access_type": "STRING",
"addresses": [
"STRING"
]
"squash": "STRING"
}
I
"daemons": [
"STRING"
I
"fsal": {
"filesystem": "STRING",
"name": "STRING",
"rgw_user_id": "STRING",
"sec_label xattr": "STRING",
"user_id": "STRING"
}
"path": "STRING",
"protocols": [
1
I
"pseudo”: "STRING",
"reload _daemons": true,
"security label": "STRING",
"squash": "STRING",
"tag": "STRING",
"transports”: [
"STRING"
I
}

RKERH

200 OK - HE,

202 accepted - FREDGIEHTT, 1EEE S S,

400 Bad Request — Operation exception. g fs i/ iE X LU T BEFA1E S

401 KR - KEUFBI 1] 5 B L &R,
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403 Forbidden — Unauthorized access. &1 & ZH9IX AR,

500 Internal Server Error — EHNE51%, 15 F: BT HEFCE BB IE X,

GET /api/nfs-ganesha/status
3713

&Z& NFS Ganesha EEIgERIRK 154,

FH

GET /api/nfs-ganesha/status HTTP/1.1
Host: example.com

KA
[ ]
200 OK - €,
[ ]
400 Bad Request — Operation exception. g fs i/ iE X LI T BEFA1E S
[ ]
401 K1BHY - KB UFRG 1. 15 B S ER,
[ ]
403 Forbidden — Unauthorized access.i&Fs 2 #HIIBR,
[ ]
500 Internal Server Error — ERF5IR, 15K B HEECE BB IE X,
HEHER

WFETHEEZIFHMES, 1520 Red Hat Ceph Storage Developer Guide #£9 Ceph
RESTful APl &7,

WMEFEZESE, 155058 Red Hat Ceph Storage X/ RXIERTH B FFip £ 22/ 5 HF) NFS-
Ganesha 284,

459


https://access.redhat.com/documentation/zh-cn/red_hat_ceph_storage/7/html-single/developer_guide/#ceph-restful-api
https://access.redhat.com/documentation/zh-cn/red_hat_ceph_storage/7/html-single/object_gateway_guide/#exporting-the-namespace-to-nfs-ganesha-rgw

Red Hat Ceph Storage 7 FF &% AGif5E

A.18. CEPH %i#F#%

& Ceph RESTful API orchestrator i #9745/, LUE7 Ceph 4itkas A%

GET /api/orchestrator/status
371

A2 Ceph itz 4

Fh

GET /api/orchestrator/status HTTP/1.1
Host: example.com

KA
[ ]
200 OK - {E,
[ ]
400 Bad Request — Operation exception.igfs i/ iE X LI T BEFA1E S
[ ]
401 K1RIY - KEUFBG 1] 15 B S ER,
[ ]
403 Forbidden — Unauthorized access. &1 & #H9IX R,
[ ]
500 Internal Server Error — BRF51R, 15K B HELCE BB IE X,
He &R

WETHEEZIFMESL, 15Z 0] Red Hat Ceph Storage Developer Guide #1689 Ceph
RESTful APl &7,

A.19.’th

&/ Ceph RESTful API pool i a3 EE 5t 552,

GET /api/pool
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Fak
BrtixE,
B2H
[ ]
queries:
[o]
attrs - BB HH)FREH,
[o]
stats - 55 BRI /5 (H,
by

GET /api/pool HTTP/1.1
Host: example.com

KA
[ ]
200 OK - €,
[ ]
400 Bad Request — Operation exception. &£ Z i iE XL 7 BEFHE .
[ ]
401 K1BHY - KIS UFBG 1. 15 B B4R,
[ ]
403 Forbidden — Unauthorized access. &1 & ZH9I R,
[ ]
500 Internal Server Error — EH 517, 15k B HEFCEERBININ IEX,
POST /api/pool
B

POST /api/pool HTTP/1.1
Host: example.com
Content-Type: application/json

{
"application_metadata": "STRING",
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"configuration": "STRING",
"erasure_code_profile": "STRING",
"flags": "STRING",

"pg_num": 1,

"pool": "STRING",

"pool_type": "STRING",
"rule_name": "STRING"

RKERH

201 created - ZEELIE,

202 accepted - FEEBIEHTT, 1EEE S S,

400 Bad Request — Operation exception. g fs Z i/ iE XL T BEFA1E S

401 KRR - KIUEBGU 1A G E LB R,

403 Forbidden — Unauthorized access. & & #B91BR,

500 Internal Server Error — EHNE51%, 15 F: BT HEFGE BRBINNY IE X,

DELETE /api/pool/POOL_NAME
EH

1% POOL_NAME EH ;86895 #.

KA

202 accepted - LEEBIEHTT, EIE S,

204 No Content — Resource deleted.

400 Bad Request — Operation exception. & fs Zifs iE X LU T BEFH1E S
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401 KR - KEUFBI 1] 15 B L &R

403 Forbidden — Unauthorized access. 51 Z#HII R,

500 Internal Server Error — BRF51R, 15K B HELCE BB IE X,

GET /api/pool/POOL._NAME

S8
[ ]
F# POOL_NAME & 7t6894 #.
[ ]
queries:
[o]
attrs - ;BRI FFEH,
[o]
stats - i i BAEH9 7 /5 (H,
by

GET /api/pool/POOL_NAME HTTP/1.1
Host: example.com

KEH

200 OK - €,
400 Bad Request — Operation exception. gk i/ iE X LU T BEFA1E S
401 KR - KEUFBI 1] 15 B 56 &R,

403 Forbidden — Unauthorized access. &1 Z # R R,
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500 Internal Server Error — EHNE51R, 15 F: BT HELCE BRBTNNY IE X,

PUT /api/pool/POOL_NAME

EH

FH

{% POOL_NAME EH ;86895 #.

PUT /api/pool/POOL_NAME HTTP/1.1
Host: example.com
Content-Type: application/json

{

/

RKERH

"application_metadata": "STRING",
"configuration”: "STRING",
"flags": "STRING"

200 OK - A€,

202 accepted - LREBIEHTT, EIEHS S,

400 Bad Request — Operation exception. g #s i/ iE X LU T BEFA1E S

401 KB - KIUERIL7 1. 15 B &R,

403 Forbidden — Unauthorized access. 51 Z#HIF R,

500 Internal Server Error — EHNE51R, 15 F2 BT HEFGE BRBINNY IE X,

GET /api/pool/POOL_NAME/configuration

ZH
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1% POOL_NAME EH 786095 #.
TH

GET /api/pool/POOL_NAME/configuration HTTP/1.1
Host: example.com

KA
[ ]
200 OK - {E,
[ ]
400 Bad Request — Operation exception. & fs Z i/ iE X LI T BEFH1E S
[ ]
401 FIZH - KRB IR 1] 35 B 5B R,
[ ]
403 Forbidden — Unauthorized access. ik Z 4B BR,
[ ]
500 Internal Server Error — EHF51%, 15k B HEFCEERBININ IEX,
HEeHER

WETHEEZIFMES, 15Z 0] Red Hat Ceph Storage Developer Guide #1689 Ceph
RESTful APl &7,

A.20. PROMETHEUS

K5I/, & Ceph RESTful APl prometheus i s &2 Prometheus.

GET /api/prometheus
B

GET /api/prometheus/rules HTTP/1.1
Host: example.com

KA
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200 OK - #/E,

400 Bad Request — Operation exception. g fs Zifs iE X LU T BEFA1E S
401 KB - KR UFBG 17 15 B 6 &R,

403 Forbidden — Unauthorized access.i5F Z 1 BIR,

500 Internal Server Error — EHNE51%, 15 F: BT HEFCE BREINNY IE X,

GET /api/prometheus/rules
FH

GET /api/prometheus/rules HTTP/1.1
Host: example.com

KEH

200 OK - #/E,

400 Bad Request — Operation exception. & fs Z i/ iE X LI T BEFA1E S
401 FKEIX - KI U BIL7 1] 15 B 56 B R

403 Forbidden — Unauthorized access.i5F Z4HIHUR,

500 Internal Server Error — ERF5IR, 15K B HEECE BB IE X,

POST /api/prometheus/silence
KB
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201 created - ZREBOIE,

202 accepted - LR EBIEHATT, EIEHS U S,

400 Bad Request — Operation exception. &k Z M iE XL T BEFHE S,

401 KR - KEUFBI 517 5 B L &R,

403 Forbidden — Unauthorized access. &1 & ZH9IX R,

500 Internal Server Error — EN 51, 15 F: BT HELGE BRBTNN IE X,

DELETE /api/prometheus/silence/S_ID

S8

HAFrEEER S_ID,

202 accepted - LR EBIEHATT, EIEHS U,

204 No Content — Resource deleted.

400 Bad Request — Operation exception. g fs Z i/ iE X LI T BEFA1E S

401 KB - KIUEBIL7 1. 15 B & Rs

403 Forbidden — Unauthorized access. 51 Z#HII R,
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500 Internal Server Error — ENE51%, 15 F: BT HEFGE BB IE X,

GET /api/prometheus/silences
FH

GET /api/prometheus/silences HTTP/1.1
Host: example.com

RKERH

200 OK - /€,

400 Bad Request — Operation exception. &£ Z M iE XL T BEIFHE .
401 KB - KR UFBG 7). 15 B 6 &R,

403 Forbidden — Unauthorized access.iE# Z IR,

500 Internal Server Error — BRF5IR, 15K B HELCE BB IE X,

GET /api/prometheus/notifications
b

GET /api/prometheus/notifications HTTP/1.1
Host: example.com

KEH

200 OK - A€,
400 Bad Request — Operation exception. g fs i/ iE X LI T BEFA1E S

401 KB - KIUEBILr1H. 15 B &R,
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403 Forbidden — Unauthorized access. 51 Z #HIIR,

500 Internal Server Error — ERF5IR, 15K B HEECE BB N IE X,

WFETHEEZIFMESL, 5S04 Red Hat Ceph Storage Developer Guide #1689 Ceph
RESTful APl &7,

A.21. RADOS %5

&/ Ceph RESTful API block i s £ RADOS 5t #(RBD)BI G AE%, ILEEESATHE THN
RBD ZjgEii s, 4 :

RBD 5522 /H]
[
RBD #.4%
[
rbd Trash
[
RBD ZRIIEE
o
RBD ZEREIBEBE
o
RBD %8t Bootstrap
o
RBD gt
o
RBD 75t Peer

(Y Y o W=y
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RADU tREiax

GET /api/block/image
Hizh

##& RBD R,

queries:

pool_name - ;EEFE F1FE.
by

GET /api/block/image HTTP/1.1
Host: example.com

400 Bad Request — Operation exception. &£ Z M iE XL T BEFHE S,

500 Internal Server Error — ENE51R, 15 F: BT HELGE BB IE X,

KA
[ ]
200 OK - €,
[ ]
[ ]
401 K1BHY - KIS UFRG 1. 15 B B4R,
[ ]
403 Forbidden — Unauthorized access. 5t 22 H91)
[ ]
POST /api/block/image
by

POST /api/block/image HTTP/1.1
Host: example.com
Content-Type: application/json

{
"configuration”: "STRING",

"data_pool": "STRING",
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"features": "STRING",
"name": "STRING",
"namespace”: "STRING",
"obj_size": 1,
"pool_name": "STRING",
"size": 1,

"stripe_count": 1,
"stripe_unit": "STRING"

KA
201 created - FRE /&,
202 accepted - FEEDBIEHTT, 1EEE S S,
400 Bad Request — Operation exception. & #s Z i/ iE X LI T BEFA1E S
401 K121 - KIS UL BRIy 1] 15 BB R

403 Forbidden — Unauthorized access. & & #8910 BR,

500 Internal Server Error — EHNE51R, 15 F: BT HEFGE BRHINN IF X,

GET /api/block/image/clone_format_version
Fea 2

1&[6] RBD ZEE R IRE,

TH

GET /api/block/image/clone_format_version HTTP/1.1
Host: example.com

KEH

200 OK - i€,
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400 Bad Request — Operation exception. &k Z M iE XL T BEFHE .
401 K2 - KB uFBgi; 1] 15 B 6B R,

403 Forbidden — Unauthorized access. %15 & # I BR,

500 Internal Server Error — ERF5IR, 15K B HEECE BB IE X,

GET /api/block/image/default_features
FH

GET /api/block/image/default_features HTTP/1.1
Host: example.com

KEH

200 OK - #/E,

400 Bad Request — Operation exception. & #s i/ iE X LI T BEFA1E S
401 KB - KR UFBG D7) 15 B 76 &R,

403 Forbidden — Unauthorized access. & Z 1 BIR,

500 Internal Server Error — ENE51%, 15 F: BT HEFGE BB IE X,

GET /api/block/image/default_features
FH

GET /api/block/image/default_features HTTP/1.1
Host: example.com

KEH
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200 OK - A€,

400 Bad Request — Operation exception. &k Z s iE XL T BEFHE S,

401 KR - KEUFBI 1] 5 B L &R,

403 Forbidden — Unauthorized access. &1 & ZH9I R,

500 Internal Server Error — EHNE51%, 15 F: BT HELGE BRBINNY IE X,

DELETE /api/block/image/IMAGE_SPEC

e =4

¥ IMAGE_SPEC BH g REF, fENFHREH,

202 accepted - LREBIEHATT, EIEHS U,

204 No Content — Resource deleted.

400 Bad Request — Operation exception. i@ ks Z M iE XL T BEIFHE .

401 KB - KIUEBIL7 1. 15 B &R,

403 Forbidden — Unauthorized access. %15 & #HIEBR,

500 Internal Server Error — ENE51R, 15 F: BT HEFGE BB IE X,

GET /api/block/image/IMAGE_SPEC
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B2H
[ ]
¥ IMAGE_SPEC BH iZREF, fENFHREH,
Bl

GET /api/block/image/IMAGE_SPEC HTTP/1.1
Host: example.com

RKERH

200 OK - /€,

400 Bad Request — Operation exception. g fs i/ iE X LU T BEFA1E S
401 KB - KR UFBG D7) 15 B 56 &R,

403 Forbidden — Unauthorized access.iE# Z IR,

500 Internal Server Error — ENE51%, 15 F: BT HEFGE BB IE X,

PUT /api/block/image/IMAGE_SPEC

2H
[ ]
17 IMAGE_SPEC BH ERET, fENFHREHE,
Bl

PUT /api/block/image/IMAGE_SPEC HTTP/1.1
Host: example.com
Content-Type: application/json

{
"configuration”: "STRING",

"features”: "STRING",
"name": "STRING",
"size": 1

KA
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200 OK - A€,

202 accepted - LREGIEHR 1T, 1EI S5,

400 Bad Request — Operation exception. g fs Zifs iE X LI T BEFA1E S

401 KR - KEUFBI 517 15 B L &R

403 Forbidden — Unauthorized access. &1 2 #HIF R,

500 Internal Server Error — EHNE51%, 15 F: BT HEFGE BRBINNY IE X,

POST /api/block/image/IMAGE_SPEC/copy

B2H
[ ]
¥ IMAGE_SPEC EHi 5B E#, EXFHFEMH,
xHl

POST /api/block/image/IMAGE_SPEC/copy HTTP/1.1
Host: example.com
Content-Type: application/json

{
"configuration”: "STRING",

"data_pool": "STRING",
"dest_image _name": "STRING",
"dest_namespace": "STRING",
"dest_pool_name": "STRING",
"features": "STRING",
"obj_size": 1,

"snapshot_name": "STRING",
"stripe_count": 1,

"stripe_unit": "STRING"

KA
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201 created - ZEBLIE,

202 accepted - L EBIEHTT, EIEHS U,

400 Bad Request — Operation exception. &k Z M iE XL T BEIFHE .

401 KB - KEULEBIL7 1. 15 B &Ko

403 Forbidden — Unauthorized access. &1 & #H9IX R,

500 Internal Server Error — EHNE51%, 15 F: BT HEFGE BRBIN N IE X,

POST /api/block/image/IMAGE_SPEC/flatten

476

ZH

RKERH

¥ IMAGE_SPEC BH g REF, fENFHREH,

201 created - ZEELIE,

202 accepted - FEEBIEHTT, EIE S,

400 Bad Request — Operation exception. & fs i/ iE X LU T BEFA1E S

401 KB - KIUEBIL7 1. 15 B &R,

403 Forbidden — Unauthorized access. &1 & #H9IX R,
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500 Internal Server Error — EHN 51, 15 F: BT HEEGE BRBINNY IE X,

POST /api/block/image/IMAGE_SPEC/move_trash
Fe 2

BRI F BRI, FEREE SRR T LU BB, H LR,

1¥ IMAGE_SPEC BH v GREH, (FHFrEFHE,
by
POST /api/block/image/IMAGE_SPEC/move_trash HTTP/1.1

Host: example.com
Content-Type: application/json

{
"delay": 1
}

KEH

201 created - FREO/E,

202 accepted - LEEBIEHTT, EIEEHS U S,

400 Bad Request — Operation exception. & fs Zif/ iE X LU T BEFH1E S
401 KB - KIUFBG D7) 15 B S &R,

403 Forbidden — Unauthorized access.iEF Z IR,

500 Internal Server Error — EHNE51%, 15 F: BT HEFGE BRBINNY IE X,

RBD #8308,
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GET /api/block/mirroring/site_name
i3y

JZ7 RBD R s E o

TH

GET /api/block/mirroring/site_name HTTP/1.1
Host: example.com

KB

200 OK - /€,

400 Bad Request — Operation exception. & fs Zifs iE X LU T BEFA1E S
401 KB - KR UFBGD 7). 15 B 6 &R,

403 Forbidden — Unauthorized access.i5F E 1 BIR,

500 Internal Server Error — EHNE51%, 15 F: BT HEFGE BB IE X,

PUT /api/block/mirroring/site_name
FH

PUT /api/block/mirroring/site_name HTTP/1.1
Host: example.com
Content-Type: application/json

{

"site_name": "STRING"
}

KEH

200 OK - i€,

202 accepted - LEEBIEHTT, EIEHS U,
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400 Bad Request — Operation exception. g fs Z i/ iE X LI T BEFA1E S

401 KB - KIUERIL71H. 15 B &R,

403 Forbidden — Unauthorized access. &1 & ZH9X R,

500 Internal Server Error — EHNE51R, 15 F: BT HEFGE BRBTNNY IE X,

RBD fz8%;t# Bootstrap

POST /api/block/mirroring/pool/POOL_NAME/bootstrap/peer
ZH

¥ POOL_NAME & #i /7t & o F 158,

FH

POST /api/block/mirroring/pool/POOL_NAME/bootstrap/peer HTTP/1.1
Host: example.com
Content-Type: application/json

{
"direction": "STRING",
"token": "STRING"

/

201 created - ZEBLIE,

202 accepted - FEEBIEHTT, iEIEHS U,

400 Bad Request — Operation exception. &£ Z M iE XL T BEIFHE .

401 KB - KIULEBIL71H. 15 B &R,
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403 Forbidden — Unauthorized access. %15 & # I BR,

500 Internal Server Error — EHNE51%, 15 F: BT HELGE BB IE X,

POST /api/block/mirroring/pool/POOL_NAME/bootstrap/token

SH
[ ]
f¥ POOL_NAME B 77:tb & FfEF F1FE.,
KA
[ ]
201 created - %R B0,
[ ]
202 accepted - LREBIEHTT, EIEEHS U,
[ ]
400 Bad Request — Operation exception.igfs Z i/ iE X LU T BEFA1E S
[ ]
401 K1BHY - KB UFRG 1] 15 B S ER,
[ ]
403 Forbidden — Unauthorized access. &1 & H9IX R,
[ ]
500 Internal Server Error — EHNE51%, 15 F: BT HEFCE BB IE X,
RBD £t =
GET /api/block/mirroring/pool/POOL_NAME
b3
Y27~ RBD 1% 15 E,
SH
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1¥ POOL_NAME EHI7:tE B fE 7 F1F8E,

FH

GET /api/block/mirroring/pool/POOL_NAME HTTP/1.1
Host: example.com

KEH

200 OK - #/E,

400 Bad Request — Operation exception. g fs i/ iE X LI T BEFA1E S
401 KB - KIRUFBG D17 15 B S5 &R,

403 Forbidden — Unauthorized access. 5k Zr 2509 AR,

500 Internal Server Error — EHNE51R, 15 F: BT HEFCE BB IE X,

PUT /api/block/mirroring/pool/POOL_NAME
ZH

¥ POOL_NAME & #i /7t & o F 153,

by
PUT /api/block/mirroring/pool/POOL_NAME HTTP/1.1

Host: example.com
Content-Type: application/json

{
/

"mirror_mode": "STRING"

KEH

200 OK - A€,
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202 accepted - LEEBIEHATT, EIEHS U,

400 Bad Request — Operation exception.i& ks Z M iE XL 7 BEFHE S,
401 KB - KR UFBG D7) 15 BT 6 &R,

403 Forbidden — Unauthorized access.iEF Z IR,

500 Internal Server Error — EHNE51%, 15 F: BT HELCE BRBTINY IE X,

RBD #{&;th Peer

GET /api/block/mirroring/pool/POOL_NAME/peer
ZH

1¥ POOL_NAME EHI7:tE B fE 7 F1FE,
TH

GET /api/block/mirroring/pool/POOL_NAME/peer HTTP/1.1
Host: example.com

200 OK - i€,
400 Bad Request — Operation exception. i@k Z M iE XL T BEFHE .
401 KA - KB uFBGD7 1. 15 B A &R

403 Forbidden — Unauthorized access. 51 Z#HIIR,
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500 Internal Server Error — ENE51%, 15 F: BT HEFGE BB IE X,

POST /api/block/mirroring/pool/POOL_NAME/peer
ZH

1¥ POOL_NAME EHI7:tE BfE 7 F1F8E,

FH

POST /api/block/mirroring/pool/POOL _NAME/peer HTTP/1.1
Host: example.com
Content-Type: application/json

{
"client_id": "STRING",

"cluster_name": "STRING",
"key": "STRING",
"mon_host": "STRING"

RKERH

201 created - ZHEELIE,

202 accepted - LR EBIEHTT, EIEHS U,

400 Bad Request — Operation exception. g #s i/ iE X LI T BEFA1E S

401 KB - KEUERIL71H. 15 B SE &R,

403 Forbidden — Unauthorized access. %15 & # I BR,

500 Internal Server Error — EHNE51R, 15 F: BT HEFCE BRBINNY IF X,

DELETE /api/block/mirroring/pool/POOL_NAME/peer/PEER_UUID
EH
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¥ POOL_NAME & #i /7t & FHofE 1 F 158,

¥ PEER_UUID & #t /3 F#FERI%E UUID,

KA

202 accepted - LREBIEHR 1T, 1EI S 5,

204 No Content — Resource deleted.

400 Bad Request — Operation exception. &£ Z Mg iE XL T BEFHE S,

401 KR - KIUFBI 1] 5 B L &R,

403 Forbidden — Unauthorized access. %15 & # IR,

500 Internal Server Error — ERF5IR, 15K B HELCE BB IE X,

GET /api/block/mirroring/pool/POOL_NAME/peer/PEER_UUID

E2H
[ ]
¥ POOL_NAME & #i /7t & FHofE ) F 153,
[ ]
¥ PEER_UUID &#t /1 F#FErI%E UUID,
xHl

GET /api/block/mirroring/pool/POOL_NAME/peer/PEER_UUID HTTP/1.1
Host: example.com

KEH

200 OK - HE,
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400 Bad Request — Operation exception. i@k Z M iE XL T BEFHE S,

401 KR - KEUFBI 517 i B L &R

403 Forbidden — Unauthorized access. &1 & ZH9IX R,

500 Internal Server Error — EHNE51%, 15 F: BT HELGE BB IF X,

PUT /api/block/mirroring/pool/POOL_NAME/peer/PEER_UUID

BH
[ ]
¥ POOL_NAME E 47t & Btk 1 FF &,
[ ]
f¥ PEER_UUID &% F#FE89%/% UUID,
Bl

PUT /api/block/mirroring/pool/POOL _NAME/peer/PEER_UUID HTTP/1.1
Host: example.com
Content-Type: application/json

{
"client_id": "STRING",

"cluster_name": "STRING",
"key": "STRING",
"mon_host": "STRING"

200 OK - A€,

202 accepted - LREGIEHTT, EIEHS U,

400 Bad Request — Operation exception. &£ Z s iE XL T BEIFHE .
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401 K1BHY - KIS UFRG 1] 15 B S ER,
403 Forbidden — Unauthorized access.i#1 & #H9I R,

500 Internal Server Error — EHNE51R, 15 F: BT HEFGE BRBINNY IE X,

RBD £ 3) BEHEh

GET /api/block/mirroring/summary
i3y

JZ7 RBD GRIEZE,

H

GET /api/block/mirroring/summary HTTP/1.1
Host: example.com

KA
[ ]
200 OK - €,
[ ]
400 Bad Request — Operation exception. & fs Z i/ iE X LU T BEFA1E S
[ ]
401 K1BHY - KB UFRG 1] 15 B S ER,
[ ]
403 Forbidden — Unauthorized access. 5k Z 4B BR,
[ ]
500 Internal Server Error — EH£51%, 15k B HELCEERBININ IEX,
RBD &% %2/H

GET /api/block/pool/POOL_NAME/namespace
ZH
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¥ POOL_NAME & #i /7t & FHfE ) F 158,
Bl

GET /api/block/pool/POOL_NAME/namespace HTTP/1.1
Host: example.com

RKERH

200 OK - /€,

400 Bad Request — Operation exception. & fs Zifs iE X LU T BEFA1E S
401 KB - KR UFBG D7) 15 B S &R,

403 Forbidden — Unauthorized access.i5F E 1 BIR,

500 Internal Server Error — EHNE51%, 15 F: BT HEFGE BRBINNY IE X,

POST /api/block/pool/POOL_NAME/namespace
ZH

1¥ POOL_NAME EHI7:tE B fE 7 F1F8E,

by
POST /api/block/pool/POOL_NAME/namespace HTTP/1.1

Host: example.com
Content-Type: application/json

{
/

"namespace"”: "STRING"

RKERH

201 created - ZIEELIE,
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202 accepted - LREGIEHR 1T, EI B 5,

400 Bad Request — Operation exception. g fs Zifs iE X LU T BEFA1E S

401 KB - KIUERG 1A FE B R,

403 Forbidden — Unauthorized access. 51 Z ZHIFR,

500 Internal Server Error — EHNE51%, 15 F: BT HEFCE BREINNY IE X,

DELETE /api/block/pool/POOL_NAME/namespace/NAMESPACE

ZH
[ ]
1¥ POOL_NAME EHI7:tE B fE 0 F1F8E,
[ ]
1¥ NAMESPACE & #0yip£ ZZIFIfE /) F 4.
KA

202 accepted - LEEBIEHTT, EIEHS U,

204 No Content — Resource deleted.

400 Bad Request — Operation exception. & fs Zifs iE X LU T BEFA1E S

401 KB - KIUEAG 1A FE B R,

403 Forbidden — Unauthorized access. &1 Z ZHII R,
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500 Internal Server Error — EHNE51R, 15 F: BT HELCE BRBTNNY IE X,

RBD 1#5%

POST /api/block/image/IMAGE_SPEC/snap

B2H
[ ]
¥ IMAGE_SPEC BH EREF, fENFHREH,
xHl

POST /api/block/image/IMAGE_SPEC/snap HTTP/1.1
Host: example.com
Content-Type: application/json

{
"snapshot_name": "STRING"

/

KEH

201 created - HZEBLIE,

202 accepted - L EBIEATT, EIEHS U,

400 Bad Request — Operation exception. &£ Z M iE XL T BEFAE S,

401 KR - KEUFBI 1] 15 B L &R,

403 Forbidden — Unauthorized access. &1 & #H9IX R,

500 Internal Server Error — ENE51R, 15 F: BT HELGE BRBIN N IE X,

DELETE /api/block/image/IMAGE_SPEC/snap/SNAPSHOT_NAME
EH
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¥ IMAGE_SPEC EHi i5aE#, (EXFHFEMHE,

1¥ SNAPSHOT_NAME EH yRIBER (—TFHEHE) .

RKERH

202 accepted - LR EBIEHTT, EIEHS U,

204 No Content — Resource deleted.

400 Bad Request — Operation exception. g #s i/ iE X LI T BEFA1E S

401 KB - KI8T 1] i B S B R

403 Forbidden — Unauthorized access. 51 2 #HIIBR,

500 Internal Server Error — EHNE51R, 15 F: BT HEFGE BRBIN N IF X,

PUT /api/block/image/IMAGE_SPEC/snap/SNAPSHOT_NAME

B2H
[ ]
¥ IMAGE_SPEC EHi i i5aE#, EXFiFEMH,
[ ]
¥ SNAPSHOT_NAME E#H ik BELEF (—NFREHE) .
Bl

PUT /api/block/image/IMAGE_SPEC/snap/SNAPSHOT_NAME HTTP/1.1
Host: example.com
Content-Type: application/json

{

"is_protected": true,
"new_snap_name": "STRING"

/
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KB

200 OK - i€,

202 accepted - LEEBIEHTT, EIEHS U,

400 Bad Request — Operation exception. & f i/ iE X LU T BEFA1E S

401 KB - KI8T 1] i B S B Rs

403 Forbidden — Unauthorized access. %15 & # I BR,

500 Internal Server Error — ERF51R, 15K B HELCE BB IE X,

POST /api/block/image/IMAGE_SPEC/snap/SNAPSHOT_NAME/clone

7]

FH

FFRIR e FEE SR

¥ IMAGE_SPEC BH ZREF, fEXFHREH,

¥ SNAPSHOT _NAME E# /BB EF (—1E/EE) .

POST /api/block/image/IMAGE_SPEC/snap/SNAPSHOT_NAME/clone HTTP/1.1
Host: example.com
Content-Type: application/json

{
"child_image _name": "STRING",
"child_namespace": "STRING",
"child_pool_name": "STRING",
"configuration”: "STRING",
"data_pool": "STRING",
"features”: "STRING",
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"obj_size": 1,

"stripe_count": 1,

"stripe_unit": "STRING"
}

201 created - ZREBLIE,

202 accepted - LR EBIEHTT, EIEHS U S,

400 Bad Request — Operation exception. &£ Z M iE XL T BEFHE S,

401 KR - KEUFBI 1] 15 B L &R

403 Forbidden — Unauthorized access. &1 & #H9IX R,

500 Internal Server Error — EHN 51, 15 F: BT HEFGE BB IE X,

POST /api/block/image/IMAGE_SPEC/snap/SNAPSHOT_NAME;/rollback
ZH

¥ IMAGE_SPEC BH g REF, ENFHREH,

7 SNAPSHOT _NAME Bt I BBER (—NFEfFEH) .

201 created - EBLIE,

202 accepted - LR EBIEHATT, EIEHS U,

400 Bad Request — Operation exception. &£ Z i iE XL 7 BEiFHE .
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401 KR - KEUFBI 1] i B L &R,

403 Forbidden — Unauthorized access. 51 Z#HII R,

500 Internal Server Error — EHNE51R, 15 F: BT HEFGE BRBINNY IE X,

rbd Trash

GET /api/block/image/trash

P70
SR B rATA RBD B H, 36&Z7 RBD EIKI#HES.
BH
[
queries:
o
pool_name - EHIEFEF FFE 1,
b

GET /api/block/image/trash HTTP/1.1
Host: example.com

RKERH

200 OK - #fiE,
400 Bad Request — Operation exception. g fs Zifs iE X LU T BEFA1E S
401 KR - KEUFBI 1] 5 B 56 &R,

403 Forbidden — Unauthorized access. &1 Z#HIF R,
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500 Internal Server Error — EHNE51%, 15 F: BT HEFGE BB IE X,

POST /api/block/image/trash/purge

Fe 2
MBI IERATE Bt IR 5
ZH
[ J
queries:
o
pool_name - HHIEFE/ FiFEH.,
by
POST /api/block/image/trash/purge HTTP/1.1
Host: example.com
Content-Type: application/json
{
"pool_name": "STRING"
}
KA

201 created - FREELIE,

202 accepted - L EBIEHTT, iEIEHS U,

400 Bad Request — Operation exception. g fs Z i/ iE X LI T BEIFA1E S

401 K&K - KEUFBI 1] 5 B L &R

403 Forbidden — Unauthorized access. 51 ZZH9 R,

500 Internal Server Error — ERF5IR, 15K BHEECE BB N IE X,
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DELETE /api/block/image/trash/IMAGE_ID_SPEC
/770

M IR IR G2 1. AR EZR AR [ RELHY, BRFHEMEA force, ENEZLFFRMER.
B B BB R L ARG, EEMNERE.,

8
[
¥ IMAGE_ID_SPEC BHi itk &%, (EFHFFFEHE,
[
queries:
o
force - 7 F L7 L% s Bk G2 R B 5 775 (H
KA

202 accepted - FEEBIEHTT, EIEHS U,

204 No Content — Resource deleted.

400 Bad Request — Operation exception. g fs Z i/ iE X LI T BEFA1E S

401 KR - KEUFBI 517 15 B L &R

403 Forbidden — Unauthorized access. &1 & ZH9IX R,

500 Internal Server Error — EHNE51%, 15 F: BT HEFGE BRBINNY IE X,

POST /api/block/image/trash/IMAGE_ID_SPEC/restore

7]
MEIK R R,
EH
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¥ IMAGE_ID_SPEC B iR E#, FhFFrEMHE,

FH

POST /api/block/image/trash/IMAGE_ID_SPEC/restore HTTP/1.1
Host: example.com
Content-Type: application/json

{

"new_image _name": "STRING"
}

KA
[ ]
201 created - 7R B0,
[ ]
202 accepted - LEEBIEHATT, EIEEHS U,
[ ]
400 Bad Request — Operation exception. &£ Z M iE XL 7 BEiFHE .
[ ]
401 K1BHY - KIS UFBG 18] 15 B S ER,
[ ]
403 Forbidden — Unauthorized access. &1 & #H9IX R,
[ ]
500 Internal Server Error — ERF51R, 15K B HELCE BB IE X,
He %R

WFETHEEZIFMES, 15Z0J Red Hat Ceph Storage Developer Guide #1£9 Ceph
RESTful APl &7,

A.22. ML BEF

B 5I/H, & Ceph RESTful API perf_counters iR 24 Ceph MEEEi 25, WS EZEIEBHE
ARG RE i M A, PV -
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Ceph sTE#EfR @ (MDS)

Ceph Manager

Ceph monitor

Ceph OSD

Ceph Xf %

Ceph RADOS %% 7 (RBD) &2 R P)6E

TCMU Runner

GET /api/perf_counters
b7

SBETMEET #E.

H

GET /api/perf_counters HTTP/1.1
Host: example.com

KA
200 OK - #i7E,
400 Bad Request — Operation exception. gk Zilif iE X LU T BEF 1S 8.

401 KB - KIUEBG 1A G E B R,
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403 Forbidden — Unauthorized access. &1 & #H9IX R,

500 Internal Server Error — EHNE51R, 15 F: BT HEFGE BREGNNY IE X,

Ceph TTHIEIRS 7%

GET /api/perf_counters/mds/SERVICE_ID
ZH

#¥ SERVICE_ID BH A& BIR S5 PR E 7 F 1T &,

TH

GET /api/perf_counters/mds/SERVICE_ID HTTP/1.1
Host: example.com

[ ]
200 OK - i€,
[ ]
400 Bad Request — Operation exception. & ks Z Mk iE XL T BEIFHE .
[ ]
401 K1BHY - KIS UFRG 1] 15 B R,
[ ]
403 Forbidden — Unauthorized access. 5k Z 4TI BR,
[ ]
500 Internal Server Error — EHF51%, 15k B HELCEERBININ IEX,
Ceph Manager

GET /api/perf_counters/mgr/SERVICE_ID
ZH

#¥ SERVICE_ID BH A& IR PR i 7 F 1 &,
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H

GET /api/perf_counters/mgr/SERVICE_ID HTTP/1.1
Host: example.com

200 OK - ##/E,

400 Bad Request — Operation exception. g fs i/ iE X LI T BEFA1E S
401 KB - KR UFBID 7). 15 B 6 &R,

403 Forbidden — Unauthorized access.iEF Z B9 R,

500 Internal Server Error — EHNE51%, 15 F: BT HEFCE BB IE X,

Ceph monitor

GET /api/perf_counters/mon/SERVICE_ID
ZH

f¥ SERVICE_ID B A BIR S5 #r iR E ) F 1.,
xHl

GET /api/perf_counters/mon/SERVICE_ID HTTP/1.1
Host: example.com

KEH

200 OK - A€,

400 Bad Request — Operation exception. &£ Z i iE XL T BEIFHE S,
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401 KR - KEUFBI 1] 15 B L &R,

403 Forbidden — Unauthorized access. &1 Z ZHIF R,

500 Internal Server Error — EHNE51%, 15 F: BT HEFCE BRBINNY IE X,

Ceph OSD
GET /api/perf_counters/osd/SERVICE_ID
SH
[ J
1¥ SERVICE_ID E#H# 7 fras BIR 55 th iR fFHE/y F 1,
by

GET /api/perf_counters/osd/SERVICE_ID HTTP/1.1
Host: example.com

KEH

200 OK - #/E.,

400 Bad Request — Operation exception.igfs Z i/ iE X LI T BEFA1E S
401 KX - KIulBIL7 1. 15 B 56 &R

403 Forbidden — Unauthorized access.i5F Z#HIHUR,

500 Internal Server Error — BRF51R, 15K B HEECE BB IE X,

Ceph RADOS 1% #7(RBD) 2R BE

GET /api/perf_counters/rbd-mirror/SERVICE_ID
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#¥ SERVICE_ID BH A& IR PR i/ F 1 &,
TH

GET /api/perf_counters/rbd-mirror/SERVICE_ID HTTP/1.1
Host: example.com

KA
[ ]
200 OK - {BE,
[ ]
400 Bad Request — Operation exception. &£ Z s iE XL T BEFHE .
[ ]
401 K1BHY - KIS UFRG 1. 15 B ER,
[ ]
403 Forbidden — Unauthorized access. &1 & ZH9IX R,
[ ]
500 Internal Server Error — EH£51%, 15k B HEFCEERBININ IEX,
Ceph X/ pgx
GET /api/perf_counters/rgw/SERVICE_ID
B2H
[ ]
f¥ SERVICE_ID & )yl BIR 5 b il tHE o F .,
B

GET /api/perf_counters/rgw/SERVICE_ID HTTP/1.1
Host: example.com

200 OK - A€,
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400 Bad Request — Operation exception. &£ Z M iE XL T BEFHE S,
401 KB - KR UFBG; 7). 15 B 6 &R,
403 Forbidden — Unauthorized access.iE5F E4HIHUR,

500 Internal Server Error — ENE51R, 15 F: BT HELGE BB IE X,

TCMU Runner

GET /api/perf_counters/tcmu-runner/SERVICE_ID
ZH

#¥ SERVICE_ID BH A BIR S5 PR i/ F 1 &,

H

GET /api/perf_counters/tcmu-runner/SERVICE_ID HTTP/1.1
Host: example.com

200 OK - f#/E,

400 Bad Request — Operation exception. &k i/ iE X LU T BEFA1E S
401 KB - KIUFBGD 7). 15 B S &R,

403 Forbidden — Unauthorized access.iEF ZEBIR,

500 Internal Server Error — EHNE51R, 15 F: BT HEFCE BRHINN IE X,
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WFETHEEZIFMESL, 5S04 Red Hat Ceph Storage Developer Guide #1689 Ceph
RESTful APl &7,

A.23. A&

&/ Ceph RESTful API role i K EEE Ceph & A BRI EEE,

GET /api/role
Fi::3u)
SErABIE,
by

GET /api/role HTTP/1.1
Host: example.com

KA
[ ]
200 OK - €,
[ ]
400 Bad Request — Operation exception. g f i/ iE X LI T BEFA1E S
[ ]
401 FIZH - KB UFBI ] iF B 5B R,
[ ]
403 Forbidden — Unauthorized access. &5k Z 4B BR,
[ ]
500 Internal Server Error — ERF51R, 15K B HELCE BB IE X,
POST /api/role
by

POST /api/role HTTP/1.1
Host: example.com
Content-Type: application/json

{
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"description": "STRING",
"name": "STRING",
"scopes_permissions”: "STRING"

}
KA
[ ]
201 created - %R B0,
[ ]
202 accepted - LR EBIEHTT, EIEHS U S,
[ ]
400 Bad Request — Operation exception. &£ Z M iE XL T BEFHE S,
[ ]
401 K1BHY - KIS UFRG 1. 15 B S ER,
[ ]
403 Forbidden — Unauthorized access. &1 & #H9IX R,
[ ]
500 Internal Server Error — EH£51%, 15k B HELCEERBININ IEX,
DELETE /api/role/NAME
S2H
[ ]
¥ NAME E iy FHFE 9 (a4 .
KA

202 accepted - LR EBIEHTT, EIEHS S,

204 No Content — Resource deleted.

400 Bad Request — Operation exception.igfs i/ iE X LI T BEFA1E S

401 KB - KIUERILr1H. 15 B &R,
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403 Forbidden — Unauthorized access. &1 & ZH9IX R,

500 Internal Server Error — ERF5IR, 15K B HEECE BB IE X,

GET /api/role’NAME
ZH

#¥ NAME BBy F 1 E 094 £ .
TH

GET /api/role/NAME HTTP/1.1
Host: example.com

[ ]
200 OK - {BE,
[ ]
400 Bad Request — Operation exception.igfs Z i/ iE X LU T BEFA1E S
[ ]
401 K1BHY - KB UFRG 18] 15 B S ER,
[ ]
403 Forbidden — Unauthorized access. &1 & #H9IX R,
[ ]
500 Internal Server Error — EHNE51%, 15 F: BT HEFCE BB IE X,
PUT /api/role/NAME
BH
[ ]
FF NAME &ty F BRI a4 .
B

PUT /api/role/NAME HTTP/1.1
Host: example.com
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Content-Type: application/json

{
"description": "STRING",

"scopes_permissions”: "STRING"

/
KEH

200 OK - i€,

202 accepted - FEEDBIEHTT, 1EEE S S,

400 Bad Request — Operation exception. &£ Z Mk iE XL T BEIFHE S,

401 KR - KEUFBI 1] 15 B L &R

403 Forbidden — Unauthorized access. 51 ZZH9 R,

500 Internal Server Error — ERF5IR, 15K B HELCE BB IE X,

POST /api/role/NAME/clone
ZH

#¥ NAME BBy F 1 E 094 £ .

by
POST /api/role/NAME/clone HTTP/1.1

Host: example.com
Content-Type: application/json

{
/

"new_name": "STRING"

KEH
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201 created - ZHEBLIE,

202 accepted - LEEBIEHTT, EIEHS U,

400 Bad Request — Operation exception. &£ Z M iE XL T BEFHE .

401 KR - KEUFBI 517 15 B L &R

403 Forbidden — Unauthorized access. &1 & ZHIIX R,

500 Internal Server Error — EHNE51%, 15 F: BT HEFGE BRBINNY IE X,

WETHEEZIFMES, 1520 Red Hat Ceph Storage Developer Guide #£9 Ceph
RESTful APl &7,

A.24. [R%

BB, £ Ceph RESTful API service i &F Ceph AR,

GET /api/service
ZH
[ J
queries:
o
service_name - fE ) BIHR 55 £ #h.
by

GET /api/service HTTP/1.1
Host: example.com
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RKERH

POST /api/service
ZH

FH

200 OK - fAE,

400 Bad Request — Operation exception. g fs i/ iE X LU T BEFA1E S

401 KR - KEUFBI 1] 15 B L &R

403 Forbidden — Unauthorized access. &1 & ZH9IX R,

500 Internal Server Error — EHNE51%, 15 F: BT HEFGE BRBINNY IE X,

service_spec - R HHEEH JSON X1,

service_name - IRZH9E #h.

POST /api/service HTTP/1.1
Host: example.com
Content-Type: application/json

{

"service_name": "STRING",
"service_spec": "STRING"

RKERH

508

201 created - ZEELIE,

202 accepted - LEEBIEHTT, EIEHS U S,
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400 Bad Request — Operation exception. g fs Z i/ iE X LI T BEFA1E S
401 K12 - KEUFBGi)1A]. i B R,
403 Forbidden — Unauthorized access.&F3 Z £ B9IUR.

500 Internal Server Error — EHNE51R, 15 F: BT HEFGE BRBTNNY IE X,

GET /api/service/known_types
Fe 2

BT BHRFS EEIIZ,

FH

GET /api/service/known_types HTTP/1.1
Host: example.com

KA

200 OK - #/E.,

400 Bad Request — Operation exception. gk i/ iE X LI T BEFA1E S
401 KB - KR UFBGU 7). 15 BT 6 &R,

403 Forbidden — Unauthorized access.iE# Z IR,

500 Internal Server Error — EHNE51%, 15 F: BT HELGE BRBINNY IF X,

DELETE /api/service/SERVICE_NAME
EH
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¥ SERVICE_NAME &EHi /5 iR %5 B9 E FHEF F 153,

202 accepted - LR EBIEHTT, EIE S,

204 No Content — Resource deleted.

400 Bad Request — Operation exception. &£ Z M iE XL T BEFHE .
401 KB - KR UFBG D7) 15 B 6 &R,

403 Forbidden — Unauthorized access.iEF Z IR,

500 Internal Server Error — EN 51, 15 F: BT HELGE BRBINANY IE X,

GET /api/service/SERVICE_NAME
S8

¥ SERVICE_NAME &EHi /5 iR %5895 FHE 1 F 153,
Bl

GET /api/service/SERVICE_NAME HTTP/1.1
Host: example.com

200 OK - A€,

400 Bad Request — Operation exception. i@k Z M iE XL 7 BEFHE .

510
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401 K1BHY - KIS UFRG 1. 15 B S ER,
403 Forbidden — Unauthorized access. &1 & ZH9IX R,

500 Internal Server Error — ENE51R, 15 F: BT HEFCE BRBINNY IE X,

GET /api/service/SERVICE_NAME/daemons
Z2H

¥ SERVICE_NAME ZEHi /5 iR %5695 FHEF F 153,
Bl

GET /api/service/SERVICE_NAME/daemons HTTP/1.1
Host: example.com

KA
[ ]
200 OK - €,
[ ]
400 Bad Request — Operation exception. & fs Z i/ iE X LU T BEFA1E S
[ ]
401 K1BHY - KB UFRG 18] 15 B S ER,
[ ]
403 Forbidden — Unauthorized access. 5k Z 4B BR,
[ ]
500 Internal Server Error — EH 517, 15k B HELCEERBININ IEX,
HEe KR

WETHEEZIFMESL, 5S04 Red Hat Ceph Storage Developer Guide #1689 Ceph
RESTful APl &7,

S
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A.25. K&

K5I/, & Ceph RESTful API settings i sa K EFE5 ff Ceph KB,

GET /api/settings

Fea 2
SR e T E

ZH

[ J
queries:
o
names - LIZES 7 BEHIETi & # 517,
by

GET /api/settings HTTP/1.1
Host: example.com

KA
[ ]
200 OK - fB/E,
[ ]
400 Bad Request — Operation exception. & fs Zifs iE X LU T BEFA1E S
[ ]
401 KR - KB UFBI 1. 15 B 5B R,
[ ]
403 Forbidden — Unauthorized access. 5k &4 HIIUR,
[ ]
500 Internal Server Error — EH 517, 15k B HEFCEERBININ IEX,
PUT /api/settings
KERHE

200 OK - A€,
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202 accepted - LREGIEHR 1T, 1EI B 5,

400 Bad Request — Operation exception. & fs Zifs iE X LU T BEFA1E S

401 KR - KEUFBI 1] 15 B L &R,

403 Forbidden — Unauthorized access. 51 Z ZHII R,

500 Internal Server Error — EHNE51%, 15 F: BT HEFGE BRHINNY IE X,

DELETE /api/settings/NAME

ZH

KEH

EHATE B E B NAME fEF1F%E.

202 accepted - LREBIEHR 1T, 1E IS 5,

204 No Content — Resource deleted.

400 Bad Request — Operation exception. & fs Z i/ iE X LI T BEFA1E S

401 KR - KIUFBI 1] 15 B L &R

403 Forbidden — Unauthorized access. %15 & # IR,

500 Internal Server Error — ERF51R, 15K B HEECE BB IE X,
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GET /api/settings/NAME

271
B TEET,
ZH
[ ]
LTS FHE e NAME 5 F1F8.,
H

GET /api/settings/NAME HTTP/1.1
Host: example.com

RKERH

200 OK - #f/E,

400 Bad Request — Operation exception.i&fs Z M iE XL T BEFHE S,
401 KB - KR UFBG D7) 15 B 6 &R,

403 Forbidden — Unauthorized access. 5k 2209 R,

500 Internal Server Error — ENE51%, 15 F: BT HELGE BRBTN N IE X,

PUT /api/settings/NAME

s
[ ]
EFATIE#HEHe NAME fE 5 F1F 8,
TH

PUT /api/settings/NAME HTTP/1.1
Host: example.com
Content-Type: application/json

514
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{
"value": "STRING"
/

KA
[ ]
200 OK - &,
[ ]
202 accepted - FEEBIEHTT, EIEHS U S,
[ ]
400 Bad Request — Operation exception. & fs Zif/ iE X LI T BEFH1E S
[ ]
401 K1BH - KEUFRG 1. 15 B S ER,
[ ]
403 Forbidden — Unauthorized access. &1 & #H9I R,
[ ]
500 Internal Server Error — ERF5IR, 15K B HELCE BB IE X,
HEHE

WFETHEEZIFHMES, 1550 Red Hat Ceph Storage Developer Guide #1£9 Ceph
RESTful APl &7,

A.26. CEPH F%

Z%BIf, & Ceph RESTful API task kst 3527 Ceph tE%,

GET /api/task
Hizh
{27+ Ceph f£%,
ZH

queries:
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name - fEEB9E#,
B

GET /api/task HTTP/1.1
Host: example.com

KA
[ ]
200 OK - {E,
[ ]
400 Bad Request — Operation exception. g fs i/ iE X LU T BEFA1E S
[ ]
401 K1BAY - KIS UFRG 1] 15 B R,
[ ]
403 Forbidden — Unauthorized access.i#Fs 2 #HIIBR,
[ ]
500 Internal Server Error — ENE51%, 15 F: BT HEFGE BRBINNY IE X,
HeEHER

WFETEEZIFMESL, 5S04 Red Hat Ceph Storage Developer Guide #1689 Ceph
RESTful APl =77,

A.27. TELEMETRY

B%5I/H, & Ceph RESTful API telemetry i =5 & EE:Z 1 Ceph Manager 09845,

PUT /api/telemetry
371

JG ISR RN RA Z AT B

516
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enable - /K 1H,

license_name - F#F&E 1, # shared -1-0, LR B T HHIES I ZZ KT
mﬁﬂﬂ‘o

FH

PUT /api/telemetry HTTP/1.1
Host: example.com
Content-Type: application/json

{

"enable": true,
"license_name": "STRING"

/

200 OK - A€,

202 accepted - FREBIEHTT, 1EEE S S,

400 Bad Request — Operation exception. &£ Z M iE XL T BEiFHE S,

401 KB - KIUERIL71H. 15 B & Rs

403 Forbidden — Unauthorized access. &1 & # I BR,

500 Internal Server Error — ENE51%, 15 F: BT HELGE BB IE X,

GET /api/telemetry/report
Hizh

27~ Ceph FIik#_LBIIR & B,

FH
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GET /api/telemetry/report HTTP/1.1
Host: example.com

KA
[ ]
200 OK - {BE,
[ ]
400 Bad Request — Operation exception. & fs i/ iE X LI T BEFH1E S
[ ]
401 K1BHY - KEUFBG 1. 15 B S ER,
[ ]
403 Forbidden — Unauthorized access. &1 & ZH9IX R,
[ ]
500 Internal Server Error — EHNE51%, 15 F: BT HEFGE BREIN N IE X,
HEeHER

WETHEEZIFMES, 1520 Red Hat Ceph Storage Developer Guide #£9 Ceph
RESTful APl &7,

AXMEfH Ceph Xtk EFEHTIFIS/E, 1525 /d Red Hat Ceph Storage (X Z#k15RHH
JERIEFEN —&,

A.28. CEPH

BZ5I/H, € Ceph RESTful API user imsi 27~ Ceph B FAESE, UREE Ceph FF &,

GET /api/user
i3y
BRI,
by

GET /api/user HTTP/1.1
Host: example.com
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KA
[ ]
200 OK - {E,
[ ]
400 Bad Request — Operation exception. g fs i/ iE X LU T BEFA1E S
[ ]
401 K1BHY - KEUFRG 1] 15 B B ER,
[ ]
403 Forbidden — Unauthorized access. &1 & #H9IX R,
[ ]
500 Internal Server Error — EHNE51%, 15 F: BT HEFGE BRBINNY IE X,
POST /api/user
B

POST /apituser HTTP/1.1
Host: example.com
Content-Type: application/json

{
"email": "STRING",

"enabled": true,

"name": "STRING",

"password": "STRING",
"owdExpirationDate": "STRING",
"owdUpdateRequired": true,
"roles": "STRING",

"username": "STRING"

KEH

201 created - KRB HIE,

202 accepted - LREBIEHTT. kB S,

400 Bad Request — Operation exception. g fs i/ iE X LU T BEFA1E S
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401 KR - KEUFBI 5 17]. 15 B L &R

403 Forbidden — Unauthorized access. &1 & H9IX R,

500 Internal Server Error — EHNE51%, 15 F: BT HEFCE BRBINN IE X,

DELETE /api/user/USER_NAME

e =4

1¥ USER_NAME EH 7 i /B9 E B E Sy F .

202 accepted - LR EBIEHATT, EIEHS U S,

204 No Content — Resource deleted.

400 Bad Request — Operation exception. &£ Z M iE XL T BEFAE .

401 KB - KIUEBIL7 1. 15 B &R,

403 Forbidden — Unauthorized access. &1 & # I BR,

500 Internal Server Error — ENE51R, 15 F: BT HEFGE BRBIN N IE X,

GET /api/user/lUSER_NAME

EH

TH

520
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GET /api/luser/lUSER_NAME HTTP/1.1
Host: example.com

RKERH

200 OK - /€,

400 Bad Request — Operation exception. & fs Zif/ iE X LU T BEFA1E S
401 KB - KERUFBG D7) 15 B 6 &R,

403 Forbidden — Unauthorized access.iE# Z IR,

500 Internal Server Error — EHNE51R, 15 F: BT HEFCE BRBINNY IE X,

PUT /api/user/USER_NAME
ZH

f% USER_NAME B #7195 FE S F 3.

H

PUT /api/user/lUSER_NAME HTTP/1.1
Host: example.com
Content-Type: application/json

{
"email": "STRING",

"enabled": "STRING",

"name": "STRING",

"password": "STRING",
"pwdExpirationDate": "STRING",
"owdUpdateRequired": true,
"roles": "STRING"

KEH

200 OK - i€,

521
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202 accepted - LREHIEHTT. kB S,

400 Bad Request — Operation exception. & fs i/ iE X LU T BEFA1E S

401 KR - KEUFBI 1] 15 B L &R,

403 Forbidden — Unauthorized access. 51 Z 29 R,

500 Internal Server Error — EHN 551, 15 F: BT HEFCE BB IE X,

POST /api/user/lUSER_NAME/change_password

ZH

FH

f% USER_NAME E #9195 FE S F 13,

POST /api/user/lUSER_NAME/change _password HTTP/1.1
Host: example.com
Content-Type: application/json

{
"new_password": "STRING",
"old_password": "STRING"
}
KRBT

522

201 created - ZIEBLIE,

202 accepted - LREBIEHNTT. 1k B EF A S,

400 Bad Request — Operation exception. & fs Z i/ iE X LI T BEFA1E S

401 KRR - KIUEBG 1A FE LB R,
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403 Forbidden — Unauthorized access. &1 & ZH9IX AR,

500 Internal Server Error — EHNE51%, 15 F: BT HELCE BRBINNY IE X,

POST /api/user/validate_password
Hizh

REEHLUEE CEEHEEHEFE,

Password - JHF 3 kB9 &1,

R - ek, AFE#.

old_password - o, [HE,

TH

POST /api/user/validate_password HTTP/1.1
Host: example.com
Content-Type: application/json

{
"old_password": "STRING",

"password": "STRING",
"username": "STRING"

RKERH

201 created - ZEELIE,

202 accepted - LR EBIEHATT, EIEEHS U,

400 Bad Request — Operation exception. g fs i/ iE X LI T BEFA1E S
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401 KR - KEUFBI 5 17]. 15 B L &R

403 Forbidden — Unauthorized access. 51 2 ZHIFUR,

500 Internal Server Error — EHNE51%, 15 F: BT HEFCE BRBINN IE X,

WFETHEEZIFMESL, 15Z 0] Red Hat Ceph Storage Developer Guide #1649 Ceph
RESTful API =77,
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ff>% B. S3 @A KRk

iR B. S3 BREHKIR

FZFYH 7 B3B8 FvE K R B i,

Z B.1. 153K Headers

wRbRk ok

CONTENT_LENGTH HREXHKE,

DATE TR EANBE (LLUTC AE#AL) o
HOST FHARSS BRHI B TR,

Bl BRKIES R,
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K% C. S3 BRI KAEACH
FZSUH 7 EB9EH HTTP Hp K8 & BB I,

7 C.1. mp kA

HTTP & Wi AT

100 Ak

200 FXZh

201 [mRelfe

202 B2z

204 NoContent

206 HoRE

304 NotModified

400 InvalidArgument
400 InvalidDigest

400 BadDigest

400 InvalidBucketName
400 InvalidObjectName
400 UnresolvableGrantByEmailAddress
400 InvalidPart

400 InvalidPartOrder
400 RequestTimeout
400 EntityToolarge
403 AccessDenied

403 UserSuspended
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HTTP K& Ml A X T

403 RequestTimeTooSkewed
404 NoSuchKey

404 NoSuchBucket

404 NoSuchUpload

405 MethodNotAllowed
408 RequestTimeout

409 BucketAlreadyExists
409 BucketNotEmpty

411 MissingContentLength
412 PreconditionFailed
416 InvalidRange

422 UnprocessableEntity
500 InternalError
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W% D. S3 SXHFRIT S FF LR (FLRIF

WASEIH TR IFHIT 1569 S3 #RIF5)ir,

Z% D.1. SZFFHIER(F 50

B API
AbortMultipartUpload S3
CompleteMultipartUpload S3
CopyObiject S3
CreateBucket S3
CreateMultipartUpload S3
DeleteBucket S3
DeleteBucketCORS S3
DeleteBucketEncryption S3
DeleteBucketLifecycle S3
DeleteBucketPolicy S3
DeleteBucketReplication S3
DeleteBucketTagging S3
DeleteBucketWebsite S3
DeleteObject S3
DeleteObjects S3
DeleteObjectTagging S3
GetBucketAcl S3
GetBucketCORS S3
GetBucketEncryption S3
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B API
GetBucketLocation S3
GetBucketNotificationConfiguration S3
GetBucketPolicy S3
GetBucketPolicyStatus S3
GetBucketReplication S3
GetBucketRequestPayment S3
GetBucketTagging S3
GetBucketVersioning S3
GetBucketWebsite S3
GetObject S3
GetObjectAcl S3
GetObjectAttributes S3
GetObjectLegalHold S3
GetObjectLockConfiguration S3
GetObjectRetention S3
GetObjectTagging S3
GetObjectTorrent S3
HeadBucket S3
HeadObject S3
listBuckets S3
ListMultipartUploads S3
ListObjects S3
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B API
ListObjectsV2 S3
ListObjectVersions S3
ListParts S3
PutBucketAcl S3
PutBucketCORS S3
PutBucketEncryption S3
PutBucketLifecycle S3
PutBucketLifecycleConfiguration S3
PutBucketNotificationConfiguration S3
PutBucketPolicy S3
PutBucketReplication S3
PutBucketRequestPayment S3
PutBucketTagging S3
PutBucketVersioning S3
PutBucketWebsite S3
PutObject S3
PutObjectAcl S3
PutObjectLegalHold S3
PutObjectLockConfiguration S3
PutObjectRetention S3
PutObjectTagging S3
SelectObjectContent S3
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B4 API
UploadPart S3
UploadPartCopy S3
AssumeRole STS
AssumeRoleWithWebldentity STS
GetSessionToken STS
CreateOpenlDConnectProvider IAM
CreateRole IAM
DeleteOpenIiDConnectProvider IAM
DeleteRole IAM
GetOpenIDConnectProvider IAM
GetRole IAM
ListRoles IAM
DeleteBucketNotification S3Y '’
CreateTopic SNS
GetTopicAttributes SNS
DeleteTopic SNS
ListTopics SNS

Z& D.2. T CHFBIERIFERIF

B

DeleteBucketinventoryConfiguration S3
DeletelntelligentTieringConfiguration S3
GetBucketinventoryConfiguration S3
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B API
GetBucketLogging S3
GetlntelligentTieringConfiguration S3
ListBucketintelligentTieringConfigurations S3
ListBucketlnventoryConfigurations S3
PutBucketintelligentTieringConfiguration S3
PutBucketinventoryConfiguration S3
PutBucketLogging S3
RestoreObject S3
AssumeRoleWithSAML STS
DecodeAuthorizationMessage STS
GetAccessKeylnfo STS
GetCallerldentity STS
GetFederationToken STS
AttachGroupPolicy IAM
AttachRolePolicy IAM
AttachUserPolicy IAM
CreatePolicy IAM
CreateSAMLProvider IAM
DeletePolicy IAM
DeleteSAMLProviders IAM
GetPolicy IAM
GetSAMLProviders IAM
ListOpenIDConnectProviders IAM
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B4 API
ListPolicies IAM
IAM

ListSAMLProviders
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W% E. S3 F3H I FER

7% E. 1. FXfFH9EF R

B Type
x-amz-security-token Request (1K)
Server M 7
x-amz-delete-marker M 7
x-amz-id-2 i &
x-amz-request-id M .
x-amz-version-id M
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Bt F. SWIFT 5K irL

Z F.1. 153K Headers

¥R ek Type W
X-Auth-User HITEPIILHEE Ceph M RMXH 4., FrFE =
x-Auth-Key 5 Ceph X RM X & XEB A, FrFE =
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H% G. SWIFT mipr =t

BR%Z589m /B 5 X-Auth-Token {8, Wi aJgE4 &5 X-Storage-Url, Eieth
API_VERSION/ACCOUNT Fi%%, ZaiZiett APl X#5dh B gk e i5 EH,

Z G.1.
£ Uiy Type
x-Storage- E K15 E# X-Auth-User BRI S HE, FREB
Token
X-Storage-Url FF# URL #1 API_VERSION/ACCOUNT %1%, FRE
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B H. @AZE RS APl B9761

XL B Python B9 boto3 55 Ceph X/ RMXZE SRS (STS)BGEEL, TEXLETBY
Ha, TESTER2 &% —1H1 TESTER1 G/ 5, B 77iRIEH IIE % G BREM 7//H TESTER1
HBER9 S3 KR,

AssumeRole FAIBIE— N, FfAanE—1&lE, AEBRE—NEEaKRIGNEiF, HEHXL
Wi EEUF i1 S3 Fil,

AssumeRoleWithWebldentity F8I@&fH# & Keycloak BI85/ fHEES (OpenlD Connect G157 1244
EF) Biubfr, eRE—MACHKRIENEil, HRERCHIRER D S3 KR,

AssumeRole 7

import boto3

iam_client = boto3.client(‘iam’,

aws_access_key id=ACCESS _KEY OF TESTERI1,
aws_secrel_access_key=SECRET_KEY_OF TESTERI1,
endpoint_uri=<IAM URL>,

region_name="

)

policy_document = "{\"Version\":\"2012-10-17\",\"Statement\"':
[{\"Effect\":\"Allow\",\"Principal\":{\"AWS\":[\"arn:aws:iam:::user/TESTER1\"[},\"Action\":
[\"'sts:AssumeRole\"[}]}"

role_response = iam_client.create_role(
AssumeRolePolicyDocument=policy _document,

Path="’,

RoleName='S3Access’,

)

role_policy = "{\"Version\":\"2012-10-17\",\"Statement\":

{\"Effect\":\"Allow\",\"Action\":\"s3:*\",\"Resource\":\"arn:aws:s3:::*\"'}}"

response = iam_client.put_role_policy(
RoleName='S3Access’,
PolicyName="Policy1’,
PolicyDocument=role_policy

)

sts_client = boto3.client('sts’,

aws_access_key id=ACCESS KEY OF TESTER2,
aws_secrel_access_key=SECRET_KEY_OF TESTER2,
endpoint_url=<STS URL>,

region_name="),
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)

response = sts_client.assume_role(
RoleArn=role_response['Role']['Arn’],
RoleSessionName='Bob’,
DurationSeconds=3600

)

s3client = boto3.client('s3’,

aws_access_key _id = response['Credentials’]['AccessKeyld'],
aws_secrel_access_key = response['Credentials']['SecretAccessKey],
aws_session_token = response['Credentials’]['SessionToken'],
endpoint_url=<S3 URL>,

region_name=",

bucket_name = 'my-bucket’
s3bucket = s3client.create_bucket(Bucket=bucket_name)
resp = s3client.list_buckets()

AssumeRoleWithWebldentity 74

import boto3

iam_client = boto3.client(‘iam’,

aws_access_key id=ACCESS KEY OF TESTERI1,
aws_secrel_access_key=SECRET_KEY_OF _TESTER1,
endpoint_uri=<IAM URL>,

region_name="

)

oidc_response = iam_client.create_open_id_connect_provider(
Url=<URL of the OpenID Connect Providers,
ClientIDList=[
<Client id registered with the IDP>

I
ThumbprintList=[
<IDP THUMBPRINT>
1
)
policy_document = "{\"Version\":\"2012-10-17\",\"Statement\":\[\

{\"Effect\":\"Allow\",\"Principal\":\{\"Federated\":\[\"arn:aws:iam:::oidc-
provider/localhost:8080/auth/realms/demo\"\]\},1"Action\":\
[\"sts:AssumeRoleWithWebldentity\"\],\"Condition\":\{\"StringEquals\"’:\
{\"localhost:8080/auth/realms/demo:app_id\":\"customer-portal\"\ZW\}I\]\}"
role_response = iam_client.create_role(
AssumeRolePolicyDocument=policy document,

Path="’,

RoleName='S3Access’,
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)

role_policy = "{\"Version\":\"2012-10-17\",\""Statement\":
{\"Effect\":\"Allow\",\"Action\":\"s3:*\",\"Resource\":\"arn:aws:s3:::*\"'}}"

response = iam_client.put_role_policy(
RoleName='S3Access’,
PolicyName="Policy1’,
PolicyDocument=role_policy

)

sts_client = boto3.client('sts’,

aws_access_key id=ACCESS KEY OF TESTER2,
aws_secrel_access_key=SECRET_KEY_OF TESTER2,
endpoint_url=<STS URL>,

region_name=",

)

response = sts_client.assume_role_with_web_identity(
RoleArn=role_response['Role']['Arn’],
RoleSessionName="Bob’,

DurationSeconds=3600,

WebldentityToken=<Web Token>

)

s3client = boto3.client('s3’,

aws_access_key _id = response['Credentials’]['AccessKeyld'],
aws_secrel_access_key = response['Credentials']['SecretAccessKey],
aws_session_token = response['Credentials’]['SessionToken'],
endpoint_url=<S3 URL>,

region_name=",

bucket_name = 'my-bucket’

s3bucket = s3client.create_bucket(Bucket=bucket_name)
resp = s3client.list_buckets()

AXA{EFH Python B boto EHIE % #4158, 5S4 Red Hat Ceph Storage Object
Gateway Configuration and Administration Guide ##j Test S3 Access A%,
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