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1% %% DATA GRID OPERATOR

¥ Data Grid Operator 2245 %l OpenShift Sp R (AR, LIGIBRFNELE Data Grid £,

1.1. 7£ RED HAT OPENSHIFT - &% DATA GRID OPERATOR

1£ OpenShift £ fl| Data Grid Operator B91T [, LUMEE I LLLERER Data Grid fRAFHZEWESHE
%ﬁ-o

BB E SN AR Data Grid Operator, AFATFEA Data Grid 79 R, Data Grid Operator —RE#
EHINTR, TEMXHABN TR, REEHAT T RA1, FAERMWRAERLZL,

FRFM

e ijj[Al{f OpenShift £iZ1TH) OperatorHub, —£& OpenShift ¥1% (41 OpenShift Container
Platform) HREREBEENFIL,

o MEMITIMHELRREIGEMZZEHF, NEHF Data Grid Operator B OpenShift T H,

TR
1. &Sk OpenShift Web 124,
2. 5%l OperatorHub,
3. EHFHEFEE Data Grid Operator,
4. #%F% Install and continue to Create Operator Subscription,
5. ¥8RETT H BIE I,
REREX
IR B] LIRS Data Grid Operator &% Z FrEfp 4 22 (A 5% A e & 22 (A,
BHTE
FREX Data Grid Operator 8.1.x B9E#,

BEAESRIE
BOREEEB 8Ix MENEH, HERKIFTELE,

6. 1%EH¥ Subscribe %% Data Grid Operator,
Sin

A Installed Operators LUk Data Grid Operator &4%,

1.2. M8 % 1T%%E DATA GRID OPERATOR

Y5l @it OpenShift £ OperatorHub %%k Data Grid Operator BUE £, EE M oc B/ imk /i
T

FREZFH
o H— oc & i,

Py =



%5 13 %23 DATA GRID OPERATOR

1. KETH,
a. /7 Data Grid Operator S —iH,

b. fNRIEFHEE Data Grid Operator RIZRH4FEM Data Grid 5£8f, 1HFHIZEEHUE—TIB,

$ oc new-project ${INSTALL_NAMESPACE} )
$ oc new-project ${WATCH_NAMESPACE} @

ﬂ BIEE— %%k Data Grid Operator B3 B,

INRIEFFHE Data Grid Operator WIEFREWIE, " LLESFE N4FE Data Grid SEEH O
B,

2. {l|& OperatorGroup %R,

el Data Grid S8

$ oc apply -f - << EOF

apiVersion: operators.coreos.com/v1
kind: OperatorGroup

metadata:

name: datagrid

namespace: ${INSTALL_NAMESPACE}
EOF

el € Data Grid S£8F

$ oc apply -f - << EOF

apiVersion: operators.coreos.com/v1
kind: OperatorGroup

metadata:

name: datagrid

namespace: ${INSTALL_NAMESPACE}
spec:

targetNamespaces:

- ${WATCH_NAMESPACE}

EOF

3. & Data Grid Operator B/ 5,

$ oc apply -f - << EOF

apiVersion: operators.coreos.com/vialphat
kind: Subscription

metadata:

name: datagrid-operator

namespace: ${INSTALL_NAMESPACE}
spec:

channel: 8.1.x

installPlanApproval: Automatic 0

name: datagrid

source: redhat-operators
sourceNamespace: openshift-marketplace
EOF
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Q MREM 8.Ix MEFHHHEEH, 1EHEE Manual,
4. BGIFREE,

$ oc get pods -n ${INSTALL_NAMESPACE}
NAME READY STATUS
infinispan-operator-<id> 1/1 Running

10



% 23 DATA GRID OPERATOR A|]

2 2 = DATA GRID OPERATOR A[’]

f&Bf Data Grid Operator, A LG, BLEMEIE Data Grid &£E%,

FRFM

o % Data Grid Operator,

o E5— oc B/,

2.1. INFINISPAN B 7E X 7R (CR)

Data Grid Operator 7N T — N ELH Infinispan B9#T B & X FHR(CR), AL Data Grid &£EE N
OpenShift FHIE 4 TN,

Data Grid Operator & W& AT SEFI{E FELE Data Grid £EEFHE I OpenShift ¥R (40 StatefulSets
# Services) B Infinispan B E X ¥R (CR), iXi¥f, Infinispan CR & OpenShift £ Data Grid FE E#E
A,

/)N Infinispan CRA0F :
apiVersion: infinispan.org/v1 ﬂ
kind: Infinispan @)
metadata:

name: example-infinispan e

spec:
replicas: 2

7= B Infinispan AP iR A&,
7 B Infinispan CR,

¥ Data Grid fp€ cluster,

0009

187 Data Grid & BT R EL

2.2. 1|3 DATA GRID &2

{8 Data Grid Operator AIEZHM 2% 1 Data Grid 7 R BISEEE,

it

1. 1E Infinispan CR 15 E&EE 7 H spec.replicas #J Data Grid TV m# =,
Bign, AIE— cr_minimal.yaml 3X{, 0 TFFAE

$ cat > cr_minimal.yaml<<EOF
apiVersion: infinispan.org/v1
kind: Infinispan
metadata:

name: example-infinispan

1
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spec:
replicas: 2
EOF
2. BZfA Infinispan CR,
I $ oc apply -f cr_minimal.yaml

3. W28 Data Grid Operator G| Data Grid 7 5=,

$ oc get pods -w

NAME READY STATUS RESTARTS AGE
example-infinispan-1 0/1  ContainerCreating 0 4s
example-infinispan-2 0/1  ContainerCreating 0 4s
example-infinispan-3 0/1  ContainerCreating 0 5s
infinispan-operator-0 1/1 Running 0 3m
example-infinispan-3 1/1 Running 0 8s
example-infinispan-2 1/1 Running 0 8s
example-infinispan-1 1/1 Running 0 8s

BEE B
ZIRE K replicas fH : FWE Data Grid Operator 1 B B4 il

2.3. 559F DATA GRID &2t

=&

it =

AEHER, LUAIR Data Grid 7 IR &R A,

o HUTUUT#MEZ—:
o MBEHRRERFINA,
$ oc logs example-infinispan-0 | grep ISPN000094
INFO [org.infinispan.CLUSTER] (MSC service thread 1-2) \
ISPNO00094: Received new cluster view for channel infinispan: \
[example-infinispan-0]0] (1) [example-infinispan-0]
INFO [org.infinispan.CLUSTER] (jgroups-3,example-infinispan-0) \

ISPNO00094: Received new cluster view for channel infinispan: \
[example-infinispan-0|1] (2) [example-infinispan-0, example-infinispan-1]

o &3 Data Grid Operator B Infinispan CR,
I $ oc get infinispan -o yaml
I 3R 7R Data Grid pod B IR BRI -
conditions:

- message: 'View: [example-infinispan-0, example-infinispan-1]'
status: "True"



% 2% DATA GRID OPERATOR A[]
I type: wellFormed
R
BB A A oc wait #1 wellFormed 44,

I $ oc wait --for condition=wellFormed --timeout=240s infinispan/example-infinispan

13
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2 3 2 % & DATA GRID SERVICES

{8 Data Grid Operator /2 Cache BR458% Data Grid BRSS T/ R BUSEEE,

3.1 RS RE
RS E2EREHNBRER, ETHIEMKRIRSSRHE, RERE,. @ KNREHBIREHE.

%7 IRSS
MREFE-—NTEBERDEEN Z KRR BRI, 1HEMA Cache IRS5. ZFERF TR

o BUBRTFMFE R ELIYEEN, B BRUNERE,

o EH D HBIELUHR I,

o AEBPEHNSEFNEIRE,

o [ERFFREFMN off-heap, FHIERATF JVM XK,
o MWEREMNDXLERERT .

BF

RN ERS T REFH KM, FTLAEMEA Infinispan CR X &R FAE NN E# Data
Grid fRAR % KT A #E.

Data Grid IR%5
MERE, E{#FA Data Grid IR :

o FRBMREREEREEPEMOTE,

o FREMARMEENREE.

o NMEFXHHEERW HEEREFEFALSEH,
e {#f Data Grid #RMEMEZHINEE,

3.2. IR EFERS T R
EINER T, Data Grid Operator f A% 2Bk 5517 s Al Data Grid &&%,

it =

1. fll# Infinispan CR,

apiVersion: infinispan.org/v1
kind: Infinispan
metadata:

name: example-infinispan
spec:

replicas: 2

service:

type: Cache ﬂ

14
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ﬂ BT REFERS T R, X2 Infinispan CR BEILXE,

2. N Infinispan CR LAGIER 52,

321 EEBT &

NREFEREERS T R OIBER, Data Grid Operator AIURIERINEZFNAEREB hY BT
5\\0

Data Grid Operator i FRSS TR EHNEKINEE. SEAKFHRRNBUEN, AEFREREM. S
MEIERBRFEEFHNNBER, Data Grid Operator RUIEH T mMARKELRE. AL, MWRERNEIRA
EFRERTHEEHE, N Data Grid Operator &% M7 =

BF

B BRICEATFERIAEE, MREITEREFRMEMEE, NIFRNE Infinispan CR
FEE autoscale &, TEXFERT, BNIZERAKERIEZEENT R EHNEBIESSRHN
KN,

Y=

1. 19 spec.autoscale ZR7AME! Infinispan CR &, LUEHBETT E.

2. {8 autoscale & WEEEENFEHEFEM T =,
spec:

service:
type: Cache

autoscale:
maxMemUsagePercent: 70 ﬂ
maxReplicas: 5
minMemUsagePercent: 30 6
minReplicas: 2 ﬂ

BEESN TR LNREAEMNRAEE (Botk) o % Data Grid Operator 1 EISEEEHHY
AT REIABHER, BRUB—MHTR (MRATEE) . WR Data Grid Operator &%
BIEH TR, NEERNFTHAEEE 100% BHITIKER,

EXRBENRRT R,

o® o

MxMEE (Botk) BENEREFPRNTFHE. % Data Grid Operator IR FRERT
&/AMER, BREHT R,

@ EUEBHRNTREL
3. MAEY,

3.22. ECEFIEER

ABEEREEFENEFREBTE Data Grid RHHEHZ D DEIE, Cache [R5 TREIFINENH D, ©
REHBNERB LU ERIEE K,

15
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iy =

1. 1£ Infinispan CR F{# [ spec.service.replicationFactor FiRIEEFFEEHE, MTAR :
spec:

service:
type: Cache
replicationFactor: 3 ﬂ

@ ETEEREREB=TEE,
2. NREH,

3.2.3. RIFARSS TR

apiVersion: infinispan.org/v1
kind: Infinispan
metadata:
# Names the cluster.
name: example-infinispan
spec:
# Specifies the number of nodes in the cluster.
replicas: 4
service:
# Configures the service type as Cache.
type: Cache
# Sets the number of replicas for each entry across the cluster.
replicationFactor: 2
# Enables and configures automatic scaling.
autoscale:
maxMemUsagePercent: 70
maxReplicas: 5
minMemUsagePercent: 30
minReplicas: 2
# Configures authentication and encryption.
security:
# Defines a secret with custom credentials.
endpointSecretName: endpoint-identities
# Adds a custom TLS certificate to encrypt client connections.
endpointEncryption:
type: Secret
certSecretName: tls-secret
# Sets container resources.
container:
extradvmOpts: "-XX:NativeMemoryTracking=summary"
cpu: "2000m"
memory: 1Gi
# Configures logging levels.
logging:
categories:
org.infinispan: trace
org.jgroups: trace
# Configures how the cluster is exposed on the network.

16
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expose:
type: LoadBalancer
affinity:
podAntiAffinity:
preferredDuringSchedulinglgnoredDuringExecution:
- weight: 100
podAffinityTerm:
labelSelector:
matchLabels:
app: infinispan-pod
clusterName: example-infinispan
infinispan_cr: example-infinispan
topologyKey: "kubernetes.io/hostname”

3.3. 11/ DATA GRID IR T =
EHEAEE VEEE LR Data Grid ThaE (INBIESRES]) , 150/ Data Grid RS ERE,

i =

1. 7£ Infinispan CR 15 DataGrid £}y spec.service.type HI{E,

apiVersion: infinispan.org/v1
kind: Infinispan
metadata:

name: example-infinispan
spec:

replicas: 2

service:

type: DataGrid

==
_ BT ETEOIE T R IEE K spec.service.type FE&, EHNARSS B, EaAaifhik
" WA R F OB T =,

2. [FAEMAEM Data Grid RS FIRERE 17 &,

3. M. Infinispan CR LAGI3R 52,

3.3.1. Data Grid RS B

apiVersion: infinispan.org/v1
kind: Infinispan
metadata:
# Names the cluster.
name: example-infinispan
spec:
# Specifies the number of nodes in the cluster.
replicas: 6
service:
# Configures the service type as Data Grid.
type: DataGrid

17
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# Configures storage resources.
container:
storage: 2Gi
storageClassName: my-storage-class
# Configures cross-site replication.
sites:
local:
name: azure
expose:
type: LoadBalancer
locations:
- name: azure
url: openshift://api.azure.host:6443
secretName: azure-token
- name: aws
url: openshift://api.aws.host:6443
secretName: aws-token
# Configures authentication and encryption.
security:
# Defines a secret with custom credentials.
endpointSecretName: endpoint-identities
# Adds a custom TLS certificate to encrypt client connections.
endpointEncryption:
type: Secret
certSecretName: tls-secret
# Sets container resources.
container:
extradvmOpts: "-XX:NativeMemoryTracking=summary"
cpu: "1000m"
memory: 1Gi
# Configures logging levels.
logging:
categories:
org.infinispan: debug
org.jgroups: debug
org.jgroups.protocols. TCP: error
org.jgroups.protocols.relay.RELAY2: fatal
# Configures how the cluster is exposed on the network.
expose:
type: LoadBalancer
# Configures affinity and anti-affinity strategies.
affinity:
podAntiAffinity:
preferredDuringSchedulinglgnoredDuringExecution:
- weight: 100
podAffinityTerm:
labelSelector:
matchLabels:
app: infinispan-pod
clusterName: example-infinispan
infinispan_cr: example-infinispan
topologyKey: "kubernetes.io/hostname”

3.4. NEEMRE TR IR

18
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it /(B2 M3 INZE Data Grid Operator QI FIEIEH pod AR, X LEPRE: A FS BH &R AN &R 2 (B H9 &
%, LAEFHhAHA N R BEE R TR,

p= Y=
ZIEIT %5 B 3R FA B Data Grid pod,

-

it =

. $TFF Infinispan CR #1754,
2. RIN{EF8E Data Grid Operator BI{EMmIFREE, LA INEI7 & metadata.annotations FI R,

3. {3 metadata.labels 5 {& IR AN AN1E,

apiVersion: infinispan.org/v1
kind: Infinispan
metadata:
annotations:
# Add labels that you want to attach to services.
infinispan.org/targetLabels: svc-label1, svc-label2
# Add labels that you want to attach to pods.
infinispan.org/podTargetLabels: pod-labell, pod-label2
labels:
# Add values for your labels.
svc-labell: svc-valuet
svc-label2: svc-value2
pod-labeli: pod-value1l
pod-label2: pod-value2
# The operator does not attach these labels to resources.
my-label: my-value
environment: development

4. R Infinispan CR,

Hib ¥R
o IREFLEERR

e (R% : Kubernetes A #55

19
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B 45 HBEHIE

A LSER CPU MIRERIR, 18FE JVM LT, #4 Data Grid 77 Sl B 20,

4.1. JVM. CPU MINEFKRE

spec:

container:
extradvmOpts: "-XX:NativeMemoryTracking=summary" ﬂ

cpu: "1000m" g
memory: 1Gi e

Q EE JVM 1
FFEHL CPU FHRDERA T =, LA CPU BALTE,

FENREFRRDELE TR, TR

@@

% Data Grid Operator fl|# Data Grid 5£8#1f, ©{# F spec.container.cpu 1 spec.container.memory

o 7Tfi{R OpenShift B BWHIRENRIZIT Data Grid T, EIAER T, Data Grid Operator M

OpenShift FE 15K 512Mi BEFH 0.5,

AR mFEREATE N, Data Grid Operator £ cpu 1 memory B 1% & FRBRIE.

kB E &L

ST, Data Grid Operator ARiCKLIKOIM(GC)E R, WAILLUEERMELTF JVM 51, 1§

GC JHEEME stdout :

I extradvmOpts: "-Xlog:gc*:stdout:time,level,tags”

4.2. FHERER

ENAER T, Data Grid Operator N 7RSS MBUHEMIBIRSS T R BS 1Gi Fi%. &=L Data

Grid [R5 REEFH TR, BFEEEEZFRS T R
spec:

service:
type: DataGrid

20



B 45 HEIBIE

container:

storage: 2Gi ﬂ
storageClassName: my-storage-class 9

74 Data Grid fR55 77 mECEFEE KRN

IEERATRHAMERHEN StorageClass X RMGT. MRIASLFE, NHIIEENEEFEHE
fERfE. MEEREAREUFE, FAMEFAREEAR storageclass.kubernetes.io/is-default-
class EXE N true BERER.

BRAMESFH

Data Grid Operator fFELA FAIBEHHIFAMLS -
/opt/infinispan/server/data

k

N
p
;

il

A& RBAMSA ReadWriteOnce (RWO) HiREE R,

21
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%5 5 & {F1E3F/55h DATA GRID &2
{8/ Data Grid Operator f£1-3+/5 %) Data Grid £2%,

ZEEXL

Cache ik55#1 Data Grid IRS5#FI K AL E L FHERALS S, UEETHEEBHERENAY
mo

data

MREEM T ETXHORERME, WEBIERNERS T R TERH X BT RAAXERETARA
2527

5.1. %[5l DATA GRID &

KRS T RAMBREFPRmMARIE. % F Data Grid IR55 TR, #R%7) Data Grid BR%5 17 &=
REFFEXD, DHREAMESTUREFRAEIE.

MRATAASREFMH/NT Data Grid IRS5 T RTANAEE, NBERESIEXATETRUTEESA
BEMBIEEX -

I WARNING: persistent volume size is less than memory size. Graceful shutdown may not work.
i =

¥ replicas BI{EIXIE ) 0 FN B,

spec:
replicas: 0

5.2. &j3 DATA GRID &£
EXHE, TR THELIES Data Grid 5£2f,

FRFM

*fF Data Grid BRZ5 17 s, EMFEXHEIRSEAHERT RMERE, flm, FablxE 6 117 =m
S8, ERIXERN, WU 6 #5EN spec.replicas I,

22



58 5% Z1EF /551 DATA GRID &8

XSeiF Data Grid hERFHPHBURES . SERFHPHOMET [ELZTH, ETLURMHER T o

10T L13 ) Data Grid S£RFRIIETAT mB&E, M :

I $ oc get infinispan example-infinispan -o=jsonpath='{.status.replicasWantedAtRestart}'
i =

¥ spec.replicas BI{HIXIE HEBFAMER T B, Bl -

spec:
replicas: 6

23
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5B 6 = ECiE ML BUR R RS

AFHIEMIRER, LMEETLLRIBIEMEIERA. Data Grid 451752 m(CLI). REST API #1 Hot
Rod s,

6.1. IRENAIER AR S5

EIAERF, Data Grid Operator flJ—4 k55, "M OpenShift LiZ{THE Fimief#ixl Data Grid
SEMII,

HEREBIRSS B E S Data Grid SERFHHERREHR, Hi :

metadata:
name: example-infinispan
AR
[ ]
RENSBRSEE YA, MTR:
$ oc get services
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S)
example-infinispan ClusterlP 192.0.2.0 <none> 11222/TCP
Hfh BR

P4 AR S5

6.2. AT BT 8 A FFBUR MG

5 A 7 E 39425 IR 5545 Data Grid S£8HR M4 TE OpenShift A-EBZ1THE F i,

k

N
p 4
;

il

EEAKRMEZR Hot Rod &/ SimiE BV I BURMIAE, S/ A S BaEas iR S5,

it

24
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£ Infinispan CR H& & spec.expose,

{1/ spec.expose.type 5F LoadBalancer 15 RS KEL,

spec:

expose:
type: LoadBalancer ﬂ
nodePort: 30000 @

ditim0 11222 _ER 7 E9EaRIRSS 2 FFRZ% LR Data Grid,

2]

(An3) B RRSRER A BN _imO,

INEELE T

ISUF -external RS2 A H.

$ oc get services | grep external

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S)
example-infinispan-external LoadBalancer 192.0.2.24 hostname.com 11222/TCP

6.3. 381 17 midiin O 22 FFEUR A%

A mimORSEMYE LA FF Data Grid 5£Ef,

it =

1£ Infinispan CR & & spec.expose,

{81/ spec.expose.type 5F NodePort 5 E HARSS KA,
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spec:
expose:

type: NodePort ﬂ
nodePort: 30000 @

T i O AR S5 R4S _E A FFERRAR.

2]

%E X Data Grid #AFHERO, MREZREE RO, MFESREFE—N mO.

INEEL T

ISUF -external RS2 A H.

$ oc get services | grep external

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S)
example-infinispan-external NodePort 192.0.2.24 <none> 11222:30000/TCP

6.4. i85 B A FFBUERAE

{7 passthrough INEM OpenShift Route {# Data Grid SREHEMZ% EaT A,

it =

1£ Infinispan CR H& & spec.expose,
{31/ spec.expose.type ¥ Route {5 IR KEL,

(7Ii%) {5/ spec.expose.host HiINEH B,

spec:

expose:

26



28 6 = BB L0 BURFIIE IR

I type: Route ﬂ

host: www.example.org 9

3Bt OpenShift BT RZE £ A FFBURME.

2]

(AI%E) #5E/ATF Data Grid BEHLB.

4.
N A EH,

5.
MRS A,
$ oc get routes
NAME CLASS HOSTS ADDRESS PORTS AGE
example-infinispan <none> * 443 73s

HHtRO

LIEQBRAN, SREMG EAF— MmO, ZimOESEimEEif i E E RGO
11222 i Data Grid AR%5.

PR AT AR O BUR TR S AmME,

443 mEeE .
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B 7 E RIFBUEMS TR

ER S RIERINE R & i, LRSS A RHRTIEEEE,

7.1. BESHEIE

NARFAF®ERIEY 8EViF Data Grid 5£&F. S LMERAERIAERBTIESBITAN.

7.1.1. BAKIE

Data Grid Operator 47z fi5fE & 7y example-infinispan-generated-secretfI & {35 1E secret
base64 JiSERIAFIE

AF4& 5k
developer NN AR,
operator 5 Data Grid £ EMREA -,

7.1.2. KSRk

MBI secret FKEVEUELLVA] Data Grid 58,

it =

MEREAE secret BFREUE, MTFHIFE :

I $ oc get secret example-infinispan-generated-secret

Base64-decode i,

$ oc get secret example-infinispan-generated-secret \
-0 jsonpath="{.data.identities\.yaml}" | base64 --decode

credentials:
- username: developer
password: dIRs5cAAsHIeeRIL
- username: operator
password: uMBo9CmEdEduYk24
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7.1.3. AmAE X EiE

FEAAESCERRE Data Grid £aFHR=EVTT,

it

FAERMBEIERIE— identity .yaml 32,

credentials:
- username: testuser
password: testpassword
- username: operator
password: supersecretoperatorpassword

B

identity.yaml %12 & operator Ff7,

M identity .yaml fIlE &35 1F secret,

I $ oc create secret generic --from-file=identities.yaml connect-secret

3.
£ Infinispan CR Hi{# [ spec.security.endpointSecretName 15 B3 %k secret, ARG
NAEH,
spec:
security:

endpointSecretName: connect-secret ﬂ

BEASENZIENEHEIE secret BB TR,

&) spec.security.endpointSecretName il & £ E /5, #ErILUETE Data Grid 538, E’4 Data
Grid Operator M EH :

I $ oc get pods -w
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7.2. EEEM®

{81/ Red Hat OpenShift IRS5IE-F=%E & X TLS iEH %% M imM Data Grid 7 sz [AIBERE,

7.2.1. {8/ Red Hat OpenShift Service Certificates &

Data Grid Operator 2 E 514 H Red Hat OpenShift IR55 CA Z &8 TLS if#5, A5, Data Grid
Operator fHE BB HFMEE secret 1, LUEEILIRENH AT ZER k.

R Red Hat OpenShift fg55 CA I, Data Grid Operator RfFLLTF
spec.security.endpointEncryption E2&# N2 Infinispan CR # :

spec:

security:
endpointEncryption:
type: Service
certServiceName: service.beta.openshift.io ﬂ

certSecretName: example-infinispan-cert-secret 9

}5%E Red Hat OpenShift Service,

2]

LL PEM B R B S ARSSUET tls.crt F1FHA tis.key B9 secret, MR ZFIEERFF, Data
Grid Operator {8/ < cluster_name>-cert-secret.
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MRS5S UEH A Data Grid KBS DNS &#RYEJIBAAFR(CN), Him :

subject: CN = example-infinispan.mynamespace.svc

B mEERE, EMZERAE XL TLS k.

IRSSUEBE—FREN, HEIHaAIERL

7.2.2. 13 TLS iEH

MINEE secret JXEX TLS iFHLABIRE P kSRS,

MINE secret 3% tis.crt, M TFFAE :

$ oc get secret example-infinispan-cert-secret \
-0 jsonpath="{.data.tls\.crt}' | base64 --decode > tls.crt

7.2.3. ZHAME

EEUZANE, REEFPHAESE TLS iFHREIIS Data Grid BEREE,

B

Data Grid AEIIEEMEhEAME, Hrhim@id spec.expose.type £
OpenShift £EA A TF.

ik =
[ ]
# None i%i& N Infinispan CR 4 spec.security.endpointEncryption.type FEXHI{H,
RGN B,
spec:

Hitt, ARSSIES RAEAE OpenShift M5, MRBEINFE S OpenShift HE8;51TH9
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security:
endpointEncryption:
type: None

M Data Grid iM%,

7.2.4. FHBEX TLS ik

R EE X PKCS12 B TLS b4/ Hx! RN 2 /- tin A EE R4S SR A H 02 R,

FeREH
[ ]
BIBRBEATFESHIET secret, HSHA -
[ ]
ik Secret
[ ]
B ENE secret
pi% =

0% secret HINZE OpenShift i Zeladh, Hilin :

I $ oc apply -f tls_secret.yaml

2.
£ Infinispan CR s fif spec.security.endpointEncryption 35N secret, AERN
Hik,
spec:
security:

endpointEncryption: ﬂ
type: Secret
certSecretName: tls-secret 6

N#Z % Data Grid i A S,
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2]

BCiE Data Grid MRS MEUE T K secret,

©

£ secret &N,

7.2.4.1. iE# Secret

2]

apiVersion: v1
kind: Secret
metadata:
name: tls-secret
type: Opaque
data:
tls.key: "LSOtLS1CRUdJTiBQUEK ..." @)
tls.crt: "LSOtLS1CRUAJTIBDRVI ..." 9

AILL base64 %S TLS FH,

#inLL base64 a5 TLS uE+45,

7.2.4.2. B5H1F1# secret

2]

apiVersion: v1
kind: Secret
metadata:
name: tls-secret

type: Opaque
stringData:

alias: server

password: password g
data:

keystore.p12: "MIIKDgIBAzZCCCdQGCSqGSIb3DQEHA..." 6

EERIFEND A,

B 7 F R BRI
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EERPFHENED.

©

#n base64 JfS %,

34



B8 EREELREH
P 8 F KB = EH

WiEZ Data Grid a8, LB <A &2 8URE.

8.1. fff DATA GRID OPERATOR it 2 &l

MR IAAIEIZ1T Data Grid 8%, 154/ Data Grid Operator i£¥EE 11, LUEE LIS =
A &R B

i, £ TFKEh, Data Grid Operator £ New York City NYC B9EUIRH/OEE —/ Data Grid 5£23f,
ERFN S —EEIEDL, LON, Data Grid Operator AEHE— Data Grid £&f,

]

NYC J

nD

Data Grid Operator {1 Kubernetes API 7£ NYC #1 LON &) OpenShift Container Platform £#f[H]
BIRL%R, AG, Data Grid Operator RAIE B RS HIIRSS, LMERIETLER RS & O 3R,

31 Data Grid 5B E — b master T2, ATFHFMAEDIEK, Data Grid Operator Friuh
= master T, LUE@ET B RS RIIRS A RESIE AL S master,

MR L ATEL = master T mEL, NIFHT S5 hik R master, Data Grid Operator & H i EIF 4
= master TR, FHEHBHREHRSSKAEELTHERK,

8.2. BIRAR 55K 5 h&

EENMENFROIENEA OpenShift EEf EENRIRS 1K, ShE. SEFRXESEEEEHTEH
J0UF, LAME Data Grid Operator o] LA B Esih s S HIRSS .

it =
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&k OpenShift 8%,
2.
BIE—P RS
$itn, 7E LON BIEEARSSHKF -
$ oc create salon
serviceaccount/lon created
3.
FERALUTaRERS K, PR view A :
I $ oc policy add-role-to-user view system:serviceaccount:<namespace>:lon
4,
1fEHth OpenShift £ Lt E8 Falk ST,
Hith BTIR
ENARF ARSI

8.3. TR S5 S h&

1£ OpenShift £ P OIRIRSSIK - ShEE, EaLUSHAMBISA S0 AIEM secret . HilfN, 7
LON s, #EaILlly NYC RINBRSSK - Sk, £ NYC b, fEalLUl LON FiniR S5k - 45 hE.

SeRFMH
[}
MEBA BRI KA R
FERLLT&S M OpenShift Web #2HI & FKEN SRS -
$ oc sa get-token lon
eyJhbGciOidSUzI1NilsimtpZClI6lid9...
iz
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B8 E REBHRET
&% OpenShift 8%,

AL TS & AIERMRSS K S
I $ oc create secret generic <token-name> --from-literal=token=<token>

fiin, FxE NYC B9 OpenShift 5£8f, FIE—4 lon-token secret, WA :

$ oc create secret generic lon-token --from-
literal=token=eyJhbGciOiJSUzI1NilsImtpZCI6liJ9...

EHth OpenShift £ L E8 Falk ST,

8.4. NEEUh R 8 HIRCE BUEPIE R

$1 Data Grid £#HEE NFHHAIE, LMETITILLED T AN JGroups £HiE:iE kS FIEUE.

FRFM

tIga SN S EENRS K, SHEE secret,
TAERFTA SRR Data Grid BR55 77 <.

#faf® OpenShift 11 B & FRPCEC,

B

BHITESIh RS 5, Data Grid Operator &E Data Grid £ EAHRANA
FRIFIE R o 44 22 (B 52 1T

Flin, #ReILAfER N xsite-cluster BIIE R, #£ LON EOIEBER., 1T
NYC MEE A IIE RN xsite-cluster BT H Hia1T,

it =
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7384 Data Grid &£EIE—" Infinispan CR.

2.
{8/ metadata.name 3% Data Grid £#H15E LA AT,
3.
{81/ spec.service.sites.local.name 5 Hhih R E TR,
4,
{1/ spec.service.sites.local.expose.type & A Hhih = expose IR KE,
5.
J381 Data Grid SEEH Rt 2 #r. URL #l secret, ©11352Y4 spec.service.sites.locations
&R LE.

LUF/2 LON #1 NYC i Infinispan CR % SRl :

LON

apiVersion: infinispan.org/v1
kind: Infinispan
metadata:
name: example-infinispan
spec:
replicas: 3
service:
type: DataGrid
sites:
local:
name: LON
expose:
type: LoadBalancer
locations:
- hame: LON
url: openshift://api.rhdg-lon.openshift-aws.myhost.com:6443
secretName: lon-token
- name: NYC
url: openshift://api.rhdg-nyc.openshift-aws.myhost.com:6443
secretName: nyc-token

NYC

apiVersion: infinispan.org/v1
kind: Infinispan
metadata:
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name: example-infinispan
spec:
replicas: 2
service:
type: DataGrid
sites:
local:
name: NYC
expose:
type: LoadBalancer
locations:
- name: NYC
url: openshift://api.rhdg-nyc.openshift-aws.myhost.com:6443
secretName: nyc-token
- hame: LON
url: openshift://api.rhdg-lon.openshift-aws.myhost.com:6443
secretName: lon-token

MR ERRAEARICFIS, WA :

logging:
categories:
org.jgroups.protocols.TCP: error
org.jgroups.protocols.relay.RELAY2: fatal

LB E A T JGroups TCP #1 RELAY2 HMUMBER, LUV EXERSDRENKEN
B, XuHERSBAEFAETREMNEEHS.

B FAEEh Data Grid BRSS T REE T &,

M A Infinispan CR,

BETTARBEEURIE Data Grid £ 2 S AEL 1K, Flmn :

$ oc logs example-infinispan-0 | grep x-site

INFO [org.infinispan.XSITE] (jgroups-5,example-infinispan-0-<id>) ISPN000439: Received

new x-site view: [NYC]
INFO [org.infinispan.XSITE] (jgroups-7,example-infinispan-0-<id>) ISPN000439: Received

new x-site view: [NYC, LON]
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MRENEHE T B =E, SRR ERNEHAIE,

Hith 5w
[ ]

B R E I BR

AEFRNE D E

Bt RS HINBIEMEER

8.4.1. Buhm SRR

spec:

service:
type: DataGrid ﬂ
sites:
local:
name: LON g
expose:
type: LoadBalancer 6
locations:
- name: LON 6
url: openshift://api.site-a.devcluster.openshift.com:6443 G
secretName: lon-token ﬂ
- name: NYC
url: openshift://api.site-b.devcluster.openshift.com:6443
secretName: nyc-token

logging:
categories:
org.jgroups.protocols. TCP: error 6

org.jgroups.protocols.relay. RELAY2: fatal Q

EEBIEMIBARSS. Data Grid {{GZ#r@id Data Grid BRS5ERHTEILREH.

2]

7 Data Grid S8 6p A Hhuh s,

©

40
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#5%E LoadBalancer {F 4B & 3L & 7] 3@ 15 BRR 55

MR EBIERMEERER.

}5E S spec.service.sites.local.name PEECHI DAL B,

f5E & AIER OpenShift API 9 URL,

EEaASE 0 RIIRSS IS S secret,

it 3% JGroups TCP FHBEIRE R,

0% JGroups RELAY2 il BaBén s &,

B8 EREELREH

41



Red Hat Data Grid 8.17E OpenShift Lji=1T Data Grid

%5 9 %= {§f DATA GRID OPERATOR fl|&%%#F

{$1/ Cache CR #1iN#7f Data Grid Operator .2 fZACE, FHi2H Data Grid f{EHEEURE,

B

{81/ Data Grid Operator B FE B AT iR,

MR RSSO I (SLAVAR TR ORI ThaE S ThaE, HRIRETASTM. ZLIEFHE
wHEFMREREREN. XERARTEIhRER LERFRB X AHNTIE, HANSEHT
R BB R IR

AER AT ThRE S H e

f£f Cache CR i, &R ALLTHIN -

2217 CR (&M F Data Grid JRS5 17 =,

#RE LI 984 Cache CR fIBE— 1%

MNERIEM Cache CR R @SR XML &, Data Grid Operator & iR,

#13RFE OpenShift Web & 4%, NERSRREMAFRED, BF XX Data
Grid £EF 4R, BFERELTF, ERNAFRE, Boiakld2Has CL kR
7, RRERCIRERE.

HB® OpenShift Web 54 i 272 CR R"AM Data Grid 3R ETE, EibiE T 12
#l&= CLI RS,

9.1. 7y DATA GRID OPERATOR &Nk

Data Grid Operator #%il@5t Data Grid BR55SEREHT H BT UKAIEREEF, EAILME secret RN
£UF, LUME Data Grid Operator oI LL#E BB SR 21 RISk %,

42
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&5 9% {1 DATA GRID OPERATOR fi|&%1F

LUF R T M{a{EH secret FARMEIE, MEEBLEE—NEASEIUEMETE XL secret, EaJLld
% secret A28 #H secret,

it =

iE X Secret AR IKH, BSIRMHIE StringData B&t s T ijjln] Data Grid IRSSEE A A
F%Eo

i, fIE—/ basic-auth.yaml 3X#, © developer A REEEUE, MTAI :

apiVersion: v1
stringData:
username: developer ﬂ
password: G8ZdJvSaY3lOOwfM 9
kind: Secret
metadata:
name: basic-auth 6
type: Opaque

AT LSRR EFENRAS,
IS5 HPXMEG,
57 secret &R,

MIZH-EE secret, MM THIFRD :
I $ oc apply -f basic-auth.yaml
9.1.1. FAE L EIE secret

Data Grid Operator K &EIE{E) secret b AP BB BMEFE. MREFTS Data Grid &
UM BEE X secret, {BEARRIMNEHEHAAIR, EaILIfE Cache CR HESX LA TR,
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i, B —14%4"my-credentials"f secret, @ EZ—4 Data Grid A REFEEIIZX, MT
7R :

stringData:
app_useri: spock
app_useri_pw: G8ZdJvSaY3I00wfM
app_user2: jim
app_user2_pw: zTzz2gVyyF4JsYsH

A
[ ]
f£ Cache CR ¥, i AP &MEN BEXEBAENEAGH, MTH®:
spec:
adminAuth:
username:

key: app_useri ﬂ
name: my-credentials 9
password:

key: app_user1_pw 6
name: my-credentials

FHAr % B% app_user! BE AR,

2]

e B E EIE secret AR,

©

ER#E &35 app_userl_pw BEFF,

9.2. M XML SIEBIEMIEEE

SEERELTH R, FABMM infinispan.xml 22475 X 7E Data Grid IRS5EE P AIB%EF.

FoRFM

flIEE—1 secret, Hh@E AT ijiinl Data Grid EEEHAEA - Kk,
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&5 9% {1 DATA GRID OPERATOR fi|&%1F

BIRE—1aSEE0EMN XML 2% E X# Cache CR,

apiVersion: infinispan.org/v2alpha1
kind: Cache
metadata:

name: mycachedefinition ﬂ
spec:

adminAuth: @

secretName: basic-auth

clusterName: example-infinispan 6

name: mycache

template: <infinispan><cache-container><distributed-cache name="mycache"
mode="SYNC"><persistence><file-store/></persistence></distributed-cache></cache-
container></infinispan> 9

73 Cache CR # %,

BENFIFRE A 2NN Bk B LUEIE secret Z&5 M secret,

¥5EEHE Data Grid Operator Il ZBFr Data Grid & &,

1£ Data Grid £ hp 5% F.

EERATUREEN XML £EE L., iHER, name BHF#2Z8E. R spec.name
BT ERNEE.

N F Cache CR, 50 :

$ oc apply -f mycache.yaml
cache.infinispan.org/mycachedefinition created

9.3. MEIR QI BURPIHE L7
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TRUTS R, ERAZFERERIRA Data Grid RS EEHhEIREE,

FRFM

fllEE—1 secret, Hh@E AT ijiinl Data Grid EEEHAEA Kk,

AR ERTFRENZEREEREIR, &L Data Grid Console H ;%o A fid & &4k %1
%0

it =

I8 —4 Cache CR, ATEEZEMANZERIIETF,

fitn, LUF CR £ 5 "mycache"i%:#F, ©f#H org.infinispan.DIST_SYNC Z{FECE
iR :

apiVersion: infinispan.org/v2alphai
kind: Cache
metadata:
name: mycachedefinition ﬂ
spec:
adminAuth: 9
secretName: basic-auth
clusterName: example-infinispan e
name: mycache
templateName: org.infinispan.DIST_SYNC 9

4 Cache CR # 4.

BENFIFRE A 2NN Bk B LUEIE secret Z&5M secret,

15 EEHE Data Grid Operator il B ¥ Data Grid £ &R,

¥+ Data Grid Z2#Ffp£ instance,

46



&5 9% {1 DATA GRID OPERATOR fi|&%1F

0

¥5E A TR #M infinispan.org &7 R0 ERHR,

N A Cache CR, #i#n :

$ oc apply -f mycache.yaml
cache.infinispan.org/mycachedefinition created

9.4. AIEGFARMEHDAIE

H15HF Data Grid SEHEENPITEILREHN, ETUAEZFREDRNSHAIE,

Pk =
1.
NN AREGHERANEERE,
BN AN EREE T UFEAFRRNZEERA NSRS, Data Grid ETFREARE I
EO
2.
BB & hIiE, LUMEA take-offline TTHRBEZIELE.
a.
EAPIEREA min-wait BYEBZ&RTXERE (LZEH N EHAL)
3.
E MR ERNRERE.
4.

FapERNIEEEFPMAERNEEZFDR.

flgn, REEFF LON ZinJy NYC B4R, #EROXFF NYC &N’y LON K&,

UTFRETRHEREFREHAIE :

NYC
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<infinispan>
<cache-container>
<distributed-cache name="customers">
<encoding media-type="application/x-protostream"/>
<backups>
<backup site="LON" strategy="SYNC">
<take-offline min-wait="120000"/>
</backup>
</backups>
</distributed-cache>
</cache-container>
</infinispan>

LON

<infinispan>
<cache-container>
<replicated-cache name="customers">
<encoding media-type="application/x-protostream"/>
<backups>
<backup site="NYC" strategy="ASYNC" >
<take-offline min-wait="120000"/>
</backup>
</backups>
</replicated-cache>
</cache-container>
</infinispan>

=
o
B

Nt RS HIRERE

Bt RS HIBIEMEER

9.4.1. [ Taking Backup Locations Offline BItEaE T =BT

BB RATAN, SRUETUATELZ. XARET REFRIESEHIELSHAE, X
BERTERBEER IR, RAERSBER.

BRI ARG E FIE B RAIF NN K, RIFM thumb BINIZ—@4h, B2, BRZNHFRNE
R, FEEEMRERwN, DAERENERE,

$itn, 2 OpenShift Z1kih=x master pod I, Z &P AIEEIEN HIAFRATAH, EF Data Grid
Operator EFE— 9L = master, FEXFMERT, MRENEFNHEFBK, MEHiEREZ%, R

48
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&5 9% {1 DATA GRID OPERATOR fi|&%1F

B, EREMXESEHUE LEHITREEHERF, UBRBERY,

A, MREMFFHFELXK, TR CPURAERENKKNEHZAMmEN, XUEESHMET
ﬁo

9.5. "IN AR EEZIE

IRRI LU B — X R RIS Data Grid BRS5 T £, SBERAEIIRALEH,

R LA persistence TTRG &G FHACE ) Data Grid ZFE L H—E45, WTFHR :

<persistence>
<file-store/>
</persistence>

RiE, BUBRMIEATE /opt/infinispan/server/data B kil ¥ — R 71105 .dat X,

Y=

ERFRERNRINEERME, WTAE:

<infinispan>
<cache-container>
<distributed-cache name="customers" mode="SYNC">
<encoding media-type="application/x-protostream"/>
<persistence>
<file-store/>
</persistence>
</distributed-cache>
</cache-container>
</infinispan>

=
=
3
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810 E BniER ik

M Data Grid Console. #4575 (CLHLZREE FiniEEEl Data Grid 53,

10.1. B S

%83 Data Grid 2 fi, ERERRUTER :

MR35 EHH

TLS iEH (AR{EAME)

MR35 EHH

I35 ENZBUR T BRI L EATFRIERE, HEENE 7 iRfE OpenShift L5217,

*FF1E OpenShift LizfTHIZ Fim, fEwILA{EEF Data Grid Operator fI2HIPIEBARSSHI AT,

X F# OpenShift ASBZITHE F i, MREMHEANBIEER, RSEHNBZAE URL, TR
OMkS, RSENBZT RENR, S TFEH, RSENEEEELENBIRIEE LHEN A,

FriT]

7] W

OpenShift M &R ENE A mEEERRO 11222,

T Rm O AR S5 30000 I 60000 SEHEMMERO. HBMEMAKO 80 (%) =X 443 (%) .

Hith BHR
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10 EF B iR

A& P20 R MR B 5 ]

Ke3R TLS iEH

10.2. filJ& DATA GRID CACHES

F £ OpenShift _£iZ1T Data Grid I 8B %47, #EAILL :

{8 Cache CR,

MEAR{EH Cache CR, N—X{EA Data Grid CLI S|&% 1%,

Viln] Data Grid #5l&, FLL XML s JSON &R 88224, ¥4 Cache CR =k Data Grid
CLIMER AR,

XAERER, M Hot Rod Friml%iz h R 3u@d #NM % FEM OIS,

Hth BHR

{81/ Data Grid Operator SIEZ %7

10.3. {8 DATA GRID CLI %

A ST E (CL)EERENBUR IS SR ITEEREF.

CLI fE RSS20 A —ER 1R 4E, EarLifEAH 4L L2 T LAEL S OpenShift £ Data Grid 588+
B R,
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B[ L{E Data Grid 17 R_EFTFz#2 shell 3fijjin] CLI,
I $ oc rsh example-infinispan-0

B2, X#AXER CLIERARABHRNNE, STREFBREFIRRE,

10.3.1. {81/ Data Grid CLI Rl %7F

£/ CLI H&FRBIERN Data Grid 5£2%.

FRFH
[ ]
THEIRFSHED KA, LEEAILLZST CLL
[ ]
KRR IE P imEEFAE R,
it =

{5/ XML = JSON #HAMZFECE Q- SCH, Han -

cat > infinispan.xml<<EOF
<infinispan>
<cache-container>
<distributed-cache name="mycache">
<encoding>
<key media-type="application/x-protostream’/>
<value media-type="application/x-protostream’/>
</encoding>
</distributed-cache>
</cache-container>
</infinispan>
EOF

5 Data Grid ££8¥19 CLI 7E$E,

I $ bin/cli.sh -c https://$SERVICE_HOSTNAME:$PORT --trustall
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¥$ $SERVICE_HOSTNAME:$PORT &t £ M%% LiR#t Data Grid BEH A O,
HIIRRE, A Data Grid &il,

{5/ create cache fsp ] -file ETURMNEZF.

I [//containers/default]> create cache --file=infinispan.xml mycache

A Is /RIS FRESHFH.

[//containers/default]> Is caches
mycache

(7T%) {#M describe SR RAERE.

[//containers/default]> describe caches/mycache

=
o
B

THERSHELT

{fd Data Grid Sp 5 1T52M

10.3.2. FEHt RO T

M Data Grid CLI @&In B A EIRFNZ 1 %17

FRFM
[ ]
THEIRFSHED XA, LEEAILLZST CLL
[ ]
KRR IE i EAE R,
it =
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EVoIR— 3, HEFREXA XML 3 JSON 153,

2.
BIEERLAN RS, BN -
cat > caches.batch<<EOF
echo "connecting"
connect --username=developer --password=dIRs5cAAsHIleeRIL
echo "creating caches..."
create cache firstcache --file=infinispan-one.xml
create cache secondcache --file=infinispan-two.xml
create cache thirdcache --file=zinfinispan-three.xml
create cache fourthcache --file=infinispan-four.xmi
echo "verifying caches”
Is caches
EOF
3.
[ CLI g%,
I $ bin/cli.sh -c https://$SERVICE_HOSTNAME:$PORT --trustall -f /tmp/caches.batch
¥$ $SERVICE_HOSTNAME:$PORT &t H{EM%% L1k #t Data Grid BFEH 2O,
HA FER

THERSELT

{fd Data Grid /5 1T52m

10.4. iR BUEMEIERS

DRGSR E . IUTERRFHREENBIRRERE.

FRFMH

[ ]
% EXFF Data Grid, LAESERILLEE H AR Uil HIS,
pign, Bl BIaERIRSS O,

it =
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MAELTF $SERVICE_HOSTNAME HY4EfaI %251 [1#%EHI& - $SPORT.

3 $SERVICE_HOSTNAME:$PORT &t 5 7E%% L 124t Data Grid B9EH & MO,

HIIRRE, ®ASRM Data Grid &k,

10.5. #& ROD & F'ii

hot Rod 2——##l TCP 1%, Data Grid {2#tiF HiLE % F ini S ttee B8RS MmThEe.

B intEEe

E P imEEEIEHE Hot Rod HHURHBtEIHLE, LUEZ P im el LUE A3 & 1% K E Data Grid 15 .

1£ OpenShift LiZ1THI# Rod & ik ol LAiji[n] Data Grid 17 s2BOPER IP Hhht, LASEE o LAfE
EriHEEe, BiLBiIAEE: HASH_DISTRIBUTION_AWARE, B NEA TR s RKEHBIEmEe
#, MiiRattae,

1 OpenShift AERIZTTHIFA Rod B w7 BASIC BHE.

10.5.1. & Rod #i¢i& API

Ea] LA ConfigurationBuilder #OL 42/ A Ed& Hot Rod & F ¥,

$SERVICE_HOSTNAME:$PORT R A ¥F i AR M BUIR MR SR ML Mk O
& NZ AR SR EN S MmO S LT E,

1£ OpenShift

1£ OpenShift Liz{TH Rod FF imal fEALL FECE :

import org.infinispan.client.hotrod.configuration.ConfigurationBuilder;
import org.infinispan.client.hotrod.configuration.SaslQop;
import org.infinispan.client.hotrod.impl.ConfigurationProperties;
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ConfigurationBuilder builder = new ConfigurationBuilder();
builder.addServer()

.host("$SERVICE_HOSTNAME")
.port(ConfigurationProperties.DEFAULT _HOTROD_PORT)

.security().authentication()
.username("'username™)
.password("password")
.realm("default")
.saslQop(SaslQop.AUTH)
.saslMechanism("SCRAM-SHA-512")

.ssl()
.sniHostName("$SERVICE_HOSTNAME")
trustStorePath("/var/run/secrets/kubernetes.io/serviceaccount/service-ca.crt");

#E8 OpenShift

£ OpenShift A EB21TH9FA Rod B im el LA FECIE -

import org.infinispan.client.hotrod.configuration.Clientintelligence;
import org.infinispan.client.hotrod.configuration.ConfigurationBuilder;
import org.infinispan.client.hotrod.configuration.SaslQop;

ConfigurationBuilder builder = new ConfigurationBuilder();
builder.addServer()
.host("$SERVICE_HOSTNAME")
.port("$PORT")

.security().authentication()
.username("'username™)
.password("password")

.realm("default")
.saslQop(SaslQop.AUTH)
.saslMechanism("SCRAM-SHA-512")

.ssl()

.sniHostName("$SERVICE_HOSTNAME")
trustStorePath(""/path/to/tls.crt");
builder.clientintelligence(Clientintelligence.BASIC);

10.5.2. ¥ Rod ZF k@t

1EOT LS N 2R classpath £/ hotrod-client.properties SC4-ECiE Hot Rod %5/ diniF 1,

b

N
p o
;

il

$SERVICE_HOSTNAME:$PORT X:RA ¥ i AR BUIR MK E R I Fik O,
& NZ S RN SR EN S MmO S LT E,
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1£ OpenShift

1£ OpenShift Liz{TH% Rod FF imal fEALL B -

# Connection
infinispan.client.hotrod.server_list=$SERVICE_HOSTNAME:$PORT

# Authentication

infinispan.client.hotrod.use_auth=true
infinispan.client.hotrod.auth_username=developer
infinispan.client.hotrod.auth_password=$PASSWORD
infinispan.client.hotrod.auth_server_name=$CLUSTER_NAME
infinispan.client.hotrod.sasl_properties.javax.security.sasl.qop=auth
infinispan.client.hotrod.sasl_mechanism=SCRAM-SHA-512

# Encryption

infinispan.client.hotrod.sni_host_name=$SERVICE_HOSTNAME

# Path to the TLS certificate.

# Clients automatically generate trust stores from certificates.
infinispan.client.hotrod.trust_store_path=/var/run/secrets/kubernetes.io/serviceaccount/service-ca.crt

H-EB OpenShift

£ OpenShift AEBZ1TH9FA Rod B im el LA TR -

# Connection
infinispan.client.hotrod.server_list=$SERVICE_HOSTNAME:$PORT

# Client intelligence
infinispan.client.hotrod.client_intelligence=BASIC

# Authentication

infinispan.client.hotrod.use_auth=true
infinispan.client.hotrod.auth_username=developer
infinispan.client.hotrod.auth_password=$PASSWORD
infinispan.client.hotrod.auth_server_name=$CLUSTER_NAME
infinispan.client.hotrod.sasl_properties.javax.security.sasl.qop=auth
infinispan.client.hotrod.sasl_mechanism=SCRAM-SHA-512

# Encryption
infinispan.client.hotrod.sni_host_name=$SERVICE_HOSTNAME
# Path to the TLS certificate.

# Clients automatically generate trust stores from certificates.
infinispan.client.hotrod.trust_store_path=tls.crt

10.5.3. {§/ Hot Rod & Fim %

& eI LA Hot Rod & /- im{E OpenShift LiZ1TH) Data Grid &8 Linf2 g% 7. {H:2, Data

Grid 21 Data Grid #%#l&. CLI=774H Cache CR A =& Hot Rod & F'imfl| &%,

Ve ewilf 22
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LUTFRHIER T AR E AT ConfigurationBuilder 1, #AJ5{8f RemoteCacheManager
flEeil -

import org.infinispan.client.hotrod.DefauliTemplate;
import org.infinispan.client.hotrod.RemoteCache;
import org.infinispan.client.hotrod.RemoteCacheManager;

builder.remoteCache("my-cache")
.templateName(DefaultTemplate.DIST_SYNC);
builder.remoteCache(""another-cache™)
.configuration("<infinispan><cache-container><distributed-cache name=\"another-
cache\"><encoding media-type=\"application/x-protostream\"/></distributed-cache></cache-
container></infinispan>");
try (RemoteCacheManager cacheManager = new RemoteCacheManager(builder.build())) {
// Get a remote cache that does not exist.
// Rather than return null, create the cache from a template.
RemoteCache<String, String> cache = cacheManager.getCache("my-cache");
// Store a value.
cache.put("hello”, "world");
// Retrieve the value and print it.
System.out.printf("key = %s\n", cache.get("hello"));

ABlER T tn{al A XMLStringConfiguration () JikfIE##75 CacheWithXMLConfiguration i
%f7, MEEREE) XML 155 :

import org.infinispan.client.hotrod.RemoteCacheManager;
import org.infinispan.commons.configuration.XMLStringConfiguration;

private void createCacheWithXMLConfiguration() {
String cacheName = "CacheWithXMLConfiguration";
String xml = String.format("<infinispan>" +
"<cache-container>" +
"<distributed-cache name=\"%s\" mode=\"SYNC\">" +
"<encoding media-type=\"application/x-protostream\"/>" +
"<locking isolation=\"READ_COMMITTED\"/>" +
"<transaction mode=\"NON_XA\"/>" +
"<expiration lifespan=\"60000\" interval=\"20000\"/>" +
"</distributed-cache>" +
"</cache-container>" +
"</infinispan>"
, cacheName);
manager.administration().getOrCreateCache(cacheName, new
XMLStringConfiguration(xml));
System.out.printin("Cache with configuration exists or is created.");

}
{5 Hot Rod & FimEtE

LI hIgE%EF MM cacheManager.getCache () VAR, Data Grid M Hot Rod &/ il &

58



10 EF B iR

©fil, mAR&E null,

# Hot Rod E/ @AM FEE, MTHME :

# Add cache configuration
infinispan.client.hotrod.cache.my-cache.template_name=org.infinispan.DIST_SYNC
infinispan.client.hotrod.cache.another-cache.configuration=<infinispan><cache-container>
<distributed-cache name=\"another-cache\"/></cache-container></infinispan>
infinispan.client.hotrod.cache.my-other-cache.configuration_uri=file:/path/to/configuration.xml

10.6. i/jin] REST API

Data Grid 124t T —4> RESTful #0, &a[LUEH HTTP B im5 23X H,

FRFM

[ ]
EMZ_E/AFF Data Grid, LMEEAILLJE] REST API,
fln, ACEfEISE IR OB E,

ik =
[ ]
ML F $SERVICE_HOSTNAME:$PORT/rest/v2 BI4E4 HTTP Z /74 1)jl7] REST API,
3 $SERVICE_HOSTNAME:$PORT &t 5 7Ef%% L 124t Data Grid B9EH & MO,
HhBR
[ ]

Data Grid REST API

10.7. EZRFRS T 2P RN%E

SRS T R T AMENRENRAZFEE. KRN EFTLLEFAER Data Grid, MERA
BEF.
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k

N
p
;

il

HATFERIAEFRM T HENE, RSN ZRBBEEFARINLENEIER,
HESNBENEE, ERZOE Data Grid RS T KA REFRS T R,

it =

Vjla] Data Grid #H&, FLL XML 2 JSON IR IREEIARENEIE,

{#f Data Grid CLI MERIALEFOIRREIAR, T :
I [//containers/default]> create cache --template=default mycache
10.7.1. R\ ERE

GRS T ROBAEEFNT -

<infinispan>
<cache-container>
<distributed-cache name="default"
mode="SYNC" @
owners="2"> e
<memory storage="OFF_HEAP" a
max-size="<maximum_size_in_bytes>" 9
when-full="REMOVE" /> @
<partition-handling when-split="ALLOW_READ_WRITES" a
merge-policy="REMOVE_ALL"/> @)
</distributed-cache>

</cache-container>
</infinispan>

REESHlwED "default”,
ERARY 2 X EREF P ERE.

AEHPEREESMREXANHATEIE,

60
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L 4
R BEMENREANTE(off-heap) P HETIH,
E X BUEARSRNRAKN (LT hHAI) , Data Grid Operator RERIEE T mi it ERAK
,J\o
KRR F R ERERNBUER RN/, EaLUSHBshY &, LME Data Grid Operator fER7E
FAEmA MRS BNZRINT S,
o NRENTRER, RV RERBHTEEEE, ERBEMEESMTARENS XA,

{5 Data Grid eJlIRI 22 M7 il BR S B B9 5 FH5R0%.
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25 11 & {1/ PROMETHEUS %1% DATA GRID

Data Grid A7 7 —/1N¥6frdms=, & Prometheus I={t55iHE BMEH4,

11.1. fl/# PROMETHEUS SERVICE MONITOR

YIRS WiRsefl, LAKRSE Prometheus 5 1%E4RA) Data Grid £,

FeREZH
[ ]
1 OpenShift 558 Li%& Prometheus H#tf,
Pk =
1.
BB aE Data Grid EIENFHRRIE secret, LUE Prometheus 8Ei% 5K Data Grid £&f
TR R,

apiVersion: v1
stringData:
username: developer ﬂ
password: dIRs5cAAsHIeeRIL 9
kind: Secret
metadata:
name: basic-auth
type: Opaque

{EENAEFERAF. developer 2EKIA{E,

2]

HEX AR,

B HHBEIE secret HINEI Prometheus #&Z2 A rh,

I $ oc apply -f basic-auth.yaml

BIEEARSS g3, FF Prometheus BEciE& 7y 512481 Data Grid £&f,
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apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
labels:
k8s-app: prometheus
name: datagrid-monitoring ﬂ
namespace: infinispan-monitoring g
spec:
endpoints:
- targetPort: 11222 @)
path: /metrics ﬂ
honorLabels: true
basicAuth:
username:
key: username
name: basic-auth 6
password:
key: password
name: basic-auth
interval: 30s
scrapeTimeout: 10s
scheme: https G
tIsConfig:
insecureSkipVerify: true
serverName: example-infinispan ﬂ
namespaceSelector:
matchNames:
- infinispan 6
selector:
matchLabels:
app: infinispan-service
clusterName: example-infinispan Q

BRSS9 monitor £,

¥57%E Prometheus HER:M 4y & Z2|H],

4 Data Grid ¥5trim=i%iE 11222 w0,

i%i& Data Grid A FHEREER.

& 113 {1/ PROMETHEUS %1% DATA GRID
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f£f Data Grid g€ &35k secret,

6]

{57 Data Grid S&¥HsE Al = N%.

77 Data Grid IN#155€ TLS iEHHEAAFR(CN), MEREA OpenShift BRS5iE
45, CN 5 Data Grid £#f# metadata.name ¥R PCHED,

©

¥57E Data Grid 84y & Z2(H],

9]

57 Data Grid 2 & 5.

RS W sc B nE Prometheus #p& 22 d,

I $ oc apply -f service-monitor.yaml

Hith 5w

[}
Prometheus Operator

{81/ OpenShift Cluster Monitoring Stack % #EiR55
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&5 12 3 {F/ ANTI-AFFINITY {&iF ol At

&5 12 5 {#1/ ANTI-AFFINITY fRik=T At

Kubernetes Bl & [ XEctEThae, wIBALE TE BB —8fE =,

12.1. KB SRIE

£8hME A4 Data Grid 17 REBEEEFHIZ1TH pod #5217, 84 Red Hat OpenShift 17 safE¥E E
NRG Li2fT, REABMMTEFEREZT Data Grid 17 =29 %2 OpenShift 175, HaERENMEE HIBEH-HX
R, EABIEMERLRRIFTH,

Data Grid Operator 126t 7 B 1™ KEHE SR -

kubernetes.io/hostname
BIERRAIA pod FERIFRH OpenShift 17 =k,
topology.kubernetes.io/zone

FiEMBREIA pod HERIZSAXE,

RBTE OpenShift 17 sk XIS E KT Data Grid 17 s BEN F &M,

¥ pod FHEBIFRFEH OpenShift Tt

FILUT RBUBR AR Bt x 17 sl -

replicated: x = spec.replicas - 1

distributed: x = num_owners - 1

HEZ A XEAE pod
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4 x KEFEUTRBNZEN, 2t x KENEE

replicated: x = spec.replicas - 1

distributed: x = num_owners - 1

spec.replicas
iE L FA Data Grid £+ pod H =,
num_owners

= cache BREREM, ATEXLEFPEIFENRIETE.

12.2. Bdi& ANTI-AFFINITY

185 OpenShift 2y Data Grid (E#AE pod BIGI&E, LAY,

i =
1.
1% spec.affinity SZE Infinispan CR.
2.
BIERERE K KRS,
3.
M A Infinispan CR,
H At BT iR

R REK SR ACE

12.3. RKREKMRIE A E
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&5 12 3 {F/ ANTI-AFFINITY {&iF ol At

£ Infinispan CR HECE R XEXHESRES, LUZHI OpenShift B Data Grid B4 pod B &,

1% pod FHEBIFRFEH OpenShift Tt

MR% BT Infinispan CR HESE spec.affinity Bk, Il Data Grid Operator {8 F S KIKSRBE -

spec:
affinity:
podAntiAffinity:
preferredDuringSchedulinglgnoredDuringExecution:
- weight: 100 0
podAffinityTerm:
labelSelector:
matchLabels:
app: infinispan-pod
clusterName: <cluster_name>
infinispan_cr: <cluster_name>
topologyKey: "kubernetes.io/hosthame"

#f hostname RBI& X IE N E %,

$ Data Grid &l& pod FHEZIFRM OpenShift 17 L,

RETRANT R

spec:
affinity:
podAntiAffinity:
requiredDuringSchedulinglgnoredDuringExecution: ﬂ
- labelSelector:
matchLabels:
app: infinispan-pod
clusterName: <cluster_name>
infinispan_cr: <cluster_name>
topologyKey: "topology.kubernetes.io/hosthname™
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4

ol

HBREATLERRER OpenShift 17 s L Data Grid BI&ARZRE, =THN
OpenShift 77 RBE WK TF spec.replicas HIH,

£% 4 OpenShift Xig[aHE pod

LUFROIETIE pod R EESANK :

spec:
affinity:
podAntiAffinity:
preferredDuringSchedulinglgnoredDuringExecution:
- weight: 100 0
podAffinityTerm:
labelSelector:
matchLabels:
app: infinispan-pod
clusterName: <cluster_name>
infinispan_cr: <cluster_name>
topologyKey: "topology.kubernetes.io/zone" 9
- weight: 90 6
podAffinityTerm:
labelSelector:
matchLabels:
app: infinispan-pod
clusterName: <cluster_name>
infinispan_cr: <cluster_name>
topologyKey: "kubernetes.io/hosthame"

¥+ zone SRBE B N E 1k,

EZ A/ X EHE Data Grid @& pod.

¥ hostname HRXE N F— 1 E%E.
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REZITREE

spec:
affinity:
podAntiAffinity:
requiredDuringSchedulinglgnoredDuringExecution: ﬂ
- labelSelector:
matchLabels:
app: infinispan-pod
clusterName: <cluster_name>
infinispan_cr: <cluster_name>
topologyKey: "topology.kubernetes.io/zone"

{NAE B Data Grid El4< pod I {F zone kg,
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B 13 E HEREMBEE

R EFICFRANBENTRBHEBES, UG, Ji{IFxT Data Grid SR TEHEDHR.

13.1. idi& DATA GRID LOGGING
it =

1£ Infinispan CR H1{#if spec.logging #&E A&iC XERE, RiENAEX,

spec:

logging: ﬂ
categories:
org.infinispan: debug 6
org.jgroups: debug

R EBUEME B &L %,

2]

AmBEILFEH,

©

% BRSIC RIS L,

al

root BEIC XK 2 org.infinispan, EXiLJ INFO,

BIEEE, M Data Grid TR HZ,
I $ oc logs -f $POD_NAME

13.2. BEZH
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BEJOERHE BBt ™ E Y,

debug

info

warn

i

13 F RERHIERE RS

sk

RH{BEXCITNARFRENIFMER, X2&FA
o=l

RN NERFGENIE,
REAN REFMEAIE, aiRtaeRE.
SEA R AR 5 BU IR R ARV IR L.

SEA R BE R MR ILRF A DI E A A LN AR
BITRIER SR,
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BB BE

i34 XA Data Grid Operator fll##) Data Grid RS HEEHHER.

14.1. AEIRS

PIERARSS

fo¥F Data Grid 77 s B X I FHHBREEE.

REt R — OpenShift fip 4 Z2 (A P AYE F % Data Grid S s I5[A],

Service i ik
<cluster_name> 11222 TCP %} Data Grid i s B9 ER
V1A
<cluster_name>-ping 8888 TCP SRR
HNERAR 55

Rt OpenShift AR FE & Z2 A b EE F it Data Grid G =841 7],

k

N
P2
;

il

&, 7{E A Data Grid Operator S/ A EIRSS. ©EIAFATH,

Service 7 1755 ek
<cluster_name>- 11222 TCP AER1H 7] Data Grid i
external o

Bih = RS

FoP¥ Data Grid AR RIALERIREE 2 W] & 40 B,
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Service

<cluster_name>-site 7900 TCP JGroups RELAY?2 #iiiE
H T RGBS,
Hith BT
BIERMZE RS
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