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DATA GRID 344
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Data Grid 8.4 3244

Data Grid 8.4 H{fi¥1E

Data Grid 8.4 X#HHEIE

Data Grid 8 ThEEX I

Data Grid © & FHThREFTNEE
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https://access.redhat.com/articles/4933371
https://access.redhat.com/articles/4933551
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VIRIZIAEE 11 P M ) Data Grid U T4,

cak

% \
- R A —ANELIEIK 7 2 8817 [ A0 T £ Data Grid Bl


https://access.redhat.com/jbossnetwork/restricted/listSoftware.html?product=data.grid&downloadType=distributions
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2. mNEAE LA RIS R,
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4, REIENABHRIMREAEE,
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25 1% DATA GRID SERVER A’}
RERS DL, CIE—IEF, HFEEHNE—PNRIBERMIGER,
Ansible £4
FERFEAIHN Ansible 52 & B1%4% Data Grid 8, Z&E & 21 Keycloak ZEMBIL m E I E, Ansible
S &R R E SRR Data Grid ZIFF AT NRSS 23 L0805 SEE A,

Red Hat Automation Hub 124 7 Data Grid BJ Ansible &£ &,

1.1. DATA GRID SERVER &3k
HIEMBIRSEHFE Java BN, BRXIFFMMARIFIE, EEEF Data Grid SZHFHEE,

1.2. T#; DATA GRID fR%5%3 % 1Thn A
Data Grid Server Z{ThR 2 Java JEJAR X)) FNEL & XX HHIFHE.

pi% &2
1. ViRZIIEE T,
2. M T E—17 T# Red Hat Data Grid 8.4 IR%5 85,

3. FRRS R TEEMFENSEGETT md5sum 3 sha256sum 454, HI40 :

I sha256sum jboss-datagrid-${version}-server.zip

4. 5 Data Grid Software Details 71 & #) MD5 5 SHA-256 checksum fE 1T ELEE,

5%

® Data Grid Server README #ihfRS5 8590 XK IR B

1.3. 2% DATA GRID SERVER
EENRG LR Data Grid RS BD K.

FoRFM
o THEIEMKIRS 2D LT,

it
o FREMEHMNITENR Data Grid ARS5 B F IR INEI EN X4 RS,

I unzip redhat-datagrid-8.4.1-server.zip

% R B 2% $RHDG_HOME.

1.4. J53/) DATA GRID SERVER

10


https://github.com/ansible-middleware/infinispan
https://access.redhat.com/articles/4933551
https://access.redhat.com/jbossnetwork/restricted/listSoftware.html?product=data.grid&downloadType=distributions
{server_docs}#server_readme

% 13 DATA GRID SERVER AJ|]

HEEAZZFRFNEN LB Java EIIHL(IVM) TR AR S5 282561,

FeREZ M
o THHARERSBRD L.
Pt =
. 1€ SRHDG_HOME T FF— i,
2. 5/ BR55% MIAE 5h Data Grid ARS5 28 L4,

Linux

I bin/server.sh

Microsoft Windows

I bin\server.bat

Data Grid Server TEiC KL TS BRI IHIZIT ¢

ISPN080004: Protocol SINGLE_PORT listening on 127.0.0.1:11222
ISPN080034: Server "..." listening on http://127.0.0.1:11222
ISPN080001: Data Grid Server <version> started in <mm>ms

. FEEENYEEPITFF 127.0.0.1:11222/console/,

2. TERREALH ANEBEIRFF 4SS Data Grid Console,

1.5. T2 5hi %% DATA GRID SERVER ft &
J2 5/ Data Grid Server FfiEE B E L&,

BURMMEIRSS 2R AT LUE A --server-config ZHE R o BTEBEN S NMREX 4, BIURERE,
DR EREEHENEERE X4, REBEXH :

o IR AEMH Data Grid ieiE, HEBERRF % ok HNFEL,

o REMMBEBSXHNEAARTRTENRE, NXTHFLTTREE,

BE
BIEMIRIRSHBFNNBEX G2 ANARRE, BPBEXHEE LR E P ERDH
ZREVECE,

1
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NRES N EEE B LA Dam%d%wa,WbTAT$ﬁ¢w*@ X LRI,
B F ISR FEBRENT

FHE4, FERBHETEi#L Data Grid Server IR FECE X/ & S infinispan 7 cache-
container T3,

FoRFM
o THHEERRFISHD K.

o [FBEE YIRS BEBERIME Data Grid Server &3 server/conf B M,

it =
1. £ $RHDG_HOME = 3T FF—/ i,

2. {#H --server-config= =X -c SHEIEE—PNHELMNECEXHF, Hia0 :

I bin/server.sh -c infinispan.xml -c¢ datasources.yaml -c security-realms.json

1.6. f)2 DATA GRID B

ANINFEIELLEIT Hot Rod #1 REST i iR S ¥R MAE AR 55 85 BR BT B p 90 1E, 727 R BUE M & il
17712 FRD, B ER Data Grid S8 H1TRE(CLNAIEED—1TA A,

R

BRI BT BT A BT n3EE (RBAC)SEFI LR EHEN, EE—RRINEIENE— S5 A
F, NEB Data Grid ERZIKEX 5222 H9 ADMIN 3R,

FeREH
o TEFHZE Data Grid fRS5 85

i =
1. £ $SRHDG_HOME A#T FF — M4 i,
2. {1/ user create 54| admin B,
I bin/cli.sh user create admin -p changeme
R’
M CLI R1HiZ1T help A/ LURENSEEM 6 B iR,
ETAlls

FTFF user.properties FifiI\ 1215,

12
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cat server/conf/users.properties

admin=scram-sha-1\:BYGclAwvf6eb...

& CLIEIERINE] properties realm /1, REETERIEEMARS 22LH LOIBAF, &
WIF TN properties IR EIER S BB RIIE T =

-

6L BEFRIAR
HRPSERAS, HRFMITRERIEFS Data Grid TR AR,

R

MREBNZMAFADER—ABRHEHRETENIR, HARRTHAMAZA,,

FeREZM
e /y Data Grid £ ADMIN X [R,

e & Data Grid B,

i =
1. /85 Data Grid B9 CLI E#,

2. {# 4 user roles grant ss 5 A A EEA®, M :

I user roles grant --roles=deployer katie

EoAlls
HRAAFAR s RIHERTRAFNAR,

user roles Is katie
['deployer"]
1.6.2. B AR H A

ARWEERSTAIALR. BV S RAR, RAERAARNEZAS, B MNAABKEN
R

&AW UL Data Grid RSG5 SR ECEH A RERMEN—82. BMHBEREHHRNAS, £
HERFAMEH,

ol

FeREZ M
e /y Data Grid £ ADMIN X [R,

e & Data Grid B,

13
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% =3
1. 6/35 Data Grid B CLI i##%,
2. {£/ user create 5 BIE4H,
a. f£F --groups SHI5EHA .
b. NHKER - AMEH,

I user create --groups=developers developers -p changeme
3. FIHA,
I user Is --groups

4. HABRTAE,

I user roles grant --roles=application developers
5. JIHHMAE,

I user roles Is developers
6. —RFAFRMEIEA,

I user groups john --groups=developers

EoAlls
$TFF groups.properties FHAIAHEZTE,

I cat server/conf/groups.properties

1.6.3. Data Grid FA - & &R
HIERMEEIEZSNAEE, AR N ZEZE MRS THRATER,

At HUBR Description

admin ALL BEMAENENBLER;, SiE%
FEERLESEENEH,

deployer ALL_READ,ALL_WRITE, LISTEN, BT NFARERF TR, LSRR
EXEC, MONITOR, CREATE FOH PR EHE RO 48 BT TR
application ALL_READ,ALL_WRITE, LISTEN,  BRWLZRE Rz 4, TEG
EXEC, MONITOR Data Grid FREIEE i [RIAUBR,
R AT S FH AT AR S5 8R4 55
FORIAR

14
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At HUBR Description

observer ALL_READ, MONITOR BRT INIRAR A, AEFNEIEMN
& BEIR BIEER S RIARR,

monitor MONITOR ALLE JMX M Fehrimm 55

GtER.

Hith BHR

® org.infinispan.security.AuthorizationPermission Enum

e Data Grid EEERS®E

1.7. Wik A A
B —M%% LB Data Grid Server SL5I 7] B 54 4K LE RO B EE TNk L5 B,

SERGX AN IR, @i AMIZ4T Data Grid Server 523, {EAEIA TCP HAL B MPING 1 I RERE &
W, MMRBHN BE LMBEER LR LR, 155108 X KE Data Grid EEEHIHY,

WRBEERTEMAUMEN, EFRATFETINMNE, EHSTHREERDRBIZEER
RANEFRERF MRS A,

FoRFM
B —DIZTBIEMSIRSS 25891,

A
1. 7£ $RHDG_HOME T 7 — MK,

2. HRBZEHF server2,

I Cp -r server server2

3. EEEIRORZH server2 BHX,
I bin/server.sh -0 100 -s server2
CoAI
& A LATE2R ) & RO BEEE AR 51 B 19 127.0.0.1:11222/console/cluster-membership,

HREMEAET RINASREHERUTER ¢

INFO [org.infinispan.CLUSTER] (jgroups-11,<server_hostname>)
ISPN000094: Received new cluster view for channel cluster:


https://access.redhat.com/webassets/avalon/d/red-hat-data-grid/8.4/api/org/infinispan/security/AuthorizationPermission.html
https://access.redhat.com/webassets/avalon/d/red-hat-data-grid/8.4/configdocs/
http://127.0.0.1:11222/console/cluster-membership
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[<server_hostname>|3] (2) [<server_hostname>, <server2_hostname>]

INFO [org.infinispan.CLUSTER] (jgroups-11,<server_hostname>)
ISPN100000: Node <server2_hostname> joined the cluster

1.8. %41 DATA GRID R% 2%
=1k RIIZITHIRR S5 8530 IE & < 1 5 B,

e
1. /85 Data Grid B9 CLI iE#,

2. BT LATF AR K] Data Grid Server:
o FAXMERSDS FILEEPHRAE T =, H40 :

I shutdown cluster

e SREFREREFIERDEN T R data XK, NRERZEFHFE, 1 XHAKSE
B oS thRBEFHHRERE,

o & shutdown server e SRS 2 EVRIFIESDIRSS 232126, Fl0 :

I shutdown server <my_server01>

BF

shutdown server P S A REFFEHN THRIETH, WRERNIBESNENSR, N8
K5HBEEKR,

R’
iZ1T help shutdown LI T A XER S THESFAER

CoAI
Data Grid FTE XRS5 ZHRINEKUTER -

ISPN080002: Data Grid Server stopping

ISPN0O00080: Disconnecting JGroups channel cluster

ISPN000390: Persisted state, version=<$version> timestamp=YYYY-MM-DDTHH:MM:SS
ISPN080003: Data Grid Server stopped

1.8.1. Data Grid &£ & /5
YIEEXABIEMREREEH LN, EEIZERMSMERT RSN R STISEFERFTA,

INR{EF XM server SR AERE T =, b Dﬂzz i EEE MRS 2.
fBlgn, wRIExH serverl, SAEXMH] server2, MmN B SR server2, X525 servert,

16
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MRGERXFERFGDRIER, S8 RAEEMA T REFNNART B LEZBT,
A LRERINFES T R, BEFARTF DEGRADED KR, BERIMAEXARIMMANT RELLFEIT
R

1.9. DATA GRID SERVER &% B F 451
Data Grid Server £ EH. XX 4 %57 LER LT X4 % $RHDG_HOME :

bin
boot
docs
lib
server
static

RBR

INE 7 2 SRHDG_HOME B A ENXE LR URTHETFEE N XGERGHRTIEMSE, 1554 Data
Grid Server README,

1.9.1. [R5 2RB B F

P& T bin #1 docs XK YEA, BN 5 89 $RHDG_HOME THIM — X4 R Z2RSHBEE T, il
&} server,

&I LLfER— $RHDG_HOME B3R AFARBE KA UES T =, BEA Data Grid Server SEfI &R @A
HEHOMRS[BE R, HI0, SXHRGHN 5 N REMTEEUTRSSHZBE R

server
serveri
server2
server3
serverd

BIRSBIREFEPIZISELLT XK

— server

| |— conf
| F—data
| —1ib
| L—1log

server/conf
711 Data Grid Server SZ5IRY infinispan.xml B & 215

Data Grid fFECE DR Z :

CIES

HEEAT BRI TR ERE.
Data Grid Server K ARTFIBIE 1T OIEMZETE, URET S9HMNERRS. ENINAT Sk
B— P REIEEIRS, Data Grid Server EEXRBENN A T ShES,

Static

17
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NEZIRS /G (R LH. ZEUMAZHIRIER) RMEE infinispan.xml,

server/data
12144t Data Grid fR 5528 FA SR 4EIP BE R R -SRI ERTE 1

BE
DD EEMIPRSIE DR BRS5ER/BUR FHIRE,

HEBR S5 2RIZ1THHMEDR cache.xml FXH AT RER S AR, HRABTRESBURERE
H, XERERHERFBEEEER.

server/lib
BERATHEE TIES. BENEHLIFRERE. JDBC IKHhEFE. BE X RS Task LS B JAR
X,

server/log
{R& Data Grid Server B&E X1,

HibFiR
® Data Grid Server README

o RHDG fRZ 23 F M <server>/data B  (LLIERIHE)

18
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B2 & M%EONEREFHE

28 MEAEOMERFHAE

Bt 5 Data Grid Server 4 E| IP #udi, @i L% O/ FF Data Grid Server, AR, BN IGREE
F{EREO, LUME Data Grid Server A UMK B R R Fim N AR EIIE K,

2.1 MEEO

Data Grid Server f¥% Mg T A TCP/IP w0, FEINEN ALE FimiE KL, EaLE B
PR ML AR 25 23 A0 4AT 47 18 B PO 455 432 O LA 0 28 7 0 18 3K o

BT (IP)HehE
XML

<server xmIns="urn:infinispan:server:14.0">
<!I-- Selects a specific IPv4 address, which can be public, private, or loopback. This is the default
network interface for Data Grid Server. -->
<interfaces>
<interface name="public">
<inet-address value="${infinispan.bind.address:127.0.0.1}"/>
<f/interface>
</interfaces>
</server>

JSON

{

"server": {

"interfaces": [{
"name": "public",
"inet-address": {

"value": "127.0.0.1"

YAML

server:
interfaces:
- name: "public"
inetAddress:
value: "127.0.0.1"

PhmE st hk
XML

<server xmIns="urn:infinispan:server:14.0">
<!I-- Selects an IP address in an IPv4 or IPv6 loopback address block. -->

19
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<interfaces>
<interface name="public">
<loopback/>
</interface>
</interfaces>
</server>

JSON

{

"server": {
"interfaces": [{
"name": "public",
"loopback": null
1]
}
}

YAML

server:
interfaces:
- name: "public"
loopback: ~

FELA O et

XML

<server xmIns="urn:infinispan:server:14.0">
<!I-- Selects an IP address in an IPv4 or IPv6 non-loopback address block. -->
<interfaces>
<interface name="public">
<non-loopback/>
</interface>
</interfaces>
</server>

JSON

{

"server": {

"interfaces": [{
"name": "public",
"non_loopback™: null

1]

}
}

YAML

20
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server:
interfaces:
- name: "public"
nonLoopback: ~

E{aithut

XML

<server xmins="urn:infinispan:server:14.0">
<I-- Uses the 'INADDR_ANY" wildcard address which means Data Grid Server listens for inbound
client requests on all interfaces. -->
<interfaces>
<interface name="public">
<any-address/>
<finterface>
<f/interfaces>
</server>

JSON

{

"server": {
"interfaces": [{
"name": "public",
"any_address": null
1]
}
}

YAML

server:
interfaces:

- name: "public"

anyAddress: ~

HEREA D

XML

<server xmIns="urn:infinispan:server:14.0">
<I-- Selects a link-local IP address in an IPv4 or IPv6 address block. -->
<interfaces>
<interface name="public">
<link-local/>
</interface>
</interfaces>
</server>

JSON

21
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{

"server": {
"interfaces": [{
"name": "public",
"link_local": null
1]
}
}

YAML

server:
interfaces:
- name: "public"
linkLocal: ~

uh R A
XML

<server xmIns="urn:infinispan:server:14.0">
<!I-- Selects a site-local (private) IP address in an IPv4 or IPv6 address block. -->
<interfaces>
<interface name="public">
<site-local/>
<finterface>
</interfaces>
</server>

JSON

{

"server": {
"interfaces": [{
"name": "public",
"site_local": null
1]
}
}

YAML

server:
interfaces:
- name: "public"
siteLocal: ~

2.1.1. EECFN [E]R SRBE

PREMBIRS /T UK IR LNMMAEMSED, HHAERSETRNED. K P ik, X&
fEE a2 A THAREMRIENFRAR,

22
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PEEcEHL

XML

<server xmIns="urn:infinispan:server:14.0">
<!I-- Selects an IP address that is assigned to a matching host name. -->
<interfaces>
<interface name="public">
<match-host value="my_host_name"/>
<finterface>
</interfaces>
</server>

JSON

{

"server": {
"interfaces": [{
"name": "public",
"match-host": {
"value": "my_host_name"

YAML

server:
interfaces:
- name: "public"
matchHost:
value: "my_host_name"

Peficen

XML

<server xmIns="urn:infinispan:server:14.0">
<!--Selects an IP address assigned to a matching network interface. -->
<interfaces>
<interface name="public">
<match-interface value="eth0"/>
<finterface>
</interfaces>
</server>

JSON

{

"server": {
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"interfaces": [{
"name": "public",
"match-interface": {

"value": "ethQ"

YAML

server:
interfaces:
- name: "public"
matchlinterface:
value: "eth0"

P et

XML

<server xmIns="urn:infinispan:server:14.0">
<I-- Selects an IP address that matches a regular expression. -->
<interfaces>
<interface name="public">
<match-address value="132\..*"/>
</interface>
</interfaces>
</server>

JSON

{

"server": {
"interfaces": [{
"name": "public",
"match-address": {
"value": "132\\.."

YAML

server:
interfaces:
- name: "public"
matchAddress:
value: "127\\..*"

[EIpI:
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XML

<server xmins="urn:infinispan:server:14.0">
<!I-- Includes multiple strategies that Data Grid Server tries in the declared order until it finds a
match. -->
<interfaces>
<interface name="public">
<match-host value="my_host_name"/>
<match-address value="132\..*"/>
<any-address/>
</interface>
</interfaces>
</server>

JSON

{

"server": {
"interfaces": [{

"name": "public",

"match-host": {
"value": "my_host_name"

b

"match-address": {
"value": "132\\.."

b

"any_address": null

YAML

server:
interfaces:
- name: "public"
matchHost:
value: "my_host_name"
matchAddress:
value: "132\\..*"
anyAddress: ~

22. EEFHE

EEFHE NGO ESMMNBIMAEONKO, BAERT, DataGrid REHBES—NEEFHER
&, il localhost #M 127.0.0.1, ATF REST #1 Hot Rod i MR MO 11222, #NE /=B Memcached i
=, MEIAEEFHEIS Data Grid Server B2 WA ERHO 11221,

RNEEFHE

<server xmIns="urn:infinispan:server:14.0">
<socket-bindings default-interface="public"
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port-offset="${infinispan.socket.binding.port-offset:0}">
<socket-binding name="default"
port="${infinispan.bind.port:11222}"/>
<socket-binding name="memcached"
port="11221"/>
</socket-bindings>
</server>

EETRIEN Description

socket-bindings SLEMBEMSEOMIEON root TR, FIEMI&RSS
25U s AT AP E AT & P i 5 .

default-interface =B Data Grid BRZ5 28 BRIN IO A RIZE 3 0
port-offset 187 Data Grid Server & T E#EFH E8imO S H
#m#.
socket-binding Fd& Data Grid Server, LAJSEEIMLE O RS
a,
BE  EEFHERHA

LU RBIELE RYF4 N private” B8O FEARINE 1" private" 149 Data Grid Server 4 EEIFAF IP Htaiit
#J socket-binding =1 :

XML

<server xmins="urn:infinispan:server:14.0">
<interfaces>
<interface name="public">
<inet-address value="${infinispan.bind.address:127.0.0.1}"/>
<f/interface>
<interface name="private">
<inet-address value="10.1.2.3"/>
</interface>
</interfaces>

<socket-bindings default-interface="public"
port-offset="${infinispan.socket.binding.port-offset:0}">
<socket-binding name="private_binding"
interface="private"
port="49152"/>
</socket-bindings>

<endpoints socket-binding="private_binding"
security-realm="default"/>
</server>

JSON

K
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"server": {
"interfaces": [{
"name": "private",
"inet-address": {

"value": "10.1.2.3"

}
b A

"name": "public”,
"inet-address": {
"value": "127.0.0.1"

}
s
"socket-bindings": {
"port-offset": "0",
"default-interface": "public",
"socket-binding": [{
"name": "private_binding",
"port": "1234",
"interface": "private"

1]
b
"endpoints": {
"endpoint": {
"socket-binding": "private_binding",
"security-realm": "default"
}
}
}
}

YAML

server:
interfaces:
- name: "private”
inetAddress:
value: "10.1.2.3"
- name: "public"
inetAddress:
value: "127.0.0.1"
socketBindings:
portOffset: "0"
defaultinterface: "public”
socketBinding:
- name: "private_binding"
port: "49152"
interface: "private"
endpoints:
endpoint:
socketBinding: "private_binding"
securityRealm: "default"

2.3. X DATA GRID RS2 M948 E itk

B2 E MBEONEERFHE
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HUBMIRIR S BRSERIMLE IP titlk, LAIIF Hot Rod #1 REST i s LY AL P ifiE E, BB LAfE Data
Grid Server ECBEH EEIEEZ IP #itlt, siEIED RSS2 LAIFT E#EIEE X IP #hllk,

o ELBE-IHEMBRSBRRE.

ke
FRLLT AR~ —I87E Data Grid Server bind B IP it :

e ITFF Data Grid Server B2 EF 1% & inet-address JcRHVH, #I40 :

<server xmlns="urn:infinispan:server:14.0">
<interfaces>
<interface name="custom">
<inet-address value="${infinispan.bind.address:192.0.2.0}"/>
</interface>
</interfaces>
</server>

e {#f -bLTi=X infinispan.bind.address R4 E M.

Linux
I bin/server.sh -b 192.0.2.0
Windows

I bin\server.bat -b 192.0.2.0

2.3.1. iR A Hhdik

INRIEHF 0.0.0.0 meta-address 5k INADDR_ANY 15 Data Grid IRS52RECE FEOSE HhtE, &I
A o) FE 4% O LS A S P igiEsE,

&S He

FF Data Grid BCi& 10 B XA A kRO S2mm, 20 BEIR M AR RN Hot Rod & iR, IIRB\Z D
0O, Data Grid Server bind, B&NEMNMEOLZE IP #itE5I3K,

pgn, SRS T R ERINER
e 10.0.0.0/8 F
e 192.168.0.0/16 subnet
e 127.0.0.1 4O

PIAE P imE R T & F iSO BIARSS 8 T B0 IP Mk, fI40, MRZFFinERER 192.168.0.0, ©
FAEEWMIT 10.0.0.0 897 REVEREEHEINER.

FREHERS

Kubernetes MR Efth—LEEAE, 1F IP ik 22 (A XID 0 FM, FFROXLFRAIEE—ML, a0
10.129.2.100/23 #1 10.129.4.100/23 i F AR FM A, {EETF 10.0.0.0/8 F%,
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Ftk, Data Grid Server B& 7 TN RGIRHEFRER, FRIEE HAEFEREBMLLE IANA AE :
e |Pv4:10.0.0.0/8,100.64.0.0/10, 192.168.0.0/16', 172.16.0.0/ 12,169.254.0.0/16 #1 240.0.0.0/4
e |Pv6 : fc00::/7 #1 fe80::/10
1525 RFC 1112 RFC 1918 RFC 3927 RFC 6598 AT IPv4 =X RFC 4193, *IF IPv6RFC 3513,
-

& LU Hot Rod i #2RECE 1 A EH RSN A Data Grid BRS5 2 BCE HEY
network-prefix-override E MR 8 F R,

® Data Grid Server schema &%
e RFCIN2

e RFC1918

e RFC3513

e RFC 3927

e RFC 4193

® RFC 6598

2.4. DATA GRID SERVER i O #1171

Data Grid Server {2t M4 im =, RUFE IR ARBTHIL

SOl 17135 Description

11222 TCP FAIAF REST

11221 TCP memcached (BRIAHEER)
HBAEmO

BUEMMR RS 2@ A TCP imA 11222 AFZ ML, FRE—mOWGELSMMUEETERE, BFE
HREBHIEMIRERNWEERE M, FARMNEOLE T HIMEMS ENKEE R mL M,

BUEMERSBRURRMN AR B A —imOLERBE MR HTTP/1.1. HTTP/2 #1 Hot Rod #3iE K,

HTTP/1.1 A% b5k

& FimiE KA LAS & HTTP/1.1 upgrade i1k FEE R A #25 Data Grid Server B9 HTTP/1.1 i##, AfF,
& s IR AT LA % Upgrade: protocol i1k FE%, Hrh protocol 2 /R %5230 o

application-Layer Protocol Negotiation (ALPN)/Transport Layer Security (TLS)

g K 8% Data Grid Server i s Server Name Indication (SNDBRES, LUETE TLS RV
Wo
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N IER R ALPN 7RI TLS £, BUBMMEIF WildFly OpenSSL 4 ERF
Java,

B 7 Hot Rod 1]l
& Hot Rod I3k E FimiE K2 B 5B AHE Hot Rod s,

2.4.1. 5 Data Grid i Z 0 & F%% [ N i
JEEERE ASEHIN, LLFoF Data Grid RS 2% P ik IRRE 2 1 MR &,

iz

g0, 7 Red Hat Enterprise Linux (RHEL) T4, ERILAEA firewalld SRATFEIIRO 11222 BR
=, WTFmM&:

# firewall-cmd --add-port=11222/tcp --permanent
success

# firewall-cmd --list-ports | grep 11222

11222/tcp

ZECEMSHERABR AN, ERLERA nftables SKAERF.
5%

o [FHAFMHBEE firewalld

e nftables A
2.5. f5EFEim 1R
ER—FENLENZNBIRMEIRSS 2 LAIERERORE. BiimOREZ 0,

P
8 -o tI#t5 Data Grid CLI 5% infinispan.socket.binding.port-offset 2% B M iX B ix O R5.

pIgn, FEEhfm 100 BIARSS 25561, MTRATR « MAKARE, X8-S RBIEMERS S 0TED
11322,

Linux

I bin/server.sh -o 100

Windows

I bin\server.bat -o 100
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https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html-single/configuring_and_managing_networking/index#using-and-configuring-firewalld_configuring-and-managing-networking
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html-single/configuring_and_managing_networking/index#getting-started-with-nftables_configuring-and-managing-networking

% 33 DATA GRID SERVER i

55 3 = DATA GRID SERVER i /=

Data Grid Server i S8t Hot Rod #1 REST thil iR %22z E IR RN P ininl,
3.1. DATA GRID SERVER i &

3.1.1. hot Rod

hot Rod @ — =i/t TCP ZFImARSS 8L, SEFXARIIAELL, ATLURMHEREBIEDFFHR
=R,

BIRMIEIRMAE Java, C++. C#. Node.js MEAMIHFZIEES I Hot Rod B i JE,

IR AT

HIEMRERRINEERNE P IRREEEN K, RINRESEFNHER JGroups (F kR 5T ) /A FFHY
Hot Rod imm I H,

LB URAGEIERES, Data Grid BRS5 83 %15 KRk B9 M ID 5% HB9HRH ID FH1THEL, MRE S
imA |[HB9¥REM ID, Data Grid AR5 88 K BRI EL

SEHRIMIEIRIT Hot Rod 2 7 i S BN 7 s A IS INAFI B FF 19 /=, 205 FAShAS B f s pE 5
%O

ERHREERAH, —BRHREREEHRTLIN Hot Rod B mIEREZEKBAEIEIREE.

3.1.2. REST
HAEMARIRML T RESTIUl 3O, AW HTTP BRI IRIEURE, IS4 ERE, URHITEIRIZE,

BRI LME R HTTP T E8% R & P iniR M ST G M RZIhee, B2, HTTP MEatasEs
BASREIK, FRAESIHBINES FoER.

3.1.3. Memcached
IR WIS NIRRT im Ui R34 Memcached XA BISEHE,

H o
Memcached iR BF A, HRITEURILIThRA HHER.

Data Grid Memcached i m X #HF R ER MO T AR EREANER,

H— Memcached B FimsCHL (0 Cache:Memcached Perl & i) BILUEF Data Grid R4S 25 ith ik #
BRI E N TR EEZ RN ThEE, EHTEENINERNEEFELT,

3.1.4. iR I BI LR

hot Rod HTTP / REST

topology-aware Y N
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hot Rod HTTP / REST

hash-aware Y N
Encryption Y Y
SpIIE Y Y
1% ops Y Y
HEZE Y N
Transactions Y N
i DT 25 Y N
#Hif Y Y
a7 Y N
Bk s B D Y N

3.1.5. # Rod & 'im5 Data Grid RSB HE

BURME RSS2 U1 IE R Hot Rod B IR S AR AERE, X FETHB AR ENEIEMISEELHE R A9
f5l, Hot Rod & FimhRA BT BELL Data Grid Server H1E,

R

HIR MU A &HTHY Hot Rod B/ IR A K 2 i T HRATTHEEF R 23183,

Data Grid 8 R EHMARA
hot Rod il ik A 3.x B 515 Data Grid Server FI% i Bl B B2 = FR AN
BIEME 7.3 RERIRE

f# AL Data Grid Server iR A% K# Hot Rod P AR A FE F ik s 7114 B
infinispan.client.hotrod.protocol_version [E 4.

HihBR
e & Rod il&%

e ffHot Rod B ImE I BETRRANRS 2  (LLIERNIAE)

3.2. it i& DATA GRID SERVER i &

¥ Hot Rod #l REST i R MM A E RN ERFHERREHEE, BLTURES MR HERAEEL

Y]
BEo
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https://access.redhat.com/solutions/1610983

% 33 DATA GRID SERVER i

B —InREEHLNEE Hot Rod HF#2#] REST a5, BURMMRIRSSSEHTE
fmBCE P EE N RS MERKERES TR, SFR. BN ZRXETRAME
BE XEREH, LUHEERRBIISUENLE,

FTRFH

it =

6.

TEIEH) Data Grid RS ERECE P RMEREFHAEML £,

$TFF Data Grid Server EC & #4754,

- FFED mRECE RED IR TR

EE IR =5 socket-binding B EANEEFYE,
IEEifmS security-realm B EANETLE,

MRBE, 2A admin="false" BIHEMEIE 5 AR,
ff FX MBS B F P J5 k@i ik s 1517 Data Grid Console 3 Command Line Interface (CLI),

RN GRS BRI E N,

Z N ma i E
LUF Data Grid Server i BERE RN ERFH ER S THREEHUBIRR :

XML

<server xmins="urn:infinispan:server:14.0">
<endpoints>
<endpoint socket-binding="public"

security-realm="application-realm
admin="false">

</endpoint>
<endpoint socket-binding="private"

security-realm="management-realm">

</endpoint>
</endpoints>
</server>

JSON

{

"server": {
"endpoints": [{

"socket-binding": "private",

"security-realm": "private-realm”
b A

"socket-binding": "public”,

"security-realm": "default",

"admin": "false"
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YAML

server:
endpoints:

- socketBinding: public
securityRealm: application-realm
admin: false

- socketBinding: private
securityRealm: management-realm

L th B iR
o MEEOMEEFHE

\

3.3. e
SR ECE Hot Rod #1 REST s, LUMEREREFHENLLE,
BBk S ACE

I <endpoints socket-binding="default" security-realm="default"/>

EETRIEN Description

Vi 5 RinrUE EREERE,
Vi 5 AREA— P EIEMISIR S S imm, %I mECE Hot Rod
M REST HERUGRAERFHAENR S,

hotrod-connector HEiRSEERE S Hot Rod Mg,

rest-connector EiRSEERE S Hot Rod Mg,

memcached-connector EZi& Memcached ifis, BERIANEHR,
Hb iR

e Data Grid 25

3.4. i s IP ikt JEAR)

BRI AR 55 25 m mm A LA A IE AU SRAZ G2 P in 2 B AT UARIEE (P ik i, #UIEMIARAR 55 254% I
B R RSB, EEIEIZ i 1P ik PUES Ak,
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% 33 DATA GRID SERVER i

CIDR #2 IP Hhik & H KRB ML IEIDM ZERTR, CIDR RIEIEE IP btk &AL/ F M+ 74
8, THFIBEMEBIEHIS 1IN, BFHTEEREIRNTE (UML) . CIDRFD
AR 1P He A ARYE IPv4 3% IPV6 BIFIER TR,

ik AT AR E RO O, AR ENITAR, 40 10.0.0.1/8, HEFLIZEANMAEOSEHERIF L
stk, EAEHFRAR O, #010.0.0.0/8 = 10/8,

a0 -

e 192.168.100.14/24 3k IPv4 bl 192.168.100.14 K H X EXRIMLEEIZR 192.168.100.0, KiEY
FHF WM 255.255.255.0, E-FMIBHS N 24 a1 6L,

e |Pv4 1 192.168.100.0/22 XXX H 192.168.100.0 Z| 192.168.103.255 H 1024 IPv4 i,

e |Pv6 i 2001:db8::/48 &K< M 2001:db8:0:0:0:0:0:0 F|
2001 :db8:0:ffff:fff - FHif - FiFf-FFEFFT1T-FFFF.FFFF BY IPVE b1,

e ::1/128 3K IPve IfOtit, HATZHKAE Y 128, XEithrIGIE,

IP Hhiik ) e g BciE
FELLTEEH, Data Grid Server {{i£3 38 192.168.0.0/16 #1 10.0.0.0/8 CIDR B ayHh i pY 5L, 3K
EMISIRSS 2B 40T A H fth i,

XML

<server xmIns="urn:infinispan:server:14.0">
<endpoints>
<endpoint socket-binding="default" security-realm="default">
<ip-filter>
<accept from="192.168.0.0/16"/>
<accept from="10.0.0.0/8"/>
<reject from="/0"/>
<fip-filter>
</endpoint>
</endpoints>
</server>

JSON

{

"server": {
"endpoints": {
"endpoint": {
"socket-binding": "default",
"security-realm": "default",
"ip-filter": {
"accept-from": ['192.168.0.0/16", "10.0.0.0/8"],
"reject-from": "/0"

VAN
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1ML

server:
endpoints:
endpoint:
socketBinding: "default”
securityRealm: "default"
ipFilter:
acceptFrom: ["192.168.0.0/16","10.0.0.0/8"]
rejectFrom: "/0"

3.5. [ EFEL A T E IP ik BHLI
1£ Data Grid Server s EECE IP #hlib i E#I, LUARIEE S imith ik 35 2 sk iR 4015 8%,

FRFH

o 4 Data Grid p S 1T E(CLI),

pi% &2
1. 935 Data Grid lRS5 2389 CLI %1%,

2. REBEFELEFHESRIP LIEMN IRS5282ERES ipfilter a3,
a. FUHERRFhEE AR LIRERRIRRA IP iLIERLI -

I server connector ipfilter Is endpoint-default

b. NEEHLE IP TIEMN,

% WS BT I B,

server connector ipfilter set endpoint-default --
rules=ACCEPT/192.168.0.0/16,REJECT/10.0.0.0/8

N

c. MPRERFhFERSR LRATE 1P i IEFII,

I server connector ipfilter clear endpoint-default
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8B 4 =t uEHLH

B 4 T Im IS uEAL

Data Grid BR55288 "I LAH Hot Rod #1 REST = B 7 X SASL #1 HTTP JS kAL,

4.1. DATA GRID g% 22 & 1p 50 E
SRS IERR S T B P X i s B 17 R A R BB R AR R H S AR 1T R mE(CLD,
Data Grid Server @A R EIHITHE P BHRIE BN RLE, BRAFHRILFERBMY realm, EEFE

JE1F1E7E server/conf/users.properties SXfE 7, Data Grid Server iABINB AL EZIN, RLELELIH
FA %% 17641 server/conf/groups.properties X4 BIFNER,

B

ERAMF create (e S R HITHRE(CLNRARINA - H2ENR. MFJRFIFMELEL, =17 user
create --help,

4.2. it & DATA GRID AR5 25551 E A1

&R LABAFBECE Hot Rod #1 REST i, MUERBFENFMHINIENG, REEFELXBEZTZ 2L
WU 2 T R R E RS,

REFH SMaR BoHfu/aes PrEESMET HES TRIFHR. flw, WRIEHR
AR — AR, LW FRIREM RS, BIGeRARERIENSH.

FeREH
o IRIEEZETE Data Grid Server EREHHRINE 21,

iz
1. $T7F Data Grid Server BEe& #4745k,
2. AR TTRHFEE, HIEEES security-realm B4 FERAMR LI,
3. 7N hotrod-connector TR FEKECE Hot Rod i .

. NI BAEAE TR F .

Q

b. #&%E T sasl mechanisms E4#I Hot Rod i B SASL J5iEALE,
c. MREM, EH qop BHIEE SASL lEFRTTXE.
d. MNRFE, {#H server-name EMHIEE Data Grid Server 15,
4. 70 rest-connector JTTHR N F B RECE REST iR
a. W SBEIE TRIFE.
b. #&E 5 mechanisms B — &AM REST ik =89 HTTP F kL,

5. RN EHECERIE N,
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BN IEHSIEE
LUTFERE N A FHAIIER Hot Rod i a8 E SASL Ml :

XML

<server xmins="urn:infinispan:server:14.0">
<endpoints>
<endpoint socket-binding="default"
security-realm="my-realm">
<hotrod-connector>
<authentication>
<sasl mechanisms="SCRAM-SHA-512 SCRAM-SHA-384 SCRAM-SHA-256
SCRAM-SHA-1 DIGEST-SHA-512 DIGEST-SHA-384
DIGEST-SHA-256 DIGEST-SHA DIGEST-MD5 PLAIN"
server-name="infinispan"
qop="auth"/>
</authentication>
</hotrod-connector>
<rest-connector>
<authentication mechanisms="DIGEST BASIC"/>
</rest-connector>
</endpoint>
</endpoints>
</server>

JSON

{

"server": {
"endpoints": {
"endpoint": {
"socket-binding": "default",
"security-realm": "my-realm"”,
"hotrod-connector": {
"authentication": {
"security-realm": "default",
"sasl": {
"server-name": "infinispan”,
"mechanisms": ['"SCRAM-SHA-512", "SCRAM-SHA-384", "SCRAM-SHA-256", "SCRAM-
SHA-1", "DIGEST-SHA-512", "DIGEST-SHA-384", "DIGEST-SHA-256", "DIGEST-SHA", "DIGEST-
MD5", "PLAIN"],
"qop": ["auth"]
}
}
b

"rest-connector": {
"authentication™: {
"mechanisms": ['DIGEST", "BASIC"],
"security-realm": "default"

}
}
}
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YAML

server:
endpoints:

endpoint:

socketBinding: "default"
securityRealm: "my-realm"
hotrodConnector:
authentication:
securityRealm: "default"
sasl:
serverName: "infinispan”
mechanisms:
- "SCRAM-SHA-512"
- "SCRAM-SHA-384"
- "SCRAM-SHA-256"
- "SCRAM-SHA-1"
- "DIGEST-SHA-512"
- "DIGEST-SHA-384"
- "DIGEST-SHA-256"
- "DIGEST-SHA"
- "DIGEST-MD5"
- "PLAIN"
qop:
- "auth”
restConnector:
authentication:
mechanisms:
- "DIGEST"
- "BASIC"
securityRealm: "default"

4.2.1. ZRR B BIIE
AT X IMERIBEAIMLS £, ST Data Grid BB N RVFRA S RRILME AR, LE%

AP SR ISIER, B RIZTE Data Grid REEE R BIRIL

it

XML

1. #TF Data Grid Server B @i 1744k

2. Mimm TR F IR security-realm B,

3. M cache-container 18 MEFECE MRE B &P MBREM I TR,
4. RENEHRENEN,

B 4 = R uELH
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<server xmins="urn:infinispan:server:14.0">
<endpoints socket-binding="default"/>
</server>

JSON

{

"server": {
"endpoints": {
"endpoint": {
"socket-binding": "default"
}
}
}
}

YAML

server:
endpoints:
endpoint:

socketBinding: "default"

4.3. DATA GRID AR5 2851

BIEMHERS R AR ERS, FIRUHSENTESEBEBRENSMDIIENG., Flin, mRERNT
Kerberos &£15, Data Grid Server 5 Hot Rod i# £ /= FH GSSAPI 1 GS2-KRB5 ZiFHLfl

BF

B, EABEEATH DIGEST 5 SCRAM &35 IEHHIAIE &2 B &5 AL (LDAP)
M, R AL B R E AR B,

AT i e
LB S NHWREEE, Data Grid BR5528 N Hot Rod i s /a FA LA SASL 9% IEHLH -

REW; SASL S35 EHEI

BN LDAP i3 SCRAM-* SCRAM-* SCRAM-*
This OAUTHBEARER

EEsE EXTERNAL

Kerberos &1 GSSAPI, GS2-KRB5

SSL/TLS &5 PLAIN
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B 4 = R uELH

LERESDENNHREEM, Data Grid BR55285 77 REST /5 LA T HTTP Sp40IENH

R

HTTP B35 k4l

B LDAP 18

DIGEST

P SRS

ShEL BEARER_TOKEN
(ELER: CLIENT_CERT
Kerberos &1% SPNEGO
SSL/TLS &5 BASIC
4.3.1. SASL S uE#
HUEMIBIRSS B/ H LT SASL B9 KUENLEI & Hot Rod IR :
= gvgsanz kil Description Security realm K&
PLAIN PSR FEREIL, B MEEF LDAP 15
RN RIEMB SRR
FE PLAIN B2 %5E,
DIGEST-* AR EHEEEMIECe B MEIF] LDAP 15
., PIMEESRTE
DIGEST-MD
5. DIGEST-SHA -
256. DIGEST-SHA-
384. DIGEST-SHA-
384 #1 DIGEST-SHA-
512 FEE%,
SCRAM-* IR T MR FEEMIEE A, B MEIF] LDAP 15
IMEA salt B, HILERE
25 # SCRAM-

SHA. SCRAM-SHA-
256, SCRAM-SHA-
384 /1 SCRAM-SHA-
512 F/EE, RinEH
.

5 BASIC HTTP #4112
{J;LO

5 Digest HTTP #L#12%
L,

5 Digest HTTP #L#12%
L,
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B AR5 UL E Description Security realm K& HEFES

GSSAPI £ Kerberos ZHEHE Kerberos realms 5 SPNEGO HTTP #%l
E— Kerberos 1832 KL
2% IBWIIEIRECE iR
%t ey kerberos RS

BHP, EREHIER
F, EAEEE—D
Idap-realm LUR A
X FEABAE R

GS2-KRB5 £ Kerberos ZEFHE Kerberos realms 5 SPNEGO HTTP #1#l
E— Kerberos 124 FA
%o MWIEELE iR
hoxt R kerberos fRS%

#BHP, EREHIER
T, EABEE—
Idap-realm LUR A
X BB E R

EXTERNAL FRAE P IHIES, EEELEE 5 CLIENT_CERT
HTTP #LHIR L,
OAUTHBEARER {E/H OAuth §182FH HE S hEis 5 BEARER_TOKEN
Z token-realm i &, HTTP HLHIZR4EL,

4.3.2. SASL i 21777 (QoP)

S0R SASL HlHI TR e BEMEMIERART(QoP) X E, ERILUEA qop BHEF B 1RMNE Hot Rod i s Ed
quc

QoP && Description

auth N B ARSI,
auth-int B & SERBME RPN,
auth-conf B SRR MR IR T B MR RIE.

4.3.3. SASL FB%

SASL ERRIZ M Hot Rod Z6 A Hl B s 4H 241,

N

Data Grid X F R REIRIEA B RN RERIR, EEERERN, AERE &It;no-anonymous
value=false /& gt; LARITE & & K FH G niZ HE RS R F RN,

42



8B 4 =t uEHLH

Description

forward-secrecy ERAZRFRIGEE L REBRN false
SASL #lfl, XEERE, #HA—D
RAERRBHREATHIARKR
THBE R,

pass-credentials NEAREEFHIEPH SASLHL  false
o

no-plain-text THE DA SASL ML, XLEALEXS  false
FE R AEAR BN IT R A AR
E"JO

no-active TH0MEA SASL ML, XLENEZA  false
ZEGE. JEFH WE,

no-dictionary TEGEAZHYFHBEASASL  false
M,
no-anonymous TEFERBEZIERE T SASLYL  true
o
SASL K& E

ELLTFEER, HotRod imim{FH GSSAPI HlEIHTEMEIE, EhE M —FEaFTHE SASL REEHI
il -

XML

<server xmIns="urn:infinispan:server:14.0">
<endpoints>
<endpoint socket-binding="default"
security-realm="default">
<hotrod-connector>
<authentication>
<sasl mechanisms="PLAIN DIGEST-MD5 GSSAPI EXTERNAL"
server-name="infinispan"
qop="auth"
policy="no-active no-plain-text"/>
</authentication>
</hotrod-connector>
<rest-connector/>
</endpoint>
</endpoints>
</server>

JSON

{

"server": {
"endpoints" : {
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"endpoint” : {
"socket-binding" : "default",
"security-realm" : "default",
"hotrod-connector” : {
"authentication" : {
"sasl" : {
"server-name" : "infinispan”,
"mechanisms" : [ "PLAIN","DIGEST-MD5","GSSAPI","EXTERNAL" ],
"qop" : [ "auth"],
"policy" : [ "no-active","no-plain-text" ]
}
}
b
"rest-connector" : "
}
}
}
}

YAML

server:
endpoints:
endpoint:
socketBinding: "default"
securityRealm: "default"
hotrodConnector:
authentication:
sasl:
serverName: "infinispan”
mechanisms:
- "PLAIN"
- "DIGEST-MD5"
- "GSSAPI"
- "EXTERNAL"
qop:
- "auth”
policy:
- "no-active"
- "no-plain-text"
restConnector: ~

4.3.4. HTTP $SiENLE]

Data Grid Server {68 REST tmm AT HTTP 45 ENE ¢

SR ENL Description Security realm J&

BASIC WS ARBREREIE,  BMEH LDAP = W RIF BA HTTP &5
1B RZ QB A % FAEAR, FHELTF
#09 BASIC 5{35%51E, PLAIN SASL #l#l,
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SR

Description Security realm 3!

8B 4 =t uEHLH

P SRS

BE

SPNEGO

BEARER_TOKEN

CLIENT_CERT

ERRFEEEMIEce
. REST E#ESR%H
SHA-512, SHA-256
M MD5 MR HEE,

£ Kerberos ZHEHE Kerberos realms

E— Kerberos 1524
. WITEREE R
hoxt B kerberos fRSS
BEMD. ERZHER
F, ELERE—D
Idap-realm LUR A
B 7 AR S B

A OAuth ShH B E She
E token-realm it &,

EAE P imiEH, EERFEE

B LDAP 18

%t R F Digest HTTP 4
AR, BRET
DIGEST-* SASL #ll,

%I F Negotiate HTTP
BINIEAR, FHEUTF
GSSAPI #1 GS2-
KRB5 SASL #lil,

%t F Bearer HTTP &
RIIER SR, FHELTF
OAUTHBEARER
SASL #1l,

5 EXTERNAL SASL #l,
I ES
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558 R

Security realms ¥ Data Grid Server 88Z 5424114 M AU BRBIEAIE R BIMZE U FI B ZRID &R A, FFISUEF
&7,

5.1. B2 2 215

L 2igARINE Data Grid RS 2RECE, LUIEHINEREN N, B UERERRIN—1NHENLLE,
EERERRMEZLENT, Data Grid RSS2 B 50N Hot Rod 1 REST i 2 /2 FACECRY &
1RIIEE,

FoRFMH

o IRIZEEETE Data Grid Server BB R RINEEFHE,

o DIEBIAFMEE PEM X4, LUEA TLS/SSL MBERELR 21,
R P AR 55 25 th o LATE J5 shi 4 R BB EA 126

o R EH I E IR HIRIRS
flgn, mmRAMEREE, WEZEES OAuth BRS.

WREET T ARES MBS, FiReel, SRECRRMAIANEMEXHHERSRTEOCL)
DENR. ERAAS GEeS, MTAE:

user create <username> -p <changemes -g <role> \
--users-file=application-users.properties \
--groups-file=application-groups.properties

user create <username> -p <changemes -g <role> \
--users-file=smanagement-users.properties \
--groups-file=management-groups.properties
7
MBRBIFIE LSS, 1517 user create --help,

A CLIHEUERINE properties realm F1, REETERIERMARSS 2306 LOIBRA -, &
WF L properties B EIER L BIEEBEFHENT =,

1. $TFF Data Grid Server EE&B i 1T4m%E,
2. FHRLEESM security -realms THRESLEL ML LEHE,
3. INEA security-realm TTHRHU L LI, FHHTIEEEHE name BRI — R,

BEFEIZRA, 1EGE—1%2 N application-realm & 21, LK% S —14%5 management-
realm &L £13 :
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4. 124t Data Grid Server B TLS/SSL, aIiRIBRREERERSS S HA| TR HEERHEE.

5. BRI T TR FERIEEREERE !

® properties-realm
e |dap-realm
e token-realm

e truststore-realm

6. REBRIEELERENREEREUNEML.,

EIRIZRBI, 15# A user-properties #I group-properties JTTHR K F X LM path BiEfs @it

CLI fl/E2#] *.properties 3T,

7. MREEREPRINZHARRENEL LS, 1583E distributed-realm TR FE%, LUE Data

Grid RS 28809 realm 5/ ILEES

8. ECi& Data Grid Server i, &L L5 security-realm EHEEEEA.

9. REXENEEREL,
Z B

XML

<server xmIns="urn:infinispan:server:14.0">

<security>
<security-realms>

<security-realm name="application-realm">
<properties-realm groups-attribute="Roles">
<user-properties path="application-users.properties"/>
<group-properties path="application-groups.properties"/>

</properties-realm>
</security-realm>

<security-realm name="management-realm">
<properties-realm groups-attribute="Roles">
<user-properties path="management-users.properties"/>
<group-properties path="management-groups.properties"/>

</properties-realm>
</security-realm>
</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "management-realm"”,
"properties-realm": {
"groups-attribute": "Roles",
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"user-properties”: {
"digest-realm-name™: "management-realm",
"path": "management-users.properties”

|3

"group-properties": {
"path": "management-groups.properties”

1A
"name": "application-realm",
"properties-realm": {
"groups-attribute™: "Roles",
"user-properties”: {
"digest-realm-name": "application-realm",
"path": "application-users.properties"
3
"group-properties": {
"path": "application-groups.properties"

YAML

server:
security:
securityRealms:
- name: "management-realm"”
propertiesRealm:
groupsAttribute: "Roles"
userProperties:
digestRealmName: "management-realm"
path: "management-users.properties”
groupProperties:
path: "management-groups.properties”
- name: "application-realm"”
propertiesRealm:
groupsAttribute: "Roles"
userProperties:
digestRealmName: "application-realm"
path: "application-users.properties”
groupProperties:
path: "application-groups.properties”

5.2. % i& KERBEROS &%

1£ Data Grid Server BBE AR 215 A 71N Kerberos 17,
B Kerberos Bf%) B keytab X1,

FRFH
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B Kerberos BRS51K F E4F,

keytab X RILLE & A ARSI E4&, (B2, Data Grid RSB RAFEAIRS MK E
X, XREBCAUARFHRESPH TR RS Kerberos RSS2 1T B2 I1IE,

ERZEIERT, BN Hot Rod #1 REST imm G| 2BME—BI (K, a0, sNRETE "INFINISPAN.ORG"
A" "datagrid"iR %5 2%, NI BB TFARSS E4& ¢

it

6.

7.

HotRod/datagrid@INFINISPAN.ORG #7i- Hot Rod AR%5.

HTTP/datagrid @INFINISPAN.ORG #7i REST FR%5.

77 Hot Rod #1 REST AR5 6|2 keytab X {4,

Linux

ktutil

ktutil: addent -password -p datagrid@INFINISPAN.ORG -k 1 -e aes256-cts
Password for datagrid@INFINISPAN.ORG: [enter your password]

ktutil: wkt http.keytab

ktutil: quit

Microsoft Windows

ktpass -princ HTTP/datagrid@INFINISPAN.ORG -pass * -mapuser
INFINISPAN\USER_NAME
ktab -k http.keytab -a HTTP/datagrid@INFINISPAN.ORG

1 keytab XS HIF| Data Grid Server ZZEH server/conf B H,
fTFF Data Grid Server BB/ T4

£ Data Grid BR5588 R HRMIRFZIJEHTE Lo

¥EE M Hot Rod # REST ##251R AR 55 A RY keytab XHHIMLE,
¥ Kerberos BRZ5 XK fr %)y Kerberos,

RN ERECEBIE N,

Kerberos &3 EcE

XML

<server xmins="urn:infinispan:server:14.0">
<security>
<security-realms>

<security-realm name="kerberos-realm">

<server-identities>
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<I-- Specifies a keytab file that provides a Kerberos identity. -->
<I-- Names the Kerberos service principal for the Hot Rod endpoint. -->
<I-- The required="true" attribute specifies that the keytab file must be present when the server
starts. -->
<kerberos keytab-path="hotrod.keytab"
principal="hotrod/datagrid@INFINISPAN.ORG"
required="true"/>
<!I-- Specifies a keytab file and names the Kerberos service principal for the REST endpoint. -->
<kerberos keytab-path="http.keytab"
principal="HTTP/localhost@INFINISPAN.ORG"
required="true"/>
</server-identities>
</security-realm>
</security-realms>
</security>
<endpoints>
<endpoint socket-binding="default"
security-realm="kerberos-realm">
<hotrod-connector>
<authentication>
<sasl server-name="datagrid"
server-principal="hotrod/datagrid@INFINISPAN.ORG"/>
</authentication>
</hotrod-connector>
<rest-connector>
<authentication server-principal="HTTP/localhost@INFINISPAN.ORG"/>
</rest-connector>
</endpoint>
</endpoints>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "kerberos-realm”,
"server-identities": [{
"kerberos": {
"principal”: "hotrod/datagrid@INFINISPAN.ORG",
"keytab-path": "hotrod.keytab",
"required": true
3
"kerberos": {
"principal": "HTTP/localhost@INFINISPAN.ORG",
"keytab-path": "http.keytab",
"required”: true

]
2
"endpoints": {
"endpoint": {
"socket-binding": "default",
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"security-realm": "kerberos-realm",
"hotrod-connector": {
"authentication": {
"security-realm": "kerberos-realm",
"sasl": {
"server-name": "datagrid”,
"server-principal": "hotrod/datagrid@INFINISPAN.ORG"

}
}
}

"rest-connector": {
"authentication": {
"server-principal”: "HTTP/localhost@INFINISPAN.ORG"

YAML

server:
security:
securityRealms:
- name: "kerberos-realm"
serverldentities:
- kerberos:
principal: "hotrod/datagrid@INFINISPAN.ORG"
keytabPath: "hotrod.keytab"
required: "true"
- kerberos:
principal: "HTTP/localhost@INFINISPAN.ORG"
keytabPath: "http.keytab"
required: "true"
endpoints:
endpoint:
socketBinding: "default”
securityRealm: "kerberos-realm"
hotrodConnector:
authentication:
sasl:
serverName: "datagrid”
serverPrincipal: "hotrod/datagrid@INFINISPAN.ORG"
restConnector:
authentication:
securityRealm: "kerberos-realm"
serverPrincipal” : "HTTP/localhost@INFINISPAN.ORG"

5.3. B
B SR E M E AP,
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e users.properties @& Data Grid &8, BRI LAEA DIGEST-MD5 #1 DIGEST 55 il 4!
TSR,

e groups.properties 1% ' 5 & GBI RME X E,

& A LUFE A Data Grid CLI W XFMIAEMHR SRR 5 BB XN BB KIE
(A&, f&eI LA $TF infinispan.xml X3 S E] <security -realm name> Btk &K
Data Grid Server MIEMARZ LA, HEFBEMSTHM— Data Grid Server EHIE 5
— Data Grid Server i}, 15f{RZ2IHAMTE B inin s ER S5 %IENLE,

users.properties

myuser=a_password
user2=another_password

groups.properties

myuser=supervisor,reader,writer
user2=supervisor

EitisRcE
XML

<server xmIns="urn:infinispan:server:14.0">
<security>
<security-realms>
<security-realm name="default">
<!I-- groups-attribute configures the "groups.properties” file to contain security authorization roles.

<properties-realm groups-attribute="Roles">
<user-properties path="users.properties"
relative-to="infinispan.server.config.path"
plain-text="true"/>
<group-properties path="groups.properties"
relative-to="infinispan.server.config.path"/>
</properties-realm>
</security-realm>
</security-realms>
</security>
</server>

JSON

{

"server": {

"security": {
"security-realms": [{
"name": "default”,

"properties-realm": {
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"groups-attribute": "Roles",
"user-properties”: {
"digest-realm-name": "default”,
"path": "users.properties”,
"relative-to": "infinispan.server.config.path”,
"plain-text": true
}
"group-properties": {
"path": "groups.properties”,
"relative-to": "infinispan.server.config.path”

YAML

server:
security:
securityRealms:
- name: "default"
propertiesRealm:

# groupsAttribute configures the "groups.properties” file

# to contain security authorization roles.

groupsAttribute: "Roles"

userProperties:
digestRealmName: "default"
path: "users.properties”
relative-to: 'infinispan.server.config.path’
plainText: "true"

groupProperties:
path: "groups.properties”
relative-to: 'infinispan.server.config.path’

5.4. LDAP 15

LDAP % # % LDAP fR552% (40 OpenLDAP. Red Hat Directory Server, Apache Directory Server 5%
Microsoft Active Directory) LASSUEF P B9 FAREXRR 51 BT A& 15 B

LDAP [R5 &%=AUBRENZERRE, EFRIURTIRFSHFMMBERE, HXLEHT X
SMHBEE, RHT B XA TR ECE RS A,

H -
LDAP i F R /MEH R EMRF BEIIT LDAP ZiRMI HHF EE M.

£ {FE A direct-verification BIEXIEE P BB RERE, Bl UIEE— LDAP BRI IEHIEH
user-password-mapper 3.
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SR BEME A EERIEEE TR R 50 RIS,

BT Active Directory & B AT B9 B, FRLARBEEM direct-verification B, A
7= user-password-mapper T3k, Fit, EA0E BASIC H455UENE] S REST i mig
EefEF, PLAIN 5 Hot Rod i si 5 Active Directory [RS5 2335, BEANREMNERARE
£ Kerberos, ©1F SPNEGO. GSSAPI #1 GS2-KRB5 &35 iEHL 4,

rdn-identifier BMI5E LDAP B, SRBREMNINAFEREB%E, BEEERA/E ; M, uid
=% sAMAccountName B, |9 search-recursive="true" JiNEEEH, LUF)TERE T, BIAER
T, #FEAFZBEEA (rdn_identifier={0}) 137823, £ filter-name B 15 ER BT IESS.

The "attribute-mapping™ element retrieves all the groups of which the user is a member. There are
typically two ways in which membership information is stored:

e 1 member BEFEBEEEF L groupOfNames FIHZEB T, EXFERT, EeTLUFEHLH

BB ESR, e g RS REN T ESRTENEE, L EssEl a5 A DN
%K member BHEMH, RE, SJIERFRIAEZEMCN (M EBE), FHERMNEAAH
Roles 4,

£ memberOf BMEHRHIEFZEBEH, EXMERT, BRZERBMSIA, 0T :
<attribute-reference reference="memberOf" from="cn" to="Roles" />

L3I AMEFREBRENFTAE memberOf BiE, &2IR M IZEXCN, FFEeilRmMEE 8
Roles #,

LDAP Eifidi&

XML

54

<server xmins="urn:infinispan:server:14.0">
<security>
<security-realms>
<security-realm name="ldap-realm">

<!I-- Specifies connection properties. -->
<ldap-realm url="ldap://my-ldap-server:10389"
principal="uid=admin,ou=People,dc=infinispan,dc=org"
credential="strongPassword"
connection-timeout="3000"
read-timeout="30000"
connection-pooling="true"
referral-mode="ignore"
page-size="30"
direct-verification="true">
<!I-- Defines how principals are mapped to LDAP entries. -->
<identity-mapping rdn-identifier="uid"
search-dn="ou=People,dc=infinispan,dc=org"
search-recursive="false">
<!I-- Retrieves all the groups of which the user is a member. -->
<attribute-mapping>
<attribute from="cn" to="Roles"
filter="(&amp;(objectClass=groupOfNames)(member={1}))"
filter-dn="ou=Roles,dc=infinispan,dc=o0rg"/>
</attribute-mapping>



</identity-mapping>
</ldap-realm>
</security-realm>
</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "ldap-realm",
"ldap-realm": {
"url": "ldap://my-ldap-server:10389",
"principal": "uid=admin,ou=People,dc=infinispan,dc=org",
"credential": "strongPassword",
"connection-timeout": "3000",
"read-timeout": "30000",
"connection-pooling": "true",
"referral-mode": "ignore",
"page-size": "30",
"direct-verification": "true",
"identity-mapping": {
"rdn-identifier": "uid",
"search-dn": "ou=People,dc=infinispan,dc=org",
"search-recursive": "false",
"attribute-mapping": [{
"from": "cn",
"to": "Roles",
"filter": "(&(objectClass=groupOfNames)(member={1}))",
"filter-dn": "ou=Roles,dc=infinispan,dc=org"

YAML

server:
security:
securityRealms:
- name: ldap-realm
ldapRealm:
url: 'ldap://my-ldap-server:10389'
principal: 'uid=admin,ou=People,dc=infinispan,dc=org'
credential: strongPassword
connectionTimeout: '3000'
readTimeout: '30000'
connectionPooling: true
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referralMode: ignore
pageSize: '30'
directVerification: true
identityMapping:
rdnldentifier: uid
searchDn: 'ou=People,dc=infinispan,dc=org'
searchRecursive: false
attributeMapping:

- filter: '(&(objectClass=groupOfNames)(member={1}))'
filterDn: 'ou=Roles,dc=infinispan,dc=org'
from: cn
to: Roles

5.4.1. LDAP B X A EHRE

SASL $5iEHLE (40 GSSAPI. GS2-KRB5 #1 Negotiate ) SiEFE FHE A&, AETRERAEX
3% LDAP B3%,

XML

<server xmIns="urn:infinispan:server:14.0">
<security>
<security-realms>
<security-realm name="ldap-realm">
<ldap-realm url="ldap://${org.infinispan.test.host.address}:10389"
principal="uid=admin,ou=People,dc=infinispan,dc=org"
credential="strongPassword">
<name-rewriter>
<!I-- Defines a rewriter that extracts the username from the principal using a regular
expression. -->
<regex-principal-transformer name="domain-remover"
pattern="(.*)@INFINISPAN\.ORG"
replacement="$1"/>
</name-rewriter>
<identity-mapping rdn-identifier="uid"
search-dn="ou=People,dc=infinispan,dc=org">
<attribute-mapping>
<attribute from="cn" to="Roles"
filter="(&amp;(objectClass=groupOfNames)(member={1}))’
filter-dn="ou=Roles,dc=infinispan,dc=o0rg"/>
</attribute-mapping>
<user-password-mapper from="userPassword"/>
</identity-mapping>
</Ndap-realm>
</security-realm>
</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
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"security-realms": [{
"name": "ldap-realm",
"ldap-realm": {

"principal": "uid=admin,ou=People,dc=infinispan,dc=org",
"url": "ldap://${org.infinispan.test.host.address}:10389",
"credential": "strongPassword",
"name-rewriter": {
"regex-principal-transformer": {
"pattern": "(.*)@INFINISPAN\.ORG",
"replacement"; "$1"
}
b
"identity-mapping": {
"rdn-identifier": "uid",
"search-dn": "ou=People,dc=infinispan,dc=org",
"attribute-mapping": {
"attribute™: {
"filter": "(&(objectClass=groupOfNames)(member={1}))",
"filter-dn": "ou=Roles,dc=infinispan,dc=org",
"from": "cn",
"to": "Roles”
}
b
"user-password-mapper": {
"from": "userPassword"

YAML

server:
security:
securityRealms:
- name: "ldap-realm"
ldapRealm:

principal: "uid=admin,ou=People,dc=infinispan,dc=org"
url: "ldap://${org.infinispan.test.host.address}:10389"
credential: "strongPassword"
nameRewriter:
regexPrincipalTransformer:
pattern: (.*)@INFINISPAN\.ORG
replacement: "$1"
identityMapping:
rdnldentifier: "uid"
searchDn: "ou=People,dc=infinispan,dc=org"
attributeMapping:
attribute:

filter: "(&(objectClass=groupOfNames)(member={1}))"
filterDn: "ou=Roles,dc=infinispan,dc=org"
from: "cn"
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to: "Roles"
userPasswordMapper:
from: "userPassword"

5.5. 4 R8s

ShEEFE A ARG KR IE S FFTEFRA RFC-7662 (OAuth2 Token Introspection)BiR T2, I
Red Hat SSO.,

THERCE
XML

<server xmIns="urn:infinispan:server:14.0">
<security>
<security-realms>
<security-realm name="token-realm">
<!I-- Specifies the URL of the authentication server. -->
<token-realm name="token"
auth-server-url="https://oauth-server/auth/">
<!I-- Specifies the URL of the token introspection endpoint. -->
<oauth2-introspection introspection-url="https://oauth-
server/auth/realms/infinispan/protocol/openid-connect/token/introspect”
client-id="infinispan-server"
client-secret="1fdcadec-c416-47e0-867a-3d471af7050f"/>
</token-realm>
</security-realm>
</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "token-realm"”,
"token-realm": {
"auth-server-url": "https://oauth-server/auth/",
"oauth2-introspection™: {
"client-id": "infinispan-server",
"client-secret": "1fdcadec-c416-47e0-867a-3d471af7050f",

"introspection-url": "https://oauth-server/auth/realms/infinispan/protocol/openid-
connect/token/introspect”

YAML
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server:
security:
securityRealms:
- name: token-realm
tokenRealm:
authServerUrl: 'https://oauth-server/auth/
oauth2Introspection:
clientld: infinispan-server
clientSecret: '1fdcadec-c416-47e0-867a-3d471af7050f'
introspectionUrl: 'https://oauth-server/auth/realms/infinispan/protocol/openid-
connect/token/introspect’

5.6. (S1EFMEE
EEFEEEBERIEPSIE P, BIFSUERMESIRS SRINE - HED.

B

B &A% FiRiRM Data Grid Server SAMIARS SBIFH, MNMREFARSHIEPEBERAFN, Data
Grid BRSS 2@ TV FRAE SSL/TLS Wil i &3 T i3,

BRI

YEE I ImRMY Data Grid Server W& Fimit HeEHEE. B inEEFER LN, FHAFRE
M8 AR 55 2R AT & URIE T H RS,

B Pk Bk

INRIEFHE Data Grid Server RIGIEHIGUER FimiE 5, 0 require-ssi-client-auth="true" B %
IR R E B,

fEERFHERE
XML

<server xmins="urn:infinispan:server:14.0">
<security>
<security-realms>
<security-realm name="trust-store-realm">
<server-identities>
<ssl>
<!I-- Provides an SSL/TLS identity with a keystore that contains server certificates. -->
<keystore path="server.p12"
relative-to="infinispan.server.config.path"
keystore-password="secret"
alias="server"/>
<!I-- Configures a trust store that contains client certificates or part of a certificate chain. -->
<truststore path="trust.p12"
relative-to="infinispan.server.config.path"
password="secret"/>
</ssl>
</server-identities>
<I-- Authenticates client certificates against the trust store. If you configure this, the trust store
must contain the public certificates for all clients. -->
<truststore-realm/>
</security-realm>
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</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "trust-store-realm”,
"server-identities": {
"ssl": {
"keystore": {
"path": "server.p12",
"relative-to": "infinispan.server.config.path”,
"keystore-password": "secret"”,
"alias": "server"
b
"truststore”: {
"path™: "trust.p12",
"relative-to": "infinispan.server.config.path”,
"password": "secret"

}

}

}

"truststore-realm": {}

1]
}
}
}

YAML

server:
security:
securityRealms:
- name: "trust-store-realm"”
serverldentities:
ssl:
keystore:
path: "server.p12"
relative-to: "infinispan.server.config.path"
keystore-password: "secret"
alias: "server"
truststore:
path: "trust.p12"
relative-to: "infinispan.server.config.path"
password: "secret"
truststoreRealm: ~

57. 0t L2
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DHERBHE T ENTERBENEL LS, YA Zi15H] Hot Rod 2 REST if i}, Data Grid Server &
TRERENLZEE, BEFEHETUNITESR IR A,

AHAEEE
XML

<server xmins="urn:infinispan:server:14.0">
<security>
<security-realms>
<security-realm name="distributed-realm">
<ldap-realm url="ldap://my-ldap-server:10389"
principal="uid=admin,ou=People,dc=infinispan,dc=org"
credential="strongPassword">
<identity-mapping rdn-identifier="uid"
search-dn="ou=People,dc=infinispan,dc=org"
search-recursive="false">
<attribute-mapping>
<attribute from="cn" to="Roles"
filter="(&amp;(objectClass=groupOfNames)(member={1}))"
filter-dn="ou=Roles,dc=infinispan,dc=o0rg"/>
</attribute-mapping>
</identity-mapping>
</Ndap-realm>
<properties-realm groups-attribute="Roles">
<user-properties path="users.properties"
relative-to="infinispan.server.config.path"/>
<group-properties path="groups.properties"
relative-to="infinispan.server.config.path"/>
</properties-realm>
<distributed-realm/>
</security-realm>
</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "distributed-realm”,
"ldap-realm": {
"principal": "uid=admin,ou=People,dc=infinispan,dc=org",
"url": "ldap://my-ldap-server:10389",
"credential": "strongPassword",
"identity-mapping": {
"rdn-identifier": "uid",
"search-dn": "ou=People,dc=infinispan,dc=org",
"search-recursive": false,
"attribute-mapping": {
"attribute™: {
"filter": "(&(objectClass=groupOfNames)(member={1}))",
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"filter-dn": "ou=Roles,dc=infinispan,dc=org",
llfromll : "Cn",
"to": "Roles"

}
}
2
"properties-realm": {
"groups-attribute™: "Roles",
"user-properties”: {
"digest-realm-name": "distributed-realm”,
"path": "users.properties”
I3
"group-properties": {
"path": "groups.properties”
}
2
"distributed-realm": {}
1]
}
}
}

YAML

server:
security:
securityRealms:
- name: "distributed-realm"
ldapRealm:
principal: "uid=admin,ou=People,dc=infinispan,dc=org"
url: "ldap://my-ldap-server:10389"
credential: "strongPassword"
identityMapping:
rdnldentifier: "uid"
searchDn: "ou=People,dc=infinispan,dc=org"
searchRecursive: "false"
attributeMapping:
attribute:
filter: "(&(objectClass=groupOfNames)(member={1}))"
filterDn: "ou=Roles,dc=infinispan,dc=org"
from: "cn"
to: "Roles”
propertiesRealm:
groupsAttribute: "Roles"
userProperties:
digestRealmName: "distributed-realm"
path: "users.properties”
groupProperties:
path: "groups.properties”
distributedRealm: ~
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%5 6= Adi@d TLS/SSL &

%56 = BtE TLS/SSL IN&
AT L\ AR B & & Data Grid BIASIRA AN B IR P RIE MG IR S R F B RN, MEEE
mutual TLS, EARILIERE R F iRt &5k,
6.1. fidi& DATA GRID SERVER Z4HE1E

2 AE6ERINEI Data Grid Server, FFECHEE NIRM SSL/TLS IEH, LUNEBMIIEAE ik, 0
REL2EH3E TLS/SSL 8§17, ©RMBFEERZEZL2EH Data Grid Server it s B9E

FREZFH
o f|E &% Data Grid Server IFFH S iEF I BRI 1F6E

BIBMIB RS B LU T BEIAEMBR « UKS, JCEKS. PKCSI12/PFX #1 PEM, #1R7F7E Bouncy Castle
J#, 4% # BKS. BCFKS #1 UBER.

EE
H TP, RS SIEBRIZBEEIE BT M (R) = Intermediate CA %4,
N
MEE( RN SR THE, ETLERA PEM STH-E BmEHE -
o PKCS#1 8 PKCS#8 # = FAFH,
o MHEMED,

TR ROZ R A Z2 B i (RS ="")EC B PEM X4 B HHTFE,

it =

1. $TFF Data Grid Server B2 B # 1T 4w%E,

2. f¥&7% Data Grid Server By SSL/TLS &38%AFE M A 11E] $RHDG_HOME/server/conf Bk
.

3. 7£ Data Grid IR552% ZEHRMRSHFFHE Lo

4. {£/ path BHEEEBAFHEXHE.

5. NBPIFHEBEIILE TS REBHAFERG 10 58 Bt
6. REXIENEEREL,

=pa
FREEEEEER I, UEMITAILUEIERT Data Grid ARS523#9 SSL/TLS 512,

BYFHRE

XML

I <server xmins="urn:infinispan:server:14.0">
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<security>
<security-realms>
<security-realm name="default">
<server-identities>
<ssl>
<I-- Adds a keystore that contains server certificates that provide SSL/TLS identities to clients.

<keystore path="server.p12"
relative-to="infinispan.server.config.path"
password="secret"
alias="my-server"/>
</ssl>
</server-identities>
</security-realm>
</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "default",
"server-identities": {
"ssl": {
"keystore": {
"alias": "my-server",
"path": "server.p12",
"password": "secret"

YAML

server:
security:
securityRealms:
- name: "default"
serverldentities:
ssl:
keystore:
alias: "my-server"
path: "server.p12"
password: "secret"
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o [id& Hot Rod B ImiNER

6.1.1. £ 5% Data Grid Server i fE
Bc® Data Grid Server, {EEEF IR B4R ZEHER,

BE
B4R HEE -
o FNFELEIMEHER,
o TEFREMER ; BN, MEBEFImIKENE — MR,

o TEMMALIE Hot Rod & i A RYIEF,

it =

1. $TFF Data Grid Server B2 B #H 1T 4w4E,

2. ERSSERECER, S5 keystore 7TtRH generate-self-signed-certificate-host [ 1%,
3. MRS J/IEHHENBIEENE,
4. REMNEHNERENER,

4 RN E I ERCE

XML

<server xmIns="urn:infinispan:server:14.0">
<security>
<security-realms>
<security-realm name="generated-keystore">
<server-identities>
<ssl>

<I-- Generates a keystore that includes a self-signed certificate with the specified hostname. --

<keystore path="server.p12"
relative-to="infinispan.server.config.path"
password="secret"
alias="server"
generate-self-signed-certificate-host="localhost"/>
</ssl>
</server-identities>
</security-realm>
</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
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"security-realms": [{
"name": "generated-keystore",
"server-identities": {
"ssl": {
"keystore": {

"alias": "server",
"generate-self-signed-certificate-host": "localhost",
"path": "server.p12",
"password": "secret"

YAML

server:
security:
securityRealms:
- name: "generated-keystore"
serverldentities:
ssl:
keystore:
alias: "server"
generateSelfSignedCertificateHost: "localhost”
path: "server.p12"
password: "secret"

6.1.2. B & TLS iRAFEZELEM

LA SSL/TLS MERRRIFERERT, EE LT Data Grid IRSS 2RECE HEREEM TLS thil iR A< LR B
WS ERLES,

ik =
1. $TFF Data Grid Server EE& i 1T4m%E,
2. ¥4 engine JTRAMNZE Data Grid Server B SSL BRi &,

3. J¥ Data Grid E2i& J4{# 1 24 enabled-protocols B — 1% TLS R4,
Data Grid Server BRIAZHF TLS MxA< 1.2 #11.3, WIRIEMKE T TLSv1.3, RN T RHIE Fink
TEENE LY, BUBEMEAEIEH TLSv1, EANE2XFHEMRMIATHYL, FiRHEnkse
M, BRAZAREAEMEL 11188 TLS ARAS,
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g

H
[=]

HISAAEE Data Grid Server # SSL 31 B, NI/ enabled-

protocols [E 4 T ECE TLS hkA, &8 enabled-protocols B i E
TLS R,

I <engine enabled-protocols="TLSv1.3 TLSv1.2" />

4. ¥ Data Grid ECi& & F enabled-ciphersuites B+ (BT TLSv1.2 RELF) LK% enabled-
ciphersuites-tis13 @t (FF TLSV1.3) HMI—AN=HZS D INBEEM,
IR EB IR IX B R XIE AR ER P ThREM B IS E 4, 5190 HTTP/2 ALPN,

5. RN EHECEBIE N,
SSL 5I1E&E

XML

<server xmIns="urn:infinispan:server:14.0">
<security>
<security-realms>
<security-realm name="default">
<server-identities>
<ssl>
<keystore path="server.p12"
relative-to="infinispan.server.config.path"
password="secret"
alias="server"/>
<!I-- Configures Data Grid Server to use specific TLS versions and cipher suites. -->
<engine enabled-protocols="TLSv1.3 TLSv1.2"
enabled-ciphersuites="TLS_AES_256_GCM_SHA384,TLS_AES 128 _GCM_SHA256"
enabled-ciphersuites-tls13="TLS_AES_256_GCM_SHA384"/>
</ssl>
</server-identities>
</security-realm>
</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {

"security-realms": [{

"name": "default",
"server-identities": {

"ssl": {
"keystore": {

"alias": "server",
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"path": "server.p12",
"password": "secret"
b
"engine": {
"enabled-protocols": ["TLSv1.3"],
"enabled-ciphersuites": "TLS_AES_256_GCM_SHA384,TLS_AES_128 GCM_SHA256",
"enabled-ciphersuites-tls13": "TLS_AES 256_GCM_SHA384"

YAML

server:
security:
securityRealms:
- name: "default"
serverldentities:
ssl:
keystore:
alias: "server"
path: "server.p12"
password: "secret"
engine:
enabledProtocols:
- "TLSv1.3"
enabledCiphersuites: "TLS_AES 256_GCM_SHA384,TLS AES 128 GCM_SHA256"
enabledCiphersuitesTls13: "TLS_AES_256_GCM_SHA384"

6.2. TEE FIPS 140-2 %A INBH RS L& DATA GRID SERVER

FIPS (Federal Information Zb3246) @EE IR ITEN REBIEMIER. 2R FIPS HEEKFBEAFF
REA, BREEFER1HEFER 7L E,

FIPS140-2 B L. T INBERMZLEXR, Bl MEREM JDK ZEMEN T Data Grid fRSSERECE N 1E
FH&1E FIPS 140-2 #SERIMN AR 2564,

Hb iR
e Java PKCS#N BN

® Bouncy Castle NN FEHY Legion

6.2.1. it & PKCS1 M0 78

& LU#E A SunPKCS11-NSS-FIPS 11-NSS-FIPS provider 1§ PKCS1 B % KA B PKCS1 B K
[

FRFH
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o HFIPS ERAERBEMRY., EALLUEBLTE Data Grid 51T @ (CLI)H % H fips-mode-setup -
-check S HERMEMLHNREREHAT FIPS R,

o (FfH certutil TEMBILRGER NSS $IEZE,

o (FMEENE A SunPKCS11 RHEFEFEH java.security X%k UDK, IHIRMIZFIER NSS £
PEIEF SSL =RERRF.

o 7ENSS BIEEHREILTS,

OpenSSL N EHRE—NH, (BIETTEM PKCS#N FiEf03RFAEH, FIPS BEIEM FIPS
FRAENMBER A S HERNFFRH, FHIE FIPS ERXPEEFER OpenSSL N, &7
LU# A -Dorg.infinispan.openssi=false 7= 5/ 22 OpenSSL #t1/ i,

it

1. $TF Data Grid Server ERi& #1748
2. 1£ Data Grid fR5588 LI RMNRS 2REM4E Lo
3. f81F SunPKCS11-NSS-FIPS £t/ & PKCST BHfE K,
4. FENEHEERNER,
BHEHRE

XML

<server xmIns="urn:infinispan:server:14.0">
<security>
<security-realms>
<security-realm name="default">
<server-identities>
<ssl>
<!-- Adds a keystore that reads certificates from the NSS database. -->
<keystore provider="SunPKCS11-NSS-FIPS" type="PKCS11"/>
</ssl>
</server-identities>
</security-realm>
</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "default”,
"server-identities": {
"ssl": {
"keystore": {
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"provider": "SunPKCS11-NSS-FIPS",
"type": "PKCS11"

YAML

server:
security:
securityRealms:
- name: "default"
serverldentities:
ssl:
keystore:
provider: "SunPKCS11-NSS-FIPS"
type: "PKCS11"

6.2.2. Bt i& Bouncy Castle FIPS N HLN

& A LAFE Data Grid fR %523 B2 B & Bouncy Castle FIPS (Federal Information Processing Standards)
PN,

FRFH

o N FIPS EREBRBEMRY, EAILUETTE Data Grid S 1TRE(CLIH % H fips-mode-setup -
-check S HERMEMBHNREREHAT FIPS R,

o LI BCFKS XIS EIEPHEHEME,

1. F# Bouncy Castle FIPS JAR XX, FRXHRINEIEIEMEIRS 2R ER server/lib B<H,
2. BER% Bouncy Castle, HAH &% 4 :

I [disconnected]> install org.bouncycastle:bc-fips:1.0.2.3

3. $T7F Data Grid Server B2 & i 174w%H
4. 7f Data Grid lR558 T2 HRIMRS BEHTE Lo
5. {#F BCFIPS 1R #}t# 15 E BCFKS B FE,
6. RIEFAIEHIECERIE L,
BHEHRE

XML
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<server xmIns="urn:infinispan:server:14.0">
<security>
<security-realms>
<security-realm name="default">
<server-identities>
<ssl>
<I-- Adds a keystore that reads certificates from the BCFKS keystore. -->
<keystore path="server.bcfks" password="secret" alias="server" provider="BCFIPS"
type="BCFKS"/>
</ssl>
</server-identities>
</security-realm>
</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "default",
"server-identities": {
"ssl": {
"keystore": {
"path": "server.bctks",
"password": "secret",
"alias": "server",
"provider": "BCFIPS",
"type": "BCFKS"

YAML

server:
security:
securityRealms:
- name: "default"
serverldentities:
ssl:
keystore:
path: "server.bcfks"
password: "secret"
alias: "server"
provider: "BCFIPS"
type: "BCFKS"
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6.3. BB & ' imik P 125k
BC& Data Grid ARS5 22 LAFE A mutual TLS BRI R P ik iEE,
IRET LR A A RERE Data Grid, UM ARIIEEEIF PR HSH -

o FEENEEFRIETHETEM, BERIEDILZNME(CA), T CAZRZIIETMET AR iR
R AT LU% B Data Grid,

o FEAEXRZILPANMER A IRIETHNETEN. REGEEEEEMBPERNIETHNEIHY
BEIE1EE| Data Grids,

R

A, BERBEREEW, EUUGERHERGIER,

SR M
o QIEEE CAILPHHMAEAHKILANE M IHEEEFE,
e }y Data Grid Server QI B{AFEEHECE SSL/TLS 815,

PEM X# A BEEGE -1 HE MEBHEREFH, IEEEFHENEE HERZERD

password="",

Pt =

1. $T7F Data Grid Server BC& #4745k,

2. ¥ require-ssl-client-auth="true" SH R INEIEM s BEEES,

3. BEFIREEEMERINE $RHDG_HOME/server/conf Bk,

4. 7E Data Grid Server security realm ECiE 157 truststore o3k HIEEE MFY Bt

5. WMREHE Data Grid Server FiEEN Bk, 15 <truststore-realm /> TTRIHMEILZE
A,

6. RIEXIEMIECE R E S,

B R
o MBMEARLABIINEILESIN, E1E Data Grid Server & R E AR iRiE H X BRI,
o [FEIRELE NS5 Data Grid Server 71 SSL/TLS i##,

&Pk BiS A iE

XML

<server xmins="urn:infinispan:server:14.0">
<security>
<security-realms>
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<security-realm name="trust-store-realm">
<server-identities>
<ssl>
<!I-- Provides an SSL/TLS identity with a keystore that
contains server certificates. -->
<keystore path="server.p12"
relative-to="infinispan.server.config.path"
keystore-password="secret"
alias="server"/>
<!I-- Configures a trust store that contains client certificates
or part of a certificate chain. -->
<truststore path="trust.p12"
relative-to="infinispan.server.config.path"
password="secret"/>
</ssl>
</server-identities>
<I-- Authenticates client certificates against the trust store. If you configure this, the trust store
must contain the public certificates for all clients. -->
<truststore-realm/>
</security-realm>
</security-realms>
</security>
<endpoints>
<endpoint socket-binding="default"
security-realm="trust-store-realm"
require-ssl-client-auth="true">
<hotrod-connector>
<authentication>
<sasl mechanisms="EXTERNAL"
server-name="infinispan"
qop="auth"/>
</authentication>
</hotrod-connector>
<rest-connector>
<authentication mechanisms="CLIENT_ CERT"/>
</rest-connector>
</endpoint>
</endpoints>
</server>

JSON

{

"server": {
"security": {
"security-realms": [{
"name": "trust-store-realm”,
"server-identities": {
"ssl": {
"keystore": {

"path": "server.p12",
"relative-to": "infinispan.server.config.path”,
"keystore-password": "secret"”,
"alias": "server"
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"truststore”: {
"path™: "trust.p12",
"relative-to": "infinispan.server.config.path”,
"password": "secret"

}
}
b
"truststore-realm": {}
}]
b
"endpoints": [{
"socket-binding": "default",
"security-realm": "trust-store-realm”,
"require-ssl-client-auth™: "true",
"connectors": {
"hotrod": {
"hotrod-connector": {
"authentication™: {
"sasl": {
"mechanisms": "EXTERNAL",
"server-name": "infinispan”,
"qop": "auth”
}
}
3
"rest": {
"rest-connector": {
"authentication": {
"mechanisms": "CLIENT_CERT"

YAML

server:
security:
securityRealms:
- name: "trust-store-realm"
serverldentities:
ssl:
keystore:
path: "server.p12"
relative-to: "infinispan.server.config.path"
keystore-password: "secret"
alias: "server"
truststore:
path: "trust.p12"
relative-to: "infinispan.server.config.path"
password: "secret"
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truststoreRealm: ~
endpoints:
socketBinding: "default"
securityRealm: "trust-store-realm
requireSsIClientAuth: "true"
connectors:
- hotrod:
hotrodConnector:
authentication:
sasl:
mechanisms: "EXTERNAL"
serverName: "infinispan”
qop: "auth"
- rest:
restConnector:
authentication:
mechanisms: "CLIENT_CERT"

Lth BEIR

o fid& Hot Rod & FimNZ

\

o FHHAZRLIULT (Red Hat Enterprise Linux 7 R£355)

6.4. ERAE FimIEBEERI

[EREFRIES S HEILERELEEFET IR ERIEE Data Grid B FIE, XEKREELIHRAE
58 FURIET B E A &R (CN) F KX,

FeREH
o NEFIKIRUEEEAHIEBHILPHEMN—EL GBERLE CAIEPR) B Java BiATEHE,
e [& Data Grid Server IHUTE Fimil+ H 0% 0E,

pri% =
1. $TFF Data Grid Server B2 B # 1T 4w%E,

2. ER£FNEEH /5 FH common-name-role-mapper.
3. WEFIRIEFHEREZIHCN) 2R TEESLUNRMA R,
4. RENEHRERNEN,

B PimiE PRI ECE

XML

<infinispan>
<cache-container name="certificate-authentication" statistics="true">
<security>
<authorization>
<!I-- Declare a role mapper that associates the common name (CN) field in client certificate trust
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stores with authorization roles. -->
<common-name-role-mapper/>
<!I-- In this example, if a client certificate contains "CN=Client1" then clients with matching
certificates get ALL permissions. -->
<role name="Client1" permissions="ALL"/>
</authorization>
</security>
</cache-container>
</infinispan>

JSON

{
"infinispan™: {
"cache-container": {
"name": "certificate-authentication”,
"security": {

"authorization": {
"common-name-role-mapper": null,
"roles": {

"Client1": {
"role": {
"permissions": "ALL"

YAML

infinispan:
cacheContainer:
name: "certificate-authentication”
security:
authorization:
commonNameRoleMapper: ~
roles:
Client1:
role:
permissions:
- "ALL"
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B 7 E T RIAFME P4 DATA GRID SERVER EifF

NEBARSS B EE LK FE H Data Grid RSB IFTHMHTIE, MR ERESXAFERHS, WHME, FellRmm
B ERBHEMED, MARERETE Data Grid Server ECiE X4,

SRR, RRILAERE Data Grid Server IR B B LUMESEIEED LDAP B FRFSEILER,

BF

$RHDG_HOME/server/conf B2 XA BB IL RN, RN ENSCHE RS EF LA A
FUBREY A Ptk P &R BT A B B 4 S AR B,

AREFRBFHEEZBHRTOEFENBERN, SENXEREEEEAVIRINRIE
eI AR bk R R A EL 2R

B2 L PM Data Grid RSS2 EIE, BN 1Z R @A LEE 21T Data Grid Server A
Pk P % B BB U5 R AR,

7.1. FBEIFRHEME
BIlE FI F 0% Data Grid AR %% 217 MM SR M B AT 1.

ERERBVEHEVEE - SMBBEXKNG S, CRBHAEME, BUUEEREE (MEEFEEE
) RiEENE. RE, ERFSZHBFMBIIEN, Data Grid RSS2 MBEHFME AR EIZ 7| R BB,

BHURERE, UBRSIMERERBYEE, FERAFSHE,

c %g: pa -3
4 ENRERELE, HAGEMEN RBERIZTT Data Grid Server #HF2H A F L,

pri% =
1. £ $RHDG_HOME T F— PN,
2. RIBBAEMEHER credentials Se S ME N 8,
B

RINBERT, BMIAFMHRED PKCSI2, 1217 #BISEHR, LURERA XERBEFHERIAERE

AE R

AT RBIER T a0 H B 15" changeme "l & & "dbpassword "5l &2 BB HHF . EOEBHFFE
I, A EE -p SEUEE R T B A B,

Linux

I bin/cli.sh credentials add dbpassword -c changeme -p "secret1234!"

Microsoft Windows

I bin\cli.bat credentials add dbpassword -c changeme -p "secret1234!"
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3. REERESARMBBHAEFM S,

bin/cli.sh credentials Is -p "secret1234!"
dbpassword

4. ¥TF Data Grid Server Be & H1T4w%E,

5. BZ& Data Grid LUMERERBZHEE,

a. £ ZEBE& H750 credential-stores E84

b. IEERRBEFHEMHNBIFHME,

c. ¥EEBRMY, LIS BAX-credential B2 & 1B AFE,
= -

& 7 7€ Data Grid Server B2 P W EIF BARERIMBAXHBIL A, HelLUFEH
AP EHRHRELRIES LS M,

E—NEIEEES, SAUERBBEAEN A — N ERFHNE BN,

6. 1E Data Grid Server FSRIEEAERET (INEHEIRZ LDAP RS58%) MEEH, 5IAEREENARE
,ﬁ’%o

a. 710 credential-reference 343,
b. {F store BMIEEXEBF RGN,
c. f#H alias BMHIEEB M B,
R
credential-reference E2i& B 1% 2 AT 1EHY,
o RBFEASZNBNFEHNTFE Fil,
o NEARBHHFHIESNEBIENFRENA,

FRENENEENER,

7.2. R RIEE I FHENEG

Data Grid [R5 BB EEB BT BV R XIBBFHEE, &0l LUfE Data Grid Server ECi&Eh LABASE R &
INZEE, KEENRINTZLE, ELERARGSENEN, HEETLUR&KED,

FoRFM
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) 74 Data Grid BR55 & X BERBHEFE,
i =
PATU T B — -
°
(£ ULk e HEEmEES, i -
I bin/cli.sh credentials mask -i 100 -s pepper99 "secret1234!"
FHMENEARETEGNMNEZ(PBE), H4AZNEIEMBREPREALLTER :
<MASKED_VALUE;SALT;ITERATION>,
.

ERAE PR R R B SRR T,

NS oI LAR (A java.lang. Runtimettexec (java.lang.lang.String) BEa ol HiT3C 44,
i shell A=k — 51K,
MRZBERESH, UERORAOFRFRIEREAIRE.

7.3. RIEEFFHEEE

IR NSRS HEHERIND Data Grid Server BBEH, FHEAANEN. FH&MNEBEGOIRUBEH
AT,

FTUEBHAERE FREXED)

XML

<server xmins="urn:infinispan:server:14.0">
<security>
<credential-stores>
<credential-store name="credentials" path="credentials.pfx">
<clear-text-credential clear-text="secret1234!"/>
</credential-store>
</credential-stores>
</security>
</server>
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JSON

{

"server": {
"security": {
"credential-stores": [{
"name": "credentials",
"path": "credentials.pfx",
"clear-text-credential": {
"clear-text": "secret1234!"

YAML

server:
security:
credentialStores:
- name: credentials
path: credentials.pfx
clearTextCredential:
clearText: "secret1234!"

WA RREENEIEEAEE

XML

<server xmins="urn:infinispan:server:14.0">
<security>
<credential-stores>
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<credential-store name="credentials"
path="credentials.pfx">
<masked-credential masked="10TMDZ5JQj6DVepJviXMnX;pepper9d9;100"/>
</credential-store>
</credential-stores>
</security>
</server>

JSON

{

"server": {
"security": {
"credential-stores": [{
"name": "credentials",
"path": "credentials.pfx",
"masked-credential": {
"masked": "10TMDZ5JQj6DVepJviXMnX;pepper99;100"

YAML

server:
security:
credentialStores:
- name: credentials
path: credentials.pfx
maskedCredential:
masked: "10TMDZ5JQj6DVepdJviXMnX;pepper99;100"

MR BES

XML
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<server xmIns="urn:infinispan:server:14.0">
<security>

<credential-stores>

<credential-store name="credentials"
path="credentials.pfx">
<command-credential command="/path/to/executable.sh arg1 arg2"/>

</credential-store>

</credential-stores>

</security>
</server>
JSON
{
"server": {
"security": {
"credential-stores": [{
"name": "credentials",
"path": "credentials.pfx”,
"command-credential": {
"command": ""/path/to/executable.sh arg1 arg2"
}
1
}
}
}
YAML
server:
security:

credentialStores:
- name: credentials
path: credentials.pfx
commandCredential:
command: "/path/to/executable.sh arg1 arg2"
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7.4. ZTIERHEFHESI A

REREYIFMHEAME Data Grid [RS8 5, EALUEEERERSIAE].

BRI

XML

<server xmins="urn:infinispan:server:14.0">
<security>
<credential-stores>
<credential-store name="credentials"
path="credentials.pfx">
<clear-text-credential clear-text="secret1234!"/>
</credential-store>
</credential-stores>
</security>
<data-sources>
<data-source name="postgres"
jndi-name="jdbc/postgres">
<!-- Specifies the database username in the connection factory. -->
<connection-factory driver="org.postgresql.Driver"
username="dbuser"
url="${org.infinispan.server.test.postgres.jdbcUrl}">
<I-- Specifies the credential keystore that contains an encrypted password and the alias
for it. -->
<credential-reference store="credentials"
alias="dbpassword"/>
</connection-factory>
<connection-pool max-size="10"
min-size="1"
background-validation="1000"
idle-removal="1"
initial-size="1"
leak-detection="10000"/>
</data-source>
</data-sources>
</server>

JSON
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{

"server": {
"security": {

"credential-stores": [{
"name": "credentials",
"path": "credentials.pfx",
"clear-text-credential": {

"clear-text": "secret1234!"

}

1,

"data-sources": [{
"name": "postgres”,
"jndi-name™: "jdbc/postgres”,
"connection-factory": {
"driver": "org.postgresql.Driver",
"username'": "dbuser",
"url": "${org.infinispan.server.test.postgres.jdbcUrl}",
"credential-reference: {
"store": "credentials",
"alias": "dbpassword"

YAML

server:
security:
credentialStores:
- name: credentials
path: credentials.pfx
clearTextCredential:
clearText: "secret1234!"
dataSources:
- hame: postgres
jndiName: jdbc/postgres
connectionFactory:
driver: org.postgresql.Driver
username: dbuser
url: '${org.infinispan.server.test.postgres.jdbcUrl}'
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credentialReference:
store: credentials
alias: dbpassword

LDAP i

XML

<server xmins="urn:infinispan:server:14.0">
<security>
<credential-stores>
<credential-store name="credentials"
path="credentials.pfx">
<clear-text-credential clear-text="secret1234!"/>
</credential-store>
</credential-stores>
<security-realms>
<security-realm name="default">
<!-- Specifies the LDAP principal in the connection factory. -->
<ldap-realm name="ldap"
url="ldap://my-ldap-server:10389"
principal="uid=admin,ou=People,dc=infinispan,dc=org">
<I-- Specifies the credential keystore that contains an encrypted password and the alias
for it. -->
<credential-reference store="credentials"
alias="ldappassword"/>
</Ndap-realm>
</security-realm>
</security-realms>
</security>
</server>

JSON

{

"server": {
"security": {
"credential-stores": [{
"name": "credentials",
"path": "credentials.pfx",
"clear-text-credential": {
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"clear-text': "secret1234!"

}
3,

"security-realms™: [{
"name": "default",
"ldap-realm": {
"name": "ldap”,
"url": "ldap://my-ldap-server:10389",
"principal”: "uid=admin,ou=People,dc=infinispan,dc=org",
"credential-reference: {
"store": "credentials",
"alias": "ldappassword"

YAML

server:
security:
credentialStores:
- name: credentials
path: credentials.pfx
clearTextCredential:
clearText: "secret1234!"
securityRealms:
- name: "default”
IdapRealm:
name: Idap
url: 'ldap://my-ldap-server:10389'
principal: 'uid=admin,ou=People,dc=infinispan,dc=org’
credentialReference:
store: credentials
alias: Idappassword
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$ 8 &= AL TARNYFEHNE 2RI

ETF A @24 (RBAC)THEESE AR RBIBR K BRHI A /' 5 Data Grid B3 H,

4

ol

BXUBAF HEERETZEHRARNZFIRONIHE, H5E :

{#F Data Grid Server Eci& F F & & HHE

Lgmtz A ACE A 7 A SR

8.1. DATA GRID A A &fMFR

BEMKARZ AR, AR ZENBIE RS SRR,

At HUBR Description

admin ALL BEMANENBLER,, SiEs%
FEERLESEENEH,

deployer ALL_READ,ALL_WRITE, LISTEN, BT MFARERF TR, LSRR
EXEC, MONITOR, CREATE FOAH BR BB R A B R
application ALL_READ,ALL_WRITE, LISTEN,  BRWLZRE HRz 4, TEG
EXEC, MONITOR Data Grid ¥iREIELE 15 [0 AR,
AT LU B F TR S5 851155
I,
observer ALL_READ, MONITOR BRT WEIEARR A, 1A EB X HIEM
& BEIR B9IEERS RIARR,
monitor MONITOR ALLER JMX H FEhrimem 5

FitER.

org.infinispan.security.AuthorizationPermission Enum
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Data Grid B EERASE

8.1.1. B(BR

R AGRZEERRYHSHIEERES.

x 8.1. XEFEERSPIR

FURR Iheg Description

& defineConfiguration E R FRE.,

LISTEN addListener N R EEERIEM R ITER,

4 ap B HA stop IR EFEESR,

fellf= createCache removeCache DIEFMRE R FTIR, W%F. it
R, RIEFBA,

MONITOR getStats f;l:ifﬁﬁ A IMX G5 $4E A0 Febri

ALL - SREMELRFEERIR,

3 8.2. ZIFHUR

FURR Iheg Description

READ get, A4 MEERZREE,

= putputifAbsentreplaceremo  E&#EFHE A, B, MR, IR

veevict IR,

EXEC distexec i RPN ZFHITRE,

LISTEN addListener RIEZE M TR,

BULK_READ keySet & entrySet,query PATHE 2RO ZRIRAE,

BULK_WRITE Bk, BEAI HAITH BT AR,

A B, #ik [EEhANE L7,


https://access.redhat.com/webassets/avalon/d/red-hat-data-grid/8.4/configdocs/

% 8 &= RAETABNEERHNR 2RI

ADMIN getVersion,addinterceptor*, RN R Z A E R IR,
removelnterceptor Chain ,get
EvictionManager,getCompon
entRegistry getDistributionM
anager,getAuthorizationMan
ager.evict,getRpcManager,
getCacheConfiguration
,getCacheConfiguration,
getCacheManager getinvocat
ionContextContainer setAvai
lability getDataContainer get

Stats,getXAResource
MONITOR getStats RYFI] IMX GTiT$UEH e brim
e
ALL - SIEMBERENR,
ALL_READ - “H& READ #] BULK_READ #Z[R,
ALL_WRITE - ‘H& WRITE #1 BULK_WRITE #X
Ro

=
=
B

Data Grid Security API

8.1.2. A A MIEPRBR S 25

BIEMIHE A afit javax.security.auth.Subject K558, FH{F—4HK BN java.security.Principal
ME2ER,

Data Grid @& PrincipalRoleMapper API, fZ2F&5AELIKk RolePermissionMapper APl &
TBREXEK, BURMIBAIRELLT A BHDBRMUNTERF i

REFA BRSNS
TR registry PEHERIA EBRARNER,
SHPERRN 2
RABFHEDISE registry PEIEERIE, FARVFHESISENAF A BHLR,

Binf A
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EREEEMEIARERT. THBHIORBIRATRTIR, FiM, 7 LDAP BXH, E##
FReT AR AT R B9 FR(DN),

WA AHA BRNER

FERBEAGIRCNIENARLIR, ErLUFIbA R mapper 58 & #uished Names (DN)H
LDAP Bx—i2f#i[ ; i cn=managers,ou= people,dc=example,dc=com Bt&ZI managers fi
@0

Hith BHIR

[ ]
Data Grid Security API

org.infinispan.security.PrincipalRoleMapper

org.infinispan.security.RolePermissionMapper

org.infinispan.security.mappers.ldentityRoleMapper

org.infinispan.security.mappers.CommonNameRoleMapper

8.1.3. ECiE A1 (BBR G2

Data Grid BVAS KR A GIRNEFNEHIIRMNER. NREERSHACKRRER. BARR
(CNABMRNERHEE K, SN ZREMAGIRRER, fiN, NMRENEES LDAP BXEK,
BEREERAHANZAFRDONIFIREER, EILUT Data Grid A&y {8 FE A& FR(CN) A BRGTE
go

AR

¥TF Data Grid B2 & 115448,

#£ Cache Manager Ec& 78 role mapper fE AL B —E 5.

RS EEN.
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AR EFRE

XML

<cache-container>
<security>
<authorization>
<common-name-role-mapper />
</authorization>
</security>
</cache-container>

JSON

{
"infinispan” : {
"cache-container” : {
"security" : {
"authorization" : {
"common-name-role-mapper": {}

YAML

infinispan:
cacheContainer:
security:
authorization:
commonNameRoleMapper: ~
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Hb iR

[ ]
Data Grid B ERASE

8.2. FARERNEELF

NEERMEZE2EFTN, LURHETABKNUHEH(RBAC), XHE Data Grid A #A RE 58I
PRSEDITR A RF,

SEREH
[ ]
fill Data Grid A1/, FAfilZFAR, SEFHLEERIAH,
ik =
1.
$TFF Data Grid EC& #1750,
2.
ERCESAIN security 49,
3.
AP W I TRITRFERENA L,
eI LARE AN Cache Manager 5 XMFAEfAfa, HEERXE L ABTE.
4.
FREMENRENES,
X fAailE

LU TFECERE R0 Cache Manager e X MIEN A :

XML

<distributed-cache>
<security>
<authorization/>
</security>
</distributed-cache>
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JSON

{

"distributed-cache™": {
"security": {
"authorization: {
"enabled": true
}
}
}
}

YAML

distributedCache:
security:
authorization:
enabled: true

EXAEE

UTFRERHRNEFERRPENARTER, EXMERT, Data Grid IHAEMEAEENAR
MR P& EE.

XML

<distributed-cache>
<security>
<authorization roles="admin supervisor"/>
</security>
</distributed-cache>
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JSON

{

"distributed-cache™": {
"security": {
"authorization": {
"enabled": true,
"roles": ["admin","supervisor"]
}
}
}

}

YAML

distributedCache:
security:
authorization:
enabled: true
roles: ["admin","supervisor"]
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B 9 & S ANREREMBSITHE R JMX ik

BIEME AT URMEFEESNEZEFRIMER, UKkSH JMX MBean,

9.1. B EFHE AL

Data Grid Server 2H3IB AR\ ZEERBNSITHER. B2, BB IRESBST,

Pk =
1.
$TF Data Grid A& #4T4R45H.
2.
AN statistics BiEskFE, FHIF true I5ENHE.
3.
REFH XA ENBUIEMEACE,
mREEST
XML

I <distributed-cache statistics="true" />

JSON

{

"distributed-cache": {
"statistics™: "true"

}
}
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YAML

distributedCache:
statistics: true

9.2. /5 HOT ROD EFmZiitfE R

& Rod Java ZF M in el BUR$t G B R F AL E e R R AR U R E SR ERENSTHER.

pri% =
1.
}TF Hot Rod Java &/ imlc & i 14a%H.
2.
£ true &N statistics BHERI(E, ki statistics () .enable () HAik,
3.
M jmx # jmx_domain E=AH jmx Enable () # jmxDomain () 753%M Hot
Rod & #m5:H JMX MBeans.
4,

FREHRAENE FinhcE.,

# Rod Java Ef'wmSIiHER

ConfigurationBuilder

ConfigurationBuilder builder = new ConfigurationBuilder();
builder.statistics().enable()
.jmxEnable()
.jmxDomain("my.domain.org")
.addServer()
.host("127.0.0.1")
.port(11222);
RemoteCacheManager remoteCacheManager = new RemoteCacheManager(builder.build());
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hotrod-client.properties

infinispan.client.hotrod.statistics = true
infinispan.client.hotrod.jmx = true
infinispan.client.hotrod.jmx_domain = my.domain.org

9.3. idi& DATA GRID 5%

BURRE = E SR IER R AR,

BXRRME, MATEERES JVM 2T RIFISHNDE,

histograms IR#tEXIHN. B A BRI [H FF 2 EPATIN R RS TEAE B,

EAEAT, Data Grid EERASHBENRERESR, BEHMTLRHEE VERELAE.

4l

BiRMSIETAME St SEREPRE. 5 JVM EXBEIRE Bl SER R,

}TF Data Grid Be@ 1T 4a%H.

£ metrics TTRIXT RABMBIEZEFERS

Wit EREUNFREDASIKAEEX,
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R —————
5.
RAFHETENE P E,
IeHRE
XML
<infinispan>

<cache-container statistics="true">
<metrics gauges="true"
histograms="true" />
</cache-container>
</infinispan>

JSON

{
"infinispan” : {
"cache-container” : {
"statistics” : "true",
"metrics" : {
"gauges" : "true",
"histograms" : "true"
}
}
}
}

YAML

infinispan:
cacheContainer:
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statistics: "true"
metrics:
gauges: "true"
histograms: "true"

Data Grid Server i metrics insm /AFFSEHEIE, imm=al@id Prometheus FWiETHRINE, &

FERERSIH S HE iR, ST TR -

Prometheus &=

curl -v http://localhost:11222/metrics \
--digest -u username:password

OpenMetrics format

curl -v http://localhost:11222/metrics \
--digest -u username:password \
-H "Accept: application/openmetrics-text"

4

al

Data Grid AELL MicroProfile JSON #& 12 £t1E5H7.

=
=
B

Micrometer Prometheus

9.4. At JMX MBEANS


https://micrometer.io/docs/registry/prometheus
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BHRME AT LT JMX MBeans, ATFRESIHTHESHNHUTEREF. EX84109 JMX MBeans iy
A EHRE 0 {E.

AR

$TFF Data Grid A& 1T5m%R.

£ jmx TTRIREMBIRERS, I true I5E N enabled EBHEF R,

win domain BT E, HIREEEEEAF JMX MBeans Rl

FREHRAENE FinhcE.,

JMX Bdi&

XML

<infinispan>
<cache-container statistics="true">
<jmx enabled="true"
domain="example.com"/>
</cache-container>
</infinispan>

JSON

{
"infinispan” : {
"cache-container" : {
"statistics” : "true",
"imx" 1 {
"enabled" : "true",

"domain" : "example.com”

}
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YAML

infinispan:
cacheContainer:
statistics: "true"
jmx:
enabled: "true"
domain: "example.com"

9.4.1. EH JMX ixfgimO

I2AtME— B2 JMX 580, LUBIT JMXServiceURL &R ERE A FFEIEMI& MBeans,

k

N
p o
;

¢l

BRMB IR S SR E T B —ik O sUE R AT JMX, MREET JMX 2 i iR
HiRSSER, EwaERIZERO,

ol LA T AE e — B REE JMX im0 -

ERBESHRIERE P — P BUEREIRSS SRR EEHATE JMX k0,

fFFAPRER Java EREEETF G AR JMX im0,

FoRFH

S A HRRIEAER JMX, FRARARSEE L JMX e At AFreigs
EERFBRE controlRole %2 A Riijj BRI monitorRole F#EiiA{Efl JMX BFilR,
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AR
WA T AE 2 — B BERE JMX #0335 Data Grid Server :

Wit O 9999 = AL JMX,

I bin/server.sh --jmx 9999

g

H
[=]

M7 SSL Mtz JMX FRTFE MR,

ERTIN U TREB L84 Data Grid BR553s -

bin/server.sh -Dcom.sun.management.jmxremote.port=9999 -
Dcom.sun.management.jmxremote.authenticate=false -
Dcom.sun.management.jmxremote.ssl=false

g

H
=

HEEXRHHEIES SSL MFER TEAZE JMX HARE, FRUFEHRE
AR ER, ASHRUER SSL alikRIRAUA P EERErNIR S R/
I H R IE EREE.

BIRR e

9.4.2. Data Grid MBeans
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HIEME AT T RRITEEFTIELN JMX MBeans,

org.infinispan:type=Cache
AFEEFLNNESEF.
org.infinispan:type=CacheManager

ATXHFERSNENNEF, SBEBERBEFNERERSIT.

BXTTH JMX MBeans LA Rtk LUK T IRFHIB MRS RIIR, ES0 HEMHE JMX LA X,

Hih 5w

AR JMX HYF

9.4.3. £t B E X MBean R & %M MBeans

BUEMIE S = —1 MBeanServerLookup #0, ®ATFERE X MBeanServer S5l s E A
MBeans,

SeRFH
[
fill# MBeanServerLookup BI5CHE, f getMBeanServer () 7EREIRRE XL
MBeanServer 4,
[
ECEBIEMIELUEM JMX MBeans.
it 3
1.
}T7F Data Grid Ee&H 17%H,
2.
# mbean-server-lookup EBtEZHFEZAMNE Cache Manager B9 JMX ECEH,
3.

$5%E MBeanServerLookup CHEf52£ BRE 18 4 (FQN),
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FREHRAENE FinhcE.,

JMX MBean RS2 EHACE

XML

<infinispan>
<cache-container statistics="true">
<jmx enabled="true"
domain="example.com"
mbean-server-lookup="com.example.MyMBeanServerLookup"/>
</cache-container>
</infinispan>

JSON

{
"infinispan” : {
"cache-container” : {
"statistics” : "true",
"imx" 1 {
"enabled" : "true”,
"domain" : "example.com",
"mbean-server-lookup” : "com.example.MyMBeanServerLookup"
}
}
}
}

YAML

infinispan:
cacheContainer:
statistics: "true"
jmx:
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enabled: "true"
domain: "example.com"
mbeanServerLookup: "com.example.MyMBeanServerLookup"

9.5. EREMHRFT B S HIEIR

X0 Ly Data Grid #2717 A B4 X SRR 5 I RIE bR,

HEMEFRINEUN, UHTREEHEERE, MY RIMAXBEFER. £RTEMEFRFE, Data
Grid MENEFHFHIE, DEETDBEZFINRE. RECHRUBERAXTEY, XHEERN
B LS DS e,

k

N
p o
;

i

&R geLlvalidation R HITIR AL HiRIE,

FUEMIE S LS REST API #l JMX API 38BN [EIH5H7,

FoRFM
[ ]
o B BUERAE e,
[ ]
NIENZERBE AR, MRAZEILESRE.
[ ]
T FSERB R I R AR iR F,
it

EFELUTE—HE -

fdi& Data Grid L& REST API 3l EH5Fx,
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EEBUEMELUER JMX APl SEBEET.

5 AR EBURMIESHTHE R JMX L (BiEME%T)

StateTransferManager (Data Grid 14.0 API)
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%10 = [ZEFIEFEARMEI DATA GRID RSS2
£ 10 = FZERIBESRINE DATA GRID RS2

M)t # Data Grid RS B[EERRMZEBIEIR, (1t JDBC BUEAEEEMEEBAERE,

10.1. B E R EBIRIR

{85 Data Grid IRSS B BN —E o OIS E datasources, Uit JDBC U EFENFERSh AN
fe, KRG, EULEZEDIEESERIREN JDNI 21, XA%£HEEMN JDBC EFERE,

FeRFMH

SRR ER SHIEFE S HI3 Data Grid Server &l server/lib B3,

7

{8 [ install ip5#] Data Grid ST E(CL)FMRRESER TE#E server/lib B3k, #i
m -

I install org.postgresql:postgresql:42.1.3

pi% &2
1.
$TF Data Grid Server B2 & 174w,
2.
FEa BUERA IS data- sources 284,
3.
@it name Bk EXME— PR BUER,
4.,

{#M jndi-name EHSFBNBIEETEE JNDI &FH.

7

&a] LA JNDI & #E JDBC &iFfFitEciE P isERIER.
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5.
5 true KB statistics Y FEHE, LLUBT /metrics S A BURIRS AL,
6.
1’4t JDBC HshEFFAME R, LUE X H{EIfE connection-factory 84 #iE X BUE IR,
a.
{8/ driver B FEISEBURER I EEFHATR.
b.
#/ url EEsFBIEE JDBC % url,
C.
A AFraNEn BUasFEREERIL
d.
RIESERIMEAIHEE.
7.
1£ connection-pool 4, E X Data Grid Server T sth HES A S hAEBEMEN
PUE
8.
FRENENRENES,
AN

{81/ Data Grid fp5 {75 E(CL)ABIERER, MTMx :

JE3) CLI &if,
I bin/cli.sh

SIMAARIER, HEIAEARNEIRET A,
I server datasource Is

X BER .
I server datasource test my-datasource
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EENBERRE

XML

<server xmins="urn:infinispan:server:14.0">
<data-sources>
<!-- Defines a unique name for the datasource and JNDI name that you
reference in JDBC cache store configuration.
Enables statistics for the datasource, if required. -->
<data-source name="ds"
jndi-name="jdbc/postgres"
statistics="true">
<I-- Specifies the JDBC driver that creates connections. -->
<connection-factory driver="org.postgresql.Driver"
url="jdbc:postgresql://localhost:5432/postgres"
username="postgres"
password="changeme">
<I-- Sets optional JDBC driver-specific connection properties. -->
<connection-property name="name">value</connection-property>
</connection-factory>
<I-- Defines connection pool tuning properties. -->
<connection-pool initial-size="1"
max-size="10"
min-size="3"
background-validation="1000"
idle-removal="1"
blocking-timeout="1000"
leak-detection="10000"/>
</data-source>
</data-sources>
</server>

JSON

{

"server": {
"data-sources": [{

"name": "ds",

"jndi-name™: "jdbc/postgres”,

"statistics™: true,

"connection-factory": {
"driver": "org.postgresql.Driver",
"url": "jdbc:postgresql://localhost:5432/postgres”,
"username": "postgres"”,
"password": "changeme",
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"connection-properties": {
"name": "value"
}
b

"connection-pool": {
"initial-size": 1,
"max-size": 10,
"min-size": 3,
"background-validation": 1000,
"idle-removal": 1,
"blocking-timeout": 1000,
"leak-detection": 10000

YAML

server:
dataSources:
- hame: ds

jndiName: 'jdbc/postgres’

statistics: true

connectionFactory:
driver: "org.postgresql.Driver"
url: "jdbc:postgresql://localhost:5432/postgres™
username: "postgres”
password: "changeme"
connectionProperties:

name: value

connectionPool:
initialSize: 1
maxSize: 10
minSize: 3
backgroundValidation: 1000
idleRemoval: 1
blockingTimeout: 1000
leakDetection: 10000

10.2. {&1 [ JNDI {FEC BT
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NZEBIEREZINE Data Grid ARS8, ZaTLLF JNDI ZBFAMEIETF JDBC MEHFHFHECED.

FoRFEMH

FRAZEBRRIERAEE Data Grid iR5525.

Pk
1.
TR EEE TR,
2.
#f data-source TTRHAFEARMBIRTF JDBC NEREEMEED,
3.
FSZEHIREN JNDI 2FIEE N jndi-url BHEMHE.
4.
RiEtS REBEET JDBC NEFEE.,
5.

FRENENEENER,

ZiFARCETRA) JNDI ZFR

XML

<distributed-cache>
<persistence>
<jdbc:string-keyed-jdbc-store>
<I-- Specifies the JNDI name of a managed datasource on Data Grid Server. -->
<jdbc:data-source jndi-url="jdbc/postgres"/>
<jdbc:string-keyed-table drop-on-exit="true" create-on-start="true" prefix="TBL">
<jdbc:id-column name="ID" type="VARCHAR(255)"/>
<jdbc:data-column name="DATA" type="BYTEA"/>
<jdbc:timestamp-column name="TS" type="BIGINT"/>
<jdbc:segment-column name="S" type="INT"/>
</jdbc:string-keyed-table>
</jdbc:string-keyed-jdbc-store>
</persistence>
</distributed-cache>

m



Red Hat Data Grid 8.4 Data Grid Server {58

JSON

{
"distributed-cache": {
"persistence": {
"string-keyed-jdbc-store": {
"data-source": {
"jndi-url": "jdbc/postgres™
b
"string-keyed-table": {
"prefix": "TBL",
"drop-on-exit": true,
"create-on-start": true,
"id-column"': {
"name": "ID",
"type": "VARCHAR(255)"
b
"data-column: {
"name": "DATA",
"type": "BYTEA"
b
"timestamp-column: {
"name": "TS",
"type": "BIGINT"
b
"segment-column": {
"name": "S",
"type": "INT"

YAML

distributedCache:
persistence:
stringKeyedJdbcStore:
dataSource:

12
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jndi-url: "jdbc/postgres”
stringKeyedTable:

prefix: "TBL"
dropOnExit: true
createOnStart: true
idColumn:

name: "ID"

type: "VARCHAR(255)"
dataColumn:

name: "DATA"

type: "BYTEA"
timestampColumn:

name: "TS"

type: "BIGINT"
segmentColumn:

name: "S"

type: "INT"

10.3. FEh AR EY

&0 LI#E Data Grid Server Bdi& 1 managed datasources it JDBC iE#Eth,

=4 Description

initial-size SR H BRI IR E B,

max-size WA R KEER,

min-size NI N REEE,

blocking-timeout B A RER, EEFEENUZR N BALHFTHEL

BERARE (Z2F) . MROEITEEFERRIIN
AR, IFMWERE. MINMEHNO0, RFFRF/I

PREAEfFo

background-validation S AR ITRIRAIN A (ZF) o 0 FFLEN AR
BRIXAThEE,

validate-on-acquisition TEARERAT, EREH B X AME (LLZRH AL
18E) TEHBIEATIHTINE, O FEA AR RERIX
NIIRE,

idle-removal TEMBRERERT, ERDIUH B A] (LLBH 8

{ﬁ) [}
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=4 Description

leak-detection ERE SR, TEENTHFEEUSH AL,
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&5 11 Z= i%i& DATA GRID £& &

BIEMBRE—NMEZ, DETRAIUBMAFEIERR, £H/Z46E Data Grid 17 AT LAERILS
S RHDZBUER, HGTHBTEHEMRESEMEFRE.

11.1. B\ JGROUPS H#tE

Data Grid #£ infinispan-core-14.0.6Final-redhat-00001.jar 3 £+ default-configs BHXHi2HtEIA
B JGroups ¥ ¥ default-jgroups-*. xml,

KA LIZE SRHDG_HOME/lib B hi% Bt JAR 34k,

XH4 HeE AT Description

default-jgroups-udp.xml udp f#F UDP #1T1%Hi#0 UDP ZiB# T4 M. ERATFK
KRR GBIL 100 MTR) , HBEWREFEREH
ZERLTHER, s/IMEFRIEENHRE.

default-jgroups-tcp.xml tcp 8 TCP i#17t%%, EA MPING T 4H, &
5 UDP £4%&, (EHFREADHXNZFN (T
100 N8 F) , BN TCP BISIELL UDP - st st

MIEES.

default-jgroups- kubernetes 8/ TCP #171%%#1 DNS_PING #1748, ERTF

kubernetes.xml 5 2R R UDP %88 Kubernetes #] Red Hat
OpenShift 17 &,

default-jgroups-ec2.xml ec2 =/ TCP #1715, FHEMA aws.S3_PING #17%
W, EATF UDP LHEA TR Amazon EC2 T, &
SRS BRI,

default-jgroups-google.xmi google 8/ TCP #171%4i# GOOGLE_PING2 i#17 4 i,

SEFT UDP %A A Google Cloud Platform 7
Mo BRI BRI,

default-jgroups-azure.xml azure 8/ TCP #171%4# AZURE_PING #1374, &
FAFA A UDP &/ Microsoft Azure 7 5o E‘F'E
SRS BRI,
HAth TR
[}
JGroups M
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11.2. £ LI

RS ARNH, RTFT _REMSHNERH Ao EHRILL,

Data Grid =T LA R B Fp A BEHLEH -

RATAERASBRLENER LI, FERBTHEBRS.

i A EBAR S5 89 A IR Data Grid R FEMGFHRIMER.
$iin, DNS_PING thilG@ it DNS RS5 810K HIT A M,

JGroups &Y

JGroup E#{LHiAcE Data Grid 8.x (LIIBHAIREXE)

11.2.1. PING

PING =k UDPPING 2—#EH JGroups ZIiHlHl, & UDP s A% iE.

MAR, TE4% PING i5 KA EE IP 2iEihht, LA HEAF Data Grid £ERHPMEMB T &, 849
TaEAasShES T aitbitinE B St BIE @A PING i53K. c=coordinator Htiit#]1 A=own 1t
hEANREA T =R PING &K, WA et e REh a9 77 =,

PING Eci&~fl
I <PING num_discovery_runs="3"/>

16
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=
=
B

JGroups PING

11.2.2. TCPPING

TCPPING 2—1:@H JGroups ZIHLEI, FERER G AFESHu 51k,

{1/ TCPPING i, f&f${8 Data Grid £8hEA T M IP Hiltsk W& F i€ JGroups HEEE
M—ERa, MARLT RIS LM =,

TCPPING B &ERHI

<TCP bind_port="7800" />

<TCPPING timeout="3000"
initial_hosts="${jgroups.tcpping.initial_hosts:hostname1[port1],hostname2[port2]}"
port_range="0"
num_initial_members="3"/>

Hfh BR
[}
JGroups TCPPING
11.2.3. MPING

MPING 5/ IP % &k & Bl BUR MR SR RFRIAD 45 B 51 BT A%

R LUEA MPING f$ TCPPING &K IiE ey TCP #EkR, A% caing T4, MASNEIH

HESR, B, EALRLUE MPING 5 UDP #ik e,

MPING Eci&E 5l

17
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<MPING mcast_addr="${jgroups.mcast_addr:239.6.7.8}"
mcast_port="${jgroups.mcast_port:46655}"
num_discovery_runs="3"
ip_ttl="${jgroups.udp.ip_ttl:2}"/>

=
o
B

JGroups MPING

11.2.4. TCPGOSSIP

Gossip BHZBREMLE LRt — N rhRA[E, £ Data Grid SERF AT LR RH M T aditbit,

¥ Gosssip B2t (IP:PORT);E A Data Grid T s, M T :

Fhht e RGBS 4, JVM ; fli0, -DGossipRouterAddress="10.10.2.4[12001]".

2.
1 JGroups EeEX s 51 HiZ RSB M,
Gossip 2 E R HI

<TCP bind_port="7800" />

<TCPGOSSIP timeout="3000"
initial_hosts="${GossipRouterAddress}"
num_initial_members="3" />

=
o
B

JGroups Gossip Router

18
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11.2.5. JDBC_PING

JDBC_PING ERA#ZRURAFHBIEMKRRHNER. WHIGHRHEMTILIER JDBC HEMEEE
FE.

TRSH P it BARZRURE, DEMAT [RT LAEMSE E3E Data Grid 5k&f. 7T <&
Data Grid &, BIISMAZEIRZEDMERE 1P tthit,

JDBC_PING Aci&~fl
<JDBC_PING connection_url="jdbc:mysql://localhost:3306/database_name"
connection_username="user"

connection_password="password"
connection_driver="com.mysql.jdbc.Driver"/>

B

FE289 JDBC W FARMEILBE, UEBUEMELIERA JDBC_PING,

JDBC_PING

JDBC_PING Wiki

11.2.6. DNS_PING

JGroups DNS_PING #if] DNS fR%533, LUE Kubernetes S A BIBURMMEEER 51, 20 OKD
FIZ1L48 OpenShift,

DNS_PING & R4

I <dns.DNS_PING dns_query="myservice.myproject.svc.cluster.local" />

19


http://www.jgroups.org/manual4/index.html#_jdbc_ping
http://community.jboss.org/wiki/JDBCPING

Red Hat Data Grid 8.4 Data Grid Server {58

=
o
B

JGroups DNS_PING

Service #1 Pod 9 DNS (FAFZIn DNS & B Kubernetes 3#4)

11.2.7. TR ITML

BUERE IRENAR JGroups ¥k, ©EARET=IREBNA IR,

V32171300 AR

aws.S3_PING default-jgroups- org.jgroups.aws:jgro  2.0.1.Final
ec2.xml ups-aws

GOOGLE_PING2 default-jgroups- org.jgroups.google:j  1.0.0.Final
google.xml groups-google

azure.AZURE_PING default-jgroups- org.jgroups.azure:jgr  2.0.0.Final
azure.xml oups-azure

N R BHR BRI

FE($M aws.S3_PING, GOOGLE_PING2 =% azure.AZURE_PING =X MY, HEENBIREMEIR
LKA,

AR

THEIH JAR X KA #isim,
I # JAR XHHFFAKIBITZAINE Data Grid Server 2 $RHDG_HOME/server/lib

B,

MBTRBELZFIMER, 1S JGroups TAIBIEMERS SR (CLIBRIREXE)
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RE, EILURTAIHNEEN JGroups HER XA REBHN—ER 2

HitBR
[ ]

JGroups aws.S3_PING

JGroups GOOGLE_PING2

JGroups azure.AZURE_PING

11.3. EHEIA JGROUPS Mt

BUEMHE R JGroups HHSUER:, LUMET Rl LER ASKRIGE LR X HAES,

=M UDP 1 TCP MHURMTIECER JGroups HEtk, AL AXEBIAKERAE B E L
SRCERENER, ZEERBENMSERITTT R,

AR

Z—{ERAERIA JGroups HEfkz — :

[ ]
{8 infinispan.xml X4+ stack Etk.
<infinispan>
<cache-container default-cache="replicatedCache">
<l-- Use the default UDP stack for cluster transport. -->
<transport cluster="${infinispan.cluster.name}"
stack="udp"
node-name="${infinispan.node.name:}"/>
</cache-container>
</infinispan>
[ ]

1£ Data Grid Server 35}, [ cluster-stack Z2#i%i& JGroups HEFE ST :

I bin/server.sh --cluster-stack=udp

121
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Data Grid iC kLA TS B RIS H AL -

I [org.infinispan.CLUSTER] ISPN000078: Starting JGroups channel cluster with stack udp

Lth BT IR

\

JGroup &L Hiid® Data Grid 8.x (ZLIgHIHESE)

11.4. BE X JGROUPS H#tt%

HEMALEY, UoEERTENRSERER T HiE,

PRSI AEY, EEEEBT REIAN JGroups HELLUR{LECE, B LIEHSE. MERME D Hib
BHERRR MEGAREE P4k KB Y,

¥ =
1.
1£ infinispan.xm| X # A2 — 1 #H# JGroups ¥R,
2.
& extend Bk, FHIEE JGroups HEER k& EH.
3.
{#f stack.combine BBt E KL P ECEM B,
4.
{81/ stack.position BHE X B & X HERMATE,
5.

FHER BTMEE N £ BeES stack BHME,

Bin, #EeTLAEAEGA TCP Hitk{EM Gossip BRH S HINFRINEFHTIFE, MTAR :

<infinispan>
<jgroups>
<!-- Creates a custom JGroups stack named "my-stack". -->
<!-- Inherits properties from the default TCP stack. -->
<stack name="my-stack" extends="tcp">
<l-- Uses TCPGOSSIP as the discovery mechanism instead of MPING -->

122
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<TCPGOSSIP initial_hosts="${jgroups.tunnel.gossip_router hosts:localhost[12001]}"
stack.combine="REPLACE"
stack.position="MPING" />
<!l-- Removes the FD_SOCK2 protocol from the stack. -->
<FD_SOCK2 stack.combine="REMOVE"/>
<!-- Modifies the timeout value for the VERIFY_SUSPECT2 protocol. -->
<VERIFY_SUSPECT2 timeout="2000"/>
<!-- Adds SYM_ENCRYPT to the stack after VERIFY_SUSPECT2. -->
<SYM_ENCRYPT sym_algorithm="AES"
keystore_name="mykeystore.p12"
keystore_type="PKCS12"
store_password="changeit"
key_password="changeit"
alias="myKey"
stack.combine="INSERT_AFTER"
stack.position="VERIFY_SUSPECT2" />
</stack>
<cache-container name="default" statistics="true">
<!-- Uses "my-stack" for cluster transport. -->
<transport cluster="${infinispan.cluster.name}"
stack="my-stack"
node-name="${infinispan.node.name:}"/>
</cache-container>
</ijgroups>
</infinispan>

% Data Grid B, LUARESARER,

I [org.infinispan.CLUSTER] ISPN000078: Starting JGroups channel cluster with stack my-
stack

JGroup &L HilidE Data Grid 8.x (ZLIgHIHESE)

11.4.1. HEBEH

LIEY R’ JGroups HERH, SEBHAHEAREET BRHERPMEFIBY.
stack.position I ZEHMIHIL,

stack.combine LI F{ERY B JGroups Mt :

123
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A Description

Ha EEHIURE.
i B Hthil,
INSERT_AFTER EA— MBI RRIML, FRINEIEE B S

JGroups iR AREE 1 EHR PRI ERE RN, FIa0,
&% SYM_ENCRYPT = ASYM_ENCRYPT il EEKE
£, LME NAKACK2 B2%%,

INSERT_BEFORE TEEMLET, IR ARIRERR R, IR E WA KRBT
i’)‘(o
T B MHERE AR

11.5. §fd JGROUPS R5iEH

EEPR RGBS $S Data Grid, LUAEER L5
¥ =
{8 -D<property-name>=<property-value > ¥, RIEFEXE JGroups R EH.
i, &EBE RO IP Hihk, MNTFE :

I bin/server.sh -Djgroups.bind.port=1234 -Djgroups.bind.address=192.0.2.0
11.5.1. £R¥EmEN

FEATIEMEEE X JGroups & LH :

Description

jgroups.bi  SEEHMIEMLL, SITE_LOCAL i =1
nd.addres
s
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Description

jgroups.bi HEEHEFHIRO, 7800 prins =]
nd.port
jgroups.m BT ZEMN P i, KIFERFEREE, IP 239.6.7.8 it =1
cast_addr b HIIRES IP ZHEMBEN class D"kl
jgroups.m ZFEEEFHIRO, 46655 i =1
cast_port
jgroups.ip P ZEBHIBRSMERME(TTLZEELTH 2 prins =]
_ttl B OIEEFZ R LU TR LS ER s 3,
jgroups.th  ZiEMMS/NEEHE, 0 i =1
read_pool
.min_thre
ads
jgroups.th  &iEMMRKELTEE 200 i =1
read_pool
.max_thre
ads
jgroups.jo  FRFMAERBRINMRKZWE, 2000 it =]
in_timeou
t
jgroups.th  TEILR&RRLAERT, LIRBTEHARE, 10000 it =1
read_dum
ps_thresh
old
jgroups.fd  3%H jgroups.bind.port iz OMwE“E FD 50000 (i 57800 ) it =1
.port- (R ) BT,
offset
jgroups.fr CHEHRMERFTH. KTFERFEER. 60000 it =1
ag_size
jgroups.di  FH JGroups 2 H#f, false i =1
ag.enable
d
HAth TR
[}
JGroups REiEM
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JGroups 51z

11.5.2. AU RGEY

FEATIEHE NIEETAERE JGroups ZFHHL,

11.5.2.1. Amazon EC2

FATFACE aws.S3_PING HWRGIEH.

Description
jgroups.s  Amazon S3 KiFH & TR, BBERINME,
3.region_
name
jgroups.s Amazon S3 FEHER B, BIMBINEFLE, BBERINME,
3.bucket. HEH—8,
name

11.5.2.2. Google Cloud Platform

FAFEE GOOGLE_PING2 HWREiIEH.

Description

i

b

jgroups.g  Google Compute Engine @& . # BB RINME,
oogle.buc  FiiFE, BHRME—H,
ket_name

11.5.2.3. Azure

azure.AZURE_PING' WR S &,
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Description

4

jboss.jgro  Azure FEIK AL, SR IIFEE, B  EBRIAME
ups.azure  HE—H,

_ping.stor

age_acco

unt_name

4

jposs.jgro  Azure Fi#E S RIBEEARI R FF, BZoLNINIER
ups.azure

_ping.stor

age_acces

s_key

4

jboss.jgro 7 ping iE RHBRHIE I DNS &, Z=F WINI-I
ups.azure

_ping.con

tainer

11.5.2.4. OpenShift

DNS_PING RSB

Description

4

jgroups.d  XEREIEFERK B DNS LK, Z=LININIEN
ns.query

11.6. {#ARE JGROUPS Hiik

IR A LARESE 28 JGroups HEtRE XE A Bl infinispan.xml X &,

it =

&M infinispan.xml Xk A BE L JGroups HERFREA,

<infinispan>
<!-- Contains one or more JGroups stack definitions. -->
<jgroups>
<!-- Defines a custom JGroups stack named "prod". -->
<stack name="prod">
<TCP bind_port="7800" port_range="30" recv_buf size="20000000"
send_buf size="640000"/>
<RED/>
<MPING break_on_coord_rsp="true"
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mcast_addr="${jgroups.mping.mcast_addr:239.2.4.6}"
mcast_port="${jgroups.mping.mcast_port:43366}"
num_discovery_runs="3"
ip_ttl="${jgroups.udp.ip_ttl:2}"/>
<MERGES />
<FD_SOCK2 />
<FD_ALL3 timeout="3000" interval="1000" timeout_check_interval="1000" />
<VERIFY_SUSPECT2 timeout="1000" />
<pbcast. NAKACK2 use_mcast_xmit="false" xmit_interval="200"
xmit_table_num_rows="50"
xmit_table_msgs_per_row="1024" xmit_table_max_compaction_time="30000"

/>
<UNICASTS3 conn_close_timeout="5000" xmit_interval="200" xmit_table_num_rows="50"
xmit_table_msgs_per_row="1024" xmit_table_max_compaction_time="30000" />
<pbcast.STABLE desired_avg_gossip="2000" max_bytes="1M" />
<pbcast.GMS print_local_addr="false" join_timeout="${jgroups.join_timeout:2000}" />
<UFC max_credits="4m" min_threshold="0.40" />
<MFC max_credits="4m" min_threshold="0.40" />
<FRAG4 />
</stack>
</ijgroups>

<cache-container default-cache="replicatedCache">
<!-- Uses "prod"” for cluster transport. -->
<transport cluster="${infinispan.cluster.name}"
stack="prod"
node-name="${infinispan.node.name:}"/>
</cache-container>
</infinispan>

11.7. [EAAE8 JGROUPS HEfk

£ infinispan.xm! X #dh 5| AE X B E X JGroups HERRHIAER S,

FEE X JGroups HEE X FINE $RHDG_HOME/server/conf H3%,

F4, LA LAE RS B S ERHERE SCHHIRHE B4 R R

{58 stack-file Jt3R5| A SRHERE ST

<infinispan>
<jgroups>
<I-- Creates a "prod-tcp” stack that references an external file. -->
<stack-file name="prod-tcp" path="prod-jgroups-tcp.xml"/>
</ijgroups>
<cache-container default-cache="replicatedCache">
<l-- Use the "prod-tcp" stack for cluster transport. -->
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<transport stack="prod-tcp" />
<replicated-cache name="replicatedCache"/>
</cache-container>
<l-- Cache configuration goes here. -->
</infinispan>

11.8. B ER L

RIFERHH, UETREMBEEDBERE. HALATLEE Data Grid S£ERHUTIEPRIE, LERAR
BAMFHHT KELUMA,

11.8.1. {1 TLS B RIFEE L

$F SSL/TLS &34 InE Data Grid [R5EL2HE, HEACIRRISEE LM, A%, Data Grid
Server SRR A SSL/TLS UEH3k % JGroups 3HE, &1% RELAY HE (MNREEE T iR
gH) .

FoRFMH

[ ]
%4t Data Grid Server 3,

BIE—A TLS BHEME, HbaIATF B BUEMEIRSS [ H—iEH,

MEEE S PKCS#1 =k PKCS#8 I8AMIFAEH, LAKIES, AR—PZRE :
password="", #&a[LI{§fH PEM XX

k

N
p o
;

i

MRBHAFMEPRIEBAZHA BT AN (CA)ER, NEwmtiga
SERILPBHAHINEEFE.

MHHAEMERMNT $RHDG_HOME/server/conf B3H,

SMBEAF#ERMT Data Grid Server i@ PR £,
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B

BNIZ OB T ANBRHEENRTSE, LUE Data Grid Server i m AMRERE
fER— T EAERN R 2 E,

<server xmins="urn:infinispan:server:14.0">
<security>
<security-realms>
<security-realm name="cluster-transport">
<server-identities>
<ssl>
<!-- Adds a keystore that contains a certificate that provides SSL/TLS identity to
encrypt cluster transport. -->
<keystore path="server.pfx"
relative-to="infinispan.server.config.path"
password="secret"
alias="server"/>
</ssl>
</server-identities>
</security-realm>
</security-realms>
</security>
</server>

{51/ server:security-realm B ERLE, FEHTHEENERRZESE,

<infinispan>
<cache-container>
<transport server:security-realm="cluster-transport"/>
</cache-container>
</infinispan>

1855 Data Grid Server I, L FHEEERFEH EENRZEEBATER T -

I [org.infinispan.SERVER] ISPN080060: SSL Transport using realm <security_realm_name>
11.8.2. JGroups HIN#EHML

NRTFERERE, EeLIECE Data Grid 172, LMEANBEFEHMNE JGroups SHEAM M.

Data Grid T/ s el LLMELFE—AIEFREX secret A -
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AT R (BEFERmE) .

HEZRFEE(symmetric 1),

MBAZRTT = fE3R secret B

& LB 7 Data Grid B¢ &+ ASYM_ENCRYPT H-URINZEI JGroups HEEL RSB FEXT #RinER,
XS Data Grid SEBF 4R FH D 4 secret B,

B

HEEAIEFRMER, A R TIFE, UET [REBHTIESSMRIEMZ S
RHEH. XRBHIERFHFZ P ELA(MitM)B i,

FENFRINBE AT LR ISR E, MTA

Data Grid fEEHHE—NTT = (AR T =) SEK secret B,

2.
AR A ARHIYTIERRIE, UHEERIESS.
3.
AR S MR T SiEk secret BiH, ZiEREIFEMAT S H,
4.
AR SEEAHME secret B5H, FGELREFMNAMT £,
5.
IMARTT =R EH L2 secret B,
6.

TRINAKE, &R secret BHMBEMRRER.

MHEZRFFMKTR secret BHH

EA L@ T #E Data Grid BS& 5 3F SYM_ENCRYPT #HilZMNE JGroups Hitk ki B #RinE, X
T Data Grid £8F MIEIREM B AEEHIKEN secret B,
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7 m{E/S s M Data Grid classpath LHIEAEEZRZE secret B,

TRIMALKE, FH secret BHMBNMAEER.

FEXRHRHI FRANEE B L 3L

WHEIED 2% UER ASYM_ENCRYPT 124t T ZiA4MINEZ, 5 SYM_ENCRYPT #H{THbiK, &iR
HEXHERFTMBRERAER, UDENERHANT =, Data Grid 2 BAsh4ERIZ secret BHFCERER
e, EEEEEME 4R secret BiH, M, EaLIRSEERELET B T ENRHH secret B
. XFERITAR T ARSI UE B BARIE, FHEAIETEMA,

—7AMH, SYM_ENCRYPT Lt ASYM_ENCRYPT 1, AN T AT ES LB AR E
%H, SYM_ENCRYPT —NBHEMERSE, YEBRATREXNN, ZAEET B31ERTH secret B
H, AP ATTERNS AT AT INBRERREN secret B,

11.8.3. AN AP RTREHE

BciE Data Grid 5£8, LIRS A MNE JGroups SHEM secret B,

BIREHIEBHNE Y7, & Data Grid 85I T R B

REFFERERBPHNEN T RERBE L,

%}F Data Grid Server, EaILUHHEFH#EBIE $RHDG_HOME H¥kH,

$$ SSL_KEY_EXCHANGE #1 ASYM_ENCRYPT PGRIMBIEIE RIS ECE P JGroups HE
¥, mMTHImE®:

<infinispan>
<jgroups>
<I-- Creates a secure JGroups stack named "encrypt-tcp" that extends the default
TCP stack. -->
<stack name="encrypt-tcp" extends="tcp">
<!-- Adds a keystore that nodes use to perform certificate authentication. -->
<I-- Uses the stack.combine and stack.position attributes to insert
SSL_KEY_EXCHANGE into the default TCP stack after VERIFY_SUSPECT2. -->
<SSL_KEY_EXCHANGE keystore_name="mykeystore.jks"
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keystore_password="changeit"
stack.combine="INSERT_AFTER"
stack.position="VERIFY_SUSPECT2"/>
<!-- Configures ASYM_ENCRYPT -->
<!-- Uses the stack.combine and stack.position attributes to insert
ASYM_ENCRYPT into the default TCP stack before pbcast. NAKACK2. -->
<I-- The use_external_key_exchange = "true" attribute configures nodes to use the
'SSL_KEY_EXCHANGE" protocol for certificate authentication. -->
<ASYM_ENCRYPT asym_keylength="2048"
asym_algorithm="RSA"
change_key_on_coord_leave = "false"
change_key_on_leave = "false"
use_external_key_exchange = "true"
stack.combine="INSERT_BEFORE"
stack.position="pbcast. NAKACK2"/>
</stack>
</ijgroups>
<cache-container name="default" statistics="true">
<I-- Configures the cluster to use the JGroups stack. -->
<transport cluster="${infinispan.cluster.name}"
stack="encrypt-tcp"
node-name="${infinispan.node.name:}"/>
</cache-container>
</infinispan>

L#K/55) Data Grid S£80, LA TFHZFHEERTEEGEMA secure JGroups HEt :

<encrypted_stack _name>

I [org.infinispan.CLUSTER] ISPN000078: Starting JGroups channel cluster with stack

RA5{EH ASYM_ENCRYPT, FHEALIMPAZRTT miKE secret BEHIN, FalLUMALR., &M, LL
THE#SB A Data Grid B :

\

Lth BT IR

[org.jgroups.protocols.ASYM_ENCRYPT] <hostname>: received message without encrypt header
from <hostname>; dropping it

JGroups 4 Fift

JGroups 4.2 Schema

11.8.4. {FAXFRINB LRI ERH L
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Bci& Data Grid 58, LUMEAREIRUNBAEMENHZEZEAME JGroups EE.

i =
1.
fIEaSNEBHNEHEE.
2.
NEAFEEREERPHEIN T RRRBE L,
X F Data Grid Server, #EAILUFEFFMEKAE $SRHDG_HOME HXxH,
3.
¥ SYM_ENCRYPT thilAMBIBIEMIEECE R JGroups Hitk,
<infinispan>
<jgroups>
<I-- Creates a secure JGroups stack named "encrypt-tcp" that extends the default TCP
stack. -->

<stack name="encrypt-tcp" extends="tcp">
<!-- Adds a keystore from which nodes obtain secret keys. -->
<I-- Uses the stack.combine and stack.position attributes to insert SYM_ENCRYPT into the
default TCP stack after VERIFY_SUSPECT2. -->
<SYM_ENCRYPT keystore_name="myKeystore.p12"
keystore_type="PKCS12"
store_password="changeit"
key_password="changeit"
alias="myKey"
stack.combine="INSERT_AFTER"
stack.position="VERIFY_SUSPECT2"/>
</stack>
</ijgroups>
<cache-container name="default" statistics="true">
<!-- Configures the cluster to use the JGroups stack. -->
<transport cluster="${infinispan.cluster.name}"
stack="encrypt-tcp"
node-name="${infinispan.node.name:}"/>
</cache-container>
</infinispan>

L#%/55) Data Grid SR80, LU TFTHEEHERTEEHHEMA secure JGroups HitE :

[org.infinispan.CLUSTER] ISPN000078: Starting JGroups channel cluster with stack
<encrypted_stack_name>
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RA{HA SYM_ENCRYPT F HalLIMHEZ=RHEMINE secret BN, FalLUNALKEE., &N, LU
TEE#HE A Data Grid Hix :

[org.jgroups.protocols.SYM_ENCRYPT] <hostname>: received message without encrypt header from
<hostname>; dropping it

Lth BT iR

\

JGroups 4 Fift

JGroups 4.2 Schema

11.9. £ =M TCP # UDP w01

Data Grid LU TimOBATFERLHEHR -

Description

7800 TCP/UDP JGroups && 41 E im0
46655 UDP JGroups %1%
B g H

HIEMHE 7 JGroups RELAY2 UL TiRO :

7900

XFF1E OpenShift £iz178) Data Grid 5£#f.,
7800

MR UDP AT H TCP HIKKRE, ATERENIKGRE,
7801

MR TCP AF T =M TCP MHRE, ATEREFRE,
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£ 12 E BB E

LHIZHaTh IR % AN, Data Grid IRSSBRSERRNRLSENEKE, UMERET RBEEE
&, A, ERZERERUTHHEHSIESIRTESZT

Data Grid Console
Data Grid fp 175+ mE (CLI)

PILK HTTP B/

121. AR EEES

Data Grid Server {2t T — 1P BRIARGFEESR, ATEHNZRZGENEMEAR. /53) Data Grid
Server 2 B55:Hl{t Cache Manager, LAMEE eI LIAIZ MR TREZEMHAITGER, M Protobuf %
ﬁo

Ja5 Data Grid Server FRINAFEIEE, EaILI#EE Cache Manager Hi¥tE, FFM Data Grid
Console ZREVERHE 2.

EESNEERPITH 127.0.0.1:11222,

& eI L@ s 5475 (CLI)Zk REST APl SRIRAE X & FERARNER -

CLI

EEKiI A ZPiz1T describe 4,

I [//containers/default]> describe

REST

EEEN S 2RHPITIF 127.0.0.1:11222/rest/v2/cache-managers/default/,

RN FERRRKE
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<infinispan>

<I-- Creates a Cache Manager named "default” and enables metrics. -->
<cache-container name="default"
statistics="true">
<!-- Adds cluster transport that uses the default JGroups TCP stack. -->
<transport cluster="${infinispan.cluster.name:cluster}"
stack="${infinispan.cluster.stack:tcp}"
node-name="${infinispan.node.name:}"/>

B2E QR TREE

<!-- Requires user permission to access caches and perform operations. -->

<security>
<authorization/>
</security>
</cache-container>
</infinispan>

JSON

{
"infinispan” : {
"jgroups” : {

"transport” : "org.infinispan.remoting.transport.jgroups.JGroupsTransport”

b
"cache-container" : {
"name" : "default",
"statistics” : "true",
"transport" : {
"cluster" : "cluster"”,
"node-name™ : """,
"stack" : "tcp"
b
"security" : {
"authorization" : {}
}
}
}
}

YAML
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infinispan:
jgroups:
transport: "org.infinispan.remoting.transport.jgroups.JGroupsTransport"
cacheContainer:
name: "default"”
statistics: "true"
transport:
cluster: "cluster”
nodeName: ""
stack: "tcp”
security:
authorization: ~

12.2. {1/ DATA GRID #HI& 8% &

S ABUEMBERS SR Web NG SRNEWEY T E B TRERF.

FoRFM

B EEERI Data Grid A,

[ ]
E Y Fgh— P EIEMEIRSS 26,

[ ]
BEBIEMIEZFAE,

Pt =
1.

EEEN NS HITFF 127.0.0.1:11222/console/,

2.

1%$% Create Cache 3+i%88 Data Grid Console {53 Bk T2k,

12.3. {#f DATA GRID CLI f&xi2%
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{$1/ Data Grid #1752 H(CLI)#E Data Grid Server FRILRELTE,

FeRE M
[ ]
B EEIERI Data Grid A,
[ ]
E DR — P BIRME RS 236,
[ ]
BEBIEMEEERE.
Pk =
1.
J&5h CLI,
I bin/cli.sh
2.
J&1T connect %, HERGIRRN i AZEK A 2NEE,
3.

{$/ create cache fp 5 OIBRILEZEF.

i, M+ mycache.xml BIXHBIE— &N "mycache” M54, MTAR :

I create cache --file=smycache.xml mycache

f5R Is Sr RS E L% .

Is caches
mycache

{85/ describe S EEREFRE.

I describe caches/mycache
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12.4. M\ HOT ROD &/ w25 F

{$1/ Data Grid Hot Rod APl M Java, C++. .NET/C{hash}. JS & inZSHIBEMEIRS & L0 x
B

IRRER T AR Hot Rod Java & imfE BE— X8| S QBB %, EalLI{fE Data Grid
Tutorials F#FIHft Hot Rod &/ im A=A,

FoRFEH

B G EEIERIK Data Grid A,

EPED— P BIEREIRSS 26,

B RBIEMEEFRE.,

i remoteCache () 7Fi%, {4 ConfigurationBuilder B—&B 4,

1R ZE LM hotrod-client.properties X #H1%& configuration =% configuration_uri &
.

ConfigurationBuilder

File file = new File("path/to/infinispan.xml’)

ConfigurationBuilder builder = new ConfigurationBuilder();

builder.remoteCache("another-cache")
.configuration("<distributed-cache name=\"another-cache\"/>");

builder.remoteCache("my.other.cache")
.configurationURI(file.toURI());

hotrod-client.properties
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B2E QR TREE

infinispan.client.hotrod.cache.another-cache.configuration=<distributed-cache name=\"another-
cache\"/>
infinispan.client.hotrod.cache.[my.other.cache].configuration_uri=file:///path/to/infinispan.xml

B

MREREFNEIHE S . 25, £ hotrod-client.properties X, HIFH
BEAESSH,

# Rod &/ il E

org.infinispan.client.hotrod.configuration.RemoteCacheConfigurationBuilder

12.5. {8 REST AP| A& 525

{#f Data Grid REST API #£ Data Grid Server Ik BEAEEMN HTTP B miitiE%F.

FeRFMH

BB EEIERI Data Grid A,

[ ]
EPED— P BIEREARSS 2361,
[ ]
BRBIEMEEFRE.,
Y=
[ ]

FERAR N HhNEEFEEE A POST i5KEl /rest/v2/caches/<cache_name >,
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HAh HIR

{8 REST API QIBEHIEB%F
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%5 13 = £ DATA GRID SERVER _biETHIA{ES

2% 13 & 7 DATA GRID SERVER _LizTHIAHES

B AR fTRmE(CLF Hot Rod =k REST & i, FHESSHIBIAZINEI Data Grid RS53BEH. &
o LURHES S B X Java K, thalLUfER JavaScript FiE S E XA,

13.1. 7£ DATA GRID IR 83 ERFHRINES

FHEM B E RS /SR AT Data Grid Server,

FeREH
[ ]
MEHIEMIBIRS BIEMLETT, EIHZRSS.
Data Grid Server A%z ¥ H & X RHLZ 1T ERE,
Pk

ANB SRS HEESFHNTLREZ LM META-
INF/services/org.infinispan.tasks.ServerTask 3C{, #ii0 :

I example.HelloTask

2.
TR S5 R/ESSHTAIE JAR X,

3.
£ JAR X4 E$IF Data Grid Server %) $RHDG_HOME/server/lib B3,

4,
KA El Data Grid BLEhMR 5L allow Fl&kdh, F4, thalEARGEMIXE allow

Hilzk,
5%

¥ Java KAEMBIFFIE Allow FiIzk

Data Grid Configuration Schema
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13.1.1. Data Grid Server {£55

Data Grid Server {£5523 & org.infinispan.tasks.ServerTask #OM%, BFESEUTHEAR :

setTaskContext()

RFVIRPITETXER, SEESSH8. PUTESHNRES RS, BEAZEERT, SHRRITE
AihfFfELER #E;&Fﬂi& TELNERTE, $A SHARED Lfb&EREN, E5R{EH
ThreadLocal ﬂE#ﬁ% TaskContext #4173 X A,

getName()
HESSBREME—ETR, & bnfERXEEHREBES.
getExecutionMode()

REMESFBIITER,

TaskExecutionMode.ONE_NODE {{ A ERE R PUITHIAR T =, B RBIADIR T LU
FREHRE, XERIAME,

TaskExecutionMode.ALL_NODES B AERITRE T mELaTHA, §i
m, HARGCEBNRSBESSEEANTRLIYT, BARLEBRES L BIFRET .

getinstantiationMode()

REMESFHILHEER,

TasklinstantiationMode.SHARED fllE—4°326l, ©#HESFH, BTER—IRSSS
T EMES. XR2EME.

TasklInstantiationMode.ISOLATED £ 184 4 F fil &5 2,

call()

ITELER, AT java.util.concurrent.Callable O X, Fi@id server £55H A,
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B

IR 55834555 L FEEIR S BARNE R, HIi0, SHBHA— N FSBHIEDS.

LUF HelloTask K5 feiRfit T — N RBIES, ©E—1S¥. ©i8% R T A ThreadLocal #7ii#

TaskContext #1733 X A,

package example;

import org.infinispan.tasks.ServerTask;
import org.infinispan.tasks.TaskContext;

public class HelloTask implements ServerTask<String> {
private static final ThreadLocal<TaskContext> taskContext = new ThreadLocal<>();

@Override
public void setTaskContext(TaskContext ctx) {
taskContext.set(ctx);

}

@Override

public String call() throws Exception {
TaskContext ctx = taskContext.get();
String name = (String) ctx.getParameters().get().get("'name");
return "Hello " + name;

}

@Override
public String getName() {
return "hello-task";

org.infinispan.tasks.ServerTask

java.util.concurrent.Callable.call()

java.util.ServiceLoader

13.2. 7£ DATA GRID RS 8358E h A
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{#/ LTS mM Data Grid fRS5 2RI,

FoRFMH

BUEMEIRSS2R1E _ script_cache ZEHRERHE, MREAZERN, B ®5i84A CREATE
WERFsEZMEl _ script_cache,

MEEERBIANIREGE, WZED AP 9E deployer A fa,

IRIER T E A,

i, fIE—4 4% multiplication.js B3, %XHEH 4 Data Grid fR%53 Liz1T, &
BHAISH, HEHA JavaScript kS HAEHE -

// mode=local,language=javascript
multiplicand * multiplier

25 Data Grid B CLI £,

{5/ task i LAZHIA, MTFHIFR :

I task upload --file=multiplication.js multiplication

FIEEMHF RS,

Is tasks
multiplication
13.2.1. Data Grid Server &

BUEME RSS2 MAE T javax.script API, F#{RAEMAIETF JVM B ScriptEngine SCHE,

IEpF SR
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LUF 2 B —BURRE AR S5 25 iz TR Bonfl, B—1SH, M JavaScript :

// mode=local,language=javascript,parameters=[greetee]
"Hello " + greetee

BT ERBARS, 5% E—1 greetee SHMI{H, Data Grid N3R[E] "Hello ${value}",
13.2.1.1. A B8R

TBIRIRMA X Data Grid fRS5 230,217 FRBAIABIR I0ME B

BIATHBIER attribute=value X}, ERMBIBAE—1THERED, HiN :

// name=test, language=javascript
// mode=local, parameters=[a,b,c]

FERAFASRXESHRFLHEER(L 5 5. #).

{FAE 2456 attribute=value %,

fER A ()HNE S FRAFRE.

= 13.1. TBUEEMH

=4 Description

B EXHITERN, HIELUTHE :
IR A AN ERE R T R HUTZBIA, S RBIA A
BT LUV RSB IR1E,
DR BIEMBERERITREFE T RELZ1TH
$O

BE BEHUTHAMBIASIZE,

extension BENXHEZT B, FNXE ScriptEngine WER A
&

role BER A WIIHITHANA &,
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=4 Description

parameters EELHANBEMSHEMEAE, EELINRPR
AENSHHWARRSERE.,

datatype (AI3%) & BRAFEHEBIEN MediaType (MIME 2%
EHURSHIRLOE, WEMEATATNATIHEE
R RL R i,
B, &ReELE text/plain; charset=utf-8 LU{fE

A String UTF-8 #8048,

13.2.1.2. A% E

BUE RSN R AT A THHRE,

e Description

1 B EIBITZHANLEF,

marshaller 1B E A T REBUERFSE B2 F/ marshaller,

cacheManager 15 & %178 cacheManager.

scriptingManager BEILITIZMAR I AE IR R SLAI, ERILMERL
G MBI AZ 1T H A,

13.2.1.3. &S H

BUIRME RIS RS BUYE s THIARNI E £,
ZH2E name. value Xf, Hrh name 2—/1"FfFH, value 2 marshaller o] LLEEERERI{E,

UTFROIBAEHRASE, 272 multiplicand #1 multiplier, ZIARE RI{HFHF FLUEBFERLL &
ﬁo

// mode=local,language=javascript
multiplicand * multiplier
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ETAEMNEAR, Data Grid SN FRAR PELBISE R,

13.2.2. LG A R O &Rk

{1 Hot Rod RemoteCache EOZMMAA, WM THIAAR :

RemoteCache<String, String> scriptCache = cacheManager.getCache("___ script_cache");
scriptCache.put("multiplication.js",

"// mode=local,language=javascript\n" +

"multiplicand * multiplier\n");

5%

org.infinispan.client.hotrod.RemoteCache

13.3. .IZfTHIATHES

fFAMS TR ME Data Grid Server $fE LizTESHBIA, =&, EthalLIM Hot Rod B/ imiiiT
A TS,

FeREH
[ ]
1£ Data Grid Server R ZINHIAHIES.
Pk =
1.
BI85 Data Grid B9 CLI 7,
2.

£ F task sa HZfTESSHIAE, MTHIATR :

47488 multiplier.js A, FEERISH -

I task exec multiplier.js -Pmultiplicand=10 -Pmultiplier=20
200.0

W78 N @@cache@names S5, LIKESRATA A AZENFIE :
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I task exec @@cache@names

['__ protobuf_metadata","mycache","___ script_cache"]
BERFIT
[
{5/ Hot Rod RemoteCache # O execute () FHEFEETHZE, MTFHIFAE :
BAhsT

RemoteCache<String, Integer> cache = cacheManager.getCache();
// Create parameters for script execution.

Map<String, Object> params = new HashMap<>();
params.put("multiplicand", 10);

params.put("multiplier”, 20);

// Run the script with the parameters.

Object result = cache.execute("multiplication.js", params);

FE5T

// Add configuration for a locally running server.
ConfigurationBuilder builder = new ConfigurationBuilder();
builder.addServer().host("127.0.0.1").port(11222);

// Connect to the server.
RemoteCacheManager cacheManager = new RemoteCacheManager(builder.build());

// Retrieve the remote cache.
RemoteCache<String, String> cache = cacheManager.getCache();

// Create task parameters.
Map<String, String> parameters = new HashMap<>();
parameters.put("name”, "developer");

// Run the server task.
String greet = cache.execute("hello-task", parameters);
System.out.printin(greet);

=
o
B
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org.infinispan.client.hotrod.RemoteCache
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%5 14 & K& DATA GRID [RGB AEIC*®

BUEMEARSS 232 Apache Log4j 2 IRt ATECER HERICKAHLE, AFHRIMEHEIHC R REFRIF
LU TS HERR IR A R R 247,

14.1. DATA GRID SERVER H&X

BIEMBHIRS 2B EEA $SRHDG_HOME/server/log BRABYLLT X4 -

server.log

ARTEMEARER, aB5RSHEIEXMEIFHES.
Data Grid &5 shAR S5 250 = BRI ST,

server.log.json

JSON BRHEE, iSO REIERIE RS,
%4/5 F JSON-FILE Kiingskf, Data Grid &0 34,

14.1.1. fidi& Data Grid RSB A=

BHEMHEER Apache Logdj ARG EBIRS BREFHE. ERILIE logdj2.xml X #HHEERS 2= H
==

Itho

iz
1.
5 AR LAY 2337 FF SRHDG_HOME/server/conf/log4j2.xml,
2.
BiEREREdRSFEASILT.
3.
REFH KM logdj2.xml,
H At BT iR

Apache Log4j

14.1.2. B&EH 5]
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% 14 = Bdi& DATA GRID RSB HAFICT

B &% 3R SR A E .

Description

TRACE FRAVEECHR, Bk N AR R ANE KR,

DEBUG BFENARPER, SHEMERERX,

INFO BXRMNARFLMEERER, SEE0RBEEN.

WARN SRS BRI E S,

ERROR R LE 3R VSR BN DA INMBE A2 FE 1L N AREFIZTHY
IR

FATAL FIRE 5 B K AR 55 S FE I N R RE e K A1 44,

R T L BAHBZGN, ZEELRITHMEES : ALL JLLEEMAENES, A OFF KHEBRAT
BHR.

14.1.3. BIEME B FZICF R

FIEMHE 5 INFO. WARN. ERROR. FATAL 448 BiR4tinThae X igHA AR5,

org.infinispan.CLUSTER

FETBREMBEHIGER, 8BRTRBEE. ERTESH4. 2EFE,
org.infinispan.CONFIG

FETRIEMBRERHES,
org.infinispan.CONTAINER

FETBRASRIER, aBRdBMBRERF. ZENNEER. F5F.

org.infinispan.PERSISTENCE
BFETEEMESNFHEIER.

org.infinispan.SECURITY
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FETHREMEZEMHIHES.
org.infinispan.SERVER

RE T BURME RS BREER.
org.infinispan.XSITE

FETEBELREHRFIES.

14.1.4. BEKNE

Log appenders 3 ¥ Data Grid Server #{alic 3k H&HE R,

s

T AFHEEE A TH bR (stdout) SR R (stderr)ii.
1A A org.apache.logging.log4j.core.appender.ConsoleAppender %,

FILE

FESEHREBEAXH,
E1AfE A org.apache.logging.log4j.core.appender.RollingFileAppender 3%,

JSON-FILE
LX JSON A FHFHEEAXH.

2 1AfE A org.apache.logging.log4j.core.appender.RollingFileAppender 3%,

14.1.5. BEERKR

CONSOLE #] FILE appenders i/ PatternLayout 34R1E & KA {LBAEHEE.

~BIZ FILE Mgz hra2iER -
%d{yyyy-MM-dd HH:mm:ss,SSS} %-5p (%t)[%c114] Y%om%throwable%n

%d{yyyy-MM-dd HH:mm:ss,SSS} 1N T 4 RiaYHt EF1 B #A,

%-5p IHEBTHH, SHM—.
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% 14 = Bdi& DATA GRID RSB HAFICT

% T a2 EI 2B,

%c{1} Zhn B &iC KR B3E AR,

% M @B &HS.

%rowable F1IN7 & HEH IR ER.

%n AT,

PatternLayout 34 FE 2R,

14.1.6. 5 JSON HEMHBERE

Data Grid Server {28t 7T —1"HELEEFE, ATLL JSON BRAGHEHE,

FRFM

MRBIEMRIRSS R IETEZTT, BIEXIRSS%R.
BEFESNSEARSLERRF,

iz
1.
5 AR LA S 2537 FF SRHDG_HOME/server/conf/log4j2.xml,
2.
HUHAE JSON-FILE Miini2FR, 3+3EH FILE appender :
<!l--<AppenderRef ref="FILE"/>-->
<AppenderRef ref="JSON-FILE"/>
3.

(7)) RIRRERCE JSON K2 JSON /3,
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4.
REFFH KM logdj2.xml,

L2550 Data Grid Btf, ERFEMETHEE) JSON BREE ALUT X #4# JSON BREY :
$114G_HOME/server/log/server.log.json

Hith BHR

[}
RollingFileAppender

JSONLayout

14.2. i A&

Piln] B&ic 3% Hot Rod & $RHDG_HOME/server/log B¥H 32 #8) REST i BT A AL P imis
Ko

org.infinispan.HOTROD_ACCESS_LOG

¥ Hot Rod Vi [F&2E A hotrod-access.log XA KT F K,
org.infinispan.REST_ACCESS_LOG

¥ REST iJiln& 2 E A rest-access.log BB FHiCFEEK 5,

14.2.1. BAVIRBAE

Fic3 Hot Rod 1 REST i mUiFER, R EL logdj2.xml 5 A BEILKE,

it =

5 AR LAY 2337 FF SRHDG_HOME/server/conf/log4j2.xml,

¥ org.infinispan.HOTROD_ACCESS_LOG #] org.infinispan.REST_ACCESS_LOG Hi&
LR RA L B TRACE,
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%5 14 = B2 DATA GRID [RSSBAKRICE
RFFKH logdj2.xml,

<Logger name="org.infinispan.HOTROD_ACCESS_LOG" additivity="false" level="TRACE">
<AppenderRef ref="HR-ACCESS-FILE"/>
</Logger>

14.2.2. i BEEH
PR AENERIEROT -

Y% X{address} Y%oX{user} [Yod{dd/MMM/yyyy:HH:mm:ss Z}] &quot;%X{method} Y%om
Y% X{protocol}&quot; %X{status} %X{requestSize} %X{responseSize} Y% X{duration}%n

D EBAGET BERE, MTFHE :

127.0.0.1 - [DD/MM/YYYY:HH:MM:SS +0000] "PUT /rest/v2/caches/default’key HTTP/1.1" 404 5
7710

BEil KBS A %X{name} X%k, FAFEERRAENER. UTRERANBEEY :

=43 Description

address X-Forwarded-For #7335t %& i IP il

user FhRBM (ANRERSHEIE)

ibs EANAE. PUT. GET %,

protocol HEREmNY, HTTP/1.1 HTTP/2HOTROD/2.9 %
%,

status REST i sR B9 HTTP K743, Hot Rod i i HTE =
B8

requestSize HEREKN (LT R

responseSize MR BIARAN (LT R AL

duration AR 5528 L IEBIE KT R IZMH,

157



Red Hat Data Grid 8.4 Data Grid Server $5F

7

AN h: Wik BIEICTERPISHIRL, HI0 %X{h:User-Agent}.

14.3. HitB&

FiF BEALERERBURFS RS SR HMEBNE, LUEE T A Ee b R P H T ES, 3
RHEREH T ARIC KRS REESHMERERF,

org.infinispan.AUDIT

HLRLHEBEEEA $RHDG_HOME/server/log H*H M audit.log 3X#shp B Fic %35,

14.3.1. A IFEKIL®

BRILFREFITDHR, BREL logdj2.xml 5 ABEICRKEN,

S M XA 23T FF SRHDG_HOME/server/conf/log4j2.xml,

¥ org.infinispan.AUDIT logging EIMZHIESH INFO,

REFH XM logdj2.xml,

<I-- Set to INFO to enable audit logging -->

<Logger name="org.infinispan.AUDIT" additivity="false" level="INFO">
<AppenderRef ref="AUDIT-FILE"/>

</Logger>

14.3.2. Bd@ #H i B &R NgS

Apache Log4j iRt RMMINGE, TAFRHEIDERAXBSINAEXGLANERL, Fim, MR
EG9 T BB %X X3 syslog sF 2. JDBC g%k Apache Kafka fR552%, #&RILIEE log4j2.xml
hECIEMI IR,

£
e
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5 AR LAY 2337 FF SRHDG_HOME/server/conf/log4j2.xml,

2.
SRSk MIBRER A AUDIT-FILE #513X44 appender,
<!--RollingFile name="AUDIT-FILE"
</RollingFile-->
3.
HHE R RIS A &L XM InER.
i, EaILll Kafka BRS8N AEMMER, MTAE :
<Kafka name="AUDIT-KAFKA" topic="audit">
<PatternLayout pattern="%date %message"/>
<Property name="bootstrap.servers">localhost:9092</Property>
</Kafka>
4,
R{EF %M logdj2.xml,
Hfh BR

Log4j Appenders

14.3.3. AR LH it AFZI0 XL

MREE Logdj B3R AHRBRENRE, HEALLEIE org.infinispan.security.AuditLogger API 9
B & 5,

SeRFH
[
RIBFEE LI org.infinispan.security.AuditLogger, FHIFEITEE JAR X4+,
¥ =
1.
FHEM JAR FINF Data Grid Server Z2:F8 server/lib B%,
2.
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EEAELHITAFILRKBNTLBRELRLIR, fFH cache BZRELACER authorization
ToFRMIME,

Hitn, LATEESE X T my.package.CustomAuditLogger #Fh Bt kB4 E B -

<infinispan>
<cache-container>
<security>
<authorization audit-logger="my.package.CustomAuditLogger"/>
</security>
</cache-container>
</infinispan>

=
o
B

org.infinispan.security.AuditLogger
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%5 153 5y DATA GRID SERVER £ B HTEDIAR

88 15 & 7 DATA GRID SERVER £#HTEIAR

PATBIRRARRBRIRDI AR, DIERAZ SRR, MEFEHNHBIEEK, F@Eid Hot Rod TR
B,

15.1. % & HB#% DATA GRID £

BIRMERETT A Data Grid lRAFMER, REFEALEZEFFHETREIHEEDBINER.

FeRFMH

i/ BB R R A% % Data Grid Server 17,

B

BERBRERNPSEYSRENNES, BNIZE JGroups FHilcES ) BIrER
EEM—B. RIBENOIME, ZA0 LU R RN E OGO Sk 5REB rAiR
S

BIR— P EREFFWEE, XA JSON B, RIFEIERERIIRERNH.

BN LRERZFHF#EMER Hot Rod PHMMIRER I REUE.

{

"remote-store": {
"cache": "myCache",
"shared": true,
"raw-values'": true,
"security": {
"authentication": {
"digest": {
"username': "username",
"password": "changeme",
"realm™: "default"
}
}
b
"remote-server': [
{
"host": "127.0.0.1",
"port": 12222

161



Red Hat Data Grid 8.4 Data Grid Server $5F

{/ Data Grid fp {75 H(CLI)=% REST APl S & FHFERERMBIBIr R, LMEE
AL RIRERRE.

CLI : B RAFPER IBMNERTEE o5,

I [//containers/default]> migrate cluster connect -c myCache --file=remote-store.json

REST API : {#H rolling-upgrade/source-connection 753k AW i B & & xR 76
BCiEM POST iEK,

I POST /v2/caches/myCache/rolling-upgrade/source-connection

MEEIBNENEFESIENS K,
REF iRt BirEs, UEEFHBLEEMmAIERK,
5 R B iR RRE AL E E RS iR E.

EREE .

=
=
3

15.2. FHEIRERAYP B BIEE

L& EB xR Data Grid SR RLERIRERN, BrEH TS RTEAFFHENRTEMEEE
RABEF AR, ERSRBEIREBINER, RLETUFRARER, SRS BE, WRES
MEBEEHENBEHNESABRER. BESFTIBIENERHPNRETR, S8 REBEKREIE
F&E, B EEIBBHRERNESNRENTRY,
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%5 153 5y DATA GRID SERVER £ B HTEDIAR

FRFM

A& M4 Data Grid lRA<i% & BinEdf.

i =
1.
Frif{F Data Grid #1752 E(CLI)sk REST APl SR EI BRI BIERNEN ZEHTHE
728
[}
CLI : {81/ migrate cluster synchronize fip 5,
I migrate cluster synchronize -c myCache
[}
REST API : % POST 53K ?action=sync-data S,
I POST /v2/caches/myCache?action=sync-data
L#{F5eE, Data Grid RS B BIRERMNS B S BUH TR
2.
B B RPN T R SIRERNEE,
[}
CLI : {81/ migrate cluster disconnect # 45,
I migrate cluster disconnect -c myCache
[}
REST API : i DELETE i5XK,
I DELETE /v2/caches/myCache/rolling-upgrade/source-connection
RS R

AL REHPNFRARIER, RASIEETENR. I, ETLFARER.
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55 16 3 DATA GRID SERVER &R E &R

WEBIEMIBIRSS SR MEBNZIER, HHUTHEYRRS TR MR E,

16.1. M DATA GRID SERVER #HiZ iRk &

BHRMRARSSARTE tar.gz FHREPIRMIL Eiks, HhaSBXRSFZLAMENRENZHES. BRT
REMAEXHN, REMRMAEX CPU. AfE. TFXH. MAEREFMEBH. LENHIIER.

@il 5 Data Grid BR%52389 CLI 3%,

{ M fR552% report o4 T tar.gz 1944 :

server report
Downloaded report 'infinispan-<hostname>-<timestamp>-report.tar.gz'

Zan B AR ERIRETRAE, MTEIRE
I Downloaded report 'infinispan-<hostname>-<timestamp>-report.tar.gz'
¥ tar.gz XHBHBIXHRG EIE S AE,

FEREME/TIERE tar.gz X4,

16.2. i 1TH E e BUR MG AR S5 25 HSIC R ECE

217 &2 Data Grid Server WHE&ICRKECE, LUK HZ B & IR EHR M EHPITIRARRA Y
ﬁo

Bt CLI B HFICKEERCUEITH RN, XEHRERN :

FAEEFH logdj2.xml X, ERRFSHTRIBIMEHSFARCREEEEN
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log4j2.xml X#HhrEAE M,

{XFEVHA CLI M ABEHPHNT R, BHHGICKEERMAKRNT REARNEL.

@il 5 Data Grid BR$58389 CLI %L,
A BERilx #HTHENRHE,

P AR S5 28 h E LA A M NS
I logging list-appenders
o niRft JSON MRy, TR :

{
"STDOUT" : {

"name" : "STDOUT"
2
"JSON-FILE" : {
"name" : "JSON-FILE"
12
"HR-ACCESS-FILE" : {
"name" : "HR-ACCESS-FILE"
2
"FILE" : {
"name" : "FILE"
2
"REST-ACCESS-FILE" : {
"name" : "REST-ACCESS-FILE"
}
}

5 AR 5588 e U RIATA A& iC K4 i E -
I logging list-loggers

o m R4t JSON MaRz, WTFAR :
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[{

"name" : """,
"level" : "INFO",
"appenders" : [ "STDOUT", "FILE" ]
b{
"name" : "org.infinispan.HOTROD_ACCESS_LOG",
"level" : "INFO",
"appenders" : [ "THR-ACCESS-FILE" ]
b{
"name" : "com.arjuna",
"level" : "WARN",
"appenders" : [ ]
b{
"name" : "org.infinispan.REST_ACCESS_LOG",
"level" : "INFO",
"appenders" : [ "TREST-ACCESS-FILE" ]
H

f5F set FearRARMAENRARILFKBEE

filtn, LATFa$¥ org.infinispan BB KI5 E ) DEBUG :
I logging set --level=DEBUG org.infinispan

/A remove Fe L lERINA B &L X BEE,
Hitn, LATF&SHER org.infinispan logger Bd@, XEWKEUCHEA root A& :
I logging remove org.infinispan
16.3. i@id CLI B BHRSTT

RE[LL{E A stats A5 A —LE Data Grid Server %JE#8%M server-collected 5iit{5 8.

FERRMGHT (B, %F) WERLETXPHN stats 585, FEAXRFRBE

I stats

{

"statistics_enabled" : true,
"number_of_entries" : 0,
"hit_ratio" : 0.0,
"read_write_ratio" : 0.0,

166



%5 16 Z DATA GRID SERVER ZpE & HER

"time_since_start" : 0,
"time_since_reset" : 49,
"current_number_of_entries" : 0,
"current_number_of_entries_in_memory" : 0,
"total_number_of_entries" : 0,
"off_heap_memory_used" : 0,
"data_memory_used" : 0,

"stores" : 0,

"retrievals" : 0,

"hits" : 0,

"misses" : 0,

"remove_hits" : 0,
"remove_misses" : 0,

"evictions" : 0,
"average_read_time" : 0,
"average_read_time_nanos" : 0,
"average_write_time" : 0,
"average_write_time_nanos" : 0,
"average_remove_time" : 0,
"average_remove_time_nanos" : 0,
"required_minimum_number_of nodes" : -1

}

I stats /containers/default/caches/mycache

{
"time_since_start" : -1,
"time_since_reset" : -1,
"current_number_of_entries" : -1,
"current_number_of_entries_in_memory" : -1,
"total_number_of_entries" : -1,
"off_heap_memory_used" : -1,
"data_memory_used" : -1,
"stores" : -1,
"retrievals" : -1,
"hits" : -1,
"misses" : -1,
"remove_hits" : -1,
"remove_misses" : -1,
"evictions" : -1,
"average_read_time" : -1,
"average_read_time_nanos" : -1,
"average_write_time" : -1,
"average_write_time_nanos" : -1,
"average_remove_time" : -1,
"average_remove_time_nanos" : -1,
"required_minimum_number_of nodes" : -1

16.4. @if REST VjnISEEH R BRI

33+ REST API 3XHX Data Grid 8RR ERE.
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R GET iR SRER R,

I GET /rest/v2/cache-managers/{cacheManagerName}/health
Data Grid f:f JSON 3C#4maR, MR :

{

"cluster_health":{
"cluster_name":"ISPN",
"health_status":"HEALTHY",
"number_of _nodes":2,
"node_names":[

"NodeA-36229",
"NodeB-28703"

]

13
"cache_health":[
{
"status":"HEALTHY",
"cache_name":"___ protobuf_metadata"
}!
{
"status":"HEALTHY",
"cache_name":"cache2"
}!
{
"status":"HEALTHY",
"cache_name™":"mycache"
}!
{
"status":"HEALTHY",
"cache_name":"cache1”
}
]
}
72

RINEEFERBRE, WA :

I GET /rest/v2/cache-managers/{cacheManagerName}/health/status

5%
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MEEZEE, 55 RESTv2 (k% 2) APITHY,

16.5. @i JMX i SEERE RN

BT JMX R RBIERAR SRR TR ST R,

AR
1.
{1/ JConsole FEfl JMX Thae T E%#H| Data Grid IR5583, ABSMBILITAR :
I org.infinispan:type=CacheManager,name="default",component=CacheContainerHealth
2.

A Y MBeans EKFREHBEST,
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F17E 2
17.1. DATA GRID SERVER 8.4.1 README

£ Data Grid Server 14.0.6Final-redhat-00001 4% 8945 B.

17.1.1. &K

BRI IRS B =E JDK 11 B ShRA,

17.1.2. BEIIRSS 3
£/ BR%52% BIA21T Data Grid BR55 23561,

UNIX/ Linux

I $RHDG_HOME/bin/server.sh

Windows

I $RHDG_HOME\bin\server.bat

7

B8 --help = -h EHUEFR®GSE.

17.1.3. Z1LIRSS 35

{# A A CLI M shutdown S HTRL%H,
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HEH, MXiRhiA Ctrl-C LLrhriRS5 43/ slT TERM E5/_EXIE,

17.1.4. BB&
A 55 25 o i@ LA TR E TR 55 8 8950 5=k Y & Data Grid K& :

cache-container

EXATEREFE RN ERS.
HE P iRUE RS E R E RS,
BB iR R i,

socket-bindings

i U EEAR RN Bl O MR O
AR E X5 $RHDG_HOME/server/conf/infinispan.xml,

HRWA -c SENTRAREXH, MTHFR, BgERHRENIRSS -

UNIX/ Linux

I $RHDG_HOME/bin/server.sh -c infinispan-local.xml

Windows

I $RHDG_HOME\bin\server.bat -c infinispan-local.xml

BI7ESE
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17.1.5. 4h et

BIMER T, Data Grid Server 455 RIfE L sh9IAE IP #Hblik localhost,

£/ -b SEEFREM IP ihht, MO, HEBMEMSED :

UNIX/ Linux

I $RHDG_HOME/bin/server.sh -b 0.0.0.0

Windows

I $RHDG_HOME\bin\server.bat -b 0.0.0.0

17.1.6. HEwmO

BURME IR SS 2B MR O 11222,

R -p SBUXEFLIRD

UNIX/ Linux

I $RHDG_HOME/bin/server.sh -p 30000
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Windows

I $RHDG_HOME\bin\server.bat -p 30000

17.1.7. £& byt

BHRMSARSS SR ECIEE L T B G, RIERE—R% ENSANLARUERLI, HAHMRER.

5/ -k SHESEHREN IP ithit -

UNIX/ Linux

I $RHDG_HOME/bin/server.sh -k 192.168.1.100

Windows

I $RHDG_HOME!\bin\server.bat -k 192.168.1.100

17.1.8. SERHERR

JGroups HEEEoE RS LM, Data Grid BRSS232RIAEA top HEEL,
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HRWA -j SBOENEHMR, MTHRR, £/ UDP HHTREH T -

UNIX/ Linux

I $RHDG_HOME/bin/server.sh -j udp

Windows

I $RHDG_HOME\bin\server.bat -j udp

17.1.9. BHEUE

BUEME IR SS S R E S RIE,

£/ CLI fI2RA & MEH, MTA :

UNIX/ Linux

I $RHDG_HOME/bin/cli.sh user create username -p "qwer1234!"

Windows

I $RHDG_HOME!\bin\cli.bat user create username -p "qwer1234!"
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17.1.10. RSB EEX

Data Grid Server f# [ infinispan.server.home.path &I XRS5 EMIRS B D ZHWAR.

R$%BEB5# N $SRHDG_HOME, @SLLTF3xe#¥k -

bin

boot

docs

lib

server

static
B*% Description
/bin BEBIRSS 2 CLI BIRIA,
/boot SERTFERS 2R JAR X,
/docs RUHECE RG], 220, HETFaEE b TR,
/lib BERSFNBFTEN JAR X,

AEFEE X JAR XHMIT SR,

/server 7 Data Grid Server SEFIR AR ST 45,
/static BERIEMIEIES &S ES TR,

17.1.11. RESSBAF

BURMIE RS 23 {8 A infinispan.server.root.path 3£ Data Grid Server SEHIESE ST FEUERE,
B L ER— B RHA R B S N RS SRR R, REHEMA -s 3 --server-root SHUEEAL

&, MTHImER:

UNIX/ Linux
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I $RHDG_HOME/bin/server.sh -s server2

Windows

I $RHDG_HOME!\bin\server.bat -s server2

BIRSHREFEBISLUT MK

— server

| |— conf
| F—data
| —1ib
| L—1log
Bx Description RoEtES
/server/conf BEIRFSBRECE infinispan.server.config.path
/server/data AERBERAIHLBUR S, infinispan.server.data.path
/server/lib SAERS BT B, Infinispan.server.lib.path
ZBEFRIAARNAME, FAERX ERUTIRAIRZIERE :
BRR, 1£ Windows _£BJ Unix / Linux
;R
/server/log SRS 2 H & infinispan.server.log.path

17.1.12. B&ibxE

{81/ server/conf X443l log4j2.xml X#4ECE Data Grid Server B,

[ --logging-config=<path_to_logfile > SEEFEMA B E X KE, WMTFAE :

UNIX/ Linux
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I $RHDG_HOME/bin/server.sh --logging-config=/path/to/log4j2.xml

7

HPRAEEEREN, FHFAEFER ~ REHB

Windows

I $RHDG_HOME\bin\server.bat --logging-config=path\to\log4j2.xml
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