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RED HAT DEVELOPER HUB ¥

RED HAT DEVELOPER HUB X #f

NIRRT A AR AR BRI, FVTRIZLIEER 1. Al LA RLIER ] Mibit
TULTER :

o HEIRMTLLIERIAZE, THEEXRLERERAZRXE,
o NZINEEIRFFIRSS (GSS) LIRS Hr A

B, https://access.redhat.com/support/cases/#/case/new/get-support?caseCreate=true Ef
BN, 5% Red Hat Developer Hub/E ™ @, SARIEESE L™ MmRA,


http://access.redhat.com
https://access.redhat.com/support/cases/#/case/new/get-support?caseCreate=true
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5 1% %% RED HAT DEVELOPER HUB OPERATOR

ENEER, EALIRE Red Hat Developer Hub Operator, W Al LAM#E Operator FELLFIE&E £
#Z%% Red Hat Developer Hub :

® Red Hat OpenShift Container Platform (RHOCP)

® Amazon Elastic Kubernetes Service (EKS)

® Microsoft Azure Kubernetes Service (AKS)
RHOCP BRIZHM 412 A% El 415, 515S A Red Hat Developer Hub A& EH o
BERAATFLUT CPU 2 :

e AMDG64 # Intel 64 (x86_64)

FRFH

® Ll OpenShift Container Platform Web £ & EE R &2 &K,

o MERUBEHEE T ELANABNIIRRAUENBREF. IFEEZER, HFSHEXWENBRE
FF#J Red Hat OpenShift X4,

HiREREM, EET AN default fp %22 (A EBE Red Hat Developer Hub Operator,
0 rhdh-operator, fREFEIE 51 v LUET A B E SN KA B E RS E AR B ot
Operator BFIRBYII A,

it =

1. 1£ OpenShift Container Platform Web %5 #) Administrator Y&/, # AZ| Operators >
OperatorHub,

2. 1E Filter by keyword #E7, #iA Developer Hub ¥ Red Hat Developer HubOperator &,
3. 7 Red Hat Developer Hub OperatorliEH, s Install,

4. 7% Install Operator TUE ™, {8/ Update channel THIZ #i%FEEF R EHIIE

o fast BEIRM y-stream (x.y)# z-stream (x.y.z)BHr, BIEOM 1.1 FHLEN 1.2, HEM1.1.0 AL
1%

B

fast BB DIEFERA T BNFTEEH. FREHEATEERTE Red Hat
Developer Hub BBE ARSI ABHN BN, SHHAZITEICLLT BREM AT REfR IR B i
BIEAE B

o fast-1.1/E RIRMt z-stream BHT, HIIOM 111 FZEN1.1.2, MNREBFLUEEH Red Hat
Developer Hub y-version, BIEIM 1.1 BHZE 1.2, B FoNEIHLE] fast SiE,

5. 7£ Install Operator TiE A, ~} Operator % Update approval 5B% :

o INR%EFE Automatic 1%, Operator 2E#H, MEZFHfIL,


https://access.redhat.com/support/policy/updates/developerhub
https://docs.openshift.com/container-platform/4.15/applications/index.html

% 13 %% RED HAT DEVELOPER HUB OPERATOR

o HNREF Manual &, NS EHIEF L BB, FATFHEN, EFHREERR, EE
S F B LA H

6. = Install,

o EHED LRI Red Hat Developer Hub Operator, &5 View Operator,

Hth BHR

e f{#IFH Operator £ OpenShift Container Platform %% Red Hat Developer Hub

o fBF Web ##l& M OperatorHub &%


https://docs.openshift.com/container-platform/4.15/operators/admin/olm-adding-operators-to-cluster.html#olm-installing-from-operatorhub-using-web-console_olm-adding-operators-to-a-cluster

Red Hat Developer Hub 1.2 Red Hat Developer Hub Y& 5

5 2 = 7£ OPENSHIFT CONTAINER PLATFORM _LE8Z RED
HAT DEVELOPER HUB

& A LUE A LUT A% 2 —1E OpenShift Container Platform £ %%& Red Hat Developer Hub :
® Helm chart

® Red Hat Developer Hub Operator

2.1. {5/ HELM CHART £ OPENSHIFT CONTAINER PLATFORM LZ32
RED HAT DEVELOPER HUB

& el LUEF Red Hat OpenShift Container Platform FIBJ Helm chart 3k %2%& Developer Hub, iX@R ;&M
RERE,

Helm & OpenShift Container Platform LR {4 EESR, TIRHELITIHEE !
o HABZE X hook N AFEMA FARERFEEH
o BEESNMVARFNRE
o RHUAEAHMMARSHFLITENEE
o TRFENREILARTHIN AR FhRA

Red Hat Developer Hub Helm chart fif F OpenShift Dedicated #1 OpenShift Container Platform #J
Helm B3k,

FRFM

o BE[IiE| OpenShift Container Platform ik /7,

e EX OpenShift Container Platform admin &M ETEFEE T ELUMWABTILTR, Lo
BNV AR, f0F A X OpenShift Container Platform BEBMEZER, 155 HEH RBAC & L
FRLFATBR,

e fREE OpenShift Container Platform & T —/NiH, AXTE OpenShift Container
Platform FREIBITEHMEZEE, 155 Red Hat OpenShift Container Platform 3244

it =

1. M Developer Hub web ##lI&# Developer 1, = +Add,

2. 1f Developer Catalog E#x# 52 Helm Chart,

3. 7E Filter by keyword #E/, #iA Developer Hub ¥ 5= Red Hat Developer Hub—+,
4. 7£ Red Hat Developer Hub TIE@ ™, = Create,

5. MEEFRBKR, E#H OpenShift Container Platform BEEHZREHL (40 : apps.
<clusterName>.com) ,

6. EFEHRERH, UERRAEMASK YAML 1K skE & Developer Hub L6, EKIAERE Form

view,


https://docs.openshift.com/container-platform/4.15/authentication/using-rbac.html
https://docs.openshift.com/container-platform/4.15/applications/projects/working-with-projects.html#odc-creating-projects-using-developer-perspective_projects
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e {HF Form view

a. E#M Form M EIERBESEH, 157 A Backstage SEflIFhf Root Schema — global —
Enable service authentication, F¥ OpenShift Container Platform & E 25 E N4 E!
RE FHFEA,

e {HF YAML #1&

a. BEH YAML I EIEESLHI, %8 OpenShift Container Platform E&E 25 E & XENEE!
global.clusterRouterBase S/, N TFHIFT® :

global:
auth:
backend:
enabled: true
clusterRouterBase: apps.<clusterName>.com
# other Red Hat Developer Hub Helm Chart configurations

7. MRBE, BHhEEME,
p= Y=
BXENMERKWHEES], FrILI4E Developer Hub G117,
L B EIERR OpenShift Container Platform BEEIHT, B8 EAIEHL(E & HHERTH S,

FIFERIBENIE R ZEER Developer Hub, 74, IIRBE ISP EEFEREF
HXEEN, NEELENFEELLEN.

8. m Create FEFHIEZEH Developer Hub J557,

9. m Open URL E#1FF14{#E A Developer Hub A&,

¥

develo..gresgl  § G developer-hub

developer-hub
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#NR Developer Hub B#R LAV M EZE X4, Il developer-hub pod AIEERALTF
CrashLoopBackOff ik &, XMERHLUTHERR :

Loaded config from app-config-from-configmap.yaml, env

2023-07-24T19:44:46.223Z auth info Configuring "database" as KeyStore provider

type=plugin
Backend failed to start up Error: Missing required config value at
'backend.database.client'

BRRRIXANEER, ERIERE X4,

2.1.1. ¥/ Helm CLI 7£ Red Hat OpenShift Container Platform £ %% Red Hat
Developer Hub

fRAT LAE A Helm CLI 7£ Red Hat OpenShift Container Platform £ %% Red Hat Developer Hub,

FRFH

Y=

10

B I{FiL ER&E T OpenShift CLI (oc).
B & Z] OpenShift Container Platform ik 7,

B OpenShift Container Platform admin B&HAF BT HPEE 758 LA BMINERE
BN FEFE. %A% OpenShift Container Platform BBMEZER, 1ES14 [# A RBAC kK
TE S FIR AR (https://docs.openshift.com/container-platform/4.15/authentication/using-
rbac.html),

R B 7E OpenShift Container Platform A& T —MiH, HXTE OpenShift Container
Platform R AIBIBEMEZER, ES [ [Red Hat OpenShift Container Platform 3X#4]
(https://docs.openshift.com/container-platform/4.15/applications/projects/working-with-
projects.html#odc-creating-projects-using-developer-perspective_projects),

B&%& Helm CLlI,

. BIEFBUE < rhdh> OpenShift Container Platform T8 :

NAMESPACE=<emphasis><rhdh></emphasis>
oc new-project ${NAMESPACE} || oc project ${NAMESPACE}

Z2%& Red Hat Developer Hub Helm Chart:

helm upgrade redhat-developer-hub -i https://github.com/openshift-helm-
charts/charts/releases/download/redhat-redhat-developer-hub-1.2.1/redhat-developer-hub-
1.2.1.1gz

{8 OpenShift Container Platform $£&£H# Developer Hub #IBFEZ DB ASRE A URL (H
Bici® Developer Hub Helm Chart 45 :

I PASSWORD=$(oc get secret redhat-developer-hub-postgresql -o jsonpath="


https://docs.openshift.com/container-platform/4.15/authentication/using-rbac.html
https://docs.openshift.com/container-platform/4.15/applications/projects/working-with-projects.html#odc-creating-projects-using-developer-perspective_projects
https://helm.sh/docs/intro/install
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{.data.password}" | base64 -d)
CLUSTER_ROUTER_BASE=$(oc get route console -n openshift-console -
o=jsonpath="{.spec.host}' | sed 's/"[*".]*\.//')
helm upgrade redhat-developer-hub -i "https://github.com/openshift-helm-
charts/charts/releases/download/redhat-redhat-developer-hub-1.2.1/redhat-developer-hub-
1.2.1.tgz"\

--set global.clusterRouterBase="$CLUSTER_ROUTER_BASE" \

--set global.postgresqgl.auth.password="$PASSWORD"

4. HRIETEIZ1TH Developer Hub 524 URL :

I echo "https://redhat-developer-hub-$NAMESPACE.$CLUSTER_ROUTER_BASE"

o TENY 2RI FFIETEIZ1THI Developer Hub SE5 URL, LAf#F Developer Hub,

2.1.2. A Helm Chart 5 B & X N AR FEE X 4R INE] OpenShift Container
Platform /1

& eI LUEF Red Hat Developer Hub Helm Chart $5 B & X FATEFFECE LRI E] OpenShift Container
Platform =245/,

FoRFH

o REHET Red Hat OpenShift Container Platform i f7,

it =

1. 7£ OpenShift Container Platform Web ##&m, %# ConfigMaps #£TIE,
2. = Create ConfigMap,

3. 7£ Create ConfigMap T1E A, 1%£#¥ Configure via F1fJ YAML view 1%£1, FHiRIBEEERRIZ
X4,

4. = Create,
5. # A Helm &£ &EEH Helm X THRAFIEK.
6. M EEMEAN Helm ZITARAR overflow 35, SRE1£% Upgrade,

7. {FF Form view = YAML #1118 £ %% Helm EC &,
e {HF Form view

a. 7t Root Schema — Backstage chart schema = Backstage parameters = Extra

app BREX#HEIRNEKRIGHSH .
b. = Add Extra app BEei& XHLAREEIGe HSBUEE,
c. EUTFERFHIAE :

o configMapRef: app-config-rhdh

o filename: app-config-rhdh.yaml

1
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d. Hi; Upgrade,

e {#F YAML H1&

a. XIE upstream.backstage.extraAppConfig.configMapRef #11
upstream.backstage.extraAppConfig.filename S HE, TR :

other Red Hat Developer Hub Helm Chart configurations
upstream:
backstage:
extraAppConfig:
- configMapRef: app-config-rhdh
filename: app-config-rhdh.yaml
# ... other Red Hat Developer Hub Helm Chart configurations

b. Hi; Upgrade,

2.1.3. {#fH air-gapped 1 EH ) Helm Chart Z2& Red Hat Developer Hub

air-gapped I&E (1BF5H air-gapped M4 FREHIMLS) BT IRE RIIMARKBREZ LM, BILX
BRES LARA Lk air-gapped REFIA SRR B RIKRIZAG ], B EH=0E(E.

IR B LATE air-gapped IMEH %% Red Hat Developer Hub, LAARZ 2 M HH R ERIEME R,

F 1T air-gapped IEH %L Developer Hub, & ELIH] registry.redhat.io # air-gapped IMEHY
registry,

FRFH

e B %% Red Hat OpenShift Container Platform 4.12 S{ B & iR A
o ®ELLIJIA] registry.redhat.io,

o RATLL RS EEM Red Hat OpenShift Container Platform 5if& registry, B XA FF5& registry
HEZER, BESHAX AT registry B Red Hat OpenShift Container Platform 344,

o BEHEI{FIhEREET OpenShift CLI(oc),
o MEAEI{FiFERKT podman i HITLE,

e &7 Red Hat Developer Portal 1 —"Mik 7,

it =

1. IZfTLAT S, R OpenShift CLI (oc)& 5k EI OpenShift Container Platform M/

™

I oc login -u <user> -p <password> https://api.<hostname>:6443

2. BT T4, A podman &4 1T TEZEKE OpenShift Container Platform $%4& registry :

podman login -u kubeadmin -p $(oc whoami -t) default-route-openshift-image-registry.
<hostname>

12


https://docs.openshift.com/container-platform/4.15/registry/securing-exposing-registry.html
https://developers.redhat.com/

5. ]

&5 23 1£ OPENSHIFT CONTAINER PLATFORM _E%Z RED HAT DEVELOPER HUE

IRE L2 1T AT 8 3 FKEX OpenShift Container Platform #5& registry BISE 5 ¥
M, REERAGSHHNENLER

REGISTRY_HOST=$(oc get route default-route -n openshift-image-registry --
template="{{ .spec.host }}')

I podman login -u kubeadmin -p $(oc whoami -t) SREGISTRY_HOST
ZITUTH4, &% podman FH registry.redhat.io :

I podman login registry.redhat.io

B registry B BIENEZE R, 1ESH Red Hat Container Registry S14%1E o

. IBITLUR %, ¥ Developer Hub # PostgreSQL ##{& M Red Hat Image registry HIEXEIf&HI T

{Fuh :

I podman pull registry.redhat.io/rhdh/rhdh-hub-rhel9:{product-chart-version}

I podman pull registry.redhat.io/rhel9/postgresql-15:latest

TULT S, X NESRHEEEIRNER OpenShift Container Platform {4 registry :

version} default-route-openshift-image-registry.<hostnames/<project_name>/rhdh-hub-rhel9:

{product-chart-version}

ey

| podman push --remove-signatures registry.redhat.io/rhdh/rhdh-hub-rhel9:{product-chart-
podman push --remove-signatures registry.redhat.io/rhel9/postgresql-15:latest default-route-
openshift-image-registry.<hostname>/<project_name>/postgresql-15:latest

B X EENES#EEE] OpenShift Container Platform 53R registry WEZE R, 1ESH {0 E

R & X E] OpenShift 4 registry H,

BE
MR L E x509 ik, BERIEEBE 251 L2247 FHTF OpenShift Container
Platform B&EHEY CA IEF,

AL T e S%HE OpenShift Container Platform RIER registry 2 B 11X H MR
I oc get imagestream -n <project_name>
TUTES, NXMADEGEAAREIRER

oc set image-lookup postgresql-15

oc set image-lookup rhdh-hub-rhel9

#HA YAML 1, FERLITEES backstage #1 postgresql #J image Z34 :

13


https://access.redhat.com/RegistryAuthentication
https://catalog.redhat.com/software/containers/search
https://access.redhat.com/solutions/6959306
https://access.redhat.com/solutions/6088891
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Developer Hub $R{&HE R HI

upstream:
backstage:
image:
registry:
repository: rhdh-hub-rhel9
tag: latest

PostgreSQL #RI&HIERHI

upstream:
postgresql:
image:
registry:
repository: postgresql-15
tag: latest

9. f#F Helm Chart &Z%& Red Hat Developer Hub, B Xx%%& Developer Hub WE%{E R, 1ES M
58 21777 " Helm Chart 7£ OpenShift Container Platform _EE8% Red Hat Developer Hub” ,

2.2. {#FH OPERATOR 7£ OPENSHIFT CONTAINER PLATFORM %=
RED HAT DEVELOPER HUB

YERTF A%, EATLUMERA Red Hat OpenShift Container Platform Web 1%l & F1#) Developer Catalog
1£ OpenShift Container Platform L£&82 Red Hat Developer Hub 251, ItbERE /5% A Red Hat
Developer Hub Operator,

FRFH

o KT BR% Red Hat Developer Hub Operator, &% E
Developer Hub Operator,

W8
il
iy
i
W
=
)lﬁ
i
Py
D

o
T
Q

@

ik
1. 7£ OpenShift Container Platform #°} Red Hat Developer Hub LI 611 H, skiEREINA DI
Ho
R’

B X1E OpenShift Container Platform HRAIRINBMNEZ{EE, 1ES [ Red Hat OpenShift
Container Platform SRR IR Web 124615 AT,

2. M OpenShift Container Platform Web 2 & 8 Developer 1, = +Add,

3. 7£ Developer Catalog E#k ', H.ifi Operator Backed,

4. 7E Filter by keyword #£/1, #iA Developer Hub 352 Red Hat Developer Hub—,
5. /= Create,

6. & Red Hat Developer Hub £ F5in B & YL ECLE,

14


https://docs.openshift.com/container-platform/4.15/applications/projects/working-with-projects.html#creating-a-project-using-the-web-console_projects
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7. 1 Create Backstage TIEIH, m Create
gk
pod #hZEfE, &R LLEITITH URL 3117 Red Hat Developer Hub &

1. R Topology flEIFBI pod #IA pod 74, FHAIL Details @HRFHY Status, = pod Fhe4
if, pod K& Active,

2. 7 Topology #lE &, s Developer Hub pod £#J Open URL &l#7,

Pod selector

Node selector
lectc

Tolerations

SS) backst..er-hub 3 backst...er-hub |'

Annotations

&

B) developer-hub @

Heth TR
® OpenShift Container Platform - #% 5 F 2 it

2.2.1. {1 Operator f$ B & X AR FEE X I1EI OpenShift Container Platform
-

BE LN ARRFEEXHE—1 ConfigMap X%, = HFEI Red Hat Developer Hub SLBIMIEEE, 40
R E7E Red Hat OpenShift Container Platform £#E& Developer Hub 543, &R LA{#E F Red Hat
Developer Hub Operator ¥ B & X M A2 FEC & X7 INEI OpenShift Container Platform £, 7%
202 ConfigMap % &3 1E Developer Hub B E X EIR(CR)HBIBE.

BE YN BREEXHEE—1% 5 BACKEND_SECRET MBI MEL 8, KT EEE—MHublNEIRS
R%IEREH, Developer Hub FA3kE5| A OpenShift Container Platform secret E X HIIAMEZ &, K0
B —1 &N 'secrets-rhdh' #J secret, FIE Developer Hub CR HBIHE,

p= Y=

B ERY Red Hat Developer Hub REARZ A ERFRIFBI RIBIRN, REEEMEM
NB—HEBEmEMEIEEH, HEENEEER, FEETEMREXHEFLFE, X
NEAENMEL EF ARE X,

SeRFH
o RA—NEELHI Red Hat OpenShift Container Platform i/,

o [RHYEIE 7 B 7E OpenShift Container Platform &% T Red Hat Developer Hub Operator, 1l
FELER, 1HBH%RE Red Hat Developer Hub Operator

15


https://docs.openshift.com/container-platform/4.15/applications/index.html
https://access.redhat.com/documentation/zh-cn/red_hat_developer_hub/1.2/html-single/administration_guide_for_red_hat_developer_hub/index

Red Hat Developer Hub 1.2 Red Hat Developer Hub Y& 5
e {KETE OpenShift Container Platform Al Red Hat Developer Hub CR.

it =

1. M OpenShift Container Platform Web #2#l& #1#) Developer 1, 7% Topology L&, A&
mifi Developer Hub pod L#J Open URL E|#73& 177 Developer Hub &8 URL: <
RHDH_URL>,

2. M OpenShift Container Platform Web %] & 8 Developer #lf5, %% ConfigMaps 1K,
3. = Create ConfigMap,

4. 1f Configure via 1% YAML view 12651, F8 LT R EIEH ERIENR R 02 ConfigMap *f
%R, %0 app-config-rhdh.yaml :

kind: ConfigMap
apiVersion: vi
metadata:
name: app-config-rhdh
data:
"app-config-rhdh.yaml": |
app:
title: Red Hat Developer Hub
baseUrl: <RHDH_URL> @)
backend:
auth:
keys:

- secret: "${BACKEND_SECRET}" 9
baseUrl: <RHDH_URL> €)
cors:

origin: <RHDH_URL> @)

8 Red Hat Developer Hub L9 4428 URL,

FERIFEZE AT OpenShift Container Platform secret, LATE X558 Developer Hub f&
I B IIE B,

8 Red Hat Developer Hub L9 4428 URL,

8 Red Hat Developer Hub L9 4428 URL,

o0 09

5. = Create,

6. 1%+F Secrets K&,

7. = Create Key/value Secret,

8. fll#%& ) secrets-rhdh B secret,

9. ¥/N4% BACKEND_SECRET #0#, I base64 JiGFHEMENE, HEA Red Hat
Developer Hub SLfl{FE FAME—{E, a0, ERTLAMERL RS MEIREMRBRH -

I node -p 'require("crypto").randomBytes(24).toString("base64")’
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10. = Create,
1. 1%+ Topology 11K,

12. RIEEFEAB Red Hat Developer Hub X5IBY overflow 325, #R/F1%#F Edit Backstage JMN#E:
Red Hat Developer Hub SZIE9 YAML #1 &,

Edit Backstage

i

Delete Backstage

13. £ CR R, WABE NN BRFEEREMAHZTIMEN
spec.application.appConfig.configMaps FEXHI{E, FHiA secret WEFMEN
spec.application.extraEnvs.secrets FE&HI{E, 40 :

apiVersion: vi
kind: ConfigMap
metadata:
name: example
spec:
application:
appConfig:
mountPath: /opt/app-root/src
configMaps:
- name: app-config-rhdh
extraEnvs:
secrets:
- name: secrets-rhdh
extraFiles:
mountPath: /opt/app-root/src
replicas: 1
route:
enabled: true
database:
enableLocalDb: true

17
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14. il Save,
15. iREE| Topology K], FHZ%F Red Hat Developer Hub pod f5 5/,

16. 52 Open URL E#5{#F Red Hat Developer Hub & MUK BB E K,

e MNFEAX Developer Hub FHIA BT EZER, 5B Red Hat Developer Hub FRBYEF
A BRI R]H2EI (RBAC),

2.2.2. {# 3 Red Hat Developer Hub Operator Bt & &) A fH 4
IR LU S E I EC B 7 1% 7 Backstage B E L HIRE(CR) AT LS| FAHY ConfigMap *f fH,

pa -3
. 40 pluginConfig FEBIRIMELE, M I7E secrets-rhdh secret HE L E,

¥ =
1. 7£ OpenShift Container Platform Web ##& 1, %# ConfigMaps #£1iE,

2. = Create ConfigMap,

3. 7£ Create ConfigMap TIEH, #RIEFEZEFE Configure via Hi%F YAML view JET, FHImiE1%
S,

{8/ GitHub shE3&E#4H ConfigMap X Bl

kind: ConfigMap
apiVersion: vi

metadata:
name: dynamic-plugins-rhdh
data:
dynamic-plugins.yaml: |
includes:
- dynamic-plugins.default.yaml
plugins:
- package: './dynamic-plugins/dist/backstage-plugin-catalog-backend-module-github-
dynamic'

disabled: false
pluginConfig: {}

4. = Create,

5. i# A Topology 1A,

6. R EMHAR Red Hat Developer Hub SX5IHY overflow 35, $AE174% Edit Backstage 31N
jﬂz Red Hat Developer Hub S YAML #1 &,
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Edit Backstage

iy

Delete Backstage

7. 1% dynamicPluginsConfigMapName F %/~ /N%E| Backstage CR. 5140 :

apiVersion: rhdh.redhat.com/vialpha1i
kind: Backstage
metadata:

name: my-rhdh
spec:

application:
#...

dynamicPluginsConfigMapName: dynamic-plugins-rhdh

#...

mil Save,

IREIZE Topology 114, FZ%%F Red Hat Developer Hub pod J& 51,

. 5 Open URL KirFF iR A A #H B & F X8 Red Hat Developer Hub &,

@1t f¥ /api/dynamic-plugins-info/loaded-plugins Kff %] Red Hat Developer Hub root URL 3
REREGIIRRBREME T o SBHEE -

Bz

[
{

"name": "backstage-plugin-catalog-backend-module-github-dynamic”,
"version": "0.5.2",
"platform™: "node",
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"role": "backend-plugin-module"
|3
{

"name": "backstage-plugin-techdocs",
"version": "1.10.0",

"role": "frontend-plugin”,

"platform™: "web"

"name": "backstage-plugin-techdocs-backend-dynamic",
"version": "1.9.5",

"platform": "node",

"role": "backend-plugin”

2.2.3. {# [ air-gapped I EHH) Operator Z2%& Red Hat Developer Hub

TEZIRML EiZ21T89 OpenShift Container Platform &£8ffh, AHFTREATH, R, ZBE Red Hat
Developer Hub Operator #iZ1T Developer Hub EZE LI F A H TR -

e Operator & (bundle. operator, catalog)
o BRIENTREMR(RHDH, PostgreSQL)

BEXEFHRTA, e OpenShift Container Platform S8R 15 ] B9 registry FREIZERN

YR
BlRo

ERILMER— NS REFHAR R IGAENGEG, FRUEVENEE, LUBRIERSE Red Hat Developer
Hub Operator # & Developer Hub SZ {5l {55 F X L 55 1%,

p= Y=
#NR OpenShift Container Platform B2 A S FEZRMEHIRE, UHAFTEESRE

BRI registry, B2, MREEFERFITIIFEEMNMER, ELUERZMATEERER
- FERBIRIR registry, FERTERFEHR(mirror)it 78,

FRFH

o BB —NEEKH OpenShift CLI (oc)R1E, EHAEEXT OpenShift Container Platform &EHE
AR, 1EZ 1 OpenShift CLI Al T,

o RE—/NEKM oc registry 215Z! registry.redhat.io ZLI§E S RGIB %, HE M Red Hat
Container Registry {351,

e opmCLI TEBRE, F5[H%E% opm CL,

o BREjqHHE, HEBMH T,

e podman B&RE, 1HEH Podman ZE&1iA,

o 2 %% Skopeo MiA 114 HERMR A, 155 &% Skopeo,

o MRMBBEE—NEEMIRIR registry, NIFEE—NEIKH Skopeo &1, FHFEBX I registry B9
ERVIANR, HS0 N E BN RERN registry FIRERTE R,
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AER OpenShift Container Platform &% 1% registry R eE A/ BIRER& registry, 155 [
X F R registry,

o MRECIEBSHIEMR registry, 1ES N Red Hat OpenShift fllEHH B Hil& registry BUFR
registrys

o MRELZEHR registry, ERILER helper AN EOIR—1, BREBZUTHNTRZM

o B%E cURL 8, *F Red Hat Enterprise Linux, A@id %% curl S SEFEH curl @
o BY curl BFHMIES, EEF cURL Wik,

o htpasswd @S A, %I F Red Hat Enterprise Linux, AILUET %% httpd-tools 54 &%
{53 htpasswd B4,

Y=

1. FHFIZTHBHAUREBE Y Operator B R HRIGIEXHE& - prepare-restricted-
environment.sh (source),

curl -sSLO https://raw.githubusercontent.com/janus-idp/operator/1.1.x/.rhdh/scripts/prepare-
restricted-environment.sh

# if you do not already have a target mirror registry
# and want the script to create one for you
# use the following example:
bash prepare-restricted-environment.sh \
--prod_operator_index "registry.redhat.io/redhat/redhat-operator-index:v4.14" \
--prod_operator_package name "rhdh" \
--prod_operator_bundle_name "rhdh-operator" \
--prod_operator_version "v1.1.1"

# if you already have a target mirror registry
# use the following example:
bash prepare-restricted-environment.sh \
--prod_operator_index "registry.redhat.io/redhat/redhat-operator-index:v4.14" \
--prod_operator_package name "rhdh" \
--prod_operator_bundle_name "rhdh-operator" \
--prod_operator_version "v1.1.1"\
--use_existing_mirror_registry "my_registry"

STRZBEARRERZ/LOHEE, RANERFSDEREFIZIHR registry,

21


https://docs.openshift.com/container-platform/4.15/installing/disconnected_install/installing-mirroring-installation-images.html#installation-about-mirror-registry_installing-mirroring-installation-images
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£ 3 E BN E POSTGRESQL #iE/%

ENER A, EALITE Red Hat Developer Hub FREZEFI{E A4 EB PostgreSQL #iE/E, e LUEA
PostgreSQL 1EF X4 Operator 2% Helm Chart BZi& 4+ &8 PostgreSQL S5l

L

Developer Hub X Z #ECE 2B PostgreSQL $EE, WA LAMITAI ED), & DEIE
X A ER PostgreSQL IR ZERCE & BT FAME(HA).

4, A Red Hat Developer Hub Operator 8% Helm Chart B2 &4+ 48 PostgreSQL 5L
HARERTETINE,

3.1. £ OPERATOR EZE4E8 POSTGRESQL S5l

& eI LU#E A Red Hat Developer Hub Operator BRiE 4+ &B PostgreSQL 5, EKINER T, Operator R1E
ERE RHDH LM E— & 22 A h A B EE — PostgreSQL AMSLA], HE, EAILIESILEINE

& SR AC B A ER PostgreSQL #IEFEARSS 23, 140 Amazon Web Services (AWS)#E X< ##EZERR S5 (RDS) K
Azure BHEE,

SeRFMH
o EERAZXFM PostgreSQL liA, MFRELHER, HSH - mEmER ITHE.

o HMALITHE

o

db-host : JEE PostgreSQL L1 2 45(DNS)sk P Hitik

o

db-port : ;¥E PostgreSQL LAliFOS, 0 5432

o

g  EREEET PostgreSQL SEFIMA 4

o

B : SEREEE PostgreSQL SLAIRER L
o B &% Red Hat Developer Hub Operator,

o Tk : EE— CAIEPT., ZHIZRE(TLS)FAM TLSIEH, LUEMEETLUER TLS iRk
BEERK, MREZER, 1§54 PostgreSQL #1514,

BIANERT, Developer Hub N NMEHEA—MIEE, HERKINBHREE. R
T PSQL Database 4514, EAIgEEE Create Database 4513 ECE A EB PostgreSQL
S5,

ik =5
1 Ak B —NET secret KB TLS ##EEE PostgreSQL SEf :

cat <<EOF | oc -n <your-namespace> create -f -
apiVersion: vi

kind: Secret

metadata:

name: <crt-secret> ﬂ
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type: Opaque
stringData:
postgres-ca.pem: |-

<ca-certificate-key> g
postgres-key.key: |-

<tls-private-key> e
postgres-crt.pem: |-

<tls-certificate-key> ﬂ

#...
EOF

IRMIEF secret BIE TR,
1244 CAIEP A,

A ¢ R4 TLS AW,

6@@0

ATk ¢ R TLS WER B,

2. DL secret LL5 PostgreSQL L3l -

cat <<EOF | oc -n <your-namespace> create -f -
apiVersion: vi

kind: Secret

metadata:

name: <cred-secret> ﬂ

type: Opaque

stringData:

POSTGRES_PASSWORD: <password>
POSTGRES_PORT: "<db-port>"
POSTGRES_USER: <username>
POSTGRES_HOST: <db-host>

PGSSLMODE: <ssl-mode> # for TLS connectiong
NODE_EXTRA_CA_CERTS: <abs-path-to-pem-file> # for TLS connection, e.g. /opt/app-
root/src/postgres-crt.pem @

EOF

IRHEIE secret I HR,
R T4 PostgreSQL LI EIEEIR,
ik - RBFAEM ZEEEF/Z(SSLERIZHIE,

6@@0

Ak . REMEEE PostgreSQL SLAIRY TLS iE#ER FIRMHE,

3. /3 Backstage B7E L FTIR(CR) :

cat <<EOF | oc -n <your-namespace> create -f -
apiVersion: rhdh.redhat.com/vialpha1i
kind: Backstage
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metadata:
name: <backstage-instance-name>
spec:
database:
enableLocalDb: false §))
application:
extraFiles:
mountPath: <path> # e g /opt/app-root/src
secrets:

- name: <crt-secret> @)

key: postgres-crt.pem, postgres-ca.pem, postgres-key.key # key name as in <crt-
secret> Secret
extraEnvs:
secrets:
- name: <cred-secret> 6
#...

ﬂ 1% enableLocalDb Z#H{Hi% & 7y false, LI AIEARM PostgreSQL 41,
e MRITBECE T TLS iEEE, 1HRMIES secret BIE TR,
9 REIECIEMENE secret AR,

Backstage CR %5 HHIMEL 25 Operator RIANECE —#2T/F. SARENRT
Operator BUARCE, R4 EFTECE Backstage CR.

4. % Backstage CR 1 FAE|BE8E RHDH LR a4 22 H],

3.2. {1/ HELM CHART EZ &4 8 POSTGRESQL L4
IR AT LB A Helm Chart EZE 4B PostgreSQL 526, FIAIER T, Helm Chart R7E3FE RHDH SE£f5I#Y

— B[R OB B PostgreSQL AL, EE, EaIUERLBINZEREEN D
PostgreSQL #E/ZERSS %8, 5180 Amazon Web Services (AWS)HBXEIEZEIR S5 (RDS) 3K Azure B E,

SeRF M

o MMEMAZXFFM PostgreSQL hiA, MT/ELER, HSH ~ REM B TIE.

o MABLITHE :
o db-host : 3¥E PostgreSQL St & R %5 (DNS)S, 1P bt
o db-port : 3= PostgreSQL LHliwOS, #1 5432
o A% :EEREEEE PostgreSQL LHIMIFE &
o BWE : EEIFEE PostgreSQL LB

e B fFM Helm Chart &3 RHDH N AR

o Tk : A CAILEY. FRZERETLS)RY TLSIES, LMEEATLUER TLS MHURT
REEEE, MEELER, 1HSH PostgreSQL AR B,
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iy =

1. |k

0009

& 3= BB S POSTGRESQL 8B

FINERT, Developer Hub NEMEHFEA—IMUEE, HERKIITE0EE. R
T PSQL Database #5114}, ETI8EEE Create Database 151 EECE S &8 PostgreSQL

S,

cat <<EOF | oc -n <your-namespace> create -f -
apiVersion: vi

kind: Secret

metadata:

name: <crt-secret> ﬂ

type: Opaque

stringData:

postgres-ca.pem: |-

<ca-certificate-key> g
postgres-key.key: |-

<tls-private-key> e
postgres-crt.pem: |-

<tls-certificate-key> ﬂ
#...

EOF
RIFIET secret IR,
R CAUEBEEA,
AL ¢ iR TLS RAEA,

AL ¢ iR TLS IERBEH,

2. AIREEIE secret oS PostgreSQL SEfl%# -

cat <<EOF | oc -n <your-namespace> create -f -
apiVersion: vi

kind: Secret

metadata:

name: <cred-secret> ﬂ

type: Opaque

stringData:

POSTGRES_PASSWORD: <password>
POSTGRES_PORT: "<db-port>"
POSTGRES_USER: <username>
POSTGRES_HOST: <db-host>

PGSSLMODE: <ssl-mode> # for TLS connectiong

B —MIEP secret KM TLS A E PostgreSQL L4 :

NODE_EXTRA_CA_CERTS: <abs-path-to-pem-file> # for TLS connection, e.g. /opt/app-

root/src/postgres-crt.pem @
EOF
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RMIEIF secret BIE TR,
R T4 PostgreSQL LI 8 EIEEIR.

ik RIBEAAHRN REEEF/Z(SSLRNIRMIE,

- - -

e
Ak . REMEEE PostgreSQL SLBIRY TLS iE#ER FIRMHE,

3. 7£4°5 values.yaml # Helm B2 & 3214 L& PostgreSQL L4l :

#...
upstream:
postgresql:
enabled: false # disable PostgreSQL instance creation a
auth:
existingSecret: <cred-secret> # inject credentials secret to Backstagee
backstage:
appConfig:
backend:
database:
connection: # configure Backstage DB connection parameters
host: ${POSTGRES_HOST}
port: ${POSTGRES_PORT}
user: ${POSTGRES_USER}
password: ${POSTGRES_PASSWORD}
ssl:
rejectUnauthorized: true,
ca:
$file: /opt/app-root/src/postgres-ca.pem
key:
$file: /opt/app-root/src/postgres-key.key
cert:
$file: /opt/app-root/src/postgres-crt.pem
extraEnvVarsSecrets:
- <cred-secret> # inject credentials secret to Backstageg
extraEnvVars:
- name: BACKEND_SECRET
valueFrom:
secretKeyRef:
key: backend-secret
name: {{ include "janus-idp.backend-secret-name" $ }}'
extraVolumeMounts:
- mountPath: /opt/app-root/src/dynamic-plugins-root
name: dynamic-plugins-root
- mountPath: /opt/app-root/src/postgres-crt.pem
name: postgres-crt # inject TLS certificate to Backstage cont. @
subPath: postgres-crt.pem
- mountPath: /opt/app-root/src/postgres-ca.pem
name: postgres-ca # inject CA certificate to Backstage cont. 9
subPath: postgres-ca.pem
- mountPath: /opt/app-root/src/postgres-key.key
name: postgres-key # inject TLS private key to Backstage cont. G
subPath: postgres-key.key
extraVolumes:
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- ephemeral:
volumeClaimTemplate:
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
name: dynamic-plugins-root
- configMap:
defaultMode: 420
name: dynamic-plugins
optional: true
name: dynamic-plugins
- name: dynamic-plugins-npmrc
secret:
defaultMode: 420
optional: true
secretName: dynamic-plugins-npmrc
- name: postgres-crt
secret:
secretName: <crt-secret> ﬂ
#...

¥ upstream.postgresql.enabled SHHI(EXE H false, LA O AN PostgreSQL £
i,

RHEIE secret IEHR,
REEIE secret I HR,
Ak Oh TLS iE R TLS IE B MR TR,

al

1% U TLS R M CAIEBHIRTR,

al

3% ¢ NIE TLS R ERERTHRAE TLS AR Z R,

OS992000® 9O

MREBEE T TLS iEEE, 1HRMIES secret BIE TR,

4. 7£4 7 values.yaml 8 Helm BB X4 N FECB B X :

helm upgrade -n <your-namespace> <your-deploy-name> openshift-helm-charts/redhat-
developer-hub -f values.yaml --version 1.2.1

3.3. {#/H OPERATOR A& #EUE 7 5T 7 B A SREIRBZEAR S5 25

ZKINER T, RedHat Developer Hub £ PostgreSQL #iBFE T EFNMEHNEIE, X EKIEIRZES
KIN, EATRERBETIET Developer Hub REZE IR HEN S MIRE, BAl LUSIEEE AU
PostgreSQL R 25 LB RHDH LA EIAER PostgreSQL RS, #0 AWS RDS. Azure #IE =K
Crunchy #U3EE, EME RHDH LT HEEE, EaLUER PostgreSQL TE, #1pg_dump # psql
= pgAdmin,
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% o
- LUR AR R 2 S HIHA 1T REER,

SeRFMH
o MEEAMNEELERET pg_dump # psql TE,
o XFHIESH, EH PGSQL AR, LAY A BRI T TR i,
o MFEIESA, EH PGSQL admin FHUREIBRAEEAEE, FHERBEELIHET,

it =

1. ERIERIZTUTERS, A PostgreSQL #iEZE pod ELBiwOR X -

I oc port-forward -n <your-namespace> <pgsql-pod-name> <forward-to-port>:<forward-from-
port>

He:

e &lt;pgsql-pod-name& gt; & E KR PostgreSQL pod BI&#, #&3~ backstage-psql-
<deployment-name>-<_index>,

e & It;forward-to-port > ZZ RN FEMIH O fF PostgreSQL #EF: 4 2,
e &lt;forward-from-port > % EFRRAM PostgreSQL “£fliw O, 40 5432,
Pl - EiEwmOR X
I oc port-forward -n developer-hub backstage-psql-developer-hub-0 15432:5432
2. EFILLT db_copy.sh &, FHRFEENEEREIFIE :
#!/bin/bash

to_host=<db-service-host> ﬂ
to_port=5432 g
to_user=postgres 6

from_host=127.0.0.1 )
from_port=15432 6
from_user=postgres G

allDB=("backstage_plugin_app" "backstage_plugin_auth" "backstage plugin_catalog"
"backstage_plugin_permission" "backstage plugin_scaffolder" "backstage plugin_search")

for db in ${!allDB[@]};
do

db=${allDB[$db]}

echo Copying database: $db

PGPASSWORD=$TO_PSW psql -h $to_host -p $to_port -U $to_user -c "create database
$db;"
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https://www.postgresql.org/docs/current/app-pgdump.html
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pg_dump -h $from_host -p $from_port -U $from_user -d $db | PGPASSWORD=$TO_PSW
psql -h $to_host -p $to_port -U $to_user -d $db
done

BFrENA, 40 < db-instance-name>.rds.amazonaws.com,
BrttbinO, 405432,

BriRSS 24, B0 postgres.,

RENA, 40127.0.0.1,

JRi%OS, #0 < forward-to-port> ZZ &£,

RARZS5 2R A4, 40 postgres,

999090090 —

ZFEANBIS T ANEIBERTR, 140 : "backstage_plugin_app"
"backstage_plugin_auth" "backstage_plugin_catalog"
"backstage_plugin_permission” "backstage_plugin_permission"
"backstage_plugin_scaffolder" "backstage_plugin_search") ,

3. QA TFERIEEN B EEE
I /bin/bash TO_PSW-=<destination-db-password> /path/to/db_copy.sh ﬂ

Q & It;destination-db-password > £ xR~ E £ 2 B Iin#UBREN B,

LREEFITHRE, EHLMELERONE, AROCERBHEEMER 4% TEMN
BZER, HSH PostgreSQL M4 LB Handling Large Databases E843

4. EFTECE Backstage B E L HR(CR), MNFEZER, HSHEM Operator BELESEE
PostgreSQL =4l

5 HEEFEER, K& Backstage CRAKRREEEUTR :

#...
spec:
database:
enableLocalDb: false
application:
#...
extraFiles:
secrets:
- name: <crt-secret>
key: postgres-crt.pem # key name as in <cri-secret> Secret
extraEnvs:
secrets:
- name: <cred-secret>
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E#BCE Backstage CR &fHIFRYT N H StatefulSet #1 Pod X4, {BARMIER
PersistenceVolumeClaim X%, SR TSR it
PersistenceVolumeClaim X & :

I oc -n developer-hub delete pvc <local-psql-pvc-name>
Hrh, &t ;local-psql-pvc-named&gt; 22 £ X A data-<psql-pod-name> &=,
6. NFABEREN,

T

I oc get pods -n <your-namespace>
2. AT HENREL
e backstage-developer-hub-xxx pod %t F running X7,

e backstage-psql-developer-hub-0 pod =~ & FH,

T T a4, SRUEERY RHDH LA B BRI HEIEZT, BEFEEFIM PostgreSQL iz

1347 LAE B OpenShift Container Platform Web #l{& ## Topology 1 K 4 ik X e 1%

%o
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% 4 %= 1£ RED HAT DEVELOPER HUB A 2 B B {246 1F

Red Hat Developer Hub B SR EIEEBIF AP &%, HAIMVIFABEIR. ©XFHLZDFHEIERE
2F,

SR EREERUTEE
o — P RATFERMAH BB,
o ATFARMTRNEMRHER.
Red Hat Developer Hub 32 # LU B335 IEHE N 7S

Microsoft Azure

microsoft
GitHub

github
Keycloak

oibC

N FEEFRANEMMNE, FRETHARETHRUTES :
1. BB MPIIEHN R Red Hat Developer Hub EEBEMHE secret,

2. ¥ Red Hat Developer Hub E2i& /A &2 5 iE 4N 7,

4.1. 2 MICROSOFT AZURE B {255 iE NS

Red Hat Developer Hub &3&— Microsoft Azure SRS IEHLNFE, BTLAME A OAuth JUER .

it

1. BRI Developer Hub 5 Microsoft Azure # 1T &9551E, 1ETE Microsoft Azure A OAuth
N,

a. Pt A\ Azure Portal > App registrations, 37 Developer Hub £l App Registration,

b. 7E App registration overview TEH, FA EERINFH Web F5 ERE :

EEM URI

Hi N Developer Hub % EMaim & 1295 1E URI : https:// <APP_FQDN&gt;
/api/auth/microsoft/handler/frame

front-channel logout URL

Bz,
RARAESR

RE TR RILAEERIFRR,

c. 7 APIHBR £ £, i Add Permission, #AJ5°% Microsoft Graph APIZRINLLT Zifik
HUBR -

email, offline_access, openid, Bdi&4k, user.Read, (m%)
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&) LATE 40 F0 Developer Hub BRi& A 7E Y. Microsoft Graph API B ] 1% B & Y SE[F (app-
config-rhdh.yaml),

B R AR EREZ T admin BEXLENR, BMEEHUAIAZTEEENRE, B9
HEXEM, RAXEFRERFEE—RGANMENAHZEZLRER, B%F admin @
B, B admin JE1E admin consent Tl @, AEH T COMPANY NAME i Grant
admin consent,

a. ¥t A Certificates & Secrets 71, fAGH A Client secret £+, FHOIEBHME Fif secret,
T —#1{R%F Client secret,

1. 7£ Developer Hub secret Hx11 Microsoft Azure &iik,
b. 4wk Developer Hub secret, #l secrets-rhdh,

C. //J\\jJDLJ\-F%L/'TEXT
e AUTH_AZURE_CLIENT_ID : i AfE1E Microsoft Azure .E4EFB RiFITRFE ID,

e AUTH_AZURE_CLIENT_SECRET : #i A&7 Microsoft Azure LA B &/ %k secret,
e AUTH_AZURE_TENANT ID: 7f Microsoft Azure 4§l A 584 FF ID,

1. £ Developer Hub B E X BEi& HIXE Microsoft Azure S p4S k1
Y B E X Developer Hub BZiER:SY, 40 app-config-rhdh,

£ app-config-rhdh.yaml W&, 7 root auth EZi& 710 microsoft N AR E, FF
J5 FA microsoft 5 7 for sign-in :

app-config-rhdh.yaml fragment

auth:
environment: production
providers:
microsoft:
production:
clientld: ${AUTH_AZURE_CLIENT_ID}
clientSecret: ${AUTH_AZURE_CLIENT_SECRET}
tenantld: ${AUTH_AZURE_TENANT_ID}
# domainHint: ${AUTH_AZURE_TENANT_ID} a
# additionalScopes: 9
# - Mail.Send
signinPage: microsoft 6

@ TiwATRESNAERE, ETETMEMBS TRk, HORESME
PIERIR B AR, IMRBRUSWA T M N, HRUHERE A
D, MREHLAREEMESE M, HRLSHREE. NRESER, HSH

Home Realm Discovery,

9 _.I-Lﬁq:.':g\:{ﬂ . gﬁrﬁ*ﬁrﬂiﬂﬂ'ﬂ]\\bu/ﬂl Hﬂzﬁ&ﬁ#%ﬂl't%fﬁﬂﬂﬁ"ﬁﬁ
FFxK, BRIAMEN ['user.read’],

9 E 5 Microsoft Azure N 1E N BRINE KL 7
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% 4% £ RED HAT DEVELOPER HUB ®J3 F {355 1iF

p= =1
SFFXF AR IR REIBIEAE, w0%, MBI, NREBIMER (£ AU R BRI,
TEBRIEN Backstage fEiH AT LA A LA R EH

e login.microsoftonline.com : EiRENFH R HARANA G FO V1 7] 5 4

e graph.microsoft.com : ZREAFEEXHER (MERBFMER) . IR
XANENTERR, AP TEERESR Authentication failed, 7£55iAERIT K
AP ESE R,

4.2. 2 F GITLAB OAUTH B35 iE N g

Red Hat Developer Hub @& —* GitLab S{p4uE# N, BILAMERA GitLab OAuth JSiER .

FRFM

o BEEABE XEEMEH secret EZ& Developer Hub,

it =

1. BRI Developer Hub @it Gitlab #4T&2%50E, 157E Gitlab A3 OAuth B,
# A GitLab User settings > Applications, A Add new application &%,

Name
Hi AN A2 %5, 0 Developer Hub,
E3EM URI

i A\ Developer Hub X B Gim & 745 1E URI, 40 http:/
<APP_FQDNs>/api/auth/gitlab/handler/frame., HF GitLab OAuth B criuuliarity, &R
URL £ 'frame' B%B%EEM /,

e
MIIRAIEFELLUTSEF F 5 Save application :
read_user

it /user APl IR iR F 450 B BIEMA M EBENR LG RAER, HhaER "4, A
HEFHMENLE, BN, BBFX Jusers FTRIREE API 3% s B9 [RIFL R,

read_repository

Wit /user APl IR iR F 450 BRRWIEMA M REBENR LG RAR, HhaER 4. 2
HEFHMENLE, BN, BBFX Jusers FTRIREE API 3% s B9 [RIFL R,

write_repository
&M Git-over-HTTP (RfEM API) , BEFXFAETE EHEFHEZERILEY B AV AR,
openid

$F & A OpenlD Connect @i GitLab #H{TEHDIIERINR, H4, tWiRFHEEESXHE
FNLERR 51 B A& 89 R (Al AR

RES%
{8 OpenlID Connect %F A /- Ee B SR EIEH R i1 R RR,
email

{8 OpenlID Connect #&F A/ I FE FHB 4tk 89 R325 [AIFBR.
NF—%1R%F MR ID fl Secret,
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2. 7£ Developer Hub secret #i7i0 Gitlab E#&.

a. Ym%E Developer Hub secret, #l secrets-rhdh,

b. AINLLTHE/(EXT

AUTH_GITLAB_CLIENT_ID

i NRTE GitLab L4ERBIN AR ID, W
4928c033ab3d592845c044a653bc20583baf84f2e67b954c6fdb32a532ab76c9.

AUTH_GITLAB_CLIENT_SECRET

i NMETE Gitlab &K Secret, #0 gloas-
f2c9¢350759cc08346fbf94a476ae83¢c579¢c76dd629fc5eeefddc21eedfe0475,

3. 7£ Developer Hub B E Y ERBH & E Gitlab B35 IFRERRRF.
a. 4w EE X Developer Hub EZERLEY, %0 app-config-rhdh,

b. 7 app-config-thdh.yaml A&, 3§ gitlab IRERRFEERIMNE root auth BEZE T, F7H
sign-in & A gitlab 1R{£F2FF -

app-config-rhdh.yaml fragment

auth:
environment: production
providers:
gitlab:
production:

clientld: ${AUTH_GITLAB_CLIENT_ID}
clientSecret: ${AUTH_GITLAB_CLIENT_SECRET}
# audience: https.//gitlab.company.com a

# callbackUrl: https://<APP_FQDN>/api/auth/gitiab/hander/frame @)
signinPage: gitlab 6

@ 4 EERBEEN Gitlab: BUMERN, 34 GitLab SHIEA URL, 1
https://gitlab.company.com,

@ 4 EEREENEER URIK, AL GitLab OAuth App I E#) Redirect
URI#J URL, #0 http:// <APP_FQDN&gt; /api/auth/gitlab/handler/frame, BT
GitLab OAuth B criuuliarity, 1R URL £ 'frame' B BLEM /o

© ' Gitlab REREE AN BB RIRETRF.

1. backstage-developer-hub Z3E & E#HIECE /55 pod.

2. f&#) Developer Hub &< T HE T/~ {1/ GitLab B9 Signin,
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% 5 2 TELEMETRY #UEW&E

ENEREIEERIA RS BB, Red Hat Developer Hub {# F backstage-plugin-analytics-provider-
segment {4 FIZLIE A& 25 N BUE,

BE
R LRI ENFEL R ENBIEIREIE, A0, £ air-gapped PG, EAILIZRALL

THRELLUEE o R i BRI H B8 1 K %20 RHDH N BRRFRIILA, METRESFAER, HS
] RHDH R Y &N BIEIREE B2

BN ER F D AT LU T B LS/ Red Hat Developer Hub 455 :
o TIEEM I H Rl Bl SR,
o RUYHMEX(ER, #locale, timezone, user agent, SIENTAFAIRIER G,
o STEMXNER, Wi, XKil. ¥EAM. URL, BE. SIARMNERSH,
o E&IPHaht, 57 0.0.0.0,
o EXLMIEKRAE, XERM—INAR, ATFIHA RHDH NAMK—RFHE,

B RHDH, ERILREENFEE B E GENBIEKEEFZN Segment IRECIE,

5.1. 7 RHDH R RENHENE

EERENRIBKRE, E1ER Helm Chart 3t Red Hat Developer Hub Operator Bt B2 analytics-

provider-segment {4,
p= =1
INRIE NS EMEECE 2 721E analytics-provider-segment i, &
plugins.disabled Z#M{EIXE Y true LI Z N HBIRKLE.

i =

1. AT LTz —2A analytics-provider-segment {4 :

{81 Helm Chart

o 7£ Helm ECEXHHRMUT YAML U5

#...
global:

dynamic:

plugins:
- package: './dynamic-plugins/dist/janus-idp-backstage-plugin-analytics-provider-
segment’
disabled: true

#...

£ Operator
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a. HITUFH Rz —

o MRMMEAIET dynamic-plugins-rhdh ConfigMap 34, &+ analytics-provider-
segment HHFRINEIEHTIFRF, FHIFH plugins.disabled SH%EH true,

o MRELZEQE ConfigMap X, HEFEAUT YAML (IS A% 4 -

kind: ConfigMap
apiVersion: vi

metadata:
name: dynamic-plugins-rhdh
data:
dynamic-plugins.yaml: |
includes:
- dynamic-plugins.default.yaml
plugins:
- package: './dynamic-plugins/dist/janus-idp-backstage-plugin-analytics-provider-
segment’

disabled: true

b. Y% dynamicPluginsConfigMapName S#{#{H1% & Backstage B & X FiR+HI
ConfigMap XHBIB T :

#...
spec:
application:
dynamicPluginsConfigMapName: dynamic-plugins-rhdh
#...

2. REFEREEH,

5.2. £ RHDH /5 A& Bk s

ENHEBEDIERARFERAN, B2, NREEATINDEHFEEFHEAE, NLJER Helm
Chart 5% Red Hat Developer Hub Operator B2i&/5 Fi analytics-provider-segment #& {4

p= Y=
INRIE SN S EMEECE 2 721E analytics-provider-segment i, &
plugins.disabled Z#M{EIXE N false LS FAZNEIBIE.
it =3
1. EAUTETIz —EE analytics-provider-segment {4 :

{81 Helm Chart

o 7£ Helm ECEXXHARIMUT YAML U5

#...
global:
dynamic:
plugins:
- package: './dynamic-plugins/dist/janus-idp-backstage-plugin-analytics-provider-
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% 53 TELEMETRY URM&E

segment’
disabled: false
#...

fF Operator
a. HITUFHTZ— :

o MRMENET dynamic-plugins-rhdh ConfigMap 34, &+ analytics-provider-
segment EHERINBIEHTIFRF, FHIFH plugins.disabled SH%E Y false,

o MRELZEQE ConfigMap XX, HEEALUT YAML (IS A% 4 -

kind: ConfigMap
apiVersion: vi

metadata:
name: dynamic-plugins-rhdh
data:
dynamic-plugins.yaml: |
includes:
- dynamic-plugins.default.yaml
plugins:
- package: './dynamic-plugins/dist/janus-idp-backstage-plugin-analytics-provider-
segment’

disabled: false

b. Y% dynamicPluginsConfigMapName S#{#{H1% & Backstage B & X FR+HI
ConfigMap XHBIB T :

#...
spec:
application:
dynamicPluginsConfigMapName: dynamic-plugins-rhdh
#...

2. REFEEREN,

B & SCGEN 2 E R

analytics-provider-segment f& {4 BN LLIE A E R BN IR, B2, ERIUEE— NN
Segment iR, LMRBEMEZZEKENEIE. X TERE, BHEE—TERYBRRHKE—DEEH,

it =

BITEREHMDRIR, A UREMDI Telemetry RN E 889 PR EIMMERIEIESE.
EAREIARE NN A AU B SENBERE R,

1 ERUTENI —ERES 2 BRIRIIERK :

{1 Helm Chart
o 7f Helm BEEXHARIMLLT YAML 15 :
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#...
upstream:
backstage:
extraEnvVars:
- name: SEGMENT_WRITE_KEY
value: <segment_key> ﬂ
#...

Q <segment_key > R7R Segment JREIME—FRIR A,

{8 Operator

e 7f Backstage HE X FIR(CR)FARIMLT YAML (K75 :

#...
extraEnvs:
envs:
- name: SEGMENT_WRITE_KEY
value: <segment_key> ﬂ
#...

Q <segment_key > XK Segment JREIME—FRIR R,

2. REFEREEN,
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% 6 = 1T OPENSHIFT CONTAINER PLATFORM _t°%5 RED HAT
DEVELOPER HUB JE FHe[ I &4
£ OpenShift Container Platform &1, §i5:@5Y /metrics MSERFR FHI HTTP RSB AT, S LA
#— ServiceMonitor B & X FJR(CR), M E L HIE BRIz R L.

6.1. 7£ OPENSHIFT CONTAINER PLATFORM £ ###) HELM CHART &%
F S BB R R e 12

& AT LLM OpenShift Container Platform Web %5 # Developer #1f5 Red Hat Developer Hub Helm
HESRMEEFET.

SeRFH
o &Ry OpenShift Container Platform &E/F A 7 F /7 & Y HIIE B2,

o B2 f#H Helm Chart £ OpenShift Container Platform £ %% Red Hat Developer Hub,

it

1. M OpenShift Container Platform Web & ##4 Developer ¥, %# Topology #1K,

2. = Red Hat Developer Hub Helm Chart #J overflow 328, $R[Ei%# Upgrade.

S8 redhat..gresql § D redhat.er-hub §

redhat-developer-hub

Upgrade

3. 7£ Upgrade Helm Release TIEH, %£#¥ Configure via Ff YAML view £, $AE1E YAML
FECE metrics #3%, A1 THIFTD :

upstream:
#...
metrics:

39


https://docs.openshift.com/container-platform/latest/observability/monitoring/enabling-monitoring-for-user-defined-projects.html

Red Hat Developer Hub 1.2 Red Hat Developer Hub BE& 5

serviceMonitor:
enabled: true
path: /metrics
#...

RedHat
OpenShift

‘You are logged in as a temporary administrative user. Update the cluster QA

Upgrade Helm Release

Upgrad n or manually cha . For more information o efer to this

Observe

Release name

Functions A uniqus for the Helm Release
Builds Configure via: Form view
Pipelines

Helm

Project

4. Hif; Upgrade,
1. M OpenShift Container Platform web £ & 1 # Developer 15, %% Observe &,

2. = Metrics i%£1£ & & Red Hat Developer Hub pod BYf&FF.

6.2. 7£ OPENSHIFT CONTAINER PLATFORM £ &% %% RED HAT
DEVELOPER HUB OPERATOR H /5 g5 a1z

& B LAM OpenShift Container Platform Web 2l &#) Developer Y5 7 Operator &% # Red Hat
Developer Hub 2l j5 A FI E B1E17.

SERFEH
o & OpenShift Container Platform 5£&5/5 B T /& L HIIE 9 112,

e BEf# Red Hat Developer Hub Operator 7 OpenShift Container Platform £ %% Red Hat
Developer Hub,

o %% OpenShift CLI(oc).
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iz

BE#l, RedHatDeveloper Hub Operator BRI\ AR #5132 ServiceMonitor B E X FR(CR), & IHAT
LIS B0 ServiceMonitor CR, LUMIG IR Fr.

1. ¥¥ ServiceMonitor CR fil|#/ YAML {4 :

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
name: <custom_resource_name> ﬂ
namespace: <project_name> g
labels:
app.kubernetes.io/instance: <custom_resource_name>
app.kubernetes.io/name: backstage
spec:
namespaceSelector:
matchNames:
- <project_name>
selector:
matchLabels:
rhdh.redhat.com/app: backstage-<custom_resource_name>
endpoints:
- port: backend
path: '/metrics'

¥ <custom_resource_name > &t} Red Hat Developer Hub CR B,

% <project_name > &t 411217 Red Hat Developer Hub SZffl#) OpenShift Container
Platform i B B9 & #R,

®9

T T 445 3N A ServiceMonitor CR :

oc apply -f <filename>

1. M OpenShift Container Platform web £l & FH) Developer 5, % Observe M,

2. 8 Metrics 1EUI£ & Red Hat Developer Hub pod BJ$& 7T,

6.3. Hfh ¥R

® OpenShift Container Platform - BB {gFT
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B 7E T ATENKREREZ21T RHDH N EREFR
e U ERIVARIEBEEIZ1T RHDH NARRR, AERERINARFRIXEUN T ELE
e HTTP_PROXY :FEMAT HTTP iEKRHARIE,
e https_PROXY : IERT HTTPS iHFRMNRIE,

74, A LLXZE NO_PROXY INELE, LME}\MJCEEEPHFB%%M@;‘Z LEER—IMLLES AR ENS
IR, el AHEREFEKIIN, BIFEEET 1NN,

7. 7E HELM SEHEERIBER

AFETF Helm BIERE, ALAEHERHEEATERHTOERIR, ALUE values.yaml Helm ESi& X4
HERENELE,

FoRFM

e B% % Red Hat Developer Hub 2R,

AR
1. 7£ Helm BEEXHHIXEBEREER :

upstream:
backstage:
extraEnvVars:

- name: HTTP_PROXY
value: '<http_proxy_url>'

- name: HTTPS_PROXY
value: '<https_proxy_url>'

- name: NO_PROXY
value: '<no_proxy_settings>'

Hr,

<http_proxy_url>

FRRWFERN HTTP K URL I &,
<https_proxy_url>

KU ER N HTTPS R IR URL T &,
<ho_proxy_settings>

RAWIEAES SR URL B8, % URL BMARIEFHER, BN
foo.com,baz.com,

B : {8/ Helm Chart B EZ &

upstream:
backstage:
extraEnvVars:
- name: HTTP_PROXY
value: 'http://10.10.10.105:3128'
- name: HTTPS_PROXY
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value: 'http://10.10.10.106:3128'
- name: NO_PROXY
value: 'localhost,example.org'

2. REFEEEN,

7.2. £ OPERATOR SREHEEENIEER
X FETF Operator WERE, AFREBEENAEZIRTENAR !

o {ERHFEMJj] Operator e AT AIMERFEIER, A LIE Operator BIEAIA ConfigMap X4
BEERELE, EEMREIZENAE Operator WATERA .

o ENFFRE, BAUEAENKRCRXYFTRENELE, WRBNHREXENAEIMIZCR
A8 RHDH N B,

FRFH

e B% % Red Hat Developer Hub 2R,

ik 3
1 RIBENABHITUT SR
o {ENEIS, 1E Operator BIEIA ConfigMap X HIXBRERER :

a. 1E default #p4422[A] rhdh-operator F1## 3R % backstage-default-config #J
ConfigMap X, #HITHE.

b. &k deployment.yaml %%H,

c. 1E Deployment spec Fii%& HTTP_PROXY. HTTPS_PROXY %1 NO_PROXY /525
EME, MBI :

Bl : 7£ ConfigMap XHHiXBER BT E

# Other fields omitted
deployment.yaml: |-
apiVersion: apps/v1
kind: Deployment
spec:
template:
spec:
# Other fields omitted
initContainers:
- name: install-dynamic-plugins
# command omitted
env:
- name: NPM_CONFIG_USERCONFIG
value: /opt/app-root/src/.npmrc.dynamic-plugins
- name: HTTP_PROXY
value: 'http://10.10.10.105:3128"
- name: HTTPS_PROXY
value: 'http://10.10.10.106:3128'
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- name: NO_PROXY
value: 'localhost,example.org’
# Other fields omitted
containers:
- name: backstage-backend
# Other fields omitted
env:
- name: APP_CONFIG_backend_listen_port
value: "7007"
- name: HTTP_PROXY
value: 'http://10.10.10.105:3128"
- name: HTTPS_PROXY
value: 'http://10.10.10.106:3128"
- name: NO_PROXY
value: 'localhost,example.org'

o ENFLE, EEENHRCRXHHHXEREER, MTHRME :
Pl : E CRXHPKERELE

spec:
# Other fields omitted
application:
extraEnvs:
envs:
- name: HTTP_PROXY
value: 'http://10.10.10.105:3128"
- name: HTTPS_PROXY
value: 'http://10.10.10.106:3128"
- name: NO_PROXY
value: 'localhost,example.org'

2. REFEEEN,
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%% 8 = RED HAT DEVELOPER HUB 5 AMAZON WEB
SERVICES (AWS)& X

& A LU Red Hat Developer Hub [ 25 Amazon Web Services (AWS)EERX, IXBEBITFHE L AWS &£
BRGEHHIER. 19 Developer Hub BRE5 AWS £5%, BAIVIRLEMNIE. REMBRAE,

5 AWS EREEFE AL T A2 —1E Elastic Kubernetes Service (EKS)HE8Z Developer Hub :
® Helm chart

® Red Hat Developer Hub Operator

8.1. £ HELM CHART 7£ ELASTIC KUBERNETES SERVICE (EKS) L £} &
RED HAT DEVELOPER HUB

LI&{FEFH Helm Chart 1 Elastic Kubernetes Service (EKS)FE8ZE Developer Hub If, ©RE AWS £
R4 BT KRIFF IR,

FRFH

o &% AWS Application Load Balancer (ALB)MIINZH {489 EKS 8%, MEFZER, HESMH
Amazon Developer Hub LB AR #3591 #1 &% AWS Load Balancer Controller ff$in4H
.

o B&% kubectl CLI,

o {ff kubectl Ex5%E8, FHEHF FALAGD admin R,

o &N Developer Hub SEAIERE T i, 19& AT LLRZ Route 53 EMFIEERX KB, tBAILIZ AWS
AMEENTERFZB, MEEZEL, 55HEE Amazon Route 53 /EH1EH) DNS iR X
=

o EAWS IEPEERACMFPE—NENE LEANEZE, BEREBEAIET ARN BIIEX%,

o BT T registry.redhat.io, MNFEFELER, 1HSH Red Hat Container Registry S24%51E .

o RBETEHA] kubeconfig ¥ L F3U&E N EKS 8, MMFEEZEL, 1557 Amazon EKS &
B O HT kubeconfig 3X 15,

o BRI Helm3HEFM, MIBEZER, 1HSHTE Amazon EKS F{EH Helm,

1 FEAKE, ZITUTHSEE Developer Hub chart B9 Helm Chart /& R AINE A< Helm
registry A :

I helm repo add openshift-helm-charts https://charts.openshift.io/
2. BEBIFBUE <rhdh> en & ZE[H] -

DEPLOYMENT_NAME=<redhat-developer-hub>
NAMESPACE=<rhdh>

kubectl create namespace ${NAMESPACE}

kubectl config set-context --current --namespace=${NAMESPACE}
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3. IZfTUAT S, BIE— pull secret, AFMEIIEESRGIHIEY Developer Hub 555 :

kubectl create secret docker-registry rhdh-pull-secret \
--docker-server=registry.redhat.io \
--docker-username=<user_name> \ﬂ
--docker-password=<password> \ 9
--docker-email=<email> 6

EawHhEAERAEF A,

TE 635 R RB L F Rt

4. FERUTERUE—% values.yaml BT -

global:
# TODOQO: Set your application domain name.
host: <your Developer Hub domain name>

route:
enabled: false

upstream:
service:
# NodePort is required for the ALB to route to the Service
type: NodePort

ingress:
enabled: true
annotations:
kubernetes.io/ingress.class: alb

alb.ingress.kubernetes.io/scheme: internet-facing

# TODO: Using an ALB HTTPS Listener requires a certificate for your own domain. Fill in
the ARN of your certificate, e.g.:
alb.ingress.kubernetes.io/certificate-arn: arn:aws:acm:xxx:xxxx:certificate/xxxxxx

alb.ingress.kubernetes.io/listen-ports: [{"HTTP": 80}, {"HTTPS":443}]
alb.ingress.kubernetes.io/ssl-redirect: '443'

# TODQ: Set your application domain name.
external-dns.alpha.kubernetes.io/hostname: <your rhdh domain name>
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backstage:
image:
pullSecrets:
- rhdh-pull-secret
podSecurityContext:
# you can assign any random value as fsGroup
fsGroup: 2000
postgresql:
image:
pullSecrets:
- rhdh-pull-secret
primary:
podSecurityContext:
enabled: true
# you can assign any random value as fsGroup
fsGroup: 3000
volumePermissions:
enabled: true

5. EAEHIZITUTRS, UWEARHRAR Helm Chart 3@ A E—% 088 values.yaml X
{4ER8& Developer Hub :

helm install rhdh \
openshift-helm-charts/redhat-developer-hub \
[--version 1.2.1]\
--values /path/to/values.yami

BR&H chart lRA&, &S https://github.com/openshift-helm-
charts/charts/tree/main/charts/redhat/redhat/redhat-developer-hub

6. {EASKEAFH Developer Hub #IBFEF ST HEFE A URL {HEZE Developer Hub Helm Chart
SEA

PASSWORD=$(kubectl get secret redhat-developer-hub-postgresql -o jsonpath="
{.data.password}" | base64 -d)
CLUSTER_ROUTER_BASE=$(kubectl get route console -n openshift-console -
o=jsonpath="{.spec.host}' | sed 's/"[*".]*\.//')
helm upgrade $DEPLOYMENT_NAME -i "https://github.com/openshift-helm-
charts/charts/releases/download/redhat-redhat-developer-hub-1.2.1/redhat-developer-hub-
1.2.1.tgz"\

--set global.clusterRouterBase="$CLUSTER_ROUTER_BASE" \

--set global.postgresqgl.auth.password="$PASSWORD"

LT e, RRIETEIZ1THY Developer Hub S5l URL :

1=
I echo "https://$DEPLOYMENT_NAME-$NAMESPACE.$CLUSTER_ROUTER_BASE"

o MENYi2RHITFFIETEIZ1THI Developer Hub SE5 URL, LAf#F Developer Hub,

IlhnAavrada (T55)
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Upylaus 1ok
o BFILEE, HLITUTHS :
helm upgrade $DEPLOYMENT_NAME -i https://github.com/openshift-helm-

charts/charts/releases/download/redhat-redhat-developer-hub-1.2.1/redhat-developer-hub-
1.2.1.1gz

TR
o ZMHPRERE, EHZITUTHRS :

I helm -n SNAMESPACE delete $DEPLOYMENT_NAME

8.2. {1 OPERATOR 7£ ELASTIC KUBERNETES SERVICE (EKS) L& &
RED HAT DEVELOPER HUB

IR LUME R B AER Operator Lifecycle Manager (OLM)#EZ2# Red Hat Developer Hub Operator
1£ EKS £E3%E Developer Hub, /&, fEBILIAREETE EKS &% Developer Hub L4,

8.2.1. {# A OLM #EZR %% Red Hat Developer Hub Operator

FRFH

o (REIEYAET kubeconfig ¥ E T3 E 7 EKS 58, MEFEEZELR, 127 Amazon EKS &
B0 = B #T kubeconfig XX {4,

o R4 kubectl, IIFEELER, FSH LEIEH kubectl,
o REiTH T registry.redhat.io, MEFEZER, 1ES i Red Hat Container Registry E4%1E o

e B2.%4& Operator Lifecycle Manager (OLM), BXZEMMIEHIRUELER, 155 MAIREL
Operator Lifecycle Manager ?

it =

. EARFPIZITU TGS, LLAIERSE Operator B rhdh-operator #p 4 22 [H] :
I kubectl create namespace rhdh-operator

2. AT 4S A pull secret :

kubectl -n rhdh-operator create secret docker-registry rhdh-pull-secret \
--docker-server=registry.redhat.io \
--docker-username=<user_name> \ ﬂ
--docker-password=<password> \ 9
--docker-email=<email>

S HHANEHNAEF B,
o i A SRR B,

=

TEan S HR R AR B9 L F R st

-
Al
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BIIEEH pull secret B F MELIEE SRS HIEX Developer Hub 5%,

3. fll— CatalogSource %R, EHIERBLMEESRYH Operator :

cat <<EOF | kubectl -n rhdh-operator apply -f -
apiVersion: operators.coreos.com/vialphat
kind: CatalogSource
metadata:
name: redhat-catalog
spec:
sourceType: grpc
image: registry.redhat.io/redhat/redhat-operator-index:v4.15
secrets:
- "rhdh-pull-secret”
displayName: Red Hat Operators
EOF

4. I T AN B/E OperatorGroup %R :

cat <<EOF | kubectl apply -n rhdh-operator -f -
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: rhdh-operator-group
EOF

5. FERUTRIEAIE Subscription FFR :

cat <<EOF | kubectl apply -n rhdh-operator -f -
apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:
name: rhdh
namespace: rhdh-operator
spec:
channel: fast
installPlanApproval: Automatic
name: rhdh
source: redhat-catalog
sourceNamespace: rhdh-operator
startingCSV: rhdh-operator.v1.2.0
EOF

6. BT TSI AIER Operator @B IETEIZIT ¢
I kubectl -n rhdh-operator get pods -w

#NR Operator pod .7~ ImagePullBackOff X7, NIEAIRET BEBE#IE Operator FREFH AL
ERER AR
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R=

& E LL7E deployment.spec.template.spec.imagePullSecrets 71X P @ ESFTEM secret &,
F#1# A kubectl get deployment -n rhdh-operator @G5 UFERE A -

kubectl -n rhdh-operator patch deployment \

rhdh.fast --patch '{"spec":{"template":{"spec":{"imagePullSecrets":[{"name":"rhdh-pull-
secret"}}}\

--type=merge

7. B3%7 Operator WEKIAECE, LUFAR Developer Hub BERA LURIBLL T RA2ME EKS RIEFAE D) -

a. AT %, %i%E rhdh-operator 434 22 (5] Y backstage-default-config ConfigMap :
I kubectl -n rhdh-operator edit configmap backstage-default-config

b. % db-statefulset.yaml F#f&, #Hi¥ fsGroup RINEH
spec.template.spec.securityContext #1, N FFIFF= :

db-statefulset.yaml: |
apiVersion: apps/v1

kind: StatefulSet

--- TRUNCATED ---

spec:

--- TRUNCATED ---
restartPolicy: Always
securityContext:

# You can assign any random value as fsGroup
fsGroup: 2000
serviceAccount: default
serviceAccountName: default
--- TRUNCATED ---

c. %l deployment.yaml &, 315 fsGroup ARIMNEIFAEH, I TFHIFTR :

deployment.yaml: |
apiVersion: apps/v1
kind: Deployment
--- TRUNCATED ---
spec:
securityContext:
# You can assign any random value as fsGroup
fsGroup: 3000
automountServiceAccountToken: false
--- TRUNCATED ---

d. #Zl service.yaml FF&, FHIF KB NodePort, TR :

service.yaml: |
apiVersion: v1
kind: Service
spec:
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# NodePort is required for the ALB to route to the Service
type: NodePort
--- TRUNCATED ---

e. REFHEL,
FERFNOY, BEIFEHRBZNAE Operator pod,

8.2.2. 7E% & OLM HEZRHIE RN T %224k Red Hat Developer Hub Operator

FoRFMH
o ERELTHT
o git
o make

o sed

T
1. FEAUTHSS Operator TEEETR KR A2 -

I git clone --depth=1 https://github.com/janus-idp/operator.qgit rhdh-operator && cd rhdh-
operator

2. IBITUTOMSHERTEFE :
I make deployment-manifest

Bl E &S ER—1 4N rhdh-operator-<VERSION>.yaml B934, ZXHESWFIEH.
3. IBITUTHSEERNEEFH PN A

sed -i "s/backstage-operator/rhdh-operator/g" rhdh-operator-*.yaml
sed -i "s/backstage-system/rhdh-operator/g" rhdh-operator-*.yaml
sed -i "s/backstage-controller-manager/rhdh-controller-manager/g" rhdh-operator-*.yaml

4. FEHHBRPITFERBEREE BXXHFHIMITUTHIE

a. 2 db-statefulset.yaml F&F &, ¢ fsGroup RMNEIH
spec.template.spec.securityContext #1, 0 TFFIFF= :

db-statefulset.yaml: |
apiVersion: apps/v1
kind: StatefulSet
--- TRUNCATED ---
spec:
--- TRUNCATED ---
restartPolicy: Always
securityContext:
# You can assign any random value as fsGroup
fsGroup: 2000
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serviceAccount: default
serviceAccountName: default
--- TRUNCATED ---

b. %l deployment.yaml &, 35 fsGroup ARINEIFAEH, W TFHIFTR :

deployment.yaml: |
apiVersion: apps/v1
kind: Deployment
--- TRUNCATED ---
spec:
securityContext:
# You can assign any random value as fsGroup
fsGroup: 3000
automountServiceAccountToken: false
--- TRUNCATED ---

c. ¥E service.yaml F#&R, I KBy NodePort, NTAIR :

service.yaml: |
apiVersion: v1
kind: Service
spec:
# NodePort is required for the ALB to route to the Service
type: NodePort
--- TRUNCATED ---

d. FERONBRGE R NIEE SRS P RIERBI B -

sed -i "s#gcr.io/kubebuilder/kube-rbac-proxy:.*#registry.redhat.io/openshift4/ose-kube-
rbac-proxy:v4.15#g" rhdh-operator-*.yaml

sed -i "s#quay.io/janus-idp/operator:.*#registry.redhat.io/rhdh/rhdh-rhel9-operator:1.1#g"
rhdh-operator-*.yaml

sed -i "s#quay.io/janus-idp/backstage-showcase:.*#registry.redhat.io/rhdh/rhdh-hub-
rhel9:1.1#g" rhdh-operator-*.yaml

sed -i "s#quay.io/fedora/postgresql-15:.*#registry.redhat.io/rhel9/postgresql-15:latest#g"
rhdh-operator-*.yaml

5. J$51& pull secret RINZE Deployment ¥HRPHE RS, TR :
-~ TRUNCATED -

apiVersion: apps/v1

kind: Deployment

metadata:

labels:

app.kubernetes.io/component: manager
app.kubernetes.io/created-by: rhdh-operator
app.kubernetes.io/instance: controller-manager
app.kubernetes.io/managed-by: kustomize
app.kubernetes.io/name: deployment
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app.kubernetes.io/part-of: rhdh-operator
control-plane: controller-manager
name: rhdh-controller-manager
namespace: rhdh-operator
spec:
replicas: 1
selector:
matchLabels:
control-plane: controller-manager
template:
metadata:
annotations:
kubectl.kubernetes.io/default-container: manager
labels:
control-plane: controller-manager
spec:
imagePullSecrets:
- name: rhdh-pull-secret
--- TRUNCATED ---

6. FERALIT SR AESRKERE Operator :
I kubectl apply -f rhdh-operator-VERSION.yaml

7. BT S EIE Operator BB IETEIZIT :

kubectl -n rhdh-operator get pods -w

3. 1£ EKS %% Developer Hub SE4

R F21T Red Hat Developer Hub Operator &, &R LATE EKS HA|E Developer Hub 4l

SeRFH

o &% AWS Application Load Balancer (ALB)MIINZH {489 EKS 8%, MEFZER, HSH
Amazon Elastic Kubernetes Service LRI A2 i #3945 1 &2k AWS Load Balancer
Controller B inZH 4,

e KB Developer Hub SEBIELE T, HAFLEZ Route 53 EMIEERXKHE, WMAILUZE AWS
AMEENTERFB, MEEZEL, 55HEE Amazon Route 53 /EH1ER) DNS iR X
=

o TEAWSIEPEEIRACMBE —NMEMWELBEHEE., BFEEBEMIED ARN BILE,

o BT T registry.redhat.io, MNFEFELER, 1HSH Red Hat Container Registry S34%51E .

o (REIEYAET kubeconfig ¥ E 3T E 7 EKS 58, MMEFEEZER, 1S5 Amazon {eks}
SR OIS EFH kubeconfig X4,

o R kubectl, MFELER, HSM LEFHEH kubectl,

it

. FERLUTENR, fIE—1 % app-config-rhdh B ConfigMap, E#& & Developer Hub fg
=
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apiVersion: vi
kind: ConfigMap
metadata:
name: app-config-rhdh
data:
"app-config-rhdh.yaml": |
app:
title: Red Hat Developer Hub
baseUrl: https://<rhdh_dns_name>
backend:
auth:
keys:

- secret: "${BACKEND_SECRET}"
baseUrl: https://<rhdh_dns_name>
cors:

origin: https://<rhdh_dns_name>

2. D& secrets-rhdh B Secret, #7014y BACKEND_SECRET #9%, H{f» Base64 4
HEHNFRES -

apiVersion: v1i

kind: Secret

metadata:
name: secrets-rhdh

stringData:
# TODO: See htips.//backstage.io/docs/auth/service-to-service-auth/#setup
BACKEND_SECRET: "xxx"

B

HWRIE B Developer Hub SEfi {8 FH BACKEND_SECRET HME—1H,
IEAT LU LA T an B AR
I node-p'require("crypto").randomBytes(24).toString("base64")'

3. EEAMIABESRGBRHPAI PostgreSQL %k, 1HTEERE Developer Hub SLIR €y £ 22 7]
FRIFERIR pull secret IRANEI default BRS5 1K A -

kubectl patch serviceaccount default \
-p '{"imagePullSecrets": [{"name": "rhdh-pull-secret"}]}' \
-n <your_namespace>

4. FERIUTERCIEEE LHIRXH

apiVersion: rhdh.redhat.com/vialpha1i
kind: Backstage
metadata:
# TODO: this the name of your Developer Hub instance
name: my-rhdh
spec:
application:
imagePullSecrets:
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- "rhdh-pull-secret”
route:
enabled: false
appConfig:
configMaps:
- name: "app-config-rhdh"
extraEnvs:
secrets:
- name: "secrets-rhdh"

5. R TERGIE Ingress TR, MERBIEFTEEE LA :

apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
# TODO: this the name of your Developer Hub Ingress
name: my-rhdh
annotations:
alb.ingress.kubernetes.io/scheme: internet-facing

alb.ingress.kubernetes.io/target-type: ip

# TODO: Using an ALB HTTPS Listener requires a certificate for your own domain. Fill in
the ARN of your certificate, e.g.:
alb.ingress.kubernetes.io/certificate-arn: arn:aws:acm:us-xxx:xxxx:certificate/xxxxxx

alb.ingress.kubernetes.io/listen-ports: [{"HTTP": 80}, {"HTTPS":443}]'
alb.ingress.kubernetes.io/ssl-redirect: '443'

# TODQ: Set your application domain name.
external-dns.alpha.kubernetes.io/hostname: <rhdh_dns_name>

spec:
ingressClassName: alb
rules:
# TODOQ: Set your application domain name.
- host: <rhdh_dns_name>
http:
paths:
- path: /
pathType: Prefix
backend:
service:
# TODO: my-rhdh is the name of your Backstage Custom Resource.
# Adjust if you changed it!
name: backstage-my-rhdh
port:
name: http-backend

ERTEMENR S, 5 ' <rhdh_dns_name>' Bt HIEH) Developer Hub 14, FiF
alb.ingress.kubernetes.io/certificate-arn B{E B & HIIE T ARN,

Ealln
Z1#F DNS &L, RRIEH Developer Hub SE6I 2 & RELE .
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8.3. 7£ RED HAT DEVELOPER HUB A {8/ H AMAZON WEB SERVICES
(AWS) T30 & 3k
1 Red Hat Developer Hub A, @i Amazon Web Services (AWS)%EWEL"W"”%D H&IDK, fEBh

Amazon CloudWatch FAF 52T 15#E%] Amazon Prometheus ZETheE, RATLIMBIE AWS EiliZeiy LEEmM
Developer Hub N FATREFHIRTSEME. AT BRMEME M,

it tEEK, R LURE. 2R CAEE SR FIN ARRF, MMmoUAR T AL fiRELRE,

8.3.1. {8 Amazon Prometheus 1%

Red Hat Developer Hub 2t 5 IE 152 1THIN. FATZFF#E XY Prometheus 1815, BXH EKS &8 /5 A=k
ERE Prometheus WEZ{ER, 1ES M Amazon XHHH Prometheus #§#7.

Z{# A Amazon Prometheus 112 Developer Hub, & ZE 7/ Prometheus TEX AJE—1 Amazon &
AR%5, FECE Developer Hub Prometheus F§#TBY ingestion, MIEEZER, ES M Amazon X4 HH
B2 T/EX # Ingest Prometheus metrics E8 43

£ Prometheus BT A QIR TR G, EFLUGHETMRIECE HIRIERFE pod E#EM pod FIRENEK
*EO

8.3.1.1. Jy iR E S R
IR A LATE Helm ERZE 0 Operator T FFMERE hELE T AR N1,

Helm 5838
EF AR F MM backstage pod, HEHEH values.yaml XX, AR :

upstream:
backstage:

# --- TRUNCATED ---

podAnnotations:
prometheus.io/scrape: 'true'
prometheus.io/path: /metrics'
prometheus.io/port: 7007
prometheus.io/scheme: 'http’

Operator ZFFHERE

it

1. 8 Operator WEIR G, ZmiERRIABCELLARIN Prometheus s¥f#, #0TFA7R :
# Update OPERATOR_NS accordingly

OPERATOR_NS=rhdh-operator
kubectl edit configmap backstage-default-config -n "${OPERATOR_NS}"

2. 7£ ConfigMap F1#¢ % deployment.yaml #, FEMERNE!
spec.template.metadata.annotations FE&XH, 0 FFIR :

deployment.yaml: |-

apiVersion: apps/v1
kind: Deployment
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# --- truncated ---
spec:
template:
# --- truncated ---
metadata:
labels:
rhdh.redhat.com/app: # placeholder for 'backstage-<cr-name>'
# --- truncated ---
annotations:
prometheus.io/scrape: 'true’
prometheus.io/path: /metrics'
prometheus.io/port: '7007'
prometheus.io/scheme: 'hitp’
# --- truncated ---

3. RIFEME,

oAl
PHFRIZTIER T

1. {8 kubectl & Prometheus 25|84 X BIAR 185, TR :

I kubectl --namespace=prometheus port-forward deploy/prometheus-server 9090

2. TFF Web W28, i AR http:/localhost:9090 LLiJi ] Prometheus 51 &.

3. WiiEtEXI5FR, 40 process_cpu_user_seconds_total,

8.3.2. {#Fd Amazon CloudWatch B&EHTHE&IL T

Red Hat Developer Hub R # B &1l K&K HH i F winston /&, BRIMERT, debug KB ERSHICTE,
ZRCREANBRE, EUIIE Red Hat Developer Hub SEff i EA15 45 2 LOG_LEVEL i% &4 debug,

8.3.2.1. EEENAREFBEZ
IRBT LATE Helm EBZE # Operator XFMERE PECE N BREF BELH,

Helm #B&
EERFARICEHY), EFIFEZE LOG_LEVEL 0% Helm Chart B9 values.yaml XX {4 :

upstream:
backstage:
# --- Truncated ---
extraEnvVars:
-name: LOG_LEVEL
value: debug

Operator ZFFHERE
AT DL B E LR E S5 8 LOG_LEVEL RENBEICREH], MTAx :

spec:
# Other fields omitted
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application:
extraEnvs:
envs:
- name: LOG_LEVEL
value: debug

8.3.2.2. M Amazon CloudWatch ¥:%&H&

CloudWatch Container Insights F T 1%k Amazon EKS BIEHEMIEIR. MNJ|EZELR, 5S04 Amazon
EKS j(*J:'lE’] H ll_.\lail‘o

EHIKAENEN, 15 EER B LE Amazon CloudWatch Observability EKS M inZH44 . #£ Container
Insights 1 & fa, fEBLUER Logs Insights 2% Live Tail ¥l n] & 2 H &,

CloudWatch ﬁﬁﬁlfi?ﬁiiﬁ% Elh\zﬂ, ,E\:I:FI é?Fﬁﬁ@'%ﬁE/h\ :
/aws/containerinsights/<ClusterName>/application

LU 2 M Developer Hub SE1I1: 38 H &I R BIE 1)

fields @timestamp, @message, kubernetes.container_name
| filter kubernetes.container_name in ["install-dynamic-plugins”, "backstage-backend"]

8.4. 7£ RED HAT DEVELOPER HUB A {#iFH AMAZON COGNITO £ h &5
N

EARTIH, Amazon Cognito — AWS k%5, FTF1E Developer Hub R ME R EIEZ, &R LUER
FﬁF’5ﬂ§2ﬁﬁ%57§%1ﬁ?%1,\*£rET%ELQZKLEU Developer Hub,

H R Amazon Cognito F~7& Developer Hub BI#%/0 B35 IEIRIEFEFH—ER 4>, BEILUERERA OpeniD
Connect (OIDC) R 5 Ao

& B] LATE Helm Chart 1 Operator XFFHIERE HEZE Developer Hub,

FeRFH
o BB —/ User Pool, NEEREOUE—NM. BXAFABHNESER, 1HEH Amazon Cognito
FA Pt 32,

% E,E
, HBREEIC TR hATER AWS X5, LURB i D,

o MBEAFMAGIET App Client SREKITE Ul, NFEZEL, 1ESHER Amazon Cognito
P IXERE Ul
L {8 Amazon Cognito #HIEXERE Ul I, HERFEAITUTIHE :
1. 7£ Allowed callback URL (s)E 4/, @& URL
https://<rhdh_url>/api/auth/oidc/handler/frame, R F &it ;rhdh_url > i HEK
Developer Hub A 2 # URL, %0 my.rhdh.example.com,

2. [F#, 1E Allowed sign-out URL (s) 884>/, 71N https://<rhdh_url>, ¥ <rhdh_url > &
# & H Developer Hub B FAF2F#J URL, %0 my.rhdh.example.com,
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3. 7£ OAuth 2.0 #FEKE T, %#F Authorization code grant LUREI RIS,

4. 1f OpenlD Connect 36 T, HEREDEFLITEH

o OpenlD

o profile

o HLFHL
Helm 58E&

ik =
1. YmiEsi 02 B E X app-config-rhdh ConfigMap, I TFFfR :

apiVersion: vi
kind: ConfigMap
metadata:
name: app-config-rhdh
data:
"app-config-rhdh.yaml": |
# --- Truncated ---
app:
title: Red Hat Developer Hub

signinPage: oidc
auth:
environment: production
session:
secret: ${AUTH_SESSION_SECRET}
providers:
oidc:
production:
clientld: ${AWS_COGNITO_APP_CLIENT_ID}
clientSecret: ${AWS_COGNITO_APP_CLIENT_SECRET}
metadataUrl: ${AWS_COGNITO_APP_METADATA_URL}
callbackUrl: ${AWS_COGNITO_APP_CALLBACK_URL}
scope: 'openid profile email’
prompt: auto

2. R TERZESOE B E X secret-rhdh Secret :

apiVersion: vi

kind: Secret

metadata:
name: secrets-rhdh

stringData:
AUTH_SESSION_SECRET: "my super auth session secret - change me!ll"
AWS_COGNITO_APP_CLIENT_ID: "my-aws-cognito-app-client-id"
AWS_COGNITO_APP_CLIENT_SECRET: "my-aws-cognito-app-client-secret"
AWS_COGNITO_APP_METADATA_URL: "https://cognito-idp.

[region].amazonaws.com/[userPoolld]/.well-known/openid-configuration”
AWS_COGNITO_APP_CALLBACK_URL:

"https://[rhdh_dns]/api/auth/oidc/handler/frame”
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60

3. 1E values.yaml {4710 ConfigMap #1 Secret %RMIB|F :

upstream:
backstage:
image:
pullSecrets:
- rhdh-pull-secret
podSecurityContext:
fsGroup: 2000
extraAppConfig:
- filename: app-config-rhdh.yaml
configMapRef: app-config-rhdh
extraEnvVarsSecrets:
- secrets-rhdh

4. A% Helm EE :

helm upgrade rhdh \
openshift-helm-charts/redhat-developer-hub \
[--version 1.2.1]\
--values /path/to/values.yami

Operator ZFFHERE

1. FMULTRIEARINE app-config-rhdh ConfigMap b :

apiVersion: vi
kind: ConfigMap
metadata:
name: app-config-rhdh
data:
"app-config-rhdh.yaml": |
# --- Truncated ---

signinPage: oidc
auth:
# Production to disable guest user login
environment: production
# Providing an auth.session.secret is needed because the oidc provider requires
session support.
session:
secret: ${AUTH_SESSION_SECRET}
providers:
oidc:
production:
# See https.//github.com/backstage/backstage/blob/master/plugins/auth-
backend-module-oidc-provider/config.d.ts
clientld: ${AWS_COGNITO_APP_CLIENT_ID}
clientSecret: ${AWS_COGNITO_APP_CLIENT_SECRET}
metadataUrl: ${AWS_COGNITO_APP_METADATA_URL}
callbackUrl: ${AWS_COGNITO_APP_CALLBACK_URL}
# Minimal set of scopes needed. Feel free to add more if needed.
scope: 'openid profile email’

# Note that by default, this provider will use the 'none' prompt which assumes
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that your are already logged on in the IDP.
# You should set prompt to:
# - auto: will let the IDP decide if you need to log on or if you can skip login
when you have an active SSO session
# - login: will force the IDP to always present a login form to the user
prompt: auto

2. LA IZ secret-rhdh Secret # :

apiVersion: vi
kind: Secret
metadata:

name: secrets-rhdh
stringData:

# --- Truncated ---

# TODQO: Change auth session secret.
AUTH_SESSION_SECRET: "my super auth session secret - change me!ll"

# TODO: user pool app client ID
AWS_COGNITO_APP_CLIENT_ID: "my-aws-cognito-app-client-id"

# TODO: user pool app client Secret
AWS_COGNITO_APP_CLIENT_SECRET: "my-aws-cognito-app-client-secret”

# TODO: Replace region and user pool ID
AWS_COGNITO_APP_METADATA_URL: "https://cognito-idp.
[region].amazonaws.com/[userPoolld]/.well-known/openid-configuration”

# TODO: Replace <rhdh_dns>
AWS_COGNITO_APP_CALLBACK_URL:
"https://[rhdh_dns])/api/auth/oidc/handler/frame"

3. IBRENEE L REEY app-config-rhdh ConfigMap #1 secrets-rhdh Secret B93|
==

apiVersion: rhdh.redhat.com/vialpha1i
kind: Backstage
metadata:
# TODO: this the name of your Developer Hub instance
name: my-rhdh
spec:
application:
imagePullSecrets:
- "rhdh-pull-secret”
route:
enabled: false
appConfig:
configMaps:
- name: "app-config-rhdh"
extraEnvs:
secrets:
- name: "secrets-rhdh"
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4. \lik WREA —THBEE X IRZFRIINA Developer Hub =k¥l, H)XB%HiEE, A
LUFEhER Developer Hub ERELUFE R Operator EFLIE T, 21T T a4 LU
Developer Hub %% :

I kubectl delete deployment -l app.kubernetes.io/instance=<CR_NAME>

1. # A Developer Hub web URL 3/ OIDC HMEIEE %, XRRREETEEBERN AWS
Cognito F /it 1T B35 IE,

2. B%fE, Vil Settings FHIIERA P iFlE.
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5 9 & RED HAT DEVELOPER HUB 5 MICROSOFT AZURE

KUBERNETES SERVICE (AKS)&

& BT LU Developer Hub 5 Microsoft Azure Kubernetes Service (AKS)&ERK, 1EFF A iRt G & ouit,
Mg, EREMBIENARFRME T —NEERIME,

ENERTEFEALITAEZ—TE AKS £EBZE Developer Hub :

Helm chart

Red Hat Developer Hub Operator

9.1. {5 HELM CHART 7£ AZURE KUBERNETES SERVICE (AKS) L #} &
RED HAT DEVELOPER HUB

7] LUTE Azure Kubernetes Service (AKS) E#RE Developer Hub N FTERE, LAViR AFHEE, MR F0ER
ENARFIIGEERRAR.

FRFM

BE—NHEBART M Azure Tk,

B%&%& Azure CLl,

B %% kubectl CLI,

M kubectl B5%5%8¥, #EH AL AL admin TR,

2 22%E Helm 3 SERETH,

¥ETF AKS BIE K Developer Hub SRE M

TUBR[F]E : Developer Hub B2 AT RERBE RIS TR HAXBIEE IR, WEZISERIER
Permission denied., i&;J7f PodSpec.securityContext F 5% fsGroup &R LER,

Ingress BBi& : 1£ AKS A, BEiE A QX Fijj[A 2 R&EM Developer Hub SEHIEXREFE, 17

Developer Hub SXBIFZEE AL T 45 /5 A Routing M4 # (EF NGINX B Ingress
Controller)

az aks approuting enable --resource-group <your_ResourceGroup> --name
<your_ClusterName>

R
ERIBER B R Azure CLI I /& aks-preview, RSB BIRET R, LHRFEZEALUTH
TFIREE :

I az extension add --upgrade -n aks-preview --allow-preview true
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Wb —

p= =1
&% Ingress Controller [, HREHIFERZE A Ingress Controller B app-routing-
system & E[A], 1HFEBDLEEM Ingress Controller B Developer Hub [ FF2

Fritatit (140, 108.141.70.228) ) , LAMELAETiR] Developer Hub N TR, 8
BE#31 BN < app_address>,

kubectl get svc nginx --namespace app-routing-system -o
jsonpath='{.status.loadBalancer.ingress[0].ip}'

R E B  EOLUFERMU TSRS A AKS Y Developer Hub BREQIE— NS AHREZEH -

I kubectl create namespace <your_namespace>

L BITUTESEFREAKS :

™

az login [--tenant=<optional_directory_name>]

BT TSR OB IRA -

az group create --name <resource_group_name> --location <location>

N
Rl LT A TSRy AT AR X -

I az account list-locations -o table

BT e &R AR AKS &8 -

az aks create \

--resource-group <resource_group_names \
--name <cluster_name> \
--enable-managed-identity \
--generate-ssh-keys

NE T RBE L, 1554 —-help,

N

{1

T TR e B 5REF -
az aks get-credentials --resource-group <resource_group_names> --name <cluster_name>

— e SEE Kubernetes & /'ii, ¥ kubeconfig FFEYY AT E T XXXE HIEEER AKS &

o

. ?Tﬁzgﬁﬁ#iﬁil’i? PP 'I'JHE//J\\DD Helm Chal’t ‘—_JJJ_LA

I helm repo add openshift-helm-charts https://charts.openshift.io/
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6. QZFIFBUE < rhdh> e R ZE[H] :

DEPLOYMENT_NAME=<redhat-developer-hub>
NAMESPACE=<rhdh>

kubectl create namespace ${NAMESPACE}

kubectl config set-context --current --namespace=${NAMESPACE}

7. TS, AI8— pull secret, FTFMEILIBELSRYHIE Developer Hub 5714 :

kubectl -n SNAMESPACE create secret docker-registry rhdh-pull-secret \
--docker-server=registry.redhat.io \
--docker-username=<redhat_user_namex>\
--docker-password=<redhat_password> \
--docker-email=<email>

8. AL TERCIE—14 N values.yaml B :

global:
host: <app_address>
route:
enabled: false
upstream:
ingress:
enabled: true
className: webapprouting.kubernetes.azure.com
host:
backstage:
image:
pullSecrets:
- rhdh-pull-secret
podSecurityContext:
fsGroup: 3000
postgresql:
image:
pullSecrets:
- rhdh-pull-secret
primary:
podSecurityContext:
enabled: true
fsGroup: 3000
volumePermissions:
enabled: true

9. E{# M Helm Chart %% Developer Hub, iHiZ1TU &4 :

helm -n SNAMESPACE install -f values.yaml $DEPLOYMENT_NAME openshift-helm-
charts/redhat-developer-hub --version 1.2.1
10. JSIEERERE -
I kubectl get deploy $SDEPLOYMENT_NAME -n $SNAMESPACE

1. ERAEEFH Developer Hub B ZEF LKA EFE A URL {HESE Developer Hub Helm Chart
SEE)
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PASSWORD=$(kubectl get secret redhat-developer-hub-postgresql -o jsonpath="
{.data.password}" | base64 -d)
CLUSTER_ROUTER_BASE=$(kubectl get route console -n openshift-console -
o=jsonpath="{.spec.host}' | sed 's/"[".]*\.//')
helm upgrade $DEPLOYMENT_NAME -i "https://github.com/openshift-helm-
charts/charts/releases/download/redhat-redhat-developer-hub-1.2.1/redhat-developer-hub-
1.2.1.tgz"\

--set global.clusterRouterBase="$CLUSTER_ROUTER_BASE" \

--set global.postgresql.auth.password="$PASSWORD"

BT a4, BRIETEZ1THI Developer Hub 25 URL :

I echo "https://$DEPLOYMENT_NAME-$NAMESPACE.$CLUSTER_ROUTER_BASE"
o TEN T A3 FITFFIEMEIZ4THI Developer Hub 5545 URL, LAfF Developer Hub,

Upgrade (#%)
o ERWEE, WHETUTHS :

helm upgrade $DEPLOYMENT_NAME -i https://github.com/openshift-helm-

charts/charts/releases/download/redhat-redhat-developer-hub-1.2.1/redhat-developer-hub-
1.2.1.1gz

TR
o ZHRERE, EHZITUTHRS :

I helm -n SNAMESPACE delete $DEPLOYMENT_NAME

9.2. {#FH OPERATOR 7£ AZURE KUBERNETES SERVICE (AKS) k%3 &
RED HAT DEVELOPER HUB

& BT LUFEF Red Hat Developer Hub Operator £ AKS £ E3%& Developer Hub,

SeRFMH
o ME-—NHEBMITHE Azure TR,
o &% Azure CL
e BER4 kubectl CLI,
o {f kubectl Ex5%58%, F}EH FA ALk admin IR,

o B % Helm 3 SHEFH.

¥ETF AKS BIE K Developer Hub SRE M
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o YRR : Developer Hub B2z AT RE B IS HIBR HRMEE R, MNFEZ R4S IR VERS
Permission denied., i&;J7f PodSpec.securityContext F 5% fsGroup FEfZ R LER,

e IngressBEiE : 7£ AKS A1, EREAOXF A B REER Developer Hub SEFIEXREE, VilAl
Developer Hub SLAIFEEEALL T 45/ A Routing MiANZE4 (EF NGINX BY Ingress
Controller)

az aks approuting enable --resource-group <your_ResourceGroup> --name
<your_ClusterName>

N
IR RE R E %L Azure CLI § B aks-preview, (RS BEBHREY B, BUESEFERALUTH
SFNREE :

I az extension add --upgrade -n aks-preview --allow-preview true

pa =

&% Ingress Controller [, HREHIFERZE A Ingress Controller #J app-routing-
system & (A, 1HFEDLEEM Ingress Controller B Developer Hub [ FF2
Fritatit (140, 108.141.70.228) ) , LAMELAETiR] Developer Hub N TR, 8
BE# 31BN < app_address>,

jsonpath="{.status.loadBalancer.ingress[0].ip}'

I kubectl get svc nginx --namespace app-routing-system -o

o MAZ{LEH EE  EALUFERALTHS N AKS FB Developer Hub SR ZGIBE—NE AR ZEH -

I kubectl create namespace <your_namespace>

pri¥ =
1. BT RS ERE AKS :

™

az login [--tenant=<optional_directory_name>]

2. BITUTREREBTRA :

az group create --name <resource_group_name> --location <location>

I
ERLLZ AT T & S 35U A R X3, -

I az account list-locations -o table

3. BT S K02 AKS 8 -

I az aks create \
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T -

--resource-group <resource_group_names \
--name <cluster_name> \
--enable-managed-identity \
--generate-ssh-keys

T TERE SR, 1E5 M --help.
T TR e B &REF -
az aks get-credentials --resource-group <resource_group_names> --name <cluster_name>

— & SEE Kubernetes &', 75 kubeconfig FFEYY AT E T XXXE HIEEIER AKS &

o

. 1KEX£ 5 rhdh-operator-<VERSION>.yaml B Red Hat Developer Hub Operator & 32,

WIS AILLT B EXE8 X db-statefulset.yaml 1 deployment.yaml FE I\ B E :

securityContext:
fsGroup: 300

UTREHHIEEME -

db-statefulset.yaml: | spec.template.spec
deployment.yaml: | spec.template.spec

6. fHEMEHI Operator ;FH N A EI Kubernetes &5% :

I kubectl apply -f rhdh-operator-<VERSION>.yaml

Ll L SHTRERSEEY, FESLNKEFIR,

7. EREMNLIEEILNIE LN rhdh-pull-secret B9 ImagePull Secret, LUj AR HI

registry.redhat.io RV, W THIFTR :

kubectl -n <your_namespace> create secret docker-registry rhdh-pull-secret \
--docker-server=registry.redhat.io \
--docker-username=<redhat_user_name> \
--docker-password=<redhat_password> \
--docker-email=<email>

8. /i 4% 5 rhdh-ingress.yaml 8 Ingress JE .3 {4, 18EH Developer Hub ARS5&FF, #ITFAR

T~

apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: rhdh-ingress
namespace: <your_namespace>
spec:
ingressClassName: webapprouting.kubernetes.azure.com
rules:
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- http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: backstage-<your-CR-name>
port:
name: http-backend

9. EERENIER Ingress, HBTUTHE :
I kubectl -n <your_namespace> apply -f rhdh-ingress.yaml

10. FEALTRA, f1E—1 %N app-config-rhdh B9 ConfigMap, HE A& & Developer Hub fg
=

apiVersion: vi
kind: ConfigMap
metadata:
name: app-config-rhdh
data:
"app-config-rhdh.yaml": |
app:
title: Red Hat Developer Hub
baseUrl: https://<app_address>
backend:
auth:
keys:

- secret: "${BACKEND_SECRET}"
baseUrl: https://<app_address>
cors:

origin: https://<app_address>

1. Qg% N secrets-rhdh B Secret, FRIN—1%%5 BACKEND_SECRET B##, #7145 Base64
B RER H, TR :

apiVersion: vi
kind: Secret
metadata:
name: secrets-rhdh
stringData:
BACKEND_SECRET: "xxx"

12. A&7 rhdh.yaml BEE L HFIR(CR)FHEXHE, H#HEEZAICER rhdh-pull-secret, 0TFFT

T~

apiVersion: rhdh.redhat.com/vialpha1l
kind: Backstage
metadata:
name: <your-rhdh-cr>
spec:
application:
imagePullSecrets:
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- rhdh-pull-secret
appConfig:
configMaps:
- name: "app-config-rhdh"
extraEnvs:
secrets:
- name: "secrets-rhdh"

13. fF CRIEHN AR ZEH :
I kubectl -n <your_namespace> apply -f rhdh.yaml

14. {EF URL 7i[n]E8Z# Developer Hub : https://<app_address&gt;, Hr <app_address>
BUZREXHY Ingress Hotik (540 https://108.141.70.228) .

15. A% : ZMR CR, HZITUTHS :

I kubectl -n <your_namespace> delete -f rhdh.yaml

9.3. 7 RED HAT DEVELOPER HUB #{#fH AZURE KUBERNETES
SERVICES (AKS) %R H &1 %
B EILRK R TE Red Hat Developer Hub FREIBFNI4EH Azure Kubernetes AR 25 (AKS) R Al sk EREY A

M, fEBIEE Prometheus Monitoring 1 Azure Monitor £ IhEE, B 5 A LS 112 ¥R A
R, VERREHBRESRCTER AT EME,

Z 5 F Managed Prometheus Monitoring, 1#{# F az aks create =X az aks update % H 8 -enable-
azure-monitor-metrics 1%t7i, EAXRBURTFEREUEMEFLEEMINEERE, Hiw

az aks create/update --resource-group <your-ResourceGroup> --name <your-Cluster> --enable-
azure-monitor-metrics

L— S aRERIMINEY, BEWE Prometheus 1817, R E—®<, ERILUENRE Azure
Monitor 540 Prometheus $817/8 FX Azure BRRIIETE, K47 LATE Monitoring = Insights T&E&
TR, MEEZER, ESHMER Azure Monitor 12 Azure BR o

4, Managed Prometheus BR5#1 Azure Monitor FI3EHR AT LLEIT Azure Managed Grafana ARS5 1)
i, MEELZER, HSHEEEE Grafana TIEX B4

EINER T, Prometheus A&/ ingesting BBBLE, ZBECESMIL T ingestion &, FH NREVIER, B
PRAfEIRMX BRI E. FTLLE T BE N REBE LBINXE, Azure R T &AL, SIEEATRD
ConfigMap RitiREREC B HEMIEFMIINAH IKE. BXBMINEBEMNELER, 155 Azure Monitor

FRBIERIA Prometheus ¥§PRECE, FF7E Azure Monitor managed service A Customize extract of
Prometheus metrics £33,

9.3.1. {# / Azure Kubernetes Services (AKS)E&EH &
IREI LAV [A] Kubernetes X RAEMBIEN BIBH K, F1E AKS #HY Container Insights AR UIKEE B & HUIE,

FRFH

o (RBETE AKS LEBZE T Developer Hub, MIFEEZER, ESMH & 917 " Helm Chart 1£
Azure Kubernetes Service (AKS)_EEBE Red Hat Developer Hub",
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Pk
# & Developer Hub SEHIBSEH B &

1. i# A Azure Portal,
2. #RHRA < your-ResourceGroup> FH BRI AKS &2 < your-Cluster>,
3. M3EHdi%#EE Kubernetes resources = Workloads,

4. 17%$¥ & It;your-rhdh-cr>-developer-hub (#1573 Helm Chart 24%) , = <your-rhdh-cr>-
backstage (#N3R=Z Operator THFMLLE) HE,

5. BT FHH Live Logs.

6. % pod,

?

SR B SBIRESBEEH B

Gk

5]
Q}\

1RE— pod,

HERBSIFERISH BSEBE

1. A Azure Portal,

N

. ERTR4A < your-ResourceGroup> HHEIEM AKS &2% < your-Clusters,

w

. M3ZH %S Monitoring — Insights,

4. HEE BB B,

o

% E backend-backstage &#s, FHmiiBRAE Container Engine & pXHISERT B & #IRE,

9.4. 7 RED HAT DEVELOPER HUB #1{#FH MICROSOFT AZURE 1Eh &%
N

Developer Hub H#] core-plugin-api #4885 Microsoft Azure B3I IEHN K, ERA Azure
OAuth #1T &85k,
SeRFH

o [RBETE AKS LERE T Developer Hub, HIEEZER, S & 917 "EFH Helm Chart £
Azure Kubernetes Service (AKS)_EEBE Red Hat Developer Hub",

o BT Azure [P HEMTNARRF. MEEZFEL, HSHERA Microsoft H3F & 1A
2,

9.4.1. £ Helm ZRZEF{F F Microsoft Azure £ BRI IF N

TE{#F Helm Chart 22250, ,u\_JLlT_ Red Hat Developer Hub #{#F Microsoft Azure ¥Eh &35k
N, WMEEZER, HSM 5% 917 “HH Helm Chart £ Azure Kubernetes Service (AKS)_EEBE Red
Hat Developer Hub",
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iz
L FEMNABRERE, HERUTILR
e clientld: Application (client) ID, BfIF App Registration = Overview T,

e clientSecret: Secret, 7E *App Registration = Certificates & secrets T#E (MIRFE, I
)

e tenantld: Directory (tenant) ID, B©fIF App Registration = Overview T,

2. #1R Developer Hub ConfigMap H & & THE :

auth:
environment: production
providers:
microsoft:
production:
clientld: ${AZURE_CLIENT_ID}
clientSecret: ${AZURE_CLIENT_SECRET}
tenantld: ${AZURE_TENANT_ID}
domainHint: ${AZURE_TENANT _ID}
additionalScopes:
- Mail.Send

8] LAAI R S S BRI R INA ST AR,
3. ¥ ConfigMap M FE Kubernetes &2 :

I kubectl -n <your_namespace> apply -f <app-config>.yaml

4. NBEFEEFHAEE Azure EUFRIINIA Secret, HRMUTHER :

stringData:
AZURE_CLIENT_ID: <value-of-clientld>
AZURE_CLIENT_SECRET: <value-of-clientSecret>
AZURE_TENANT_ID: <value-of-tenantld>

5. ¥F secret N E Kubernetes 5£2% :

I kubectl -n <your_namespace> apply -f <azure-secrets>.yam|

6. MRIEH values.yaml SXH5| A 2 BIGIEE# ConfigMap # Secret :

upstream:
backstage:

extraAppConfig:
- filename: ...
configMapRef: <app-config-containing-azure>
extraEnvVarsSecrets:
- <secret-containing-azure>

7. "7 iNRE%RE Helm Chart, I5HNE :
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helm -n <your_namespace> upgrade -f <your-values.yaml> <your_deploy_name> redhat-
developer/backstage --version 1.2.1

8. Hik : HNR&BHEKX rhdh.yaml X4, N, EREHMESIHEB ConfigMap # Secret, 1518
TR BB pod S RIFT Developer Hub #8%& :

I kubectl -n <your_namespace> delete pods -1 backstage.io/app=backstage-<your-rhdh-cr>

9.4.2. 7£ Operator X #FMERE 1 {H FH Microsoft Azure /E N B3 IE N

TEf#H /A Operator &, A LATE Red Hat Developer Hub H{#F Microsoft Azure E8 B IIEHL R,
., MNEJEFEZER, 1ESM 5 2.2 17 "fH Operator 7£ OpenShift Container Platform &% Red Hat
Developer Hub”,

iz
1 FEMNARERRE, EERUTILR
e clientld: Application (client) ID, BfIF App Registration = Overview T,

e clientSecret: Secret, 7E *App Registration = Certificates & secrets T#E| (MIRFE,
) .

e tenantld: Directory (tenant) ID, B©fIF App Registration = Overview T,

2. #B1R Developer Hub ConfigMap H &8 & THE :

auth:
environment: production
providers:
microsoft:
production:
clientld: ${AZURE_CLIENT_ID}
clientSecret: ${AZURE_CLIENT_SECRET}
tenantld: ${AZURE_TENANT_ID}
domainHint: ${AZURE_TENANT_ID}
additionalScopes:
- Mail.Send

8 R] LAOEE R S S RN BB A XX,
3. ¥ ConfigMap R FEl Kubernetes &2 :
I kubectl -n <your_namespace> apply -f <app-config>.yaml
4. QBHNEEFRESE Azure EIEMILA Secret, FHHRMUTHER :

stringData:
AZURE_CLIENT_ID: <value-of-clientld>
AZURE_CLIENT_SECRET: <value-of-clientSecret>
AZURE_TENANT_ID: <value-of-tenantld>

5. ¥9 secret N ZE Kubernetes 5£2% :
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I kubectl -n <your_namespace> apply -f <azure-secrets>.yaml
6. MREE KRB RSDEN ZAITE8H ConfigMap 1 Secret 5| :

apiVersion: rhdh.redhat.com/vialpha1i
kind: Backstage
metadata:
name: <your-rhdh-cr>
spec:
application:
imagePullSecrets:
- rhdh-pull-secret
route:
enabled: false
appConfig:
configMaps:
- name: <app-config-containing-azure>
extraEnvs:
secrets:
- name: <secret-containing-azure>

I kubectl -n <your_namespace> apply -f rhdh.yaml

8. |k : HNR&BHE K rhdh.yaml X4, N, EREHMESIHEB ConfigMap # Secret, 1518
IR BB pod S RIFT Developer Hub #8%& :

I kubectl -n <your_namespace> delete pods - backstage.io/app=backstage-<your-rhdh-cr>
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%5 10 = RED HAT DEVELOPER HUB Rl E F A 91 (7)1 4
(RBAC)

ETABHNUINEFHZ—FE2Eh, RERUABIUIF, WIhEaEE L EAFENRNAR, RiE
FXEfEIRARF.

Red Hat Developer Hub f#f RBAC kig&F & TR RSE, Developer Hub H#J RBAC ThEEBIA T
— NEEAAG, FRITEIHFERE R R AHSASN, SEFN. AFAF,

10.1. RED HAT DEVELOPER HUB A B9FY BR /&

Red Hat Developer Hub BT BREREEZ —2HANN, R TG BHRSTIRERI VA, (X ELERBR A BAARIEH
ARRT ARG, KETRRE, U S EIMEFHNREEMRE M,

7] LAFE Developer Hub HRE LA TR BIBIAR -
o HHRAE
o EAEXM
PR BRR R Z B X B BUR TR 2B S & E L FHRKE,
1T LUfE SR R B B R SR BU A PR 4 AR SR B SCBTIREBUANRR, 40T AR
BHRRBIBR E SR A

p, role:default/myrole, catalog.entity.read, read, allow
g, user:default/myuser, role:default/myrole

p, role:default/another-role, catalog-entity, read, allow
g, user:default/another-user, role:default/another-role

&0 LUE AR 2 FR7E Developer Hub FRE X EARARR, 0 FHIFR :
EAKBRE LBl

p, role:default/myrole, catalog.entity.create, create, allow
g, user:default/myuser, role:default/myrole

Developer Hub XA TN PREEHE

SR
Name iy Eyid) policy iR
catalog.ent  catalog-entity BLER RYFA A BME FAILE
ity.read
catalog.ent create RFAPSHECIEBREE, SEEERFE
ity.create LA H A
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Name FiRER policy ok
catalog.ent  catalog-entity update RFAFSAMEB KARRIFT— D% S
ity.refresh
catalog.ent  catalog-entity delete RVFRA A SEMB F MR — DL DA
ity.delete
catalog.loc BEER RTFAFHAMEKHREZIR—PHEMIE
ation.read
catalog.loc create RVFA P SAE B RPOIRME
ation.creat
e
catalog.loc delete FVF A P S AL M B SR A HBRALE
ation.delet
e

Scaffolder F{BR
Name iy Eid) £ pU
scaffolder.  scaffolder-action FRVF MIER TR 1E
action.exec
ute
scaffolder.t  scaffolder-template BLER RVFA P SAHMERZIR— P HE NS
emplate.pa
rameter.rea
d
scaffolder.t  scaffolder-template BLER RTFAF A BMERIZIN— DM HZ NS
emplate.ste
p.read
scaffolder.t create RIFFAFSA B THER, LIOEITRIE
ask.create BEES
scaffolder.t RFAF S A BEUH S AL TR ERZFES
ask.cancel
scaffolder.t BLER RVFA P S A GBI A RS E S5 R E KB
ask.read EHMARE

RBAC bR
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AR gl policy ik
policy.entit  policy-entity BEER RFAF A GBI REERE A G
y.read
policy.entit  policy-entity create RIFAFSHUB— DS MUREKEER AR
y.create
policy.entit  policy-entity update RIFAFSHBEH — DS MUREERAN A E
y.update
policy.entit  policy-entity delete RV P SAMBR— DS MURERRR A A &
y.delete
Kubernetes F{BR
AR gl policy ik
kubernetes SO A P S T AR I R
.proxy
OCM BB
E4 Y FrRER policy ok
ocm.entity. BEER RFM OCM fEHEEN AP AR
read
ocm.cluste BLER RVFAF A B OCM HHEhERER
r.read
MR
AR gl policy ik
topology.vi BLER RTFAFSABEERIMNGY
ew.read
kubernetes RTFAFSA BV RNRERS, U]
.proxy RHDH A8 pod HE&EME4

10.1.1. PR ERBRBC E
1 Red Hat Developer Hub HECEMNRRIE BT AL, S1F -
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o FENRKIEEEA
o FENERS A TE BT RRHEHE

10.1.1.1. Be B PR RIS R 5

Developer Hub A FIZHBIIN R RIS I IR RIS EIE M BIE, RENRKREEESA T U RETFAERN
PjIn]$2E REST AP,

ERBEEANBMZERARE. ZRHEINZET S MIIERI A &R RBAC REST AP, TRZREETE
policy.csv XHEFRRTE X, 1441 app-config-rhdh ConfigMap 5|, OpenShift LA E R M sk &
EIE AT LAHTELAESS, AT ERE Red Hat Developer Hub BY#r % Z21A],

& 7] LATE app-config.yam| X4 i BIRRIREIE AEIE, TR ¢

permission:
enabled: true
rbac:
admin:
users:
- name: user:default/joeuser

T BRSR % £ £ (role:default/rbac_admin)7E Developer Hub 2 —MNEINA R, TEOIRN S —L5iY
fR, NG, EX. BHFHAMPRDPRERRE/ A, URMBFRHIZE,

MERUBRFESENER, Bl ERABXIRRBRREENERE LFHNEERAAR, B4, &
LUMEAR%ER superUsers BCiE(E, 1%{ETE Developer Hub [A]#% % 132 [RHIFIF IR

R\ LATE app-config.yaml X {47 i%i& superUsers, 0 TFAI7 :

#...
permission:
enabled: true
rbac:
admin:
superUsers:
- name: user:default/joeuser
#...

10.1.1.2. ESE AR SC - Hh E L BIABR 3R

&7 LATE /55 Red Hat Developer Hub BIECEINRREE, MRAERSCHARE LT INREEE, &0l LAE
Developer Hub 5 AR —3 4, fEEALLT Casbin #IIH& N E AN PRERHE

'p, <ROLE>, <PERMISSION_NAME or PERMISSION_RESOURCE_TYPE>,
<PERMISSION_POLICY_ACTION>, <ALLOW or DENY>"

AT LAMER LU Casbin MINIEXE LA :

'g, <USER or GROUP>, <ROLE>"
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. A X Casbin HERMIEE, 1ESE Casbin Hlll] HERER,

LA 2 BRERBRBC E I -

I 'p, role:default/guests, catalog-entity, read, allow

p, role:default/guests, catalog.entity.create, create, allow
g, user:default/<USER_TO_ROLE>, role:default/guests
g, group:default/<GROUP_TO_ROLE>, role:default/guests --

INRELHINRTEESH KRB, 1ERIN use FEHRER, HESWLLLTRA

'p, role:default/guests, kubernetes.proxy, use, allow’

& B] LATE app-config.yaml SX{4HE Y policy.csv X EEE :

permission:
enabled: true
rbac:
policies-csv-file: /some/path/rbac-policy.csv

EeLER LR EEESEEHREHA CSV X4, MEFEE/S Developer Hub 524,

£ app-config.yaml X {4 /1% & policyFileReload 1LIiHI{H :

#...
permission:
enabled: true
rbac:
policies-csv-file: /some/path/rbac-policy.csv
policyFileReload: true
#...

10.1.1.2.1. ¥ policy.csv X #F Developer Hub Helm Chart &

L8/ Helm Chart 883 Red Hat Developer Hub I, &85 4 policy.csv X4 #iE Developer
Hub Helm Chart 38 X policy.csv X {4,

AT L& 18— configMap F##:©, J¥ policy.csv 3X4RNZE Developer Hub Helm Chart #,

FRFH

e {# 3 OpenShift Container Platform Web & & 5%l OpenShift Container Platform i/,

® Red Hat Developer Hub i Helm Chart ZZ&MERE.

—_— 3L T 0 —~1 . ——_—~ —~1 cr. o~ . . -~ .r LI o [ N 1 LI b T 47
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A XRIEA Helm Chart 4£ OpensShitt CLontainer Flattorm L% Ked Hat beveloper HUb HY 5 %
ER, 1S % 217 "EHA Helm Chart 7£ OpenShift Container Platform L& Red Hat
Developer Hub",

1. 1£ OpenShift Container Platform /1, ] —4* ConfigMap R{RrFHEE, W THIFTR :

ConfigMap <%l

kind: ConfigMap
apiVersion: v1
metadata:
name: rbac-policy
namespace: rhdh
data:
rbac-policy.csv: |
p, role:default/guests, catalog-entity, read, allow
p, role:default/guests, catalog.entity.create, create, allow

g, user:default/<YOUR_USERs>, role:default/guests

2. 1 Developer Hub Helm Chart #1, 3 A Root Schema - Backstage chart schema =
Backstage parameters = Backstage container additional volume mount,

3. 1% Add Backstage R INBEER FHRMLLTE -
e mountPath:opt/app-root/src/rbac
o Z# : rbac-policy
4. % RBAC RB&HMNZE Developer Hub Helm Chart 18 Backstage A#adist & :
o &Z# : rbac-policy
e configMap
o DefaultMode:420
o &# : rbac-policy
5. BT app-config.yaml X FRRSEEEERE, TR -

app-config.yaml! 34461

permission:
enabled: frue
rbac:
policies-csv-file: ./rbac/rbac-policy.csv

10.2. RED HAT DEVELOPER HUB ARy & (4 551%

Red Hat Developer Hub FRHIFUBRAEZRIZ M T B RBAC BimiEH X 8954 (backstage-plugin-rbac-
backend). F&M{E7 RBAC GimiEHiRH#tH Developer Hub FHRBIA BT IESR.
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RBAC j5iifi AP| FE D ERAIBETM A BINEMYE, YIEEKITN frontend FTIERS, RBAC Fif APl &
BRI NEYE, FEAEEE D HEelERAEUNELE, MRELSEIEEFTAZENZIAE,
] RBAC [5imiHE FH anyOf S84 F 54

SIS S

Developer Hub FIEIRHEZHEMNMSEHBE £&M4, BRE, FAEATUSESHIRFMRMGH
BHSHEE, IRFNFRERMTHE

o allOf: f{RIFFIHBIRT A RMAE LN true, FRENBHSRM
e anyOf FARIZIFIIREDFENBASRENRM

o Not:HAREHHFHETREHRAES M

SRR

ZIBHEER G NS, EalLIM RBAC APl iSRRI RER, LT BNEEEHt
JSON %%, Ri5H RBAC EiiE#t APl 1 RIZN R,

FHNRASUTSH :

K 10.1. FENRSHE

S KR 3T

result FR& BRAE
CONDITIONAL

roleEntityRef FREB % RBAC B BBFRFH
SCRBIA, o0

role:default/dev

pluginid TR K RE9HEME ID, 0 B%

permissionMapping FREBHAH BHABRIRME,
['read’, 'update’,
'delete’]

resourceType FREB R AR TR,

10 catalog-entity

conditions JSON WSS N
& JSON, #=5x841n
A

10.2.1. HRIEE X
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&0 LLijj[n] Red Hat Developer Hub FRE{4-3RB&09 APl i, H0, ERFREIANEAHN, XHa8h
FE GX RS, A LLiW] GET [api/plugins/condition-rules] s,

api/plugins/condition-rules ;R & 4S8 schemas, il :

[
{
"pluginld": "catalog",
"rules": [
{
"name": "HAS_ANNOTATION",
"description": "Allow entities with the specified annotation",
"resourceType': "catalog-entity",
"paramsSchema": {
"type": "object",
"properties": {
"annotation™": {
"type": "string",
"description': "Name of the annotation to match on"
12
"value": {
"type": "string",
"description': "Value of the annotation to match on"
}
13
"required": [
"annotation”
I8
"additionalProperties": false,
"$schema": "http://json-schema.org/draft-07/schema#"
}
}!

{
"name": "HAS_LABEL",

"description": "Allow entities with the specified label",
"resourceType': "catalog-entity",
"paramsSchema": {
"type": "object",
"properties": {
"label": {
"type": "string",
"description': "Name of the label to match on"
}
b
"required": [
"label"
1,
"additionalProperties": false,
"$schema": "http://json-schema.org/draft-07/schema#"
}
}!

{
"name'": "HAS_METADATA",
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"description: "Allow entities with the specified metadata subfield",
"resourceType': "catalog-entity",
"paramsSchema": {
"type": "object”,
"properties": {
"key": {
"type": "string",
"description': "Property within the entities metadata to match on"
2
"value": {
"type": "string",
"description': "Value of the given property to match on"
}
13
"required": [
"key"
I8
"additionalProperties": false,
"$schema": "http://json-schema.org/draft-07/schema#"
}
}!

{
"name": "HAS_SPEC",

"description": "Allow entities with the specified spec subfield",
"resourceType': "catalog-entity",
"paramsSchema": {
"type": "object",
"properties": {
"key": {
"type": "string",
"description: "Property within the entities spec to match on"
2
"value": {
"type": "string",
"description": "Value of the given property to match on"
}
b
"required": [
"key"
1,
"additionalProperties": false,
"$schema": "http://json-schema.org/draft-07/schema#"
}
}!

{
"name™: "IS_ENTITY_KIND",

"description": "Allow entities matching a specified kind",
"resourceType': "catalog-entity",
"paramsSchema": {
"type": "object",
"properties": {
"kinds": {
"type": "array",
"items": {
"type": "string"
b
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"description': "List of kinds to match at least one of"

}
13
"required": [
"kinds"
I8
"additionalProperties": false,
"$schema": "http://json-schema.org/draft-07/schema#"
}
2

{
"name": "IS_ENTITY_OWNER",

"description": "Allow entities owned by a specified claim",
"resourceType': "catalog-entity",
"paramsSchema": {

"type": "object",

"properties": {

"claims"': {
"type": "array",
"items": {
"type": "string"
b
"description": "List of claims to match at least one on within ownedBy"
}
b
"required": [
"claims™

1,

"additionalProperties": false,
"$schema": "http://json-schema.org/draft-07/schema#"

}
}
]
}

... <another plugin condition parameter schemas>

]

RBAC Jaiin API IRIERTEHMIFRMAERE— 1 FM JSON XK,

10.2.1.1. EHRIEHI

1£ Red Hat Developer Hub 1, #Ee]LA{E SRR R4 E L F4FRIE, Ea LUEALT RAIREER
FBIE S -

EAFRMOEA

REAFZMAEHNKRGAN, HEEEERMERERNES. ERMULEHE, EaLERE
FiE#E IS_ENTITY_OWNER, M TR :

ARG
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{
"rule”: "IS_ENTITY_OWNER",

"resourceType': "catalog-entity",
"params": {
"claims™: ['group:default/team-a"]
}
}

E LB, M—ERANKESEE claims, @& 4545 HNTIE,

ErI LR AR INEA NS BR AT IR HIFR 4N A RBAC REST API, M1 :

{
"result": "CONDITIONAL",

"roleEntityRef": "role:default/test”,
"pluginld": "catalog",
"resourceType': "catalog-entity",
"permissionMapping": ['read"],
"conditions": {
"rule”: "IS_ENTITY_OWNER",
"resourceType': "catalog-entity",
"params": {
"claims™: ['group:default/team-a"]
}
}
}

PSSP S U

ZIERUEM, ERAEAFEMAEHANRANERAA B XA ANNERN T ERE X,

BAMES, EADAESRA RN — N HNYED IS_ENTITY_KIND, TR -

ARG

{
"anyOf": [

{
"rule”: "IS_ENTITY_OWNER",
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"resourceType': "catalog-entity",
"params": {
"claims™: ['group:default/team-a"]
}

13

{

"rule”: "IS_ENTITY_KIND",
"resourceType': "catalog-entity",
"params": {
"kinds": ["Group"]

}

}

]
}

::I ]
% AR EDETHITRG. Rt HEEIRET AN E UREFRY
RBE,

BREFRMTH

4

]

anyOf"

"rule" "IS_ENTITY_OWNER",
"resourceType': "catalog-entity",
"params": {

clalms ['group:default/team-a"]

"rule" "IS_ENTITY_KIND",
"resourceType': "catalog-entity",
"params": {

"kmds" ['Group"]

not
"rule" "IS_ENTITY_KIND",
"resourceType': "catalog-entity",

params" { "kinds": ["Api"] }
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R LR AR INEA NS BR AT IR HIF 4 AR RBAC REST API, M1 :

"result": "CONDITIONAL",
"roleEntityRef": "role:default/test”,
"pluginld": "catalog",
"resourceType': "catalog-entity",
"permissionMapping": ['read"],
"conditions": {
"anyOf": [
{
"rule”: "IS_ENTITY_OWNER",
"resourceType': "catalog-entity",
"params": {
"claims™: ['group:default/team-a"]
}
b

{
"rule”: "IS_ENTITY_KIND",

"resourceType': "catalog-entity",
"params": {
"kinds": ["Group"]

LUFRHIT AF Developer Hub &, X7 a] 75 Bh & il £ fal B LS4R8 :

79 Keycloak @ff 7 L B9 H-5RBE

{
"result": "CONDITIONAL",

"roleEntityRef": "role:default/developer”,
"pluginld": "catalog",
"resourceType': "catalog-entity",
"permissionMapping": ['update”, "delete"],
"conditions": {
"not": {
"rule”: "HAS_ANNOTATION",
"resourceType': "catalog-entity",
"params": { "annotation": "keycloak.org/realm", "value": "<YOUR_REALM>" }
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AT Keycloak iR BIRIBHIE role:default/developer I F B S MIBRE Keycloak
BABXMAF,

N
p o
;

4l

£ EHIh, R keycloak.org/realm % < YOUR_REALM > BfH,

79 Quay @ E L BISH- SRR

{
"result": "CONDITIONAL",

"roleEntityRef": "role:default/developer”,
"pluginld": "scaffolder”,
"resourceType': "scaffolder-action",
"permissionMapping": ['use"],
"conditions": {
"not": {
"rule": "HAS_ACTION_ID",
"resourceType': "scaffolder-action",
"params": { "actionld”: "quay:create-repository" }
}
}
}

BTN Quay E# AT IEAE role:default/developer il Quay builder ###F. 5%
&, permissionMapping @& , X7 scaffolder-action ¥R EIFER % AR IR,

A Red Hat Developer Hub F1{fRINE LI, HSH £ 10.1 77 “Red Hat Developer Hub #1#j
TUBRRRE S

10.3. {8f RED HAT DEVELOPER HUB WEB Ul B T f faitijj il #241(RBAC)
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EH S A LUEA Developer Hub Web 5t (Web U EMN A GRS AR M A i, oid
A alfA{RIE Developer Hub mh#isExt BERFThEERI G A,

{81/ Developer Hub RENER Gifafa, EeILUNAF A SRR, f7rA sS4 A Developer
Hub Web Ul &&. filE. EXMMpRAa€,

F1jjinl Web Ul 1Y RBAC Thig, & HBcE @janus-idp/backstage-plugin-rbac f&H#HEH
&Mt BXREDEEHNESF L, HSHE Red Hat Developer Hub fhiid &f&E .

ZH @janus-idp/backstage-plugin-rbac #&# /5, Administration & HIMAEMNFAIESE, 2
&AL Administration I, BRiAJh RBAC ii%ik, E7 Developer Hub HhilBMmAEIIEAE, &£
RBAC iEUi£H, EARUEESABKKNIRER S8, EALMER Actions I MBRA
,

10.3.1. 7£ Red Hat Developer Hub Web Ul i/

{&TTLI{E A Web Ul #£ Red Hat Developer Hub ffi|Ef &,

SeRFH
[
1£ Developer Hub FEFEE G A,
[
18 81£ Developer Hub F&% T @janus-idp/backstage-plugin-rbac iifF. MEEZE
B, &2 Red Hat Developer Hub shifid &4,
[
FRERE T RPPBRE. MFELZER, HSH £ 10.1.1 T “DEREBERE",
it 3
1.
AifE Developer Hub Hhilif= KRR S,
LRI RBAC %k, £ Developer Hub fh & ~Ara S A &,
2.

(aIik) GEMAERKEESR OVERVIEW IAPHNARER.

89


https://access.redhat.com/documentation/zh-cn/red_hat_developer_hub/1.2/html-single/configuring_plugins_in_red_hat_developer_hub/index
https://access.redhat.com/documentation/zh-cn/red_hat_developer_hub/1.2/html-single/configuring_plugins_in_red_hat_developer_hub/index

Red Hat Developer Hub 1.2 Red Hat Developer Hub Y& 5

3.
i CREATE LIfIEfA fa,
4,
EHEEFBRPRAAGHATNMNE, REHT NEXT,
5.
FERERFERAMA-NAH, ARBHE NEXT,
6.
M Add permission policies &84 89T Hi3E § e Plugin $1 Permission,
7.
B ZEE Add permission policies 584 % &R Policy, AEH i NEXT,
8.
% & Review and create 582 FEFRINNE R,
9.
= CREATE,

BB A AR HIIE RBAC &+l HEFIxRS,

10.3.2. #£ Red Hat Developer Hub Web Ul 45 fifa

ETT LI Web Ul 438 Red Hat Developer Hub FRffafa,

k

N
p o
;

il

M policy.csv 5% ConfigMap 324 B B3RBE C A Developer Hub Web Ul %%
ﬁmﬂ@o

FoRFM

£ Developer Hub HEFEE G A,

15 B7E Developer Hub &% T @janus-idp/backstage-plugin-rbac . MEEZE
B, &2 Red Hat Developer Hub thiid &iH#,

90
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ZEkE T RIITRER, MBESER, HSH % 10.1.1 7 “BERKRIBEE ",

1R BRI B IE Developer Hub FIEE,

¥ =

1.

HIfE Developer Hub il LRI S,

IEEf &I RBAC %%k, £ Developer Hub th & RAiA G A G,
2.

(%) st afEEd OVERVIEW HMEFMNAGRER.

3.

R R E g A E bR,
4,

mEAEMEAER, WA, k. AP MHURSBREE, ARH%d NEXT,
5.

REABHENITFIMER, REHD SAVE.

mEAfE, EoLEEAMEKN OVERVIEW AT AN 4EifE. EiLalLiER OVERVIEW bl
m - R F LS K bnck S A A P A SR,

10.3.3. fiflB* Red Hat Developer Hub Web Ul hfufa 5

ETTLL{8E A Web Ul Jif/B& Red Hat Developer Hub FRffafa,

M policy.csv = ConfigMap 344 BISREE A8 Developer Hub Web Ul 4%
ﬁmﬂ@o

FRFM

o1
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1£ Developer Hub FEFEE G A,

18 81£ Developer Hub F&% T @janus-idp/backstage-plugin-rbac iif#F., MEEZE
B, &3 Red Hat Developer Hub thiid &iH#,

ZEkE T IRITRER, MBESER, HSH % 10.1.1 7 “BERKRIBEE ",

EfipRia A B1E Developer Hub shfilEE,

i =
1.
AifE Developer Hub Hhilif= LBl S,
LRI RBAC %k, £ Developer Hub s & A SIEEMA &,
2.
(|3%) miifEafAEEEd OVERVIEW HHEFNAGRER.
3.
HEEEMRE A EB Actions FIrhE MR EIFR.
HERttAE ? HHEOSHIEREL,
4.

= DELETE,

10.4. T £ I #E4I(RBAC) REST API

Red Hat Developer Hub 1Zft RBAC REST API, s & Developer Hub I RFIA R, It

API R E{2HEM A BHE Developer Hub fUREIEHI A RAY4ET,

{5 RBAC REST API, fEalLAHATLATIRE -

KRB XA TR RIE R E R RGN A BrE R
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B, EHFMERRIRRE A

RRAEXHSHRHNPERERER

RBAC REST API RZLAT4HH -

&L

RBAC REST APl SZAFMAF Al Bearer SRR, HFHLEMN, ETLEN KRB
| Web $#EHlE, HEEMLERNIRDBIFSEIEKE, EaILIERR JSON hEKR S,

Authorization: Bearer $token

#im, £ Developer Hub Homepage #1, S#iEl Network Uik FH# 3R query?term= P44
. =&, EelLlFifE Catalog T, MikEE{ Catalog APl P%% 1A FskIKEX Bearer ©hE.

HTTP A&

RBAC REST API 3z#LLF APl iEKE HTTP 153k -

GET: MEE K RinwkRIEERFR

POST : i@k EH TR

PUT : BHER

DELETE : FHPRBTIR

£%X URL

RBAC REST API iEkHIE A URL 2 http://SERVER:PORT/api/permission/policies, #l
http://localhost:7007/api/permission/policies,

Endpoints
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RBAC REST API iiis2 (30 /api/permission/policies/[kind]/[namespace]/[name ]) AFIEE
kind. namespace fl name, ZHNEIEZA URL B9 URI, ARG R R,

/api/permission/policies/[kind]/[namespace]/[name] i =5k URL =HI :

http://localhost:7007/api/permission/policies/user/default/johndoe

MBEDPH—MUBRSES user:default/johndoe, NIBTEIRFIMRAIER URL

DBEFAEABIRN SN GET MM PREER, B2, MRIAABHELER, MK
HIiFER URL FiREIHiH.

RBAC REST API #1f§ HTTP POST 5k algE R B ABUEN JSON 15K IESC LA KIFEK,

http://localhost:7007/api/permission/policies B POST &3k URL #1 JSON i 3K 1EMXEIE R

B :

{
"entityReference": "role:default/test”,
"permission": "catalog-entity",
"policy": "delete",
"effect": "allow"

}

HTTP REKD

RBAC REST API ¥ LLF HTTP KA R B -

200 OK : iFKEh,

201 created : & KEThOIEEHT Bk,

204 no Content: ik, (BN AR BHHRELZETARNE.

94



%8 10 = RED HAT DEVELOPER HUB F#9E T A & a9iJj a4 (RBAC)

400 bad Request: input error with the request

401 KRIRHL : TR FTIH R BRI A RS D RIE

403 forbidden : E4aAGE Kk

404 not Found : FBEHENE KM TR

409 M2 : iFRKS HAHREHN B BT R

Source

{2F RBAC &4 BIZMB M PERRIEMABBSRXEK, DA BRahiBE—3, SR
BEUTEERE B EFIERRIENAR -

CSV X

BoiE i

REST API

Legacy

EMHRA CSV X{H1 REST APl A BHINBRER S RiIREHMKRE R EEEN,

BB X#45 RBAC iR ALAERNIA role:default/rbac_admin fafaidx, B AAGBERNIE, &
Y. SEHAHBRABR SRS =k A L KR 3 HY B & SE R
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b

At N
ya ¥

il

s MRENEBEZREADRFRE, St EAmRARERREEAE X admin
fafa,

fe5iRE R T# RBAC EimidfFhiRA 2.1.3 alE LARIgMIAE, HFARRMERTHE™1E
BIBRS, Eu A EFIHERPITRMA®, LIERA REST API = CSV XH#IR,

AL GET i KR ENAENER, FRESERERES.

10.4.1. £ REST &/ =k curl SCA#ER-#1d RBAC REST API &%k

e

RBAC REST API Al it#EEAREA R - RmEMER T5 Developer Hub I REEIEIABRZE, f
o] LMER T REST &/ imsk curl SLATER 42X RBAC REST API i3k,

FoRFEH

Red Hat Developer Hub B%&%3+217. HX%% Red Hat Developer Hub MEZ{E 8,
&5 5 2.1 17 “fEA Helm Chart f£ OpenShift Container Platform £#8%E Red Hat
Developer Hub”,

&0 LLijjin] Developer Hub,

PRRE L %5 KRB X APl Biisx, 1 POST /api/permission/policies., RIBEMAHIE

BEMIFEKRFE,

XF REST &/ 4 :

Authorization : M web 1224 &% A £ BBIS I8,

HTTP A3k : Xi&N POST,
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URL : %A RBAC REST API £iifi URL i, #0
http://localhost:7007/api/permission/policies,

F curl TH :

-x: &N POST

-h BT -

content-type: application/json

Authorization: Bearer $token

$token ZHHEZZHM Web #ZHIGFH KRBT,

URL : % ALLT RBAC REST API i URL ==, 0
http://localhost:7007/api/permission/policies

-d : Z&INiFER JSON EEX

HRRA -

curl -X POST "http://localhost:7007/api/permission/policies" -d
'{"entityReference":"role:default/test"”, "permission": "catalog-entity", "policy": "read",
"effect":"allow"}' -H "Content-Type: application/json" -H "Authorization: Bearer $token" -
v

PATIERIFREMRRL,

10.4.2. 379 RBAC REST API ¥z =<

RBAC REST API {24t T 7£ Developer Hub FEERMA A, HBRMZAEENRS, HEREXABH
RIBHE R
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10.4.2.1. fAfs

RBAC REST API 2# LA T & Red Hat Developer Hub i fafa,

[GET] /api/permission/roles

ix[5] Developer Hub FMIFiA A,

i B 7~ 51 (JSON)

[
{

"memberReferences': ["'user:default/username'],
"name": "role:default/guests”

b

{

"memberReferences': [
"group:default/groupname”,
"user:default/username™

I8

"name": "role:default/rbac_admin"

}
]

[GET] /api/permission/roles/{kind}/{namespace}/{name}

i&[6] Developer Hub AN A EKE LR,

i B 751 (JSON)

[
{

"memberReferences': [
"group:default/groupname”,
"user:default/username”

I

"name": "role:default/rbac_admin"

}
]
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[POST] /api/permission/roles/{kind}/{namespace}/{name}

£ Developer Hub HifilEff,

£ 10.2. i5KRSH

B 2P0 el 2

EX memberReferences. 41. namespace, THREX WIE
(body) HFopd BEOENFAE,

BRI ST (JSON)TAHI

{

"memberReferences’: ['group:default/test”],
"name": "role:default/test_admin"

}

Wi R = 51

I 201 Created

[PUT] /api/permission/roles/{kind}/{namespace}/{name}

77 Developer Hubsh i f & B3 memberReferences, RE, @& 2H=K A#.

HKIEXAE oldRole Hl newRole ¥4 :
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B sk el 2

EX memberReferences. 41. namespace, THREX WIE
(body) ¥t EOIRNHAG,

K IEX (JSON)RHI

{
"oldRole": {

"memberReferences’: ['group:default/test”],
"name": "role:default/test_admin"

12

"newRole": {
"memberReferences™: ["'group:default/test”, "user:default/test2"],
"name": "role:default/test_admin"

}
}

Wi R = 51

I 200 OK

[DELETE] /api/permission/roles/{kind}/{namespace}/{name}?memberReferences=<VALUE>

M Developer Hub ##9£ t chjifilits £ #9 F =4,

#* 10.3. iIHFRSH

AR ik

kind SRR EY FREB B
namespac SARB i 44 22 (] FrFE WhiE
e

name SR FR FrFE WhIE
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B sk e il P2

memberRe  XEHIHER FREE WhE
ferences

Wi R = 51

I 204

[DELETE] /api/permission/roles/{kind}/{namespace}/{name}

M Developer Hub HifliBR g,

#* 10.4. HEKRSH

AR ik i 5T
kind SRR EY FREB B
namespac SARB i 44 22 (] FrFE WhE
e
name SR FR FrFE WhIE
el N 7~ 451l
I 204

10.4.2.2. FUBRRBE

RBAC REST API St LA T EE Red Hat Developer Hub FrA9FBR3RME,
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[GET] /api/permission/policies

R [OFTA AP AR RIS SR,

i B 751 (JSON)

[

{
"entityReference": "role:default/test”,
"permission": "catalog-entity",
"policy": "read",
"effect”: "allow",
"metadata": {

"source": "csv-file"

}

b

{
"entityReference": "role:default/test”,
"permission": "catalog.entity.create”,
"policy": "use",
"effect”: "allow",
"metadata": {

"source": "csv-file"

}

b

1

[GET] /api/permission/policies/{kind}/{namespace}/{name}

RO 545 E 45| X BITRERES.

* 10.5. iIHFRSH

AR ik

kind SMVN: SEyit] FREE WIE

namespac SARB i 44 22 (] FrFE WhE

e

name B SR BRMATR FrFE WhE
i R 75l (JSON)
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[

{
"entityReference": "role:default/test”,
"permission": "catalog-entity",
"policy": "read",
"effect”: "allow",
"metadata": {

"source": "csv-file"

}

b

{
"entityReference": "role:default/test”,
"permission": "catalog.entity.create”,
"policy": "use",
"effect”: "allow",
"metadata": {

"source": "csv-file"

}

}

]

[POST] /api/permission/policies

JoiE R LR BB PR RS

3 10.6. iIHFRSH

EA sk KR P2
entityRefer L8951 AHE, 23 KB, namespace FRH D3]
ence name
HUBR BERE, FURARSEIHINR TR WIE
policy IURRAYSRBE R ME, OIEE. R, . M TR WIE
Bk =i
effect fEBASOIFERRS TR DS
1#5 3R IE 3L (JSON) R4l
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[
{
"entityReference": "role:default/test”,
"permission": "catalog-entity",
"policy": "read",
"effect": "allow"
}
]

Wi R = 451

I 201 Created

[PUT] /api/permission/policies/{kind}/{namespace}/{name}

ST E SRR SRS,
HREH

HKIESCEE oldPolicy 1 newPolicy X% :

&F ok 3] B
LR B, VORISR SHEES W8
policy TURBOSBEIRME, molke. I, B M s PR
& Sfs A
effect B 5 B CSHEES W8
ERE(JSON)RHI

104



8 10 3 RED HAT DEVELOPER HUB & F A agijjaliHl (RBAC)

{
"oldPolicy™: [
{
"permission": "catalog-entity",
"policy": "read",
"effect": "allow"
b
{
"permission'": "catalog.entity.create”,
"policy": "create",
"effect": "allow"
}
I
"newPolicy": [
{
"permission": "catalog-entity",
"policy": "read",
"effect": "deny"
b
{
"permission": "policy-entity",
"policy": "read",
"effect": "allow"
}
]
}

Wi R 451

I 200

[DELETE] /api/permission/policies/{kind}/{namespace}/{name}?permission={value1}&policy=
{value2}&effect={value3}

FHIBR S INEHE B SR I PR SRR,

# 10.7. HERSH
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AR ik i 5T
kind EMYN: SEyit] FREB WHIE
namespac SARB i 44 22 (] FrFE WhE
e

name B SR BRMATR FrFE WhIE
S RS, TWRABSAMBIIER FrFE WhIE
policy FURAOSRBRIZME, 0, iEX. BHE. M FrFE WhIE

R Sfs A
effect BRA ST SRBE FrFE WhIE
el N 7~ 45l

I 204 No Content

[DELETE] /api/permission/policies/{kind}/{namespace}/{name}

THIBRES DN R 46 72 Sk B R B P PR SRS .

3 10.8. iIHFRSH

AR ik

kind SMVN: SEyit] FREB WIE

namespac SARB i 44 22 (] FrFE R

e

name B SR BRI AT FrFE WhE
el Sz 7~ 45l
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I 204 No Content

[GET] /api/permission/plugins/policies

RO A # SR R BRRRS

i B 7~ 51 (JSON)

[
{
"pluginld": "catalog",
"policies": [
{
"isResourced": true,
"permission": "catalog-entity",
"policy": "read"
b
{

"isResourced": false,
"permission": "catalog.entity.create”,
"policy": "create"

b

{

"isResourced": true,
"permission": "catalog-entity",
"policy": "delete"

b

{

"isResourced": true,
"permission": "catalog-entity",
"policy": "update"

b

{

"isResourced": false,
"permission": "catalog.location.read",
"policy": "read"

b

{

"isResourced": false,
"permission": "catalog.location.create",
"policy": "create"

b

{

"isResourced": false,
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"permission": "catalog.location.delete”,
"policy": "delete"

10.4.2.3. 4560

RBAC REST APl LA Tiinm K EH Red Hat Developer Hub FRf 5445508,

[GET] /api/plugins/condition-rules

73 Developer Hub =5 FE AT A& 4R O] o] A S 4RI S 8BS,

i B 751 (JSON)

[
{
"pluginld™: "catalog",
"rules": [
{
"name": "HAS_ANNOTATION",
"description": "Allow entities with the specified annotation",
"resourceType': "catalog-entity"”,
"paramsSchema": {
"type": "object”,
"properties": {
"annotation™": {
"type": "string",
"description’: "Name of the annotation to match on"
2
"value": {
"type": "string",
"description': "Value of the annotation to match on"
}
13
"required": [
"annotation”
I8
"additionalProperties": false,
"$schema": "http://json-schema.org/draft-07/schema#"
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"name™: "HAS_LABEL",
"description": "Allow entities with the specified label",
"resourceType': "catalog-entity",
"paramsSchema": {
"type": "object",
"properties": {
"label": {
"type": "string",
"description’: "Name of the label to match on"
}
b
"required": [
"label"
1,
"additionalProperties": false,
"$schema": "http://json-schema.org/draft-07/schema#"
}
}!

{
"name": "HAS_METADATA",

"description': "Allow entities with the specified metadata subfield",
"resourceType': "catalog-entity",
"paramsSchema": {
"type": "object",
"properties": {
"key": {
"type": "string",
"description': "Property within the entities metadata to match on"
12
"value": {
"type": "string",
"description’: "Value of the given property to match on"
}
13
"required": [
"key"
1,
"additionalProperties": false,
"$schema": "http://json-schema.org/draft-07/schema#"
}
}!

{
"name": "HAS_SPEC",

"description": "Allow entities with the specified spec subfield",
"resourceType': "catalog-entity",
"paramsSchema": {
"type": "object”,
"properties": {
"key": {
"type": "string",
"description: "Property within the entities spec to match on"
2
"value": {
"type": "string",
"description": "Value of the given property to match on"
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}
13
"required": [
"key"
I8
"additionalProperties": false,
"$schema": "http://json-schema.org/draft-07/schema#"
}
2

{
"name™: "IS_ENTITY_KIND",

"description": "Allow entities matching a specified kind",
"resourceType': "catalog-entity",
"paramsSchema": {
"type": "object”,
"properties": {
"kinds": {
"type": "array",
"items": {
"type": "string"
b
"description': "List of kinds to match at least one of"
}
b
"required": [
"kinds"
1,
"additionalProperties": false,
"$schema": "http://json-schema.org/draft-07/schema#"
}
}!

{
"name": "IS_ENTITY_OWNER",

"description": "Allow entities owned by a specified claim",
"resourceType': "catalog-entity",
"paramsSchema": {
"type": "object",
"properties": {
"claims™: {
"type": "array",
"items": {
"type": "string"
b
"description": "List of claims to match at least one on within ownedBy"
}
b
"required": [
"claims™
1,
"additionalProperties": false,
"$schema": "http://json-schema.org/draft-07/schema#"
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}

... <another plugin condition parameter schemas>

]

[GET] /api/permission/roles/conditions/:id

BEHEE ID 54

i B 7~ (JSON)

"id™: 1,
"result": "CONDITIONAL",
"roleEntityRef": "role:default/test”,
"pluginld": "catalog",
"resourceType': "catalog-entity",
"permissionMapping": ['read"],
"conditions": {
"anyOf": [
{
"rule”: "IS_ENTITY_OWNER",
"resourceType': "catalog-entity",
"params": {
"claims™: ['group:default/team-a"]
}
b

{
"rule”: "IS_ENTITY_KIND",

"resourceType': "catalog-entity",
"params": {
"kinds": ["Group"]

[GET] /api/permission/roles/conditions

BEIMAABKNMARAIIEX.

i B 75 (JSON)

m
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[
{
"id": 1,
"result”: "CONDITIONAL",
"roleEntityRef": "role:default/test",
"pluginld": "catalog",
"resourceType': "catalog-entity"”,
"permissionMapping": ['read"],
"conditions": {
"anyOf": [
{
"rule”: "IS_ENTITY_OWNER",
"resourceType': "catalog-entity"”,
"params": {
"claims™: ['group:default/team-a"]
}
}!
{
"rule”: "IS_ENTITY_KIND",
"resourceType': "catalog-entity",
"params": {
"kinds": ["Group"]

[POST] /api/permission/roles/conditions

e e fa B O EESRARRE,

3 10.9. iIHFRSH

£ i::3T1Y RB 2
result 1a%%{4 5 CONDITIONAL FFER WhIE
roleEntity %I RBAC ABKFRFRLASIA, 0 FREER R
Ref role:default/dev

pluginid Sf R BIREME 1D, 0 B3R FEE A

12
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B sk el 2

permissio BANIBRIRYE, 20['read’, 'update’, FrRIEHAE WhIE
nMapping 'delete’]

resourceT  IEHFIRAAMFIRAE, 40 catalog-entity FRE IR
ype
conditions  TASHESHASKHREM JSON, EEM4M  JSON R
A

name BB FREB WIE
metadata. A BN FRE it =]
descriptio
n

5K IEST(JSON)RHI
{

"result": "CONDITIONAL",
"roleEntityRef": "role:default/test”,
"pluginld": "catalog",
"resourceType': "catalog-entity",
"permissionMapping": ['read"],
"conditions": {
"rule”: "IS_ENTITY_OWNER",
"resourceType': "catalog-entity",
"params": {
"claims™: ['group:default/team-a"]
}
}
}

i B 7~ 51 (JSON)

{
"id": 1
}

13
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[PUT] /permission/roles/conditions/:id

14

BEHIEE ID BEHRIE,

% 10.10. iFKSH

£ i::3T1Y E3i)
result #4%%{& > CONDITIONAL FREER
roleEntity %I RBAC ABHFRFRLASIAE, 0 FREER
Ref role:default/dev

pluginid X B9EME 1D, 40 B3R TR
permissio  HUHINBREEE, #1['read’, 'update’, FRIBEHH

nMapping 'delete’]

resourceT  EHFIRHAMFIRAE, 40 catalog-entity FRE
ype

conditions  HESHEEHSEBIRME JSON, REZMHEM JSON
A

name ABATT FREB
metadata. A BT TR
descriptio
n
153K 1E S (JSON) A
{

"result": "CONDITIONAL",
"roleEntityRef": "role:default/test”,
"pluginld": "catalog",
"resourceType': "catalog-entity"”,
"permissionMapping": ['read"],
"conditions": {
"anyOf": [
{
"rule”: "IS_ENTITY_OWNER",
"resourceType': "catalog-entity",
"params": {
"claims™: ['group:default/team-a"]
}
b
{
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"rule”: "IS_ENTITY_KIND",
"resourceType': "catalog-entity",
"params": {

"kinds": ["Group"]

Wi R = 51

I 200

[DELETE] /api/permission/roles/conditions/:id

MpRHEE ID AISHFSREE,

Wi R 451

I 204
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B 1 = ERER

BiR2H YAML X#-HE LA RE Ul FERARIER., BIRaE £F el 2EFERTRSR, 3#F
AR RAHAT.

1R O] DL {8 R B2 A B2 Red Hat Developer Hub ZH#, AREFHXEHM4 L GRIFARMKAIE, W Red
Hat Developer Hub ¥{+ B %=k GitHub =X GitLab FI7EHEE,

11.1. {1F TEMPLATE EDITOR |5tk

1EOTLI{8f Template Editor B2 iR,

e
1.
S RALLF %Dz —ijjl7] Template Editor :
Get started by choosing one of the options below
Load Template Edit Template Form Custom Field Explorer
Di rectory Preview and edit a template form, either View and play around with available
Lon & bocel tgiplate diractory: eliowing using a sample template or by loading a installed custom field extensions.
you to both edit and try executing your own fenplaiipielcazion
template.
[ ]
J9#51 Red Hat Developer Hub SEfI$TF URL https://<rhdh_url>/create/edit,
[ ]
£ Red Hat Developer Hub #HI&EH S ¥ H = Create..., ARG R overflow R Hi%
HIFF %R Template 4atE a3,
2.
= Edit Template Form,
3.
Al - ERERSHE YAML B, ARXESHNEEESE £ 1.2 7 “QIBEREN
YAML X447,
4.

1£ Name * FEh, HiEREA— 1 HE— B,

16



M Owner Fhi3E BRI FEIROFAEE.

mif Next,

£ Repository Location fl&l#, HIAZBEAXHBERNITEFEENLTERS :

MRS ik AT A EML

A [ EH85d allowedHosts FEE YAML 28(dhE X :

YAML =1
#..
ui:options:
allowedHosts:
- github.com
#...

# Owner * FEfh, WAEERFEEMENNE. HP=5H,

£ Repository * FEH, HIAREGFHEERATR.

= Review,

BEERERYE, AE = Create,

B N &= EREIR

17
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Stk Catalog LT E,

£ Kind Thi3H hik#: Template,

AR E I AEIRSIRP,

11.2. &R EN YAML 324

f&eI LG ¥ Template X RE X YAML SR O B ES1R

Template Xf &tk 7 ER R HE Bz, X820 ENRHAZELIKRE scaffolding BRF5HITHIRE
VI

Bk X R=Hl

apiVersion: scaffolder.backstage.io/vibeta3
kind: Template
metadata:
name: template-name ﬂ
title: Example template 9
description: An example template for vibeta3 scaffolder. 6
spec:
owner: backstage/techdocs-core ﬂ
type: service
parameters:
- title: Fill in some steps
required:
- hame
properties:
name:
title: Name
type: string
description: Unique name of the component
owner:
title: Owner
type: string
description: Owner of the component
- title: Choose a location
required:
- repoUrl
properties:
repoUrl:

18
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title: Repository Location
type: string
steps:
- id: fetch-base
name: Fetch Base
action: fetch:template

#...
output: €)
links:

- title: Repository Q
url: ${{ steps['publish’.output.remoteUrl }}

- title: Open in catalog
icon: catalog
entityRef: ${{ steps['register'].output.entityRef }}

#...

HEERBIAFR.
EEERATE, XZ1E Create... #i & s AZAR RS L = WLEIPREL,
e ERAHER, XZ1E Create... view FREEIR PRSI L BT WL EH#R,

BEERNAAEN. owner FERIRMA XM FTAT XN B REINAPEHENER. EIRHEMR
firh, owner FEXXE N backstage/busybox-core, Xz LR E T backstage M2
#9 zFCP -core TjiH,

BEAHRR, W EFERESEAFRSRME, BENHASANHIHBITIFHNHR. Red Hat
Developer Hub SEHIRTRERIERULFER, FHIRIBEHNENRREIT . B0, Web i KRBIHHATEE
SR ET Web #4589 Red Hat Developer Hub Sims 2 T2,

HFBBEERLUTH -

service

19
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EiRfkss, BERLXT APL
P,
P,
BEFE
B, W npm BEHsR Java FE,

L Red Hat Developer Hub 2§15 shagiEtR QIR H A, {5 parameters #4379
FPRIAEESHE. 81 ¥ FoBENENE L, ME— 1B IZE L MHRT @,

{5/ steps T IEERWMPIITHSE, XS Ry iB AN —KP TR ID. SRRFRER
E X, Al LLEE W URL https://<rhdh_url>/create/actions 7% Red Hat Developer Hub
SEf o F IR E.

{81/ output Epo 15 7E {8 AR G A0 H HH BUBIZE I, output #8443 (R links F5849)
FAFRE T ol A F RS MER GBI H A ZBEM=E 55| A URL,

9]

REE5 4 BA M XX ERSI A=K URL,

10

REATFAFENHEFASNE R B X HITFERNAHNSE URL,

=
=
B

Backstage 344 - ZE Rk

Backstage X # - WB#R{F

Backstage X1 - wE HE IRE

120


https://backstage.io/docs/features/software-templates/writing-templates
https://backstage.io/docs/features/software-templates/builtin-actions
https://backstage.io/docs/features/software-templates/writing-custom-actions

B N &= EREIR

11.3. FIHEEIRS ARl RED HAT DEVELOPER HUB

&al LU Catalog Processor £ Red Hat Developer Hub 6l dh A &R,

SeRFH
[
EENET —TEXHCE, HbhagEL—MER YAML 32,
[
MREFAFEE GitHub =X GitLab FFEAEDRENR, BaFUEEENFRCE Red Hat
Developer Hub 5.
it 3

1£ app-config.yaml BESi& ¥4, & catalog.rules o E I SEARIOHN], FH5F
catalog.locations 4 ECE HIEMERMEER, M TS :

#...
catalog:
rules:
- allow: [Template] ﬂ
locations:

- type: url 9

target: https://<repository_url>/example-template.yaml G
#...

BERVFFERZAMEIB X, E&AM—A Template FI.

2]

MPEEMEFHZE (A0 GitHub = GitLab) 5 A&k, 5 url K1Y,

©

fEEERE URL,

B S MMtk Catalog LT E,
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2.
£ Kind FhIFH i Template.
3.
AR T REAEIRTIR S,
HAth BTiR

1£ Developer Hub fhfidi& GitHub N HER

[2 F GitLab OAuth S{3%5IEtN

122


https://access.redhat.com/documentation/zh-cn/red_hat_developer_hub/1.2/html-single/getting_started_with_red_hat_developer_hub/index
https://access.redhat.com/documentation/zh-cn/red_hat_developer_hub/1.2/html-single/getting_started_with_red_hat_developer_hub/index

% 12 = £ RED HAT DEVELOPER HUB Hi#2i& TECHDOCS #H {4

& 12 & £ RED HAT DEVELOPER HUB #fci& TECHDOCS &4+

Red Hat Developer Hub TechDocs ## el BBV ENALSEhRATEQIER, EIRMEAH, FHLrE
ey AR A, fi -

XERNETE
£ Markdown X% B F %1101 B 776l e B9 BAR ST U SR B9 ACHS,
A R AR

{8/ MkDocs H#&EMITE Developer Hub 2B AIE— /1 ThEE£m. ETF Markdown HE
A HTML =,

XA R T BRI

ES A X R SN T BB R ES X, NRE—XREHRNBH. hamEE. T
#. ¥TH GitHub A8, Slack Z#55iEH] Stack Overflow Enterprise F17%5

MiE SRR
M hER, ERRERERENER.
LaplIEERS

=AM INZH4 B % X TechDocs #5%, LM#RSMRRIXRR K.

TechDocs #&# 2 TiiZ# 7 Developer Hub 6l L5 AR, #EATLLE T B2#E Red Hat Developer
Hub Helm chart =% Red Hat Developer Hub Operator Edi&M 4t 2 A=k A TechDocs ffFH BEiH
S8,

B

Red Hat Developer Hub 83—/ \I&M TechDocs MR, ©MIEKRIEEERLER
#E HTML X8, B2, FibERHRARKEEREATE IR,

ERI LS Cl/ICD EE 5 BB X AE LN #EPEERCEA, 7 TechDocs 4R HY, ERMEESXXHEF
i’ OpenShift Data Foundation &, SFHEEEARENEEFERRARD, FHAHINFHFES HTML 3714
B,

#F OpenShift Data Foundation Edi& J1#7fif TechDocs £ H G, EaILIACE TechDocs &,
LI{#F OpenShift Data Foundation #{T =% 1.
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=
o
=

MEEZ{E R, HSHIE Red Hat Developer Hub HfdiEH

12.1. 2y TECHDOCS X #4E &1 fiE

TechDocs X R RHERP XA EFHEAREHES=EiED, 2 OpenShift Data Foundation.
Google GCS. AWS S3 =% Azure Blob Storage,

12.1.1. {81/ OpenShift Data Foundation #1731z

& o[ LAECE OpenShift Data Foundation LI#7fi TechDocs 4RI, MAKIEI TR =EFHERER
ViE R

OpenShift Data Foundation 2t T —4* ObjectBucketClaim BE X %iR(CR), ErILI{EAERIE
3k S3 kAEFMHEREW. BAHERE OpenShift Data Foundation Operator Jf# A ILIhaE,

FoRFEH

OpenShift Container Platform &2 51 27t Red Hat OpenShift Container Platform %
# T OpenShift Data Foundation Operator, MIZE%{ER, 1S OpenShift Container
Platform - 23 Red Hat OpenShift Data Foundation Operator,

OpenShift Container Platform EXE 5 2 flI# T OpenShift Data Foundation &3 EciE
T StorageSystem #, MEHELIEL, HSH OpenShift Container Platform - &
OpenShift Data Foundation $&f,

Bl —4* ObjectBucketClaim CR, H e {F{if T £ TechDocs 3, #iiN :

apiVersion: objectbucket.io/vialpha1

kind: ObjectBucketClaim

metadata:
name: <rhdh_bucket_claim_name>

spec:
generateBucketName: <rhdh_bucket_claim_name>
storageClassName: openshift-storage.noobaa.io
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% 12 = £ RED HAT DEVELOPER HUB Hi#2i& TECHDOCS #H {4

NG
al

fillZ Developer Hub ObjectBucketClaim CR B z)fllE Developer Hub
ObjectBucketClaim ECEMST ] secret, ACEMUNFI secret WEZTRE
ObjetBucketClaim CR B&#iiH[R,

il ObjectBucketClaim CR 5, f&rILi{EAREMINT secret hEFHERES, & Developer Hub
BRITLMENAETEVRXEF R, RIBMAMRELE Developer Hub #9753k, Eal LU RS 25 INE
Red Hat Developer Hub Helm Chart =% Operator B2i& .,

Hith 5w

MFB A XNR Bucket FIHNE (S S, 1S OpenShift Container Platform - Object
Bucket Claim,

12.1.2. £ Helm Chart X K1z eI L= 251510

fil ObjectBucketClaim HE X ¥ & (CR)2 H14 K Developer Hub ObjectBucketClaim & &5t
0 secret, ECEMSHH secret @5 ObjectBucket ifi[i[{fS 2. 7 Helm Chart B2& 7N mI{E 2ol fE
Developer Hub B&1iHE, AZERSUTHELZER/MBIETSESP :

BUCKET_NAME

BUCKET_HOST

BUCKET_PORT

BUCKET_REGION

BUCKET_SUBREGION

AWS_ACCESS_KEY_ID

AWS_SECRET_ACCESS_KEY
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Red Hat Developer Hub 1.2 Red Hat Developer Hub Y& 5

#RIG, 1 TechDocs EHECEHRfFAXLEDTE,

FoRFM

[}
288/ Helm Chart £ OpenShift Container Platform _£%3% Red Hat Developer Hub,

RE 08 T ObjectBucketClaim CR k77 TechDocs M #, MERZER, 55
@8 f OpenShift Data Foundation #F{73X#4-#71i&

it =

7£ Helm Chart i 89 upstream.backstage ¥, #iA Developer Hub
ObjectBucketClaim secret BI&#k, 45 extraEnvVarsSecrets FEXHI{EH] extraEnvVarsCM
FE, Him :

upstream:
backstage:
extraEnvVarsSecrets:
- <rhdh_bucket_claim_name>
extraEnvVarsCM:
- <rhdh_bucket_claim_name>

12.1.2.1. Helm Chart 8 TechDocs & i& =6l

LUFRAIERT TechDocs 1&E##) Developer Hub Helm Chart Egi& :

global:
dynamic:
includes:
- 'dynamic-plugins.default.yaml’
plugins:
- disabled: false
package: ./dynamic-plugins/dist/backstage-plugin-techdocs-backend-dynamic
pluginConfig:
techdocs:
builder: external
generator:
runin: local
publisher:
awsS3:
bucketName: '${BUCKET_NAME}
credentials:
accessKeyld: '${AWS_ACCESS_KEY_ID}'
secretAccessKey: '${AWS_SECRET_ACCESS_KEYY}
endpoint: 'https://${BUCKET_HOST}'
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regions: '${BUCKET_REGIONY}'
s3ForcePathStyle: true
type: awsS3

12.1.3. {1 Operator 753530l LU A% R 7%

fil ObjectBucketClaim HE X ¥ & (CR)2 Hz14 K Developer Hub ObjectBucketClaim Et & b5t
0 secret, ECEMEH secret 5 ObjectBucket ifil{S 2. 1E Operator A& iRiNiin{E S al{E
Developer Hub BT, AZERNUTHETER/MEIESEP -

BUCKET_NAME

BUCKET_HOST

BUCKET_PORT

BUCKET_REGION

BUCKET_SUBREGION

AWS_ACCESS_KEY_ID

AWS_SECRET_ACCESS_KEY

RIG, 1E TechDocs EHECEHR XL E,

FERFH
[}
2. Operator /£ OpenShift Container Platform L% 3 Red Hat Developer Hub,
[}
EBHIE T ObjectBucketClaim CR 7= TechDocs 4 BHIST#,
Pk
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Red Hat Developer Hub 1.2 Red Hat Developer Hub Y& 5

1£ Developer Hub ObjectBucketClaim CR 1, #i A Developer Hub ObjectBucketClaim
Bd B EFRYE N spec.application.extraEnvs.configMaps FZEXM{E, FFHiA Developer
Hub ObjectBucketClaim secret & #i{Fy spec.application.extraEnvs.secrets FEHI{E, I
o

spec:
application:
extraEnvs:
configMaps:
- name: <rhdh_bucket_claim_name>
secrets:
- name: <rhdh_bucket_claim_name>

12.1.3.1. Operator #9 TechDocs H#EdE A

LUFRAIERT TechDocs #E4F# Red Hat Developer Hub Operator B &M HACE :

kind: ConfigMap
apiVersion: v1
metadata:
name: dynamic-plugins-rhdh
data:
dynamic-plugins.yaml: |
includes:
- dynamic-plugins.default.yaml
plugins:
- disabled: false
package: ./dynamic-plugins/dist/backstage-plugin-techdocs-backend-dynamic
pluginConfig:
techdocs:
builder: external
generator:
runin: local
publisher:
awsS3:
bucketName: '${BUCKET_NAME}'
credentials:
accessKeyld: '${AWS_ACCESS_KEY_ID}'
secretAccessKey: '${AWS_SECRET_ACCESS_KEY}'
endpoint: 'https://${BUCKET_HOSTY}'
regions: '${BUCKET_REGION}'
s3ForcePathStyle: true
type: awsS3

12.2. Bdi& CI/CD LA%RiH1%4 % TECDOCS 4=

xmirpc M={7f#&#E (40 OpenShift Data Foundation) SEEUESERMEXH. XELRESAE
SRS REEE K BRA CI/CD TR LK. EaTLilE A HEKETI -cli CLI TEZE Cl LAY 3%
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% 12 = £ RED HAT DEVELOPER HUB Hi#2i& TECHDOCS #H {4

EiElved v N

A LUE AL T RH18 TechDocs HARMIBIE—A I -

# Prepare
REPOSITORY_URL="https://github.com/org/repo’

git clone $SREPOSITORY_URL

cd repo

# Install @techdocs/cli, mkdocs and mkdocs plugins
npm install -g @techdocs/cli

pip install "mkdocs-techdocs-core==1.*"

# Generate
techdocs-cli generate --no-docker

# Publish
techdocs-cli publish --publisher-type awsS3 --storage-name <bucket/container> --entity
<Namespace/Kind/Name>

LA PSS RN ER T ERE), TechDocs TERARE Cl, ERAEENTIEREE N
{XAE docs/ B3 = mkdocs.yml 244 ZE 5 5,

12.2.1. 7y Cl A& TFiEE
CINE— RN R EEE=ER TR XP,
Pt =
EAETEEXPREENEREME, ERALTGS -

I git clone <https://path/to/docs-repository/>

12.2.2. 4 5% TechDocs R4

it

45 Cl/CD Bd@ v HEKETI, &Sl T4 -

AL TS %E npx BH#& LLZETT HEKETI-cli :
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I npm install -g npx
AL T &R%E HEKETI-cli TH :
I npm install -g @techdocs/cli
HALLTH%RE mkdocs @t :
I pip install "mkdocs-techdocs-core==1.*"
AT S4ERN HEKETI 34 R -
I npx @techdocs/cli generate --no-docker --source-dir <path_to_repo> --output-dir ./site

Hrh < path_to_repo > Ak #ENXHBEPILE,

12.2.3. 4%3 TechDocs M4

it

FR IR HEKETI ML, S5 TS % -

NIENSFHEANEXEDENSHRIEIRERE,

2.
AL TS A MR HEKETI :
npx @techdocs/cli publish --publisher-type <awsS3|googleGcs> --storage-name
<bucket/containers --entity <namespace/kind/name> --directory ./site
3.

AR RN .github/workflows/wagon.yml 32, B0 :

name: Publish TechDocs Site

on:
push:
branches: [main]
# You can even set it to run only when TechDocs related files are updated.
# paths:
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# - lldOCS/**ll
# -"mkdocs.yml"

jobs:
publish-techdocs-site:
runs-on: ubuntu-latest

# The following secrets are required in your Cl environment for publishing files to AWS S83.
# e.g. You can use GitHub Organization secrets to set them for all existing and new
repositories.
env:
TECHDOCS_S3_BUCKET_NAME: ${{ secrets. TECHDOCS_S3_BUCKET_NAME }}
AWS_ACCESS_KEY_ID: ${{ secrets. AWS_ACCESS_KEY_ID }}
AWS_SECRET_ACCESS_KEY: ${{ secrets. AWS_SECRET_ACCESS_KEY }}
AWS_REGION: ${{ secrets. AWS_REGION }}
ENTITY_NAMESPACE: 'default'
ENTITY_KIND: 'Component'
ENTITY_NAME: 'my-doc-entity’'
# In a Software template, Scaffolder will replace {{cookiecutter.component_id | jsonify}}
# with the correct entity name. This is same as metadata.name in the entity's catalog-
info.yaml
# ENTITY_NAME: '{{ cookiecutter.component_id | jsonify }}'

steps:
- name: Checkout code
uses: actions/checkout@v3

- uses: actions/setup-node@v3
- uses: actions/setup-python@v4
with:
python-version: '3.9'

- name: Install techdocs-cli
run: sudo npm install -g @techdocs/cli

- name: Install mkdocs and mkdocs plugins
run: python -m pip install mkdocs-techdocs-core==1.*

- name: Generate docs site
run: techdocs-cli generate --no-docker --verbose

- name: Publish docs site
run: techdocs-cli publish --publisher-type awsS83 --storage-name
$TECHDOCS_S3_BUCKET_NAME --entity
$ENTITY_NAMESPACE/$ENTITY_KIND/$SENTITY_NAME
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