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HISIES X RET backend EHEERTMHE, XRNIIBHEGHRHSHREBEENIRE K (app BBEF
#dynamicPlugins.rootDirectory )#IAR %S, FaiSmE el

&I LAfE A Red Hat Developer Hub TilEBI%) 534, 20&E MR NPM registry REANER ) SiEH

BEEEREWENG

FERSTES Info BIIRIEMY, EATLLEE YHITE Red Hat Developer Hub [ FATEFE R &8 MM, ILIE
HEIANER,

it =

1. $T7F Developer Hub N F#2F, B Administration,

2. ¥E Plugins 17+, LIEEBRENBAMMEXERHIIER.

2.2. iR &S
Red Hat Developer Hub TllZe%k T R EM SN, BAER TEAZTERE LEREMNISHEMT,

B X1t Developer Hub & fThR ARSI S S M52 EESIZR, 1§55 Red Hat Developer Hub FREZE
el ool ol DI/ A ok s 2 =

EMNBRFEESN, STFRIAZANENEH, Developer Hub pod BEHH install-dynamic-plugins
init ?é: %ET;@{H&DTE’]/%IU\ :

======= SKipping disabled dynamic plugin ./dynamic-plugins/dist/backstage-plugin-catalog-backend-
module-github-dynamic

E SR LIEH, BT Helm Chart FRIMATRMERNETE D, FHIF disabled FEXFBIEZN false's
-

global:
dynamic:
includes:
- dynamic-plugins.default.yaml
plugins:
- package: ./dynamic-plugins/dist/backstage-plugin-catalog-backend-module-github-dynamic
disabled: false

HHEMEIAE B M dynamic-plugins.default.yaml X FRIREY, {BIERTLUFERE
pluginConfig & Bk EBEZRINEE.

2.2.1. TR EZM D) S iEA A E B


https://access.redhat.com/documentation/zh-cn/red_hat_developer_hub/1.2/html-single/configuring_plugins_in_red_hat_developer_hub/index
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BRIBERATEHENESZRER, 7

&Y BORTIZ

ﬁb/ .

BEFHATE, FILLME

BRIMEMEHR T T RSB G N E S IFIMER, 1E5H Red Hat

Developer Support Policy T,
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& 2.1. S STRr Ik

3scale

AAP

ACR

Version

1.5.13

=i

@janus-
idp/backs
tage-
plugin-
3scale-
backend

@janus- Fi% 1.6.13
idp/backs

tage-

plugin-

aap-

backend

@janus- frontend 1.4.11
idp/backs
tage-

plugin-acr

ANSES N

T

ANES N

i)

ANSES N

T

./dynamic
plugins/di
st/janus-
idp-
backstage
-plugin-
3scale-
backend-
dynamic

./dynamic
plugins/di
st/janus-
idp-
backstage
-plugin-
aap-
backend-
dynamic

./dynamic
plugins/di
st/janus-
idp-
backstage
-plugin-
acr-
dynamic

default

THREES
CALE_B
ASE_UR
L

Disabled

THREES
CALE_A
CCESS_
TOKEN

AAP_BA Disabled

SE_URL

AP_AUT
H_TOKE

Disabled


https://access.redhat.com/support/offerings/techpreview/
https://access.redhat.com/policy/developerhub-support-policy
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Version

XRER

default

DL
&

Argo CD

Argo CD

@janus- frontend
idp/backs

tage-

plugin-

analytics-

provider-

segment

@janus- frontend
idp/backs

tage-

plugin-

argocd

@roadiehg  frontend
/backstag
e-plugin-

argo-cd

1.4.7

11.6

265

Productio
n

Productio
n

Productio
n

./dynamic
plugins/di
st/janus-
idp-
backstage
-plugin-
analytics-
provider-
segment-
dynamic

./dynamic
plugins/di
st/janus-
idp-
backstage
-plugin-
argocd-
dynamic

./dynamic
plugins/di
st/roadie
hg-
backstage
-plugin-
argo-cd-
dynamic

SEGME Enabled

NT_WRI

TE_KEY

SEGME

NT_TES

T_MODE
Disabled
Disabled



Argo CD

@roadiehqg
/backstag
e-plugin-
argo-cd-
backend

=i

Version

3.02

XRER

Productio
n

./dynamic
plugins/di
st/roadie
hg-
backstage
-plugin-
argo-cd-
backend-
dynamic

iz

=2}

ARGOC
D_USER
NAME

ARGOC
D_PASS
WORD

ARGOC
D_INST
ANCE1_
URL

ARGOC
D_AUTH
_TOKEN

ARGOC
D_INST
ANCE2_
URL

ARGOC
D_AUTH
_TOKEN
2

default

Disabled
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Version XRER PrREs default
2
Argo CD @roadiehq  [GlH 1127 XX HF /dynamic ~ ARGOC Disabled
/scaffolde - D _USER
r- plugins/di ~ NAME
backend- st/roadie
argocd hg- ARGOC
scaffolder ~ D_PASS
_ WORD
backend-
argocd- ARGOC
dynamic D_INST
ANCE1_
URL
ARGOC
D_AUTH
_TOKEN
ARGOC
D_INST
ANCE2_
URL
ARGOC
D_AUTH
_TOKEN
2
Azure @backsta = 0.1.9 HXXF ./dynamic Enabled
ge/plugin -
- plugins/di
scaffolder st/backst
-backend- age-
module- plugin-
azure scaffolder
backend-
module-
azure-
dynamic
Azure @backsta frontend 0.4.4 HXXF ./dynamic Disabled
Devops ge/plugin -
-azure- plugins/di
devops st/backst
age-
plugin-
azure-
devops-
dynamic

10



Version TRHER i B default

=2}

Azure @backsta = 0.6.5 HXXF Jdynamic ~ AZURE_  Disabled
Devops ge/plugin - TOKEN
-azure- plugins/di
devops- st/backst AZURE_
backend age- ORG
plugin-
azure-
devops-
backend-
dynamic
Azure @parfuem  Flf 027 HXXF ,/dynamic Disabled
Repositori erie/doug| -
es as- plugins/di
scaffolder st/parfue
-backend- merie-
module- douglas-
azure- scaffolder
repositori -
es backend-
module-
azure-
repositori
es-
dynamic
Bitbucket  @backsta =pi] 0.2.4 HXXF /dynamic  BITBUC Disabled
= ge/plugin - KET_W
-catalog- plugins/di  ORKSP
backend- st/backst ACE
module- age-
bitbucket- plugin-
cloud catalog-
backend-
module-
bitbucket
-cloud-

dynamic
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XRER

Version

default

ez

=2}

12

Bitbucket
=

Bitbucket
iR 5 2%

Bitbucket
iR 5 2%

@backsta EiE 0.1.7 X ZH

ge/plugin
scaffolder
-backend-
module-
bitbucket-
cloud

@backsta EiE 0.1.31 X H
ge/plugin

-catalog-

backend-

module-

bitbucket-

server

@backsta EiE 0.17 X H

ge/plugin
scaffolder
-backend-
module-
bitbucket-
server

./dynamic
plugins/di
st/backst
age-
plugin-
scaffolder
backend-
module-
bitbucket
-cloud-
dynamic

./dynamic
plugins/di
st/backst
age-
plugin-
catalog-
backend-
module-
bitbucket
-server-
dynamic

./dynamic
plugins/di
st/backst
age-
plugin-
scaffolder
backend-
module-
bitbucket
-server-
dynamic

Enabled
BITBUC Disabled
KET_HO
ST

Enabled



Version TRHER

iz

=2}

default

Datadog

Dynatrace

Gerrit

GitHub

@roadiehq  frontend 228 XX HF
/backstag

e-plugin-

datadog

@backsta frontend 10.0.4 X H
ge/plugin

dynatrace

@backsta EiE 0.1.9 HXZH
ge/plugin

scaffolder

-backend-

module-

gerrit

@backsta EiE 0.6.0 HXZH
ge/plugin

-catalog-

backend-

module-

github

./dynamic
plugins/di
st/roadie
hg-
backstage
-plugin-
datadog-
dynamic

./dynamic
plugins/di
st/backst
age-
plugin-
dynatrace
-dynamic

./dynamic
plugins/di
st/backst
age-
plugin-
scaffolder
backend-
module-
gerrit-
dynamic

./dynamic
plugins/di
st/backst
age-
plugin-
catalog-
backend-
module-
github-
dynamic

GITHUB
_ORG

Disabled

Disabled

Enabled

Disabled

13
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Version TRHER

default

GitHub @backsta Eim 027 HXHE
ge/plugin

scaffolder
-backend-
module-
github

GitHub#  @backsta frontend 0.6.16 X H
E ge/plugin

-github-

actions

GitHub @roadiehq  frontend 2.3.29 HXXF
Insights /backstag

e-plugin-

github-

insights

GitHub [/]  @backsta frontend 0.4.2 HXHE
il ge/plugin

-github-

issues

14

./dynamic
plugins/di
st/backst
age-
plugin-
scaffolder
backend-
module-
github-
dynamic

./dynamic
plugins/di
st/backst
age-
plugin-
github-
actions-
dynamic

./dynamic
plugins/di
st/roadie
hg-
backstage
-plugin-
github-
insights-
dynamic

./dynamic
plugins/di
st/backst
age-
plugin-
github-
issues-
dynamic

Enabled

Disabled

Disabled

Disabled



Version

XRHER

default

GitHub #
]

GitHub i1
BRI 3K

GitLab

GitLab

@backsta
ge/plugin
-catalog-
backend-
module-
github-
org

@roadiehqg
/backstag
e-plugin-
github-
pull-
requests

@immobili
arelabs/b
ackstage-
plugin-
gitlab

@backsta
ge/plugin
-catalog-
backend-
module-
gitlab

=

frontend

frontend

=i

0.1.12

2526

6.5.0

0.3.15

H X FF

HXHF

H X HF

H X FF

./dynamic
plugins/di
st/backst
age-
plugin-
catalog-
backend-
module-
github-
org-
dynamic

./dynamic
plugins/di
st/roadie
hg-
backstage
-plugin-
github-
pull-
requests-
dynamic

./dynamic
plugins/di
st/immobi
liarelabs-
backstage
-plugin-
gitlab-
dynamic

./dynamic
plugins/di
st/backst
age-
plugin-
catalog-
backend-
module-
gitlab-
dynamic

GITHUB Disabled
_URL

GITHUB
_ORG

Disabled

Disabled

Disabled

15
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Version

XRER

default

16

GitLab

GitLab

GitLab #1,
14

@immobili  Fim 6.5.0
arelabs/b

ackstage-

plugin-

gitlab-

backend

@backsta Fi% 0.3.3
ge/plugin

scaffolder

-backend-

module-

gitlab

@backsta % 0.3.10
ge/plugin

-catalog-

backend-

module-

gitlab-org

HXFF

H X HF

HXFF

./dynamic
plugins/di
st/immobi
liarelabs-
backstage
-plugin-
gitlab-
backend-
dynamic

./dynamic
plugins/di
st/backst
age-
plugin-
scaffolder
backend-
module-
gitlab-
dynamic

./dynamic
plugins/di
st/backst
age-
plugin-
catalog-
backend-
module-
gitlab-
org-
dynamic

GITLAB Disabled
_HOST

GITLAB
_TOKEN

Enabled

Disabled



Version TRER default

@backsta

ge/plugin
-jenkins

@backsta
ge/plugin
-jenkins-
backend

@janus-
idp/backs
tage-
plugin-
jfrog-
artifactory

./dynamic
plugins/di
st/backst
age-
plugin-
jenkins-
dynamic

./dynamic
plugins/di
st/backst
age-
plugin-
jenkins-
backend-
dynamic

./dynamic
plugins/di
st/janus-
idp-
backstage
-plugin-
jfrog-
artifactor
y-
dynamic

HTTP 1% @roadiehq [l 432 # X Hr ,/dynamic Enabled
X /scaffolde -
r- plugins/di
backend- st/roadie
module- hqg-
http- scaffolder
request -
backend-
module-
http-
request-
dynamic

Disabled

JENKIN Disabled
S _URL

JENKIN
S_USER
NAME

JENKIN
S_TOKE
N

Disabled

17
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Version XRER PrREs default
=
jira @roadiehq  frontend 258 HXXF ./dynamic Disabled
/backstag -
e-plugin- plugins/di
jira st/roadie
hg-
backstage
-plugin-
jira-
dynamic
Keycloak @janus- R 1.9.10 Productio  ./dynamic =~ KEYCLO  Disabled
idp/backs n - AK_BAS
tage- plugins/di  E_URL
plugin- st/janus-
keycloak- idp- KEYCLO
backend backstage AK_LOG
-plugin- IN_REA
keycloak- LM
backend-
dynamic KEYCLO
AK_REA
LM
KEYCLO
AK_CLI
ENT_ID
KEYCLO
AK_CLI
ENT_SE
CRET
Kubernete  @backsta frontend 0.11.9 HXXF ,/dynamic Disabled
s ge/plugin -
- plugins/di
kubernete st/backst
s age-
plugin-
kubernete
s-dynamic

18



Version

XRHER

default

Kubernete
s

lighthouse

Nexus 77
SR
23

OCM

@backsta
ge/plugin
kubernete
s-backend

@backsta
ge/plugin

lighthouse

@janus-
idp/backs
tage-
plugin-
nexus-
repository
-manager

@janus-
idp/backs
tage-
plugin-
ocm

[t

frontend

frontend

frontend

0.17.0

0.4.20

1.6.8

4.1.6

Productio
n

H X FF

ANSESUN
s

Productio
n

./dynamic
plugins/di
st/backst
age-
plugin-
kubernete
o
backend-
dynamic

./dynamic
plugins/di
st/backst
age-
plugin-
lighthouse
-dynamic

./dynamic
plugins/di
st/janus-
idp-
backstage
-plugin-
nexus-
repository
manager-
dynamic

./dynamic
plugins/di
st/janus-
idp-
backstage
-plugin-
ocm-
dynamic

K8S_CL Disabled
USTER_
NAME

K8S_CL
USTER_
URL

K8S_CL

USTER_
TOKEN

Disabled

Disabled

Disabled

19
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XRER

Version

default

OCM @janus-
idp/backs
tage-
plugin-
ocm-
backend

PagerDut @pagerdu

y ty/backst
age-
plugin

Quy @janus-
idp/backs
tage-
plugin-
quay

Quy @janus-
idp/backs
tage-
scaffolder
-backend-
module-

quay

20

B 4.0.6 Productio
n

frontend 0.12.0 HXZH

frontend 1.7.6 Productio
n

B 1.4.10 Productio
n

./dynamic
plugins/di
st/janus-
idp-
backstage
-plugin-
ocm-
backend-
dynamic

./dynamic
plugins/di
st/pagerd
uty-
backstage
-plugin-
dynamic

./dynamic
plugins/di
st/janus-
idp-
backstage
-plugin-
quay-
dynamic

./dynamic
plugins/di
st/janus-
idp-
backstage

scaffolder

backend-
module-
quay-
dynamic

OCM_H Disabled

UB_NA

ME

OCM_H

UB_URL

moc_infr

a_token
Disabled
Disabled
Enabled



Version

XRER

default

RBAC

regex

Scaffolder
Relation
Processor

zZE
Insights

@janus-
idp/backs
tage-
plugin-
rbac

@janus-
idp/backs
tage-
scaffolder
-backend-
module-
regex

@janus-
idp/backs
tage-
plugin-
catalog-
backend-
module-
scaffolder
-relation-
processor

@roadiehqg
/backstag
e-plugin-
security-
insights

frontend

=i

=i

frontend

1201

1.4.10

1.0.1

2317

Productio
n

Productio
n

ANSESUN
i

H X FF

./dynamic
plugins/di
st/janus-
idp-
backstage
-plugin-
rbac-
dynamic

./dynamic
plugins/di
st/janus-
idp-
backstage

scaffolder
backend-
module-
regex-
dynamic

./dynamic
plugins/di
st/janus-
idp-
backstage
-plugin-
catalog-
backend-
module-
scaffolder
-relation-
processor
-dynamic

./dynamic
plugins/di
st/roadie
hg-
backstage
-plugin-
security-
insights-
dynamic

Disabled

Enabled

Enabled

Disabled

21
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default

ServiceNo
W

SonarQub
e

SonarQub
e

SonarQub
e

@janus-
idp/backs
tage-
scaffolder
-backend-
module-
serviceno
W

@backsta
ge/plugin

sonarqube

@backsta
ge/plugin
sonarqube
-backend

@janus-
idp/backs
tage-
scaffolder
-backend-
module-
sonarqube

./dynamic
plugins/di
st/janus-
idp-
backstage

scaffolder
backend-
module-
serviceno
W-
dynamic

./dynamic
plugins/di
st/backst
age-
plugin-
sonarqub
e-
dynamic

./dynamic
plugins/di
st/backst
age-
plugin-
sonarqub
e-
backend-
dynamic

./dynamic
plugins/di
st/janus-
idp-
backstage

scaffolder
backend-
module-
sonarqub
e-
dynamic

SERVIC Disabled
ENOW _

BASE_U

RL

SERVIC
ENOW._
USERNA
ME

SERVIC
ENOW._
PASSW
ORD

Disabled

SONAR Disabled
QUBE_U
RL

SONAR

QUBE_T
OKEN

Disabled



Version TRER default

TechDocs @backsta frontend 110.4 Productio ./dynamic Enabled
ge/plugin n -
-techdocs plugins/di
st/backst
age-
plugin-
techdocs-
dynamic
TechDocs @backsta B 110.4 Productio ./dynamic Enabled
ge/plugin n -
- plugins/di
techdocs- st/backst
backend age-
plugin-
techdocs-
backend-
dynamic
tech @backsta frontend 0.7.4 HXXF ./dynamic Disabled
Radar ge/plugin -
-tech- plugins/di
radar st/backst
age-
plugin-
tech-
radar-
dynamic
Tekton @janus- frontend 375 Productio ./dynamic Disabled
idp/backs n -
tage- plugins/di
plugin- st/janus-
tekton idp-
backstage
-plugin-
tekton-
dynamic
Topology @janus- frontend 1.21.7 Productio ./dynamic Disabled
idp/backs n -
tage- plugins/di
plugin- st/janus-
topology idp-
backstage
-plugin-
topology-
dynamic

23
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XRER

Version

default

utils @roadiehq i
/scaffolde
r-
backend-
module-
utils

115.3 # X Hr

./dynamic Enabled

plugins/di
st/roadie
hg-
scaffolder
backend-
module-
utils-
dynamic

o EFZE Keycloak, 1HEBH ZEAEE Keycloako

o TFIE Techdocs, ESM &Y, HIRBENKER, ENETINEABIEE

%o

2.3. {5 HELM CHART L5

&I LAfE A Helm Chart #B%& Developer Hub S£fl, iXRRIENRESHE. FH Helm Chart, ErILLUEE)
SiEMEINEE Developer Hub SLfld, MEFTEFRIFNENERRSS.

TechDocs ff, M Cl/CD £EMXEMABEEE. FHIFESHID HEFNEETS

Z{# M Helm 7£ Developer Hub F&& 5544, 151 Helm Chart H7RINLLT global.dynamic 44 :

e plugins: AFREMNDITHEHEIIR. BINERT, JIRNZE, ERILERLUTFRIET plugins 71

x:

o B#8 : BERENIITHREVHSNETH SIS, o UERPH ST AN
A TR, YTEBRE, HEALSIHITHRANAXH4RNEE. MTFARRER, HE
R NPM T2 AR VB 2 AR

o ZEM (AMEH4aFEHE)

>, XFMELSTE sha256. SHA384 #1 sha512,

: —ADEEEREMN, X NRFEFRHEM &t ;alg>-<digest

o pluginConfig : 1 ET1HHH app-config YAML K E%, MNEFRZER, HSUEGEE.

o disabled : #NIRi% 7 true, MERZIAEHS. BAE : false,

o A¥E : FERERIEEN YAML XHFIRK,

B8 XHH plugins 1R 5 E Helm (EFH plugins SIRAFH. MNRFANEETIRHIR
BT &4 8, ME Helm B plugins FERAE S includes XEHH plugins &
&, BHAECE E1E dynamic-plugins.default.yaml X, EF&%E Developer Hub H7i

LERNMANSEYS, TeERINERLZER.

24


http://backstage.io/docs/features/techdocs/configuration
https://backstage.io/docs/features/techdocs/how-to-guides#how-to-migrate-from-techdocs-basic-to-recommended-deployment-approach

2.3.1. JRENSEEE M checksum
EIRENEEM checksum, EHIALLT&HS

I npm view <package name>@-<version> dist.integrity

2.3.2. IS E L EH Helm Chart B2 & =
AR RBIER T e A4 E R B o) B iE G R EEE Helm Chart,
L ARG FEREM app-config i, EdEAHhimA-fASRiEL

global:
dynamic:
plugins:
- package: <alocal package-spec used by npm pack>
- package: <external package-spec used by npm pack>
integrity: sha512-<some hash>
pluginConfig: ...

MaSrscHZEREs

global:
dynamic:
includes:
- dynamic-plugins.default.yaml
plugins:
- package: <some imported plugins listed in dynamic-plugins.default.yaml>
disabled: true

MESB4E Aias

global:
dynamic:
includes:
- dynamic-plugins.default.yaml
plugins:
- package: <some imported plugins listed in dynamic-plugins.custom.yaml>
disabled: false

e BEa S A h A4

global:
dynamic:
includes:
- dynamic-plugins.default.yaml
plugins:
- package: <some imported plugins listed in dynamic-plugins.custom.yaml>
disabled: false

2.3.3. {# / Helm Chart Z&E 4 53 oh S 4H 4
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NPM registry @& 7] FF/E1 BN SRS, B0, NPMJS Zi#ZEFRR janus-idp HZHIRMH T LA
T iEH

e EH(frontend # backend)
e Kubernetes #{E(scaffolder #4F)

E 2% Notifications #1 Kubernetes #1E##{F, 157E global.dynamic.plugins 75 A #) Helm Chart {E
agell, TR :

global:
dynamic:
plugins:
- package: '@janus-idp/plugin-notifications-backend-dynamic@1.3.6'
# Integrity can be found at https://registry.npmjs.org/@janus-idp/plugin-notifications-backend-
dynamic
integrity: 'shab512-
Qd8pniy1yRx+x7LnwjzQ6k9zP+C1yex24MaCcx7dGDPT/XbTokwoSZr4baSSn8jUA6P45NUUevu1d629
mG4JGQ=='
- package: '@janus-idp/plugin-notifications@1.1.12

# https://registry.npmjs.org/@janus-idp/plugin-notifications

integrity: 'shab512-
GCdEuHRQek3ay428C8C4wWgxjNpNwCXgldFbUUFGCLLKBFSaOEw+XaBvWaBGtQ5BLgE3jQEUxX
a+422uzSYC50Q=='
pluginConfig:
dynamicPlugins:
frontend:
janus-idp.backstage-plugin-notifications:
applcons:
- name: notificationslcon
module: NotificationsPlugin
importName: NotificationsActivelcon
dynamicRoutes:
- path: /notifications
importName: NotificationsPage
module: NotificationsPlugin
menultem:
icon: notificationslcon
text: Notifications
config:
pollingIntervalMs: 5000
- package: '@janus-idp/backstage-scaffolder-backend-module-kubernetes-dynamic@1.3.5'
# https://registry.npmjs.org/@janus-idp/backstage-scaffolder-backend-module-kubernetes-
dynamic
integrity: 'shab512-
19ie+FM3QHXWYPyYzEOuNdI5SK8M4vGZ0SPeeTw85XPROY 1DrlY7rMm2G0XT85L0ZmntHVwcIqW
+SbHolPg/qRA=='
proxy:
endpoints:
/explore-backend-completed:
target: 'http://localhost:7017"
- package: '@dfatwork-pkgs/search-backend-module-explore-wrapped-dynamic@0.1.3-next.1'
# https://registry.npmjs.org/@dfatwork-pkgs/search-backend-module-explore-wrapped-dynamic
integrity: 'shab512-
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mv6LS8UOve+eumoMCVypGed7b/L36I1H2z11tGKVrt+m65VzQI4FgAJrOKNCriUZPMyh36KVGIjYqsu9+
kgzH5A=='
- package: '@dfatwork-pkgs/plugin-catalog-backend-module-test-dynamic@0.0.0'
# https://registry.npmjs.org/@dfatwork-pkgs/plugin-catalog-backend-module-test-dynamic
integrity: 'shab512-
YsrZMThxJk7cYJU9FtAcsTCx9ICChpytK254TfGb3IMAYQyVcZnr5AA/AU+hezFnXLsr6gj8PP7z/mCZie
uuDA=='

2.4. 7 AIR-GAPPED IfiE 23t 4L ER4d 14

& LLRIT 1% B B E L NPM registry, 7E air-gapped IMERRZRZENEEH S, ENDISHEGTGSEE
NPM registry URL f1&B35IEE R, 1HSHERBE L NPM registry T SiEEHH S,

2.5. A EE X NPM REGISTRY #{T5h A G144,

&I LUE A Helm Chart WEIASEE P4 SE B NPM registry URL 1B HRIEE R, X F&id npm pack
RIS SRS, A LUER .npmre X4,

8 Helm Chart, R THRALESL N dynamic-plugins-npmrc #] secret, ¥ .npmrec X&HRINE!
NPM registry # :

apiVersion: v1
kind: Secret
metadata:
name: dynamic-plugins-npmrc
type: Opaque
stringData:
.npmrc: |
registry=<reqistry-url>
/I<registry-url>:_authToken=<auth-token>

2.6. ISR ERECE

BLESHEGFERNENRTE, MIREFRERGIMELE, FEBGEER, NNREFEEIN A
RER R,

BMEHNDEIMEZEIIE SIS E HFIIRF,

ZiB-bomb fGIE R &L — L E KRB SUFRIEISIEER, MRELZEBAIN N TGS E™E N
Zib-Bomb, ZTESKN,

SR A SFEPXENRRALIFRD, ERILMEIAR 20000000 F 1718 INERE
install-dynamic-plugins initContainer #J MAX_ENTRY_SIZE 1 &1,

2.7. ZEZEHMABE ANSIBLE AUTOMATION PLATFORM

Ansible Automation Platform (AAP)IE# R+ v 1/ ] BARAR, SIERB AAP BB\ AENR FI TVERAE AR
#xE Developer Hub B3%,
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BF

Ansible Automation Platform &4 R 2 — N TN IhBE,

CIHE” ARSI (SLA) AZFEFORTINIIAE, BHINEETREH AxE, HEIELLIIE
TEWEEFIMERFERN], XERARTEIhEE T LUER IR B BHIIIEE, FaH
SHEFAMERIRERTGE N,

BXRAMBEATRINEMNESZER, EEH BRI IEESEH,

BRAMEUTIR R4+ R SHEH NN EZEMER, 1§50 Red Hat
Developer Support Policy T1Hs,

275 FEER

2.7.1.1. ZEMBECE AAP RimiEd

AAP [EimiE M o VFE M Developer Hub FEY app-config.yaml E2 B XHERE — 1N ML E,

SoREH

o &R Developer Hub N AT BREFHIZT,.

e {RBEJTE Ansible Automation Platform AR AIERIIK .
¥ e

AAP EifiE M 7E Developer Hub fTliNE:, HHEEAGRERME. EHMHTE, ¥ disabled BHEXEN
false, WA :

global:
dynamic:
includes:
- dynamic-plugins.default.yaml
plugins:
- package: ./dynamic-plugins/dist/janus-idp-backstage-plugin-aap-backend-dynamic
disabled: false

HARE
EGH AAP fl, BRI EUTIELE
e AAP_BASE_URL: fR & A URL

e AAP AUTH TOKEN: ARSI S 56 1IF 45 k&

=R ECE
1. & A LUEF aap Fric 3£EBCE Developer Hub 9 app-config.yaml X4, f0TFFfR :

catalog:
providers:
aap:
dev:
baseUrl: $(AAP_BASE_URL)
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authorization: 'Bearer ${AAP_AUTH_TOKENY}'

owner: <owner>

system: <system>

schedule: # optional; same options as in TaskScheduleDefinition
# supports cron, ISO duration, "human duration" as used in code
frequency: { minutes: 1}
# supports ISO duration, "human duration" as used in code
timeout: { minutes: 1}

2.7.1.2. AAP jaimia 8 B S T REHERR
JE %) Developer Hub N 2R, EAIUEEIMUTHET :

[1] 2023-02-13T15:26:09.356Z catalog info Discovered ResourceEntity API type=plugin
target=AapResourceEntityProvider:dev

[1] 2023-02-13T15:26:09.423Z catalog info Discovered ResourceEntity Red Hat Event (DEV, v1.2.0)
type=plugin target=AapResourceEntityProvider:dev

[1] 2023-02-13T15:26:09.620Z catalog info Discovered ResourceEntity Red Hat Event (TEST, v1.1.1)
type=plugin target=AapResourceEntityProvider:dev

[1]12023-02-13T15:26:09.819Z catalog info Discovered ResourceEntity Red Hat Event (PROD,
v1.1.1) type=plugin target=AapResourceEntityProvider:dev

[1]1 2023-02-13T15:26:09.819Z catalog info Applying the mutation with 3 entities type=plugin
target=AapResourceEntityProvider:dev

27.2. % FHE/

2.7.2.1. M Developer Hub th#g AAP 5|15k

LIRRKINECE T AAP BiniEHN, ©RTER, SIE AAP FREIERM TERELER, FEEL
~E Developer Hub Catalog TIEH {7 Resources,

SeRFH
o &R Developer Hub N A2 BREFIZIT.
o DRE AAP FintEff. BXRLEMEE VR, HSH £ 27107 "RENEE AAP FiniEH",

L
1. $T7F Developer Hub . FA%2F, B¥TFF Catalog T,

2. M\ TTEZEME Type THIZ /%R Kind TR FRLER HTERELER 89507,
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Kind
All resources (4) = F

[ Resource

NAME SYSTEM TYPE LIFECYCLE DESCRIPTION TAGS ACTIONS

Demo_Job_Template-

Default-stage ==

job
template

demo_workflow_tem workflow

plate-Default-stage sample demo...

ol
template

job template test_job_aap_2- D job
Default-stage aap unknown D Job Templates...
workflow job template

test_job_aap-Default-

i unknow!

job
template Job Templates..

MY COMPANY

All

PROCESSING STATUS

HTHEPREIEE AAP BIRFE AT BRERRBIFIR,

3. MBIRAIERFE —PMER,
OVERVIEW i8S AHEE, Fli :

o XF : RHAXRRRNIFAMER.

o X% : ERBRIRFIBXNEDAEHIRT.

o HHEE : I AAP (URMRBVEEBEARARAY LA E R TTE,
o BERTHNH : BRREKMFAHAMIIR.

RESOURCE — WORKFLOW JOB TEMPLATE
Owner

demo_workflow_template-Default-stage * v

OVERVIEW

About Relations
<> -]

VIEW VIEW
SOURCE  TECHDOCS

DESCRIPTION

sample demo workflow template

OWNER SYSTEM TYPE

unknown aap workflow job template
@ resource:demo_workflow_template-Default-stage
TaGS

No Tags

View graph >

Links Has subcomponents

® AAP Dashboard ® Template Details NAME OWNER TYPE LIFECYCLE DESCRIPTION

No subcomponent art of this component
Learn nge this

2.8. ZE ML E KEYCLOAK

¥ Keycloak fai#EM4SE R El Developer Hub A1, EHLITINAE :

30



o [EFiHHH Keycloak B,

o EEHRES Keycloak HREAE,
2.8.1 N FEER

2.8.11. &%

Keycloak #f#1E Developer Hub ATiiinzE:, HHEEAXREEREME. EEATE, [ disabled B IZE N
false, #TFAI :

global:
dynamic:
includes:
- dynamic-plugins.default.yaml
plugins:
- package: ./dynamic-plugins/dist/janus-idp-backstage-plugin-keycloak-backend-dynamic
disabled: false

2.8.1.2. EXRE
5 Keycloak &, B IIXBLUTIMELE :
e KEYCLOAK_BASE_URL
e KEYCLOAK_LOGIN_REALM
e KEYCLOAK_REALM
e KEYCLOAK_CLIENT_ID

e KEYCLOAK_CLIENT_SECRET

2.8.1.3. & BicE

JERE
& A LAE app-config.yaml SXEHREEEE, S0FAR :

catalog:
providers:
keycloakOrg:
default:
#...
# highlight-add-start
schedule: # optional; same options as in TaskScheduleDefinition
# supports cron, ISO duration, "human duration" as used in code
frequency: { minutes: 1}
# supports ISO duration, "human duration" as used in code
timeout: { minutes: 1}
initialDelay: { seconds: 15}
# highlight-add-end
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% o
, INRIGTE app-config.yaml XA E 4T 7 EMEN, NESLANBAER.

Keycloak ZifjZ#
&7 LAB & app-config.yam| X4 FREIERIA Keycloak HiHS#, #ITFAR :

catalog:
providers:
keycloakOrg:
default:

#...
# highlight-add-start
userQuerySize: 500 # Optional
groupQuerySize: 250 # Optional
# highlight-add-end

{8 A Keycloak API j5 i Developer Hub 1 Keycloak Z [A]Fi@fE, AP &MBEHE A imEIEEZHNS
VAL AT p5

TFR#E® T & LECEE app-config.yaml {4 ##] catalog.providers.keycloakOrg.
<ENVIRONMENT_NAME > %t 5 T /5 B 5 5K

baseUrl Keycloak AR 55 28 HIiL =
&, m
https://localhost:844
3/auth, EE
B, Keycloak BI3LHTHR

AERE T /auth £ TR
%,
realm Z RS 8 master S
loginRealm FAF R IERY 15 master S
username HITEMRUERIE - 4 MRFEAREFTEENEH
IeIE, Mh
password HTE MR MREAEFEENSG
IIE, M
clientld B ITEMRIEME H " MRFEAREFEFIREIE
ID BB RIIE, A yes
clientSecret ETEMEIENEwm MRFEARETFEIREIE
Secret BB MIEIE, A yes
userQuerySize —RERHIA 100 S
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groupQuerySize —RERHIZHEL 100 S

EFERE A mEREN, IR R NUE, FESIERRSKS . EEuM realm-
management & M inAEHRRIMUTAR :

® query-groups
® query-users

® view-users

2.8.1.4. FR&il
MREEBZLHEIEB A, EaLERL) Developer Hub BIXEBEU T IMEL = :

NODE_TLS_REJECT_UNAUTHORIZED=0

TRV BIMNELENFRTTR.

2.8.2. X FHRM

2.8.2.1. f#if Keycloak {&f-1E Developer Hub H 5 A A 1 f14H
BINEREEGE, BHeEEREINBeTARFH,

% on
MREHETHE, NAFHHAERESA.

B—RFATRNGE, ERILMBRITEFIERE User RIIHAF :

33



Red Hat Developer Hub 1.2 7£ Red Hat Developer Hub & i

<« (@] o0 == localhost:3000/catalog?filters[kind]=component&filters[user]=all

* ® =

£* Most Visited [ My Company Catalog |... € FedoraDocs P Fedora Magazine (1 Fedora Project (3 User Communities [J Red Hat (3 Free Content @ New Tab

Backstage My Company Catalog

Search

Home Kind
All (1)
APls Component ~
v API NAME SYSTEM OWNER
ocs
example- AT o
ety Component websﬁe examples guests
Group
Location
Tech Radar
System
Template
User
All 1
OWNER

ERLUAENHEFEERPIIR

Backstage My Company Catalog

Search

Home Kind
All (3)
APls User v
NAME
Docs PERSONAL
guest
Create... L Owned o
user1
* Stared 0 user2
@ Tech Radar
MY COMPANY
All 3

PROCESSING STATUS

v

YImEFE— DR, BRI LB EM Keycloak FARER -

34

CREATE © SUPPORT

DESCRIPTION TAGS ACTIOI

CREATE @ SUPPORT

DESCRIPTION TAGS ACTIONS
4

[ENE +§

[N +¢



USER

user2

Backstage

Q, Search

OVERVIEW

# Home
% APIs . )
& Cheryl Holiday Ownership
|B Docs
7 Direct Relations Agaregated Relations
@® Create... user2@mycompany.com

&%  groupt
(8 Tech Radar

IR LLUERFE—NH, BEIR, FHHEFEHEEM Keycloak FARER :

GROUP — GROUP

Backstage
group1

Q, Search

OVERVIEW

a2n groupi Ownership

Q

Direct Relations 1 Aggregated Relations

o N/A
Parent Group
)} Tech Radar
S N/A
- Child Groups

Members (1)

of group1

Cheryl Holiday

user2@mycompany.com

2.9. ZEFAE NEXUS ZiEE SIS

Nexus Repository Manager 4 i 78 % Developer Hub N HfgE THMER, HEIH1E Nexus
Repository Manager H#24i,
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HE

Nexus Repository Manager #fifF R @ — MR TI T IhEE,

IE @RS AL (SLA) AR IIEE, BEHIhEERIREH A TE, HLLLIE
FEWEEFIMNEREREN . XA bTLlﬁFHFTEEﬂFH%E’JIjJHb, HEMN
KEFLMERRBERGE

BROAERATIEENESER, HSH AT IREEH,

BRI R EN A R SIEENZFNEZFHER, 1550 Red Hat
Developer Support Policy T1Hs,

291 N FEER

2.9.1.1. REHECE Nexus Repository Manager &t
¥ e

Nexus Repository Manager & 7E Developer Hub FTiliNE:;, HAEAEARERME. BEEAE, H
disabled BMHXE ) false, I FAIR :

global:
dynamic:
includes:
- dynamic-plugins.default.yaml
plugins:
- package: ./dynamic-plugins/dist/janus-idp-backstage-plugin-nexus-repository-manager
disabled: false

A&

1. £ app-config.yaml X AR B TSR Nexus Repository Manager BR%52%, #0TFFR
I

proxy:
'/nexus-repository-manager":
target: 'https://<NEXUS_REPOSITORY_MANAGER_URL>'
headers:
X-Requested-With: 'XMLHttpRequest'
# Uncomment the following line to access a private Nexus Repository Manager using a
foken
# Authorization: '‘Bearer <YOUR TOKEN>'
changeOrigin: true
# Change to "false" in case of using self hosted Nexus Repository Manager instance with a
self-signed certificate
secure: true

2. A% : BEX Nexus Repository Manager {REERIE A URL, #0FAAR :

nexusRepositoryManager:
# default path is /nexus-repository-manager
proxyPath: /custom-path
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3. A R RSG AR

nexusRepositoryManager:
experimentalAnnotations: true

4, FRLUTFFRBASRRIER
metadata:
annotations:
# insert the chosen annotations here

# example
nexus-repository-manager/docker.image-name: <ORGANIZATION>/<REPOSITORY>",

2.9.2. % FRAF

2.9.2.1. £ Developer Hub H1f#f] Nexus Repository Manager &t

Nexus Repository Manager @ — " BlimtEf, AILEEEEXUWEIHNER.

SeRFZ M
o f&H Developer Hub N 2R B L& Hi21T,

e B &% Nexus Repository Manager ffifh, BRRENTR, 1HSM & 29117 "REMEE Nexus
Repository Manager & {4",

iz
1. $T7F Developer Hub N FA%2F, M Catalog TlmEFiERFE—MNHM

2. #%Z BUILD ARTIFACTS &I+,
BUILD ARTIFACTS ‘£UF @S2 THMMEXEEMFIZXR, 0 VERSION, REPOSITORY
TYPE. REPOSITORY TYPE. MANIFEST. MODIFIED #0 SIZE,

BUILD ARTIFACTS

Nexus Repository Manager: janus-idp/backstage-showcase

VERSION REPOSITORY REPOSITORY TYPE MANIFEST MODIFIED
latest Jjanus-idp/backstage-showcase docker sha256 85aa455189b4 Jul 27, 2023, 4:34 PM
sha-33dfe6b janus-idp/backstage-showcase docker sha256 58433b2aa31b Jul 27, 2023, 4:38 PM

sha-de3dbf1 Jjanus-idp/backstage-showcase docker 5ha256 85aa455189b4 Jul 27, 2023, 4:38 PM

2.10. ZZHMEE TEKTON

IR T LUE A Tekton AL 1L Cl/CD B ETE Kubernetes 5 OpenShift £8f EiZ TR, ZEHER
AP EEEERRBEXESHEEAINRE,

2.10.1. N FEE R
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2.10.1.1. 23

FRFH

38

RBEREFHFEE T @backstage/plugin-kubernetes 71 @backstage/plugin-kubernetes-
backend z/ & 3EH

R B Kubernetes 4B & 1% F3 ServiceAccount i£ 15 EI5E 2%,

*FF 17 6288 ServiceAccount, W/iTh B E X HIR(PipelineRuns #I TaskRuns)#% %
ClusterRole.

-3
INREEE T RHDH Kubernetes ffi#4:, I @4/#% % ClusterRole,

EHE pod HE, BN podilog ZF IR,
IR LUMFE R LLT SN B E L HIRHM pod H&EEF ClusterRole :
kubernetes:

customResources:

- group: 'tekton.deV'
apiVersion: 'v{'
plural: 'pipelineruns’

- group: 'tekton.deV'
apiVersion: 'v{'

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: backstage-read-only
rules:
- apiGroups:
resources:
- pods/log
verbs:
- get
- list
- watch

- apiGroups:
- tekton.dev
resources:
- pipelineruns
- taskruns
verbs:
- get
- list



it =

IR AT LURHE 7 BY7E L T R 1 ClusterRole, ©7 Kubernetes ffif4#1 Tekton i HefHi71n A
fRo

TESLKH catalog-info.yaml SXH AL TR EAR, LURGISEARE S S Kubernetes HR :

annotations:

backstage.io/kubernetes-id: <BACKSTAGE_ENTITY_NAME>

@EEJL/L,,JJJD backstage io/kubernetes-namespace J fi#3 8 Fi £ Y ap 8 22 (Al FRiR
Kubernetes %R,

annotations:

backstage.io/kubernetes-namespace: <RESOURCE_NS>

R EBRRINE LR catalog-info.yaml XX/, LUETE RHDH A= A Tekton #8XTheE,
SERRE IR A RHDH SSARI B TR -

annotations:

janus-idp.io/tekton : <BACKSTAGE_ENTITY_NAME>

//J\\j]ﬂ EZEX*T_L T %E, RHDH Fﬁﬁzﬁ?‘/—: Kubernetes J'_ll T o *ﬁ%ﬁﬁf%%%'fﬁ%a: ID fEﬁEo

annotations:

backstage.io/kubernetes-label-selector: 'app=my-app,component=front-end'

EFRPRMUTIRE, LUE Kubernetes fifFM1E RHISEFILEY Kubernetes %R :

labels:

backstage.io/kubernetes-id: <BACKSTAGE_ENTITY_NAME>

N ERAREARERES, BR LI EbiRes,

Tekton #HE1E RHDH FfiinE:, wEEAEEREM. BESHETE, I disabled BMEXRE D false,
INTFAS

global:
dynamic:
includes:
- dynamic-plugins.default.yaml
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plugins:
- package: ./dynamic-plugins/dist/janus-idp-backstage-plugin-tekton
disabled: false

2.10.2. & FRAF

2.10.2.1. £ RHDH Hh{#i [ Tekton &

IR E] LA#E A Tekton BilmiEH R & E PipelineRun ik

FTRFH

o B &% Red Hat Developer Hub (RHDH),

o BRI Tekton i, X FRETTE, HSH LEMECE Tekton &,

ik
1. $T7F RHDH K %2R, fAEM Catalog TiHE AR FE—NHMA

2. HE CliEI+,
Cl %&£ B R5 Kubernetes &8 X B H PipelineRun HHiR%IR, FIRFPEEEEZTIHEE, W
NAME. VULNERABILITIES. STAT. STATSTATUS. STARTED #1 DURATION,

Pipeline Runs Q Searct
NAME VULNERABILITIES STATUS TASK STATUS STARTED DURATION ACTIONS
> 4ac96b4d-6efa-4154-b2bec-27e27b4df977 @ - © Succeeded I 3/4/2024, 5:45:07 PM 48 seconds B =A
> 53183247d-9e3b-4987-b69b-abi9d59c5302 & - © succeeded I 3/4/2024,5:43:13 PM 1minute 14 seconds [oR=RS]
> 01ab329a-94e8-4860-9cb3-94d471a598e1 & M3 230 =97 ¥ 8l @ Succeeded I 3/4/2024, 4:01:00 PM 5 minutes 28 seconds @A
Srows ~ 1-30f3

=K PipelineRun &5 B FF1TIRHIEEE PipelineRun visualization, EEiZ{THIRE
BRETXNES. RGBS BEEES LN, BIUEERNIZFEESHE R,

Pipeline Runs Q, Search

NAME VULNERABILITIES STATUS TASK STATUS STARTED DURATION ACTIONS
> 4ac96b4d-6¢fa-4154-b2be-27e27badiarr @ - @ Succeeded | 3/4/2024, 5:45:07 PM 48 seconds, o
> 383247d-9e3b-4987-b69b-abf9d59c5302 & - @ Succeeded I 3/4/2024, 5:43:13 PM 1 minute 14 seconds [c RN
v 01ab329a-94e8-4860-9cb9-94d471a598e1 @ M3 230 =97 ¥81 @ Succeeded I 3/4/2024, 4:01:00 PM 5 minutes 28 seconds o]

[ (o ‘acs-deploy-check m) ~ - €0 scan-export-sbom 313)-

(@ voome 1)

% N e - o rr— | ‘ ‘
( n ) - " Fsign — -image- ——— )
(® package /—(e scansource )@ buldsignimage 5 )—4 (@ acsimage check 22 ) (@ resme 1)

— | |

‘ " (e query-rekor-signed-provenance 212 )
pe e

(@ gitlone 11

{ / 2 |
(@ acsimage-scan 35 —
= J

S5rows 1-30f3
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