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RED HAT DEVELOPER HUB X #f

NIRRT A AR AR BRI, FVTRIZLIEER 1. Al LA RLIER ] Mibit
TULTER :

o HEIRMTLLIERIAZE, THEEXRLERERAZRXE,
o NZINEEIRFFIRSS (GSS) LIRS Hr A

B, https://access.redhat.com/support/cases/#/case/new/get-support?caseCreate=true Ef
BN, 5% Red Hat Developer Hub/E ™ @, SARIEESE L™ MmRA,


http://access.redhat.com
https://access.redhat.com/support/cases/#/case/new/get-support?caseCreate=true

% 13 RED HAT DEVELOPER HUB ##xhk

%% 1% RED HAT DEVELOPER HUB #5it

Red Hat Developer Hub (Developer Hub) e 5 & NI F A A G TP MIITHFRFLZAGTES, FHE
F backstage WiH, @IF L AL Hub, TREEIATLSRSG—EE, UEEFARE, FRESHIE
MR, UMEAMMES R ENEYE,
Developer Hub BB ir @Bt L T AR R S QIR AT A AR HERBEE

o FRL(UFERIR, ATEEMEAANFLARTIENTE, LURERE™N

o EBHBIARSIHEELLK guardrails, SERAFREE I ARELENTRENBRREFFA

o WEMNIMFFAEFAAAHITELNREEMEE

Red Hat Developer Hub @i 1Rt FF & A GHASS SR BN AR EM TR, HmBIEEURBEMER 1K
A LN TRIRE, XMAEEBTINENBREFAMEFRERE, BNEIEF.


https://backstage.io/
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28 2 & RED HAT DEVELOPER HUB FYK/NEK

— =

Red Hat Developer Hub A" B HREAE TR E., THRIIE T REFIZIT Red Hat Developer Hub
HIR/NER, B3 Developer Hub T2 #1 Developer Hub #UiE 4 14,

5 2.1.3217 Red Hat Developer Hub BRI K/

Red Hat Developer Hub il Red Hat Developer Hub #iE

B JE
AR S 4hER B 5T (CPU) 4vCPU 2vCPU
& 16 GB 8 GB
FRER /N 2GB 20GB
Replicas 23k 3L
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2 3 2= L% RED HAT DEVELOPER HUB

BEAATUREAR., WRMEMEZE, UEREMBNAFTLUES DT E L%ZE Red Hat Developer
Hub, & LUEH Helm chart 3¢ Red Hat Developer Hub Operator 2% Developer Hub,

B RLZL Developer Hub WE%{E R, 155 Red Hat Developer Hub Administration 3§58 o
p= Y=
& ] LATE Red Hat Developer Hub FREEEAMER PostgreSQL #iEZE, 4R LA A
PostgreSQL iEF5 SX4FF Operator 5% Helm Chart EZE 428 PostgreSQL L, NEH
ZER, HBHUTED :
e {#FH Operator EZiE4-EB PostgreSQL L4l

e {#F Helm Chart EZi& 4 EB PostgreSQL 451


https://access.redhat.com/documentation/zh-cn/red_hat_developer_hub/1.2/html-single/administration_guide_for_red_hat_developer_hub/index
https://access.redhat.com/documentation/zh-cn/red_hat_developer_hub/1.2/html-single/administration_guide_for_red_hat_developer_hub/index#proc-configuring-postgresql-instance-using-operator_assembly-install-rhdh-ocp
https://access.redhat.com/documentation/zh-cn/red_hat_developer_hub/1.2/html-single/administration_guide_for_red_hat_developer_hub/index#proc-configuring-postgresql-instance-using-helm_assembly-install-rhdh-ocp
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28 4 = RED HAT DEVELOPER HUB W &

A8k T 117 Red Hat Developer Hub FREEMECE, S1E :
e BENNHAEFEE
® Developer Hub B SkBIRIZEHIEL &

4.1. 7£ RED HAT OPENSHIFT CONTAINER PLATFORM AN B & N
RFREXH

E1}j[a] Red Hat Developer Hub, & 71E Red Hat OpenShift Container Platform AN E & XN A2
FECE X {F. 7E OpenShift Container Platform A, f&aILUERA U TRBIE N EMENR, OE%N app-
config-rhdh B9 ConfigMap :

kind: ConfigMap
apiVersion: v1
metadata:
name: app-config-rhdh
data:
app-config-rhdh.yaml: |

app:
title: {product}

WA LMFERLUTAEZ— B E N ARFEESHRINE OpenShift Container Platform A :
® Red Hat Developer Hub Operator

® Red Hat Developer Hub Helm Chart,

4.1.1. {# Helm Chart & 8 & X AR FELE X402l OpenShift Container
Platform /1

& B LA#E A Red Hat Developer Hub Helm Chart {5 B & Y N AR FECE X4 R INE] OpenShift Container
Platform 245/,

FRFH

o REHET Red Hat OpenShift Container Platform i f7,

it

1. £ OpenShift Container Platform Web £ &/, i%# ConfigMaps 1E1iF,
2. = Create ConfigMap,

3. 7£ Create ConfigMap T{E#, %# Configure via F18J YAML view %1, FHiRIEFEERRZL
i,

4. = Create,
5. # A Helm &R EE Helm ZITHRATIZ.
6. M EEMAN Helm ZITARAH overflow 35, SRE1£% Upgrade,



% 4 % RED HAT DEVELOPER HUB X #ifid &

7. {EF Form view = YAML #1118 £ %% Helm EC &,
e {HF Form view

a. 7 Root Schema — Backstage chart schema = Backstage parameters = Extra

app BREXHEINHKRIGHSH .
b. = Add Extra app BEeiE XHLAREXBIGe S BUEE,
c. EUTFERFHIAE :
o configMapRef: app-config-rhdh
o filename: app-config-rhdh.yaml
d. B Upgrade,
e fEM YAML #1&

a. XIE upstream.backstage.extraAppConfig.configMapRef #11
upstream.backstage.extraAppConfig.filename S H{E, TR :

# ... other Red Hat Developer Hub Helm Chart configurations
upstream:
backstage:
extraAppConfig:
- configMapRef: app-config-rhdh
filename: app-config-rhdh.yaml
# ... other Red Hat Developer Hub Helm Chart configurations

b. . Upgrade,

4.1.2. £ Operator B E N AR FEE X 4R 11ZE] OpenShift Container Platform
=

BE LN ARRFEEXHE—1 ConfigMap X%, = FEI Red Hat Developer Hub LR E, 40
R E7E Red Hat OpenShift Container Platform £#F& Developer Hub 543, &R LA{#EF Red Hat
Developer Hub Operator ¥ B & X M TR FEC & X7 INEI OpenShift Container Platform £, 7%
202 ConfigMap % &3 1E Developer Hub B E X EIR(CR)HBIHE.

BHEYNAREXHEES—1% ) BACKEND SECRET WEBIMELE, T EAES—PumblIMGEiHS

R%IEEEH, Developer Hub FA3E5| A OpenShift Container Platform secret E X HIIAEZ &, K0
A — % 'secrets-rhdh' B secret, F1E Developer Hub CR BIHE,

==
REZERT Red Hat Developer Hub RER ZAEBFIRIZA IHIRIN, FEETH b

NE—HEERRSODEILEY, HRENEHNER, TEEEAREXHFLTFE, X
RN IMELET ABEXHH,

FRFM

o RA—NEELH Red Hat OpenShift Container Platform i/,

o REEIE G E1E OpenShift Container Platform F&4E 7 Red Hat Developer Hub Operator, 0l
FHZER, 1HSH %% Red Hat Developer Hub Operator


https://access.redhat.com/documentation/zh-cn/red_hat_developer_hub/1.2/html-single/administration_guide_for_red_hat_developer_hub/index

Red Hat Developer Hub 1.2 Red Hat Developer Hub A[]
e {KE7E OpenShift Container Platform A fl|& Red Hat Developer Hub CR.

it

1. M OpenShift Container Platform Web #£#l& ##) Developer 1, 175 Topology L&, A&
mifi Developer Hub pod L#J Open URL E|#73& 177 Developer Hub #+&8 URL: <
RHDH_URL>,

2. M OpenShift Container Platform Web %] & 8 Developer #lf5, %% ConfigMaps 1K,
3. = Create ConfigMap,

4. 1f Configure via 1% YAML view 12651, F8 LT R EIEH ERIENR R 02 ConfigMap *f
%R, %0 app-config-rhdh.yaml :

kind: ConfigMap
apiVersion: vi
metadata:
name: app-config-rhdh
data:
"app-config-rhdh.yaml": |
app:
title: Red Hat Developer Hub
baseUrl: <RHDH_URL> @)
backend:
auth:
keys:

- secret: "${BACKEND_SECRET}" 9
baseUrl: <RHDH_URL> €)
cors:

origin: <RHDH_URL> @)

8 Red Hat Developer Hub L9 4428 URL,

FERIFEZE AT OpenShift Container Platform secret, LATE X558 Developer Hub f&
I B AP IIE B,

8 Red Hat Developer Hub L9 4428 URL,

&8 Red Hat Developer Hub L9 4428 URL,

o0 09

5. = Create,

6. 1%EF Secrets K&,

7. = Create Key/value Secret,

8. fll#%& ) secrets-rhdh B secret,

9. ¥/N4% BACKEND_SECRET #0#, I base64 JiGFHEMENE, HEA Red Hat
Developer Hub SLfl{FE FAME—{E, a0, ERTLAMERL RS MEIREMRBRH -

I node -p 'require("crypto").randomBytes(24).toString("base64")’

10
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10. = Create,
1. 1%+ Topology 11K,

12. RIEEFEAB Red Hat Developer Hub X5IBY overflow 325, #R/F1%#F Edit Backstage JMN#E:
Red Hat Developer Hub SZI89 YAML #1 &,

Edit Backstage

i

Delete Backstage

13. £ CR R, WABE NN BRFEEREMRFZTIMEN
spec.application.appConfig.configMaps FEXHI{E, FHiA secret WEFMEN
spec.application.extraEnvs.secrets FE&HI{E, 40 :

apiVersion: vi
kind: ConfigMap
metadata:
name: example
spec:
application:
appConfig:
mountPath: /opt/app-root/src
configMaps:
- name: app-config-rhdh
extraEnvs:
secrets:
- name: secrets-rhdh
extraFiles:
mountPath: /opt/app-root/src
replicas: 1
route:
enabled: true
database:
enableLocalDb: true

1
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14. il Save,
15. REE| Topology K], FHZ%F Red Hat Developer Hub pod f5 5/,

16. 52 Open URL E#5#F Red Hat Developer Hub & MUK ECE Bk,

e HNFEHX Developer Hub FIABFIIATHNELER, 1HEM Red Hat Developer Hub FREYEF
£ € 19177 7] 2225 (RBAC).
4.2. £ RED HAT DEVELOPER HUB H 5 B S a0 R4l

ZE1f Red Hat Developer Hub HIEF Bk, EEERMPEBENR, FHRMENR, E005ERES, o0
GitHub. GitLab 5% BitBucket,

FRFZFH
o RAE— GitHub Ik,

e 1f Red Hat OpenShift £&f EBH—MK /7,

o B%&4k Developer Hub, &N GitHub ERKM, BRELEMIFE, 1HSE $ 3 E L& Red Hat
Developer Hub,

4.2.1. BB & GitHub F{3%51iF
FE GitHub B2 ¥IEECE, FHETE Developer Hub #/2 A GitHub OAuth &%,

¥ =
1. 7£ Red Hat OpenShift &, SMEEZEOIE OAuth N ARRFH GitHub ALK X T,

2. = Settings — Developer Settings » OAuth Apps — Register an application
3. AN FAEF&FMES Developer Hub,

4, LT URL 7RI0°% Homepage URL :
https://developer-hub-<NAMESPACE_NAME>.<OPENSHIFT_ROUTE_HOST>/

5. FFLUF URL S0’y B URL :
https://developer-hub-<NAMESPACE_NAME->.
<OPENSHIFT_ROUTE_HOST>/api/auth/github/handler/frame

6. ;&5 Enable Device Flow £ %1E,

7. = Register application fl|lZ OAuth N2,

8. BN ATEFE, = Generate anew client secret F# 5 #ll 4 B P i secret,

9. 7£ OpenShift 1, Hifi ConfigMaps.

10. {ERIRMAEMEZ B NI, HMRB N github-secrets' B9 /{H secret, REHIAME ) GitHub
OAuth N TR -

a. £ Red Hat OpenShift /1, # A Secrets £+, FB s Create,

12


https://access.redhat.com/documentation/zh-cn/red_hat_developer_hub/1.2/html-single/administration_guide_for_red_hat_developer_hub/index

% 4 3 RED HAT DEVELOPER HUB X ¥Mid &

b. %% Key/value secret,
c. HiA Secret &#MEN github-secrets,
d. IR ERMN Key 1 Value, B f Create,

KA4LNIEDTE

GITHUB_OAUTH_CLIENT_ID kB8 OAuth N AFRRFHZE F i 1D

GITHUB_OAUTH_CLIENT_SECRET OAuth N FFEFHIE Fim Secret

1. {&X app-config-rhdh ConfigMap R & & GitHub HRHIEEE, T

kind: ConfigMap
apiVersion: v1
metadata:
name: app-config-rhdh
data:
app-config-rhdh.yaml: |
app:
title: Red Hat Developer Hub
auth:
# see https://backstage.io/docs/auth/ to learn about auth providers
environment: development
providers:
github:
development:
clientld: ${GITHUB_OAUTH_CLIENT_ID}
clientSecret: ${GITHUB_OAUTH_CLIENT_SECRET}

12. Rili Save,

13. # A Helm &3k #17t# Upgrade,

14, FEAUTHERZ —%E Helm BLiE -
e {HF Form view

a. 7T Root Schema — Backstage Chart Schema - Backstage Parameters =
Backstage container BT £,

b. MM Secrets ¥ % Add BackstageREIELE,
c. HiA\ github-secrets ¥E 1H.
d. Hi; Upgrade,

e {#F YAML H1&

a. ¥ upstream.backstage.extraEnvVarsSecrets (g% & 7y github-secrets, 0T HIfT
I~

13
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# other Red Hat Developer Hub Helm Chart configurations
upstream:
backstage:
# other Red Hat Developer Hub Helm Chart configurations
extraEnvVarsSecrets:
- github-secrets
# other Red Hat Developer Hub Helm Chart configurations

b. . Upgrade,

4.2.2. BR& GitHub £

£ Developer Hub # /A A GitHub fEFEEE & GitHub,

¥ =
1. 7£ Red Hat OpenShift &, SMEEZEOIE OAuth N ARRFH GitHub ALK E T,

2. | Settings —» Developer Settings - GitHub Apps— New GitHub App.
3. AN FATEF&FMES Developer Hub,

4. LA URL #1079 Homepage URL :
https://developer-hub-<NAMESPACE_NAME>.<OPENSHIFT_ROUTE_HOST>/

5. FEUF URL Ziny #AEI URL :
https://developer-hub-<NAMESPACE_NAME->.
<OPENSHIFT_ROUTE_HOST>/api/auth/github/handler/frame

6. EUHI%EEE Webhook URL — Active,

7. £ AR EF GitHub NARFHNAET, HBERREFIKS.

8. mili Register application,

9. BN FHTEFEE, = Generate a new client secret 3 8 # 4 B BIE /7 i secret,

10. MTIEESRH Generate afh ] FH FHE MBI

1. 7£ OpenShift 1, Hif; ConfigMaps.

12. ERIRHMITESZEFE N, £E N 'github-secrets' B /{H secret, ABHI AN GitHub
OAuth N FRfEFEMRBI(E :

a. 7t Red Hat OpenShift &, # A Secrets i, B Create,
b. 1%# Key/value secret,

c. HiA Secret &FMEN github-secrets,

d. SR ERMHN Key 1 Value, B f Create,

K42 IMELE

14
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GITHUB_APP_APP_ID kB GitHub N AR FRIN AR ID
GITHUB_APP_CLIENT_ID kB GitHub K A2 9% i ID
GITHUB_APP_CLIENT_SECRET GitHub N AREFHIZE Fin Secret
GITHUB_APP_WEBHOOK_URL HiA "none"
GITHUB_APP_WEBHOOK_SECRET BN "none"
GITHUB_APP_PRIVATE_KEY L TEHRRLE

13. {&2X app-config-rhdh ConfigMap EE &% GitHub &£XELE, M FAIE :

kind: ConfigMap
apiVersion: v1
metadata:
name: app-config-rhdh
data:
app-config-rhdh.yaml: |
app:
title: Red Hat Developer Hub
integrations:
github:
- host: github.com
apps:
- appld: ${GITHUB_APP_APP_ID}
clientld: ${GITHUB_APP_CLIENT_ID}
clientSecret: ${GITHUB_APP_CLIENT_SECRET}
webhookUrl: ${GITHUB_APP_WEBHOOK_URL}
webhookSecret: ${GITHUB_APP_WEBHOOK_SECRET}
privateKey: |
${GITHUB_APP_PRIVATE_KEY}

14. =X Toplogy — developer hub - Actions (drop-down)— Restart rollout,

4.2.3. £ Red Hat Developer Hub /2 GitHub % ¥

&AL Developer Hub FE4HH/H A GitHub & IIThEE, WS & catalog-info.yaml SX{HBI{ERIFZ(E
}%Q

FRFH

o MMEXE GitHub £, MEEZER, HSM 5 422 7 "ERE GitHub £,

it

1. 7£ OpenShift Container Platform Web #£#I&5#) Developer i/, # A Helm LI+,

15
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2. $ Helm K 1THRABI overflow 3 ¥ 3% Upgrade,
3. FERUTHEZ —%E Helm BE&E :
e f#M Form view

a. BJF Root Schema - global = Dynamic plugins configuration = £ backstage N frh
RERMERETIK,

b. i backstage N FAHFEET N R EIEIEAM Add List,

c. BELRENGTHEHM Package Hligsh, BROIZAILA npm pack G f#EfH. F&, &
AT -
./dynamic-plugins/dist/backstage-plugin-catalog-backend-module-github-dynamic

Enable service authentication within Backstage instance >

Shorthand for users who do not want to specify a custom HOSTNAME. Used ONLY with the DEFAULT upstream.backstage.appConfig value
and with OCP Route enabled.

apps.ci-In-6xvy78k-76ef8.origin-ci-int-aws.dev.rhcloud.com

List of YAML files to include, each of which should contain a “plugins” array.

Package specification of the dynamic plugin to install. It should be usable by the “npm pack™ command.
./dynamic-plugins/dist/backstage-plugin-catalog-backend-module-github-dynamic
Disable the plugin.
Disable the plugin

Integrity checksum of the package. Optional for local packages. Supported algorithms include: “sha512", "sha384" and
*sha256°. Refer to https://w3c.github.io/webappsec-subresource-integrity/#integrity-metadata-description for more
information

d. Hi; Upgrade,

e M YAML &

a. ¥ global.dynamic.plugins.package S##{E % &E N ./dynamic-
plugins/dist/backstage-plugin-catalog-backend-module-github-dynamic, %0 TF#IFT
I

global:
dynamic:
# other Red Hat Developer Hub Helm Chart configurations
plugins:
- disabled: false
package: >-
./dynamic-plugins/dist/backstage-plugin-catalog-backend-module-github-

dynamic

# other Red Hat Developer Hub Helm Chart configurations

16
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b. Hi Upgrade,

4. 7£ ConfigMap FRIIATFRES

kind: ConfigMap
apiVersion: vi
metadata:
name: app-config-rhdh
data:
app-config-rhdh.yaml: |

catalog:
providers:
github:
providerld:
organization: '${GITHUB_ORGY}'
schedule:
frequency:
minutes: 30
initialDelay:
seconds: 15
timeout:
minutes: 3

FERIAMNAHF, f ${GITHUB_ORG} i HEELINAHM GitHub HH, H4, MRRAE—
NN, ATLUE ConfigMap FRIIATIAHS -

kind: ConfigMap
apiVersion: vi
metadata:
name: app-config-rhdh
data:
app-config-rhdh.yaml: |

catalog:
providers:
github:

organization: ${GITHUB_ORG}

schedule:
frequency: { minutes: 1}
timeout: { minutes: 1}
initialDelay: { seconds: 100 }

LUEENRN, FEIEMNARIEFR providerld iR AR HERF.
5. mii Save,

4.2.4. 7£ Red Hat Developer Hub #1/5 A GitHub #4551 & 31

IRAA LR GitHub 4HAMIRR 51/ A GitHub & IIZhEE,

FRFH

17
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o MBEXE GitHub £, MEESER, HSM 5 422 77 "ERE GitHub £,

1. #£ OpenShift Container Platform Web #£#I&5#) Developer L&/, # A Helm LI+,
2. $ Helm & 1THRABI overflow 3 ¥ 3% Upgrade,
3. FAUTHEZ —%i%E Helm BEiE :

o fHM Form view

a. BJF Root Schema - global = Dynamic plugins configuration = £ backstage N frh
RERMERETIXK,

b. i backstage N FAEFEE N R EIESIEAM Add List,

c. BELRENDTHEHM Package Hligsh, BROIZAI LA npm pack B M. F&, &
INLATE -
./dynamic-plugins/dist/backstage-plugin-catalog-backend-module-github-org-
dynamic

Enable service authentication within Backstage instance >

Shorthand for users who do not want to specify a custom HOSTNAME. Used ONLY with the DEFAULT upstream.backstage.appConfig value
and with OCP Route enabled.

apps.ci-In-6xvy78k-76ef8.origin-ci-int-aws.dev.rhcloud.com

List of YAML files to include, each of which should contain a "plugins " array.

Package specification of the dynamic plugin to install. It should be usable by the “npm pack™ command.

./dynamic-plugins/dist/ g-backend-module-github-org-dynamic

Disable the plugin.

Disable the plugin

Integrity checksum of the package. Optional for local packages. Supported algorithms include: “sha512°, "sha384" and

“sha256°". Refer to https://w3c.github.io/webappsec-subresource-integrity/#integrity-metadata-description for more
information

d. #if Upgrade,

e {HF YAML &

a. ¥ global.dynamic.plugins.package S #f{E % & ./dynamic-
plugins/dist/backstage-plugin-catalog-backend-module-github-org-dynamic, %
BIRR -

global:
dynamic:
# other Red Hat Developer Hub Helm Chart configurations
plugins:

18
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- disabled: false
package: >-
./dynamic-plugins/dist/backstage-plugin-catalog-backend-module-github-org-
dynamic
# other Red Hat Developer Hub Helm Chart configurations

b. Hi; Upgrade,

4. 7£ ConfigMap FRINIATFRES

kind: ConfigMap
apiVersion: vi
metadata:
name: app-config-rhdh
data:
app-config-rhdh.yaml: |

catalog:
providers:
githubOrg:
id: production
githubUrl: "${GITHUB_URL}"
orgs: [ "${GITHUB_ORG}" ]

Hep:

${GITHUB_URL}
RTRUAEHN GitHub URL A&,
${GITHUB_ORG}
RTWABHNEEMNFERERFH GitHub HAMWE &,

5. mi Save,

19
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#F5%= BE Y RED HAT DEVELOPERHUB gy E T

£ Red Hat Developer Hub #, Home TIEHEZAIERERN, ©FLUEHRIELH% app-config.yaml X
. ERILMERALUT AR E TR -

o {HEAEE GitHub = GitLab #9 JSON X, EM JSON XXHEViFIE, KA LIIE app-
config.yaml SR INLL TS -

proxy:
endpoints:
# Other Proxies
# customize developer hub instance
'/developer-hub':
target: <DOMAIN_URL> # i.e https://raw.githubusercontent.com/
pathRewrite:
'"Mapi/proxy/developer-hub': <path to json file> # i.e /janus-idp/backstage-
showcase/main/packages/app/public’homepage/data.json
changeOrigin: true
secure: true
# Change to "false" in case of using self hosted cluster with a self-signed certificate
headers:
<HEADER_KEY>: <HEADER_VALUE> # optional and can be passed as needed i.e
Authorization can be passed for private GitHub repo and PRIVATE-TOKEN can be passed
for private GitLab repo

o (HRFMAARS, {EA APILL JSON & RIZHE Home TTEEIE,

v -
TEER—IRS IR Home TUEF Tech Radar #3E.

%A LUE A red-hat-developer-hub-customization-provider #E 7 RBIARSS, 1%BRSSH Home
page # Tech Radar 12#£%#(#&. red-hat-developer-hub-customization-provider iR 55121t 5 2k
A Developer Hub BiEHERERIEIE. MNRFE, ER LM GitHub H fork red-hat-developer-
hub-customization-provider R 55 1Zfi# /%, F{EREE S HEIEHITIER.

AT 1Ea T 2047 F red-hat-developer-hub-customization-provider iR 558 E ZIEEE Developer Hub
Helm Chart BI5EE%,

SeRFH
o Z{# M Helm Chart %% Red Hat Developer Hub, HIEEZER, EEM 5 3 E L% Red Hat
Developer Hub,
it =3

1. 7£ Red Hat OpenShift &, i%# +Add 5= Import from Git 3,

2. ¥ Git F#FM URL JR1NE Git Repo URL FE&H,
E{#F red-hat-developer-hub-customization-provider iR %5, Ea LRI red-hat-developer-
hub-customization-provider #Zi#ZE# URL,

3. 7£ General B39/, ¥ Name FEXFHIEE AN rhdh-customization-provider, BH i
Create,
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https://github.com/redhat-developer/red-hat-developer-hub-customization-provider
https://github.com/redhat-developer/red-hat-developer-hub-customization-provider

& 53 B¥ X RED HAT DEVELOPER HUB Hf 35T

4. HifE¥ Advanced Options, HM Target Port E#I{E,
Target Port I F BHE14E M Kubernetes 5 OpenShift fR$5LL 5 2 #1TE(E.

5. EEERS, HSHME OpenShift Administrator #1&, F#l1E Networking - Service Z43,
847 LAFE Topology & #E Service Resources,

INRIEERRAEREX NS, NEHR rhdh-customization-provider ARS5, FHEE 8080 i
M. 9 Home TTEIR LAY API URL #4751 JSON A& REIEHE, a0 FEIFTR :

[
{

"title": "Dropdown 1",
"isExpanded": false,
"links": [
{
"iconUrl": "https://imagehost.com/image.png",
"label": "Dropdown 1 ltem 1",
"url": "https://example.com/"

b

{
"iconUrI": "https://imagehost2.org/icon.png",
"label": "Dropdown 1 ltem 2",
"url": "
}
]
b
{

"title": "Dropdown 2",
"isExpanded": true,
"links": [
{
"iconUrl": "http://imagehost3.edu/img.jpg",
"label": "Dropdown 2 ltem 1",
"url": "http://example.com”

}
]
}
]

MRERARKRNE R EEE, Developer Hub SEAI&EIREIZR B A IR,
Z1jj|7] Red Hat Developer Hub A#J Home Tii, EA URL %7185 /developer-hub i,

6. FLUTRIGHRINE app-config-rhdh.yaml SZ{ b -

proxy:
endpoints:

# Other Proxies

# customize developer hub instance

'/developer-hub':
target: {HOMEPAGE_DATA_URL}
changeOrigin: true
# Change to "false" in case of using self-hosted cluster with a self-signed certificate
secure: true

TR AP 1E KA LL JSON #& 2R [E1F R,
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7. ¥4 HOMEPAGE_DATA _URL 7 Xy http://<SERVICE_NAME>:8080, %0, 'http:/rhdh-
customization-provider:8080,
&a] LLE ¥ URL SR I0ZEI rhdh-secrets s E1%7E B & X ConfigMap & i & K&k
HOMEPAGE_DATA_URL,

8. fHB& Developer Hub Pod LARIERE ek,
MRFRKEVREEME, B ERE&SEREN URL RINEIE E X ConfigMap HRIAR %
2 5RB& (csp) img-src AFIABEZHE, WMTFAR :

kind: ConfigMap
apiVersion: v1
metadata:
name: app-config-rhdh
data:
app-config-rhdh.yaml: |
app:
title: Red Hat Developer Hub
backend:
csp:
connect-src:
- "self™
- 'http:’
- 'https:'
img-src:
- "self"
- 'data:’
- <image host url 1>
- <image host url 2>
- <image host url 3>
# Other Configurations

R, MR pod LR ERME AR E.
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%5 6 & £ RED HAT DEVELOPER HUB 1B %E ¥. TECH RADAR T

2 6 = £ RED HAT DEVELOPER HUB A B E . TECH RADAR T
1]

7 Red Hat Developer Hub #, FEEf# A Helm Chart FRBIEN A5 $EMTHEE/S A Tech Radar T1E.,

5 Home page BE R, Eiii3k R Radar URL w4712 & /developer-hub/tech-radar {38, & LAfE
FALLF AR Tech Radar TUEEE :

o {HAEE GitHub = GitLab # JSON X, EM JSON XXHEViFI%E, KA LIIE app-
config.yaml SR INLL TS -

proxy:
endpoints:
# Other Proxies
# customize developer hub instance
'/developer-hub':
target: <DOMAIN_URL> # i.e https://raw.githubusercontent.com/
pathRewrite:
'Napi/proxy/developer-hub/tech-radar': <path to json file> # i.e /janus-idp/backstage-
showcase/main/packages/app/public/tech-radar/data-default.json
'"Mapi/proxy/developer-hub': <path to json file> # i.e /janus-idp/backstage-
showcase/main/packages/app/public’homepage/data.json
changeOrigin: true
secure: true

# Change to "false" in case of using self hosted cluster with a self-signed certificate
headers:
<HEADER_KEY>: <HEADER_VALUE> # optional and can be passed as needed i.e
Authorization can be passed for private GitHub repo and PRIVATE-TOKEN can be passed
for private GitLab repo

b&&7£ T tech-radar #1 homepage R3% 1/ [F]{\ZEH) pathRewrites Z A& &,
] tech-radar (*api/proxy/developer-hub/tech-radar)fEZ & W /I1E E 1 BB
AIFE .

A X1E Red Hat Developer Hub F B3 X Home TIHAMEZEE, HFSH
%8 5 Z HE X Red Hat Developer Hub #19% 177,

R MAIARSS, {#F API LL JSON #8124t Tech Radar .

FRFH

B[ Helm Chart %% Red Hat Developer Hub, MIEER %58, ESH & 3 = 2% Red
Hat Developer Hub,
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iy =

FLUUTRIBZME app-config-rhdh.yaml 3t {keh :

proxy:
endpoints:

# Other Proxies

'/developer-hub/tech-radar’:
target: ${TECHRADAR_DATA_URL}
changeOrigin: true
# Change to "false" in case of using self hosted cluster with a self-signed certificate
secure: true

itk APIIERVAALL JSON 18=03R IR,

$$ TECHRADAR_DATA_URL' i X7 http://<SERVICE_NAME>/tech-radar, il
http://rhdh-customization-provider/tech-radar,

k

N
p 3
;

il

& el LLET 2RI R rhdh-secrets SiERFHEH N B E X ConfigMap
#yffk3E . TECHRADAR DATA_URL,

fE& Developer Hub Pod LRI ER & 24,
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% 7 % RED HAT DEVELOPER HUB fhpg i B 5E X

8 7 & RED HAT DEVELOPER HUB # iyt 5 & X

f&a] LB 88 app-config-rhdh.yaml 32 {34 Red Hat Developer Hub S:fli% B%i4 09 B & 3%
i

~O

7.1. BEXRE TR

eI LA Y title FEVZEEEAE X tab TRIZTRXAX, M THIFAT :

app:
title: My custom developer hub
#..

7.2. A% X DEVELOPER HUB :fIf9 k8

R0 LB A B SR 4 S B 52 X Developer Hub £ BG4, M TFAIRTR :

app:
branding:
fullLogo: ${BASE64 EMBEDDED_FULL_LOGO}
iconLogo: ${BASE64 EMBEDDED_ICON_LOGO}
theme:
light:
primaryColor: ${PRIMARY_LIGHT_COLOR}
headerColor1: ${HEADER_LIGHT_COLOR_1}
headerColor2: ${HEADER_LIGHT_COLOR_2}
navigationindicatorColor: ${NAV_INDICATOR_LIGHT_COLOR}
dark:
primaryColor: ${PRIMARY_DARK_COLOR}
headerColor1: ${HEADER_DARK_COLOR_1}
headerColor2: ${HEADER_DARK_COLOR_2}
navigationindicatorColor: ${NAV_INDICATOR_DARK_COLOR}
#...

HRIEAYACE A,

fullLogo 2B (pinned)illiif: E#ER, FHFEE—1 base64 HmiGH{&k.

iconLogo 2#rZ (unpinned)illiif:_EEER, FHFEE—1 base64 HmiGH&.
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primaryColor 2 #EMEI, LUREASIEMAIES %M. primaryColor ZRHMER S
& -

#nnn
#nnnnnn
rgb()
rgba()
hsl()
hsla()
color()

headerColor1 (#il&35i51) #1 headerColor2 (HIRMATN) SHEMEA TEIIASIEMEI
fa, LUIREIR-ER#IE, headerColor1 #ll headerColor2 XM 2IE -

#nnn

#nnnnnn

rgb()

rgba()

hsl()
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% 7 % RED HAT DEVELOPER HUB fhpg i B 5E X

hsla()

color()

navigationindicatorColor #£{lli11= fh B eftdE R E A A RITRSE 0TI
f2, navigationindicatorColor &N 21E :

#nnn

#nnnnnn

rgb()

rgba()

hsl()

hsla()

color()

7.21. BE UGIEBIREE

fZa LA g fullLogoSize F B X E(ER A E SUNERITNEE, M THIATR :

app:
branding:
fullLogoWidth: 110px
#...

BIR R ERIBIAEDY 110px. ZRFLUTHAL - integer, px,em,rem, percentage,
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&5 8 & 7t RED HAT DEVELOPER HUB # B 7E Y I3

k

N
p
;

i

1E Developer Hub 1, FHEERFESRFR Ul AHFmANMZRLG, RAit, EAgER
ARIIARR Ul AfpEeR, Wi, EWE. . £k, Uk—EESREGNFRHE
®{, AT RHDH T,

&0 LLA E X Red Hat Developer Hub I/,

RHDH Z# LA FEHERER :

HEEH (FN)

dark ¥

auto

FRFM

2 &% RHDH web 2414,

it =

¥ Settings.

1£ Appearance miRkR®, ¥ LIGHT THEME. DARK THEME =% AUTO LU EEiER,
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%5 8 & 7 RED HAT DEVELOPER HUB B & X F 5

Appearance

Theme LIGHT THEME -@- | DARKTHEME J) | AUTO £} ‘

Change the theme mode

Pin Sidebar -
Prevent the sidebar from collapsing
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55 9 & RED HAT DEVELOPER HUB 1) SERVICENOW CUSTOM #{E

B

XEETHEE( A FHATIN, ZLE~ MRS HHIH (SLA) FXFEFRATEIE, HHE
ThEERTREH A s, RILEFRBIEEIMRPEREN]. XERATIEThEER LERA
FIRBXAHNIIE, HANSEF A BiREtRBEL,

BRIUERATUEENESER, HSH RATEEEEH,

£ Red Hat Developer Hub #1, #E®ILLijj[a] ServiceNow B & XiE¥E (BAESUIRME) , LEEBRSD
IREHEM B

Developer Hub I EE URERLERAMBIMLICRER, FRBE URE, EaIbHITA TR
{E -

. EHSERIC %

REBEEXREMCEKHIZSMCEHER

9.1. £ RED HAT DEVELOPER HUB /5 SERVICENOW H & U {Fia#

1£ Red Hat Developer Hub #1, ServiceNow HE SUR{EMENTMBIR AR EE, ZBHEIANEH,
B LR R LT RS A 8 e SR i

FRFM

Red Hat Developer Hub BR %3217, BXR% Developer Hub MEZEE, HESH
58 3 & Z# Red Hat Developer Hub,

#E B Developer Hub thETjiH,

it =

FRCEAE VR ERHRG, EHEREHAGAHT FAmE4a, F#EH Helm Chart Fi9 disabled
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https://access.redhat.com/support/offerings/techpreview/

% 9 = RED HAT DEVELOPER HUB #1f9 SERVICENOW CUSTOM 24

B, SRR :

global:
dynamic:
includes:
- dynamic-plugins.default.yaml
plugins:
- package: ./dynamic-plugins/dist/janus-idp-backstage-scaffolder-backend-module-
servicenow-dynamic
disabled: false

k

N
p
;

il

HHEABRCEM dynamic-plugins.default.yaml 3X44-#iREY, {BETLUfE
F pluginConfig B kZEEZRIAEKE.

# Helm Chart Hi%iE LU T 283k 517 B 3 SUERAF -

servicenow:
# The base url of the ServiceNow instance.
baseUrl: ${SERVICENOW_BASE_URL}
# The username to use for authentication.
username: ${SERVICENOW_USERNAME}
# The password to use for authentication.
password: ${SERVICENOW_PASSWORD}

9.2. RED HAT DEVELOPER HUB #1132 §f#) SERVICENOW H7E SUZ1F

ServiceNow HE I2E A2 H Red Hat Developer Hub it %, BE XIEEIZRLLT APIiE
KB HTTP A53% :

[ ]
GET: MisEFRmmRIEERFR
[ ]
POST : i@k EH iR
[ ]
PUT : X5 E
[ ]

PATCH : BfHiEE
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DELETE : %R

9.2.1. ServiceNow B & XI2{E

[GET] servicenow:now:table:retrieveRecord

M Developer Hub &t FiEEILKME R,

xR 9.1. MASH
Name 3l 3 ik
tableName  string WIE FMAFRRIDTHREM
sysld string WiIE ERIVIL KM — PR IARF
sysparmDi  enum("true", il REFEEERE, f0true, SEPRE false,
splayValue "false", "all") HHE. BRIMEH false,
sysparmE  #/R{E P B true LIRS E FERM Table API 5t
xcludeRef B, BIMED false,
erencelLin
k
sysparmFi  string][] it =1 HE 7 R SR [B] 89 = B 28 2H
elds
sysparmVi  string i =1 RIFHEER UL LB 2R, 7T LAE R
ew sysparm_fields Z& Lt 5%,
sysparmQ  f/R{H Pt IR, NHEE S true LU RIS AE
ueryNoDo &, FIMED false,
main
% 9.2. Filh ¥
Name 3l ik
result record<PropertyKey, TH AR BNE R 1E 3
unknown>

[GET] servicenow:now:table:retrieveRecords

M Developer Hub &G FRA XL MOKHER.

* 9.3. MASH
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%5 93 RED HAT DEVELOPER HUB Hif SERVICENOW CUSTOM #4f

Name 3l K ik
tableName  string WIE ZMAFRRIDTHREM
sysparam string prins =] FAF b IELs R RS S F R &
Query
sysparmDi  enum("true", IR REFEEERE, f0true, EPREN false,
splayValue "false", "all") HHE. BRIMESN false,
sysparmE  #/R{E P BN true LIRS E FERM Table API 5t
xcludeRef B, BMED false,
erencelLin
k
sysparmS  f/R{H P B true LR LESD TIRk, BRIMEN
uppressPa false,
ginationHe
ader
sysparmFi  string][] i =1 M & R IR [B] B9 = B 20 H.
elds
sysparmLi  int il BIUREIMR KRR, BINEH 10,000,
mit
sysparmVi  string i =1 RIFHEER UI L 2R, 7T LUE R
ew sysparm_fields Z& Lt 5%,
sysparmQ  string it =] FF &R E 12K 5HI B Z R
ueryCateg
ory
sysparmQ  #/R{E print SNRIAL, MBS true LAV RIBS 5L
ueryNoDo &, FIME false,
main
sysparmN  fa/R{E prin FEERLEHIT select count
oCount DomainMapping, BKIAE W false,
x 9.4. Bk H
Name ] feid
result record<PropertyKey, TR AR BNE R 1E 3
unknown>

[POST] servicenow:now:table:createRecord
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£ Developer Hub B9k IEEIL%,

< 9.5. MASE
Name 3l K ik
tableName  string IR ZRFILTHRI AT
requestBo  record<PropertyKey i%iE EREEILFPE LHNENSENFER AR
dy , unknown> HRRY1E
sysparmDi  enum("true", il REFEEER{E, f0true, SEPRE false,
splayValue "false", "all") HME. BRIMEH false,
sysparmE  #/R{E P BN true LIRS E FERM Table API 5t
xcludeRef B, BMED false,
erencelLin
k
sysparmFi  string[] prisvi-] i R PR B B9 ER $02E
elds
sysparmin  #p/Rff HEAE FERAEERE (40 true KEPRE) HBFH
putDisplay &, tnfalse, BINE ) false.
Value
sysparmS  #/R{H P BN true, DEIEBHERRGEER. Bl
uppressAu g false,
toSysField
sysparmVi  string i =1 RIFHEER UI LB 2R, 7T LAE R
ew sysparm_fields Z& Lt 5%,

< 9.6. iBH
Name 3l ik
result record<PropertyKey, TH AR BNE R 1E 32
unknown>

[PUT] servicenow:now:table:modifyRecord

&t Developer Hub Hikhiyif %,

*K 9.7. MASH
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%5 93 RED HAT DEVELOPER HUB Hif SERVICENOW CUSTOM #4f

Name 3l K b
tableName  string WIE ZMFPEWIL TR AR
sysld string WIE EIEHIIL T ME—FRIR T
requestBo  record<PropertyKey i%iE EREEILFHPE LHNENSENF AR
dy , unknown> R 1E
sysparmDi  enum("true"”, g BREIFEERE, #Wtrue, SEPR{EH false,
splayValue "false", "all") HHE. BRIMEH false,
sysparmE  #p/RfH HEAE BN true LA SE TR Table API %
xcludeRef B, BIMED false.
erencelLin
k
sysparmFi  string][] i =1 M . PR [B] B9 = B 280 H.
elds
sysparmin  #p/RfH HEAE FERAEERE (40 true KEPRE) HBFH
putDisplay &, tnfalse, BIMEN false.
Value
sysparmS  #/R{H P BN true, DEIEBHERRGEER. Bl
uppressAu g false,
toSysField
sysparmVi  string it =] R ER Ul - 2P0, & e] LAE A
ew sysparm_fields Z&=tt 5%,
sysparmQ  f/R{H P IR, NHEE D true LU R ESigRE
ueryNoDo &, FIME false,
main
7 9.8. i BH
Name 3l ik
result record<PropertyKey, TH R BNE R 1IE 32

unknown>

[PATCH] ARS5ER1E : now:table:updateRecord

B Developer Hub Rk hayic %,

*9.9. ASH
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Name

tableName

sysid

requestBo
dy

sysparmDi
splayValue

sysparmE
xcludeRef
erencelLin
k

sysparmFi
elds

sysparmin
putDisplay
Value

sysparmS
uppressAu
toSysField

sysparmVi
ew

sysparmQ
ueryNoDo
main

Name

result

e il

string

string

record<PropertyKey

, unknown>

enum("true",
"false", "all")

/R{E

string

/R1E

3 9.10. FH S8

el

record<PropertyKey,

unknown>

%

¢
b

-
b

-
b

o
b

o
S

-
b

o
b

18

[DELETE] servicenow:now:table:deleteRecord

36

M Developer Hub FEZAfiERIC %,

K 911. BASHE

sk

EEHICRIRIAM

B EHBIL R ME— PR

HEIREILKPE LNEN SR F R LI X
HREY(E

RE|FEE ERE, #Wtrue, SEPFR(E false,
K&, BRIAE N false,

WE N true LABEBRSE FEXE Table API 4%
B, BIME false,

MEL 2 P R [0 B = R 0 4H

FRAEETRE (Wtrue SELPHE) ¥BFE
{8, #znfalse, BEIA(E ) false,

WE N true, URIEBEIERRAFTER. Bk
{Eh false,

RIFIEER UI LA 2B, &= LAE A
sysparm_fields ZE= L2431,

MNRITAY, NELE N true LAVT R B RIEL
B, EMED false,

sk

15 K B9 R IE 3T



%5 93 RED HAT DEVELOPER HUB Hif SERVICENOW CUSTOM #4f

Name 3l K b

tableName  string IR MAHIERIC KRR A TR

sysid string IR ZFRAYIC KR ME— FRIARF

sysparmQ  f/R{H P R, THEE S true LU R ES1gRE
ueryNoDo &, BIMED false,

main
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%5 10 & GITHUB S35 iE 4t

Red Hat Developer Hub {#FNER GitHub S35 UF#ENEaREIE GitHub 3% GitHub Enterprise &
B,

10.1. GITHUB APP #5h

GitHub Apps % LT OAuth NARER, EVEERBAHENER, J9bARFRA iR KNG
FE, HERFRENSE. IBESER, ESH GitHub CEHEI GitHub K AR,

10.2. 33t GITHUB N AR

£ GitHub App /i, EaILUARITFHSEREESE %N ARFN—E82, HELEBR IR AR RsE
Fl. SGE{E 2S£ README 3Cirhift,

FFIN GitHub SA5F, i552R GitHub Bl L SEAF GitHub App HigS T,

FEALLTREASE XENEIAERNE 25 AT Register new GitHub App TiHE A EFE -

MR- : Red Hat Developer Hub

X1 URL: https://developer-hub-<NAMESPACE_NAME->.
<KUBERNETES_ROUTE_HOST>

$AUE URL : https://developer-hub-<NAMESPACE_NAME->.
<KUBERNETES_ROUTE_HOST>/api/auth/github/handler/frame

Homepage URL #&[ Developer Hub giii, MmO URL i5MS 35K UEEN B G
S

10.3. 7£ DEVELOPER HUB #Eci& GITHUB N HERF

38


https://docs.github.com/en/apps/overview
https://docs.github.com/en/apps/creating-github-apps/registering-a-github-app/registering-a-github-app

%5 10 3= GITHUB S5 FHthE

£y Developer Hub 7N GitHub &35k, #7417t app-config.yaml X #HEeiE GitHub App.
GitHub S35 uE SN RafE LU TRCE & -
clientld : #&%E GitHub L4RMZE Fim ID, H10 : b59241722e3c3b4816e2
clientSecret : S4NMNZE Fiin ID XKEXMZE Fim secret,

enterpriselnstanceUrl (®]3%) : GitHub Enterprise S£flIB9E A URL, 0 :
https://ghe.<company>.com, RE GitHub Enterprise &% enterpriselnstanceUrl,

callbackUrl (@) : GitHub 7£/331 OAuth Fi & RAMEJE URL, $10 : https:/your-
intermediate-service.com/handler, R57E Developer Hub A 2GRN, FEE
callbackUrl, #l#N%4#&EfF—4 OAuth N HEFFATFZ 4 Developer Hub SEHii,

ERSE GitHub App, ERHEN EECEZINE root auth B2 T8 app-config.yaml X ¢k, Hil0 :

auth:

environment: production

providers:

github:
production:

clientld: ${GITHUB_APP_CLIENT_ID}
clientSecret: ${GITHUB_APP_CLIENT_SECRET}
## uncomment if using GitHub Enterprise
# enterpriselnstanceUrl: ${GITHUB_URL}

10.4. ¥ GITHUB #t5/ &7 1nE] DEVELOPER HUB #iivii
ERHNmAERNBRNG, ENRERNERFMEIEN app-config.yaml 3, #ii0 :

I signinPage: github

Hth BHR

BXRMERA GitHub BEE& VRIS, HESEHK PN GitHub SR REER.
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https://backstage.io/docs/integrations/github/github-apps/

Red Hat Developer Hub 1.2 Red Hat Developer Hub A[’]

BRFRMEFRINE Backstage AlmlIFE, HSEH RGN ER S50,

40


https://github.com/janus-idp/backstage-showcase/blob/main/showcase-docs/getting-started.md

%5 112 OPENID CONNECT B33 uFEt N 7

%5 11 2 OPENID CONNECT &35 iF 4t i

Red Hat Developer Hub {8 OpenID Connect (OIDC)& 3% ik 5 5 3 #F OIDC Ml BE=HHR
FitiT BRIk,

11.1. £ DEVELOPER HUB #1{#f] OIDC &35 uFR 2 -8k

R a] LLET £ root auth B2 FEH app-config.yaml 32#, 7 Developer Hub #Zi& OIDC &35
UEHtRIFE, Bl -

auth:
environment: production
# Providing an auth.session.secret will enable session support in the auth-backend
session:
secret: ${SESSION_SECRET}
providers:
oidc:
production:
metadataUrl: ${AUTH_OIDC_METADATA_URL}
clientld: ${AUTH_OIDC_CLIENT _ID}
clientSecret: ${AUTH_OIDC_CLIENT_SECRET}
prompt: ${AUTH_OIDC_PROMPT} # Recommended to use auto
## Uncomment for additional configuration options
# callbackUrl: ${AUTH_OIDC_CALLBACK_URL}
# tokenEndpointAuthMethod: ${AUTH_OIDC_TOKEN_ENDPOINT_METHOD}
# tokenSignedResponseAlg: ${AUTH_OIDC_SIGNED_RESPONSE_ALG}
# scope: ${AUTH_OIDC_SCOPE}
## Declarative resolvers to override the default resolver:
‘emailLocalPartMatchingUserEntityName’
## The authentication provider tries each sign-in resolver until it succeeds, and fails if
none succeed. Uncomment the resolvers that you want to use.
# signin:
# resolvers:
# -resolver: preferredUsernameMatchingUserEntityName
# -resolver: emailMatchingUserEntityProfileEmail
# -resolver: emailLocalPartMatchingUserEntityName
signinPage: oidc

11.2. 1/ OIDC S35k ftR/fkciE KEYCLOAK

Red Hat Developer Hub @& —4 OIDC S35 iE#tNirE, "ILMEA Keycloak ik,

B

&1 Keycloak HflE# A PR {E Developer Hub BixrhiZ4t,
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¥ =
1.
1 Keycloak &1, fil#—/ ¥z, #01 RHDH,
2.
AIFAF
AF%&
AFMAF 4, # : rhdhuser
AL F IR
FA P B R 4 bt
£
AFN&F.
3
AP,
35 UE FL TR
P1#:% On,
3.
= Create,
4.
S Z Credentials ETIE,
5.
#¥i; Set password,
6.
A AR REN, 7 Temporary 13 Off,
7.

BIEEHAZE Fim 1D, B8 RHDH,

& ima aik
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BD# 2 On,

AYHEEM URI

&iEJy OIDC 4 ¥#2F URL, Hit
https://<RHDH_URL>/api/auth/oidc/handler/frame,

8.
SinF Credentials %£Ti£, BE# Client secret,
9.
HNTF—HEEZ i ID 1% i Secret,
10.

1£ Developer Hub #1, f£ Developer Hub secret iR IN#EN Keycloak itk

4u%4 Developer Hub secret, # secrets-rhdh,

AL MEXT -

AUTH_KEYCLOAK_CLIENT_ID
i ASRTE Keycloak FRAERKIIZE i ID, #1 RHDH,
AUTH_KEYCLOAK_CLIENT_SECRET

W AIETE Keycloak AR MIZ F i Secret,

1.
1£ Developer Hub B7E X EdEHhi%i& OIDC HA %L H#tRra,

%8 B X Developer Hub ConfigMap, # app-config-rhdh,
£ app-config-rhdh.yaml A7, 7f root auth B2 TN oidc LN FsECE, FH

sign-in /5 A oidc #tKFs :

app-config-rhdh.yaml fragment
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auth:
environment: production
providers:
oidc:
production:
clientld: ${AUTH_KEYCLOAK_CLIENT_ID}
clientSecret: ${AUTH_KEYCLOAK_CLIENT_SECRET}
metadataUrl: ${KEYCLOAK_BASE_URL}/auth/realms/${KEYCLOAK_REALM}
prompt: ${KEYCLOAK_PROMPT} # recommended to use auto
Uncomment for additional configuration options #callbackUrl:
${KEYCLOAK_CALLBACK_URL} #tokenEndpointAuthMethod:
${KEYCLOAK_TOKEN_ENDPOINT_METHOD} #tokenSignedResponseAlg:
${KEYCLOAK_SIGNED_RESPONSE_ALG} #scope: ${KEYCLOAK_SCOPE} If you
are using the keycloak-backend plugin, use the
preferredUsernameMatchingUserEntityName resolver to avoid a login error.
signin:
resolvers:
- resolver: preferredUsernameMatchingUserEntityName
signinPage: oidc

&/ backstage-developer-hub [ TR LA A B S,

&1 Developer Hub &3k Tl &7~ £ OIDC &3,

11.3. {5 KEYCLOAK M OAUTH2 {S¥E5¥# %I DEVELOPER HUB ##J OIDC

MEEFER OAuth2 KB A Keycloak WS AT UEHNfE, FEETHBEI OIDC, EalLlEHS
BEIEELR FRCELUER OIDC,

¥ =
1.

1 Keycloak &, BEMMEEM URI BHE
https://<rhdh_url>/api/auth/oidc/handler/frame, R < rhdh_url& gt; FH o Em
Developer Hub i f#2F URL, 0 my.rhdh.example.com,

2.

¥ app-config.yaml X448 auth 3849 ##9 oauth2Proxy EeE{EE#t 4 oidc AdE{E,
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£+ signinPage B2 &E{HM oauth2Proxy E#HZE oidc,

LUF IR oauth2Proxy B auth.providers f signinPage id&, ARENFHEIEHL
#a T % oide :

auth:
environment: production
session:
secret: ${SESSION_SECRET}
providers:
oauth2Proxy: {}
signinPage: oauth2Proxy

LUTFRAERESSHRIEAN#ETHE oide & auth.providers 1 signinPage EC& :

auth:
environment: production
session:
secret: ${SESSION_SECRET}
providers:
oidc:
production:
metadataUrl: ${KEYCLOAK_METADATA_URL}
clientld: ${KEYCLOAK_CLIENT _ID}
clientSecret: ${KEYCLOAK_CLIENT_SECRET}
prompt: ${KEYCLOAK_PROMPT} # recommended to use auto
signinPage: oidc

fIE2 OAuth2 Proxy sidecar 2233+ E$1 Helm Chart i values.yaml 3X{#49
upstream.service #5843, M TR :

service.ports.backend:7007

service.ports.targetPort: backend

LUFRBIE S oauth2Proxy B fRS5ECE, AGEESSMEIHRHERTE T oide -

service:
ports:
name: http-backend
backend: 4180
targetPort: oauth2Proxy
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DFRBIERT BRI ETBE oide FH IRFEE -

service:
ports:
name: http-backend
backend: 7007
targetPort: backend

F+2% Developer Hub Helm Chart,
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88 12 & RED HAT DEVELOPER HUB #1151t Bi&

HitABERICKAFED. REFHNBUBRHRMICKE, &R Red Hat Developer Hub A/,
ERGRAHL, BMFITEFIEUTER -

=AM

E4255% 6110 : terminal, port, location, IP address, 5 hostname,

E=HTBUE. Hm, B, REANEASEHER.

EHREHmM, BTh, KW

BN, #itn, info. debug. warn. error,

FEET A A T B A (R RSB T BIA -

Btk

RERED), SFENSANBREEIREHBIERRIGED. TRANITRERR, URNAEFH
HZek., FH. REESESHMBREENER.

Epulla=ysitcd

ERFELRRREEREEN RN BEEBUE, LR H i BRsiEEGH4Er,

]

e RV NE XA AR & B Rk SR a9,

BT UERRAEER RS (40 Splunk = ElasticSearch) h#E. 2%, JEMSHEAEERE. &
AILAMEA isAuditLog FEOTIEH At A &K BN H T HE.
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k

N
p 3
;

il

RAEART, #iFTASFREAXBARRESERE RAXFR{REEHE. EREAC
WARLZE T HSNRAFSERAENERBIFNEXER, HRESLHNREN,

=
o
B

MEESER, iHESH Red Hat OpenShift Container Platform - X FH&iL%

12.1. £ OPENSHIFT CONTAINER PLATFORM _ty DEVELOPER HUB E¢E&EH it Bi&

{#/ OpenShift Container Platform Web #HIE5LLF OpenShift Container Platform Hi&it&4H
{82 4 Developer Hub B8 iF AT -

AEILXBE

EEAKILKNE, SESNAKICKAHN CPU INERE, MEEZFELR, HSH Red Hat
OpenShift Container Platform - B2i& B & 10 K& E,

BEIC TR

BLi& ClusterLogging HE X BT (CR)H M spec.collection /N5, LU % B EKERN
&, M STDOUT EREK. MEEZER, 1HSH Red Hat OpenShift Container Platform -
A& A&iI0 kB SR.

BEERA

W1t {E ClusterLogForwarder CR fhiEERIHMIEEMNA S, FHKEAXT OpenShift
Container Platform £ENIBNA BRI ERmR. MHFHELEL, HSH Red Hat OpenShift
Container Platform - J5 i JSON Hi&¥ 4 #1 Red Hat OpenShift Container Platform - idi& H&#
Ko
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https://docs.openshift.com/container-platform/latest/observability/logging/cluster-logging.html
https://docs.openshift.com/container-platform/4.15/observability/logging/config/cluster-logging-memory.html
https://docs.openshift.com/container-platform/4.15/observability/logging/log_collection_forwarding/cluster-logging-collector.html
https://docs.openshift.com/container-platform/4.15/observability/logging/log_collection_forwarding/cluster-logging-enabling-json-logging.html
https://docs.openshift.com/container-platform/4.15/observability/logging/log_collection_forwarding/configuring-log-forwarding.html
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