‘® redhat.

Red Hat Enterprise Linux 5

Virtualization

A reference guide for virsch, xm, vmm and xend.

ki 2.0

Last Updated: 2017-10-16






Red Hat Enterprise Linux 5 Virtualization

A reference quide for virsch, xm, vmm and xend.

kR 2.0

Landmann
rlandmann@redhat.com



Copyright © 2007 Red Hat Inc..

This document is licensed by Red Hat under the Creative Commons Attribution-ShareAlike 3.0
Unported License. If you distribute this document, or a modified version of it, you must provide

attribution to Red Hat, Inc. and provide a link to the original. If the document is modified, all Red
Hat trademarks must be removed.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, JBoss, OpenShift, Fedora, the Infinity
logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States and other
countries.

Linux ® is the registered trademark of Linus Torvalds in the United States and other countries.
Java ® is areqgistered trademark of Oracle and/or its affiliates.

XFS ® is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United
States and/or other countries.

MySQL ® is aregistered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat Software Collections is not formally related
to or endorsed by the official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other
countries and are used with the OpenStack Foundation's permission. We are not affiliated with,
endorsed or sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

HE

AIERNEB T AAER virsh, xm, vmm i xend SKACE . AIEFSIRL IR Linux 5 _EHEINE
FHARERSGE. MRORE (LDIBRAVAR Linux EE3UMHERE) RILT R  SREMTEATER , &R
EIEZ RN | /RATLZE Bugzilla (http://bugzilla.redhat.com/bugzilla/) 423 X FAINFALAR
Linux A B IEmAITR S .


http://creativecommons.org/licenses/by-sa/3.0/

H3x

H=x
1 RED HAT R R i R R R oot i ettt ettt ettt ettt et e eeeeeenneeennceenneeenneeennnens 4
R R Y oy = 5
R R . o = 6
B AT RED HAT I M R G R TR ottt ittt ettt ettt ettt ettt ettt eeeeeesneeesnseeenneeenneenns 7
g R =2 S 8
=1 T = 12101 R 9
ol A= = e 1
= B ] = N 2 o | 2 12
g T T 10 RS 13
bR L = of = 14
=T = =% ;- 2R 15
R R T = 0 - I 16
13 B B DOMAINO TR oottt ettt ettt ettt et ettt e e e e e e enenenenenenen, 17
=R = - - 18
152 B VIRSH B I L oottt ittt ettt et et et e e et et et e e e, 19
150 EHEE M IRTEF 19
15.2. BIE BN, 19
15.3. it B XML i&4% 19
15.4. A2 BN, 19
15.5. kR & I HIZ1 T 19
15.6. £RIFREURL 20
15.7. K& 23U 20
15.8. K AR 20
15.9. EH B 20
15.10. Z& 1 H3, 20
15.11. 3054 554 5k DOMAIN ID 20
15.12. 3@ DOMAIN ID £ higi 4 21
15.13. 3054 454 4 UUID 21
15.14. B/REUMIERE 21
15.15. BR T RER 21
15.16. BREEAMEE. 21
15.17. B/REEFA CPU 58 22
15.18. LB 240 CPU 348 22
15.19. AL & B0 CPU %2 22
15.20. e ERNFESEC 22
15.21. fLEm ANTFEHE 23
15.22. MANAGING VIRTUAL NETWORKS 23
=R I D = i) =2 17 | 25
17 Z FAEBWIETEE (VIRTUAL MACHINE MANAGER) BIREEIHIL ..ovvereieeeieeeeieeeenaananns 27

17.1. UV ETRE Z2H 27



Virtualization

17.2. OPEN CONNECTION &

17.3. B EIEE RO

17.4. UM, DETAILS &N

17.5. BB WiEs &8

17.6. STARTING THE VIRTUAL MACHINE MANAGER
17.7. B FTAO R IUM

17.8. R E AR TF A UM

17.9. DISPLAYING VIRTUAL MACHINE DETAILS
17.10. CONFIGURING STATUS MONITORING
17.11. 27~ DOMAIN ID

17.12. BIREFIUNKE

17.13. B/REEHA CPU

17.14. B/~ CPU ff§ BB

17.15. B/RANFEE RIEL

17.16. MANAGING A VIRTUAL NETWORK

17.17. CREATING A VIRTUAL NETWORK

ML RN (=102 e T, L 31~
18.1. HEX AR E
18.2. HE A
18.3. EENERMNE
18.4. HEfE TR
18.5. || f B S TR = AR R
18.6. AERITIEHI & HHATIE RN
18.7. X34 BN FHLIESI A 1R)
18.8. X T BEFMLE FHLIEH & KA
18.9. 5378 LUN 34X 4k,
18.10. SELINUX [AE*=T
18.11. 18] FATLAE S L% BB AR B
18.12. % WA= AR
18.13. Bl R &4 R
18.14. & FHL AR
18.15. (RATIEHI AR
18.16. MAFEER
18.17. EIL AR E
18.18. STARTING DOMAINS AUTOMATICALLY DURING SYSTEM BOOT
18.19. &% DOMAINO
18.20. B FHECE XX ¢
18.21. FfE % FHLECE S
18.22. B4 AL MAC ik AR A
18.23. AL & REAUNLAG LIVE #5648
18.24. BNEFER(ER
18.25. X T HERIR A TEL RIR

g L = = 111 e Lo <N
19.1. 5 B My
19.2. AR

5 g W i

27
27
28
28
29
30
39
41
44
45
46
47
48
49
50

51

60
60
60
60
61
62
63
63
63
64
65
65
66
67
67
67
67
69
70

71

71
72
73
73
73
76

78
78
78



B




Virtualization

%6 1% RED HAT ML AR BL IR 25 M)

AR ARS R L EN , EHTANAEEMKANGIRS). DIREIUNRS AT USHFL T FYURER
Gt BNEFIRERGENETEBCHIBE, AIREMERGTEEULPEEEIU CPU SREiFti A
AR CPU, B FHUREARSGHMMEBC RN AR, XL FUREASARNA K8
FAFEFF.

R AAP A AT R B BALNE AU AR ST « SERREHME (full virtualization) UL
(paravirtualization) . e EMMURHKEMEAGN MR L , AR —MRENRS: , &/
PIRERG A AEREIZETT. AREXNRE PUUREASGREN AR FHITEHR (B AIRERSGSREN A
REFREE—1HE1T , BIRARZIEIUMENTEE) . FEMATEINETEEIMLSE LR PURERSE
BTEY (XLR PYREASSERBCINETEEMMER) FHEMEIINMRE, T2 BN LE

PALABRT LABR B FEARA AU AR SR R

FE—M5 , #A domain0 (dom0) , #E/R5| F ALK B34, Domain0 EERKNE AL , ERBERIEM
BHERENREINE S NETEEES ., Domain0 LAMIBYIRREH |, dnM-KFNE 5485, Domain0 AL
BIEMAES , WEE,. MEPITERER PRI E A EIMLE.,

The hypervisor (Red Hat's Virtual Machine Monitor) is a virtualization platform that allows multiple
operating systems to run on a single host simultaneously within a full virtualization environment. A
guest is an operating system (OS) that runs on a virtual machine in addition to the host or main OS.

With Red Hat Virtualization, each guests memory comes from a slice of the host's physical memory.
For paravirtual guests, you can set both the initial memory and the maximum size of the virtual
machine. You can add (or remove) physical memory to the virtual machine at runtime without
exceeding the maximum size you specify. This process is called ballooning.

RAJ AR Z BB cpu (FRA vepu) RECESAE AL IV EIEREFRIRUIE CPU Ml EiX

% vepu,

AT IR FEAR PR A E B (virtual disks) . X PP RSO HER S (MF5Re
B E FHLMES) CD-ROM X% . B EINHE AR RS EN _ ERE RS ARER FHLE .
FNEREEBEST B AT SENRG , BEOEIETHXRKR, SESHXFNTREK LVM #iE %,

BIMLRHEA (Virtual networking interface) E1TER AL E. ZEULKMR< (VNIC) —Hf , Hith
FEARPUEITER AL L. XEMEEO AKX KEI MAC HIMEACE . FIRENE PHahEaRk
VNIC , E] MAC it \— N E—TF /R B T iE & B RENEER , ATRABIANB P AEE MAC
IR ARAKETEER., BEKRER FUNE Zeih 2 n] LF LA MAC it SRARIRTE LR BB E—1E,

FOEAINESE — MNEEZEENNEIUIAIEHIA (text console) . RATLUER PERMEHIAMHE
EMENXANXAEHE .

Re] ABCEARA R FHLK(E A ERIUERAEHIA (graphical console) |, XTIV FHREFH, T IBRN IR
BHIE ., SITREMFEEUNE PIARERTLUERE. ERAEMRAERNERIIEACES ST , 51 SE5E8. B
WS T, 2NEBIMRIEARE X EA RS, /R RUE BER A 5EE kBl & B IUBER TR AR,

Guests can be identified in any of three identities: domain name (domain-name), identity (domain-id),
or UUID. The domain-name is a text string that corresponds to a guest configuration file. The domain-
name is used to launch the guests, and when the guest runs the same name is used to identify and
control it. The domain-id is a unique, non-persistent number that gets assigned to an active domain
and is used to identify and control it. The UUID is a persistent, unique identifier that is controlled from
the guest's configuration file and ensures that the guest is identified over time by system management
tools. It is visible to the guest when it runs. A new UUID is automatically assigned to each guest by the
system tools when the guest first installs.



B2 E RERGHF

=z = 4+

B2 BMEARBIHF
Red Hat Virtualization's paravirtualization mode allows you to utilize high performance virtualization
on architectures that are potentially difficult to virtualize such as x86 based systems. To deploy para-
virtualization across your operating system(s), you need access to the paravirtual guest kernels that
are available from a respective Red Hat distro (for example, RHEL 4.0, RHEL 5.0, etc.). Whilst your
operating system kernels must support Red Hat Virtualization, it is not necessary to modify user
applications or libraries.
WNRARA Intel VT #1 AMD SVM CPU 14 , Red Hat BIUML AL AVFREITTARLBRNE FINZ. £
Intel VT % AMD SVM R R , (RANERBIERIHRIERGREB X MARLEM ., Red Hat BRI
-

o ATZEMM¥EFUA Intel VT-x 3 AMD-V Pacifica #1 Vanderpool A

o [T ia64 K Intel VT-i

o Linux 1 UNIX #{EZ&%SL , BFE NetBSD, FreeBSD # Solaris,

e Microsoft Windows as an unmodified quest operating system with Intel Vanderpool or AMD's
Pacifica technology.

F7f Hardware-assisted Virtual Machine (HVM). Intel 2 AMD E4 AL BIZ{TRL BIMYIAIE | b
SR E R CPU |, HifRE A& FTHMIBEN.

EREE BT Intel ITFFK CPU flags , AT HKIGS :

I grep vmx /proc/cpuinfo

LT

flags : fpu tsc msr pae mce cx8 apic mtrr mca cmov pat pse36 clflush dts
acpi mmx fxsr sse sse2 ss ht tm syscall nx 1lm constant_tsc pni monitor
ds_cpl vmx est tm2 cx16 xtpr lahf_1m

IREILT vmx flag , ARAIRED CPU A Intel STHF.

RRERRZSH AMD FFHK CPU flag , A THKEHS

grep svm /proc/cpuinfo
cat /proc/cpuinfo | grep svm

AT

flags : fpu tsc msr pae mce cx8 apic mtrr mca cmov pat pse36 clflush dt
acpi mmx fxsr sse sse2 ss ht tm syscall nx mmtext fxsr_opt rdtscp 1lm
3dnowext pni c¢x16 lahf_1m cmp_legacy svm cr8_legacy

IRGILT svm flag , WIRIRARA) CPU T AMD 35,

S-3Z

&

%713 CPU flag , RROAZTERLIH BIOS GRS EIUL.



Virtualization

5 3 F AT

Red Hat ML RS 335 2 ANBR RI3E ALVFRTE x86 (ARBMINALL LA P6 (HESR) AIBRIETRed
Hat BB 5% -

e Celeron

e Pentium Il
e Pentium lll
e Pentium IV
e Xeon

e AMD Athlon
e AMD Duron

FELANEREIMCALE | 32 uEHUELT 32 A B E L. 64 (LM AETT 64 il E ~l
. 64 TR BRI ENTRUEST 32 fiz, 32 fif PAEZX 64 & FHl. 32 fSTe BIMLEAL AT LLUETT
PAE #13F PAE St2 UL 1.

Xt x86_64 Z4¢ , LIMELAV Linux AU ARLENAZAIFIRIT 32GB MINTF. ARIRFHEILIRIT 32GB
YIRNTFRARGE LS| SRR , RIDIENZE ST /EMIN mem=326 2%, XMIFIFE/R T 1E
grub.conf XHEEHXAEMRNSE

title Red Hat Enterprise Linux Server (2.6.18-4.elxen)
root (hdo, 0)

kernel /xen.gz-2.6.18-4-el5 mem=32G

module /vmlinuz -2.6.18-4.el5xen ro root=LABEL=/
module /initrd-2.6.18-4.el5xen.img

PAE (Physical Address Extension) & —#9 A f PO N A2 FFEmMynEs SN GFHREAR, ARt R
GERAGREBIESNN PAE, 6 PAE XFFHILIIE R 32 MARLEMZ ik 16GB IR NTE.
B EFERAREENENE FIZEDHES 256M NTE, x86/64 {illas ERNANEBRIMLALGRZ TS
ijb‘);t 64GB YIRNTE. LNERINLAMZIESE PAE REERTTXIZ1T. EMERNALEAIFF PAE, AT
BATHRNGS :

I grep pae /proc/cpuinfo
SR TN EAR

flags : fpu tsc msr pae mce cx8 apic mtrr mca cmov pat pse36 mmx fxsr sse
syscall mmtext 3dnowext 3dnow up ts

MR LA AR (BIEM) |, BRALRE CPU X#F PAE., MNRG4IRAAB/RMETiE | WA
REK) CPU R3HF PAE.



%5 4 T RED HATEIML ARSI ARG ESK

THEFEH I E Z Red Hat B3l RGEATESRIN

1EE121THRed Hat RHEL 5 Linux &%t
"] I GRUB 3| A8
R [E1 AR

P6 %Kk (NEF) LIS

The Linux bridge-utils

Linux itk RSt

zlib FF&

Python 2.2 runtime

initscripts

ERFELRPRBC AR SACE.

N v =

e

% 4 3= RED HATEHML AN ARSI ESK

If your system CPU architecture is ia64, you need to manually install the xen-1a64-
guest-firmware package to run a fully virtualized guest. This package is provided in

the Supplementary CD and is not installed by default.
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E5E 5| FAL
7R T Red Hat US| RERT SR AL, 43| SRR | RIS T —HEREIRGE

. MBEE{R/G3NRed Hat B AL Z B , FRVADARF P&, xend SPHFHFENZE LM initscripts 4]
i, REFITE3h xend , TR :

I service xend start

Rt AT LA chkconfig xend 3k{# xend 7£3| S [G3h.

xend T3 I HISFI AR AT BEFIMAE R A ST ETETNRE, XSRS I RIR , BAEI
M TAZE., #E/RG3N xend Z /T , RIAUEIT YRiE xend FIACE LA xend-config.sxp KIS EIRIESE |
XA T ete/xen BT,



% 6 &= ACE GRUB

% 6 Z fit & GRUB

GNU Grand Unified Boot Loader (or GRUB) is a program which enables the user to select which
installed operating system or kernel to load at system boot time. It also allows the user to pass
arguments to the kernel. The GRUB configuration file (located in /boot/grub/grub.conf) is used to
create a list of operating systems to boot in GRUB's menu interface. When you install the kernel-xen
RPM, a post script adds kernel-xen entries to the GRUB configuration file. You can edit the grub. conf
file and enable the following GRUB parameter:

title Red Hat Enterprise Linux Server (2.6.18-3.el5xen)

root (hdo; 0)

kernel /xen.gz.-2.6.18-3.el5

module /vmlinuz-2.6..18-3.el5xen ro root=/dev/VolGroup@0/LogVole® rhgb
quiet

module /initrd-2.6.18-3. el5xenxen.img

MRARRES/RBIFMER Linux grub 528 , 51 S2EBFEFLEN hypervisor, initrd BN Linux i
#%. BRI TAZNEEREMBAEMSEBZ E , RZEEHBANTE. 3152552/ m hypervisor F
Linux NiZ& % (F13%E5%) 641788, THERI/RFIZE B/RT EHE Domain0 linux RNAZNTZR HI1E
800MB ¥ [N :

title Red Hat Enterprise Linux Server (2.6.18-3.el5xen)

root (hdo; 0)

kernel /xen.gz.-2.6.18-3.el5 dom@_mem=800M

module /vmlinuz-2.6..18-3.el5xen ro root=/dev/VolGroup@0/LogVole® rhgb
quiet

module /initrd-2.6.18-3. el5xenxen.img

#RAT A FIX L GRUB S35 kACE ML EIRFEF (hypervisor)

I mem

FR#% T 5] FiF domain0 KINFFEE.

x
| com1=115200, 8nl

BRTAZSENE—TRORTLARTEHE (com2 FHEL T — iR , EL) .

X
I dom®_mem

XPRE T 7] AT domain0 IINTFEE.
I dom@_max_vcpus

XPR%|T domain0 B WK CPU ¥ &,
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I acpi

X3 ACPI hypervisor YJ#tZ hypervisor 1 domain0., ACPI| S EIRETE :

/* ** k%

/* "acpi=off":
*/

/* "acpi=force":
*/

/* "acpi=strict":
*/

/* "acpi=ht":

*/

/* "acpi=noirq":
*/

noacpi

Linux config options: propagated to domain®@ ****/

Disables both ACPI table parsing and interpreter.
Overrides the disable blacklist.

Disables out-of-spec workarounds.

Limits ACPI from boot-time to enable HT.

Disables ACPI interrupt routing.

X% T AT interrupt delivery f{] ACPI,

10
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B T1E 5 FE IS

YRATMER xm F2F3R3| SR/ A8, YRUAETBUER virsh FEUHEIEE (Virtual Machine Manager)
¥alF&E . 31 SEFPIBRAEREKGERARER FEN. THMERT xmcreate Fds

I # xm create -c guestdomainl

guestdomainl ZRETSI FHMBMECES M.  -¢ WHRRIES| SEEHRISRIRNEHIA.

1
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% 8 & 75| R B3N/{= 1035,

HRA] ATEAEAT g [3shek & LEiE1TH3, Domain0 £ B2 IS A EiTsi< A, RIOVRICIRIER
FRIBHECE X ET /etec/xen/ BRT. FTBHRAETES| S SaRISMEE] /etc/xen/auto T
ShEE.

I chkconfig xendomains on

chkconfig xendomains on 4 R2EIMEINE , ©HE TR SIS,

I chkconfig xendomains off

LI FTAIE1THIRed HatE2Utk3%. chkconfig xendomains off #47E F k5| S RFAMAEHIE.

12
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BIFERENH

Red Hat Virtualization configuration files contain the following standard variables. Configuration items
within these files must be enclosed in quotes ("). These configuration files reside in the /etc/xen

directory.

3R 9.1 AWML R ST A E 3t

mH

pae

apic

memory

vepus

console

nic

vif

disk

dhcp

netmask

gateway

acpi

ik

BREMEMIEY FRACE ¥R,

TERE R A PRI T H SR RO B R

$53E LA megabyte SAEKIRNEFEKR/N

FEE R CPU (s E.

TEEFHIEEHI A iR H 5.

BAE REAMER IR A E.

Lists the randomly-assigned MAC addresses and
bridges assigned to use for the domain's network
addresses.

fjlgﬂj T AR E FH USSR S PR & 2

Ffi DHCP SR,

AEBCER IP R,

EEECE M IP RX,

B SR ACE IR A K ACE TR,

13
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%10 &= B CPU

Red Hat Virtualization allows a domain's virtual CPUs to associate with one or more host CPUs. This
can be used to allocate real resources among one or more guests. This approach allows Red Hat
Virtualization to make optimal use of processor resources when employing dual-core, hyperthreading,
or other advanced CPU technologies. If you are running I/0 intensive tasks, its typically better to
dedicate either a hyperthread or entire core to run domain0. The Red Hat Virtualization credit
scheduler automatically rebalances virtual cpus between physical ones, to maximize system use. The
Red Hat Virtualization system allows the credit scheduler to move CPUs around as necessary, as long
as the virtual CPU is pinned to a physical CPU.

14
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5B 11 5 FBAE

BHEREETHRENSN — YR ENMTEI H5—E F. DIREMURGESIFRFEAEA I - offline
M live, Offline BAEET E= I, HRBNEFREERNEN LRERITHRAIEEINN—EENB
B)AS—EFN. Live BAEMAMRNEE , EAREEIIE., ST live FBAEAT , UKL EFENES
MR PR EREEHIRBEFSEENMT ., ZHHRE— live B1E , BE ENBONUSITANREMUL R
ZLAK xend PIPEERE. BREVLMAEEBRIR (MAF) RENBIEFHILHIT (bandwidth) .
IRENA B R ENEDAA MR R EIMY R (211386-VT, x86-64-VT, x86-64-SVM %)
HRE TR L2 7M.

When a domain migrates its MAC and IP addresses move with it. Only virtual machines with the same
layer-2 network and subnets will successfully migrate. If the destination node is on a different subnet,
the administrator must manually configure a suitable EtherIP or IP tunnel in the remote node of
domainO. The xend daemon stops the domain and copies the job over to the new node and restarts it.
The Red Hat Virtualization RPM does not enable migration from any other host except the localhost
(see the /etc/xend-config.sxp file for information). To allow the migration target to accept incoming
migration requests from remote hosts, you must modify the target's xen-relocation-hosts-allow
parameter. Be sure to carefully restrict which hosts are allowed to migrate, since there is no
authentication.

RESRX L35I B ANt KA ST B , XANTFER] BELTERE R R MBS (8], N RARFSABT A FH IR W4 1 HE ik
, XEERREEE M EN ERE |, SSHIEENAZISATT . BhEKIRed Hat B AL iptables FLR
RAFENRNBADERE., MEAFXFERE |, ROV SR iptables FLR,

AT A{$E F xm migrate #5431 T offline #4144 :
I xm migrate domain-id [destination domain]
RATA{#E A xm migrate 454347 live #5148 :

I xm migrate domain-id -1 [destination domain]

You may need to reconnect to the domain's console on the new machine. You can use the xm console
command to reconnect.

15
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F12 F ELEMSN A

AR EIMC AR REWRHME AR R R — N E R , BRBT RN , ErseRE A E XHEC
BEREPEZ M AKXMIRA TR BN,

Each domain network interface is connected to a virtual network interface in domoe by a point to point
link. These devices are vif <domid> and <vifid>.vif1.0 for the first interface in domain1; vif3.1
for the second interface in domain 3.

Domain0 LML BRI _ERIE(E , XHTRAF. K. BRREIF , ©XMBARMER Linux 258, xend
STIPHRRE AP shell BIASKBATRIEFFH EAEOMVIIAECE. XLMA AN EIEORE #
—HIRIAT. ARAT AR RE SOX LR A S L B K ER AN AT

Red Hat Virtualization's virtual networking is controlled by the two shell scripts, network-bridge
and vif-bridge. xend calls these scripts when certain events occur. Arguments can be passed to the
scripts to provide additional contextual information. These scripts are located in the
/etc/xen/scripts directory. You can change script properties by modifying the xend-config.sxp
configuration file located in the /etc/xen directory.

network-bridge — 24 xend EHSFILRS | XANAYIAKEEFILEIUMLE, 2 /5 , MIAHETEE
EMIHT xen—bre FHE etho BEXNMF £, HERXVAKE. 4 xend RFRHE , EfERIK
Al ethe , AR E [RAGH) 1P AEERACE.

vif-bridge - Y TERENSNENEN  XNHAEEAR. CEEFIEANEREBIE vif MAZIE
BRI L.

HRA] UM A E At BV AS TE (RN 28 BB iR L Red Hat BIUMLASE , fl network-route, network-nat,
vif-route, l vif-nat, skEXLEATTAHEEXHWTERENR.

16
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13 Z= 1% E DOMAINO {2 e

When deploying Red Hat Virtualization on your corporate infrastructure, you must ensure that
domainO cannot be compromised. DomainO is the privileged domain that handles system
management. If domainO is insecure, all other domains in the system are vulnerable. There are several
ways to implement security you should know about when integrating Red Hat Virtualization into your
systems. Together with other people in your organization,you should create a 'deployment plan' that
contains the operating specifications and services that will run on Red Hat Virtualization, and what is
needed to support these services. Here are some security issues to consider when putting together a
deployment plan:

o RIE{TR/IMIBENMNTERRS. AEE domain0 BiZfT RS HMES MRS . ETHRSHD , &
S,

e 3 SeLINUX #E1{RS domain0 HZ &1,

o {FABHAIERIRFIZE] domain0 KIREE. RAJLLURE X default-reject MLRIKIBH A3 |, XKH
By %Xf domain0 ;. FRHIMLE facing lRFWEREEK.

o AEAVFEIEMA F8) domain0, FNRARAVFL 8 A FiR) domain0 |, XA aE4 §3K domain0
S%WE., 104E , domain0 BEBH , AFIEEAKSHISR T REARETR 2K,

17
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E14 = 1714

BN AEFRESEEBHWINEME. /RTIE domain0 IR HRIRE (BEENOX) 1EREIBREE

(virtual block device , VBD) SHE|E A, R E BN S XSG E S H 4 file-backed BBk
W&, ERELRED , AIEEIUC RS HREEH LVM H blktap, #Rt 0] LAE BARAERIMILE X , 20
NFS, CLVM 8} iSCSI ke it UL A1 .

18



%515 %= fH VIRSH ST

%15 2= FJ VIRSH STE =4

RATLAfE AR virsh F2 Rk B EfUML. XN T HAZ R libvirt management API M FFEA xm T AR
R EEENBRRMERK. Unprivileged AFRTRDUEXANT AR T RESEHRE. MRFITHIET
xend/qemu , {REZIZIE xend/gemu {EARSFKZ1T. TR THNMNEEXHE , EFMENARS

, xend/qemu EAMRSETT. RATRUIE virsh FAERMIAE, A xm TA—# | fRATAEGSITEET

virsh,

151 532 WisfE Fr
YRATIME R virsh SERAH— N MR FATE |

I virsh connect <name>

Where <name> is the machine name of the hypervisor. If you want to initiate a read—only connection,
append the above command with —readonly.

15.2. Y% UL,

PRAT AN XML 425 X B A — D HEIMWSE. aRAFA — MR Axm ABZKE L, #REATIL
AEBIE—EIU, -

I virsh create <path to XML configuration file>

15.3. ACE XML #4i#
HRATIAfE R virsh I A BEIAT — MR A4,

I virsh dumpxml [domain-id | domain-name | domain-uuid]

This command outputs the domain information (in XML) to stdout . If you save the data to afile, you
can use the create option to recreate the virtual machine.

15.4. 3 UM
FRATAGE A virsh SIS,

I virsh suspend [domain-id | domain-name |domain-uuid]

When a domain is in a suspended state, it still consumes system RAM. There will also be no disk or
network |/O when suspended. This operation is immediate and the virtual machine must be restarted
with the resume option.

15.5. Tk & B BKIETT
YRATAFR virsh SEtikE — MR, -

I virsh resume [domain-id | domain-name | domain-uuid]

XMRERMARN , BWUIKERLT suspend 1 resume HEHAH,
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15.6. {R7FEEFAML
FRATBAEFR virsh SIBEIMLA LRTRSRIFEI A SR -

I virsh save [domain-name][domain-id | domain-uuid][filename]

This stops the virtual machine you specify and saves the data to a file, which may take some time given
the amount of memory in use by your virtual machine. You can restore the state of the virtual machine
with the restore option.

15.7. TR & REHULL
You can use virsh to restore a virtual machine that you previously saved with the virsh save option:
I virsh restore [filename]

This restarts the saved virtual machine, which may take some time. The virtual machine's name and
UUID are preserved but are allocated for a new id.

15.8. 3<[F] B UL
{RA]AfE R virsh SR REFURL :

I virsh shutdown [domain-id | domain-name | domain-uuid]

JBid % xmdomain. cfg M on_shutdown % , #RATARHIEILE FRE01Th.

15.9. EHTAsNEUL
HRAT A& FB virsh SKE 224,

I virsh reboot [domain-id | domain-name | domain-uuid]

B e xmdomain.cfg X on_reboot Z¥K , HRATLMEHIEUNLE BRUTTH.

15.10. 28 1135
YRA] AR virsh SR IEFEAN BRI -
I virsh destroy [domain-name | domain-id | domain-uuid]

This command does an immediate ungraceful shutdown and stops any guest domain sessions (which
could potentially lead to file corruptted filesystems still in use by the virtual machine). You should use
the destroy option only when the virtual machine's operating system is non-responsive. For a
paravirtualized virtual machine, you should use the shutdown option.

15.11. 3@ &2 444 - DOMAIN ID
{¢Ra] LR virsh 8383544 8k UUID %45 Domain ID,
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I virsh domid [domain-name | domain-uuid]

15.12. i€ DOMAIN ID &3 hisi 4
{¢ra] LR virsh 42 Domain ID 8f UUID &4 hia 4 -

I virsh domname [domain-name | domain-uuid]

15.13. &334 40 UUID
{RETAA virsh $EIA A UUID

I virsh domuuid [domain-id | domain-uuid]

15.14. BREUIER
#RA] AR virsh SR E /<A domain ID, 3848k UUID IRAIKEBIMILKER. :

I virsh dominfo [domain-id | domain-name | domain-uuid]

15.15. BT AEE
YRATEFR virsh BRI AUSE -

I virsh nodeinfo

AT L
CPU model x86_64
CPU (s) 8
CPU frequency 2895 Mhz
CPU socket(s) 2
Core(s) per socket 2
Threads per core: 2
Numa cell(s) 1
Memory size: 1046528 kb

XBRT N RGBSR AR

15.16. BREHLIEE

RA] AR virsh Sk B R EFMNS R L HPRE

I virsh list domain-name [ —inactive | — -all]

—inactive RS HAEFNIE (BAREELRIAENNR) . — -all ERIIHFTHRSE , 6
EEANMANTESNN. Hdh RO T 5P RS

I ID Name State
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0 Domain® running

1 Domain202 paused

2 Domain010 inactive

3 Domain9600 crashed
XEFRMRE -

running lists domains currently active on the CPU

blocked 1lists domains that are blocked

paused lists domains that are suspended

shutdown lists domains that are in process of shutting down
shutoff 1lists domains that are completely down.

crashed 1lists domains that are crashed

15.17. B/~REIACPU 5 E
#Ra] LA virsh SREREFULEHEIL CPU SR -

I virsh vcpuinfo [domain-id | domain-name | domain-uuid]

15.18. ACE 2 CPU KB
YRETAA virsh SRECE B4 CPU A4 CPU XA -

I virsh vcpupin [domain-id | domain-name | domain-uuid] [vcpu] , [cpulist]
XEK [vepu] ZEEHAVCPU SHIM [cpulist] 31HTH#3E CPU 5.,

15.19. ACE B4 CPU ¥ E

You can use virsh to modify a Virtual Machine's number of CPUs:

I virsh setvcpus [domain-name | domain-id | domain-uuid] [count]

TR, B E R T ARG ML S E R E.

15.20. it EREFEL AL

You can use virsh to modify a domain's memory allocation:

I virsh setmem [domain-id | domain-name] [count]
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You must specify the [count] in kilobytes. Note that the new count cannot exceed the amount you
specified when you created the Virtual Machine. Values lower than 64 MB probably won't work. You
can adjust the Virtual Machine memory as necessary.

15.21. fCEmARNFIHE

You can use virsh to modify a Virtual Machine's maximum memory:
I virsh setmaxmem [domain-name | domain-id | domain-uuid] [count]

You must specify the [count] in kilobytes. Note that the new count cannot exceed the amount you
specified when you created the Virtual Machine. Values lower than 64 MB probably won't work. The
maximum memory doesn't affect the current use of the Virtual Machine (unless the new value is lower
which should shrink memory usage).

15.22. MANAGING VIRTUAL NETWORKS

You can use virsh to manage virtual networks. To list virtual networks:
I virsh net-list

This command generates output similar to:

[root@domain ~]# virsh net-list

Name State Autostart
default active yes

vnetl active yes

vnet2 active yes

To view network information for a specific virtual network:
I virsh net-dumpxml [vnet name]

This displays information about a specified virtual network in XML format:

[root@domain ~]# virsh net-dumpxml vnetl
<network>
<name>vnetil</name>
<uuid>98361b46-1581-ach7-1643-85a412626e70</uuid>
<forward dev='etho'/>
<bridge name='vnet@®' stp='on' forwardDelay='0"' />
<ip address='192.168.100.1"' netmask='255.255.255.0"'>
<dhcp>
<range start='192.168.100.128"' end='192.168.100.254"' />
</dhcp>
</ip>
</network>

Other virsh commands used in managing virtual networks are:
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virsh net-autostart [network name] — Autostart a network specified as [network
name]

virsh net-create [XML file] — Generates and starts a new network using a preexisting
XML file

virsh net-define [XML file] — Generates a new network from a preexisting XML file
without starting it

virsh net-destroy [network name]—Destroy a network specified as [network name]

virsh net-name [network UUID] - Convert a specified [network UUID] to a network
name

virsh net-uuid [network name — Convert a specified [network name] to a network UUID

virsh net-start [name of an inactive network] — Starts a previously undefined
inactive network

virsh net-undefine [name of an inactive network] —Undefine aninactive
network



%6 16 = Fi XEND EH UM

%16 2= F§ XEND EIH EZ340,

xend 5 TSP IR T L S MW XA S BIRINRE, XTSI Bt &R , A
xend NS EBIMIII TR E. #EMRfE3) xend Z /T , FRGEIT wiE xend KECE S xend -
config.sxp KIEEHRIESE , XNHALT ete/xen B, THERITLTE xend-config. sxp At
BXHREEASRILNSE

#16.1. ZHE MU RS xend BLE S

HH ik

console-limit Determines the console server's memory buffer limit
and assigns values on a per-domain basis

min-mem #5 domain0 RB =/ N\NEHE (DA MB A841)
wWERHF 0, NHEARELL,

domO cpus $65E domain0 {F K CPUME (BRABHTED
fic—4> CPU)

enable-dump FEEURLERRE R R (RER0)

external-migration-tool B FSRAMBESNIB IR B S IEM AN BT (A

YT etc/xen/scripts/external-
device-migrate)

logfile B BEXHRNNE (TREA
/var/log/xend.log)

loglevel & H5H83 : DEBUG, INFO, WARNING, ERROR
I CRITICAL (fk#&5 DEBUG)

network-script S /S AMSIMERERA (AT
etc/xen/scripts H:xX)

xend-http-server A EH http stream #UEBEEME 2T (BREA
no)

xend-unix-server B unix BEEFRE R (EEFRESEIE—NERE
ﬁ,ﬁ , BAMNEK BRI MR IERE I IR \HIE

) .

xend-relocation-server BRAATIENZST41EM relocation fREZ28 (BREA
no)

xend-unix-path $55E xend -unix-server &4 H RN E

(fk&R£ var/1lib/xend/xend-socket)

xend-port FERE http BIRMRS25(F AR (k&K 8000)
xend-relocation-port E5E relocation RS2 FT{E AR (BREA
8002)
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mA E117%
xend-relocation-address &3 REFUNL S0 AR ST FS AR At
xend-address YR E T R % 2340 At

ERE T XERESEE |, RNZKEE xend BEBIEEIETT , MRIRE , VA HE. EGSRRMMTE,
YRR LA T ER 44 f53) xend SPAPEHFE,

I service xend start

YRAT AR xend SEAELEXANSTHRUHE

I service xend stop

XA 5L T STIPEHAE.

PR xend SREFT B30T #HAR
I service xend restart
STHHBERIREET .

AT E xend SFAPPHFZHOR .

I service xend status

The output displays the daemon's status.
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17 = FARIMEIESE (VIRTUAL MACHINE MANAGER) &1H
REUML

AESIANB AT Red Hat EEIMEIEE (VMM) &H. XHEEMAEREER mEs.

171, B ETEE 504

TIFERIMUAZE R —NRHFAHNES |, ENASE—EXT EIMHTEE, SPWEHEE (VMM) 324t
T AZGEREIUWNERARE. FRETLA VMM SKE T2 RIltlas. #REIMEIESE | R
A AT BIAETRES |, BIESECNTF. NBLEIACPU, SRR EMEE R R 1F. KB, EiE. &K
SPITHXRAEBIURLZ. EMAFRARXAMER RS E. AIEERIMCAZNEEHEFFNEECE
Bzt CPUMNERIR., XEFTLAEERE , BaTUshSo s N ARREFFRS . T A2RH R

2T Intel VT 01 AMD Pacifica i R E RS E LIS F BIE1T.

17.2. OPEN CONNECTION &

This window appears first and prompts the user to choose a hypervisor session. Non-privileged users
can initiate a read-only session. Root users can start a session with full blown read-write status. For
normal use, select the Local Xen host option. You start the Virtual Machine Manager test mode by
selecting the Other hypervisor andthentype test:///default inthe URL field beneath. Once
in test mode, you can connect to a libvirt dummy hypervisor. Note that although the Remote Xen
host screen isvisible, the functionality to connect to such a host is not implemented into Red Hat
Enterprise Linux 5.1.

Open connection

.....................................

(_) Other hypervisor

|| Read only connection

¥ Cancel ‘ [ =B=Connect }

17.1. Virtual Machine Manager Connection window

17.3. B EEEET D
RAEEHOBRT FAEFNELWAATRATIINEE (44 domain0) , #RATURE BoRWPLES .,

WEFEA B XA B AIESI G . SR EIWIIRE Display &4 , KHILXLE
B Details &, #RILATLAVIA] File SEESKAIEFTAIREML.

27



Virtualization

Virtual Machine Manager

File Edit View Help

View:
] Mame ™ | Status CPU usage VCPUs  Memory usage i
0  Domain-0 & Running 0.23 % 8 926.37 MB (90.64%) [ |

(4]

17.2. Virtual Machine Manager main window

17.4. 24/, DETAILS &[0

This window displays graphs and statistics of a guest's live resource utilization data available from the
Red Hat Virtualization Virtual Machine Manager. The UUID field displays the globally unique identifier
for the virtual machines(s).

Domain-0 Virtual Machine Details

Basic details =

Name:

UUID:
Status: g Running

Performance

CPU usage: 1%

Memory usage: 926 ME of 1022 MB

(1 D)

17.3. Virtual Machine Manager Details window

17.5. EHMWLEIE =S &

This window displays a virtual machine's graphical console. Paravirtual and full virtual machines use
different techniques to export their local virtual framebuffers, but both technologies use VNC to make
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them available to the Virtual Machine Manager's console window. If your virtual machine is set to
require authentication, the Virtual Machine Graphical console prompts you for a password before the
display appears.

Winual Machire Hedp

iy = R

Pause  Shindrsin  Open emina  Take snapsha Machine dicals

17.4. EEHIEHIA

Your local desktop can intercept key combinations (for example, Ctri+Alt+F11) to prevent them from
being sent to the guest machine. You can use the Virtual Machine Manager's 'sticky key' capability to
send these sequences. You must press any modifier key (like Ctrl or Alt) 3 times and the key you
specify gets treated as active until the next non-modifier key is pressed. Then you can send Ctrl-Alt-F11
to the quest by entering the key sequence 'Ctrl Ctrl Ctrl Alt+F1'.

17.6. STARTING THE VIRTUAL MACHINE MANAGER

EENEIMEIEESVE , £ Applications 328 | 517 System Tools , #AfF1%FF Virtual
Machine Manager .

R ETEE E & AR B L.

Virtual Machine Manager

File Edit View Help

View:
] Mame ™ | Status CPU usage VCPUs  Memory usage i
0  Domain-0 & Running 0.23 % 8 926.37 MB (90.64%) [ |

=2

17.5. Starting the Virtual Machine Manager
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17.7. BT B U,
B ERE (virt-manager) 2 & BN REFESF.
You can use Red Hat's Virtual Machine Manager to:
o BIZHAIEL.
e Configure or adjust a domain's resource allocation and virtual hardware.
o SEihZATAISAIMERERN B IRF 1B L.
o BIRMBEATIRAM MIBMER.
o fHERAPEKA VNC & Fim 2a ke AT PN T2 B izH &,
HE
You must install Red Hat Enterprise Linux 5.1, virt-manager, and the kernel packages on

all systems that require virtualization. All systems then must be booted and running the
Red Hat Virtualization kernel.

L

TERE ARSI FELANE R Linux 5 ERER PHBRERZTEENSE |

TR 17.1. SRR FHRERS

1. £ Applications 38 , 1%% System Tools , #A/5i%3#¥ Virtual Machine Manager,

REAMEIEE T ORI,
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ld Virtual Machine Manager - 8
Fle Edit \iew Help
View:| All virtual machines |V
] Name * |5Status CPU usage Memory usage fad
0  Domain-0 & Running 7.08 % | 93950 MB (91 84%) [N |
7
]
<] S [#]
L Delete | 3 New & Details QpenJ
17.6. Virtual Machine Manager window
2. f£ File 35 , 1%#% New machine,
Virtual Machine Manager = ||
Edit View Help
E MNew machine... Alt+N Eiew:| |
7 Restore saved machine ... Alt+R - =
<] VCPUs | Memory usage
=]l Open connection... 926.37 MB (90.64%)
X Close Cri+w
1 Quit ctri+Q ! )

|| (3 New || ¢/ Details || 7 Open |

17.7. 3 — it 25
B FT ML A SRR L,

3. Click Forward.
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-

K€% Create a new virtual system

Creating a new virtual system

This assistant will guide you through creating a new
virtual system. You will be asked for sorme information
about the virtual system you'd like to create, such as:

A name for your new virtual system

Whether the system will be fully
virtualized or para-virtualized

The location of the files necessary for installing an
operating system on the virtual system

Storage details - which disk partitions or
files the systern should use

Memory and CPU allocation

¥ Cancel| | €8 Back

(=3 Earwaj

17.8. QU F AR LR T

4. Enter the name of the new virtual system and then click Forward.
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K€% Create a new virtual system

Naming your virtual system

Please choose a name for your virtual system:

System Mame: xen-gu95t|

() Example: systeml

L ¥ Cancel | | @ Back| | & Earwaj

17.9. & MRS

5. MIANRENRKUE. kickstart SRV E R &R, RfEm Forward |
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b4 Create a new virtual system

Please indicate where installation media is available for the
operating system you would like to install on this
paravirtualized virtual systerm. Optionally you can provide
the URL for a kickstart file that describes your system:

Install Media URL: http:ﬂbuildmnt.example.cnmfdistmfiBSEftreel

Kickstart URL:

@ Example: fip:/fhostname.example. com/ksks.cfg

Locating installation media

@ Example: http:ffservername.example.com/distrofiZ386ftree

b

b

L ¥ Cancel | | 4@ Back

(=3 Earwaj

17.10. E LR R
6. WEZE—/ MRS H XS E XN SRR B RS,

N v =

e
BXMEIFEXHRRRET — N EURSE.

SELinux policy only allows xen disk images to reside in
/var/lib/xen/images.

Open a terminal and create the /xen directory and set the SELinux policy with the command
restorecon -v /xen. Specify your location and the size of the virtual disk, then click

Forward.
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b4 Create a new virtual system

Assigning storage space

Please indicate how you'd like to assign space on this physical
host system for your new virtual systerm. This space will be
used to install the virtual system's operating system.

() Mormal Disk Partition:

Fartition: Browse .

@ Example: /dev/hdc2

(® Simple File:

File Location: | fvar/lib/xen Browse. ..

-

File Size: 000 = MB

@ MNote: File size parameter is only relevant for new files

Tip: You may add additional storage, including network-
mounted storage, to your virtual system after it has been
created using the same tools you would on a physical system.

L ¥ Cancel | | @ Back| | & Earwaj

17.11. YA A

7. Select memory to allocate the guest and the number of virtual CPUs then click Forward.
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b4 Create a new virtual system

Allocate memory and CPU

Memory:

Please enter the memory configuration for this VM. You can
specify the maximum amount of memory the VM should be
able to use, and optionally a lower amount to grab on startup.

Total memory on host machine: 1023 GE
WM Max Memory: |512
VM Startup Memory: 512 =

CPUs:
Flease enter the number of virtual CPUs this WM
should start up with.

Physical host CPUs: 1

-

VCPUs: (1 ©

Tip: For best performance, the number of virtual CPUs should be less
than (or equal to) the number of physical CPUs on the host system.

L ¥ Cancel| | §@ Back| | & Earwaj

17.12. 53ACR7EA CPU

8. Select Forward to open a console and the files start to install.



xen-guest Virtual Machine Console
Virtual Machine  Wiew

B n (V]

Run Pause Shutdown

miform Multi-Platform E-IDE driver Revision: 7.B8alphaZ
ide: Assuming SHMHz system bus =peed for PI0 modes: owverride with idebus=xx
ide-floppy driver H.99.newide
1izshcore: registered new driver libusual
1zbhcore: registered new driver hiddew
1zhcore: registered new driver usbhid
riverssush/inputshid-core.c: v2.6:USB HID core driver
NP: Mo P5-Z2 controller found. Probing ports directly.
igd4Z.c: Ho controller found.
ice: P32 mouse device common for all mice
:md driver 8.98.3 MAx_MD_DEUS=256, MD_SB_DISKS=27
! bitmap version 4.39
P bic registered
Initializing IPsec netlink socket
ET: Registered protocol family 1
ET: Registered protocol family 17
zing IPI No-Shortcut mode
XENBUS: Device with no driver: devicersuvbd- 51712
XENBUS: Device with no driver: devicersvif-8
Freeing unused kernel memory: 188k freed
ite protecting the kernel read-only data: 356k
Greetings.
naconda installer init wversion 11.2 starting
punting ~proc filesystem... done
reating ~dev filesystem... done
opunting ~sdevspts (unix38 pty) rilesystem... done
punting ~sys [ilesystem... done
rying to remount root filesystem read write... done
punting ~tmp as ramfs... dome
wming install...
umming ~sshinsloader

17.13. 3ACEEA CPU

9. EXNEARTARLK.
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hd xen-guest Virtual Machine Console

Virtual Machine View

{2 1 o

Run Pause Shutdown

RED HAT
ENTERPRISE LINUX 5

RED HAT
ENTERPRISE LINUX 5

I

17.14. ZEIHA...

T

H
[=]

When installing Red Hat Enterprise Linux 5.1 on a fully virtualized guest, do
not use the kernel-xen kernel. Using this kernel on fully virtualized
guests can cause your system to hang.

If you are using an Installation Number when installing Red Hat Enterprise
Linux 5.1 on a fully virtualized guest, be sure to deselect the
Virtualization package group during the installation. The
Virtualization package group option installs the kernel-xen kernel.

Note that paravirtualized quests are not affected by this issue.
Paravirtualized guests always use the kernel-xen kernel.

10. Type xm create -c xen-guest to start the Red Hat Enterprise Linux 5.1 guest. Right click
on the guest in the Virtual Machine Manager and choose Open to open a virtual console.
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hd xen-guest Virtual Machine Console

Virtual Machine View

1 o

Pause Shutdown

RED HAT
ENTERPRISE LINUX 5

Username:

Please enter your username

Language Session Restart Shut Down

17.15. Red Hat Enterprise Linux 5.1 (quest)

1. 5 N\ P4 ARk F BN B TR

17.8. Ik B AR TFH UL

EENEIMEEEE , RASGENHEEIWEEREETENE, Domain 0 2RNENARLE. MREBAR
BIEMNLE | ARG RIA EUNIEELT.

WELBIRFIRIE

1. fE File 38 |, %53¥ Restore a saved machine,
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ml Virtual Machine M8
Edit View Help
New machine... Alt+N
¥ Restore saved machine... Alt+R
VCPL
Restore a saved machine from a filesystem image
¥ Close Crrl W
i Quit Ctri+0Q
17.16. Restoring a Virtual Machine
2. KE BPMLER R LI,
|" i Restore Virtual Machine x
‘ Dl home " bclaary‘
Places Name ¥ Modified [
@ root ® Desktop 10/25/2006
& Desktop [ OpenOffice 10/25/2006
[ virtualization 10/25/2006
[ configuring Virsh 10/31/2006
‘D Configuring Virsh.xml Thursday ||=
- [J Configuring Virsh xmi~ 11/01/2006
[ Configuring Virsh~ 10/31/2006
| ] Red Hat Virtualization Troubleshooting 10/26/2006
| ] Red Hat Virtualization Troubleshooting.xm! 10/27/2006
. [J Red Hat Virtualization Troubleshooting.x... 10/26/2006
4 Add m Remove ‘ [ Red Hat Virtualization Troubleshooting~  10/26/2006 [~
| ¥ Cancel ‘ ‘ =7 Open I

1717, EFRER B AE
3. MBI BRI EFRENSVEL.
4, fiF open,

REFEURSRE BB EEETEN,
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ml Virtual Machine Manager

File Edit View Help

Eiew:|
] Mame ™ | Status CPU usage VCPUs  Memory usage
0  Domain-0 & Running 0.23 % 8 926.37 MB (90.64%) [ |

(4]

17.18. R RN EIMERE LT

17.9. DISPLAYING VIRTUAL MACHINE DETAILS
PRAT A A REF ML B 4572 FF SR B B AR G B AT RE UL AR A Sh e .
To view a virtual system's details:

. EERIMEEEETED , SREMEEERXEU.

ml Virtual Machine Manager O xX
File Edit View Help
Eiew:|
] Mame ™ | Status CPU usage VCPUs  Memory usage i
0  Domain-0 & Running 0.23 % 8 926.37 MB (90.64%) [ |
(] I D
@oeiete || [new || Poetais || &

17.19. e E BRI,

2. EEMWIETRER Edit 34 | 1%3% Machine Details
i Details 1%4H) .

(BRAE B ETEE T E O RIKET R

41



Virtualization

b d Virtual Machine Manager (Xen: localhost.localdomaimn)

File View Help

Host details... Eiew:[hll virtual machines ¢l
# Machine details. ..
] CPU usage VCPUs  Memory usage
m g 3.60 % 2 185 GE 92 %I

3£ Preferences

| [ New || @//@De’gails || '[:?Qpenj

-

17.20. BB TS5

Virtual Machine Details Overview & HI. XANEHBR T (RF5ERNIEM CPU FRNTEE AtE
Do

Domain-0 Virtual Machine Details

Basic details

Name:

UUID:
Status: g Running

Performance

CPU usage: 1%

Memory usage: 926 ME of 1022 MB

(1

17.21. 87K Virtual Machine Details Overview
3. f£ Virtual Machine Details &1 , &7 Hardware 1.

Virtual Machine Details Hardware &3 £ 11,
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n. Domain-0 Virtual Machine Detalls

Virtual Machine View

Owverview | Hardware ‘

17 F= FAEIMLETES (VIRTUAL MACHINE MANAGER) BT g4,

Processor

Memaory

Disk

17.22. 7K Virtual Machine Details Hardware

4. 7f Hardware I0 , i Processor A AE BT E S4BT IEZS A ECIE .

17.23. BRI N BT
5. 7f£ Hardware B , s Memory A B BB B BIKNGESEC.

=
&
N

Owerview | Hardware

Processor

Memory

Disk

17.24. B/ RAFEHEUENR
6. 7£ Hardware I , @iy Disk FJUBEFEHUFIRERACE.
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Overview | Hardware

Processor

Mernory

Metwork

&
&=

17.25. B R ACH
7. £ Hardware T , =7 Network A LB ESE B XL RIRMEECE .

Owverview | Hardware

Storac II il

Processor

Mermory

Disk

Metwork

17.26. B/RMEECE

17.10. CONFIGURING STATUS MONITORING
RAJRAfE B E IR B SRS BUB MR SR 9%
RREREREHERERE

1. £ Edit 328 | %53¥% Preferences,
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b Virtual Machine Manager (Xen: localhost.localdomain)

Eiew:[hll virtual machines ¢l

File View Help
Host details...
&7 Machine details...

35 Preferences
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17.16. MANAGING A VIRTUAL NETWORK

To configure a virtual network on your system:

50

1. From the Edit menu, select Host Details.
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b4 Virtual Machine Manager (Xen: localhost.localdomain)

View Help

Host details ..

Eiew:[ All wirtual machines

& Machine details. ..
= CPU usage VCPUs Memory usage
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3% Preferences
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17.39. Selecting Host Details

2. This will open the Host Details menu. Click the Virtual Networks tab.

File Help

Owerview | Virtual Networks

(.J Basic detalls

default ]
““ Mame: [default

Ui [belcgdds-dc4}'-43[]D-9c42-b49093c604ad

Device: [virbrﬂ

State: dj Active
Autostart: ¢ On boot

IPv4 configuration

Network: [192.168.122.0;24

DHCP start: [192.168.122.2

DHCP end: [192.168.122.254

Forwarding: «@ NAT to any physical device

17.40. Virtual Network Configuration

3. All available virtual networks are listed on the left-hand box of the menu. You can edit the
configuration of a virtual network by selecting it from this box and editing as you see fit.

17.17. CREATING A VIRTUAL NETWORK

To create a virtual network on your system:

1. Open the Host Details menu (refer to £ 17.16 77 “Managing a Virtual Network” ) and click

the Add button.
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File Help

Owerview | Virtual Networks

Basic detalls

L

default R‘

MName: [default l

Ui [belCQddS-dC4?-43[]D-9(:42-!::49[]93(:6[]43{1 l

Device: [virbrﬂ l

State: dj Active
Autostart: ¢ On boot

IPv4 configuration

Network: [192.168.122.0;24 ]

DHCP start: [192.168.122.2 l

DHCP end: [192.168.122.254 l

Forwarding: «@ NAT to any physical device

17.41. Virtual Network Configuration

This will open the Create a new virtual network menu. Click Forward to continue.
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Creating a new virtual network

This assistant will guide you through creating a new
virtual network. You will be asked for some information
about the virtual network you'd like to create, such as:

® A name for your new virtual network
® The |Pv4d address and netmask to assign

The address range from which the DHCP

] . . .
server will allocate addresses for virtual machines

® Whether to forward traffic to the physical network

Hel Cancel Eorward
& Help

17.42. Creating a new virtual network

2. Enter an appropriate name for your virtual network and click Forward.



Naming your virtual network

Please choose a name for your virtual network:

Metwork Name: |netwnr|{1

() Example: networkl

Hel Cancel Back Eorward
& Help

17.43. Naming your virtual network

3. Enter an IPv4 address space for your virtual network and click Forward.



Choosing an IPv4 address space

You will need to choose an IPv4 address space
for the virtual network:

Metwork: | |

) Hint: The network should be choosen from one of
" the IPv4 private address ranges. eq 10.0.0.0/8,
172.16.0.0/12, or 192 168.0.0/16

Netmask: 255 .255 255 .0
Broadcast: 192.168.100.255
Gateway: 192.168.100.1
Size: 256 addresses

Type: Private

Hel Cancel Back Eorward
& Help

17.44. Choosing an IPv4 address space

4. Define the DHCP range for your virtual network by specifying a Start and End range of IP
addresses. Click Forward to continue.



Selecting the DHCP range

Please choose the range of addresses the DHCP server can
use to allocate to guests attached to the virtual network

Start: | |

End: [192.158.100.254 |

- Tip: Unless you wish to reserve some addresses to allow
static network configuration in virtual machines, these
parameters can be left with their default values.

Hel Cancel Back Eorward
& Help

17.45. Selecting the DHCP range

5. Select how the virtual network should connect to the physical network.



Connecting to physical network

Please indicate whether this virtual network
should be connected to the phyiscal network.

(@ lsolated virtual network:

) Forwarding to physical network

Desination:

Hel Cancel Back Eorward
& Help

17.46. Connecting to physical network

If you select Forwarding to physical network, choose whether the Destination
should be NAT to any physical deviceor NAT to physical device etho.

Click Forward to continue.

. You are now ready to create the network. Check the configuration of your network and click
Finish.



Ready to create network

Summary
Metwork name: networkl
IPvd network

Network: 192.168.100.0/24
Gateway: 192.168.100.1
Metmask: 255.255.255.0

DHCP

Start address: 192.168.100.128
End address: 192.168.100.254

Forwarding

Connectivity: Isolated virtual network

|'ﬁﬂelp| | 4 Qancel‘ | & Eack| ‘éEEiniSh|

17.47. Ready to create network

7. The new virtual network is now available in the Virtual Network tab of the Host Details menu.
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File Help

Owerview | Virtual Networks

Basic details

networkl (J ]
X

@ uuID: [ge595c6a-15eb-?dgb-dcec-caedd318c5ea ]

Name: [netwcrkl l

default

Device: [vnet[] l

State: g | Active
Autostart: «* On boot

IPv4 configuration

Network: [192.158.100.0;24 ]

DHCP start: [192.168.100.128 l

DHCP end: [192.168.100.254 l

Forwarding: @0 Isolated virtual network

(Baser ][> oo ] G ]

17.48. New virtual network is now available
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=z = \ ~z
5 18 & LR I A BRI R fE IR
FEOARIESE 7 IRERK, BENABSRESRESTIRESBIINEBERND. EaFEmREE. BE
M E . G T RMPTREURE R AN —R X,
18.1. BEXH IR M &
When deploying Red Hat Enterprise Linux 5.1 with Virtualization into your network infrastructure, the
host's Virtualization software uses many specific directories for important configuration, log files, and

other utilities. All the Red Hat Virtualization logs files are standard ASCII files, and easily accessable
with any ASCII based editor:

o AIEBIMLAGHNEIENREBRE /etc/xen/, XNMEFBEET xend SFIFFHEFHEMAKE
PECE . MRS NARAELAL (£ /scripts BX) .

o FTAVRRATHIERRIRE MK BEX 474 /var/log/xen B3,
o RMNAZHNIE AT A BIMUE T AR IR G EBR B IRFE  /var/1lib/xen BRE,

o ZIMEEBIMLALH /proc XHARS{SENT /proc/xen/ EBHR.

18.2. AN A

INERINLARLELL xend SPIPFHFEM gemu-dm HHFENFE , XA TEEHEZ N HEXHE AR
/var/log/xen/ H3x :

e xend.log 2% xend TIFHBRENFTBIIENREX S , FMEXTEREENASRENH
ERIBEBEPITIEE, FTAEIMIRIRIE (ANEBE. XM, HEEF) ABEHIL.
xend. log B% ERIREREMHHMAERENE— T EFR. EBEHREEAFARE MK,

e xend-debug.log 285 xend MEUNFZRE: (20 framebuffer, Python JIA%S%) K4
RIS E B,

e xen-hotplug-log B AEREREMHNIIENREX . WRREDMERAZEWES) , F
HICREXE.

e gemu-dm.[PID].log & gemu-dmHFE AT TLEIUMME FPHSIZK BRI M. YERBRE
SLAFRS , PRIAZIFT ps @4 3FHkE gemu-dm (S ESRIRER qemu-dm FIHFRS. JEE/RAIM
FASKIRAY qemu - dm FHFZE) PID SkAE [PID],

ANRFE(E AR EIRENRIBZ TSR , /RATFE /. virt-manager BT virt-
manager . log XHEFIREMNIIE. TESXRAREEIUMIEEE , EASBERINANBEEX4RE
. BRIMAGERE , EEREWEIERERT , BEHREMIT virt-manager.log 30,
18.3. EZMHRNE
YIELNE AN IR R IR BRI R |, REZGCEHA LA TR BEX M
o EIWIME{I T /var/lib/xen/images HXE,

o WIREZ xend STIFHFENT , BELFEH /var/lib/xen/xend-db B3R T xend-
database .,

o EWWMEAESEE (/8 xm dump-core #44EMK) {uF /var/lib/xen/dumps Hx
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.

o /etc/xen BRBERARBEAGRIRNECEXH. xend TiHFHBEKEEXHE xend-
config.sxp , #RA]AGEAIX AN XASRSKIEARSTOEIRE S FHACE ML callout,

e proc @4EF—NTAFHRUERGEENRIR, XL proc BT /proc/xen BE,
/proc/xen/capabilities
/proc/xen/balloon

/proc/xen/xenbus/

18.4. HfEfiflx LA

AENELE T A EE AR, METAMSKERTE (KT AxL T AkACELIEEIMLIRS
MEZEE , FEEMRRNEEAR) . RAJRUERXEAR R RS EE R T A B SR MINRIERER

e Xxentop
e xm dmesg

e xm log

e vmstat
e lostat
e lsof

PRA] AfE X LEAR A RSB TE R T AL B Sk BN BUEAR R
e XenOprofile

e systemTap

e crash
e sysrq
e sysrq t

o sysrqw
YRAT A FRaX Lo 2% T B Sk i Bhis A -
e ifconfig
e tcpdump
e brctl

bretl E—/MEREIUME Linux WAZEREMECEUAMFRERMSE TR, EPITXLRGIGSN , fREb
IRMEARAFAUR
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# brctl show

bridge-name bridge-id STP enabled interfaces
xenbro 8000.feffffff no vifi13.0
xenbri 8000.ffffefff yes pddummy®
xenbr2 8000.ffffffef no vif0.0

# brctl showmacs xenbr@

port-no mac-addr local? ageing timer
1 fe:ff:ff:ff.ff: yes 0.00
2 fe:ff:ff:fe:ff: yes 0.00

# brctl showstp xenbro@

xenbro

bridge-id 8000.fefffffffff

designated-root 8000.fefffffffff

root-port 0 path-cost 0
max-age 20.00 bridge-max-age 20.00
hello-time 2.00 bridge-hello-time 2.00
forward-delay 0.00 bridge-forward-delay 0.00
ageing-time 300.01

hello-timer 1.43 ten-timer 0.00
topology-change-timer 0.00 gc-timer 0.02

18.5. FI| fl B G2 TR

When encountering issues with installing Red Hat Virtualization, you can refer to the host system's two
logs to assist with troubleshooting. The xend.log file contains the same basic information as when
you run the xm log command. It resides in the /var/log/ directory. Here is an example log entry
for when you create a domain running a kernel:

62

[2006-12-27 02:23:02 xend] ERROR (SrvBase: 163) op=create: Error creating
domain: (©, 'Error')

Traceback (most recent call list)

File "/usr/lib/python2.4/site-packages/xen/xend/server/SrvBase.py" line 107
in_perform val = op_method (op, req)

File

"/usr/1ib/python2.4/site-packages/xen/xend/server/SrvDomainDir.py line 71
in op_create

raise Xenderror ("Error creating domain: " + str(ex))
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I XendError: Error creating domain: (©, 'Error')

HABMEEX M, xend-debug.log , WTAGEHRMEFEFRAN , BACBETEHL xend.log
EONFERRMER. THERE RPN AE R)8 R R -

ERROR: Will only load images built for Xen v3.0

ERROR: Actually saw: GUEST_O0OS=netbsd, GUEST_VER=2.0, XEN_VER=2.0;
LOADER=generic, BSD_SYMTAB'

ERROR: Error constructing guest 0S

YN R PSRRI A REKCARR |, EICeM L& EE %L

18.6. RSB {TIZH & T THUEMR

BITIEH A ERIABEENRBNRER. REIMEAZEERT , BSIEFREF (hypervisor) =47 —

MR |, KB INEEARY ERIRERX AR, AT, SBITES A AFARIETREEY BT .. R0k
& Xen FHIEEURH BRI BITIZHE . RERVINECE TR FVKAEROX LR, ERUXFAE , b
/A& grub. conf SCEE X LEETRSKRAE coml /dev/ttySe tER—NEZ K 38400-bps (HIRITIE

A -

title Red Hat Enterprise Linix (2.6.18-8.2080_RHEL5xen0)
root (hde,2)
kernel /xen.gz-2.6.18-8.el5 com1=38400, 8n1l
module /vmlinuz-2.618-8.el5xen ro root=LABEL=/rhgb quiet console=xvc
console=tty xencons=xvc
module /initrd-2.6.18-8.el5xen.img

The sync_console can help determine a problem that causes hangs with asynchronous hypervisor
console output, and the "pnpacpi=off" works around a problem that breaks input on the serial
console. The parameters '"console=ttyS0" and "console=tty" means that kernelerrors get
logged with on both the normal VGA console and on the serial console. Then you can install and set up
ttywatch to capture the data on aremote host connected by a standard null-modem cable. For
example, on the remote host you could type:

I ttywatch --name myhost --port /dev/ttySe

XL /dev/ttyse WEHSHZE /var/log/ttywatch/myhost.log 3.

18.7. S BRI U MR FALIESI & Bvila]

FEME FRERS B IECE R — N ISR S & IR A Z Domain0 #RIERSE , #RATIL
FEmSITRAN TGS

I xm console [domain name or number]

1EXE domain100 REX—MZITRTSH, /RUATLUER B EEE KRB REIAIATHE . 7
Virtual Machine Details & [9 K View FHEE | #%3% Serial Console,

18.8. X5t & BEHAMLE Pl & i)

Full Virtualized guest operating systems automatically has a text console configured for use, but the
difference is the kernel gquest is not configured. To enable the guest virtual serial console to work with
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the Full Virtualized guest, you must modify the guest's grub. conf file, and include the 'console
=ttyS0 console=tty0' parameter. This ensures that the kernel messages are sent to the virtual
serial console (and the normal graphical console). If you plan to use the virtual serial console in a full
virtualized guest, you must edit the configuration file in the /etc/xen/ directory. On the host domain,
you can then access the text console by typing:

I Xm console

YR AT A A R fUN B & SR B /R EB1T4E %) & 7 Virtual Machine Details O View 88 | 1%3%

Serial Console,

18.9. 3t LUN FFZ 4L,

MRIRNAGIRBERZEKIZ (multipath) , /RATRAE A udev KRG lun FFR 4. ERMEZ AT , 51
RAFERIS 7 IEREI UUID, —BEARHRIF T IXLE UUID |, RATRUBII iR /etc BREM scsi_id Xk
FCE lun FFR . RAXARBER BTG | RIOERIEINT—T :

I # options=-b

RIEAXNSERREE :

I # options=-g

XEVF udev SRISIEATAIR[E] UUID RS SCSIR®E , BHERAS UUID |, B :

I#scsi_id -g -s /block/sdc

B RAZIN T TR

[root@devices] # scsi_id -g -s /block/sdc
*3600a0b80001327510000015427b625e*

XAMNKFFEHME UUID, BRI UUID B5RBELETRH , KEFMRFHKIZKMR UUID SHxS T4

BEEEMRR, YFREFEEMARIRSER , UUID R&%E, —BRELKRE 7T IREFIRIE , VR

BIRREmANN, EoEIXLAN , RIS /etc/udev/rules.d HREM 20-names.rules

X, RELIZN G BN ZEE T EmAE

# KERNEL="sd*", BUS="scsi", PROGRAM="sbin/scsi_id", RESULT="UUID",
NAME="devicename"

LG ZK VUID BHILAM UUID Mik&E 4. FTRL, XARNIEIRE T X

KERNEL="sd*", BUS="scsi", PROGRAM="sbin/scsi_id",
RESULT="3600a0b80001327510000015427h625¢e
", NAME="mydevicename"

XSRS ERAMAILAL /dev/sd* IRESFIEL T UUID, LB KINELERREN , EalE—
1 /dev/devicename fiR&ETT R, FEXMEIFE , RETRR /dev/mydevice . &5 , RRHERIL
/etc HREK rc.local THMMNEXIRIZSE

I /sbin/start_udev
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MAZE{E (MULTIPATH) X LUN 24K

BUAEZERZAOMIEESIE lun JFRM , RIAIIE XL ERZREZHANG. B30, FRA0YREE /ete/ B
SKEM multipath. conf TARE X OMEE RIS ¢

multipath {

wwid 3600a0b80001327510000015427b625€e
alias orampil

}

multipath {
wwid 3600a0b80001327510000015427b6
alias oramp2

}

multipath {
wwid 3600a0b80001327510000015427b625€e
alias oramp3

}

multipath {
wwid 3600a0b80001327510000015427b625€e
alias oramp4

}

XFENT A4 lun ;. /dev/mpath/orampl, /dev/mpath/oramp2. /dev/mpath/oramp3 Fl
dev/mpath/oramp4, XLRERKAT /dev/mpath BHR. XL lun WEFEEBRIRARF , BA
EA1EREET LUN i wwid BIZZH514 .

18.10. SELINUX fHAE%ET

REDNBEBE T LGB E RS0 SELinux MIE BEYS ., UAREPEB AL B TAEINE &0,
FRAAABR R HT SELinux 5RREg ., EAR AHELE LVM & |, (RN RIRE ZHA & FEH B3
SELinux £,

# semanage fcontext -a -t xen_image _t -f -b /dev/sda2
# restorecon /dev/sda2

#/R{ESE xend_disable_trans {# xend Z£E 553 A\ unconfined 183, 21k ¢ 8 AMHAFERRITEL
EENAZGENRAEFF., BIBRVRAEILERERNMC A5 {# K xen_image_t.

18.11. j3[a) & LR 2 1% BB %R

PRAJAfE FRRI A B KAR Pt le) B PR ARG Ep0%uE. AL T AR, REIKAE FIL.
ME P domO ilRIS MR Ge A AT BERE R ARSE.

HRAT A FA kpartx F2FF SRR XA ER LVM #4548 -

yum install kpartx

kpartx -av /dev/xen/guestil

add map guestlpl : © 208782 linear /dev/xen/guestl 63

add map guestlp2: 0 16563015 linear /dev/xen/guestl 208845

A B —ANDXK LVM %, FRIA vgscan Xt LVM B TEFHTHEFFF vgchange -ay 654 80E A1
HX_ERELE (fRER VolGroup00)
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# kpartx -a /dev/xen/guestil

#vgscan

Reading all physical volumes . This may take a while...
Found volume group "VolGroup@@" using metadata type 1vm2
# vgchange -ay VolGroup00

2 logical volume(s) in volume group VolGroup®® now active.
# lvs

LV VG Attr Lsize Origin Snap% Move Log Copy%

LogVol00 VolGroupO® -wi-a- 5.06G

LogVolO1l VolGroup@O® -wi-a- 800.06M

# mount /dev/VolGroup00/LogVole0 /mnt/

#umount /mnt/

#vgchange -an VolGroup00

#kpartx -d /dev/xen/guestil

FRMCER vgchange -an SREZIESETH. A kpartx-d ks XBETRKEA losetup
-d EREFEKE.

18.12. & LAt = A ik

4

FRAE G5 xend  JREE , HAWIRARE, A xm listl FrIERITENES

Error: Error connecting to xend: Connection refused. Is xend running?

YRERFTIZ1T xend start B, KIMEZHER :

66

Error: Could not obtain handle on privileged command interfaces (2 = No
such file or directory)

Traceback (most recent call last:)

File "/usr/sbin/xend/", line 33 in ?

from xen.xend.server. import SrvDaemon

File "/usr/lib/python2.4/site-packages/xen/xend/server/SrvDaemon.py" ,
line 26 in ?

from xen.xend import XendDomain

File "/usr//lib/python2.4/site-packages/xen/xend/XendDomain.py" , line 33,
in ?

from xen.xend import XendDomainInfo

File "/usr/lib/python2.4/site-packages/xen/xend/image.py" , 1line37, in ?
import images

File "/usr/lib/python2.4/site-packages/xen/xend/image.py" , 1line30, in ?
xc = xen.lowlevel.xc.xc ()

RuntimeError: (2, 'No such file or directory' )
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R A B RE R RIEENE312) T 3F xen-hypervisor KNz, ERFFREANREE , ROIATES] T
1% xen-hypervisor Ni#% (ZK1E grub.conf I{4EIL xen-hypervisor RNiZXE AiREEHR
) .

18.13. [B iR B5ax

AMRARAEFAET T PG, RATRUEIMERR R &M E (BREE F 8 NMESNEIRRE) . 40
RIRFELZT 8 METHNE PRI RS | RIES /etc/modprobe . conf 30, HE%
modprobe . conf XA , {RMIEE T HEIXAT :

I options loop max_loop=64

PRET LA AR BLE M METERAE 64, AR , ARG B BERRE SIFHNE PR sE N 2 IR
. MR , R]RJE phy: block device &} tap:aio ®RERBTHEUNASL , € phy: device
g file: file BTREEMLERSL. .

18.14. & P82 =

When you attempt to create a guest, you receive an "Invalid argument" error message. This
usually means that the kernel image you are trying to boot is incompatible with the hypervisor. An
example of this would be if you were attempting to run a non-PAE FC5 kernel on a PAE only FC6
hypervisor.

YRA yum update SREFTAAZET , grub. conf EAGHREPIAZIEIR Y] (2] 538 AR A 2 REFAL A,

ERFXANEE , RIDIAEY /etc/sysconfig/kernel/ HREMERENIZ RPM, RIAAHIRIE
gb.conf T2 kernel-xen S¥IKIXE AR E L.

18.15. BT HI B =
YRIERATIS A PSS RBUETHL . TREXNAS , fRIUE grub. conf BEOSBIEECA :

Iserial --unit=1 --speed=115200

title RHEL5 1386 Xen (2.6.18-1.2910.el5xen)

root (hde, 8)

kernel /boot/xen.gz-2.6.18-1.2910.el5 com2=115200, 8n1l

module /boot/vmlinuz-2.6.18-1.2910.el5xen to root=LABEL=RHEL5_1386
console=tty console=ttyS1115200

module /boot/initrd-2.8.6.18-12910.el5xen.img

title RHEL5 1386 xen (2.6.18.-1.2910.el5xen

root (hde, 8)

kernel /boot/xen.gz-2.6.18-1.2910.el5 com2=115200 console=com2l
module /boot/vmlinuz2.6.18-1.2910.el5xen to root=LABEL=RHEL5_1i386
console=xvc Xencons=xvc

module /boot/ititrd-2.6.18-1.2910.el5xen.img

XLESS grub.conf MUERNVIZAE(S BITIEH A 1ER LIE. RNMNZBERERBEAKERN ttyS |, 0
ttyso .

18.16. MM sE 1%
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Red Hat Virtualization can configure multiple Virtualization network bridges to use with multiple
ethernet cards. To successfully configure multiple network bridges for ethernet cards, you must
configure the second network interface by either using the system-config-network TUI/GUI, or by
creating a new configuration file in /etc/sysconfig/network-scripts . You should use a process
to setup multiple Xen bridges. This is an example config file for a second NIC called 'eth1’

#/etc/sysconfig/network-scripts/fcfg-ethl
DEVICE=eth1
BOOTPROTO=static
ONBOOT=yes

USERCTL=no
IPVGINIT=no
PEERDNS=yes
TYPE=Ethernet
NETMASK=255.255.255.0
IPADDR=10.1.1.1
GATEWAY=10.1.1.254
ARP=yes

j& /etc/xen/scripts/network-bridge E#l%| /etc/xen/scripts/network-bridge.xen

Edit /etc/xen/xend-config.sxp and add a line to your new network bridge script (this example
uses "network-virtualization-multi-bridge" ).

£ xend-config.sxp XHE , MARFATROXSHEAHX :
I network-script network-xen-multi-bridge
EHRANEER FTEN—T

I network-script network-bridge

WMRIRAEEBIEZ A Xen WA , RIAVIEIEZE—NEEXHNMZA, TERAIFEIET A Xen R (FRA
xenbr0 I xenbri ) FMNHIEE{IMNE] ethl # ethe

# !/bin/sh

# network-xen-multi-bridge

# Exit if anything goes wrong

set -e

# First arg is operation.

oP=3%$1

shift

script=/etc/xen/scripts/network-bridge.xen

case ${OP} in

start)

$script start vifnum=1 bridge=xenbrl netdev=ethil
$script start vifnum=0 bridge=xenbr® netdev=etho
stop)

$script stop vifnum=1 bridge=xenbrl netdev=ethl

$script stop vifnum=0 bridge=xenbr® netdev=eth0

status)
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$script status vifnum=1 bridge=xenbrl netdev=ethil
$script status vifnum=0 bridge=xenbr® netdev=eth0

*
)
echo 'Unknown command: ' ${O0P}
echo 'Valid commands are: start, stop, status'
exit 1
esac

NRAFABCBEHADEINAT | #R7T AE /R BIRIAS FH & 5/ R REAR R ST

18.17. £1CA L E

The task of configuring your RHEL 5.1 loaded laptop for use on a network environment, presents a
number of potential challenges. Most WiFi and wired connections switch constantly during any given
day, and Red Hat Virtualization assumes it has access to the same interface consistently. This results
in the system performing ifup/ifdown calls to the network interface in use by Red Hat Virtualization.
WiFi cards are not the ideal network connection method since Red Hat Virtualization uses the default
network interface.

The idea here is to create a 'dummy' network interface for Red Hat Virtualization to use.

This technique allows you to use a hidden IP address space for your guests and Virtual Machines. To do
this operation successfully, you must use static IP addresses as DHCP does not listen for IP addresses
on the dummy network. You also must configure NAT/IP masquerading to enable network access for
your guests and Virtual Machines. You should attach a static IP when you create the '"dummy' network
interface.

EXMFIFE |, HOMFRA dummyO |, IPHBIEA 10100, IAHFRME ifcfg-dummyo F{F
/etc/sysconfig/network-scripts/ HXF.

DEVICE =dummy®
BOOTPROTO=none
ONBOOT=yes

USERCTL=no
IPV6INIT=no
PEERDNS=yes
TYPE=Ethernet
NETMASK=255.255.255.0
IPADDR=10.1.1.1
ARP=yes

RIZIE xenbro 4832 ZE dummy® |, XAERD{EFIYIRMLEHTTT | XA ARV ERE.
You will need to make additional modifications to the xend-config.sxp file. You must locate the (

network-script 'network-bridge' bridge=xenbr0 ) section and add include thisin the end
of the line:

I netdev=dummy®

You must also make some modifications to your guest's domU networking configuration to enable the
default gateway to point to dummyO. You must edit the DomU 'network’ file that resides in the
/etc/sysconfig/ directory to reflect the example below:
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NETWORKING=yes
HOSTNAME=1localhost.localdomain
GATEWAY=10.1.1.1

IPADDR=10.1.1.10
NETMASK=255.255.255.0

JaF domain0 B/ NAT 2MFEE , X domU FHeRTRAARIAEMLE, AxFA , BMER LAt
ATASRIH AT WE B PME ARG TTE SRS, 2N T BIFTR , ESILXFF AL , RIAEH /etec/re3.d B3R
B s99XenLaptopNAT 14,

#!/bin/bash
#
XenLaptopNAT Startup script for Xen on Laptops

#
#
# chkconfig: - 99 01

# description: Start NAT for Xen Laptops
#

#

#

PATH=/usr/bin:/sbin:/bin:/usr/sbin
export PATH
GATEWAYDEV="1ip route | grep default | awk {'print $5'}"

iptables -F
case "$1" in
start)

if test -z "$GATEWAYDEV"; then

echo "No gateway device found"

else

echo "Masquerading using $GATEWAYDEV"

/sbin/iptables -t nat -A POSTROUTING -o $GATEWAYDEV -3j MASQUERADE
fi

echo "Enabling IP forwarding"

echo 1 > /proc/sys/net/ipv4/ip_forward

echo "IP forwarding set to ‘cat /proc/sys/net/ipv4/ip_forward™"
echo "done."

*)
echo "Usage: $0 {start|restart|status}"

rrs

esac

WINRAFAETES | ST AR BEMNLE |, #RVAAIE /etc/rc3.d/S99XenLaptopNAT FRIEREEE.
1E1&k modprobe .conf SCHHRT | RVIAIE FEIKIT :

alias dummy® dummy
options dummy numdummies=1

18.18. STARTING DOMAINS AUTOMATICALLY DURING SYSTEM BOOT

Starting Domains Automatically During System Boot

PR ABLE R FUEEARSSS| S a3 Esig. EXEXFAZ | RNIEM /etc/xen/auto  EBRFF
SR, XETHERRBEEASEINE FIEE XS, BIEREREREFTHIIN , B UMK
, S| I FEATENE A, TS FRERAT AL rhelsvmol § RSk -
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[root@python xen]# cd /etc/xen
[root@python xen]# cd auto

[root@python auto]# 1ls

[root@python auto]# 1n -s ../rhel5vm@1l .
[root@python auto]# 1ls -1

Irwxrwxrwx 1 root root 14 Dec 14 10:02 rhel5vmOl -> ../rhel5vmoO1l

[root@python auto]#

18.19. &% DOMAINO

To use Red Hat Virtualization to manage domainO, you will constantly making changes to the
grub.conf configuration file, that residesin the /etc directory. Because of the large number of
domains to manage, many system administrators prefer to use the 'cut and paste' method when editing
grub.conf .If you do this, make sure that you include all five lines in the Virtualization entry (or this
will create system errors). If you require Xen hypervisor specific values, you must add them to the 'xen'
line. This example represents a correct grub.conf Virtualization entry:

# boot=/dev/sda/
default=0
timeout=15
#splashimage=(hd®, 0)/grub/splash.xpm.gz
hiddenmenu
serial --unit=0 --speed=115200 --word=8 --parity=no --stop=1
terminal --timeout=10 serial console
title Red Hat Enterprise Linux Server (2.6.17-1.2519.4.21. el5xen)
root (hde, 0)
kernel /xen.gz-2.6.17-1.2519.4.21.el15 com1=115200, 8n1l
module /vmlinuz-2.6.17-1.2519.4.21el5xen ro root=/dev/VolGroup®0/LogVole0
module /initrd-2.6.17-1.2519.4.21.el5xen.img

For example, if you need to change your domO hypervisor's memory to 256MB at boot time, you must
edit the 'xen' line and append it with the correct entry, ' dom@_mem=256M" . This example represents
the respective grub.conf xen entry:

# boot=/dev/sda

default=0

timeout=15

#splashimage=(hdo,0)/grubs/splash.xpm.gz

hiddenmenu

serial --unit=0 --speed =115200 --word=8 --parity=no --stop=1
terminal --timeout=10 serial console

title Red Hat Enterprise Linux Server (2.6.17-1.2519.4.21. el5xen)

root (hdoe,0)

kernel /xen.gz-2.6.17-1.2519.4.21.el5 com1=115200,8n1 dom@_mem=256MB
module /vmlinuz-2.6.17-1.2519.4.21.el5xen ro
root=/dev/VolGroup00/LogVol00

module /initrd-2.6.17-1.2519.4.21.el5xen.img

18.20. B FHACE X1
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When you install new guests using virt-manager (or virt-install) tool(s) from Red Hat Enterprise Linux
5.1 with Virtualization, the guests configuration files (located in the /etc/xen directory) get modified
and setup automatically. This configuration file example is for a para-virtualized guest:

name = "rhel5vmo1"

memory = "2048"

disk = ['tap:aio:/xen/images/rhel5vm@1.dsk, xvda,w', ]

vif = ["type=ieomu, mac=00:16:3e:09:f0:12 bridge=xenbro"',
"type=ieomu, mac=00:16:3e:09:f0:13 ]

vnc = 1

vncunused = 1

uuid = "302bd9ce-4f60-fc67-9e40-7a77d9b4eled"

bootloader = "/usr/bin/pygrub"

vcpus=2
on_reboot = "restart"
on_crash = "restart"

Note that the serial="pty" isthe default for the configuration file. This configuration file example
is for a fully-virtualized guest:

name = "rhel5u5-86_64"

builder = "hvm"

memory = 500

disk = ['file:/xen/images/rhel5u5-x86_64.dsk.hda,w']
vif = [ 'type=ioemu, mac=00:16:3e:09:f0:12, bridge=xenbr@', 'type=ieomu,
mac=00:16:3e:09:f0:13, bridge=xenbri']

uuid = "b10372f9-91d7-ao05f-12ff-372100c99af5'
device_model = "/usr/1lib64/xen/bin/qgemu-dm"

kernel = "/usr/lib/xen/boot/hvmloader/"

vnc = 1

vhcunused = 1

apic = 1

acpi = 1

pae = 1

vcpus =1

serial ="pty" # enable serial console

on_boot = 'restart'

18.21. &R FHAECE X1

You can copy (or clone) an existing configuration file to create an all new guest. You must modify the
name parameter of the guests' configuration file. The new, unique name then appears in the hypervisor
and is viewable by the management utilities. You must generate an all new UUID as well (using the
uuidgen(1) command). Then for the vif entries you must define a unique MAC address for each
guest (if you are copying a guest configuration from an existing guest, you can create a script to
handle it). For the xen bridge information, if you move an existing guest configuration file to a new
host, you must update the xenbr entry to match your local networking configuration. For the Device
entries, you must modify the entries in the 'disk=" section to point to the correct quest image.

You must also modify these system configuration settings on your guest. You must modify the
HOSTNAME entry of the /etc/sysconfig/network file to match the new guest's hostname.

FNER  /etc/sysconfig/network-scripts/ifcfg-etho {4 HWADDR itk |, {2 0
ifconfig etho MRS, tNRFAEMERFES 1Pt | YRIMEZ IPADDR &H.
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18.22. B2 4 5 MAC it R AR

LINR R ARG AT AT BB A R AE A — 1 MAC itidit, SRARFERI—F MR JLF R IAB TR 7]
FEE | RVE AT REARSAIRIN MAC Hitit, RRIEXANAE , ARA]URE — AR AR MAC ik, T
R —MER MAC it B & S B BIA R B

#! /usr/bin/python

# macgen.py script generates a MAC address for Xen guests
#

import random

mac = [ Ox00, 0x16, 0x3e,

random.randint (0x00, 0Ox7f),

random.randint (0x00, Oxff),

random.randint (0x00, Oxff) ]

print ':'.join(map(lambda x: "%02x" % x, mac))

Generates e.g.:
00:16:3e:66:f5:77
to stdout

18.23. fL & UMLK LIVE #548

Red Hat Virtualization can migrate virtual machines between other servers running Red Hat Enterprise
Linux 5.1 with Virtualization. Further, migration is performed in an offline method (using the xm
migrate command).Live migration can be done from the same command. However there are some
additional modifications that you must do to the xend-config configuration file. This example
identifies the entries that you must modify to ensure a successful migration:

(xend-relocation-server yes)

The default for this parameter is 'no’', which keeps the relocation/migration server deactivated
(unless on a trusted network) and the domain virtual memory is exchanged in raw form without
encryption.

(xend-relocation-port 8002)
XANSERET xend FATFHERGEE. EHEICERTERERELIE.

(xend-relocation-address )

ERIBAT xend-relocation-server J5 , XNSEEIN relocation B EEZMNE, B
PAIERSAEIR FIE M E RO .

(xend-relocation-hosts-allow )

This parameter controls the host that communicates with the relocation port. If the value is empty,
then all incoming connections are allowed. You must change this to a space-separated sequences of
reqular expressions (such as xend-relocation-hosts-allow-
'Nlocalhost\\.localdomain$' ). A host with a fully qualified domain name or IP address that
matches these expressions are accepted.

ERET LS , RIVREHEHEN , FLAIREMURTERRRFT S,

18.24. BNF4ER(EE
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RIZNE T RS R

I failed domain creation due to memory shortage, unable to balloon domain®

MRIKEE BTN , BEAREEZ1T. Domain0 i%8 B BRITESERMHAZENE A, RS
& xend.log EXTFXNMERMNE :

[2006-12-21] 20:33:31 xend 3198] DEBUG (balloon:133) Balloon: 558432 Kib
free; O to scrub; need 1048576; retries: 20

[2006-12-21] 20:33:31 xend. XendDomainInfo 3198] ERROR (XendDomainInfo:
202

Domain construction failed

You can check the amount of memory in use by domainO by using the xm 1list Domain® command.
If domainO is not ballooned down, you can use the command "xm mem-set Domain-0
NewMemSize" tocheck memory.

REWE T ISR
I wrong kernel image: non-PAE kernel on a PAE

This message indicates that you are trying to run an unsupported quest kernel image on your
Hypervisor. This happens when you try to boot a non-PAE paravirtual guest kernel on a RHEL 5.1
hypervisor. Red Hat Virtualization only supports guest kernels with PAE and 64bit architectures.

BN 4

[root@smith]# xm create -c va base

Using config file "va-base"

Error: (22, 'invalid argument')

[2006-12-14 14:55:46 xend.XendDomainInfo 3874] ERRORs
(XendDomainInfo:202) Domain construction failed

Traceback (most recent call last)

File "/usr/lib/python2.4/site-packages/xen/xend/XendDomainInfo.py", line
195 in create vm.initDomain()

File " /usr/lib/python2.4/site-packages/xen/xend/XendDomainInfo.py", line
1363 in initDomain raise VmError(str(exn))

VmError: (22, 'Invalid argument')

[2006-12-14 14:55:46 xend.XendDomainInfo 3874] DEBUG (XenDomainInfo: 1449]
XendDlomainInfo.destroy: domin=1

[2006-12-14 14:55:46 xend.XendDomainInfo 3874] DEBUG (XenDomainInfo: 1457]
XendDlomainInfo.destroy:Domain(1)

MRIRFHEIZTT 32 fi/9F PAE #% , "%%EEFW’E%%é&%mtm‘ﬂumiﬁo X T
BN, ARARFEELT 32 i PAE EFUL PRIGZMELE 32 fuf) PAE W2, STTF BHL%
Pl , RAREIETT 64 10 PAE B FAL , RIVRESR 64 1) PAE Ni5A2fF. T e BMbnE ~
M, , YRR 64 SIS FE ST 64 ug Fm RHEL 5i686 ¥ 32 {ii PAE imF2fF R X #51T 32
NIEIFFAT EIUMAN 32 T2 BIMLI S FHIRIERSE. 64 [LEIRFEFF R XHF 64 IR T I
..
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This happens when you move the full virtualized HVM guest onto a RHEL 5.1 system. Your guest may
fail to boot and you will see an error in the console screen. Check the PAE entry in your configuration
file and ensure that pae=1.You should use a 32bit distibution.

FREWE T ISR
I Unable to open a connection to the Xen hypervisor or daemon

W virt-manager F2FREEEENNT , 2HILX/MNAIE, ¥4 /etc/hosts ELENHEIRA localhost 2B B
ATEEXANNR, ERIARE SRR SZAT localhost &8, THEHE—/MEIRM localhost £ H R :

# Do not remove the following line, or various programs
# that require network functionality will fail.
localhost.localdomain localhost

THERZ—1EMMH localhost 2B 7R :

# Do not remove the following line, or various programs
# that require network functionality will fail.
127.0.0.1 localhost.localdomain localhost
localhost.localdomain. localhost

R EI TERNSR (7€ xen-xend. log file X{HE)
I Bridge xenbrl does not exist!

This happens when the guest's bridge is incorrectly configured and this forces the Xen hotplug scipts
to timeout. If you move configuration files between hosts, you must ensure that you update the quest
configuration files to reflect network topology and configuration modifications. When you attempt to
start a quest that has an incorrect or non-existent Xen bridge configuration, you will receive the
following errors:

[root@trumble virt]# xm create r5b2-mySQLO1

Using config file " r5b2-mySQLO1"

Going to boot Red Hat Enterprise Linux Server (2.6.18.-1.2747 .elb5xen)
kernel: /vmlinuz-2.6.18-12747.el5xen

initrd: /initrd-2.6.18-1.2747.el5xen.img

Error: Device 0 (vif) could not be connected. Hotplug scripts not working.

74, xend.log BELE FHAKEER :

[2006-11-14 15:07:08 xend 3875] DEBUG (DevController:143) Waiting for
devices vif

[2006-11-14 15:07:08 xend 3875] DEBUG (DevController:149) Waiting for 0
[2006-11-14 15:07:08 xend 3875] DEBUG (DevController:464)
hotplugStatusCallback

/local/domain/0/backend/vif/2/0/hotplug-status
[2006-11-14 15:08:09 xend.XendDomainInfo 3875] DEBUG (XendDomainInfo:1449)
XendDomainInfo.destroy: domid=2

[2006-11-14 15:08:09 xend.XendDomainInfo 3875] DEBUG (XendDomainInfo:1457)
XendDomainInfo.destroyDomain(2)
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[2006-11-14 15:07:08 xend 3875] DEBUG (DevController:464)
hotplugStatusCallback

/local/domain/0/backend/vif/2/0/hotplug-status

BRFRZANES , ROAREERKE PYECESE , FE% vif KB, HRIIREXHEN vif KB,
REHRIE xenbre  {EAGREMYT , IERBARERZIN T AR :

I # vif = ['mac=00:16:3e:49:1d:11, bridge=xenbro', ]
{RIUINEISX LS python 52 -

[root@python xen]# xm shutdown win2k3xen12
[root@python xen]# xm create win2k3xenl12

Using config file "win2k3xen12".

/usr/1ib64/python2.4/site-packages/xenxm/opts.py:520: Deprecation Warning:
Non ASCII character '\xcO' in file win2k3xenl12 on line 1, but no encoding
declared; see http://www.python.org/peps/pep-0263.html for details

execfile (defconfig, globs, locs,)
Error: invalid syntax 9win2k3xenl12, linel)

WVIRFITLHM (BAEMN) BLB AT , Python A gxLestiR, EfRRIX Nl , FRIVAE EANIER
RBLESHE |, SBEER— N FISEE.

ﬁ' s \\
18.25. X THZfRFRKITEL KR
e Red Hat Virtualization Center
I http://www.openvirtualization.com
e Red Hat Enterprise Linux 5 Beta 2 3C#%

http://www.redhat.com/docs/manuals/enterprise/RHEL-5-
manual/index.html

e Libvirt API

I http://www.libvirt.org
e virt-manager B ¥

I http://virt-manager.et.redhat.com
e Xen Xy

I http://www.Xensource.com/xen/xen/

o EMUBARR
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I http://virt.kernelnewbies.org

e Emerging Technologies Projects

I http://et.redhat.com
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5519 = HABKIBIR

FEH¥ S FE % KT Red Hat VirtualizationI5iR |, 52 TEHRIR.

19.1. B A Muk

e http://www.cl.cam.ac.uk/research/srg/netos/xen/ — Xen™ ¥ Bk M 25 SR E T E Mg
, Red Hat Virtualization)FT-XME . X4Nuh R T BATH Xen T E ) BHHISCHFIRED |
EHBESHEHMEE , MNZEMBEA. SCRFIXT Xen REAM R AREEE.

e http://www.libvirt.org/ — #1341l OS AIEFAKAELLHATAT B/ Libvirt Bt API E A Mk

e http://virt-manager.et.redhat.com/— Virtual Machine Manager (virt-manager) (—/&12E

PNEITE AL AR ) B9 E Mk,

19.2. RIS

e /usr/share/doc/xen-<version-number>/ —. This directory contains a wealth of
information about the Xen para-virtualization hypervisor and associated management tools,
including a look at various example configurations, hardware-specific information, and the
current Xen upstream user documentation.

e man virshand /usr/share/doc/libvirt-<version-number> — Contains
subcommands and options for the virsh virtual machine management utility as well as
comprehensive information about the 1ibvirt virtualization library API.

e /usr/share/doc/gnome-applet-vm-<version-number>—Documentation for the
GNOME graphical panel applet that monitors and manages locally-running virtual machines.

e /usr/share/doc/libvirt-python-<version-number> — Provides details on the Python
bindings for the 1ibvirt library. The 1ibvirt-python package allows python developers to
create programs that interface with the 1ibvirt virtualization management library.

e /usr/share/doc/python-virtinst-<version-number> — Provides documentation on
the virt-install command that helps in starting installations of Fedora and Red Hat
Enterprise Linux related distributions inside of virtual machines.

e /usr/share/doc/virt-manager-<version-number> — Provides documentation on the
Virtual Machine Manager, which provides a graphical tool for administering virtual machines.
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Bk A. 558 1

[ AL SKE 1

Xen & FHl %%

B#% : % RHEL 3, 4 3§ 5 #1 Windows XP Xen & F#.

SERFA | WA IR AILIIE R Linux 5.0 TELE,

EXPKKE |, REERARRNEMUN T AKECE L% RHEL 3, 4 8k 5 F Windows XP Xen %& 1]l
KESIR 1 - KEST PAE fHF

R B IR AL R BT PAE, VREIMLASSIFAET x86_64 5% ia64 CPU ARGLEMIZI T
KUY, (para-virtualized) % FHl. Ei51Ti386 B4l , AAEHENRH PAE IFH CPU, HZERHK
#IEA (FHEETF Pentium Mobile 3 Centrino IIZIEAN) A% 3F PAE,

1. BIEHRK CPU B ASCH PAE , B :

I grep pae /proc/cpuinfo

2. THRMHBRT X/ CPU X 3F PAE, MIRXM I HREEMHY |, B/ CPU A F
PAE. XSk BB TS SI BSR4 PAE ¥ 81386 CPU EE &2 x86_64 Fl iaé4.

flags :

fpu vme de pse tsc msr pae mce cx8 apic mtrr pge mca cmov pat
clflush dts acpi

mmx fxsr sse sse2 ss tm pbe nx up est tm2

SN AUR 2 ¢ B virt-install 2% RHELS Beta 2 Xen EHMEE FH..
EEXNKRE |, RIER virt-install A PEAY Linux 5 Beta 2 f Xen & 4L,
1. BLRLWEMI Linux 5 Beta 2 ] Xen B ML , 7E644T FHEA : virt-install,
2. RO R A RETE BIMAME PR , #IA : no,
3. ¥\ rhel5b2-pv1 BT AR EIUN A FR.
4. B\ 500 tEAR LN FHE.
5. i\ /xen/rhelsb2-pvi.img YEAMRIEE (BFPHG) .
6. M 6 YEARIIBE (B FHIRE) K,
7. Wi\ yes RERERMUXF.
8. #i\ nfs:server:/path/to/rhelsh2 {EAREME.
9. REFAT . FFE—HHTREK.

10. ERELERfG , BB\ /etc/xen/rhel5b2-pvil , F3H{T FEMEH :
#vnc=1#vncunused=1sdI=1
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1. FERAXAYRIERHKBY /ete/inittab , FHETENNAMMEICHE : init
5.#id:3:initdefault:id:5:initdefault:

SR 3 0 FJ virt-manager 23 RHELS Beta 2 Xen EHMEE A1,
EXANREE |, A virt-manager SK&IRLIIEMV Linux 5 Beta 2 f] Xen 3 IR FHL.
1. BERELAMEARU Linux 5 Beta 2 i Xen H EBIIE FHL , FEHLSITHRAR FMA : virt-

manager,

2. 1£ Open Connection & , 1% Local Xen host , #Xjg & iy Connect,

3. Start Red Hat's Virtual Machine Manager application, and from the File menu, click on New.
4. [ Forward,

5. 82\ rhelsb2-pv2 {ERRRIZAS 4 , AfE A Forward,

6. 1%&F Paravirtualized, F/=1i7 Forward.,

7. % )\ nfs:server:/path/to/rhel5b2 {EAZEE A/ EH URL , SAja s Forward,

8. 4% simple File , 2\ /xen/rhel5b2-pv2.img {EXICHAE. %% 6000 MB , K5
517 Forward,

9. 4% 500 /EARAIEIMIN BEhAEANTE , SA/Em i Forward,
10. =17 Finish,
EWIES TR EI. SEE M TIHERETER.
ST 4 BB XT Intel-VT 3§ AMD-V (35,
EXANRBE | RNVTIRE RN AR R B YIS Intel-VT 5 AMD-V i, ERIhZET L ELLIE P
BIERLT , IRINAGEWRSHS B Intel-VT 8 AMD-V [ CPU, ZIMEEIMLARSZ S I T — NEAMK HVM
BRI FHXL CPU,

1. To determine if your CPU has Intel-VT or AMD-V support, type the following command:
egrep -e 'vmx|svm' /proc/cpuinfo

2. FEpHE&RR CPU X3 Intel-VT :

.flags :

fpu tsc msr pae mce cx8 apic mtrr mca cmov pat clflush dts acpi
mmx fXxsr sse

sse2 ss ht tm pbe constant_tsc pni monitor vmx est tm2 xtpr

PUEES

XA IR B E ML |, NFRR CPU R3ZHF Intel-VT 5 AMD-V,
3. BHEIRHK CPU BA3HF Intel-VT 5k AMD-V , B\ FEIKI6H

I cat /sys/hypervisor/properties/capabilities

4. The following output shows that Intel-VT support has been enabled in the BIOS. If the
command returns nothing, then go into the BIOS Setup Utlility and look for a setting related to
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'Virtualization', i.e. 'Intel(R) Virtualization Technology' under 'CPU' section on a IBM T60p.
Enable and save the setting and do a power off to take effect.

xen-3.0-x86_32p hvm-3.0-x86_32 hvm-3.0-x86_32p

SR ETR 5 ¢ A virt-install 23 RHELS Beta 2 Xen 522 EEHMLE S,

EXANREE |, R virt-install IR PEMIY Linux 5 Beta 2 Xen T2 ML 1L,

1.

2.

BERIRELMEM Linux 5 Beta 2 () Xen B FHL , #EG4T FEE : virt-install,
YHWIRREIRTE BIULE FULE |, 88 yes.,

. B2 rhelsb2-pv2 fEAIRKIEIMLA .

. B\ 500 {EASBCHINTTIE.

. B8\ /xen/rhelsb2-fvi.img {EAMRKEE (B FHIRE) .
I 6 FERRAIEERL (B LR ) K/,

. B yes kS BEIE .

. S /dev/cdrom fEEEHA CD B,

. The VNC viewer appears within the installation window. If there is an error message that says “

main: Unable to connect to host: Connection refused (111)”, then type the following command
to proceed: vncviewer localhost:5900. VNC port 5900 refers to the first Xen quest that
is running on VNC. If it doesn't work, you might need to use 5901, 5902, etc.

REIFET . FFE—HHITREK.

5K TR 6 : Al virt-manager Z23% RHELS Beta 2 Xen S22 LR Fil.

EXPREE |, RIGE A virt-manager 34T IEV Linux 5 Beta 2 Xen 522 UL 1,

1.

BRILMEMI Linux 5 Beta 2 i) Xen HEIMLE P, EHSITIRR T : virt-

manager,

. £ Open Connection %[ , %3 Local Xen host , 3 ¥ =7 Connect,

. Start Red Hat's Virtual Machine Monitor application, and from the File menu, click on New.
. =i Forward,

. B2\ rhelsb2-fv2 {fEIRINARSE L , SRa AT Forward,

. 1%&#% Fully virtualized , 7= Forward,

. 65 CD-ROM B DVD , FFHI AR FIEAE, ANRIRE M 1SO B ZIARHIE | F85E 1SO MR

K{uE. i Forward,

. 1%&+#% Simple File , 2\ /xen/rhel5b2-fv2.img YEAC AU E., TEE 6000 MB , 3mth

Forward,
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9.

10.

W% 500 ERIRKEIMLK B3V MR KNTF , Afa Rt Forward,

Si7 Finish .

1. KRS & R H L.
IAEE — T HEER T,

S AETR 7 F virt-manager 23 RHEL3 Xen 24 LR 1L,

EXANKRE | A virt-manager LRI ME Y Linux 3 Xen 25 4L,

1.

X BARAT AR AR PR 6 MR,

S 5IR 8 ¢ Fl virt-manager 23 RHEL4 Xen 524 BEHMLE FH..

EXANKRRE , FREA virt-manager ZRANER Linux 4 Xen 5 FAL.

1.

X BRI AR AR 05 6 MR,

S TE 9 ¢ {#f virt-manager &3 Windows XP Xen T2 LR Fil.

TEXASEE |, R virt-manager ZE—N T2 EIULA Windows XP Xen & 1L,

1.

2.

10.

11.

12.

13.
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E7£ Windows XP TH| EZELNF Linux 5, ZEH4SIT R : virt-manager,
1£ Open Connection HFE , 1%#* Local Xen host , /=7 Connect,

Start Red Hat's Virtual Machine Manager application, and from the File menu click on New.

. =i Forward,

. B\ winxp fEARG L , Afamih Forward,

. 1%&+#% Fully virtualized , 7= Forward,

. 65 CD-ROM 2 DVD , AASEMI AR EA BRI, RN 1SO BEGTRE | F57E 1SO AR

BB, A Forward,

. ¥%&F% Simple File , 2\ /xen/winxp.img {EXSCHHIE. $5E 6000 MB , F

Forward,

Vet 1024 1A BRI BB KNNFIRE |, AR5 2 F0 VCPU NBE. Rl

Forward .
Si7 Finish,
BIAMEHEE ORI, REE TSR,

WHHE C:\ XM FAT SUHEZRSA, 200 Linux 57%%8 NTFS RAZARER, 20R
RABIEA AR NTFS 423, HEREE AAHE Xen B FHIMUE EAJRER BRI BRHE,

ERE—REFENRGZE  HwiE winxp BEFHERE : losetup /dev/loop0
/xen/winxp.imgkpartx -av /dev/loopOmount /dev/mapper/loop0pl /mntcp -

prv $WINDOWS/i386 /mnt/. XTJRMEE/RIE/SHEM Windows L3R/ AT BEIBZIH— Al



14.

15.

16.

17.

18.

19.

Bk A. 558 1

B\ xm create -c winxp/ FLEHE3N Xen B 4.
ERINEREERD , &3 winxp Xen & FHLIFAdE Open,
EIWEHAaEOSEI. 2FE —HHTHERTE.

Whenever a 'Files Needed' dialog box appears, change the path
GLOBALROOT\DEVICE\CDROMO\I386to C:\I386.Depending on your installation, you may
or may not see this problem. You may be prompted for missing files during the installation.
Changing the pathto C:\I386 should compensate for this problem.

R Xen BN EABNT , mdi shutdown , ST TFAIEER :

/etc/xen/winxp:#vnc=1#vncunused=1sdl=1#vcpus=2 ,

ERLR 14 FHEFE—HRHTRK.
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% B. 34 2
Live #18
B#r : ER AT BECEFFIT live FH1EH.

SRS - AW EIMLFEARAIE Linux 5.0 Beta 2 fg T #Euk , HHh—4 %54 Fedora Core
6 Xen & 1L,

EXNKREE | R ABEFITRCE FHFEXWAN L BRITIZE.
WER : FERFF A Z AT
EXNRKE |, (REFEWEEULEN : — Xen B AN — B TEZEET BN EN. RO
UTP BB4IEEX A FN. HP—E&aF NFS SHEZHEMTIE., /RIECEXH Al zs kit T
%1, Xen BN GEHRELZRNFEMETEIE, £ Xen BN L, IRVAZRE— streaming fi$25. 4
live #ZAE1EMN & AN B TH |, FRIVARRIFIX streaming RE-237E Xen B AL LA EWHNZETT. XFFS
%2, XA BRI ENEFRA host1 A host2
HIR1: BCE xend (FI& Xen EH)
EARLKHIIFEF |, FRFBCE xend SRVEA HTTP fRS-2540 relocation fR$-25 /830, HRABIT , xend <F
PHFERYIIAW HTTP JRS25. BEE3 UNIXIBEZEFTBEERS S (xm) H5 xend #HTBE. EERAE
V25 live #B4H , MRIAMXTESHTACE -

1. &1} xend-config.sxp 34 :

I cp -pr /etc/xen/xend-config.sxp /etc/xen/xend-config.sxp.default

2. Ywig /etc/xen/xend-config.sxp FHI{TaTEH :
#(xend-unix-server yes)(xend-relocation-server
yes)(xend-relocation-port 8002)(xend-relocation-address
'"')(xend-relocation-hosts-allow '')#(xend-relocation-hosts-allow

'Alocalhost$
Nlocalhost\\.localdomain$')

3. /3 xend:service 3f xend restart,
HIR 2 : BT NFS SFHEZF4ET(R)
TEXASEO RIS FEF |, (RGECE NFS FRERSE— 1M HZFETE,
1. YRtE /etc/exports FHFAZMTH—IT : /xen *(rw,sync,no_root_squash)/

2. {R1F /etc/exports FEH B3N NFS fR5-23. WA default:service nfs
startchkconfig nfs on 53/ NFS JR%-25.

3. 7£ host1 /23 NFS fR$%25/a , BT AHEELE : host2:mount hostl:/xen .

4, I7E1E hostl EJ25) Xen B AN FHERE fe6-pvl  (ERSCE6 1 BB fc6-pv2 )

I xm create -c fc6-pvl

HIR 3 &I Xen B ALK streaming fR$-2%
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EXNMERE | FEREKATIHERE M streaming JR5525 : gnump3d. {R¥%EHE gnump3d , FAEX
}¥ OGG vorbis XA S T&I. BLEMNEH.

1. A\ http://www.gnump3d.org/ T# gnump3d-2.9.9.9.tar.bz2 tarball, 7£ gnump3d-
2.9.9.9/ BREMEXA tarball . WiFFHFEE : gnump3d application:tar xvjf
gnump3d-2.9.9.9.tar.bz2cd gnump3d-2.9.9.9/make install

2. Create a /home/mp3 directory and copy TruthHappens.ogg from Red Hat's Truth Happens
page to mkdir /home/mp3wget -c
http://www.redhat.com/v/0gg/TruthHappens.ogg

3. WA T HEKE LXK E3) streaming fR %25

I command : gnump3d

4. A Xen EHMIEM—A L , 21T Movie Player, MIRIZHRE , FEi51T Movie Player Z B
2% totem Al iso-codecs ¥ El. i Applications , #A/5/ Sound & Video , fz/G1E#* Movie
Player,
5. miff Movie , %4 /5 Open Location , #j \ http://quest:8888/TruthHappens.ogg.
HI® 4 T live BB4E
1. ZEM & Xen FHMEF —4 _IE1T TruthHappens . ogg 4.

2. PfTM host1 E| host2 [ live #44H :

I xm migrate -live fc6-pvl host2

3. ATHKN®AEMA Xen TH HITHZAEO LG

I watch -n1 xm list

4. LR live A, EBTHX M SIETR L DifE.
BRERMEAISTR © 72 Xen B PYLEBCE VNC AR 2%

If time permits, from within the Xen guest, configure the VNC server to initiate when gdm starts up. Run
VNC viewer and connect to the Xen guest. Play with the Xen guest when the live migration occurs.
Attempt to pause/resume, and save/restore the Xen guest and observe what happens to the VNC
viewer. If you connect to the VNC viewer via 1localhost : 590x, and do a live migration, you won't be
able to connect to the VNC viewer again when it dies. This is a known bug.
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