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B RHEL 346, MoLLTREIEE RHEL FRANZ A RHEL RO RS BB, RHEL R4
2 Ansible BEBHIERERNES, BEFFACKEERS, BXTERAUTHE :

PR =

2577 R KZ1T Ansible a9 5 # playbook B9 5%, fEBYIRHITT s Al LLZ Ansible Automation
Platform. Red Hat Satellite 8t RHEL 9. 88k 7 £#l. MFEEZER, 1HSH £ RHEL 8 L &2
TG

ZETR
ZETREET Ansible BIEMARFS BB X, TETRAENEINEN. Ansible THREE|
ZETRLE. MEELER, W £5ZE TR

Ansible playbook
£ playbook #, EWAILENZEZE TR LEXIMEE, HTETRLERABHITH—HS R,
Playbook & Ansible IECE. EREFRECIES.
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EEEXMHF, BAIEZTETR, FEEER, UBINZETRMNIP itE, 554, HLaTUA
AZEN R, NBFHREAUEEMY B, BHEXEERNMBFF N hostfile,

1£ Red Hat Enterprise Linux 8 &, f&aLUE A rhel-system-roles F{ESIRENUTA G, ZHHEaE
AppStream fZfifi/E iR :

AtaaR A tadid =R

certificate UEB R EAT 8 RHEL R4 GIEKIEH

cockpit Web #H& {8/ cockpit RHEL R ABLRE
MECE web £HI&
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BT

fE A network RHEL R4 REE
InfiniBand &4

f# M nbde_client #1 nbde_server
REGiAE

f# M nbde_client #1 nbde_server
REGAE

RO AT postfix AT E

FARARAAEEE SELinux

5 ssh R ABRERSRRE

5 ssh R ABRERSRRE

5 RHEL R4iA BEEAMAE#

{8/ tlog RHEL R4iA B ARIEHIC
REEEBERS

A RHEL R4 A BEEN HIES
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B2EESEF T RAMZET RUMER RHEL R5iA R
FE R SR RHEL RYEA BB E 24T, M0 & T SRS T 5,

2.1. 7F RHEL 8 b /& — Nkl &

R RHEL RGiAGHE, BRIEE—MERNT R, RE, LWRAIREE playbook MERHRERE
E]

FeRFH
o RHEL79BR%, AXRERHELWEZER, HSMH REER,
o ZRLIEFMBIZ ML,
¢ Red Hat Enterprise Linux Server 1T [ 2/ 11 EI R 5.

o MRERF/ MG FE A, NI<¥F Ansible Automation Platform iT M iNEI %5,
i =
1. %% rhel-system-roles ({4 :
I [root@control-node]# yum install rhel-system-roles
L& 4349 ansible-core ¥ & &&= H KT,
2. B4 ansible BIF 7, LUIEEIHIZIT playbook :
I [root@control-nodel# useradd ansible
3. tNHEIF 0/ ansible FAF :
I [root@control-node]# su - ansible
LU RA A R HITERTS K.
4. BIE—A SSH RHFIFAA -

[ansible@control-node]$ ssh-keygen
Generating public/private rsa key pair.
Enter file in which to save the key (/home/ansible/.ssh/id_rsa): <password>

NP REFRROALE,
5. ®ik : ERGLE Ansible BREILERENRRER A SSH BB, HEE SSH K,

6. FEALUTHREAE ~/.ansible.cfg X4 :

[defaults]
inventory = /home/ansible/inventory
remote_user = ansible

10


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/7/html/installation_guide/index

58 2 3 AR IR = T HRLMEA RHEL RGiAR

[privilege_escalation]
become = True
become_method = sudo
become_user = root
become_ask_pass = True

~l.ansible.cfg XM XBEERFESNLEN, HEEZLER
/etc/ansible/ansible.cfqg X4 FMILE,

EAIXLESE, Ansible HUATLUTERE

o BIRIEEF AR EN,

o UIKFEIIBZE T KRB SSH N, 15E M remote_user S HIXERINK

e {#fsudoTE, U root A HMEZET R LHITES.

o &RNF playbook i, #ERIRRHAZIZAFH root B, HFRLEE, BUERE.

7. BB IIHEZEENENRM INI S YAML X B ~/inventory ST, &4 R LUESE #3504
EXENH, Flgn, AT2 INBXBERXXHE, EE=Z1EN, UR—1EH USHENA :

managed-node-01.example.com

[US]
managed-node-02.example.com ansible_host=192.0.2.100
managed-node-03.example.com

AR, EHT SRR AT EN G, WNR DNS RRSBTEBITEL NS, HFEENXRESE
IS

EE
H
17N ansible_host SEEi5EH P Hhtit,

BRESR

o HEERETR. MRESZER, HEH £5RE T

o

L fth BF R
e RHEL 9 #1 RHEL 8.6 R E#TH AppStream ¥4 3 EFRE E B Ansible Core i 2 HSEH

e INfaI{EF subscription-manager FEZLIEZ 1 Wk FRSEMAILT 4 R 50
e ssh-keygen (1) man page

e &1 ssh-agent, fEM SSH BHEEELEN LR

® Ansible F¢EIXE

o N{AiEEE

e 7 RHEL 8.6 #19.0 H1{&F Ansible FYE#T

22. EBERETR

1
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ZETREFERIIHBIRG, BRRIE playbook HIZEH T RECE. BALERZE EH LRE Ansible,

FRFH
o MEKRFTEHNTR, WERESRER, ESM £ RHEL 8 ARG T <.

o A MERBIT RIE4T SSH ViR BIANER,

BF

Ll root B F &1 BRI F] SSH BRE M, BN, ZRELT = £
BE—AAMAN, #EESZET ANEE—1 sudo K&, A, #HITTRLEH
Ansible T LMERAAMA KA ERZET R, FUFREMAS (M root) 217
playbook,

Pt =
1. fQIE—"N%& ansible B9 :

I [root@managed-node-01]# useradd ansible

PHIT R EFERXNE BRI S XN ENM SSH iEE,
2. 7 ansible X BE :

[root@managed-node-01]# passwd ansible

Changing password for user ansible.

New password: <password>

Retype new password: <password>

passwd: all authentication tokens updated successfully.

% Ansible {# 8 sudo LA root B 7 B HUTESHET, S A&,

3. ERE XN %% ansible A #9 SSH A -
a. Ll ansible A/ B &R HIT R, 7R SSH AHEHIEIZE R ¢

[ansible@control-node]$ ssh-copy-id managed-node-01.example.com
/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed:
"/home/ansible/.ssh/id_rsa.pub”

The authenticity of host "managed-node-01.example.com (192.0.2.100)' can't be
established.

ECDSA key fingerprint is
SHA256:9b233GJNODK3zbNhybokN/6Mq7hu3vpBXDrCxe7NAvo.

b. BRES, HiA yes #HiTiE#E :

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter out any that
are already installed

/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompted now it is
to install the new keys

c. IREf, HIAEY :

12
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B2 & HEFIEHT RAZE T RUEMA RHEL RSiA R

ansible@managed-node-01.example.com's password: <password>
Number of key(s) added: 1

Now try logging into the machine, with: "ssh '<managed-node-01.example.com>"
and check to make sure that only the key(s) you wanted were added.

d. B EEHT R IR T A R ALIE SSH I ¢

I [ansible@control-node]$ ssh <managed-node-01.example.com> whoami
ansible

4. *}y ansible B 0/ —1 sudo E2i& :

a. f£F visudo 5 I8 HY%mE /etc/sudoers.d/ansible S5 :
I [root@managed-node-01]# visudo /etc/sudoers.d/ansible

HEEBIHAFFEM visudo WIFLE, ZEARFREEANBRERENRER T AR
®, REBREILXH.

b. 7E /etc/sudoers.d/ansible S {4 ECE# & R E K HI sudoers ZRE&, /40 :

e EJjansible B EFAR, LUEEHIA ansible F F 231 /5 LALL E 4, _EEAI R - F14E
Bz iTrra®S, HEA

I ansible ALL=(ALL) ALL

e [ ansible AR TR, LUMEEAREIA ansible A - BEMIER FLUZEN EERA
FHHN B2 1TrrA RS, 1EER :

I ansible ALL=(ALL) NOPASSWD: ALL

S, RELREEZEERNWERMNEE., BX sudoers FKEEHIFEIE, 1HEE sudoers(5) F
Hﬂﬁo

L B ARSI UERAERE T R EAUTEG T RGeS

[ansible@control-node]$ ansible all -m ping
BECOME password: <password>
managed-node-01.example.com | SUCCESS => {
"ansible_facts": {
"discovered_interpreter_python": "/usr/bin/python3"
b
"changed": false,
"ping": "pong"
}

RS IFTE LB RSB EF B XX A .

2. A Ansible command #ERERZE T H| L1217 whoami TEREILFNARZ B IERE TIF
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[ansible@control-node]$ ansible managed-node-01.example.com -m command -a
whoami

BECOME password: <password>

managed-node-01.example.com | CHANGED | rc=0 >>

root

gNREpmIRE root, NEAERE T = LECER sudo I,

Hih bR
e 7 RHEL 8 E#E&—EHIT =,

e sudoers (5) FM 1T
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5 3T LEMN{EM COLLECTIONS

2 3 E LEMFEH COLLECTIONS

3.1. ANSIBLE COLLECTIONS &1t

Ansible Collections @—#& . 4 HMFER B AL, Bl HELMAEM Ansible IZE, 40
playbook, s, BEHRAIEM, EALUMRFENATY BEMNDUEFZE,

Ansible Collections %4t RHEL &I A BRI — ML, LA Ansible Collection #& = RHEL R4T
ABELUES RHEL ROTABKAFEAB/LEER, X2 Ansible Collections {#f T2 BRELE S BIR
(FQCNYWIES, HEB AFZR M EEEMH AR, BRiIERN BF2H 2 redhat, £54T 2
rhel_system_roles, [k, £ kernel_settings A EHE4; RHEL REIAEBKR Z RN rhel-system-
roles.kernel_settings (i71&%%) , {BffF kernel_settings A1 Collection SE2REES LM T L
T/ redhat.rhel_system_roles.kernel_settings (57 FXI%%) .

L% M £ELH NASHRENREH—1, SHBEN R Ansible Collections F1&F 22 (] 2 7]
=, B&%BEFEMAHZE,

Hith BHR

o EEiTijA] Automation Hub RERRZIEIMENES, BNTIH— Ansible Automation
Platform (AAP ITIH)

3.2. &AL
Collections /& Ansible AR H SRR, BUELHIMT
e docs/ : EEMARMA, UG (MNRABIRET )
® galaxy.yml : 3B/ Ansible Collection ¥ &—&8 4389 MANIFEST json HYJREHE
e playbooks/: playbook fif F 4k
o tasks/ : @& M T include_tasks/import_tasks BY"{E55FIRSTH"
e plugins/ : WWAMRHEFRAE Ansible SEAEFIES, EBEAMATHEFERS

o modules/ : Ansible f&1k

o modules_utils/ : FAFFF A EHRE8E A

o lookup/ : ¥ R#EHH

o filter/: Jinja2 i B 1M

o connection/ : FTHRBNEERY (WRFERIINE)
e roles/ : Ansible BB 3

o test/ : WEEAMABEHAITIE

3.3. {#F3 CLI %% COLLECTIONS
&8 Ansible HEMS L1, TES playbook. B, EHANEME,

IREI LLET Ansible Galaxy, ' 252k {8 A 68 51T 3K & 4% Collections,

15
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SR
o Jii|—PHEND BE TR,

o N T A WY R FIAER, X2 Red Hat Ansible Core FRB Et REIHIRST,
E:“?%‘Jﬁ,.ﬁ“i :

o ansible-core 7 rhel-system-roles Y4 2B %% ,

o FIHRET REE XM,

it
e &S RPMEHEBREERS :

I # yum install rhel-system-roles

RETRE, AN redhat.rhel_system_roles.<role_names 124, A4, EAILTE
/usr/share/ansible/collections/ansible_collections/redhat/rhel_system_roles/roles/<role_name>/R
EADME.md % EIE 1A BRI,

B UFREL, 1E1E localhost LLL check *E“tl_r_r kernel_settings A, A 7{EA --become &
#, BAXF Ansible package 1=, ERVEN, BE, ZSBAFARXEREHRL

1. BT T
$ ansible-playbook -c local -i localhost, --check --become

/usr/share/ansible/collections/ansible_collections/redhat/rhel_system_roles/tests/kernel_settings
ests_default.yml

e HHNRE—ITNEEE failed=0,

localhost ¥ FHES B W FHERN, BMENXRFRIE—DEN, EILIURNE. NREE
©, ansible-playbook &4 localhost iH 5253043 B %,

Hith BT
e ansible-playbook Ff 1,

e ansible-playbook &4 # -i %17

3.4. M\ AUTOMATION HUB &% COLLECTIONS
INREA Automation Hub, B LZEIEEIE Automation Hub EHJ RHEL RGTABES
FREZFH

o i—NHEN FE T,

o X AT A BT FIARR, X2 Red Hat Ansible Core Fe BB fb RTTHIRYE,
EEEFT RE
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5 3T LEMN{EM COLLECTIONS

o ansible-core 7 rhel-system-roles Y4 2B %% ,

o FIHRET RHE M,

it =

1. % X Red Hat Automation Hub {E/ ansible.cfg ECi& X RNEHIBRINR, 1ES W ¥ Red Hat
Automation Hub BEE N BB E IR,

2. M Automation Hub %45 redhat.rhel_system_roles £ & :
I # ansible-galaxy collection install redhat.rhel_system_roles

RETRE, AN redhat.rhel_system_roles.<role_names 124, A4, EAILTE
/usr/share/ansible/collections/ansible_collections/redhat/rhel_system_roles/roles/<role_n
ame>/README.md % E| &/ & BRI,

BERUFRLE, 157E localhost £LA check #3217 kernel_settings B, EiL A T{ER --become &
#, EHNXTF Ansible package ik, BRVLEN. BE, ZSHARBHRENRI

L BT TS

/usr/share/ansible/collections/ansible_collections/redhat/rhel_system_roles/tests/kernel_settings

i
$ ansible-playbook -c local -i localhost, --check --become
ests_default.yml

mEHENRE—1TNEEE failed=0,

localhost 2 EHES R EMN., BMEIIRPRE—NEN, ETILITRME. NREE
©, ansible-playbook &4 localhost i 52530458 B %,

Heth TR
e ansible-playbook Ff 1,

e ansible-playbook &4 # -i %17

3.5. {1 COLLECTIONS NV HEAMAERSGI AR
T ERESFASHNA Ansible playbook, ME—HMIIAITEN LEEE BB ICRARARE,

FRFM

® rhel-system-roles B Collection t#& =2 M rpm B4 M Automation Hub Z2&#Y,

i =5
1. BIEE L FrE A &R playbook:
a. OIEFT YAML X, HEXARIHEIBRPITI, i :

17
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I # vi logging-playbook.ym|

b. MLUTAREEA YAML XHH :

- name: Deploying basics input and implicit files output
hosts: all
roles:
- redhat.rhel_system_roles.logging
vars:
logging_inputs:
- name: system_input
type: basics
logging_outputs:
- name: files_output
type: files
logging_flows:
- name: flow1
inputs: [system_input]
outputs: [files_output]

2. TERFEF ¥ EHUT playbook:
I # ansible-playbook -i inventory-file logging-playbook.yml
He .
® inventory-file &5& . XX IR R,
® Jogging-playbook.ym! Z{&E{E A playbook,
1. MBS E X4 /etc/rsyslog.conf #1 /etc/rsyslog.d BYIEE :
# rsyslogd -N 1
rsyslogd: version 8.1911.0-6.el8, config validation run (level 1), master config

/etc/rsyslog.conf
rsyslogd: End of config validation run. Bye.

2. WIERGREMHEELERER
a. REMAER -
I # logger test
# & /var/log/messages HE, 40 :

# cat /var/log/messages
Aug 5 13:48:31 hostname root[6778]: test

hostname 2& Fimn RGN ENE, BELZTHA logger s SHAFHRAF &, EXRGIHRE

root,
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%5 4 = RHEL #hfy ANSIBLE IPMI £kt

25 4 Z RHEL #1#9 ANSIBLE IPMI &3k

41.RHEL MGMT £4

HRETEASEEZOIPMDE —HIEMMIHSE, ARSEREEIEHZRBMC)H&EE. IPMIER T
RERMXEFEEEEAME, IPMIESRBRLT ™ SRR

e rhel_mgmt Collection, ¥{4& %%} ansible-collection-redhat-rhel_mgmt.

® RHEL 7.9 AppStream, {E}#7#J ansible-collection-redhat-rhel_mgmt Z({4+ a8 —E84,
rhel_mgmt & FIRHELLT IPMI &3k

e ipmi_boot : BE5| S &/

e ipmi_power : #lZFHHIRERE
AT IPMI BRIV ESHEE :

e ipmi_boot S#:

BEats ik
name BMC B EMNFEK IP Hitik
password 1 E BMC &S

bootdev ETRB| SRR E
* L
* B
* AL
*RE
FRE

NN

=Ia S BMC AP 4

e ipmi_power S

BEa ik
name BMC E#43k IP it
password E#EE BMC B S

19
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BRATR sk

user 3R BMC AP 4

WA RENFEELFHRFEHRE
*FF
P S
* X
*EBE

W=y

4.2. {F A CLI 2% RHEL MGMT COLLECTION

&0l LUE R S £ 17%4E rhel_mgmt Collection,

FRFH

e ansible-core {3 B &%,
iz
o B RPM B REES :
I # yum install ansible-collection-redhat-rhel_mgmt
RETHRE, IPMIERAGTF redhat.rhel_mgmt Ansible £ &,

Hith BT
e ansible-playbook Ff 1,

4.3. {#F IPMI_BOOT &8 =

LA RBiE R 7 4RI 7E playbook AR ipmi_boot &k N T REI X EB| ik . N THERN, =
BIER S Ansible #HI ENMNZE EHNAERBIEMN, MMAEHIT playbook BIE—FEH EHATRER,

SeRFH
o rhel_mgmt £EEBE LR,
e python3-pyghmi {438 pyghmi EELEELUTFAEZ — :

o #4T playbook BIEHL,

20



28 4 Z RHEL ##9 ANSIBLE IPMI £}
o ZEIHl, WMRMEMER localhost ENZEEN, 1HEEENIT playbook HIEN L&
python3-pyghmi #({42,
o (REFREIH IPMI BMC A LAMIEHIT playbook BIEHN IR, SHMEZEEH, (NRFEH
localhost fEAZEEN) Vilnl, EEE, HBMC AEREBENINESSHITIZERIEN
(Ansible ZEEAM) AR, RAERER IPMI GRS M4ELR BMC,

o EINAMAEHFIHF BMC BYEIE,

ik
1. QIS ELUTRER playbook.yml X :

- name: Sets which boot device will be used on next boot
hosts: localhost
tasks:
- redhat.rhel_mgmt.ipmi_boot:
name: bmc.host.example.com
user: admin_user
password: basics
bootdev: hd

2. 1%} localhost 4T playbook :

I # ansible-playbook playbook.yml

Rtk, HiHESIREE "success”s

4.4. {FF IPMI_POWER &89/l

ARHIER T A0MAIFE playbook H{E A ipmi_boot G ERAREEF/H. N TRIEEN, =GR
5 Ansible #2HI EHANZE EHAERBIEN, MMAEHIT playbook BIE—EH EHATRER,

SeRFMH
® rhel_mgmt §EERLEK,
e python3-pyghmi {438 pyghmi EELEELUTFAEZ — :
o {7 playbook HIEHL,

o ZEEH. MREMEMA localhost ENZEEMN, 1HEBEHIT playbook FIEM L%%
python3-pyghmi #({42,

o fREPEHIRY IPMI BMC & LMIEHIAT playbook BIEML A, HMZEEN (NRFEFH
localhost fEAZEEMN) VilFl, HER, H BMC REREEBENENBE S SHITIZEREM,
(Ansible 2EEH) TR, EHRRER IPMIHIGET FLEECR BMC,

o EINAMAEHFIHF BMC BYEIL,

Pk
1. QIS ELUTRER playbook.yml X :
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- name: Turn the host on
hosts: localhost
tasks:
- redhat.rhel_mgmt.ipmi_power:
name: bmc.host.example.com

user: admin_user
password: basics
state: on

2. 47 playbook :

I # ansible-playbook playbook.yml

iR EE "true”,

22



%5 52 RHEL ##y REDFISH £

£ 5 %3 RHEL $ 8 REDFISH &1k
AT B X &M Redfish i IN/E £ redhat.rhel_mgmt Ansible £ & —E84, @iT Redfish &k,
f&a] LMERIRAE HTTPS £5i#1 JSON R R IR S 2 si2H e 1ME R, BIMEEIRS SMNESEH
TENEREEB1E,
5.1. REDFISH #& 1k

redhat.rhel_mgmt Ansible 52512t T Redfish &, LLZ#F Ansible over Redfish FRBIREHE
1, redhat.rhel_mgmt £4& I T ansible-collection-redhat-rhel_ mgmt ¥ 8k, BEREE, HS
[#fEF CLI %%& redhat.rhel_mgmt Collection,

LUF Redfish # & $E7E redhat.rhel_mgmt £& 7 :

1. redfish_info : redfish_info #0253 A X tfE Out-Of-Band (OOB)#EHIZRME R, MMRSGHE
B,

2. redfish_command : redfish_command #5147 Out-Of-Band (OOB)#% il 2&#& 1, MMBEE
EBENMAAEE, URBEIEREE, MRGEHF. FIMXL.

3. redfish_config: redfish_config #1147 OOB #£H%I231&/F, #IFEX OOB &K 1XE BIOS
%o

5.2. REDFISH &k &%
FF Redfish BHp S EIE :

redfish_info % : sk
baseuri (FF) - OOB #HIZRHIE A URI,
category (FF) - 12 OOB #Hl 28 LHUTHI R HIFIZR, BIME

i ["Systems"].

Lok () - 7£ OOB H#HIF LHUTHHBTIR,
username OOB 2 H A WILRI A F &,

password OOB #2188 H 2 K IER B 5,

redfish_command 2# : b

baseuri (1]) - OOB #2HIZBFHIE A URI,

category (FF) - 12 OOB #Hl 28 LHUTHI R HIFIZR, BIME

i ["Systems"].

e (WE) - 72 OOB #2485 FHUTHS S AR,


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/automating_system_administration_by_using_rhel_system_roles/assembly_ansible-ipmi-modules-in-rhel_automating-system-administration-by-using-rhel-system-roles#proc_installing-the-rhel-mgmt-collection-by-using-the-cli_assembly_ansible-ipmi-modules-in-rhel
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redfish_command 2# : b
username OOB #1288 H2 5 IER A - &,
password OOB #2188 H 2 KR B 5,

redfish_config S8 : Rk
baseuri (FF) - OOB #HIZRHIE A URI,
category (FF) - 12 OOB #Hl 2% EHUTHI R AIFIZR, BIME

i ["Systems"].

Lok (%) - 7£ OOB HHIF LHUTHHBTIR,
username OOB 2 H AW ILRI A F &,

password OOB #2188 2 K UER B 5,
bios_attributes HHH BIOS B,

5.3. {ffFH REDFISH_INFO &1k

LAUFRBIER T 204172 playbook Hr & FH redfish_info &5 RIRER CPU EHRME R, N TRIFENL, =
BIER S Ansible #HI ENMNZE EHNAERBIEMN, MMAEHIT playbook BIE—FEH EHATRER,

FRFH

o B %% redhat.rhel_mgmt %£4.

e python3-pyghmi 4 S HH) pyghmi ERREENZEEN L, NREFEA localhost (FAZEE
Hl, BETEHIT playbook BIEH £ %% python3-pyghmi H{4S,

e OOB #2315 REHE R,

1. QIS ELLTHRAR playbook.yml! ST :

- name: Get CPU inventory
hosts: localhost
tasks:

- redhat.rhel_mgmt.redfish_info:
baseuri: "{{ baseuri }}"
username: "{{ username }}"
password: "{{ password }}"
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category: Systems
command: GetCpulnventory
register: result

2. 1%} localhost 4T playbook :

I # ansible-playbook playbook.yml

Fit, fiH&RE CPU B HFE,

5.4. {#F§ REDFISH_COMMAND &1t

LU R BIER 7 80 7E playbook A& A redfish_command BEHRITH RS, N T RHEEN, =EIER
5 Ansible I EHANZE ENAERBEN, MTTEHUT playbook BIR— M HATREH:,

Ly E20

o B %% redhat.rhel_mgmt %£4.

e python3-pyghmi {4 a8 pyghmi EHELEENSEEN L, NREMA localhost (FNZEE
Hl, ETEHIT playbook BIEH £ %% python3-pyghmi H{4 S,

e OOB 215 REHE R,

Pk
1. QIS ELUTRER playbook.yml X :

- name: Power on system
hosts: localhost
tasks:
- redhat.rhel_mgmt.redfish_command:

baseuri: "{{ baseuri }}"
username: "{{ username }}"
password: "{{ password }}"
category: Systems
command: PowerOn

2. 1%} localhost 4T playbook :
I # ansible-playbook playbook.yml
Hik, REFl

5.5. {#iF REDFISH_CONFIG &1k

LT RABIER 7 0a7E playbook H 8 redfish_config #H S RS ECE {8 UEFI B 5, H T A #HiE
W, =EMERS Ansible ZEHIENMZEENMERNEN, MTEHIT playbook BIE—EM _EHUTELL,

FoRFM

o B %% redhat.rhel_mgmt %£4.
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e python3-pyghmi {48 pyghmi EHELEFNSEEN L, NREMA localhost (FNZEE
Hl, ETEHIT playbook BIEH £ %% python3-pyghmi H{4 S,

e OOB #2315 R EHER,

ik S
1. QIS ELLTHRAR playbook.yml ST :

- name: "Set BootMode to UEFI"
hosts: localhost
tasks:

- redhat.rhel_mgmt.redfish_config:
baseuri: "{{ baseuri }}"
username: "{{ username }}"
password: "{{ password }}"
category: Systems
command: SetBiosAttributes
bios_attributes:

BootMode: Uefi

2. 1%} localhost 4T playbook :

I # ansible-playbook playbook.yml

Rk, REEIFRAMILE S UEF,
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%5 6 %= {#1fl KERNEL_SETTINGS RHEL RZifafa k ARBRNXZSH

25 6 Z {1 kerneL_seTTings RHEL R A K ARERNI%S

1E 775 Red Hat Ansible I—& 2 FEMNMA, EAILIEMR kernel_settings A BRI ES N E ik
FRERARSE., XITMRAR :

o REHAEAMMAXENRIFEOD,
o REMATHHWAKSE,
MEZEHITEHIZTT kernel_settings Aaf5, ARSHRIBNATRERS, HAEEFEIERE.

BF

HER, @i RHEL MBI RHEL REABTIERIA AppStream FE G ERIEN
RPM ¥4 12445 RHEL B, RHEL R4iA®IAR LB Ansible Automation Hub
= R4t Ansible 1T HBIE S,

6.1. KERNEL_SETTINGS A&
RHEL System Roles (RZifat) 2—4HAR, WBEES/NRGRE—BWEEEOD,

RHEL R4 2# A kernel_settings RIiAEBIEEAN®%. rhel-system-roles H LI EX MR
GiABURSE M,

EFAKRSELIENMEARN BRI —PNHEN R, E1E playbook 1 M kernel_settings A& & F1& %
FH—I1HENABEE, playbook B—NHZ N AKAEM play BFIR, B YAML BXHRE,

80T LA AR I 5 S0 R L — IR Ansible 1847 playbook ER&HI RS,
{5/ kernel_settings A, EATUEE :
o {FFH kernel_settings_sysctl AL EMAKS I
o £ kernel_settings_sysfs L EaMEMAKTF RS, BHE XSS EERF

o systemd fRFSEIEERH CPU #EXM, FHEM kernel_settings_systemd_cpu_affinity L=
IIBE X

o ARAEFEF RS F M kernel_settings_transparent_hugepages #11
kernel_settings_transparent_hugepages_defrag AL =ERE T

Hth BHR

e /usr/share/doc/rhel-system-roles/kernel_settings/kernel_settings/ B &+ # README.md
#0 README.html 3244

e {#fH playbook

o AR

6.2. {# FH KERNEL_SETTINGS & &N AR IE NS

RBLUT S B EEFN A Ansible playbook EZFRECERSE, MMA SN SERIERTTEFAM,
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SeRFH
o %A root f{R.
o IRIBMEHI RHEL 1T, &7 LATEERHIH 2R £ %% ansible-core #1 rhel-system-roles {422,

o XEFNBERFAETEFIIENL, Ansible BEWEZTI],

i

1. 74, LFEFFH (inventory) X :

[testingservers]
pdoe@192.168.122.98
fdoe@192.168.122.226

[db-servers]
db1.example.com
db2.example.com

[webservers]
web1.example.com
web2.example.com

7
# cat /home/jdoe/<ansible_project_name>/inventory
192.0.2.42

X TE X [testingservers] AR EMAH, ©RIFEFIFENRIIESBAENHIZIT Ansible,
2. DIBECESTHEE Y Ansible BVEIXE BRI BRI,
a. B8 YAML X4, HEXARZEIIPITH, Bl :

I # vi /home/jdoe/<ansible_project_name>/ansible.cfg
b. MUTHBEARIXHH :

[defaults]
inventory = ./inventory

[privilege_escalation]
become = true
become_method = sudo
become_user = root
become_ask_pass = true

[defaults] 23015 E 2B EHF A XHMEEE, [privilege_escalation] 84 & X
BEEEZEEN LM root, XX HRINEERNZSEENEM., 21T Ansible playbook i,
SRTEWMAR P EE, APEEEIZEENGE, ®id sudo BEIEIH N root,
3. DIE{#EA kernel_settings A& Ansible playbook.
a. G2 YAML X4, HEXARZHEIIDITH, Bl :

I # vi /home/jdoe/<ansible_project_names>/kernel-roles.yml
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LET TR — playbook, BEEE T —HEREIMFEMES (BN play) FIFRK, XL
fAIRHE inventory LI R EE B E VLT,

b. FMUTABBARIX M4 :

hosts: testingservers
name: "Configure kernel settings"
roles:
- rhel-system-roles.kernel_settings
vars:
kernel_settings_sysctl:
- name: fs.file-max
value: 400000
- name: kernel.threads-max
value: 65536
kernel_settings_sysfs:
- name: /sys/class/net/lo/mtu
value: 65000
kernel_settings_transparent_hugepages: madvise

name §#ZE AL, BRI —MERFRRFENINESZ play KEK, FHAEZ play AR,
Play F#Y hosts S8 E X Hiz1T play BIEH., HHREESKETUFEIRERENENAIRE
FriRfE, BATLAMED inventory XX #HRE LB —H ENIR M.

vars SN ARBEFMERKRSHBHMNENZEIIR,

roles #i5ERIIABNEE vars 2P RIINSAE,

. TER LMEA playbook YA SH R EELUREENTE,

4. (A%k) Wik play RHIE AR T IEM.
# ansible-playbook --syntax-check kernel-roles.ymi
playbook: kernel-roles.yml
ABER T X playbook BIRIHEIIE
5. 4T playbook.

# ansible-playbook kernel-roles.yml

BECOME password:

PLAY [Configure kernel settings]

hhkkkkkkkkkkhhhhkkkhkhkhhhhhkhkhkhhhhhhkhhhhhhhhhkhhhhhhhhhdhhhhhhkhhhdhhhhhrhhhhhhkhkdrrhhhrxx
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Hith

30

PLAY RECAP

fdoe@192.168.122.226 :0k=10 changed=4 unreachable=0 failed=0 skipped=6
rescued=0 ignored=0

pdoe@192.168.122.98 :0k=10 changed=4 unreachable=0 failed=0 skipped=6
rescued=0 ignored=0

£ Ansible 217 playbook Z &I, SRIRRNEHAR, HIEZE XN LA B ETIHE root,
X FEEE AR S BB EH.

recap 284> R play BN ERFAE 2 & XM (failed=0), FEBRNBT 4 MAZSHK
(changed=4).

6. ERENRETNHREZHMPAKSE URNILEREMNAT BEAHEERFRE,

"

i

ARG RMZTET RLUER RHEL RAE

/usr/share/doc/rhel-system-roles/kernel_settings/kernel_settings/ B %+ #) README.html
#1 README.md X4

f2E

Edi& Ansible

f# A Playbook

HEREE
At


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/automating_system_administration_by_using_rhel_system_roles/assembly_preparing-a-control-node-and-managed-nodes-to-use-rhel-system-roles_automating-system-administration-by-using-rhel-system-roles
https://docs.ansible.com/ansible/latest/network/getting_started/first_inventory.html
https://docs.ansible.com/ansible/latest/installation_guide/intro_configuration.html
https://docs.ansible.com/ansible/latest/user_guide/playbooks.html
https://docs.ansible.com/ansible/latest/user_guide/playbooks_variables.html
https://docs.ansible.com/ansible/latest/user_guide/playbooks_reuse_roles.html
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B 7ZFHRHC REAALITMRE

rhc RHEL R4 A @ﬁ%ﬁﬁﬁ‘é@%ﬁﬁ?IIIJEITIFEJ”’:EE(RHSM)%D Satellite lR%538 BEiFEM L N REL. %A
BILXEEA Ansible, #1775 Insights B xEREBMEEES.

7.1.RHC RLGiA BRI T
RHELEF TABRE—HAR, NZREESIROARM-—BNEEED, ZRENEE(rhe)RGARREE
5 BE S NS RHEL RSTEM R Red Hat Subscription Management (RHSM)# Satellite BRS5 25, Bk
ﬁrf/R'F LEMA rhe REAETIMREN, REAREEE Insights. 74, #H rhe REAR, &H
e F2E%F Red Hat Insights BYiE %
o JERAMBERAEFEE
o &R FEEMNIE
o [EE& Insights EELIKRBEhE#
o KEBERGLKITIRA

o & insights t3%

7.2. {FH RHC R AEEMRS

RETLAMEA rhe RHEL R4 A B EHRIEIMEILTIE, BRIVERT, rhe RHEL REABEIMRS
B, &I¥%R50%EE Red Hat Insights,

SERFEH
o LIAIERE EH EIZ1T playbook B9/ B K BIHEH 5 s,
. EEINZET RKFESE sudo MR,

o EXH EiZfTIt playbook IZE T REZE TV m4HFITE Ansible JF R XA,

it
1 A— vault ERFBRER :

$ ansible-vault create secrets.ym/
New Vault password: password
Confirm New Vault password: password

2. ansible-vault create fe S & OIE— NI vault X, HEHESTITFE. HIABRERERE
RIS A RO BURREE, gD -

activationKey: activation_key

username: username
password: password

3. RTFED, FHEMYHES. Ansible N vault HEYEIE.
2 g, & LUER ansible-vault edit secrets.yml 55544 vault FREYELIE.
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4. \ik BN vault IA -
I $ ansible-vault view secrets.yml

5. 82— playbook X, #0 ~/registration.yml, FiRFEBEHITHIREFEAUTETIZ — :
a. ZHEABUEEMNG ID (GEE) EM, 1BFEBLT playbook :

- name: Registering system using activation key and organization 1D
hosts: managed-node-01.example.com
vars_files:

- secrets.yml
vars:

rhc_auth:

activation_keys:
keys:
"{{ activationKey }}"

rhc_organization: organizationlD
roles:

- role: rhel-system-roles.rhc

b. ZEFERAAAMBELEM, EFERLLT playbook :

- name: Registering system with username and password
hosts: managed-node-01.example.com
vars_files:

- secrets.yml
vars:
rhc_auth:
login:
username: "{{ username }}"
password: "{{ password }}"
roles:
- role: rhel-system-roles.rhc

6. T playbook :

151
I # ansible-playbook ~/registration.yml --ask-vault-pass

Hth R

e /usr/share/ansible/roles/rhel-system-roles.rhc/README.md 3 {4

7.3. {#fH RHC G A @t SATELLITE MRS

LIS Satellite BRGNS, EE@iT Satellite MRS, ERLMER rhe RHEL RS A @&
Satellite 2 F MIEHIR S,

FeREH
o LIAIEZE EH EIZ1T playbook B9/ B K EIHEH T s,
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o AT EEIRET MK EAE sudo HIR,
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o EH EiZfTIE playbook IZE T REZE TV RAHFITE Ansible JF R XA,

it =
1 A— vault ERFBRER :

$ ansible-vault create secrets.ym/
New Vault password: password
Confirm New Vault password: password

2. ansible-vault create S OIE— NN, HEHESRPITH S, BALBEREERLEH

BOBRRELSE, U0 -

I activationKey: activation_key

3. IREFEEN, HFEMYREESS. Ansible 1123 vault FEYEIE.

2, EELUEA ansible-vault edit secrets.yml 5% %E vault FREVEIE,

4. \ik : BN vault IA -
I $ ansible-vault view secrets.yml

5. fll8— playbook 3Xf¥, #0 ~/registration-sat.yml,

6. fEf ~/registration-sat.yml FEILL T XA, FERABUEEMYM ID FMRYE

- name: Register to the custom registration server and CDN

hosts: managed-node-01.example.com
vars_files:
- secrets.yml
vars:
rhc_auth:
login:
activation_keys:
keys:
- "{{ activationKey }}"
rhc_organization: organization/D
rhc_server:
hostname: example.com
port: 443
prefix: /rhsm
rhc_baseurl: http.//example.com/pulp/content
roles:
- role: rhel-system-roles.rhc

7. 3517 playbook :
I # ansible-playbook ~/registration-sat.yml --ask-vault-pass
Hith BTIR
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e /usr/share/ansible/roles/rhel-system-roles.rhc/README.md 3 {4

7.4.EH RHC RS ABIEEMEZERE INSIGHTS BI%#

L{E M rhe RHEL RETABEMRTZN, KIABER TABSRSMAE Red Hat Insights B, MIRFE,
Al LUEFA rhe RGABERT.

FRFM
o DRIERZE XN LIZT playbook HIF - & Sk BIHEHI T =,
o AT HEEIZET MK EA sudo IR,
o EEH EIZFTI playbook IRE T KRR E T RATITE Ansible SEHXHH,

o RLIBZEM,

i =
1. AIEE— playbook 344, #0 ~/dis-insights.yml, FHEHBRIMUTAE :
- name: Disable Insights connection
hosts: managed-node-01.example.com
vars:
rhc_insights:
state: absent
roles:
- role: rhel-system-roles.rhc
2. J&17 playbook :
I # ansible-playbook ~/dis-insights.yml
Hth 5

e /usr/share/ansible/roles/rhel-system-roles.rhc/README.md 3 {4

7.5.F RHC RS ABEREMEE

A LAMER rhe RHEL RETABILESAIERARE T R LHNEFMHE,

FRFM
o DURIERE XN LIZT playbook HIF A & Sk BIHEHI T =,
o AT EEIRET MK EA sudo IR,
o EIEH EIZFTI playbook MIRE T KRR E T RATITE Ansible SEHXHH,
o BHEARETRLEANERNFHEZENER.

o EMEIMRLL
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iz
1. A8 — playbook 34, #0 ~/configure-repos.yml :
a. BERAEME

- name: Enable repository
hosts: managed-node-01.example.com
vars:
rhc_repositories:
- {name: "RepositoryName", state: enabled}
roles:
- role: rhel-system-roles.rhc

b. ZEREFMHE :

- name: Disable repository
hosts: managed-node-01.example.com
vars:
rhc_repositories:
- {name: "RepositoryName", state: disabled}
roles:
- role: rhel-system-roles.rhc

2. 1517 playbook :

i
I # ansible-playbook ~/configure-repos.yml

Hth BHR

e /usr/share/ansible/roles/rhel-system-roles.rhc/README.md 3 {4

7.6. #H RHC R4 ABIXNE XK ThRA

IEA LU R ARR B RE R E RHEL JRIRABIEFIEE, MARRIMRARFIEE, X, RSN
OO E B E BUR RAR

FRFH
o DURIERE EN LIZT playbook HIF - & Sk BIHEHI T =,
o AT HEEIZET MK EA sudo IR,

o EEH EiZfTIL playbook IZE T REZE TV m4HFITE Ansible JF R XA,

=z

o MIAEMBYIERSALR RHEL lRAE, HIE, &
A FHURRA

REERRABER EHN HANZ1TH RHEL JRAR

v

o EMEZMRLL

it =
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1. A8 — playbook 34, #0 ~/release.yml :

- name: Set Release
hosts: managed-node-01.example.com
vars:
rhc_release: "8.6"
roles:
- role: rhel-system-roles.rhc

2. J&17 playbook :
I # ansible-playbook ~/release.yml
Hith BTIR

e /usr/share/ansible/roles/rhel-system-roles.rhc/README.md 3 {4

7.7. EE B RHC G AEFMENIFRRIERS 2

NRENR 2 REI RS VHET RERSSHF VIR EEM, SRILEMERA rhe RHEL 2514 &M RGN 1E

playbook I EMRIEIXE,
SeRFH
o LIRIEZE FH LIZ1T playbook BIF F B K EIHEH 71 s,

° HEEFRET RBIKF RA sudo MR,

o TEH FZ1TI playbook IZE T mEZE T RAFITE Ansible &

it
1 A— vault ERFBRER :

$ ansible-vault create secrets.ym!
New Vault password: password
Confirm New Vault password: password

B,

2. ansible-vault create S OIE— NN, HEHEZRPITHE, HALBEREERLEH

BOBRRELHE, A0 -

username: username
password: password

proxy_username: proxyusernme
proxy_password: proxypassword

3. IRFEEN, HFEMYEESS. Ansible 1123 vault FEYEIE.

2 g, & LUER ansible-vault edit secrets.yml <5544 vault FRAYEIE.

4. AL R vault BE :

I $ ansible-vault view secrets.yml
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5. Il — playbook 3Xf#, #0 ~/configure-proxy.yml :
a. EFEAREEMEI RHEL BT Mk :

- name: Register using proxy
hosts: managed-node-01.example.com
vars_files:
- secrets.yml
vars:
rhc_auth:
login:
username: "{{ username }}"
password: "{{ password }}"
rhc_proxy:
hostname: proxy.example.com
port: 3128
username: "{{ proxy_username }}"
password: "{{ proxy_password }}"
roles:
- role: rhel-system-roles.rhc

b. EM Red Hat Subscription Manager AR 55 BIEC & AR IHIFRICIEAR S5 25 -

- name: To stop using proxy server for registration
hosts: managed-node-01.example.com
vars_files:

- secrets.yml
vars:
rhc_auth:
login:
username: "{{ username }}"
password: "{{ password }}"
rhc_proxy: {"state":"absent"}
roles:
- role: rhel-system-roles.rhc

6. 1517 playbook :
I # ansible-playbook ~/configure-proxy.yml --ask-vault-pass
Hith BTIR

e /usr/share/ansible/roles/rhel-system-roles.rhc/README.md 3 {4

7.8. A RHC R ABZMA INSIGHTS MK BB

IRET LUE A rhe RHEL R4 A B2 A Red Hat Insights BIBE AN ERH. BRIAMERT, UEHRIE
#% Red Hat Insights B, X MNETELERA T .. ERILUER rhe RHEL RETABRZRAE,
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WREA T LLIhEE, EREAEERTHEAIINE X, BRARBRARIEERIIN
Fo

FRFH

Pt =

38

LRI E 2 & E M _EIZ4T playbook BFE F' & S BIHEEI 7T &,
AFEZEEZE Y amk -~ 248 sudo iR,
ZEH EZ1TI playbook IZE T R ZE T mAHFITE Ansible JFEH XA,

BE MRS,

. BIB— vault RREFHRAER -

$ ansible-vault create secrets.ym/
New Vault password: password
Confirm New Vault password: password

. ansible-vault create i S U|E—NMINFEHXY, HERESRTITHE, HIABEREERGZES

BOBRRELHE, A0 -

username: username
password: password

REFER, FXRMHHEER. Ansible INE vault REIEIE,
2, EELUEA ansible-vault edit secrets.yml 5455475 vault FREVEIE,

A% BR vault BE -

I $ ansible-vault view secrets.yml

B — playbook X4, 10 ~/auto-update.yml, FHIFUTHRERMBIEH :

- name: Disable Red Hat Insights autoupdates
hosts: managed-node-01.example.com
vars_files:

- secrets.yml
vars:
rhc_auth:
login:
username: "{{ username }}"
password: "{{ password }}"
rhc_insights:
autoupdate: false
state: present
roles:
- role: rhel-system-roles.rhc
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6. 1517 playbook :
I # ansible-playbook ~/auto-update.yml --ask-vault-pass
Hith BTR

e /usr/share/ansible/roles/rhel-system-roles.rhc/README.md 3 {4

7.9. {FF RHC RHEL 25 A A INSIGHTS 28

ISR LAE A rhe RHEL ROIABFMRARE N B EHMISRE. HFEMNRSEREE Red Hat Insights
i, eRINER. MRFE, BAUERE,
=

f#M rhe ROA G AINATAFRENRSEEREZRLEN SESF . Tk
| Satellite 3% Capsule BI%%4%, LARRIA R LI, B X Red Hat Insights #h#
E’JE%{EIIL.\, Trﬁﬁ[ﬂ Red Hat |n5ight5 %l‘?&#ﬁﬁ )

-

FRFH
o DURIERZE XN LIZT playbook HYF A & Sk BIHEHI T =,
o ATEEIRET =Bk EAE sudo FUR,
o EEH 2T playbook IRE T R R E T RATIFE Ansible JEHXHH,
e MEEMAT Insights ¥4,

o EMEZMRLL

¥ =
1. EBEAH, H0E— playbook X, #0 ~/remediation.yml :

- name: Disable remediation
hosts: managed-node-01.example.com
vars:
rhc_insights:
remediation: absent
state: present
roles:
- role: rhel-system-roles.rhc

2. J&17 playbook :
I # ansible-playbook ~/remediation.yml
Hith BTIR

e /usr/share/ansible/roles/rhel-system-roles.rhc/README.md X {4
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7.10. A RHC R ABHEE INSIGHTS fr&
B LN REGT IR D HFERIRE, ST URBERBE UIr%,

SeRF M
o LIAEZE XN LIZTT playbook BIFE F & 5% BRI s,
o AT EEIZET "Bk EH sudo TR,
o TEH FiZ1TI playbook IZE T mEZE T mAFITE Ansible JEH LA,
i =
1 BIE—1 vault RRFHRAER :
$ ansible-vault create secrets.ym!
New Vault password: password
Confirm New Vault password: password
2. ansible-vault create S OE—MNBHAX M, HERERFITAE. HALERGFEBEES
BOBRRREHE, Bin -
username: username
password: password
3. REREH, FHXHESR. Ansible I vault REVEIE.
2, EELUEA ansible-vault edit secrets.yml 545475 vault FREVEIE.
4. Bk BN vault IS -
I $ ansible-vault view secrets.yml
5. f/E— playbook X, #~/tags.yml, FEUTHBRMBIE S :

40

- name: Creating tags
hosts: managed-node-01.example.com
vars_files:
- secrets.yml
vars:
rhc_auth:
login:
username: "{{ username }}"
password: "{{ password }}"
rhc_insights:
tags:
group: group-name-value
location: location-name-value
description:
- RHELS8
- SAP
sample_key:value
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state: present
roles:
- role: rhel-system-roles.rhc

6. 1517 playbook :
I # ansible-playbook ~/remediation.yml --ask-vault-pass
Hith BTR

e /usr/share/ansible/roles/rhel-system-roles.rhc/README.md X {4

o MEFELFR, HSM RUTIEFNN Red Hat Insights 248 o

7.01. A RHC R ABECERSEM
MBEEABEEI RS, EaLMIIEECHEEM RS

FRFM
o DURIERE XN LIZT playbook HYF - & Sk BIHEHI T =,
o AT HEEIRET MK EA sudo IR,
o EEH EIZFTI playbook MIRE T RRE T RATIFE Ansible SEHXHH,

o RLIBZFM,

i =5
1. BEUHEEM, E0IE— playbook X4, #0 ~/unregister.yml, FHEEFRIMUTHEA :

- name: Unregister the system
hosts: managed-node-01.example.com
vars:
rhc_state: absent
roles:
- role: rhel-system-roles.rhc

2. J&17 playbook :
I # ansible-playbook ~/unregister.ymi
Hth B

e /usr/share/ansible/roles/rhel-system-roles.rhc/README.md 3 {4
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% 8 = [fH RHEL R A BB EML X

I8 5 AT LAME A network RHEL RS ABBEIMESRMASHEAMEENEEES.

8.1. EAM% RHEL Rt ABMZORMN, ERFS IP thitfcE LUAMEEE
& BT LA#E A network RHEL R4 A BITi2E & LA MEE,
fBlgn, LRI FERLLTRES enp7s0 1% 503 NetworkManager i# 3B E S -

o N IPv4 Heit - 192.0.2.1 701 /24 F ML

o E N IPv6 Hiutlk - 2001:db8:1::1 #1 /64 F ML

o |Pv4 BIARIX - 192.0.2.254

e |Pv6 EIARIX - 2001:db8:1::fffe

e |Pv4 DNS fR%5%5 - 192.0.2.200

e |Pv6 DNS fR%58s - 2001:db8:1::ffbb

e DNS ##3:1g - example.com

£ Ansible #77 m EHIT LS IK,

SeRF M
o MEHERFEHTRMTETR
o LIAITERE EHLIZ1T playbook B F F B SR EIEH T =,
o HATFEEINZTET RMKSEA sudo FiR,
o FEMEH EiZfTI playbook IRE T KR E T RAFITE Ansible SEH XX,
o [RFSEBREEFE —MIESHFEIUAKRIILA,

o ZET HMHM NetworkManager Bl &M%,

it =

1. OIBZEELLTHREM playbook X4, %0 ~/ethernet-static-IP.yml :

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure an Ethernet connection with static IP
include_role:
name: rhel-system-roles.network

vars:
network _connections:
- name: enp7s0
interface_name: enp7s0
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type: ethernet
autoconnect: yes
ip:
address:
-192.0.2.1/24
-2001:db8:1::1/64
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:
-192.0.2.200
- 2001:db8:1::ffbb
dns_search:
- example.com
state: up

2. T playbook :

Hth BHR

151
I # ansible-playbook ~/ethernet-static-IP.yml

% 8 = il RHEL REiABEEMLNE

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 3 {4

8.2. [FAW A XRFHRENML RHEL R A BFAFES IP fthit it & LA KM%

£

& 0] LUME A network RHEL R4 A BIi2EE LA AR EE,

AT S AL T A R4 4 BR 7 -

I # udevadm info /sys/class/net/<device_name> | grep ID_PATH=

fign, LLFRERERLUTIZE NS PCIID 0000:00:0[1-3].0 &£, A2 0000:00:02.0 FLEcHix &

B3 NetworkManager iF 2B B X1 :

o A IPv4 it - 192.0.2.1 #1 /24 FRHEHE

o 375 IPv6 Hhilk - 2001:db8:1::1 1 /64 F MY

e |Pv4 BIARIX - 192.0.2.254

o |Pv6 EKIARIX - 2001:db8:1::fffe

e |Pv4 DNS fR%58s - 192.0.2.200

e |Pv6 DNS fR%58s - 2001:db8:1::ffbb
e DNS 31 - example.com

£ Ansible #2077 R ST LS IK,

FoRFM
o MEAFIFEHTRMZETR
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o LIFERE XN LIZTT playbook BIFE F & 5k BRI T =,
=

o AFEEIZTET RIKFEA sudo TR,

o EXH EiZfTIE playbook IZE T REZE TV m4HFITE Ansible JF R XA,

%
o RFFECEFE —MELEEMUAKMILE,

o ZET MHEM NetworkManager Bt &M%,

¥ =
1. OIS ELLTHREM playbook X4, %0 ~/ethernet-static-IP.yml :

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure an Ethernet connection with static IP
include_role:
name: rhel-system-roles.network

vars:
network _connections:
- name: example
match:
path:
- pci-0000:00:0[1-3].0
- &lpci-0000:00:02.0
type: ethernet
autoconnect: yes
ip:
address:
-192.0.2.1/24
- 2001:db8:1::1/64
gateway4: 192.0.2.254
gateway6: 2001.:db8:1::fffe
dns:
-192.0.2.200
- 2001:db8:1::ffbb
dns_search:
- example.com
state: up

AFIHFE match S3E LT Ansible @14 FZI5 PCIID 0000:00:0[1-3].0 LEZHYI% &, {B3%
A 0000:00:02.0 % &, BXALUEANRKEIMRNBERTEE FEE
/usr/share/ansible/roles/rhel-system-roles.network/README.md X {4 #) match S%##
LQ

.
=
=

2. T playbook :

ié,
I # ansible-playbook ~/ethernet-static-IP.yml

Hth BHR
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%5 8 & {1/ RHEL RS BEEMAXE
e /usr/share/ansible/roles/rhel-system-roles.network/README.md 3 {4

8.3. (EAMIM%S RHEL REABMFEOLHN, EANS IP ik fiE LK FE
£

&R LU#EF network RHEL R4 A G2 BLUAMIERE., X TEEE IP % ErE
#, NetworkManager & 73k BH DHCP RS 2838 EEE K IP % &,

£ Ansible #2177 R EHIT LS IK,

FRFH
o MEHEFIFEHTRAMRETR
o DURITERE XN LIZT playbook HYF - & Sk BIHEHI T =,
o AT HEEIZET MK EA sudo IR,
o EEH EIZFTI playbook MIRE T RZE T RATIFE Ansible JEHXHH,
o RFFECEFE —MPEHEEMUAKMILE,
o M4HhHE DHCP RS 2%

o ZET MHM NetworkManager Bl &M%,

¥ =
1. BRI ELLTFREM playbook X4, 40 ~/ethernet-dynamic-IP.yml :

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure an Ethernet connection with dynamic IP
include_role:
name: rhel-system-roles.network

vars:
network _connections:

- name: enp7s0
interface_name: enp7s0
type: ethernet
autoconnect: yes
ip:

dhcp4: yes
auto6: yes
state: up

2. T playbook :

ié,
I # ansible-playbook ~/ethernet-dynamic-IP.yml
HibFiR
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e /usr/share/ansible/roles/rhel-system-roles.network/README.md 3 {4

8.4. FAWAXFBENML RHEL R4iAE, FAAS IP fthitfii&E L KM
Pz

&l LAE A network RHEL R4 A BILiZEE LUK MIERE XT??'\’Ei)J?S P k15 & 5%
#, NetworkManager 2773k B DHCP RS 330951 T IP i%

e LAMER LT e iR AR i iR 1R
I # udevadm info /sys/class/net/<device_name> | grep ID_PATH=

£ Ansible #2177 R ST LS IK,

FRFH
o MEHEFIFEHTRMRETR
o UURIERE XN LIZT playbook HIF A & Sk BIHEHI T =,
o AT EEIRET MK EAE sudo HIR,
o EEH EIZFTI playbook IRE T R R E T RATIFE Ansible SEHXHH,
o RFFECEFAE —MELEEMUAKMILE,
o [4HhAE DHCP fR%525.

o ZEENEMA NetworkManager EZE %%,

¥ =
1. BRI ELLTFREM playbook X4, %0 ~/ethernet-dynamic-IP.yml :

- name: Configure the network
hosts: managed-node-01.example.com

tasks:
- name: Configure an Ethernet connection with dynamic IP
include_role:

name: rhel-system-roles.network

vars:
network _connections:
- name: example
match:
path:
- pci-0000:00:0[1-3].0
- &!pci-0000:00:02.0
type: ethernet
autoconnect: yes
ip:
dhcp4: yes
auto6: yes
state: up
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% 8 = il RHEL REiABEEMLNE

A match S3E LT Ansible $$EI4 R FAEI5S PCIID 0000:00:0[1-3].0 LEZHYI% &, {B3%
A 0000:00:02.0 % &, BXALUEANRKEIMRNBERFEE FEE
/usr/share/ansible/roles/rhel-system-roles.network/README.md 3 {4 #) match S3{##
SI;'%O

2. J&17 playbook :

# ansible-playbook ~/ethernet-dynamic-IP.yml|

HiBR

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 3 {4

8.5. {#1FH NETWORK RHEL XA ffLE VLAN Frit

Ea LUFE A network RHEL REEABEE VLAN IR0, XN REIFEX N AKMERE 2 ERINT —1NLK
WIEREFD ID 7 10 B9 VLAN, {EHFi%4, VLAN EEES IP. BRIAMXF] DNS B&E,

RIBEBENE, BN ETRE, Hln -
o EEHMEEPN VLAN BfEmO (MHAE) , FAip B, HEFEEPXE IPEE.

o FEE7E VLAN B[l team. bridge 5% bond &%, iHHEEE VLAN {5 8RO #Y
interface_name #1 K& F %,

£ Ansible #2177 R ST LS IK,

FoRFMH
o MEHEFIFEHTRMRETR
o DURIEZE XN LIZT playbook HYF A & Sk BIHEHI T =,
o AT HEEIRET MK EA sudo IR,

o TEH FZFTI playbook IZE T mEZE T mATITE Ansible JEH L4,

AR

. QIEEELUTREM playbook X, #0 ~/vian-ethernet.yml :

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure a VLAN that uses an Ethernet connection
include_role:
name: rhel-system-roles.network

vars:
network _connections:
# Add an Ethernet profile for the underlying device of the VLAN
- name: enp1s0
type: ethernet
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interface_name: enp1s0
autoconnect: yes
state: up
ip:
dhcp4: no
auto6: no

# Define the VLAN profile
- name: enp1s0.10
type: vlan
ip:
address:
-"192.0.2.1/24"
-"2001:db8:1::1/64"
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:
-192.0.2.200
- 2001:db8:1::ffbb
dns_search:
- example.com
vlan_id: 10
parent: enp1s0
state: up

VLAN EZ& XX parent B VLAN B & H7E enpls0 iX& 2 £iE1T.
2. J&17 playbook :

i
I # ansible-playbook ~/vlan-ethernet.yml

Hith BHR

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 3 {4

8.6. {#FH NETWORK RHEL R4 fa Bt & M L& 171

SR LA network RHEL RTABEE Linux M. M0, (EAEREESEEND>UKRIERIRIT,
FFE IPv4 F 1Pv6 ik, BRILIXHD DNS ECE.

y -
ERMTT EIRE IP EBRE, MARE Linux MRG0 LXE.
1E Ansible #6177 s EHAT LS I,

FRFH
o MEHEFIFEHTRMRETR
o DURIERE XN LIZT playbook B - & Sk BIHEHI T =,

o AT HEEIZET MK EA sudo HIR,
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% 8 = il RHEL REiABEEMLNE

o EfEH FinfTik playbook BIZE T mEkZE TV mZHFITE Ansible ;BH ST,

o HERFSH/HLEMNDIE ML LIRS E EI LA E,

i =
1. SIS ELUTHEN playbook X{§, #0 ~/bridge-ethernet.yml :

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure a network bridge that uses two Ethernet ports
include_role:
name: rhel-system-roles.network

vars:
network _connections:

# Define the bridge profile

- name: bridge0
type: bridge
interface_name: bridge0
ip:

address:

-"192.0.2.1/24"
-"2001:db8:1::1/64"
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe

dns:
-192.0.2.200
- 2001:db8:1::ffbb
dns_search:
- example.com
state: up

# Add an Ethernet profile to the bridge
- name: bridge0-port1
interface_name: enp7s0
type: ethernet
controller: bridge0
port_type: bridge
state: up

# Add a second Ethernet profile to the bridge
- name: bridge0-port2
interface_name: enp8s0
type: ethernet
controller: bridge0
port_type: bridge
state: up
2. T playbook :

ié/
I # ansible-playbook ~/bridge-ethernet.yml
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Hth B

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 3 {4

8.7. {FH NETWORK RHEL 4 A BBl B WA A E

& el LUEF network RHEL R4TABRELE Linux 87E, 0, T RE active-backup IR HEERE
AWK SHIMSELE, FHiXE IPv4 # IPv6 Hitt, BRIAMXH DNS ECiE,

Y ER
© EHELREPEE WMRRE Linux FENKDELE
1E Ansible #2117 R EHAT IS T,

FoRFM
o MEAFITFIEHT RMZE TR
o LIAESZEEN.LIZIT playbook BIFR /7 B S BIEH T s,
o AT EHEIZET SMKF EA sudo kR,
o TEH FZFTI playbook IZE T mEZE T mATITE Ansible JEH L4,

o TERFSH/HLERMNDIE P LIRS E EI LA E,

¥ =
1. DIBEELUTHREAM playbook X4, %0 ~/bond-ethernet.yml :

- name: Configure the network
hosts: managed-node-01.example.com

tasks:
- name: Configure a network bond that uses two Ethernet ports
include_role:

name: rhel-system-roles.network

vars:
network _connections:
# Define the bond profile
- name: bond0
type: bond
interface_name: bond0
ip:
address:

-"192.0.2.1/24"
-"2001:db8:1::1/64"
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe

dns:

-192.0.2.200

- 2001:db8:1::ffbb
dns_search:
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state: up
2. J&17 playbook :
I # ansible-playbook ~/bond-ethernet.yml
Hith BTIR

- example.com
bond:
mode: active-backup
state: up

# Add an Ethernet profile to the bond

- name: bond0-port1
interface_name: enp7s0
type: ethernet
controller: bond0
state: up

# Add a second Ethernet profile to the bond

- name: bond0-port2
interface_name: enp8s0
type: ethernet
controller: bond0

% 8 = il RHEL REiABEEMLNE

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 3 {4

8.8. {#FH NETWORK RHEL R4 A AL E IPOIB 14

IR LUE A M4 RHEL RETAE MinfiniBand (IPolB)i% & L# IP LF2 63 NetworkManager £ 3HC & XX
%, 130, BiTiZ1T Ansible playbook, N mix4_ib0 #EOLERIMEB U TIZER InfiniBand 1% :

—~ IPoIB #% # - mix4_ib0.8002
— 9 X %5 p_key - 0x8002

75 IPv4 Hbtlk - 192.0.2.1, FWREHEH /24

— N85 IPV6 Hblit - 2001:db8:1::1, FFIE Y /64

£ Ansible #2177 R EHIT LS IK,

FRFH

BEESFEFTRNRET R

IR LALLR £ 32 B £ M L1217 playbook BIFE F & 17 & S BIFEHITT R,

AT EEIRET SBiKF BE sudo MR,

B H EIEATH playbook B BT R ZET

SHFITE Ansible SEE ST A,

—AN &5 mix4_ib0 B InfiniBand X&KL EEZET

ZET S # A NetworkManager Bt &M%,

mE.

51


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/automating_system_administration_by_using_rhel_system_roles/assembly_preparing-a-control-node-and-managed-nodes-to-use-rhel-system-roles_automating-system-administration-by-using-rhel-system-roles.html

Red Hat Enterprise Linux 7 {8/ RHEL 7.9 1Y RHEL 5 A ATt RS EH

i =
1. BE—1 playbook X, MEBELUTHREH ~/IPolB.yml :

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure IPolB
include_role:
name: rhel-system-roles.network

vars:
network _connections:

# InfiniBand connection mix4_ib0
- name: mix4_ib0
interface_name: mix4_ib0
type: infiniband

# IPolB device mix4_ib0.8002 on top of mix4_ib0
- name: mix4_ib0.8002
type: infiniband
autoconnect: yes
infiniband:
p_key: 0x8002
transport_mode: datagram
parent: mix4_ib0
ip:
address:
-192.0.2.1/24
- 2001:db8:1::1/64
state: up

MREBEABIFTREET p_key B8, EAE IPolB % Li%& interface_name 5%,
2. 1517 playbook :

i
I # ansible-playbook ~/IPoIB.yml

1. £ managed-node-01.example.com F#l L 7R miIx4_ib0.8002 ix &8 IP K& :
# ip address show mix4_ib0.8002
i-ﬁ-et 192.0.2.1/24 brd 192.0.2.255 scope global noprefixroute ib0.8002
valid_Ift forever preferred_lft forever

ineté 2001:db8:1::1/64 scope link tentative noprefixroute
valid_Ift forever preferred_lft forever

& mix4_ib0.8002 % & 94> K B H(P_Key) :

2. &
# cat /sys/class/net/mix4_ib0.8002/pkey
0x8002
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mix4_ib0.8002 % # IR :

%N
# cat /sys/class/net/mix4_ib0.8002/mode
datagram

Hth BHR

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 3 {4

8.9. {#F NETWORK RHEL %4 A K ERE FMERERAEI R REBER
VNGBS

BRI UERETRBNRERERE FRIRERETRNBIAMNX. Fla0, Z= L0 RHEL BCE N EK
INEREHEFTE RSN BB B AN A NIRHEE. B2, MPERIFESFRERBOREE S 40
Bo

ZILRMAZ N R LEREETRIRMIRE, ELUER RHEL network Z4iA 8, £ Ansible #2477 =
EHAT IS,

HESRAR R LA 4R

Internal Workstations Servers

10.0.0.0/24 203.0.113.0/24

L oo 20301131 ———|

RHEL Router

default route

——— 198.51.100.1 m m— 192.0.2] —mmmm8888@™
198.51.100.2 192.0.2.2

| |
Provider A Provider B

SeRFH

o MEHEFIFEHTRMRETR

o LIAIERE EH EIZ1T playbook B9/ B K BIHEH 5 s,

o ATFEREITZET KWK HES sudo FR,

o TEH FZFTI playbook IZE T mEZE T mATITE Ansible JEH LA,
o ZET AHEH NetworkManager 1 firewalld RS,

o MEMBMZETRE 4 MM%ED :

o enp7s0 HEOCEERIRERE A ML, REEMLHIRX IP - 198.51.100.2, RIZ4{E A
/130 M4 #HY,,
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o enpls0 #EMEEEIRAE B BIMLS, REMEMLHBIFMXK P 192.0.2.2, MZ4EA /30 K
Lhih,

o enp8s0 EAB5EAWE T/FiLH 10.0.0.0/24 FMHEiE,

%
o enp9s0 OB 5 EH L EMRS 2R 203.0.113.0/24 FFAEIE,

o NET/FLFMAENMER 10.0.0.1 AKX, ELRER, ERILUHIA IP ik 2 E4%
X250 enp8s0 MI4% O,

o RIS/ FMABEMNGERA 203.0.113.1 AR K, ELLRES, ERILUEXA IP it S Ees
IR E25HY enp9s0 MI4% O,
iz
. QBEELUTREM playbook X4, #0 ~/pbr.yml :

- name: Configuring policy-based routing
hosts: managed-node-01.example.com

tasks:
- name: Routing traffic from a specific subnet to a different default gateway
include_role:

name: rhel-system-roles.network

vars:
network _connections:

- name: Provider-A
interface_name: enp7s0
type: ethernet
autoconnect: True
ip:

address:
-198.51.100.1/30
gateway4: 198.51.100.2
dns:
-198.51.100.200
state: up
zone: external

- name: Provider-B
interface_name: enp1s0
type: ethernet
autoconnect: True
ip:

address:
-192.0.2.1/30
route:
- network: 0.0.0.0
prefix: 0
gateway: 192.0.2.2
table: 5000
state: up
zone: external

- name: Internal-Workstations
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interface_name: enp8s0
type: ethernet
autoconnect: True
ip:
address:
-10.0.0.1/24
route:
- network: 10.0.0.0
prefix: 24
table: 5000
routing_rule:
- priority: 5
from: 10.0.0.0/24
table: 5000
state: up
zone: trusted

- name: Servers
interface_name: enp9s0
type: ethernet
autoconnect: True
ip:

address:
-203.0.113.1/24
state: up
zone: trusted

2. T playbook :

ii/
I # ansible-playbook ~/pbr.yml|

1. EREBIT/EULFMEY RHEL EHL :

a. &% traceroute H{4E :

I # yum install traceroute

b. {4 traceroute TE T/RE|EHKR £ EHAIEEH :
# traceroute redhat.com
traceroute to redhat.com (209.132.183.105), 30 hops max, 60 byte packets

1 10.0.0.1 (10.0.0.1)  0.337 ms 0.260 ms 0.223 ms
2 192.0.2.1 (192.0.2.1) 0.884 ms 1.066 ms 1.248 ms

SN EREAZSET 192.0.2.1, EME4E B WMLk 4 EHIES,
2. TR FMAM RHEL EML -

a. &% traceroute H{4E :

I # yum install traceroute
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b. {8 traceroute TE T /REIEEM L EHBIEEH :

# traceroute redhat.com

traceroute to redhat.com (209.132.183.105), 30 hops max, 60 byte packets
1 203.0.113.1 (203.0.113.1) 2.179 ms 2.073 ms 1.944 ms

2 198.51.100.2 (198.51.100.2) 1.868 ms 1.798 ms 1.549 ms

e B REAZSET 198.51.100.2, BN A BIRIZ k4 EHIES,
3. 7£{#F RHEL R4 ABEEMN RHEL AR L :
a. BRHNBIEK

#ip rule list

0:  from all lookup local

5: from 10.0.0.0/24 lookup 5000
32766: from all lookup main
32767: from all lookup default

ZIAERT, RHEL &&3% local. main #1 default B9,

b. "%k 5000 FHIEKE :

# ip route list table 5000
0.0.0.0/0 via 192.0.2.2 dev enp1s0 proto static metric 100
10.0.0.0/24 dev enp8s0 proto static scope link src 192.0.2.1 metric 102

c. BREOMBIMER :

# firewall-cmd --get-active-zones
external

interfaces: enp1s0 enp7s0
trusted

interfaces: enp8s0 enp9s0

d. 38iF external K25 T HhEE -

# firewall-cmd --info-zone=external
external (active)

target: default

icmp-block-inversion: no

interfaces: enp1s0 enp7s0

sources:

services: ssh

ports:

protocols:

masquerade: yes

Hith BHR

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 3 {4
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8.10. {f#FH NETWORK RHEL RGiABEET A 802.1X M4 &EpiFAIE:S
UK MERE

&M network RHEL RZiA®, ERLBTNARER 802X AR LI ERRINIER Fik. i, &
11217 Ansible playbook , fERLLTIXE, 7 enp1s0 #FEOZZARM— AR E#E -

o F IPv4 Hhlik - 192.0.2.1 F] /24 F RIS

o 5 IPv6 Hutlt - 2001:db8:1::1 F1I /64 FM#HY

e |Pv4 BIARIX - 192.0.2.254

o |Pv6 ERIARIX - 2001:db8:1::fffe

e |Pv4 DNS fR%5%s - 192.0.2.200

e |Pv6 DNS fR%58s - 2001:db8:1::ffbb

e DNS #3315 - example.com

o M TLS A B HREIEML(EAP)R 802.1X %% &3 95 k.

£ Ansible #2177 R EHIT LS IK,

SeRF M
o MEHXEFIFEHTRMRETR
o LIAITERE EHLIZ1T playbook B FH F B SR EIEH T =,
o HATFEEINZTET RMKSEA sudo FifR,
o EEH EiZfTI playbook IR E T MR E TV RAFITE Ansible JEE X4
o ML FF 802X ML FDISIL,
o ZEI AEM NetworkManager,
e control TR L#F7E TLS BPWIEFT I LU ST
o EMImBIHTEAETE /srv/data/client.key XA,
o EFImiEBIEH4TE /srv/data/client.crt ST,
o IERMALHNMI(CA)IEFFHETE /srv/data/ca.crt ST,

ik =
1. QIS ELUTRER playbook X4, #l ~/enable-802.1x.yml :

- name: Configure an Ethernet connection with 802.1X authentication
hosts: managed-node-01.example.com
tasks:
- name: Copy client key for 802.1X authentication

copy:
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src: "/srv/data/client.key"
dest: "/etc/pki/tls/private/client.key"
mode: 0600

- name: Copy client certificate for 802.1X authentication
copy:
src: "/srv/data/client.crt"
dest: "/etc/pki/tls/certs/client.crt"

- name: Copy CA certificate for 802.1X authentication
copy:
src: "/srv/data/ca.crt"
dest: "/etc/pki/ca-trust/source/anchors/ca.crt”

- include_role:
name: rhel-system-roles.network

vars:
network _connections:
- name: enp1s0
type: ethernet
autoconnect: yes
ip:
address:
-192.0.2.1/24
-2001:db8:1::1/64
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:
-192.0.2.200
- 2001:db8:1:ffbb
dns_search:
- example.com
ieee802_1x:
identity: user_name
eap: tls
private_key: "/etc/pki/tls/private/client.key"
private_key_password: "password"
client_cert: "/etc/pki/tls/certs/client.crt”
ca_cert: "/etc/pki/ca-trust/source/anchors/ca.crt”
domain_suffix_match: example.com
state: up

2. 1547 playbook :
I # ansible-playbook ~/enable-802.1x.yml
Hith BTIR

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 3 {4

8.11. i NETWORK RHEL RLZABEINA EE L wEERIAMK
REI LU{EF network RHEL R4 B FIXEBEERIAM X,
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BF

LIRIZ17E A network RHEL REIABRIRIAR, IRXENES R AHIEENRRFLT
i, NxsfAeEcBEERERZMNIERNEERE X4, Eit, BAERANFIEEM
EEREXHNENEE, AEPREESLAER. B, AESFXILEEEENRIA
{Eo

RIBERTEHFE, REFEAMTIXEAENEL enpl1s0 FERE XK :
o 5 IPv4 Hiik - 198.51.100.20, FMEHL Y /24
o F IPv6 Hhllk - 2001:db8:1::1 #1 /64 F PGS
e |Pv4 ZRIARIX - 198.51.100.254
o |Pv6 EKIARI% - 2001:db8:1::fffe
e |Pv4 DNS fR%52% - 198.51.100.200
e |Pv6 DNS fRZ52% - 2001:db8:1::ffbb
e DNS #3:1g - example.com

£ Ansible #77 m EHIT LS IK,

FeRFH

o MEHEFIFEHTRMRETR

o DURIERE XN _LIZT playbook HYF - & Sk BIHEHI T =,

° HEIRET RBIK -~ EE sudo R,

o FEMEH EiZfTI playbook IRE T KR E T RAFITE Ansible SEH XX,
it =

1. QBEELUTAEM playbook X, #0 ~/ethernet-connection.yml :

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure an Ethernet connection with static IP and default gateway
include_role:
name: rhel-system-roles.network

vars:
network _connections:
- name: enp1s0

type: ethernet

autoconnect: yes

ip:

address:

-198.51.100.20/24
-2001:db8:1::1/64
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gateway4: 198.51.100.254
gateway6: 2001:db8:1::fffe
dns:

-198.51.100.200

- 2001:db8:1::ffbb
dns_search:

- example.com

state: up

2. 1517 playbook :

i
I # ansible-playbook ~/ethernet-connection.yml

Hth BHR

e /usr/share/ansible/roles/rhel-system-roles.network/README.md X {4

8.12. {#FH NETWORK RHEL RZi A BEtE — e S KB H
RET LU{E A network RHEL R A BEREREASIRHA,

BF

H1K21TE A network RHEL REIABIEIAR, NRKENESRIAFIEENLITRL
e, NRxsfAEcBEEERHERZMNIEREERE X H. FHit, BAERANFIEEM
BEREBEXHNENRE, BME IPEESAFE. A, AEIGILEEEHIIL
{E.

RIBCREEHEE, REFEAUTEENESNER enp7s0 EEALE XK :
o N IPv4 Heit - 192.0.2.1 701 /24 F ML
o F4 IPv6 Huillk - 2001:db8:1::1 #1 /64 FMIEHY
o |Pv4 BIARIX - 192.0.2.254
o |Pv6 EIARIX - 2001:db8:1::fffe
e |Pv4 DNS fR%5%5 - 192.0.2.200
e |Pv6 DNS fR55 25 - 2001:db8:1::ffbb
e DNS 31 - example.com
o FHLRKH:
o 198.51.100.0/24, Mx7 192.0.2.10
o 2001:db8:2::/64, KX/ 2001:db8:1::10

£ Ansible #1077 R EHIT LS IK,

FoRFM

o MEEFIFEHTRMRETR
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% 8 = il RHEL REiABEEMLNE

o DURIERE XN _LIZT playbook HIF A & S BIHEHI T R,

o AT EEIRET MK EAE sudo HIR,

o EXH EiZ1TIL playbook IZE T REZE TV m4AHFITE Ansible JF R XA,

i

. QIEEELUTREM playbook X, #0 ~/add-static-routes.yml :

- name: Configure the network

2.

hosts: managed-node-01.example.com

tasks:
- name: Configure an Ethernet connection with static IP and additional routes
include_role:

name: rhel-system-roles.network

vars:

network _connections:
- name: enp7s0
type: ethernet
autoconnect: yes
ip:
address:
-192.0.2.1/24
- 2001:0b8:1::1/64
gateway4: 192.0.2.254
gateway6: 2001.:db8:1::fffe
dns:
-192.0.2.200
- 2001:db8:1::ffbb
dns_search:
- example.com
route:
- network: 198.51.100.0
prefix: 24
gateway: 192.0.2.10
- network: 2001:db8:2::
prefix: 64
gateway: 2001:db8:1::10
state: up

playbook :

ié,
I # ansible-playbook ~/add-static-routes.yml

L ERETRLE:

a. T IPv4 R
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#ip -4 route

198.51.100.0/24 via 192.0.2.10 dev enp7s0

b. ExIPv6 FEH :
#ip -6 route

2001:db8:2::/64 via 2001:db8:1::10 dev enp7s0 metric 1024 pref medium

HiBR

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 3 {4

8.13. {#FH NETWORK RHEL R4 BHEE ETHTOOL E#IhaE

IR ET LUE A network RHEL R4 A BECE NetworkManager £/ ethtool ZhaE,

BF

H1Z21TEA network RHEL REIA BRIEIAR, MR LXENESE AFE TEE’J%?I\TIT_E
i, NRGAELBEZEFHERLMNINAERNEREEXH. b, HBAERAFEE
R EREXHNEANERE, fim, BMEIPREESLFE. B, %@AH@&EE%ﬁ
B E,

RIBERREHFE, REFERAMNTIXEAENEL enpl1s0 FHERE XK :
o 5 IPv4 Hhilt - 198.51.100.20 , FFI#LH /24
o — N IPv6 Ml - 2001:db8:1::1, FHEHEH /64
e IPv4 EIAMX - 198.51.100.254
o IPv6 ZRi\M% - 2001:db8:1::fffe
e IPv4 DNS fR%5%% - 198.51.100.200
e |IPv6 DNS fR552% - 2001:db8:1::ffbb
e DNS #3:1g - example.com
o ethtool Zh#E :
o EAEIKEIE(GRO) : £H
o AADEEE(GSO) : 5
o TXRIEEHIEHMUSCTP)2E : A

£ Ansible #2077 R ST LS IK,

FoRFM
o MEHERFEHTRMTETR
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% 8 = il RHEL REiABEEMLNE

o LIFERE XN LIZTT playbook BIFE F & 5k BRI T =,
=

o AT EEIZTET RIKFEAR sudo HifR,

o EXH EiZfTIE playbook IZE T REZE TV m4HFITE Ansible JF R XA,

i

1. B8 — playbook X4, #0 ~/configure-ethernet-device-with-ethtool-features.yml, ERAR
mE

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure an Ethernet connection with ethtool features
include_role:
name: rhel-system-roles.network

vars:
network _connections:
- name: enp1s0
type: ethernet
autoconnect: yes
ip:
address:
-198.51.100.20/24
-2001:db8:1::1/64
gateway4: 198.51.100.254
gateway6: 2001:db8:1::fffe
dns:
-198.51.100.200
- 2001:db8:1::ffbb
dns_search:
- example.com
ethtool:
features:
gro: "no"
gso: "yes"
tx_sctp_segmentation: "no"
state: up

2. 1517 playbook :

i
I # ansible-playbook ~/configure-ethernet-device-with-ethtool-features.yml

Hth BHR

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 3 {4

8.14. M%% RHEL R4 A MM LIRS

network RHEL R4 B #F playbook R SECEREE X%, Nit, HFEA network state &=,
EERERSERE,
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1£ playbook H{# F network_state ZF£#94F 40 :

o BN SRTEBLEAFERAFHAZE, EALIEERE O, NetworkManager RTEEA MixXLLiZEOM]
E— 1 EREL,

e {#ifH network_state FE, EWAILUIEEMRFERNHET, AAEEMETIFERRERL, B, &
FA network_connections £, EWIIEEMAXERBRAMSE EEELESE.

plan, BEERAENS IP I E O LUKMEEE, 57E playbook H{ERLLT vars B :

HERSESER playbook EH# playbook
vars: vars:
network_state: network _connections:
interfaces: - name: enp7s0

- name: enp7s0
type: ethernet
state: up
ipvé4:
enabled: true
auto-dns: true
auto-gateway: true
auto-routes: true
dhcp: true

ipv6:
enabled: true
auto-dns: true
auto-gateway: true
auto-routes: true
autoconf: true
dhcp: true

interface_name: enp7s0
type: ethernet
autoconnect: yes
ip:

dhcp4: yes

auto6: yes
state: up

fign, ESCEREZATRIRMEIE 1P X ERERIRTS, 157 playbook F{EALLT vars # :

HERESESER playbook

vars:
network_state:
interfaces:
- name: enp7s0
type: ethernet
state: down

=
=
B
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EH# playbook

vars:
network _connections:

- name: enp7s0
interface_name: enp7s0
type: ethernet
autoconnect: yes
ip:

dhcp4: yes
auto6: yes
state: down



% 8 = il RHEL REiABEEMLNE

e /usr/share/ansible/roles/rhel-system-roles.network/README.md 3 {4
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39 E FHRS A BEE FIREWALLD

ERILAE R firewall RGIAGB—RMEE LN E S ih LEE firewalld [RSMEE, XMRERAR :
o RHUBHAEMWAXENEO,
o [FFAAETIHAN firewalld SEIREE— A,
EEHTRLZTBKE AR, RAARKUNAIE T RLNA firewalld 28, HEAEESEREF

N

9.1. FIREWALL RHEL & BB FE N

RHEL RGABE—HET Ansible BEMELLHEEBFHRNE., LHES Ansible BE{E TE—RIRET —
B ESRE, EriRBELZIRY,

RHEL %41 & H ] rhel-system-roles.firewall & &2 firewalld fRS5E B shE B MBI AR, rhel-
system-roles A4 IR L EXNREABLUKRSE X,

EPBEIMEARE—NHE N RS LN firewalld %), E7E playbook H{EF firewall R A G
=, playbook 2—PHEMNUETF XA YAML A REH play B97I3R,

TERT LA R B 3R B LR R E Ansible SRECE R —H RS,
fEF firewall A&, EHLEETSTRB firewalld Z%, H40 :
° [X,
o NARVFIILHIEIRIIRS,
o B IBYAHEFVFIHONRE.
o X @l O sk 36 F R A,
HEeBR
e /usr/share/doc/rhel-system-roles/firewall/ B 3% README.md #1 README.html
e & playbook

o AR

9.2. fEARA AL RHEL R4iABEE FIREWALLD i%i&E

£/ firewall RHEL RZifa &, EETLUT firewalld XBEE HHERIVRE., MREZEFIRDHRM
previous:replaced ¥, NIRLiABRMRAMBINERFE XHKE, FHIF firewalld E&E /K INE,
INRIF previous:replaced S5 HthixBEELE &, I firewall BB ENAFXERIMRAIEINEA X
%O

£ Ansible #77 m EHIT LS IK,

FoRFMH

o MEMEFIFEHTRMRETR
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59 E [FHARSIAMBEE FIREWALLD

o LIFERE XN LIZTT playbook BIFE F & 5k BRI T =,
=

o AT HEEIRET MK HESR sudo MR,

o EXH EiZfTIE playbook IZE T REZE TV m4HFITE Ansible JF R XA,

AT
1. OIS ELLTHNEM playbook X4, 4 ~/reset-firewalld.yml :

- name: Reset firewalld example
hosts: managed-node-01.example.com
tasks:
- name: Reset firewalld
include_role:
name: rhel-system-roles.firewall

vars:

firewall:
- previous: replaced

2. T playbook :

ié,
I # ansible-playbook ~/configuring-a-dmz.yml

FE
e ARETRLELroot BFHMZITXNRTE, UREMERS

I # firewall-cmd --list-all-zones

HEeBR
e /usr/share/ansible/roles/rhel-system-roles.firewallREADME.md
e ansible-playbook(1)

o firewalld(1)

9.3. JF& AR E M — DAt O 5% & B AR B A i O
R firewall 6, EFLLEIREE firewalld 3%, HHNSPBEENEH,

£ Ansible #77 m EHIT LS IK,

FRFH
o MEHEFIFEHTRMRETR
o UURIERE XN LIZT playbook HYF - & Sk BIHEHI T =,

o AT HEEIRET MK HESR sudo MR,
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o EXH EiZfTI playbook IZE T REZE TV m4HFITE Ansible ;TR XA,

AR
1. QIS ELLTHEM playbook X, 41 ~/port_forwarding.yml :
- name: Configure firewalld
hosts: managed-node-01.example.com
tasks:
- name: Forward incoming traffic on port 8080 to 443
include_role:
name: rhel-system-roles.firewall
vars:
firewall:
- { forward_port: 8080/tcp;443;, state: enabled, runtime: true, permanent: true }
2. J&17 playbook :
I # ansible-playbook ~/port_forwarding.yml

o MEZEIHN LT firewalld XE :

I # firewall-cmd --list-forward-ports

HEHR

e /usr/share/ansible/roles/rhel-system-roles.firewal/README.md

2.4 FARSIABEEIRO

ZRILAME A RHEL firewall 25 &0 AR EAA MBI MEHRIT AKX im0, HEHEEEESGERF
B, i, EALIEERIARSE, R HTTPS IRSSHIE ARE.,

£ Ansible #77 m EHIT LS IK,

FTRFH
o MEHEFIFEHTRMRETR
o DURITERE XN LIZT playbook HIF - & Sk BIHEHI T R,
o AT EEIRET MK HESR sudo MR,

o EXH EiZfTIE playbook IZE T REZE TV m4HFITE Ansible JF R XA,

¥ =
1. OIS ELLTHREM playbook XX, %1 ~/opening-a-a-port.yml :
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59 E [FHARSIAMBEE FIREWALLD

- name: Configure firewalld
hosts: managed-node-01.example.com
tasks:
- name: Allow incoming HTTPS traffic to the local host
include_role:
name: rhel-system-roles.firewall

vars:
firewall:

- port: 443/tcp
service: http
state: enabled
runtime: true
permanent: true

permanent: true I A F#T X BEEHEREFERZ.
T playbook :

ié,
I # ansible-playbook ~/opening-a-port.yml

o EZETRLE, k5 HTTPS AR5 KXEXHY 443/tcp i OB 23T FF -

# firewall-cmd --list-ports
443/tcp

HEeKR

e /usr/share/ansible/roles/rhel-system-roles.firewallREADME.md

9.5. {#F FIREWALLD RHEL %% a2 & DMZFIREWALLD [X 15

ENRGEIRA, EALMER firewall REIAETE enplsO O LEE—1 dmz Kig, LATFRIRIZH

HTTPS ;i &, XFE, EAILLLEAEREE P AR RS web BRSS 28,

£ Ansible #77 m EHIT LS IK,

FoRFM
o MEHEFIFEHTRMRETR
o DURIERE XN LIZT playbook HYF A & S BIHEHI T =,

o AT HEEIRET MK HES sudo MR,

o EH EiZfTIE playbook IZE T REZE TV R4HFITE Ansible JF R X,

it

1. BIBZEELLTREM playbook X, 41 ~/configuring-a-dmz.yml :
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- name: Configure firewalld
hosts: managed-node-01.example.com

tasks:
- name: Creating a DMZ with access to HTTPS port and masquerading for hosts in DMZ
include_role:

name: rhel-system-roles.firewall

vars:
firewall:

- zone: dmz
interface: enp1s0
service: https
state: enabled
runtime: true
permanent: true

2. T playbook :

:‘li A
I # ansible-playbook ~/configuring-a-dmz.yml

o ARETRE, HEEXT dmz XEIFIER :

# firewall-cmd --zone=dmz --list-all
dmz (active)
target: default
icmp-block-inversion: no
interfaces: enp1s0
sources:
services: https ssh
ports:
protocols:
forward: no
masquerade: no
forward-ports:
source-ports:
icmp-blocks:

HEHR

e /ust/share/ansible/roles/rhel-system-roles.firewallREADME.md
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510 E RGiAathi POSTFIX ARKNZEE

10 Z RSB EHM rosTrx BB S

postfix BB ERIFA L, EEMEL) postfix HMEZHAE (MTA),
ATHRELTUTABREE :

e postfix_conf : BB EFTA X FH postfix BEoES I/ EX, BINERT, postfix_conf&E
(ER

postfix_conf:
relayhost: example.com

MRIEN S EEMMREMIAEEREFE TS postfix REZ LN RAFFENEE, 157E postfix_conf i
357 previous: replaced %17 :

A previous: replaced £ R

postfix_conf:
relayhost: example.com
previous: replaced

e postfix_check : ERMET/EE postfix FIREHAT TRELURIFREERER. BIMERD true,
flan -
I postfix_check: true

e postfix_backup : ERESETEUETREN—MEHEIER. BRIANERT, postfix _backup (E
77 false,

o

EESLURINER, 1H5TUTe
I # *cp /etc/postfix/main.cf /etc/postfix/main.cf.backup*
#NR postfix_backup {EE N true, NE71Y postfix_backup_multiple {Ei% 7 false,
4N -
I postfix_backup: true

postfix_backup_multiple: false

e postfix_backup_multiple : ©REABEE EKEEBIN A2 SRR,

ZHRBENEMEIAR, FETUTHS :
I # *cp /etc/postfix/main.cf /etc/postfix/main.cf.$(date -Isec)*

ZKINER T, postfix_backup_multiple BI{E} true, postfix_backup_multiple:true X EHES
postfix_backup. MMRZE{#EMA postfix_backup, E41i%iE postfix_backup_multiple:false.

e postfix_manage_firewall : f3 postfix A& 5 firewall ALK, UERHEOVN,. BRINER
T, ZFEF ) false, MIREM postfix AEEIEBImOVIR, BERLEXEN true,
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e postfix_manage_selinux : f postfix A2 5 selinux BEEMK, UERROVIF,. BRIAER
T, ZEXN false, IIREM postlix AEEHERHAVIR, HELTEXEN true,
HE

TEEMIFRECE S H, 1Ei21T postfix 2RI, 151 postfix_conf % E WA HHEWEE
S, FHEMA file IR /etc/postfix/main.cf,

10.1. Efth 5TR

e Jusr/share/doc/rhel-system-roles/postfix’yREADME.md
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B NE FHRGAREE SELINUX

BENEFARGABEE SELINUX

11.1. SELINUX R A BN

RHEL R4iAERE Ansible BBMEBEINES T NZEEE S/ RHEL RFIRE—BMEE R
M. selinux REAEEALITERE

o EES SELinux /KA. XHLTX. imOMEFHEXNARUMRIEISH,
e iXiE SELinux SREEM/RME, XM ETX, mAFER,
o TERENMHHERFMEXH LTI,
o EIE SELinux L,
TRIM T selinux R4 A & APIRA R AL S8,

% 1.1. SELinux R fatasr a8

AtLE 3T CLIRER AR
selinux_policy R BNt ZY0RER  /etc/selinux/configdHy

YRR, SELINUXTYPE
selinux_state H0#e SELinux =, /etc/selinux/config F1#)

setenforce 1 SELINUX.

selinux_booleans 2 BRI SELinux 5 /R {H. setsebool
selinux_fcontexts AINSIER SELinux X ETFXBX  semanage fcontext

5o
selinux_restore_dirs EXH R HRIRE SELinux 1 restorecon -R

%o
selinux_ports TEi% O _Ei%& SELinux TR, semanage port
selinux_logins % E N SELinux B BRET, semanage login
selinux_modules . BA. ZESNK SELinux  semodule

R,

rhel-system-roles ¥4 8 %4&H /usr/share/doc/rhel-system-roles/selinux/example-selinux-
playbook.yml ;= playbook &= T #1a7E enforcing R T X & BH75E8&, playbook N % Nt
REKBER, FTE tmp/test_dir/ BRHIRE XF LT,

A% selinux AGBLTEMNIFEHSE, ERE rhel-system-roles 48, 3£ 15 /usr/share/doc/rhel-
system-roles/selinux/ B+ # README.md 5 README.html 3244,

Hth BHR
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RHEL R4 AR M

1.2. {#F seLNuX REABIELZ N REHF N SELINUX X iE

BRIBLUTSE, SR SELinux % & F £ 3R A Ansible playbooks

AR

[ ]

w2
1
2.
3.
4.
Hfth Bt

74

B —NHEN FE T HRONR, XE2EEFEA selinux REABERENRS.

Xt AT A B R FIFRR, 1X 2 Red Hat Ansible Core FRB Efb R FR 5L,
EEEFT R E

o ansible-core 7 rhel-system-roles Y4 2B %% ,

o FIHRET REE M,

BF

RHEL 8.0-8.5 B4t 4f & F Ansible BIE 1L FEE Ansible Engine 2.9 BRI Ansible 72fi4/%
B9 AIFUBR, Ansible Engine @ &5 1TSCFATER, #lansible. ansible-playbook. i%#
2% (40 docker #1 podman ) LARTFZiEHGMER, BXMOMAIKENFIZRE Ansible Engine
IS, 1E5E I FEFI L% Red Hat Ansible Engine XIREXE,

RHEL 8.6 #1 9.0 5| A T Ansible Core (f£’/ ansible-core ({4 aiZft) , HEHhas
Ansible S8 G517 TE, ®HUR/NERNE Ansible ., RHEL 3&iT AppStream ¥4 47
RELTHEE, BE—1TERNZFERE, MFEELER, ESMH RHEL 9 #1 RHEL 8.6
K EHHI AppStream ¥ XA F Y Ansible Core B BIZ R:3E H,

FIHZE T RB9E XX,
KRB playbook, fEAILAMLFFEE, SHIETRIEH rhel-system-roles ¥ {4 S —ER D RELHR
15l playbook :
# cp /usr/share/doc/rhel-system-roles/selinux/example-selinux-playbook.yml my-selinux-
playbook.yml
# vi my-selinux-playbook.ym|
Bl playbook AR, EEESEENTR, fllN, UTEHIHERRIREHS A selinux-local-
1.pp SELinux & :
selinux_modules:
- { path: "selinux-local-1.pp", priority: "400" }
RERNR, REREXEIHEE,
£ hostl, host2 #I host3 =% _EiZ4T & playbook :
I # ansible-playbook -i host1,host2,host3 my-selinux-playbook.yml|

i
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https://access.redhat.com/articles/3174981
https://access.redhat.com/articles/6325611

B NE FHRGAREE SELINUX

o MEFELFER, 1HRE rhel-system-roles 48, FH#EHE /usr/share/doc/rhel-system-
roles/selinux/ # /usr/share/ansible/roles/rhel-system-roles.selinux/ B3,
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812 % A RHEL RoiABEER&ILK
ERNRGEER, EITLUER logging R5TA G RHEL ENEE VB ERS SR, MEBZEHIHRGKE
Hi&.
12.1. BFICXRG AR
FRABAFZIERRGAR, ELEAMNTEENLBELSREE,
BEE—NHZNRYGFNA logging R4iAR, EEILUTE playbook H7E X HEBLE. playbook — 1 sk
%A play BI%IZR, playbook @ AKAIH), ©fIRA YAML &R mE., WNFEAE X playbook IE (5
&, 1550 Ansible SRR B {2 playbook,

IRERYE playbook BB RS EAE FHAXHHE L, MEEXRUEMERBFENELZER, ESH
Ansible ST AR BYUN0{AT 4 22 IR B35 5,

AEILRARR A RIRE S MR AENS N BRI M BN,

BN, BERICRRAATEZLUTHA -
o ARHIITHF,
e systemd/journal,
o WMEAHRIT—PMHEILRKRS.

FH, BERICFERGET AU TR
o HEEMETE /varllog B kBRI ST,
o HE# A EE Elasticsearch),
o HEWMELEFH—IPEERS.

£/ logging R4iAE, EAUAHEMANMELEEEMNY SR, fla, EaliikEE— ’\Elluﬁer/?&ﬁ%

kB BE WEAFBEERBAF, fMXEEIRBE AN LR S — 1SR, FHEEER
BEX 4,

12.2. LOGGING R B S

£ logging R4 A & playbook H1, EFTLAE logging_inputs 3 HE Y HiA, 7E logging_outputs £
WHE Lk, LAXIE logging_flows %iﬁlqﬂmxiﬂul%%ﬁuﬂjzrﬂﬂ’]?&¥ logging =%t A 18 A B ANt
WAL IR XL 2 REEHKILKRS, TALAUEANEXE RO

) B, logging R4 &AM —7 A HEEKILKRYIZ Rsyslog.

e logging_inputs : B0 SRR AR ATIR,

o AWM : HMAMME—RZT., AT logging_flows : #i AFIFRL R £ KB config X H4&FRBg—
P

o KA :HATHEMAERE, type IEES roles/rsyslog/{tasks,vars}/inputs/ F18 B 5% & FAEN
RIBESS R B,
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m HAXK : fEE systemd HESK unix EEFHA,

e kernel_message : 1R %) true, NIMNE: imklog. EKIAE false,
e {#M imuxsock : &M imuxsock M7= imjournal, ZRIAE W false,

e ratelimit_burst : A7E ratelimit_interval A A ZMHRACEER, R
use_imuxsock / false, MIEXIA7H 20000, #13R use_imuxsock 7 true, MIEKIAH
200,

e ratelimit_interval: F§ F1¥{4 ratelimit_burst BJ[5]fg, R use_imuxsock /y
false, NIZKILH 600 #, #1R use_imuxsock 7 true, MIERIAH 0, O RRFHZE
R,

e persist_state_interval: Journal IKSREEN H HHER. BRI 10, UE
use_imuxsock 7 false i/ B3,

n X ARBEARMSEE A,
 ERR RGBT MG EER B it BRERID R RIBIH A
o state : ECEXMHHIIRE. present 5 absent, ZXi\H present.
e logging_outputs : B&ICFERR A RH H IR,
o X : HitfEHItHECE A4
o L miREMEIN—MNHEEILRKRS.
o remote_files : HiHFHHEE NS —MNEHEICERARIA# T,

e logging_flows : & Y logging_inputs #1 logging_outputs 2 [f] % B9 51
. logging flows £ BEH LI T :

o &M : MHMKE—RT
o #iA : logging_inputs &FRMEFIFR
o HitH : logging_outputs ZFFMETIRK,

e logging_manage_firewall : #15R1%75 true, ZE1FFEMA firewall A& B3/EERE logging A
BRI O,

e logging_manage_selinux : MR1%5 true, ZE# M selinux A& B31EHE logging & &R
A1,

Hth B

® 5 rhel-system-roles ({4 & —iE & HIXH47E /usr/share/ansible/roles/rhel-system-
roles.logging/README.html

12.3. }_‘_‘Fﬁ Aith Elb\lﬂi¥‘db%@
K F A Ansible playbook, LAEX —HIMII N ZRECE B SICKBAA R, BENSEARMICKE

FRFM
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o X—AHHD FEHEWVFIIR, XL {2 logging R7iA BEEIRIL

o X AT A RIS FIAR, X2 Red Hat Ansible Core Fe BB b RTTHR YL,
EEEFTT R E

o ansible-core 7 rhel-system-roles {4 2B %% ,

B

RHEL 8.0-8.5 24t 4f &F Ansible BIE 1L FEE Ansible Engine 2.9 BRI Ansible 72fi4/%
BI5AIFUBR, Ansible Engine @ &5 1TCFA%ER, #lansible. ansible-playbook. i%#
2% (40 docker #1 podman ) LARTFZiwHGMER, BXMOMAIKENFIZRE Ansible Engine
RIS, 1H5E I FE L% Red Hat Ansible Engine fIREXE,

RHEL 8.6 #1 9.0 8| AT Ansible Core (£’ ansible-core {4 a12t) , HHhas
Ansible s G1TTE, HSURK/NEAE Ansible &4, RHEL @it AppStream 4 6J%
R#RYHa, eF—TERNZFEERE, MEELER, 155M RHEL 9 # RHEL 8.6
KBTI AppStream ¥ G XA F Y Ansible Core B4 B IZ R:3E H,

o JIHRET REE M,

&

T
1. BIEE L FrE A &R playbook:
a. OIEHT YAML X4, HEXARIHEIBRPITI, i :

cak

SR ILREL rsyslog B S, RANRGEREAERENRRE rsyslog.

E\

I # vi logging-playbook.ym|

b. FHALUTHE :

- name: Deploying basics input and implicit files output
hosts: all
roles:
- rhel-system-roles.logging
vars:
logging_inputs:
- name: system_input
type: basics
logging_outputs:
- name: files_output
type: files
logging_flows:
- name: flow1
inputs: [system_input]
outputs: [files_output]

2. WHF7EE HHE1T playbook:
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# ansible-playbook -i inventory-file /path/to/file/logging-playbook.yml

)hlt |

==
e inventory-file &5& .34,
e Jlogging-playbook.yml 2 {&F 8 playbook.,
1. i /ete/rsyslog.conf STEBIE. -
# rsyslogd -N 1

rsyslogd: version 8.1911.0-6.€l8, config validation run...
rsyslogd: End of config validation run. Bye.

2. WIERAREMBTERER

a. KEMER -
I # logger test

b. & /var/log/messages H, #l40 :

# cat /var/log/messages
Aug 5 13:48:31 hostname root[6778]: test

Hrh ‘hostname' BB P ImR G ENR. EFR, LEHEZEH A logger mSHEFABEF
%, AHIFH root,

12.4. i jEAM B &0 KRG A B LOGGING

BRI E—NMEHEBRAR, ZARET rsyslog JEL i SpURToE S U ot =

JeREM
o W—AHZN BEFZMHAFLR, XL A2EEHEA logging R4 AGRBHRY.

o X AT A BT FIAR, X2 Red Hat Ansible Core Fe BB b RTHIRYE,
E?@%‘Jﬁ,.ﬁ“i :

o L¥T Red Hat Ansible Core
o rhel-system-roles ¥4 8 2% %

o FUHRET RHE M,

% E,E
A BANRE rsyslog HFa, RARGEEREEBEN 2% rsyslog.

it =
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1. EAUTHREOEFN playbook.yml ST+ :

- name: Deploying files input and configured files output
hosts: all
roles:
- linux-system-roles.logging
vars:
logging_inputs:
- name: files_input
type: basics
logging_outputs:
- name: files_output0
type: files
property: msg
property_op: contains
property_value: error
path: /var/log/errors.log
- name: files_output1
type: files
property: msg
property_op: "lcontains”
property_value: error
path: /var/log/others.log
logging_flows:
- name: flow0
inputs: [files_input]
outputs: [files_outputO, files_outputi]

FAXINEE, S8 error FRIEMNFAEBERICKIE /var/log/errors.log 1, FTEHEMER
#RiC SR 7E /var/log/others.log 1,

TZRILLE error BIEEEH N EERITIENF R H,
R LIRBEMNRIFEHRELE,
2. A% : JIE playbook &%,
I # ansible-playbook --syntax-check playbook.yml
3. TEB 4 L2 4T playbook:

I # ansible-playbook -i inventory_file /path/to/file/playbook.yml

1. i /ete/rsyslog.conf STEBIE . -
# rsyslogd -N 1

rsyslogd: version 8.1911.0-6.el8, config validation run...
rsyslogd: End of config validation run. Bye.

2. MIFRAREAHELEZEE error EFRIEMER

a. KEMHER -
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I # logger error

# & Ivar/log/errors.log B, #1400 :

# cat /var/log/errors.log
Aug 5 13:48:31 hostname root[6778]: error

Hrh hostname ZE FimR G ENR. EFR, LEHEZEH A logger mSHEFABEF
%, AHIFH root,

Hith BHR

® 5 rhel-system-roles ({4 & —iE & HIXH47E /usr/share/ansible/roles/rhel-system-
roles.logging/README.html

12.5. ¥ LoGGING G A BN AiE A SR AR

RBLUT S B F N B Red Hat Ansible Core playbook REZE L2 BRI KR AR, £ playbook
F, —PHZNEFiRM systemd-journal ZKERB &, FHEFE1HE LR TR 3. RSIM
remote_rsyslog #l1 remote_files IHWLEREHIA, FHIFAEHERIRTEEN AR B KPR
.,

FeREM
o M—AHBAD BETLHIVITHAR, XL {2/ logging R5iA BEEIRIL

o X AT A BT IR FIAR, X2 Red Hat Ansible Core Fe BB b RTTHIR YL,
EEEFTT RE

o ansible-core 7 rhel-system-roles Y4 2B %% ,

o JIHRET REE XM,

=
AR RE rsyslog i a, RANRGABEATEHEN RRE rsyslog,

it =5
1. BIEE L FrE A &R playbook:
a. OIEHT YAML X4, HEXARIHEIBRPITI, i :

I # vi logging-playbook.ym|

b. FLUTABBARI M :

- name: Deploying remote input and remote_files output
hosts: server
roles:
- rhel-system-roles.logging
vars:

81



Red Hat Enterprise Linux 7 {8/ RHEL 7.9 1Y RHEL 5 A ATt RS EH

logging_inputs:
- name: remote_udp_input
type: remote
udp_ports: [ 601 ]
- name: remote_tcp_input
type: remote
tcp_ports: [ 601 ]
logging_outputs:
- name: remote_files_output
type: remote_files
logging_flows:
- name: flow_0
inputs: [remote_udp_input, remote_tcp_input]
outputs: [remote_files_output]

- name: Deploying basics input and forwards output
hosts: clients
roles:
- rhel-system-roles.logging
vars:
logging_inputs:
- hame: basic_input
type: basics
logging_outputs:
- name: forward_outputO
type: forwards
severity: info
target: _host1.example.com_
udp_port: 601
- name: forward_outputi
type: forwards
facility: mail
target: _host1.example.com_
tcp_port: 601
logging_flows:
- name: flows0
inputs: [basic_input]
outputs: [forward_output0, forward_output1]

[basic_input]
[forward_output0, forward_outputi]

Heh host1.example.com & B ERSS 25
p= =1

&R LUE playbook IS B UM S IENTE,

=z
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Digk

==
[=]

HEBAAEREATERSSHHER S imRSH SELinux SKEEHE X
iR O F7ER AT, BRiA SELinux SREE@#EimO 601, 514,

6514, 10514 120514, BEFEAHMIRO, HERE - mMRSSERS L
B9 SELinux =18,

2. QIEFIHERIARSS SR FI R S UnBE B X
a. OB CHFHEX ARG P FZXMH, Bl
I # vi inventory.ini
b. FMUTHABBAREHA M :
[servers]

server ansible_host=host1.example.com
[clients]

client ansible_host=host2.example.com

)hIt ]

==
e host1.example.com 2 H &R %

e host2.example.com 2 HEE i,
3. XFEHIZTT playbooks
I # ansible-playbook -i /path/to/file/inventory.ini /path/to/file/_logging-playbook.yml
He .
e inventory.ini 25& #3014,
e Jlogging-playbook.yml & 6138 playbook.,
1. ER IR 2R L /etc/rsyslog.conf STHRYIE L -
# rsyslogd -N 1

rsyslogd: version 8.1911.0-6.el8, config validation run (level 1), master config
/etc/rsyslog.conf

rsyslogd: End of config validation run. Bye.

2. WIEBRFimRSARS = EER ¢
a. AR mRGPZENAER

I # logger test
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b. 7EfR%SEREI L, &F /varllog/messages BE, 0 :

# cat /var/log/messages
Aug 5 13:48:31 host2.example.com root[6778]: test

Hrh host2.example.com 2& Fin kSN ENSL, 1EEER, ZHEEEHA logger S H
FHF'EI’JFHF'% AfIHH root,

Hith BTR
o CEFERHIT RAMZE T RLMEM RHEL REIAE
® 5 rhel-system-roles ¥{ & —i2 &R &K XYL /usr/share/ansible/roles/rhel-system-
roles.logging/README.html
o RHEL REIAE MIAEXE

12.6. fEAT A TLS I LoGeING R A &

fEEZEZEMTLS)R—MIME NI, SEEITEINMS EREthitTaE,

ENEEG, A LMER logging RHEL R4 B EMALLIE Ansible Automation Platform B & HEHIZ
EX 2T

12.6.1. BB A TLS WE ~imE&

fRAI LAE A logging R4if & 7E RHEL ?F:,JLJ:EE%EIM, XERFILRAERITEN L, FETE1T
Ansible playbook B & & B A TLS M2 H &R ST,

b RFENT Ansible & AMATE R A A PR ENEE TLS, TLS M5 BMEHHITINE, BEBABEEMLS
RR(EHI,

FeREH
o MEBEMEERE TLS WZE T = 21T playbook HIFLER,
o ZET mAEILET R EAE R,

e ansible #1 rhel-system-roles ¥4+ 8 B REERHIT = L,

it =3
1. FERAUTHREE—A playbook.yml 3T+ :

- name: Deploying files input and forwards output with certs
hosts: clients
roles:
- rhel-system-roles.logging
vars:
logging_pki_files:
- ca_cert_src: /local/path/to/ca_cert.pem
cert_src: /local/path/to/cert.pem
private_key_src: /local/path/to/key.pem
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logging_inputs:
- name: input_name
type: files
input_log_path: /var/log/containers/*.log
logging_outputs:
- name: output_name
type: forwards
target: your target host
tcp_port: 514
tls: true
pki_authmode: x509/name
permitted_server: 'server.example.com’
logging_flows:
- name: flow_name
inputs: [input_name]
outputs: [output_name]

playbook AL TS :

logging_pki_files
FRXNSBETLUEE TLS, FHEMIEH ca_cert_src, cert_src # private_key_src &

e
ca_cert

R CAIEPHIERE, BRIAEEE N letc/pkiltls/certs/ca.pem, XH4HZHATNKE.
cert

FRIEPRERE, BUABRE N lete/pkiltis/certs/server-cert.pem, X{EEZHEAFIEE,
private_key

RTAANRE, BUABRE N lete/pkiltls/private/server-key.pem, XHEZHEFKE,
ca_cert_src

g%‘%ﬁ%ﬂ%ﬂ B ENBIARS CAUEHXHEBR, MRIBET ca_cert, NFHEHIENZAL
cert_src

KREFNB B ENBIARMIUE B XHFRE, MRIBET cert, NXFHEFIFIZAE,
private_key_src

RAEFRT B ENIEMBATHEE. MRIEET private_key, NSFHEEHIEIZA
%O

tls
FERLSHABMRENS L2etfThH AR, IRAEERLTERER, EANLLE tls: true,

2. $IE playbook iE5% :
I # ansible-playbook --syntax-check playbook.yml

3. TEB 4 L2 4T playbook:

I # ansible-playbook -i inventory_file playbook.yml

12.6.2. BR&T A TLS MRS B2 AE
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IR LUE logging RTAGBIE RHEL RPN HEE B HRSSE:, F@i1i21T Ansible playbook M7 A
TLS B2 AR RS EWEE.

HESRARXT Ansible SEH AR EMHAPBIRTE EHLEE TLS,

FRFH

o MEBEMEERE TLS WZE T = 21T playbook FIFLER,
o ZEI MAEILET R EAE B,

e ansible 1 rhel-system-roles ¥ {48 B R EERHT = L,

it 3
1. FERAUTHREE—A playbook.yml 3T+ :

- name: Deploying remote input and remote_files output with certs
hosts: server
roles:
- rhel-system-roles.logging
vars:
logging_pki_files:

- ca_cert_src: /local/path/to/ca_cert.pem
cert_src: /local/path/to/cert.pem
private_key_src: /local/path/to/key.pem

logging_inputs:

- name: input_name
type: remote
tcp_ports: 514
tls: true
permitted_clients: ['clients.example.com|]

logging_outputs:

- name: output_name
type: remote_files
remote_log_path: /var/log/remote/%FROMHOST%/%PROGRAMNAME:::secpath-

replace%.log
async_writing: true
client_count: 20
io_buffer_size: 8192
logging_flows:

- name: flow_name
inputs: [input_name]
outputs: [output_name]

playbook ERLLTS#K :

logging_pki_files
FRXNSBET LB E TLS, FHEMIEH ca_cert_src, cert_src # private_key_src &
e

ca_cert
R~ CAIET IR, BRIABRER N letc/pki/tis/certs/ca.pem, XH&HEAFXE.

cert
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FRIEPRRRE, BUABRE N lete/pkiltis/certs/server-cert.pem, XEZHEAFIEE,
private_key

RAANERE, BUABRE N lete/pkiltls/private/server-key.pem, XL HEFKE,
ca_cert_src

RREFF B ENIEM CAIETXHIRE, MREET ca_cert, NXFEEHEZAL
B,

cert_src
KRREFN BB ENBIARMIUE B XHFRE, MRIBET cert, NIXFHEFIFNIZAE,
private_key_src

RAEFFERENIEMBAHEE. MRIEET private_key, NS[FHEEHEIZA
%O

tls
FERLSHAMRENS L22thfThH AR, IRAEERLTLERER, EANLLE tls: true,

2. $IE playbook iE3% :

I # ansible-playbook --syntax-check playbook.yml

3. TEB 4 L2 4T playbook:

I # ansible-playbook -i inventory_file playbook.yml

12.7. {7 H RELP BYLoGGING R R

AT SEMEH HENI(RELP)R— M8 TCP MR BURFE EMM LTI, CRAERTEEEENTSE
&, EAUERRIFHEMERERMIAERFERE,

RELP ZXZE UM THHAKMBAERE, BEREELERBIIILERE. NHRFR-BE, RELPFES
BRFRCENeSH, UEMTEMEREERE,

e LAZ BT RELP EF@%%U RELP Server rETJE’J::%_J—cElw? %o RELP B MmN BEEEELZEAER

B ALUEA logging R ARNBEERSGEER N ISEMAZMBEKRBESRE

12.7.1. B2 A RELP ME Fiw A&

IRAI LUE A logging RAIAETE RHEL RAFPEEBHRE, XEAFICREAMIE L, F@RTZT
Ansible playbook % B & %X 27 A RELP BifE H&ER Y%,

LEFRAEXT Ansible & #rh 2 i 4 BYFARA EHIECE RELP, RELP ECEBEREHIZL 2 (TLS)EMEH
BiEH, RiEBEBRIEMLE LR LB,

SR H
o MAXEEMRE RELP WZE T R LiZ1T playbook BTN R,
o FZEI AFIIEIRE T = LHE B,

e ansible #1 rhel-system-roles ¥ {48 B REERH T = L,
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it 3
1. FERAUTHREE—A playbook.yml 3T+ :

- name: Deploying basic input and relp output
hosts: clients
roles:
- rhel-system-roles.logging
vars:
logging_inputs:
- name: basic_input
type: basics
logging_outputs:
- name: relp_client
type: relp
target: _logging.server.com_
port: 20514
tls: true
ca_cert: _/etc/pki/tls/certs/ca.pem_
cert: _/etc/pki/tls/certs/client-cert.pem_
private_key: _/etc/pki/tls/private/client-key.pem_
pki_authmode: name
permitted_servers:
- ".server.example.com’
logging_flows:
- name: _example_flow_
inputs: [basic_input]
outputs: [relp_client]

playbook R TFXE :
o target: XR—MFEMSH, AFHEEZTERAERSGMENS,
o !ﬂﬁl:l :J.L—.l_\l_*iE/b\lﬂ%%dbEE{ﬁuﬁmlﬁﬁD%o

o TLS : MBRBIMARSMEHEE, IRETBELLITORERF, LT tls &

false, £5 RELP IT{Fif, BKIABY tis SEARIXE S true, BRBEEH/IEHH tnplets

{ca_cert. cert. private_key} /X {ca_cert_srccert_src private_key_src}.

o WMRKET {ca_cert_src, cert_src private _key src} triplet, BRIAGIE

letc/pkiltls/certs #1 /etc/pki/tls/private #EFE{EZE TV R LRI B R, SRMIESITT =L H

X, EXMITRT, XHRS triplet FRRIGEFER

o WMRKET {ca_cert, cert, private key} triplet, NI{EBKEECH], XENATFE

PN

o MRRENKET triplet, MFICHMAMEREMIZEEIT RITHEBIZE T R ERE

e ca_cert : {3k CAIETMIERE, BIABRE /etc/pki/tls/certs/ca.pem, XHZBEA X

B,

o JAIE : RRIEPHERE, BUAKREN /etc/pkiltls/certs/server-cert.pem, XH4ZHAT K

B,

e private_key : NFRFAANERER., BRUIAEREN /etc/pki/tls/private/server-key.pem, X {#

B RE.
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e ca_cert_src:ARAM CAIE P XHRER, UXHBEHEREIBIIrEN. NRIEET
ca_cert, NMKF[EEHEIZME,

o cert_src: AXREHEENMENMIAMIED AR, WREET cert, NKFEEFBZA
%o

o private_key src: KRS H BB ENMAMBTFASIGRR, NRIBET private_key, NI&
HRESHIENZAE,

e pki_authmode : #EZ HHEIEER N BAIRSIELL
e permitted_servers : BEE FinfAIF @I TLS E A X HEIRSBRIIR.
o WA : HEILFMAFHRIRK,
o il : HEKIHFHRIIR,
2. | : 3E playbook &%,
I # ansible-playbook --syntax-check playbook.yml
3. J&17 playbook :

I # ansible-playbook -i inventory_file playbook.yml

12.7.2. Bb &' A RELP RSS2 AE

BRI LAME A logging R4 A B RHEL RETAMIBHEEE MRS 2, F@ITIZ1T Ansible playbook M &
RELP E’Jl_*i E N7 \%bj%ll& E iCho

LSRR Ansible JEHith RSS2 APMIARE X HECE RELP, RELP ECEB/EA TLS MNEHE B L H, LURIE
EH%JZ;Eéi@ﬂ?ﬁu E Bho

SeREH
o MEBEMXEMRE RELP WZE T mLiZ1T playbook FIFN R,
o ZET RFUTEIEHIT s ERE R ST AR,

e ansible # rhel-system-roles {4 & B L& IE 4T = L,

it 3
1. FERAUTHREE—A playbook.yml 3T+ :

- name: Deploying remote input and remote_files output
hosts: server
roles:
- rhel-system-roles.logging
vars:
logging_inputs:
- name: relp_server
type: relp
port: 20514
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90

tls: true
ca_cert: _/etc/pki/tls/certs/ca.pem_
cert: _/etc/pki/tls/certs/server-cert.pem_
private_key: _/etc/pki/tls/private/server-key.pem_
pki_authmode: name
permitted_clients:
- ' *example.client.com_'
logging_outputs:
- name: _remote_files_output_
type: _remote_files_
logging_flows:
- name: _example_flow_
inputs: _relp_server_
outputs: _remote_files_output_

playbook AU TXE :
e Wm0 : TN HEILKREERNITNGROS,

TLS : fARBINERLMMEHBEE, NIRETEERLITARER, T tIs TEXREN
false, 7£5 RELP T{Eff, BERIABY tls SEARILE N true, BREZEHH/UEHH triplets
{ca_cert. cert. private_key} /3% {ca_cert_srccert_src private_key_src}.
o MNRKZET {ca_cert_src, cert_src private_key_src} triplet, BRIAMIE
letc/pkiltls/certs #1 /etc/pki/tls/private #EFA{EZE TV R LRI BRI, SRMIESITT KL H
X, EXFIERT, XHERS triplet PRI ZFIER

o WMRKET {ca_cert, cert, private key} triplet, NITEBKEECH], XENATFE
N

o MREMKXET triplet, MG XHMAMEREMEZER T RICMEIZE T RV ERBRE,

ca_cert : K& CAIEPHIREZE, FRINERE N /etc/pkitls/certs/ca.pem, XHZHAF X
&,

NE - RRIEPHERE, BIAKEN /letc/pkiltls/certs/server-cert.pem, XH4ZHEAT X
%o

private_key : fXKRFHRIERZRE, EKIABRE ) /etc/pkitis/private/server-key.pem, X%
HAFEE,

ca_cert_src:XFERAM CAIE P XHKRE, ZXHBREHRERNEBIREN. NRIEET
ca_cert, NMKFEEHEIZMAE,

cert_src: (CREHIE BIRENAIAMIE B XHERE. MRIBEET cert, MSFHHEHENLA
%o

private_key_src: (NREHE B ENM AR B AHIEE, MRIEE T private_key, N&
REEREZAE.

pki_authmode : % AR H BFRSIELL

permitted_clients : &L KRS8 SV E T TLS i L %X HEWE FiRdIR,
A BEICERMAFRIIR,

il - AEREFATR,



% 12= FfH RHEL RGAGEERERIC R

2. | : $8E playbook i&i%,
I # ansible-playbook --syntax-check playbook.yml
3. 1547 playbook :

I # ansible-playbook -i inventory_file playbook.yml

12.8. b 55iR
o AT SIS ST ALUER RHEL REAE

o [& rhel-system-roles {4 @& 41T /usr/share/ansible/roles/rhel-system-
roles.logging/README.html F #3244,

e RHEL XLt

e ansible-playbook(1) Ff 11,
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Red Hat Enterprise Linux 7 {8/ RHEL 7.9 fhf§ RHEL REGiAAa AL RGER

25 13 = {#H JournaLp RHEL R B EHEIE systemo H &

&/ journald R4 AR, EAILLEZML systemd B, FfEMA Red Hat Ansible Automation Platform

1

ERERFAMH Ib\la%o

3.1. JOURNALD RHEL RSB R

journald 25 ABIRHE—HBEE X journald BEILRRSITHHEE, ABSREUTEE

ERER

Description

fein

journald_persistent fFRLA/REZEXERE journald, LUFEEXHE
i 7ERE#: _E#Y /var/log/journal/ B&, IEFILEE
BXE N true I, BERFEERT L, BNEFEE
SRMEANEFH, BILEN false,

journald_max_disk_size FERLEERE B R SXH AR £ S RAMEKKAD
(LA MB HH#41) ., iES 4 journald.conf (5) Fft
TR A ERIA KN &,

journald_max_files FRETEEEAETAEN
journal_max_disk_size XENN E{REBHIE &M
HERAEE,

journald_max_file_size FRAKETERERANBEXHHNRAKRN (LMBH
AL

journald_per_user FRAREZERE journald, LUAEMNESDF
FREEERE. RIAMEN true, FERFNUAEFATLAME
CHAFRSFILRRGIHE, HER, ,\EE
journald_persistent Z£1Xi&E ) true i, 81
FBREXHF A,

journald_compression FERLR/NMEZENERENARIRFERILSR FTH
journald ZuE* &, BAINES true,

journald_sync_interval FALTEIEE journald FLFIFERANEEXHRAY
BRI A (A2 BRI o BUAERT, 4
BRREHNHFIE,

HiBR

e journald.conf (5) F#ft i,

13.2. {3 JourRNALD RS A B ERFAMHEIL K

ERNRGERR, EALUEM journald R B BEEFAMREICT, LUTRAIER T I0{I1E playbook
FiZE journald R A BLTELUATILLTER: :
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%5 13 = {¢1f JOURNALD RHEL ZZiAfald& SYSTEMD A&

o yHEXMHEE & AHLEL 22 A K/
e [2i& journald LA B BERRE BEHE
o ENRFIAIMR
SoRFM
o MEMEEIFIEET RMZTET R
o LIAITERE XM LIiZ1T playbook By FH F B SR EIEH T =,
o HATFEEINZTET RMKSEA sudo FifR,

o TEH FZFTI playbook IZE T mEZE T mATITE Ansible JEH T4,

1. GZ2ELUTAER playbook.yml 3 {4 :

- hosts: all

vars:
journald_persistent: true
journald_max_disk_size: 2048
journald_per_user: true
journald_sync_interval: 1

roles:
- linux-system-roles.journald

H b, journald fRS5<F B EEME EXKARTFE 2048 MB Iz KK/, FAENAEFREBR
BHEHIE. BTE2MAL %,

2. | : iE playbook i&i%,.
I # ansible-playbook --syntax-check playbook.yml -i inventory _file
3. TEB 4 L2 4T playbook:

I # ansible-playbook -i inventory_file /path/to/file/playbook.yml

13.3. HtL 5T
e journald.conf (5) = 11

e ansible-playbook (1) = 1T
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5514 = {#F ssH ] ssvo RHEL RS ABREZLZ S EE

ENEER, EATLUER sshd RTTAEBFKEE SSH RS %%, £ ssh RETAEFKETRed Hat Ansible
Automation Platform ZEEEHEM RHEL R4 LRI EE SSH & /i,

14.1.ssH R F5R/ RO ABLE
1 sshd LA playbook A, EAILUMRIBEMELIAFIREIE X SSH BL&E 4SS,
MRERAEREXETE, NRGEABRENRS RHEL BIAELER sshd_config X4,

EFFEERT, /RMETE sshd BEBEAFEEMREIN S yes 1 no, ERILUER list Sk E L ZTEET, I
a0 -

sshd_ListenAddress:
-0.0.0.0

E2I -

ListenAddress 0.0.0.0
ListenAddress ::

sshd % Juﬁ@.ﬁg %

sshd_enable
INRIXE N False, NABFKTEEM. BINEN True,
sshd_skip_defaults

RKE N True, NIRGIABARRNARINME, HKR, EHLUERA sshd dict 3¢ sshd_Key ¢ & 3ki5
ETENEEERINESES. BINED False,

sshd_manage_service

NRFEN False, NIRFFEBERE, XBRBEECTRESISHNER, WAKEHEHME. BRIE
EBEAH AX 517, BNBIAT True, By Ansible BRFSER BRIA RN AIX B JFH .

sshd_allow_reload

INRXE N False, Nlsshd FREECERNFEHME, XA EEBNFTHIER R, BN AERENE
B, 1HFEEHME sshd, EIL N5 sshd_manage_service tHEHIE, 1B AIX R4, HrA
sshd_manage_service 2X1\ 7}y False, {H sshd_allow_reload ¥\ True,

sshd_install_service

NRIFZE S True, ZAEFH sshd RFZLEIRS X, XRBERFERGPIREIISIYE., RIFEBE
BB S =N, BNMAELZEN True, R LIEIN sshd_serwce e, . BRIMED False,
ZABMERUTEERRNXEENER :

sshd_service_template_service (default: templates/sshd.service.j2)
sshd_service_template_at_service (default: templates/sshd@.service.j2)
sshd_service_template_socket (default: templates/sshd.socket.j2)

sshd_service
tbZr 2 E el sshd BRS5EFF, XX FEEE A sshd BRSEBISEER A,
sshd
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2REBENTHE, i :

sshd:
Compression: yes
ListenAddress:
-0.0.0.0

sshd_OptionName

ERILME R # sshd_ BTZEFIETZ T A Z dict HABYTR F28 8K E Sk, RPN TEES sshd
FHAE, Flm -

I sshd_Compression: no

sshd_match #l sshd_match_1 ¥l sshd_match_9

FHHIRN REZMEMONTFHR, HIER, XETERREE sshd FHEATE LMEER, FrERE
SRRIEERBIEE X HH,

sshd R AN _F &2
B U MERAXETERBEES NN ES N MBI,

sshd_packages
A LM AT 2R BERENT G HEINTIR,
sshd_config_owner. sshd_config_group #1sshd_config_mode
1T LU X 25 8 h1% A B 4 Y openssh BCE X4 BT A AR,
sshd_config_file
b A EIR1FEMRE openssh fRSS SR EC BRI,
sshd_config_namespace

e 2MEIMEN null, XEKEABE L REXHFNENNE, SERFRIME. HE, BhallfE
A2 2 MEth A B MR ZHE AT 157 B SRR YT LR A playbook FREIZ MBI A LL A

., sshd_skip_defaults Z={F# 2., AHIFEEFERRIRINE

REWLTEN, ABRRNEEENEERBEELAEMAER THWINEEERF, IREHNYSFES
RN ARG, BRENEBINNARFLERRM GG ZEHE,

o AR

b

openssh EL&E SXAFHIRRFILAER, B, SN AZHEELET, REEREXGHHIEE
B EE — ML A Mo

MER L, ABRFERRA Match all'tRd, FRIFETIGEHMTER, DARTILHBEE G+
Z BTCE R R AT AR N B . X AVFMTE A BV A P ECE E A AP REET,

sshd_binary
openssh #J sshd AT X HBIER R,
sshd_service

sshd [R5HI&TF. BIANERT, LZEASBIFEFERMN sshd IRGSHATR. HAGBER
sshd_install_service T £, BATLUFERERIZEBE L sshd RFSHIETR,

sshd_verify_hostkeys
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FIMETY auto, HiIXE auto I, XfFFIHAEMMIEE X HHREFEENME ENEH, HERMER
FERNRKRE, A, HRMXHmEEHEENRIME. MR ZABRHTHREN ERRBRIRSERE
B—REANED, NXEEER. BEZALRE, B EERENEIIE (.

sshd_hostkey owner,sshd_hostkey group,sshd_hostkey _mode
FERIX L ERNE sshd_verify_hostkeys B9 XN BRI A FAFIFRR,

sshd_sysconfig

EETF RHEL RS L, XML ERE sshd RFSVECIFHER. MNRIZEN true, NLABLR
RIBFLUTFECE R EIE /etc/sysconfig/sshd FRZE 14 : BRIAE N false.

sshd_sysconfig_override_crypto_policy
£ RHEL 1, HiZH true I, XML ERBERIUCCHEMMMBE K, BINMED false,
sshd_sysconfig_use_strong_rng

EETF RHEL R4 £, ZERLGET] sshd FRLAENFTEHENSEREF1ZE openssl B
HFEMGRNTTF, BNERN 0, SRERILINEE. NRRIUEEEERENETERSS, EAEITHFIL
j‘iEIDEI\‘O

14.2. {5 ssHp R A EEE OPENSSH AR5 23
&I LLR 24T Ansible playbook, {8 sshd R4iABEE S 1 SSH AR5 2%
AT LS sshd 45 EAFEK SSH A1 SSHD BN EMRS AR, AlNSHEE

RHEL R4iAR, ERLERERES, 1HHR sshd ABERMR LR (RHEL 8 M1ERH
hRA&) = drop-in B3¢ (RHEL 9).

FRFM
o Jii—PHEN FE TR HNIR, XZ2EEMEMA sshd REABEENRI

o N T A WY R FIAER, X2 Red Hat Ansible Core FRBE L REIHIRST,
EEEFTT R E

o ansible-core 7 rhel-system-roles {4 2B %% ,

BF

RHEL 8.0-8.5 24t 4f & F Ansible BIE 1L FEE Ansible Engine 2.9 BRI Ansible 72fi4/%
BI5AIFUBR, Ansible Engine B &5 1TSCFA%ER, #lansible. ansible-playbook. i%#
2% (40 docker #1 podman ) LARTFZiw4GFER, BXMOMAIKEFIZRE Ansible Engine
IS, 1H5E I FEFI L% Red Hat Ansible Engine AIREXE,

RHEL 8.6 #1 9.0 5| AT Ansible Core (fE’ ansible-core {4 a12t) , HHhas
Ansible 81T TE, HEURNEAE Ansible ., RHEL i@id AppStream #4:%
RELETHE, EBE—NERHVIFCH, NRFEZER, 1556 RHEL 9 #1 RHEL 8.6
KB AppStream ¥ G XA F Y Ansible Core B BIZ R:3E H,

o JIHRET REE M,

iz
1. 5%l sshd R4 EHRHI playbook :
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%514 = {1/ SSH #l SSHD RHEL R AAiB LG

# cp /usr/share/doc/rhel-system-roles/sshd/example-root-login-playbook.yml path/custom-
playbook.yml

2. FRANXARESRITFE 6B playbook, #1400 :

# vim path/custom-playbook.yml

- hosts: all
tasks:
- name: Configure sshd to prevent root and password login except from particular subnet
include_role:
name: rhel-system-roles.sshd
vars:
sshd:
# root login and password login is enabled only from a particular subnet
PermitRootLogin: no
PasswordAuthentication: no
Match:
- Condition: "Address 192.0.2.0/24"
PermitRootLogin: yes
PasswordAuthentication: yes

playbook 2 & mEZE N SSH AR5 8%, LAME :

o EHIRILF root A EX

o RXfFR 192.0.2.0/24 /5 A F] root A7 B

A R ENRFENRTE, B THELFAER, 5§50 SSH RFSHERTARLE,
3. A% : BE playbook i,

I # ansible-playbook --syntax-check path/custom-playbook.ym|
4. EF R 24T playbook:

# ansible-playbook -i inventory_file path/custom-playbook.ym|

PLAY RECAP

hhkkkkkkkkkkhhhhkkkhhkhhhhhkkhkhhkhhhhkhkhhhhhhhkkhkhdhhhkkxx

localhost : ok=12 changed=2 unreachable=0 failed=0
skipped=10 rescued=0 ignored=0

1. BRE| SSH RSS2 -
I $ ssh useri@10.1.1.1

Hep:
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e userl 2 SSHARSBR EMEA,
e 10.1.1.1 2 SSH RS 2589 IP ik,

2. f# SSH RS 25 £ sshd_config XHFHARA :
$ cat /etc/ssh/sshd_config

PasswordAuthentication no
PermitRootLogin no

Match Address 192.0.2.0/24

PasswordAuthentication yes
PermitRootLogin yes

3. RBEEES AL root B &5 M 192.0.2.0/24 FREEFIARS 25 ¢
a. TAEMERE P Hbilt :

$ hostname -I
192.0.2.1

NS P HitkEfE 192.0.2.1 - 192.0.2.254 SEHEA, ERLLERETIIRS 2,

b. L root - B{piEEEIARSS 25 ¢

I $ ssh root@10.1.1.1

Heth TR
e /usr/share/doc/rhel-system-roles/sshd/README.md 3 {4,

e ansible-playbook(1) FA 11,

14.3.ssH RS ABRTE
1£ ssh RIiAE playbook H, el LIRIEEBIEEIIFIPRFIE Y& Fifm SSH BLE XEFNS L,
MRERERBXETE, RAABSER—15S RHEL BRIMELEM2E ssh_config X4,

ERMMAERT, fH/NMETE sshBLEFREEMHMEINH yes =X no, EAILUEM list KE L ZITEED, 4l
m :

LocalForward:
- 22 localhost:2222
- 403 localhost:4003

A

LocalForward 22 localhost:2222
LocalForward 403 localhost:4003

E—
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i
Gk

g%%% REBETKAANE,

ssh RGiABKNETSE

ssh_user

BHUELRSABERR - SERENINAER &, APREEREREELER I ~/.ssh/config
B, BIMEH null, ERXERMERFNLBEE.

ssh_skip_defaults

EIMEN auto, WIRIEEN auto, NIRLGIABNEARIEHENEES 4 /etc/ssh/ssh_config, 3

EHPREE X RHEL BBVAE, 140, @il E X ssh_drop_in_name & &3R4 — drop-in ECiE
X, FEHZH ssh_skip_defaults &=,

ssh_drop_in_name

7 X drop-in EEEX BB, %X RIERSSERE B drop-in BRA, ZBFFEER

letc/ssh/ssh_config.d/{ssh_drop_in_name}.conf i {F [, LS|IAEEHMNEEXH. MRRETR
S drop-in B3, MEKIAER null, I1RFRLGIZH#F drop-in B3k, NIEKIA{E N 00-ansible,

Digk

==
[=]

MR REAZH drop-in B3k, WEMETUHE play KK,

282 NN-name, Hr NN ZATITIWREXHHIM AT, name ERAIXX4MAEENE
fe R 14 B FR,

ssh
SERELETFMERNENFH,
ssh_OptionName

BRI AE R H ssh_ BTZRFNEI & T A 27 S B A AR 8 SR E SR, R EEEE sshF
#Ap(E,

ssh_additional_packages

==

b B2 B51%4% openssh #1 openssh-clients Y48, XZ2&E WABIFAREEN, NMREBFERE

HH e, 5140 openssh-keysign LA FEF ENHE ML, ETLUEREERIEEEN]
ssh_config_file

ABRE T ENEEXHRERE, BIME

o MBRZAH— drop-in B, MEBVINMEETENR
letc/ssh/ssh_config.d/{ssh_drop_in_name}.conf £ ¥,

o MMRRLEAE drop-in Bk, MIEKIMEH /etc/ssh/ssh_config,
o MRENT ssh_userZE, NIBKIMEN ~/.ssh/config,

ssh_config_owner,ssh_config_group,ssh_config_mode

FrOIEMEEE X HMAAEE. HMER, RAVERT, XEMEZER root:root, B2 0644, 0
RE T ssh_user, NEXH 0600, FAEEFERER ssh_user TEHIEENHET .
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14.4. {FF ssH R4 A EEE OPENSSH & /i

& 7] LLEIT 29T Ansible playbook, £ ssh RGiABEES 1 SSH &/ i,

ﬁ

=

;

RAI LU ssh R ABATEWNSSH #1 SSHD BREMEM RS AR, MBHEE RHEL
3?: g, BERILEREHES, ERRsshABFEREAER (XA N RHELS) .

-

SeRFZH
o i —NHEAN FE T HBNR, REERH ssh R ABEENRT

o X AT A BT R FIARR, X2 Red Hat Ansible Core Fe BB fh RTTHIRSE,
EEEFTT RE

o ansible-core 7 rhel-system-roles Y4 2B %% ,

BF

RHEL 8.0-8.5 24t 4f & F Ansible BIE 1L FEE Ansible Engine 2.9 BRI Ansible 72fi%/%
BI5AIFUBR, Ansible Engine B &5 1TCFA%ER, #lansible. ansible-playbook. i%#
2% (40 docker #1 podman ) AR T iw4MER, BXMOMAIKENFIZRE Ansible Engine
B, 1E5E I FHEFI L% Red Hat Ansible Engine AIREXE,

RHEL 8.6 #19.0 5| AT Ansible Core (fE’ ansible-core {4 a12#t) , HHhas
Ansible S8 51T TE, S UR/NENE Ansible i, RHEL &3 AppStream HE 4%
R#RYHE, B —TERNZFEERE, MEELER, 155M RHEL 9 # RHEL 8.6
KB AppStream ¥4 G XA F Y Ansible Core B4 B IZ R:F3E H,

o JIHRET REE M,

it =3
1. FERAUTHRBE—1#M playbook.yml ST {4 :

- hosts: all
tasks:
- name: "Configure ssh clients"
include_role:
name: rhel-system-roles.ssh
vars:
ssh_user: root
ssh:
Compression: true
GSSAPIAuthentication: no
ControlMaster: auto
ControlPath: ~/.ssh/.cm%C
Host:
- Condition: example
Hostname: example.com
User: usert
ssh_ForwardX11: no
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%514 = {1/ SSH #l SSHD RHEL R AAiB LG

Itt playbook A FEEEZE T = LEE root A/ H SSH & iR & %
o EHEE,

e ControlMaster % E{E X&) auto,

o 5332 example.com X189 example j| & E usert,

example EH7IZE AR, ©FR~EMA user! A %E%E| example.com E£H1.,

X % 5 WA
Ao, ELALUREENRIFENILTE, IR TRESZIFAER, HSM ssh RTAEY
%O

2. | : 3E playbook i&i%,

I # ansible-playbook --syntax-check path/custom-playbook.yml|

3. EF B H EiZ1T playbook:

I # ansible-playbook -i inventory _file path/custom-playbook.yml

o EIAENAHEARTITF SSH REXHRLIERETREEEEAEMNEE, Fm :

I # vi ~root/.ssh/config
ERNAT EbRA playbook f&, EEEXHNEBUTHEA :

# Ansible managed
Compression yes
ControlMaster auto
ControlPath ~/.ssh/.cm%C
ForwardX11 no
GSSAPIAuthentication no
Host example

Hostname example.com

User useri

14.5. I ssHp R4t A B T IEHRECE

BHE, VA sshd REABRBEENRE, REZAAETRE, AINERTRANRSAER
playbook, XAETEESHINAH, ERX AR EIETINFE sshd R AE, RHMREFEMET, S LS
FAFEHRRIVEC &,

£ RHEL 8 MIE B A, MALMEREERENBHEREEE.,

FeREH
o i —ANEHEZN FE T AR, X2EEMER sshd RGABEREMNRS,

o X AT A ISR FIAR, X2 Red Hat Ansible Core Fe BB b RTTHIRYE,
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EZEHT =L
o ansible-core ¥{+8 B %%,
o FIHZET HBE R,

o A[E RHEL RLiA &I playbook,

1. 1 playbook 707 A sshd_config_namespace £ MEZE F i :

- hosts: all
tasks:
- name: <Configure SSHD to accept some useful environment variables>
include_role:
name: rhel-system-roles.sshd
vars:
sshd_config_namespace: <my-application>
sshd:
# Environment variables to accept
AcceptEnv:
LANG
LS_COLORS
EDITOR

LIRET playbook N AAEEHAET, ABAKTE /etc/ssh/sshd_config XM TIRIE FEE (40
FHREHIE)

# BEGIN sshd system role managed block: namespace <my-application>
Match all

AcceptEnv LANG LS_COLORS EDITOR
# END sshd system role managed block: namespace <my-application>

o A% : iF playbook iEiE,
I # ansible-playbook --syntax-check playbook.yml -i inventory _file
Heth 5HR
e /usr/share/doc/rhel-system-roles/sshd/README.md 34,

e ansible-playbook(1) F# 11,
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55153 1/ VPN RHEL RZifafafsif IPSEC id& VPN %

2515 Z {#F ven RHEL G A EFF IPSEC BZi& VPN %1%

5/ vpn R5iAE, EATLUEA Red Hat Ansible Automation Platform 7£ RHEL 4 Ed& VPN iE
B, BOLMEREREEENIEN. WMBEIRML. VPN T2 R RS SRMMBEE.,

SFENBENERE, AREABRIASEIE vpn_connections FIRFHE—XT EN 2 AL E VPN &8,
SIERBEEEXRTHA,. 7N, ELTLUSEEENEIIENFEENZEQUE leE L HIREE. 145
BEE hosts THENBATRS Ansible FHEAFEANENMATIFER, FHEEATLUERXLELMKEER
\ao

SOl A=
) vpn RHEL R4 & BRI ZHF Libreswan (Bl IPsec SE81) , EN VPN #57E,

15.1. {1 FH ven RS AEE A IPSEC S EHEIENA VPN

& L& FE 25 77 )R £3Z4T Ansible playbook EfE M vpn R A GEE TN EIENERE, XFEE
SFHRXHHRIIHMARERE T R

SRR
o M—AHHN FEVENHIVUR (EMEEMERA vpn RIAGREBHRY

o N T A WO R FIAER, X2 Red Hat Ansible Core FRBE L REIHIRST,
EEEFTT RE

o ansible-core 7 rhel-system-roles {4 2B %% ,

BF

RHEL 8.0-8.5 24t 4f & F Ansible BIE 1L FEE Ansible Engine 2.9 BI¥RIT Ansible 72fi4/%
BI51AIFUBR, Ansible Engine @ &5 1TCFATER, #lansible. ansible-playbook. i%#
2% (40 docker #1 podman ) LARTFZiEHGFER, BXMOMAIKENFIZRE Ansible Engine
IS, 1E5E I FEA L% Red Hat Ansible Engine fIREXE,

RHEL 8.6 #1 9.0 5| A T Ansible Core (fF’/ ansible-core {4 aigft) , HEHhas
Ansible S8 ST TR, ®HUR/NERNE Ansible 1., RHEL 3&iT AppStream ¥4 47
REETHES, BE—1TEBRHUZFERE, MFEELER, ESMH RHEL 9 #1 RHEL 8.6
K EHHI AppStream ¥ XA F Y Ansible Core B4 BHIZ R:3E [,

o JIHRET REE M,

ik S
1. ERAUTHREOE—1/ playbook.yml X4 :

- name: Host to host VPN
hosts: managed _node1, managed node2
roles:
- rhel-system-roles.vpn
vars:
vpn_connections:
- hosts:
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managed_nodefT:

managed_nodeZ2:
vpn_manage_firewall: true
vpn_manage_selinux: true

Lt playbook fE ARG A B B E R BRIAFITIIRZRAZHEIE, KEE managed_node1-
to-managed_node2 #J;%1%., HTF vpn_manage_firewall #1 vpn_manage_selinux & #%1% &
N true, vpn BEEEA firewall 7 selinux A& EE vpn ABFERNIKO,

2. A% MU TER A INEI ENLA vpn_connections FIRA, EEBMZEENIF R XEFHER
FIH A ER E N Z A BOIEHE

vpn_connections:

- hosts:
managed_nodeT:
managed_nodeZ2:
external _node:

hostname: 192.0.2.2

XFBCE 7 A NEEE - managed_node1-to-external_node #1 managed_node2-
to-external_node,

HFENEZRETRLERE, MAENBTRLRE.

1. \% - IRATLUEF vpn_connections AN INER D AR E T RIEE S VPN £, 0iEHFm
MBUBREM :

- name: Multiple VPN
hosts: managed _node1, managed node2
roles:
- rhel-system-roles.vpn
vars:
vpn_connections:
- name: control_plane_vpn
hosts:
managed_nodeT:
hostname: 192.0.2.0 # IP for the control plane
managed_nodeZ2:
hostname: 192.0.2.1
- name: data_plane_vpn
hosts:
managed_nodeT:
hostname: 10.0.0.1 # IP for the data plane
managed_nodeZ2:
hostname: 10.0.0.2

2. "k A LMRIBENEF BT E, 1FI515EE /usr/share/doc/rhel-system-
roles/vpn/README.md 324,

3. A% : BE playbook Wi,

I # ansible-playbook --syntax-check /path/to/file/playbook.yml -i /path/to/file/inventory _file
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4. IEF R 24T playbook:

I # ansible-playbook -i /path/to/file/inventory _file /path/to/file/playbook.yml

L ERETRE, BIAEEESHRIIEA :

I # ipsec status | grep connection.name

¥ connection.name B 5K B 1T RAVEERILH, 20 managed_node1-to-
managed_node2,

RAERT, MBIMREMABEXRE, AR NHNBNEMERENR —MERERTR, 5
0, *7E managed_nodel #1 managed_node2 2 [F(IE2E R, IR
managed_node1 ¥R 4 & 1 managed_nodel-to-managed_node2, {H7E
managed_node2 b, ZE#EZEHHEINME L managed_node2-to-managed_nodel,

1L ARETRLE, WERRSKRIED)
I # ipsec trafficstatus | grep connection.name

2. P AREEORERIIME, ERALTRGRFRINERE, XHREERENESR, Vi
EEAREETNERER :

I # ipsec auto --add connection.name

NEF S ohiE T R A e B MR R RERRPIRE, XEHRAT I
/var/Iog/pIuto log #kEl, BFXLREMELUEEN, REZRFIRMEREER
g*?% E IL;\/ % ﬁﬁTTE)‘A*T/&%U II:I:II q:' T{ﬁo

15.2. {#F veNn RS AEAIES IPSEC ) OPPORTUNISTIC MESH VPN

R LAEF vpn RETA EREEN S E LM VPN 1%, 1Z0%%8 1 25177 R EiZ1T Ansible
playbook ERIEHIHTHMINIE, ©REESAXHFIHNAERET <.

BT 7E playbook AZE Y auth_method: cert SERECE R IE T HTHHBKIE, vpn REA BRI IPsec

&R LIRS (NSS)INEZE (7 /etc/ipsec.d BxAEN) SELEMNIET, BINERT, TTRAMHE
IETHIRHR, 7EAHIAF, X2 managed _nodel, f&RILAUEREHHH cert_name BMHEFEE X ARBIIE
REE=L 1

ELUTRORRRS, 2HET R (BEMEIZIT Ansible playbook BIREE) SHAZE T (192.0.2.0/24)
HEHBEMTES A BB (CIDR)EY, FH IP it} 192.0.2.7, Hitk, =& =ETFH CIDR
192.0.2.0/24 B0 ERFAE KK,

FBAIETEIREHRIA B SSH R ER 2R, 125 RBUBMIRER 2 S ERMIIRP, HER, ERIEIIRH

AF—N CIDR & T default, iX2E ML playbook B2 T BRI RAGHNI, LUMEENFE, MIERL
BB,
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FRFM

it
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o N—=MHEZN ZFETRHVIFINR (BMEZE[ER vpn REBBRENRS) .

o HEFMEZETTRL, /etc/ipsec.d BRHEI NSS HiBEES EXNEF DRI ENFAA LS,
KINBERT, T R&FAEILEPRRHR.

o N #H T A WY R FIAER, X2 Red Hat Ansible Core FRB E L REIHIRST,
EEEFTT R L

o ansible-core 7 rhel-system-roles Y4 2B %% ,

BF

RHEL 8.0-8.5 24t 4f & F Ansible BIE 1L FEE Ansible Engine 2.9 BRI Ansible 72fi4/%
BI5AIFUBR, Ansible Engine @ &5 1T5LFATER, #lansible. ansible-playbook. i%#
2% (40 docker #1 podman ) LARTFZiE4GMER, BXMOMAIKENFIZRE Ansible Engine
IS, 1E5E I FEA L% Red Hat Ansible Engine fIREXE,

RHEL 8.6 #1 9.0 5| AT Ansible Core ({7 ansible-core {4 a12t) , HEHhas
Ansible S8 G517 TE, ®HUR/NERNE Ansible 1., RHEL 3&iT AppStream ¥4 47
RELETHE, EBE—NERNVIFCEH, MFEZER, 155 RHEL 9 #1 RHEL 8.6
R BHTHI AppStream F4 4 XA R Ansible Core B4 BB B

o JIHRET REE XM,

1. EAUTHREERN playbook.yml ST+ :

- name: Mesh VPN
hosts: managed_node1, managed_node2, managed_node3
roles:
- rhel-system-roles.vpn
vars:
vpn_connections:

- opportunistic: true
auth_method: cert
policies:

- policy: private
cidr: default
- policy: private-or-clear
cidr: 198.51.100.0/24
- policy: private
cidr: 192.0.2.0/24
- policy: clear
cidr: 192.0.2.7/32
vpn_manage_firewall: true
vpn_manage_selinux: true

T vpn_manage_firewall #1 vpn_manage_selinux ##ZiX &/ true, vpn A
B FEMA firewall 1 selinux A &XEE vpn ABFERBIRA,


https://access.redhat.com/articles/3174981
https://access.redhat.com/articles/6325611

55153 1/ VPN RHEL RZifafafsif IPSEC id& VPN %

2.\ BRI LARB R EFENT E, 1¥15F & F /usr/share/doc/rhel-system-
roles/vpn/README.md X 4,

3. A% : JRE playbook &%,
I # ansible-playbook --syntax-check playbook.yml
4. EFH XM L2417 playbook:

I # ansible-playbook -i inventory_file /path/to/file/playbook.yml

15.3. EM IR

o AXvpn RGIABFRFEANSHLUKABHKINGESR, E5H /usr/share/doc/rhel-system-
roles/vpn/README.md 324,

e 7AX ansible-playbook & #II¥1E, 1EEE ansible-playbook(1) F#f 1,
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25 16 = (& FH crypTo-POLICIES RHEL R A B % IE B E VIR RS

ENEEA, EALUER crypto_policies RHEL R4 A BIE# A Ansible Core S EMIFZ RRIFRSLT
R — B A E B E L NE RS,

16.1. CRYPTO_POLICIES R A B EFE L

1E crypto_policies 24 playbook #, f&a]LURIEEBIE LETIFIREIE X crypto_policies BLiE X
HHISE,

MRERBEEERNTE, RAABTRMERY, RIMEFL,

79 crypto_policies RGi A BIEENTE

crypto_policies_policy
WERZABNAIZET RMBERLE. BXTEMBREHIEE, H50 RI0EHINERE,
crypto_policies_reload

INREBE N yes, N BBIZENTHIRSS ipsec. bind #1 sshd IR, EN AMBEREEFMNE, 2
IME yes.

crypto_policies_reboot_ok

IMREEN yes, ERFABERTNERBEETESH/ED), BRF
crypto_policies_reboot_required % &} yes, ERIAEH no,

crypto_policies Rt X ERIEL

crypto_policies_active

B AR SRR,
crypto_policies_available_policies

5l RS LR BT A BYZRES.
crypto_policies_available_subpolicies

B RS LA B AR F3RER.

Hih 5w
o QIRFFINE R E CRYSEH BN KK,

-

16.2. {1 cryPTO_POLICIES RS A BRI E B & N % SR
IRE LUEF crypto_policies RTABMENES T REBEAXENZTE T .
SEREH
o i—PHENZFETRHINIR, XE2EEMEA crypto_policies R4 A BEEN RS,

o I B9 R FIAER, X2 Red Hat Ansible Core ERB Ett REIHIZRST,
T RE

o ansible-core # rhel-system-roles {4 2B %% ,
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%5 16 Z= {1l CRYPTO-POLICIES RHEL R4t faikiE B & L n#Eg

BF

RHEL 8.0-8.5 125 & TF Ansible BB #1{LFBZE Ansible Engine 2.9 B IT Ansible Zfif
BI5AIFUBR, Ansible Engine B &5 1TLFA%ER, #lansible. ansible-playbook. i%#
2% (40 docker #1 podman ) AR T iE4MER, BXMOMAIKENFIZRE Ansible Engine
RIS, 1H5E I FEFI L% Red Hat Ansible Engine XIREXE,

RHEL 8.6 #1 9.0 3| A T Ansible Core (¥4 ansible-core #{{4&1R#) , HEHEE
Ansible S8 ST TE, ®HUR/NERNE Ansible 1, RHEL 3&iT AppStream ¥4 47
RELETHE, B 1NERMNZFEE, MFEELELR, ES0 RHEL 9 #1 RHEL 8.6
R BHTHY AppStream F4 ;£ XA R Ansible Core B4 BB #:FEH

o JIHRET REE XM,

. EALUTREOES playbook.yml 34 :

- hosts: all
tasks:
- name: Configure crypto policies
include_role:
name: rhel-system-roles.crypto_policies
vars:
- crypto_policies_policy: FUTURE
- crypto_policies_reboot_ok: true

IR LU FUTURE [EEH A IEENRIINE SR, 190 : DEFAULT, LEGACY #1 FIPS:OSPP,
crypto_policies_reboot_ok: true ZER FHRAE RS ABENMNBE R EEH RS
NETREZIFMER, 1EHSH crypto_policies RGTABLZEFE L,

2. A% : BIE playbook 1E%,
I # ansible-playbook --syntax-check playbook.yml

3. EF B EiZ1T playbook:

I # ansible-playbook -i inventory_file playbook.yml

1 fE3EHIT R L, IS —1 playbook, f5l40,% 4 verify_playbook.yml:

- hosts: all
tasks:
- name: Verify active crypto policy
include_role:
name: rhel-system-roles.crypto_policies

- debug:
var: crypto_policies_active
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Lt playbook AEN RS LHEMEE, RIREZET = LBEDIREE,
2. IBfTE—ANE X £ playbook:
# ansible-playbook -i inventory_file verify_playbook.yml!
TASK [debug] ****+*sssssssrsrssrnsss

ok: [host] => {
"crypto_policies_active": "FUTURE"

}
"crypto_policies_active": 2 £ T RZE T R LHIEDN KR,

16.3. HEHIR

e /usr/share/ansible/roles/rhel-system-roles.crypto_policies/README.md 3 {4,

e ansible-playbook(1) FAf 11,
o CEE—MEHIT RMZET RUER RHEL REIAE,
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% 17 = #f RHEL R5ifA K& NBDE

%17 = {#H RHEL 24 A & NBDE

17.1. NBDE_CLIENT #1 NBDE_SERVER R4t 8 (CLEVIS #1 TANG) &1t
RHEL RZifA B2 Ansible BBERMNES AT NEREEEL D RHEL REORH—HMEE R @,

IRAJLAMER Ansible &8 Clevis #l Tang B3BBEE T RESHAEZ (PBD)AER A X, rhel-system-
roles @HFIE T XLERGAR, HRMHFLURSE X,

nbde_client R A B LELLESIHNAXEE L Clevis B ik, 1H/ER, nbde_client B8R HF
Tang %€, EWERIEENERT TPM2 45E,

nbde_client A&EE B4 MA LUKS INENE., WABXZREN LUKS MBS EE— NS NMLEHE
(NBDE)ARZS 25 - Tang BR%535. ERILMEREILRIERBNENEBNE, ENEMIR. MRBEEE
&, EREEfE A NBDE @i, YBRIESFEAETE SRS ERMRIIGN BHAN B HITMEBEN, X
w=E8H,

MREEHRHBENBAXMY, ACREREEERMNB—. NRBTIEAERNBIEREN, ©
FEAMNBIAEPRRBIEREIE,

PBD 45 E & L Mk & EIEIEHIIRET, XERENRA—NMEERIUE S ME. RIAEEREE .
nbde_client & thiZ#t T state ZFE, FM present [EROIBHAEHEFINEYE, 5 clevis luks
bind (8 5 AR[E, EAILIEF state: present REZH XS 1EEFBIINESE. absent B{EXMFRIEER

é;lgio

£/ nbde_client 24, EaILEREMERE Tang RS 2R1E N BOEMBRRARN—E 2, A
B RLUTIEE ¢

o ¥ Tang 4
o IREIHID Tang BHA
HEeBR
o HRMUEHERAIMZE(NBDE)BLEMIFMSE, E%RE rhel-system-roles 4 a, HEF
/usr/share/doc/rhel-system-roles/nbde_client/ # /usr/share/doc/rhel-system-

roles/nbde_server/ B3 ##) README.md #1README.html X 4

o XTXREIAR playbook 7~fil, L% rhel-system-roles ¥+ 3, HEF
/usr/share/ansible/roles/rhel-system-roles.nbde_server/examples/ B 3%,

o AXRHEL RTIABMESER, HSH E&EH T RMZE T RUER RHEL RAAE,

17.2. {#F NBDE_SERVER RZAABIKE Z 1 TANG k552

BRBUTSEESENBESEN Tang BRESEXER Ansible playbook,

SEREH
o Xf—ANHEN FETAMIGRMLRR, XETREEEMFA nbde_server REIABERENR
425

“JLlo

o I B9 R FIAER, X2 Red Hat Ansible Core ERB Ett REIHIRST,

m
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12

FEEH TR L

o ansible-core 7 rhel-system-roles {4 2B %% ,

8%

RHEL 8.0-8.5 124t 4/ & F Ansible BB #1{LEE Ansible Engine 2.9 BJJRIT Ansible 7 fif /%
BI5AIFUBR, Ansible Engine @ &5 1TCFATER, #lansible. ansible-playbook. i%#
2% (10 docker #1 podman ) LUARIFZIEEHFEL, B XNMAIKEFIRE Ansible Engine
RIS, 1E5E I FEFI L% Red Hat Ansible Engine XIREXE,

RHEL 8.6 #1 9.0 5| AT Ansible Core (fE’ ansible-core {4 a12t) , HHhas
Ansible 81T TE, HEURNEAE Ansible i, RHEL i@id AppStream #4:%
RELTHE, EBE—NERNVZFCH, NFEZER, 1§50 RHEL 9 #1 RHEL 8.6
R BHTH AppStream F4 43 XA R Ansible Core B4 BB B

I RET RB9E R,

. HEEEE Tang RSB playbook, RATLAMKLTFE, SEM

/usr/share/ansible/roles/rhel-system-roles.nbde_server/examples/ B &/ #)— playbook
i,

# cp /usr/share/ansible/roles/rhel-system-roles.nbde_server/examples/simple_deploy.yml
./my-tang-playbook.ym|

. TR SIAR YRR 23 P Jn R playbook, 340 :

I # vi my-tang-playbook.ym|

. HIIFRESE. LUF playbook RAIMBIRERE Tang RS 2BRAMBE R -

- hosts: all

vars:
nbde_server_rotate_keys: yes
nbde_server_manage_firewall: true
nbde_server_manage_selinux: true

roles:
- rhel-system-roles.nbde_server
P2y~
®7 nbde_server_manage_firewall 1 nbde_server_manage_selinux #3#%1%

& true, FTLA nbde_server & &% {# A firewall # selinux A& &R ERE
nbde_server A &£ RHO,

. N5 playbook:

I # ansible-playbook -i inventory-file my-tang-playbook.yml


https://access.redhat.com/articles/3174981
https://access.redhat.com/articles/6325611

% 17 = #f RHEL R5ifA K& NBDE

Heh 1 * inventory-file 25& .31, * logging-playbook.yml 2 {&{EF#) playbook,

BT
TERET Clevis BR%: Lf# A grubby T ERIH{R Tang pin BIMLZE T A :

I # grubby --update-kernel=ALL --args="rd.neednet=1"

He KR

o MEFELFER, 1HRE rhel-system-roles 48, FH#E%E /usr/share/doc/rhel-system-
roles/nbde_server/ # usr/share/ansible/roles/rhel-system-roles.nbde_server/ E %,

17.3. {#FH NBDE_CLIENT R A BIXEZ ) CLEVIS & /i

BRBSBEAESHNBAEE Clevis B IRXEM Ansible playbook,

¢
. nbde_client RGiABRZF Tang HE. XEFKEEEIILTEMERT TPM2 4%E,

v

SeRFMH

H=ANHED BE T B HFINR, XET RE2EEMHEA nbde_client 24iA BEENRS,

o N ## T A WY R FIAER, X2 Red Hat Ansible Core FRBHE L REIHIRST,
® Ansible Core ¥4 8 R EIEIEHIHL 2 L.

o rhel-system-roles ¥4+ B L EEEEZ1T playbook BIR S,

£
e

1. HEHEE Clevis B IRIXERM playbook, EATLAMLTFIA, sKEA
/usr/share/ansible/roles/rhel-system-roles.nbde_client/examples/ Bk H—4* playbook 7~
B,

# cp /usr/share/ansible/roles/rhel-system-roles.nbde_client/examples/high_availability.yml
./my-clevis-playbook.ym|

2. EEEFERNX AR P playbook, #1140 :
I # vi my-clevis-playbook.yml|

3. NIMFRESE. LLUF playbook ‘RBIEZE Clevis B 'ifi, LUMBEM D Tang lRESBRHELE—NH
FAI B8N R BT LUKS &S -

- hosts: all
vars:

nbde_client_bindings:
- device: /dev/rhel/root

13
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encryption_key_src: /etc/luks/keyfile
servers:

- http://server1.example.com

- http://server2.example.com

- device: /dev/rhel/swap

encryption_key_src: /etc/luks/keyfile
servers:

- http://server1.example.com

- http://server2.example.com

roles:
- thel-system-roles.nbde_client

4. N FSEME playbook:

I # ansible-playbook -i host1,host2,host3 my-clevis-playbook.yml

BT
B ERERE T Clevis R4 L grubby T EkfARERHIS| FHAH] Tang pin BIRILE
ATA

I # grubby --update-kernel=ALL --args="rd.neednet=1"

HeHR
e X NBDE BEHimRAACHSHAMINGESR, E%E rhel-system-roles 48, HEE

/usr/share/doc/rhel-system-roles/nbde_client/ # /usr/share/ansible/roles/rhel-system-
roles.nbde_client/ B 3%,

14
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% 18 = #/ RHEL R4iABIEKIES
5 certificate RTi A, KA LUEMA Red Hat Ansible Core & & fFIE I,
AEEETUTEY :
e certificate RIIAE
e f{HF certificate RLIA BIH KM B LRIESH
e {HF certificate RLIAEM IdM CA 15K — D HTIEP

18.1. CERTIFICATE REi A
{# 8 certificate A B, TETLUER Ansible Core BIEZ & F1421] TLS #1 SSL #FH,

ZABMER certmonger fENIETIREE, BRIXFAGRMLEITBERIEDRER 1AM E/RIETLY
(CA).

&7 LASF Ansible playbook FHILL T2 25 certificate RtABLEHEMA -
certificate_wait
RIEERFRENLFFELBMIES,
certificate_requests
RRTEL BB MNELRESH,
Heth 5HR
e %E& 7 /usr/share/ansible/roles/rhel-system-roles.certificate/README.md X {4,

o HEEHTRMRET mLUEM RHEL R5iAR

18.2. { [ CERTIFICATE R AR IERFTHBEZZUES
{5 certificate RFiAE, EEILIER Ansible Core A HBZRIET,
Ithi 218 A certmonger 121itE, 3@id getcert HIERILH,

=

EINERT, certmonger 7Tk HAgT B shZ LTk, EaILLE [ Ansible
playbook Y auto_renew S#XE 7 no REALLINEE.,

SeRFH
® Ansible Core Bl @ RETEZHIN 25 L.

o RBIEEZ1T playbook HIRY: £ %% T rhel-system-roles {4,

it 3
1 ZE: AIR—ANER X, 80 inventory.file :
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I $ *touch inventory.file*

2. FTFBRXHHE LEIFKIEHBEMN, Fi :

[webserver]
server.idm.example.com

3. % playbook 3X{F, 0 request-certificate.yml:
e ¥ hosts KE N A ZMEIERIEHHEN, 0 webserver,
o ¥ certificate_requests TEi%EBE NESLLTI ¢
o f¥ name SHUXEBENIUEPBHIFAESLF, 20 mycert,
o ¥ dns SEXKENIEHHSTERIE, 0 *.example.com,
o ¥ caB¥XEN self-sign.

® 7f roles TiXi& rhel-system-roles.certificate & &,
XZ2AFIH playbook ST :

- hosts: webserver

vars:
certificate_requests:
- name: mycert
dns: "*.example.com"
ca: self-sign

roles:
- rhel-system-roles.certificate

4. REFIZXH

5. j&17 playbook:
I $ *ansible-playbook -i inventory.file request-certificate.yml*
Hith BTIR

e %EZ 7 /usr/share/ansible/roles/rhel-system-roles.certificate/README.md X 14,

e EZ (4 ansible-playbook(1) F 11,

18.3. {# FH cerTIFICATE RFLAEM IDM CA 1F 3 K— Tk

5/ certificate RLiA R, EALMEFERHTAEENRIEDBINANIE(CAR IdM fRZS2:0f, £ anible-core
EAAIUET, Fit, HBEA IdMER CAR, EaUENE Bt SN RESEBIE BEEH,

It R certmonger #RiEE, @i getcert HHiEKIEP,
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%5 18 # {§1 RHEL REiA®iIEKIFH

EINER T, certmonger 7Tk HART B shZ LT E . EAILLE [ Ansible
playbook HHY auto_renew SHUXE N no K2 LLINEE.

FRFM
® Ansible Core Bi{4 B & EIEEHINZF L,

o RBIEEZ1T playbook MRS L %% T rhel-system-roles {4,

it =3
1 ZE: AIE—ANERH X, 80 inventory.file :

I $ *touch inventory.file*

2. IFFBHRXMHHE LEFKIEHIEN, Ha0 -

[webserver]
server.idm.example.com

3. % playbook 3X{F, 10 request-certificate.yml:
e 1% hosts KB NEEMEIHFKIEBRIEN, 20 webserver,
o ¥ certificate_requests TEXE NS S LTI ¢
o f¥ name SHUXEBE NIUEBHIFAESLF, 40 mycert,
o ¥ dns B NIEHHP S 289, 10 www.example.com,

o ¥ principal Z#XE NIEE Kerberos E1F, M
HTTP/www.example.com@EXAMPLE.COM,

o % caBHIKEN ipa.

® 7f roles TiXi& rhel-system-roles.certificate & &,
X ABFIH playbook X4 :

- hosts: webserver
vars:
certificate_requests:
- name: mycert
dns: www.example.com
principal: HTTP/www.example.com@EXAMPLE.COM
ca: ipa

roles:
- rhel-system-roles.certificate

4. RIFIZH

5. J&17 playbook:
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I $ *ansible-playbook -i inventory.file request-certificate.yml*

Heth BT
e %EZ 7 /usr/share/ansible/roles/rhel-system-roles.certificate/README.md X 14,

e i5&[% ansible-playbook(1) F 11,

18.4. {# [ cerTIFICATE RSB BIEE I BIA RIS ERZTHR S
£ certificate 25 A1, EALUER Ansible Core EZ A XEHIF B IEHITH S,

FELUTRAIG, EEGBERTH www.example.com X iz EH BELILHENFLLE httpd AR5, REH
ERZRS.

==
ZINER T, certmonger &1EiETid BiAT B 8h 2 ST IE D, L& Ansible
n playbook HH auto_renew S#1XE N no SREZA LLINEE,

FoRFMH
® Ansible Core Bl @ RETEZHIN 2 L.

o MBEEZTT playbook HIR%: E&% T rhel-system-roles F{4 8,

1 Zk: AIBR—ANER X, 40 inventory.file :

I $ *touch inventory.file*

2. IFFBHRXMHHELEFKIEHIEN, Ha0

[webserver]
server.idm.example.com

3. /% playbook 344, 10 request-certificate.yml:
e ¥ hosts KEE N A ZMEIERIEHHEN, 0 webserver,
o ¥ certificate_requests TEXE NE S LTI :
o f¥ name SHUXEBE NI PBHIFAESLF, 20 mycert,
o ¥ dns SEEEBNIEHH S 289, 10 www.example.com,
o ¥ caZHXENEERRLAMILHH CA, 11 BFEA.

o ¥F run_before SHUILB NEZ A KEATUE P ZRIEHITH®S, 40 systemctl stop
httpd.service,

o ¥ run_after B NESZAHEITIIE R EEHITHMS, 10 systemctl start
httpd.service,
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® 7f roles TiXi& rhel-system-roles.certificate & &,
XE2AFIH playbook ST :

- hosts: webserver
vars:
certificate_requests:
- name: mycert

dns: www.example.com
ca: self-sign
run_before: systemctl stop httpd.service
run_after: systemctl start httpd.service

roles:
- rhel-system-roles.certificate

4. REFIZH

5. j&17 playbook:
I $ *ansible-playbook -i inventory.file request-certificate.yml*
Hith BTR

e %EZ 7 /usr/share/ansible/roles/rhel-system-roles.certificate/README.md X 14,

e EZ (4 ansible-playbook(1) F# 11,
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2519 = (A koume RHEL R4 A BB E B 5L BRIGFL 6

Z (@ Ansible B kdump, EFTLUEF kdump €, X2 RHEL 7.9 REAIM RHEL BRI EEZ—,

A kdump AEFILEIEEREFERINFABTHAME, UERFIHTIN,

19.1.kpumP RHEL 3455
kdump R A BAILIEELSNRE LIFBERARKELHESE

19.2. KoumP B 53K

kdump RHEL REiABFERAMNSHE :

AeTE ek
kdump_path B A vmcore HE&#Z, 1R kdump_target ~2
null, TEEREEXFIANELEET. S, BRH=2
root X REIRILER BRI
Heth BHR

e makedumpfile(8)FM 1,

o AX kdump FERANSEHIIEARER, UKREX kdump REABHHNMER, ESH
/usr/share/ansible/roles/rhel-system-roles.tiog/README.md 3 {4,

19.3. [ RHEL %A &t E KDUMP
& A LUEIT 24T Ansible playbook, EZ %51 LER kdump RETABRITEEANZKEHESE.

gk

H
[ |
BT B letc/kdump.conf3X 4, kdump ABTEEEM T ZE XN kdump BLiE,

FH RN T kdump A, NIZEIMFTE kdump KEHLWER, BMEEITE
BERACTEIEE, thoLlE#: /etc/sysconfig/lkdump 3,

SeRFMH
® Ansible Core Bl @ RETEZHIN 2 L.

o RBIEEZ1T playbook HIRY: £ %% T rhel-system-roles {4,

o ME-—NERXM, HbIHTEEREH LEE kdump B3RS,
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1. FERAUTHRE0IERHT playbook.yml ST :

- hosts: kdump-test
vars:
kdump_path: /var/crash
roles:
- rhel-system-roles.kdump

2. A% @ $8IE playbook &%,
I # ansible-playbook --syntax-check playbook.yml!
3. TEB 4 L2 4T playbook:
I # ansible-playbook -i inventory_file /path/to/file/playbook.yml

Hih 5w

o AXx kdump ABZTEMIFIE, HEE /usr/share/doc/rhel-system-roles/kdump Bk HH
README.md 5% README.html 3 {4

o IESMEREHT RMRE T RUMEM RHEL RGiAE

e [ rhel-system-roles ¥ {4 & L& HI XY /usr/share/ansible/roles/rhel-system-
roles.kdump/README.html
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2820 = [ RHEL R4 AGEEAME

Z{H Ansible B LVM AR REI(FS), ErILUEF storage A, X2 RHEL 8 AiR#tHY RHEL
RGiABZ—,

F &% ARALERYBES AN LA ZEES ENXXHERS, UKRMRHEL 7.7 FIRMFRE
RHEL hR7s,

BAX RHEL RGAEMEZER, UkMMANAEN], 1ESH RHEL RS AEHE T,

20.1. sTORAGE RHEL RZi A EE N
EiE AR LUER !
o [ ERWD KRR
o TEMLVMBH, SFEHEZEESHNHRS
e MD RAID BREXHRE
£/ storage A, EAILHUTUATES :
o OIEXHRY
o MR MRS
o HEXMHRL
o HIEXMHRL
o i LVMBH
o [HER LVM BH
o AIEZPHES
o JHpRZHES
o {IE RAD#
o [k RAID %
e {#HF RAID il LVM B4
o {F RAID fitFR LVM B4
o QIR LVM BH

o f#FH RAID i LVM T8

20.2. 7£ sTorRAGE RHEL R4 A iR H| F X S
B 176 ABRRERSTNEEUT AR HHNXERT., S :

storage_volumes
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EBEEBEENRD KEE P HREITIR,
storage_volumes e[ LA & raid B,

E LIRSS b =

storage_pools
ZEERNIIR,

% 20 = 1l RHEL R A EE A EE

BRI - RER LVM, A LVME!, #BREREH (VG) . BN hHBE— 1T EHABRER
MBIIR, X TF LVM, BNENN—NFXHERAKEZESE (LV) .

20.3. PR A O XFS XERZH) ANSIBLE PLAYBOOK 7~
ATTRAET — Ansible playbook =, Itk playbook N i s, RERRINSEIER LS LOE

XFS X245,

Dig¥
Of

EFif ABREERD K, BEMHESZHES(LV) LUBXHRS., EFRES KA

BB RS,

# 20.1. £ /dev/sdb EBIEE XFS B playbook

- hosts: all
vars:
storage_volumes:
- hame: barefs
type: disk
disks:
- sdb
fs_type: xfs
roles:
- rhel-system-roles.storage

o BHM (BN barefs) BRIZER

RAB,

V. FiE AERYE disks: BT 5 BIR AR &K

o REILIARE fs_type: xfs 17, EH XFS & RHEL 8 FHYEKIASI R SL,

o EELV EOEXHRY, BT disks: BHETRME LVMIRE, SEFENSH. FIHESH

BB RS Ansible playbook =l
TERMET LV K EHRE,

L th BT IR

\

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 {4,
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20.4. K AHEEH RS89 ANSIBLE PLAYBOOK =3l

ATIRET — Ansible playbook =, It playbook [ % A& EII BB K AEFHH XFS X250,

$l 20.2. 1% /dev/sdb _ERIXHREHZE] /mnt/data M playbook

- hosts: all
vars:
storage_volumes:
- name: barefs
type: disk
disks:
- sdb
fs_type: xfs
mount_point: /mnt/data
roles:
- rhel-system-roles.storage

o it playbook f§ 3R EURINE /etc/fstab XA, FILEIEHUH RS

e IR /dev/sdb & EMIX R FEE R B RKFFE, N playbook RAIEE].

\

LB HiR

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 {4,

20.5. 1825488 ANSIBLE PLAYBOOK =f3|

ATRMET — Ansible playbook 7=~ffl, Itk playbook N A& A ERESEHFBCIE LVM BHEE,

$ll 20.3. £ myvg BAHFBFIE mylv ZHEK playbook
- hosts: all
vars:
storage_pools:
- name: myvg
disks:
- sda
- sdb
- sdc
volumes:
- name: mylv
size: 2G

fs_type: ext4
mount_point: /mnt/data
roles:
- rhel-system-roles.storage

o myvg BEALTRAAM :

o /dev/sda
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o /dev/sdb

o /dev/sdc
o MR myvg BHEEFE, Nl playbook &FHEHEARMEIEH,
o MR myvg BEAREFIE, N playbook REIEE,

® playbook £ mylv 245 L AIE Ext4 SXHERYE, FHE /mnt LR AEEHSTHRS

i

LB HiR

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 32 {4,

20.6. & A EZEH ANSIBLE PLAYBOOK 7=l

ATIRMET — Ansible playbook 7=, It playbook N i AEEEH A TEXRRERFM XFS X
%R,

# 20.4. — " playbook, BTt /mnt/data/ EERELIREF AR
- hosts: all
vars:
storage_volumes:

- name: barefs
type: disk
disks:
- sdb
fs_type: xfs
mount_point: /mnt/data
mount_options: discard
roles:
- rhel-system-roles.storage

HbBER
o KAFEHUERTIH Ansible playbook <3l

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 {4,

20.7. Q2R EXT4 XHR%H ANSIBLE PLAYBOOK <45l
ATIRMET — Ansible playbook 7=, It playbook I Fl 7% B & E OB M EE Ext4 XHERST,

- hosts: all
vars:
storage_volumes:

‘ 5l 20.5. £ /dev/sdb L& Ext4 3£ Tl /mnt/data B playbook
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- name: barefs
type: disk
disks:
- sdb
fs_type: ext4
fs_label: label-name
mount_point: /mnt/data

roles:
- rhel-system-roles.storage

e playbook £ /dev/sdb F# %Lt O ST R,
® playbook K AfE X4 REEEIE /mnt/data B K.,

o HRLMILNEZ label-name,

HinBR

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 {4,

20.8. QI FEE EXT3 X&R%iH ANSIBLE PLAYBOOK "=l
AR T — Ansible playbook 7=_f5l, Itk playbook I B 7k A B E OB MEFEH Ext3 XHERS.

$il 20.6. 1£ /dev/sdb LAIEE Ext3, FHFHEEEI/mnt/data B playbook

- hosts: all
vars:
storage_volumes:
- hame: barefs
type: disk
disks:
- sdb
fs_type: ext3
fs_label: label-name
mount_point: /mnt/data
roles:
- rhel-system-roles.storage

e playbook £ /dev/sdb F# %Lt O ST R,
® playbook K AfF X4 REEEIE /mnt/data B K.,

o HRLMILNERZ label-name,

\

L th BT iR

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 32 {4,
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20.9. {1 3 sTorRAGE RHEL R A B FEEINA EXT4S 5 EXT3 XERF K/
ANSIBLE PLAYBOOK 7=/

ATIRHET — Ansible playbook =, It playbook I #i# A& B EHEH L& EINE /) Ext4 =X Ext3
ARG RN,

$ll 20.7. FERERL EiXEBAEH playbook

- name: Create a disk device mounted on /opt/barefs
- hosts: all
vars:
storage_volumes:
- hame: barefs
type: disk
disks:
- /dev/sdb
size: 12 GiB
fs_type: ext4
mount_point: /opt/barefs
roles:
- rhel-system-roles.storage

o MR LHIFMEEHEE, EBHBEKX/N, BFEEZ1THRER playbook, RESE size KIEF
E, 540 :

#il 20.8. 1 /dev/sdb_E 7% ext4 X/NH playbook

- name: Create a disk device mounted on /opt/barefs
- hosts: all
vars:
storage_volumes:
- hame: barefs
type: disk
disks:
- /dev/sdb
size: 10 GiB
fs_type: ext4
mount_point: /opt/barefs
roles:
- rhel-system-roles.storage

o BEF (MBI barefs) UFIRERM., Storage AEIRIE disks: attribute F 51 H IR AL 15
BIRRB,

i
G

% R AR YR E A Resizing 1 4FFT 8 RRRIFE EAE M AR & _EBUBUE,

Hith BHIR
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e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 {4,

20.10. {5 sTorAGE RHEL R4 ABTE LVM AR INA XHRGH K/
ANSIBLE PLAYBOOK 7=~/

ATIRMET — Ansible playbook 7=, Itk playbook [ Fl storage RHEL &, LUFERXHRSEE
FTE XL LVM BB KRN,

Digk

H
[=]

FEHA RSP E A Resizing BF A RE R IR IEEE RIS LRIEIEE,

# 20.9. V% myvg B hIA mylvl Hl myvi2 ZHE K/ playbook

- hosts: all
vars:
storage_pools:
- name: myvg
disks:
- /dev/sda
- /dev/sdb
- /dev/sdc
volumes:
- name: mylv1
size: 10 GiB
fs_type: ext4

mount_point: /opt/mount1
- name: mylv2

size: 50 GiB
fs_type: ext4
mount_point: /opt/mount2

- name: Create LVM pool over three disks

include_role:
name: rhel-system-roles.storage

o it playbook HEELLFIA SLHRGIHIK /N ¢

o T /opt/mountl LB mylvl & LM Extd SXHERSE, K/NHAEEH 10 GiB,

o L /opt/mount2 L mylv2 B L8 Ext4 SXHERET, K/NFZEN 50 GiB,

\

Lth BEIR

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 {4,

128



% 20 = 1l RHEL R A EE A EE

20.11. {# FH sTorAGE RHEL R4 A 0|33 #4E/ ANSIBLE PLAYBOOK 7R
i

ATIRMET — Ansible playbook 7=, Itk playbook [ FH storage & &£ 0| ZHE (MRAEFE) ,
HEEUR S (NREEFE) EEARINSHNILLE L,

- name: Create a disk device with swap
- hosts: all
vars:
storage_volumes:
- name: swap_fs
type: disk
disks:
- /dev/sdb
size: 15 GiB
fs_type: swap
roles:
- rhel-system-roles.storage
o BEM (RHIFH swap_fs) BRIZEEN. Fif AEIRYEE disks: B T5 H ALK
HAIB,

| #1 20.10. BIEEHEH /dev/sdb LIIH XFS ) playbook
Hith BTIR

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 {4,

20.12. FAREEHERG A BEE RAID &

£/ storage RGiAE, EAILUEA Red Hat Ansible Automation Platform #1 Ansible-Core 7£ RHEL £
BCE RAID &, ARSI — Ansible playbook, LUBZE RAID &L B EHIEK,

SeREH
® Ansible Core ¥4 @ L&/ IEFINR L.
o RBIEEZ1T playbook HIRY: £ %% T rhel-system-roles {4,

o MAE—MEBERXMIMED T IEEER FiE R5IABEE RAID BHRS.

ik
1. QIS ELUTRER playbook.yml! X :

- name: Configure the storage
hosts: managed-node-01.example.com

tasks:
- name: Create a RAID on sdd, sde, sdf, and sdg
include_role:
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name: rhel-system-roles.storage
vars:
storage_safe_mode: false
storage_volumes:
- hame: data
type: raid
disks: [sdd, sde, sdf, sdg]
raid_level: raid0
raid_chunk_size: 32 KiB
mount_point: /mnt/data
state: present

DIk

H$
[=]

WEBHAERLER AN, fi : SEERT PRI,
I, NTREBBIEER, BHFEAE playbook H {5 A% E IR B .

2. A% @ $IE playbook 1% :

I # ansible-playbook --syntax-check playbook.yml

3. T playbook :

ié/
I # ansible-playbook -i inventory.file /path/to/file/playbook.ym|
H it 5

o ZHIERAID

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 {4

o HEFE-—NEHTRM—IRET RUER RHEL RE AR,

20.13. {#F sTorAGE RHEL R4 A BEIE T A RAID FJ LVM i

R =i RL5iAE, ERLUER Red Hat Ansible Automation Platform £ RHEL tEEEH A RAID BY
LVM ith, FEARNTIAR, R 7 #2404 {5 Al S804 E Ansible playbook, LAESEER RAID B9 LVM

<

e

SeREH
® Ansible Core ¥ {4 L& IEFINR L.
o RBIEEZT playbook BIRY: £ %% T rhel-system-roles {4,

WA NERXH R T RRER FiF RAAGEHE EEETWA RAID B9 LVM HERSL,
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1. EAUTHREOEFN playbook.yml ST+ :

- hosts: all
vars:
storage_safe_mode: false
storage_pools:
- name: my_pool
type: lvm
disks: [sdh, sdi]
raid_level: raid1
volumes:
- name: my_pool
size: "1 GiB"
mount_point: "/mnt/app/shared"
fs_type: xfs
state: present
roles:
- name: rhel-system-roles.storage

% ZHMA RAID G2 LVM i, S raid_level SHUERIEE RAID K2,
2. A%, FSiE playbook i&i%,.

I # ansible-playbook --syntax-check playbook.yml|
3. TEB 4 L2 4T playbook:

I # ansible-playbook -i inventory.file /path/to/file/playbook.ym|

Hb TR
o TIERAID.

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 32 {4,

20.14. {1 sTorAGE RHEL R4iA BT LVM LEENEIEES HIEH VDO
%1 ANSIBLE PLAYBOOK =4

ATIRMET — Ansible playbook 7=, Itk playbook [ Fl storage RHEL i, LUEESHELSE
fAL2% (VDO) JE A (LVM) MK 46 E S BUR MR,

$ll 20.11. £ myvg BHBHIE mylvi LVM VDO £ playbook

- name: Create LVM VDO volume under volume group 'myvg’
hosts: all
roles:
-rhel-system-roles.storage
vars:
storage_pools:
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- name: myvg
disks:
- /dev/sdb
volumes:
- name: mylv1
compression: true

deduplication: true
vdo_pool_size: 10 GiB

size: 30 GiB

mount_point: /mnt/app/shared

EABIF, compression #1 deduplication it #%1% 4 true, XIEEMEA VDO, TEER T XLESHHNA
%

e deduplication T ERFHEFMS LHESHIE.
e compression AT EMEFHEEFHES LHWETE, MMiREEHE.
® vdo_pool_size I EBIE & L HBABEIRK/N, VDO BHENK/IH size SEHE, F : BT
Storage ABEMA LVM VDO, R LE/ Nt RE— B0 LUEREAHNE S SRR,
20.15. {# FH sTorRAGE RHEL R4 0|3 LUKS2 In#H%E

IR ET LGB 1T 1247 Ansible playbook, {#FH storage A& OIEMEEF A LUKS INEBMS,

SeREH
o W—NHEZANZET KRB RIFNER, XL RE2EZEF A crypto_policies 2T ABEBN R
b5

“JLlo

o FRXM, HIHRETR.

o XIREHIT BV IRIFIFNER, X2 Red Hat Ansible Core BLB HM R RS, ERHTRLE, B
L% T ansible-core # rhel-system-roles 54 &,

BF

RHEL 8.0-8.5 R4t 4f&F Ansible BIE 1L FEE Ansible Engine 2.9 BRI Ansible 72fi4/%
BI5AIFUBR, Ansible Engine @ &5 1TSCFA%ER, #lansible. ansible-playbook. i%#
2% (40 docker #1 podman ) AR T ZiEMHGMER, BXMOMAIKENFIZRE Ansible Engine
B, 1E5E I FEFI L% Red Hat Ansible Engine XIREXE,

RHEL 8.6 #19.0 5| AT Ansible Core ({7 ansible-core {4 a12t) , HHhas
Ansible s G1TTE, HSURK/NERAE Ansible &, RHEL @it AppStream #i46J%
RELTHES, BE—1TERNUZFERE, MFELER, HSMH RHEL 9 #1 RHEL 8.6
R EBHTHY AppStream F4 4 XA HY Ansible Core B4 BB HFEH

1. EAUTHREOERE playbook.yml ST+ :

- hosts: all
vars:
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storage_volumes:
- hame: barefs
type: disk
disks:
- sdb
fs_type: xfs
fs_label: label-name
mount_point: /mnt/data
encryption: true
encryption_password: your-password
roles:
- rhel-system-roles.storage

IRERILATE playbook.yml XXk RINEMINZASE, 0
encryption_key. encryption_cipher. encryption_key_size #1 encryption_luks kR4,

2. A% @ $E playbook 1% :
I # ansible-playbook --syntax-check playbook.yml|
3. EF B EiZ1T playbook:

I # ansible-playbook -i inventory.file /path/to/file/playbook.ym|

1. EEMERE :
# cryptsetup status sadb

/dev/mapper/sdb is active and is in use.
type: LUKS2

cipher: aes-xts-plain64

keysize: 512 bits

key location: keyring

device: /dev/sdb

[...]

2. WUEOIEEY LUKS INEM4E :
# cryptsetup luksDump /dev/sdb
Version: 2
Epoch: 6

Metadata area: 16384 [bytes]
Keyslots area: 33521664 [bytes]

UulID: a4cbbe82-7347-4a91-a8ad-9479b72c9426
Label: (no label)

Subsystem:  (no subsystem)

Flags: allow-discards

Data segments:
0: crypt
offset: 33554432 [bytes]
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length: (whole device)
cipher: aes-xts-plain64
sector: 4096 [bytes]
[...]

3. &E playbook.yml S {4/ 1 cryptsetup 538, storage AN HZHF :

# cat ~/playbook.yml

- hosts: all
vars:
storage_volumes:
- name: foo
type: disk
disks:
- nvmeOn1
fs_type: xfs
fs_label: label-name
mount_point: /mnt/data
encryption: true
#encryption_password: passwdpasswd
encryption_key: /home/passwd_key
encryption_cipher: aes-xts-plain64
encryption_key_size: 512
encryption_luks_version: luks2

roles:
- rhel-system-roles.storage

Hib ¥R
o f{HF LUKS B &E

e /usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 {4

20.16. {§F sTorRAGE RHEL R A LB 2 AR RS K/ ANSIBLE
PLAYBOOK 7=l

ATIRMET — Ansible playbook 7=, Itk playbook [ FH storage 4R, URAENBEKNNE
D EHZEBSEERBLVMB KR/,

- name: Express volume sizes as a percentage of the pool's total size
hosts: all
roles
- rhel-system-roles.storage
vars:
storage_pools:
- name: myvg
disks:
- /dev/sdb
volumes:

| Bl 20.12. 5B ANET IR ANE S TSR playbook
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% 20 = 1l RHEL R A EE A EE

size: 30%

mount_point: /opt/mount/web
- name: cache

size: 10%

- name: data

size: 60%

mount_point: /opt/mount/data
- name: web

mount_point: /opt/cache/mount

XANRENE LVM BB AR/NEE B RNESS L, FI0 : "60%", B4, EARLUY LVM BrIA/NEE
ARG RGN (M0 "0g" 5 "50 GiB") HIith R/NIBE DL,

20.17. Ht ¥R
e /usr/share/doc/rhel-system-roles/storage/

e /ust/share/ansible/roles/rhel-system-roles.storage/
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25 21 % {§/H timesyne RHEL RSB B EER 8] [RE 4

f&Bh timesync RHEL R4iA €, ErILUEA Red Hat Ansible Automation Platform £ RHEL L% 4NB
Friles L BB AIES

21.1. Mesync RHEL RZiA &

IRE LUEF timesync RHEL R4 A BTSN BV L BB E RS,

timesync BEBREMEE NTP 5% PTP L8, E/EHN NTP &/ imsk PTP BIARIHITIRIE, UE™RTH
BB NTP ARS5258 PTP /) Pumasters E 4,

BER, #H timesync ABMEET 5T E chrony, RAERLUIEM RHEL 6 FFIABIFFAE Red Hat
Enterprise Linux hix 7 _E{# FEREB playbook, MITILRT2ER ntp i£=2 chrony LI NTP 1%,

21.2. M —pRZS et N B Timesyne RS A B

LR RANER T MEERE— DRSS 28915 R T A timesyne A6,

Digk

H
=
timesync A& T 2E XN LAESIRN BN EIRSIEE. a189%ER]

FEEEEABTEPIEE, hatK, WREEE L timesync_ntp_provider %2
2, W—RENIXEM SN,

SERFEH
® Ansible Core Y @ REZEIEIEHIN 25 L.
o RBIEEZ1T playbook HIRY: £ %% T rhel-system-roles {4,

o MA—NFHENXMH, EFIHTEHRELHE LERE timesync 25 A BHRS,

1. FERAUTHRE0IEHT playbook.yml ST+ :

- hosts: timesync-test
vars:
timesync_ntp_servers:
- hostname: 2.rhel.pool.ntp.org

pool: yes
iburst: yes
roles:

- rhel-system-roles.timesync

2. | : iE playbook i&i%,
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% 212 {§f TIMESYNC RHEL RZifaaidEN RS

I # ansible-playbook --syntax-check playbook.yml
3. EF B EiZ1T playbook:

I # ansible-playbook -i inventory_file /path/to/file/playbook.yml

21.3. EE P imfR 5525 £ N B Timesyne R A B
& A LUEF timesync A 3E NTP &/ 0% LS BRLEET AR 2 (NTS), MLEEHZE(NTS)E— M

RIZEES R (NTP)EER F A RIENE]. BRILTERS BT 7R A3 HE NTP RS2 ERE
o

H
[=]

>

timesync & 7T ZE XN LA TSR B BHN EmRSWEE, BIEREAR
LEREE, ZINXEBRELX, NREEE X timesync_ntp_provider 2=,
M — (R B R B L2 S B,

o MANEEIRE timesync 2R A RH RS _E%RE Red Hat Ansible Automation Platforms

v

o RBIEEZ1T playbook BIRY: £ %% T rhel-system-roles {4,
o MA—NFHENXMH, EFJHTERELHE LERE timesync RGABHRS,
e chrony NTP 12t EIRA N 4.0 HEFEIRA,

1. FERAUTHREE—A playbook.yml 3T+ :

- hosts: timesync-test
vars:
timesync_ntp_servers:
- hostname: ptbtime1.ptb.de
iburst: yes
nts: yes
roles:
- rhel-system-roles.timesync

ptbtime1.ptb.de E— M AHRFSHFNTH., BAEBREERATANAHRSHIEE SRS
%%O

2. A\ : 8iE playbook &%,

I # ansible-playbook --syntax-check playbook.yml
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3. TEB 4 L2 4T playbook:
I # ansible-playbook -i inventory_file /path/to/file/playbook.yml
1 EE LA LTI

# chronyc -N authdata

Name/IP address Mode KeyID Type KLen Last Atmp NAK Cook CLen

ptbtime1.ptb.de NTS 1 15 256 157 0 0 8 100
2. REZEMEM cookies HEBATFE,
HihFFR

e chrony.conf(5) F#f 11

21.4. TIMESYNC R A BT &
AR LU LA TS 214845 timesyne B -

e timesync_ntp_servers:

AaTEiXE 3T

hostname: host.example.com R 55 2R B9 E ML S bt

minpoll: number NI AR, BRIL 1 6

maxpoll: number AR EE. #IA 110

iburst: yes TSR RRERRES ., BIL : no

pool: yes BETRENENAMBITHUE R — N FIME NTP BRS5 2%

Mir&. BRIA : no

nts: yes BT8R MR a2 ENTS)BFRC. BA @ no.
R # chrony >= 4.0,

Hth TR

e FX timesync ABLEMIFMEE, ERE rhel-system-roles 4, FH S
/usr/share/doc/rhel-system-roles/timesync B & H#J README.md % README.html 324,
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% 22 2 [ METRICS RHEL RZifafaliibtfe

25 22 = (£ metrics RHEL R A &I 14 EE

ERNZRGIEEG, EA LU metrics RHEL R4 A &5 1F{1 Ansible Automation Platform 322877 s —it2
A, EiERTERE,

22.1. METRICS R A BN

RHEL RZiAERE Ansible BBMERMNES T EEEESL D RHEL RGRE—BHNEER

H, metrics REIABNAMRERBEMHREINIRS, FAIEFESEERAMRS HIERTERSRS
. metrics ROIABALIEHER pep RIGERSIMHRE, MIHEAMEE pep, EH playbook 48 pcp
FIXEMIRE,

& 22.1. metrics RS AT E

AtTE ik LBl

metrics_monitored_hosts ZE I ERENDFHTEENAN  metrics_monitored_hosts:
R, XLEFHFEBIRENLIE  ["webserver.example.com',
KEEN, EREBEREDENN "database.example.com']
Ivar/log T8 B W IR 22 A,

metrics_retention_days TEMPREIEC B M RE BRI R metrics_retention_days: 14

metrics_graph_service — N r/RERRE, EENEEWET  metrics_graph_service: no
pcp #1 grafana % B M EEIE A
IEARSS. BRINIZE N false,

metrics_query_service —NERERE, EEVEER BT  metrics_query_service: no
redis & EN A 75 EHIRSS, XK
EIILRE pep 7. RINEE
7 false,

metrics_provider BEERATREERNIEITRE metrics_provider: "pcp"
2%, BHI, pcp 2M—ZXIFHE
MR,

metrics_manage_firewall fE firewall A EEEEEM metrics_manage_firewall:
metrics A&1MMIHO, BiLi%  true
BN false,

metrics_manage_selinux A selinux BEEEEEM metrics_manage_selinux:
metrics A&1FMIHO, BiLi%  true
BN false,

#NFE A X metrics_connections FA{EAKSE, LIKEX metrics REIABHHEMER,
15217 /usr/share/ansible/roles/rhel-system-roles.metrics/README.md 4,
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22.2. {8 meTrics RETA B AL AR I IZEAR RS

SRR T a0 {E A metrics RHEL R4S A B IGIZEMA RS, BN @1 Grafana I=REEEERT
1k,

SeRFMH
® Ansible Core Bl @ RETEZHIN 5 L.

o MBHEENIEMNELRET rhel-system-roles ¥4,

it

1. BEEFERRIMLLTRNES, £ /letc/ansible/hosts Ansible 5 EZE localhost :

I localhost ansible_connection=local

2. EALTRALE— Ansible playbook:

- name: Manage metrics

hosts: localhost

vars:
metrics_graph_service: yes
metrics_manage_firewall: true
metrics_manage_selinux: true

roles:
- rhel-system-roles.metrics

3. T Ansible playbook:

e
I # ansible-playbook name_of your playbook.yml

A=
H T metrics_graph_service i /FEMILE N value="yes", Rt FEHE pcp B
IR FEFHiRM Grafana, FRIMAEIER. BT metrics_manage_firewall 1

metrics_manage_selinux #B#EIZXE 7 true, E Ik metrics BEFEA firewall
selinux R A EFEEE metrics ABFERMIKA,

4. BEEENS EWENIEIRIMIAE, & grafanaweb 52E , 0 17 Grafana web Ul ARk,
22.3. {FA mETRICS RAABIKE NIZHE B BNMII RS
LSRR R T 20{a1{FE A metrics R ABIRE—HISRRKRIZER S,

FRFH
® Ansible Core Bl B & EIEEHINZF L,

o MBAEERNRIZTT playbook HIHlEF &% T rhel-system-roles {42,

o MEEI SSH E#,

140
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% 22 2 {1l METRICS RHEL &5l e

s}
e

1. FEE@E T playbook WA IEMINLZRHI R IP HRINE A FESIEEEMIRRHLIRTH
/etc/ansible/hosts Ansible j& 3 {4/ -

[remotes]
webserver.example.com
database.example.com

2. EALTRALE— Ansible playbook:

- hosts: remotes
vars:
metrics_retention_days: 0
metrics_manage_firewall: true
metrics_manage_selinux: true
roles:
- rhel-system-roles.metrics

=1
HTF metrics_manage_firewall 1 metrics_manage_selinux ##%&H true,

Atk metrics A& & 5HE A firewall 1 selinux A2 KEIE metrics A& &F AMH
I:Io

3. 1217 Ansible playbook:
I # ansible-playbook name_of your playbook.yml -k

Hep -k BTEEIILERANEH,

22.4. {# A METRICS T A BB A HAL2S L =W 23 E

AR 7 a0m{E F metrics RO A B IXBEARMI IS REF—H N, BEFHET grafana REEE
BEHiE, @1t redis IREEHBERAE I,

SeRFMH
® Ansible Core Bl @ RETEZHIN 2 L.

o MBEERNRIZTT playbook HIHlEF &% T rhel-system-roles {42,

1. FERUTHEAE— Ansible playbook:

- hosts: localhost
vars:
metrics_graph_service: yes
metrics_query_service: yes
metrics_retention_days: 10
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metrics_monitored_hosts: ["database.example.com", "webserver.example.com"|
metrics_manage_firewall: yes
metrics_manage_selinux: yes
roles:
- rhel-system-roles.metrics

2. 1217 Ansible playbook:

I # ansible-playbook name_of your playbook.yml

BT metrics_graph_service #1 metrics_query_service 7 /REMHIZE
value="yes", HIt=FApcp KBIR&EFiIR grafana, FHRINFHE pep
DR F redis BEUER, foiF pcp BHESHTEMNEIEDIAN, BT
metrics_manage_firewall #1 metrics_manage_selinux Z3#%1% & 7 true, Fitb
metrics A &E{# M firewall #1 selinux A& &R EE metrics ABERAMNIRO,

3. EEEVSREDPRENBIINETRT, FEIREYE, 1517 grafana web 2@, 0 1j(7]
Grafana Web Ul fpfit,

22.5. 7E{F A mETRICS ROTA B I IR R G NE B Pk

PCP @i i R B IR 22 (SASL) HEZE X #F scram-sha-256 % iE#Hl#, metrics RHEL R A &FH
scram-sha-256 S350 IENLH B 5% B SR RIENS R, XN F R T a0 A metrics RHEL R4t
BIZE B PRIIE,

FRFH
® Ansible Core Bi{ B & EIEEHINZF L,

o MEBEEMNRIZT playbook BIH28 E&4E T rhel-system-roles ({42,

it =3
. EEERNEIGEBHEIER Ansible playbook FEEUTEE :

vars:
metrics_username: your_username
metrics_password: your_password
metrics_manage_firewall: true
metrics_manage_selinux: true

H T metrics_manage_firewall #1 metrics_manage_selinux ##%&H true,
At metrics A& FEF firewall 1 selinux A& X EIE metrics A B FHNIR
M,

2. 1217 Ansible playbook:
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% 22 2 {1l METRICS RHEL &5l e

I # ansible-playbook name_of your playbook.yml

o Ui saslfiti& :

# pminfo -f -h "pcp://ip_adress?username=your_username" disk.dev.read
Password:

disk.dev.read

inst [0 or "sda"] value 19540

ip_adress N EH A ENLEY IP Hidlk,

22.6. {1 meTrics R A E N SQL SERVER EcE&H /5 BigirES

LESRAR R E T 4041 {5 A metrics RHEL R4 A @ IR A RS I pPcp BB E 7 Microsoft SQL
Server J5 BEIRES,

SeRFH
® Ansible Core ¥ G REIIEHIN R L.,
o MBHEENIEMNILRET rhel-system-roles ¥4,

o KB REET HT Red Hat Enterprise Linux BJ Microsoft SQL Server, #FE3iI TS5 SQL RS2
B"EE"ERE, BB %% SQL Server FIEZLIE EOEREIEZE,

e &2} Red Hat Enterprise Linux &% 7 FiF SQL Server B Microsoft ODBC M2/, 1HS 4
Red Hat Enterprise Server #1 Oracle Linux ,

1. BEEEFEDRRILTARSR, 7E /etc/ansible/hosts Ansible S5 A EZE localhost :

I localhost ansible_connection=local

2. BIE—1NEELUTAEM Ansible playbook :

- hosts: localhost
vars:
metrics_from_mssql: true
metrics_manage_firewall: true
metrics_manage_selinux: true
roles:
- role: rhel-system-roles.metrics

==
H T metrics_manage_firewall #1 metrics_manage_selinux ##%&H true,

&tk metrics A3 {# A firewall #1 selinux & & X EIE metrics AR F AR
A,
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3. T Ansible playbook:

ié/
I # ansible-playbook name_of your playbook.yml

o (M pep S ELEIE SQL Server PMDA R (mssql) @& B INEFIEZIT :

# pcp
platform: Linux rhel82-2.local 4.18.0-167.e18.x86_64 #1 SMP Sun Dec 15 01:24:23 UTC
2019 x86_64

hardware: 2 cpus, 1 disk, 1 node, 2770MB RAM
timezone: PDT+7
services: pmcd pmproxy
pmcd: Version 5.0.2-1, 12 agents, 4 clients
pmda: root pmcd proc pmproxy xfs linux nfsclient mmv kvm mssq|
jbd2 dm
pmlogger: primary logger: /var/log/pcp/pmlogger/rhel82-2.local/20200326.16.31
pmie: primary engine: /var/log/pcp/pmie/rhel82-2.local/pmie.log

HemR
o AXxHTF Microsoft SQL Server By Performance CoPilot B %58, ES LIS A EBR
Y%O
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& 23 & {#Ifl MICROSOFT.SQL.SERVER ANSIBLE fAfaEdi& MICROSOFT SQL SERVER

25 23 = {# FH microsorT.saL.server ANSIBLE A 22 MICROSOFT

SQL SERVER
ENEIES, REALUEA microsoft.sql.server Ansible AR %%, EEHM /S50 Microsoft SQL

Server(SQL Server), The microsoft.sql.server Ansible A EMLIEBIRIERY:, LIRS SQL Server B9
MRENEHE, ZABHEAMENXERA MBS RHEL ENEE, LUZ1T SQL Server TEM #,

23.1. R G

e 2 GBRAM
e root ijINBRERE SQL Server S ET X

o THELEBIRG A
& B L% mssql_manage_firewall Z£XE ) true, LUEABTLIBEIEERHAE,

A, AEIEER mssql_tcp_port LEIXEM SQL Server TCP im A E/E %R, MNREEE
Mg, NABRKIAH TCP HmAS 1433,

BRIFIRO, EER -

# firewall-cmd --add-port=xxxx/tcp --permanent
# firewall-cmd --reload

T xxxx BHH TCP ImA S, AREEHMERS AN,

o %t : QIE—NEE SQLIBAMEMEHRNT sql T BRI XHE, FHEellH AR SQL RS
250

23.2. &%= MmcrosoFT.saL.SERVER ANSIBLE A& &

microsoft.sql.server Ansible 52 ansible-collection-microsoft-sql #{4+ S —EBD .

FeREH
e root ViR [R

AR

1. 2% Ansible Core, B1E RHEL 7.9 AppStream T#fif /124t :

I # *yum install ansible-core*

2. %%k microsoft.sql.server Ansible A :

I # *yum install ansible-collection-microsoft-sql*

23.3. {3 FH MICROSOFT.SQL.SERVER ANSIBLE 2 L3 FH A E SQL [R5 25

& BT LUE D microsoft.sql.server Ansible &R EFMEIE SQL server,
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FeREH
® Ansible ;5B 08

it

1 AIBE—NE’E .yml B934, 140, mssql-server.yml,

2. 1 .yml XHEFRRMUTARR :

- hosts: all
vars:

mssql_accept_microsoft_odbc_driver_17_for_sql_server_eula: true
mssql_accept_microsoft_cli_utilities_for_sql_server_eula: true
mssql_accept_microsoft_sql_server_standard_eula: true

mssql_password: <password>
mssql_edition: Developer
mssql_tcp_port: 1433

roles:
- microsoft.sqgl.server

15 <password> B HEH SQL Server B,

3. T mssql-server.yml ansible playbook:

ié/
I # *ansible-playbook mssql-server.yml*

23.4. TLS 5 &
BRI LMER U T T EREBELHZELTE(TLS) L

X231 TLS AT E

Gl

Rk

mssql_tls_enable

mssql_tls_cert

146

sk

tArEEAER TLS &,

LA Ei%E N true I, microsoft.sql.server
Ansible BEBHITULTES :

o Y TLSIUEHEHIEZE SQL Server £
/etc/pki/tis/certs/

o [FREAEHIZI SQL Server £HY
/etc/pki/tls/private/

o ¥ SQL Server BRLE M{EF TLS iEHHIFLH
e

IMRKE D false, NZEMTLS &, ZABTAM
PRINAE BIUEH AR S

EE YWD E, FHHA TLS IEH XX HNEE,



& 23 & {#Ifl MICROSOFT.SQL.SERVER ANSIBLE fAfaEdi& MICROSOFT SQL SERVER

adz sk

A

mssql_tls_private_key BRI E, 15 AR SERRRE,

mssql_tls_remote_src E ARG ELESIEE T = ¥R

q
mssql_tls_cert 1 mssql_tls_private key
.
LixE B false I, 1ZABIE Ansible #8617 = £
# % mssql_tls_cert =t mssql_tls_private_key
X,
LiLE N true I, 1ZABIE Ansible ZE T A L3R

mssq|l_tls_cert s mssql_tls_private_key XX
.,

mssql_tls_version TE A 2 Sk B AR TSL ARAS,

BIAEN 1.2

mssq|_tls_force FI A £ 0 true B EH _EBIEB AR ST,
XL ST TE lete/pkiltis/certs/ #
letc/pki/tis/private/ BXF.

2RME N false,

23.5. #% MLSERVICE B EULA

RS Python #l R S RS A MIFTE EULA, FRERZEMER SQL Server Hl28F > RS
(MLService),

BXRIFAIIERFR, 1ESH /usr/share/doc/mssql-server,

3K 23.2.SQL Server #1832 >RSS5 EULAZ &

fafals Hah
mssql_accept_microsoft_sql_server_standard_eula b EREREESRE mssql-conf HFEHIEF
RIESLN

BEIZIRMFM, HRXDZEIRN true,

2RME S false,

23.6. %% MICROSOFT ODBC 17 #J EULA,
IRES A EULA, FHEZREE Microsoft Open Database Connectivity(ODBC)JREhF2FE.

BRIFAUERFR, 1ES 14 /usr/share/doc/msodbcsql17/LICENSE.txt # /usr/share/doc/mssq]l-
tools/LICENSE.txt,

£ 23.3. Microsoft ODBC 17 EULA ¢ &
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A

Rk

mssql_accept_microsoft_odbc_driver_17_for_sql_serv
er_eula

mssql_accept_microsoft_cli_utilities_for_sqgl_server_e
ula

23.7. Rt =

sk

TEREEDEZRZE msodbesql17 S aHISE
mﬂ*ﬂ*ﬁ:o

BREZINMIM, HFRINZER) true.

2RME N false,

b 2R E R EESRE mssql-tools HFIHISE

IS

EESEFNEM, EHXNEEHEN true,

2RMEH false,

REI LSRR TRPBZEE N Microsoft SQL Server Bt i& & v AT,

K234 auALEREDSS

Kt
G

mssql_ha_configure

mssql_ha_replica_type

148

sk

2RME N false,

LERXE N true I, HUTLUTRE -

e BTITH mssql_ha_listener_port ZE#

i O SRECE R A, FHAERS A
high-availability g %5.

EZi& SQL Server LASEH =0 A,
o JE M Always On Health 4,

o EXRIFLABIEBHFMED LAHEM
al&,

o EEmRMBETIRE,

o}y Pacemaker BECEXH
mssql_ha_login ZZE8 A,

: AERGA @ ha_cluster & &, L
EE% Pacemaker, (A
mssql_ha_cluster_run_role %i&
true, #iE#tha_cluster &
Pacemaker £ ERMBHNMEL =,

DEIBEEATUEEN LREFLRBMEIAR, &
AT LA AF & 14 & A primary, synchronous, #1
witness, EMRE—DEN LFHIKE N
primary,



& 23 & {#Ifl MICROSOFT.SQL.SERVER ANSIBLE fAfaEdi& MICROSOFT SQL SERVER

s ok
mssql_ha_listener_port Filim O 5022,
ZABMEAL TCP %O N Always On availability ZHE
HEE,
mssql_ha_cert_name IRE SLIEHBIEH, LUETE Always On
Availability ZH 5% A [F R 55,
mssql_ha_master_key_ password IR E A FUE BB master BEHRIEE S,
mssql_ha_private_key password IR E A FUE BB FAA B B
mssql_ha_reset_cert KiME N false,
MRILEH true, IHEE Always On availability ZH{#
FB9IES,
mssql_ha_endpoint_name IRWE LB B & B R B9 B R,
mssql_ha_ag_name IR L BB BRI A AR B #R,
mssql_ha_db_names A LIE L EEHNEIEZEINR, SlAGERIESE
B, MAEHEBEE,
mssql_ha_login SQL Server Pacemaker BRACIEF FA L F - SR EATE
BERERE, HEEMBIRLHREERSHRAR
mssql_ha_login_password SQL Server F89 mssql_ha_login A I,
mssql_ha_cluster_run_role EIME N false,

EEE A BERIZTT ha_cluster &,

1HE2, ha_cluster BE&E#H TIEE T =t HA &8
MECE, HaIh HA SREEBMFIE L EMSBER
HE=.

ZInAI RN A, microsoft.sql.server A &R
27 ha_cluster A& X BEEMTE, LBREREFR
BEEMIAR Pacemaker ECiE.

=

MRIEFHE microsoft.sql.server ;=17 ha_cluster
AR, 15N EE%EN true, 7 ha_cluster B
BRI E, F17AE microsoft.sql.server A&
.

AR, WABKNEBUEES{DE /var/opt/mssql/data/ B &,

B XA H Microsoft SQL Server RS AR :
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o MR M Automation Hub R&EZ=A R, EEERSFM
~/.ansible/collections/ansible_collections/microsoft/sql/roles/server/README.md 3 {4,

o MREMPHBREMB, HENEZZHITIF /usr/share/microsoft/sql-server/README.html 32
{¢C
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£ 24 F RERZALUEM Loe RHEL RS ARIC TSI ILTK

5/ tlog RHEL R, EALUER Red Hat Ansible Automation Platform iy RHEL EB&IRETEIC
REE— RS

24.1.TL0G RGAE
IR LUE A tlog RHEL RZiAE N RHEL EMZURAIEICREE RHEL 255,
R LA SSSD AR5 RECE N B S A P 1T,

Hith 5w
o X RHEL RRIHICFKENERE, HSMHILERIT,

24.2. TL0G R4t ABHHGNSE
Session Recording SR A EBUTHY -

e tlogTE

o RUTEMRSTFI R (SSSD)

e TE: Web 4|5 5HM@E

FATF tlog RHEL REiABHSEE :

e 3T

tlog_use_sssd (default: yes) f#M SSSD EEERi1HILx, XEEFEILKIAFHA
OF=BrapsS

tlog_scope_sssd (EKIAME : none) Bgi& SSSD it %SE M - all / some / none

tlog_users_sssd (ERIAME : []) ZLRMAF# YAML 53K

tlog_groups_sssd (BRIAE : []) EILRMAER YAML FlIER

o A tlog FFEAMSHLK tlog RIIAEBKMIINGER, 1EEE /usr/share/ansible/roles/rhel-
system-roles.tlog/README.md 3 {4,

24.3. #8%& TLoG RHEL R4iA 6
BREBLIT S ESFF L Ansible playbook E2E RHEL %48, LUSEIEICEE systemd BER,

SeRFMH
o MBEIRET SSHEH, BTMERIT RITFIFEE tlog RIiABMBEIRRS.

o MEVE—NEEE tlog REABIRS.
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® Ansible Core Bl @ RETELHIN 2 L.

o rhel-system-roles ¥{+ B REFIEHIHL 2 L,

i =
1. EAUTHREOERE playbook.yml ST+ :

- name: Deploy session recording
hosts: all
vars:
tlog_scope_sssd: some
tlog_users_sssd:
- recorded-user

roles:
- rhel-system-roles.tlog

Hrp,
e tlog_scope_sssd:
o some IEEMRICKELA A, MAZ all =k none,

e tlog_users_sssd:

o recorded-user IEERBILRRIENA, 5EE2, XIS NERMAF, BXRITBEITX
BiZE,

2. B4, AELUSIE playbook 1E %,

I # ansible-playbook --syntax-check playbook.yml

3. EF B EiZ1T playbook:

I # ansible-playbook -i IP_Address /path/to/file/playbook.yml -v

A

Hitk, playbook &£TERIEEMRGIH %L tlog RHEL R R, ZAEEIE tlog-rec-session (Kifpa
i 1/0 BRILKER) , ERUAFMESR shell, BiL0IE—/ SSSD BB EF XM, AIHIEE LA
FHRIAFERA, SSSD T EuXLe A #14H, FH{EM tlog-rec-session B E A shell, H4, WR
R ERET cockpit i E, playbook th&% % cockpit-session-recording #i4&, ©2—1
Cockpit 123k, HIZIE web #2516 R EHEEMBERIC T,
Sl
FIGIUE SSSD BEEN BB ERAFAURET, HHUTUTSIR :

1. AR SSSD BEE = F SUHBISTFK

I # cd /etc/sssd/conf.d

2. REXHASR :

I # cat /etc/sssd/conf.d/sssd-session-recording.conf
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BRI LB RNZXH B S RTE playbook HiXBERISEL,

24.4. WHERASFE F 5RERE TLoc RHEL RGTAE

A LAFE A tlog R4IA B SSSD KIHILKACE LY exclude_users #1 exclude_groups, 1ZERLLT
? AT Ansible playbook, RESE RHEL R%t, LUMETE systemd BEFHEMRA M SHMKRIEID
SeRF M

o MERE T MIZEHIT RiANIEERE tlog ROt A BB REIM SSH A,

o BEVF—NEETHLERE tlog REIA BRI

e Ansible Core ¥l S REEIEHIN L.,

o rhel-system-roles {4 @& IEIEHINLZF L.

it 3
1. EAUTHREOEFN playbook.yml ST :

- name: Deploy session recording excluding users and groups
hosts: all
vars:
tlog_scope_sssd: all
tlog_exclude_users_sssd:
- jeff
- james
tlog_exclude_groups_sssd:
- admins

roles:
- rhel-system-roles.tlog

He,
e tlog_scope_sssd:
o all : IEEEEILKATH A4,
e tlog_exclude _users_sssd:
o user names : IEEMBEMKIGICTKAHRNA AP &,
e tlog_exclude_groups_sssd:
o admins {8EEMRIHIL KA HERRIVA,

2. (®%) 5GUF playbook 1&:% ;

I # ansible-playbook --syntax-check playbook.yml

3. TEB 4 L2 4T playbook:
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I # ansible-playbook -i IP_Address /path/to/file/playbook.yml -v

Hitk, playbook &£TERIEEMRGIH &L tlog RHEL RTiA R, ZAEEIE tlog-rec-session (Kima
i 1/0 BEILRRERF) , SRYAFIHER shell, BiA20/E—1 /etc/sssd/conf.d/sssd-session-
recording.conf SSSD BB ZF X4, #AFFAMERA, BIEE ChHHRRA - fMARN . SSSD T H
BEEGXLE A A, FEM tlog-rec-session B HE A shell, HA, MRRGLERET cockpit FfF
8, playbook th2%Z % cockpit-session-recording {42, ©R—1 Cockpit &=, HIEIE web 4|
BREHPEEMBERILE.

FEJUE SSSD BEEX R EERAFURT, HHITUTHIK

1. ¥ A B8 SSSD ESiE %= F XU HRI ST -
I # cd /etc/sssd/conf.d
2. REXHAR :

I # cat sssd-session-recording.conf
BRI B EIZ X B 21 TE playbook RIXERNSH,

HinBR

e 55 /usr/share/doc/rhel-system-roles/tlog/ #1 /usr/share/ansible/roles/rhel-system-
roles.tlog/ B 3%,

e JE CLI F{EHERER Terminal Session Recording RAABILKRIE .

24.5. {FF7E CLI FEEM TLo6 RAARILEEIE

HEEIEENRSPEHET tlog RIARRE, MAULERGSTRE (CL) LKA KRR,

SeRFMH
o HMEAEBNRAHEET tlog RAAE.

e SSSD ELiE % F XHTE /ete/sssd/conf.d B RAOIE, 1HS[HEZE Terminal Session Recording
RHEL k&6,

1 QIB—TAPF NI SREN -

# useradd recorded-user
# passwd recorded-user

2. LUENIFIGIZB R 55 & RENZRYT
I # ssh recorded-user@localhost

3. YRGHRRITEIA yes T no #HT R IRIFHHERI A "yes",
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4. ¥FA record-user F9Z3HY,
R BERERIDKRIEHER,

I ATTENTION! Your session is being recorded!

5. iLRERWERE, BA
I # exit
ROIMA PRI RS At EVEDERE,
AARERWICE, FHREEF, ETLUER journal TR,

EERTHEFRICKHRNE, HHITUTHIE

1. BITUTF&HS :
I # journalctl -o verbose -r
2. #3% tlog-rec it XM HESREM MESSAGE FEX%,

I # journalctl -xel _EXE=/usr/bin/tlog-rec-session

24.6. {8 CLI EiC EMAiE
A LMFERS®STRE (CL) MBEERHITHAFPFSIEID R,

SeRFMH
o MEBLICRT—TRAPRIE. HSM EA CLI HEEM tlog RETABKILTERIE,

Pk =
1. 7E CLI Zmdh, #BHMAFSIEI0E

I # journalctl -o verbose -r

2. 3% tlogid % :
I $ /tlog-rec
BRILIVEE S, fim -
e AFKEILRNAIE
o out txt FE, XRICEKHRIGEMERARH KRG
o FRARFS TLOG_REC=/D_number

3. SHIFRRES TLOG _REC=ID_number,
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4. FEIMAZS TLOG_REC=ID_number BIFGE F,

I # tlog-play -r journal -M TLOG_REC=/D_number

B LB ENCRI AP R1E R E R,
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%5 25 %= {1l HA_CLUSTER RHEL RZifataidE S ol FAtHER

28 25 Z {#fH HA_CLUSTER RHEL RS A REES A A ER

{5/ ha_cluster 25iA R, Ko LEEMNEEMER Pacemaker B MR FREESRNETRAMES
E¥O

25.1. HA_CLUSTER R AEL 2
1 ha_cluster %% A& playbook 1, RIFBEFMEMNE R E I HAMEERE LTS,
&AT LR ha_cluster RGiABXEMZEWT ¢

ha_cluster_enable_repos

JFR8%E ha_cluster R A EFIRTHENEMENR /R ERS. HETEHITE NEINE true
B, RIERESEEER MRS EBESIM RHEL #1 RHEL High Availability BN &80T 16, BNRSE
A BRI,

ha_cluster_manage_firewall

187 ha_cluster R A B EEEEM MENMA/KERE. & ha_cluster_manage_firewall 1% true
W, BA KSR AR 55 Flfence-virt i O %5 . 24 ha_cluster_manage_firewall i% 7 false

it, ha_cluster RFABTREERL A, MBEMNRGIELZT firewalld RS, NXHTE playbook
FIFZS A E ) true,

& LA#E A ha_cluster_manage_firewall SHCERMEmOA, BETEFERZSHEMMRImO. ZHER
O, HEEFER firewall 25 AR,

M RHEL 7.9 718, B XIEAB#HEINEE, E NEE ha_cluster_manage_firewall %/ true fif
FEE,

ha_cluster_manage_selinux
B%E ha_cluster RGiAEBEEHEA selinux REIABEERE TR KIS B B MRS #I6m O B /R ERR
&. % ha_cluster_manage_selinux % true I, BB A= o AMERS B O S SELinux im0
A cluster_port_t #HXHt, % ha_cluster_manage_selinux 1% false iif, ha_cluster X5 &
AEIE SELinux,
MRIEHIRGIETIEZ1T selinux iRSS, NIAZJITE playbook FFLLSEULE N true, BHAXIEEEREE
SELinux BY5ERF M, INREBRER A, NERE SELinux RSBk,

& eI LUE ha_cluster_manage_selinux SERINZEKS, BIETEERIZSBEMIPRERIE, EMERSE
B%, 5 EEFEA selinux REAE,

ha_cluster_cluster_present
/R ERR, RN true, TIERIBERAABHETE, RERSEINNLEE HA LR, At
BREREEAZAGSTRNEMERREENEX.
#02 ha_cluster_cluster_present iy false, N&MBIRENHMRATE HA EBEE,
Lt 2 MIEIAE D true,

LT playbook Mk T node1 #1 node2 LA A £ &R B

- hosts: node1 node2
vars:
ha_cluster_cluster_present: false

roles:
- rhel-system-roles.ha_cluster
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ha_cluster_start_on_boot

RERSREEHRSEE NS S FEM /R ERS. WEERRINEDR true.

ha_cluster_fence_agent_packages

ERENEERIED 4GSR, HEZEMBINES fence-agents-all, fence-virt,

ha_cluster_extra_packages

BREMNEMTGIIR, LLEEHBRINER no packages,
trEATFREABRBIRENEMIMGE, MEE LFTRRE,

AT LU RREAR B E NIX NIRRT, {2, ha_cluster_fence_agent_packages 2 TiEERE
RENHEENAEDTE, AERINMERRES.

ha_cluster_hacluster_password

57 hacluster Fi BRI FEHERE, hacluster P N ERBE T2V AR, BiIEINBRZR,
o0 {5 Ansible Vault INEAZA R, RERIANBEE, HIERELTE,

ha_cluster_corosync_key_src

Corosync authkey XHHIEEE, ©= Corosync BIEMSREIEFMB R, mIVBIEN BN EE
#HAE—TMH—B authkey (H, BN 256 F T HIBBHLEIE,
MR N ZEIRE—NBH, NEUEMER vault MBS, 0 ERH Ansible Vault IIERNZE #Rmd,

MREEREEHA, NEATRLEFENEH, MRTEEERNESH, N—NT REBHAEE
DEEEMT R, UEMRET RBEERNEH, MR REEEBRH, TSER—IFHHNEH, #F
FED LR R,

MRKXETHEE, NABEXN#EHB ha_cluster_regenerate_keys.

ItAF ERIEINE T null,

ha_cluster_pacemaker_key_ src

Pacemaker authkey X#H-HIEEE, ©= Pacemaker BEMSRIILMMNBEZRH, mIBENED
SHEE— M —B authkey H, BEHN N 256 F 11 BORENL ISR,
MR N ZEIRE—NBH, NEUEMER vault BB, 0 ERH Ansible Vault IIZERNZE #Rmd,

MREEREEHA, NEATRELEFEENEH, MR EFEERNESH, N—DT REBHGR
DEEEMT R, MEMRET RBEERNEH. MR [EEEBRH, TSER—IFHHNEH, #F
FED LR R,

MRKXETHEE, NZBEX AR ha_cluster_regenerate_keys.

It ERIFINE T null,

ha_cluster_fence_virt_key_src
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fence-virt 3¢ fence-xvm TMHEZERHEHMEKRZE, ©= fence-virt = fence-xvm [EE B IEH AR
&,

RN EIRE—NEH, WEIEFER vault N, 0 A Ansible Vault INEAZR HATR,

MRFBREEY, WEATREEFENEY. MRTRLOFAEENEH, -1 REVBEHEHR
DEEHEMT R, UEFRETREBEERNEY. MR REZEBH, WHER—IHNBEH, #
FEDLZET R, 1R ha_cluster RETABLUXMARNERFTHES, BN IZRBHEHR T RNE
PR E, UARREERIF.

MRKXETHEE, NZEX B ha_cluster_regenerate_keys.
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tAF ERIEINE T null,

ha_cluster_pcsd_public_key_srcr, ha_cluster_pcsd_private _key_src
pesd TLS IEBRIAANEE. MRREEE, NEAT R ELEFENIEPEFN, WREFIEDEH
xF, & — N RENL R HT 2 EHX
MRAWEZEEE T RAE, WENEMER vault B, 10 EMH Ansible Vault IIERNE A A,

MRE T XETE, NHFRELLIE A ha_cluster_regenerate_keys.

XL B B EIAE T null,

ha_cluster_pcsd_certificates

5/ certificate RLiAEAIE pesd FAFAFIIES,
INRENRGEEBHER pesd AFNERERE, NEATUERUTHHARZ—QIRE]

e i%i& ha_cluster_pcsd_certificates QEO {8 % & ha_cluster_pcsd_certificates =
if, certificate R B BRERNIBER, ©RIE LIS pesd GIEFFAFIIET,

o FEXE ha_cluster_pcsd_public_key src. ha_cluster_pcsd_private_key_src =%
ha_cluster_pcsd_certificates =, WMREFHEXLEZE, N ha_cluster REiA BIFE
F pcsd A& 0% pesd L+, ha_cluster_pcsd_certificates HI{E# X E N
certificate_requests BIE, 40 certificate REIAEHIEEMIE, B X certificate RIi A
BNELSER, ESH EH RHEL REABIEKIEY.

DUFBEEFEETERT ha_cluster_pcsd_certificate 22 =8E A :

o [RIEMEEA IPA FHIRZIA IPA L, TN certificate R ABANEBEZIEH, EXF
BRT, WUJIE RHEL RAAB L TXZABRREEETINE. RAABTIIHFEEETIX
(=

o YIRiLE ha_cluster_pcsd_certificates T &£, FNEXE
ha_cluster_pcsd_public_key_src #1 ha_cluster_pcsd_private_key_src £,

o LIEKKIE ha_cluster_pcsd_certificates ZZ £, il -BFH =288
ha_cluster_regenerate_keys.,

e EHIBRIAE N 1.
BXRESTHAMERFCE TLS iE BB SHE ha_cluster R4 A playbook BIRHBI, ESH H
= MR QIR pesd TLS UEF BT,

ha_cluster_regenerate_keys

/Mﬁfmu, LA true B, REFMEBFERTTHEZBHAMTLS IEH. BREFERBHAMIEBHNE
%{5 R, 5507 ha_cluster_corosync_key src. ha_cluster_pacemaker_key_src
ha_cluster_fence_virt_key_src. ha_cluster_pcsd_public_key_src
#0ha_cluster_pcsd_private_key_src 2=k,

L ZHIERINE R false,
ha_cluster_pcs_permission_list
BCEE A pesd BEEREHINIR, BERAXINTERENTENT -

e type- AP s A
e name - A SAHEAR
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o allow_list - X5 EBI A SRS ITHVIRF
o read - EEEFREMEE
o write - {EIAERFXE, TR ACL FRS
o grant- EEF R ACL
o full - XEEFMITIRGI A, SIERMAMMIPRTT R, ARV BHARIES

ha_cluster_pcs_permission_list T2/ 451 R EBINENTF -

ha_cluster_pcs_permission_list:
- type: group
name: hacluster
allow_list:
- grant
- read
- write

ha_cluster_cluster_name

SENEN. XB—1FHEE, BINEHN my-cluster,
ha_cluster_transport

REERLE AL BERINLERENTENT

o type (AIi%) - ZHIZE : knet, udp, 3% udpu, udp # udpu FHIR B RALF—PEEE, WF
udp 1 udpu, WRAZEREMNE, ERIEE, NEILH knet,

e options (Fik) - HHEEHHILTE"&M-(E"BIFHRIIR,

e links (FIik) - "BI-EH"HWFHTIFK, B name-value FHIIKREFEEERF—1
Corosync #EERET, BIUENENEEELE linknumber (H, BN, $H—NF85R4HE
INDECAEE— B, BN DEAS SN, LR,

e compression (AI%) - ERBEHIELRY name-value FEFIR, (Z#H knet (FHiZEAL,

e crypto (@) - ECEZHIIMNBEM name-value FEFIR, RINER TERME, EF

160

knet £ AL,
BRAVFHETIFIR, 1EEE pes -h cluster setup BT, pes(8) man page # cluster 7
S HH setup fEik, BXREIFHBER, EEE corosync.conf(5) man page.

ha_cluster_transport ZE284510TF -

ha_cluster_transport:
type: knet
options:
- name: option1_name
value: option1_value
- name: option2_name
value: option2_value
links:
- name: option1_name
value: option1_value
- name: option2_name



&5 25 % {#fl HA_CLUSTER RHEL L AAtaii B ol AN ER

value: option2_value
- name: option1_name
value: option1_value
- name: option2_name
value: option2_value
compression:
- name: option1_name
value: option1_value
- name: option2_name
value: option2_value
crypto:
- name: option1_name
value: option1_value
- name: option2_name
value: option2_value

AXEBEH AN ha_cluster R4 A & playbook BB, ES 5 & AMERPREE
Corosync fH,

ha_cluster_totem

BEi& Corosync totem, BXRAIFHILTIFIZFK, 1EEE pes -h cluster setup FB) 115k pes(8) man
page I cluster 4 ##Y setup ik, BXEIFMBULER, 1EEF corosync.conf(5) man page.
ha_cluster_totem ZFEME/MINT -

ha_cluster_totem:
options:
- name: option1_name
value: option1_value
- name: option2_name
value: option2_value

A XESE Corosync totem B ha_cluster 25i 8 & playbook =, ES I Em ol AEEHFEE
Corosync fH,

ha_cluster_quorum
IeBERPE., EULUNEHMPEEBUTIA :
e options (k) - BBEMENBI-EFTHRMFIR, FUFRIET
A : auto_tie_breaker. last_man__ standing\ last_man_standing_window #I
wait_for_all, &XMEFHETHHE, 15EE votequorum (5)F A T,

o device (%) -
BLEFE RIS SNER, RABERT, ™MEAME LS, ** model (BWER) - FEEMEKEER,
Y # net

+** model_options (Ait) - BEEREME X AEIENAMR-EFHRNFRK, X FES net, ENIHEE
host # algorithm %77,

+ {#FH pcs-address %X E B E X pesd ik #k O K E qnetd T4, MR ZHIEEXNIET,
ABAEED EH MBI pesd im0,

+** generic_options (A[ik) - ZEBEARRRE TSR X LTI AHR-EFRNIK,
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+** heuristics_options (7i%t) - BEEPEIXEE A XHAMT-EFRNIR,

+ B R FILEIETIRERE, EEE corosync-qdevice(8)FEM T, @A N sync_ timeout 1
timeout, BXxE = net %L1, HEEE quorum.device.net T, AXFELRELET, 1HEE
quorum.device.heuristics %5,

+ BEEFERMPE LS TLSIET, &% ha_cluster_regenerate_keys 2P = 1% &N true,

+:ha_cluster_quorum ZF8MEHINT :

+

ha_cluster_quorum:
options:
- name: option1_name
value: option1_value
- name: option2_name
value: option2_value
device:
model: string
model_options:
- name: option1_name
value: option1_value
- name: option2_name
value: option2_value
generic_options:
- name: option1_name
value: option1_value
- name: option2_name
value: option2_value
heuristics_options:
- name: option1_name
value: option1_value
- name: option2_name
value: option2_value

+ BXERBERTEM ha_cluster R A& playbook =, ESHE &7 AMERPEE Corosync
H, BXFERHEXFEEBESLEEEH ha_cluster 25 AE playbook IR, HSH FRMAH L ERES
o] AR,

ha_cluster_sbd_enabled

AEEBHRATLUER SBD T mlgBEHIRIf R ERE. W2 EREINES false,
B X5 H SBD 9 ha_cluster 24 & playbook =, H&H FF SBD T mlrSElE S AttE
B,

ha_cluster_sbd_options
18 E SBD AT L -EFHRFIR, FFHETISIE

e delay-start - Zi\5 no
e startmode - X1\ always
e timeout-action - 2Ly flush,reboot

e watchdog-timeout - ZKiLly 5
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%5 25 %= {1l HA_CLUSTER RHEL RZifataidE S ol FAtHER

BRIXEETFEE, F5%E sbd(8)F M T+ H Configuration via environment #84

B X B THEE SBD iE£UIM ha_cluster R4 A& playbook 7=_fil, 1ES % EH SBD "mIEEEES
o] MR,

85/ SBD i, &R LUERFE M N E LR EAN T mBLE watchdog #1 SBD %, BXIEFHEXHH
Bici® watchdog #1 SBD 1% #HIElE, 155 /) ha_cluster RETABIEEE H,

ha_cluster_cluster_properties

Pacemaker £EEEHECENEHBMEEIIR, (TZH—HEHEMN,
—HERBMEIEMINT -

ha_cluster_cluster_properties:
- attrs:
- name: property1_name
value: property1_value
- name: property2_name
value: property2_value

BABRT, TEERMEM.

AR playbook BCiE €1 & nodel 1 node2 #Y5&E¥, HiXE stonith-enabled # no-quorum-
policy &2 E M.

- hosts: node1 node2
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: password
ha_cluster_cluster_properties:
- attrs:
- name: stonith-enabled
value: 'true’
- name: no-quorum-policy
value: stop

roles:
- rhel-system-roles.ha_cluster

ha_cluster_resource_primitives
b2 EE X ARG A BEREN pacemaker FIR, B1E stonith HiR, EAI LB FIRECE LTI
B :
e id (WFE) - WEM D,

e agent (WF)- FIRESK stonith RIERIEH, U1 ocf:pacemaker:Dummy =X
stonith:fence_xvm , @771 stonith {RIB1E7E stonith: . X F IR, AIUERAE AR,
0 Dummy, MMA=Z ocf:pacemaker:Dummy, {BEZE, MRELETZNMEFHEREATHNK
I, MARFKEW, RAeBLERENERABMMIE, AL, BEEEERRAENER
2%,

e instance_attrs (A%k) - HRERMEBIEBMHEETIR. BEl, RXF—15E6. BENHRLYIA
MAE, UREIIRENMER, XEURTF FIRILE stonith {KEE,

e meta_attrs (A[it) - FEMTEMHEGIIER. B, RXF—1TES
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e operations (d]ik) - FRBEEIIR,
o action (#F) - pacemaker AR BTIRSK stonith RERTE L HIIRIE,

o attrs (&) - BRI, BHEDEE—MET,

£/ ha_cluster RS ABEBENFHRE LHEHMNT ¢

- id: resource-id
agent: resource-agent
instance_attrs:
- attrs:
- name: attribute1_name
value: attribute1_value
- name: attribute2_name
value: attribute2_value
meta_attrs:
- attrs:
- name: meta_attribute1_name
value: meta_attribute1_value
- name: meta_attribute2_name
value: meta_attribute2_value
operations:
- action: operation1-action

attrs:
- name: operation1_attribute1_name

value: operationi_attribute1_value
- name: operation1_attribute2_name
value: operation1_attribute2_value

- action: operation2-action

attrs:
- name: operation2_attribute1_name

value: operation2_attribute1_value
- name: operation2_attribute2_name
value: operation2_attribute2_value

KINBERTAE MR,
BEXEEHWREER ha_cluster 25 & playbook IR, &S BEBEEAREM RN S Ak
£

ha_cluster_resource_groups
T EE ARG ABE BN pacemaker HiRA, BRI LUNEBNFRARBELTIE :

e id () -4HBID.

e resources () - AMFIRIIK BN HRELTH IDEIA, H}J?,Z\Zﬁ«'f_
ha_cluster_resource_primitives T2/ E Y, WAZEDFIH— DN,

e meta_attrs (7Jit) - HMTEMERIIR. BEl, REXF—1EE
&/ ha_cluster R4 A GBEEMNFTIRARE LHLEEHOTF -

ha_cluster_resource_groups:
- id: group-id
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resource_ids:
- resource-id
- resource2-id
meta_attrs:

- attrs:
- hame: group_meta_attribute1_name

value: group_meta_attribute1_value
- hame: group_meta_attribute2_name
value: group_meta_attribute2_value

KINBERT, FEEMFIRA,
BEXEEHRABER ha_cluster R4 A playbook BIRAI, H&H EEEEGREN YRS T A
MRS,

ha_cluster_resource_clones
T EFE ARG ABE B pacemaker FRTME, eIl KRERMEEEU TR :

e resource_id (FF) - EREM TR FIRMIIIE ha_cluster_resource_primitives 25 £ 5%
ha_cluster_resource groups”‘rE'EF/EX

e promotable (Fli%) - RNEOIBMTRCREE AN, A true =X false XK,

e id (Fik) - =EEMBEE N ID, MIRKIEE ID, "WREME, MREBHFIFHXMNED, N
RER—TES.

e meta_ attrs (7li%) - REEMTEMEESTIR. BRl, REF—

£/ ha_cluster R A BEBENFHRERE E SN T,

ha_cluster_resource_clones:
- resource_id: resource-to-be-cloned
promotable: true
id: custom-clone-id
meta_attrs:

- attrs:
- name: clone_meta_attribute1_name

value: clone_meta_attribute1_value
- name: clone_meta_attribute2 _name
value: clone_meta_attribute2_value

KINBERT, BREENLFERE,

BEXEERREMREEM ha_cluster 2L A& playbook IR, ESH BEEEARBMTRENEH

FMERET

ha_cluster_constraints_location
L EE LR BRE, FRAE BE%U%%L&E‘JE@B%%%J:LR RAT LR E HR ID SRR

b,—l—.—H—

AR, S UEESNER, ERLURE T REFFINFEE T <o
BRI N SHRABELREEUTIA :

e resource (WE) - ARMN BB TRIE,
e node (W) - FIENBEIESE &1 mEEFR.
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o id (Ai%) - ARID, MRKIEE, SFHBEIENK,
e options (A[ik) - "&M-{H"FEHTIK,
o score - KEZRIIE,
m IF score [HRTHIRELET R LIB1T.
m  f score [HRT RN B RIET R LIBTT,
m score {H4 -INFINITY R/R 5 R @ 78 5 1E 17 R _Ei5 1T,

m NREHIETE score, DEEEILH INFINITY,

KINBRT, REEFRALAERS
IBE TR ID AT B TR B RLEHMNT -

ha_cluster_constraints_location:
- resource:
id: resource-id
node: node-name
id: constraint-id
options:
- name: score
value: score-value
- name: option-name
value: option-value

TOARRUNENREENTE, BTHEERRRAZNVHRUENREENHERTE, ATHEE

ID, BRFERMBARZIRN. EHNFHRMSEENTEMNT :

e pattern (WE) - POSIX I BIENFRAXKIRID 5.

EEFRREXF T RETPHNTTRABELI RGN

ha_cluster_constraints_location:
- resource:
pattern: resource-pattern
node: node-name
id: constraint-id
options:
- name: score
value: score-value
- hame: resource-discovery
value: resource-discovery-value

BRI LUNIEE SR ID AN SR ABARECE L TR -
e resource (WME) - RN AR TR,
o id (%\Eﬁ-ﬁ%) —mﬁlD

o role (AMit) - ZURRHIMFTIRAE : Started. Unpromoted Promoted.

=RV
E 01

iR

o rule (WFE) - M pes HEREM Constraint i, MEFZER, HESH pes(8)man

page ARALE ER 5.
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o IEEMHEMIIBNE LERIEEMNBTTRLARER,

HEE BUR ID FALN B BRI ELVRBYZEFIA0T

ha_cluster_constraints_location:
- resource:
id: resource-id
role: resource-role
rule: rule-string
id: constraint-id
options:
- name: score
value: score-value
- hame: resource-discovery
value: resource-discovery-value

FRABZREENTE, ATHEEFNRER, ANIRATHRUELNRNERTE, BTEER
,J?\ID FIAL, BRFEAREZIRN. EOHFRIBEENTENT

e pattern (WE) - POSIX I BENRAXKIRID 5.

HEE FREXF AN B BRI B LR T -

ha_cluster_constraints_location:
- resource:
pattern: resource-pattern
role: resource-role
rule: rule-string
id: constraint-id
options:
- name: score
value: score-value
- name: resource-discovery
value: resource-discovery-value

BXRUEEEFTRRHIFEREM ha_cluster REiAE playbook = , ESHERFTERSIERES
FAMEEEES,

ha_cluster_constraints_colocation

b ZF & 7 W HTIR colocation AR, FEREHXEFERFIRI—NHRHMEBEERRAT A —1N RN E, FE
AR colocation A : FIDN BRI —NE H colocation AR, FNENHEIRIXE colocation £
ﬁo

B LN E R REEAREB LA TIE :

e resource_follower (% &)- NABXI F resource_leader B HFIR,
o id (F) -HRID,
o role (7Iik) - ARRBHIMWITRAE : Started. Unpromoted Promoted.

e resource_leader (&) - EEREMENBL FRNAE, RAERENE
resource_follower FI{iI &,

o id (&) - HIRID,
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o role (7Iik) - ARRBHIMWTTRAE : Started. Unpromoted Promoted.
e id (Fik) - AR ID, MRKIEE, BNBEHENK.
e options (Fik) - "ZM-{H"FHIIK,
o score - KBELRHIMNE,
® IF score [ERTEIRMIZER—T RLEEBT.
» fi score [ERTEHRMNERBN TR LEBT.
m score {£ +INFINITY RREROIER — T R LIZ1T.
= score {7 -INFINITY R FRSERRBT = LiZ1T,
m INREEIETE score, DEUEEKILN INFINITY,

KINBRT, &REE IR colocation R,
A B R colocation AJBRMILEHIINT -

ha_cluster_constraints_colocation:
- resource_follower:
id: resource-id1
role: resource-role1
resource_leader:
id: resource-id2
role: resource-role2
id: constraint-id
options:
- name: score
value: score-value
- name: option-name
value: option-value

BRI BREREAREEL TR :
e resource_sets (&) - HIRERTIR,
o resource_ids (F) - HRFIE,
o options (Fik) - "&F/[E"FRINRBAFEES P EDRINATHKRLIRAIE,
e id (®ik) - Same (EIEHTEE colocation UK,

e options (Ai%) - Same {HF M # colocation YR,
BEREE colocation ARBILEFIHNT -

ha_cluster_constraints_colocation:
- resource_sets:
- resource_ids:
- resource-id1
- resource-id2
options:
- name: option-name
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value: option-value
id: constraint-id
options:
- name: score
value: score-value
- name: option-name
value: option-value

BXUBEATRRFIEEEN ha_cluster R4 A& playbook R~ , 155 &R E S
AR,

ha_cluster_constraints_order
L EE LFERIMFEAR, FRIFREIRIN A £ FLEFRIZENIFE, BRMERIFELR @ B
NEIRBE RIMFLR, URENFREEINFLIR,
8 m] LA &) B2 BRI -2 SRECE LA R E -

e resource_first (W 5)- resource_then HRKH B FR,
o id (&) - HIEID,

o action (FIi%) - 7£ 7 resource_then %R /E oI ERIL T SR BUIR/E, FOUFHIME -
start. stop. promote. demote,

e resource_then (ILE) - il %
o id (XFE) - FRID,

o action (Fi%) - KIRHRHEETE resource_first SRHUTIRIEFHUTHRIE, RUFMIE :
start. stop. promote. demote,

e id (FIk) - AR ID, MRKIEE, SRBIENK,

e options (k) - "Z#M-{H"FHIIK,

BIANERT, BAE HRIFRE .
] B BRI P £ BR BV BN T

ha_cluster_constraints_order:
- resource_first:
id: resource-id1
action: resource-action1
resource_then:
id: resource-id2
action: resource-action2
id: constraint-id
options:
- name: score
value: score-value
- name: option-name
value: option-value

IR LU FIRENFAREEBELL TR :
e resource_sets (&) - HIRERTIR,

o resource_ids (#F) - HRIIE,
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o options (Fik) - "&M/(H"FHRIREMHER S P HRINARLIRLE,
o id (Wik) - MEMEF R BIHFLIR,
e options (Fik) - HREMEFIIE HAITFELIR,

FOREIF AR ZEFI0T

ha_cluster_constraints_order:
- resource_sets:
- resource_ids:
- resource-id1
- resource-id2
options:
- name: option-name
value: option-value
id: constraint-id
options:
- name: score
value: score-value
- name: option-name
value: option-value

X OUBEA TRARNVERD ha_cluster RETAE playbook 27Rfl, 1ESH BEER FHELERD
= A AR,

ha_cluster_constraints_ticket

28 E TR ticket 23R, HREZERERHIR KT TR EZEOTTR, AHMHRRMEIR ticket 29
R —PNEORBEE ticket VR, ZATHRM ticket FLR,

ERLUN R R R ERAREEL TR :
e resource (W) - ZURMN AR TTRAAE,
o id (&) - HIRID,
o role (Alit) - ZURRHIMFTIRAEE : Started. Unpromoted Promoted.
o ticket (%F)- FRATKIBIRIERI R,
o id (Fif) - AR ID, WIRKIEE, ©FHBIHEM.
e options (Fik) - "ZM-{H"FHIIK,
o loss-policy (FIik) - TEHEH ticket I X FHRIAAT

KINBERT, BREE KR ticket AR,
T R ERA RS T -

ha_cluster_constraints_ticket:
- resource:
id: resource-id
role: resource-role
ticket: ticket-name
id: constraint-id
options:
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- name: loss-policy
value: loss-policy-value

- name: option-name
value: option-value

BRI LN BHRERELRECELL TIIA :
e resource_sets (&) - HIRERTIR,
o resource_ids (F) - HRFIE,
o options (FJik) - "B/ (E"FHRIIKRBMHEES T IDRINARLRLE,
o ticket (W&FE)- EREMEMEN—MEH ticket 23R,
e id (AIik) - MEEMF T FRBAR,
o W (Wik) - HHRMEENE B RIELR,

BHIREE ticket ZVRMILEIINT -

ha_cluster_constraints_ticket:
- resource_sets:
- resource_ids:
- resource-id1
- resource-id2
options:
- name: option-name
value: option-value
ticket: ticket-name
id: constraint-id
options:
- name: option-name
value: option-value

BXRUBEAKIRRHIERH ha_cluster RETAE playbook =l , 1S ERTRRGIEES A
FMEREE

ha_cluster_gnetd

(RHEL 8.8 RESMA) L ZEEE qnetd T4, AFEHATUENERFHNEBIHE L F,
ZRILL gnetd EALECE LA TUIE -

o present (F[i%) - RN true, NIEEN LEE gnetd LI, F0R 7 false, 15MEHNL M
R gnetd BZiE. BAINE S false, WMIRIFHXEN true, MLIT
ha_cluster_cluster_present X&) false.

e start_on_boot (7i%) - E2E qnetd AR ENIESI FHTEZIAED, BIMEN true,
e regenerate_keys (FIit) - fFLHTEIXEN true LEFTEK qnetd TLS ik, MNREHE

BT, M EFHFZTAR, UESIMRERREED qnetd E4, HEFNZEIT
pcs.

IRTTREERTT R L2917 gnetd, E NIRESBHIF gnetd 12/E.
BRFERMEXSEBEED ha_cluster X5 A & playbook BB, 1ESHH FRMBEHTFEEES
B,
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25.2. /) HA_CLUSTER R A BIEEE

5/ ha_cluster 25 playbook BEiE HA BN, EAILIEE AR NSRRI E T RBATRA ML,

25.2.1. B R HERE T KAt
SFFRRNEN TR, EALUEFEBEUTIA :
e node_name - 5B RAIE TR,

e pcs_address - pcs TS5 R TBENMU, BRILERFF. FQDN X IP sk, FHEFL
aEROS,

e corosync_addresses - Corosync ff ARyt 5 R AR E LB E T RO ITEBERHERN
ik, FEMUHAIFHREE,

DFREIZERT —1EB B nodel #1 node2 BJ;5H., nodel #1 node2 Al BT E£REE &, HE WD
IMRENSIEIERITT =, BN, A LLETT /etc/hosts STE-ARAT,

all:
hosts:
node1:
ha_cluster:
node_name: node-A
pcs_address: nodel1-address
corosync_addresses:
-192.168.1.11
-192.168.2.11
node2:
ha_cluster:
node_name: node-B
pcs_address: node2-address:2224
corosync_addresses:
-192.168.1.12
-192.168.2.12

25.2.2. 1£5 P2 & watchdog #1 SBD %4
5/ SBD i, A LUERE M N E R PMEA T REE watchdog #1 SBD % %5, HRIAFTA SBD K &4D
WISMATAHAE, BEENTRETUSEEERTIENET. ST A8 watchdog H & AT UR

B, BXREFLUERT AR playbook % iE SBD ZEMER, ES A ha_cluster RTiABLTEHRB
ha_cluster_sbd_enabled #1 ha_cluster_sbd_options &4,

MNFFERNEN TR, EALUEFEEEUTUA :
e sbd_watchdog - SBD {# i Watchdog %% . fIR&Fi1XE, NEILH /dev/watchdog.
e sbd_devices - ATt SBD 1§ B IGIEMIZ &, MREFNE, NEINNETIR,

LU TFRHBIERT HBFR nodel 1 node2 2 & watchdog #1 SBD & BIE .,

all:
hosts:
node1:
ha_cluster:
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sbd_watchdog: /dev/watchdog2
sbd_devices:
- /dev/vdx
- /dev/vdy
node2:
ha_cluster:
sbd_watchdog: /dev/watchdog1
sbd_devices:
- /dev/vdw
- /dev/vdz

25.3. = AT PSR 0]E PCSD TLS iF B FIZH 04

IReI LUE ha_cluster RoiABES A AMEREEHUE TLS IEBMEHXX . 21T playbook
7, ha_cluster R5iAESTERNERER certificate RAABEEIE TLS UEH,

FRFH

e ansible-core 7 rhel-system-roles ¥4 8 B R&EEEEIZT playbook BT s L,

1 -~ =
=
% MAFEREERK G T R ERE ansible-core,

o {ERNEERK LZITHRGIMAIHAX RHEL #1 RHEL == F MM ANZE 489B 30T 4,

i

=

2L
ha_cluster R ARERIEE T R LNEMINEEEEE, RXEEARDIEENEM
B E K,

AR
1 QIB—MEEREPT RBERXM, WTE ) ha_cluster RETABIEE —NE T AT,

2. flI8—" playbook X, #l new-cluster.yml,
pa -3

HEFEIAE QR playbook XHERT, vault £INZEES, 07E FH Ansible Vault 1l
BRA AT,

LU R playbook X4EEE — 1Nz 4T firewalld #1 selinux BRS5B9%EEE, F1E /var/lib/pesd F 1

B H% 4% pesd IEB MM, pesd IEFEAXH % FILENAME.crt, X&)
FILENAME.key.

- hosts: node1 node?2
vars:
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ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: password
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_pcsd_certificates:

- name: FILENAME

common_name: "{{ ansible_hostname }}"
ca: self-sign
roles:
- linux-system-roles.ha_cluster

3. REFIZH
4. 117 playbook, IEEES 1 &P EIBRMEFH X HEFANEE.
I # ansible-playbook -i inventory new-cluster.yml

HAth B

e {FM RHEL RZABIGERIEP
25.4. BB TEM T RN S AT AEERE
LITFRF2{E M ha_cluster XA 6, AL EREEBRE LA STEMTENS T HEER,

FRFH

o RBIEEZ1T playbook M7 s £ %% T ansible-core,

-
: BAFEEERR T m ERE ansible-core,

o RBIEEZT playbook BIRY: £ %% T rhel-system-roles {4,

o {ERNEBKRAZITHREIMIUAAN RHEL #1 RHEL /== FI MM hN4H a9 B 3801 T 1.

Digk

==
[=]

ha_cluster R f & & g i S L AL MIA EREE, BAEA ERISEE[
.y

AR

1 QIB—MEERREPT RBERXM, WTE 7 ha_cluster RETABIEE —NE T AT,

2. fl8—" playbook ¥, #l new-cluster.yml,
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HEFFIAE QR playbook XHERT, vault £INZEES, 07E A Ansible Vault 1l
BRA R,

LAR R4 playbook XHFEZE—1N24T firewalld #1 selinux fR%5, M BRERBENER, B%
B TRMAKIR,

- hosts: node1 node?2

vars:

ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: password
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true

roles:
- rhel-system-roles.ha_cluster

3. REFEIELXMH,
4. J17 playbook, IEEES 1 &P ORI H X HEFANEBE.

ii/
I # ansible-playbook -i inventory new-cluster.ymli

25.5. EcEH B RE MR ST AR
SUTA2(E M ha_cluster R4iA BURSERSE LA, RROR. VORANMEERIORIETAEE,

FRFH

o RBIEEZ1T playbook M7 s £ %% T ansible-core,

= -
| BAFEEERR T m_ERE ansible-core,

o RBIEEZ1T playbook BIRY: £ %% T rhel-system-roles {4,

o {ERNEEKZITHREIMIUAAN RHEL #1 RHEL /== F MM IN4H 489B 3800 T 1

DIk

H
[=]

ha_cluster R BEHEET R LNEMNERHRE, RATEACTHIEENEM
WEEFHE R,

s}
e

1 QB MEERREPT RBERXM, WTE ) ha_cluster RETABIEE —NE T AT,
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2. B8 — playbook 3Xf#, %0 new-cluster.yml,

NAETFEAE QIR playbook SRS, vault &N EERS, 07E £ Ansible Vault A
BAR AT,

LT playbook XH4ERE—1Niz1T firewalld 71 selinux ARSSE9EEE, £ SERE. 21K
BHORA, ©iiasfRANTRRE,

- hosts: node1 node2
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: password
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_resource_primitives:
- id: xvm-fencing
agent: 'stonith:fence_xvm'
instance_attrs:
- attrs:
- name: pcmk_host_list
value: node1 node2
- id: simple-resource
agent: 'ocf:pacemaker:Dummy’
- id: resource-with-options
agent: 'ocf:pacemaker:Dummy’
instance_attrs:
- aftrs:
- name: fake
value: fake-value
- name: passwd
value: passwd-value
meta_attrs:
- attrs:
- name: target-role
value: Started
- name: is-managed
value: 'true'
operations:
- action: start
attrs:
- name: timeout
value: '30s'
- action: monitor
attrs:
- name: timeout
value: '5'
- name: interval
value: "Tmin’
- id: dummy-1
agent: 'ocf:pacemaker:Dummy’
- id: dummy-2
agent: 'ocf:pacemaker:Dummy
- id: dummy-3
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agent: 'ocf:pacemaker:Dummy’
- id: simple-clone
agent: 'ocf:pacemaker:Dummy’
- id: clone-with-options
agent: 'ocf:pacemaker:Dummy’
ha_cluster_resource_groups:
- id: simple-group
resource_ids:
- dummy-1
- dummy-2
meta_attrs:
- attrs:
- name: target-role
value: Started
- hame: is-managed
value: 'true’
- id: cloned-group
resource_ids:
- dummy-3
ha_cluster_resource_clones:
- resource_id: simple-clone
- resource_id: clone-with-options
promotable: yes
id: custom-clone-id
meta_attrs:
- attrs:
- name: clone-max
value: '2'
- hame: clone-node-max
value: '1’
- resource_id: cloned-group
promotable: yes

roles:
- rhel-system-roles.ha_cluster

3. REIELXMH,

%5 25 %= {1l HA_CLUSTER RHEL RZifataidE S ol FAtHER

IZ1T playbook, EEFES 15 UM EHXAFFRIRE.

I # ansible-playbook -i inventory new-cluster.yml

25.6. FAKIRRGIECE = AT A SRR

LITRI2fEMA ha_cluster RoiAROIRSTAMER, HESHRMAELIR, HR colocation VR,
R BR A 0 7 R SR 4R BR

BIEEIZ1T playbook 77 R L% % T ansible-core,

BAFEEERR T R ERE ansible-core,
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o RBIEEZ1T playbook BIRY: £ %% T rhel-system-roles {4 &,

o {ERNEERK LZITHIRGIW A XS RHEL #1 RHEL == F MM ANZE 489B 0T 154,

DI

H
[=]

ha_cluster RZiABEHRIEE T R LEANENEHERE, RETABHIEENEM

Pt =
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HEEBNER.

1 QIB—NMEERREPT RBERXM, WTE ) ha_cluster RGTABIEE —NE T AT,

2. B8 — playbook 3Xf#, %0 new-cluster.yml,

-

i
G

NAETEME IR playbook SXHERS, vault &N, 07E £ Ansible Vault A
BAR AT,

LU R playbook X4EZE — 1Nz 4T firewalld 7 selinux BRSSBVERE, SR SFETRAEBY
R, BWREEVR, HRINFARMERZRELAR,

- hosts: node1 node2
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: password
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
# In order to use constraints, we need resources the constraints will apply
# to.
ha_cluster_resource_primitives:
- id: xvm-fencing
agent: 'stonith:fence_xvm'
instance_attrs:
- attrs:
- name: pcmk_host_list
value: node1 node2
- id: dummy-1
agent: 'ocf:pacemaker:Dummy’
- id: dummy-2
agent: 'ocf:pacemaker:Dummy’
- id: dummy-3
agent: 'ocf:pacemaker:Dummy’
- id: dummy-4
agent: 'ocf:pacemaker:Dummy’
- id: dummy-5
agent: 'ocf:pacemaker:Dummy’
- id: dummy-6
agent: 'ocf:pacemaker:Dummy’
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# location constraints
ha_cluster_constraints_location:
# resource ID and node name

- resource:
id: dummy-1
node: node1
options:
- name: score
value: 20
# resource pattern and node name
- resource:
pattern: dummy-\d+
node: node1
options:
- name: score
value: 10
# resource ID and rule
- resource:
id: dummy-2
rule: '#uname eq node2 and date
# resource pattern and rule
- resource:
pattern: dummy-\d+

%5 25 %= {1l HA_CLUSTER RHEL RZifataidE S ol FAtHER

in_range 2022-01-01 to 2022-02-28'

rule: node-type eq weekend and date-spec weekdays=6-7

# colocation constraints
ha_cluster_constraints_colocation:
# simple constraint
- resource_leader:
id: dummy-3
resource_follower:
id: dummy-4
options:
- name: score
value: -5
# set constraint
- resource_sets:
- resource_ids:
- dummy-1
- dummy-2
- resource_ids:
- dummy-5
- dummy-6
options:
- name: sequential
value: "false"
options:
- name: score
value: 20
# order constraints
ha_cluster_constraints_order:
# simple constraint
- resource_first:
id: dummy-1
resource_then:
id: dummy-6
options:
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- name: symmetrical
value: "false"
# set constraint
- resource_sets:
- resource_ids:
- dummy-1
- dummy-2
options:
- name: require-all
value: "false"
- name: sequential
value: "false"
- resource_ids:
- dummy-3
- resource_ids:
- dummy-4
- dummy-5
options:
- name: sequential
value: "false"
# ticket constraints
ha_cluster_constraints_ticket:
# simple constraint
- resource:
id: dummy-1
ticket: ticket1
options:
- name: loss-policy
value: stop
# set constraint
- resource_sets:
- resource_ids:
- dummy-3
- dummy-4
- dummy-5
ticket: ticket2
options:
- name: loss-policy
value: fence

roles:
- linux-system-roles.ha_cluster

3. REIELXMH,

4. 117 playbook, IEEES 1 &P EIREEH X AHEFANEE.

I # ansible-playbook -i inventory new-cluster.ymi

25.7. T o ALY ECE COROSYNC H
LUFRRFE ha_cluster R A B EAIEEE Corosync [HHIE A AMEEEE,

FRFH
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o MBIEEZIT playbook HITi s _EZR % T ansible-core,

_ MABEEERK G T R LR ansible-core,

o RBIEEZT playbook HIRY: £ %% T rhel-system-roles {4,

o {ERNEBKZITHREIMIUAAN RHEL #1 RHEL /== FI MM hN4H 89 B 3800 T 1.

gk

==
[=]

ha_cluster RS BEHEET R ENEMNERFHRE, RAEACHIEENEM
HEENER,

it

1 QIB—MEERREPT RBERXM, WTE ) ha_cluster RETABIEE —NE T AT,

2. B8 — playbook 3Xf#, %0 new-cluster.yml,
=1

NAETEMELIE playbook SRS, Vault RINBEHE, #0 FF Ansible Vault 1%
NE AR,

BUR R playbook XH4BLE —1N 2417 firewalld #1 selinux ARSSHIERE, 125 BFEZE Corosync
E'I‘io

- hosts: node1 node2
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: password
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_transport:

type: knet
options:
- name: ip_version
value: ipv4-6
- name: link_mode
value: active
links:

- name: linknumber
value: 1

- name: link_priority
value: 5
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- name: linknumber
value: 0
- name: link_priority
value: 10
compression:
- name: level
value: 5
- name: model
value: zlib
crypto:
- name: cipher
value: none
- name: hash
value: none
ha_cluster_totem:
options:
- name: block_unlisted_ips
value: 'yes'
- name: send_join
value: 0
ha_cluster_quorum:
options:
- name: auto_tie_breaker
value: 1
- name: wait_for_all
value: 1

roles:
- linux-system-roles.ha_cluster

3. REELXMH,
4. 1217 playbook, IEETES 1 &P EIREEFH X HEFANEE.

I # ansible-playbook -i inventory new-cluster.yml

25.8. ¥ SBD ' mfRBEE &S o] AEER
LUFRARE A ha_cluster REiABOIEMEA SBD 11 B s o A LR,

FRFH

o MBIEEZIT playbook HITi s _EZ& % T ansible-core,
= -
BB ETEERNK 1T = £ %4k ansible-core,

o RBIEEZ1T playbook HIRY: E% % T rhel-system-roles {4,

o {ERNEERK LZITHIRGIW A X RHEL #1 RHEL == A MM ANZE 4898 30T 14,
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DIk

==
[=]

ha_cluster RS BEHEET R ENEMNERFHRE, RATEACTHIEENEM
HEENER,

iz

1 DIEE—NMEEERRT RAEEM, N7E 5 ha_cluster R ARIEE—NES AR, HELL
RFEER R X NERBERIENT REE watchdog #1 SBD # .

2. f8—" playbook X, #l new-cluster.yml,
pa -3

HEFEIAE QR playbook RS, vault £INZEES, M07E EH Ansible Vault 1
BARA R,

LUTR R playbook 4B E — Nz 1T firewalld # selinux fRSSBISERE, 145EEE R SBD f@
%Q

- hosts: node1 node2
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: password
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_sbd_enabled: yes
ha_cluster_sbd_options:
- name: delay-start
value: 'no’
- name: startmode
value: always
- name: timeout-action
value: 'flush,reboot’
- name: watchdog-timeout
value: 5

roles:
- linux-system-roles.ha_cluster

3. REFELXMH,
4. 517 playbook, IEETES 15 P EIRMEFH X HEFANEE.

ii/
I # ansible-playbook -i inventory new-cluster.yml

25.9. [FRME SR ES ] AMEER
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EfEM ha_cluster 245iA R, ERAFMMAEIEEE-—TETAMEN, BEARREMELE. KE
hERERE, EUUEEEHENERPERIZLE,

25.9.1. Bo B EIX &

EfEM ha_cluster X5t ABREMEILE, HREBUTSEREF. HIE, BFRASHTRLBTMH
i,

FRFH

e ansible-core I rhel-system-roles {4 & B REEEEIZIT playbook B T7 s L,

V -
' BAFEEERR T m ERE ansible-core,

o MERNZITHE N FHRL A WE RHEL #1 RHEL High Availability M0 48983807 14,

Digk

H
[=]

ha_cluster R BEHEET R EREMNERFHRE, RAEACHIEENEM
HEENER.

s}
e

1. f8— playbook 34, %0 qdev-playbook.yml,

RNETFEAE QIR playbook SRS, vault &N B, 07E 3 Ansible Vault A
" BAE HATI,

LAFRf playbook ST#FEIZAT firewalld 1 selinux AR%5 8RS0 LR B — MAEiL &,

- hosts: nodeQ
vars:
ha_cluster_cluster_present: false
ha_cluster_hacluster_password: password
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_gnetd:
present: true

roles:
- linux-system-roles.ha_cluster

2. REFELXXH,

3. 1517 playbook, NHEIXFIEEENT R
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5 25 2= {81/l HA_CLUSTER RHEL ®5ifa falic &= o] At S5
I # ansible-playbook -i nodeQ, qdev-playbook.yml
25.9.2. B E— MR LME RIS
ENEHNRE N ERMPEE, HRRUT S TR,

FRFH

o MBIEEZIT playbook HITi s _EZR % T ansible-core,

= -3
BAFEEERN T R ERE ansible-core,

o RBIEEZ1T playbook RS L% % T rhel-system-roles {4 &,
o {ENERKIZITHRAVFINAN RHEL 1 RHEL =7 B MM hnZH 4 p0a 30T 151,
o MBEET —MIEEE,

DIk

==
[=]

ha_cluster R AGBEHEE T R LEMIIANEERE, REEABTIBENTM
WEEFHER.

AR
1 QIB—MEEREPT RBERXM, MTE 7 ha_cluster RETABIEE —NE T AT,

2. flI8—" playbook 3Xf#, #l new-cluster.yml,
pa -3

HEFFIAE QR playbook XS, vault £INZEES, 07E FH Ansible Vault 1
BARA R,

LU Rl playbook SXHHECE — 21T firewalld 1 selinux ARS5SHIEERE, 2B HHERA —MPE L
%C

- hosts: node1 node2
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: password
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_quorum:
device:
model: net
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3.

4.

model_options:
- name: host
value: nodeQ
- name: algorithm
value: Ims

roles:
- linux-system-roles.ha_cluster

RIEFIZX M,
T playbook, IEEER 15 FEIRMEH X AHEHRIERE,

ii/
I # ansible-playbook -i inventory new-cluster.ymi

25.10. {§FH HA cLUSTER R ABES A A ERE P EIE APACHE HTTP RS

A=

XN T2 E A ha_cluster RETABEN T m Red Hat Enterprise Linux High Availability Add-On &2
B & X 5)/#%5) Apache HTTP ARS5 25,

FRFH

B EIZTT playbook BT )R £ &% T ansible-core,

BAFEEERR T m ERE ansible-core,

B EIZTT playbook BIFRET L &4 T rhel-system-roles ({4 &.,
VENERERR FZ TR AW AIIA X RHEL # RHEL & 7 B MM nZH 4098 0T 1,

BRI EFE Apache EEM—PNAFEL IP Htik,

=

THRSBREERD T ROHEZEME, EAISCS. NI BEHHEMEZMAIREILE,

REEEB T BB XFS ERTH LVM 2548, IN7E 7£ Pacemaker £EFELEE R XFS 4%
A9 LVM % FRAfR,

N~

\

=

REEE T Apache HTTP RS 28, # F2i® Apache HTTP iRZ5 28 HAmR,

~.

5

THRRALE—THETRERET RE APC BRI X,

DIk

H
=

ha_cluster RJ:f @ & g S L AL MU EREE, BEER ERISEEE
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%5 25 %= {1l HA_CLUSTER RHEL RZifataidE S ol FAtHER

it
1 QB—NMEEREPT REERXM, MTE ) ha_cluster RGTABIEE —NE T AT,

2. B8 — playbook X, 40 http-cluster.ymi,

HEFFIAE QR playbook XHERT, vault £INZEES, 07E EH Ansible Vault 1
BAA AT,

LUTFRAI playbook X4 7EiZ4T firewalld #1 selinux ARSS B E5/# 5N TT s HA P EE — 1
Z B OIEH Apache HTTP BRS 25,

XA RABIER ENL L N zape.example.com B9 APC HLRFF X, INREEAFREAEMIEENR
H, NEaLUEERIERE X ha_cluster_fence_agent_packages %5 &1 R 5 HER A BHfRER
EEQ

- hosts: z1.example.com z2.example.com
roles:
- rhel-system-roles.ha_cluster
vars:
ha_cluster_hacluster_password: password
ha_cluster_cluster_name: my_cluster
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_fence_agent_packages:
- fence-agents-apc-snmp
ha_cluster_resource_primitives:
- id: myapc
agent: stonith:fence_apc_snmp
instance_attrs:
- attrs:
- name: ipaddr
value: zapc.example.com
- name: pcmk_host_map
value: z1.example.com:1;z2.example.com:2
- name: login
value: apc
- hame: passwd
value: apc
-id: my_lvm
agent: ocf:heartbeat:LVM-activate
instance_attrs:
- attrs:
- name: vgname
value: my_vg
- name: vg_access_mode
value: system_id
-id: my_fs
agent: Filesystem
instance_attrs:
- attrs:
- name: device
value: /dev/my_vg/my_Iv
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- name: directory
value: /var/www
- name: fstype
value: xfs
- id: VirtuallP
agent: IPaddr2
instance_attrs:
- attrs:
- name: ip
value: 198.51.100.3
- name: cidr_netmask
value: 24
- id: Website
agent: apache
instance_attrs:
- attrs:
- name: configfile
value: /etc/httpd/conf/httpd.conf
- name: statusurl
value: http://127.0.0.1/server-status
ha_cluster_resource_groups:
- id: apachegroup
resource_ids:
-my_lvm
-my_fs
- VirtuallP
- Website

3. REILXMH,

4. 1217 playbook, IEEES 1 &P EIBRIEFH X HEFANEE.

ié/
I # ansible-playbook -i inventory http-cluster.yml

5. HE{EH apache FRICIEREIE Apache I, BEXRXMEMA systemd, R, Eiidmis
Apache 12{t#] logrotate fiIA, FEHETFF systemctl EXTINE; Apache,
EERPMENT 2 LR /etc/logrotate.d/httpd XA EILLTFAT :

I /bin/systemctl reload httpd.service > /dev/null 2>/dev/null || true

o FALT=/TEMREMFANIT, ¥ /var/run/httpd-website.pid ¥57E 7 PID XHKEE, Hrfb
website ;& Apache FIRHIZFR, FEABIH, Apache FIRAFE Website,

/usr/bin/test -f /var/run/httpd-Website.pid >/dev/null 2>/dev/null &&

/usr/bin/ps -q $(/usr/bin/cat /var/run/httpd-Website.pid) >/dev/null 2>/dev/null &&
/usr/sbin/httpd -f /etc/httpd/conf/httpd.conf -¢ "PidFile /var/run/httpd-Website.pid" -k
graceful > /dev/null 2>/dev/null || true

1 MEBFH—NTTREEEBENRES, BEE, AN ERBZTER—1NT SR
L+, z1.example.com,
IR LB B HRRAZ1T, NIEALLZT pes resource debug-start resource %45 i
FIRECE.
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[root@z1 ~]# pcs status

Cluster name: my_cluster

Last updated: Wed Jul 31 16:38:51 2013

Last change: Wed Jul 31 16:42:14 2013 via crm_attribute on z1.example.com
Stack: corosync

Current DC: z2.example.com (2) - partition with quorum

Version: 1.1.10-5.el7-9abe687

2 Nodes configured

6 Resources configured

Online: [ z1.example.com z2.example.com ]

Full list of resources:

myapc (stonith:fence_apc_snmp): Started z1.example.com

Resource Group: apachegroup
my_lvm  (ocf:heartbeat:LVM-activate): Started z1.example.com
my_fs  (ocf:heartbeat:Filesystem): Started z1.example.com
VirtuallP (ocf::heartbeat:IPaddr2): Started z1.example.com
Website (ocf::heartbeat:apache): Started z1.example.com

2. EBEDIHEITE, ERLUGNEERERE L IPaddr2 BTREY P ik, REERFIER, 88
Tl LB 217 "Hello ",

I Hello

3. Eilili21T4E z1.example.com LR ETIRA R E AT LA HL 77 s 22.example.com, #5577 s
z1.example.com EF il B, ZEZT REFEBRLEHIR,

I [root@z1 ~]# pcs node standby z1.example.com

4. BV Rz21 BT Fl 25, MEETHRENT SREEERES. EFER, WRINESNZTE
22 Lk,

[root@z1 ~]# pcs status

Cluster name: my_cluster

Last updated: Wed Jul 31 17:16:17 2013

Last change: Wed Jul 31 17:18:34 2013 via crm_attribute on z1.example.com
Stack: corosync

Current DC: z2.example.com (2) - partition with quorum

Version: 1.1.10-5.el7-9abe687

2 Nodes configured

6 Resources configured

Node z1.example.com (1): standby
Online: [ z2.example.com ]

Full list of resources:

myapc (stonith:fence_apc_snmp): Started z1.example.com
Resource Group: apachegroup
my_lvm  (ocf::heartbeat:LVM-activate): Started z2.example.com
my_fs  (ocf:heartbeat:Filesystem): Started z2.example.com
VirtuallP (ocf::heartbeat:IPaddr2): Started z2.example.com
Website (ocf::heartbeat:apache): Started z2.example.com
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EHY 1P It TR B, MR,
5. EM &L B AER 21, ERALUTRS,

I [root@z1 ~]# pcs node unstandby z1.example.com

T

-
M & ER PR T m A A SBEGRYISENZ T =, XK T R IR
resource-stickiness 1, &> resource-stickiness TCEMHIEIE, ESE BB
FRUEREYEIT R
25.11. Hth 55R

o HEE—NEHT RAM—NZETRLUERRHEL REAE,

® 5 rhel-system-roles ({4 & — i & HI X H47E /usr/share/ansible/roles/rhel-system-
roles.logging/README.html

e RHEL RLAEMINEXE

e ansible-playbook(1) FA 11,
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55 26 = il COCKPIT RHEL &5 L EMEdE WEB =H&
28 26 Z {1/ COCKPIT RHEL XL ABLZEMEIE WEB £51&8

5/ cockpit RHEL RZiA R, EAERGHLENERE Web 2H&,

26.1. COCKPIT i

TZRILAMER cockpit RETABBENEREMS A Web #2615, MAIM Web N%iZREE RHEL R4t

26.2.cockPIT RHEL RS BN E

FAF cockpit RHEL R4iABHSHE :

adz 30

G

cockpit_packages: (KA default) WEBEHAP—INTE LG EE : default, min 3
full,

* cockpit_packages:(FAIA N default)- & WL TTE
MirFELE Ul

* cockpit_packages:(FKIAN minimal)- {X Overview,
Terminal. Logs. accounts #1 Metrics TUH ; &/MK
I

* cockpit_packages:(FRIAHN full)- A =T FABY T E

(AI3%k) #EEMEB S cockpit P4 BEHE,

cockpit_enabled: (BRIA{E:true) BRERS/EAT web #2H15 web R55 8, UMEERSE
Bl S BBhE3)

cockpit_started: (BRKIA{E:true) BCiE Web 1258 2B /ED)

cockpit_config: (FRIAZH nothing) & 7] LUTE /etc/cockpit/cockpit.conf S # e vy 1%
B, IR : LEMEBEXHRaER,

cockpit_port: (BRIA{E: 9090) FINBERT, Web #ZHIS&EHO 9090 £i51T, &
LA R AN T B el o

cockpit_manage_firewall: (BRIAH : false) foF cockpit A& & firewall AEERMIEO, ©
TEEAEMMIEO, MREMRIEA, NEEEEME
A firewall RS AR,

cockpit_manage_selinux: (BRIAfH: false) s cockpit A & selinux A®BEE SELinux.
ki SELinux SEBE AT Cockpit HiIFEE D 9090 LA
ABEMIHO, MREER T IwO, FRFHXEITIL
&7 true, LUE selinux & &AILLULE ERAH O
fR(websm_port_t).
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AeTE Uiy
cockpit_certificates: (ZRIAME : nothing) #u1F cockpit A& & F  certificate B &L KT IE
$, cockpit_certificates FI{E# (%44
certificate &1 certificate_requests &=, It
A&l cockpit AEEREMITA, ©REMMIAFIE
$
Hith BT

e /usr/share/ansible/roles/rhel-system-roles.cockpit/README.md X {4,

e Cockpit BEi& X4 man page,

26.3. {#F cockpiTt RHEL R4t A %%t WEB #2415
IRATLAE A cockpit RETABREH /G H RHEL web 12415,

RIAERT, RHEL web ZFIGEABERILT, NTREEN, EATLUEERAFIEBMANG ZHE
HEH,

EARGIH, ERILMER cockpit REIAEX :
o R4 RHEL web ##IA,
® o web A EE firewalld,
o ¥ web #HI& LB NEM ipa trusted IEB A NBIIES, TAERBZERIEN,

o % web #HIERENERBEE LKA 9050,

i
G

IR R IE playbook H i FH firewall =X certificate 245 A &L EIER MBS QI IE
F, cockpit RGIABRIEZEBFREN

FRFH
o U= PHEND BE TR,

o Xf #RY T BRI FIAR
FEERH TR L

o Red Hat Ansible Engine B %%,
o rhel-system-roles {4 @B &,

o BFHE—MIIHRET REEHRXM,

it 3
1. FERAUTHRE0IEHT playbook.yml ST+ :
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%5 26 = {§1f] COCKPIT RHEL R&ifata M E WEB A

- hosts: all
tasks:
- name: Install RHEL web console
include_role:
name: rhel-system-roles.cockpit
vars:

cockpit_packages: default
#cockpit_packages: minimal
#cockpit_packages: full
cockpit_port:9050
cockpit_manage_selinux: true
cockpit_manage_firewall: true
cockpit_certificates:

- name: /etc/cockpit/ws-certs.d/01-certificate
dns: ['localhost’, 'www.example.com']
ca: ipa
group: cockpit-ws

2. A% @ $E playbook 1% :
I # ansible-playbook --syntax-check -i inventory_file playbook.yml|
3. TEB 34 L2 4T playbook:
I # ansible-playbook -i inventory_file /path/to/file/playbook.yml
Hth B

o ZEHEMH Web #ZHA,

o {HF RHEL RLAMBIGFRIEP.
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Red Hat Enterprise Linux 7 {8/ RHEL 7.9 fhf§ RHEL REGiAAa AL RGER

55 27 = {1/ PODMAN RHEL 5 A B EIERS

{5/ podman RHEL ki, EAILIEIE Podman BiE. B #1217 Podman &23H systemd AR
%Q

27.1. PODMAN RHEL &% At
&R LAE A podman RHEL 24 ABERE Podman ELE. A 2311217 Podman B2:H systemd AR5,
Hb TR

o LIERHEL RTTAR

e X podman FFEHANSH LKL podman RHEL RTABHKIINER, EEE
/usr/share/ansible/roles/rhel-system-roles.podman/README.md 3 {4,

27.2. PODMAN RHEL 45BN TE
FAF podman RHEL R B BHSHE :

Kt
B

sk

podman_kube_spec R EEEM podman pod FIXf N H systemd H 7T,

e state : (BiA :created) - RR—1MERE
it systemd ARZ5F pod FUITHIIRIE -

o created : f|& pod flsystemd Az
%, BFzTel]

o started: 8|& pod #1systemd iR %53
FREh e
o absent : fitlBk pod #1systemd RS
e run_as_user : (il :

podman_run_as_user) - & pod A7,
MREBIEE, NEHMA root,

i@g o
AP UBAEFE,

e run_as_group (FiA:
podman_run_as_group)- & pod 41, 0
REHEE, NMEM root,

g@é o
H M BLFE,

e systemd_unit_scope (EiL:
podman_systemd_unit_scope)- BF
systemd £ THSEE, MREHIE
&, system AT root 525, user BTH
P&,
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Kt

A

%5 27 = @l PODMAN RHEL RS aEHASR

MREET
kube_file_content &,
MAE#E kube_file_src
2°8, kube_file_content
% F kube_file_src.

e kube_file_content - Kubernetes YAML #&
R FRFE, 5 Kubernetes YAML X HF
H, eEEEZTE T RL kube_file WRE,

LY

INREE T kube_file_src
g, WRERE
kube_file_content %¢

&. kube_file_content {};
%F kube_file_src.

e kube_file - 2& 7= - BE5 8 pod 1

Kubernetes #ISERISCHFRIR TR, MRIFREN
kube_file X+ EHIZIABANZET &,
BNEEFBIEE kube_file ZZ&, MR
£ 7T kube_file_src %
kube_file_content, NI FHIEELTE,

¢ a3

s ZUE I A g kube_file,
i & kube_file_src sk
kube_file_content, LA
BEEHIREMZR,

o 14 basename & K8s yaml| FIHY
metadata.name {&, FMMT .ymlE
%o

o WFRGIRS, BxEH
/etc/containers/ansible-
kubernetes.d.

o XNFAFIRS, BEN
$HOME/.config/containers/ansibl
e-kubernetes.d.

o XFEEFBZET R LM
/etc/containers/ansible-
kubernetes.d/<application_name>
yml 324,
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Kt
A

podman_create_host_directories

podman_host_directories

podman_firewall

podman_selinux_ports

podman_run_as_user

podman_run_as_group
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sk

RN true, ZABIHRE podman_kube_specs
A ER Kubernetes YAML AR
volumes.hostPath #lsE B EHFEEHIBEERNEN
BX. BRIAED false,

B AEE N EEER (BT root
R®ER) , HEBENSTEBEFEHBRE

(5 FIEroot R , LUEABERE
eiil. EMEaREErERE,

ZABRERIARMENSIIRN AR E R, MREE
WEMANSINR, ESH
podman_host_directory,

EEFH, NMREMA
podman_create_host_directories &1 & 8
EHAUEENBR, FEEFERENARIXLENE
BIEN B FHNREFTEN, HERA
podman_host_directory, EMEEHBEEEENE
LB SRBVENTBRR, ZERA file BRHSEIER,
MRERBEEHE, ZABRRERERENIIAE, W
REEBE—TRATAREENBERNE, FEARTRE
DEFAULT,

Ee—NFHIIR, BEAFEABENRNIEHERE
MmO, X{FEAMERS firewall RHEL R A R FA
M ER,

Ee—1MFHIIR, BELFEARNACFERNR
O SELinux REMIHO, XEAMNKERE selinux
RHEL R4iA & FEARNENER,

IBEEATETIRASRNAF &, T LUER
podman_kube_specs F#run_as_user i5EE
BEREFE,

i@g i
AP B BEFE,

EERTAALTRESNHEH, TLATUE
podman_kube_specs #F{#F run_as_group &
EBARHBM.

g@é .
H A BLF T,



%5 27 = @l PODMAN RHEL RS aEHASR

Kt
A

sk

podman_systemd_unit_scope E A systemd HItE I EAK systemd 3&
Fl, f&iLAL7E podman_kube_specs F{#F
systemd_unit_scope f5EBAREH. RILER
F, TIRALREA user, root A23{E A system,

podman_containers_conf % containers.conf (5) XEE L hFH, WKETE
containers.conf.d BxBE A HHhiRM, 1R
Bl root 183217 (1HSH
podman_run_as_user) , $E®E system K,
B, NEE user %iE, BAXBRAMAE, 1HSH
containers.conf F#f 11,

podman_registries_conf ¥ containers-registries.conf (5) % & & X hFE
B, % B registry.conf.d B3R HME AR
i, R root BZ1T (ESH
podman_run_as_user) , {$EE system %Xi&,
al, HEEB userixE, BXBRME, HSNL
registries.conf F#f 11,

podman_storage_conf ¥ containers-storage.conf (5) % & & Y ¥,
MR root H19i21T (IHSH
podman_run_as_user) , [F&E system KB,
B, FER user &, BXERME, HSNL
storage.conf F#f 71,

podman_policy_json % containers-policy.conf (5) % & & AT, 0
KL root H17i217 (B
podman_run_as_user) , [$&E system KB
B, NEE user %iE, BAXBRAMAE, 1HSMH
policy.json F## i,

HibFiR
o LERHEL RTGAE

e % podman F{FEHANSH LKL podman RHEL RTABHKMIINGER, EEE
/usr/share/ansible/roles/rhel-system-roles.podman/README.md 3 {4,

27.3. 5K

e AXx podman HEANSHLLL podman RHEL RTABBHMINER, EEE
/usr/share/ansible/roles/rhel-system-roles.podman/README.md 3 {4,

e AX ansible-playbook & #II¥1E, 1EEE ansible-playbook(1) F#f 1,
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5 28 Z [FH RHEL R4 A EN RHEL R4 EES AD £/

5/ ad_integration R4 A/, EHELUER Red Hat Ansible Automation Platform B34 RHEL %43
SED) B K (AD) &K,

AEHETUTEY :
e ad_integration R4
e ad_integration RHEL RETAGBNETE

e {#FH ad_integration R4iA G RHEL R4t BEEF#E| AD

28.1. AD_INTEGRATION R A&
£ ad_integration R4 A, ERLUSE RHEL R EEEEE SEEIB X (AD),
ZABMERUTHS

® SSSD SHARGMHMNSMRIERRZE

e realmd AT A/ AD 15, HEBE/Z RHEL RZIRSS (TEARBIHH SSSD) i EHIfmE
AD 15

ad_integration AR THERXEEMNEE(IMIMENERE AD ERHEE, FF IdM Ef
1%, &M ansible-freeipa A,

Hh iR
e {HFH SSSD ¥ RHEL R4t EESHEREIAD,

28.2. AD_INTEGRATION RHEL R BN E

ad_integration RHEL REIABMEALUTSE :

ARTE ek

ad_integration_realm SETTBRAUR S E AN A,

ad_integration_password TR ZRIN A B A SRFH 4T B3 30 IE R R - B,
REMALIXA, Rz, #A Ansible Vault RN
(ER

ad_integration_manage_crypto_policies fN% 4 true, ad_integration AN RIEETEFH

fedora.linux_system_roles.crypto_policies,

24\ : false
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%5 28 = {1/ RHEL REiA S RHEL RGiERES AD £

AeTE b

ad_integration_allow_rc4_crypto R 5 true, ad_integration A& &% EMP RS
LASS1F RC4 N,
R T EXBIE
ad_integration_manage_crypto_policies &
7 true,
i\ : false

ad_integration_timesync_source B RGHTERES BN ERBENL A S 1P #hlik, 1245LE
LEXBIE
ad_integration_manage_timesync &%
true,

Heth BT

e /usr/share/ansible/roles/rhel-system-roles.ad_integration/README.md 3 {4,

28.3. {5/ AD_INTEGRATION REi A &1 RHEL R4 E# %1 E AD

& LUE A ad_integration R4 E, @&iTi21T Ansible playbook EZiE RHEL R4 H0 AD 12 A/ E %
Ko

M RHELS8 F#8, RHEL BRIAAREB X RC4 INB, WMRIERIE AD HBHE A AES, Bl
j= F§ AD-SUPPORT & KB&, F1E playbook R iF RC4 IIE,

ol

8%

RHEL ARZ5 250 AD = [B] IR (Al ia A%, &R LLEE1E playbook Hi{EFH timesync %4¢
AERBRIX— S,

EARMBIGH, RHEL RifEA AD Administrator F ' #1#Z#7E Ansible vault FRB9IEL P BTG ANA
domain.example.com AD 1, playbook i#i%& AD-SUPPORT HIZ %M, FoiF RC4 INE., NBR
RHEL R4i#1 AD = /MR [RIE %, playbook &¥F adserver.domain.example.com R 552315 & 7y
timesync J&.

SeRFMH
o Jii—PHEND BE TR,

o Xf #R T BRI FIAR
FEERH TR L

o Red Hat Ansible Engine B %%,
o rhel-system-roles {4+ 8B &,

o FIHRET REE M,
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o AD g2 LML TFHmOB T, FAIM RHEL BRS53515 1]
% 28.1. {1 ad_integration RZiA AN Linux REEEE KT AD Fra im0

B0l B #Yithii O il RS

1024:65535 53 UDP #1 TCP DNS

1024:65535 389 UDP #1 TCP LDAP

1024:65535 636 TCP LDAPS

1024:65535 88 UDP #1 TCP Kerberos

1024:65535 464 UDP #1 TCP Kerberos B/ X ER
5 (kadmin)

1024:65535 3268 TCP LDAP £/ B %

1024:65535 3269 TCP LDAP £/ B %
SSL/TLS

1024:65535 123 UDP NTP/Chrony (®3%)

1024:65535 323 UDP NTP/Chrony (®3%)

¥ =
1. ERALTHRELE— T ad_integration.yml ST :

- hosts: all

vars:
ad_integration_realm: "domain.example.com"”
ad_integration_password: Ivault | vault encrypted password
ad_integration_manage_crypto_policies: true
ad_integration_allow_rc4_crypto: true
ad_integration_timesync_source: "adserver.domain.example.com”

roles:
- linux-system-roles.ad_integration

2. A% @ $RE playbook &%,
I # ansible-playbook --syntax-check ad_integration.yml -i inventory _file

3. EF B EiZ1T playbook:

I # ansible-playbook -i inventory_file /path/to/file/ad_integration.yml|

IS
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28.4.

%5 28 = {1/ RHEL REiA S RHEL RGiERES AD £

&< AD B Fi¥1E, W administrator B/ :

getent passwd administrator@ad.example.com
administrator@ad.example.com:*:1450400500:1450400513:Administrator:/home/administrator

@ad.example.com:/bin/bash

H At BEIR

/usr/share/ansible/roles/rhel-system-roles.ad_integration/README.md 3 {4,

Ty

man ansible-playbook (1)
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