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LU R ERTE dracut FREEFEERA :

$1 2%FA. AAERE inst. A% Anaconda IS SHMEFA, H/EUBMELITRESMIR, F
SO fER $2,

(BZ#1897657)

4.2. RHEL FOR EDGE

TR A TEE N RHEL for Edge &R RIME E L

5 RHEL for Edge =& A& OSTree 1N, —RABEREZ—IHZKTHES, BNFE rpm-ostree i
RREKMW, Xa Bk RHEL for Edge ,JJJDEFCP\]W 7 B LR % (kernel-rt), TEXMNhRAS, LFEH
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(BZ#1894361)

protect_running_kernel Bg& L WiEE AT A,

EIXANRAR, %F dnf #1 microdnf 5551850 T protect_running_kernel BCi& %L1, XMETIRHE T 5
RRZIZITAR AN MY S 2 S A BA L MHBRRTT. IFE, AP IR ANHEITRREBIRT,

(BZ#1698145)

4.4. SHELL MiepH1TIE

14


https://bugzilla.redhat.com/show_bug.cgi?id=1865803
https://bugzilla.redhat.com/show_bug.cgi?id=1795936
https://bugzilla.redhat.com/show_bug.cgi?id=1807446
https://bugzilla.redhat.com/show_bug.cgi?id=1698145
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Openipmi rebase Flhiz4 2.0.29
OpenlIPMI 4B EHHEI 2.0.29 AR, SLIRTARAMHELLHIEZE L EIE -

BETRHREWRR. TE4EMBREMEIEE,
I T X IPMB B2 5,
INT XT1E lanserv FEM R ANET BRI,

(BZ#1796588)

freeipmi rebase FlIhfi4 1.6.6
freeipmi 4B EFLE 1.6.6 frA. SLURIIRAMELNEZET (LS

B8 7R TR RIHE R,

X LU B /RIS M R 75 58

o BAMSERAH.

o Dell Poweredge FC830,

o lan/rmcpplus ipmb BITC/MFHIEIE S,
ANINT X Dell. Intel #1 Gigabyte % &I,

WINT X RGUE BB RRERR,

(BZ#1861627)

Opal-prd rebase Flhik% 6.6.3
opal-prd 4B E rebase ElfRA 6.6.3, FELHEIIE :

WINT opal-prd P ZEIE L% worker 24N IR TTH,

157 POWER9P # opal-gard — N EFTRIE, LMEZRGTALUAG] gard 10k A B o

1EE T occ 4 wait_for_all_occ_init() FOEE R 71 (E,

1S 7 hw/phys-map ##J OCAPI_MEM BAR f&.

18 & 7 % hdata/memory.c F8 Inconsistent MSAREA BV &5 1] R,
X F occ R REER :

o EETRRBRHFENTNEFFE,

o B8 T GPU KM,

Bkt 7 MPIPL 5|5/ H) sysdump 535,

S 7 Mihawk 5 # IPMI double-free,

B#H T fsp/dump H#93E MP IPL %=,

15
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%7 F hw/phb4 :
o TEMMAIRHL AER JFEMAEIRIER AER X,
o BERAHIRRE,

1E hdata 5550 7 ##9 smp-cable-connector VPD X%,

(BZ#1844427)

openCryptoki rebase Flifi4s 3.15.1

opencryptoki {4+ & B rebase BIfRA 3.15.1, TEFHTIE :

16

1EE T C_SetPin H# segfault,

18 7 EVP_CipherUpdate 1 EVP_CipherFinal #Jf£F,

I T MO IHREIFRS FIPS BN IE,

XfF pkcstok_migrate T8 :

o {EE T Little Endian Y& _LH NVTOK.DAT %%t n] &,

o {EE 7T Little Endian FF& _LMIFAE TN H RN R ELHL ],
BE T L EBIRR NE M QSR RB A,

& T dh_pkcs_derive IS EREHLE,

EIE T DEER AR,

1£ mech_ec.c X4, L% ICA., TPM #1 Soft ShEFFRA 7 B389 OpenSSL #A,
£ sw_crypt.c X#HFF AT OpenSSL AES/3DES #0,

RINT X Soft ©3h& ECC HLFIMZ#F,

£ Soft SR RMNFFET IBM B9 SHA3 HMAC F1 SHAS12/224/256 HMAC #ll,
SO0 T XHE A CCA FiB9 CKM_RSA_PKCS i 1T BT .
K F EPT N

o BE7T epli_get _keytype L% CKM_DES2_KEY_GEN.
o {BE T token_specific_rng IR ELR,

o 7E HSM &I AEA THRER FW IRAF AP,

EE 7 X9.63 KDF ffJ Endian #£i%,

INT BT A2 p11sak remove-key 5 HIEE155E B

B8 TR C++ JniF i,

& T C_Get/SetOperationState F1#EE £ T X H AR,
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o (8] T pkcscca T KNFH TR usr/sb2 B A,
(BZ#1847433)

PowerPC-utils #f rebase Flhk4< 1.3.8
powerpc-utils B EEHENRA 13.8, FELHIIE :

o TKHITF Perl Bep TIUIER EI core FHMHEH,
e AT X Linux Hybrid Network Virtualization B9S2 #5,
o B TRE5ITIIRK,
e NINT vcpustat LR,
e NINT X Iparstat a4 HHY cpu-hotplug Iz #¥,
e RINT 1L Iparstat a4 $TED Scaled BRI FF X,
e RINT helper B%%, LUiTE delta. scaled timebase, Fifk4% PURR/SPURR fH.
e ¥IF ofpathname TER2 :
o T 120f_scsi() HIEE,
o £ 7 udevadm fii&,
o ARINT 2 XLZHE 120d_ide() # 120f_scsi().
o ZNINT X SCSI/SATA EHNLBVIEH ID BIZHF,
o BETHEAFINEESFREPH segfault 574,
o RNINTXFF SR_IOV IBE BEEENMENIE,
e {5 T format-overflow E&,
e (EE T{EH Isdevinfo SLAEFH bash e HEME S,
o EETEISHERDE
(BZ#1853297)

P cmdline JEITELLE 4 B PAZE 1% &5 B FR

systemd-udevd fR55NEH net_id FREX—PMETBIA R 1712851 net.naming-
scheme=SCHEME_VERSION, #E#& SCHEME_VERSION 8918, F3 /& US4 B ML & & FREg
BERR A,

f5an, ZE{FF RHEL 8.4 # net_id RiERIINEE, 15 SCHEME_VERSION HJ{Hi% &/ rhel-8.4,
B, EAILY SCHEME_VERSION H{EIXE H S 2fHE B SES MEM E MR EZM A,

(BZ#1827462)

17
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4.5. EZRFIRSS

2R postfix-3.5.8 T HBIX 5

HT BiFtAEFRS RHEL-8, postfix-3.5.8 ETHI1T 5 EIABI L postfix-3.5.8 {T W AR, *f
FEIAB L5 postfix-3.5.8 1774, EizfTUL RS :

# postconf info_log_address_format=external

# postconf smtpd_discard_ehlo_keywords=

# postconf rhel_ipv6_normalize=yes

HIE1EEE /ust/share/doc/postfix’ README-RedHat.txt X4, NREEFRAAREMINEE, = RHEL-
SHERAMEEE, NRFENITEMERE,

(BZ#1688389)

BIND rebase B4 9.11.26
bind B EBIHEIRA 01126, FTELHEIE :

FHERIABY EDNS 22K/ 4096 284 1232 17, XN b AT B IE 78 L 4% Fh 5 0B i B3R
@O

¥ max-recursion-queries BIERIAE M 75 3 H0E 100, & CVE-2020-8616 #HXHIE R,
& 7 named H lib/dns/rbtdb.c XX {4 &S ARG mE A,

&8 7 7255 lib/dns/rbtdb.c X ERMZEHTT RIS, named AR5 HI ARG AL,
188 T 7 named RS A FERE % N5 4 2300171,

EE T named RS D ECHHRE A KM, HREEHE DS IR IFENER.

18 T 1Ef£ /A UDP /4> DNS cookie response F[r],

(BZ#1882040)

unbound B EINTEIR L1855 9 A Ehi
TEXNERAS, £ unbound EEE RN T LA T =% ¢

log-servfail j5 F B &1TRAAFER S ik SERVFAIL HiR IR R,
log-local-actions BJiC A A K 1512 4k,

log-tag-queryreply 7£ B & X4 /5 A B EE HF B SR S IR,

(BZ#1850460)

Wi ghostscript-9.27 8 Z1NER

18

ghostscript-9.27 X TIRASLEUTRANLZLEE :

o CVE-2020-14373


https://bugzilla.redhat.com/show_bug.cgi?id=1688389
https://bugzilla.redhat.com/show_bug.cgi?id=1882040
https://bugzilla.redhat.com/show_bug.cgi?id=1850460
https://access.redhat.com/security/cve/CVE-2020-14373

o

CVE-2020-16287

CVE-2020-16288

CVE-2020-16289

CVE-2020-16290

CVE-2020-16291

CVE-2020-16292

CVE-2020-16293

CVE-2020-16294

CVE-2020-16295

CVE-2020-16296

CVE-2020-16297

CVE-2020-16298

CVE-2020-16299

CVE-2020-16300

CVE-2020-16301

CVE-2020-16302

CVE-2020-16303

CVE-2020-16304

CVE-2020-16305

CVE-2020-16306

CVE-2020-16307

CVE-2020-16308

CVE-2020-16309

CVE-2020-16310

CVE-2020-17538

(BZ#1874523)

tuned rebase BIhRZA 2.15-1.
FETHEIE :

WINT BT Linux BRSS¥EHIH service 11,

B AT Tt
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https://access.redhat.com/security/cve/CVE-2020-16300
https://access.redhat.com/security/cve/CVE-2020-16301
https://access.redhat.com/security/cve/CVE-2020-16302
https://access.redhat.com/security/cve/CVE-2020-16303
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https://access.redhat.com/security/cve/CVE-2020-16305
https://access.redhat.com/security/cve/CVE-2020-16306
https://access.redhat.com/security/cve/CVE-2020-16307
https://access.redhat.com/security/cve/CVE-2020-16308
https://access.redhat.com/security/cve/CVE-2020-16309
https://access.redhat.com/security/cve/CVE-2020-16310
https://access.redhat.com/security/cve/CVE-2020-17538
https://bugzilla.redhat.com/show_bug.cgi?id=1874523
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o it T scheduler &4,
(BZ#1874052)

DNSTAP IAE 0 x5 AR E ),

DNSTAP 124t 7 5 Mt R EAZHERIFMERNS N FE, BIAEFET M named RS X EHNEZR,
named AR5 BYBR B 2530 B &0 20T named ARSSHIMEBES 7 EIS2 0,

Ftk, DNSTAP 12T —MAR, ATLUEARKTMMERETRIER FREODREANEIE, $H dnstap-
read LR AR FEIT AR RS LiZTHEH,

(BZ#1854148)

SpamAssassin rebase Flli4s 3.4.4
SpamAssassin S EANE 3.4.4 AR, FTELHEIHE :

e /T OLEVBMacro #&{t,

o INT #ThEE check_rbl_ns. check_rbl_rcvd. check_hashbl_bodyre #1
check_hashbl_uris,

(BZ#1822388)

Al OMAPI shell BB HE %

EXNRAS, AP aTUERBAEEL, BWIEHN HMAC-MD5 B X EEEXRBHRI 2L, Hik, B/
o LU#F FH omshell (s 5B RBFHAREE,

(BZ#1883999)

Sendmail Bl #F TLSFallbacktoClear Edi&

EXNRAR, INREHE TLS EHERW, AXEFIRERE N IRNSEREIAX, X#ERATSHMAR
TLS FERM A&, BOAERT, ZL181RM4 sendmail, EEZHT TLSFaIIbacktoCIear 15T,

(BZ#1868041)

tecpdump IESFAEE RDMA ThEERI &5

X85 Z @ tepdump 33k RDMA RE, ©RITFRFER tecpdump TEFHKFN 2T EIEE RDMA
TE. ALk, A ALUER tepdump && RDMA haEi &, ik RoCE #l VMA REHOWER A,

(BZ#1743650)

4.6. 22

libreswan rebase El 4.3

libreswan P+ EFREIMA 4.3, SLRIARAMBELLLH EZE L SIE -
e |IKE #1 ESP over TCP X#f (RFC 8229)
e |KEV2 1% IPsec XH¥

o [KEV2 leftikeport/rightikeport 2

20


https://bugzilla.redhat.com/show_bug.cgi?id=1874052
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B AT Tt

e %I Intermediate Exchange BYSES M4 37 4%
o X MEIAEAIIEK Redirect XHF
o B\ IKE EAEMIhE N 8h, LIRS HIEFEMN
e ipsec.secrets X1 :RSA BID T BHRE
e B8 T Windows 10 rekeying B[]l
o (B8 T} ECDSA $iiik & 2k 5 By a3
e MOBIKE #1 NAT-T &
(BZ#1891128)

IPsec VPN IIEZFF TCP & H

XA libreswan SES BRI T SETF IPsec B9 VPN BZ$F, #0 RFC 8229 FriR, 1Zina B F1ERh
IEFAHE RS Payload (ESP) #1 UDP RERIMZEHEIL IPsec VPN, R, HIEA AN VPN BRSS %
ME A mECE NER TCP /ENELR (fallback) s3E VPN ZHITIL,

(BZ#1372050)

libreswan £ Labeled IPsec B IKEv2

Libreswan Internet Key Community (IKE) SZILT HIEG SN IPsec 2% (IKEv2) BIE B BEEA3T
HhRA 2 (IKEv2) BOZHE, TEXNARAH, 7E IKEVI RERREIRENRI AT AL E IKEV2,

(BZ#1025061)

libpwquality rebase ¥ 1.4.4

libpwquality X S EHE 1.4.4 frA. LLAXTHRASESIEFEZEENNEET. RESEIEN
2, UTXHEETEHRNE pwquality.conf ST :

e retry

e enforce_for_root

e |ocal_users_only
(BZ#1537240)

p11-kitrebase Fl 0.23.19
p11-kit B EM 0.2314 A E] 0.23.19 frA. FRAEBE TLANEFEIR, FiRET SMI0H, il

2
e {EE T CVE-2020-29361, CVE-2020-29362, CVE-2020-29363 &£ (n#,
o pii-kit IEXZF@T meson IERGHITIIE,

(BZ#1887853)

pyOpenSSL rebase ¥ 190.0
pyOpenSSL ¥ {43 B F#H & Lk A190.0, bR ARERFIERMEENIEH, KREENE :
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o T TLS1.3 X¥FHH7 A openssl hikA 111,

o LK fHF X509Store.add_cert ARIMNEZULFH, FEMMHE R

o Wi THHMREE NUL F T X509 iE A4 12
(BZ#1629914)

SCAP Z£35F rebase ¥l 0.1.54

scap-security-guide {48 B E#H E LiEhRA 0.1.54, BRETIIIMNERFEAMEENSUL, RE/EE
HE :

o 2 R#E Red Hat Enterprise Linux 8.4 B— ik B FIRIERGIRIT RIMRIFECE &£ (OSPP) #4T
B,

o 3|i# TETFHH French National Security Agency (ANSSI) B ANSSI BP-028
recommendations #J ANSSI RIIMEES, NASS &/, FEME LA 5|MEE Sk
Ll

® Security Technical Implementation Guide (STIG) RL2WMBECHEH, ©EMTHRBE YL
B9 VIRT kiR 2B HLI

(BZ#1889344)

openscap rebase ¥/ 1.3.4
OpenSCAP i BB E#HE LR 1.3.4, EEMES TG DIE :

o BETSHRAEREXHNRAERAETBEHNE LR,
® OpenSCAP IIFESF GPFS Ml i@ 3 R4t
o ERAMLIETERE XL IAIT B MRIITEY OVAL,

e it T yamlfilecontent : &7 T yaml-filter, # /& schema # probe LMEEMR TR ER—H
1B

o EETARKEESE (GCCHClang) .

e BEETHINEEHE,

o EETEHIAREFMR,

e XCCDF X#HHFEaTHRINERIE XCCDF MASEMRRR,

o uHT 5 uClibc WFERM,

o O T AMANLIE S RGGI TE,

o (B8 T dpkginfo iZIILAEF pkgCacheFile, MAEFNITHLEE,
® OpenSCAP IR EHER—MAEMH HTMLS X#4,

o BETEXMHRENARFEMNF TR,

(BZ#1887794)
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RHEL 8 STIG Z2 B BEEHEIRZA VIRI

fE& RHBA-20211886 A&, SCAP Z2i5m ##Y Red Hat Enterprise Linux 8 Bdi&5:H) DISA
STIG EE#1, S&RMRARN VIR REF—B. WE, IMEEEEEMIEE, 5 Defense ERREE

(DISA) 1R RHEL 8 STIG (REHALHEIER) FHHEERDT, F—RERESKT STIC KARKT
60% B =T,

EANEEEETEEN, ENIZRHEHEEEMNLETRA,

Digk

H
[=]

B AT RER S BRATEERE T, LEMKIMERIZTHE,

(BZ#1918742)

8 DISA STIG BB 45 Server with GUI REH#S

—NETBCE X4 DISA STIG with GUI E7RINEI7H A RHBA-2021:4098 AN ER SCAP Z24158 A, X1
BoES%RE DISA STIG BB, FH5i%F% Server with GUI #i4-84HK RHEL REFH A, LRIFEER
stig Bt B 5 Server with GUI 737, E N DISASTIC FEHEEMAF A REm. B, MREIF
HEFBERLBIERICE, NAgEBEIE R, Alt, FRELEBF TN RHEL R5iR% 5 DISA
STIG BLE&% —E /I GUI fRS535

(BZ#2005431)

SCAP 2Rt T ANSSI-BP-028 Minimal. Intermediary #l Enhanced HXMNECESE

FRAFMNEESE, BUUIERSR{EFIEE French National Security Agency (ANSSI) for GNU/Linux
Systems B&x/N. FFEFE L], Fib, EEILAEA ANSSI Ansible Playbook #1 ANSSI SCAP fg
B, RI\ATEL ANSSI 527 EE BN B 31t RHEL 8 REIE LM,

(Bz#1778188)

scap-workbench IIFE R LAf§E A sudo PRI ERSE

scap-workbench GUI TEIIE X FERARFEN sudo ViFIHITIE RS, WINEERE T REERM root
IR SRR R,

EFEARE sudo LA K remediate 1%:171H) scap-workbench FfEEIEFE /D, LLIEE N
OpenSCAP R FIEE — N REMAE ik,

(Bz#1877522)
rhel8-tang Aar iR I 2 EX A

EIX N RAH, rhel8/rhel8-tang B2RIRAL T registry.redhatio B3R+, B2 NIE OpenShift
Container Platform (OCP) &EfH I EIINZITHI Clevis & imteft Tang-server SR EIHEE,

(BZ#1913310)

clevis rebase B2 15
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clevis B EEHE LA 15, SZBIMRAMEL, XMRFRBESEFEMEENER, Hphig
REEZHZE :

o Clevis IFEERE initramfs, BAB BN rd.neednet=1 SHERINBIN KBS 1TH,

o Clevis IIfE AT LAEHfth 4L B2 (5 FH sss pin BUESIRECE, clevis encrypt sss Fin 4 &R O H &
BETREIRERE,

(BZ#1887836)

Clevis A B3ZMN rd.neednet=1

Clevis IIAE AT LAIEFA A @ A initrd  (#044 ramdisk) , BRISEBEEHEF EHMEE LT, Eit, Clevis
AERENZKBSITH BN rd.neednet=1 S,

INREECE A AIRIThEE, EeILUER A -hostonly-cmdline S8 dracut 4, sEE
letc/dracut.conf.d & clevis.conf X4, F+fF hostonly_cmdline=yes ZEUURINEZXH A, initrd
Pt R R #FE Tang 487E.

(BZ#1853651)

44 - rsyslog-udpspoof

rsyslog-udpspoof TS ERME RHEL 8, MWEHRSEH UDP ¥ & 2K E, BRATFEFRMLEEZ
B4 % syslog, EETE syslog HiEEH4EFR IP,

(BZ#1869874)

fapolicyd rebase ¥ 1.0.2

fapolicyd BB 2 EH E LiFFIRAE 1.0.2, SEIMMRAEL, IMRFRHRESEFHIRES LN,
HPRERNE :

e RINT integrity BB A7, AFERATEMERSE :
o LHLEITHERN
© SHA-256 M HILL
o STEMMRHRI (IMA) FXRI
e fapolicyd RPM &M IIFESEME YUM {4 S B LR RPM ¥ S E TR SR NI R R #T,
o HMNIERMUEEHHTE GID,
e iTE, &FILATE debug #l syslog § 2 a2HNIS,
(BZz#1887451)

FIRPMiE# 2@ Hlfapolicyd X F RPMES i RPMEY

XA rpm Y SERS3H T RPM #E, Zi&4HS fapolicyd #£2R5 RPM #UB/ES M. @ T
RPM E 558 8] 2 RE M F RBISTHEH fapolicyd, F ik, fapolicyd MIE X2 EEMRE,

HER, RPMEHEER YUM &, RANESHIIREERET YUM £5, tHiKET RPM BWEH,

(BZ#1923167)
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4.7. M

ethtool TEM PTP IheEHiHER B2 BN

M RHEL 8.4 FF4f, ethtool TEffF netlink IEOMARZ ioctl () REFEEARREE, ALk, HFEA
ethtool -T < network_controller&gt 343K, Precision Time Protocol (PTP){EMIE R SEH4E,

FELURIMARAR, EAioctl () #O, ethtool £/ ethtool -internal FRIBRLHINEEM BT, HE
fi.7R ethtool -T < network_controller& gt; ta4s, HI40 :

Time stamping parameters for <network_controller>:
Capabilities:

hardware-transmit (SOF_TIMESTAMPING_TX_HARDWARE)
software-transmit (SOF_TIMESTAMPING_TX_SOFTWARE)

f#F8 netlink 30T, ethtool & MAKIEINFH R, jXLeFRFETEIENL SOF_TIMESTAMPING
visualizer %5, [ALt, ethtool -T & It;network_controller& gt; TNES ER, B0 :

Time stamping parameters for <network_controller>:
Capabilities:

hardware-transmit

software-transmit

INRIRIERIA SN TR 5/ ethtool 89 PTP BEA%H, EMEMIBEITEN],
(JIRA:RHELDOCS-18188)

XDP #A S K
REHRBUTEMEE, LI1EF X #F eXpress Data Path (XDP) ZHAE :

o {R7E AMD =& Intel 64 MIf9ZRAE; A XDP 12/
o EELAER libxdp FFFERF 0 HE A%+
o XDP 2 ER XDP 4N
7£ RHEL 8.4 f1, XDP_TX #1 XDP_REDIRECT ;R EX FZHI7ETE XDP 2 hif i #,
BRAZFFHI XDP ThEeHIiF#lE, 15EE (FERTINE XDP ThEE
(BZ#1952421)

NetworkManager rebase Elhk% 1.30.0
NetworkManager ¥4 8 2 F K E LiffhR4< 1.30.0, SIRET RS LHMEFHREE -

e RN ipv4.dhcp-reject-servers iE#EE M, LUE L MIEA DHCP BR552% ID NetworkManager
NE4EFHHR TR 4L,

e RINT ipv4.dhcp-vendor-class-identifier ;JEZ B, LUAEE E N EEMART DHCP £
(ER

e active_slave bond i E2FH. R, BEEGISHEZEPIZE primary £,

25
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nm-initrd-generator f2F I X MAC it skiE7R#ZEO,
® nm-initrd-generator T B4 27 2 H I InfiniBand ##,
¢ NetworkManager-wait-online fR 5589 B [A]3& 10 E 60 7,
e ipv4.dhcp-client-id=ipv6-duid :#EE 2 RINE RFC4361 A,
e NINT Hth ethtool offload ZhEE.
o HNT % WPA3 Enterprise Suite-B 192 fif& =t #3215,
o SRINT X EILAKR (veth) X &I,
METRESSEETEXNER, HSHLEBRLTEL :
e NetworkManager 1.30.0
o NetworkManager 1.28.0
(BZ#1878783)
iproute2 SLARRFSIA T REEEHIREIF, LAELLARPRLEIZM MPLS Tk
EXMRAR, iproute2 TERE=DHFHBVREIRS] (tc) 21F :
e mac_push - act_mpls =R EE IR, ERBUKMIRLEIERIN MPLS PR3,
e push_eth - act_vlan 2 ILIRE, LIEHIRS LB UUARRIR L,
e pop_eth - act_vlan #EIRIZHE IR VE SR B FABRUARMITR L,

IXLE te BREE B TFEMEE 2 EEUE AR (L2VPN), HiEZEUAMIRL Z BIRINS il th#
(MPLS) 1755, AT LATESS to 1 iBER AN INE 2% 4 O I {8 FR X L2 4,

IHEHX R EE N A RMBORTIRME, BN MPLS A8 RE2 — M FERTEIhEE,
BRXLERERESHNESELR, 1§50 tc-mpls(8) #1 tc-vlan(8) man page,
(BZ#1861261)

nmstate APl BI{E#52 2 FF

Nmstate (LIBI2—MEATIR) SENBIRLE API, 1 RHEL 8.4 =2 %#, nmstate F{E 2t
T —/NEHM nmstatectl S S TLEER, UFBAEARBTEIVMEINE, MEIRSHINE LH schema
R, REYSFPREBURX RSN ELRE TS schema,

HIEERE BB EMS X F B /usr/share/doc/nmstate/README.md 3244 LL % B % nmstatectl
BIER S

(BZ#1674456)

A - rshim

rhsim ¥4 &Rt Mellanox BlueField rshim B A ZE[AIXENT2RF, ©RTFMAEBENALEE V5 H] BlueField
SmartNIC 5 EBY rshim B, rshim B 22 (A 2K 5032 /5 BY 2 BTAR A< S5 e 150 4 X A T 5 | S B R X AT
EEREIA TR, o, BeibtlB— P ELMLZEDRZER BlueField BFR, FHRHEUIHIRIER rshim A
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RE9AH %,
EER, BILEWREIEENRMSEDERZIT, BIng4621T tmfifo K2R,
(BZ#1744737)
iptraf-ng rebase ¥ 1.2.1
iptraf-ng B4 B E BB LiFRA 1.2, BRH-ERFHREENIE, RE/IENE :
o 7EEREMBREONFEMASIHERE, iptraf-ng N EATRBSHEI 100% CPU AEMIER,
o TEE printf() BN ARLLESH,

e ANMNT XS InfiniBand (IPolB) #EAMEOXZF, FVRKEBEEEOBRMIRMIE, FRUTER
LAN 3 i #RAR = o AR X N DR

o RNIMTHIESHKMKR, LIRIF iptraf-ng AT T IR BEE SRS,
o JI7E, {&FLUEA Home. End. Page up #1 Page down &% Bt TR 50,
o NVARFINAZETEFNEESITH.

(BZ#1906097)

4.8. N

RHEL 8.4 9Pk A<
Red Hat Enterprise Linux 8.4 77 & R#% kR A& 4.18.0-305,

FESRNBAZSHNEED LTS ENERF.
(BZ#1839151)

RHEL 8.4 ¥ & Berkeley Packet i3

Extended Berkeley Packet Filter(eBPF) & — A B E UM, F2 V1 BT 15 17 B FRTh BE RO 2[R D AR EAIR
RIERMKZE R RHITRE, BT RFIRR BT,

eBPF F T EEMEEIAR, RETIIE, BT BN 5B RENFCIEEER, REEVHMITH
5,

THEIRMM KR EF A eBPF EUMNMA M, ENMABLTFARNFLNEE, HELBRIFATE2IFEH
4, 7£ RHEL 8.4 #, X#LLF eBPF 44 :

e The BPF Compiler Collection (BCC)TE¥ 48, REATFHEA eBPF #I1/0 o4, EXRIFIA
P Linux BIERZINTE,

e BCCJE, BRFFAS BCC TEXHEGFHHELUMIE,
® eBPF for Traffic Control (tc) Iheg, AEAZMLEEHBRFH S BT RERIEILIE,

e eXpress Data Path (XDP) IZhEEfE WM& HER AR B I RTiRE IR BIR 2GR, 7245
EER T,

o libbpf #FaX%F bpf #HXNATER (40 bpftrace 1 bpfixdp FF4) ZEXEE,
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e xdp-tools iF B E XDP fFEA A2 AIXHFTE, IFETE AMD # Intel 64 AIFFZR P
., X81E libxdp #. 0% XDP 125 # xdp-loader SE 2. A #iESTEH xdp-filter =
BIF2RE. AFMEAT XDP BIMZS i Ok SR 2 xdpdump TERZFE,

HER, FIAHM eBPF AMEF HRATI IR A FRIEB R ENHM R T TN ZZH,
LIF BZR eBPF HEYEIE N RO MIR A
e bpftrace BIRIES
o T i%#EeXpress Data Path (XDP)B&ZEIf /7 22 [ AF_XDP £ ¥
B BARBRATGAGNESER, ESHRATIN,
(BZ#1780124)

#4EE : kmod-redhat-oracleasm

TEXMNRARTRIN T 58 kmod-redhat-oracleasm ¥4 8, TiRft ASMLib TERFHNAZESE D,
Oracle Automated Storage Management (ASM) & Oracle BIEFENHIEEEIESR. ASMLIb 2— A
ETE, AT Linux RFEEE Oracle ASM 1% %,

(BZ#1827015)

xmon BFEHEIAXZRFELL5IFH kernel_lock X ZELBFH kS
INREM T Secure Boot#Hlfl, EALAEAKMSIT LT xmon i2F 1% B L EER (xmon=rw), {8

&, MREIBET xmon=rw F5|FEZRLFI54E, kernel_lockdown JhEE2EE xmon=rw, FH[HHE
B HREER, RELZL5IGEEEANER, xmon BT HINT
Z2E|IFEA -

e xmon=ro (ZiA)

o HHBERAWHIH

o NEEXEEETLE

o NEFEE AHKFEMT
2B 5K :

e %i& xmon=rw BY AT EEM

o HIBIRE BWEIH

o NEFEEVAXALIER I

e RA xmon=rw B F R IFEANE
XT xmon T HHXLE BN EEXIF £28|5 7 kernel_lock, XTEH root FBRBIK i 1T R IFHIRI NS,
BXRUMAEERZGSITSHIEE, HSEE A PNHNEERAZGSTSHER.
(BZ#1952161)

Cornelis Omni-Path Architecture (OPA) F#HLi4
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Red Hat Enterprise Linux 8.4 5523 # Omni-Path Architecture (OPA) E#E ., OPA NTEEELINE

FRTHER I/0 Tz B NS MEERIELHE (B H. s HER, |KELR) R#EEMN Fabric

Interface (HFI) HEH#BILFIRE,

BXLHE Omni-Path Z2H98915iBE, iES 17 : Cornelis Omni-Path Fabric Software & 1T3E103X 14,
(BZ#1960412)

RAERTHRAE SLAB &G H

T CONFIG_SLAB_MERGE_DEFAULT R#ECE £, HMEEINBER FTASEFH SLAB &F, XA
BlbEEREOEEFISEEHNTEBREEFERE., MREFEZHIM slab-cache &F1TH, B LUET
EARZBRITHAR slub_merge SHEEFSHE. BXUNMZEAKMTITSHNIFEE, ESERN
TP RGP EARAZSSITSE,

(BZ#1871214)

ima-evm-utils {43 rebase B4 1.3.2
ima-evm-utils S EFHRE1.3.2 A, IRUEZINEBFEZEBEMER, TETEIHE

o AMTXAEBZEFETFEER (TPM2) LINEEHZHEF

o [NEISRAMEY BREFEAEEEMEK (PCR) 8719

o & CLI BHTEA OpenSSL 5|2

o RINT X Intel Task State Segment (TSS2) PCR EZEXBIZ #F
o RINT XRYA Integrity 221 (IMA) EIREISZFHE

libimaevm.so0.0 [ libimaevm.so0.2 & 2 ima-evm-utils F9—%349, YHEMNN BREEEFER
libimaevm.so.2 5, libimaevm.so0.0 A A& = FIRNM,

(BZ#1868683)

T2 FH9 CPU %R hiZHl IMA #1 EVM Thag

BR ARM %, FE CPU BRI EEMFR RN (IMA) MY BREIEES (EVM) FAREBRLIMIIEES
fr. FRNEEEED CPURMHMARMAMAR. UTE2ENZHN CPURMREEMNEN :

e IBMZ: IMA N BREFEMEERFNS B,

AMDG64 # Intel 64:4b F 2 £ 5| SR B EFZ2 KL,

® |BM Power System (little-endian) : 20 FZE£FMAE 5] F IR B4R E L2 5KHE,

SHA-256 E A X R RIBIAR B EIE,

N FRIERN, MERIRESN IMA-SIG, ERSIEFAENHEFERAA, HEBR T d-ng|n-ng|sig,

I EHTHY B B Z K IMA #1 EVM FREUThEEZE R, MR - 226 N AR FEMA R CPU 2Ry
TvHER,

(BZ#1869758)
ITE, RHEL 8 B E T ohk4E ThaE, EAHEA
HFREHITIEAE, REAGEREEER . BRTRESSBEIEMMERE R E, EEEBELT, thE
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AREHINRRF R, FEit, PREBT— D RERERREINE. ZBIBRR O ERURSE, R
EVRIRESERIERNBEREIN., BF, MRREAAFCEKRERR, BT HRIBMOEIER, E3)
Rgdid 15 R o Eean e M /5 s R R 48 TR skeuibisit, X IhEEIiRE T REFDEIHFREFTTER
FEENRFRFRINFYIEELRNLE, A, BERAFEDEIERIELSRE,

Digk

==
[=]

F5E4E (Proactive compaction) FIIHNL4EED), XA BERX RESEH™E
2, ENBFARHENRNEFEIESERHERMS, Hit, EREIEHRTE
FER AL, LURH RN AR RO IR B0E,

(BZ#1848427)

£ RHEL 8 i INT EDAC X ¥F

TEIXNhRAR, RHEL 8 XIF7EEE 8 KFNEE 9 XM Intel Core Processors (CoffeelLake) Hi%E&ER Error

Detection and malection (EDAC) A&k, EDAC RZIER EE BRI MT (ECC) WiE, H
AR S PCl BT BRI IR,

(BZ#1847567)

44 : kpatch-dnf
kpatch-dnf ¥ {4+ 212 7 —> DNF &4, ©RIVFITH RHEL RO T ARRSER N T B #T, %17 HS§

=5
MR BRI RENFIAE A%, SEUERENANZ. BX kpatch-dnf Bi1¥15, 15EE dnf-kpatch (8)
FMUIsk EE. EIEMEHFAZ X,

(BZ#1798711)

slab R7ZH9%T cgroups 1EHIZRSCH

RHEL 8 FI7EiRfit THERIHRF R slab N2 HIZRE0HLH, BRT, FAPRTF slab ILBERTERN
FEERIHBHABX R, slab REFEHIZRIRE T slab ERAEX (&% 45%) , HARIVFHRFEZREMITEN
MBI RIG . H4, XPEATECEENRFEHHABENEN CPUMEN T R slab ZEFES, ¥
NFFE R ERAR I E —HEANE CPU BN T R slab &7, Eit, BTUEZERERZREL
£, FHUEXREFE BRI,

HER, SN ERRANAGEREZEERS CPUNE, B2, BEERXIMEREREBAEE,
(BZ#1877019)

RHEL 8 srishn 7 i [a] g 44 Z2[a]

time iy %2 22 A AT 1L RS AR B | SHTEMEE AMD64,  Intel 64 1 64 {iL ARM KRy EN6p & 22 AR
. LIhEeE A FEN Linux FARBEAFIN A, URMREERKE BXH PSR RIAE, TE, A
Fa LB AR ML BN [E,

(BZ#1548297)

HThEE : SREIZ2H T
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FEXNhRAF, RHEL 8 ENLAZAILUS BN B FANAETTEIRE S hypervisor, X1 7 EHB
REMMTRMRE, HIFR, NFREFITENAEFET, SIEEMYFEES, mEEUNLLIE
3 virtio_balloon %%

(BZ#1839055)

X1 perf top PHEBHBEFINF

XA RAA, ZAHAPSDREATHEN, perf top I LUREREHIINHERFITHRE, MARIRE
—SHEF. FEL, REFRIZTERRN data I RIEITHEF,

' %S M 0 FFHa,

# M --group-sort-idx ST LIRS, FATLURERIISHEIF.
(BZ#1851933)

kabi_whitelist X BB E s AN kabi_stablelist

RIBIEAIEEMA EMIES, 17 RHEL 8.4 X 1ThR 1T kabi_whitelist S EHEZ N
kabi_stablelist.

(BZ#1867910, BZ#1886901)

bpf rebase ElfRA 5.9
RHEL 8 H#Y bpf A XA BB H KB A v5.9 BI_ LR IENF,

XANEHRMS NI EFERMEENEE, FTETESHE
o NI T BRETITFRA Berkeley Packet Filter (BPF) XEfAFTA BPF 125 LUE AR 1T IR E,
o [A—EH|HEE (cgroup) FHIRRRFAILUHE cgroup RIh7EfERRET,
e BPF BREHUEEEFERFIZIT.
e SO_KEEPALIVE F1#8x ;%3] F§ F bpf_setsockopt() helper,
HER, AL BPF 2R TREERRHERRM,
(BZ#1874005)

bee B E# rebase Flifk4 0.16.0
becc HEBEFALKE 0.16.0 i A, BRESNEFEAMEEMNEE, TETHIIE :

N T S T2 klockstat #1 funcinterval

& tcpconnect St T % N ER D

1EE 7 HXRIGLUE teptracer TEHiH TR IPv6 ity SPORT #1 DPORT %1

EE B FRIBKRITIK %

(BZ#187941)
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bpftrace rebase Elhiz4 0.11.0
bpftrace Y EAHLE 0.11.0 kA, REZNMEFHEREENEE, FETETHE

e RNINTSLA#EFF threadsnoop. tcpsynbl. tcplife. swapin, setuids #1 naptime
e {EE T tcpdrop.bt #1 syncsnoop.bt T& jZ1THIKIN
o (BE T1E IBM Z FJZRAN%E; Berkeley Packet Filter (BPF) F2R5MAy n]
o BETRSHEIER
(BZ#1879413)

libbpf rebase ElhikZ< 0.2.0.1
libbpf Y4B EALEIMRA 0.2.0.1, BRREHSIMEFEIZMESENIGE, TELEAIE

o RINTXMEF BPF KRB (BTF) 591 M A BRAIFZF 17 7] bpf_map?itsg s B Berkeley
Packet Filter(BPF)ME F XRS5

o RINT BPF I

o RINT bpf EEMEEN

o T bpf_link ATVIZR 4
(BZ#1919345)

perf SR MIEFEZTRIBESR SRR MIBRIEER R, TIXRELHES perf

FELARTHIRRAF, ZM perf record SLBIRMNSKMFRERR R, BAUSIE perf i#f2, Rk, EHAREELDN
AR Z £ MR RIB N AR IEE, At E K, TXMNRAH, EaLishSithi@d 26 EEE O SR
2 [ perf record IWEREBERR, MEHIZLE perf record #Hiz,

(BZ#184411)

perf TEIFESZRFICKIF LR trace BURBHLENT I (A1 B
TEXhRAH, perf script RTLLC S I B B LI (A BRY trace #1458,

X - BRI AU B trace BUE, BELIEREEMR B ID 03,
R RYTIN (B0 KRB, ERREN BN ID
I # perf record -k CLOCK_MONOTONIC sleep 1
ZRREAEEN N ID ILFABEREUE, HHUTU TGS
I # perf script -F+tod
(BZ#1811839)

dwarves rebase B2 1.19.1

dwarves S HEE 1191l A, IBHSPEFEZEEMLEH, HEIENE, XPEHEIAT—H
M B % ftrace 5B H DWARF IR EREMF AL, UBEREKT ftrace R FE.
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(BZ#1903566)

perf BLAESZ 35 {8 A 15 € S5 44l 2 (R IR B TR EA S

XN RES, S QA E VBN ZOARK, FERNBEESHNGEIES A perf.data X4,
I, perfit3k ATMUERSIEASEFLLIZT, MAKENTEHNEIES A perf.data X4~ £ M4BT
#H, MBRICRERLBIEE,

EfEMH perf TEROIZBE B ZHRICREHFERR, HEAUTHS -

# perf record --overwrite -e _events_to_be_collected_ --switch-output-event
_snapshot_trigger_event_

(BZ#1844086)

¥ DRBG ] Jitter fHREFS NIST SP 800-90A 1 NIST SP 800-90B

Kernel Deterministic Random Bit Generator (DRBG) #1 Jitter i BIEF & @A DRBG (NIST SP
800-90A) MARBHENAEREE I, FXTHETREN LM (NIST SP 800-90B) BI/HEIR (NIST SP 800-90B)
MASHTE, Eitb, 7 FIPS &R AR AR FE o] LUE FLX LB E ) FIPS FEAMIBEHLMER noise iR,

(BZ#1905088)

kdump B ZHFbRiIC I HIBA B4 OB Virtual Local Area Network

TEXMNRA I 0 T 2357 kdump BZi& Virtual Local Area Network PricB94HEO, IIME, LLIThEER L
kdump {EF#78 Virtual Local Area Network FRic BIZHIEO#% 6% vmceore ST

(BZ#1844941)

kernel-rt JZH 2 BEHZE RHEL 8.4 #*f

kernel-rt JR 2 B 37 1 {# B & HTHI Red Hat Enterprise Linux PRI, SEEFHA T E LB HERITH LM
A V5.10-rt7, XHANBFEAIRHERSEFEREEMNIM,

(BZ#1858099, BZ#1858105)

stalld 4B IFERIMNE RHEL 8.4 X174

FEXANhRA A, fF stalld B SRIMNE RHEL 8.4.0, stalld 2 — /MR EZTERIER N AR RS EBLAE
BT ERR. BREZTING LRAFHE EIEE M ([ER CPU BIfRIL4AR,

L ERINEI—PREHBILIERS, stalld RIni 5 HEZSREEHR )y SCHED_DEADLINE, H y4i2nBEA
£ CPU B[RILAITRIRTIR ., KA 9 F e s E LRI, SEREIEHIRIA R RS,

(BZ#1875037)

1 hv_24x7 Hl hv_gpci PMU B37# CPU #i&Ek

XM RAR, PMU AR LUERMANL, CPU BIPEERIE, EIL, MR hv_gpci FHITHSER
89 CPU Liz17, NNTHKEEREH—1 CPU,

(BZ#1844416)

POWERPC hv_24x7 B89t =T

POWERPC hv_24x7 SR EE4MIEIMIIE AT perf. BT REZNEM, XLIETRAILARIFH T M
perf I EERKERBIE, LUK CPU a0l 4h 8 T 4F £ 3,
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(BZ#1780258)

Hwloc rebase BllhRZ 2.2.0
hwloc {482 FHKE 2.2.0 kA, SRMLITEN :

e hwloc Ih8EE R LA &5 Nonvolatile Memory Express (NVMe) JXEh2s B EAIE R, SIFRA S KN
FMRE RN,

(BZ#1841354)

igc WEHEFIHARTEE T

igc Intel 2.5G BAAR Linux B4 LAN 322 fERHEL 8.1 {E AR TI 5| AR, M RHEL 8.4 FF
1R, SHEMBREPEIFETLZF. ethtool £ ige H% LAN,

(BZ#1495358)

4.9. X RGN TR

RHEL ZZEINEZFCNE K/ N 16 TiB HIZH /K

FELRIHRAR, HRE RHELE, RERFRUB—1&% 128 GB B swap 2K KiHTHNMFEID
Izo

EXMRAR, NFEINDK, REBFSUEIE—IES 128 GB B swap 2K, EHFIHK,
& LA —N 16 TiB B9 swap 29X,

(BZ#1656485)

=SMHIB& (Surprise removal) NVMe &8
TEXNhRAR, Sl ERTISEBIIRERSHER TM Linux B 1ERG AR ENER NVMe %7, iXaI12
= NVMe &AM, ENTRBELONNT RS EELIRINFEIER, MM e LU 5 AR 55 2=
] AR R AR 25 25 BT A
FELUTLR :

o EHNIE NVMe %4 EE kernel-4.18.0-193.13.2.¢18_2.x86_64 = E S kR4,

o ERRINEAMIER NVMe %5, FIREREEBEH AR THHIFANERK,

o FEXEENMBRNRFIREREEN NVMe 5, B0 : BEERANBRESRIERTSE
swap 2 XH NVMe % #,

(BZ#1634655)

Stratis X REFSHERREEN

TEIXNHRAH, Stratis XHRITFT S HEER R B M /stratis/<stratis-pool>/ <filesystem-name> e}
/dev/stratis/<stratis-pool>/<filesystem-name>., R\t, WITHMBIAR Stratis fRFSHEE, FHEMS
AR S ERRER,

A S stratis_migrate_symlinks.sh I HIA, HNEFRENRIRBHF A SHRERZR, WNREF)
DX systemd Tk /etc/fstab X3 B BhiEEL Stratis XHRYE, AR LRI FAFTBRF S HEERS
#ZxEHFEell
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NRERBERFY Stratis FSHEEBEEHRELE, HEWHERBER, 51FdEA
BETTIEE P RERSE RGN FEMe

(BZ#1798244)

Stratis IEZ G EINE M BIBE N Clevis INEERE&

FEXNHRAAR, ERILMER Tang BRSS 2RIFMBEB Stratis HEE El Network Bound Disk

Encryption (NBDE) , SHEZNEEMELSER (TPM) 2.0, FHINEH Stratis th45EZI NBDE 5 TPM
20 AIAEB SR, Rit, ERLESRRAERGN Stratis i, MEREBRRSERERHRN
BRI R, EER, 19 Stratis ILEZIMIAN Clevis I TRIE A MR E AR A INE,
(BZ#1868100)

A BORTSRIEHITE XFS # extd XHRGHE A DAX BN [E]

b T B EEIN, XL%TS FS_XFLAG_DAX inode i7E45&E A, ) XFS # extd XHZH
5 E SRR E A (DAX) BERIREH], ELRIMMRAS, EA dax LT BN XEZR
%5 DAX, HIIE, ALURIEESENXEEREFESER,

RgZE ERPRE FS_XFLAG_DAX BF A &FE# N E X E B X5 B2 A DAX, dax HEH ETEER
SFERIZrE

e -o dax=inode - fRfE FS_XFLAG_DAX, WIR%BIEE dax LUi, NiXZ2EINEE.
e .o dax=never - X2 DAX, ZB& FS_XFLAG_DAX,
e -0 dax=always - Xit/5 F DAX, ZB& FS_XFLAG_DAX.

e -odax- —/MELET, & "dax=always" BF| &, XATRESELLEHMIER, FELLEEFER "-o
dax=always",

BRI LAME A xfs_io SCAARFH chatter e X B FS_XFLAG_DAX 17 :
I # xfs_io -c "chattr +x" filename

(BZ#1838876. BZ#1838344)

Hi{E ¥ SMB Direct
TEXNhRAR, SMB &/ iR SMB Direct,

(BZ#1887940)

T AFEESHERSIRE API

XN RAR, RHEL 8.4 AN T —NEF RN H RS £ T X (struct fs_context) BIAIER %45 41
WX RIBIE APl, MTIZERFZRE, VFS MIXHRGAEHESSHAEIRETERNREE. B
M, EXHRGLETXHAEUT R RHFITIRE :

e fsopen() - ERF Y fsname SHHEEN 4R AUB— N ENXHRAERE LT, FE
WINEIQRRR, FREMINEISHERFF, AFRO,

e fsmount() - XA fsopen() REFISCHHERFF, HOANEHAPIRERNIH R root BIBREHN R,
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e fsconfig() - M fsopen(2) 5 fspick(2) RETHAREBEMNXHRSERE L T XUIRHESEF Lo
AN

Mo

o fspick() - ERZAP AR MW XGRFEE LT, FHEMRN—NTEFERNBIOR, LUE
ALUEHEEE.

e move_mount() - FEHM—NMIBEZE A —NMIE ; ©thelAF@r OPEN_TREE_CLONE X%
S FRM AN fsmount() 2 open_tree() G2 BIRMIINBYHEEE:,

e open_tree() - fiFHpathnamefTIE EMEEN R, FREMMBFXGHERFRTRE,
e B 0 E St 7

HER, EF mount() RZHERIE AP DAZEIZH#F,
ME\EEZELR, HSHRZERN 8 Documentation/filesystems/mount_api.txt X4,
(BZ#1622041)

viat XHREE mtime FEHINER

XN RAER, viat XHRST mtime EAFF ML EEANFHHNEFTBELE, IMEFEHAE
AN £ mtime STTEUREZ FIBYR FERE), XABRE,

(BZ#1533270)

RHEL 8.4 IR7E32#F close_range() RG A

TEXhRAH, close_range() R4 AR HKMEEBHEER RHEL 8.4, XNRAFRALIAM X 4 EEH
WBIFRA SRR AT, B ETER 2 RFECE IE R KBIBR B HRIR 2% 4] % Fh SC A4 Hi RS HH AR (] 1]
ElD‘\fo

(BZ#1900674)

AT @i NFSv42 MG T BB

TEIXANRARIE I T XA AT BEM(RFC 8276)8 NFSV4.2 B imMRS SRR, #i8 T TUTH
W R :

HiRE
- GETXATTR - JRENX 4R RIEM

- SETXATTR - W XH &% EY BEM

- LISTXATTR - I X #4899 R E M

- REMOVEXATTR - BRI R E %

FRVEEIRACHY -
e - NFS4ERR-NOXATTR - xattr 7%= 7%

e -NFS4ERR_XATTR2BIG - xattr fE KX

HEM
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e - xattr_support - per-fs RIEBMHREZEXFF xattrs, HIXE N True I, NREHRS
T RREM.

(BZ#1888214)

4.10. =50 AMFISEERE

MAE X colocation AFRAMFEXL B R

EXANSH R, BILURBHREFAME (colocation) £, INRLHRAMKIG BT EL BRI EFS

B, Pacemaker R ZHRERFEL, HNETHWREABAELTTAL, MARZHNIFANTRBESR—
TR, BEXFXMNTH, colocation ARIMIEE—1 influence £, B©ALULEN true = false, HIR
th 25 critical 9 meta-attribute, tRAILULE N true =X false, critical TR meta EIRI(ERE
influence EURIBRIME, &R FERIITTRY R FTIRMIFTA colocation VR,

J:'l influence colocation ZJFEITAI{E N true Pacemaker I, &2 {8 3 BRFNARIHA R ERESE R
o HNSRAKG PHRIA B RINAER HE, NN ERENBES -1 A

% influence colocation JEIR{E J7 false Fif, Pacemaker & ABEKIT KRR SERSIERR, X
MIERT, NSRRI CHRIABIRMWASERS HE, Y EFRERFTUMREEYLIIT RN, BRHEIE,

ZIAE R T, critical BR meta EIAIE XN true, §&RE influence :EAEIAE N true, XER
B 2 Bl Pacemaker i F R X AN THRGEERBIIT Ho

(BZ#1371576)

Pacemaker #LZ Ho0%T e BUERT

PCS A F—MEERE M, BRI MNIEER PCS 65 HE X Pacemaker LI {8 F
IXEEHIE, Pacemaker MU B L0 BUABIAIZ ¥, BE 64 fEH,

(BZ#1869399)

103 e B B R =k mT 2K s B BRI 4 3E B E X 5e k& ID

LR OB T S RS Al A e B FHRAT, SefEHIRENIAS BN resource-id -clone, 1R 1% ID BIEfE

A, M PCS RIS -integer, MEEHUE 1 T8, SIRIM— 5, ([EFEBM. IFE, EFEMA pes

resource create = pcs resource clone a4 O IE TR, ERILURBE H IR ID 18 € A TRk fE

A clone-id £ E E A KRR ID kBELLBVNNE, BFUEERTENESR, HEMW 0/2ES
N R ESERBI SR B BTIR.

(BZ#1741056)

iR Corosync Be BMIFT6p 5

ITE, eI LUFERA#FH pes cluster config [show] @54 A% # HA& = $TED corosync.conf LB
A, BUABERT, pes cluster config i S FEAXAHHER, BUARTEMF K ER Corosync Bt
&, HEWMETAFRS pes cluster setup #1 pcs cluster config update s 18[E.

(BZ#1667066)

Hap DESUNB LM Corosync BBi&

H1E, EETLUERETRY pes cluster config update 518t corosync conf XX HHISEL, Hign, &AL
FERXNRDRIEN totem ThE, LUBRIEILAT REL TN HA A #1TlEE. B XIEW corosync.conf X
HEIFENE, E5%E FH pcs S IBER corosync.conf X,
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https://bugzilla.redhat.com/show_bug.cgi?id=1371576
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/configuring_and_managing_high_availability_clusters/assembly_creating-multinode-resources-configuring-and-managing-high-availability-clusters
https://bugzilla.redhat.com/show_bug.cgi?id=1741056
https://bugzilla.redhat.com/show_bug.cgi?id=1667066
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/configuring_and_managing_high_availability_clusters/assembly_pcs-operation-configuring-and-managing-high-availability-clusters#proc_pcs-corosync-manage-pcs-operation
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(BZ#1667061)

AL PEAMNEA Corosync EINE
FELURIMAR AR, EREEEQEFERIEE Corosync REME, EXNhRAA :

o RAJLIEA pcs cluster config update #3458 2K Corosync I INEFEFIHNERE.
o XA LIEA pcs cluster authkey corosync 4 B X Corosync authkey,
(BZ#1457314)

AFHZMMBN GFS2 XHRGHIF crypt FRACE

RHEL HA IIFESZ FF— D89 crypt HHRICIE, BRIFEEE— LUKS IMERRIZE, RARERMAHZEN
NER GFS2 X%t BHAIRXFE GFS2 XHRGHERA crypt R, BXRECEMBEH GFS2 XHHR
SRS, EESEREEHTPRENREN GFS2 XHRS.

(BZ#1471182)

AN SIRIEES. MM EBHEZERSS %
L © python39
RHEL 8.4 5| A7 Python 3.9, EH#E python39 # ubi8/python-39 A 257 &I,
5 Python 3.8 AL T E A -
o &3 () MEH (|=) Operator EARINE dict A,
o TEFRFEARINT MPRAIZFIFLMI S .
o RARR—MERNMEFERIERE, i list 7 dict,
e |ANA Time Zone HUHEFEIITE 7] LUB T #HY zoneinfo #&EIRTF,
Python 3.9 R EfEMG SR 5B —NREHFH Python 3.8 #l Python 3.6 #1T& %,

Z M python39 EHRZERHE, 1HFER :

# yum install python39
# yum install python39-pip

python39:3.9 & B 5//= F.
SniTRRRER, a0

$ python3.9
$ python3.9 -m pip --help

MBESER, WHH ZEAER Python,

HER, ZLIBRRELNS Python 3.6 122 #F, BEZE RHEL 8 £ AHILER, 5 Python 3.8 £{l, Python
39 MEMGRARARE T Red Hat Enterprise Linux 8 N AR RAEMEE .

(BzZ#1877430)
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https://bugzilla.redhat.com/show_bug.cgi?id=1667061
https://bugzilla.redhat.com/show_bug.cgi?id=1457314
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/configuring_and_managing_high_availability_clusters/assembly_configuring-gfs2-in-a-cluster-configuring-and-managing-high-availability-clusters#proc_configuring-encrypted-gfs2.adoc-configuring-gfs2-cluster
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/configuring_basic_system_settings/installing-and-using-dynamic-programming-languages_configuring-basic-system-settings#assembly_installing-and-using-python_installing-and-using-dynamic-programming-languages
https://access.redhat.com/support/policy/updates/rhel8-app-streams-life-cycle

B AT Tt

Python urllib f#HTZhaERENIA D BRRF B X

% fR Python urllib FEFREY Web Cache Poisoning CVE-2021-23336, urllib.parse.parse_gqsl [l
urllib.parse.parse_qs HEEMFIA D FRFFEM & 12 S ()N REA &

bE%& RHEL 8.4 B4 %, XNEMEHHIE Python 3.6 L], FHAELLT RHEL 8 REXITARMEEHIEE!
Python 3.8 # Python 2.7,

MNP RN ERATERARTRE, FILZIERMT —FITEREE Python Bt EHENR T RILDFRE
FFEOIT . B4V, INRZRANEY urllib BRATThEERRNIEIZ BN F =2 B R Bsomi, A HE &,

MEFELIER, ESM Python urllib FEH B Web Cache Poisoning [AHIEEfE AR (CVE-2021-
23336),

Python 3.9 A2 &M, FABLZTEFHNRINIREAT(&), HREEEHA BPython KEBHER
urllib.parse.parse_qsl # urllib.parse.parse_qs E#| (%% separator SE M TIEH.

(BZ#1935686, BZ#1928904)

FEEHUR ¢ swig:4.0

RHEL 8.4 B| A T Simplified Wrapper # Interface Generator(SWIG)iRZA 4.0, ©E NEFELLH swig:4.0
1Rt

52 ri% B9 SWIG 3.0 #HLtEH B E L a1F -
o ME—#8 Python fRARZ : 2.7 #1 3.2 # 3.8,
e Python EHREMAH : EXIRIEEWE L, HAERINSRRS I,
o RINT % Ruby 2.7 B H,
e PHP 7 I RME— 2 HFH PHP IRA ; X PHP 5 B2 1 B4R,
o FERBUEONH LIZIT SWIG IR EEIRS,
o NINT X ERBITIAIIX M (HBFF NN H) BISH.
o INT X JavaScript Node.js ik 2 E| 10 kB9 5.
e NINT X Octave hivzA 4.4 El 5.1 it B932 .
E 24 swig:4.0 =R, 1HEMA -
I # yum module install swig:4.0
INREM swig:3.0 AL, HSH LRI EIH IR,
A% swig BHRIHKEMIFE, EEE Red Hat Enterprise Linux 8 Application Streams £ & EH
(BZ#1853639)

R © subversion:1.14

RHEL 8.4 B A T — BB subversion:1.14, Subversion 1.14 2 RHHKEISZH#F (LTS) i A,
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https://access.redhat.com/security/cve/CVE-2021-23336
https://access.redhat.com/articles/5860431
https://bugzilla.redhat.com/show_bug.cgi?id=1928904
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html-single/installing_managing_and_removing_user-space_components/index#switching-to-a-later-stream_managing-versions-of-appstream-content
https://access.redhat.com/support/policy/updates/rhel8-app-streams-life-cycle
https://bugzilla.redhat.com/show_bug.cgi?id=1853639
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1£ RHEL 8.0 89 Subversion 1.10 WE X2 L E3E :

e Subversion 1.14 S1F AT B FHI$ Subversion £/REIE ML TEMZE Python 3
HRE

e ## svnadmin rev-size &n % VT P BRI ARABE KN,
e #1# svnadmin build-repcache @ EEIE G BEWE R D HIZEIE T rep-cache $IE/%E,
o RINT —NFHISLEE MRS, BN LA TERIARE,

e SIHET X svnlog. svn info # svn list S SHIR M, 5120, svn list --human-readable 3}
TR AR R By S R F ST RN

o NI AEIT{FREIAM svn status B 7 EET,

e 5 Subversion 1.14 JR55 23 M E S imiH T3 BSubversion 1.10 B M ixflR 523, B2, MRIE
B InMRS B AN BNEFhRA, SNELIIRETREAR T A,

e Subversion 1.10 T EIEHFAEZER LATE Subversion 1.14 AR Ih 0%,

e 7 RHEL 8 FE&#ER Subversion 1.14 R FA P EEZ I A AR ERE, XNMITANE
Subversion 1.10 f/8[E, {B5 Subversion 1.14 By LR ATE,

o St Shelving ThAEB 4 £ BE %k, ©5 Subversion 1.10 FllE#) shelves TH#E., HX
VEBERFUBR, ESH L,

e Subversion 1.14 FE R T AL BMNFNRE T 726 E O £ F R RN S0 KA B8R
B, BXZRMNECENER, BSMH .

E4 % subversion:1:14 &%, EEA -
I # yum module install subversion:1.14

INEREM subversion:1.10 i FH, 1ES U E EE#H AT,

A% subversion EH R FKEMIFE, 1HEE Red Hat Enterprise Linux 8 Application Streams 4 #n
A,

(BZ#1844947)

R redis:6
Redis 6, (BIUHERENE) IIEVENFEIR redis:6 1214,

Redis 5 B &L E1E :
e Redis JIEZFHPIAVIE LA SSL,
e Redis M7EXZFFF#EH IR (ACL), BE LT se R AFMBE SR r 89 F R,
e Redis MIEXH—1HH RESP3 hil, ©REIEZMIE X EE,

e Redis J7E R LAEFEE LA SRALEE 1/O,
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http://subversion.apache.org/docs/release-notes/1.14#shelving
http://subversion.apache.org/docs/release-notes/1.14#compat-misc-authz
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html-single/installing_managing_and_removing_user-space_components/index#switching-to-a-later-stream_managing-versions-of-appstream-content
https://access.redhat.com/support/policy/updates/rhel8-app-streams-life-cycle
https://bugzilla.redhat.com/show_bug.cgi?id=1844947

B AT Tt

o Redis MENE ik ER EIREAR S 2 m X .
o i T Redis JEERRYT HAEHA, BT LA R MIKERIT HARY ZREH
Redis 6 5 Red Hatis 5 %%, (B XM AEBTFEZEINELRA :

o LUELHAREFIER, SPOP <counts S AEIRE null, £ Redis 6 H, MSEXMIER TR
— AL, RUTER 0 SEARNER THIE R,

B R redis:6 BT, HEMA -
I # yum module install redis:6

SNREM redis:5 RAY, 1ESH TIHREIEHTHTR,
X redis EHR XK EMIER, EEH Red Hat Enterprise Linux 8 Application Streams &3 &
(BZ#1862063)
LR © postgresql:13
RHEL 8.4 3| AT PostgreSQL 13, TLLARA 12 12 T — Lo ThAERNIGIR, T ETHTIE
o REITMER B-tree REIZBEMES HIES BUHMERE
e RETHEARAHSRRMEIHMMERE
o U THERY BRI BIEIFX
o REIMHITEE
o HEHRF

BER, B PostgreSQL 11 LU _EiFIR IS Just-In-Time(JIT)JWIEBIHF, postgresql 13 IR
BRI,

FHiES R EA PostgreSQL,
Z2 % postgresql:13 7, 1HFEM :
I # yum module install postgresql:13

SNREM RHEL 8 RHYE R postgresql F %, 1HIRIR VLRI EHBUR RN AN S RHIT, RETH
PostgreSQL #(#&, #0 Migrating to a RHEL 8 hitA& Ffradk,

A% postgresql BH R FKEMIFNE, 1EEE Red Hat Enterprise Linux 8 Application Streams & #p
AR,

(BZ#1855776)

HEHSE - mariadb:10.5
MariaDB 10.5 7 4F 7 Fe9E L7 mariadb:10.5 121, 52 RIAXHRY10.3 IRAMLEH EZUUHaE -

e MariaDB I7EZIAF A unix_socket H{H W IEIEM, ZIEM VR RS A Unix EEF X
A E# % MariaDB B {# R {ERFEIE
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https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html-single/installing_managing_and_removing_user-space_components/index#switching-to-a-later-stream_managing-versions-of-appstream-content
https://access.redhat.com/support/policy/updates/rhel8-app-streams-life-cycle
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/deploying_different_types_of_servers/using-databases#using-postgresql_using-databases
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html-single/installing_managing_and_removing_user-space_components/index#switching-to-a-later-stream_managing-versions-of-appstream-content
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html-single/deploying_different_types_of_servers/index#migrating-to-a-rhel-8-version-of-postgresql_using-postgresql
https://access.redhat.com/support/policy/updates/rhel8-app-streams-life-cycle
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MariaDB X ###7# FLUSH SSL fr S E# N SSL ik, MAEH/EEIARSS 2.

MariaDB 7510 7 LA mariadb-* 65 &89 Z i HI0FE, mysql* RIS 5518 M mariadb-* B9 Z &I
i3, %40, mysqladmin, mysgqlaccess #1 mysqlshow 43 7/3§[E mariadb-admin. mariadb-
access #1 mariadb-show — 7l {13,

MariaDB 23— M8 INET6 2B KBk 2 6% IPv6 Hhllt,

MariaDB I 1E{# F§ Perl Compatible Regular Expressions(PCRE)ZERR A 2,

SUPER I EWO BRI M, UEIFhSEIMAAARRE—R. Fit, EEHEAEERT
FREREITUR.

MariaDB Hi1— M2 B4 & binlog_row_metadata, U R RGLEFNIRSZE, LUIEEHD
SRHTTHIE S,

eq_range_index_dive_limit Z=HEKINEE M 0 ELXH 200,

RINT —/ %78 SHUTDOWN WAIT FOR ALL SLAVES [B %5 % &4 F1— 1 #78 mysqladmin
shutdown --wait-for-all-slaves 1%t5i, LAERARSS 27 ER/E— binlog B4 L X EIFT A
NS ZN

EFH1TEHIH, slave_parallel_mode ZZEIEEILJ optimistic,

InnoDB F#5 | ESIELLTEK -

InnoDB I 7E 3z #E;f DROP COLUMN #2&4F, FHf1TM - EiiE,

LUTZEMEKINEBEN : nodb_adaptive_hash_index 25}
OFF, nodb_checksum_algorithm Z£ 7 full_crc32,

EMRHFART Z 1 InnoDB &£,

MariaDB Galera £E E AN EIRA 4, BUTEEZL :

Galera /[N T — MR EHIZIEE, EXFERITRANNES, AHITRERINTEH, £iF
LUNR R E HIE 55,

Galera JIE£E X F £ 5 ID (GTID),

letc/my.cnf.d/galera.cnf X {4+ H) wsrep_on iETHIEBIEEM 1280 0, LUABALERAR A%
BEE TR AETBIER a5 wsrep El,

A1ES A # A MariaDB,

E %% mariadb:10.5 7, iEFA :

I # yum module install mariadb:10.5

INEREM mariadb:10.3 BEHFEFHAL, ESH M MariaDB 10.3 #ZE| MariaDB 10.5,

A% mariadb ERZHFKEMIFNE, HEE Red Hat Enterprise Linux 8 Application Streams 441 &

H,

(BZ#1855781)
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https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/deploying_different_types_of_servers/using-databases#using-mariadb_using-databases
https://docs.redhat.com/en/documentation/red_hat_enterprise_linux/8/html/deploying_different_types_of_servers/using-databases#proc_upgrading-from-mariadb-10-3-to-mariadb-10-5_using-mariadb
https://access.redhat.com/support/policy/updates/rhel8-app-streams-life-cycle

B AT Tt

MariaDB 10.5 124t PAM $&H4-hr 4 2.0

MariaDB 10.5 7510 7 Al iR IEAR R (PAM) HRFBIFTIR A, PAM E#ERRA 2.0 5154/ setuid root
SRR I SCE S AT PAM BB 98IIE, X (1S MariaDB =] LA A H il PAM &3k,

£ MariaDB 10.5 #7, F#EHILIERR (PAM) a4 R EEXXHEBEHPHE mariadb-pam, LEH
SRR EE PAM HEEMRA : iR 2.0 2BOME, hRA 1.0 N4EJy auth_pam_v1 H =X RIZERM,

HER, RIAERT MariaDB RS5 283~ %% mariadb-pam #4448, ZE1£ MariaDB 10.5 iRt PAM &
RUETEY, 1EF5IR%E mariadb-pam K4S,

FiES SR PAM fE4RRA 1.0 7£ MariaDB R 5L 1E % TE,
(BZ#1936842)

A4S : mysql-selinux

RHEL 8.4 7RIN—MN#THY mysql-selinux 48, ©7 SELinux #5124t MariaDB #1 MySQL BUE/% 89
N, PN EHIEERSSR—RBRE, ERIILESRE N 200,

(BZ#1895021)

python-PyMySQL rebase x4 0.10.1

python-PyMySQL #4812 # pure-Python MySQL & /Mim/E, ©EEHE 0.10.1 kA&, ZHH4E88%E
python36. python 38 # python39 &=,

FETESE
o TEIXANhrA, 1inT X ed25519 1 caching_sha2_password & {35 UEHLHI I35,

e python38 # python39 &R FFIXBEMFIAFRZ utf8mbd, 115 EF—3, python36 IR
BRI latinl FRE, LUREF SRR R IRABIFRA M,

e 7f python36 &l dh, /usr/lib/python3.6/site-packages/pymysql/tests/ B AH A A,
(BZ#1820628, BZ#1885641)

44 : python3-pyodbe

EX N RAR, ¥ python3-pyodbe ¥4 S 7 INEI RHEL 8, pyodbc Python #&=H iR #%} Open
Database Connectivity (ODBC) UEZERViA], X MERLILT Python DB API 2.0 #l4&, HAI5HE=F
ODBC shi2FF—i2 M, Flin, EIFEALUER Performance Co-Pilot (pep) 1% SQL Server B

B,
(BZ#1881490)

S : micropipenv

HIIERME T — /N8 micropipenv HE8&., B pip S RERFIRH T — MR ESITERRE, UX
¥ Pipenv #1 Poetry #3014

HER, micropipenv {4 7L AppStream FiEEHR LM, FH1E Compatibility 7] 4 Tiett, MERE
%{E R, 1§25 Red Hat Enterprise Linux 8 N iR AR .

(BZ#1849096)
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https://bugzilla.redhat.com/show_bug.cgi?id=1936842
https://bugzilla.redhat.com/show_bug.cgi?id=1820628
https://bugzilla.redhat.com/show_bug.cgi?id=1885641
https://access.redhat.com/articles/rhel8-abi-compatibility
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44 : py3c-devel #l py3c-docs

RHEL 8.4 5| A 7 #1849 py3c-devel #1 py3c-docs # &, XL T4F C I BBHEER Python 3, iXLEEK
HaaEF—HiFraERU R —HRTFERRNIROMNE,

HiER, py3c-devel #] py3c-docs ¥4 @it A FFH CodeReady Linux Builder(CRB)fFi#/E KX #io
(BZ#1841060)

5% T AT ECE httpd B9 ProxyRemote 154

Apache HTTP fR%5 2378 ProxyRemote ECiB 55 B # o, ATLLUEFEMRAR - EMBHEERE, X
WERATEA HTTP RXGHEIE MiTEREHAITEMNEIE, LhIIEEEM hitpd 2.5 MEHE1E,

(BZ#1869576)

JEim sk a] 5 SSLProxyMachineCertificateFile 1 SSLProxyMachineCertificatePath httpd 55
—iEfE A

FEXARAA, ETLMERHF RS GEMF) B, IMEBMAN-(CA)SARFEES, LARMER Apache
HTTP AR5 23 #9 SSLProxyMachineCertificateFile #1 SSLProxyMachineCertificatePath Bt E15 4.
Apache HTTP BRZ5 2RINFEF L IE RN EIE CA, BMEellE
SSLProxyMachineCertificateChainFile 1§ % — &£ A —if, ELRIMMAR, MNRIEHmRIEDS
SSLProxyMachineCertificateFile #1 SSLProxyMachineCertificatePath {555 — @&, | httpd Ti%
DABS B E IR ko

(BZ#1883648)

mod_security 23R FBYHT SecRemoteTimeout 1§45

FELRIMAR AR, EIEEIEUIE Apache HTTP AR52389 mod_security #& 3k A io Z A2 HL H BR 1B IS
IfEl, FEIXANARAA, RElLlEAHH SecRemoteTimeout BREIES, LU HHAAILE B E B,

LB iE, httpd BIFES KN, F7#H Timeout was reached Hi%E R, 1HER, EXMMIERT, &
HEtEE Syntax (iR, BMEERE XHEEIEELEN. httpd MK T B 8917 HEUR T
SecRemoteRulesFailAction E2E5 S HE (BRIMEN Abort) .

(BZ#1824859)

mod_fcgid BIRIIIERI LU R % 1024 NMAEL 21538645 FCGI RS FH[HEE

TEXANRAAH, Apache HTTP k%5289 mod_fegid IR A1 & % 1024 MIMRZE L #%5 FastCGl
(FCGI) IRF5 251778, LARIEY 64 NEMEZERIREIATEES S FCGI IRS5 88 Lz THIN AR IR,

(BZ#1876525)

perl-10-String IR{E EL¥E1E AppStream ¥4 £

perl-10-String F#4 & 124 Perl 10::String &5k, IMAEET =X RKH AppStream B GE X . 1ELLA]
BIRRA R, £ RHEL 8 BIAZ1ThRAH, perl-l0-String {42 2IEE T X HFHI CodeReady Linux Builder
FEhE R,

(BZ#1890998)

XS : quota-devel
RHEL 8.4 5| A T quota-devel {42, © =Ll Be&i i F2(RPC)IR S5 1R 7 L 304,
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https://access.redhat.com/articles/4348511
https://bugzilla.redhat.com/show_bug.cgi?id=1824859
https://bugzilla.redhat.com/show_bug.cgi?id=1876525

B AT Tt

HEE , quota-devel 4@ A2 X FFH) CodeReady Linux Builder(CRB)Zfi#/E & 17,

(BZ#1868671)

412. i A L TR

glibc FEPLTEZF glibc-hweaps F B R EMEL LI Z LI

ERLEZR R, BEARENRSH glibc MEEAREAMNILME, MARNZBINESERTLIEH
E, A4, H7E AMD CPU LizfThf, LERERATREINE,

EXMHRAS, glibc ZH7E glibc-hweaps FE R EKACHIZESI, S ERFRFRRIFERB
CPU K HIEHIhEE, KMEF B RANENH. WIIEERI A FLLUTEEM : IBM Power Systems(little
endian). IBMZ, 64 £ AMD # Intel,

(BZ#1817513)
glibc PR EBEFMERTEITHBUE AL TR
ELRIMARA S, binutils 553504523 Id XFF --audit £, 7E21THNEREFITEIAITHECE, 18 glibe

PEEREREFRBIRIE K, EXTRAF, glib ISMERFTBRRIEK, HEABENHITRLR,

tt, TLUEARG TSI SIEF A S E A R UYL HIRIE R T S ERFBUEH TR,
(BZ#1871385)

glibc BIFER AL IBM POWERY MItEHE

XA IBM POWERS 5137 T IhEE strlen.  strcpy. stpcpy%l] rawmemchr BYFTCH, IIAE, XL
THEETE IBM POWERO &4 ERTLAE R IMENTT, MiMiRE T 8L,

(BZ#1871387)

£ IBM Z E{E{E T memcpy H1 memset BytAE

EXMHRAAF, *fmemcpy 71 memset API E’J&/L\f“;&f)d_{:f?iﬂ*k LUANRXTIBM Z b 3825 ERy/NEY
(< 64KIB) IR ELBIERI AR LOEE, TIFE, MIBRFHENNARFREZRESTRIENENMELE

(BZ#1871395)

GCC Il ¥ ARMV8.1LSE EFI54S

EXNRAR, GCCHRFSRIHARRLAYT B (LSE) , #FH ARMvS.I HI&RINA atomic B, 5
ARMv8.0 Load-Exclusive # Store-Exclusive ¥§45 1‘EJ:|S IXLEBE N SRR N AR R IR R I RO M B

(BZ#1821994)

GCC I N EMN IBM Z RSB AEHRAIRT

TEXMNhRAS, GCC 4wiF2sa LN IBM z13wiaﬁﬂ;ztljmiﬁﬂz#rﬁ%ﬁ B BERAXANSGE, S
PR FIXFER hint, AL, B IMETUMELRASRIENMEREEIRS.

(BZ#1850498)

Dyninst rebase kA 10.2.1
Dyninst Zi# &I AMENTECEHEIRA 10.21, EEZMREFIEAES NG SIE

o ¥ elfutils debuginfod & /i /%,
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o T HITZHRKE DM,
o i T X RBY T EI SR DI T A,
(BZ#1892001)

elfutils rebase Elhix4< 0.182
elfutils G2 FHERA 0182, EEMREFILIAES MM EIE

e 7| DW_CFA_AARCH64_negate_ra_state 15§45, WR% A /5 Pointer Authentication
Code(PAC), &AL\ DW_CFA_AARCH64_negate ra_state R FF7E 64 L ARM ZRi4h
7 PAC 489S,

e elf update ¥I1E7E%i& 7 SHF_COMPRESSED Fr&HIERSMEE T 551789 sh_addralign f&.
e debuginfod-client M7 XX & {EH ZSTD 4RI ELF 5,

e debuginfod EEESMHHTED, EHEIREFABEMHIE R, gearing TFEE 0] I B A H
¥, FIRMEZ Prometheus 81T,

(BZ#1875318)

SystemTap rebase Bl 4.4
SystemTap TEEBEHERAE 4.4, RES N REFEREENEE, TETEIIE

o REFAF ERBMREMTEE M,

o A INFER LA [AX L 2R FL _E PR R AR A MIFAEL & : AMD64, Intel 64, IBM Z,IBM Power
Systems B little-endian Z5{&,

o NMHEFHRIEMAIATH.

o WHTHEALBELENMANFLMYE, HRIPNE2BLENHLVIFAMHENBEH,T T 1L, L
RIS,

e {#FH prologue # epilogue T X 7| & B#T 5%,

o 37 @probewrite predicate,

e syscall SHAIBRE A,
BXEETNESER, WERAINLLRFLZTEC,
(BZ#1875341)

Valgrind if£32 % IBM z14 545

FEXMhRASR, Valgrind TEEHXHF IBM 214 AL IR2RHIUEEA, TIAE, ERLAER Valgrind TEFEMA 214
vector IS K E z14 IS EFRERF,

(BZ#1504123)

cmake rebase Bt 3.18.2
CMake FE R B MARA 3.11.4 F+2 %I 3.18.2, ©7E RHEL 8.4 A 4F/ cmake-3.18.2-8.el8 # {4 @ iR it

46


https://bugzilla.redhat.com/show_bug.cgi?id=1892001
https://bugzilla.redhat.com/show_bug.cgi?id=1875318
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%645 HiF
EHEFE 3182 HEEMANTIE LFEM CMake, EfEAM4% cmake_minimum_required(version
X.y.Z)o
BRAVENMEFHNENESFER, ESH CMake Z1T7F1L,
(BZ#1816874)

libmpc rebase Elhiz4 1.1.0

libmpc ¥4+ B EEHE 110 ikE, BSRETLNRAMRFERMER. FHEEFGNUMPCI110 417
Eido

(BZ#1835193)

BT GCCIE410

GCCITE& 10 BRREF AT EEFMANFIFERTESH, ©LL AppStream 7={i# /% B Software
Collection B9 AE N Application Stream 2,

RHEL 8.4 | AR EEHRIIE :
e GCCHIFREEHELIFRAE, REUESIMEFHIRER.
o elfutils EEHZ 0.182 kA
e Dyninst EHERRA 10.2.1
e SystemTap BFHEMA 4.4,

GCCIEH 10 REUTIEMRA :

I8 hR A
GCC 10.21
GDB 9.2
Valgrind 3.16.0
SystemTap 4.4
Dyninst 10.2.1
binutils 235
elfutils 0.182
dwz 0.12
make 4.2
strace 57
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Irae hRA
[trace 0.7.91
annobin 9.29

FE L% GCC Toolset 10, 1ELUMRAF BB 2TU T &S -

I # yum install gcc-toolset-10

ZM GCC Toolset 10217 TE :

I $ scl enable gcc-toolset-10 tool

FiZ17— shell &1, EFH GCC Toolset 10 FH T ERALSEE XL TEMRTRA

I $ scl enable gcc-toolset-10 bash

MEELELR, HSHER GCC Toolset,

GCC Toolset 10 HHEM AR HEH A :
o rhel8/gcc-toolset-10-toolchain, &% GCC %i¥23. GDB JHi{233%] make B3t TE,
e rhel8/gcc-toolset-10-perftools, HAEIEMHEEIIETE, 1 SystemTap # Valgrind,

ZHIMARFR, Uroot HIDZITU TS ¢

I # podman pull registry.redhat.io/<image_name>

HER, WERXH GCC Toolset 10 BERHilk. AT GCC Toolset IR AWM B RHEKEFH.

BXBHRHERNIFE, 1HSMER GCC Toolset &R HIR

(BZ#1918055)

GCC Toolset 10: GCC £ #F bfloat16

7 GCC Toolset 10 1, GCC %8 UMERI3BIS ACLE Intrinsics 47 biloat16 77 B, HHmIRHM
BT,

(BZ#1656139)

GCC Toolset 10: GCC MIE#F Intel Sapphire Rapids 223 ) ENQCMD #1 ENQCMDS 54

£ GCC Toolset 10 A1, GNU 4ii%2a5£ & (GCC)IIEX < ENQCMD #1 ENQCMDS 5%, &R LMERE
B TERRRHRRR RIS E, ENAXMBIEINEE, 1§#EA -menqemd 1ET1Z4T GCC,

(BZ#1891998)

GCC Toolset 10 : Dyninst rebase Zlhfz4 10.2.1
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B AT Tt

1E£ GCC Toolset 10 #1, Dyninst Zi# I DA TERHERA 1021, EBMNREFHEFEEME RS
&

o ¥ elfutils debuginfod & /7 i /%,

o o T FHAT ZHRICHS 24

o O T NTRE RIS I I TR,
(BZ#1892007)

GCC Toolset 10: elfutils rebase Flhr4< 0.182
1 GCC Toolset 10 A, elfutils S EETHE 0.182 kA, EEMREFILIFEE ML HaIE .

e 7| DW_CFA_AARCH64_negate_ra_state 15§45, WIR%A /5 Pointer Authentication
Code(PAC), &AL\ DW_CFA_AARCH64_negate ra_state R FF7E 64 iL ARM ZRi4rh
7 PAC Ji RS,

e elf_update FI7E7Ei% & 7 SHF_COMPRESSED FiisM S EE T 51580 sh_addralign {5,
e debuginfod-client II7E XX & {E A ZSTD 4RI ELF 5,

e debuginfod EEESMHHGTED, EHEIREFABEFIE IR, gearing TFEE o] I B A A
¥, FIRMEZ Prometheus 61T,

(BZ#1879758)

Go Toolset rebase Blhf# 1.15.7
Go Toolset EAZE 1.15.7, FEHEIE :
o IIfE, FEREFRRAZTERVHANE, X2RNHFT LIS RTEEFIRIN T R BRI FH

Ko TEXMNRAR, WEFEZEERIA. ERALE, HFERAMIFESRIIE -Idflags=-
linkmode=external,

o WTFEHENNK, fEINRENT (BREFNERER) .

o L% HIETE Subject Alternative Names 3§ X.509 ik i #1#) CommonName FEM 1 EH. %
MAERBINZA, BEEATE, HI9E x509ignoreCN=0 /1% GODEBUG &2 &1,

e GOPROXY I3 #FBkid R EIHHRBICE,

e Go HIEAHEH A time/tzdata, EAVFEFN REEERAZRZFD, BIENXEEZEEAMSR
SR AAEA,

BX Go Toolset WEZER, 1554 A Go Toolset,
(BZ#1870531)

Rust Toolset # rebase Bl 1.49.0
Rust Toolset BE#ZE 1.49.0 liA, T BT HALE :

o I7E, IREILUFEA rustdoc T1EMIFIERRTE rustdoc FREFEIETIE,
o rust MAMEZRINESIRATE M, KRMAIM A H IR B RELIRAR,
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WAE, A LUERA [T; N]: TryFrom<Vec<Ts>> S —NAEH M ERKENEA,
ITE, &eILUEF slice::select_nth_unstable fiTHIF O X, LIHEEINR AT ARK ¢
o slice::select_nth_unstable_by 2/ comparator E%K,

o slice::select_nth_unstable_by_ key 12t % HIRENINEE,

AE, eI LAEA ManuaIIyDrop Y8 Union SFEXRYZEEY, 1ARTLAEF impl Drop for Union ¥
Drop trait WINEIIN AR, XIFEERTELEEFEFTHELEFERNMAE.

Rust Toolset IR EEREF A, FHH Rust Toolset 2HRMEEAEMEKR (UBI) GFEH,

MEELEL, EHSMH EH Rust Toolset,

(BZ#1896712)

LLVM Toolset rebase k4 11.0.0
LLVM Toolset EAHKZERRA 11.0.0, TELTEIIE :

AMD # Intel 64 AIf5ZR, IBM Power Systems, Little Endian #1 IBM Z #5407 % -fstack-clash-
protection ST iF, XN IFes TSR R EE stack TTERFE LEXT stack-clash
Rt

#TH%% 1% 25 flag fip-exception-behavior={ignore,maytrap,strict} = ;¥ m 1T VM., B
INEE N ignore,

g% 2 fip-model={precise,strict,fast} 717 H1b B B HZ sET, BRINKE N
precise,

MIEERIN S BT YR 1F 8 ir % -fno-common, TEXPMRAS, ESNEHATHER CIREE
ENHRIEEMA L E L linker $615%, BERIKXE, EERH -fcommon i17&,

LLVM Toolset R REHREFAH, LLVM Toolset ERMEEAEMEKR (UBl) GFEH,

MEELELR, BESHMER LLVM Toolset,

(BZ#1892716)

pcp rebase FllhiR4A 5.2.5
pep HHEBHLE 525 A, TBLHEDIRE

50

Wi T2 EET R SQL IRFSERIEIMEUE,
BN HRRMLIEITH eBPF/BCC netproc .,
pmdaperfevent(1) ¥ hv_24x7 core-level 1 hv_gpci E4515.

9 Linux 2 E PR, Linux ZFS 3855, Linux XFS $8F5. Linux RZEZEFIE. Linux %
BR1R TCP 4847, Linux PI7EA] ZRAM $8FFELL R S.MAR.T. #8173 #F NVM Express i,

B9 pep-htop(1) =L AR AT M b R FN AR IETR,

#H9 pmrepconf(1)sL TR 3R 4 pmrep/pcp2xxx B2 &,


https://access.redhat.com/documentation/zh-cn/red_hat_developer_tools/1
https://access.redhat.com/documentation/zh-cn/red_hat_developer_tools/1

B AT Tt

o I pmiectl(1) TERZH] pmie RS-

o By pmlogctl(1) T8, FATFiEHl pmlogger iR,

o By pmlogpaste(1) LR, ATHEBHEFRTHIER.

o 37HJ pcp-atop(1) AR, RABRITSITHISHEMAE S ITRE.
o M) pmseries(1) SLAER, REMH, 1BEY B REST AP,

o &l OOM A L MNEHEFIEEINFIERIEH pmie(1) LI,

e pcp-atopsar(1). pcp-free(1). pcp-dstat(1). pmlogger(1) #1 pmchart(1) TEFRHEFIEIRE
g,

o WIEANIAREIRIIM REST API 1 C API 2 ¥,

o T OpenMetrics IEFRTEIRE (BT, BN o

o [TZEMBRHEREMN Ivar XHREFHR.
(BZ#1854035)

WT#E grafana-peps Vector BIEIRAH R pmproxy K5 RLEEIEHL

E— IR R MRS R S VF MU RIRE B 2R 2 P B E R I ENMEE, EX DA,
AL A E X hostspec LUEEE|RR pmproxy, FESERKE LB HEANEN.

(BZ#1845592)

Grafana # rebase Flfix4 7.3.6
grafana S EBANE 736 kA, TELHSRE :

o CHTEVTEIAR Jn i 25 AR R IL L Th AE
o TR XK

o Ii7E, BIABEEEEEM /usr/ishare/grafana/conf/provisioning th
letc/grafana/provisioning B %, &R LLTE /etc/grafana/grafana.ini Bo & X4 HECE LI E,

NEFESIER, HBH Grafana v7.0 HEFTMZA, Grafana v7.] FMIEIAA, Grafana v7.2 HEEAE
#0 Grafana v7.3 FHIFIA R,

(BZ#1850471)

grafana-pcp rebase Bl Z 3.0.2
grafana-pcp 2 EHRNEMA 3.02, TBELHEIIE :
® Redis:
o XL Grafana HOIEENR,

o HFMEERERA, 7 Grafana ZEZE A EF label_values(metric, label) 23
F, label _values(label) Zif A% X #F,
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® \ector:

o ZREMERIEIR, AVAEENHRERERNZEFNSIITE. MEELSER, HSHN
pmRegisterDerived(3) man page,

o HHELE hostspec, &R LTEH A@ET AR pmproxy 17 Al i2 M REIE PR IR E 25 T4 HE
(PMCD),

o BHIEREMERN T,

o [UFKIR :

o f{#FH Utilization Saturation and Errors (USE) 73i%, METERMRERE, FHERAF AR
R RATREI BRI R A =,

o &M CGroups v2 #TH MS SQL AR%5 231U 3Rk, eBPF/BCC (U FMRF A 2B (LT,

o FRAENERMRINIENM F Datasource K E I EHH Dashboards I35 71 H, BiIFWBENS
lo

FREE -
B Grafana BRi& 3044 :

1. %i%E /etc/grafana/grafana.ini Grafana ERE {4, FHIRIXE 7 LATEI

I allow_loading_unsigned_plugins = pcp-redis-datasource

2. EJE Grafana IR :

I # systemctl restart grafana-server

(BZ#1854093)

AFin PCP Ry SQL fR55 8617 H Active Directory S35 1UE

EXMNhRAS, REEEGJLEE pmdamssql(1), LA#EM Active Directory(AD) &4 551 &2 £ i %
Z| SQL Server 1817,

(BZ#1847808)

grafana-container rebase B4 7.3.6
rhel8/grafana A2 Fiffkie i Grafana, Grafana @ — MNFREARERF, B A metrics dashboard, A&
Graphite, Elasticsearch, OpenTSDB. Prometheus, InfluxDB #1 Performance Co-Pilot (PCP) B
4 2%. grafana-container L EHREMA 7.3.6, FTELHEIIE :

e grafana K4 IIMERFHEMAE 7.3.6,

e grafana-pcp KB BINEEHTERA 3.0.2,
rebase B# Red Hat Container Registry F 89 rhel8/grafana #%15&.
SRE AR, HHITUTHS -

I # podman pull registry.redhat.io/rhel8/grafana
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B AT Tt

(BZ#1916154)

pcp-container rebase ElhRA 5.2.5

rhel8/pcp B 2&Hilk1= Mt Performance Co-Pilot, IX@RIIMRENITTE S, pcp-container 3 EFH
REIS25 A, FELEILE

® pcp K4 BIMAEEHREMRK 525,

e B|AT—/#78 PCP_SERVICES IR 8, BIRERERHAEINN PCP RS ES IR
%O

rebase B# Red Hat Container Registry 1 #4 rhel8/pcp ik,
RIS RRGR, BFHITUTHS -
I # podman pull registry.redhat.io/rhel8/pcp

(BZ#1916155)

JDK Mission Control rebase Elifx4 8.0.0

HotSpot JVM B JDK Mission Control(JMC)BR ESE 2 jmc:rhel8 B3Rz 45, 2 H % E 8.0.0 hix
X, TEXRHEE -

e Treemap viewer BRIN1E] JOverflow $E, RETERERE.

e Threads KIIIFEEIN T B % 8L IEFI 48 UL,

e UDK Mission Control BI7EZ # 3T FFHE A LZ4 BiE L4589 JDK Flight Recorder it 3%,
e 7 Memory 1 TLAB #ilEHRAN T #HI%1, LUASBNEREE 9B+ HRIK I,

e RINT Graph 1 LASH HE B EREI I 4L

e Percentage 5 2R INEE A EIFRA.

RHEL 8 Ry UMC FEEIZ1T JDK iRA 8 KB ™A, Bt Java N ARFESIZE D EA OpendDK kA&
83217, LME JDK Flight Recorder Thag®a LA [R] JDK Flight Recorder Bh&g,

jmc:rhel8 EHRE NN ECELE :
o A BES, ATREENIMCNARRF
o Wik EEXH, NLEKD Java £ (jme-core)

E 2% jmc:rhel8 =M common EBELE, 1HFEM :
I # yum module install jmc:rhel8/common

FEE X R IE N core, LU{{Z%: jme-core Hi4-E,

(BZ#1919283)

4.13. IDENTITY MANAGEMENT
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N FHPEEARERZE
IR HERSEEMEE,
EEHEERF, iTHPBRIEZ(ETE
o {#f block list &t blacklist
o {#f allow list &1 whitelist
e {#f secondary & slave
o master RIRYE £ T AR EH ) H AL & HHIAE:
o ffH IdM server &t IdM master
o {#F CArenewal server&it CA renewal master
o {#M CRL publisher server &1t CRL master
o {HF multi-supplier & multi-master
(JIRA:RHELPLAN-73418)

dsidm SLHBERFRZFERANBIEE

XN RAER, EATLMER dsidm SEARFEGAMBIBFRSSHHHIAA. 4. POSIX A, AEM
HHAHIT(OV), AXIFEMRA, ESHBXRSHERIEMPH EGLAS. 4. POSIX HH OU &B
ﬁj\o

(BZ#1859218)

B 1dM s E9F CA

EXNhRAF, INRMTIZ1T ipa ca-del o5 EIEHZEH Sub-CA, NIHRFRTITIEMBR Sub-CA, Bl
ZHE. B5Li21T ipa ca-disable &85, UM Sub-CA, AEEHA ipa ca-del &3 55 EIIFR,

WER, BEREZERZMIER 1AM CA,
(JIRA:-RHELPLAN-6308T1)

IdM BRFE X HETRY Ansible B IR A IR

RHEL 8.4 124t Ansible #1k, BT BSHEIE Identity Management (IdM) FRBYE T & GEY1 R
(RBAC) . #FIMKE 1dM BRZS28M) Ansible A, URBAFABEIEM— Ansible iR

1R A] LS A ipapermission B 7E [dM RBAC H 83, (SR BRALBRFIFNBR A 5
o (RTTLUHE M ipaprivilege 7 IdM RBAC FrOIER, {EeRFNM BRI 51,

o {EETLIHE M iparole #H7E IdM RBAC R OIE, BN ABHARK .

o ERILUEMA ipadelegation k3 &k IdIM RBAC A1 A - BIFRR,

o KA LUFEH ipaselfservice HIHL1E IdM FGIEE, (ECFIM bR B BIAR S5 15 (AL,

o (R LUEA ipabackup BRI T RO, SHMMER IdM RS SRS MO FRE 1dM
AR5 25
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B AT Tt

o (ERILUER ipalocation EHSRIAR ENMMBABEXTEE, HIMEKEHONR,
(JIRA:RHELPLAN-72660)

FIPS & dh iy IdM IRFESZ 15 FH AD SIS {E

EXNhRAS, BESATUERBT FIPS X B IdM F] Active Directory (AD) i[RI IS (E,

IR, EIdMBERT FIPS B, BEEERHRE secret BIEE, HSH FIPS &%,
(JIRA:RHELPLAN-58629)

AD A IIfERI LA{EA UPN BEMETRI2 A/ UPN BZE 53 IdM

TELARIBIMRA A, Active Directory (AD) FAF FTT/AEREA Principal Name (UPN)  (fl#0, subi.ad-
example.com) , BB UPN F4 (/5120 ad-example.com) HJFig& K E| Identity

Management (IdM) , ENAEB Samba HF2HF F it & EM Top A& FR (TLN) HMIEIR, fEXA4
hRAS, NRHEMBEISHA UPN B2, &R UPN E5GIE UPN, BI7E, BRI LUE L@
T UPN BZ&E %,

(BZ#1891056)

|dM BRAE S RF B 25 1 SR B R i
TEIXMHRAA, Identity Management(IdM)SZ #4449 libpwquality ZE55%£ 0 :

--maxrepeat
BEERIHHEEFRNEARE.
--maxsequence
BEAHFRFINRZAKE (abed),
--dictcheck
REBHEE N FHREBM R,
--usercheck
REFBHELSERF A,

NFRKE T A Z L REET, NEENSNKES 6 N FRF, KL --minlength ETHE A, #HE
O SRBEIE (LR AR BT B i

1E{E RHEL 7 # RHEL 8 fRS58:0EAIMER, HMBRILHRIZXE(NIETIE RHEL 8.4 REHIRA LIZ1T
BORRSS 2a o B SE e, MNRBA - ERE IdM B %, FHH 1AM B IR57E RHEL 8.3 iERIRA _Li21TH
IdM fRE5232EB1E, NRABEAXENHFBIEREERTSENAH, NRRITH—H, HEEAERSSH
TR EHE RHEL 8.4 REHFMAIRA,

(BZ#1340463)

S T Active Directory s & Pt 12

SSSD ARSSINAE & BH Active Directory Ui m 5 T5i%$% LDAP (CLDAP) HIFITAHL, LUBTEFLEiHiTHIss
FTEV RN IR A IR, FELARIRIARA R, RAZISRINFHIT, MRITEV ASEH RS, &
KRR ERBET, SSSD KRB,

(BZ#1819012)

XMl nsslapd-nagle WEVAERIREEHE
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https://bugzilla.redhat.com/show_bug.cgi?id=1819012
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TELLETMIAR A, cn=config 2B F 8 nsslapd-nagle 282\ /5 A, FEtt, Directory RS EBHITRE
setsocketopt REVAF, XRFIEBIRSIHRIEE, XMRAHFENINE nsslapd-nagle B off,
Itk, Directory BRS5EBREHITIEIER setsocketopt RLTHA, FAEMWLEESHEMNIZE.
(BZ#1996076)

1E sssd.conf XM [domain] #4952 A SSSD 15
TEX N hRAR, e LLET &R sssd.conf XA AEIXT R, [domain] 3849 3k 5 Ak ZEF SSSD i3,

ELRIMIRR AR, INREH SSSD EdE S S Marts, R{MHEEIEK sssd.conf TR [sssd] E Y
domains &7, LEFAFEELEE T enabled= £ E N true 2 false,

o [F enabled LTI E N true AIJE AL, BMFETRBEE sssd.conf XHH [sssd] ZB0HY
domains &5 T H,

o ¥ enabled LUK E N false AIEEALS, BIfEE©IE sssd.conf X48) [sssd] 4 HJ domains i
TR,

o MNRZEIXE enabled 1%£1, N&FE sssd.conf ] [sssd] Z84 ) domains i TIHEE,
(BZ#1884196)

AINY FFohiz bl i KR S B9

offline_timeout EHRE SSSD EHELL I RIS [ #H18, FELLBIBIARAA, XA EFRRIR AT RE
{E#REEIG ) 3600 #, XRBUBR —RERER, BEREHIERLIMEHAIBERERK A,

TEXNRAR, 1207 offline_timeout_max £ SE FohiZH FNE RN &R AR K, b EEMREHE
SSSD HIRERAR S5 38 1T Mo

THER, BNIZRIE offline_timeout ZHUE R BIXME, 0 RERZEA BTN,
(BZ#1884213)

Y ¥ SSSD R iFil KECEH scope=all 9 exclude_users Fl exclude_groups
Red Hat Enterprise 8.4 72 N AE 4k A 5 ZRIZH T #7HY SSSD IR E L RITHILK :

1. exclude_users
LK HRRILLE S 2RI P oIk, {GER T scope=all Bgi& /L1l

2. exclude_groups
LLE S MRavHSIR, HEAPM G N R SFEEILRF. (GEM T scope=all BL&E LT

MEFLER, 1557 sssd-session-recording man page.
(BZ#1784459)

samba rebase FliZ 4.13.2
samba B E AN E EFRA 4132, BT AENREFLIHES M
o Bt HINAIFRE B HIRIERI A F S A netlogon HIUES N ZE LM, EMIRIER Samba

iR5 23 0 server schannel MBI\ E (yes). BEXiE, &£ testparm -v | grep 'server
schannel' &5 %, FI§1HS CVE-2020-1472,
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® Samba "wide link" ZhEEE & HL VFS R
e LIPDC & BDC &{7121T Samba E#F M .
o JifE, EAILME/SAT FIPS #3# RHEL LM Samba, BT FIPS BXHIBRH

o {EAEEfERA NT LAN Manager (NTLM) %53, FE RC4 BRiDa#REKT.

o fEFIPS#ER A, Samba &/ imLARFTE AES BEiLH{EM Kerberos 4iik,

o {RREETE Active Directory (AD) B AES B Kerberos {395 1ER Active
Directory (AD) = Red Hat Identity Management (IdM) EREER{# A Samba #E 18K 5.
EERENRS R AEAN TS (PDC) IhEE IdM,

o AFARENWIEFEZNUTSEINEFH, elifGERFRSIERRMA 1 (SMB1) #hil :

o client plaintext auth

o client NTLMv2 auth

o client lanman auth

o client use spnego

o fERT GlusterFS write-behind M REF 2R 5 Samba —EEEFBIIF, LARG L EHR AR,
o I7E, XFHT/NZITIARAZ Python 3.6,

e T FH MM Idap ssl ads SE S #MH R,

% smbd. nmbd =# winbind RS E5NHT, Samba £BNEFHFEM tdb HUIEZEXX 4, T£/E5) Samba
B BURE X, EEE, BB tdb #UIE/F S,

BXEETCHNELER, BEBFHBIRELFLITEIL
(BZ#1878109)

HTH) GSSAPI PAM £k, wILU§ER SSSD #H{TRE sudo H4%1E

{EFAFTHY pam_sss_gss.so Pluggable SR 5IEES (PAM) , B LIEEERFRERS T HTE
(SSSD) kEAEALTEIRSNARFERERE (GSSAPI) [ PAM RREIARSIIER .

B0, &el LUER X MESLETT Kerberos ticket AT E I sudo $iE, 7 T 1E |dM EME AR SEIABY
L&, EALUF SSSD BRE N R N AR A Bl EIEE RN A PR RIAR, N R E
BEES— R A,

MEFLER, HSMHZET IdM &/ im L 1dM BB sudo 15 [RIFR o

(BZ#1893698)

BXAR55% rebase B4 1.4.3.16

389-ds-base ¥ BEFANEI LFhRA 1.4.3.16, BiIRMtT —LRFHREEMLE, MELRZTIERR
BIIR, HEEHEIEE EBEAITEL |

® https;//www.port389.org/docs/389ds/releases/release-1-4-3-16.html

® https://www.port389.org/docs/389ds/releases/release-1-4-3-15.html
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https://www.port389.org/docs/389ds/releases/release-1-4-3-14.html
® https://www.port389.org/docs/389ds/releases/release-1-4-3-13.html
® https;//www.port389.org/docs/389ds/releases/release-1-4-3-12.html
® https;//www.port389.org/docs/389ds/releases/release-1-4-3-11.html
® https;//www.port389.org/docs/389ds/releases/release-1-4-3-10.html
® https;//www.port389.org/docs/389ds/releases/release-1-4-3-9.html
(BZ#1862529)

BEIRS B RESULT & B rhit st TEFR/ER ]

TEIX N hRAH, Directory [RS5 232 7E /var/log/dirsrv/slapd-<instance_names/access {4 H#Y
RESULT 5k B ARt P R4 R

o wtime [HIERIBEMITIEIAFIFE R worker £EF2 At 7= BIHS [,
o optime fE ZRTE worker 2232 5 B F IS SE B8 /F ST AU B ],
$ERHAE X Directory AR 5528 t0{AT 2028 £ AN A2 R AE RO ANGE B
P1%15 5 E Red Hat Directory Server Configuration, @S HIXHSE M 1] HESELD.
(BZ#1850275)

B XAk 554 PR R LUB A IR ISR B 5k

7 cn=<database_name>,cn=ldbm database,cn=plugins,cn=config i}/ T nsslapd-require-
internalop-index SHURIELEAN TR ATREIMIER, HIFHERBUEN, BEREEFE—ITBEAD
Eo ERBBIEED, MRBEGMEEHITARRSINER, ZBEHENKXERMENERIEEDE, XK
IR, HESFBRS B LR/, B R XA, WAL L& H A sslapd-require-
internalop-index SHURIELEANE R FRB IR,

(BZ#1851975)

4.14. DESKTOP

R o] LATE GNOME shfic & Fohi b N T2 R8s

GNOME EfiEEMNARELZEES, URNINBARFEEE LN, % GNOME K&l Fim v N e
Fit, ERENBRFEEOSRER—NEE, ZHGESERE LN AREFHES.

KL ARFEITERNWNES, Hit, BENARFESIEFE, GNOME i ERIEE,

EXN AR, EaLIEEE S 2 886, ZEBEFEMEE org.gnome.mutter.check-alive-timeout
GSettings #t/, ET2ZERITIN N BRI, 1ERFEEEN O,

BRECE GSettings BHIRIFIE, HSEESTTHER GSettings B,

(BZ#1886034)

4.15. B E sk
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https://www.port389.org/docs/389ds/releases/release-1-4-3-14.html
https://www.port389.org/docs/389ds/releases/release-1-4-3-13.html
https://www.port389.org/docs/389ds/releases/release-1-4-3-12.html
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https://www.port389.org/docs/389ds/releases/release-1-4-3-9.html
https://bugzilla.redhat.com/show_bug.cgi?id=1862529
https://access.redhat.com/documentation/zh-cn/red_hat_directory_server/11/html/configuration_command_and_file_reference/logs-reference#Access_Log_and_Connection_Code_Reference
https://bugzilla.redhat.com/show_bug.cgi?id=1850275
https://bugzilla.redhat.com/show_bug.cgi?id=1851975
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/using_the_desktop_environment_in_rhel_8/configuring-gnome-at-low-level_using-the-desktop-environment-in-rhel-8#using-gsettings-command_configuring-gnome-at-low-level

IIEXFF Intel Tiger Lake GPU
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& ATARARIN 7 4 B SR BRI Y Intel Tiger Lake CPU IZRIGBI R, X EIETELLT CPU BUS Ry

Intel UHD Graphics # Intel Xe £ GPU :

Intel Core i7-1160G7

Intel Core i7-1185G7

Intel Core i7-1165G7

Intel Core i7-1165G7

Intel Core i7-1185G7E

Intel Core i7-1185GRE

Intel Core i7-11375H

Intel Core i7-11370H

Intel Core i7-1180G7

Intel Core i5-1130G7

Intel Core i5-1135G7

Intel Core i5-1135G7

Intel Core i5-1145G7E

Intel Core i5-1145GRE

Intel Core i5-11300H

Intel Core i5-1145G7

Intel Core i5-1140G7

Intel Core i3-1115G4

Intel Core i3-1115G4

Intel Core i3-1110G4

Intel Core i3-1115GRE

Intel Core i3-1115G4E

Intel Core i3-1125G4

Intel Core i3-1125G4

Intel Core i3-1120G4

Intel Pentium Gold 7505

Intel Celeron 6305
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® |ntel Celeron 6305E
IEABEEILE i915.alpha_support=1 5 i915.force_probe=* W% %5 M Tiger Lake GPU X #,
(BZ#1882620)

EZFFEASE 114 Core B HH Intel GPU

L& AThRAIB AN T X178 Xe gen 12 SR K ZHY 114X Core CPU 319 (LARTFF A Rocket Lake) HIZHF,
CEEELUT CPU &R :

® Intel Core i9-11900KF
® Intel Core i9-11900K
® Intel Core i9-11900

® Intel Core i9-11900F
® Intel Core i9-11900T
® |ntel Core i7-11700K
® |ntel Core i7-11700KF
® |ntel Corei7-11700T
® |Intel Corei7-11700

® |ntel Core i7-11700F
® Intel Core i5-11500T
® Intel Core i5-11600

® Intel Core i5-11600K
® Intel Core i5-11600KF
® Intel Core i5-11500

® Intel Core i5-11600T
® |ntel Core i5-11400

® |ntel Core i5-11400F
® |ntel Core i5-11400T

(BZ#1784246, BZ#1784247. BZ#1937558)

PAESZFF nvidia Ampere
EERRAS AN T XHE F GA102 3 GA104 & K 5 Nvidia Ampere GPU By #, X LT GPU EH :

® GeForce RTX3060Ti

® GeForce RTX3070
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® GefForce RTX3080

® GeForce RTX3090

e RTXA4000

e RTXA5000

e RTXA6000

e Nvidia A40

HiER, nouveau EIFITNFRRF M A F# FH Nvidia Ampere 51717 3D &,
(BZ#1916583)

SMEHRNER KRR
LUT BT AR a2 Fr B B3 E ey EifshR A

® Matrox mgag200 JXzf
o Afastast IKshi2F

(JIRA:RHELPLAN-72994, BZ#1854354, BZ#1854367)

4.16. WEB 414

Software Updates TG EFTRNES

EIXNRAR, RHEL web #2244 R # Software Updates TIHEM & B E B UE S — AR S SHZ TR
FEHAREREN, TXEERT, XATLLERESITTEN,

(JIRA:RHELPLAN-59941)

web 255 hBIE T ERE D

EXNAR, REFFIECHE —NHFNETEIIEEH, BTomiasstse. EEEaMeEER, 1HR
i Overview TIEHFHNEEFEMIPBELR. ©IRIE Utilization Saturation # Errors (USE) A& R
BIBYIE IR AN ] SR,

(JIRA:RHELPLAN-59938)

Web 2HI5AB) TEM SSH BYiE

TELIRIRORR AR, YEZEAEFE T Reuse my password for remote connections, I web #2244 fiF
FERENEERBEERITEEN. XMETEWMER, Web BHIGNERBEBZTERNERNETE
&SRB ENBI A FIZE SSH 5.

EHE web IEHIAFIILERGU T BELFAER.

(JIRA:RHELPLAN-59950)

4.17. RED HAT ENTERPRISE LINUX ki
AMEATILKAGKEDH RELP 2T
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AISEMEAE KK RELP 2— 1N REr S, BT rsyslog AR S5 23015 A4 KB KE .
XN RAR, EEATMRELP 324, ©2— 1 Hrsyslog ARt E M EMNTML, EH rsyslog AR
Z#a ] LUE RELP W A FE B EE .

(BZ#1889484)

WIESFF SSH &/ RHEL REifAfa

FELRIBRRAH, RA BXFHEMETER VRS HFME M in A —HMIEERN A REE RHEL SSH,
BTXMEE, BUMER RHEL RAABURGCME—M A NECE SSH & ih, MBI FRIERTR
$O

(BZ#1893712)

85 RHEL RS ABERAMNEN S E : Ansible Collection
RHEL 8.4 LA Collection 88| A 7 RHEL RLiAE, FH{E45 RHEL 2T A BKRBIET,

EXNRAREHT N L2REMNESLTIF (FQCN) , EH— MR ERMNESBIRHEMK. §
0, kernel ABELRELM N : redhat.rhel_system_roles.kernel_settings

\]

o MHEFMESLMBHSRIET X REME—H,

\J

o MBEFMESLHNHASAHRARNREESNDBERAHE, MAIAEHE,

HH RPM i REE S, BIREIEIHIT playbook BIEH EZRE T python3-jmespath :
I # yum install rhel-system-roles

RPM {84824 |8 Ansible Roles & XA 1%7TH Ansible Collection #§XBA®, 0, EFE A network
&, BHHITUTSE :

HiE :

- hosts: all
roles:
rhel-system-roles.network

£E518 :

- hosts: all
roles:
redhat.rhel_system_roles.network

WNERIE(FE A Automation Hub, FH&HELELREILETE Automation Hub FHIRGTARES, W ALUT®H

AN .
™

I $ ansible-galaxy collection install redhat.rhel_system_roles

RE, EAILUERA Collection #§ XA, WBIEAIR. XTREMA ansible-galaxy iR ECE R RSILL
8 F Automation Hub M =& Ansible Galaxy. % 7B ZIFMER, 1ESHH (¥ ansible-galaxy
B imEd & A E R Automation Hub MR Ansible Galaxy.

(BZ#1893906)
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Metrics i a3 @17 PCP 5 SQL RS BREEBH S RiEnES

metrics RHEL R4 A BINTEIRHtS Performance Co-Pilot pep i### SQL Server, mssql BZh8E, SQL
Server &R B Microsoft W—f& BRI X REUBZE, HEiZ1TH, SQL Server RE#FH B X BHUTIRIEHNN
ot XESUTHIRRLMER SQL HifkiGR, BR, HEEEN—RE, REMNBUEEEENS
PUTHREAMESKILT. G, MibiXLighnfidE, X hRAs, AP ALUER metrics RHEL &
S ABBLERE SQL RSS2 mssql, {#H Performance Co-Pilot. pep & mssql 5P R AEC%, RE
T ThEE,

(BZ#1893908)

Metrics RHEL R5ififathiyg export-metric-data-to-elasticsearch THEE

Elasticsearch @— N3z, KB BRERFIZE, TEXNRAS, BT Metrics RHEL RGiAEBH
RIEPRE S Bl Elasticsearch, FIFBILUETT Elasticsearch #0 (G3F@& KRR EH REST API) 0]
R, HIk, A AILMEAIXLE Elasticsearch O EEEBNIZ U RERI I, FEEBN T H AL S MREMR XK
£%, maEMK, AN,

(BZ#1895188)
% #F SSHD RHEL R5ifafa

ELEIBRRAS, ZA BmXENEMEIER NERSHNEHU—BEREENAREE SSH RHEL %
Zifats, BTEMNEH, TWRERTRARH 2, EBALUER RHEL REABURGIEMS—NARE
i& sshd R%523.

(BZ#1893696)

M FNZEEI RHEL R5iAR

FEXMNRAR, RHEL 8 BIAT RISEHBIME RIS EENHTHEE, B A RHEL REA R, BINER
DR EREER RHEL 8 R4 L —H B R E IR,

(BZ#1893699)

Logging RHEL kG A BILESZHF rsyslog 1T

TEIXMHRAAR, rsyslog &M 3£ B Red Hat Virtualization BIE 2, FEHHR% KL% elasticsearch,
(BZ#1889893)

networking RHEL REifa 2 IlfE 2 #F ethtool K&

BT XN, EELMER networking RHEL RZiA & KALE NetworkManager i%3#%H) ethtool
coalesce W&, A PFMIEHIT, RAKMEMEIHIESHNEZ MBS ER— 1P, BiL, X4
EINAERIH B —NMEE R ARABIEE, XL FEN NS, FRAEEREELE,

(BZ#1893961)

4.18. E#lE

IBM Z BRI IRTE AT LLZ 1T 7X 248 4~ CPU

LRI AAH, FAT DIAG318 B IBM Z(s390x) EFIHL(VM)FERER CPU #ERRE N 240, HITE,
{8 Extended-Length SCCB, IBM Z EfI#lE&% Ai21T 248 4~ CPU,

(JIRA:RHELPLAN-44450)
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1E, RHEL KVM X¥f HMAT

TEXMNhRAS, RHEL KVM 3% ACPI Heterogeneous Memory Attribute Table (HMAT) . ACPIHMAT
BT RENEFEEGER (MRENZEFREME UKRSREIE I (SPA) RFSEEME XA TR ERF
18) bR F,

(JIRA:RHELPLAN-37817)

EHIIE AT LU A Intel Atom P5000 4 EE 2R IIThEE

Snowridge CPU R ZFIIE R FEHL(VM). TEEF Intel Atom P5000 4IRS EM £, TERE
MBIXMLECEH & Snowridge {7y CPU K2, EEVHAFFX LB ERAFTTNEE,

(JIRA:RHELPLAN-37579)

virtio-gpu X IIE A LIEEA Windows 10 RE S MRAMELN L TEREF,

LEEEHT B T virtio-win IXENF2RE, HNATEMIWindows A L/ virtio-gpu X &R E E LK EIERE.
Ht, virtio-gpu K&IETLURSF A Windows 10 B S RAVE N E R A ENBIMRE, A, X
U535 IS M LB virtio-win BOTH AR 225,

(BZ#1861229)

SE=H AMD EPYC A EESSMEL i

TEIXNhRAS, RHEL 8 EHMEIEIN T N E=A AMD EPYC 40335 (th#ih EPYC Milan) BIZ#F,
I, 7£ RHEL 8 it EMEIMINIE R LIS EPYC-Milan CPU #&28Y, (ISR M ThEE,

(BZ#1790620)

4.19. =IMEHA) RHEL

N AWS &R 5% B oM

EX N RAR, B AEE Amazon Web Services #1 Microsoft Azure B RHEL 8.4 R EHT AR A& 5%
&, LLBEMEI Red Hat Subscription Management (RHSM) #1 Red Hat Insights, iX{#SE & &7
gold HRIROIEM K EENNREFTRBER S,

B2, MREFEMEA RHSM 1RIMFHZE, 15HRT /etc/rhsm/rhsm.conf F ) manage_repos 7
BB N1, BXHEMAER, HSRABRINE,

(BZ#1905398, BZ#1932804)

IIAE IBM Cloud B9 Power Systems Virtual Server x#F cloud-init

TEXMhRAS, cloud-init TE A TEEILEE IBM Power Systems E#H1_EM RHEL 8 /UM, F7E
IBM Cloud Virtual Server BRZ5 H3iZ1T,

(BZ#1886430)

4.20. Tt

SOS rebase ¥l ik4 4.0
sos B EANE 4.0 iR, XPNERADIET —LEHFHIHEEFIEX,

FETHEAE :
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e SOS MEIMIEARLEM sosreport tarEl, sosreport — I ST4/E N E E M mFHTHEF, MET
LLiFIF sos report.,

e /etc/sos.conf LB E| /etc/sos/sos.conf, HEFEENR, TR :
o [general] BB EE &N [global], ATATFIEEEHTFFAE sos tnHHlFonHHIEDL,
o [tunables] &8> EE &4 [plugin_options],

o &1 sos ‘A report. collectfl clean #3EE KL AR, 5140, sos report M global
#0 report ANEELA,

e SOS MfE B— MUEAT Python3tWTE, Python2 TH %X #F.
SOS collect

SOS collect IEX ¥ sos-collector L AZFIMAZIE sos WEH, AFENMESANT RIS
sosreport, sos-collector Z# | SXHE N EEM =4, TLLFA sos collect, HihH sos-collector
TENABMIIFF A, sos collectfi@inIhEEE1E -

® SOS collect HEXZHFrsosik S FHIFMAEXITAR (BIENT FHEBERAZITIR)
e --insecure-sudo LI 2 E &3 &} --nopasswd-sudo.
o ATRAINHEEZ N R --threads LB W EH SN --jobs

scs clean

sos clean IEXXf¥ soscleaner S FHZFEMINEESI AR sos T E A, WFaSIREHITHE—SHNEEE
ERAALEE, N5EIE 1P Hhit, SEFEFREM X,

SEE : Ysos report 5 sos collect ip 5 f# f--clean L1, cleani N AT IEEERMRE, FHit, &
FEEMME, REEZENERNRBEEEENT,

sos clean HFE U A FE :
o tHrIPvA IERMIEER, X EARE L IR 2 IR RN R R,
o REINBMFREE
o IR FIRMBIXBEFEM,

e sos reportin A R--cleanzt--maskiT S R EEEE MR EEM. H4, UToaoREMS
ZEENRE -

I [user@server1 ~]$ sudo sos (clean|mask) $archive

FEAMERFRENMEMNREEN, MEENSTERNNEE | — MR FEM A EMR
oL N

BRELZTRAPHREENERNTERER, HSM sos-4.0,

(BZ#1966838)
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4.21. B35

Podman IfEX ¥ Docker 5B HIESIH L

Podman BfEX#F Docker B, Podman 7] {f FixX L f 4L NV A FN 4L X B 01 9 B B 1E 4 S K B2 3k
HIEMEERHE.

podman volume create s SIE X FERAEFIRELMNSIEGRUES, BEGHYIIE
container.conf EZi& X4 #] [engine.volume_plugins] 84 & X,

o -

[engine.volume_plugins]
testvol = "/run/docker/plugins/testvol.sock”

Hrh testvol 21 HRIEFF, /run/docker/plugins/testvol.sock RiFHEZEFHREZR,
& LU{# F podman volume create --driver testvol 3@ testvol G4 G2 %S,
(BZ#1734854)

ubi-micro ARG ETH

registry.redhat.io/ubi8/ubi-micro F#HHE R/ NWEMFER, SEAEEZENLHNTHIEREREKR
LYHa, BEFEA Buildah, A Podman MZMERHE, MREGSEERREMEKHTN, 218
IR R ML

(JIRA:RHELPLAN-56664)

X EEHNERER

TEXMNRAS, B A LlEE podman auto-update i RIBIEHE B BEFHRE B EHER. Feadh
/E A8 E M "io.containers.autoupdate=image" T THME, MR EREEEEEH. NRE
1£, Podman SAIEVH R FHF ESHITEERM systemd #.5T, podman auto-update #3455 &k T
systemd, HEHEE— N RELIEENREREMTRELERER.

(JIRA:RHELPLAN-56661)

Podman BIfE X R LR IE AT
HITE AT LAFE [aliases] &R HI registries.conf X4 HEEHREHELTIIG, HREATFER N

e Enforcing : MNREFRGH BT AL A EICE T, T Podman RIBRAFEF—NIERE
registry, HIRAKINHIER T FTEHREIR, Podman =7EF 7 #J $HOME/.config/containers/short-
name-aliases.conf X/ B3l sk — MR R &, NRTERTAS (B0, stdin 5%
stdout AR TTY) , Il Podman &K, HEE, MRMEEIEE THENGE, Nishort-
name-aliases.conf3 {4 {5t F registries.conf {4,

® Permissive : &5 enforcing XKLL, BUMREERTAF, BFRREKM. #HK, Podman 21%ER
B EIMFERAIAIERE registry, 1HER, RAILEHA.

flan :
unqualified-search-registries=[“registry.fedoraproject.org”, “quay.io”]

[aliases]
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B AT Tt

I "fedora"="registry.fedoraproject.org/fedora"

(JIRA:RHELPLAN-39843)

container-tools:3.0 stableiIB EX % %

container-tools:3.0 stablefZHRIME T AH, EHFEE Podman, Buildah, Skopeo flrunc TE, 5%
AIRURRAMELL, XAhRARM T RREEIRE EMNN,

BXRMEMNIBRAROL R, ES R ERIR,

(JIRA:RHELPLAN-56782)
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5B XA BARSHNERRN

AENRGEEGRM TS5 Red Hat Enterprise Linux 8.4 M IR A B &L RS, XERXREIE
NN E A proc 528, sysctl #] sysfs IME. 5|55, AKEELEIISE EM A LT HER,.

5.1. TN S

bgrt_disable = [ACPI, X86]

XNSHERAS SRR TEREK (BGRT) LU HIL Original Manufacturer (OEM) T,
radix_hcall_invalidate = on [PPC/PSERIES]

XS Radix GTSE ThéE, F{# Translation Lookaside Buffer (TLB) B9 hcall B3
disable_tlbie = [PPC]

XNSHEEF Translation Look-Aside Buffer Invalidate Entry (TLBIE) 1§45, BRITEFER KVM,
BENGFEEAT (MMU) HE—HBINES,

fw_devlink = [KNL]

XA SEOBIT I E M SRHEMTE P B X R KR, EETEMEIEZ AR EEE, 455
R AF IR INERT, XADThEEREM, RNVEHERT XU THESHIERSE

o XERN (BENMNE, REZBEHRE)
o HMESISFIREBE ((UEFBEEEERHRNEE)

o g, MEMZTHERERE (PM) (EENHEE, REHHNE)
3 @ { off | permissive | on | rpm }

o off- TMEHE R LRI &,

e permissive - MEIHE B OB X &R, BINERTHRSISREFE (sync_state() i
ﬁ) o

e on- MEMHER ORI FHRE, FEREREHRNFEEIREDHRF.

o rpm - RLIF on, BEAFHFIZITH PM,

BINE D permissive, &AL /proc/cmdline X4 ECEHI(E.,

init_on_alloc =[MM]

XS FIE T2 B TTE AN R,
X 01

%\ F kernel CONFIG_INIT_ON_ALLOC_DEFAULT ON Ei&i%i&

init_on_free =[MM]

ZBSHERASIERZE TTEMMEN R,
X 01

#AILEH CONFIG_INIT_ON_FREE_DEFAULT_ONiXiE&

nofsgsbase [X86]
XNSHEH FSGSBASE 145,

68



B 5B NABAKSHNEESR N

nosgx [X86-64,SGX]
XNBEEH Intel Software Guard Extensions (SGX) HW#%#,

rcutree.rcu_min_cached_objs = [KNL]

B CPU ZEMNEFNR/NTREE, HRAXNET PAGE_SIZE, ZF0 LR ETTE 2B RN E
A, EXNAFRENEELENERNENIE R TEGF I,

rcuperf.kfree_rcu_test = [KNL]
LS H R TINE kfree_rcu() BB U ARE
rcuperf.kfree_nthreads = [KNL]
iz1Tkfree_rcu() B LRI E,
rcuperf.kfree_alloc_num = [KNL]
SR D RIS E.
rcuperf.kfree_loops = [KNL]
4T rcuperf.kfree_alloc_num N ERFBERBIAIEE.
rcupdate.rcu_cpu_stall_ftrace_dump = [KNL]
XNSEIER S Read-copy-update (RCU) CPU EILEEfE, 14 ftrace%17.
nopvspin = [X86,KVM]

XANSEER Para-virtualization(PV) LA gspinlock 1€881%, XA LMEEIN IR ZREFEYER
SN E & i,

5.2. #7# /PROC/SYS/USER 5%k

max_time_namespaces

A1 A A 22 (B] AR R ART AR P AT DA 6 R 22 (R 9 I KOR B

5.3. $T# /PROC/SYS/VM S £

compaction_proactiveness

WSHURAE T ARKERE N IZEHERENAE, SHE[0,100] SERHNME, BIEN 0. BRIAZRILL
SIS R fkthread IR LRSI B TIEE RS 1T H, kthreadFES500=ZFMLER — R AT
ﬁo

IR, EHEESERGSEHERERANEMN, RABFARFEMNTIEARARMER B, XS
SREERANN BREFHEITKEE R H, PEFEREF heuristics e RIEHINE B L4830 R
i3 CPU fBERRA (] &,

RS ELE N RIGER (40100) 1H/D. XATRESBUL EME S EYEED,

watermark_boost_factor

XNSEIREANERE AN ERFRANI, BELT —MREKMALHNEDL, MREITRFES
AAREEENTIE, ThZE2EEHFR, XEMHNBENE, EREUEMIEDNIIE, FH1E8hm
fFskBIiFE2E (40 SLUB OES. THP # hugetlbfs TIE) AKIHBVERE,

%fF watermark_scale_factor 2%, H{I=210,00089/1L9 2 —. 7£!DISCONTIGMEM & &ErBAIAE
415,000 BEKE, MR—ANTEIBTERAMEES, NKZATL0KEE 150% WEKM%. EHE
IMREERSERENEREHERERE. NRXME/NTF pageblock, NSEFHERERTIR (I
M, 64 4Ix86 HH2MB) , RAEE O HFERXIHEE,
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% 6 B e KEF

6.1. HIk BNz
LA B R P

Realtek 802.11ac wireless 8822b driver (rtw88_8822b.ko.xz)
Realtek 802.11ac wireless 8822be driver (rtw88_8822be ko.xz)
Realtek 802.11ac wireless 8822c driver (rtw88_8822c.ko.xz)
Realtek 802.11ac wireless 8822ce driver (rtw88_8822ce.ko.xz)
Realtek 802.11ac wireless core module (rtw88_core.ko.xz)
Realtek 802.11ac wireless PCl driver (rtw88_pci.ko.xz)

Interface driver for UDP encapsulated traffic (bareudp.ko.xz)

FR IR Iz R F1 S MK B2 P
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Regmap SoundWire Module (regmap-sdw.ko.xz)

Intel® QuickAssist Technology (qat_4xxx.ko.xz)

Intel® Data Accelerator Driver (idxd.ko.xz)

Oracle VM VirtualBox Graphics Card (vboxvideo.ko.xz)

HID driver for gaming keys on Logitech gaming keyboards (hid-Ig-g15.ko.xz)
Driver for AMD Energy reporting from RAPL MSR via HWMON interface (amd_energy.ko.xz)
Elastic Fabric Adapter (EFA) (efa.ko.xz)

AMD® PCI-E Non-Transparent Bridge Driver (ntb_hw_amd.ko.xz)

PCle NTB Performance Measurement Tool (ntb_perf.ko.xz)

PCle NTB Simple Pingpong Client (ntb_pingpong.ko.xz)

PCle NTB Debugging Tool (ntb_tool.ko.xz)

Software Queue-Pair Transport over NTB (ntb_transport.ko.xz)

Intel Elkhart Lake PCH pinctrl/GPIO driver (pinctrl-elkhartlake.ko.xz)

Dell platform setting control interface (dell-wmi-sysman.ko.xz)

DesignWare PWM Controller (pwm-dwc.ko.xz)

SoundWire bus (soundwire-bus.ko.xz)

Cadence Soundwire Library (soundwire-cadence.ko.xz)

SoundWire Generic Bandwidth Allocation (soundwire-generic-allocation.ko.xz)



B 6 E RERERF

® Intel Soundwire Init Library (soundwire-intel.ko.xz)
® Fast-charge control for Apple "MFi" devices (apple-mfi-fastcharge.ko.xz)
e TIHD3553220 DRP Port Controller Driver (hd3ss3220.ko.xz)

® STMicroelectronics STUSB160x Type-C controller driver (stusb160x.ko.xz)

Nitro Enclaves Driver (nitro_enclaves.ko.xz)

6.2. EHTHVIR IR
I A& R R P BT

e Standalone drm driver for the VMware SVGA device (vmwgfx.ko.xz) B#EH EIkRA 2.18.0.0,
® Cisco FCoE HBA Driver (fnic.ko.xz) B#E#H EIAR A 1.6.0.53,

® Driver for HP Smart Array Controller 7 3.4.20-200-RH]1 (hpsa.ko.xz) BE#EE# EIARA 3.4.20-
200-RH1,

e Emulex LightPulse Fibre Channel SCSI driver 12.8.0.5 (Ipfc.ko.xz) B#E#H ZIkRA 0:12.8.0.5,
® LSIMPT Fusion SAS 3.0 Device Driver (mpt3sas.ko.xz) B#E# EiRZA 35.101.00.00,

® Qlogic Fibre Channel HBA Driver (qla2xxx.ko.xz) B # B H ZIkkA 10.02.00.104-k,

® SCSldebug adapter driver (scsi_debug.ko.xz) B#EH EIkRA 0190,

® Driver for Microsemi Smart Family Controller fRZs 1.2.16-012 (smartpqi.ko.xz) B EFEIkR A
1.2.16-012,

® hpe watchdog driver (hpwdt.ko.xz) B#EFH EIARZA 2.0.4.
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B7ERFEREES

XER 1Lk T Red Hat Enterprise Linux 8.4 RIEE M. %I B EHMBITHIR,

7). RRIEFMERLIE

Anaconda BIEEX AR A TR 1dl HREXILR DASD AN HHE

FELARIHIRRA A, ERETFEH, Anaconda FiELER Linux 7 B (1d1) X RE LB Direct-Access
Storage Device(DASD)MEZLRIXTIEIE, Hk, AP TEMXLERIATRE,

XM hRAR, EXHAERELAF, Anaconda Rl FIARENILH) DASD B, FER—DXEE, B
FRUERREMBERICEl & /RRREER,

(BZ#1874394)

Y EARERERS| SETRCE InfiniBand M%ZEON, RHEL ZZEFIEDH

FELRIRARA A, HEAREEFRSISET (Fl0 : EH PXE RS % FEMNRERFHRR) T RHEL &
EMERHARE InfiniBand MAEEON, REBFITEZREMSEED,

X2E N RHEL NetworkManager F5i%1H 5 InfiniBand X ML ED, MR VEORE T UUKME
%,

Hit, FEHERKN, BEFHEE InfiniBand REBNERE, RHEL RERFITEHIRE,

XN RER, RERFALUERLRERFS SETREERE RHEL TR RHECER InfiniBand M%%
O, REFLUKIITENK.

(BZ#18900009)

Bzh49 XA LLfE Anaconda i

FELRIBIARAH, £ LVM RBE#HEF BN DR IRP, RERFRTAESDITE#ME L LVM PV 6
BAK, IRILERZELEIRER, NENDPROAEATERERN, HETRERER,

EXMNRAR, XN FEFEHER, HESTUEREREFHHEB 2 X,
(BZ#1642391)

{f Anaconda GUI EdB L4 MKZEHIES
ELEIBRR AR, 72 Anaconda BIFER P RE (GUI) BLEBTTHAMSEHT &SR AR,

XD RER, XN AEERER, ERAILERETEHER Anaconda GUI BRETLMLE,

(BZ#1847681)

7.2. TR

PLTE %autopatchrpm B2 FHFHH -m F1-MSH

TEXNRAS, -m (min)#1-M (max)) S # R INEl %autopatch =, LUENY AEBAESHHI—RF
T,

(BZ#1834931)
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B 7E EBFERES

popt rebase ElhR A 1.18
popt HHTEALE LiFIRA 118, ©EZEIMMRAMELLIRHE T UTEZEDL :

o EANRIEEFEMME,
o fiZ)R 7T 7T alias exec #p4% FP T EMIBRIY PR B4 7] &,
o BETEMRERIR SREIRMER.

(BZ#1843787)

7.3.SHELL flfp 51T TR

snmpbulkget SI#E N REFTER PID 124t E 005 H
ELEIMARAF, snmpbulkget S S AR W AEEN PID IEENMHHE, Eib, XTM®ESaKK, F

it no results found,

TEXMhRAH, snmpbulkget N ARFIER PID 124t 7 BB HIH.

(BZ#1817190)
CRON i 45 B AEAR YR 4 25 S A 32X L FHR 4,
ELFIMRRA A, YIEMECE T Relax-and-Recover(ReaR) TEFR, CRON S &fit L —RKEIZHEE,

FE L FHME R XL ER G, AL, BME%E NReaRHITEE, EEEE@AHS(EU%¥EM¢Q
TEXN AR, TTCRON SR H1T TIER, FARIEARA 25554 % % FHb4,
(BZ#1729499)

{81/ NetBackup it 8.2 #F5 ReaR & {3 HLHIBRIE =T LUIE 3 T4,

TELARIRIRRAAF, ZfEMA NetBackup ¥E N2 55K, Relax-and-Recover(ReaR) TER&ERIE RS
f 555 vxpbx_exchanged fR55, Ett, f#F NetBackup 8.2 MIKIER SR BIED ik S BIBS KN,
H#7E NetBackup fRF5FB|HAPICKUTHIEER -

error bpbrm(pid=...) cannot execute cmd on clientinfo tar(pid=...)done. status: 25: cannot
connect on socketError bpbrm(pid=...)client restore EXIT STATUS 25: cannot connect on socket

EXMhRASH, ReaR{Jvxpbx_exchangedik 55 FHH XA BB R INEIRIBE RS, HAEKIBERSED)
IR BZ AR S

(BZ#1898080)
libvpd rebase FlIhfi 4 2.2.8,
FETESE
o Eifffisqlite IRERFHIT, RS T vpdupdate BI1ERE

(BZ#1844429)

ReaR TEIEMH LUKS2 BN XIkE RS
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FELRIBRR AR, HRGEHEDE - LUKS2 %53 X{E A Relax-and-Recover( Rear) TEH 1T &2
B, APARWER ReaR A HF LUKS2 INES X, Hik, ReaR TEFXEEREN BREHMOAIBERIIM
[EE RN

EX AR, 7£ReaR TEARINTHEKX LUKS2 BEE. iR ELRHMHHRS K. ReaR T
BHAERAEARNLUKS2 ME S KEMERS, HEERRERTENAS,

(BZ#1832394)

Texlive BI#ERTLL #1 Poppler—i21E & TF

FELARTHIRRA A, Poppler TE 177X API BCRIE ST, HLh, HTFXL APIEW®RT, Texlive I9EX
EEETE, EXNRAF, Texlive E A LUEAHTHI Poppler TEIEE T/,

(BZ#1889802)

7.4, EAtZRIARSS

RPZ HIE R LA S B F A —R T

LRI AR, YEAEHERBERMICEE, lib/dns/rpz.c SX4HH dns_rpz_find_name EREI A &E &
BEMFR. @i, —LO8BRTFHNCERWRIE, EXMRAF, dns_rpz_find_name E#E
®WEE, EHAESI\TEEFES.

(BZ#1876492)

7.5. &M

i T pkes11 Bpadding

FELARIBIARAH, pkes11 GRIRERN —LERFAEDSM padding. FtL, #51RE padding ATEER
HET label BHEMILERBIFRL, X DhRAAH, FiAFB padding BRIEE, HEXT PKCS #11
URI, F7ENRRFHREE (NN T4,

(BZ#1877973)

BE T sealert FE 5] BB

TELIRTBIRR A, setroubleshoot SFi i FZHIERIT AT RE = 53 sealert HiZ2(Z1EMR, H Lk, GUIREBL
TMEADH, BT BILME, SFITIERKITHETMAAEESER, FERKERREZT. XM RASH
T sealert #1 setroubleshootd iz [A] Y AR 40 IR, INFE sealert IR SEHERER, FHE
setroubleshoot =7 # T2 AR R K.

(BZ#1875290)

yAit setroubleshootft AL & it K4

ELEIBRRAH, setroubleshoot-3.3.23-1 13| ABIFTIHEEN M BER i E RN, XS B AVC DML LART
ERZIE S E, XMRFRBET MIELIhEE, v EEYERE AVC 94T HE],

(BZ#1794807)

{88 7 SELinux skEgEORTER

FELARIMARAH, ERE—NDEEEZEOXHHTE ifndef HIBE RN, RIgEOMBTSERSFRHN
EEHHER . X MIRAESI T HEOSTARENT, MmARR 7 XA R,
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B7EEFHRESR

(BZ#1868717)

setfiles AR TEIMICE IR =1k

HELRIMIAR AR, HBEHIRCXHERIAT, setfiles TESEIE, AL, (iR FICHXHRBERRE S

., TEXNhRAAR, setfiles KRBT EIREFHIRCHISUE, FIt setfile 4018 B IR B KHPBIFTE X4,
(BZ#1926386)

BFE, EE SELinux SRE&FF AT LUSE S h R AR R

FELRTHRRAH, SELinux SREEEREFE N E LIPS KT LIRH I PN S BRI, Fit, FREERT
2, SELinux RIEFMARESKERRKWEERR. FXTRAH, libsemanage FFFTARFLIERIEN
BEATTHEE, AEERINZENXAHEETASSRREHEIOXXEHRSP. B, REEEFHEIETLUE
RRKIMA A FRTEER T, BEiFER.

(BZ#1913224)

libselinux BRE o] LUE R E SELinux A BIERIA_ LT

ELEIMARAA, BTFFERT EFAM security_compute_user() Ei%Y, libselinux ETEREFE LR
i SELinux AP HIBVIA LT, Eit, FEAE ML RN REFELERGRS A TR, X hR
A, libselinux ~E# A security_compute_user(), FTILHRIEE M aME, &IEEMRREE SELinux
FA 9B £ T

(BZ#1879368)

rsync B, i GEO-replication AR NSELinuxifd i

TELIRIBORRA A, SELinux KBS FLVFHZ1TIE rsync_t FTHIHFIZILE security.trusted I BB MAI(E.,
Itt, Red Hat Gluster Storage (RHGS) HH geo-replication EFI& KN, EXNhRAR, FHH
SELinuxrsync_sys_admina /R {E St Frsync_ti#F21% Esecurity.trusted, RALt, MAREAT
rsync_sys_admin 75 /R {H, rsync AILUXE security.trusted I BEME, geo-replication R KM,

(BZ#1889673)

OpenSCAP IR LMERARNEFRBMER THES A XEXHHNRE

TELVRTRORR A A, LITRARELEMAZXHNRET, OpenSCAP IIBREEENASHMRZEARER
B. EXMHRAH, OpenSCAP B RFRESEAMME, Fit, FHRRFEEARASXXHN, £
RAM BEM RS EABRERNE, im0, ¥4 Server with GUI #1 Workstation,

(BZ#1824152)

1T858, FH FATESENREAEERK

LRIk AF, SCAP 235/ (SSG) HMEBMZEH.L (CIS) BERESES—M N, e2AT
ATTIIA] FAT XERIARIESRBINE, Eib, N8R SSGEE T XM, KRGS E LR
FAT12. FATI6 #l FAT32 XHREKRANL R, SFEEFI RESPKX (ESP) . X&SEBRETEBIS, £
XA, ZHNEMEESEST MR, Fit, FRXEXHERANRAETBLES T,

(BZ#1927019)

OVAL &SR GPFS i hiEi2

TELARIBMR AR, OpenSCAP HI#TEF & BB General Parallel File Systems (GPFS) 17l 7t
BXHR% (FS) . ALk, OpenSCAP RTERMNAFAMRIIM OVAL I EFIIH GPFS, XA
BIOREFERER, BXETHHM, EXMhRAS, GPFS @&1Eixi2 FSFl&kHp, Eit, OVAL &

75


https://bugzilla.redhat.com/show_bug.cgi?id=1868717
https://bugzilla.redhat.com/show_bug.cgi?id=1926386
https://bugzilla.redhat.com/show_bug.cgi?id=1913224
https://bugzilla.redhat.com/show_bug.cgi?id=1889673
https://bugzilla.redhat.com/show_bug.cgi?id=1824152
https://bugzilla.redhat.com/show_bug.cgi?id=1927019

Red Hat Enterprise Linux 8 8.4 X {13¥iC

ERLUERIE GPFS 2 FS, H#EREEIR,
(BZ#1840579)

fapolicyd-selinux SELinux SRB&EITE a7 A SCF R R

TELARIRIMR A, fapolicyd-selinux SELinux SRB&& B HMEFAAXHRE, ALk, fapolicyd RS TTiE )
(AL FIERIEA BRI, 20 sysfs, TEXMRAH, fapolicyd AR5 EZEF D ATE XHRGIREL,

(BZ#1940289)

fapolicyd A FH1E RHEL %t

LEHEM T BTN ARFIN RISV, Rs@IHm (HER) BEXERERAEFEFINA

2R A HIBR R, FELLRTRUMRAR, fapolicyd ST 1A SRAE ST FR R L R N RN RS .

Lk, fapolicyd &BH (XL AT FAMPUTEME M., X hRAF, fapolicyd &8 /&
RHRMEL, LUEZHEIXH TS EENSIEELRE, ALk, fapolicyd &IE#qmEIHATANI, Bt

Rt AT LASE A

(BZ#1896875)

usbguard rebase %l 1.0.0-1
usbguard P4 EBEH B LiFARA 1.0.0-1, X MIRARBBHNRFERMEE, EENRE :

o REMRH API AIBRMAGEFHEE.

rules.d B & AR EGALINI S A ILTE LU RHER I N .

EBE T ENNTEE RS M E BRI LB,

RAEPR T EA R B R £ 5R,
(BZ#1887448)

usbguard BIEAT LLL X HITER

E MRS AL —ER 4>, usbguard.service BIThEEE BRI, RNIER2 CAP_AUDIT_WRITEX A Ih
BE, AL, FAHRGIRSSIZITH usbguard ToiEAEH THEM, EXMRAF, RSEBCHEH, Rk
USBGuard A A& EH itH1E R,

(BZ#1940060)

Tangd IRAE AT LLIE #f b b 38 TE 38075 3k

ELRIMIARA A, tangd P AR RN —ERH0FE KR E —MEZBRHATE, Eit,
tangd.socket@.service KN, HIRIAK KM TR EIRM, ATRERIEMIAE, TXRA

f, tangd{{iftangdfR552RAFBE RN, FRBEFHTEH RS, Rit, tangd ATLAEBLIET
MHIIE K,

(BZ#1828558)

7.6. %%

{5 & ipset Zif AN 7ESF iptables HM4%EM RHEL 7 i3 % RHEL 8 AR
FELURIMAR AR, REEFAAEMINARECER X 2EFH ipset iT4125, [N M iptables #LNIEF5|H5
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B7EEFHRESR

AT i 8EEH ipset s, FL, K ipset ZiFAIHN] (40 -m set --match-set xxx src --bytes-gt
100) KIZASALEMN S, RNipsetil AMITHBRRRM, EXMRAF, TIPS KXE ipset
EIFHN B iptables L& =] LUIE & TIE,

(BZ#1806882)

iptraf-ng FEAFRIGREFEAS

TELARTBRRA A, H7E iptraf-ng BOTIEERFIXE %p I, NMABRFRERTEHRERRBERERR,
e, BRTHEEMER, EXMRAR, iptraf-ng HEFKEERREEHERERRBREFRE,

(BZ#1842690)

I1E, £ Anaconda ip Bl 5ETIFR{EFADHCP i, I LAfsE R4 1R

M1 RAM R (initrd) 8 A8 NetworkManager BIEMI%S, TELARIRIMRA A, RHEL 8.3 1SO XHRHEH
dracut NetworkManager BRI E Anaconda B T ip LT E—NFER 2B KB T .
ik, NREEA DHCP FHi%E& T ip=::::<host_name>::dhcp, NetworkManager Foi%/:5 IP #otkr, B
ML FE Anaconda RAET A, XA RE AR, Eit, ZER RHEL 8.41SO E LR REEN
i, Anaconda ip 5|52t 5i Al LAIE & TAE,

(BZ#1900260)

£ Anfp WENT2FM Netronome M-k HIE; XDP BEAB XK

FELARIMIRRA A, Netronome W-EHInfp Whi2FHFE— I EFEIR. b, MREFERXFHFE, FHE
FA#5%5 XDP_FLA GS_REPLACE {7758 IFLA_XDP_EXPECTED_FD MAEEE A XDP 1258, HRZ E0E:
eXpress Data Path(XDP)R2F 2K, fitl, XFNEIEMA libxdp ZEZ AR XDP 2F, XMEFE IR
B R, FEIk, M Netronome M-EEIZ; XDP f2F I LAIE & T 1E,

(BZ#1880268)

NetworkManager BIfE Z ikl DHCP Kok EH %, FHEMBEO P KA DNS Hik

TELIFIBIRR A, 20R /etc/hostname XA B HEEN A, NetworkManager REEE T EB RIEIEIT
EHRIARBENED, 2R EADHCP /R EDNSEIAFKBEN S, Hit, EXERINKENERT,
TEEMEP A DEENR. EXMRAF, NetworkManager & B f 2t EABIABBAEOKRRZREMN
Bo MRXNIFEKRM, NetworkManager 2Z I EMAIAEO, FLt, R EN A KT letc/hostname
Fi%i&, NetworkManager &% fFH DHCP, FXIArE#EO#1TKRME DNS EifkhREN S,
EEREMLEES (NetworkManager) EE HEAIAMITH :

1. QB8 &L TARA #/etc/NetworkManager/conf.d/10-hostname.conf 3244 :

[connection-hostname-only-from-default]
hostname.only-from-default=1

2. EHF#H A NetworkManager fR%5 :

I # systemctl reload NetworkManager

(BZ#1766944)

7.7. N¥%
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AXABE IBM Z RGihiREOBHNES

FEURIBARAF, HRABRHEL 8 B 1BM Z %4iH ZONE_DMA REFEXRD SIFRA A VIRINSEE, ALk, &
R OREES, B0 :

Bad or missing usercopy whitelist? Kernel memory exposure attempt detected from SLUB object
'‘dma-kmalloc-192' (offset 0, size 144)!
WARNING: CPU: 0 PID: 8519 at mm/usercopy.c:83 usercopy_warn+0xac/0xd8

L@ sysfs OV MR LERGERNKRENESEEFE R, FlM, 217 debuginfo.sh Bi7,

TEIXNRAR, 7E Direct Memory Access (DMA) 2R iRIN T — MRS, LUE R F 22 6] b FFE R aE s
ViR,

Ak, ZEUEYEHRFAREREMNESER.
(BZ#1660290)

RHEL &% M tboot GRUB & H iz 5

FELARTRIRRA A, hRAS 1.9.12-2 B9 thoot TE R FH—LEH A Trusted Platform =5 (TPM) 2.0 #J RHEL
RETEEIBER TSI, Ak, HX%55EEM tboot Grand Unified Bootloader(GRUB) % B 5| 5/ {2
ik, BEE#ThRAR RHEL 8 #l tboot TEMEHT, XNMAIZEMHARR, RHEL RITAILUNTHEASI S,

(BZ#1947839)

REES LENBERIRPEIERSHRE

LHRBRFH /O MAFRFIEN, NRERFAAFHNARKEREEERSREMEINPHE, 0
REMLUTER, SHNBETFIR -

o EDPZH CPU &R ZIXRIME R E —HEIRE,

/.

ED— CPU &R TE dataset Ei#H1TE AR,

RIBIEN dataset IENELIZ AR E], 45ReTLIZ A, B AB (BE) .

LRBHMAFENN, IMERTESSREZRAE (OOM) ik, MMSBARIEFHZF A
Rio EXDNEITHRAH, RAFHEMMIEH RHEL AR EEH. Rit, ARTBRILIEENN,
ERTARZ RS RN,

(BZ#1860031)

BZ%NEN RHEL 8 "B 53 panics

FELRIBIARAH, HEAENMEINCABLIREIZIT RHEL 8 B, AREELER TRZ XTI R8
ERETE. Fit, SEIA panico XTRAMEER T IHE TEREREIARALE], &0 LABA Lk A
R,

(BZ#1867490)

NUMA XEFABEaRENRERD

ELEIMRRA S, FEER2 CONFIG_NODES SPAN_OTHER _NODES %7, ARM64 # S390 Z2i47E
NUMA R E2BEIENANHRERE. EHit, EBARE NUMA TTREAEXIEHIIE, £EE NUMA T
REAEXE#RINEIS NUMA 7 =5,
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B7EEFHRESR

EXPRRAR, NUMA REANHBEIRER R,
(BZ#1844157)

rngd RS ABICTFERFpoll )RS A

MHIRZA 4.18.0-193.10 73R, WA T FIPS X MIF AR, EiLb, rngd RSICTFERF
/dev/random iZ &8 poll() REIAA, X2SFHERGTF FIPS #&EXE, SHFE 100% B9 CPU If[E, £
XA, 7E FIPS &R A, /devirandom & poll() A EBFREFE MBI IEBRRFR T H
/dev/random % & FF A BOAL B, AL, LSS, rmgd IRETBICTFER poll().

(BZ#1884857)

J2 T % SCHED_DEADLINE JHE2FM HRTICK X#F

ELRIMRAS, SoWERRGTE 23HRTICK)MINAERE A T A SCHED _DEADLINE FE BN E
55, Hit, {58 SCHED DEADLINE iERRFEX EESETRIE, SEFET iXEESE BT
Bia T, XMNMTHEELRIAE A R E A I IE RIS,

XM RAES, FRAT HRTICK Theg, ZMaeiRMt T &2 M5, HRTICK /A& 2 HEiTif25,
EREREFFTRSTH I REIER TR, Fib, XNAERBE LR RHLE,

(BZ#1885850)

tpm2-abrmd rebase ¥l 2.3.3.2 hixA
tpm2-abrmd FHFBEANE 2332 frA, HREBTEIERFEAMES. TELHOE

o BE TImE A ERIFEF
o BET TPM ey miEfiEn (TCTI) HAYERSEER
o FRTiHMMRE (access broker)

(BZ#1855177)

cxgb4 WHRFAHE S kdump PIBXEATS

TELLFIMAR A, 7E vmcore XX {RTE(E BT kdump RS aRT. FEIb, cxgbd RXEhF2FFRELE
kdump ARGRERZLUEREHITOM. BlmIERXANEE, T kdump RZeGS1T RN
novmcoredd S LR TR X

BEE RHSA-2020:1769 A& 4, k dump RAZAE LUEMCIEXFER, BB,

(BZ#1708456)

7.8. X RGN FE

Jjla] SMB Bir A B & I E R EREMOTE 515789 KK

FELRIRIARA A, A cifsacliEHLIIE RHEL SMB & Fim#E# DFS S & ZH KR TIEVI, FIRESKMW
## Z/REREMOTE #i%, EXThRAFIEE T /155 EREMOTERIRNRZ, MTIESMB HZ = LKA,

(BZ#1871246)

U3 T NFS readdir ShRERIHEBE
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FELARIHIRRA A, FIH B NFS & im i AR AR E B R KN A X BEsEmM, BRIEEKIEARTEM.
FEXNhRAF, EUTERTHET NFS &/ im B x5 4L :
e JIHTH 100,000 HE % X4 I KE KK,
o FIHIEEBHMIE KK,

(BZ#1893882)

7.9. =0 AR

corosync.conf X BIEIA T REEN BIEM 1718 mE 3 #

TELLFTMIAR A, corosync.conf X H) TOTEM S REBEHIEHRISE N 18, X NG BB B 8] {F
SR LUREIL, (BINRMLSER, ARERSFBURRBINMER®, IIE, BIMEREN 3 #, wEDR
BRIAN 5 B2 NN Z AR A B FRFI 88, X BN ShEBNENFE, 1HS M EH RHEL 5. 6.

7 3% 8 High Availability SRE#H# totem S hEBITE ?

(BZ#1870449)

7.10. hiSHwIZTES . WMIAMBIEERS %

WIE, HERET perl-Time-HiRes F Al LUHTRAL AR

TELIRIRIRRA S, £ RHEL 8 14 % H perl-Time-HiRes {4 &4 T — 1N EIEE RHEL 7 b E K
epoch B, ALk, EZR&ET perl-Time-HiRes 5, F/EM RHEL 7[RI A EI RHEL 8, RN T ®RAH
epoch 5, EZR%E T perl-Time-HiRes 5, BRAFARAFABREKIL,

(BZ#1895852)

7M. FiFEssfI AR TE

glibc DNS FiRfE#ras ol LUE MR B HHEESS 1D HHTER

FELLRIBIARAH, GNU C % glibc B9 DNS FREETERTIEN BEHERESS ID MHITEINITIERD
MR, Fb, ZHZES5IDEEN, BEZANHTHNARSEREE, MmSBENME,

TEXAMhRAR, BZADFHATHNRIRF AR ELt, glibc DNS 7FAR AR 25 BT 8 5 F o AR 135! B9RA N T
SRR E B,

(BZ#1868106)

&/ fgetsgent() # fgetsgent_r() IEEACE XHIEE MR E

letc/gshadow XA HFEMLMEFRE, SE LN XHRNNEL, Bfa5E fgetsgent() 1
fgetsgent_r() REUROEMBIIETT, Hitb, FERXLIHEENRILEY /etc/gshadow 5% /etc/ AR EMhEZE L
BN ARK, F I TRsegmentationfiiR, XMRAIEDN fgetsgent() # fgetsgent_r(), LAEEMRE
HILERECE SO, R, KRR P A LARK T S AR AL & S

(BZ#1871397)

glibc FRFEBRINAEINIEEE 2 T XF AMD64 Hl Intel 64 4385 _E MRS 5 fr it BRI 11 T S0
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B7EEFHRESR

FELARIMIRRAF, FRIBEINEEMglibe SEHFE IR MG E T 64 £ AMD # Intel #bIE 25 FLEF2 AT FARY £ 20 %%
FE2, b, ARBEZHXEHA memepy BB SN REFIBAZEFERER I BN, HNERE
memcpy RS AR E,

XN AR, EREZENNTBELIRAPIRGHEGLRERET B, IfE, FHRIETUSTIAR
LR, MmE X RARE R A7 E R T E R,

(BZ#1880670)

glibc A MEIRRIAE AT LLE SR libe.so .69 LEHfE

ELRIMARAF, & libc.so.6 HENRIENERRFZITH (B, ER glibec lRAER) , glibe 215100
HIEFE R AN EALD_PRELOADIME L EMNEHAINT R EMhEH E (Ilibc.s0.6, FIt, HKET
LD_PRELOAD i, iH libc.s0.6 G5 H libc.so.6 EAX 1L, FHIsegmentationtiR, FEXA
FRAR AR TIXAMNERE R, shSEHRERMETUERLE libc.so.6MERER., Eit, EEmERAH
HABALE,

(BZ#1882466)

glibc BISHHESRIABHSLER MR RN —ER 2 REIFES TLS 28

TELRIRRR AR, glibcshSiE R RIBARLRSHRN, NIASTLSHER T A o AMESELRAE
fiE(TLS)Z2[a], Htb, 7EiZ24THER diopen REUINE A MEZXIREN KW, RNETLS 2B S
EFETARA R AREES TLS Z2(E], XA EHER 2 64 AL ARM Z249F IBM Power Systems & 4.

HITE, ShSHERRER &S TLS XIHIER 2 BRI N ERS TLS 2fd, BRI ZEE A F 8 TLS i1k,
th, EFERARIEKENERT, dlopen FBATILEII, EEQEMES TLS LBANKEZ SN AR
A LAE T el 2 Mglibe.rtld.optional_static_tls.

(BZ#1871396)

glibc B FHHEREFINEZAX 64MIARMZ KT A EMNlazyH5E,

FELARIM kR A, glibe 3 SHEHERRFE & B AE A 64 I ARM(AArch64) 2R A EBITIRER F lazy 4F
o Hib, IASHERREIXFHTIREARPKRT TS, MMSBERIEERIERERN, EXMRE
B, SRS ERRNRPER lazy HE, RBSHRIWERLE,

(BZ#1893662)

GCC rebase Flhfi %~ 8.4
GNU Compiler Collection (GCC) BE#HELMRA 84, BEBE T LI EFHEIR,

(BZ#1868446)

7.12. IDENTITY MANAGEMENT

Samba wide links ShEEE F#ih VFS &3k

ELREIMARAF, wide links 2302 smbd iR 5D INEEMN —E 0, EALINERAREM, RILER
Z— 47 widelinksHI IR B ST RGI(VFS) RS, /7T HEFRSA, RHEL 8.4 ) Samba 2 H
SN EERERI%E T wide links = yes B = At

BE : AEEUAEFEALTILZ LM wide links TheE, &2, £ bind mount 5342 REEM B —ER 2

HHIERTE Samba AREZEMB R, BXEEbind mount®iFlE, & & Emount(8)F A 71 HBind
mount operation 24
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M{EF wide links BYEZE tI#:E/bind mount :

1L W FENEEIREZANFSERE, FH bind mount E# bz, FFEIHEE mount(8)F M 1T
89 Bind mount operation £f 43,

2. M /etc/samba/smb.conf L4 FIFRFT A wide links = yes#J5: B,

3. E#FEA Samba :

I # smbcontrol all reload-config

(BZ#1925192)

DAL i PR RN A R i BTIRER X

TELIRIBIRR A, Directory Server RivE— MR TR, HHEMZIEZEN N FRIGN AT H, £iX
NRAH, PR R BB R IR R B M EAGAIN @A ETIMEDOUT, ¥ — MR R B B ER
/ﬁE%KEUE%HE%EEWIEJEM

(BZ#1859301)

YEEER PKI CA B9 PKI ACME Responder Z fBIF-BAESHIL OCSP RilE 5k

FELARTHIRRA A, PKI CA IREHIBEINACME IEPHEREE D E— OCSP URL =i, EARIEMEFR OCSP
AR5, EHib, NRJF PKI ACME Responder BRE MR PKI CA XK E, Nk E & HAYIEF T ge H I
OCSP BHFRM, TEXMhRAS, MRT ACME IEPERBEHIERIG URL, FERMALBARESER

BEEEXH, MNRKEE LM,

(BZ#1868233)

13. BB LE

B REWMIERLE Intel Bl E LA N EIEETF

HLHE Intel CPUNZILAEMBFE-—NLTHREOREH EZRES, EUAINRESR, RHEL FZHF%
BEO, HEGAER VESA #QO, XIELICARMAPAATSE, Flt, RHEL TERFLIXLEZ DA LR
BE#EIRT,

XM RAR, RHEL RN TR AREZEONSE, Rt EREGINAERTUESIHEF,

(BZ#1885406)

7.14. RED HAT ENTERPRISE LINUX R4t &

tests_luks.yml RFE5: 3 NVME B#L 9 K KM

TELIRTBIAR A A, NVME ﬁz&ﬁﬁﬁﬁ’\]ﬁ[np%?’jm'—ﬁvirtio/scsiﬁﬁﬁﬁEI’JTI__l EFiEABHFEE R —
=, A, #FHE NVME #Ez2iTEEA S BT, EIXThRAR, Storage RHEL RGAEBEM
blivet KI5 X & TR,

(BZ#1865990)

selinux RHEL REiAIEa REEAA N presentiL £

TELEIMARA S, selinux RHEL R4 A &M — Eb{f%*&”%mﬁﬂhﬁ!ﬂ%% present W E, MAZHEA
FRIEE present, FLt, selinux RHEL REtABRLEI—MERER, SHEER N present WEE, 7E
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B 7E EFEREE
IXAMRA R T XA A, XS ERAF RIS present . FELth, selinux RHEL RETABRTLL
EEBTE, &RBHEER,
(BZ#1926947)

LR rsyslog-gnutls AN, LoggingFERKIK

% logging RHEL RS ABFEEE NRERZ LW ZRM AR LB L HEN, FE—1 2B tis
rsyslog-gnutls J4 8. ELLRIAIARA A, tis rsyslog-gnutls F{4 SIS N TE LA RTAHIAR 24 Fh To 54 b
L, Wik, Y2ETmLERA tls rsyslog-gnutls SRS, logging ABEESKXN, BMfEZRLHT
BMANLZLEAHESEENREN—H2SEEN, TXMRAR, BIRESTERE T REEEHF
B2 tls logging_pki_files T2 R T XN AE, REEEE T Z2EEN X R2RE rsyslog-
gnutls ¥a, FEitb, FLLES L ERME Hypervisor B WE N loggingfii BB A elasticsearch ~F
SRR rsyslog-gnutls F4E S KIL

(BZ#1927943)

7.15. EFlME

1£ Windows Server 2019 41 Li%##%3| RHEL 8 B/ HlIZHI &N EERBLKE
ELRIMIARA A, H7E Windows Server 2019 EHHI% A A &R B EHE RHEL 8 fE W& P HIRIERSINT,
TR E iR BRI A i H R RS RS A L TR RO R B K, IXANMRAIRS T Hyper-V hypervisor ]
VRAM BOTERE, MTIERR T XA A,

(BZ#1908893)

IEATLLGEET QXL BEREMEH Wayland BMEFIHLAY G128

TELLRIMIRRA A, {EF remote-viewer TE E /RfEA Wayland ERBRSFHEH(VM)BIS N BISRE
S VM ZEBIN, FE—E LT Waiting for display IREER, EEREBEWHIES, XA UBSIE EE
TR B9 PR

(BZ#1642887)

7.16. =IMEAREY RHEL

GPU LM Azure SEHIBRIE R LITEARER B IE & T

WA GPU (L BN KN Microsoft Azure SEf_EiZ4T RHEL 8 #E N B A HURER ST, 40

NV6, 1kEEVHNMAERRSZEISSBUEINN GPU TERIEMH, HELEIMERN, AKRICRU
-F{EI%\ .

I hv_irg_unmask() failed: 0x5

XM RAER, Microsoft Azure E R EUNERE FAILUERLER GPU, XA LRSI RIRIBI A
$O

(BZ#1846838)

EEVHMAESRREE, TXYRXBUES T BERSIRTHAE M

TELIRTMIRRA S, H7E Microsoft Azure Ef#FF CX4 VF NIC SIRHEL 8 EUNLMIKER A ik & 11 3k
Bf, TXIRXBUE ST EFEIEEK, XPMRAFERTXANAE, $IES TSR HEIERBIEMN,

(BZ#1876527)
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RHEL 8 ENLAEIEM Azure MAKIRIR SR E

FELIRIBIARAH, HEAT SR-I0V 8 RHEL 8 EL(VM)FEMicrosoft Azure ERBRFFEERET, BT
BE(VF)(vmbus i%#) B9 GUID Re8%r, ik, HEMNESH, ©SETEREHBNZLIE, EXMRE
B, vmbus &% VF FEQRZ, EUHA LRI MRERRESRE.

(BZ#1876519)

& T Hyper-V Hl KVM B im R R EEHE 2

FELARTHIRRA A, 2 RHEL 8 B/ HURIERSITE KVM =X Hyper-V UM AZITH, £
Ivar/log/messages XHHRMELLTHIRER :

I serial8250: too much work for irg4

XR—NIRIEIRER, WESHRMIER
BRIREBFEE, HEFLIBRIAERRE R,

(BZ#1919745)

7.17. 8%

podman system connection add & B % BRI E R

ELRIRMAF, podman system connection add S AR BEIFE—MEBERXENRINERE, B
Itt, &F 51247 podman system connection default <connection_name> 53X B INEE,
EXMRAS, podman system connection add @4 & LUIE & T4,

(BZ#1881894)

podman run --pid=host fEFErootiEx F L

TELLFIMRRA A, LUIErootF - B 121217 podman run --pid=host S A EE T/E, Hitt, SHIM
OCI FUBREE IR :

$ podman run --rm --pid=host quay.io/libpod/testimage:20200929 cat -v /proc/self/attr/current

Error: container_linux.go:370: starting container process caused: process_linux.go:459: container init
caused: readonly path /proc/bus: operation not permitted: OCI permission denied

X MNhRAR, XD EHER,

(BZ#1940854)
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B 8 E AT

55 8 B FRTME
XERFIH T Red Hat Enterprise Linux 8.4 FBYARA F AT 5,

INFBARLENRATUIREXRSEEMER, 1ESH BRI FSEH,

8.1. ZRREFHHE O

Red Hat Connector {E ATl T 1244t

WAE, EAILMEA— o EEE RHEL 4%, LAEMA Red Hat Insights fIRRIT WA, 7E Red Hat
Enterprise Linux 8.4 A1, ZL18E#2R(rhe)CLI E A — M EORTIM R4, HET— 7TEMAELE, THFHEMIZ
17 subscription-manager 7 insights-client a3 K8 EIZ11E, Bt ZIIEEEEMEREE 1, &
DA LLEEMNTIES n#,

ME\ERLER, BFSHCRINEEMERE,

(BZ#1957316)

8.2. M %%

YE BRI, BIAT @ UDP BREHZ T MPLS =M bareudp X #7937

FE, ip link e85 X #F bareudp & &E N — M ATI N, bareudpix & HEAARE L3 MR ER
T L3 HERBEZR, MEBMZELHIARETH (MPLS) #1 UDP BRERFH IPv4/IPv6, 85N
tc ISR FIRME, BETLATE UDP FRFFARRE MPLS HURE,

BN, EQIRIHH bareudp K&, EHEAUTHS :
I # ip link add dev bareudp0 type bareudp dstport 6635 ethertype mpls_uc
Z{F M bareudpO & #%1E UDP BREHRESH MPLS f AMBUR S, EERUTHS :

# tc qdisc add dev enp1s0 ingress

# tc filter add dev enp1s0 ingress proto mpls_uc matchall \

> action tunnel_key set src_ip 2001:db8::22 dst_ip 2001:db8::21id 0 \
> action mirred egress redirect dev bareudp0

B XA bareudp % & AT EARILTFISEBEE, ES0 ip-link(8)FAf 7T+ Bareudp Type
Support Z45

(BZ#1849815)

AF_XDP E AR TR
Address Family eXpress Data Path (AF_XDP) 2i%iT AT EEHEEIES. ©a88 XDP, HAF@E
AN EENRESSMEEREIA - EENA, UEHF—F T,

(BZ#1633143)

KTLS ¥ hEoR T 14t

1 Red Hat Enterprise Linux 8 1, KTLS 2F AIRATNMIRHEH, KTLS {# F 8% RO Fv N5 s & i 25
BEH AES-GCM B0 TLS 105K, KTLS iN R A0 TLS 105k MNE EN L B 2 35 L T RE B9 R 25 42 1 2 6)
22 (NIC)#HE,
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(BZ#1570255)

AE BT XDP Thig
ZINEIRHE T LUF eXpress Data Path(XDP)ZHAEVE N A~ 32 T HF B9 R T -

e 1f AMD #l Intel 64 (LA EIFIZRhE A XDP 12/, HEE, libxdp EARERTF AMD #l Intel
64 FIRIIZE,

o XDP ME{EIH,

(BZ#1889737)

TC S MHBIRZESRHE, BT R

Multi-protocol Label Switching (MPLS) R—MARZAEIEE LG, AFERIMBRERE, £
MPLS W%, T%HS@&ITE@EI’JE%E%*E?EMTDDEUM?E@E’J*T J&Eéﬂ%@ﬂ’]ﬁﬁﬂﬁ%ﬂﬂo FERARE

i, MPLS FZ& Al UL BRERENEIR S, a0, EaTLURM tc iTiEdy, U—BMAREEMRE
Eim OISR S S HITRE R MR &,

HIRSHEABI MR, MPLS BEBINBUBSHITZ RN, W push KRR, swap SREFTIR
%, L% pop EMIRIEZE, MPLS SSFE T RHEL AR —N S MrZEARME VIRE, ETURER
HERFNERELRH (to)d Eds, BRI MPLS T HIR & B (Ise) TR E X MR I HUTHE N RS, W
label. traffic class. bottom of stack UL time to live,

B30, LATRSSIE enpOs! MO BRI IESRUUCERE ANBIEE, F—NMr%h 12323, FZANR
%h 45832, TERECHIZIEEH, SHATLLTIRE !

o E—/MPLSTTL #45 (#0R TTL BliA 0, NE&EFEHIESD)
o FE—/ MPLS WZEMKN T 549386

o LMMBEIEERIT enp0s2 fEH, B MAC it ly 00:00:5E:00:53:01, & MAC ity
00:00:5E:00:53:02

# tc filter add dev enp0s1 ingress protocol mpls_uc flower mpls Ise depth 7 label 12323 Ise
depth 2label 45832\

action mpls dec_ttl pipe \

action mpls modify label 549386 pipe \

action pedit ex munge eth dst set 00:00:5E:00:53:01 pipe \

action pedit ex munge eth src set 00:00:5E:00:53:02 pipe \

action mirred egress redirect dev enp0s2

(BZ#1814836, BZ#1856415)

act_mpls BEIRVE AT IR 4L

act_mpls BEHIEVE N ATITIE kernel-modules-extra rom A3 E], ZES S FE AR EIES
(TC) IR ATL AR (MPLS) #4F, 40 : @it TC I jESRHEE I MPLS Fras st 5
B, BEHARFMIIIZE Label, Traffic Class. Stack BY Bottom #1 Time to Live FE%,

(BZ#1839311)

St T AR TCP R AR TR 4
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ZRE TCP (MPTCP) B T M4 FHRERE U R M SIERNIRE L. B0 : £ RHEL fR% 23+
FEAZIETCP, BRAT MPTCP VI WEREFHAILLUERESIIRS 28 LiZTRIN AR, FH1E Wi-Fi f1FH
PIZ& A EDHE, MARPRTEIARSSBRHERE,
RHEL 8.4 =44t T Hfthzhse, i :

o ZAFHKEHKFR

e 3 active-backup

o oI TIRIMERE

o FHIFMANEFIAE, LK receive FMsend & AKX BN HEE

® SYN cookie ¥

HER RS FFCTHNARFUIREXR MPTCP B A MIERNKHE A eBPF 225, LUED)
S IPPROTO_TCP &4/ IPPROTO_MPTCP,

HEEER ZHETCP Al
(JIRA:RHELPLAN-57712)

systemd-resolved R SSIRTEVE A Tl i 14t

systemd fEATHIERSS oAt AR IR A AR, IZBRSSSEIN T LR AF FN40IE DNS stub fEAfTEs, HEiEAlt
LREHHEN (LLMNR) LIRZ#E DNS T2 N2,

HER, BfE systemd B {HEiRHt systemd -resolved, X PMRFGTB— D AZZIFHE AT,
(BZ#1906489)

The nispor Y BIEVE BTN 4t
The nispor S IMEE NFEATIGIRM, B©E Linux MRS EHNSA—ED, BRI T—NET
python 1 C api LA rust crate T A ETLZTHIMZIR SRS — 5%, nispor i nmstate TE A
BRI {E A
IRET LU nispor ¥4 8 4E 8 nmstate BRI s IR B R,
o I nispor{E MM B R LE, 1EHA
I # yum install nispor
e EJT nispor E75 nmstate BURIHTIE L, HHIA
I # yum install nmstate
nispor # 7! i,
B X{EM nispor WEZ{ER, ES [ /usr/share/doc/nispor/README.md {4,

(BZ#1848817)

8.3. A
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kexec fast reboot THREVE AT i fR41t

kexec fast reboot THEEAVE AR T iR, kexec fast reboot L FAKEES | S AE MR
FE LRI EREA/HHRE(BIOS), MEEMNREN TR EFEAXNIIEE :

1. FohinE kexec A%,
2. BERRERS.
(BZ#1769727)

accel-config X BE N AT IRt

accel-config S IEE AR TN RHEL 8.4 B Intel EM64T A1 AMD64224 fh R4t XN S
BB TEFIFHEE Linux REPHEIERILS (DSA) FRY. B4, ©iLET systs( pseudo-
filesystem)BELE %A, LA json & REFFMNEEE.

(BZ#1843266)

SGX fENBRTIY

BT R (SGX) 22— Intel® #HA, BFRIFPERIEBMBIBERZ AFESHBRN, EITIRARD)
T X SGX v #l v1.5 A #., kA 13 A& Flexible Launch Control #liEIHIE & FE B SGX AR,

(BZ#1660337)

eBPF EF AT

Extended Berkeley Packet Filter(eBPF) & — A% B E UM, F2 V1 BT 15 17 B FRTh BE RO 2 FR D AR EAIR
FRIE AL ZE (A AR AT RS,

EHNSEFH RS HA bpf(), ©EXRFERSTIGRE, BRHDATFERKRNERREREPEARER,
Rig, REHEMERIAX%, FERBNREAXNEHENREVSZNLE, FEREREESR
CAP_SYS_ADMIN £789F & (80 root F3/) FAILABIHER bpf() syscall. MEESE L, #SH
bpf(2) FA T,

HANREEREIWRMNEAENS (BEEF. BiEa. 8UEQ) FEEICERIE,

IR RMBIRZHMEER eBPF EiN. BMHGLTFARENF LR, REERIHFATEXFHAEH
. FTEHABIENRARTCRE, REEHEAGRETNZZH.

LUF BZ# eBPF AHEHRHAE AT TR -
e bpftrace 2 A eBPF EHNMELFEERIES.

e AF_XDP, XZ2ATE#EZE AP ZRMNEREF(XDP) IR, AT A LEHIETLIEMRERN A
2.

(BZ#1559616)

HBAER accelerator WhiEFHBURRIE IR T 124t

NZEVEIE RS (DSA) Wohigr HRTILENEATINRAt, DSA B—1 Intel CPU EREIINESR, ©X
FEAALEMIEZ(E ID (pasid) RRMAZEMAE (SVM) BIHZTIEG,

(BZ#1837187)

soft-RoCE #E A il i R fit
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https://bugzilla.redhat.com/show_bug.cgi?id=1769727

BT R A AR MBI IE BEMNEV ] (RDMA) B — MMM, @i AKRSEEL RDMA, soft-RoCE 2
RoCE BYHESEHE, © X EFMFINIERA : RoCE vl #l RoCE v2, 7£ RHEL 8 F1, Soft-RoCE WXZhi2F
rdma_rxe /F N A Z X HFHFRTIG R4,

(BZ#1605216)

8.4. X R IFE

NVMe/TCP {EE ATl S 1Rt

BT TCP/IP 4% (NVMe/TCP)ii[n]#13£ = Nonvolatile Memory Express(NVMe/TCP) 7 i & E X Ry
nvme-tcp.ko #1 nvmet-tcp.ko RS B HRIN N AT,

5 nvme-cli #1 nvmetcli H4-2IRHHM T E AT LUIEIE NVMe/TCP E W EMEE P iR B 7.
NVMe/TCP B ARTIG(NEFNX B, BRrgEiHiREE2EIHE.
(BZ#1696451)

HAE ext4 M1 XFS YE AT IREE TR 5E DAX

£ Red Hat Enterprise Linux 8 H1, SX#3%41 DAX fENEATIEIRBE. DAX 1R#ft T AN FBEEMSTE
Hitiht BRI AL, BHEA DAX, REALINAEMATAMNRANE, BEFERA— IS NELZRNFER
(NVDIMM), B NVDIMM LAI8% 1 DAX IXXERST. AH, %X REAIER dax HEHE
TiHEEE. ARG, TE dax EERNXHRGFI—D 3 mmap SIEEFE B ZEEST EIN A2 a9tk 22 [H

M.

(BZ#1627455)

OverlayFS

OverlayFS 2 —MEXE X R, ERAWEES—ITXHRALBZE I XHRS, BSCRELENX
R4, MBUNEXHRGNIRER, ZATFSTIAPHEXHRGE, N5 DVD-ROM, il
Bifg A RIEN L

HERSHEIERT, OverlayFS ME—NEATAE, FEt, ZXMRABEER, ARKICREEER.

E5EX#FMAZREIZE (podman. cri-o 5 buildah) —RIERAN, X OverlayFS IRt L E X FHSIELUT
FRH -

e OverlayFS (N #HE h B g5 ERF IR EMmTRAFIFER, %0 squashed kdump
initramfs, EEXERATFTES COW AR, TIXRFFAMEMW, BOIHEMFAEFERIEIE
OverlayFS &, EREFARINESRSIZERE | —MIIMNES. —NRIE dir LURBEZHFIF
E—REMNTFE—DXERGT,

o HAEIR%#F XFSFNEIEZE XHERGER,

FA, LURHLINFNBRH3E A F A OverlayFS:
e OverlayFS W% ABI #1F F 22 RIBIT AN AEE, [ RMEF e,

e OverlayFS Rt —HZ[RHY POSIX TrAff, TEEF OverlayFS E3EaI, BN AR, UT
ERE POSIX FFA :

© O_RDONLY T FFBYEE SCHTE SIS I R 2L st_atime BT,

o ¥ O_RDONLY TR, SAFES MAP_SHARED M5t 5 EEUER T —H,
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o RHEL 8 HARERINES LTS st_ino = d_ino 18, {BEE LS AEHEIRSKEE LT T
B AREH POSIX &Mk,
BRE—BMNAT RS, 1E5#FEA xino=on LA,

&4 LAE F redirect_dir=on #[1 index=on %11 & POSIX &#ltE, XN ETE L2 H
*%Eﬁ'—?‘ri&‘ﬁ‘ii%iilﬁﬁ’ﬂ overlay A &A, Wi, MRE{EMA redirect_dir=on =k
index=on f|E— 1N EBE, HIEE ARESEXLLUNERLTEZES, NTgESEN
ﬁ%ﬁ’]?*%‘ﬁ’%aweo

o EIFFEIAE XFS XHRERER FIEAE overlay, HFEAUTHESEERSR/AAT ftype=1 ik
17 :

I # xfs_info /mount-point | grep ftype

o {§fH OverlayFS T A X FHA 251 EFREINE A SELinux 2255,

o KRITHRAHS OverlayFS RBILANBRIFR, HIFHEE Linux RIS By FE1E7T

BX OverlayFSHIEZER, ESMH Linux NI,
(BZ#1690207)

Stratis IIIEE A ER Tl i 1R 4t
Stratis R — N HTHNAMMEHEERESR. SEFMEDI EE B RESABThEE,

Stratis AIE R B S ETFHEESS, o -
o THRBMIBHEE
o RIFEFEANBRXMHERIIK/N
o RS
EE Stratis 771#%, £ stratis TE XS stratisd FE RS H1TEE.
Stratis E AR AT TR,
MEELER, ESM Stratis XA 1 XIE Stratis KRS,
RHEL 8.3 ¥ Stratis B#1E 2.1.0 i A, MIFEZER, ESH Stratis 2.1.0 Z1TEiC,
(JIRA:RHELPLAN-1212)

IdM IESZ 31 IdM B R 5 B Samba BRS5 2 1F B N EOR Tl b,

TEIXNHRAA, &AL Identity Management(IdM)ISi A 7 FRi% B Samba ARS523. HHREG 4 S IRAEH
#7 ipa-client-samba 2% 7 IdM {00 T £ & F Samba B Kerberos RS E AR F A IdM B/ i%, 5140,
SRR E M sss ID BUSTFIREY ID MEECE G2 /etc/samba/smb.conf, II7E, EIE G A LUTE IAM AR
FIF%E Samba,

B F IdM Trust Controller A %2 B HEIRS, AD-enrolled Windows EHLTETE Windows AL E] IdM
FBF#4H, A4, 1dM Trust Controller A2 #FERA DA N1FEIME /210 #1215 B (DCE/RPC) il fi# 4T
IdM 28, R, AD B REEVH IdM B iRE Samba = FFTEIM.,

HIBEEEBTE dM 5 5 RIXE Samba,
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(JIRA:RHELPLAN-13195)

8.5. =l MR

pcs cluster setup ip 5 BA R T iR A VE AR Tl BE 1R 44t

EINBERT, pes cluster setup S BENNAMEREXHSEE T =A%, M Red Hat Enterprise Linux
8.3 FF4R, pcs cluster setup B E AT IR --corosync-conf L1, 18 XML vl ep ot
BB A X, EXMERXT, pes 2018 — corosync.conf XX, FIFHERREEFIAMT SMIEE
XEH, MASHETRITE, XA iEERAF R corosync.conf XX, FH 8 AIALN IR IZ .

(BZ#1839637)

pacemaker podman bundles fE AT

pacemaker B BIIEE Podman £iz1T, BRIMATTHEEE NIRRT IR, HAbh—DIhBefIs
FRARTIN : 1852 #7E Red Hat Openstack H{#H Pacemaker 45 &,

(BZ#1619620)

YE AT M corosync-qdevice Bl Heuristics

Heuristics—HE/G 3. B A TBEHR. MINiEEEEl corosync-gnetd I AR FTHIf 4, LAKRHE
EHEPITHG S, YAMERSRNRIITER CREMFEERIEGNSE) , KK heuristics @id, BN
KK, Heuristics 458 % %3 corosync-qnetd, 7EitE d AR REHND KN IZE quorate,
(BZ#1784200)

#1649 fence-agents-heuristics-ping RV E

YENEEARTNE, Pacemaker FITESZ#F fence_heuristics_ping N2, X MUIR S 1EIT F—H LR MR
KB, A FEELIRE, maUFnARFRREL,

J02R heuristics REMNEES B FXIEFREREAERNRELY, BAREZHERE, RESEH

K i#17BRE R, 7E heuristics I LA H— off #24F, IR heuristics fKIBAH T off IEM— /4
R, NRKRBEARHIN, MIFH Pacemaker FRE Bkt W SLIIFRE AIRIE L H off SHERISTE,

AAARFEERAIMMIE, BHRERT REMF, MR RALMENEL EEREEZRS, N7
RALREX NI, F0, MR [ERMSEEEERIRE, ERFSEETFZ i, T [REER
FSAREAREL, EXMERT, MAEKEIFE ping ATRERRINEXNER.

(BzZ#1775847)

8.6. BnE1E

B{pE JSON-RPC APl #EE AR Tl
—™ API a3 F Identity Management(IdM), B#EE API, |dM iR RHEE T — API DI EERAE N AT,

TELRTMIARA S, |dM AP| SRS RZ N APl S hRA, XL RS U RRN AR R L HSH
Th. RPMETUREEFEHSAENTEMMEA, BME IdMAPI X4E T 4b, XA :

o EEABEAMSHFEAZAIESRAN IdM, MAZEEER " wPER.
o FALAANARLMER IIM FRBKERSE, BIfE IdM RAIERS 8= AL T 2L,
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https://bugzilla.redhat.com/show_bug.cgi?id=1839637
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EFRBERRT, SREBATEEIZAIEN, TS —AEM, flt, —NHHRASRIXDIIEES|#H
RO,
AXEHAPIBIEMER, ESEHASMNEE AP 5 |dM RS 235EE(TECHNOLOGY PREVIEW) .
(BZ#1664719)

DNSSEC 7£ IdM s {E R Tl i 1 4t

HAESENR DNS WEMHERE (IdM) RES[IMEZHE DNS 22T B (DNSSEC) , iX2—%Hi8q DNS )
WELMR DNS B, £ETE IdM RSS2 £/ DNS XA LA#E R DNSSEC Bii% 4., MBBHEAE
B AN

BB LE R E 5 F) DNSSEC R4 DNS X8 P BN F B A X L 34
® DNSSEC Operational Practices, Version 2: http://tools.ietf.org/html/rfc6781#section-2

® Secure Domain Name System (DNS) Deployment Guide:
http://dx.doi.org/10.6028/NIST.SP.800-81-2

® DNSSEC Key Rollover Timing Considerations: http://tools.ietf.org/html/rfc7583

THER, &Y DNSSEC B IdM BRS5 295 IEMEL M DNS ARS525IKENEY DNS &R, X HBERFMARIER
WEReE AR ER DNS XA A,

(BZ#1664718)

ACME {E N AT N iRt

B EhiE P EEIME(ACME) RS IITEVE AR T E Identity Management(IdM)F {2, ACME 2—1H
FBESMARRIERIE RN, eNBnEEd eIl HEMRRHERIEDEmBREEPNF
P RERREERLM.

£ RHEL A1, ACME RS ERLLIGIIERSI(RHCS)PKI ACME NN 2%, RHCS ACME FR4TBEhEE
E 1dM BEBHRHIEMEBMANME(CARSSRL, BREBTELFBREZE, ©FNEKREHERS.
RHCS 1£4 % ACME it {#fH acmelPAServerCert ECi& X4, Z A BIIEFBAERE 7 90 X, B
ZH ACME RS 2MMEA 1dM EBE,

BF

BUUNIEFB RS 23481217 RHEL 8.4 sk LA ERRAR IdM BB /5 ACME, BHIf
RHEL hRAARTIE ACME ARSS, XAIRERIEEAMAIZBHSIERH, Flan, %F ACME
B CA RS BHBAIRER I RE M imEER, EHEEATRRR DNS Subject Alternative
Name(SAN).

Dig¥
Of

an
=

, RHCS T"&MipfTHARIIES ., BF ACME IEH7E 90 Xfaid#l, HititHARyiE
AR, XERMERE,

-4 I

o EXEA M EBEF/SH ACME, 1Ef# M ipa-acme-manage enable @34 :
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# ipa-acme-manage enable
The ipa-acme-manage command was successful

o ZEEA IdM BEEHEM ACME, i#f#H ipa-acme-manage disable &4 :

# ipa-acme-manage disable
The ipa-acme-manage command was successful

o ENERERET ACME RS, UKREREHAXNEAT, &M ipa-acme-manage status &
A .

T -
# ipa-acme-manage status

ACME is enabled
The ipa-acme-manage command was successful

(JIRA:-RHELPLAN-58596)

8.7. DESKTOP

GNOME T 64 it ARM s, #EH—PHEATIE

GNOME REIMEMAE "IME NIRRT A F 64 i ARM 2814, XAEEE A VNC 2IEMEIFAF R
E(GUNLZ R EME RS 25

H b, 7E 64 I ARM BRI 1ZE T HNEEN ATER, #I40 : Disk Usage Analyzer (baobab), B KIS

A

i& (firewall-config), Red Hat Subscription Manager (subscription-manager),s% Firefox web {¥|'d
#3. {#M Firefox, BIE A A LUEEMEREEIAR Cockpit PR,

(JIRA:RHELPLAN-27394, BZ#1667225, BZ#1667516, BZ#1724302)

IBM Z L#9 GNOME S mE{EHFA T i iRt

GNOME £M&, S3iE Firefox P TI %25, INFELE IBM Z H9Z2dh B R T i 4R 4, INE, BRI LAEF
VNC i## 2217 GNOME B2 H i ki B E R IEH IBM Z fR55 25

(JIRA:RHELPLAN-27737)

8.8. B &5y

VNC iZf2i2HIE 5 64 i1 ARM ZBHg— MR Tl T 1= 44t

1 64 i ARM Z2f5eh, B RIZ5 T B (VNC)IZRIEH & A E MR TR, 15535, 1 64 L ARM Z2f4 e,
BrRIK U RN E T & E R,

(BZ#1698565)

Intel Tiger Lake EIAE AT S IR 44
Intel Tiger Lake UP3 1 UP4 Xe KIS ERTEVE AR T i 1R 4,

Z 5 Intel Tiger Lake EFBIREHINRE, 1HENKBSITHRIDLLT LN -

I i915.force_probe=pci-id
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TEXNETR, 5 pei-id B U Tz — :
e Intel GPU B9 PCIID
o SRHARA alpha fi= B4 i915 KRR * =F

(BZ#1783396)

8.9. RED HAT ENTERPRISE LINUX %A 8

HA 5£8f RHEL AR5 A B R T R
High Availability Cluster (HA Cluster) A&IIEEANRATIRM, BRI, BUTEEEETM :

ES%ERE (fencing) %A FIRBIEEE

MBS EER
BB E LERBHAT REB

RESHESI SN 2B RTED

(BZ#1893743)

RHEL RZifafam postfix fABIE AT
Red Hat Enterprise Linux %5 Red Hat Enterprise Linux FR2FRH T — M EEEO, @18
Ansible BABEEILRFAERE, XN REXFELZ D Red Hat Enterprise Linux iR AR EE RSB E, FHiE
FRATEY E & fThRA,
rhel-system-roles ¥4 8@t AppStream Hi G F & 1.,
postfix B &2 /F AT TR,
UTABRTLH :
e kdump
e network
e selinux
e storage
e timesync
MBELER, HESHAX RHEL RYTiA G WAIHEXE,

(BZ#1812552)

8.10. EEfl1b

KVM E#{E T AT RHEL 8 Hyper-V E#I#HL

YEREORTIYE, IIEaSHEREM KVM EHLE AT Microsoft Hyper-V hypervisor, EItt, & TEZITIE
Hyper-V E#B9 RHEL 8 B A 0/ E 1L,
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HERER, XPIEEIGERT Intel Y. 74, E—LEERT, Hyper-V ARG BBREEIL,
ERAE, WEALTX

https://docs.microsoft.com/en-us/virtualization/hyper-v-on-windows/user-guide/nested-virtualization

(BZ#1519039)

HF KVM E#IHLE AMD SEV

ERBRTIE, RHEL 8 N{ER KVM EIALEY AMD EPYC EMIRHE2mBELE (SEV) Thag, R
EEMH(VM)LEA, SEVamBZBEMNANE, FELLENFRED RELN LMETE, NRENFETLEER
HRIDIER, XA LIREEMNH RS M,

HER, RN LR ALER IR ENNSEZ B ENERER. HFIE AMD EPYC 4012
WM SEV 121T& % 509 Mz iTREMAL.

HiEFR, T SEVEEN TSI SHEAN, AXIFEREREFERFIEEENIT. BEMEIX—S,
THIERELH XML EBEEFRMUTAREA :

<memtune>
<hard_limit unit='"KiB'>N</hard_limit>
</memtune>

B NMESFSTHARTESH RAM + 256 MiB, fAl#0 : 1R NE A im/oDER 2 GiB RAM, NI N MiZH
2359296 HE =,

(BZ#1501618, BZ#1501607, JIRA:RHELPLAN-7677)

Intel vGPU

ERBORTI Y, IER LS Intel GPU H&EID N ZENEMLE (5 mediated devices) . AF
AfHX L mediated devices EE4A S AN EFHL(VMPE N ETL GPU, B L X L B HZ B ANIIE Intel
GPU ByMERE,

HEE RBEME Intel GPU 5 vGPU ThEEFER.

A4, EILUS A Intel vGPU #24EBY VNC 5, @dERE, B ALUEERIEMAE VNC 2]
A, HEEHMH Intel VGPU ENENKE, B, BAX{GERTF RHEL B HUIRIERSL

(BZ#1528684)

fIERERE
XFFTE Intel. AMD64 F{EAH RHEL 8 Y IBM Z R EH L2 1T KVM EHIAL, #REM KVM ELE2E
FEARTTIRER, FERLIhEE EYWIE RHEL 8 41 L2178 RHEL 7 3% RHEL 8 AL eI 4E 1 B LA A
PRERE FHIEE E SENHL.

(JIRA:RHELPLAN-14047, JIRA:RHELPLAN-24437)

PEFE Intel L ERC SR IIEFF Hyper-V B RHEL & F'iidh i SR-I0V

YENEARTINE, 7E Hyper-V hypervisor Fiz 1T Red Hat Enterprise Linux & ARER S IMERT LN
ixgbevf # iavf XENFEF ZHFH Intel MZ%EBC 2 AR 170 EHME(SR-IOV)ThEE, LLINBRETEIHE AT
SAERTER

o XTI EOEAIZS(NIC)E B T SR-I0V X #

o XEMNICEAT SR-IOV X

95


https://docs.microsoft.com/en-us/virtualization/hyper-v-on-windows/user-guide/nested-virtualization

Red Hat Enterprise Linux 8 8.4 X {13¥iC

o XTREIHAE A SR-IOV X
o NIC RBYEFLIHEE(VF)MEINEIE LA
BHl, Microsoft Windows Server 2019 #1 2016 X #i%ZIhEE,

(BZ#1348508)

ESXi hypervisor 1 SEV-ES {25 RHEL BRI — AR T i it

YE AT, 7E RHEL 8.4 R EBIMRAH, BELITE VMware B9 ESXi hypervisor, 7.0.2 REFHHIIR
7 L= B AMD Secure Encrypted Virtualization-Encrypted State (SEV-ES) BEAF51E RHEL FEFLAL
(VM)

(BZ#1904496)

8.1. &32%

CNI #&#4-17E Podman B {E AT T IR 4t

CNI I AT E AT Podman TREXPEA, EEALLIIEE, B EEWREBECHIR CNI
E MR R A&,

(BZ#1932083)

crun fERER T N IR 4t

crun OCIZ 1T INTE/E NIRRT FHF container-tools:rhel8 &3k, crun B 21TR I, AT
BRI VFERA RSN E, XX E setgid SKF - REEVRIEM B XA iEEEE A, Bal, crunsk
runc ;2 1THEB A2 #F cgroupsv2,

(BZ#1841438)

podman B HREE AT MR 4t

registry.redhat.io/rhel8/podman & 235 & 2 podman H4E8H— N AR5 M. podman TERTE
BRBMFR, HHIIXERSR LS, URABRHEKRH pod,

(JIRA:RHELPLAN-56659)

podman-machine 8 5 A2
AFEEENYH podman-machine S NRATIEIRM. HR, EFEZEMBSITIZIT Podman,

(JIRA:RHELDOCS-16861)
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B 9 F| I MThEE

28 9 T I BYThAE
IXERDIRMTE Red Hat Enterprise Linux 8 B 4 BYTHREE R,
FHANEEHETEXE, XEREeiI®NRF4EY, BEZFIRTIE Red Hat Enterprise Linux 8 A
RERZ, B2, XEEFTREUEHNERAFRESZRE, BEFREICT HEIsF RN RHEL £ L 1ThHRA
HITHERE,

BRFEERITIRADEFAYENRIIIR, EEERNAITRANYE, BXXFKENIFERE, §E
%& Red Hat Enterprise Linux (£ EHi #1 Red Hat Enterprise Linux N FATRFEREMEL .

—MEHBHURFR, B THEEEUEER, AREERT, TUMN"RPHREREE. RE, ™R
MHEFIRBREEM, TE2ERANERTSISIENERNGE, FRMAT T

A% RHEL 7 E1E/BE7E RHEL 8 & BTheeri£lE, 1§5% XA RHEL 8 B E =T,

A% RHEL 8 H#Z7E(EE7E RHEL O HIBREIZHEERNE R, 15 S HEFH RHEL O B3F 2T,

9.1 ZEREFMEIRCIE

# T —% Kickstart fp5 fETH
{8/ RHEL 8 Kickstart X HBIL T SiLETI&E B SH ETEERER,

e auth = authconfig
e device

e deviceprobe

e dmraid

e install

e lilo

® lilocheck

® mouse

e multipath

® bootloader --upgrade
e ignoredisk --interactive

e partition --active

reboot --kexec
INRRAFIHEEET, NEMGSERECHRIDTREREFA,
B X Kickstart RBYTEBEFIERXE N, 1HES I @H RHEL 8 BIZZ FE I SR H Kickstart B ilER 4,

(BZ#1642765)
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ignoredisk Kickstart #8554 --interactive ZETI 2 43 H

TELUEHY Red Hat Enterprise Linux iR A F {# F --interactive £ TI& S BU™ B REH R, BIEBNK
Kickstart SRR 1Z1E D0,

(BZ#1637872)

Kickstart autostep 8 5 23

autostep PN EFH. BRI SHIHERXE2EM RHEL 8 3244 HiHIBR,
(BZ#1904251)

Image Builder #4 lorax-composer j5i%1E RHEL 8 2 F

LRI R 148 27 5 lorax-composer #1110 EFH. ©R &N Red Hat Enterprise Linux 8 4 %5 & #f
HERTDPRBRHENEERRE, FHELUEHNELITHRAPHEMR, LLIERIEBCN uninstall lorax-
composer and install osbuild-composer [Fif,

MF/TRESIFAEE, FSHEMEE LB RHEL RO R,

(BZ#1893767)

9.2. &R

rpmbuild --sign 25

TEXN AR, rpmbuild --sign @45 2538, ELUSEH Red Hat Enterprise Linux kiR A (& XN dp 4 0]
BERTEE R, BUWEMERA rpmsign (s S &R,

(BZ#1688849)

9.3.SHELL M&H{TLE

OpenEXR A#BEFH

OpenEXR 44 E2F . A, X EXR HKEXHZFRFEM imagecodecs ERAFAERET,
(BZ#1886310)

Xf curl B metalink 22,

TE curl IREHR I T — D EREE, BAEREIEMXHIRFNA XS LEER Metalink THERBREE,
LRGSR B E RS RERS5E -

o WA TEHERAR
o R AAMBERER TIREU R AR LR R 7]

SRR R KB 2N BTN, B RXFENR, 7E Red Hat Enterprise Linux 8.2.0.z /A T X}
curl B9 Metalink 2 #%,

PERIEH RASR, T Metalink THFHITUTHS :

I wget --trust-server-names --input-metalink’
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flan :
I wget --trust-server-names --input-metalink <(curl -s $URL)

(BZ#1999620)

9.4. Z& M
NSS SEED BEiSE2FH

Mozilla Network Security Services (NSS) 4 R X FFELLE IR A F{E FH SEED Bi9H TLS BiGHE,
FHARTE NSS BUHZ I K SEED BHIMIER B EIoihE, IEHEN e BNEHINRE.

THER, 7£RHEL #1, SEED BHBEAMIIAEMA.
(BZ#1817533)

TLS10MI TLS1.1E2FH

TLS 1.0 #1 TLS 1.1 7} 4E DEFAULT R4S RIBMBRIE N FIHZ2RA, MREEFERE AN, M0
Firefox P U1 0 28 R BOAIAIAG B A2, ERGTEE MM KK UIHE LEGACY 445 :

I # update-crypto-policies --set LEGACY

MEFELEL, HSHLLERS MG RHEL 8 Y s B EINMEMBINEEE MR EHHE
L% update-crypto-policies(8)F#f i1,

(BZ#1660839)

1£ RHEL 8 1% H DSA

W FHBEE(DSA)TE Red Hat Enterprise Linux 8 F# Ml A EFFH. &HITF DSA B H 455 uENL &I
KNBREBRARER, EFR, BMEFERARSSCHEP LEGACY MEREZ |4, OpenSSH & - im#li R
% DSA EHLEEH,

(BZ#1646541)

1£ NSSH1FF 7 SSL2 Client Hello

FHRIZRETLS)HUGRE 1.2 RERRAARFUAEREREEEF/Z(SSLMURE 2 AR E B ik
Hello S5 2 1THh#, MBKAREMRSS (NSS)EFXNINIRENIFEHRFR, MIAZEAMN,

BEINREZFNN BAEFEEEAFN SSL_ENABLE_V2 compatible HELLO API [ERE, MG
B Red Hat Enterprise Linux 8 R A/ o] LASE 2 M FRYTIX N ThRERI Z #Fo

(BZ#1645153)

TPM 1.2 E#FH

Trusted Platform Module (TPM) Z2INE IR SR ERMATE 2016 F£EFHZE 2.0 kA, TPM 2.0 tk TPM
12 IR TREUHE, SMZAIMMATHEERS., ERHELS RAFERT TPM12, BRHERKETF—1MEX
T AR A< =R i PR

(BZ#1657927)

{81 /etc/selinux/config iZ1TI 22 A SELinux BLEFH
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& A /etc/selinux/config X {4+ #) SELINUX=disabled 72 SELinux B#F A, 7ERHELO A, ¥
& 5@ /ete/selinux/config 2/ SELinux i, RESH&/EHASELinux, {B3%8H AEMKEE,

MREAIERALEERLEM SELinux, ZLIERBRIGEITERNKGSITHRM selinux=0 S £ 2
SELinux, INTEFRE{EFASELInuXBITES| S Bl SELinuxiE R BB A d,

(BZ#1932222)

ipaSELinuxi& Mselinux-policy® iR T

ipa SELinux #22 M selinux-policy 4R T, R ANRENEHATHET, XN THRENESEE
ipa-selinux - a ., MNREFEEEAM SELinux REEHHEA ipa BEHRpRBKEA, ELE ipa-
selinux ¥4,

(BZ#1461914)

9.5. %%

£ RHEL 8 2 FHIMZ&HIA

L& B ATE Red Hat Enterprise Linux 8 FEFH, BEFRBERIARM. EAREIRMT ifup 0 ifdown i
AHFThRA, 118 nmcli TE A NetworkManager k%5, 7E Red Hat Enterprise Linux 8 1, iz
17 ifup # ifdown 1A, NetworkManager W/ IETEIZ 1T,

HiER, /sbin/ifup-local . ifdown-pre-local # ifdown-local BIAFE BE L s S FAHIT,
MRFEXLHAE, BOAUERAUTHRSERAPRECTFANMEHIA

I ~]# yum install network-scripts

ifup #1 ifdown BIABEHE 2 B REH B RSB A,
WRIBNREHAR ZR— MR FEIEENMES,
(BZ#1647725)

dropwatch TEBEFHH

dropwatch TREEFH. ZIEBEUGHREAHRFHEE. Hit, TRIEHRSBEPERINMHEE,
ZINERIVER perf (e BT TERBHRE,

BXEA perf MBS TIENEZER, HSWAEES - RILH Perf Al 893K perfFAft i,
(BZ#1929173)

A5 slaveft nmstate AP i F

AL FAEYMIES, AL, slaves RIEFE Nmstate APl #FEH. #H nmstatectl i {#BAE
port,

(JIRA:RHELDOCS-17641)

9.6. N

FATHEABI SN Real Time 8 2% RHEL BIE#HH
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T BI FRTFSENRABIMEHZ—D root XHRS. TEHBIGRAEN, SEENITEREHE
ZEIAMBLEIR, ELUEH RHEL for Real Time 8 BT, T8I S IhEENTEH .

(BZ#1748980)

rdma_rxe Soft-RoCE X zii2FF 25 H

BHEBEERTETBAE LA (Soft-RoCE) (t#h RXE) REFLLIZBEZENFA(RDMA)MITHEE, 1E
RHEL 8 A1, Soft-RoCE HWEEF N — M ASZZFHUFATEIRME. B2, BAFREEMEME, LIhEEHEF
F, FIF1E RHEL 9 A&,

(BZ#1878207)

90.7. F&FH

Linux firewire F R R H XEBOA P 22 E2H4fE RHEL 8 hEFH

firewire FREuIRM T O KFE B IEEE 1394 B4 LMEM TR, £ RHELO 1, A& a8 ST
B # firewire

HEE, firewire @2JL/H libave1394, libdc1394. libraw1394 i {HE IR RO P 22 (A 4H 4, X L8
HatbswFA,

(BZ#1871863)

9.8. XX G FITENE

elevator IS 1T HEFHFH

TEZ BIH RHEL fRAH {5 elevator Rian BT SEONMA R &N EMAE AERRF. £ RHEL8H, %
SHEFH.

£ Linux MR T Xf elevator 8BS Hr, EHTFRAMMERER, 7 RHEL 8 F{LRMHALI SR,

HER, ARESRBEEEREEERABESIERF, JBEERENE, IREFETANHERRF,
ZIMERIEME A udev AL Tuned IRSSRECEE, TECATEI S H R WML R EMRHAERRF.

MBESER, ASE BRI AERT.,
(BZ#1665295)

LVM mirror E2FH
LVM mirror segment KRB B F A, UM RHEL EXTIRABEMIBRET mirror BIZ3H,

LTI IE A segment 2K raid1 B9 LVM RAID 1% &£ & X mirror, raid1 segment 22EI 2 B\ HY
RAID BCERE, ©IFHHEFRIERTEEH mirror,

B3 mirror AN raid1, 1HSH FEG LVM L& RAIDT 2%,
LVM mirror E/LANB R, HEHEEEE XUHREHFME PS5 .,
(BZ#1827628)

peripety E#FH
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M RHEL 8.3 F1A, pipety G2 EFH.
Peripety S4BT AREREFMH B EET NEWENEHESHE. ©EBTREFERHL,
(BZ#1871953)

sync U4 VDO EAER EFH
VDO X #F RHEL 8 /LM EAER :

® sync
® async
® async-unsafe
e auto
M RHEL 8.4 718, UTFEARKEFHA :

sync
VDO Zr LB &TE R VDO BEEY, HiX#TEFIA VDO REF &,
async-unsafe

VDO I T XN EAER RN K async XM —NMEIRAR, REEAFESRTFME. —
B, [REMEMFAMEACD), SFRZHAEH, LLIEFHZFFER async-unsafe, thRE0E (K
=i o)z N

auto
ENBEARKXREFREEAERNZ—, 4 VDO RXFHANBEAKLLXN, TBEEE.

XEEE AR RNELENE RHEL Z1TARA IR,

#7#=8 VDO B AR INTEZE asyncH,

MFHX VDO EARAMELER, ESMLE VDO EAER,
(JIRA:RHELPLAN-70700)

2T NFSv3 over UDP

EINER T, NFS RS IBITHEIATE User Datagram Protocol(UDP)E#EF EITH=H LT, XML RE
M NFS RRA 3, ENARA 4 FEERHIRHITL(TCP).

RHEL 8 A"HB X @) UDP B9 NFS,
(BZ#1592011)

cramfs B3 H
BFH®RAOBEF, cramfs IESRE#HFH, BIUER squashfs fFEAERBERAE,

(BZ#1794513)

9.9. 5 AMFERF

2§ clufter TEM pes e EHFTH
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B 9 F| I MThEE
X #F clufter TREDEFEMERNN pcs s T ERFA. HE, IEHFSRET—TMESER, &5
ZaTEFH, FESXLERSHEXBEIEM pes ﬁE‘HJJJLT\ﬂ]pcs(S)%HH e UB, Ro

(BZ#1851335)

9.10. fiFesMA L TE

gdb.i686 FXHF 2 F+H

£ RHEL 8.1 "1, GNU Debugger(GDB)gdb.i686 K 32 L hix A &K - 575 — AN i & i RO AR [n] A i 12 43
R} RHEL 8 A% #F 32 it {4, FrLA gdb.i686 {4+ M RHEL 8.4 FFIAEF A, GDBHIG4 ALk
Agdb.x86_645E2EEM I 32 LN AR

SNR{EFA gdb.i686, IHERLUTEE :
e gdb.i686 HHBIFBEH. AP UHNRE gdb.x86_64,

o MRMEELT gdb.i686, =i gdb.x86_64 553 dnf iz &5 package gdb-8.2-14.e18.x86_64
obsoletes gdb < 8.2-14.el8 provided by gdb-8.2-12.¢18.i686, X 2T, &% gdb.i686 =X
mdnf{%:# --allowerasing i K fflfRgdb.i686, %%k gdb.x8_64.

o RFFTEERE 64 MIRIIH R gdb.i686 ¥4 E, i 2L A libc.so.6()64 fir) WS
AN

(BZ#1853140)

libdwarf 23 H

libdwarf 57 RHEL 8 HEFHF A, HEMNEMAKRP AL RN ZHFZIEFE, NTFITELE ELF/DWARF
XN BRERF, 1HER elfutils 71 libdw %,

libdwarf-tools dwarfdump fF2F-HIE 5 X2 binutils readelf 2% sk elfutilseu-readelf 12, 1@
1% --debug-dump Fr&EE A,

(BZ#1920624)

9.11. IDENTITY MANAGEMENT

openssh-ldap 2 #FH

1 Red Hat Enterprise Linux 8 A3 F openssh-ldap T4, F{$7E RHEL 9 #likR, E~ openssh-
Idap FEE SR ER LAY, 8B IUEGF A SSSD #1 sss_ssh_authorizedkeys FEEIiEFE, ©iil5
Hith IdM iR A RBIFHMEKRBEL L,

%}W\I R, SSSD lIdap #1 ipa N FERIZENA 4R sshPublicKey LDAP B (W0RATA) . 1HE
B, BFix N ad provider 5 IdM _I{nﬁﬁﬁﬁﬂjilj\ﬂ’] SSSD E2& M Active Directory(AD)F:3& SSH A%,
FN AD BB EHEAFAMEIA LDAP B,

Z R 1UF sss_ssh_authorizedkeys Z5BIF2F M SSSD FREX#H, 7 sssd.conf SX{4HY services LR 7R
in ssh k5 A sshRiEF, FI151FEE sssd.conf(5) Ff i,

Ef1F sshd £ sss_ssh_authorizedkeys,, 71l

AuthorizedKeysCommand/usr/bin/sss_ssh_authorizedkeys #1 AuthorizedKeysCommandUser
nobody %77 E| /etc/ssh/sshd_config 324, #0 ss_ssh_authorizedkeys(1) F#ift i1 Ff ik,
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(BZ#1871025)

244HBR T DES #1 3DES &R A

MTLLEE, B RHEL7 A, BUBMBIME(DES)ERCHFRARIUNER, BlROEFHHE
Kerberos ##48, M RHEL 8 il T single-DES(DES)# triple-DES (3DES) hnZIHd,

INREE LIRS HA FERE ) REM DES 3¢ 3DES M, EalsEiBEIRS HrT, Hln -
® Kerberos authentication ££15%
e unknown enctype HN# 1%
e 775 DES MEHIEEE B HAK/M)BI KDC TiEEH)

PATUATRIEEE TR -

1. REEB KDC 245 DES 5 3DES %, M krb5check TR Python A, ES[H
GitHub _EBY krb5check,

2. NRIBEST DES = 3DES MNE AT Kerberos T4k, EFRIFHNMBREHRME, N
ERMBEIRAEAES), BXREFITIMLE, 1ESE MIT Kerberos XA Retiring DES.,

3. Bt EALENIERHEE LT Kerberos £, M DES #1 3DES M5l

a. 1£ KDC t8Y /var/kerberos/krb5kdc/kdc.conf #i%i& support_enctypes EFEE des =X
des3,

b. XFBNEN, 7 letc/krb5.conf Lk /etc/krb5.conf.d FHIERSH, ¥
allow_weak_crypto 1%/ false. FXIA false,

c. MFEBNEMN, 7E /etc/krb5.conf LUK /etc/krb5.conf.d FHEEXHIXE
allowed_enctypes, default_tgs_enctypes A% default_tkt_enctypes BEA2 S des =X
des3,

4, NRIEEFER E—F i Kerberos WBHIARS BT, EMERFAR ST, AREIZHFH
Kerberos i @R IERAZTE XL IZE,

(BZ#1877991)

Hh{EEA ctdb RS E2FH
M RHEL 8.4 FF1#4, BIWE M EH R LU TE—FE#E A ctdb £8HSamba RS :

o ctdb RS @i KR E ctdb/Ely pacemaker HRHITE IR,

o ctdb [R5 F A S HLIIE Gluster i MIRHER GlusterFS X4 R 45k GFS2 X4 RS ITE i
&,

ctdb IRSSEVIRIL BHIE#WFHE, HFRESEETE Red Hat Enterprise Linux I F—NERRASH, HX
Samba XFHBERMELE R, 155 RHEL Resilient Storage - ctdb EHMIE RIS IFHEE

(BZ#1916296)

LI PDC =k BDC MR i21T Samba B#FH

ORI S E G EE AR F RO NT4 BT iRHIZ: (PDC) MEMigiEHIg: (BDC) 21T
Samba, AFEREXLEEXMRIHEFILERELUGE Samba Z1ThRA kR,
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HZE RHEL 8 A Samba hix A2 PDC #1 BDC #& =X, LI FL (A H B X #F NT4 15/ Windows AR ABIE]
ARERTHXEER, LIBENAEIXETM Samba NT4 15, EN Microsoft I {ERLMET
Windows 7 1 Windows Server 2008 R2 7~ #; NT4 15,
INRIEER PDC USIE Linux AP, ZIIEEVGERE] RHEL T A E &M Red Hat Identity
Management (IdM) ., B2, EFXEM Windows RETINIAEI 1AM i/, HER, BRI REEEME
FH PDC IHEE IdM,
AT Samba /2 AD Eii2e48: (DC) 1517,

(BZ#1926114)

libwbclient B SSSD xA&E2F A

WH0 T libwbclient 48 #) SSSD SXHE, f1F Samba smbd RS M AD #Z2EAFMAE R, MELEIZIT
winbind k55, BF Samba IIEEX winbind [RSZ1THLES AD B@EE, HTFRERR, BEHK
EHEM smdb FflkR, B AXNEHNBIFFEINEEARZ SSSD B—ER4, libwbclientBySSSD =51 T5 5% F
F Samba MIRETHRA, HIt libwbclient 89 SSSD sXfE 24 .

(BZ#1881992)

SMB1MYIE Samba FEFHH
M Samba 411 15, ALLHRSZHHERIRA 1 (SMBYIMLEFRE, FHRELSEHIL TIRA B MR,

HiREEREM, TE Samba RF5BME i TEFRINER SMBI.

Jira:RHELDOCS-16612

9.12. DESKTOP

libgnome-keyring FEEF F

libgnome-keyring EEF A, I7EEH libsecret %, X libgnome-keyring % & # Lifs4iir, BF &
& RHEL FREMIINZESREE. 3789 libsecret R M AMTE R 2R EE L,

(BZ#1607766)

9.13. Ko &L mtig5F4)

FBXE AGP B+

Red Hat Enterprise Linux 8 A2 #{81 Fi B % O (AGP) B 82 £, #EF=E A PCl-Express bus EIE £
Bif,

(BZ#1569610)

9.14. WEB 414

Web #HEAFA BB E
RHEL web #H & N B RMHEE DT 50% MBS X, MRNGHERLMBOIFIES, AP RE™”H

=ik,

(BZ#1666722)
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9.15. RED HAT ENTERPRISE LINUX ki

geoipupdate {423 H

geoipupdate M EBFEE=H1H, AN THEZERNSR. Hit, geoipupdate T EHKFRH, HHF
ET—NEE RHEL fRAAHMHIR,

(BZ#1874892)

9.16. IEflt

SPICE 2#FH

SPICE if2 B "X BFH. Wik, RHEL 8 #{33%#F SPICE, {BLMEEI i BRREREHEERA
=

o TN mFREHIA, EHEA VNC i

o W FBYLIEFRINEE, HEA RDP. HP RGS 3 Mechdyne TGCX 8 =HTE,
EER, SPICE FAM QXL BR k& thERFEM.
(BZ#1849563)

virt-manager B#¥#H

BN EESS (B virt-manager) B3 M. RHEL 8 web ##l& (th#F Cockpit) SEELUEHIRA
R AN EER, FEib, BIUEFER web 2HIAFR GUI BEEBENE, B15EEE, virt-manager Ffy—LE
THhEE R REIAANREfF FH RHEL 8 web #2414,

(JIRA:RHELPLAN-10304)

RHEL 8 Az RFEIHL LR
LETAIBEPN(VMIRBIINEI B EEFR, RhveTEasIE, FEit, B8iE RHEL 8 REREIMN

HER, — D VM REBAGIEEF L F, FHREUGEE RHEL 8 REXTAHTELI,
(BZ#1686057)

Cirrus VGA EEfl GPU RBIEFH

&% Red Hat Enterprise Linux BIEZEE#7, Cirrus VGA GPU % & H7E KVM EFN P AEBH .
Ith, ZI083I{EA stdvga X virtio-vga % &M A= Cirrus VGA,

(BZ#1651994)

IBM POWER _E#J KVM E#FH

1£ IBM POWER &R KVM EFEBE#HFRH, Eik, RHEL 8 {43 #F IBM POWER £/ KVM, {BTE
LUEHI RHEL E L TRAP A7,

(JIRA:RHELPLAN-71200)

{FAETF SHA1HZ & 11T SecureBoot BRI IFEFH
1£ UEFI (PE/COFF) AI#TX 4R ERAET SHA LT SecureBoot F R I IEE 1T AT,
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Rz, TIEBWERET SHA2 BEEHNEHMAMNZE A,

(BZ#1935497)

0.17. B2

HTF Podman varlink 8 API v1.0 2 #1HR

EF Podman varlink B API v1.0 fE2 8189 RHEL 8 fRAFRBEFHFH. podmanv2.0 3l AT —NHH
Podman v2.0 RESTful APl, Podman v3.0 Z1ThRAH, ETF varlink B API v1.0 E# 5 £,

(JIRA:RHELPLAN-45858)

container-tools:1.0 &% H

container-tools:1.0 L EFA, HMABEKREZLEH., BUEFERAEFZENREERERE, 0
container-tools:2.0 5 container-tools:3.0,

(JIRA:RHELPLAN-59825)

9.18. EF A4 E
TR HEEFHFH, TEETAREIETE Red Hat Enterprise Linux k€M E X IThHRA :

® 389-ds-base-legacy-tools

® authd

® custodia

e firewire

® geoipupdate

® hostname

® sl

® jis|-devel

® |ibavcl394

® |ibdc1394

® libdwarf

® |ibdwarf-devel

® |ibdwarf-static

e |ibdwarf-tools

® |ibidn
® libpngl2
® |ibraw1394

107



Red Hat Enterprise Linux 8 8.4 X {13¥iC

108

lorax-composer

mailman

mailx - # s-nail &%
mercurial

ncompress

net-tools

netcf

netcf-libs

network-scripts

nss_nis

nss-pam-ldapd
openssh-ldap

parfait

peripety

perl-prefork

perl-Sys-Virt
python3-nose
python3-pymongo
python3-pytoml - # python3-toml| &
python3-virtualenv - £ Python 3 A {#FH venv &k
redhat-support-lib-python
redhat-support-tool

scala

sendmail

yp-tools

ypbind

ypserv

xdelta

xinetd



9.19. TR &

e

EOER

(

YA9ZhEE

A5 T 7E RHEL 8 £ép B HILL RAI KL S ML (drivers, EHCEs) , BRREEUEHNEELT
APRHZHE, BERBNAEFNSEHFER, SIHEMITENZRRAEUD,

PCI ID B9#& =\ =2 vendor:device:subvendor:subdevice, FNREBFIH subdevice =% subvendor:subdevice
&B, NEALEREAZBENEFEHER,. EEENRGHOEREHER PCIID, 151217 Ispci -nn a3
AN

Mo

wERE

PCI

PCI

PCI

PCI

PCI

PCI

PCI

PCI

PCI

PCI

PCI

PCI

PCI

PCI

PCI

PCI

PCI

PCI

PCI

Kz

bnx2

hpsa

hpsa

hpsa

hpsa

hpsa

hpsa

hpsa

hpsa

hpsa

hpsa

hpsa

hpsa

hpsa

hpsa

hpsa

hpsa

hpsa

hpsa

%% ID

0x103C:0x3239:0x103C:0x21C4

0x103C:0x3239:0x103C:0x21C9

0x103C:0x3239:0x103C:0x21CC

0x103C:0x3239:0x103C:0x21CD

0x103C:0x3239:0x103C:0x21CE

0x103C:0x323a:0x103C:0x3233

0x103C:0x323a:0x103C:0x3241

0x103C:0x323a:0x103C:0x3243

0x103C:0x323a:0x103C:0x3245

0x103C:0x323a:0x103C:0x3247

0x103C:0x323a:0x103C:0x3249

0x103C:0x323a:0x103C:0x324A

0x103C:0x323a:0x103C:0x324B

0x103C:0x323b:0x103C:0x3350

0x103C:0x323b:0x103C:0x3351

0x103C:0x323b:0x103C:0x3352

0x103C:0x323b:0x103C:0x3353

0x103C:0x323b:0x103C:0x3354
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wERE

PCI

PCI

PCI

PCI

PCI

PCI

PCI

PCI

PCI

PCI

PCI

PCI

PCI

PCI

PCI

PCI

PCI

PCI

PCI

PCI

PCI

PCI

PCI

9Kz

hpsa

hpsa

hpsa

hpsa

hpsa

hpsa

hpsa

hpsa

hpsa

Ipfc

Ipfc

Ipfc

Ipfc

Ipfc

Ipfc

Ipfc

megaraid_sas

mpt3sas

mpt3sas

mpt3sas

mpt3sas

mpt3sas

mpt3sas

%% ID

0x103C:0x323b:0x103C:0x3355

0x103C:0x323b:0x103C:0x3356

0x103C:0x333f:0x103c:0x333f

0x9005:0x0290:0x9005:0x0580

0x9005:0x0290:0x9005:0x0581

0x9005:0x0290:0x9005:0x0582

0x9005:0x0290:0x9005:0x0583

0x9005:0x0290:0x9005:0x0584

0x9005:0x0290:0x9005:0x0585

0Ox10df:0x0724

0x10df:0xe200

Ox10df:0xe220

Ox10df:0xfO11

0x10df:0xf015

0x10df:0xf100

0x10df:0xfc40

0x1000:0x005b

0x1000:0x006E

0x1000:0x0080

0x1000:0x0081

0x1000:0x0082

0x1000:0x0083

0x1000:0x0084



B 9 F| I MThEE

WERE 9Kz W W& ID

PCI mpt3sas 0x1000:0x0085
PCI mpt3sas 0x1000:0x0086
PCI mpt3sas 0x1000:0x0087
PCI myrilOge

PCI netxen_nic

PCI sfc 0x1924:0x0803
PCI sfc 0x1924:0x0813
PCI gla2xxx 0x1077:0x2031
PCI gla2xxx 0x1077:0x2532
PCI gla2xxx 0x1077:0x8031
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510 & 2 A[A] A

XER LR T Red Hat Enterprise Linux 8.4 5 2 &1/ A,

10.1. ZEREFNHERLE

auth 1 authconfig Kickstart (p 5B E AppStream G FE

auth # authconfig Kickstart S B 7ERE T FEHFEE authselect-compat . MREF XTI
2, WMRMEFMAT auth =X authconfig, NIZHERKN, BIRIEIXIT, authselect-compat SR ITIEE
AppStream G JFEH,

BIGATARRIXAN A, 15 E LEZFE T F A BaseOS # AppStream Hif 1, HEERE T2 EA
authselect Kickstart #5845,

(BZ#1640697)

reboot --kexec Hl inst.kexec fp 5 IR vl T RGNS

{£F reboot --kexec Kickstart 4855 inst.kexec R#%5| FS#INIT RHEL ZEAR SRS TLEEHE
BN TE RGNS, BAit, EREENER FTURLRENRA TR SR ETI ISR,

HER, kexec INEEEFMA, FHIFELUEH Red Hat Enterprise Linux AR A< A it FR,
(BZ#1697896)

ELZEFPAREINE AR

NANRENEEZEMLL VI, BI40 : A Content Delivery Network(CDN), NTP BRSS 285 S i fM4% 2%
MRS, ERINER TARERAMSR, RIER BRI RIaI oA AiXLThEE,

FHIERRXAN R, 1ER ip=dhep 7E/5 &M E B4R, A%, ERSIS5ETI%# Kickstart
AL TR B E R SRR, R R R E T RS REINEE.

(BZ#1757877)

USB CD-ROM ¥E5h83#E Anaconda LR EERA A

WIRH USB CD-ROM JK5has, 3 HBIETE T Kickstartignoredisk --only-use= @ SHf, TEASKM, £
XMIERT, Anaconda FoiEHEIFE X ANRREEL

B[R ARRIX AN AR, 15# A harddrive --partition=sdX --dir=/ €545 M USB CD-ROM I 5h2s &2k,
th, REFARKK,

(BZ#1914955)

Anaconda A R EE XS5 XKENE

LEAERAREIRPAEFEAE X KN, TEMER Encrypt my data 28, Elt, ZETRETIME
EREHE.

ERRZXNFE, FHARMEEMBERNXEEAE L2 K NEFPXEME. Anaconda FEE FFXIHIER &
R 2R,

(BZ#1903786)

MRZETE Kickstart XHHIEEPE AR, REEFRZXBITK
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https://bugzilla.redhat.com/show_bug.cgi?id=1914955
https://bugzilla.redhat.com/show_bug.cgi?id=1903786

5510 & B2 AH]3

LHF Kickstart XHEHITEIIREN, REBFRZAPHITEIIPRX, BMEREEIE Kickstart XHFH1E
EEADXS, RERFHITHABIKIE Kickstart X {#EF autopart ts 5 —1f, MMESBEAND
X, BRI EE, 7E Kickstart3X R {#H reqpart 45, UEEATURZERAMEEF I X,
(BZ#1954408)

new osbuild-composer [5in A REFZIT M lorax-composer £l 7 EIAE

M lorax-composer /572 EI# osbuild-composer [FimB G &IESRA T, BRI ATRESMEK,
th, ARERE, ERFREIER. BRI NEE, EHITU TSR,

FoRFM

o 2%&% composer-cliCLI T&,

it =

TIZ 4%, $ZAiE T lorax-composer B91% & IN#: 2 new osbuild-composer 5l :

ey
$ for blueprint in $(find /var/lib/lorax/composer/blueprints/git/workspace/master -name
".toml'); do composer-cli blueprints push "${blueprint}"; done

Hit, ALK SIETE in osbuild-composer 5.

HEeKR

o BxILBMFERIFE, HSREGRIIESSIL K Red Hat Enterprise Linux 8.3 EHTE T BEF
EQ

(BZ#1897383)

M Kickstart XA RMERBNAF 2253 Edge HRIRRE XN
F L& RHEL for Edge %, R it — 5 EIR19%E rhel-edge-container 5if%, FHAIE—1
Kickstart 343k &% RHEL for Edge Hif&. 7T 15K Kickstart XEHRRMERBIA -4, BEH SSH
BN, RHEL for Edge SRR RERKN. BrI, &AM BRAR,
(BZ#1951964)

MNREC R =1 8 CDON BUEEM, N GUI ZZalsER KK
M RHEL 8.2 /84, 4{#F Content Delivery Network(CDN)EMEHI R FFMIANTT IR, GUI TR
KFTHA CETHEIBRMIRIFT . RIFTE AR M T2 —584, HE UL Connect to Red Hat& [
H/S A T Unregister 125, RIEMLSER, RIFTTEAIGERE— 92U LB FISEK. NRETERIFTT
FESERAT S Unregister 328, Il GUI RERRER KRN, EAKRFIMITIZESMIFR CON ©EXHMRER
5 CDN @ {E i fit i,
FIRATERRIX AN A, = EERIZINE B O 8 Register RHGTE GUI RERTRUTHIE :

1 7E FERILEN O AR Sek R E 22k 5F 0,

2. £ REM B OFRKIE RER M BEEFRE ERRTUMGT ETREMLEER,

3. BRERMIHFLEFERIESITE, = FERLIE,

4. = Unregister %5,

13


https://access.redhat.com/solutions/5587781
https://bugzilla.redhat.com/show_bug.cgi?id=1897383
https://bugzilla.redhat.com/show_bug.cgi?id=1951964
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HUTIX LS RS, ERILAE GUI RET B R 2 BV EM RS,
(BZ#1821192)

BT Z A B9 ik RN
Bal, HREERARTZS MEKNAFIKFEMRRGN, FMd 2K D REEER, You must

specify an organization for new units,
ZmIERRX A R, AT
o FRARETFZMMNTRERFIK,,
e f#fH GUI # Kickstart ZZEMHIHY Connect to Red Hat AfActivation Key J&iiE 5%,
o B EEBILLIBREM P, FFEM Subscription Manager EREEEMIEBHI RS,
(BZ#1822880)

FRARPRERFER, Red Hat Insights Z/ imTG 3 EMRERSE
BAl, RESXW, HEREREMTEM Insights & ImAIEH IR,

FIEEERARXAN A, ERERFETMREE, F %R Red HatiX—FIREUE 1%E Connect to Red
Hat Insights %71,

Hik, ERTUERLU TS RAREFELUEEME Insights :
I # insights-client --register
(BZ#1931069)

WMEBX KN —HHERT, £/ autopart TEZRES KM,
ENWEBXKNA—HHERT, £ autopart 225 RHEL KM, ERNIEHfERAZR, HEM plain
SXAE, 4 autopart --type=plain, MAZEINK LVM AR, F— P EFERZHEFEEREX K/,
f5140;217 hdparm --set-sector-size=<SIZE> <DEVICE>,
51 kickstart REERIENARR G :

e BITIERE ignoredisk --drives= RPRHIFATF 2 XBVHEL, =X --only-use=...

o IBEEZERTEANCEMNLVM YIEEHREL : partition pv.1 --ondisk=...
PERFEHRENIMNERAFR

o TERMHXAENFHITFIHREN, RAFEREKXNMMERBIEE,

o YHEFRERANNA BB IHTREN, HRENEN LVM BHRFIVEREEEREREX KX
MRS, XREEAE LD RAHPREMER T M,

(BZ#1935722)

GRUB 75| 5 HA A #1145 KIS i Uy Rl Rtk

B, FHEXIER L (SAN)TEERIA open # read fikZL A, 7ELARIRUARAH, AT A grub_rescue
RAFH GRUB TERSHEIFRN. BT XN EH, EORHABITAFLEREERKE, GRUB 2%
IR % 20 R, 1R GRUB TEME XL G MIT/AIT i, ©F# A grub_rescue

14


https://bugzilla.redhat.com/show_bug.cgi?id=1822880
https://bugzilla.redhat.com/show_bug.cgi?id=1931069
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B,
(BZ#1987087)

HASH MMU #89 IBM Power R L%, FHETAED BRI

B HASH AEFESECH 55 (MMU) R B IBM Power Systems &% X #5192 M%# kdump ., Eitk, MR
EBT 192 M LEIEA T kdump, NIRFEAKTIESS, ERAESERK. XA REIZE HASH MMU
B TR SHIREFN RMA BESE, ZinEERXA R, 1EERFEAT fadump B9 Radix MMU
B, mAZEA kdump,

(BZ#2028361)

1 rhel-guest-image-8.4 5%k L grub2-mkconfig ToiAEE grub.cfg

rhel-guest-image-8.4 KA 7% /etc/default/grub X#HFEE 'GRUB_DEFAULT=saved' &&H, ALt, #0
RIZLETHHANK, FEA grub2-mkconfig -o /boot/grub2/grub.cfg S8 EE# T GRUB, NEE/E,
RO REERFTAKE T, EimE#RXA A E, &0 L% GRUB_DEFAULT=saved K%l
letc/default/grub X/, Eth, RENZALAERFTAKES,

(BZ#2227218)

10.2. 1] EHE
syspurpose addons %| subscription-manager attach --auto it 3% 8 20,

£ Red Hat Enterprise Linux 8 1, JRINT syspurpose 51T TEHMAE
% : role. usage. service_level agreement #1 addonsB#di, R role. usage #1
service_level_agreement £&[1F/;21T subscription-manager attach --auto A& H, HE N

addons ZHULEHBI A S AR B SIMEIN891T 5B E R,

(BZ#1687900)

10.3. EZRFIIRSS

FIPS £\ R postfix TLS 8EEFT E N SHA-256

RiINBERT, 7£ RHEL 871, postfix@ A1 ATLS BIMDS 84k #HITHE RS, HRTE FIPSER
i, MD5MREHINEERATA, XAIBER T TLS 7EBRIA postfix BEEH A EMRIERE TIE, BRI
fl, 7 postfix BECE X4 FEE[MIGHIIEEN /7 SHA-256,

MBTRBELZIFMELR, 1ESH Fix postfix TLS in the FIPS mode by switching to SHA-256 instead of
MD5,

(BZ#1711885)

10.4. 2%
BiE A LLETT sudo

FEfERA ALL X E Y sudoers DFRBIRSIH, i1 HBREY sudo A AILMENIK P B E B AR P2 1T
sudo #%, EIt, {HARLMERBEITEMIKS TR 5.

BIEATARRIXAN AR, 15E BEHEIA runas_check_shell i%£3, 37 /etc/shells R IEIBIXBE AR
shell, IXFERIRA LT ZIE AN bin BIRGK  FIZITH S,
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(BZ#1786990)

libselinux-python RaE@ T HEHIZ 4t

libselinux-python ¥ # 8RB EHAFF A SELinux N FARFH Python 2 %€, BRETFRAERS. EIt,
@1t dnf install libselinux-python #45, EXIABY RHEL 8 ¥+ AR HIRM libselinux-python,

ZImi AR X A A, 155 libselinux-python #1 python27 15k, FHHEAL T HHSRE libselinux-
python ¥4 & R EABKMERHS

# dnf module enable libselinux-python
# dnf install libselinux-python

HE, FHENRERBREE /1 maPRE libselinux-python:
I # dnf module install libselinux-python:2.8/common

F ik, &7 LAEAEXBIESR RS libselinux-python,
(BZ#1666328)

UDICA {X#£{$ [ --env container=podman [5&Iff ¥ &4 UBI 8 A%

Red Hat Universal Base Image 8(UBI 8)Z& 234 container J1 5 81X & N oci fH, M= podman fH,
XA LARS IE udica T E 2 #7& 28 JavaScript Object Notation(JSON) 4,

T R RIX AN A 7 A --env container=podman £ podman %5251 UBI 8 &85,
th, REEMEA LRGN ARARN, udicaFseHUBI 8 BEsEM SELinux 5RHE&,

(BZ#1763210)

A BB AL LB i R

RINBEMRIXEATRERERE 4 GCB NFEER%, & systemd-journald £ rsyslog i217Hf, RZER
FENHERBE X,

MBESER, H5H RHEL B\ B LEA AR A AR RIFE A R,
(JIRA:-RHELPLAN-10431)

letc/passwd- B33 # FIBR 5 CIS RHEL 8 Benchmark 1.0.0 F—3

HTF CIS Benchmark Z7E 0], &1E SCAP #LI AT LUAR /etc/passwd- backup X4 BIT FR#REZ B
0644, {82 CIS Red Hat Enterprise Linux 8 Benchmark 1.0.0 & Z 1% X4 SUEAER 0600, AL, 7E
BE 5, letc/passwd- BT R 5 B AFIER — .

(BZ#1858866)

letc/selinux/config FHISELINUX=disabled J5;k1E & TF

1E /etc/selinux/config A& 3 SELINUX=disabled L2 SELinux * S BIAKEE A T SELinux BI1E
RTEIS, HEMEMEISERPIRIIZEREN, XTRSFBNFRR.

FEImA R IX AN A, 1EERESSITHR selinux=0 Z#E22H SELinux, 0 {#/A SELinux ARYTE
B S E R SELinux R ER 9 Fr b,
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(JIRA:RHELPLAN-34199)

crypto-policies Bz SL 1T+ Camellia 213

RHEL 8 RISEHBIIN B RIE N ZTEFR A RIS FI 2R A Camellia 19, 07~ SRR, EZ
Kerberos MY ERIN G AT,

F i fRRX AN AR, 75 ) NO-CAMELLIA F 28BS
I # update-crypto-policies --set DEFAULT:NO-CAMELLIA

FEL—Mosd, NRESEM DEFAULT th#:, AB4.95% DEFAULT & N B KL,

R, RBTEESEITIN AR AR RISEE OB RSN BRF S, Camelia BT RWER
Sk,

(BZ#1919155)

R A SHA-1 ZRAMNIRSS3B[/EETEMEH GnuTLS

GnuTLS Z&@IELL insecure X IEHL SHA-TIEHEEZ, AL, A GnuTLS Y68 TLS BN T2
BRI SRR PR E TLS 158, XMTNESEEMBRAMBESR—,

B Im FRRX A AR, A HRARSSERLAE R SHA-256 S i KRVIR /A RIIES, IR LEGACY &
m%o

(BZ#1628553)

Libreswan ZB& T leftikeport Fl rightikeport 3£

EEAENBEH B LibreswaniE#Er, Libreswan 288 T leftikeportfrightikeport 1%, A
b, Libreswan EREIA GO, MAZEE leftikeport A rightikeport XiE, HaNA%AE ™ ARILEfERA
%O

(BZ#1934058)

WA IKEv2 IZ N RCH IPsec EEETTEILEE TE

% Libreswan & IKEV2 i}, IPsec MR SRS FEMNEZETLEEBTIE, R, FRRCH
IPsec B4 Libreswan REEEEIT E—NERE, BLEEMRENEEEE, BEFEAZSNEE, §EH IKEVT )
W

(BZ#1934859)

FIPS & thfg openss| REZREM D-H S8

EFIPS #mh, {FF OpenSSL M TLS &/ imiRE— {1 bad dh value 1%, FAIESFEEFIHERSE
BIRRSS 2589 TLS i£#E, XRHK N OpenSSL HELE NG FIPS140-2 K, RATAFRHFE NIST SP 800-
56Arev3 Mffn D (RFC 3526 A7E Y HIZH 14, 15, 16, 17 #1118, LUK RFC 7919) HE X WH, 7, [EH
OpenSSL MRS SRS BIEFIBEEMSE, FHEFRUKRKNNBENSE. BinRXA R, FREH
FREBE,

(BZ#1810911)

11T OpenSC pkes15-init N RE R ECE I ITEEETF

file_caching i TI/EE LB OpenSC BELER 2R AW, XHFREINEETEIEMLE pkes15-init TEARY
—tei4, Wb, @i OpenSC HITEHBEFB & IRRAEKI,
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G R RIX AN A, ETE letc/opensc.conf ST FRAGER -

app pkcs15-init {
framework pkcsi15 {
use_file_caching = false;
}
}

REENATIm#ERRIREfRARS, &t pkesi1s-init #1TEHEFEBETREIEE TIF,
(BZ#1947025)

systemd TEMERBENTHS

systemd fRZ5FEEM /home/user/bin R FEHITaS, EH SELinux RIEHH SR SIFE MBI
M, ALk, EFERGEBHHITHEE LRFZ KM, FHREKRTE SELinux IBHETI ALK Access
Vector Cache(AVO)IE4LH %5 2. EInlf SR RXAN M, HEHATUTREZ— -

o (HFAMWA -c LT shell HAHITIZH S, FIN :
I bash -c command
o MWERMNGSIKRE /bin, /sbin. /usr/sbin. /usr/local/bin #1 /usr/local/sbin FH T %,

(BZ#1860443)

selinux-policy =FH 1t IPsec £ TCP.ET{E
RHEL 8.4 8 libreswan {4 S Z £ TCP HE&EME T IPsec B VPN, {BZ, selinux-policy ¥4

AERAERBXNEH, FLL, B8 Libreswan WENER TCP I, ipsec lRF5[/IEHEEIZLER TCP
{8
Flmr AR R, A BE X SELinux %R
1 FEX AT FF—DEE.cil X4, B -
I # vim local_ipsec_tcp_listen.cil
2. FALUTA
I (allow ipsec_t ipsecnat_port_t (tcp_socket (name_bind name_connect)))
3. REFFHRAZM
4. RERIBRELR :
I # semodule -i local_ipsec_tcp_listen.cil

5. &/ ipsec RS :

I # systemctl restart ipsec

F ik, Libreswan I LASRRE FHE 2 E FH#Y 4500/tcp i M.
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https://bugzilla.redhat.com/show_bug.cgi?id=1947025
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(BZ#1931848)

ToiE{# A Server with GUI 5% Workstation BX#EEEH] CIS RER B E T4

CISZ L E % 5 Server with GUI #1Workstation ™3 &, Eit, F;&EM Server with GUI 4%
CIS ECiE%E 1T RHEL 8 2%&., {FMA CISEBEHITE IR, BiXMMIELEFEe —#HaEREEE

eN -

package xorg-x11-server-common has been added to the list of excluded packages, but it can't be
removed from the current software selection without breaking the installation.

BIRAHERX AN A, ERETE Server with GUI = Workstation #4415 FH{FH CIS R BE,
(BZ#1843932)

rpm_verify_permissions {E CIS Egi& 5k #K K
rpm_verify_permissions % SXE RS H4 SR AT, B2, H scap-security-guide
P aiRHHNERMZ2F0(CIS) B E N FE L HI R B LEBOANBRE ™ 1%, Rit, &A
rpm_verify_permissions % iiF 3 £ 30 = K
ZmI ORI P, EFHRIEXEXHREER TR :

e /etc/cron.d (0700)

e /etc/cron.hourly (0700)

e /etc/cron.monthly (0700)

e /etc/crontab (0600)

e /etc/cron.weekly (0700)

e /etc/cron.daily (0700)

(BZ#1843913)

Kickstart £ RHEL 8 #{&f org_fedora_oscap M4 com_redhat_oscap

Kickstart ¥ Open Security Content Automation Protocol(OSCAP)Anaconda M inZE41E H
org_fedora_oscap M/ & com_redhat_oscap Xk 5|, XA FBURE, XIEMATLUREFS Red
Hat Enterprise Linux 7 U@ 3 A M.

(BZ#1665082)

F 1t SSG hEgHINIZH AT BE = SR

BTN REKBIIRE X, EEEFIES SCAP 2215/ (SSC)HNI Al g KM, MNRFZELUFENR
FHATHAHS AN, Fig0, H—FANREAEFRS— AN ER—HEN, ef iRz
iB17, FIRGHEIR. BIRRERRIAN R, FHITHRPLR, SRS TRIEEEHHN,
(BZ#1750755)

OSCAP Anaconda Addon A EEXAER hLZEFREHHES
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INRLHELUNXAERIZ1T, Il OSCAP Anaconda Addon {4 TE BN N RARERF REMILFRIEN
Hask, Hlt, HEA Kickstart EERERBERERBAREUXKENZTH, RERIEATFHRIIMIIN
PHaEfratREIRhRE,

Fimi AR, ATUEREEERZTRE, FEE Kickstart XHH) %packages B HEERE
REREC BSR4,

R, ERBERBH—NERRRARNERLT, Z2RBEESFTFENYHETRE RHEL X IEH
%%, BRENRISEENRERBEREETHRSE.

(BZ#1674001)

OSCAP Anaconda Addon ZH#4F5AIEMCE B E X B ESE

OSCAP Anaconda Addon {4 T Z LRI X 4R B E XN AR IEWLERSEES. Fib, BIEEE
KRB Kickstart BB EMIEE T BE LB ES, RHEL HREHRBFRRMEE LEESE,

BIm FRRX A A, 581 MIRA DS B2 — SCAP @R AR B9 Ui EE, AR — N E SIS 4 IR
=, Ak, EALTE RHEL KV REHERBE LB SCAP BESR.

(BZ#1691305)

1£ kickstart ZF i P ES 5 iR 55 XBIHN Al g8 RN

1E kickstart ZE&21 2, OpenSCAP TEAN iz RARF5HI enable stdisable K EH AR E.
F Lk, OpenSCAP FIHEARNREMNRY MRS XBE N A EMBRE. ENGINERAR, EaUE
kickstart REFHMFIEE LRG0, XA LU R SRS 8 X8R,

(BZ#1834716)

F L rsyslog L NFRIBIEEEE T

X RVFRRAIEHI N imtep B GnuTLS (LN FREMZFFHATE, ALk, UTNLENFRETE
1£ rsyslog FIEE TIF :

NONE:+VERS-ALL:-VERS-TLS1.3:+MAC-ALL:+DHE-RSA:+AES-256-GCM:+SIGN-RSA-
SHA384:+COMP-ALL:+GROUP-ALL

Fimi AR, 1 RERERBLER TS

NONE:+VERS-ALL:-VERS-TLS1.3:+MAC-ALL:+ECDHE-RSA:+AES-128-CBC:+SIGN-RSA-
SHA1:+COMP-ALL:+GROUP-ALL

H b, HEINEEXARFAIERE TIEMFRE,
(BZ#1679512)

SELinux #it#LN#] SELinux i /RACE rh 21T hZe

IMRFHITHNFIRIE—NEE subj_*sk obj_* FEXREHITHIN, FH SELinux f/REBLBAE T

b, BB4i%E SELinux f/RESSEBEEH, AL, REEIEmEY, FEERFEEME, BiRE#RRXD
mlE, HRAEE subj_* =X obj_* FEXBIFREHITHIN], SETEMENR SELinux 1R /R{ERTIGE 22 X Le 4
i,

& RHSA-2021:2168 NER A, ARKRATLUERIEXFIER, 2B,

(BZ#1924230)
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10.5. %%

nm-cloud-setup Bk 55 MO R IBR FshECiER — 2% IP Hthiik

REFEZIMEKREIFER, nm-cloud-setup RFSEEEMLSE O, ZH nm-cloud-setup L FHECE RO,
AT, EERLERT, ENLMEMBRSBAILREEREO, fi0, XLRSATLURIMZ% P ik, T
%2 nm-cloud-setup fit|BR —%¢ IP il :

1. 21EH2 A nm-cloud-setup fRS5FIITHT2S

I # systemctl disable --now nm-cloud-setup.service nm-cloud-setup.timer

2. DA EEREES :

I # nmcli connection show

3. WHIRTBNEERES -

I # nmcli connection up "<profile_name>"

Rk, ZRSTEMNEOPRRFIERER = IP il

(BZ#2132754)

WMEH GRO K, IPsec 4R ETE IPsec HET 2 A KIK

WIEIZIR SR ABEARIK Offload (GRO) K, IPsec HIESASEE TE, MNRE—DPMLEODE
BT IPsec %, BEZXEHEREA GRO, IPsec M4 HRESKN,

BRI R IXAN A, FEiZix&EF/EA GRO,

(BZ#1649647)

10.6. N

& BCCLABRFRERTRENES

HTFERLRFRFENRZXIRLARHATT BEHE L, —L BPF Compiler Collection (BCC) TEE
RUTES :

I warning: _ no_sanitize_address' macro redefined [-Wmacro-redefined]
XNEEZEEMEN, ALURKE,
(BZ#1907271)

EAREREIEIRBIERER, vmcore IR KM

HUTHWTF hot-plug =k hot-unplug #2EfE, REHLERNEFHBERKEEN. Eit, makedumpfile 5
ARSI FENYERbIE, MRUTREEHR, SHIRH

e |BM Power System # little-endian 2543247 RHEL 8,

o HERLIHERAT kdump 3 fadump IR,
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REitt, #RERTF hot-plug 3K hot-unplug BIFEMRA T RZERIG, HIRABIFTEERTF vmeore,

HAf R RIX AN A, FE hot-plug 3% hot-unplug [FEJ5 kdump AR :
I # systemctl restart kdump.service

Att, vmcore 7 Lk =R INRTE
(BZ#1793389)

kdumpfESSHEENFSF: i Bir L% ffivmcore R K IK

¥THRAH dracut-network 11 7 % EE ipcalc B dhcp-client Bk, Eit, 2 NIC iwOEE HES IP
, FFEkdump B2E H7E SSH 5% NFS %1 B br E#t4TH0E, R4 kdump 2K, HIERUTHRER :

I ipcalc: command not found
SIS R X A [R]R
1. FEh&% ipcalc HF 2,

I dnf install ipcalc

2. 5 kdump EF 5 initramfs,

I kdumpctrl rebuild

3. E/F kdump fR%5.

I systemctl restart kdump

H ik, kdump 7£ Lk s 2RI,
(BZ#1931266)

Debug R#&TC%A7E RHEL 8 MBI E | 5

M TF debug AR FFE KK, RTEMFEA debug RZRFFARAZ MR panic Bf IR, R, A%
TR NIRAZE T, MBEKR—MHRER, EmEERRX A, HBNIEKERIRAZRF.
I, debug PRIRXATLATE BRISHAIREME R RRTNB1 S

(BZ#1659609)

BRI AR IR 0 B 5 | S SRIK

TEF L Ampere Altra R4/, % BIOS B 32 R, RESBEEKMK, Hit, kdump iR
TixEsh, RABAREREX, TEERENEIER,

EImA AR RIXANA R, 7 BIOS RS A 32 i CPU, WITFARR :
. EERMREHITIF BIOS X &,
2. #T7F Chipset ¥ #.,

3. 7£ Memory Configuration ~, & SSlave 32-bit £,
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At, BRI ERTE 32 X2 ENTE, kdump ARSI LUEE THE,
(BZ#1940674)

FERZEDERFF B RERA

RHEL 8.4 R T REMAEARNNIRFRIERIREIT . Bitt, XENNRFREFS BREREK,
H#E, T ethtool -i 8 %5, WIIRFRET RBRE, MAZE W A, FEini R0
A, APAALLEITU TGS -

I # modinfo <AFFECTED_DRIVER> | grep rhelversion

Hik, BFAUERZEMNIER T RESZEMAZIShIZF AR,
HER, WEHARAF RSP TEB S W A 5 & B L FREg,
(BZ#1944639)

{#M irgpoll 258 vmcore BRI

T 7E Amazon Web Services(AWS) =& LIz 178 64 £ ARM i) nvme REEFEFEAE, &
E— PRI ET irqpoll RGBS ITSET vmeore £ AKX, RAt, ERNRERFE, /var/crash/ B
SKHEARREAE vmcore XX, EImES fRRIX AN A

1. ¥ irgpoll HfiN%El/etc/sysconfig/kdump X4 BIKDUMP_COMMANDLINE_REMOVE,

KDUMP_COMMANDLINE_REMOVE="hugepages hugepagesz slub_debug quiet
log_buf_len swiotlb"

2. M /etc/sysconfig/kdump X4 # 8 KDUMP_COMMANDLINE_APPEND = ffiEk irgpoll.

KDUMP_COMMANDLINE_APPEND="irgpoll nr_cpus=1 reset_devices
cgroup_disable=memory udev.children-max=2 panic=10 swiotlb=noforce novmcoredd"

3. J217 systemctl restart kdump 5 E/5 kdump R,
Hit, E—TRRKREREIS, EARKBIENALUHEIR vmeore X4,

HER, kdump RS ATBERERRKERAKRNERIE vmcore X4, HAERIKANZE RIWHIANER A
F kdump RS

(BZ#1654962)

HP NMI 5 123 H A 52 4 B AR R i

EXELERT, HP NMIlwatchdog B hpwdt 2K 5 To A B — N H HPE watchdog timer 4 BB A BT Rk
BT (NMID , E NMI # perfmon JXEhFTEFE,

RAOBINMI BTN EEZ—51 A/ :
1. Integrated Lights-Out (iLO) AR %583 B4 B Generate NMI 32, X MREIBEA 0%,
2. hpwdt watchdog, BRI HIRMEARSS 88 43X —1 NML,

EXRGETMNABERBIXHNFE, E—RERT, BFXHHERR NMI LEEFE R kernel
panic() hAE, MNREE T, kdump RS EEM vmceore X4,
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BT NMI, %E1EH kernel panic() B U5 vmcore.

B—MER0), WRRARWL, ER—BELFXMRE. BmiFRIMIER, HEREN Power 12
HkEEHE S AR,

EEZDTRAIR (2) , RV NMI ZEEEIWERBIRZIE (ASR) EE,
HPE Gen9 IR 83T LA F B XN A, Genl0 SERE /N,
(BZ#1602962)

tuned-adm profile powerave 5 & S BREI BB TN

147 tuned-adm profile powersave %25 EfE A BRI Thunderx(CN88x) b 88 HIPenguin Valkyrie
2000 2-socket RGUEFRIARLRS. Hit, FEBHRGUERE T/E, BInHARRIXANHE, WRE
HRGIFFE LikiiBA, 15k % E A powersave BLiES,

(BZ#1609288)

% ACPI B & Fi&1in] PCle ECAM REX g,

EfRENENEENBRERZED (ACP) REBE PCl BLXFHRELANFR, Hit, ERTEISH
SHHUTESER :

[ 2.817152] acpi PNPOAO08:00: [Firmware Bug]: ECAM area [mem 0x30000000-0x31ffffff] not
reserved in ACPI namespace
[ 2.827911] acpi PNPOA08:00: ECAM at [mem 0x30000000-0x31ffffff] for [ous 00-1f]

BE, RZBIAETLLTH] 0x30000000-0x31fff NIZX 15, FHEILAEMZNERIESEZL PCl I8 mEd
B AIHLEI(ECAM), el LLBE LA TF i @iT 256 FT17RF2 147 PCle BliE 22 (B 3kI%IE PCl 2IEE T
B :

03:00.0 Non-Volatile memory controller: Sandisk Corp WD Black 2018/PC SN720 NVMe SSD (prog-
if 02 [NVM Express])

Capabilities: [900 v1] L1 PM Substates
L1SubCap: PCI-PM_L1.2- PCI-PM_L1.1- ASPM_L1.2+ ASPM_L1.1- L1_PM_Substates+
PortCommonModeRestoreTime=255us PortTPowerOnTime=10us
L1SubCtl1: PCI-PM_L1.2- PCI-PM_L1.1- ASPM _L1.2- ASPM _L1.1-
T_CommonMode=0us LTR1.2_Threshold=0ns
L1SubCtl2: T_PwrOn=10us

Fitt, ETURBESER.

AR IR FRENE, 1ESH "Firmware Bug: ECAM area mem 0x30000000-0x31ffffff not reserved in
ACPI namespace" appears during system boot,

(BZ#1868526)

HAREBRINZEMN hwloc 85 TEHA CPU Power9 1 Power10 LPAR L TEIEHE TE

BT 2.2.0 iR AH hwloc B4E, {E{@i21T Power9 / PowerlO CPU BYH77 saNon-Uniform Memory
Access(NUMA)RZEBMAN N "R, HI, all hwloc B EHTEEE T, HEETRUTHIZER -

I Topology does not contain any NUMA node, aborting!
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2RI LAfSE R X NI iz — SR AR XA (R R
o NBINMEZE HWLOC ALLOW=all
o 1E&F hwloc i {#EF disallowed 177&
H i, hwloc HARRE Lk R REEME R,
(BZ#1917560)

OPEN MPI FERTEEEHAENIA PML Mt & 12K 1T SR

£ OPENHEEIBAM®E (OPENMPI) SEI 4.0.x %5, Unified communicating X (UCX) 2BRIABIR
FmiAfEsR (PML) . OPEN MPI4.0.x RIIMFEARAFTH T openib Byte Transfer Layer(BTL).

{BE, HOPENMPITE B &£ (GEHMPHECEMER) Liz4Th, UCX (DA openib BTLHT
MPI 0 F, RAitt, XARESEMARIITHER, ZEinkARRX AR

o FALITSEEZTT mpirun 7% :

-mca btl openib -mca pml ucx -x UCX_NET_DEVICES=mIx5_ib0

)hlt |

H,

e -mca btl openib {25 F openib BTL

e -mca pml ucx ZHU$ OPEN MPI EZi& 71{&F ucx PML,

e x UCX_NET_DEVICES= 2#{RH UCX fERTEEME &
OPEN MPI 72 &4 &8 (TREEHMYEEE) FizfTh, £RA UCXERNERIN PML, Rk, X
ATRER 5B OPEN MPI RS TR 1THT NSRRI MERE. NIRRT NS ARG A, B imi R RIX A A
A, G UCX LRPEED :

o FALITSEEZTT mpirun 7% :

I -mca pml_ucx_priority 5
Eitb, OPEN MPI =™ LU FE A UCX BRI &R K52,

(BZ#1866402)

5 EE T Zh RER AN E RE UL He = R

EA%L 3 ioniciX &K FH) Pensando MF 2B E R VLAN IEECEIE K, FHIERMSEMINEE
(V)RS INEIEFAL (VM) L 2l Fe B 45 e, X ERZERRRI, RAFHEHDEE XN

BEo
(BZ#1930576)

10.7. 45

ZIAB 7 417 printk [HEN 2 S BCREGE N TR

ZRIABY 7 41 7printk [E T LR F I XAKAGED), B2, Y5BOLHSEBEERN, X4 printk 1%
BEARERSBARE /O, MMSH RHEL AT LR ARMEL, H T #RXANE-, H/iDT —1NHH
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optimize-serial-console TuneD E2E%E, BEFIAB printk [EHH 4 417, A ATLUREBLI T AEKBER
HR4 -

I # tuned-adm profile throughput-performance optimize-serial-console

ERERREB—DEYEN printk €, XALURERSHEREN TN,
HER, IMRERANNNEERKMNFHHESR,

(JIRA:RHELPLAN-28940)

10.8. X 4R Gi FTEhE
ToiERT /boot LA RLGIMAE LVM
RNEERT /boot X HRGMAE LVM BiESd, XHMEHFINEREREMT :

o TEEFIRGH, EFI FAEL X BEFRY /boot XHERT, UEFIFMEERERFEN GPT X KE
MEART BRI LR,

e RHEL 8 ER%4i5| 55 B # M Boot Loader #/#% (BLS), X MHAEEK /boot X4 A B
BEHREL, £ EFIRGH, FEEH REELE uEFI FRAEE B /boot BLiE.

e £ GRUB2BISEHRFPAZE LVM BHES, IERAITTRIETH0E, E9i0 uEFI # BLS
BIPREE, X IIEERIERIERIETE TR,

MBI RITE LVM 328 /boot, 2, ZIIBIRETEERGRBHMEZNIE, XETEREEN
/boot XHRGIE LVM BB,

(BZ#1496229)

LVM FBRITERRSHRK/MMIBREH

LVM TE (40 vgcreate s vgextend) AHEAIFEUIEETRZERANAYES (PV) BBHNG).
LVMERTXANEN, BAMREERARARRANI PV BTERZES (LV) , XERGFEEE
ﬁc

BEHRUBHERAHRANNN VG, £ lvm.conf 3X4Fi%E allow_mixed_block_sizes=1 577,
(BZ#1768536)

LVM writecache BIBRHI
writecache LVM L EHEB LU TRS, XLERHEIASHINE cache L :

e {#F pvmove s GHT R T/ An & writecache 25,
o IRAEENTH A writecache BZHEBSER X VDO LiaEH,
U TFRRHItEATF cache /7% -
o {RAHEETENF cache = writecache K INEZ BN EHE LK/,
(JIRA:RHELPLAN-27987, BZ#1798631, BZ#1808012)

RE— LUKS B8 LVM mirror & & AN ZS T M
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%10 = 2 )3
EREBERT, 13757 LUKS B0 FEEREH mirror LVM X & AT RER DB TN, TSN % & REHERE
l/O #1E,

BRRIXA R, LIEBWIEA MM HEE LNFEE 2 L&A raid1 B9 ERREM LVM RAID 1% &
A RE&( mirror ),

raid1 segment KR ZBIAM RAID BECERE, BIENHEMARARE mirror,
249 mirror KE N raid1, ESHEFHR LVM &5 RAIDT R E
(BZ#1730502)

NFS 4.0 #h T AT 8E & 53 open-heavy T{Efi it aERR{E,

FEURIMARAR, EE—NEFRESR, EEEERT, TS BNFS T REESEF S HMRE
MAERSESRHHEL, BE, XMEEVREREZTERSITHREN TN ERERMERE TR, EIn
fRFIX AN A, AT RE B EMER NFS AR 4.1 SKEEARA, XERASHIT B IiREAM, REMNR
AT TR E,

(BZ#1748451)

LT T ZM RN, xfs_quota state Ak ATA TR

B#il, xfs_quota state S A RRIEE L MNECHIEBET ARy HBEC AR 5T PR EA, EIRATARRIX AN ]
A, EHRMEe S ETPIEEMENEEAIEE, a0 : xfs_quota state -g. xfs_quota state -p =
xfs_quota state -u.

(BZ#1949743)

10.9. & T FIMEFISREE

ocf:heartbeat:pgsql FIRCIELLBAEAEHE L REP T crm_moniii M E = A IR BELE
£ RHEL 8.4 MXpid =1k,

£ RHEL 8.4 GA fk/, Pacemaker BJcrm_mon & 51T TEHES N ER shutting down"§ 8, MA=Z
Pacemaker FFIAXFIFHAEMEBHER, AL, TERERXMEE (MNELFR) , FEEEELRES
2T crm_mon FIHE B EHRAIE (40 Bresource-agentsii & —it2 4 & Mocf:heartbeat:pgsql IR —
LHENHE=FNRIE) AITEEL, MmSRERRH,

1E z-stream AT I, BIUER ocf:heartbeat:pgsql FHRAIBHNEEEAREH Y E| RHEL 8.4,

(BZ#1948620)

10.10. ISR IEES. WIIMEIEZER S 25

WA 32 (N ARFTEAR getpwnam() B, AIEES SN

% NIS B ERA32 AN ATRF A getpwnam() BIEES, #03R%A nss_nis.i686 43, NTARRK
W, EimEERRXANARE, A yum install nss_nis.i686 F & i DRI,

(BZ#1803161)

OpenLDAP JEZ HIMFF S HRE e gER 5 3 httpdh B ERTH
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% OpenLDAP 28 libldap #libldap_r FE#MEFE L NARPFEAN, XLEEZFETRERLZERS
HZe, Ak, 5% mod_security 5 mod_auth_openidc &= thH httpd ECE 0%, N{EA PHP Idap
#"BH Apache httpd FHIZRTRERE A A LE,

MENRHEL 8.3 B#7El Apache Portable Runtime(APR)JZ, &a LB 1% & APR_DEEPBIND If15 45
= RIG R RXANA L, 2 EEEA httpd =R, f7FEFA RTLD_DEEPBIND 35 i #2850,
APR_DEEPBIND &2 £/ AN, EME0HZZER httpd Bi&E F A AR

(BZ#1819607)

1£/2 F OQGraph {4}, MariaDB 10.5 A% R EENRAL HEL

¥4 OQGraph 775 | Z A 1% MariaDB 10.5 iR %535 I/, MariaDB AN R AR EFEMRA HE
&, BH2, 4/ %i{/£FADROP TABLEZDROP TABLE IF EXISTSSQL &SR EIERR
7, MariaDBA&REIHEIRER, BARICRESE,

HER, OQGraph {4 H mariadb-oqgraph-engine {4+ S 1RME, ZHGHERINER FTAERE,
(BZ#1944653)

PAM E#ERRA 1.0 £ MariaDBHhIEIEE T

MariaDB 10.3 32}t 7 3RS E (PAM)FE#ARA1.0 . MariaDB 10.5 324t3H AR A 1.0 #1 2.0, KA
2.0 2RIAARA,

MariaDB PAM #&{hitA 1.0 £ RHEL 8 R TAIEE TIF, ZEinhfRRXAN R, 15#EA mariadb:10.5 &
PRI PAM $EERR A 2.0,

AHiES % MariaDB 10.5 124 PAM f&E#EhRA 2.0,
(BZ#1942330)

pyodbc 43&F MariaDB 10.3

pyodbc = BRIANEAF RHEL 8.4 Z1ThRAHEEH MariaDB 10.3 iz 552%. MariaDB 10.3 R 55359
BHkR A F0 MariaDB 10.5 R 55237 3% Ith [ A 8201

EER, NERIRTE mariadb-connector-odbe Fi{E S/, FRMAIESMAIT -
e pyodbc-4.0.30
e mariadb-server-10.3.27
e mariadb-connector-odbc-3.0.7

(BZ#1944692)

10.11. ZRiFssfI A X TE

GCC Toolset 10 : Valgrind f513 5 7 X IBM 215 M

Valgrind i AR LE IBM z15 40 #2283 IHRE, 1B GCC Toolset 10 Valgrind FIBI— NSRS EBE 215X
R RS LR T s X 215 5. HEitb, ZRfER 215 THEERIEETTIETE Valgrind Fia1T. ZimHT A2
FIXANEE, TE 215 IR ER A2 TR, @Y /usr/bin/valgrind 15 1A/#9 Valgrind REGTARA. LRI
2iRE 215 B,
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(BZ#1937340)

PCP f19 pmproxy R7E R

pmproxy &5 7ECo-Pilot(PCP)5.3.0Z BIBIIR A KB R EREA . . 7 RHEL 8.4 L& RHEL 8
BB HE/NRAF, PCPhRA 5.3.0 A9, Ht, RHEL 8 B ol BRItb TR s MR EF B R,

Flnif R RIX AR, EREI pmproxy BRI FEAE !
1. BEFHATL TS A2 /etc/systemd/system/pmproxy.service.d/override.conf ST :

I # systemctl edit pmproxy

2. 7E override.conf HRINU THEHFRFIEN :

[Service]
MemoryMax=10G

RIFERT KEH: 106 1H,
3. E/3 pmproxy g% :

I # systemctl restart pmproxy

Fitt, 03R pmproxy WNEFERAKAE TAENRE, pmproxy [RESSWES,

(BZ#1991659)

10.12. IDENTITY MANAGEMENT

IRATA KRA B ER2RE R A, &% KRA 2RI

IR AP REFE —1 KRA L, ipa-kra-install 2 F 2R B HIKE BIN(KRA)BISEREH K
W, Rit, BIREAEFHRINES KRA L6,

FImE AR R, ETERINETEI KRA SLABIET, JERREE KRA ABRIGREEIA. ipa-kra-install 52h
TN AR LUBEREREE.

(BZ#1816784)

¥ cert-fix B 5 --agent-uid pkidbuser £ —R{EASBIFIEE RS

{EA™ A --agent-uid pkidbuser 1£TH cert-fix TERHFIFIET R5H LDAP B2, HItb,, IERT AR
RURBTREE, BEFINTRTERE LR,

(BZ#1729215)

IdM FEAHL L /var/log/lastiog Figi X4 vl BE = 5 B RE )8

T 1dM RE 29, MEIT 10,000 DA EESE H RS REALIEFEH 2B —1 200,000 UID SEH], HERELL
FEFHDMILA 1dM B, LUXF77 R — N REHE E AT B & R 22 1D BURTRE M,

B2, KMJUIDREIBERY /var/log/lastlog X7 kA&, BIan, 0% UID 751280000008 BIF /- &K El
IdM & i, NIAE /var/llog/lastiog X4 K/NRIBANER 400 GB, RALIIXH4EWEM, BEE
FAMAZEE, BRLENARFRIAARZ AN XXEMXITH, BofERE—MREE IR X
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L, B, MEZELERER, #HNEHNARFTEERLERRXXME, NZXHERERNS
400 GB —HEH], X MTAUARER FEIERE AL,

F il AR AN -

o MRBIMVEHMHE, 1HSEH SRR EBRBER SHRILIT,

o MRZBEENNARER, FHRETCEVEMREEREI XM, W /var/log/lastlog.
(JIRA:RHELPLAN-59111)

FreeRADIUS £E B b E M AT 249 N EFM Tunnel-Password

R Tunnel-Password KF 249 NE®, N FreeRADIUS RS SBRENMMERT T, XA 8ES BT ETIHE
B, SHERGTIRINED,

Fni R RIXAN R, FEE 249 NFRHEDWED,
(BZ#1723362)

FIPS ERX AL HFHAHLE secret BILBEMEE

EFIPS B EAHE secret B BMETREXMW, EH NTLMSSP HARIERFER FIPS, ZEimH|fZ
FIXANEE, EEBAT FIPS &8 IdM 15#0 AD 1A 2L fSER, {EA Active Directory (AD) EIRfK
P17 B35 IE,

(BZ#1924707)

1£ rebase Blllk#A 1.2.2 |, B4 authselect2 IR RGE F 95Uk

authselect i E B rebase BIREFH EFIRA 1.2.2, T #EFEZ authselect, X& AT A BH IR
ZERIUE, SFErootE T,

s0R 4 Fauthselect H4FARENE 1.2.1 HEEMA, HHITUTSERARRIADA -

. £ GRUB B3| S R&EH, EFHFAEBES| FHAMKIRAR Red Hat Enterprise Linux, A/51% e %
Hiz%HB.

2. 1EL linux FLB9TREIA single, #AE1% Ctrl+x = 518I5hT 12,
3. LEAFEXSISE, HA root B,
4. FALTHSE authselect BL & :

I # authselect select sssd --force

(BZ#1892761)

MR pki-ca BKE-SRARETF 10.10.5, MK IdM fR$583M RHEL 8.3 #4: ¥ RHEL 8.4 %KM

R pki-caf - BhRARTF 10.10.5, 1dM fR%2RFA N F2Fipa-server-upgrade =K, HFiXLEhA
BN HRERE, FtEaRELRiN{Tipa-server-upgrades) ipactlff, |dM iRSS 23 FR T LRI 5E
’520

FRRXA A, 5 pki-* TS FHHEEN 10105 HEERA, REHERIZIT ipa-server-upgrade 5,

(BZ#1957768)
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Xt 1dap_id_use_start_tls 2258 A BRI E R BB ER XS

LHEARE TLS B9 Idap:// H1TH M ERN, TN RGimEMMRNL. FrlEHEAMITMK S, Bl
a0, WidiE AT LAEid ek LDAP #5RHuREIAIN &REY UID 3 GID kKB FTA .

B, sl TLS B9 SSSD EL& %7 Idap_id_use_start_tls 2RI\ 7y false, R EHIXBEA S EHE
Y€, FHREXS id_provider = Idap FRKRIMNEZNBEFEEEELEM, XX id_provider = ad #ll
id_provider = ipa 72 &1, EHE(]ER SASL # GSSAPI RIFHIMEE .,

NRFEARMBINREARL S, IHTE letc/sssd/sssd.conf SXH4H T Idap_id_use_start_tls %I & 7y
true R FIEA TLS, 1TXIELAER RHEL ARA A EERAIBRIATIT N,

(JIRA:RHELPLAN-155168)

MRAK/NET 1500 MR G, N SSSD 2GR STEMIBK 1 FIF

£ SSSD 5 5Esh B RERBITIEH, HHAR/NEIT 1500 DGR, SSSD SFRTFTERAH MK 551K,
HILXAN AR R 8 ES) B KB MaxValRange Selig (RERSEANE AR GRIIR AHERE) BRIAHIZ
&} 1500,

ZInE AR RIX AN AR, 1B SUESIE RS MaxValRange #%i&, LUENEAKBHKN,

(JIRA:RHELDOCS-19603)

10.13. £@E

ToiE MG b 2R flatpak 2R E
B#l, 7£ GNOME ¥4 T EhiEEERFE T EhTEZRASMR flatpak 2%,

(BZ#1668760)

HEREEANARFEETIRBUREEERERE THF

1 F gnome-shell-extensions {4 —/ bug, drag-and-drop ThEEBRIFEREAM N AR LA
EBTIE, UEMAITIRAPRNEEFRINI N ThEER X #F.

(BZ#1717947)

- RHEL 8 BN AT TR Hyper-V Server 2016 E4l LB S

LM RHEL 8 #FN7E Microsoft Hyper-V Server 2016 E#l_Ei2THELHL(VM)FRHIE P HLIRIERS
B, EBUHERLERTEESS, FREZE GRUB3ISHE, A4, |S7E Hyper-VEHHEAHICTIU
TEER -

I The guest operating system reported that it failed with the following error code: Ox1E

XN R Hyper-V EH1 LR UEFI BEHHERERHRBY, EImE R XA, {#FH Hyper-V Server
2019 fEHEM.,

(BZ#1583445)

10.14. KR ERsE
radeon L IEEEREH
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radeon WX ENIZF EHAIR B TE kexec L FXHEMEEREH. HK, radeon T;ETE, M5 EHE
&M kdump BRSS KL,

ZIn RRX AN A, £ kdump FZEF radeon, 75AR7E /etc/kdump.conf KRR IILATRAT ¢

dracut_args --omit-drivers "radeon”
force_rebuild 1

EEHLERF kdump, 257 kdump [, force_rebuild 1 1T AT BE S MEZE ST IR .
HER, EXMIERT, kdump FIBHER, B kdump AITRIIZ1T.
(BZ#1694705)

%4> HDR ZRIEHRA MST #ai ErTRETEITH

TEfEAH A nouveau JXENFEFEH NVIDIA Turing GPU BI%4: £, {8 DisplayPort 524533 (W0 1L A i
BEE), ZE%HR LEEZNXHHDRN L RS, TEKSBELEITH. XRERNRIEGEIA hub
HRi% B RIWHYT 5 SR X FFAT A L Es.

(BZ#1812577)

FTEM A sudo e mia T RN AR

LB EBEESNRMA 2T RREFEN, NARFETEITHAHFTE-—ITREER. KEHREN
JRE 2 Xwayland % Xauthority SX4RREI, HfEASMA -~ EIEATRIIE,

BRI RXAN A, {#A sudo -E 851 root B 2T EFRERE,
(BZ#1673073)

VNC Viewer Z7R1{E IBM Z thiir F 16 A B RENE SR

WAREETIT A 16 A BEEEEMN IBM Z RS2 EM VNC &1, VNC Viewer N ARRF S B RE R
&,

FIm ARRX A FR, TE7E VNC IRFSEBRPIXE 24 MIFIERE. EA Xvnc fRS52: 15 -depth 16 EIiE i
Jy -depth 24 (1 Xvnc BEBH) .

H ik, VNC BFins L RERNEIE, BERSSRPERE SRS 5,
(BZ#1886147)

ARM A2 g4 hn
RE R FIRNIEFEA X 64 if ARM ZE4 s BYRE {4 AN3E =X Vulkan AP,

EEABEAINESE ARM B Vulkan, REEA Nvidia IREITEF.
(JIRA:RHELPLAN-57914)

ESXi 189 GUI RIRE = R 9 #LA3 A Fr B AR i 5t

VMware ESXi 7.0.1 ##45 vCenter Server 7.0.1 B9 RHEL BN LMEFB A RE (GUI) EE—FEIH
AE, MREFZNEEEHE ORGSR EEIELN, 1 GUIEVEE 16 MBUIFIARGF, WRE
FERRVIMSIIREES GUI, Il GUI aTgeaE N &K1k,
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510 & 2AHE
BRI BRI, FREEMNEERFE VEMUN2EED 16MB VR E, Eib, ELER GUI
SR BRI

(BZ#1910358)

10.15. EEf#l{E
virsh iface-\* P R ToE—BUEH T /F

E hECERIKIIX R, Bfivirsh iface-* &84 (40 virsh iface-start # virsh iface-destroy 245 &k
W, Ak, BIEAREMER virsh iface-\* M SELEMNERE ENMLEE, RZ, #H NetworkManager
BFEREBXEERRF,

(BZ#1664592)

LEMARS virtio-blk AN, ERMABNITEEDD)

ERANVM)FRINKE virtio-blk X AIRERFER AR ATANFIIHE, MRALETXMHER, VM
MR HIRIERSTEBIS, FER dracut-initqueue[392]: Warning: Could not boot #1%,

(BZ#1719687)

85 virtio-blk £ LUN & &M INBIEHH P ITEIEE T

q35 HLERR BN ZHF virtio 1.0 %A, EIE RHEL 8 F32HF virtio 1.0 RFAMIEE, #5lZ, RHEL 8 E#l
FoiEM virtio-blk & & 3% SCSI v ®. AL, A virtio-blk #RHI2RET, [SYIRMEIES LUN ZEHNE
RIS RN

HER, YMEMSMIRLIHRAE I IRRIERY, BNZFEA device='disk' 1£TIM A= device="lun' 1%
T TER &,

(BZ#1777138)

LEHL_EEMA TSXE], {#A Cooperlake ENIHEEBI S

&/ Cooperlake CPU #EENIHL (VM) BRIFEENLZER TSX CPU FRER TTiE81 5. K, EWN
SKERUTHEEER -

I the CPU is incompatible with host CPU: Host CPU does not provide required features: hle, rtm

ZIEMLEN LFEF Cooperlake £ EUN, FEEIN XML BEBEHEAE VM BEEAFH HLE. RTM #
TAA_NO FRi& :

<feature policy='disable' name="hle'/>
<feature policy='disable' name="rtm'/>
<feature policy='disable' name="taa-no'/>

(BZ#1860743)

1£ IBM POWER R&5i#h {8 perf kvm record Al 86 5 BUE AL ARG

L 1E IBM POWER &4 little-endian Z8{&H {8 RHEL 8 4L}, EF perf kvm record %454 KVM
EAAM MR EEREH AR S BEUNZEEE/IN, EUTERTAEXFER

o perf LEMIFMNAHEMA, -p iU ARFAELMN, - 6120 perf kvm record -e trace_cycles -
p 12345,
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o EHINZFEA virsh shell F5hHY,

ZInA ERRX AN RE, HERTA-IETH perf kvm TERWEIEFER virsh shell QI2RELIHL. F40 :
I # perf kvm record -e trace_imc/trace_cycles/ -p <guest pid> -i

HAR, A -ETN, FESARUKITEHER, RIEREFISEIEEE,
(BZ#1924016)

5 POWER9 &/ #i M RHEL 7-ALT #1iF8 3 RHEL 8 &%

E#, 45 POWERY EHIHLM RHEL 7-ALT EHRLTHBE RHEL 8 RT1B&AMR, T RMigration
status: activelA ) .

AR RIX AN A, £ RHEL 7-ALT E#H_E22H Transparent Huge Pages (THP) , XFERIEFFER
Th5ERKo

(BZ#1741436)

{8 virt-customize B &5 guestfs-firstboot KM

& virt-customize TEEHR T EWN(VM)BEEEL RS, guestfs-firstboot IRF5EHRLIER TRENH
;&EOLinux PRAEMMEL, XeSBELNAES R EIEFEE, molgA - RNERIEM K
R RIX N A, 1ETE virt-customize f 4 F N --selinux-relabel %17,

(BZ#1554735)

A iommu_platform=on BEHIHLIETE IBM POWER L/53)

RHEL 8 BHRIAX#F IBM POWER %41 EMIEFIAL(VM)A) iommu_platform=on %, Hitk, 7£ IBM
POWER ### L5 31{ERX NS ENN R S BENNIES| SRS,

(BZ#1910848)

7 AMD EPYC LEAFENELFERAN, EUHAKENE SMT CPU itk

LHIEAMD EPYC EHLELAICPUENERER S| FEMN(VMES, TRESRTOPOEXT CPU IEEI .
Hit, EENTERNEENARE L NMEEMNEN CPU #hih, EiRIERXANFE, R EPYC CPU
BEAmMARENEL BT EM.

(BZ#1740002)

H#AJB M Hyper-V B Windows Server 2016 EfIHLE B 5

BHal, FTiE815#H Windows Server 2016 £ & FIFiRERAMENN, ©EB T Hyper-V A, &
LT CPU Rz —

e EPYC-IBPB
e EPYC
EIEH R RIXAN A, {EA EPYC-v3 CPU R, sH&E NEMNLF50E B xsaves CPU FRit,

(BZ#1942888)
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MERIHBHHER macvtap #EOSBEBEFTA macvtap ##%

Bal, MHFEZ macvtap % &M IELZITRIELN(VM) AR macvtap #E Ot SEBEH M macvtap
BEOMERIZE, Eit, EULE 8RS EIRIZE R,

(BZ#1332758)

EPowerVM_E#$HIK IBMVFC &S KM

L 7E PowerVM hypervisor EF %A RHEL 8 #{ERGIMIEMN(VM)ET, ZIiXMIETEZ TR E AN A i
BR IBM Power Virtual Fibre Channel(IBMVFC)ix & HaiaKkl. K, ©<Ex=— outstanding
translation £51%,

ZImI AR XA A, FEEINLK AR IR IBMVFC 1% &,
(BZ#1959020)

W Aibmvic WEHFEFERT, I1BM POWER EH ol s AT

L 7E PowerVM 12549 X (LPAR) LiZ1T RHEL 8 I, BRIA se=E Hibmvfc JX3)F2 B[] & H L&
Hik, AL, EELERTENAKTESEIN panic, 40 :

e {#F Live Partition Mobility(LPM)Zh&EE

o EFETIH GRS

e f{HF SCSI R4 (SCSI EH)ZhRE
(BZ#1961722)

HEFELERBAT, & RHEL 8 B EHF virtiofs BRI

Bal, ZHfEMA virtiofs ZHEEVEMA(VMREEN B, MREMHER RHEL 8.4 (HERRE) K
#%, 1BfEMH RHEL 85 (HEEMRA) selinux-policy ##4a, MEEMMN LEFHEREKXW, HET

"Operation not supported" 1%,
ZInERXAN R, FEFESIEMN, FEESISEEUN LMNRHT AR,

(BZ#1995558)

10.16. =IAEHH) RHEL

kdump B ARETE Azure #l Hyper-V £S5

TEFEETE Microsoft Azure 3 Hyper-V hypervisor £#] RHEL 8 & HlIRERSiH, B5) kdump RZTE
REER T BHITEBMRZRN K,

A R RIX AN A, TEZR crash kexec post notifiers :
I # echo N > /sys/module/kernel/parameters/crash_kexec_post_notifiers

(BZ#1865745)

£ VMWare #1869 RHEL 8 BN X EFHA IP LEIEETE
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Bal, HU1EVMWare ENLAER RHEL 8 FENEFIHL (VM) BIE A HIRIERGINT, DatasourceOVF I
BELEEE T/E, EIt, NEREFER cloud-init SCARFMENBIMLE LB NEES IP, RREREM
M, NEHHBIMLEIS BN DHCP,

(BZ#1750862)

AT AR E NIC B RHEL 8 EEHIHLEI Azure B9 FEH25 AT = BR8] He il HA O] [R] =K

B, EONERERTIEMLZH NIC K, A kdump SERARZER RHEL 8 EAUNL(VM)BIRZEL B IRTF
RN ETEEB IR, AL, REXHREKRY 200 BEHkE, MARILERE. 74, ERF
B4R ERFI AR KU THEER.

I device (eth0): linklocal6: DAD failed for an EUI-64 address

(BZ#1854037)

nm-cloud-setup & 7£ Microsoft Azure Ei%E& T — A IEMABEIAKH

£ Microsoft Azure £, nm-cloud-setup TETTERN BIMERNEHM X, Hit, LHAERFRIXERIE
HREIARRE, FRIFEREN. BRnD&E A MmN #RR A R,

(BZ#1912236)

LEASIESIEESS Hyper-V ERWHE, SCSI EHHbh A 8EE

Hal, 7E Hyper-V hypervisor £B|5 RHEL 8 EHIAES, EMEOBIEHN. . Bus. Target,
Lun (HBTL) SCSIthitFFELER T RET 2L, Eit, FERAEUNAE HBTL SCSIARHF XS T R
RENBENESTERFETE, MREVNESIHE, HBFHEXNTE, KEIXFHER.

EIEE R AN R, FRUTAEZ —18 kickstart 324 :
HiE 1 b SCSI kAR AIRAR.
B LUFERLLT powershell BIAE M E B 1% & PRIAAT

# Output what the /dev/disk/by-id/<value> for the specified hyper-v virtual disk.
# Takes a single parameter which is the virtual disk file.
# Note: kickstart syntax works with and without the /dev/ prefix.
param (
[Parameter(Mandatory=$true)][string]$virtualdisk

)

$what = Get-VHD -Path $virtualdisk
$part = $what.Diskldentifier. ToLower().split("-")

$p = $part[0]
$s0 = $p[6] + $p[7] + $p[4] + $p[5] + $p[2] + $p[3] + $p[0] + $p[1]

$p = $part[1]
$s1 = $p[2] + $p[3] + $p[0] + $p[1]

[string]::format("/dev/disk/by-id/wwn-0x60022480{0}{1}{2}", $s0, $s1, $part[4])
IREILATE hyper-v £ EERALEA, TR :

PS C:\Users\Public\Documents\Hyper-V\Virtual hard disks> .\by-id.ps1 .\Testing_8\disk_3_8.vhdx
/dev/disk/by-id/wwn-0x60022480e00bc367d7fd902e8bf0d3b4
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PS C:\Users\Public\Documents\Hyper-V\Virtual hard disks> .\by-id.ps1 .\Testing_8\disk_3_9.vhdx
/dev/disk/by-id/wwn-0x600224807270e09717645b1890f8a%a2

ZJ&, WITE kickstart XA {ERMEE, WTAAR :

part / --fstype=xfs --grow --asprimary --size=8192 --ondisk=/dev/disk/by-id/wwn-
0x600224807270e09717645b1890f8a9a2

part /home --fstype="xfs" --grow --ondisk=/dev/disk/by-id/wwn-
0x60022480e00bc367d7fd902e8bf0d3b4

Ry XEERFETFENEMNELE, REFENSDEUNLGTEE. FLt, A %include &%
HERBAERRIXGHARRERER,

B 2 BRNER &R
WRAE R /NES BRE AR kickstart XS & R0 AT -

# Disk partitioning information is supplied in a file to kick start
Y%include /tmp/disks

# Partition information is created during install using the %pre section
Y%pre --interpreter /bin/bash --log /tmp/ks_pre.log

# Dump whole SCSI/IDE disks out sorted from smallest to largest ouputting
# just the name
disks=("Isblk -n -o NAME -I -b -x SIZE -d -1 8,3") || exit 1

# We are assuming we have 3 disks which will be used
# and we will create some variables to represent
d0=${disks[0]}

d1=${disks[1]}

d2=${disks[2]}

echo "part /home --fstype="xfs" --ondisk=$d2 --grow" >> /tmp/disks

echo "part swap --fstype="swap" --ondisk=$d0 --size=4096" >> /tmp/disks
echo "part / --fstype="xfs" --ondisk=$d1 --grow" >> /tmp/disks

echo "part /boot --fstype="xfs" --ondisk=$d1 --size=1024" >> /tmp/disks

%end

(BZ#1906870)

RHEL 8 EEfUHLIE AWS ARM64 LIl _E B 2%t e

L 7E Amazon Web Services(AWS) ARM64 5265l EsZiTRIEFINL (VM) AR RHEL 8 fENIRIERGIAT, H
& Fliommu.strict=1 IS KR E Liommu.strict ZHT, VMBIRLEMRESE T TIHA,

Zm ORI R, FSHW Hiommu.strict=0, BEZ, XBRBEEUNHNLZ LM,
(BZ#1836058)

B A FIPS &K, {KEE RHEL 8 BNl K
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Bal, REMNGER FIPS R, N EAERER RHEL 8 fFhHE A HIBIFERIHELAL.

(BZ#1934033, BZ#1944636)

M= AMI GIER EC2 526 ERIEFAER SSH &5H

B, HM&E{ Amazon Machine Image(AMI)OIEE#7#) RHEL 8 B Amazon EC2 S£6Iit, cloud-init /i
PREEFUN EINAER SSH B, BRRUIEMBH, Ait, ERLEERTEUNTEEEDEN.

ZInI AR XA A, 159 cloud.cgf X, Fi%"ssh_genkeytypes:~"BR1TT4H ssh_genkeytypes:
['rsa’, 'ecdsa’, 'ed25519'],

YIE LB O3 RHEL 8 EEFIMLES, =T LUEMMERFF £ SSH BEA.
(BZ#1957532)

M= AMI GIEH EC2 526 ERIEFAERK SSH &5H

B, HM&E{ Amazon Machine Image(AMI)OIE2#7#) RHEL 8 B Amazon EC2 LI, cloud-init /i
PREEFUNL EINAE R SSH B, BRRUIEMBH, BAit, ERLEER TEUNTEEEREN.

ZInI AR XA A, 159 cloud.cgf X, FiF"ssh_genkeytypes:~"BR1TT4H ssh_genkeytypes:
['rsa’, 'ecdsa’, 'ed25519'],

YIE EaRMIER O3 RHEL 8 EEFIMLES, =T LUEMMERFF £ SSH BEA.

(BZ#1963981)

10.17. X#E

redhat-support-tool 535 F FUTURE hN% sk

EhE PP REG AP R EYIE R E R INEBHR R FUTURE RECEHRMNBRIBHEKR, AL
redhat-support-tool 2% B BT A5 X N SRBE 2o

Filmi ARRIX AN, FEEERIZ SRS AP 8 DEFAULT & sRig.

(BZ#1802026)
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B NnEEFME

£ 1M ZE Efrik

11.1. RED HAT ENTERPRISE LINUX 8 EHFRIEE
Red Hat Enterprise Linux 8 X FZMiEENRE, HREENFEFTRES,
o RIEE - Aif. &Hif. MAHXHMBADL,

o Ek;’)‘l‘liaél: _3._&31*3!‘__5(:\ /%iil‘__i(:\ @iyiﬂ:i%\ 5%‘1*3!‘__5(:\ %’ij(*ui%\ %%%iﬁ*u{ﬁi%o

[

TRIE T HEMEEESRHNFERNEAE.

RAFH (FEEE2)

English dejavu-sans-fonts
by dejavu-sans-fonts
=5 dejavu-sans-fonts
BKRFIE dejavu-sans-fonts
BiE dejavu-sans-fonts
iR dejavu-sans-fonts
BETE dejavu-sans-fonts
TR A R 3C google-noto-sans-cjk-ttc-fonts, ibus-libpinyin, libpinyin

google-noto-serif-cjk-ttc-fonts

R google-noto-sans-cjk-ttc-fonts, ibus-libzhuyin, libzhuyin
google-noto-serif-cjk-ttc-fonts

HiE google-noto-sans-cjk-ttc-fonts, ibus-kke, libkc
google-noto-serif-cjk-ttc-fonts

B google-noto-sans-cjk-ttc-fonts, ibus-hangul, libhangul
google-noto-serif-cjk-ttc-fonts

11.2. RHEL 8 R EPFrMEEE 2L
RHEL 8 5 RHEL 7 #8kt, XfEFME#ITTLUTFER :
o RHNT X Unicode 1t BT IT#EMZ .
o EfMEAMAESNYMHAH, XHEMTLUHTRINRELARE, IFEZER, H5HEA

EEE.

e R% glibc KiE.%£5 Unicode Common Locale Data Repository(CLDR)E %,
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B A 3B 45 2 B9 Rl B SR

Bugzilla #1 JIRA ID SITEAX A LUESE, A AF ViKY Bugzila BEHE IR SIET ticket BIFERE,

A =ik

389-ds-base BZ#1859301, BZ#1862529, BZ#1859218, BZ#1850275, BZ#1851975
KVM Hypervisor JIRA:RHELPLAN-44450

NetworkManager BZ#1900260, BZ#1878783,BZ#1766944,BZ#1912236

OpenlIPMI BZ#1796588

SLOF BZ#1910848

accel-config BZ#1843266

anaconda BZ#18900009, BZ#1874394, BZ#1642391, BZ#1609325, BZ#1854307,

BZ#1821192, BZ#1822880, BZ#1914955, BZ#1847681,BZ#1903786,
BZ#1931069, BZ#1954408, BZ#1897657

apr BZ#1819607

authselect BZ#1892761

bcc BZ#1879411

bind BZ#1876492, BZ#1882040, BZ#1854148
bpftrace BZ#1879413

clevis BZ#1887836, BZ#1853651

cloud-init BZ#1886430,BZ#1750862,BZ#1957532,BZ#1963981
cmake BZ#1816874

cockpit BZ#1666722

corosync-qdevice BZ#1784200

corosync BZ#1870449

createrepo_c BZ#1795936, BZ#1894361
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https://bugzilla.redhat.com/show_bug.cgi?id=1859301
https://bugzilla.redhat.com/show_bug.cgi?id=1862529
https://bugzilla.redhat.com/show_bug.cgi?id=1859218
https://bugzilla.redhat.com/show_bug.cgi?id=1850275
https://bugzilla.redhat.com/show_bug.cgi?id=1851975
https://bugzilla.redhat.com/show_bug.cgi?id=1878783
https://bugzilla.redhat.com/show_bug.cgi?id=1766944
https://bugzilla.redhat.com/show_bug.cgi?id=1912236
https://bugzilla.redhat.com/show_bug.cgi?id=1910848
https://bugzilla.redhat.com/show_bug.cgi?id=1874394
https://bugzilla.redhat.com/show_bug.cgi?id=1822880
https://bugzilla.redhat.com/show_bug.cgi?id=1914955
https://bugzilla.redhat.com/show_bug.cgi?id=1903786
https://bugzilla.redhat.com/show_bug.cgi?id=1931069
https://bugzilla.redhat.com/show_bug.cgi?id=1897657
https://bugzilla.redhat.com/show_bug.cgi?id=1892761
https://bugzilla.redhat.com/show_bug.cgi?id=1876492
https://bugzilla.redhat.com/show_bug.cgi?id=1882040
https://bugzilla.redhat.com/show_bug.cgi?id=1854148
https://bugzilla.redhat.com/show_bug.cgi?id=1887836
https://bugzilla.redhat.com/show_bug.cgi?id=1853651
https://bugzilla.redhat.com/show_bug.cgi?id=1886430
https://bugzilla.redhat.com/show_bug.cgi?id=1750862
https://bugzilla.redhat.com/show_bug.cgi?id=1957532
https://bugzilla.redhat.com/show_bug.cgi?id=1963981
https://bugzilla.redhat.com/show_bug.cgi?id=1816874
https://bugzilla.redhat.com/show_bug.cgi?id=1666722
https://bugzilla.redhat.com/show_bug.cgi?id=1784200
https://bugzilla.redhat.com/show_bug.cgi?id=1870449
https://bugzilla.redhat.com/show_bug.cgi?id=1795936
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crun

crypto-policies

dhcp

distribution

dnf

dwarves

dyninst

edk2

elfutils

fapolicyd

fence-agents

freeipmi

freeradius

gcc

gdb

ghostscript

glibc

gnome-shell-extensions

gnome-software

gnutls

go-toolset

grafana-container
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BZ#1841438

BZ#1919155, BZ#1660839

BZ#1883999

BZ#1877430, BZ#1855776, BZ#1855781, BZ#1657927

BZ#1865803, BZ#1807446, BZ#1698145

BZ#1903566

BZ#1892001, BZ#1892007

BZ#1935497

BZ#1875318, BZ#1879758

BZ#1940289, BZ#1896875, BZ#1887451

BZ#1775847

BZ#1861627

BZ#1723362

BZ#1868446, BZ#1821994, BZ#1850498, BZ#1656139, BZ#1891998

BZ#1853140

BZ#1874523

BZ#1868106, BZ#1871397, BZ#1880670, BZ#1882466, BZ#1871396,
BZ#1893662, BZ#1817513,BZ#1871385, BZ#1871387, BZ#1871395

BZ#1717947

BZ#1668760

BZ#1628553

BZ#1870531

BZ#1916154
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https://bugzilla.redhat.com/show_bug.cgi?id=1919155
https://bugzilla.redhat.com/show_bug.cgi?id=1660839
https://bugzilla.redhat.com/show_bug.cgi?id=1883999
https://bugzilla.redhat.com/show_bug.cgi?id=1865803
https://bugzilla.redhat.com/show_bug.cgi?id=1807446
https://bugzilla.redhat.com/show_bug.cgi?id=1698145
https://bugzilla.redhat.com/show_bug.cgi?id=1903566
https://bugzilla.redhat.com/show_bug.cgi?id=1892001
https://bugzilla.redhat.com/show_bug.cgi?id=1892007
https://bugzilla.redhat.com/show_bug.cgi?id=1875318
https://bugzilla.redhat.com/show_bug.cgi?id=1879758
https://bugzilla.redhat.com/show_bug.cgi?id=1940289
https://bugzilla.redhat.com/show_bug.cgi?id=1896875
https://bugzilla.redhat.com/show_bug.cgi?id=1887451
https://bugzilla.redhat.com/show_bug.cgi?id=1723362
https://bugzilla.redhat.com/show_bug.cgi?id=1868446
https://bugzilla.redhat.com/show_bug.cgi?id=1874523
https://bugzilla.redhat.com/show_bug.cgi?id=1868106
https://bugzilla.redhat.com/show_bug.cgi?id=1871397
https://bugzilla.redhat.com/show_bug.cgi?id=1880670
https://bugzilla.redhat.com/show_bug.cgi?id=1871396
https://bugzilla.redhat.com/show_bug.cgi?id=1893662
https://bugzilla.redhat.com/show_bug.cgi?id=1871385
https://bugzilla.redhat.com/show_bug.cgi?id=1871387
https://bugzilla.redhat.com/show_bug.cgi?id=1871395
https://bugzilla.redhat.com/show_bug.cgi?id=1717947
https://bugzilla.redhat.com/show_bug.cgi?id=1668760
https://bugzilla.redhat.com/show_bug.cgi?id=1916154
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grafana-pcp

grafana

grub2

httpd

hwloc

ima-evm-utils

ipa

iproute

iptraf-ng

jme

kernel-rt

kernel

kexec-tools

kmod-redhat-oracleasm
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BZ#1845592, BZ#1854093

BZ#1850471

BZ#1583445

BZ#1869576, BZ#1883648

BZ#1841354, BZ#1917560

BZ#1868683

BZ#1891056,
BZ#1340463,BZ#1816784,BZ#1924707,BZ#1664719,BZ#1664718

BZ#1849815

BZ#1842690, BZ#1906097

BZ#1919283

BZ#1858099

BZ#1806882, BZ#1846838, BZ#1884857, BZ#1876527, BZ#1660290,
BZ#1885850, BZ#1649647, BZ#1838876, BZ#1871246, BZ#1893882,
BZ#1876519, BZ#1860031, BZ#1844416, BZ#1780258, BZ#1851933,
BZ#1885406, BZ#1867490, BZ#1908893, BZ#1919745, BZ#1867910,
BZ#1887940, BZ#1874005, BZ#1871214, BZ#1622041, BZ#1533270,
BZ#1900674, BZ#1869758, BZ#1861261, BZ#1848427, BZ#1847567,
BZ#1844157, BZ#1844111, BZ#1811839, BZ#1877019, BZ#1548297,
BZ#1844086, BZ#1839055, BZ#1905088, BZ#1882620, BZ#1784246,
BZ#1916583, BZ#1924230, BZ#1793389, BZ#1944639, BZ#1694705,
BZ#1748451, BZ#1654962, BZ#1708456, BZ#1812577, BZ#1666538,
BZ#1602962, BZ#1609288, BZ#1730502, BZ#1865745, BZ#1868526,
BZ#1910358, BZ#1924016, BZ#1906870, BZ#1940674, BZ#1930576,
BZ#1907271, BZ#1942888, BZ#1836058, BZ#1934033, BZ#1519039,
BZ#1627455, BZ#1501618, BZ#1495358, BZ#1633143, BZ#1570255,
BZ#1814836, BZ#1696451, BZ#1348508, BZ#1839311, BZ#1783396,
JIRA:RHELPLAN-57712, BZ#1837187, BZ#1904496, BZ#1660337,
BZ#1665295, BZ#1569610

BZ#1844941, BZ#1931266, BZ#1854037

BZ#1827015


https://bugzilla.redhat.com/show_bug.cgi?id=1845592
https://bugzilla.redhat.com/show_bug.cgi?id=1854093
https://bugzilla.redhat.com/show_bug.cgi?id=1850471
https://bugzilla.redhat.com/show_bug.cgi?id=1841354
https://bugzilla.redhat.com/show_bug.cgi?id=1917560
https://bugzilla.redhat.com/show_bug.cgi?id=1891056
https://bugzilla.redhat.com/show_bug.cgi?id=1340463
https://bugzilla.redhat.com/show_bug.cgi?id=1816784
https://bugzilla.redhat.com/show_bug.cgi?id=1924707
https://bugzilla.redhat.com/show_bug.cgi?id=1664719
https://bugzilla.redhat.com/show_bug.cgi?id=1664718
https://bugzilla.redhat.com/show_bug.cgi?id=1849815
https://bugzilla.redhat.com/show_bug.cgi?id=1906097
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kpatch BZ#179871

krb5 BZ#1877991

libbpf BZ#1919345

libgnome-keyring BZ#1607766

libguestfs BZ#1554735

libmpc BZ#1835193

libpcap BZ#1743650

libpwquality BZ#1537240

libreswan BZ#1891128, BZ#1372050, BZ#1025061,BZ#1934058, BZ#1934859
libselinux-python-2.8- BZ#1666328

module

libselinux BZ#1879368

libsemanage BZ#1913224

libvirt BZ#1664592, BZ#1332758, BZ#1528684
libvpd BZ#1844429

llvm-toolset BZ#1892716

lvm2 BZ#1496229, BZ#1768536
mariadb-connector-odbc BZ#1944692

MariaDB BZ#1936842, BZ#1944653, BZ#1942330
mesa BZ#1886147

micropipenv BZ#1849096

mod_fcgid BZ#1876525
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https://bugzilla.redhat.com/show_bug.cgi?id=1877991
https://bugzilla.redhat.com/show_bug.cgi?id=1919345
https://bugzilla.redhat.com/show_bug.cgi?id=1554735
https://bugzilla.redhat.com/show_bug.cgi?id=1835193
https://bugzilla.redhat.com/show_bug.cgi?id=1537240
https://bugzilla.redhat.com/show_bug.cgi?id=1891128
https://bugzilla.redhat.com/show_bug.cgi?id=1934058
https://bugzilla.redhat.com/show_bug.cgi?id=1934859
https://bugzilla.redhat.com/show_bug.cgi?id=1913224
https://bugzilla.redhat.com/show_bug.cgi?id=1332758
https://bugzilla.redhat.com/show_bug.cgi?id=1768536
https://bugzilla.redhat.com/show_bug.cgi?id=1944692
https://bugzilla.redhat.com/show_bug.cgi?id=1936842
https://bugzilla.redhat.com/show_bug.cgi?id=1944653
https://bugzilla.redhat.com/show_bug.cgi?id=1942330
https://bugzilla.redhat.com/show_bug.cgi?id=1886147
https://bugzilla.redhat.com/show_bug.cgi?id=1876525
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mod_security BZ#1824859

Mutter BZ#1886034
mysql-selinux BZ#1895021

net-snmp BZ#1817190

nfs-utils BZ#1592011

nispor BZ#1848817

nmstate BZ#1674456

nss_his BZ#1803161

nss BZ#1817533, BZ#1645153
opal-prd BZ#1844427
opencryptoki BZ#1847433

opencv BZ#1886310

openmpi BZ#1866402

opensc BZ#1877973, BZ#1947025
openscap BZ#1824152, BZ#1887794, BZ#1840579
openssl BZ#1810911
osbuild-composer BZ#1951964
oscap-anaconda-addon BZ#1843932, BZ#1665082, BZ#1674001, BZ#1691305,BZ#1834716
p11-kit BZ#1887853

pacemaker BZ#1371576, BZ#1948620
pcp-container BZ#1916155

pcp BZ#1854035, BZ#1847808
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https://bugzilla.redhat.com/show_bug.cgi?id=1824859
https://bugzilla.redhat.com/show_bug.cgi?id=1817190
https://bugzilla.redhat.com/show_bug.cgi?id=1803161
https://bugzilla.redhat.com/show_bug.cgi?id=1817533
https://bugzilla.redhat.com/show_bug.cgi?id=1886310
https://bugzilla.redhat.com/show_bug.cgi?id=1877973
https://bugzilla.redhat.com/show_bug.cgi?id=1947025
https://bugzilla.redhat.com/show_bug.cgi?id=1824152
https://bugzilla.redhat.com/show_bug.cgi?id=1887794
https://bugzilla.redhat.com/show_bug.cgi?id=1840579
https://bugzilla.redhat.com/show_bug.cgi?id=1951964
https://bugzilla.redhat.com/show_bug.cgi?id=1843932
https://bugzilla.redhat.com/show_bug.cgi?id=1674001
https://bugzilla.redhat.com/show_bug.cgi?id=1834716
https://bugzilla.redhat.com/show_bug.cgi?id=1371576
https://bugzilla.redhat.com/show_bug.cgi?id=1948620
https://bugzilla.redhat.com/show_bug.cgi?id=1916155
https://bugzilla.redhat.com/show_bug.cgi?id=1854035
https://bugzilla.redhat.com/show_bug.cgi?id=1847808

Bk AL $RA RIS B9 E LRI

A =ik

pcs BZ#1869399, BZ#1741056, BZ#1667066, BZ#1667061, BZ#1457314,
BZ#1839637, BZ#1619620, BZ#1851335

perl-l10-String BZ#1890998

perl-Time-HiRes BZ#1895852

pki-core BZ#1868233, BZ#1729215

podman BZ#1734854, BZ#1881894, BZ#1932083
policycoreutils BZ#1868717,BZ#1926386

popt BZ#1843787

postfix BZ#1688389, BZ#1711885
powerpc-utils BZ#1853297

py3c BZ#1841060

pyOpenSSL BZ#1629914

pykickstart BZ#1637872

pyodbc BZ#1881490

python-PyMySQL BZ#1820628

python-blivet BZ#1656485

gemu-kvm BZ#1790620, BZ#1719687, BZ#1860743, BZ#1740002, BZ#1651994
quota BZ#1868671

rear BZ#1729499, BZ#1898080, BZ#1832394
redhat-support-tool BZ#1802026

redis BZ#1862063

resource-agents BZ#1471182
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https://bugzilla.redhat.com/show_bug.cgi?id=1741056
https://bugzilla.redhat.com/show_bug.cgi?id=1667066
https://bugzilla.redhat.com/show_bug.cgi?id=1667061
https://bugzilla.redhat.com/show_bug.cgi?id=1457314
https://bugzilla.redhat.com/show_bug.cgi?id=1839637
https://bugzilla.redhat.com/show_bug.cgi?id=1895852
https://bugzilla.redhat.com/show_bug.cgi?id=1868233
https://bugzilla.redhat.com/show_bug.cgi?id=1729215
https://bugzilla.redhat.com/show_bug.cgi?id=1881894
https://bugzilla.redhat.com/show_bug.cgi?id=1932083
https://bugzilla.redhat.com/show_bug.cgi?id=1868717
https://bugzilla.redhat.com/show_bug.cgi?id=1926386
https://bugzilla.redhat.com/show_bug.cgi?id=1843787
https://bugzilla.redhat.com/show_bug.cgi?id=1688389
https://bugzilla.redhat.com/show_bug.cgi?id=1711885
https://bugzilla.redhat.com/show_bug.cgi?id=1820628
https://bugzilla.redhat.com/show_bug.cgi?id=1656485
https://bugzilla.redhat.com/show_bug.cgi?id=1719687
https://bugzilla.redhat.com/show_bug.cgi?id=1860743
https://bugzilla.redhat.com/show_bug.cgi?id=1740002
https://bugzilla.redhat.com/show_bug.cgi?id=1868671
https://bugzilla.redhat.com/show_bug.cgi?id=1729499
https://bugzilla.redhat.com/show_bug.cgi?id=1832394
https://bugzilla.redhat.com/show_bug.cgi?id=1802026
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rhel-system-roles BZ#1865990, BZ#1926947, BZ#1889484, BZ#1927943, BZ#1893712,
BZ#1893743, BZ#1893906, BZ#1893908, BZ#1895188, BZ#1893696,
BZ#1893699, BZ#1889893, BZ#1893961

rpm BZ#1834931, BZ#1923167, BZ#1688849

rshim BZ#1744737

rsyslog BZ#1869874, JIRA:RHELPLAN-10431, BZ#1679512

rust-toolset BZ#1896712

samba BZ#1878109, JIRA:RHELPLAN-13195, Jira:RHELDOCS-16612
scap-security-guide BZ#1889344, BZ#1927019, BZ#1918742, BZ#1778188, BZ#1843913,

BZ#1858866, BZ#1750755

scap-workbench BZ#1877522

selinux-policy BZ#1889673, BZ#1860443, BZ#1931848, BZ#1461914

sendmail BZ#1868041

setroubleshoot BZ#1875290, BZ#1794807

skopeo BZ#1940854

SCS BZ#1966838

spamassassin BZ#1822388

spice BZ#1849563

sssd BZ#1819012, BZ#1884196, BZ#1884213, BZ#1784459, BZ#1893698,
BZ#1881992

stalld BZ#1875037

stratisd BZ#1798244, BZ#1868100

subscription-manager BZ#1905398

Subversion BZ#1844947
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https://bugzilla.redhat.com/show_bug.cgi?id=1865990
https://bugzilla.redhat.com/show_bug.cgi?id=1926947
https://bugzilla.redhat.com/show_bug.cgi?id=1889484
https://bugzilla.redhat.com/show_bug.cgi?id=1927943
https://bugzilla.redhat.com/show_bug.cgi?id=1893712
https://bugzilla.redhat.com/show_bug.cgi?id=1893743
https://bugzilla.redhat.com/show_bug.cgi?id=1893906
https://bugzilla.redhat.com/show_bug.cgi?id=1893908
https://bugzilla.redhat.com/show_bug.cgi?id=1895188
https://bugzilla.redhat.com/show_bug.cgi?id=1893696
https://bugzilla.redhat.com/show_bug.cgi?id=1893699
https://bugzilla.redhat.com/show_bug.cgi?id=1889893
https://bugzilla.redhat.com/show_bug.cgi?id=1893961
https://bugzilla.redhat.com/show_bug.cgi?id=1834931
https://bugzilla.redhat.com/show_bug.cgi?id=1923167
https://bugzilla.redhat.com/show_bug.cgi?id=1688849
https://bugzilla.redhat.com/show_bug.cgi?id=1869874
https://bugzilla.redhat.com/show_bug.cgi?id=1679512
https://bugzilla.redhat.com/show_bug.cgi?id=1878109
https://bugzilla.redhat.com/show_bug.cgi?id=1889344
https://bugzilla.redhat.com/show_bug.cgi?id=1927019
https://bugzilla.redhat.com/show_bug.cgi?id=1918742
https://bugzilla.redhat.com/show_bug.cgi?id=1778188
https://bugzilla.redhat.com/show_bug.cgi?id=1843913
https://bugzilla.redhat.com/show_bug.cgi?id=1858866
https://bugzilla.redhat.com/show_bug.cgi?id=1750755
https://bugzilla.redhat.com/show_bug.cgi?id=1877522
https://bugzilla.redhat.com/show_bug.cgi?id=1889673
https://bugzilla.redhat.com/show_bug.cgi?id=1860443
https://bugzilla.redhat.com/show_bug.cgi?id=1931848
https://bugzilla.redhat.com/show_bug.cgi?id=1868041
https://bugzilla.redhat.com/show_bug.cgi?id=1875290
https://bugzilla.redhat.com/show_bug.cgi?id=1822388
https://bugzilla.redhat.com/show_bug.cgi?id=1819012
https://bugzilla.redhat.com/show_bug.cgi?id=1884196
https://bugzilla.redhat.com/show_bug.cgi?id=1884213
https://bugzilla.redhat.com/show_bug.cgi?id=1784459
https://bugzilla.redhat.com/show_bug.cgi?id=1893698
https://bugzilla.redhat.com/show_bug.cgi?id=1881992
https://bugzilla.redhat.com/show_bug.cgi?id=1798244
https://bugzilla.redhat.com/show_bug.cgi?id=1868100
https://bugzilla.redhat.com/show_bug.cgi?id=1905398
https://bugzilla.redhat.com/show_bug.cgi?id=1844947
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sudo BZ#1786990

swig BZ#1853639

systemd BZ#1827462

systemtap BZ#1875341
tang-container BZ#1913310

tang BZ#1828558

texlive BZ#1889802
tpm2-abrmd BZ#1855177

tuned BZ#1874052

udica BZ#1763210

unbound BZ#1850460

usbguard BZ#1887448, BZ#1940060
valgrind BZ#1504123, BZ#1937340
virtio-win BZ#1861229

wayland BZ#1673073

xdp-tools BZ#1880268

xfsprogs BZ#1949743
xorg-x11-drv-qxI| BZ#1642887
xorg-x11-server BZ#1698565
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https://bugzilla.redhat.com/show_bug.cgi?id=1853639
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Hith BZ#1839151, BZ#1780124, JIRA:RHELPLAN-59941, JIRA:RHELPLAN-
59938, JIRA:RHELPLAN-59950, BZ#1952421, JIRA:RHELPLAN-37817,
BZ#1918055, JIRA:RHELPLAN-56664, JIRA:RHELPLAN-5666],
JIRA:RHELPLAN-39843, BZ#1925192, JIRA:RHELPLAN-73418,
JIRA:RHELPLAN-63081, BZ#1935686, BZ#1634655, JIRA:RHELPLAN-
56782, JIRA-RHELPLAN-72660, JIRA:RHELPLAN-72994,
JIRA:RHELPLAN-37579, BZ#1952161, BZ#1640697, BZ#1659609,
BZ#1687900, BZ#1697896, JIRA:RHELPLAN-59111, BZ#1757877,
BZ#1777138, JIRA-RHELPLAN-27987, JIRA:RHELPLAN-28940,
JIRA:RHELPLAN-34199, JIRA:RHELPLAN-57914, BZ#1897383,
BZ#1741436, BZ#1971061, JIRA:RHELPLAN-58629, BZ#1960412,
BZ#1959020, BZ#1690207, JIRA:RHELPLAN-1212, BZ#1559616,
BZ#1889737, BZ#1812552, JIRA:RHELPLAN-14047,BZ#1769727,
JIRA:RHELPLAN-27394, JIRA:-RHELPLAN-27737, JIRA:RHELPLAN-
56659, BZ#1906489, BZ#1957316, BZ#1960043, BZ#1642765,
JIRA:RHELPLAN-10304, BZ#1646541, BZ#1647725, BZ#1932222,
BZ#1686057, BZ#1748980, JIRA:RHELPLAN-71200, BZ#1827628,
JIRA:RHELPLAN-45858, BZ#1871025, BZ#1871953, BZ#1874892,
BZ#1893767, BZ#1916296, BZ#1926114, BZ#1904251, JIRA:RHELPLAN-
59825, BZ#1920624, JIRA:RHELPLAN-70700, BZ#1929173

148


https://bugzilla.redhat.com/show_bug.cgi?id=1839151
https://bugzilla.redhat.com/show_bug.cgi?id=1780124
https://bugzilla.redhat.com/show_bug.cgi?id=1952421
https://bugzilla.redhat.com/show_bug.cgi?id=1925192
https://bugzilla.redhat.com/show_bug.cgi?id=1687900
https://bugzilla.redhat.com/show_bug.cgi?id=1897383
https://bugzilla.redhat.com/show_bug.cgi?id=1971061
https://bugzilla.redhat.com/show_bug.cgi?id=1960412
https://bugzilla.redhat.com/show_bug.cgi?id=1889737
https://bugzilla.redhat.com/show_bug.cgi?id=1812552
https://bugzilla.redhat.com/show_bug.cgi?id=1769727
https://bugzilla.redhat.com/show_bug.cgi?id=1906489
https://bugzilla.redhat.com/show_bug.cgi?id=1957316
https://bugzilla.redhat.com/show_bug.cgi?id=1960043
https://bugzilla.redhat.com/show_bug.cgi?id=1932222
https://bugzilla.redhat.com/show_bug.cgi?id=1686057
https://bugzilla.redhat.com/show_bug.cgi?id=1748980
https://bugzilla.redhat.com/show_bug.cgi?id=1871025
https://bugzilla.redhat.com/show_bug.cgi?id=1871953
https://bugzilla.redhat.com/show_bug.cgi?id=1893767
https://bugzilla.redhat.com/show_bug.cgi?id=1926114
https://bugzilla.redhat.com/show_bug.cgi?id=1920624
https://bugzilla.redhat.com/show_bug.cgi?id=1929173

Pk B. &1 s

ik BB &

0.4-0
2025 % 1 A 30 HE2HM, Gabriela Fialova (gfialova@redhat.com)

o AT —/BEHIAH JIRARHELDOCS-19603 (IdM SSSD)
0.3-9
2024 %12 B 12 HEHIM, Brian Angelica (bangelic@redhat.com)
e FH T BZchart316 BT,
0.3-8
2024 %12 B N HEHI=, Brian Angelica (bangelic@redhat.com)
o (FHAFHEEEH Overview (MAREB Linux ZfThREI RHEL) .
0.3-7
2024 %12 B 4 HE2H3=, Gabriela Fialova(gfialova@redhat.com)
o EHTES RS =S
o FITHRENSD
0.3-6
2024 &£ 5 B 23 HEHAM, Brian Angelica (bangelic@redhat.com)
e JIRARHELDOCS-18188 (RI%%) FRBEYE#TIBH,
0.3-5
2024 £ 5 B 9 HEHIM, Brian Angelica (bangelic@redhat.com)
e 1E BZ#1690207 HEEHT T HAT .
0.3-4
2024 % 5 A 9 HEHIM, Gabriela Fialova (gfialova@redhat.com)
o BT —EHIFA BZ#1730502 (Fhf) .
0.3-3
Thu Feb 29 2024, Lucie Varakova (lvarakova@redhat.com)
o /M7 —AEFAMINEE JIRARHELDOCS-17641 (F%%)
0.3-2
2023 11 B 10 HEH#i A, Gabriela Fialova(gfialova@redhat.com)
e I T X} RHEL X4t R RISk,

0.3-1
2023 % 11 B 7 HEHI=, Gabriela Fialova(gfialova@redhat.com)

149


mailto:gfialova@redhat.com
mailto:bangelic@redhat.com
mailto:bangelic@redhat.com
mailto:gfialova@redhat.com
mailto:bangelic@redhat.com
mailto:bangelic@redhat.com
mailto:gfialova@redhat.com
mailto:lvarakova@redhat.com
mailto:gfialova@redhat.com
mailto:gfialova@redhat.com

Red Hat Enterprise Linux 8 8.4 X {13¥iC

o EEHIFRIEEEE,
0.3-0
2023 & 10 B 13 HEHH, Gabriela Fialova(gfialova@redhat.com)
o RINT — AT JIRARHELDOCS-16861 (A28) -
0.2-9
2023 % 9 A 8 H, Marc Muehlfeld (mmuehlfeld@redhat.com)
o RNMMT—/EFRMINEELITEIL JIRARHELDOCS-16612 (Samba),.
0.2-8
2023 £ 8 A N HEHIA, Lucie Varakova (lvarakova@redhat.com)
o RINT—ANBEINM BZ#2227218 (RERFHHRKUE) .
0.2-7
2023 ¥ 4 A 27 B 2H3M, Gabriela Fialova(gfialova@redhat.com)
o AT —ANBHEIAM JIRARHELPLAN-155168 (BHE)
0.2-6
2023 ¥ 4 A 13 H 283, Gabriela Fialova(gfialova@redhat.com)
o (B8 T DF 1 K Ry 2 DNREEREE,
0.2-5
2022 F£12 A 8 HEHIM, Marc Muehlfeld (mmuehlfeld@redhat.com)
o RIMT—AEHIFM BZ#2132754 (F4)
0.2-4
6 B 9 HEHIZ, Lucie Varakova(Imanasko@redhat.com)
o RINT—AEHITNRE BZ#1996076 (FHER) .
0.2-3
4 A 29 B 287, Lenka Spackova (Ispackova@redhat.com)
o EHTT SFABTIEE HN
o [BE T BZ#1605216 FHIHFEEEIR,
o BE T HIMRIREEE,
0.2-2
2022 % 3 B 24 HEHAM, Jaroslav Klech (jklech@redhat.com)

e NINT—4 bugfBE BZ#1947839 (W)

150


mailto:gfialova@redhat.com
mailto:mmuehlfeld@redhat.com
mailto:lvarakova@redhat.com
mailto:gfialova@redhat.com
mailto:gfialova@redhat.com
mailto:mmuehlfeld@redhat.com
mailto:lmanasko@redhat.com
mailto:lspackova@redhat.com
mailto:jklech@redhat.com

Pk B. &1 s

0.2-1
2022 % 3 B 21 HE2H#i—, Jaroslav Klech (jklech@redhat.com)

o HERT—/EHMFE (W)
0.2-0
2022 % 2 A 4 HEH# A, Jaroslav Klech(jklech@redhat.com)
o RNIMT—/BEFFRMITHEE BZ#1871863 (FEH/EH) .
o BT HAMYMHE.
o RINT EFEMITNEE BZ#1794513 (XHRLMEE)
0.1-9
2022 F£1 8B 20 HEHIM, Lucie Manaskova (Imanasko@redhat.com)
o RMT—NBHNH BZ#2028361 (RERFMEERAUE) .
0.1-8
2021 %12 B 23 B2HAM, Lenka Spackova (Ispackova@redhat.com)

o AT BZ#1605216 F1E FAMITHAE BZ#1878207 (M%) T % Soft-RoCE JX5hig
FF rdma_rxe HI{E 2.,

0.1-7
2021 %12 B 22 HEH#I=, Lenka Spackova (Ispackova@redhat.com)

o RINTEiE BZ#2005431 (R&MH) .
o BT HRAMYMHE.
0.1-6
Jaroslav Klech #EZE 29 2021 S (jklech@redhat.com)
e T3 T fw_devlink B8 A BAKRSBHEEERR) .
0.1-5
2021410 B 7 HE2H#IM, Lenka Spackova (Ispackova@redhat.com)
o EHT T BAAE BZ#1942330 (Dynamic ZRTRIES. Web MEURERSER) -
0.1-4
2021410 B 5 HEHIZ, Lucie Manaskova (Imanasko@redhat.com)
o RINTEFAMINEE BZ#1999620 (Shells MHHITIE) .
0.1-3
2021 9 B 17 HEH#3H, Lucie Manaskova (Imanasko@redhat.com)

o INT BXIAE BZ#1987087 (Installer),

151


mailto:jklech@redhat.com
mailto:jklech@redhat.com
mailto:lmanasko@redhat.com
mailto:lspackova@redhat.com
mailto:lspackova@redhat.com
mailto:jklech@redhat.com
mailto:lspackova@redhat.com
mailto:lmanasko@redhat.com
mailto:lmanasko@redhat.com

Red Hat Enterprise Linux 8 8.4 X {13¥iC

0.1-2
Tue Sep 07 2021, Lucie Ma\dskova(Imanasko@redhat.com)

o I T OHMNE BZ#1961722 (EHME)
0.1-1
Fri Sep 03 2021, Lenka Spackova (Ispackova@redhat.com)
o T BN BZ#1995558 (FEHME) .
0.1-0
Mon Aug 30 2021, Lenka Spackova (Ispackova@redhat.com)

o AT —/BHFE BZ#1995558 (L) ,

o RNINTRRFHEREE BZ#1940854 (B2:).

0.0-9
Fri Aug 20 2021, Lucie Manaskova (Imanasko@redhat.com)

o MAKXK—FERRMT EA YUM/DNF 4B EHE,

o FHT T BZ#1708456 (RIX)MIX A,

o RNINT#FBUThEE BZ#1888214 (XHEXREGMELE) o

o RNMMT—BERAE BZ#1991659 (Compilers #1 development T&)
o RINT BKATFANTIHEE JIRARHELPLAN-58596 (H13EH)

0.0-8
Tue Aug 10 2021, Lucie Manaskova (Imanasko@redhat.com)

o ERIf T HMITHAE BZ#1905398 (=EMEHM RHEL) .

0.0-7
Tue Aug 03 2021, Lucie Manaskova (Imanasko@redhat.com)
o RINT BHINIE BZ#1935722 (REMGEOIRE) .
o RINT BHINIE BZ#1961722 (EHME) o
0.0-6
Fri Jul 23 2021, Lucie Manaskova (Imanasko@redhat.com)
o RINT BN BZ#1924230 (R&MH) .
o RINT BRI BZ#1957768 (BIRERE)
0.0-5
Fri Jul 16 2021, Lucie Manaskova (Imanasko@redhat.com)

o iNT EHRE BZ#1959020 (EHME) .

152


mailto:lmanasko@redhat.com
mailto:lspackova@redhat.com
mailto:lspackova@redhat.com
mailto:lmanasko@redhat.com
mailto:lmanasko@redhat.com
mailto:lmanasko@redhat.com
mailto:lmanasko@redhat.com
mailto:lmanasko@redhat.com

o RNINT BN BZ#1963981 (=IfEABEY RHEL) .
o NINT #HThAE BZ#1340463 (BHEIE) ,
o JHERT TMMIL T EICREMBIT I RICRER,

0.0-4
Wed Jun 23 2021, Lucie Manaskova (Imanasko@redhat.com)

o NINTHBITNEE BZ#1966838 (RIZHFE) o
o fEF sfc B T EFARILE,

o Hfth/\oiit.

0.0-3
Wed Jun 16 2021, Lucie Manaskova (Imanasko@redhat.com)

o RINT EFEAMINAEE BZ#1929173 (ML) .

o AINTEFEAMIINAE BZ#1920624 (iFBMALITE) .

o NINT #HBITHEE JIRA:RHELPLAN-63081 (BRERE) ,
o RINT BN BZ#1949743 (XHURLEMELE) -

o RINTBAMEBZ#1332758 (EHME)

o RINT BAIAIM BZ#1957532 (=EIMERHHI RHEL) .

o Hth/hekit.

0.0-2
Fri Jun 04 2021, Lenka Spackova (Ispackova@redhat.com)

o B8 T BZ#1849815% %,
o FFRX By,
0.0-1
2021% 5 A 18 H, Lucie Ma\"askova(Imanasko@redhat.com)
® Red Hat Enterprise Linux 8.4 & 173¥ic,
0.0-0
Wed Mar 312021, Lucie Manaskova (Imanasko@redhat.com)

e %71 Red Hat Enterprise Linux 8.4 Beta & 173¥iC.

Pk B. &1 s

153


mailto:lmanasko@redhat.com
mailto:lmanasko@redhat.com
mailto:lspackova@redhat.com
mailto:lmanasko@redhat.com
mailto:lmanasko@redhat.com

	Table of Contents
	对红帽文档提供反馈
	第 1 章 概述
	1.1. RHEL 8.4 的主要变化
	安全性
	网络
	内核
	高可用性和集群
	动态编程语言、网页和数据库服务器
	编译器和开发工具
	OpenJDK 11 现已正式发布

	Identity Management

	1.2. 原位升级和操作系统转换
	RHEL 7 原位升级到 RHEL 8
	从 RHEL 6 原位升级到 RHEL 8
	从不同的 Linux 发行版转换到 RHEL

	1.3. 红帽客户门户网站 LABS
	1.4. 其它资源

	第 2 章 构架
	第 3 章 RHEL 8 中的内容发布
	3.1. 安装
	3.2. 软件仓库
	3.3. 应用程序流
	3.4. 使用 YUM/DNF 管理软件包

	第 4 章 新特性
	4.1. 安装程序和镜像创建
	4.2. RHEL FOR EDGE
	4.3. 软件管理
	4.4. SHELL 和命令行工具
	4.5. 基础架构服务
	4.6. 安全性
	4.7. 网络
	4.8. 内核
	4.9. 文件系统和存储
	4.10. 高可用性和集群
	4.11. 动态编程语言、网页和数据库服务器
	4.12. 编译器和开发工具
	4.13. IDENTITY MANAGEMENT
	4.14. DESKTOP
	4.15. 图形基础结构
	4.16. WEB 控制台
	4.17. RED HAT ENTERPRISE LINUX 系统角色
	4.18. 虚拟化
	4.19. 云环境中的 RHEL
	4.20. 支持性
	4.21. 容器

	第 5 章 对外部内核参数的重要更改
	5.1. 新内核参数
	5.2. 新的 /PROC/SYS/USER 参数
	5.3. 新的 /PROC/SYS/VM 参数

	第 6 章 设备驱动程序
	6.1. 新驱动程序
	网络驱动程序
	图形驱动程序和各种驱动程序

	6.2. 更新的驱动程序
	图形和各种驱动程序更新


	第 7 章 程序错误修复
	7.1. 安装程序和镜像创建
	7.2. 软件管理
	7.3. SHELL 和命令行工具
	7.4. 基础架构服务
	7.5. 安全性
	7.6. 网络
	7.7. 内核
	7.8. 文件系统和存储
	7.9. 高可用性和集群
	7.10. 动态编程语言、网页和数据库服务器
	7.11. 编译器和开发工具
	7.12. IDENTITY MANAGEMENT
	7.13. 图形基础结构
	7.14. RED HAT ENTERPRISE LINUX 系统角色
	7.15. 虚拟化
	7.16. 云环境中的 RHEL
	7.17. 容器

	第 8 章 技术预览
	8.1. 安装程序和镜像创建
	8.2. 网络
	8.3. 内核
	8.4. 文件系统和存储
	8.5. 高可用性和集群
	8.6. 身份管理
	8.7. DESKTOP
	8.8. 图形基础结构
	8.9. RED HAT ENTERPRISE LINUX 系统角色
	8.10. 虚拟化
	8.11. 容器

	第 9 章 过时的功能
	9.1. 安装程序和镜像创建
	9.2. 软件管理
	9.3. SHELL 和命令行工具
	9.4. 安全性
	9.5. 网络
	9.6. 内核
	9.7. 平台启用
	9.8. 文件系统和存储
	9.9. 高可用性和集群
	9.10. 编译器和开发工具
	9.11. IDENTITY MANAGEMENT
	9.12. DESKTOP
	9.13. 图形基础结构
	9.14. WEB 控制台
	9.15. RED HAT ENTERPRISE LINUX 系统角色
	9.16. 虚拟化
	9.17. 容器
	9.18. 已弃用的软件包
	9.19. 弃用的设备

	第 10 章 已知问题
	10.1. 安装程序和镜像创建
	10.2. 订阅管理
	10.3. 基础架构服务
	10.4. 安全性
	10.5. 网络
	10.6. 内核
	10.7. 硬件启用
	10.8. 文件系统和存储
	10.9. 高可用性和集群
	10.10. 动态编程语言、网页和数据库服务器
	10.11. 编译器和开发工具
	10.12. IDENTITY MANAGEMENT
	10.13. 桌面
	10.14. 图形基础结构
	10.15. 虚拟化
	10.16. 云环境中的 RHEL
	10.17. 支持性

	第 11 章 国际化
	11.1. RED HAT ENTERPRISE LINUX 8 国际语言
	11.2. RHEL 8 中国际化的显著变化

	附录 A. 按组件划分的问题单列表
	附录 B. 修订历史

