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2. I TIER St~ AR B Create,
3. 7£ Summary FE& AR A R PR AL
4. 7% Description F B FR i A BUHBIEIL, SIESEHE R ER D ROBERE,
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ERAENSE
TE#ERT Ansible IMEHRRERAENBR :

PR R

25T R KZ1T Ansible a5 # playbook BI%R5E, fEBYIRHITT s A LLZ Ansible Automation
Platform. Red Hat Satellite 3t RHEL 9. 8% 7 £#l. MIFEZER, 1HSH £ RHEL 8 L &2

i

T Ro
ZET SR

ZET REEEL Ansible BIERIRFHFMMA I F, RETRAMNBMHNEN. Ansible THREE!
RETRE MEFESZER, SN EFZET A

Ansible playbook

£ playbook #, BAILLIEN BAZE TR LEEZINEE, HEETRLRAZHITH—HTE,
Playbook & Ansible IECE. EREFRECIES.

&% (Inventory)

HEFEXMH, BALPIERETRAEESIZETRNER, WP ik, £EFHH, EHLATLIE
HORMREARAFAZE TR, WETFT R, FEXHAENBEID hostfile,

Red Hat Enterprise Linux 8 &7 m_ LM
1 Red Hat Enterprise Linux 8 #2277 s £, rhel-system-roles A4 TRELUTHE :

AN 3 b =R

certificate UEF R R SAT 8 RHEL R4 GIEKIE

cockpit Web #H& &M cockpit RHEL RSt BLEMEE Web #Hl5

crypto_policies ROUSEH BN SRR HEBERZIHBE LINERE

firewall Firewalld FERARGIABEE firewalld

ha_cluster HA 584 FRARGAGRES AR

kdump RIREL 5 RHEL R4IABEE kdump

kernel_settings HZIXE 5/ Ansible K ABBERNZSH

logging B&ILE FRARIIERGAR

metrics f5IR(PCP) {8/ RHEL Rt ABIEIERMERE

microsoft.sql.server Microsoft SQL Server {8 A microsoft.sql.server Ansible B &ELE Microsoft
SQL Server
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AtEaR A tadid Eibra

network SIS 8 network RHEL R A BEIR InfiniBand jE#

nbde_client ML ER I INBE i 8 nbde_client #1 nbde_server R A

nbde_server ML ER L INBARS 28 8 nbde_client #1 nbde_server R4 A

postfix postfix RE BB postfix BB E

postgresql PostgreSQL {8 M postgresql RHEL Rt A BRENEE

PostgreSQL

selinux SELinux ERARSABEE SELinux

ssh SSH & /il BES ssh RGABHNRERIE

sshd SSH k5528 BES ssh RS ABHNRERIE

storage Storage M RHEL RO BEEAMEE

tlog KIRRIEILR 2 tlog RHEL RS A B NRIFICKEE RS

timesync I} [F] ) 2 M RHEL R4t BEEN RS

vpn VPN 873 vpn RHEL R5iABEET A IPsec B VPN E#
Hith BTIR

® Red Hat Enterprise Linux (RHEL)RZi A
e /usr/share/ansible/roles/rhel-system-roles. &lt;role_nameé&gt; /README.md 34

e /usr/share/doc/rhel-system-roles/<role_name>/ directory


https://access.redhat.com/articles/3050101

B2 & HEFIEHT RAZE T RUEMA RHEL RSiA R

B2EESEF T RAMZET RUMER RHEL R5iA R
PR S0 RHEL R/ BEIRIR S AL EAT, B0k & T RSB A,

2.1. 7F RHEL 8 b /& — Nkl &

EERA RHEL RSiAGRHE], BRIERE—MERT R, RE, WRIUREE playbook MiEHFEESZEE
*J-LO

SERFEH
e RHEL 8.6 HEERACRE, BEXLERHELMWELZER, BB I MREN R
RHEL,
==
£ RHEL 8.5 REERhAH, Ansible H4ai@iT Ansible Engine 12, MAE&
1 Ansible Core , HEBFRRMNZFII. FEMEMA Ansible Engine, BN HE
ATRES RHEL 8.6 RZEHRAHE Ansible BIMELRBTES. NERZER, iF
B0 RHEL 9 #1 RHEL 8.6 L& [FH#AMI AppStream 7Zfi#iFE &S M Ansible Core
A B amZREER,
o ZRGBFMEIRFTF ML,

Red Hat Enterprise Linux Server 1T A #& M i0EI %55 L.

A% : Ansible Automation Platform 1T [# # M INEI %457 L.
e

1. Q-4 ansible A, REEHIZT playbook :
I [root@control-nodel# useradd ansible

2. tNHEIF0/ER ansible FAF :
I [root@control-node]# su - ansible
LU RA A R HTERTS K.

3. GE—A SSH AHFFAA -

[ansible@control-node]$ ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/home/ansible/.ssh/id_rsa):
Enter passphrase (empty for no passphrase): <password>
Enter same passphrase again: <password>

B REFRROALE,

4. W%k : EBALE Ansible EERBILFEMRR AR A SSH B, HEE—1 SSH K,


https://docs.redhat.com/en/documentation/red_hat_enterprise_linux/8/html-single/interactively_installing_rhel_from_installation_media/index
https://access.redhat.com/articles/6325611
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5. EALTRAOR ~/.ansible.cfg S :

[defaults]
inventory = /home/ansible/inventory
remote_user = ansible

[privilege_escalation]
become = True
become_method = sudo
become_user = root
become_ask_pass = True

~l.ansible.cfg XHFHHZXBEEESNLEN, HEEZLRE
/etc/ansible/ansible.cfqg XML E,

fFAIXLEEE, Ansible HUTLLTE/E -
o EIBIRTFEIFHEXHARIENL.

Uik PRI RIS E T MY SSH E#ES, {#H remote_user S HIZERINK

f5F sudo T &, Llroot B/ BMHMEZET m EHITES.

BRI A playbook B, ZREIRTREAZIERFH root BiY, HFLREEE, BIGIFEM.

6. QIB—NIIHZEENENSZH INIH YAML B ~/inventory X, &L LATEE 304
ENENH, Flgn, AT2 INIBXBERXXHE, EE=Z1EN, UR—1EH USHENA :

managed-node-01.example.com
[US]

managed-node-02.example.com ansible_host=192.0.2.100
managed-node-03.example.com

AR, BT KW R RRT EN B, G1R DNS RSB TEMBMELENSG, HEENRES
IS

EE
H
170 ansible_host SEEi5E H P Hhtit,

7. RERHEL RLAR :
e 7E;%% Ansible Automation Platform #J RHEL E#l.t, %% rhel-system-roles ({4 :

I [root@control-node]# yum install rhel-system-roles

R EES RS
/usr/share/ansible/collections/ansible_collections/redhat/rhel_system_roles/ B/,
L% ansible-core {4 & /F R,
® 7£ Ansible Automation Platform £, LA ansible A " B3 HATATHIE ¢
i. 4% Red Hat Automation hub & X/J ~/.ansible.cfg X##H AR EEIR,

ii. M RedHat Automation Hub &% redhat.rhel_system_roles 5 5 :

10


https://access.redhat.com/documentation/zh-cn/red_hat_ansible_automation_platform/2.4/html/getting_started_with_automation_hub/configure-hub-primary

58 2 3 AR IR = T mLEH RHEL Rt

[ansible@control-node]$ ansible-galaxy collection install
redhat.rhel_system_roles

Lt #n 1 ~/.ansible/collections/ansible_collections/redhat/rhel_system_roles/ B%

RREES
BEESR
o KERETR. MFESZER, HEH A5 —1RETR.
Hi 5w

e RHEL 9 #1 RHEL 8.6 RE#H AppStream ¥ 2R EH Ansible Core F4 & 3238 [
o IN{AIEF subscription-manager {E4LIEE | 1 WS AR SEAANTT 4 R 4%

e ssh-keygen (1) F 11T

o &if ssh-agent, fEFH SSH B EEEITIZN 2R

® Ansible EBEIXE

o NAIYEETE

e 7£ RHEL 8.6 1 9.0 H & Ansible B3

2 2 /E% %‘:‘_'ﬁ/\\\
SETREREFEPIHNRS, ©HIEZEHE T RRIE playbook HITEE, ERNESE N LR
Ansible,
FeREH
o MBEKEFWFTERT R, NMFEBLZER, HSMH £ RHEL 8 EAEG—MEHT =,

o A MERBIT RE4T SSH 1iH BIANRR,

BF

LA root AP B33 T BB SSH ViR @ — N RE X, BN, BIFE
LR EE—NAMAS, HFEESSET RNEE— sudo Kig, AE, £
#l77 s EBY Ansible af LMERAAMA Pk ERBSE TR, HFURENAF S5
(40 root ) 1247 playbooks

Pk =
1. fQIE—"N%&) ansible B9 :

I [root@managed-node-01]# useradd ansible

PEH T B R ER XN I 5XANENR SSH iE#EE,
2. & ansible X BB :

1
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https://access.redhat.com/articles/6325611
https://access.redhat.com/solutions/253273
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/securing_networks/assembly_using-secure-communications-between-two-systems-with-openssh_securing-networks#connecting-to-remote-machines-with-ssh-keys-using-ssh-agent_assembly_using-secure-communications-between-two-systems-with-openssh
https://docs.ansible.com/ansible/latest/reference_appendices/config.html
https://docs.ansible.com/ansible/latest/inventory_guide/intro_inventory.html
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[root@managed-node-01]# passwd ansible

Changing password for user ansible.

New password: <password>

Retype new password: <password>

passwd: all authentication tokens updated successfully.

% Ansible {# 8 sudo LA root B 7 SR HUTESHT, ST A&,
3. EZE I EZRE ansible B B9 SSH A5 -

a. bl ansible FAF B &R EIRHIT =, H& SSH RAHEHIEIZE T = -

[ansible@control-node]$ ssh-copy-id managed-node-01.example.com
/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed:
"/home/ansible/.ssh/id_rsa.pub”

The authenticity of host 'managed-node-01.example.com (192.0.2.100)' can't be
established.

ECDSA key fingerprint is
SHA256:9bZ33GJNODK3zbNhybokN/6Mq7hu3vpBXDrCxe7NAvo.

b. HIRRES, A yes H{TiEHEE :
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter out any that
are already installed

/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompted now it is
to install the new keys

c. BTN, WABY :
ansible@managed-node-01.example.com's password: <password>

Number of key(s) added: 1

Now try logging into the machine, with: "ssh 'managed-node-01.example.com™
and check to make sure that only the key(s) you wanted were added.

d. B EEHT R IR T A R ALIE SSH i ¢

I [ansible@control-node]$ ssh managed-node-01.example.com whoami
ansible

4. “ ansible 0/ —1 sudo E2i& :

a. {1 visudo s A& H%iE /etc/sudoers.d/ansible 34 :
I [root@managed-node-01]# visudo /etc/sudoers.d/ansible

HE @I AP EA visudo T Z, ZLARFRHEANRE, WRATFRITEHR, RE
BRELXH,

b. 7£ /etc/sudoers.d/ansible S {4 ECE# & R E K HI sudoers K&, /40 :



B2 & HEFIEHT RAZE T RUEMA RHEL RSiA R

e ZEjansible B IEFIE, LAMEEHIA ansible B BiL LA EH ERYERIA FFI4H
Bz iTrramS, 1EFER :

I ansible ALL=(ALL) ALL

e [ ansible AR TR, LUMEEREIA ansible A - BIEMIER FLUZEN EERA
FHHN B2 1TrrA GRS, 1EER :

I ansible ALL=(ALL) NOPASSWD: ALL

S, RELREEZEERNERMNER., BX sudoers FKEEHIFIE, 1HEE sudoers (5) F
Hﬂﬁo

1 R BRI 2 1 R TSR B T R RS -

[ansible@control-node]$ ansible all -m ping
BECOME password: <password>
managed-node-01.example.com | SUCCESS => {
"ansible_facts": {
"discovered_interpreter_python": "/usr/bin/python3"
b
"changed": false,
"ping": "pong"
}

B HRS S EF R X4 HBRRE .

2. {#M Ansible command EHERAEZE T m Li21T whoami TE XK IFHNARRTEET
E -

[ansible@control-node]$ ansible all -m command -a whoami
BECOME password: <password>

managed-node-01.example.com | CHANGED | rc=0 >>
root

SNREFHIRE root, NEAZRET R LIEMMEE T sudo.

Hib bR
e 7f RHEL 8 L& —/EHIT =

e sudoers (5) FM 1
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28 3 = ANSIBLE VAULT

B, &8 playbook TBEMFATIL. AP BIAMEMIZEHRBBIBEREEZE XN, FILERFEHE
%%ﬁﬁ@%AmMe%ﬁ%ﬁ#¢ﬁE§éﬂ@,E%ﬁﬂ%ﬁﬁ%ﬁ#%&ﬁ%?ﬂﬂuﬁmmﬁﬁ
/A Ansible vault, EaILIINE., fB%. AEMFAEBRER. Si1TUaiE

® £ Ansible Playbook i AL &4

o FHMAZTE

o 4T playbook I {E NS R E X4

® Ansible AEHE XHTE

EALAMER Ansible vault REMEEBANTE, BIXMH, EER YAML XH ISR EE. &
&, LEEAUREMEFEERAZEGREH, HESHARARE, MEFLATFHRES.

BF

X BN SR INE PR AE(AES256) BT RN B AT R TP, HAPBEANREHBIEBEIEB T ME
MBBREIE, 15EE, X—BEARERAB=ZAERFTX,

T EMEEE, REEM Ansible TIH, U EBELEMFIEEMTEREEAMAESKBE RS, A
&, EAILMEA ansible-vault SRS SBURRTEM X4,

BRI ST

DTSSR RTEHAFN vault BiE, RE, ETF— 1M XHREHERRARESRNBBRTE,

# ansible-vault create vault.yml
New Vault password: <vault_password>
Confirm New Vault password: <vault_password>

BEEMERXH
DT SRTEHANARN vault B, RE, EETEMBHXXHHBRRE,

# ansible-vault view vault.yml
Vault password: <vault_password>
my_secret: "yJJvPghsiusmmPPZdnjndkdnYNDjdj782meUZcw"

SN BB
UTaSRTEHANEN vault B, RE, ERITHFEMBERNXHE, HEERRINGHESRERTHERDE

=
==Y

# ansible-vault edit vault.yml
Vault password: <vault_password>

nE A
LTRSS RTERH AR vault B, RE, ERMEBENERRMBEBISHE,

14



% 33 ANSIBLE VAULT

# ansible-vault encrypt vault.ymi

New Vault password: <vault_password>

Confirm New Vault password: <vault_password>
Encryption successful

fRE A X
DT SRAEHANEN vault B, RE, SRBBINERMNEXH.

# ansible-vault decrypt vault.ymi
Vault password: <vault_password>
Decryption successful

CL Y ooy AT
SRS RIEH AR vault B3, SABIRRH AH vault B,

# ansible-vault rekey vault.yml

Vault password: <vault_password>

New Vault password: <vault_password>

Confirm New Vault password: <vault_password>
Rekey successful

playbook 1 Ansible vault ZF £ ME AL A

- name: Create user accounts for all servers
hosts: managed-node-01.example.com
vars_files:

- vault.yml
tasks:
- name: Create user from vault.yml file
user:
name: "{{ username }}"
password: "{{ pwhash }}"

& 1E Ansible Playbook B vars_files &84 # {# FAZ2 £ (vault.yml) L4, FHEASERTEHEEK
e, AR, EFLUER ansible-playbook --ask-vault-pass % 45721T playbook, FFEhHI AL, =H
&, EA LSRR FESMXHS, FHEH ansible-playbook --vault-password-file
/path/to/my/vault-password-file #p 43217 playbook,

Hith BTR
e ansible-vault (1), ansible-playbook (1) man pages
® Ansible vault

® Ansible vault fx{E5EE
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25 4 Z RHEL #1#9 ANSIBLE IPMI &3k

4.1. RHEL_ MGMT &

HEETEASEEZOIPMNDE —AHIEMMIHSE, ARSEREEIEHZRBMC)H&EE. IPMIER T
RERMXEFEEEEAME, IPMIESRBRLT ™ AR

e rhel_mgmt Collection, ¥{4& %%} ansible-collection-redhat-rhel_mgmt.

® RHEL 8 AppStream, {EN#T ansible-collection-redhat-rhel_mgmt ¥({4+ S8 —EB 5,
rhel_mgmt S &FIRHELLT IPMI &3k

e ipmi_boot : BE5| L&/

e ipmi_power : 2R HIRERE
AT IPMI BRIV ESHEE :

e ipmi_boot S

BEats ik
name BMC B EMN £ IP Hitik
password 1 E BMC &S

bootdev ETRE| S ERARRE
* L%
* B
* R
*RE
RE

NN

=Ia 3T BMC AP 4

e ipmi_power 34§

BRATR 23U

name BMC E#1&Ek IP itk

16



%5 4 = RHEL #hfy ANSIBLE IPMI £kt

BEa ek
password E#E BMC &S
user #EEE BMC A%
RE RENFZE2ELFREHRE
*FF
* K
* KM
*EBE

W=y

4.2. {# A ipm_ooT &k

LU RBIER T 204172 playbook H {8 FH ipmi_boot kKN T REI FIXES| Fi% . N T HEN

BIER S Ansible #HI XN MR E EHNAERBIEMN, MMAEHIT playbook BIE—FEH EHATRER,

SeRF M
o MEMERIFIEEIT RMZE T R,
o LIAITERE EHLIZ1T playbook B FH F B SR EIEH T =,
o HAFEEIZTET RHIKFESE sudo HifR,
e ansible-collection-redhat-rhel_mgmt #4482 &%,

e python3-pyghmi {4 SR EFEIEH TR LEHZE T M.

o REYEHIEY IPMI BMC AT LAMIZHIT S RE XN (MIRFEHA localhost fENZEEH) il
M4, HER, HBMC ARREENENBESREINAR, EHURRER IPMIHUGET M

28k % BMC,

o EINAMAEHFIHR BMC BYEIL,

R
. QIS ELLTRER playbook X4, #l ~/playbook.yml :

- name: Set boot device to be used on next boot
hosts: managed-node-01.example.com
tasks:
- name: Ensure boot device is HD
redhat.rhel_mgmt.ipmi_boot:

user: <admin_user>
password: <password>
bootdev: hd

17
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2. 38IE playbook iE5% :
I $ ansible-playbook --syntax-check ~/playbook.yml

IR, XMNSSREIEEE, AR EEMNEE.

3. J&17 playbook :
I $ ansible-playbook ~/playbook.ymi
® ;Z4T playbook i, Ansible ;REBIEZh,

Hth

=

i

e /usr/share/ansible/collections/ansible_collections/redhat/rhel_mgmt/README.md file

4.3. {#F ipmi_POWER f& 1k

ARPIER T A0MAIFE playbook H{E M ipmi_boot G ERAREEF/H. N T RIFEN, =GR
5 Ansible #2HI EHANZE EHAERBIEN, MMAEHIT playbook BIE—EH EHATRER,

SeRFMH

o MEMFIFEHTRMRET R,

o LIAEZEEN LIZTT playbook BIF B K EIREITT =,

o AT EEIZET RBIKH EH sudo TR,

e ansible-collection-redhat-rhel_mgmt {4+ 8B &%,

e python3-pyghmi ¥ {4 B REELH T RLEHNZE

o @EE%JEI’JIPMIBMC ATLAMEZESIT R ZEEN (NRFEA localhost FAZEEMN) TilAl
gﬁ%ﬁﬁf HBMC HERRENINBESZEENAR, FENVERER IPMI PHGET R

o EINAMAEHIFSHIF BMC BIEIE

R
. QIEEELLTRER playbook X4, #0 ~/playbook.yml :

- name: Power management
hosts: managed-node-01.example.com
tasks:
- name: Ensure machine is powered on
redhat.rhel_mgmt.ipmi_power:

18
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user: <admin_user>
password: <password>
state: on

2. 3IE playbook iE3% :
I $ ansible-playbook --syntax-check ~/playbook.yml

HER, XPeRREIEEE, TAREHRMEENNEE.

® Z1T playbook if, Ansible s5&[@ true,

Hith BHR

e /usr/share/ansible/collections/ansible_collections/redhat/rhel_mgmt/README.md file
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£ 5 %3 RHEL $ 8 REDFISH &1k
AT B X &M Redfish i IN/E £ redhat.rhel_mgmt Ansible £ & —E84, @iT Redfish &k,
o] LMERIRAE HTTPS £5i#1 JSON R R IR S iR H e 1NE R, BIWMEEIRS SMNESEHE
TENEREEB1E,
5.1. REDFISH #& 1k

redhat.rhel_mgmt Ansible 52512t T Redfish &, LLZ#F Ansible over Redfish FRBIREHE
1, redhat.rhel_mgmt £4& I T ansible-collection-redhat-rhel_ mgmt ¥ 8k, BEREE, HS
[#fEF CLI %%& redhat.rhel_mgmt Collection,

LUF Redfish # & $E7E redhat.rhel_mgmt £& 7 :

1. redfish_info : redfish_info #0253 A X tfE Out-Of-Band (OOB)#EHIZRME R, MMRSGHE
B,

2. redfish_command : redfish_command #5147 Out-Of-Band (OOB)#% il 2&#& 1, MMBEE
EBENMAAEE, URBEIEREE, MRGEHF. FIMXL.

3. redfish_config: redfish_config #1147 OOB #£H%I231&/F, #IFEX OOB &K 1XE BIOS
%o

5.2. REDFISH &k &%
FF Redfish #BHp S IE :

redfish_info % : sk
baseuri (FF) - OOB #HIZRHIE A URI,
category (FF) - 12 OOB #Hl 2R LHUTHI R HIFIZR, BIME

i ["Systems"].

Lok (%) - 7£ OOB HHIF LHUTHHRBIIR,
username OOB 2 H A WILRI A F &,

password OOB #2188 H 2 K IER B 5,

redfish_command 2# : b

baseuri (BF]) - OOB #2HIZBFHIE A URI,

category (FF) - 12 OOB #Hl 28 LHUTHI R HIFIZR, BIME

i ["Systems"].

e (WE) - 72 OOB #2485 FHUTHMS S AR,
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%5 52 RHEL ##y REDFISH £

redfish_command 2# : b
username OOB #1288 H2 5 IER A - &,
password OOB #2188 2 KR B 5,

redfish_config S8 : Rk
baseuri (FF) - OOB #HIZRHIE A URI,
category (FF) - 12 OOB #Hl 2% EHUTHI R AIFIZR, BIME

i ["Systems"].

Lok (%) - 7£ OOB HHIF LHUTHHBTIR,
username OOB 2 H AW ILRI A F &,

password OOB #2188 2 K UER B 5,
bios_attributes HHH BIOS B,

5.3. {#F3 REDFISH_INFO &1}

el

LU RBIER 7 20472 playbook # 8 A redfish_info R RIRER CPU EHLMIE R, N T R HENL,
PIER S Ansible #HI XN MR E ETHNAERBIEMN, MMAEIT playbook BIE—EH EHATRER,

SeRF M
o MEHERAFEHTRMZE TR,
o LIAEZEEN LIZTT playbook BIF B K EIZREIT =,
o HAFEEIZTET RHIKFESE sudo HifR,
e ansible-collection-redhat-rhel_mgmt #4482 &%,
e python3-pyghmi 4 SR EFEEH T R LEHZE T Mo

e OOB #2815 REHER,

. QIEEELUTRER playbook X4, #0 ~/playbook.yml :

- name: Manage out-of-band controllers using Redfish APIs
hosts: managed-node-01.example.com
tasks:
- name: Get CPU inventory
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redhat.rhel_mgmt.redfish_info:
baseuri: "<URI/>"
username: "<username>"
password: "<password>"
category: Systems
command: GetCpulnventory
register: result

2. $IE playbook iE5% :
I $ ansible-playbook --syntax-check ~/playbook.yml
HER, XM eRREIEEE, TREFLEEREBERNERE.,
3. J&17 playbook :
I $ ansible-playbook ~/playbook.ymi

e Z4T playbook i, Ansible 1R[] CPU & HiF4H1E &,

Hth

=

i

e /usr/share/ansible/collections/ansible_collections/redhat/rhel_mgmt/README.md file

5.4. {§i F§ REDFISH_COMMAND &1k

LURRBIER T 90MAI1E playbook F{E A redfish_command R KT RS, H T HE LR, =EIER
5 Ansible #HI ENMNZEENERNEN, MMENIT playbook BIFE—E M LIFTEL,

SeRF M
o MEHERAFEHTRMZE T R,
o LIAEZEEN LIZTT playbook BIF B K EIZREIT =,
o HATFEEINZTET RMKSEA sudo FifR,
e ansible-collection-redhat-rhel_mgmt #4482 &%,
e python3-pyghmi {4 SR EFEIEH T RLEHZE T M.

e OOB #ZHI2R 15 REHER,

R
. QIEEELLTRER playbook X4, #0 ~/playbook.yml :

- name: Manage out-of-band controllers using Redfish APIs
hosts: managed-node-01.example.com
tasks:
- name: Power on system
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redhat.rhel_mgmt.redfish_command:
baseuri: "<URI/>"
username: "<username>"
password: "<password>"
category: Systems
command: PowerOn

2. $IE playbook iE5% :
I $ ansible-playbook --syntax-check ~/playbook.yml
HER, XM eRREIEEE, TREFLEEREBERNERE.,
3. J&17 playbook :
I $ ansible-playbook ~/playbook.ymi
o LT

Hth BHR

%5 52 RHEL ##y REDFISH £

e /usr/share/ansible/collections/ansible_collections/redhat/rhel_mgmt/README.md file

5.5. {§ FH REDFISH_CONFIG &1k

LT RABIER 7 40a7E playbook H {8 redfish_config # S RS ECE {8 UEFI 815, H T A #HiE
W, =EHERS Ansible #EHIENMZEENMERNEN, MTEHIT playbook BIE—EM _EHITELL,

SeRFMH
o MEHERAFEHTRMZE T R,
o LIAEZEEN LIZTT playbook BIF B R EIZREITT =,
o AT EEIZET RBIKH EH sudo TR,
e ansible-collection-redhat-rhel_mgmt {4+ 8B &%,
e python3-pyghmi H4 S REEIRH T R EHZE T .

e OOB #2315 REHER,

. QIEEELLTRER playbook X4, #0 ~/playbook.yml :

- name: Manages out-of-band controllers using Redfish APIs

hosts: managed-node-01.example.com
tasks:
- name: Set BootMode to UEFI
redhat.rhel_mgmt.redfish_config:
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baseuri: "<UR/>"
username: "<username>"
password: "<password>"
category: Systems
command: SetBiosAttributes
bios_attributes:
BootMode: Uefi

2. $IE playbook iE5% :
I $ ansible-playbook --syntax-check ~/playbook.yml
EER, XS RIEIEEE, TaRpEEREEVNEE.,
3. J&17 playbook :
I $ ansible-playbook ~/playbook.ymi
o X455 FRNILES UEFI,
Hth B

e /usr/share/ansible/collections/ansible_collections/redhat/rhel_mgmt/README.md file
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% 6 = 1 RHEL REiAEN RHEL RS EREEMKE AD

%5 6 &= {1 RHEL 25iA &R RHEL RS EESEKEI AD
{5 f ad_integration RZi AR, EALUERA Red Hat Ansible Automation Platform B#145 RHEL %43
SEEE K (AD) & K.
6.1. AD_INTEGRATION RHEL R A&
5/ ad_integration R4 AR, EAILUT RHEL R4 B % E Active Directory (AD).
ZABHERLUTAY :
e SSSD 5HRGMH IS HEIERRE

e realmd &N AT A/ AD 15, HEEBE/Z RHEL R5IRSS (TEARBIH N SSSD) i EHIfmE
AD 15

’ pa -3

ad_integration AR THERRXEEMNEE(IMIMENERE AD EXHEE, FF IdM Ef
1%, &R ansible-freeipa A,

Hith BTIR
e /usr/share/ansible/roles/rhel-system-roles.ad_integration/README.md file

e /usr/share/doc/rhel-system-roles/ad_integration/ directory

o {# SSSD ¥ RHEL R4rEEHEHE AD

6.2. {58 AD_INTEGRATION RHEL R4 A& RHEL R4 B %S AD

& LR IT 24T Ansible playbook, f#f ad_integration 24 A GEE RHEL R4 AD iz FMEEE
o

M RHELS8 F#8, RHEL BRIAFREB X RC4 MNB, WMRIERIE AD HBHE A AES, Bl
fZ 8 AD-SUPPORT IN#5EE%, FF7E playbook ST RC4 N,

BF

RHEL BR%525%0 AD Z RIS Al @A A%, &R LRI 1E playbook A{#EFE timesync ®4¢
A ERBRIX— R,

EABFIGR, RHEL R8I FEH AD Administrator f 7 #17F47E Ansible vault AR BOZERG DA
domain.example.com AD 1, playbook i#i%& AD-SUPPORT iIZ %M, FoiF RC4 INE., WBR
RHEL %i#1 AD Z [AIMIRfAIAY, playbook ¥ adserver.domain.example.com AR 552314 & /)
timesync J&.

FoRFH

o MEMEFIFEHTRMRET R,
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o LIAESZEEN.LIZIT playbook BIFR 7 B S BIEH T s,
o AT EEIZET AWK/ EH sudo kR,
o AD EEHIZR LML TImOS K, FHAM RHEL RSS2
% 6.1. {81 ad_integration REiA AN Linux RETEZEE KT AD im0

im0 HigtthssO 1730 Service

1024:65535 53 UDP #1 TCP DNS

1024:65535 389 UDP #1 TCP LDAP

1024:65535 636 TCP LDAPS

1024:65535 88 UDP #1 TCP Kerberos

1024:65535 464 UDP #1 TCP Kerberos B/ X B
5 (kadmin)

1024:65535 3268 TCP LDAP £/ B %

1024:65535 3269 TCP LDAP £/ B %
SSL/TLS

1024:65535 123 UDP NTP/Chrony (RT#)

1024:65535 323 UDP NTP/Chrony (®3%)

R
. QIEEELLTRER playbook X4, #0 ~/playbook.yml :

- name: Configure a direct integration between a RHEL system and an AD domain
hosts: managed-node-01.example.com
roles:
- rhel-system-roles.ad_integration
vars:
ad_integration_realm: "domain.example.com"
ad_integration_password: lvault | vault encrypted password
ad_integration_manage_crypto_policies: true
ad_integration_allow_rc4_crypto: true
ad_integration_timesync_source: "adserver.domain.example.com"

2. $IE playbook iE5% :
I $ ansible-playbook --syntax-check ~/playbook.yml

HER, ZITeRREIEEE TR EENNRE,
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3. T playbook :

ié,
I $ ansible-playbook ~/playbook.ymi
Al

T~ AD S, 40 administrator B3/ :

administrator@ad.example.com:*:1450400500:1450400513:Administrator:/home/administrator

o I§
$ getent passwd administrator@ad.example.com
@ad.example.com:/bin/bash

Hith BTIR
e /usr/share/ansible/roles/rhel-system-roles.ad_integration/README.md file

e /usr/share/doc/rhel-system-roles/ad_integration/ directory
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287 Z FH RHEL RS ARG RIEP

EALER IEBRGAR X HHEEIES.

7.1. CERTIFICATE RHEL R4t
{# 8 certificate A ®, WETLUER Ansible Core BIE A FIEHT TLS 1 SSL #FH,

ZABMER certmonger fENIETIREE, BRIXFHAGMLEITBERIEDRMER IdM E/KRIVGETLY
(CA).

&I LU Ansible playbook FHILA T 25 UEHREi A6 EEEA :
certificate_wait
RIEEEFRENIZERFELMIIES,
certificate_requests
ERTEXBHEMEBRESH,
Hith BTR
e /usr/share/ansible/roles/rhel-system-roles.certificate/README.md 3 {4

e /usr/share/doc/rhel-system-roles/certificate/ directory

7.2. {5 cermiFIcCATE RHEL R4 ABIER— N BEEZIED
£/ certificate %A, EALUER Ansible Core ZfB%E &AIET,

Ithid 7218 A certmonger 121itE, 3@id getcert HIERILH,

SERFEH
o IREMERIFIESIT RMZTET &,
o LIAIEZE EH EIZ1T playbook B9/ B K RIHEH T s,

o AT HEEIRET MK EA sudo MR,

R
. QIEEELLTRER playbook X4, #l ~/playbook.yml :

- hosts: managed-node-01.example.com
roles:
- rhel-system-roles.certificate
vars:
certificate_requests:
- name: mycert
dns: "*.example.com”
ca: self-sign

e ¥ name S X E NIEFBBIFERM, 20 mycert,
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e [ dns ZEXENIEPHEEMIE, W *.example.com,
e ¥ cas¥XKEN self-sign.,

EINER T, certmonger 7Tk #ART B sh LTk, EAILLEE Ansible playbook
B auto_renew SHIZE N no SREALLINEE,

2. $8IE playbook iE3% :
I $ ansible-playbook --syntax-check ~/playbook.yml
HER, XM eRREIEEE, TREFLEEREBERNERE,
3.

54T playbook :
I $ ansible-playbook ~/playbook.ymi
Heth BT

e /usr/share/ansible/roles/rhel-system-roles.certificate/README.md 3 {4

e /usr/share/doc/rhel-system-roles/certificate/ directory

7.3. {8 cerTIFICATE RHEL R4iAEM IDM CA 15K — 1Nk

FRIETRGAR, ERUEERFAEERIEDBIANE(CAR IdM BRS52:1, {#F anible-core k%4 %
. Wik, HfEA IdM R CA R, Ea G —Bit M REERBIEBEEE.

It 28 A certmonger 1Z4it#F, FH@id getcert fpHiFEKIES,

SEREH
[ ]
BRI R ZE T =,
[ ]
a2 E M Li21T playbook B /1 &SR BIRHIT =,
[ ]
ATFEEISZSET =ik 28 sudo R,
3

BB a S LI TAREM playbook X4, # ~/playbook.yml :
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- hosts: managed-node-01.example.com
roles:
- rhel-system-roles.certificate
vars:
certificate_requests:
- hame: mycert
dns: www.example.com
principal: HTTP/www.example.com@EXAMPLE.COM

ca: ipa
[}
£+ name SERENIEBHMEAIR, W mycert,
[}
5 dns SBEXE NIEH A EME, M www.example.com,
[}
¥ principal SEXE 1EE Kerberos 4k, 1M
HTTP/www.example.com@EXAMPLE.COM,
[}

¥ ca SEULED ipa.

EINERT, certmonger 2T IEHid HiRT B shZKEEiTUES, EAILLAITTF Ansible
playbook ##J auto_renew SEIXEHN no kREEALLIhEE.

JE playbook 5%k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHERBENNEE,

’—

i&{T playbook :

$ ansible-playbook ~/playbook.yml

=
=
3

/usr/share/ansible/roles/rhel-system-roles.certificate/README.md 344
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/usr/share/doc/rhel-system-roles/certificate/ directory

7.4. £ CERTIFICATE RHEL RGifataig Bt BIA RIS REZTHG S

{8 certificate RZifafa, EaLUEMA Ansible Core X A KBHIFPRIEHITH S,

HUTRBIP, ERABERASN www.example.com X B EH AL ZIEBAIFIE httpd BRSS, RiE
BERIZERS.

SeRFMH
[}
R ESEFER T RHNIRE T <.
[}
L2 & M L2 1T playbook B F &SR BIRHIT =,
[}
AFEEIZET Rk~ 2% sudo HR,
SR
1.
BRI E S LI TAREM playbook X4, # ~/playbook.yml :
- hosts: managed-node-01.example.com
roles:
- rthel-system-roles.certificate
vars:
certificate_requests:
- hame: mycert
dns: www.example.com
ca: self-sign
run_before: systemctl stop httpd.service
run_after: systemctl start httpd.service
[}
£ name SEEEB NIEPRIARERATR, M mycert,
[}

5 dns SBEXE HIEH A EME, M www.example.com,
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1 ca SENENEERRL MBI CA, W BE A,

£ run_before SBUKBENEZ LA REATUE B2 I EHITH® S, M systemctl stop
httpd.service,

5 run_after SEXBHEZLHEIT IEBEERIT , 10 systemctl start
httpd.service,

IAERT, certmonger RTEIEHidHiaT B ZHEATIE . &I LLETIF Ansible
playbook ##J auto_renew SEIXEHN no SkREALIhEE.

: JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi
HAR, XTSRRI E, FREERMEERNEKE,
3.

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

HiBR
[ ]

/usr/share/ansible/roles/rhel-system-roles.certificate/README.md 34
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25 8 = {#f RHEL REifafaREMECE WEB 55

{#/ cockpit RHEL ®Zifafa, #EeILIfE% 4 RHEL R4 LB3EBEHSH Web #2HI15.

8.1. {#ifd COCKPIT RHEL %5 faZeit WEB #2414

ERTLAER cockpit IR BIES N RYL L BSIREME A RHEL web HHIA,

EABIh, EEILMER cockpit RoTA R :

%3 RHEL web %415,

¥ Web #ZHIAEREHHEMABE Ln05(9050/tcp). RIABERT, Web #Fl&AFEMARO
9090,

FeIF firewalld ] selinux REiAAEERSEIT im0,

5 web #HIE&1%E EA ipa trusted IEBHUANEKIES, MAERAABAZEKIET,

k

N
p
;

il

EAR I playbook Hifif firewall =% certificate R4:f BT Bh A5k BB IE
F. cockpit RS ERIERZEASIFHAEN.

FRFM

FEAESFEHT RHNRET <.

L2 E EH 21T playbook B/ &SR BIRHIT =,

AT EEIRET Bk 2A sudo HBR,
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SR

BB E S LI TAREM playbook X4, #1 ~/playbook.yml :

- name: Manage the RHEL web console
hosts: managed-node-01.example.com
tasks:

- name: Install RHEL web console
ansible.builtin.include_role:
name: rhel-system-roles.cockpit
vars:
cockpit_packages: default
cockpit_port: 9050
cockpit_manage_selinux: true
cockpit_manage_firewall: true
cockpit_certificates:
- name: /etc/cockpit/ws-certs.d/01-certificate
dns: ['localhost’, 'www.example.com']
ca:ipa

Bl playbook HigEMIXEDIE :

cockpit_manage_selinux: true

ST A selinux R4t A EAESE SELinux, LAfE websm_port_t SELinux K& &
TR O BR

cockpit_manage_firewall: true
¥ cockpit REifa i firewalld RZAGERMIKEO,
cockpit_certificates: <YAML_dictionary>

EIAER T, RHEL web ZHI&#EABERIET. &, EarLlF
cockpit_certificates ZZ £ % playbook #, FHiFAGEAE M IAM IEH A I (CA)F
KiEP, SEASZET R EMNIAIEEMTATH,

A playbook I AAMFTA X B, HEEZEHT =LK
/usr/share/ansible/roles/rhel-system-roles.cockpit/README.md 3.

JE playbook 53k :

I $ ansible-playbook --syntax-check ~/playbook.yml
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AR, XS REIEEER, FRIEHRBENNEE,

i&{T playbook :

$ ansible-playbook ~/playbook.yml

/ust/share/ansible/roles/rhel-system-roles.cockpit’README.md file

/usr/share/doc/rhel-system-roles/cockpit directory

£/ RHEL REiAfiIEKIES
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% 9 & £/ RHEL X5 RiE A E NSRS

YENERRG, fERILU{EEMA crypto_policies RHEL ki fatkik H —Buith{sif Ansible Core H{4+afE
TZAFRBRSHEE B E N RIg,

9.1. {8l CRYPTO_POLICIES RHEL %%ifa Rk A & Ui

& eI LU crypto_policies REiA B MEA—1H T AR BEXENZE T =

FRFM

FEAESHFERHT RHNRET <.

LI 2 & EH LiZ1T playbook B9 /7 &SR BIRHIT =,

AT EEIRET Bk 2A sudo HBR,

L

BB E S LI TAREM playbook X4, # ~/playbook.yml :

- name: Configure crypto policies
hosts: managed-node-01.example.com
tasks:
- name: Configure crypto policies
ansible.builtin.include_role:
name: rhel-system-roles.crypto_policies
vars:
- crypto_policies_policy: FUTURE
- crypto_policies_reboot_ok: true

RIS FUTURE (E& oSN E RIS, $I0 : DEFAULT. LEGACY #l
FIPS:OSPP,

crypto_policies_reboot_ok: true KESSHREAERS AR ESINERIBEER.
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: JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi
HAR, XS REIEEE, FREERMEAERNEKE,
3.

i&{T playbook :

I $ ansible-playbook ~/playbook.yml

[

H
=

B FIPS:OSPP 34536 H 00 F3RB& 2 = %l FA iR A (CC) A TR RN B Bk
H—FRE, FUEEXBECERESTAATHEAEY, Hlm, EEERAE 3072
fiI. %i4H9 SSH EEHILA TLS 4H5EM RSA #l DH %41, i%& FIPS:OSPP th&
BH1E3% 3 Red Hat Content Delivery Network (CDN)45#4, 4, #EIET
Active Directory (AD)(ERZI{&FH FIPS:OSPP. {1 FIPS:0OSPP 1 AD 1=
RHEL F#Hlz a#T8E, sHEELE AD K s TaHRit.,

AR, BT FIPS:0SPP % FkItE, ZERGEREM. & RHEL R5:
A CC hfEME— IEif 55 281 cc-config A hiRHMNIES. XA
RHEL hir#s, FiEk&EHIFRUKRE ERESHRESIFAH(NIAP) iy EIEER CC
BmmsIR, HSHEHMEES BT RAERIRESC
%=, https://access.redhat.com/articles/compliance_activities_and_gov_standa
rds#common-criteria-1

ERRT R LE, BIES—4 playbook, N verify_playbook.yml :

- name: Verification
hosts: managed-node-01.example.com
tasks:
- name: Verify active crypto policy
ansible.builtin.include_role:
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name: rhel-system-roles.crypto_policies
- debug:
var: crypto_policies_active

JHE playbook &3k :

I $ ansible-playbook --syntax-check ~/verify_playbook.ymi

3.

i&{T playbook :

$ ansible-playbook ~/verify_playbook.yml

TASK [debug] *hkkkhkkkkhkkhkkhkkkhkkhkkhkkkkhkkhkkhkhkhkkk

ok: [host] => {

"crypto_policies_active": "FUTURE"
}
crypto_policies_active & 5 RZE T R _EiHEHKAEE,
Hith BHIR

[ ]

/usr/share/ansible/roles/rhel-system-roles.crypto_policies/README.md file
[ ]

/usr/share/doc/rhel-system-roles/crypto_policies/ directory
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25 10 = {#f RHEL R4ifafafidi& FIREWALLD

&L firewall RHEL RGifafa—RMEEZ N EF - in LACE firewalld RS E, XNMERA
==

RUERAEREARENEO,

SATHMN firewalld SHUREE—I A,

EIEHT = Ei21T firewall fAfafg, RHEL REiAGBXIE firewalld SN ABISZE T =, FEH
TEEERRFARE.

10.1. FIREWALL RHEL RZiAaaFE N
RHEL &5iff5 2 Ansible B3t AEEMN—HRANR., LLRAS Ansible Bzt TE—E24t T —

BMECESRE, FrEEES IR,

RHEL XZifafa# i rhel-system-roles.firewall A2 27 firewalld BRSS9 B FIECEMSI AR, rhel-
system-roles B8 51X1 RHEL R5ifafa, LIRSEH,

EUEDEARE—IHNZS PRGN firewalld 3, 1E7E playbook H A firewall RHEL &%t
AL E, playbook 2—NHZENMNURTFIEN YAML BRA%HEM play B513K.

IR LAE TS O SR E UERE Ansible SRECERN—HRS,

£ firewall fAfa, EOILIECE TS AR/ firewalld S8, HI40 :

R AVFIRLEBURE B RIARSS .

Bl B EFYHmORE,

39



Red Hat Enterprise Linux 8 {§1fl RHEL REifi e HML R ERE

X Bk O i OSE FEIRR A,

=
=
B

/usr/share/ansible/roles/rhel-system-roles.firewall/README.md 3 #

/usr/share/doc/rhel-system-roles/firewall/ B3

{5/ playbook

AMrTHE R B

10.2. {1/ FIREWALL RHEL XZifafaEi& FIREWALLD % &

{85/ firewall RHEL &Zifafa, #EAILUF firewalld KB EE HERIARE. MBEF
previous:replaced ZEAMIBIZEE5XKh, RHEL RZifAEAMBraIa A e ni%E, Hig
firewalld E& NEIA(H, MR previous:replaced S8 5 Hh ik BEIHE A, N firewall ABARENA
WixEaMRF A A % E,

1£ Ansible #2H17 m LTS TR,

SEREH
[ ]
BRI R ZE T =
[ ]
L2 & £ LiZ1T playbook B F &SR BIRHIT =,
[ ]
AFEEDSZSET Riik~ 2A sudo R,
L

BB E S LI TAREM playbook X4, # ~/playbook.yml :
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- name: Reset firewalld example
hosts: managed-node-01.example.com
tasks:
- name: Reset firewalld
ansible.builtin.include_role:
name: rhel-system-roles.firewall
vars:
firewall:
- previous: replaced

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHRBENNEE,

i&{T playbook :

I $ ansible-playbook ~/playbook.yml

EZETRLE root AP BHEITEX S, UREMERXSE :

# firewall-cmd --list-all-zones

=
=
B

/usr/share/ansible/roles/rhel-system-roles.firewall/README.md 3 #

/usr/share/doc/rhel-system-roles/firewall/ B3

10.3. {@f FIREWALL RHEL &Zifafa, 5 FIREWALLD di{E A w2 M — Al O & BIFEN A
Thig O

1/ firewall fafs, EATLLEEACE firewalld S8, FHNZMZEITHAL
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£ Ansible #H177 R EHITIES IR,

FRFH

BRI R ZE T =,
L2 & EH L2197 playbook B F &SR BIRHIT =,

AT EEIRET Bk 28 sudo HBR,

BB a S LI TAREM playbook X4, # ~/playbook.yml :

- name: Configure firewalld
hosts: managed-node-01.example.com

tasks:
- name: Forward incoming traffic on port 8080 to 443
ansible.builtin.include_role:
name: rhel-system-roles.firewall
vars:

firewall:
- { forward_port: 8080/tcp;443;, state: enabled, runtime: true, permanent: true }

ZE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHRBENNEE,

i&1T playbook :

I $ ansible-playbook ~/playbook.yml
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[}
EZE TN LER firewalld i%& :
I # firewall-cmd --list-forward-ports
Hfh BR
[}
/usr/share/ansible/roles/rhel-system-roles.firewall/README.md 3 #
[}

/usr/share/doc/rhel-system-roles/firewall/ B3

10.4. {8/ FIREWALL RHEL R5ifa a5 FIREWALLD shiimO

XA LUEA firewall RHEL REiA By ARREERMB KEh T AIXARO, HEFEEEER
BERE. fi, ELRERIAXSE, LUStiF HTTPS IRFSHEARE.

1£ Ansible #2H17 m LTS R,

SEREH
[ ]
e R R ZE T =,
[ ]
L2 & M L2 1T playbook B/ &SR BIRHIT =,
[ ]
ATFEEISZSET =ik 28 sudo R,
L

BB E S LU TAREM playbook X4, # ~/playbook.yml :

- name: Configure firewalld
hosts: managed-node-01.example.com
tasks:
- name: Allow incoming HTTPS traffic to the local host
ansible.builtin.include_role:
name: rhel-system-roles.firewall
vars:
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firewall:

- port: 443/tcp
service: http
state: enabled
runtime: true
permanent: true

permanent: true E A X BEHEE S ERIFFZ.

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REBIEEER, FRIEHERBENNEE,

i&{T playbook :
I $ ansible-playbook ~/playbook.yml

EZETRLE, Rit5 HTTPS IRS KB 443/tcp I AR B EITH -

# firewall-cmd --list-ports
443/tcp

=
o
B

/usr/share/ansible/roles/rhel-system-roles.firewal/README.md 3 #

/usr/share/doc/rhel-system-roles/firewall/ B3

10.5. f#f FIREWALL RHEL }R5ifafafici& FIREWALLD DMZ [Xig

ERRGERR, EaILMEA firewall RHEL R4 enpl1s0 # 0O LEE dmz XK, LIAFEIX
B HTTPS &, XH, EalLUibAE8E 7 UimEe web RS 25.
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1£ Ansible #2H177 m LTS TR,

FRFH

BRI R ZE T =,
L2 & EH L2197 playbook B F &SR BIRHIT =,

AT EEIRET Bk 2A sudo HBR,

L

BB a S LI TAREM playbook X4, # ~/playbook.yml :

- name: Configure firewalld
hosts: managed-node-01.example.com
tasks:
- name: Creating a DMZ with access to HTTPS port and masquerading for hosts in
DMZ
ansible.builtin.include_role:
name: rhel-system-roles.firewall
vars:
firewall:
- zone: dmz
interface: enp1s0
service: https
state: enabled
runtime: true
permanent: true

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEER, FRIEHERBENNEE,

S,

N\

T playbook :

N
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I $ ansible-playbook ~/playbook.yml

EZETRE, HEXT dmz KEFEER -

# firewall-cmd --zone=dmz --list-all
dmz (active)
target: default
icmp-block-inversion: no
interfaces: enp1s0
sources:
services: https ssh
ports:
protocols:
forward: no
masquerade: no
forward-ports:
source-ports:
icmp-blocks:

=
3
B

/usr/share/ansible/roles/rhel-system-roles.firewall/README.md 3 #

/usr/share/doc/rhel-system-roles/firewall/ B3
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% 11 = {1 RHEL RStk E S ol AtEER

&id ha_cluster RZifafa, ETLIEBEMNEE{EH Pacemaker s T A S REHEBNSTHLSE
.

11.1. HA_CLUSTER RHEL RZifi a8

1£ ha_cluster %%ififa playbook #1, EalLMRIEEHBENE R e AMERE LT E,

Ea] LU ha_cluster REIABIZBENZTEMT :

ha_cluster_enable_repos

B BREEENSRERE, ZEHEESS ha_cluster REABRMENEGE, BT EHEEN
true i, BRIAMEN, EQHILERSFVEEER RB0RS L EA%G3%6 RHEL #1 RHEL High Availability
Add-On T, BNRGA BRI

ha_cluster_enable_repos_resilient_storage

(RHEL 8.10 REEhA)— M /Rilrs, SRhiFrasSHtEEHREanEiEE, M dim =%
gfs2, EILET4EM, ha_cluster_enable_repos &4k true, ILZEEMIBIAE N false,

ha_cluster_manage_firewall

(RHEL 8.8 REEMA)— M a/RMElrE, ATRE ha_cluster RGABEEEE AN, X
ha_cluster_manage_firewall %7 true I, Bh:AsEEwl MRS Hfence-virt in OS5 M. X
ha_cluster_manage_firewall %5 false i, ha_cluster R5ifi A R EIRBH K%, MRENRGIEE
1517 firewalld iR%5, NIABTE playbook fHZSEILE N true,

R eI LA{$ ha_cluster_manage_firewall SBCERAMERO, BEEEFERZSBMNBR®O. ZH
BimO, HEEMER firewall RGiA G,

M RHEL 8.8 i, BhkiEFABR#EIAEE, HENB{UEL ha_cluster_manage_firewall %79
true N F A&,

ha_cluster_manage_selinux

(RHEL 8.8 REEhA)— N /KElrE, BARET ha_cluster RGifAABREEMH A selinux 15
BEBETH A ESTHAYRSMNEHRO. X4 ha_cluster_manage_selinux ¥4 true B, BB
= o] AR SS MR O 5 SELinux i EAY cluster_port_t #8XEX, 24 ha_cluster_manage_selinux
&N false i, ha_cluster RGiA AR ER SELinux,
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NREHRGEIETZELT selinux BRSS, NHAFIFE playbook i SHULE N true. B AXGEECE
=B SELinux N RFEH, NMREFARER XE, NER SELinux RSBk .

Ea] LA ha_cluster_manage_selinux SERIMNSER, BELEHERIZSBUMERRI, ZHR
%mﬁ %Eﬁﬁfﬁ selinux %Jhﬁ@-o

ha_cluster_cluster_present

/RMERRS, MRV true, MERIBEBLABNTE, REESEAEIN LEE HA £5,
playbook %A EE BFZABZRNEMEREESRRER.

IR ha_cluster_cluster_present %77 false, N&SMBRENHMERAA HA £EHECE,

W EMEKIAEN true,

LUFR#I playbook MiER T nodel 1 node2 LR ERACE

- hosts: node1 node2
vars:
ha_cluster_cluster_present: false

roles:
- rhel-system-roles.ha_cluster

ha_cluster_start_on_boot

fE RS RERIRSEENESI N EA/RERS. ZE2MEINME true,
ha_cluster_fence_agent_packages

ERENEEABRGaTER. LEEREKINEDS fence-agents-all, fence-virt,
ha_cluster_extra_packages

BEREMEMBRGSIR. KEEMEIAER no packages,

HEETATREAGKASRENEMKAGT, MAESHRCE,

A REEREBREENXANIIRNK G, B2, ha_cluster_fence_agent_packages A TIEE
fREAENEENARTE, RLEKAESHES.
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ha_cluster_hacluster_password

¥55E hacluster AP B IEMFHHR(E, hacluster AP M ER B2V RPR, R B
18, vault 2INFEHBW, MEM Ansible Vault INZEAZE PR, HAERIAREHE, wIEERTE,

ha_cluster_hacluster_qdevice_password

(RHEL 8.9 R E S iRA) i iX&#5E hacluster A MBISNFHFHE. RAHE
ha_cluster_quorum SH#EEE NEERAEE N net B %, BEILE L hacluster AR
5 ha_cluster_hacluster_password S8UEEH hacluster A MEHARN, FREEWLS
. hacluster AP AEEBHERASZLUIANR, HETFBUESIE, vault RINFEEY, MEMA Ansible
Vault INERZA Prmd. WEDEEEERIME

ha_cluster_corosync_key_src
Corosync authkey X#HEER, T2 Corosync BENBHRIFMMEBERH, mAUBRIUESE
NEEBHEBAE — 1 ME—M authkey {H. BHRN 256 17 BIBEHLEUE.

mE T EIRE—NEEH, WEINEGSER vault INBEEH, o0 48 Ansible Vault INEARZA h
Ak,

MFFRBRERY], NEAT R LEFENBEY, MRV EEHERNEH, U—11_eeBy
FHEDLZBHMT R, UERET RBEHERNEY. NRTRBEREEY, WHER—THNE

B, HRHS LT R,
MRKET HTE, NZBKXAEAN ha_cluster_regenerate_keys.

W EMEIAE N null,

ha_cluster_pacemaker_key_src

Pacemaker authkey X HIEER, ©=E Pacemaker B{EMEFHEIFMMBEH, wZBUUES
B EHBA MM authkey {H. BN A 256 717 HIFEHLEUE.

MPEHNZERE-NBH, WEIERER vault MBEHH, W /A Ansible Vault INEARZE &
[pTIN

MFFRBRERY], NEAT KR LEFENRY, MRV EEHERNEH, U—11_eeBy
FHEDLZBHMT R, UMERET RBEHERNEY. WRTRBEREEY, WHER—THNE

B, HFRELI AT
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MR EETHTE, NREXNHEEIM ha_cluster_regenerate_keys.

A EBIEGAED null,

ha_cluster_fence_virt_key_src

fence-virt =% fence-xvm FilHEZFHAHHIER, ©= fence-virt = fence-xvm [RE R EBLUF R
TANAIE,

mEHHTERE—NEE, WEIEGSER vault INBEEH, @0 48 Ansible Vault INEARZA h
Ak,

MREBFEEEH, NFEAT R ELEFENEH. MR CEEMHERNEH, N—1NEH
PHELLDNEHMBT R, UMERET RBEHRNEH. R BEEEH, WER—INHNE
B, FFRHS LB -’—"- MR ha_cluster REABLLXFARER —NFEH, MESXFHEHSH
BI5 R4 hypervisor , LIA{REEEIEE T,

MREETHTE, NRRXNHEEIM ha_cluster_regenerate_keys.

W EEAES null,

ha_cluster_pcsd_public_key_srcr, ha_cluster_pcsd_private_key_src

pcsd TLS iEBHIFHANEE, MRKBHHE, WEAT R LEFAIERBEHN. MREFIES
BN, MR — P REHRET B,

MPHWZERRE T HPAME, WEIERER vault IMBEHH, W /A Ansible Vault INEAZE &
Tk,

MR EE T XELE, NF2ZEIIER AN ha_cluster_regenerate_keys.

X ERNEIAE N null,

ha_cluster_pcsd_certificates
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(RHEL 8.8 BREShRA)FE AU REA AAUE—1 pcsd FATHMIUES.

MRERRGHAMEA pesd RPAMIERERE, NETLUERUTHHARZ—MIRE] -

[ ]
®i& ha_cluster_pcsd_certificates ¥ &, H#&iXi& ha_cluster_pcsd_certificates 2%
i, IEPRGABRRENIER, BS) pesd SIEMAMIES,
[ ]

AZEiXE&E ha_cluster_pcsd_public_key_src. ha_cluster_pcsd_private_key_src =%
ha_cluster_pcsd_certificates £, MRPEEHFEEXLELE, N ha_cluster REiA BT
85/ pcsd A& BJE pesd iEH, ha_cluster_pcsd_certificates BIfE#I%E HEE
certificate_requests BJ{&, #0 certificate REiARPIEEN, BXIEHRGABKNESEF
8, #ESHM&A RHEL REAGAIFEKRIES.

LUF#EEEETEMA T ha_cluster_pcesd_certificate 25 2MIfE -

[}
BRIEFEA IPA FHERGIMA IPA B, BSNHUEPRGABRKABAZGIET. EXFER
T, B4R E RHEL REAB L TXZANGHELE. REGARFIREEREX
[P
[}
L IR%iE ha_cluster_pcsd_certificates ZZ &N, FEXE
ha_cluster_pcsd_public_key_src #l ha_cluster_pcsd_private_key_src £,
[}
L IR%iE ha_cluster_pcsd_certificates Z &, IiEH-BHAN 2K
ha_cluster_regenerate_keys,
2 EHEMEN (1.

AXRESTHYERPORE TLS IEBMEFXHR ha_cluster REifa 2 playbook =fl, #HES
Jya ol AR EOIE pesd TLS iEHMBHSH.

ha_cluster_regenerate_keys

B/REE, 2% true i, REFMEBFEMRTHZEAN TLS iEH. EXEFERBHMIES
MEZ{ER, 153 ha_cluster_corosync_key src. ha_cluster_pacemaker_key src
ha_cluster_fence_virt_key_src. ha_cluster_pcsd_public_key_src
flha_cluster_pcsd_private_key_src ZF 2k,
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A ERIBEIAED false.
ECEMTIRMT -

ha_cluster_pcs_permission_list
ez

BB pcsd EHEMNDER, &R
[ ]
type - A/ =X 4

[ ]
name - AP HATR

allow_list - XHEE B A AR VFAIERF -

[e]
read - EERFREMILE

write - {ESUEREHNE, TR ACL BR4

[o]
grant - {ESERERH ACL

full - XHRBFRERBIVIF, SIEAMAMERT R, LR VTR BHMIUES

ha_cluster_pcs_permission_list ZT2M45 R HEIMENT :

ha_cluster_pcs_permission_list:

- type: group
name: hacluster

allow_list:
- grant
- read
- write

ha_cluster_cluster_name

EHIEM, XR—NFHHE, BRAEN my-cluster,

ha_cluster_transport
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(RHEL 8.7 REEIREK) REKRH A X, EEAXIZERENTENT :

type (FIi%) - {558 : knet, udp, =% udpu, udp #l udpu FHRR AT H—EE
. XF udp fl udpu, WRAZEANE, HRIEE, NBKIAN knet.

options (/i) - A EFHNETR “BFR-EH"BFHRIIK,

links (®[i%) - “BFR-{E"HFHTIER, F1 name-value FHIIXPIZZTHT 4
Corosync MR, BIUENENERLE linknumber {6, B, B—rllFIREER
INDECAE— N, BTN DEAE AR, LULRHE,

compression (Alik) - BCEZHiIELM name-value FHHIRKR, {3H knet {£5Hi2%
ﬁo

crypto (%) - BeBEEHINEM name-value F#FIXR, BRIMER TEAMNSE, (X
¥ knet fZHi 258y,

AXRATFIETIHR, EEE pes -h cluster setup FEBITI pcs(8) man page ) cluster 84
Rl setup ik, BXEIFMBHE, EEE corosync.conf(5) man page,

ha_cluster_transport ZZ2ME5HINT :

ha_cluster_transport:
type: knet
options:
- name: option1_name
value: option1_value
- hame: option2_name
value: option2_value
links:
- name: option1_name
value: option1_value
- hame: option2_name
value: option2_value
- name: option1_name
value: option1_value
- nhame: option2_name
value: option2_value
compression:
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- name: option1_name
value: option1_value
- hame: option2_name
value: option2_value
crypto:
- name: option1_name
value: option1_value
- hame: option2_name
value: option2_value

AXRE LA AR ha_cluster 25 & playbook =, HEHE =0 AtEEHPEE
Corosync fA.

ha_cluster_totem

(RHEL 8.7 B EShRk4) Edi& Corosync totem, HAXATVFHILETSIZ, HEE pes -h cluster
setup #EBh 1% pcs(8) man page B cluster F4 Y setup ik, FXHIEMAUEH, HEEF
corosync.conf(5) man page.

ha_cluster_totem ZLE2M%5FIINTF -

ha_cluster_totem:
options:
- nhame: option1_name
value: option1_value
- hame: option2_name
value: option2_value

B XBLE Corosync totem B ha_cluster k5 fi & playbook ~fil, FSHE =0l AEEE PR
i& Corosync fH,

ha_cluster_quorum

(RHEL 8.7 REERA) B EREME. ETLUVERMHEEEU TR :

options (%) - BEEMEMAF-EFHRIFIR, SRITAED
£ : auto_tie_breaker. last_man_standing. last_man_standing_window #1
wait_for_all, BXMEFLETNI¥NE, HEE votequorum(5)F M il,

device (®IiE) - (RHEL 8.8 REMMINRA)FEMEE N FEAMNEIXE. RAHERT,
MR,

model (%) - BEMBZFES, (ZZHF net
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model_options (7[i%) - RREREFFE ZFHSHNEH-[HFHNTIR, FTFRS
net, E¥JIIEE host Hl algorithm £,

{1 pcs-address T EFEERl qnetd EHMEE X pesd HbhtflimO, MR
FEBREEXNEN, ARKRFEED 6 ENENA pesd @m0,

generic_options (A3%) - REFE TR SHAFROHE TG B FhE X A ETR51
%0

heuristics_options (%) - EBEHEixEE AN ATR-EHFHRETIR,

AR hEFZ LTINS, EEE corosync-qdevice(8)FM T, @AETH
sync_timeout 1 timeout, HXE S net i1, FHEEF quorum.device.net o, HX
BRXET, EEE quorum.device.heuristics &4

ESFERMAE LS TLS ik, 15 ha_cluster_regenerate_keys ZFEiXiE N
true,

ha_cluster_quorum ZEMEEHINT :

ha_cluster_quorum:
options:
- name: option1_name
value: option1_value
- hame: option2_name
value: option2_value
device:
model: string
model_options:
- name: option1_name
value: option1_value
- nhame: option2_name
value: option2_value
generic_options:
- name: option1_name
value: option1_value
- nhame: option2_name
value: option2_value
heuristics_options:
- name: option1_name
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value: option1_value
- hame: option2_name
value: option2_value

BXARBEEEHEMN ha_cluster REi A& playbook =, HEHE =0 AMEEHPEE
Corosync i, AXERAMEH L SEBEERMN ha_cluster 25 & playbook =, ESFIEEA
X REm o AR

ha_cluster_sbd_enabled

(RHEL 8.7 MIE@IRA) — P R/RMERD, BREEHEETLIEM SBD TifEEHH, LTS
BIBKIA(E N false,

AX5H SBD M ha_cluster R5ififa playbook =fl, iEZ A SBD T mfEEEES A Atk
£

ha_cluster_sbd_options

(RHEL 8.7 R ESRA) #57E SBD ATif name-value FH5IK, ZRHHETEIE -

delay-start - 2XiA°4 no

startmode - X1\ 5 always

timeout-action - Zki\#y flush,reboot

watchdog-timeout - 2iA )y 5

BXRXERTINIFERE, 1HS5% sbd(8)F M+ A Configuration via environment &8

H%A{E SBD 7 ha_cluster YA playbook =fl, #SHEM SBD 1/ AEERESH

FAMERE.

{85/ SBD i, #&EalLikEME A hE4 77 RACE watchdog 1 SBD % #. BXEBEHRX
#+EeiE watchdog #1 SBD & &MI¥lE, ESEHN ha_cluster REiARIEEFEH,
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ha_cluster_cluster_properties

Pacemaker £EEEHEENRREMRIIR, (CHEF—HEHEN.
—HEHEMLHMT

ha_cluster_cluster_properties:
- attrs:
- hame: property1_name
value: property1_value
- hame: property2_name
value: property2_value

RABART, TEEmEE.

LLUFR#I playbook ESEE = nodel 1 node2 H1%E#%, FiXi& stonith-enabled 1 no-quorum-
policy 8t EH.

- hosts: node1 node2

vars:
ha_cluster_cluster_name: my-new-cluster

ha_cluster_hacluster_password: password
ha_cluster_cluster_properties:

- attrs:
- name: stonith-enabled

value: 'true’
- hame: no-quorum-policy
value: stop

roles:
- rhel-system-roles.ha_cluster

ha_cluster_node_options

(RHEL 8. 10 REERA) T EE L EMHHEER T amENRE, BHIEET IXELS, HFR
EEHRERNT =, S LUERE ¥ playbook Y hosts S 8IS EHMREEN T =,

EEAZXNZERENTANT :

node_name (#%4E) - £ Pacemaker 17 BT SRR,

attributes (A3%) - 17 =M Pacemaker T mEMESHIER. Bil, FXZXFENTAN
il
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ha_cluster_node_options ZL&ME5FIINT -

ha_cluster_node_options:
- node_name: node1
attributes:
- attrs:
- name: attributel
value: value1_node1
- name: attribute2
value: value2_node1
- node_name: node2
attributes:
- attrs:
- name: attributel
value: value1_node2
- name: attribute2
value: value2_node2

BAERT, BAEELT %,

AXEET RETEEM ha_cluster RZifi s playbook =, iEZHEHA T AEMREES A
YR,

ha_cluster_resource_primitives

I EE ARSI ABEERN pacemaker iR, AiEREFRIER, EALUBA HREELL TH
B :

id (&%) - R ID,

agent (&%) - WiRSKFEEAEKNET, M ocf:pacemaker:Dummy =K
stonith:fence_xvm, X}F STONITH V¥, #Zi{55E stonith:, X FHGRAE, aILMfERE
%%, W Dummy, AR ocf:pacemaker:Dummy, {HE, MBERETZ/IEAHRER
HHRE, NAGRREY, BAeSEERENGEAFME, @Eit, BIUEEREERRE
e 24,

instance_attrs (/i) - BHRELHIREHESTIR. B, AXF—1ES. BHEH
WEHAE, UREf2EHN, XBRTHRLZREENCE,
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meta_attrs (k) - FWENTEHESIIER. Hil, REFE—1EE.

copy_operations_from_agent (d3%) - (RHEL 8.9 R E#hikA) iR EEE ¥R
BEE LBAKE, 0 interval # timeout, NFEREHITT UL, MRILTEH TN
true, NXESFBERHESTRFERES. N, £EECHNKIMENBRIER, MREGSEH
ha_cluster_resource_operation_defaults fi 2828 £ 0 TR E LK IREEBRKE, NEaTLL

FHEN false, HZEEMEIAET true.

operations (®[ik) - FRERMETIE.

action (&) - pacemaker LAK FHRSREAEE L HIIRE,

attrs (WFE) - BFE®T, BAEDIRE—ETL,

f£f ha_cluster REiABEBENIHGEREE YHEEHMT -

- id: resource-id
agent: resource-agent
instance_attrs:

- attrs:
- name: attribute1_name

value: attribute1_value

- name: attribute2_name

value: attribute2_value
meta_attrs:

- attrs:
- name: meta_attribute1_name

value: meta_attribute1_value
- name: meta_attribute2_name
value: meta_attribute2_value
copy_operations_from_agent: bool
operations:
- action: operationi-action
attrs:
- hame: operationi_attribute1_name
value: operation1_attribute1_value
- name: operationi_attribute2_name
value: operation1_attribute2_value
- action: operation2-action
attrs:
- hame: operation2_attribute1_name
value: operation2_attribute1_value
- hame: operation2_attribute2_name
value: operation2_attribute2_value
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AR TARE MR,

AXaE8ERACEM ha_cluster 25 f& playbook =, iH& i AREMGREES o At
£

ha_cluster_resource_groups

W EE ARSI A BRER pacemaker R4, EalLl SN FEREARBELL TUH :

id (&) -4 ID.

resources (WAFE) - ANFKRIIER.S/NFRETH ID5IA, FRVHIE
ha_cluster_resource_primitives ZEHE X, BHHEDFIH—PHFIR,

meta_attrs (®[ik) - AMTEHEESSIR. B, RZF—1EE.

{#/ ha_cluster 25 2 EciE M FTIRA E X MSHEMT -

ha_cluster_resource_groups:
- id: group-id
resource_ids:
- resourcel-id
- resource2-id
meta_attrs:

- attrs:
- hame: group_meta_attribute1_name

value: group_meta_attribute1_value
- hame: group_meta_attribute2_name
value: group_meta_attribute2_value

RAERT, T SUERIBRA,

AXa8KRHAREMN ha_cluster Z5ifa & playbook =, H&EAREMNTREE S H
YR,

ha_cluster_resource_clones
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W EE Y ARG A ERERN pacemaker HiR%E, Ea LU FREREBLL TUH :

resource_id (%) - EREMNTIR.FTIRMNLE ha_cluster_resource_primitives 2%
&2 ha_cluster_resource_groups Z2H5E ¥,

promotable (A[ik) - RRECIBNFTRREEESIAIMNTE, A true =k false &

o

id (|Iik) - =EMAEX ID. MERKIEE ID, FRERE. MEREHFTFRX ik

i, M&Er—1ES.

meta_attrs (7ik) - EENTEMESIR. B, IXF—1ESE.

{# ha_cluster R4t BRCEM TR E X MESHEMT -

ha_cluster_resource_clones:
- resource_id: resource-to-be-cloned
promotable: true
id: custom-clone-id
meta_attrs:
- attrs:
- name: clone_meta_attribute1_name
value: clone_meta_attribute1_value
- name: clone_meta_attribute2_name
value: clone_meta_attribute2_value

RAERT, RAEELFTRRRE,

AXEERERKEEEM ha_cluster RZififs playbook =, iEZHEHREEMTREES
SR,

ha_cluster_resource_defaults
(RHEL 8.9 BREHMRA) L EE X FHREMEES, EATLUEXSANERIMNMEAES, FHEAME

elINAISEREMNTE, %A ha_cluster_resource_defaults ZZE#EMNBINEFR SN ARIE
AeflacE MENEEZCIINTHER,
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R meta BT LABAEE BN H,

EALOVBNROAMESAEREU TYIA :

id (A3E) - BAEKSH ID. MREBEE, EXAIERK,

rule (RI%) - 5 pcs HERGMBERIMN, F AN URESEATRLERR. BXIE
ERNBTEE, HEE pes(8)FMITHM BHRIAERSOIRE B2,

score (m[ik) - BRAEEAHNE,

attrs (Wik) - FoRRUAEN AR RNTBEEY.

ha_cluster_resource_defaults ZF 245N :

ha_cluster_resource_defaults:
meta_attrs:
- id: defaults-set-1-id
rule: rule-string
score: score-value
attrs:
- name: meta_attribute1_name
value: meta_attribute1_value
- name: meta_attribute2_name
value: meta_attribute2_value
- id: defaults-set-2-id
rule: rule-string
score: score-value
attrs:
- name: meta_attribute3_name
value: meta_attribute3_value
- name: meta_attributed_name
value: meta_attribute4_value

AXEE KREIAAMN ha_cluster 5if & playbook =, i&EZ 4 E A FHREM BRIEERIAE
BoiE = o] FItESR BT,

ha_cluster_resource_operation_defaults
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(RHEL 8.9 REHhRA )T EE U FHRBERAMENES. EIUE SN ERIMEES, FHER
eI AR e BN RN TR EE, A
ha_cluster_resource_operation_defaults L2 ENEKIMEFRNAEFERACIIBCEXNEEST
IINEEEE. BATERT, ha_cluster RS AEeE B A REEE X BCHNEH, BXMER
ha_cluster_resource_operations_defaults Z2EH X EEBIAENIFE, EER
ha_cluster_resource_primitives i copy_operations_from_agent Tk,

R meta BT LABAEE I BN H,

ha_cluster_resource_operations_defaults 224595 ha_cluster_resource_defaults =
& —, BIEERNNARRA. BXBEEMNCERERESNARNTEREFENIFE, HEE
pcs(8)F Mt il i BERIRIEBUAHE S BIR 2.

ha_cluster_stonith_levels

(RHEL 8.10 BREHEShRA)LZFE%E X STONITH 451, thfrihbasnit. BEAFNEREE iE
AZMEEERE T R, MB—MEEEM, EalE L —NiksE, BETUBRISHITE N EERE
BT M RIIESE. AXEEIIINEZER, B2 BENEES T AMYEE hil ERE REH
%IJO

L E B S N ECE L T -

level (WE) - ZARBEHFIMIFE, Pacemaker £BHAEZAEH, ERIHRIIH
Jto

target (W) - BLZU0 R FBIE TS RE9 AT,

BRI EUT = ke — -

target_pattern - POSIX §~ B IENIZRIAR 55X N5 B A BIT7 s & FRITAC,

target_attribute - JJIZ BRI T R RIS R,

target_attribute # target_value - L& BT B MR A FRFIE,

resouce_ids (5FR) - MAUAMABIIN Z MRS KRS,
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BARART, BEEXREL.

{#/ ha_cluster 253 2 RdERIBRE U E X MEHEMT -

ha_cluster_stonith_levels:
-level: 1..9
target: node_name
target_pattern: node_name_regular_expression
target_attribute: node_attribute_name
target_value: node_attribute_value
resource_ids:
- fence_device_1
- fence_device_2
-level: 1..9
target: node_name
target_pattern: node_name_regular_expression
target_attribute: node_attribute_name
target_value: node_attribute_value
resource_ids:
- fence_device_1
- fence_device_2

AXEEREEIAEM ha_cluster REifafa playbook =l , HZHAFERAREESGIEESTHY
S5,

ha_cluster_constraints_location

A EE BHRAERS, HRAIERBRRERATARLET R LT, ErTLUEERIR ID %
ACERNER, BITUERESNER, S8 T K& NEE T <.

EA LU R ELRECELL A -

[ ]

resource (W) - AR ARIMI TR,
[ ]

node (W) - WiRN BRI =ATR,
[ ]

id (|I%) -2 ID, MRKIEE, SFEAIERK.
[ ]

options (®ik) - “H-{EH FHIIXK,
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score - WEARME,

| |
iIE score [HFRREREXRET = LiZ1T,
| |
fii score [HFRRFIBIBAET = LiBzfT.
| |
score {64 -INFINITY R RS A8 RE T m 21T,
| |

MEHFIEE score, HDBUHLEKIAN INFINITY,

MAERT, RAEHRAERS,

HEE TR ID T A MR BURAIE SRS T -

ha_cluster_constraints_location:
- resource:
id: resource-id
node: node-name
id: constraint-id
options:
- hame: score
value: score-value
- hame: option-name
value: option-value

TOVRBRAENREENTH, ATHEERREAZNHRMENREENHERTE, ATHEE
BR ID, EREREMBASRA. EHERMBIEENHRMT -

pattern (&) - POSIX " BIENFRAXFEER ID 5.

HHEFREA T R AR FREELREHMT -

ha_cluster_constraints_location:
- resource:
pattern: resource-pattern
node: node-name
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id: constraint-id
options:
- name: score
value: score-value
- hame: resource-discovery
value: resource-discovery-value

LU R BR ID AN BERAIELIRECE LTI -

[ ]
resource (WAFR) - ARE ARIK BRI,
o
id (%) - R ID,
o
role (RIi%) - ZJRRFIMTHRA S - Started. Unpromoted,Promoted,
[ ]
rule (%FE) - A pes iEEHEM Constraint #lll, MEEZEE, HSH
pcs(8)man page BIZRALE &4,
[ ]

ERER AT B 89S 5K IEE N K BRI RAER,

EE IR 1D AN R ELRBZSHIMT -

ha_cluster_constraints_location:
- resource:
id: resource-id
role: resource-role
rule: rule-string
id: constraint-id
options:
- name: score
value: score-value
- hame: resource-discovery
value: resource-discovery-value

HNERAENREENTH, ATHEEHRERX, MNZRATHRIENRGERTE, BTE
FEBR ID IR, BRNRMEESERN. E9RMEEENTBMT

pattern (&%) - POSIX " BIENFRAXFR ID 5.
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f5E BUREA AN K BURAE LRSI T -

ha_cluster_constraints_location:
- resource:
pattern: resource-pattern
role: resource-role
rule: rule-string
id: constraint-id
options:
- hame: score
value: score-value
- hame: resource-discovery
value: resource-discovery-value

AKX OBEAFERHINEEN ha_cluster REifafa playbook =l , &2 5 A FEREHIEE
= o] SRR,

ha_cluster_constraints_colocation

A EE X FHR colocation AR, WREEFERBRTI—IFRMABIVRT 55— RNAIE,
FEMMEBIM colocation 23R : I BHRE—NEH colocation 23R, FHHNZANFRKE
colocation 23R,

EA LU R B R RIEE L RECELL T A -

[ ]
resource_follower (#55)- M4H*F resource_leader B 5,
o
id (%) - R ID,
o
role (Ak) - ZJRERHFITTRAE : Started. Unpromoted,Promoted.
[ ]

resource_leader (4FE) - EEFARAEMERELTRNAE, RABREBE
resource_follower &,

id (&%) - BR ID,

role (AIk) - ZJRERHFINTTRAE : Started. Unpromoted,Promoted.
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id (|IE) - 2UR ID, MPKREE, ERBEAHER.

options (®Iik) - “&FF-H FEFIxK,

score - HEARME,

| |
1IE score [HERREBRNIZER—T17 = Liz1T,
| |
fii score [HERRFBRNERRNT = _LiZ1T,
| |
score {E N +INFINITY X REBRHIER—T7 = Ei21T.
| |
score fH 2 -INFINITY XRERMMERRNT m LB,
| |

MEHBIBE score, HDBULEKIAN INFINITY,

RABRT, &AE IR colocation 2K,

T PER colocation AJRMLEHINT -

ha_cluster_constraints_colocation:
- resource_follower:
id: resource-id1
role: resource-role1
resource_leader:
id: resource-id2
role: resource-role2
id: constraint-id
options:
- name: score
value: score-value
- hame: option-name
value: option-value

EA LU REIEELIRECELL TUIH :
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[ ]
resource_sets (W) - WRERIIE.
o
resource_ids (#5F) - WiRIIE,
o
options (®[ik) - “G#F/E"FHIIFRFEMFEES b T IRMAHLI R,
[ ]

id (|%&) - Same fH¥E T ¥ colocation £U3R,

options (®[#%) - Same {E#E A colocation 43R,

PR colocation ZJRMZEHIMT -

ha_cluster_constraints_colocation:
- resource_sets:
- resource_ids:
- resource-id1
- resource-id2
options:
- hame: option-name
value: option-value
id: constraint-id
options:
- hame: score
value: score-value
- hame: option-name
value: option-value

AKX OBEAFRERHINEEN ha_cluster REifafa playbook =l , &2 5 A FEREHIEE
= o] At

ha_cluster_constraints_order

B U BRIFLIR, BRI BREIZRRN A 4 R SRR F BN, B BRINFLY
R B BRBOE BIRFLIR, RS HRISEF2IR,

ERT LUy TR B BRI 2 SR ECE LU A -
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resource_first (i453)- resource_then BRIKIHiM ¥R,

id (&%) - BR ID,

action (®[i%) - f£74 resource_then FiRS SR FRIHIISERINIRIE. FSIFH
{f : start. stop. promote. demote,

resource_then () - KIBiTHR,

id (&%) - BR ID,

action (FIi%) - KRR BELE resource_first HRHUTEREGHUTHERE, RIFH
{4 : start. stop. promote. demote,

id (RIE) - 2UR ID, MRKREE, EREAHER.

options (®Iik) - “&FF-H FETIxK,

RAERT, BAE S BRINAERE,

Tl B BRI 2SR5 K0T -

ha_cluster_constraints_order:
- resource_first:
id: resource-id1
action: resource-action1
resource_then:
id: resource-id2
action: resource-action2
id: constraint-id
options:
- hame: score
value: score-value
- hame: option-name
value: option-value
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BRI LY BRI 2 RECE L T -

[ ]
resource_sets (W) - HRERTIE.
o
resource_ids (#5F) - WiRIIZE,
o
options (®ik) - “GFF/E"FHIIFRFEMFEES b I IRMAHL RO,
[ ]
id ("I%%) - HEE{EVE N AR 2IR,
[ ]
options (®Iik) - HHEHEYEI & BIR2 R,
HREEIFARAZEHEMT -

ha_cluster_constraints_order:
- resource_sets:
- resource_ids:
- resource-id1
- resource-id2
options:
- nhame: option-name
value: option-value
id: constraint-id
options:
- hame: score
value: score-value
- nhame: option-name
value: option-value

AXOBEAFERHINEEN ha_cluster REifaf playbook HRAl, EE 1 AdiE BEA THRR
HIB ST AR,

ha_cluster_constraints_ticket

WA EE R ticket YR, WREREBRRIRTKBTRHEZENER, ARHEENTER
ticket AR : —ANBGERBIT L ticket YR, ZABGEM ticket AR,
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AT LUy R B B R R IR R ECE LU A -

[ ]
resource (WHFR) - LIRE FABINFEHAE,
o
id (%) - R ID,
o
role (A) - ZJRERHFITTRAE : Started. Unpromoted,Promoted.
[ ]
ticket (4 78)- BHRATHKIBIRIRIZH T,
[ ]
id (®lik) - 2R ID, MEKIEE, SEFAIERK.
[ ]

options (®Iik) - “AFF-H FEaFIxK,

loss-policy (AI3E) - TEREH ticket I BN BGRIITROERE,

RAERT, BRAEUKR ticket 2V,

T B B IR RAR LRSS KN -

ha_cluster_constraints_ticket:
- resource:
id: resource-id
role: resource-role
ticket: ticket-name
id: constraint-id
options:
- nhame: loss-policy
value: loss-policy-value
- hame: option-name
value: option-value

EA LU R RE RIS RECE L TUIH :
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[ ]
resource_sets (W) - WRERTIE,
o
resource_ids (#5F) - WiRIIZE,
o
options (®ik) - “GFF/E"FHIIFRFEMFEES b T IRMAHLI RGO,
[ ]
ticket (%3%)- HBHEVE I —AME L ticket 23R,
[ ]
id ("I%) - HEHEVE N E A RELR,
[ ]

I (RIE) - MREMELF iR AR RIRLIR,

BRE ticket ZVSRAISSHIANT -

ha_cluster_constraints_ticket:
- resource_sets:
- resource_ids:
- resource-id1
- resource-id2
options:
- nhame: option-name
value: option-value
ticket: ticket-name
id: constraint-id
options:
- name: option-name
value: option-value

X OEEAFERFINEEMN ha_cluster REifafa playbook =l , &2 5 A FEREHIAEE
= o] SRR,

ha_cluster_gnetd

(RHEL 8.8 R EShRA) L ERE gnetd F4l, AREHATLMENERBNAERIPE LS.

EaI L gqnetd EHECELLTIA -
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present (i) - MNRHN true, MEFH LEE qnetd SLfHl, MR H false, HEMEHL
FllER gnetd Eei&. BRIAE N false. MIRFHKLEN true, MAFF
ha_cluster_cluster_present % &} false,

start_on_boot (A[ik) - Bdi& gnetd SLBIRENIESI SN BEIEsh. BRIMEN true,

regenerate_keys (aIik) - St E%EN true LLEFHERK gnetd TLS UE5, MRE
MERTIUES, WM EFZTAR, UMESNMRERRERED gnetd T4, FHEFETT
pcs.

EICEEERR TR EiE1T gnetd, ENBRERWBIF gnetd 1#4F.

BXRERAMREIXAAESREMN ha_cluster R playbook =, HFSHMEMA hEF L FEESE
g¥°

=
o
3

/usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 3 #

/usr/share/doc/rhel-system-roles/ha_cluster/ directory

11.2. 5 HA_CLUSTER RHEL REiafaigE— a8

1/ ha_cluster %5 fafa playbook A& HA &, fEal LUl R hNERRCE T AR
i.ll:o

11.2.1. FEF L PEE T AT

NFERRIENT R, EULUEFEELTWA -

node_name - £& T BB TR,

pcs_address - pcs AT 517 st m@Eaihit, SaILLEAFR. FQDN =X IP ihit, 3 B=
Dagmas,
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corosync_addresses - Corosync {1 it 51k A B E LA T a2 2GR
WEMHhhE, FABUMNITFthREE,

LIFRHIERT —ABEEBIE nodel fl node2 H955H., node1 #l node2 /i EELRE A, =HE
WHIRES R T, B, ZFREILLAIT /etc/hosts SR,

all:
hosts:
node1:
ha_cluster:
node_nhame: node-A
pcs_address: nodel-address
corosync_addresses:
-192.168.1.11
-192.168.2.11
node2:
ha_cluster:
node_name: node-B
pcs_address: node2-address:2224
corosync_addresses:
-192.168.1.12
-192.168.2.12

HAth B

[}
/usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 3 #

/usr/share/doc/rhel-system-roles/ha_cluster/ directory

11.2.2. 55 A& watchdog #1 SBD %%

(RHEL 8.7 REE kA ) SBD I, #&EalLiF ik E R hrE4 T =& watchdog #1 SBD %
. BAFA SBD kEMUMEMA T R{EZHATMMAE T RiFE, BN RALUVEEHEATRN
2. 817 =B watchdog ZE WA LAIFRE,. BXETLERSA MR playbook HikiE SBD L EME
8, #H30 ha_cluster R5ifa a2 ha_cluster_sbd_enabled #1 ha_cluster_sbd _ options 5%
H.

NFFRPIENT R, ERLUESHEEUTHA :

sbd_watchdog_modules (%) - (RHEL 8.9 R E#HhiA)E#H; A Watchdog P&
3k, HBE /dev/watchdog* %#&., MIREBXE, NBEKIAHEHXK,
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sbd_watchdog_modules_blocklist (a3%) - (RHEL 8.9 KB HThRA)E EIEMBH LA
Watchdog R##EHR, MIREFIXE, MEKINHZEIIXR,

sbd_watchdog - SBD {# [ Watchdog % #&. MREHFIXE, NBKIAH
/dev/watchdog,

sbd_devices - AT 3#: SBD {5 S ML ZEH %S, MREAXE, MBI AZEIIEK,

LUFRHIERT BIR node1 #l node2 Adi& watchdog #1 SBD % & HIEH,

all:
hosts:
node1:
ha_cluster:
sbd_watchdog_modules:
- module1
- module2
sbd_watchdog: /dev/watchdog2
sbd_devices:
- /dev/vdx
- /dev/vdy
node2:
ha_cluster:
sbd_watchdog_modules:
- module1
sbd_watchdog_modules_blocklist:
- module2
sbd_watchdog: /dev/watchdog1
sbd_devices:
- /dev/vdw
- /dev/vdz

AXOIRFEA SBD RENSTAMRINTE, 1§55 KERSA SBD T wEENE T AR,

Hth B

[}
/usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 3 #

/usr/share/doc/rhel-system-roles/ha_cluster/ directory

11.3. IE T AR PCSD TLS iE BB
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(RHEL 8.8 BREHMIIRA)

EALUEA ha_cluster RS o AMER DO TLS IE-BMEHAS . 2171 playbook
i, ha_cluster REiA BRI certificate RETAEEEME TLS iE#.

g

H
[=]

ha_cluster R5ifa aEHis T m LM ANEERE, playbook Hi5ENE
& EERE K,

FRFH
FEASHFEHTRAIRETR

L2 & M L2 1T playbook B F &SR BIRHIT =,

AT EEIRET Bk 2A sudo HBR,

YENSEBER CLBTI RGN AT RHEL #1 RHEL =] M 20 40 30T 54,

BRI EERT S, M4 ha_cluster REAGBIEESH sk,

BB a S LI TAREM playbook 324, #0 ~/playbook.yml

- name: Create TLS certificates and key files in a high availability cluster
hosts: node1 node2
roles:

- rhel-system-roles.ha_cluster

vars:

ha_cluster_cluster_name: my-new-cluster
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ha_cluster_hacluster_password: <password>
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_pcsd_certificates:
- name: FILENAME
common_name: "{{ ansible_hosthame }}"
ca: self-sign

it playbook BSi&iz1T firewalld #1 selinux fRSSHIEEERE, FH1E /var/lib/ pcsd HOIEBEA
pcsd WEBHFAHH. pesd iFHBEBXHHA FILENAME.crt, B4 4 FILENAME.key,

FEFIEAIE playbook X, vault 2INEHET, 7E A Ansible Vault INFRE &
Ak,

JE playbook 5%k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHERBENNEE,

’—

i&1T playbook :

$ ansible-playbook ~/playbook.ymi

=
o
B

/usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 3 #

/usr/share/doc/rhel-system-roles/ha_cluster/ B3 & RHEL REifafiERiEH

1.4, BKEFZTHEMERNE T AR

LUF 7 ha_cluster RGi Akl R AR ERE H B AA a2 TEME RN ST AR,
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28 1= FH RHEL RGiAfEE S o AtEER

==
[=]

>

ha_cluster R5ifa aEHis T m LEMANEERE, playbook Hi5ENE
S EERRE K,

FTRFH

FEAESFEHT RAIRETR

L2 & EH L2197 playbook B /1 &SR BIRHIT =,

AT EERRET Bk 2A sudo HBR,

YERSEBER CLB TR AT RHEL #1 RHEL =] FAEME 20 40 3807 54,

BRI EER T S, M4 ha_cluster REAGBIEESH sk,
P2

BB a S LI TAREM playbook X4, #0 ~/playbook.yml

- name: Create a high availability cluster with no fencing and which runs no resources
hosts: node1 node2
roles:

- rhel-system-roles.ha_cluster
vars:
ha_cluster_cluster_name: my-new-cluster

ha_cluster_hacluster_password: <password>
ha_cluster_manage_firewall: true

ha_cluster_manage_selinux: true

XA TP playbook X#HEZE—NZ1T firewalld F selinux fRSHER:, RARKERSE, B
BAEBTEMER.
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FNEFIIEME playbook XN, vault &MNEE, 7 M Ansible Vault INFEAE
7P

IS playbook ik :

I $ ansible-playbook --syntax-check ~/playbook.ymi

HER, ZTeERE

e, FRIEHERBARNEKE,

’—

i&{T playbook :

I $ ansible-playbook ~/playbook.yml

Hith BHR

/usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 3 #

/usr/share/doc/rhel-system-roles/ha_cluster/ directory

11.5. EEH ARENRRNE T AR

LUF 7R ha_cluster R Ak OIEa o AMER, ZEHOSRE XS, SHTER. WRAMN
TeBEMITTR,

g

H
[=]

ha_cluster R5ifa aEHis T m LM ANEERE, playbook Hi5ENE
& EERRE K,

FRFH

FEAESHFERHT RHNRE T <.


https://docs.ansible.com/ansible/latest/user_guide/vault.html

L2

P 11%E FH RHEL RStk EB s A ER

a2 & £ L2197 playbook B F &SR BIHRHIT =,

AT EERRET Bk 2A sudo HBR,

ENERBER CLB TR AT RHEL #1 RHEL =5 ] M 20 40 3807 34,

BN HEEER T =, M N ha cluster R AGBIEEFHE bk,

BB E S LI TAREM playbook X4, #1 ~/playbook.yml :

- name: Create a high availability cluster that includes a fencing device and resources
hosts: node1 node2
roles:
- rhel-system-roles.ha_cluster
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: <password>
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_resource_primitives:

- id: xvm-fencing
agent: 'stonith:fence_xvm’
instance_attrs:

- attrs:
- name: pcmk_host_list
value: node1 node2

- id: simple-resource
agent: 'ocf:pacemaker:Dummy’

- id: resource-with-options
agent: 'ocf:pacemaker:Dummy
instance_attrs:

- attrs:
- name: fake
value: fake-value
- hame: passwd
value: passwd-value
meta_attrs:
- attrs:
- hame: target-role
value: Started
- hame: is-managed
value: 'true'
operations:
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- action: start
attrs:
- name: timeout
value: '30s'
- action: monitor
attrs:
- name: timeout
value: '5'
- name: interval
value: "Imin’
- id: dummy-1
agent: 'ocf:pacemaker:Dummy’
- id: dummy-2
agent: 'ocf:pacemaker:Dummy’
- id: dummy-3
agent: 'ocf:pacemaker:Dummy’
- id: simple-clone
agent: 'ocf:pacemaker:Dummy’
- id: clone-with-options
agent: 'ocf:pacemaker:Dummy’
ha_cluster_resource_groups:
- id: simple-group
resource_ids:
- dummy-1
- dummy-2
meta_attrs:
- attrs:
- hame: target-role
value: Started
- hame: is-managed
value: 'true'
- id: cloned-group
resource_ids:
- dummy-3
ha_cluster_resource_clones:
- resource_id: simple-clone
- resource_id: clone-with-options
promotable: yes
id: custom-clone-id
meta_attrs:
- attrs:
- name: clone-max
value: '2'
- name: clone-node-max
value: "1’
- resource_id: cloned-group
promotable: yes

XANRHI playbook B E—ANZET firewalld # selinux BRSSHIER., £ROERS. %
A ERMFERA, a8 mRANETRE,

FNEFIAME AR playbook XA, vault INFEHER, M7E /A Ansible Vault INFERZE &
Ak,
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% %= £/ RHEL XA BKES A AR
IS playbook ik :

I $ ansible-playbook --syntax-check ~/playbook.ymi

HER, X esRE

FEER, FRMIEHERBARNEKE,

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

Hth BHR

/usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 3 #

/usr/share/doc/rhel-system-roles/ha_cluster/ directory

11.6. BB E R A HIRM B RIR PR AN S T SRR

(RHEL 8.9 REEhRA)fEA ha_cluster REifA R OIEE U FHREMFTREERIAFEMNS ol AL

g

H
[=]

ha_cluster R5ifa aEHis T m LEMANEERE, playbook Hi5ENE
& EERRE K,

FRFH

FEEAESHFERHT RHNRET <.

L2 & M L2197 playbook B9 F &SR BIRHIT =,
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AT EEIRET Bk 28 sudo HBR,

YERSEBER CLB TI R AT RHEL #1 RHEL =5 ] A 20 40 30T 54,

BRI EER T S, M4 ha_cluster REAGBIEESH sk,

£

BB EE LI TAREM playbook X4, #1 ~/playbook.yml :

- name: Create a high availability cluster that defines resource and resource operation
defaults
hosts: node1 node2
roles:
- rhel-system-roles.ha_cluster
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: <password>
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
# Set a different resource-stickiness value during
# and outside work hours. This allows resources to
# automatically move back to their most
# preferred hosts, but at a time that
# does not interfere with business activities.
ha_cluster_resource_defaults:
meta_attrs:
- id: core-hours
rule: date-spec hours=9-16 weekdays=1-5
score: 2
attrs:
- name: resource-stickiness
value: INFINITY
- id: after-hours
score: 1
attrs:
- hame: resource-stickiness
value: 0
# Default the timeout on all 10-second-interval
# monitor actions on IPaddr2 resources to 8 seconds.
ha_cluster_resource_operation_defaults:
meta_attrs:
- rule: resource ::IPaddr2 and op monitor interval=10s
score: INFINITY
attrs:
- name: timeout
value: 8s
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XA RPI playbook AR E—NZ1T firewalld 1 selinux FRSSHUERE., £ROIEWERMNE
RO,

FEFIEAIE playbook X, vault 2INEHET, #7E A Ansible Vault INFRE &
ik,

JE playbook &3k :

I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHERBENNEE,

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

HAth B

/usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 3 #

/usr/share/doc/rhel-system-roles/ha_cluster/ directory

11.7. EAREIC R ES o AR

(RHEL 8.10 ZE & kA ) ha_cluster R4t OB —1E X EE S M ol LR

g

H
[=]

ha_cluster R5ifa aEHis €T m LEMANEERE, playbook Hi5ENE
S EERRE K,
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FRFM

EEEFFIEHT RNIZRET <.

LI 2 &E EH L2197 playbook B F &SR BIRHIT =,

AT EENZET <K BA sudo TR,

YENEBER FLZ TR S FiA T RHEL f1 RHEL & R b2 4 a9 3807 i,

BHEXHEERRT N, M ha_cluster REAGBIEEF T hAnd, AXEIEEHRHH
EHER, HSME RHEL 8 L& 61T =,

£

RHENBUEZ BFHEEME X4 :

BIREE

$ ansible-vault create vault.yml
New Vault password: <vault_password>
Confirm New Vault password: <vault_password>

£ ansible-vault create fp ST iSRG, LA < key> : < value> #EHA BB
iz -

cluster_password: <cluster_password>
fence1_password: <fence1_password>
fence2_password: <fence2_password>

REFEN, FXHSES3. Ansible IN# vault hEEIE,

fIlE— playbook X4, #l ~/playbook.yml, X/ Rfl playbook XH4EE—1N 21T
firewalld 1 selinux ARS5HIERE,
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- name: Create a high availability cluster
hosts: node1 node2

vars_files:
- vault.yml
tasks:

28 1= FH RHEL RGiAfEE S o AtEER

- name: Configure a cluster that defines fencing levels
ansible.builtin.include_role:
name: rhel-system-roles.ha_cluster

vars:

ha_cluster_cluster_name: my-new-cluster

ha_cluster_hacluster_password: "{{ cluster_password }}"
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_resource_primitives:

- id: apc1

agent: 'stonith:fence_apc_snmp’
instance_attrs:

- attrs:

- hame:
value:
- hame:
value:
- hame:
value:
- hame:
value:

- id: apc2

p

apc1.example.com
username

user

password

"{{ fence1_password }}"
pcmk_host_map
node1:1;node2:2

agent: 'stonith:fence_apc_snmp'
instance_attrs:

- attrs:

- hame:
value:
- hame:
value:
- hame:
value:
- hame:
value:

p

apc2.example.com
username

user

password

"{{ fence2_password }}
pcmk_host_map
node1:1;node2:2

# Nodes have redundant power supplies, apc1 and apc2. Cluster must
# ensure that when attempting to reboot a node, both power
# supplies # are turned off before either power supply is turned

# back on.

ha_cluster_stonith_levels:

- level: 1

target: node1
resource_ids:

- apci
- apc2
- level: 1

target: node2
resource_ids:

- apci
- apc2
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JHE playbook 53k :

I $ ansible-playbook --syntax-check --ask-vault-pass ~/playbook.yml

HER, ZITeERE

FEER, FRMIEHERBARNEKE,

,—

i&1T playbook :
I $ ansible-playbook --ask-vault-pass ~/playbook.yml

Hth BHR

/usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 3 #

/usr/share/doc/rhel-system-roles/ha_cluster/ directory

Ansible vault
11.8. AR BIACE = o] SR

LUF 7R ha_cluster Rt AIBRS I AEEE, HAaSHWRABEZR. BR colocation 23R,
BRI R BR B A BT R = iR R .

g

H
[=]

ha_cluster R5ifa aEHis T m LEMANEERE, playbook Hi5ENE
S EERRE K,

FRFH

FEAESFEHT RHNRET <.


https://docs.redhat.com/en/documentation/red_hat_enterprise_linux/8/html/automating_system_administration_by_using_rhel_system_roles/ansible-vault_automating-system-administration-by-using-rhel-system-roles

L2

28 1= FH RHEL RGiAfEE S o AtEER

LI 2 & EH L2 1T playbook B9 F &SR BIRHIT =,

AT EEIRET Bk 2A sudo HBR,

ENERBER CLB TR AT RHEL #1 RHEL =5 ] M 20 40 3807 34,

BN HEEER T =, M N ha cluster R AGBIEEFHE bk,

BB E S LI TAREM playbook X4, #1 ~/playbook.yml :

- name: Create a high availability cluster with resource constraints
hosts: node1 node2
roles:
- rhel-system-roles.ha_cluster
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: <password>
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
# In order to use constraints, we need resources the constraints will apply
# to.
ha_cluster_resource_primitives:
- id: xvm-fencing
agent: 'stonith:fence_xvm’
instance_attrs:
- attrs:
- name: pcmk_host_list
value: node1 node2
- id: dummy-1
agent: 'ocf:pacemaker:Dummy’
- id: dummy-2
agent: 'ocf:pacemaker:Dummy’
- id: dummy-3
agent: 'ocf:pacemaker:Dummy’
- id: dummy-4
agent: 'ocf:pacemaker:Dummy’
- id: dummy-5
agent: 'ocf:pacemaker:Dummy’
- id: dummy-6
agent: 'ocf:pacemaker:Dummy’
# location constraints
ha_cluster_constraints_location:
# resource ID and node name

89



Red Hat Enterprise Linux 8 {§fl RHEL RGiffaHIIL R TR

- resource:
id: dummy-1
node: node1
options:
- hame: score
value: 20
# resource pattern and node nhame
- resource:
pattern: dummy-\d+
node: node1
options:
- hame: score
value: 10
# resource ID and rule
- resource:
id: dummy-2
rule: '#uname eq node2 and date in_range 2022-01-01 to 2022-02-28"
# resource pattern and rule
- resource:
pattern: dummy-\d+
rule: node-type eq weekend and date-spec weekdays=6-7
# colocation constraints
ha_cluster_constraints_colocation:
# simple constraint
- resource_leader:
id: dummy-3
resource_follower:
id: dummy-4
options:
- hame: score
value: -5
# set constraint
- resource_sets:
- resource_ids:
- dummy-1
- dummy-2
- resource_ids:
- dummy-5
- dummy-6
options:
- hame: sequential
value: "false"
options:
- hame: score
value: 20
# order constraints
ha_cluster_constraints_order:
# simple constraint
- resource_first:
id: dummy-1
resource_then:
id: dummy-6
options:
- name: symmetrical
value: "false"
# set constraint



- resource_sets:
- resource_ids:
- dummy-1
- dummy-2
options:
- hame: require-all
value: "false"
- hame: sequential
value: "false"
- resource_ids:
- dummy-3
- resource_ids:
- dummy-4
- dummy-5
options:
- hame: sequential
value: "false"
# ticket constraints

ha_cluster_constraints_ticket:

# simple constraint
- resource:
id: dummy-1
ticket: ticket1
options:
- name: loss-policy
value: stop
# set constraint
- resource_sets:
- resource_ids:
- dummy-3
- dummy-4
- dummy-5
ticket: ticket2
options:
- hame: loss-policy
value: fence

P 11%E FH RHEL RStk EB s A ER

XA playbook SCHHECE — 1N 21T firewalld Fl selinux IRSSBVERE, £RAEFRAE

AR, WRIEELR. HRIEFARMNFTRRESIR,

NEFIME AR playbook X, vault INFEHEN, M7E /A Ansible Vault INFERZE &

Pk,

JE playbook 53k :

I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XTeRREIEEER, FRELEHERBERNEE.

o1


https://docs.ansible.com/ansible/latest/user_guide/vault.html
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i&1T playbook :
I $ ansible-playbook ~/playbook.yml
H At BT iR

/usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 3 #

/usr/share/doc/rhel-system-roles/ha_cluster/ directory

11.9. fEE o] A E#HPACE COROSYNC {H

(RHEL 8.7 REShRA ) ha_cluster REifatafl|E2&E Corosync ERE AT FAMEE.

g

H
[=]

ha_cluster R5ifa aEHis T m LEMANEERE, playbook Hi5ENE
& EERE K,

FRFH
FEASFEHT RAIRETR

LRI £ 4 L5217 playbook FIF P & sk RIS =

AT EEIRET Bk 2A sudo HBR,

YENSERBER CLB TR AT RHEL #1 RHEL =] M 20 40 3807 54,

BRI EERT S, M4 ha_cluster REAGBIEES T sk,



P 11%E FH RHEL RStk EB s A ER

BIEES LI TRAN playbook X4, 0 ~/playbook.yml :

- name: Create a high availability cluster that configures Corosync values

hosts: node1 node2
roles:

- rthel-system-roles.ha_cluster

vars:

ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: <password>
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true

ha_cluster_transport:
type: knet
options:
- hame: ip_version
value: ipv4-6
- name: link_mode
value: active
links:
- name: linknumber
value: 1
- name: link_priority
value: 5
- name: linknumber
value: 0
- name: link_priority
value: 10
compression:
- name: level
value: 5
- name: model
value: zlib
crypto:
- hame: cipher
value: none
- name: hash
value: none
ha_cluster_totem:
options:

- name: block_unlisted_ips

value: 'yes'
- hame: send_join
value: 0
ha_cluster_quorum:
options:

- name: auto_tie_breaker

value: 1
- name: wait_for_all
value: 1
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XA playbook X#ECE—1NZ1T firewalld #l selinux RS5ECE Corosync BHEHIE
B,

FNEFIAE AR playbook XA, Vault &INFEHER, #0 £/ Ansible Vault IFERNA
ik,

JE playbook 53k :

I $ ansible-playbook --syntax-check ~/playbook.ymi

HER, X esRE

FEER, FRMIEHERBARNEKE,

i&{T playbook :

I $ ansible-playbook ~/playbook.yml

Hith BHIR

/usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 3 #

/usr/share/doc/rhel-system-roles/ha_cluster/ directory

11.10. [ SBD T ek En o AMEE

(RHEL 8.7 REEIRA)EM ha_cluster RSB A SBD 1 mfa=m ol AtEEER.

g

H
[=]

ha_cluster R5ifa aEHis T m LEMANEERE, playbook Hi5ENE
S EERRE K,


https://docs.ansible.com/ansible/latest/user_guide/vault.html

28 1= FH RHEL RGiAfEE S o AtEER

It playbook {8 F—/ in#; watchdog #REEH X4 (7€ RHEL 8.9 R EBEHhRAFZFF) , M ES
Hrhfgi& watchdog 1 SBD ¥ & HATk,

FRFH

EZ

FEAESFEHT RHNRE T <.

L2 & M LiZ1T playbook B F &SR BIRHIT =,

AT EEIRET Bk 2A sudo HBR,

YERNERBER GLZTRIR S A ®T RHEL #1 RHEL = FI M hnZH a9 30T 5.,

ARNHEEERT R, M5 ha_cluster R A EIEESH Ak,

BB ES LU FTREM playbook X4, #l ~/playbook.yml :

- name: Create a high availability cluster that uses SBD node fencing
hosts: node1 node2
roles:
- rhel-system-roles.ha_cluster
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: <password>
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_sbd_enabled: yes
ha_cluster_sbd_options:
- name: delay-start
value: 'no’
- nhame: startmode
value: always
- name: timeout-action
value: 'flush,reboot’
- name: watchdog-timeout
value: 30
# Suggested optimal values for SBD timeouts:
# watchdog-timeout * 2 = msgwait-timeout (set automatically)
# msgwait-timeout * 1.2 = stonith-timeout
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ha_cluster_cluster_properties:

- attrs:
- name: stonith-timeout

value: 72
ha_cluster_resource_primitives:
- id: fence_sbd
agent: 'stonith:fence_shd’
instance_attrs:

- attrs:
# taken from host_vars

- name: devices
value: "{{ ha_cluster.sbd_devices | join(’,") }}"

- name: pcmk_delay base
value: 30

XANRHI playbook XHEEE—4NZET firewalld # selinux BRSSHIER, ©EH SBD fRE
F#0E SBD Stonith %,

FEFIEAIE playbook XA, vault 2INFHER, 7E A Ansible Vault INFARE &
ik,

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHRBENNEE,

i&1T playbook :
I $ ansible-playbook ~/playbook.ymi

HinBR

[}
/usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 3 #

/usr/share/doc/rhel-system-roles/ha_cluster/ directory

1.1, EAPEEEERES T AR

(RHEL 8.8 REEIRA)EME A ha_cluster REiABEEF AR EH XENES T ALER, BXXE
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8 N1NE i RHEL REGAGEES o AEER
fhEE R, BEMBILXTRE, EETRRENERDERIZLE.

11.11.1. EEEPE LS

E{H M ha_cluster REiABEEME LS, HRELUTSEEE, 51, EFEEEH T2 Lia1T
fhEik s,

g

H
[=]

ha_cluster R5ifa aEHis €T m LEMIIANEERE, playbook HFiEEN
S E R K.

FRFH

ZEASHFEHTRAIRETR

LRI #5324l 21T playbook HIF P &k RIS =,

AT EERRET <k 28 sudo HBR,

1RE A E %SRS AEE RHEL #1 RHEL High Availability B inZH4ma380T
[‘ﬂo

BERMHEEMELSE, 05 ha_cluster R A EIEEBH Ak,
£

BIBEa S LI TRZEM playbook 324, #1 ~/playbook.yml

- name: Configure a quorum device
hosts: nodeQ

roles:
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- rthel-system-roles.ha_cluster

vars:
ha_cluster_cluster_present: false
ha_cluster_hacluster_password: <password>
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_qnetd:

present: true

XA playbook S#EFEIZAT firewalld 1 selinux BRSSBIR S thic B L% #%.

HEF I EAIE playbook SR, vault 2INEFE, M7 M Ansible Vault INFEARZE

T,
2.
U playbook &k :
I $ ansible-playbook --syntax-check ~/playbook.ymi
WAR, XMefREIEEE, FREERAFHNEE,
3.
J&1T playbook :
I $ ansible-playbook ~/playbook.yml
H At BT iR

/usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 3 #

/usr/share/doc/rhel-system-roles/ha_cluster/ directory

11.11.2. BE—NMEHLUERE S

ERRMNRE N ARG, HRRBUTSERIEF.
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28 1= FH RHEL RGiAfEE S o AtEER

==
[=]

>

ha_cluster R5ifa B His T m LEMIANEERE, playbook HFiEEN
S BT K.

FRFH

FEEAESHFERHT RHNRET <.

L2 E EH 21T playbook B F &SR BIHRHIT =,

AFEEIZET Siik P BH sudo HER.

YE MR BN CLB TR AT RHEL #1 RHEL =] FAtER hnZH A 80T 5.

BEXHEEERT S, W H ha_cluster REiAGBIEESH sk,

ZERE T —MPEIE.

L

BIRE S LI TAREM playbook X4, # ~/playbook.yml :

- name: Configure a cluster to use a quorum device

hosts: node1 node2

roles:
- rhel-system-roles.ha_cluster

vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: <password>
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_quorum:

device:
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model: net
model_options:
- name: host
value: nodeQ
- name: algorithm
value: Ims

XA APl playbook XHECE — Nz T A FhEX &1 firewalld #1 selinux BRS5H95ERE,

HEFHE AR playbook LR, vault &MEER, M7 &/ Ansible Vault INBAE
FR AR,

U playbook &k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEE, FRBEHREENNERE,

3.
j&{T playbook :
I $ ansible-playbook ~/playbook.ymi
Hfh BR
[ ]

/usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 3 #

/usr/share/doc/rhel-system-roles/ha_cluster/ directory

11.12. AT REMEES T AR

(RHEL 8.10 B S A ) ha_cluster RSt AOIEBEE T aEHENS o AYER.

FRFM

[
R B E 21T playbook BT s E&3 T ansible-core,
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28 1= FH RHEL RGiAfEE S o AtEER

al

BARZEEEHML T = L% ansible-core,

R B EI21T playbook IFREE LR T rhel-system-roles ¥ {42,

VENEBER CLB TR AT RHEL #1 RHEL =] M 20 40 3807 54,

H
[=]

>

ha_cluster R5ifa B s €T m LEMANEERE, playbook Hi5ENE
S EER E K,

BIB—MEESRPH T RESEEXM, M 09 ha_cluster REifA &IEEF T AT,

fIlE—4" playbook 3, # new-cluster.yml,

k

N
p 3
;

il

HEFIERIE playbook SR, vault &MEBEER, M7 [/ Ansible
Vault IEANZA Hpmk,

LI playbook XHHELE—1NZE1T firewalld 1 selinux BRSHIER, B A NERDH
TREENT RE%.

- hosts: node1 node2
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: password
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_node_options:
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- node_name: node1
attributes:

- attrs:
- name: attributei
value: value1A
- name: attribute2
value: value2A

- node_name: node2
attributes:

- attrs:

- name: attributei
value: value1B

- name: attribute2
value: value2B

roles:

- linux-system-roles.ha_cluster

Rz,

,—

BT

playbook, 1EEESE 1 & h AN FH XA FHNEE,

I # ansible-playbook -i inventory new-cluster.yml

11.13. {8/ HA_CLUSTER RHEL RZ:fi fa1is ol [t £ hAlE APACHE HTTP IR% 3%

7S A ha_cluster REIAEBIEN T = Red Hat Enterprise Linux /= o] A INAH G ERhRdE —
AN EBN/450 Apache HTTP BRS5%3.

g

H
[=]

ha_cluster R5ifa aE s m LEMANEERE, playbook Hi5ENE
& EERRE K,

FRFH

FEEAESFEHT RHNIRET <.



P 11%E FH RHEL RStk EB s A ER

LI 2 & EH L2197 playbook B F &SR BIRHIT =,

AT EEIRET Bk 28 sudo HBR,

YERERBER GLZTHIR S A ®T RHEL #1 RHEL = FI MM DN a9 30T 5.,

BRI EERT S, M4 ha_cluster REAGBIEES T sk,

RERE T BEA XFS XHR5M LVM 2548, M1 /£ Pacemaker S£ErhEdEEHR XFS XX

HREIH LVM % sk,

B A& T Apache HTTP IR55%5, 0 EZi& Apache HTTP BRS52% thAmk,

ZERNRGEE—TRATRERET S8 APC BRI X,

BB E S LI TAREM playbook X4, # ~/playbook.yml :

- name: Configure active/passive Apache server in a high availability cluster

hosts: z1.example.com z2.example.com
roles:

- rthel-system-roles.ha_cluster
vars:

ha_cluster_hacluster_password: <password>

ha_cluster_cluster_name: my_cluster

ha_cluster_manage_firewall: true

ha_cluster_manage_selinux: true

ha_cluster_fence_agent_packages:

- fence-agents-apc-snmp
ha_cluster_resource_primitives:
- id: myapc
agent: stonith:fence_apc_snmp
instance_attrs:
- attrs:
- hame: ipaddr
value: zapc.example.com
- name: pcmk_host_map
value: z1.example.com:1;z2.example.com:2
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- hame: login
value: apc
- hame: passwd
value: apc
-id: my_lvm
agent: ocf:heartbeat:LVM-activate
instance_attrs:
- attrs:
- hame: vghame
value: my_vg
- hame: vg_access_mode
value: system_id
-id: my_fs
agent: Filesystem
instance_attrs:
- attrs:
- name: device
value: /dev/imy_vg/my_lv
- name: directory
value: /var/www
- name: fstype
value: xfs
- id: VirtuallP
agent: IPaddr2
instance_attrs:
- attrs:
- hame: ip
value: 198.51.100.3
- name: cidr_netmask
value: 24
- id: Website
agent: apache
instance_attrs:
- attrs:
- name: configfile
value: /etc/httpd/conf/httpd.conf
- name: statusurl
value: http://127.0.0.1/server-status
ha_cluster_resource_groups:
- id: apachegroup
resource_ids:
-my_lvm
-my_fs
- VirtuallP
- Website

X3Pl playbook SXHEIZTT firewalld 1 selinux ARSSBIESAEFIT = HA £8Pl E
Z BIBIE M Apache HTTP RS 3.

XA REIERAENE N zapc.example.com B9 APC HRFF X, MNREHAFREMH RS
REE, NRETLLUERIEE X ha_cluster_fence_agent_packages ZF & R E R R EMIRE
ﬁﬂo
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FEFIEAIE playbook SR, vault RINEHE, M7E M Ansible Vault INFEARZE
7P

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FREEHERBERNEE.

7—

i&1T playbook :
I $ ansible-playbook ~/playbook.yml

LIRfEH apache FRAEEKER Apache i, ERRfEMA systemd. Ak, EFiGHE
Apache R#t# logrotate %<, FHA{EMH systemctl EHNE: Apache,

EEBBMEA T = LR /etc/logrotate.d/httpd SXEFFRELLTFAT -

I # /bin/systemctl reload httpd.service > /dev/null 2>/dev/null || true

[}
*fF RHEL 8.6 Rz GHIARA, HEMRMTERAUT=ST, &
Ivar/run/httpd-website.pid #5577 PID X#i&%F, Hrh website & Apache FREATR,
1E&pHIsh, Apache ¥EAFRE Website,

/usr/bin/test -f /var/run/httpd-Website.pid >/dev/null 2>/dev/null &&

/usr/bin/ps -q $(/usr/bin/cat /var/run/httpd-Website.pid) >/dev/null 2>/dev/null &&
/usr/sbin/httpd -f /etc/httpd/conf/httpd.conf -c "PidFile /var/run/httpd-Website.pid" -
k graceful > /dev/null 2>/dev/null || true

*F RHEL 8.5 REBERIRA, FHEMBRMITEBRNLLT=1T :

/usr/bin/test -f /run/httpd.pid >/dev/null 2>/dev/null &&

/usr/bin/ps -q $(/usr/bin/cat /run/httpd.pid) >/dev/null 2>/dev/null &&
/usr/sbin/httpd -f /etc/httpd/conf/httpd.conf -c "PidFile /run/httpd.pid"” -k graceful >
/dev/null 2>/dev/null || true
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MEBPH—I T RRERRIRE, I8, AN ERBETER—1MTR
+, z1.examp|e.como

MR AZNEENTREEZTT, NEALLZETT pes resource debug-start resource 4% 3l
KFRECE,

[root@z1 ~]# pcs status

Cluster name: my_cluster

Last updated: Wed Jul 31 16:38:51 2013

Last change: Wed Jul 31 16:42:14 2013 via crm_attribute on z1.example.com
Stack: corosync

Current DC: z2.example.com (2) - partition with quorum

Version: 1.1.10-5.el7-9abe687

2 Nodes configured

6 Resources configured

Online: [ z1.example.com z2.example.com ]

Full list of resources:

myapc (stonith:fence_apc_snmp): Started z1.example.com

Resource Group: apachegroup
my_Ilvm (ocf::heartbeat:LVM-activate): Started z1.example.com
my fs  (ocf::heartbeat:Filesystem): Started z1.example.com
VirtuallP (ocf::heartbeat:IPaddr2): Started z1.example.com

Website (ocf::heartbeat:apache): Started z1.example.com
2.
SHEMIHETRE, SN EIERE L IPaddr2 TR IP i, kEERHOIET,
Eﬁnﬁjﬁﬂ‘]ﬁﬁ"Hello"o
I Hello
3.
EMXZ1T7E 21.example.com _LHBTRA R E oI LIEIH BT 2 22.example.com, 117
= zl.example.com EF £l BERX, BT REFEBEE TR,
I [root@z1 ~]# pcs node standby z1.example.com
4,

s z1 BF fl B G, MEEPFNENTRRESRRRES, F1E8, WRINESNZ
TfEz2 Lk,

[root@z1 ~]# pcs status

Cluster name: my_cluster

Last updated: Wed Jul 31 17:16:17 2013

Last change: Wed Jul 31 17:18:34 2013 via crm_attribute on z1.example.com
Stack: corosync

Current DC: z2.example.com (2) - partition with quorum

Version: 1.1.10-5.el7-9abe687
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2 Nodes configured
6 Resources configured

Node z1.example.com (1): standby
Online: [ z2.example.com ]

Full list of resources:

myapc (stonith:fence_apc_snmp): Started z1.example.com
Resource Group: apachegroup
my_lvm (ocf::heartbeat:LVM-activate): Started z2.example.com
my _fs  (ocf::heartbeat:Filesystem): Started z2.example.com
VirtuallP (ocf::heartbeat:IPaddr2): Started z2.example.com
Website (ocf::heartbeat:apache): Started z2.example.com

XK IP it R TR B, AT,

5.
EM HFH EZX PR z1, ERALLTHS,
I [root@z1 ~]# pcs node unstandby z1.example.com
A=
M &l AP HERT S A BFA2SBIFRERZ T = XRHKET iR
resource-stickiness {i. A% resource-stickiness TTEBMMIFE, E5E KE
i AN =Py T TR P =
Hith FR

/usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 3 #

/usr/share/doc/rhel-system-roles/ha_cluster/ directory
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%8 12 & {#/ RHEL XZifatafkci& SYSTEMD B

{5/ journald RHEL Xk&ifafa, #EaILLEBhE systemd BH&, FH{#F Red Hat Ansible Automation
Platform B2 ERF AR &ILK,

12.1. £/ JOURNALD RHEL &SRB AHARICTE

BIAERT, systemd BERFHABEEGELE /run/log/journal HE/NAGE dich, ERZR_RAN, EHE
PRGHEABBRASTEEERE. ETLUERA journald RHEL REABES I REPREEFAHATIC

-‘i‘l‘o

FoRFMH

ZEAESHFERHT RHNRET <.

LI 2 & M L2 1T playbook B9 B SR BIRHIT =,

AT EEIRET Bk 2A sudo HBR,

L2

BIEE S TAEN playbook X, #l ~/playbook.yml :

- name: Configure journald
hosts: managed-node-01.example.com
tasks:
- name: Configure persistent logging
ansible.builtin.include_role:
name: rhel-system-roles.journald
vars:
journald_persistent: true
journald_max_disk_size: <size>
journald_per_user: true
journald_sync_interval: <interval>

Bl playbook HigEMIXEDIE :

journald_persistent: true

108



25 12 &= i/ RHEL RZiAfaldi&E SYSTEMD B&

BRFAERFILR.
journald_max_disk_size: <size>

B ASEXHNRABEAZER KN (LU MB Jy84i) , #iin 2048,

journald_per_user: true

Eci& journald LUAEA AP 2 5R 8 BERIE.
journald_sync_interval: <interval>

Lisrepon AT iE RS IR, B 1.

£ playbook HEAMMAZEMIFE, HEEEH TR LK
/usr/share/ansible/roles/rhel-system-roles.journald/README.md 3,

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FREEHERBERNEE.

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

Hith 5w

/usr/share/ansible/roles/rhel-system-roles.journald/README.md 3

/usr/share/doc/rhel-system-roles/journald/ B3
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25 13 E {#1/ RHEL R4 fECE B oA iE

o

Z({§H Ansible B kdump, EaILUEMA kdump fifs, X2 RHEL 8 oIl RHEL REifafa

5A kdump ARATILEREERFRSERFRENAE, UEREITI.

13.1. {1 KDUMP RHEL %%ifa fafic & N ERT E g ALl

& A LL@TZ9T Ansible playbook £ REiHh A kdump RS BRKBEEANKEHESH.

g

H
[=]

kdump #5583 E#t /etc/ kdump.conf X452 EH T ZEEHM kdump

EE. SN MRNAT kdump fafa, NIZEIMAAAE kdump HEthREER, BfE
eilkaHARTEIEE, thallEH /etc/sysconfigikdump 3,

FRFH
ZEASHFEHTRAIRETR

L2 E M L2197 playbook B F &SR BIHRHIT =,

AT EERRET Bk 28 sudo HBR,

EZ S

BB E S LI TAREM playbook X4, #0 ~/playbook.yml

- hosts: managed-node-01.example.com
roles:
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- rthel-system-roles.kdump
vars:
kdump_path: /var/crash

JHE playbook 53k :

$ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRELEHERBERNEE.

7—

i&1T playbook :

$ ansible-playbook ~/playbook.yml

/usr/share/ansible/roles/rhel-system-roles.kdump/README.md file

/usr/share/doc/rhel-system-roles/kdump/ directory

m



Red Hat Enterprise Linux 8 {§1fl RHEL REifi e HML R ERE

% 14 = ] RHEL RGiABKARBEREZESH

IZPI LA A kernel_settings RHEL RS2 —RUES IR in LERERZSH, XINMERAE :

REGT AR A REN R FEO,

HEmMATHNAKSE,

MIZHITTEHZTT kernel_settings fifaja, RARSBUTIIANATRERS, HEEREIERE.

B

xR, BT RHEL JGERAM RHEL R4 A a2 M AppStream B G R {E
7 RPM ¥4+ ai24t%; RHEL %/, RHEL RZifafaifal @it Ansible Automation Hub
FE R4t Ansible iTFRES,

14.1. KERNEL_SETTINGS RHEL RZifa it

RHEL RGAGRE—4HAR, HIERERSNRIRMA—BNEERO.

RHEL R5ifata AT kernel_settings RHEL REiAAfa B5IEEA#%, rhel-system-roles H#E
BEXNTREAEURSE .

EFASBLIEIMEARN AR — N HEN RS, E1E playbook H{#F kernel_settings A fa1E
EEN— PRSP ABTE, playbook 2—PHE N AKAEN play %%, ¥ YAML &3X%5.

IR LS AR ke L —HIEHE Ansible 21 playbook EdEMIRSE.

{5/ kernel_settings fifa, EoJLIEE :

1M kernel_settings_sysctl fifa L EMRAKS

12



%14 & A RHEL RS AR K AEERNKSH

{8/ kernel_settings_sysfs fAfAa TR EMAKTFRE. B XEMXSEER

systemd ARSSEEIRH CPU #HX1, FH{H kernel_settings_systemd_cpu_affinity fifa
ZENAEHEHSX

AAEF RS &M kernel_settings_transparent_hugepages #l
kernel_settings_transparent_hugepages_defrag fifa 2 £ & B 1l

Hith BHIR

[}
/usr/share/ansible/roles/rhel-system-roles.kernel_settings/README.md 3

/usr/share/doc/rhel-system-roles/kernel_settings/ directory

{2/ playbook

AMrTHE R A

14.2. {#fl KERNEL_SETTINGS RHEL %Zifa 2N AR S

BRERLUTHIAESIFN A Ansible playbook SKLEEEERNZSHE, MM ENZERIFRITERFA
ﬁo

SEREH
[ ]
R AR IR S ZE T A
[ ]
L2 & EH L2 1T playbook B9 F &SR BIRHIT =,
[ ]
AFEERZE T K24 sudo HER,
L
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BIEE S TAEN playbook X, #l ~/playbook.yml :

- name: Configure kernel settings
hosts: managed-node-01.example.com
roles:

- rthel-system-roles.kernel_settings
vars:
kernel_settings_sysctl:
- name: fs.file-max
value: 400000
- name: kernel.threads-max
value: 65536
kernel_settings_sysfs:
- hame: /sys/class/net/lo/mtu
value: 65000
kernel_settings_transparent_hugepages: madvise

& MERFHFES play XEKWIREHRER, FHEEX play B,

1£ play & E£4l: 2, AFEEZTZ play WEHL. EMOESETUENBEERNE
HLB9 S h 2 FRiR A, AT LUME inventory SX#Hh e U —H EHLIR L,

playbook I vars: #84%, B&RRASMEAKSHAIENTENXK,

role: #4153 RHEL R5iABAE vars S HiRBINSHAIE,

k

N
p o
;

il

ZATLUETX playbook FRIRZSH R HEUFSENEE,

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHERBENNEE,

14
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o

%14 & A RHEL RS AR K AEERNKSH

i&1T playbook :

$ ansible-playbook ~/playbook.yml

ERENZETNHARERZMNAKSE IR IR ENA T BESHEERERE.

/usr/share/ansible/roles/rhel-system-roles.kernel_settings/README.md 3

/usr/share/doc/rhel-system-roles/kernel_settings/ directory

{8/ Playbook
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%5 15 = (¢ RHEL RZiAataikd@A&iC®

ENRGERG, #EalLU#E logging RHEL }k5ifa fa¥F Red Hat Enterprise Linux EHlECE N BE
k5538, DMEANEFmRGBERR.

15.1. LOGGING RHEL &5ifafs

M logging RHEL %5ifafa, EaLIEXRBMALILE I LBRERSRE.

BRICRAER G RZHUZS HIEIM B ENZ T BRIC KNG,

pln, BERIERRETAEZLUTHA

A

systemd/journal

M LR A —PBEILFRS

A%, BERICKRGULAAL T

B&FFHETE /var/log B X HRRZith 3z 4 ep

B&#% %3 Elasticsearch

BE#EARS—1TBERS

M logging RHEL %5ifafa, EaLUH SR AMRHLLENENG R, i, EabkEE—1A&
RARE, kA B WEAFMERDHD, MMXHEIRBHRANBERLES—1TEERS, HF
A3 B &,

16
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/usr/share/ansible/roles/rhel-system-roles.logging/README.md file

/usr/share/doc/rhel-system-roles/logging/ directory

RHEL R5ifafa

15.2. NAXH# BEIC% RHEL REiAE

A IR Ansible playbook, LMEX—HMIIMHREE BFICRKBRAR. SENSBEARTICS

B

FoRFMH

£

FEEAESFERHT RHNIRET <.

a2 & EH L2 1T playbook B/ &SR BIHRHIT =,

AFFERZET apik P 28 sudo HER.

k

N
p o
;

i

IR NLE rsyslog %A, H N RHEL 5 BASERENRE rsyslog,

BRI ELLTRAM playbook X4, # ~/playbook.yml :

- name: Deploying basics input and implicit files output
hosts: managed-node-01.example.com
roles:
- rthel-system-roles.logging
vars:
logging_inputs:
- name: system_input

17
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type: basics
logging_outputs:
- name: files_output
type: files
logging_flows:
- name: flow1
inputs: [system_input]
outputs: [files_output]

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi
HAR, XTSRRI E, FREERMEERNEKE,

’—

i&{T playbook :

I $ ansible-playbook ~/playbook.yml

1.
MR /etc/rsyslog.conf STHHIIEE -
# rsyslogd -N 1
rsyslogd: version 8.1911.0-6.el8, config validation run...
rsyslogd: End of config validation run. Bye.
2.

FIERGRERARSAERER -

REMAEL -
I # logger test

# & /var/log/messages B, #i0 :

# cat /var/log/messages
Aug 5 13:48:31 <hostname> root[6778]: test

Hep <hostname> REF RSN ENS. HER, ZBE3Z 25 A logger o HHHA
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PP 4, &Fl4 root,

=
o
B

/usr/share/ansible/roles/rhel-system-roles.logging/README.md file

/usr/share/doc/rhel-system-roles/logging/ directory

15.3. b4t B& RHEL REiAEPMAR

FEALUBME-—NBERRAR, LAEET rsyslog BHRTIERRTIER .

FoRFMH

FEAESHFERHT RNRET <.

L2 & EH L2 1T playbook B9 F B SR BIRHIT =,

AFEERZET apik P 2H sudo HER.

k

N
p o
;

i

IR NLE rsyslog %48, H N RHEL 5 BSERENRE rsyslog,

£

BIEE S TAEN playbook X, #l ~/playbook.yml :

- name: Deploying files input and configured files output

hosts: managed-node-01.example.com
roles:

- thel-system-roles.logging
vars:

logging_inputs:

- name: files_input
type: basics

19
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logging_outputs:
- name: files_output0
type: files
property: msg
property_op: contains
property_value: error
path: /var/log/errors.log
- name: files_output1
type: files
property: msg
property_op: "!contains”
property_value: error
path: /var/log/others.log
logging_flows:
- name: flow0
inputs: [files_input]
outputs: [files_output0, files_output1]

R RE, MASE error FRFHIGHBEICRIE /var/loglerrors.log h, FIAHANE
#BiC SX4E /var/log/others.log H,

R0 LU error BHEEEBNEE KT IENF RS,
BT UIRIBENRIFENEE,

ZE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, IR REIEEER, FRELEHERBERNEE.

7—

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

WK /etc/rsyslog.conf XHMIIE -
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# rsyslogd -N 1
rsyslogd: version 8.1911.0-6.el8, config validation run...
rsyslogd: End of config validation run. Bye.

2.
BIUFRGREBRAHELEDE error FRHBMER -
a.
REMAER -
I # logger error
b.
# & /var/log/errors.log B, il :
# cat /var/log/errors.log
Aug 5 13:48:31 hostname root[6778]: error
Hh hostname 2& Fim kS ENG, FHER, ZAE23HA logger ta I
B4, &I root,
H{th BT

/usr/share/ansible/roles/rhel-system-roles.logging/README.md file

/usr/share/doc/rhel-system-roles/logging/ directory

15.4. il LOGGING RHEL R&ifatap 2 AEMRARAE

REBUTSE#E4IEN A Red Hat Ansible Core playbook EECELE &KL KRR AR, X
playbook 1, — P HE M E M iimM systemd-journal FKEXA R, HFEilHELBERRSSR. RSEM

remote_rsyslog 1 remote_files HBUEEHIA, FHFAFRH BB EEINAGANETPREI
#0

FeRFM

FEEAESHFERHT RHNRE T <.

LI 2 &E EH L2 1T playbook B9 /7 &SR BIHRHIT =,
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[
AT EEIZET Ktk B2f sudo R,
ERNRE rsyslog a8, BN RHEL 5 RBAERER L rsyslog.
R

BB E S LI TAREM playbook X4, # ~/playbook.yml :

- name: Deploying remote input and remote_files output
hosts: managed-node-01.example.com
roles:
- rthel-system-roles.logging
vars:
logging_inputs:
- name: remote_udp_input
type: remote
udp_ports: [ 601 ]
- hame: remote_tcp_input
type: remote
tcp_ports: [ 601 ]
logging_outputs:
- name: remote_files_output
type: remote_files
logging_flows:
- name: flow_0
inputs: [remote_udp_input, remote_tcp_input]
outputs: [remote_files_output]

- name: Deploying basics input and forwards output
hosts: managed-node-02.example.com
roles:

- rthel-system-roles.logging
vars:
logging_inputs:
- hame: basic_input
type: basics
logging_outputs:
- name: forward_output0
type: forwards
severity: info
target: <host1.example.com>
udp_port: 601
- name: forward_outputi
type: forwards
facility: mail
target: <host1.example.com>
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tcp_port: 601
logging_flows:

- name: flows0

inputs: [basic_input]

outputs: [forward_output0, forward_output1]
[basic_input]

[forward_outputO, forward_outputi]

Hrh <hostl.example.com> 2 B&ic KRS 2.

h

N
p 3
;

gl

6

ETI LB playbook HHISHLUFSENTE.

H
[=]

>

BEfRARREATERSBIEE M imRSIH SELinux SHRBgHE L
B O R A 3G T, EIA SELinux REEE &m0 601. 514, 6514,

10514 #1 20514, EfFAHMEwO, HEXE M miiRS SR REEH
SELinux EB%,

IS playbook ik :

I $ ansible-playbook --syntax-check ~/playbook.ymi

HER, T SRE

REEE., FRFILEEREEYNEE,

’—

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

EE iR 225 LA /etc/rsyslog.conf STHBIEE :
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# rsyslogd -N 1

rsyslogd: version 8.1911.0-6.el8, config validation run (level 1), master config
/etc/rsyslog.conf

rsyslogd: End of config validation run. Bye.

2.
RiEEF iR RRSRAEER
a.
EEF RGP AENAER
I # logger test
b.
RS/ RG L, &H /var/log/<host2.example.com>/messages H&, #li0 :
# cat /var/log/<host2.example.com>/messages
Aug 5 13:48:31 <host2.example.com> root[6778]: test
Hh <host2.example.com> R2&EFimRkSiENHZ. HER, ZBESIHA logger
SMAFBAF A, &Ik root,
H At BT iR

/usr/share/ansible/roles/rhel-system-roles.logging/README.md file

/usr/share/doc/rhel-system-roles/logging/ directory

15.5. {7 A TLS M LOGGING RHEL %55t

fERREREM(TLS) R—FNEHN, SEAVFHERTITENRSNR SRS,

ENEREG, EaLIEMA logging RHEL kS5 AEEALIIE Ansible Automation Platform A& H &
e S T

15.5.1. Bd@&7i A TLS ME Fim A&

IRa L@ A A logging RHEL ®5ifi 2l Ansible playbook 7 RHEL Z /i LGB R, FH A
TLS N AEAERzE SRS
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HREGIER— A REAMIES, FHE Ansible FHRBPNE ~iRHMMA T LAE TLS, TLS X588
T IngE, HEAEENFRRSER.

N
p o
;

4l

EARTE playbook Hifif certificate RHEL REifi 2k BIBIEH. logging RHEL &
SfAAtaaIHAE.

Fit CA BB HBIBMIEEESR, RET R IdM S,

FoRFH

FEEAESFERHT RHNRET <.

L2 E M 21T playbook B F &SR BIHRHIT =,

AFEERZET Siik P BH sudo HER.

ZET REE IdM R,

BB E S LI TAREM playbook X4, # ~/playbook.yml :

- name: Deploying files input and forwards output with certs
hosts: managed-node-01.example.com
roles:
- rthel-system-roles.logging
vars:
logging_certificates:
- name: logging_cert
dns: ['localhost’, 'www.example.com']
ca:ipa
logging_pki_files:
- ca_cert: /local/path/to/ca_cert.pem
cert: /local/path/to/logging_cert.pem
private_key: /local/path/to/logging_cert.pem
logging_inputs:
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- hame: input_name
type: files
input_log_path: /var/log/containers/*.log
logging_outputs:
- hame: output_name
type: forwards
target: your_target_host
tcp_port: 514
tls: true
pki_authmode: x509/name
permitted_server: 'server.example.com’
logging_flows:
- name: flow_name
inputs: [input_name]
outputs: [output_name]

playbook LA TS -

logging_certificates

S BBES#ZEIET RHEL REATHH certificate _requests, FTFRIEFEM
iﬂE:F'o

logging_pki_files

FAXISH, EaLERERKICKAKREKRATF TLS 9 CA. IEBMBHXHHIEE
MEMEE, FAUT—ANHZANTFSEBISE : ca_cert. ca_cert_src. cert. cert_src
. private_key. private_key_src fl tis,

pa -3

MEMEFEA logging_certificates FEB R T R LRI H, HAEMEH
ca_cert_src. cert_src fl private_key src, B |ATEHAFEH
» logging_certificates fllEHISC {4,

ca_cert

FRBRTRLE CAERXHNEER, BIARRN /etc/pkitis/certs/ca.pem, X#H#
A i,

cert

KRBT R BB HNEER. BRIAREN /etc/pki/tls/certs/server-cert.pem, 3
HEmAPEE.,

private_key
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BT R ERHXHNEER. BRIAEH /etc/pkitls/private/server-key.pem, 3L
HEmAPEE.,

ca_cert_src

RFEEHIT = £ CA MEPXXHHRER, ZRFRERRNBFENL ca_cert I5FEMIAL
B, MEEEH logging_certificates, FEAEFAE.,

cert_src

FRAEERT R EIEB X HRNRE, HNERERIERENL cert EENAE. MRER
logging_certificates, HAEFEAT.

private_key_src

FREHIT R ERXHREE R, HFHSERBIBIRENL private_key B EMALE.
MR{EA logging_certificates, HAEHEHT,

tls

FILSEOLE N true ATAFRET LR EERBEE. MREFAEELLHESR, &0
LLIXE tis: false,

U playbook &k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XTeSREIEEER FAREEFRMEANNRE.

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

Hit 5w

[ ]
/usr/share/ansible/roles/rhel-system-roles.logging/README.md file

/usr/share/doc/rhel-system-roles/logging/ directory

{5/ RHEL R4 aigkik4.,
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15.5.2. Bdi@77 A TLS MRS EAE

B LAE AT A logging RHEL &% i Ansible playbook # RHEL RSS2 FARCE R, Hi9H
BB MR TLS MEMERBERSERB .

HERBEE—AAMIES, FE Ansible FHMARSS F[HPHIAA EH LEE TLS.

k

N
p
;

i

EAR%TE playbook Hifif certificate RHEL REifi 2k BIBIEH. logging RHEL %
SAAtasaIHAE.

Fit CA BB HEIBMIERESR, RET R IdM i,

SERFEH
[
R A ST R E T R,
[
L2 E M 21T playbook B F &SR BIHRHIT =,
[
RAFEERHSZET Sk~ 28 sudo HR,
[
ZETHEE IdM EidsEa.
FIR

BB E S LI TAREM playbook X4, # ~/playbook.yml :

- name: Deploying remote input and remote_files output with certs

hosts: managed-node-01.example.com
roles:

- rthel-system-roles.logging
vars:

logging_certificates:

- name: logging_cert
dns: ['localhost’, 'www.example.com']
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ca: ipa
logging_pki_files:
- ca_cert: /local/path/to/ca_cert.pem
cert: /local/path/to/logging_cert.pem
private_key: /local/path/to/logging_cert.pem
logging_inputs:
- hame: input_name
type: remote
tcp_ports: 514
tls: true
permitted_clients: ['clients.example.com’]
logging_outputs:
- hame: output_name
type: remote_files
remote_log_path: /var/log/remote/%FROMHOST%/%PROGRAMNAME:::secpath-
replace%.log
async_writing: true
client_count: 20
io_buffer_size: 8192
logging_flows:
- name: flow_name
inputs: [input_name]
outputs: [output_name]

playbook LA TS -

logging_certificates

WS EMNEEBEZEIET RHEL R certificate _requests, AT AIBFAFHH
E:ﬁo

logging_pki_files

FAXISH, EaLlEEERKICKARERATF TLS 9 CA. IEBMBHXHHIERE
MHEMEE, FRAUT—AHENFSBIEEE : ca_cert. ca_cert_src. cert. cert_src
. private_key. private_key src l tls,

Pt =

INRIEMFEA logging_certificates £ B+ 17 s LIRS, EAEMFER
» ca_cert_src. cert_src fl private_key src, i |ATEHFEH
logging_certificates fllEHISC {4,

ca_cert

FRBRTRLE CAERXXHNEER, BIARRN /etc/pkitis/certs/ca.pem, X#HH
A ki,
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cert

HZRERT R BB R. BRIARE ) /etc/pki/tls/certs/server-cert.pem, 3
HEHmAPEE.,

private_key

FARBIT R ERFAXHREEE, BAIRRE /etc/pki/tls/private/server-key.pem, 3
HEHAF%E,

ca_cert_src

R R E CAUEBXHMEER, ZREFEHBBERENL ca_cert IEEMAL
B, MREHMA logging_certificates, HEREMHET,

cert_src

FRAEERT R EIEBXHNRE, HNERERIERENL cert EENAE. MRER
logging_certificates, HAEFEAT.

private_key_src

FRREEHT R ERAHREE R, HESERBIBRENL private_key TEERIGIE,
MR{EA logging_certificates, HAEHEHT,

tls

FILSEOLE N true ATiAFRET LR EER AR, MREFREELRLHESR, &0
LUK tls: false,

LU playbook &k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XITeSREIEEER FAREEFRMEANNRE.,

j&1T playbook :

I $ ansible-playbook ~/playbook.yml

HiBR
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/usr/share/ansible/roles/rhel-system-roles.logging/README.md file

/usr/share/doc/rhel-system-roles/logging/ directory

{5/ RHEL R4ifa aigkik4.,

15.6. /77 RELP WHEILX RHEL RE5ifafa

AISEMNSEH HEP(RELP)2—#u@id TCP MZCFBRHIE 2R Hill. SR T EEEHT
Seffie, EALERATTFEMERERNNREHRERAE,

RELP X Zx&E Ui S FMBERE, BBEELEEHNIESRE, NEFR—3M, RELP %
SRR maRSH, UEHTEMRBEISER%RE.

o] LIE EE RELP & im#l RELP Server R HERSL. RELP Fimft HEGELEZAE
%%i, RELP RS HBEMHZEABZRSEAEZMMAERS.

EHE A AILAMEA logging RHEL R A &5 BRI KRS RCE I AT SEith A e M A &% H.

15.6.1. Bdi&%7A RELP MW&E Fim A&

Ea LUE A logging RHEL R4ififa7f RHEL RSB HRE, XEAFICFREARMYLE L, Fidsid
i&1T Ansible playbook f§H&# A B RELP Mt H&ERSE,

7N Ansible FE¥ i &/ AP KA EHECE RELP, RELP ECE A G52 R £ (TLS)RM
BOHRE R, RIEASEMSZ ERESE .

FoRFM

ZEAESFEHT RHNRET <.

L2 E M L2197 playbook B F &SR BIHRHIT =,
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AFEERZET Siik P BH sudo HER.

L

BB E S LI TAREM playbook X4, # ~/playbook.yml :

- name: Deploying basic input and relp output
hosts: managed-node-01.example.com
roles:

- rthel-system-roles.logging
vars:
logging_inputs:
- hame: basic_input
type: basics
logging_outputs:
- name: relp_client
type: relp
target: logging.server.com
port: 20514
tls: true
ca_cert: /etc/pki/tls/certs/ca.pem
cert: /etc/pki/tls/certs/client-cert.pem
private_key: /etc/pki/tls/private/client-key.pem
pki_authmode: name
permitted_servers:
- ".server.example.com’
logging_flows:
- name: example_flow
inputs: [basic_input]
outputs: [relp_client]

playbook {# LI iXiE -

target

XE—THENESE, ATEETERAERENIENS,
port

EEASICRREIER RITMRO S,
tls

BRASEMSE 22t MREFEERLITARERF, AL tls TEXREN
false, 5 RELP T{Eit, BRAM tls SEHIXE N true, BREZBHALHH triplets
{ca_cert. cert. private_key} #l/k {ca_cert_src,cert_src,private_key src},
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MEXIET {ca_cert_src,cert_src,private_key src} =i, MIBRIALIE
letc/pkiltls/certs F /etc/pki/tls/private #A{EZE T m LB MM, LUEMILHIT %
W, EXFERT, XH4S5 triplet PRI RFRERE

MEXET {ca_cert,cert,private_key} =i, NISCH1EREEERIN AL TEIA
HELE,

MRFA=CHEBBET, WSTHRF MRS RERHBERHRBIZE T RIEE
BB,

ca_cert

F& CA IEBHERR, BEIAKKE N /etc/pkiltis/certs/ca.pem, XHEZHA " EE,

cert
KRIEBHEER. BIARRN /etc/pkiltls/certs/server-cert.pem, X HAHEAF X
B,
private_key
KA E. BIABRREN /etc/pkiltls/private/server-key.pem, &A%
B,
ca_cert_src

RAEHBBRENNKR CA IEBXHEE. MREET ca_cert, NFHEHF
ZALE,

cert_src
REERBBERENBRBIES XHBE, MRBET cert, NMSFTFHEFBZALIE,
private_key_src

RAEHBBRENNR B HAIHNEEE, MRIEET private_key, NFFHEH
BIZAIE,

pki_authmode
BZ 5K IEFER ) name = fingerprint,

permitted_servers
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BEEFiRfLvhET TLS A X HEMNIRSS BT,

B
B AFHRIE,
Lt
B &5 ik,
2.

U playbook &k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XITeSREIEEER FARBIEFRMEANNRE.,

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

Hin 5w

[ ]
/usr/share/ansible/roles/rhel-system-roles.logging/README.md file

/usr/share/doc/rhel-system-roles/logging/ directory

15.6.2. Bdi&77 A RELP RSB A&

BT LAUE logging RHEL R4t RHEL RGN A SR E NIRSS 2R, FH@idiz1T Ansible
playbook Mi7f5 RELP Mz BHERSEKHE L.

RN Ansible SEHirh fRS58 4HBIFTA EHACE RELP, RELP ECiEREA TLS Mn#EHE S %%,
DMRIEERZE E R 2t fEmB R,

FeRFM

134



£

%15 % 1 RHEL REGAGEBERERIC R

FEEAESHFEHT RHNRE T <.

L2 E M 21T playbook B F1 &SR BIHRHIT =,

AFEERZET Siik P BH sudo HER.

IR I ELITRAM playbook 324, #0 ~/playbook.yml :

- name: Deploying remote input and remote_files output
hosts: managed-node-01.example.com
roles:

- rthel-system-roles.logging
vars:
logging_inputs:
- hame: relp_server
type: relp
port: 20514
tls: true
ca_cert: /etc/pki/tls/certs/ca.pem
cert: /etc/pki/tls/certs/server-cert.pem
private_key: /etc/pki/tls/private/server-key.pem
pki_authmode: name
permitted_clients:
- "example.client.com’
logging_outputs:
- name: remote_files_output
type: remote_files
logging_flows:
- name: example_flow
inputs: relp_server
outputs: remote_files_output

playbook {# LI T iXiE -

port
EEAKICRRSEELRITNROS,
tls

WRAEERS L 2eifehh, NMREFBERSITAER, WLUT tIs TEXEN
false. 5 RELP T{Eit, BRIAR tls SEHKIXEN true, BREZBHALHH triplets
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{ca_cert. cert. private_key} #l/3k {ca_cert_src,cert_src,private_key_src},

MEXIET {ca_cert_src,cert_src,private_key src} =i, MIBRIAGIE
letc/pki/tls/certs F /etc/pki/tls/private #FA{EZE T m EAB M, LUEMIERHRIT =%
W, EXFERT, XH4S5 triplet FRERIERFRER

MEXET {ca_cert,cert,private_key} =i, NISTH1E R EEERIN AL TEIA
REL,

MRAAN=TAHEBRET, NSTHREMERT KB ECHRZE T <BRE
BB,

ca_cert

F& CA IEBMERR, EIAKRE N /etc/pkiltis/certs/ca.pem, XHZHA " EE,

cert
RREBHEBR. BIARRN /etc/pkiltls/certs/server-cert.pem, X HAHAF X
B,
private_key
KA E. BIARREN /etc/pki/tls/private/server-key.pem, &A%
[
ca_cert_src
RREFBERENBAL CA B XHRE. MRIEET ca_cert, NMARFHERT
A&,
cert_src

RREWBBERENBRBIES XHBE, MRBET cert, NMSFHEFBZAIIE,
private_key_src

RAEHBBRENNR B HAIMANEEE, MRIEET private_key, NFFHEH
BIZAE,

pki_authmode

BEZ5HRIERX N name = fingerprint,

136



%15 % 1 RHEL REGAGEBERERIC R

permitted_clients

B&ICKRIRSEARVRRT TLS EEMAXBENE P imslR,
B AFHRIE,

B &5 5k,

U playbook &k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRELEHEREEVNEE.

j&1T playbook :

I $ ansible-playbook ~/playbook.yml

Hi 5w

[ ]
/ust/share/ansible/roles/rhel-system-roles.logging/README.md file

/usr/share/doc/rhel-system-roles/logging/ directory
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%5 16 = {1 RHEL RS lsitttae

ENRGIEG, BT metrics RHEL R5ifafa 54F{a Ansible Automation Platform {277 ;m—
BER, khiERGiMtEE,

16.1. METRICS RHEL RZifaafN

RHEL %4ifata 2 Ansible ABRHIERNES, HitiREHE S/ RHEL RERHt— MR E R
O, metrics REGiARNKIMRGEENESINIRS, FHILEFEASEHRAHRE G IEMNZERSRS
+. metrics REiABALLEMSEH pop EHIEENRGIMERE, MITEMEE pcp, EN pcp KIIXEH
tBE =2 playbook A EH,

Hith BTR
[}
/usr/share/ansible/roles/rhel-system-roles.metrics/README.md 3 #
[}

/ust/share/doc/rhel-system-roles/metrics/ directory

16.2. f#f METRICS RHEL RSt falaffi{b AR XRS5

IR T M4l {5 metrics RHEL R4 sk ik Ath RS, RN @ Grafana 124t8IE
k.

SEREH
[ ]
e R R ZTE T =
[ ]
L2 & £ LiZ1T playbook B F &SR BIRHIT =,
[ ]
AFEERZE T k24 sudo HER,
[ ]

localhost fE32HITT s _ERE AP ECE -

I localhost ansible_connection=local
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£

RIS LLUTAREK playbook 32, #l ~/playbook.yml :

- name: Manage metrics

hosts: localhost

roles:
- rthel-system-roles.metrics

vars:
metrics_graph_service: yes
metrics_manage_firewall: true
metrics_manage_selinux: true

5 metrics_graph_service fa/REMHIXE N value="yes", FTLA Grafana #iAzhZ&XHE
#%, FHEA pcp HmIA—BUER. B metrics_manage_firewall 1
metrics_manage_selinux ##%1% 4 true, FTEL metrics AfEHA firewall #l selinux REGiAE

F(EHE metrics AARGEHAMNRO,

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHERBENNEE,

7—

i&1T playbook :

I $ ansible-playbook ~/playbook.ymi

EEENS EBEENRFRYIE, iR grafanaweb 52, # 1jj7] Grafana web Ul Bk
iR,

=
=
=

/usr/share/ansible/roles/rhel-system-roles.metrics/README.md 3 #

/usr/share/doc/rhel-system-roles/metrics/ directory
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16.3. i/ METRICS RHEL RZifafaikid a5 ST RS

IR T i{a S A metrics R AR IKE—HNSBELIZEHASE,

FoRFH

ZEAESHFERHT RHNRET <.

Al EZE XM EZ1T playbook B P & BIHEHIT =

AFEERZET apik P 2H sudo HER.

£

RIS LLUTAREK playbook 32, #l ~/playbook.yml :

- name: Configure a fleet of machines to monitor themselves
hosts: managed-node-01.example.com
roles:
- rthel-system-roles.metrics
vars:
metrics_retention_days: 0
metrics_manage_firewall: true
metrics_manage_selinux: true

5 metrics_manage_firewall 1 metrics_manage_selinux #8#i%4 true, FTLL metrics

fAfafEf firewall fl selinux fAfakKEE metrics AAFFEANIRO,

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XTeRREIEEER, FRELEHERBERNEE.

i
a\

T playbook :
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I $ ansible-playbook ~/playbook.yml
H At BT iR

[}
/usr/share/ansible/roles/rhel-system-roles.metrics/README.md 3 #

/usr/share/doc/rhel-system-roles/metrics/ directory

16.4. il METRICS RHEL R taff At zEh i RNEE

IR ERR T il metrics REABIKERMIGEE D GIENBZNEE, FERHET grafana 12
#HEIRNAE, FBid redis IREEBURME W),

FoRFEH

R ARSI S ZE T A
L2 & EH L2 1T playbook B9/ &SR BIRHIT =,
AFEERZET K24 sudo HER,

localhost 422677 s EBSE B Sc b B -

I localhost ansible_connection=local
R

BB E S LU TAREM playbook X4, # ~/playbook.yml :

- name: Set up your local machine to centrally monitor a fleet of machines
hosts: localhost
roles:
- rthel-system-roles.metrics
vars:
metrics_graph_service: yes
metrics_query_service: yes
metrics_retention_days: 10
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metrics_monitored_hosts: ["database.example.com", "webserver.example.com']
metrics_manage_firewall: yes
metrics_manage_selinux: yes

B~ metrics_graph_service #l metrics_query_service #a/R{E#R#IXE 7 value="yes",
FrLL grafana #BEEhREMES, FEM pep FIMAI—1MEIRER, /8 pcp HEIEIC X3R5
redis 1, FiF pcp HiESATERMBUEE I, EJy metrics_manage_firewall fl
metrics_manage_selinux #41% 7 true, FTLL metrics fAfafif firewall 1 selinux A fakKE

 metrics AEANRO,
2.
IS playbook ik :
I $ ansible-playbook --syntax-check ~/playbook.ymi
HAR, XS REIEEE, FREERMEAERNERE,
3.
i&{T playbook :
I $ ansible-playbook ~/playbook.yml
[}
EHEENREPBENIERNEERTR, FHEOBYE, 10 grafana web 53, # il
Grafana Web Ul Frffk,
Hfh BR
[}
/usr/share/ansible/roles/rhel-system-roles.metrics/README.md 3 #
[}

/usr/share/doc/rhel-system-roles/metrics/ directory

16.5. 7Ef 1 METRICS RHEL RZifl 2 I RGN i%iE STk

PCP & R B RIFRLE (SASL) LR scram-sha-256 %XiE#HlE., metrics RHEL RZifafa
f£f scram-sha-256 AKX IEHH BB SR EIERNP R, XA T a{eEH metrics RHEL
R ABRKESHRRKIL,

FRFH
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FEAESHFEHT RHNRET <.

L2 &E EH 21T playbook B9 F &SR BIRHIT =,

AT EEIRET Bk 2A sudo HkR,

SatEIAM playbook X4, #l ~/playbook.yml, FHFHINSFHRIEHEXMNTE :

- name: Set up authentication by using the scram-sha-256 authentication mechanism
hosts: managed-node-01.example.com
roles:
- thel-system-roles.metrics
vars:
metrics_retention_days: 0
metrics_manage_firewall: true
metrics_manage_selinux: true
metrics_username: <username>
metrics_password: <password>

JE playbook 53k :

$ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRELEHERBERNEE.

7—

i&{T playbook :

$ ansible-playbook ~/playbook.yml

IOUF sasl iR :

# pminfo -f -h "pcp://managed-node-01.example.com?username=<username>"
disk.dev.read
Password: <password>
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disk.dev.read
inst [0 or "sda"] value 19540

Hith BHIR

[}
/usr/share/ansible/roles/rhel-system-roles.metrics/README.md 3 #

/usr/share/doc/rhel-system-roles/metrics/ directory

16.6. ffF METRICS RHEL %%ifaf2’y SQL SERVER Ed&FH /o BistirES

IR T MM FER metrics RHEL RGiAtkAEMLEE, FHHBIdARS LM pep JBA
Microsoft SQL Server BigtrES.

FRFH

R AR I S ZE T A
LI 2 & 4 L2 1T playbook B9/ &SR BIRHIT =,
AFEERZE T kA28 sudo HER,

88 %% 7 AT Red Hat Enterprise Linux B Microsoft SQL Server, &3 75 SQL ik
Sl {55,

#£B74 Red Hat Enterprise Linux &% 7 FiF SQL Server 1 Microsoft ODBC I zhiEFF,

localhost fE32HITT s _ERE AP ECE -

I localhost ansible_connection=local
R

BIEES LI TRZAM playbook X4, 0 ~/playbook.yml :

144


https://learn.microsoft.com/en-us/sql/linux/quickstart-install-connect-red-hat?view=sql-server-ver15
https://learn.microsoft.com/en-us/sql/connect/odbc/linux-mac/installing-the-microsoft-odbc-driver-for-sql-server?view=sql-server-ver15#redhat17

% 16 = {1 RHEL RS AMinititaE

- name: Configure and enable metrics collection for Microsoft SQL Server
hosts: localhost

roles:

- rthel-system-roles.metrics
vars:

metrics_from_mssql: true
metrics_manage_firewall: true
metrics_manage_selinux: true

5 metrics_manage_firewall 1 metrics_manage_selinux #8%i%4 true, FTLL metrics
At firewall #l selinux A &KEE metrics ABFEANRO,

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHERBENNEE,

3.
i&1T playbook :
I $ ansible-playbook ~/playbook.yml
[ ]
{85/ pcp @S ELIE SQL Server PMDA f$E (mssql) & S MEHEETT -
# pcp
platform: Linux sqlserver.example.com 4.18.0-167.el8.x86_64 #1 SMP Sun Dec 15
01:24:23 UTC 2019 x86_64
hardware: 2 cpus, 1 disk, 1 node, 2770MB RAM
timezone: PDT+7
services: pmcd pmproxy
pmcd: Version 5.0.2-1, 12 agents, 4 clients
pmda: root pmcd proc pmproxy xfs linux nfsclient mmv kvm mssql
jbd2 dm
pmlogger: primary logger:
/var/log/pcp/pmlogger/sqlserver.example.com/20200326.16.31
pmie: primary engine: /var/log/pcp/pmie/sqlserver.example.com/pmie.log
Hfh BR
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/usr/share/ansible/roles/rhel-system-roles.metrics/README.md 3 #

/usr/share/doc/rhel-system-roles/metrics/ directory

#7% RHEL 8.2 B9 Microsoft SQL Server B Performance Co-Pilot {33
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5 17 = i/ ANSIBLE RS faBdi& MICROSOFT SQL SERVER

%6 17 & {#/ ANSIBLE %Zifatalc& MICROSOFT SQL SERVER

R LA microsoft.sql.server Ansible R5ifa a3k B 54T Microsoft SQL Server &R ZEME
H, @A mssql TuneD E2E4% {1k Red Hat Enterprise Linux (RHEL)k{Z®& SQL
Server MEEHIEH £,

ELREIRD, ZAEF SOL Server BEXKGAMEMERMBIZE XN, Xtz
EFERREE S H Microsoft 124t. 4HPHEE.

17.1. {#1F MICROSOFT.SQL.SERVER ANSIBLE R4 HIlA TLS it H&EMACE SQL
SERVER

MRNAERFERE Microsoft SQL Server BUEFE, fEalLUfER TLS INBECE SQL Server, LUSAM
AREFEMBIRE ANRLSEE. BT A microsoft.sql.server Ansible RZifafa, #EAILIEFLXA
TR, FHEA TLS KRR MACE SQL Server, £ playbook H1, #&AI LU B UEFE A HHH(CA)
ZesBiAaREAT TLS ik,

BIEZEITH LM RHEL iRA, EnILlLim SQL Server lRA=AMAH :

RHEL 7.9: SQL Server 2017 #1 2019

RHEL 8: SQL Server 2017, 2019, #1 2022

RHEL 9.4 BB #Hhk4A : SQL Server 2022

FRFH

FEEAESFEHT RHNIRE T <.

LI 2 & M L2 1T playbook B9/ &SR BIRHIT =,

AFEERZET apik P 2H sudo HER.
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B &%k ansible-collection-microsoft-sql &% microsoft.sql £&¥EHITT =,
SETRARET 2GBHES RAM,

SETRFERALUTRAZ— : RHEL 7.9. RHEL 8. RHEL 9.4 s{&E&hikA,
UL B EEES playbook HRIFE XM sql_crt.pem X,
SHAFEERES playbook R E XM sql_cert.key X,

SQL EiRfs EZAUEHE CA,

£

RHENBUEZ BFHEEME X4 :

BIREE

$ ansible-vault create vault.yml
New Vault password: <vault_password>
Confirm New Vault password: <vault_password>

£ ansible-vault create S SITH 4G, LL < key> : < value> A BUEE
13 -

I sa_pwd: <sa_password>

BEEY, HXMmE2S. Ansible i1 vault hEEE,

BB a S LU TAREM playbook X4, # ~/playbook.yml :

- name: Installing and configuring Microsoft SQL Server
hosts: managed-node-01.example.com
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vars_files:
- vault.yml
tasks:
- name: SQL Server with an existing private key and certificate
ansible.builtin.include_role:
name: microsoft.sql.server
vars:
mssql_accept_microsoft_odbc_driver_17_for_sql_server_eula: true
mssql_accept_microsoft_cli_utilities_for_sql_server_eula: true
mssql_accept_microsoft_sql_server_standard_eula: true

mssql_version: 2022
mssql_password: "{{ sa_pwd }}"
mssql_edition: Developer
mssql_tcp_port: 1433
mssql_manage_firewall: true
mssql_tls_enable: true
mssql_tls_cert: sql_crt.pem
mssql_tls_private_key: sql_cert.key
mssql_tls_version: 1.2
mssql_tls_force: true

Bl playbook HigEMIXEDIE :

mssql_tls_enable: true

JE M TLS %, MREALZE, BB FE X mssql_tls_cert 1
mssql_tls_private_key,

mssql_tls_cert: <path>

WE RS R EM TLS IEBMRE. ZAGREXHERIZE T R LK
letc/pkiltls/certs/ B3,

mssql_tls_private_key: < path>

WEEEHET R E TLS AR, ZARNEXHSHBZET AN
letc/pki/tls/private/ B3%H,

mssql_tls_force: true

MREFE, HHRHEBIRBHH TLS iEHHY.

B playbook F{EHAMNMALEMIFE, HEEEH TR LN
/usr/share/ansible/roles/microsoft.sql-server/README.md 3,
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JE playbook 53k :
I $ ansible-playbook --ask-vault-pass --syntax-check ~/playbook.yml

AR, XS REIEEER, FRIBEHERBENNEE,

7—

i&1T playbook :

I $ ansible-playbook --ask-vault-pass ~/playbook.yml

1£ SQL Server IHl L, A A -N M sqlemd TEEET T SQL RS HNMEE R
HizfTE#, Hm :

$ /opt/mssql-tools/bin/sqlcmd -N -S server.example.com -U "sa" -P <sa_password>-Q
'SELECT SYSTEM_USER'

MReHEEN, NSRS BREERER TLS In&E,

=
=
=

/usr/share/ansible/roles/microsoft.sql-server/README.md file

17.2. 8 MICROSOFT.SQL.SERVER ANSIBLE %%ifi fa ¥ MAECE IDM A 76R9 TLS iEH# SQL
SERVER

MR FARFRZE Microsoft SQL Server BERE, EaILUfEA TLS IN#EESE SQL Server, USSR
RARENMBIRE ML LEE. MR SQL Server =HL2 Red Hat Identity Management (IdM)ish i
B, certmonger IRZ5 B LAEBRUE 151 KT R MLELT,

@it i microsoft.sql.server Ansible %Zifa s, EAILIBAZHITIER. EALUER TLS NEE
BELZMAEE SQL Server, microsoft.sql.server fafa{fifl certificate Ansible X5 fifa ki iE
certmonger 3 M IdM iFKUE+5,

BIEZETH LM RHEL iRA, EnlLlL%m SQL Server lRA=AMAH :
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RHEL 7.9: SQL Server 2017 #1 2019

RHEL 8: SQL Server 2017, 2019, #1 2022

RHEL 9.4 B E#Hhk4A : SQL Server 2022

FoRFEMH

FEAESHFEHT RHNIRET <.

L2 & EH L2 1T playbook B9 F &SR BIHRHIT =,

AFEERZET apik P 2H sudo HER.

IEEIERHEIT R &2 T ansible-collection-microsoft-sql ##4-&% microsoft.sql £4&.

RETREET 2GB HES RAM,

SZETRMEALTHRAZ— : RHEL7.9. RHEL 8. RHEL 9.4 SiE S kR4,

#&1f Red Hat Identity Management (IdM)iis5EM T 2 &7 =

L

RHERNBUEZ BFEEME X4 :

BIREE

$ ansible-vault create vault.yml
New Vault password: <vault_password>
Confirm New Vault password: <vault_password>
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£ ansible-vault create 51T H4HERE, LA < key> : < value> #EHIA BUEE
13 -

I sa_pwd: <sa_password>

BEEY, HXHmE2S. Ansible i1 vault hEUEE,

BRI E S LU TAREM playbook X4, # ~/playbook.yml :

- name: Installing and configuring Microsoft SQL Server
hosts: managed-node-01.example.com
vars_files:
- vault.yml
tasks:
- name: SQL Server with certificates issued by Red Hat IdM
ansible.builtin.include_role:
name: microsoft.sql.server
vars:
mssql_accept_microsoft_odbc_driver_17_for_sql_server_eula: true
mssql_accept_microsoft_cli_utilities_for_sql_server_eula: true
mssql_accept_microsoft_sql_server_standard_eula: true

mssql_version: 2022
mssql_password: "{{ sa_pwd }}"
mssql_edition: Developer
mssql_tcp_port: 1433
mssql_manage_firewall: true
mssql_tls_enable: true
mssql_tls_certificates:

- hame: sql_cert

dns: server.example.com
ca:ipa

Bl playbook HigEMIXEDIE :

mssql_tls_enable: true

JEF TLS %, MREALEE, BB FE X mssql_tls_certificates,
mssql_tls_certificates

as ik ARKIXER YAML 751X,

Name: & /It;file_name>
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ESGERMAARE L LT, certificate & BIFIEBIFHETE /etc/pkiltis/certs/
<file_name > .crt M1Fr%A /etc/pki/tls/private/ <file_names.key 3L+,

dns: <hostname_or_list_of_hostnames>

KB X iEBhi Subject Alternative Names (SAN)FERE SN A, EalLlUERA
BERF (ML YAML IR IEEZS BT,

ca: <ca_type>

= >

E Y certificate A EIMIERKIET., MEENE IAM = BE R FEM, HRHTE
B ipa, LLUERBZRAILH,

A X playbook hENMAZ SN, HEREHT R LN
/usr/share/ansible/roles/microsoft.sql-server/README.md 3,

JE playbook 53k :
I $ ansible-playbook --ask-vault-pass --syntax-check ~/playbook.yml

AR, XS REIEEER, FRIEHERBENNEE,

’—

i&1T playbook :

I $ ansible-playbook --ask-vault-pass ~/playbook.yml

1£ SQL Server IHl L, A A -N SHM sqlemd TEEET T SQL RSB EREE
HizfTEH, Him :

$ /opt/mssql-tools/bin/sqlcmd -N -S server.example.com -U "sa" -P <sa_password>-Q
'SELECT SYSTEM_USER'

MReHEEN, NSRS BRERER TLS In&E,

=
=
3
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/usr/share/ansible/roles/microsoft.sql-server/README.md file

£/ RHEL REiAfEiEKIES

17.3. B E X FHRE R EMNEE SQL SERVER, {#fH MICROSOFT.SQL.SERVER ANSIBLE %%i
At

L&A microsoft.sql.server Ansible REifa Ak LEMEEFH M SQL Server i, EATLIAE L
EMASBERNBENENX, fin, MRESBEENBSESXHEREEAESEMNARBXR, Hid
BEHEE L BE.

B

PR T BIRH B SRR I EHFIZT playbook, ZEIEAMNEREEMAAREE
KRBERKBBED. AEFBEENBSREERAE,

*F 17.1. IR B EE XK SQL Server EAEE

RE Bx B mEE Group
data /var/opt/mssql/data/ (a] mssq| mssq|
B& /var/opt/mssql/los/ [a] mssq| mssql

[a] MREXEE, NIABSREBER., MRZBXAEE, ZAGKLURBERNNAZE TR LML umask,

FRFH

FEEAESHFEHT RHNIRET <.

L2 & M L2 1T playbook B9/ B SR BIRHIT =,

AT EEIRET Bk 2A sudo HBR,

IEEERHET R E&RE T ansible-collection-microsoft-sql ##4-&% microsoft.sql £4&.
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RETREET 2GB HES RAM,

SZETRMEALTHRAZ— : RHEL7.9. RHEL 8. RHEL 9.4 SiE S kR4,

RHENBUEE BFEEMEE X4 :

BIREE

$ ansible-vault create vault.yml
New Vault password: <vault_password>
Confirm New Vault password: <vault_password>

£ ansible-vault create fp SIT ARG, LA < key> : < value> #EHA BUEH
13 -

I sa_pwd: <sa_password>

BEEY, HXME2S. Ansible i1 vault hEUEE,

SatEIAM playbook X4, #l ~/playbook.yml, 3t7iN storage # log XM E :

- name: Installing and configuring Microsoft SQL Server
hosts: managed-node-01.example.com
vars_files:
- vault.yml
tasks:
- name: SQL Server with custom storage paths
ansible.builtin.include_role:
name: microsoft.sql.server
vars:
mssql_accept_microsoft_odbc_driver_17_for_sql_server_eula: true
mssql_accept_microsoft_cli_utilities_for_sql_server_eula: true
mssql_accept_microsoft_sql_server_standard_eula: true

mssql_version: 2022
mssql_password: "{{ sa_pwd }}"
mssql_edition: Developer
mssql_tcp_port: 1433
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mssql_manage_firewall: true
mssql_datadir: /var/lib/mssql/
mssql_datadir_mode: '0700'

mssql_logdir: /var/log/mssql/
mssql_logdir_mode: '0700’

Bl playbook HigEMIXEDIE :

mssql_datadir_mode and mssql_logdir_mode

WENRER, ASISHAAIEEHE, RGkRABUFHREARTE, mAE2H
{Eo

B playbook F{EHMNMALEMIFE, HEEEH TR LN
/usr/share/ansible/roles/microsoft.sql-server/README.md 3,

3.
IS playbook i3k :
I $ ansible-playbook --ask-vault-pass --syntax-check ~/playbook.yml
HAR, TS REIEEER, FREBLFHRMEERNEE,
4,
i&{T playbook :
I $ ansible-playbook --ask-vault-pass ~/playbook.yml
1.
BErRBIEERER
$ ansible managed-node-01.example.com -m command -a'lIs -Id /var/lib/mssql/
drwx------ . 12 mssql mssql 4096 Jul 3 13:53 /var/lib/mssql/
2.

ERAEBFRNER :

$ ansible managed-node-01.example.com -m command -a 'Is -Id /var/log/mssql/'
drwx------ . 12 mssql mssql 4096 Jul 3 13:53 /var/log/mssql/
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=
=
B

/usr/share/ansible/roles/microsoft.sql-server/README.md file

17.4. {8 MICROSOFT.SQL.SERVER ANSIBLE ZZifataREMACE A AD £ M SQL SERVER

EAT LU Microsoft SQL Server ££5¢ %l Active Directory (AD), LAE AD R/ &Ef%F SQL Server
HTEHERAE, #idEA microsoft.sql.server Ansible R5ififa, EA LA ZHUTILTRE, F4ER T
BLRZEMEE SQL Server, EXE, 16217 playbook f5, {hZi4E AD #1 SQL Server hHiTF5hd
-5

BIEZE TN LM RHEL iRA, EnlLlLim SQL Server lRA=AMAH :

RHEL 7.9: SQL Server 2017 #1 2019

RHEL 8: SQL Server 2017, 2019, #1 2022

RHEL 9.4 BB Hhir4A : SQL Server 2022

TR

FEAESFERHT RHNRET <.

LI 2 & EH L2 1T playbook B9/ &SR BIRHIT =,

AT EERRET Bk 2A sudo HBR,

IEEIERHEIT R E&RE T ansible-collection-microsoft-sql ##4-&3% microsoft.sql £4&.

RETREET 2GBHES RAM,

SET SEHELLTHRAZ— : RHEL 7.9. RHEL 8. RHEL 9.4 SX#E S kR4,
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W& AD .
AD F#Z{EX[H DNS (RDNS)K i, Hiha&E4 AD B2 (DC)M =R (PTR)FHRIC R,
ZETHHIMLXERM AD DNS iR55%3.
ZREXHAILUEHTLLT DNS &H :
AD DC HEN AT LR ESE A (FQDN)EBFEHT N H IP ithik,

AD DC ¥ IP bt fi#47 ©1 189 FQDN,

£

FHENBUEZ BFHEEME X4 :

BIREE

$ ansible-vault create vault.yml
New Vault password: <vault_password>
Confirm New Vault password: <vault_password>

£ ansible-vault create fp ST iSRG, LA < key> : < value> #ELHA BB
15 -

sa_pwd: <sa_password>
sql_pwd: <SQL_AD_password>
ad_admin_pwd: <AD_admin_password>

BEEY, HXME2S. Ansible i1 vault hEUEE,

BB E S LI TAREM playbook X4, # ~/playbook.yml :
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- name: Installing and configuring Microsoft SQL Server
hosts: managed-node-01.example.com
vars_files:
- vault.yml
tasks:
- name: SQL Server with AD authentication
ansible.builtin.include_role:
name: microsoft.sql.server
vars:
mssql_accept_microsoft_odbc_driver_17_for_sql_server_eula: true
mssql_accept_microsoft_cli_utilities_for_sql_server_eula: true
mssql_accept_microsoft_sql_server_standard_eula: true

mssql_version: 2022
mssql_password: "{{ sa_pwd }}"
mssql_edition: Developer
mssql_tcp_port: 1433
mssql_manage_firewall: true

mssql_ad_configure: true

mssql_ad_join: true

mssql_ad_sql_user: sqluser
mssql_ad_sql_password: "{{ sql_pwd }}"
ad_integration_realm: ad.example.com
ad_integration_user: Administrator
ad_integration_password: "{{ ad_admin_pwd }}"

Bl playbook HigEMIXEDIE :

mssql_ad_configure: true
JE X AD BT S35 E,
mssql_ad_join: true

{#/ ad_integration RHEL RZiAEFRZE T RMAZR AD. %A EHEH
ad_integration_realm. ad_integration_user # ad_integration_password 2z £ hii% &
e A,

mssql_ad_sql_user: <username>
BB AD 1 SQL Server hi i fIEEM AD ik 8T, ATEEBEN,
ad_integration_user: &It ;AD_user>

WEEEHNEN AD AFNETRR, SHSMAREG, FH6IE mssql_ad_sql_user
{589 AD B,

B playbook F{EHAMNMALEMIFE, HEEEH TR LN
/usr/share/ansible/roles/microsoft.sql-server/README.md 3,
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JE playbook 53k :
I $ ansible-playbook --ask-vault-pass --syntax-check ~/playbook.yml

AR, XS REIEEER, FRELEHERBERNEE.

7—

i&1T playbook :
I $ ansible-playbook --ask-vault-pass ~/playbook.yml

1£ AD Eirh, HR#E playbook H#57ER AD SQL M5 A 128 fir#l 256 fii Kerberos &1
Bk, AT EGZ— :

£ Active Directory Fi/"#1 Computers N AR :

7 A ad.example.com > Users > sqluser > Accounts,

1£ Account options FllZ&kr, % This account supports Kerberos AES 128
bit encryption #1 This account supports Kerberos AES 256 bit encryption,

IR R

1£ admin R PowerShell 1, HiA :

I C:\> Set-ADUser -ldentity sqluser -KerberosEncryptionType AES128,AES256

= AD B, HREER R SQL Server HiTHA%KUE, £ SQL Server fh, HUTLLTHE -

4 Administrator Fi /7 3XHX Kerberos ticket :

I $ kinit Administrator@ad.example.com
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AL AD A F -

$ /opt/mssql-tools/bin/sqlcmd -S. -Q 'CREATE LOGIN [AD\<AD_user>] FROM
WINDOWS;'

XN iZBESija] SQL Server S AD AP ES LT,

153247 SQL Server WZET =L :

73 AD FF3KHY Kerberos ticket :
I $ kinit <AD_user>@ad.example.com
{8/ sqlemd TE&5%3 SQL Server FHizfTa#], I -

I $ /opt/mssql-tools/bin/sqlemd -S. -Q 'SELECT SYSTEM_USER'’

=
o
B

/usr/share/ansible/roles/microsoft.sql-server/README.md file
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%5 18 & {1/ RHEL RZifatalici& NBDE

18.1. NBDE_CLIENT %1 NBDE_SERVER RHEL ®Zifs 25/} (CLEVIS #1 TANG)

RHEL %5ifa a2 Ansible A IERNES, HIBEERS D RHEL RoRH#—MAkERO,

RHEL 8.3 BIA T Ansible fafa, FF{#M Clevis #l Tang B &I E LT HRIENARE(PBD)RR S
%, rhel-system-roles ¥# BB I XERG A A, HXRBILLRSEH,

nbde_client REifa fafE &R LIAEN A XEBEZ 1 ClevisE ik, iEES, nbde_client AR
X ¥ Tang &, EBRIEEFHEAT TPM2 45E,

nbde_client i 2aFE 24 LUKS MENE, HABSIEE LUKS MESHER—IHE ML
#7%E (NBDE)IRS5%% - Tang IR 4%, EALMERAEMEERBIANEME, NEFHEMER. MERZGE
HiE, R AR NBDE 8. HBRAEEAEES RS ERMERNIGN BB ST,
XIFEEH,

MRERNHRAEFNBHXY, ARREREEEREMANE—, NRBEFIEMERHIENED,
ERZAMAANAEPRRBEHEEE,

PBD 48 E SOy & BRI, XBHRENRA—NMIERAIUESNHE, RAGEEHE 1.

nbde_client i athi2ft T state T2, M present [AENIBFHERBEHUEHE. 5 clevis
luks bind e GARE, EAILU# state: present SREBEHZH X SAEPINERE. absent BHERMERTS
ERIEE

[ nbde_client R5ifata, ERILIBEMER Tang IRS5&B1E7BELNE ARG RN—EHS. 1
A BRI IhEE

B Tang B

HBEMED Tang BH
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/usr/share/ansible/roles/rhel-system-roles.nbde_server/README.md file

/usr/share/ansible/roles/rhel-system-roles.nbde_client/README.md file

/usr/share/doc/rhel-system-roles/nbde_server/ directory

/usr/share/doc/rhel-system-roles/nbde_client/ directory

18.2. {#if} NBDE_SERVER RHEL %Z:faiXE% /P TANG R5 S

R LU SN S S Tang IR55831XEM Ansible playbook.

FeREZ M
[ ]
R AR IR S ZE T A
[ ]
L2 &E EH L2 1T playbook B9 F &SR BIRHIT =,
[ ]
AFEERSZET Sk~ 28 sudo HR,
L

RIS LU TAREK playbook 32, #0 ~/playbook.yml :

- hosts: managed-node-01.example.com
roles:
- rthel-system-roles.nbde_server
vars:
nbde_server_rotate_keys: yes
nbde_server_manage_firewall: true
nbde_server_manage_selinux: true

It playbook RAITRERE Tang RS B[RHMBHILH,
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34 nbde_server_manage_firewall #1 nbde_server_manage_selinux ##i%i& N true
i, nbde_server AfafiMA firewall il selinux f 23K EE nbde_server A& FHANmO.

2.
JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.yml
HAR, TS REIEEE, FREBLHRMEERNEE,
3.
i&{T playbook :
I $ ansible-playbook ~/playbook.ymi
[}
BELRE Clevis RS LA grubby T E R Tang pin MM AT A, EHA :
I # grubby --update-kernel=ALL --args="rd.neednet=1"
H At BT iR
[}
/usr/share/ansible/roles/rhel-system-roles.nbde_server/README.md file
[}

/usr/share/doc/rhel-system-roles/nbde_server/ directory

18.3. {#if} NBDE_CLIENT RHEL R5ifa 2% &%/ CLEVIS B/ i

{#f nbde_client RHEL ®R5ifafa, EalLUERHMAEZS PN RE LEE Clevis B MmiXEHN
Ansible playbook,

k

N
p o
;

il

nbde_client RSt R ¥ Tang HE. Hit, EREFHAT TPM2 H5E.

FoRFM
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FEAESHFEHT RHNRET <.

L2 &E EH 21T playbook B9 F &SR BIRHIT =,

AT EEIRET Bk 2A sudo HkR,

BIEE S TAEN playbook X, #l ~/playbook.yml :

- hosts: managed-node-01.example.com
roles:
- rthel-system-roles.nbde_client
vars:
nbde_client_bindings:

- device: /dev/rhel/root
encryption_key_src: /etc/luks/keyfile
servers:

- http://serveri.example.com
- hitp://server2.example.com

- device: /dev/rhel/swap
encryption_key_src: /etc/luks/keyfile
servers:

- hitp://serveri.example.com
- hitp://server2.example.com

XA Pl playbook ACiE Clevis & i, LUEERA Tang RSB HFEDPE—N eI AN BB
RBH A LUKS In#s

nbde_client R5if A REZFE A A ENEE N (DHCP)KER. ZFF NBDE AT A%
X IP BENE P, HHEALLT playbook :

- hosts: managed-node-01.example.com
roles:
- rhel-system-roles.nbde_client
vars:
nbde_client_bindings:

- device: /dev/rhel/root
encryption_key_src: /etc/luks/keyfile
servers:

- http://serveri.example.com
- hitp://server2.example.com

- device: /dev/rhel/swap

encryption_key_src: /etc/luks/keyfile
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servers:
- hitp://serveri.example.com
- hitp://server2.example.com
tasks:
- name: Configure a client with a static IP address during early boot
ansible.builtin.command:
cmd: grubby --update-kernel=ALL --
args="GRUB_CMDLINE_LINUX_DEFAULT="ip={{ <ansible_default_ipv4.address> }}::{{
<ansible_default_ipv4.gateways }}:{{ <ansible_default_ipv4.netmask> }}::{{
<ansible_default_ipv4.alias> }}:none'™

1EIXA playbook #, $F & It;ansible_default_ipv4Galaxy > FRFHRE B EMMLHN IP it

b, @40 : ip={{ 192.0.2.10 }}::{ 192.0.2.1 }}:{{ 255.255.255.0 }}::{{ ens3 }}:none.,

JE playbook 5%k :

I $ ansible-playbook --syntax-check ~/playbook.yml

AR, XTeaREIEEER, FREEHERBERNEE.

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

Hih 5w
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£#ta ramdisk (initrd)d &R E Linux M4SECE BHXE


https://www.redhat.com/sysadmin/network-confi-initrd
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%5 19 & {1/ RHEL REiABEEMSXE

A network RHEL R4ifafa, EaILIATHUT SR EXNRENERES.

19.1. E A% RHEL R5iAEMEOLN, SEAHS IP it AdE LIARTFE

Z4¥ Red Hat Enterprise Linux EHLFEERILAKNMMLEE, HHML% % & E—1 NetworkManager 3
ERE X, @it Ansible fl network RHEL RZifafa, #EaJLUfE playbook e X EH LB F)
XN, FrEkErEikES.

BRI LIE A network RHEL REiAGEEMFAFS IP ithit, M DNS &N AMER, HiEe
fi1a A EnEOLR,

SoREM
[
R AR IR R IZE T
[
LI 2 &E EH L2197 playbook B9 F &SR BIRHIT =,
[
AT EEIZET Ktk B2f sudo R,
[
MRS5S 2B E A — B E R IUAK R,
[
ZE T s NetworkManager At i& %,
SR

BB E S LU TAREM playbook X4, #1 ~/playbook.yml :

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Ethernet connection profile with static IP address settings
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:

167



Red Hat Enterprise Linux 8 {§1fl RHEL REifi e HML R ERE

network_connections:

- hame: enp1s0
interface_name: enp1s0
type: ethernet
autoconnect: yes
ip:

address:
-192.0.2.1/24
-2001:db8:1::1/64
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:
-192.0.2.200
-2001:db8:1::ffbb
dns_search:
- example.com
state: up

A playbook ML E/HEE, HEFEWN TR LN
/usr/share/ansible/roles/rhel-system-roles.network/README.md 3.

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHERBENNEE,

’—

i&1T playbook :

I $ ansible-playbook ~/playbook.ymi

HIRET B Ansible FLHEILERMIBSRE -

# ansible managed-node-01.example.com -m ansible.builtin.setup

"ansible_default_ipv4": {
"address': "192.0.2.1",
"alias": "enp1s0",
"broadcast": "192.0.2.255",
"gateway": "192.0.2.254",
"interface™: "enp1s0",
"macaddress": ""52:54:00:17:b8:b6",
"mtu": 1500,
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"netmask": "255.255.255.0",
"network": "192.0.2.0",
"prefix": "24",

"type": "ether"

}!

"ansible_default_ipv6": {

"address": "2001:db8:1::1",
"gateway": "2001:db8:1::fffe",
"interface™: "enp1s0",
"macaddress": ""52:54:00:17:b8:b6",
"mtu": 1500,
"prefix": "64",
"scope": "global",
"type": "ether"

}!

"ansible_dns": {
"nameservers": [
"192.0.2.1",
"2001:db8:1::ffbb"
I
"search': [
"example.com”
]
}!

=
o
=
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/usr/share/ansible/roles/rhel-system-roles.network/README.md 344

/usr/share/doc/rhel-system-roles/network/ directory

19.2. [ AM%ZE RHEL RETA BRI SIRE, FHAHS IP thhtfdE LI KM ER:

Z¥F Red Hat Enterprise Linux EHLEERILAKMMLS, &M% &S 0B —4 NetworkManager %
BEfRdE 4, @it Ansible fl network RHEL RZifafs, #EnalLUfE playbook e X MEH LA B

fEX iR, FrRkEERicES.

ERI LA network RHEL REGIABEE N AFS IP ik, FXH DNS WEMLIKMERE, HiRiE

BEMAEHEEAHRRE] o85S RS,

FoRFM

FEEAESHFERHT RHNRET <.
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[
LI 2 & EH L2 1T playbook B9 F &SR BIRHIT =,
[ ]
AT EEISZET Ktk B2f sudo R,
[ ]
IR 55 2R ECE A — MRS E BEHULA KR 5.
[ ]
2 & |8 NetworkManager BdiE %%,
[ ]
BB LSRR E, EaLUER udevadm info /sys/class/net/ <device_name& gt; |
grep ID_PATH= @ %5 BRI B,
R

BB E S LI TAREM playbook X4, #1 ~/playbook.yml :

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Ethernet connection profile with static IP address settings
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network_connections:
- hame: example
match:
path:
- pci-0000:00:0[1-3].0
- &!pci-0000:00:02.0
type: ethernet
autoconnect: yes
ip:
address:
-192.0.2.1/24
-2001:db8:1::1/64
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:
-192.0.2.200
-2001:db8:1::ffbb
dns_search:
- example.com
state: up
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Bl playbook HigEMIXEDIE :

match
E SRR FEEN ARE, ERERLETES path Ui —i2fEH,
path

ESCXENRARR. Bl ekENEERES&KEAR. REMUASEHFHE
B, XANRPIEERN AR5 PCIID 0000:00:0[1-3].0 PLA2fYik s, BARRMMA
0000:00:02.0,

B playbook F{EHMNMALEMNIFE, HEEEHT LN
/usr/share/ansible/roles/rhel-system-roles.network/README.md 3,

JHE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XTeRREIEEER, FRELEHERBERNEE.

’—

i&{T playbook :

I $ ansible-playbook ~/playbook.yml

HIRET B Ansible FLHEILERBIBLSRE -

# ansible managed-node-01.example.com -m ansible.builtin.setup

"ansible_default_ipv4": {
"address': "192.0.2.1",
"alias": "enp1s0",
"broadcast": "192.0.2.255",
"gateway": "192.0.2.254",
"interface™: "enp1s0",
"macaddress": "52:54:00:17:b8:b6",
"mtu": 1500,
"netmask": "255.255.255.0",
"network": "192.0.2.0",
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"prefix": "24",
"type": "ether"

}!

"ansible_default_ipv6": {

"address": "2001:db8:1::1",
"gateway": "2001:db8:1::fffe",
"interface™: "enp1s0",
"macaddress": ""52:54:00:17:b8:b6",
"mtu": 1500,
"prefix": "64",
"scope": "global",
"type": "ether"

}!

"ansible_dns": {
"nameservers": [
"192.0.2.1",
"2001:db8:1::ffbb"
I
"search': [
"example.com”
]
}!

=
=
B

/usr/share/ansible/roles/rhel-system-roles.network/README.md 344

/usr/share/doc/rhel-system-roles/network/ directory

19.3. EAM%: RHEL RS AGMEOAR, AN IP hitAcE LUKRFERE

Z4¥ Red Hat Enterprise Linux EHLFERILAKHMLZE, F %% & IE#—4 NetworkManager 3%
BEfRdE 4, @it Ansible fl network RHEL RZifafa, #EnaILUfE playbook e X MEH LA B
XN, FriEkErEikESR.

XTI LUEA network RHEL R4 (B RCE LIAREREE, M DHCP [R5533# IPve R Tkt A EhEcE
(SLAAC)K:3RH IP ithiilt, BIXHI DNS %iE. SERAlLAR, BN EERES SRS EENEDOATR.

FoRFMH

FEEAESFERHT RHNRET <.
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L2 & EH L2 1T playbook B9/ &SR BIRHIT =,

AT EEIRET Bk 2A sudo HBR,

IR55 B ECE A — M YEHEENLAKM %%,

PIZtsh7E DHCP fR55%#1 SLAAC,

ZE T s NetworkManager IRSSHCE .

BIEE S TAEN playbook X, #l ~/playbook.yml :

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Ethernet connection profile with dynamic IP address settings
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network_connections:
- hame: enp1s0
interface_name: enp1s0
type: ethernet
autoconnect: yes
ip:
dhcp4: yes
auto6: yes
state: up

Bl playbook HigEMIXEDIE :

dhcp4: yes
JBAB3) IPv4 itk 53#2, M DHCP. PPP skiZE{liRS5 4 Hd.

auto6: yes

B IPv6e B5hEdE, BRAER T, NetworkManager ERKHSAL, MEKHABRE
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77 managed f7ic, NetworkManager &M DHCPv6 BR35231%3K IPv6 bt FAT4H,

X playbook F{EHMNMALEMIFE, HEEEH TR LN
/usr/share/ansible/roles/rhel-system-roles.network/README.md 3,

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XTeaREIEEER, FREEHERBERNEE.

’—

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

BHZET B Ansible E, HRUFEORT YRR IP #hit# DNS %i& :

# ansible managed-node-01.example.com -m ansible.builtin.setup

"ansible_default_ipv4": {
"address': "192.0.2.1",
"alias": "enp1s0",
"broadcast": "192.0.2.255",
"gateway": "192.0.2.254",
"interface™: "enp1s0",
"macaddress’: "52:54:00:17:b8:b6",
"mtu": 1500,

"netmask": "255.255.255.0",
"network": "192.0.2.0",
"prefix": "24",

"type": "ether"

b

"ansible_default_ipv6": {

"address'": "2001:db8:1::1",
"gateway": "2001:db8:1::fffe",
"interface": "enp1s0",
"macaddress": "52:54:00:17:b8:b6",
"mtu": 1500,
"prefix": "64",
"scope": "global",
"type": "ether"

b
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"ansible_dns": {
"nameservers": [
"192.0.2.1",
"2001:db8:1::ffbb"
I
"search: [
"example.com”
]
}!

=
=
=

/usr/share/ansible/roles/rhel-system-roles.network/README.md 344

/usr/share/doc/rhel-system-roles/network/ directory

19.4. [ HM%Z RHEL RSt BN FRE, A IP bl fidE LUK M E#%

Z4¥ Red Hat Enterprise Linux EHLFERILAKHMLZE, F ML & I —4 NetworkManager 3%
BEfRdE 4, @it Ansible #l network RHEL REifafs, #EnalLUfE playbook e X MEH LA B
XN, FriEkErEikES.

=] LI network RHEL R4 Al E LI AR EEE, M DHCP BR5523H1 IPv6e LR Al H5hEdE
(SLAAC)3RH IP hiit, BIXH] DNS i%iE, ZAGALUIREEZERBENKEMA2ED AT ERER
BESRA LS.

FRFM

FEEAESFERHT RHNRET <.

L2 & EH L2 1T playbook B9 F &SR BIRHIT =,

AT EEIRET Bk 2A sudo HBR,

IR55 2B ECE A — M YEHEENLAKR %%,
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F45thA DHCP fR5543H1 SLAAC,

ZEFEHEA NetworkManager Eci& %%,

BB LSRR E, EaLUER udevadm info /sys/class/net/ <device_name& gt; |
grep ID_PATH= ff % ERIX &,

SR
BB ES LU FTAREM playbook X4, # ~/playbook.yml :

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Ethernet connection profile with dynamic IP address settings
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network_connections:
- hame: example
match:
path:
- pci-0000:00:0[1-3].0
- &!pci-0000:00:02.0
type: ethernet
autoconnect: yes
ip:
dhcp4: yes
auto6: yes
state: up

Bl playbook HigEMIXEDIE :

match: path

TESURATH R FRAF BN ARE, ERERETES path EH—EEA.

path: & It;path_and_expressions>

B FNRARE, SR RENBERERREAN. HETHUASESHFNE
BERF, XASRBITLER FAEIS PCIID 0000:00:0[1-3].0 PLdiik &, (BN A
0000:00:02.0,

dhcp4: yes
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BRABE3 IPv4 it 582, M DHCP. PPP =iZK{liRSS S EC.

auto6: yes

JEF IPv6e B3hfdE, BIAER T, NetworkManager ERKHSAL, MEKHARE
77 managed #7ic, NetworkManager &M DHCPv6 R5525153K IPv6 Hbiit FIA14%,

AX playbook H{ERAMAAELEMIFE, HEFEHT R LM
/usr/share/ansible/roles/rhel-system-roles.network/README.md 3+,

2.
JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi
HAR, TS REIEEER, FREBLFHRMEERNEE,
3.
i&{T playbook :
I $ ansible-playbook ~/playbook.yml
[ ]

HAZET KRB Ansible =5, FRIEEOSEWSIN IP ikl DNS i%iE :

# ansible managed-node-01.example.com -m ansible.builtin.setup

"ansible_default_ipv4": {
"address': "192.0.2.1",
"alias": "enp1s0",
"broadcast": "192.0.2.255",
"gateway": "192.0.2.254",
"interface™: "enp1s0",
"macaddress": ""52:54:00:17:b8:b6",
"mtu": 1500,

"netmask": "255.255.255.0",
"network": "192.0.2.0",
"prefix": "24",

"type": "ether"

b

"ansible_default_ipv6": {
"address": "2001:db8:1::1",
"gateway": "2001:db8:1::fffe",
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"interface™: "enp1s0",
"macaddress": ""52:54:00:17:b8:b6",
"mtu": 1500,
"prefix": "64",
"scope": "global",
"type": "ether"

}!

"ansible_dns": {
"nameservers": [
"192.0.2.1",
"2001:db8:1::ffbb"
I
"search': [
"example.com”
]
}!

=
o
B

/usr/share/ansible/roles/rhel-system-roles.network/README.md 344

/usr/share/doc/rhel-system-roles/network/ directory

19.5. i1 NETWORK RHEL %Zifa aid& VLAN #ric

NPRAFZAER Virtual Local Area Networks (VLAN)S R & S FRBLZHML%Lth, EER—
NetworkManager = #HEd & X4k A& VLAN Fric, @idfEMA Ansible #l network RHEL RkZifafa, &
Al LU{E playbook i XM EH LANMEX M TR, FHrEREEERES,

#ZRI LA A network RHEL REiAEECE VLAN Pric, ME VLAN FBRX&HEFEERE X H TR F1E,
£ e th e LBIE VLAN,

k

N
p
;

il

MR VLAN X&FZE IP ihht, B2RiIAMXH DNS i%X&, &1 VLAN && EREE],
MATEER K& ERE,

FeRFM

FEEAESFEHT RHNRE T <.
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LI 2 & EH LiZ1T playbook B /1 &SR BIRHIT =,

AT EERRET Bk 2A sudo HBR,

BRI ELLTRAM playbook X4, # ~/playbook.yml :

- name: Configure the network
hosts: managed-node-01.example.com

tasks:

- name: VLAN connection profile with Ethernet port

ansible.builtin.include_role:
name: rhel-system-roles.network

vars:
network_connections:
# Ethernet profile
- hame: enp1s0
type: ethernet

interface_name: enp1s0

autoconnect: yes
state: up
ip:
dhcp4: no
auto6: no

# VLAN profile
- nhame: enp1s0.10
type: vian
vilan:
id: 10
ip:
dhcp4: yes
auto6: yes
parent: enp1s0
state: up

7Bl playbook HEEM e XEDIE :

type: & It;profile_type>

REENENREENEE, R playbook BIBFHMNEERBE : —MHTRUKAH

%%, B—1 T VLAN &%,

dhcp4: &lt ;values>
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MREN yes, WM DHCP. PPP sK{UIRS B5h RS IPv4 filit 53 Bc. FRARBE
89 1P HhtE&eE,

auto6: &It ;value>

MR&EH yes, NS IPve BHohicE, 1EXFERT, NetworkManager & H
BN, MEBHBES & Irs, NetworkManager &M DHCPvV6 [R558315 K IPv6 it
Manfl. FARX &S EMN IP bitReE,

parent: & It;parent_device>
WiE VLAN FEEEEMR K F, R, RKARZUKHED,

B playbook F{EHAMNMALEMNIFE, HEEEHT LN
/usr/share/ansible/roles/rhel-system-roles.network/README.md 3+,

JE playbook 153k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XTeRREIEEER, FREEHERBERNEE.

7—

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

45UE VLAN Z& :

# ansible managed-node-01.example.com -m command -a 'ip -d addr show enp1s0.10'
managed-node-01.example.com | CHANGED | rc=0 >>
4: vlan10@enp1s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc
noqueue state UP group default qlen 1000

link/ether 52:54:00:72:2f:6e brd ff:ff:ff:ff:ff:ff promiscuity 0

vlan protocol 802.1Q id 10 <REORDER_HDR> numtxqueues 1 numrxqueues 1
gso_max_size 65536 gso_max_segs 65535

=
o
B
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/usr/share/ansible/roles/rhel-system-roles.network/README.md 3244

/usr/share/doc/rhel-system-roles/network/ directory

19.6. {&1f NETWORK RHEL &5 faie BRI

EoT L@ BIEE M, #E Open Systems Interconnection (OSHERIMEE 2 2 LiFEES MY, B
BT, 1H1E NetworkManager & FiERcE SR, Mid{#EMA Ansible fll network RHEL ®&5ifafa, &
AILAE playbook 3 X MEN EBIMLXMNTE, BB FERESE,

XTI LUEA network RHEL RS RECERLT, MRMBFHREHNEREEXHAEFE, NAatt

MREPFTHEC IP thik, BXH DNS &, HERMK LEEE], mA2EHKRD
EEEEL]

SERFEH
[ ]
B ERTFERT RNZE T =
[ ]
L2 & EH L2 1T playbook B9 F &SR BIRHIT =,
[ ]
AT EEISZET KBk B2A sudo R,
[ ]
ERSF/HRRERNHER U LB RE BRI %,
FIR

BRI E S LI TAREM playbook X4, #1 ~/playbook.yml :

- name: Configure the network
hosts: managed-node-01.example.com
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tasks:
- name: Bridge connection profile with two Ethernet ports
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network_connections:
# Bridge profile
- nhame: bridge0
type: bridge
interface_name: bridge0
ip:
dhcp4: yes
auto6: yes
state: up

# Port profile for the 1st Ethernet device
- hame: bridge0-port1

interface_name: enp7s0

type: ethernet

controller: bridge0

port_type: bridge

state: up

# Port profile for the 2nd Ethernet device
- name: bridge0-port2

interface_name: enp8s0

type: ethernet

controller: bridge0

port_type: bridge

state: up

Bl playbook HigEMIXEDIE :

type: & It;profile_type>

HEECEBRMNEEENRE, =fHl playbook SEIE=ANFEREXH : —HTH
B, 5—1TATFUXMIEE.

dhcp4: yes
JaF B3 IPv4 it 58, M DHCP. PPP SiX{UARS5 9 Ec.
auto6: yes

B IPv6e B3hEdE, BIAER T, NetworkManager ERKHSAL, MREKHARE
77 managed #7ic, NetworkManager &M DHCPvV6 R5525153K IPv6 Hbiit FIA14%,

B playbook F{EHAMNMALEMIFE, HEEEH TR LN
/usr/share/ansible/roles/rhel-system-roles.network/README.md 32+,
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JE playbook 53k :

$ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHRBENNEE,

i&1T playbook :

$ ansible-playbook ~/playbook.yml

BRVEDY R E PIHT iw O B LUK B & B BEREIRES -

# ansible managed-node-01.example.com -m command -a 'ip link show master
bridge0’
managed-node-01.example.com | CHANGED | rc=0 >>
3: enp7s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel
master bridge0 state UP mode DEFAULT group default glen 1000

link/ether 52:54:00:62:61:0e brd ff:ff.ff.ff:ff.ff
4: enp8s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel
master bridge0 state UP mode DEFAULT group default glen 1000

link/ether 52:54:00:9e:f1:ce brd ff:ff:ff:ff.ff.ff

BRERESRNR &R OB LUAR R &R -

# ansible managed-node-01.example.com -m command -a 'bridge link show’
managed-node-01.example.com | CHANGED | rc=0 >>

3: enp7s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 master bridge0 state

forwarding priority 32 cost 100

4: enp8s0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 master bridge0 state

listening priority 32 cost 100

/usr/share/ansible/roles/rhel-system-roles.network/README.md 34

/usr/share/doc/rhel-system-roles/network/ directory
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19.7. {11 NETWORK RHEL R5ifa 2 RdE M E

B L EREPAERMAED, DRHtsEHEITRMEZHED, EREHRE, HUE—
NetworkManager iZ# B4, &I {EMA Ansible 1 network RHEL %Zifafa, #&mILIIE playbook
EXHEN EBSMEXN TR, HinRkEFEREE,

XA LUEA network RHEL R4 A BRCEMZHE, MRAENRENERLEXHFEFE, NI
athalfEe.

SEREH
[ ]
BRI R ZTE T =
[ ]
L2 & £ Li21T playbook B /1 &SR BIHRHIT =,
[ ]
ATFEEDSZSET =ik 2A sudo R,
[ ]
ERSBHRLREHRNIEFH MU LR E BRI LS,
L

BB E S LI TAREM playbook X4, #1 ~/playbook.yml :

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Bond connection profile with two Ethernet ports
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network_connections:
# Bond profile
- name: bond0
type: bond
interface_name: bond0
ip:
dhcp4: yes
auto6: yes
bond:
mode: active-backup
state: up
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# Port profile for the 1st Ethernet device
- name: bond0-port1

interface_name: enp7s0

type: ethernet

controller: bond0

state: up

# Port profile for the 2nd Ethernet device
- name: bond0-port2

interface_name: enp8s0

type: ethernet

controller: bond0

state: up

Bl playbook HigEMIXEDIE :

type: & It;profile_type>

REZEAENARESLNRE, 56 playbook REIB=/EFEEEXH : —1THATH
€, H—TAFUXHKE.

dhcp4: yes
jB A3 IPv4 Hitit A2, M DHCP. PPP SiZ:{UliRSS S .
auto6: yes

B IPv6e B3hEdE, BAER T, NetworkManager ERKHSA L, MEKHARE
78 managed f7ic, NetworkManager &M DHCPv6 BR3523153K IPv6 btk faTZK,

mode: <bond_mode>

REHERN, THENHES :

balance-rr (ZiL)

active-backup

balance-xor

broadcast
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802.3ad
balance-tlb

Balance-alb.

RIBEGENER, EFEXE playbook FIXEFINTE,

B playbook F{EHAMNMALEMNIFE, HEEEH TR LN
/usr/share/ansible/roles/rhel-system-roles.network/README.md 324+,

ZE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XTeRREIEEER, FRELEHERBERNEE.

i&1T playbook :

I $ ansible-playbook ~/playbook.ymi

ME R — R Pilmh R L, FREHREPEEAHMXELERE.,

AR, TERERRGTRERIKERRNES. EREENTE (WMnomcli) , RE

HEPshEFAT UG ORRENESN, A LRSS

/usr/share/ansible/roles/rhel-system-roles.network/README.md 344
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/usr/share/doc/rhel-system-roles/network/ directory

19.8. i NETWORK RHEL %Zifafafidi& IPOIB 7%

Ea[LUER IP over InfiniBand (IPoIB)iid InfiniBand #O 4% IP #iEE. E&E IPolB, HHIE—
A NetworkManager B, BT/ Ansible #l I RGiAE, B AFPUTIGER, FHE
playbook #iE X FEH L2 il & R & X .

RBI LU network RHEL RZififafidi& IPolB, MR InfiniBand MR X & MEERBEERFE, N
At LflEs,

FRFM

FEAESFEHT RHNRET <.

L2 & EH L2197 playbook B9 F &SR BIHLRHIT =,

AT EEIRET Bk 2A sudo HBR,

—AN% 7 mix4_ib0 B InfiniBand & &L EEZE T AL,

Z & =8 NetworkManager BdiE M4,

£

BB E S LU TAEN playbook X, #l ~/playbook.yml :

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: IPolB connection profile with static IP address settings
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network_connections:
# InfiniBand connection mix4_ib0
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- name: mix4_ib0
interface_name: mix4_ib0
type: infiniband

# IPolB device mix4_ib0.8002 on top of mix4_ib0
- name: mix4_ib0.8002
type: infiniband
autoconnect: yes
infiniband:
p_key: 0x8002
transport_mode: datagram
parent: mix4_ib0
ip:
address:
-192.0.2.1/24
-2001:db8:1::1/64
state: up

Bl playbook HigEMIXEDIE :

type: & It;profile_type>

HEECERMNACEENRE, =§l playbook SIBFMEEEREBSE : — AT
InfiniBand %1, —1HT IPolB %%,

parent: & It;parent_device>
%E&E IPoIB H R EENR X F.
P_Key: < value>

K& InfiniBand 0 X#H, MREKETHZE, HAEAE IPolB x& LixiE
interface_name,

transport_mode: < mode>

K& IPolB IR EER, ErlLUF I E1%&E N datagram (ENIA) = 2.

B playbook F{EHMNMALEMIFE, HEEEH TR LN
/usr/share/ansible/roles/rhel-system-roles.network/README.md 32+,

U playbook i3k :

I $ ansible-playbook --syntax-check ~/playbook.ymi



\

o
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AR, XS REIEEER, FRIEHREENNEE,

i&1T playbook :

$ ansible-playbook ~/playbook.yml

R mix4_ib0.8002 %19 IP i%i& :

# ansible managed-node-01.example.com -m command -a 'ip address show
mix4_ib0.8002'
managed-node-01.example.com | CHANGED | rc=0 >>

inet 192.0.2.1/24 brd 192.0.2.255 scope global noprefixroute ib0.8002
valid_Ift forever preferred_Ift forever

inet6 2001:db8:1::1/64 scope link tentative noprefixroute
valid_Ift forever preferred_Ift forever

H7R mix4_ib0.8002 % &8I0 XK EH(P_Key) :

# ansible managed-node-01.example.com -m command -a 'cat
/sys/class/net/mix4_ib0.8002/pkey'
managed-node-01.example.com | CHANGED | rc=0 >>

0x8002

5= mix4_ib0.8002 &I, :

# ansible managed-node-01.example.com -m command -a 'cat
/sys/class/net/mix4_ib0.8002/mode’
managed-node-01.example.com | CHANGED | rc=0 >>
datagram

/usr/share/ansible/roles/rhel-system-roles.network/README.md 344

/usr/share/doc/rhel-system-roles/network/ directory
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19.9. il NETWORK RHEL %%t e F MR ER MBI RRMERIAM X

Ea U FE AR T RIBNERE R EFHNAEEETRNRIAMX, Fim, EaLlF RHEL &
HEARRH, SAKARBNMERERATEKMIZMHE A, B2, MREBI{EhFRERRERH
BN B, @it Ansible #l%% RHEL R4ifafa, fEAJLLTE playbook HE XM EHL L BEMEX
MR iR E R E X .

Rl LL&E A network RHEL REifa Ak E F RS E XX, SIERAFRMAN,

SRR BRI TR

Internal Workstations

10.0.0.0/24
10.0.0.1
RHEL Router
default route
198.51.100.1 m
198.51.100.2
|
Provider A
SeRFH
[ ]
EEESFENT RNZE TR
[ ]
D EZEEN Lz T
[ ]
AT EEIZET [tk B2f sudo R,
[ ]

203.01131 —mm8M8m8™ ™
(orpiso IRE P P—

playbook BIF F & & BIHEHIT =,

2E T mf8EA NetworkManager # firewalld BRS5.
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BERBENZETRE 4 TR%ED :

enp7s0 O BFEEDIREtE A RS, REFEM%KPIRX IP 2 198.51.100.2, MI%%
{85/ /30 PIZEHEIG,

enp1s0 BECIFREERIIRALRE B B9ML:, REEMLZHEIMEX IP J5 192.0.2.2, MZ{EA
130 PAZEHES,

enp8s0 OB 5 AR I{EisM 10.0.0.0/24 FRHH:E,

enp9s0 OB 5EF A RIRS M 203.0.113.0/24 FRHHE,

AREB TFuh FRARMENLEER 10.0.0.1 FEAZKIAMX, FHLRES, EalLUHXA IP Hhk s
BEoZA 23 H9 enp8s0 MZ%#EEO,

RSS2 TR ENEEA 203.0.113.1 FEABRKUAMX., FEWHERS, EalLUEXA4 IP Hiik 4
BEoZA R 2589 enp9s0 MIZ%EEO,

BB a S LI TAREM playbook X4, # ~/playbook.yml :

- name: Configuring policy-based routing
hosts: managed-node-01.example.com
tasks:

- name: Routing traffic from a specific subnet to a different default gateway
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network_connections:
- name: Provider-A
interface_name: enp7s0
type: ethernet
autoconnect: True
ip:
address:
-198.51.100.1/30
gateway4: 198.51.100.2
dns:
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-198.51.100.200
state: up
zone: external

- name: Provider-B
interface_name: enp1s0
type: ethernet
autoconnect: True
ip:

address:
-192.0.2.1/30
route:
- network: 0.0.0.0
prefix: 0
gateway: 192.0.2.2
table: 5000
state: up
zone: external

- name: Internal-Workstations
interface_name: enp8s0
type: ethernet
autoconnect: True
ip:

address:
-10.0.0.1/24
route:
- network: 10.0.0.0
prefix: 24
table: 5000
routing_rule:
- priority: 5
from: 10.0.0.0/24
table: 5000
state: up
zone: trusted

- name: Servers
interface_name: enp9s0
type: ethernet
autoconnect: True
ip:

address:
-203.0.113.1/24
state: up
zone: trusted

Bl playbook HigEMIXEDIE :

K : &lt ;value>

15 table ZEHRNFIERS B PIEH SRS IEENEHRK,
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routing_rule: < list>

IR AN LSRR, LUK M BECHLIN BEE FR 2R 2 B4 e Ac & S .
zone: <zone_name>

R EOMEERE XA SRS TEER firewalld X,

AX playbook AN MAZ SN, HEREHT RN
/usr/share/ansible/roles/rhel-system-roles.network/README.md 3,

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEER, FRIEHERBENNEE,

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

ERSBITFihFMe9 RHEL 4L :

223 traceroute H{4E -
I # yum install traceroute
f£/H traceroute TE ERBIBEM_EFHAEEH -

# traceroute redhat.com
traceroute to redhat.com (209.132.183.105), 30 hops max, 60 byte packets

1 10.0.0.1 (10.0.0.1) 0.337 ms 0.260 ms 0.223 ms
2 192.0.2.1 (192.0.2.1) 0.884 ms 1.066 ms 1.248 ms
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SO B RKHISE 192.0.2.1 , B4t B WMk LA X8RS,
1EIRSS 2 FMM RHEL 4L :

L& traceroute 4 :

I # yum install traceroute

f£FH traceroute TE FRBIBEM_EFHAEEH -

# traceroute redhat.com

traceroute to redhat.com (209.132.183.105), 30 hops max, 60 byte packets
1 203.0.113.1 (203.0.113.1) 2.179 ms 2.073 ms 1.944 ms
2 198.51.100.2 (198.51.100.2) 1.868 ms 1.798 ms 1.549 ms

S R ET 198.51.100.2, ENMLRNES A MRS k4 B8RS,
1£{&f RHEL RS EM RHEL ({HsR L :

RSN -

#ip rule list

0: from all lookup local

5: from 10.0.0.0/24 lookup 5000
32766: from all lookup main
32767: from all lookup default

iIABRT, RHEL @253 local. main 1 default B3I,

fi.7R5k 5000 FRIERER -

# ip route list table 5000
0.0.0.0/0 via 192.0.2.2 dev enp1s0 proto static metric 100
10.0.0.0/24 dev enp8s0 proto static scope link src 192.0.2.1 metric 102
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EREOMBHMEX -

# firewall-cmd --get-active-zones
external

interfaces: enp1s0 enp7s0
trusted

interfaces: enp8s0 enp9s0

d.

U external K2&E/SA T 3k -

# firewall-cmd --info-zone=external

external (active)
target: default
icmp-block-inversion: no
interfaces: enp1s0 enp7s0
sources:
services: ssh
ports:
protocols:
masquerade: yes

H At BT iR

/usr/share/ansible/roles/rhel-system-roles.network/README.md 344

/usr/share/doc/rhel-system-roles/network/ directory

19.10. {8/ NETWORK RHEL REifafalidiE A 802.1X ML F K IE FERSLAKMERE

RIZE 5 [R5l (NAC) R RB A Z R BNNE P, e LAfE NetworkManager B BR PIEES
IR REIEE, LUER i el LA 4%, @it Ansible #1 network RHEL REif s, &Ll
1£ playbook HFE XM EN LAIHEX M IR, HrEREFERREE,

R LI Ansible playbook $$#%]. iFHB# CA iFHEHIBIE P ik, AE# A network RHEL %&5;
fAERERA 802.1X W% F 3 UFAEERCE XK.

FeRFEMH

FEAESHFERHT RHNRET <.
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LI 2 & EH L2 1T playbook B9 /7 &SR BIHRHIT =,
ATFEEIIRET K8k~ 2A sudo FUR.
P2 H 802.1X LS B R 55 E,
ZE T mfff NetworkManager,
PRI R LR AE TLS SARIERRAILUT XX -
B in B AEE1E /srv/data/client.key X,
& Pk B{FHETE /srv/data/client.crt XA,

UEF & AL (CA)IE TS 1E /srv/data/ca.crt ST,

FHERBUSE BFEEME X4 :

BIREE

$ ansible-vault create vault.yml
New Vault password: <vault_password>
Confirm New Vault password: <vault_password>

£ ansible-vault create 51T H4HEERE, LA < key> : < value> B BUEE
13 -

I pwd: <password>

BEEY, HXHmE2S. Ansible M1 vault hEUEE,
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BB E S LLTAREM playbook X4, # ~/playbook.yml :

- name: Configure an Ethernet connection with 802.1X authentication
hosts: managed-node-01.example.com
vars_files:
- vault.yml
tasks:
- name: Copy client key for 802.1X authentication
ansible.builtin.copy:
src: "/srv/data/client.key”
dest: "/etc/pki/tls/private/client.key”
mode: 0600

- name: Copy client certificate for 802.1X authentication
ansible.builtin.copy:
src: "/srv/data/client.crt”
dest: "/etc/pki/tls/certs/client.crt”

- name: Copy CA certificate for 802.1X authentication
ansible.builtin.copy:
src: "/srv/data/ca.crt”
dest: "/etc/pki/ca-trust/source/anchors/ca.crt"

- name: Ethernet connection profile with static IP address settings and 802.1X
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network_connections:
- hame: enp1s0
type: ethernet
autoconnect: yes
ip:
address:
-192.0.2.1/24
-2001:db8:1::1/64
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:
-192.0.2.200
-2001:db8:1::ffbb
dns_search:
- example.com
ieee802_1x:
identity: <user_name>
eap: tls
private_key: "/etc/pki/tls/private/client.key”
private_key password: "{{ pwd }}"
client_cert: "/etc/pki/tls/certs/client.crt”
ca_cert: "/etc/pki/ca-trust/source/anchors/ca.crt"
domain_suffix_match: example.com
state: up
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Bl playbook HigEMIXEDIE :

ieee802_1x

T 285 802.1X HXMXE,

EAP: tis

HECEXHEE X AT RS I (EAP)ERETIER K TLS B335k Ak,

B playbook F{EHAMNMALEMIFE, HEEEH TR LN
/usr/share/ansible/roles/rhel-system-roles.network/README.md 3,

3.
JE playbook 53k :
I $ ansible-playbook --ask-vault-pass --syntax-check ~/playbook.yml
HAR, XS REIEEE, FREERMEERNERE,
4,
i&1T playbook :
I $ ansible-playbook --ask-vault-pass ~/playbook.yml
[}
Vilnl R E RS SRR IE R RIZE_E R BT,
Hfh BR
[}
/usr/share/ansible/roles/rhel-system-roles.network/README.md 34
[}

/usr/share/doc/rhel-system-roles/network/ directory

Ansible vault
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19.11. f#f NETWORK RHEL 25 tafriaEE LixERiAMx%

NREBUE T B B IE RS B EE R R4S Sl E A ERRERNEMER e, NEVISREBIEaER AL
FIHEAMX, ERETHNMERIAREK, HEEERSRIAMXIERNMLZE NetworkManager i1 #
BXHhiEE, ®idEMA Ansible fll network RHEL RZififa, #EAILUE playbook Hi5E X EH £
B, FriRkErERkES.

BEXZBERT, EEAAEGIBREENTERAMXK, B2, Sthallfanf B LE=EHn
BIAPI KB,

g

H
[=]

1EFsefE A network RHEL R B REH I AR E XA PR EE, %A
BUEFKERERESRS playbook HHXETEILE. MRFERAHERANNER
BEXH, ZARFNA playbook hMLE, HREEXHHHMAEHRMXESEE
HENE. ERIEEEE, HIRATE playbook HiEE LS % Helc B S4BV RS
B, SRETEEURNIRE.

SeREH
[ ]
B ERFER T RNZE T =
[ ]
LARI 5% T4 21T playbook FIF /7 &Sk RIS =,
[ ]
AFEERSZE T amk~ 28 sudo HR,
TR

BB E LI FTARAM playbook X4, #l ~/playbook.yml :

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Ethernet connection profile with static IP address settings
ansible.builtin.include_role:
name: rhel-system-roles.network
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vars:
network_connections:
- hame: enp1s0
type: ethernet
autoconnect: yes
ip:
address:
-198.51.100.20/24
-2001:db8:1::1/64
gateway4: 198.51.100.254
gateway6: 2001:db8:1::fffe
dns:
-198.51.100.200
-2001:db8:1::ffbb
dns_search:
- example.com
state: up

A playbook ML E/HEE, HEFEWN TR LN
/usr/share/ansible/roles/rhel-system-roles.network/README.md 3.

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHERBENNEE,

7—

i&1T playbook :

I $ ansible-playbook ~/playbook.ymi

HIRET B Ansible FLHEILERMIBSRE -

# ansible managed-node-01.example.com -m ansible.builtin.setup
"ansible_default_ipv4": {

"gateway": "198.51.100.254",
"interface™: "enp1s0",

...},

"ansible_default_ipv6": {
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"gateway": "2001:db8:1::fffe",
"interface™: "enp1s0",

/usr/share/ansible/roles/rhel-system-roles.network/README.md 344

/usr/share/doc/rhel-system-roles/network/ directory

19.12. {5l NETWORK RHEL R taid B AKH

HARBATHRFRET LU REA BT EE T BIAMXTAM BT, Ea LIRS T —KHERmN
PIZ& OB NetworkManager ZE#BCE X P ECEFHSEEH, @I A Ansible #l network RHEL %
Zifafa, ETILIFE playbook e X MEN EASHEXN TR, HrEkEEEikEE.

g

H
[=]

1EFBefE A network RHEL REGi A B REH I AR E X P RVRFEE, %A
BaEFKERERESRS playbook HHXETEILE. MRFHERAHERANNER
BEXH, ZARFNA playbook hMLE, HREEXHPHMAEHRMESE
HEME. EBRFILEE(E, HIRATE playbook HEE M4E 4 Relc B S B4 RS
B, SRETEEUNIRE.

FRFH

R AR IR S ZE T A
LRI 4 L5217 playbook B /7 &Sk RIS =,

AFEERZET afik P 2H sudo HER.

£
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BB ELLTRAM playbook X4, # ~/playbook.yml :

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Ethernet connection profile with static IP address settings
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network_connections:
- hame: enp7s0
type: ethernet
autoconnect: yes
ip:
address:
-192.0.2.1/24
-2001:db8:1::1/64
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:
-192.0.2.200
-2001:db8:1::ffbb
dns_search:
- example.com
route:
- network: 198.51.100.0
prefix: 24
gateway: 192.0.2.10
- network: 2001:db8:2::
prefix: 64
gateway: 2001:db8:1::10
state: up

B playbook F{EHAMNMALEMIFE, HEEERHT LN
/usr/share/ansible/roles/rhel-system-roles.network/README.md 3,

JE playbook 153k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

HAER, XA REIEEE, FREERMEERNEKE,

7—

i&1T playbook :

I $ ansible-playbook ~/playbook.yml
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19.13. [

%519 = {§1H RHEL RGiABEEM%IXE

HRIPv4 i :

# ansible managed-node-01.example.com -m command -a 'ip -4 route’
managed-node-01.example.com | CHANGED | rc=0 >>

198.51.100.0/24 via 192.0.2.10 dev enp7s0
B/~ IPv6 i8H :

# ansible managed-node-01.example.com -m command -a 'ip -6 route’
managed-node-01.example.com | CHANGED | rc=0 >>

2001:db8:2::/64 via 2001:db8:1::10 dev enp7s0 metric 1024 pref medium

/usr/share/ansible/roles/rhel-system-roles.network/README.md 344

/usr/share/doc/rhel-system-roles/network/ directory

NETWORK RHEL %Zifatafici& ETHTOOL OFFLOAD Jh&E

P O R HIZR R LA A TCP 15| 2 (TOE R LR FH B RIML O I2HISR, XiRE TR%AEL
8, S LERZ RO RE R E S P RCE I EZhEE. BT 5 Ansible 1 network RHEL #5if
fa, #ERILUE playbook HE XMEN EBASHE XA TR, HinEkEFERER.

g

H
[=]

EFBefE A network RHEL RS B R BI AR E X PRVRFEE, %A
BaEFEEERESRS playbook HHXETEILE. MRFHERAHERANNER
BEXH, ZARFNA playbook hMLE, HREEXHPHMAEHRMAESEE
HEINE. ERIEEEE, HIRATE playbook HiEE F4E 2 Relc B S4B RS
B, SRETEEUNIRE.
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FRFH

FEAESHFERHT RHNRE T <.

LI 2 &E EH L2197 playbook B F &SR BIRHIT =,

AT EEIRET Bk 2A sudo HkR,

L2

BB E S LI TAREM playbook X4, #1 ~/playbook.yml :

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Ethernet connection profile with dynamic IP address settings and offload
features
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network_connections:
- hame: enp1s0
type: ethernet
autoconnect: yes
ip:
dhcp4: yes
auto6: yes
ethtool:
features:
gro: no
gso: yes
tx_sctp_segmentation: no
state: up

Pl playbook HisEHFEDIE :

GRO: no
2 @ A WU (GRO),
gso: yes

J& R A 43 B (GS0).
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tx_sctp_segmentation: no

2R TX RiEHREmT(SCTP) D .

B playbook F{EHAMNMALEMIFE, HEEEH TR LN
/usr/share/ansible/roles/rhel-system-roles.network/README.md 3.

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

HAR, XS REIEEE, FREERMEERNEKE,

i&1T playbook :

I $ ansible-playbook ~/playbook.ymi

HHZET RE Ansible FLFHEIEHEIERE -

# ansible managed-node-01.example.com -m ansible.builtin.setup
"ansible_enp1s0": {
"active'": true,
"device": "enp1s0",
"features™: {
"rx_gro_hw": "off,
"tx_gso_list": "on,

"tx_sctp_segmentation": "off",

}

=
=
B

/usr/share/ansible/roles/rhel-system-roles.network/README.md 344
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/usr/share/doc/rhel-system-roles/network/ directory

19.14. 8/ NETWORK RHEL %%ifs faEdi& ETHTOOL COALESCE %i&

B EAREHEH, REBEMABIEG, HASIBESER—I PR, XRISMER — B
AEBAZKMNBIRE, MED iR, HRAXEEHE, S EMALEONEERE X4 hkcE
coalesce i%i&, iTf#f Ansible fl network RHEL fafs, #EEILIE playbook HiE X MEH EEFIE
XN, kg rEkESs.

g

H
[=]

1EF B A network RHEL REGi A B QBB AR E XA P RVRFEE, %A
BaEFKEEERESRS playbook HHXETEILE. MRFHERAHERANNER
BEXH, ZARFNA playbook hMLE, HREEXHPHMAEHRMESE
HEME. EBFIEEEE, HIRATE playbook HEE M4E 4 Felic & S RS
B, SRETEEUNIE.

SEREH
[ ]
R AR IR S ZE T A
[ ]
LRI 4l 21T playbook FIF P & Sk RIS =,
[ ]
RAFEERZET Kk~ 28 sudo HR,
L

BB a S LI TAREM playbook X4, # ~/playbook.yml :

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Ethernet connection profile with dynamic IP address settings and coalesce
settings
ansible.builtin.include_role:
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name: rhel-system-roles.network
vars:

network_connections:
- hame: enp1s0
type: ethernet
autoconnect: yes
ip:
dhcp4: yes
auto6: yes
ethtool:
coalesce:
rx_frames: 128
tx_frames: 128
state: up

Bl playbook HigEMIXEDIE :

rx_frames: < value>
WiE RX Wi E.
gso: &lt ;values

Wil TX WKNHE,

AX playbook AN MAZ SN, HEREHT R EN
/usr/share/ansible/roles/rhel-system-roles.network/README.md 3,

ZE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEER, FRIEHERBENNEE,

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

BRRZ SR S AT EIEThEE
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# ansible managed-node-01.example.com -m command -a 'ethtool -c enp1s0’
managed-node-01.example.com | CHANGED | rc=0 >>

rx-frames: 128

tx-frames: 128

=
=
=

/usr/share/ansible/roles/rhel-system-roles.network/README.md 344

/usr/share/doc/rhel-system-roles/network/ directory

19.15. il NETWORK RHEL R A wISINIAZ SN, LIRS BIRaEFE

MRBESZEXGBNARFREGEIER KL, BN EMME, H8INARS &KX

o

Vi

KX 2EHEHX, RESEBESHARIE. WFoERE— M (TX)MBRRX)IAE AKX, BEWEF%
MR ERFWRFMPALSEOZERSRNIC)Z FHE, BEwLLET EA P (thify
SoftiRQ) M NIC BEIA#,

PR RX R R i ANBIES, EXREREFatEel], alsiiEFH2E RX
0, BHEZEEMA SoftiRQ, HFHZAMBIRGMA R sk_buff = skb FIPEIES I, LULEI Ik
FirHERE, EXARXEEFINARER,

P A TX A KRN A X BRI G HBR S, XA K AL T HRIESS, 24 %
BIEGEFHXRBR, XIS SEN RLZHEEES B i &,

& o] LAE NetworkManager i #ECEEPRBEINZ HXE. B A Ansible 1 network RHEL %4t
fafa, EEILUE playbook e XMEH LAFHEX N E R, HoekE FEiBEE.
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==
[=]

>

IEFREEA network RHEL R5if a RSE A R EXXH PR EE. %A
BaEFKERERESRS playbook HHXET L. MRFHERAHERANNER
BEXH, ZARFNA playbook MMLE, HREEXHPHMAEHRMAESE
HEME. ERFILEEE, HIRATE playbook HEE M4E Rl & S4B RS
B, SRETEEUNIXE.

FRFH

FEAESFERHT RHNRET <.

LARI % 4 L5217 playbook B /7 &Sk RIS =,

AFEERZET afik P 2H sudo HER.

IERE B SRR R KN,

EZ

BB E S LI TAREM playbook X4, #1 ~/playbook.yml :

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Ethernet connection profile with dynamic IP address setting and increased
ring buffer sizes
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network_connections:
- hame: enp1s0
type: ethernet
autoconnect: yes
ip:
dhcp4: yes
auto6: yes
ethtool:
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ring:
rx: 4096
tx: 4096
state: up

Bl playbook HigEMIXEDIE :

rx: <value>
BREEI A EENRABE.
tx: &lt ;value>

RELHSNZ R ENRARE,

B playbook F{EHAMNMALEMIFE, HEEERHT LN
/usr/share/ansible/roles/rhel-system-roles.network/README.md 3,

JHE playbook 5%k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

HER, IR REIEEER, FREEHERBERNEE.

7—

i&{T playbook :

I $ ansible-playbook ~/playbook.yml

BRERHRGHAN :

# ansible managed-node-01.example.com -m command -a 'ethtool -g enp1s0’
managed-node-01.example.com | CHANGED | rc=0 >>

Current hardware settings:

RX: 4096
RX Mini: 0

RX Jumbo: 0
TX: 4096



5519 & 1A RHEL R5if ECEMXE

=
=
=

/usr/share/ansible/roles/rhel-system-roles.network/README.md 34

/usr/share/doc/rhel-system-roles/network/ directory

19.16. NETWORK RHEL R4ifa 2R IRE

network RHEL %Zifa a3z §F playbook HHHR BBCE KB B X &, Hit, HEA network_state 3¢
2, EmRLtRERE.

1£ playbook H{#ifl network_state ZZ2 #IFAL :

B SR ERBSEAFERABRARE, EaLliEcER O, NetworkManager RTEE A JiX L
OflE— &%k,

{5 network_state ZF 2, EalLUSEEFTERNMET, mMAHMETRERFAZT, 8
72, {#H network_connections g2, EWIIEEMAREREHNMLE FERESR.

BN, EHEADE IP % E B LAKMFEE, 7E1E playbook H{EMALLT vars 3 :

AR SEEM playbook EH playbook
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vars:
network_state:
interfaces:
- name: enp7s0
type: ethernet
state: up
ipvé4:
enabled: true
auto-dns: true
auto-gateway: true
auto-routes: true
dhcp: true

ipv6:
enabled: true
auto-dns: true
auto-gateway: true
auto-routes: true
autoconf: true
dhcp: true

fitn, BESUEZaIMERMEE IP g ErERRE, 1E1E playbook LI vars 1t :

HERESESER playbook

vars:
network_state:
interfaces:
- name: enp7s0
type: ethernet
state: down

=
o
B

vars:
network _connections:

- name: enp7s0
interface_name: enp7s0
type: ethernet
autoconnect: yes
ip:

dhcp4: yes
auto6: yes
state: up

EH playbook

vars:
network _connections:

- name: enp7s0
interface_name: enp7s0
type: ethernet
autoconnect: yes
ip:

dhcp4: yes
auto6: yes
state: down

/usr/share/ansible/roles/rhel-system-roles.network/README.md 344

/usr/share/doc/rhel-system-roles/network/ directory
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2% 20 = {1/ PODMAN RHEL %5 EHASH

{#f podman RHEL %Zifafa, EnlLIEE Podman B2iE. FZRLUKIZ1T Podman & 239 systemd
IR 55,

20.1. fIBE— P AFEEBHNTIRESR

& eI LT 29T Ansible playbook H#EHEREBRNAREFAEE, A podman RHEL R5iA ]
BHAREHEENEIRES.

SEREH
[ ]
R ARSI S ZE T A
[ ]
L2 & EH L2 1T playbook B9 F &SR BIRHIT =,
[ ]
AFEERZE T kA28 sudo HER,
R

BRI ELLTRAM playbook X, # ~/playbook.yml :

- hosts: managed-node-01.example.com
vars:
podman_create_host_directories: true
podman_firewall:
- port: 8080-8081/tcp
state: enabled
- port: 12340/tcp
state: enabled
podman_selinux_ports:
- ports: 8080-8081
setype: http_port_t
podman_kube_specs:
- state: started
run_as_user: dbuser
run_as_group: dbgroup
kube_file_content:
apiVersion: v1
kind: Pod
metadata:
name: db
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spec:
containers:
- name: db
image: quay.io/db/db:stable
ports:
- containerPort: 1234
hostPort: 12340
volumeMounts:
- mountPath: /var/lib/db:Z
name: db
volumes:
- name: db
hostPath:
path: /var/lib/db
- state: started
run_as_user: webapp
run_as_group: webapp
kube_file_src: /path/to/webapp.yml
roles:
- linux-system-roles.podma

EHRERUB— I EHINESHRM pod, podman_kube_specs fifaZF &8k T pod.

run_as_user fl run_as_group FEiEERRETIRMN,

H& Kubernetes YAML 32 {8 kube_file_content FEXE X T &N db E—1 A
. A LA podman kube generate fi5 4B Kubernetes YAML X,

db F32ET quay.io/db/db:stable Fa3Hi &,

db FEEFFEN LM /varlib/db BRRGEEIFRPM /varlib/db B3X. Z trik
FEAFAK unshared FFERICAR, HILRE db R FREVIMIARE.

kube_file_src FEE L E_1 A, LHET =L /path/to/webapp.yml XHHIAE
FEHBIZE T = LK kube_file B,

iXi& podman_create_host_directories: true AIfEEH LB B X, XiERABKE
hostPath £ kube #lt&, FHEZH LABXLEER, MREFSENMANANPBREEZH
e, %A podman_host_directories,

IS playbook i3k :
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I $ ansible-playbook --syntax-check --ask-vault-pass ~/playbook.ymi

AR, XS REIEER, FRIEHREENNEE,

7—

i&{T playbook :

I $ ansible-playbook --ask-vault-pass ~/playbook.yml

Hi 5w
[ ]

/usr/share/ansible/roles/rhel-system-roles.podman/README.md 34

/usr/share/doc/rhel-system-roles/podman/ directory

20.2. i PODMAN &/ HIRA 2

& A LL@ITZ1T Ansible playbook &R EE N AREFEE, A podman RHEL R5ifatafl]
7 Podman £ rootful 523,

FeRFEMH

BRI R ZE T =
L2 & EH L2197 playbook B 1 &SR BIRHIT =,

AFEEIZET Rk~ 2%A sudo HR,
SR
BB E S LI TAREM playbook X4, # ~/playbook.yml :

- hosts: managed-node-01.example.com
vars:

podman_firewall:
- port: 8080/tcp
state: enabled
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podman_kube_specs:
- state: started
kube_file_content:
apiVersion: v1
kind: Pod
metadata:
name: ubi8-httpd
spec:
containers:
- name: ubi8-httpd
image: registry.access.redhat.com/ubi8/httpd-24
ports:
- containerPort: 8080
hostPort: 8080
volumeMounts:
- mountPath: /var/www/html:Z
name: ubi8-html
volumes:
- name: ubi8-html
persistentVolumeClaim:
claimName: ubi8-html-volume
roles:
- linux-system-roles.podman

HRENEBE— 1 BEE—1 &30 pod, podman_kube_specs it £ T pod,
KIAERT, podman AGIEIRES.

& Kubernetes YAML 3X{8 kube_file_content 2E¢E X T &7 ubi8-httpd A
Ao

ubi8-httpd &2 2E T registry.access.redhat.com/ubi8/httpd-24 F3R 5%,

ubi8-html-volume FEHL_EM /var/www/html B EXBHN TSR, Z inafEA
A unshared HZEFRCAZA, HIERA ubis-httpd IR AL RIAZE.

pod fEFEEEIEZE /var/www/html £ ubi8-html-volume HIIERA
HE,

ZHE playbook 53k :

I $ ansible-playbook --syntax-check ~/playbook.ymi
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HER, IR REIEEER, FREEHERBERNEE.

7—

i&1T playbook :

$ ansible-playbook ~/playbook.yml

=
o
B

/usr/share/ansible/roles/rhel-system-roles.podman/README.md 34

/usr/share/doc/rhel-system-roles/podman/ directory

20.3. EF SECRET fll#—1> QUADLET N AR

59 LLEIT 24T Ansible playbook, {8 podman RHEL RSB A secret 9 Quadlet i
BF.

SR

FEAESHFERHT RNRET <.

LI 2 &E EH L2 1T playbook B9/ &SR BIRHIT =,

AFEERZET amik P 2H sudo HER.

A& HH web AR 5583 B FABIEHB N A FAAEFAETE ~/certificate.pem ] ~/key.pem X
e,

£

ERIEFHMRAANRAE :

$ cat ~/certificate.pem
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BRESRIBERER.
FHENBUEZ BFEEME X4 :

BIRREE :

$ ansible-vault create vault.yml
New Vault password: <vault_password>
Confirm New Vault password: <vault_password>

£ ansible-vault create fp ST iSRG, LA < key> : < value> #EHA BB
= -

root_password: <root_password>
certificate: |-

BR I PEYH TEPNmMAETHSURNEET L.
RIEFEN, FHXHSES3. Ansible & vault hEEIE,

BRI ELLTRAM playbook X4, #1 ~/playbook.yml :

- name: Deploy a wordpress CMS with MySQL database
hosts: managed-node-01.example.com
vars_files:
- vault.yml
tasks:
- hame: Create and run the container
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ansible.builtin.include_role:
name: rhel-system-roles.podman
vars:
podman_create_host_directories: true
podman_activate_systemd_unit: false
podman_quadlet_specs:
- hame: quadlet-demo
type: network
file_content: |
[Network]
Subnet=192.168.30.0/24
Gateway=192.168.30.1
Label=app=wordpress
- file_src: quadlet-demo-mysql.volume
- template_src: quadlet-demo-mysql.container.j2
- file_src: envoy-proxy-configmap.yml
- file_src: quadlet-demo.yml
- file_src: quadlet-demo.kube
activate_systemd_unit: true
podman_firewall:
- port: 8000/tcp
state: enabled
- port: 9000/tcp
state: enabled
podman_secrets:
- name: mysql-root-password-container
state: present
skip_existing: true
data: "{{ root_password }}"
- hame: mysql-root-password-kube
state: present
skip_existing: true
data: |
apiVersion: v1
data:
password: "{{ root_password | b64encode }}"
kind: Secret
metadata:
name: mysql-root-password-kube
- hame: envoy-certificates
state: present
skip_existing: true
data: |
apiVersion: v1
data:
certificate.key: {{ key | b64encode }}
certificate.pem: {{ certificate | b64encode }}
kind: Secret
metadata:
name: envoy-certificates

EfE—15 MySQL BUEZERX B WordPress RAEMH R
4. podman_quadlet_specs fifa T2/ Quadlet & X —HEE, SiERAUEMAX—ETE
H—HAERDRS. ESREUTIE :
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Wordpress P4 H quadlet-demo FI%% ¥ ITE X,
MySQL A29EREH file_src: quadlet-demo-mysgql.volume FEE X,

template_src: quadlet-demo-mysql.container.j2 ZEXTH MySQL a4 —1Ed
B,

B YAML X#80F - file_src: envoy-proxy-configmap.yml #] file_src: quadlet-
demo.ymlLiFEE, .yml F2— 1AM Quadlet HpRE, HibXLEXHFRFES, BH
ALEH Quadlet HSERLE,

Wordpress #l envoy {CEA 2 HACE M file_src: quadlet-demo.kube FEE L,
kube #5585 2 8 [Kube] 284+ YAML 3Z#4#)9 Yaml=quadlet-demo.yml #I
ConfigMap=envoy-proxy-configmap.yml,

JE playbook 53k :
I $ ansible-playbook --syntax-check --ask-vault-pass ~/playbook.yml

AR, XTeRREIEEER, FREEHERBERNEE.

,—

i&{T playbook :
I $ ansible-playbook --ask-vault-pass ~/playbook.yml

Hth BHR

[}
/usr/share/ansible/roles/rhel-system-roles.podman/README.md 3 ¥4

/usr/share/doc/rhel-system-roles/podman/ directory
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%8 21 & {#/ RHEL X5iAtaEcE POSTFIX MTA

{$1/ postfix RHEL R&ifata, EaILIGi— 1k Postiix RSB TIEE, WABHYLETNEFEcE
P Sendmail FESMIHREEHCE(MTA), rhel-system-roles B2 85X4 RHEL &5ifafa, U
EBEH.

21.1. £ POSTFIX RHEL R5ifafa BohHiiTE A POSTFIX MTA &3

&eI LU postfix RHEL REIABRAESE TR LRE. BEEHSD) Postfix HEE4{ZHE,

SEREH
[ ]
R ARSI S ZE T A
[ ]
L2 & EH L2 1T playbook B9 F &SR BIRHIT =,
[ ]
AFEERZE T kA28 sudo HER,
R

BB a S LU TAREM playbook X4, #1 ~/playbook.yml :

- name: Manage postfix

hosts: managed-node-01.example.com
roles:

- rhel-system-roles.postfix
vars:

postfix_conf:

relay_domains: $mydestination
relayhost: example.com

MERFEE Postfix {5 gethostname () EREBLREOINSEE R EH A (FQDN)AREH
A, BEEXHHH postfix_conf: 1T TN myhostname S :

I myhostname = smtp.example.com

mMEEFZ 5 myhostname SHHHIEZARE, HZHI mydomain S8, B, &M
$myhostname WEE—NHE,
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=
o
B

222

I mydomain = <example.com>

{81/ postfix_manage_firewall: true 22 (H{R SMTP i O 1EMRSS 2R60B5H K EE 3T
¥

EH SMTP 18XMER O 25/tcp. 465/tcp 1 587/tcp, MIRL 2% N false, N postfix
ABAREEEIARE, BIAEN false,

N
a1

postfix_manage_firewall Z£{XRFFMmO. ©AEEF MR
O, MREMERRO, HEREMER firewall RHEL R5ifa €,

NRIEMZ S RERAIEFRAERDO, 1Hi%E postfix_manage_selinux: true T2, LU
RimO/ERS 25 L4 SELinux IEfFRiC,

postfix_manage_selinux Z2{XBRF [ SELinux SKEEHFRIMAN], ©
FREMIRBE R BRI, MREMERHNI, FEEEEA selinux RHEL }5if3
@0

JE playbook 53k :

$ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FREEHERBERNEE.

i&1T playbook :

$ ansible-playbook ~/playbook.yml
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/usr/share/ansible/roles/rhel-system-roles.postfix README.md file

/usr/share/doc/rhel-system-roles/postfix/ directory
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%5 22 & {1/ RHEL RGiABLZEMEE POSTGRESQL

ENRGERR, E9LMERMA postgresql RHEL R ARRE. EBE. B8, BifiEs
PostgreSQL fR55 3891 E,

22.1. POSTGRESQL RHEL %Zifa 2 fifv

E(#f Ansible &%, BE. EEM/E5) PostgreSAL RS2, EaILUEM postgresql RHEL R4
=R

&0 R LA postgresql AR ILALBURBZERSS /X iEFHiR = tERE.

fAfa37# RHEL 8 #1 RHEL 9 &7 s L i & i iHISZ 18 PostgreSQL hix &,
22.2. il POSTGRESQL RHEL &5:fafafic® POSTGRESQL [R5 %&

Ea] LA postgresql RHEL R4ifafaZesk, BdE. EEHS5) PostgreSQAL BRS5 3%,

g

==
[=]

€, MaER.

postgresql f 2 & Ht T 2% £l LM /var/lib/pgsql/data/ B PostgreSQL
BEEXH. 2RXEZ ARTEREENTE, NRelEaEARTEhE

FRFH

FEEAESFEHT RHNRET <.

a2 & M L2 1T playbook B9 F &SR BIRHIT =,

AT EEIRET Bk 2A sudo HBR,
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BB E S LLTAREM playbook X4, # ~/playbook.yml :

- name: Manage PostgreSQL
hosts: managed-node-01.example.com
roles:
- rhel-system-roles.postgresql
vars:
postgresql_version: "13"

JE playbook 5%k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHERBENNEE,

7—

i&1T playbook :

$ ansible-playbook ~/playbook.ymi

=
o
=

/usr/share/ansible/roles/rhel-system-roles.postgresql/README.md file

/usr/share/doc/rhel-system-roles/postgresql/ directory

{81/ PostgreSQL
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28 23 = {1 RHEL REGiABIEMRS

rhc RHEL R%ifa ol i B 5 ALIIE 1T F S8 (RHSM)H Satellite RSS2 BIEMZ N RS, %A
i #EH Ansible, #1T5 Insights #XEEBHEERES.

23.1. RHC RHEL ZZifatafiftr

RHEL RGiABE—HAR, NEBREESIMRGRM—BWEERO, ZEENEE(rhc) RHEL %
ZifataEER AR EMRT RHEL R55EMEI Red Hat Subscription Management (RHSM)#
Satellite BR552%. BIAERT, LfEMA rhc RHEL REARBIMREN, REAKEET Insights, 74,
&/ rhc RHEL &5ifafa, Ealll :

BciE 2 Red Hat Insights B35

B AR REEE

BCiE A TE AR

BSiE Insights ES LUK BEIEH

BCi& insights Fr%

23.2. {8 RHC RHEL RZiAEEMRs:

#RAELI{E A rhe RHEL R4 A AN ENRSSEMIIIE. BAERT, rhc RHEL 25 AEEmiHg
RS #ET Red Hat Insights,

FeRFEMH

FEEAESFERHT RHNIRET <.
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L2 & M L2 1T playbook B9 F &SR BIRHIT =,

AT EERRET Bk 2A sudo HBR,

RHENBUEZ BFEEME X4 :

BIRR B -

$ ansible-vault create vault.yml
New Vault password: <password>
Confirm New Vault password: <vault_password>

£ ansible-vault create fp ST iSRG, LA < key> : < value> #EHA BUEH
i

activationKey: <activation_key>
username: <usernames
password: <password>

REEY, FHAH%HESR. Ansible I vault hEEE,
BB a S LI TAREM playbook X4, # ~/playbook.yml :

EEARBCEBEAHN ID (%) M, HEALLT playbook :

- name: Registering system using activation key and organization ID
hosts: managed-node-01.example.com
vars_files:

- vault.yml
roles:

- role: rhel-system-roles.rhc
vars:

rhc_auth:

activation_keys:
keys:
- "{{ activationKey }}"
rhc_organization: organizationlD
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AR AMEEEM, HERALLT playbook :

- name: Registering system with username and password
hosts: managed-node-01.example.com
vars_files:

- vault.yml
vars:
rhc_auth:
login:
username: "{{ username }}"
password: "{{ password }}"
roles:
- role: rhel-system-roles.rhc

JE playbook 53k :
I $ ansible-playbook --syntax-check --ask-vault-pass ~/playbook.yml

HAR, XS REIEEE, FREERMEAERNEKE,

4.
i&1T playbook :
I $ ansible-playbook --ask-vault-pass ~/playbook.yml
Hfh BR
[ ]
/usr/share/ansible/roles/rhel-system-roles.rhc/README.md file
[ ]
/usr/share/doc/rhel-system-roles/rhc/ directory
[ ]

Ansible Vault

23.3. il RHC RHEL R REEMEI SATELLITE

WwHAGE A Satellite BRI, BE@5T Satellite MRS, EelLlERA rhe RHEL R4 it
Satellite i MIEH RS,
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FRFM

BRI R ZTE T =
LI 2 &E EH L2197 playbook B F &SR BIRHIT =,

AT EEIRET Bk 2A sudo HkR,

L2

FHENBUEEZ BB X4 :

BIREE :

$ ansible-vault create vault.yml
New Vault password: <password>
Confirm New Vault password: <vault_password>

1= -

I activationKey: <activation_key>

RIEFEY, HXHYwtEE. Ansible % vault HEYEEE.

BB E S LI TAREM playbook X4, #1 ~/playbook.yml :

- name: Register to the custom registration server and CDN
hosts: managed-node-01.example.com
vars_files:

- vault.yml
roles:

- role: rhel-system-roles.rhc
vars:

rhc_auth:

login:
activation_keys:
keys:
- "{{ activationKey }}"

£ ansible-vault create fp S T iSRG, LA < key> : < value> #EHA BB
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rhc_organization: organizationID
rhc_server:
hosthame: example.com
port: 443
prefix: /rhsm
rhc_baseurl: http://example.com/pulp/content

? ZE playbook 53k :
I $ ansible-playbook --syntax-check --ask-vault-pass ~/playbook.ymi
WAR, XMefREBIEEE, FREEEREAFUNEE,
4.
i&1T playbook :
I $ ansible-playbook --ask-vault-pass ~/playbook.yml
H At BT iR

/usr/share/ansible/roles/rhel-system-roles.rhc/README.md file

/usr/share/doc/rhel-system-roles/rhc/ directory

Ansible Vault

23.4. fffl RHC RHEL RZiAGBEIMEEAT INSIGHTS HiE#:

LA rhe RHEL REGiAGRIMREN, ABEKIASAT Red Hat Insights Bi%#, MRAFE, &
A LAM#E A rhe RHEL REAREHE,

SeRFMH

ZEAESHFERHT RNRET <.

L2 & EH L2 1T playbook B9/ &SR BIRHIT =,
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AT EEIRET Bk 2A sudo HBR,

EeEMRS.

£

RIS LLUTAREK playbook 32, #l ~/playbook.yml :

- name: Disable Insights connection
hosts: managed-node-01.example.com
roles:

- role: rhel-system-roles.rhc
vars:
rhc_insights:
state: absent

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEER, FRIEHRBENNEE,

i&1T playbook :

$ ansible-playbook ~/playbook.ymi

=
=
=

/usr/share/ansible/roles/rhel-system-roles.rhc/README.md file

/usr/share/doc/rhel-system-roles/rhc/ directory

23.5. {8 RHC RHEL ZZifataE A O %

XA LUEA rhe RHEL RS A iz A AZE T R ERNFMEE,
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FRFH

FEAESHFERHT RHNRE T <.

[ ]
LI 2 &E EH L2197 playbook B F &SR BIRHIT =,
[ ]
ATFEEDZET =ik~ 28 sudo R,
[ ]
EAEEAZE T A LB AEANEEENERE.
[ ]
EEEMRS.
L

BRI E S LI TAREM playbook X, # ~/playbook.yml :

EiRREERE

- hame: Enable repository
hosts: managed-node-01.example.com
roles:
- role: rhel-system-roles.rhc
vars:
rhc_repositories:
- {name: "RepositoryName", state: enabled}

EERGFME -

- name: Disable repository
hosts: managed-node-01.example.com
vars:
rhc_repositories:
- {name: "RepositoryName", state: disabled}
roles:
- role: rhel-system-roles.rhc
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JE playbook &3k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XTeaREIEEER, FREEHERBERNEE.

,—

i&1T playbook :

$ ansible-playbook ~/playbook.yml

=
=
=

/usr/share/ansible/roles/rhel-system-roles.rhc/README.md file

/usr/share/doc/rhel-system-roles/rhc/ directory

23.6. {1 RHC RHEL RZiA kB X TR

E LU R EBREIDI RERARE RHEL JRIRANEFHEE, MARRMRENFEE, XH, S0
ERRSIBIE B ERUR R A,

SEREH
[ ]
R ARSI S ZE T A
[ ]
L2 &E EH L2 1T playbook B9 F &SR BIRHIT =,
[ ]
AFEERSZET Sk~ 28 sudo HR,
[ ]
EMBEEEYERGHIR RHEL fRA, 53R, EBRENRSHERENNYHZ21T78 RHEL
RhRA 2 FER AR,

EeEMRS.
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e
1.
BB E S LI TAREM playbook X4, # ~/playbook.yml :
- name: Set Release
hosts: managed-node-01.example.com
roles:
- role: rhel-system-roles.rhc
vars:
rhc_release: "8.6"
2.
JE playbook 5%k :
I $ ansible-playbook --syntax-check ~/playbook.ymi
AR, XA REIEEER, FREEHERBERNEE.
3.
i&1T playbook :
I $ ansible-playbook ~/playbook.yml
Hfh BR

/ust/share/ansible/roles/rhel-system-roles.rhc/README.md file

/usr/share/doc/rhel-system-roles/rhc/ directory

23.7. #£f£f RHC RHEL REifa M A EBIRSS 25

NREHA L 2R RARTFET IR S BV I B, EaILAfEfEA rhe RHEL RS ARG 1T
playbook HigsEEIXE,

FRFM

FEEAESHFEHT RHNRET <.
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L2 & M L2 1T playbook B9 F &SR BIRHIT =,

AFEERZET apik P 28 sudo HER.

RHENBUEZ BFEEME X4 :

BIRR B -

$ ansible-vault create vault.yml
New Vault password: <password>
Confirm New Vault password: <vault_password>

£ ansible-vault create fp ST iSRG, LA < key> : < value> #EHA BUEH
i

username: <usernames
password: <password>

proxy_username: <proxyusernmes
proxy_password: <proxypassword>

REEYN, FHAH%HESR. Ansible % vault hEEE,
BB a S LU TAREM playbook X4, #1 ~/playbook.yml :

FEANREEMBIZEE 1 P

- name: Register using proxy
hosts: managed-node-01.example.com
vars_files:

- vault.yml
roles:
- role: rhel-system-roles.rhc
vars:
rhc_auth:
login:
username: "{{ username }}"
password: "{{ password }}"
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rhc_proxy:
hostname: proxy.example.com
port: 3128
username: "{{ proxy_username }}"
password: "{{ proxy_password }}"

Z M Red Hat Subscription Manager R $589ECE il BRCERAR S5 25 -

- name: To stop using proxy server for registration
hosts: managed-node-01.example.com
vars_files:

- vault.yml
vars:
rhc_auth:
login:
username: "{{ username }}"
password: "{{ password }}"
rhc_proxy: {"state":"absent"}
roles:
- role: rhel-system-roles.rhc

JE playbook 53k :
I $ ansible-playbook --syntax-check --ask-vault-pass ~/playbook.yml

AR, XTeRREIEEER, FREEHERBERNEE.

i&{T playbook :

$ ansible-playbook --ask-vault-pass ~/playbook.yml

Hith BHIR
[ ]
/usr/share/ansible/roles/rhel-system-roles.rhc/README.md file
[ ]
/usr/share/doc/rhel-system-roles/rhc/ directory
[ ]

Ansible Vault
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23.8. £ RHC RHEL %5ifs 22X INSIGHTS HNB B shE

eI LUER rhe RHEL RE5iA B2 A Red Hat Insights MEZHESHNEH. BIABRT, HENR
4% #3 Red Hat Insights I, XETFELEAT. &alLl#ERA rhe RHEL REiABERAT.

k

N
p
;

il

MRFATIThEE, EMFEEATRBRNE S, BRBRGEHIIEEHRIIR

R AR IR S ZE T A
LI 2 & EH L2 1T playbook B9/ B SR BIHRHIT =,
AFEERZE T kA28 sudo HER,

EeEMRS.

RHENBUEZ BFHEEME X4 :

BIREE

$ ansible-vault create vault.yml
New Vault password: <password>
Confirm New Vault password: <vault_password>

£ ansible-vault create fp ST iSRG, LA < key> : < value> #EHA BUEH
13 -

username: <usernames
password: <password>
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BEEY, HXME2S. Ansible i1 vault hEUEE,

BB a S LI TAREM playbook X4, # ~/playbook.yml :

- name: Disable Red Hat Insights autoupdates
hosts: managed-node-01.example.com
vars_files:

- vault.yml
roles:
- role: rhel-system-roles.rhc
vars:
rhc_auth:
login:
username: "{{ username }}"
password: "{{ password }}"
rhc_insights:
autoupdate: false
state: present

ZE playbook 53k :
I $ ansible-playbook --syntax-check --ask-vault-pass ~/playbook.yml

HAR, XS REIEEE, FREERMEAERNEKE,

7—

i&{T playbook :

$ ansible-playbook --ask-vault-pass ~/playbook.yml

=
o
B

/usr/share/ansible/roles/rhel-system-roles.rhc/README.md file

/usr/share/doc/rhel-system-roles/rhc/ directory

Ansible Vault
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23.9. {1/ RHC RHEL RZifa 225 INSIGHTS 58

A LAEMA rhe RHEL RS ABNRSIEE B EHsISRE. S EMNRSERES Red Hat
Insights i, BERIAEH. MRFTE, EILEHE.

b

N
p o
;

il

{8 rhc RHEL R5ifa g AN REIREA SN RAEEEFEDLIEN S AR IFER.
X FiE#eE Satellite 5% Capsule B%%:, #HURRBA XL, BX Red Hat
Insights #MMEZ{E S, 1ES 5 Red Hat Insights ¥ {57,

FeRE M
[ ]
e R R ZE T =,
[ ]
LI 2 & EH L2 1T playbook B9 F &SR BIRHIT =,
[ ]
AFEERZE T k24 sudo HER,
[ ]
EE2/3MA T Insights #hEL,
[ ]
EEEMRS.
L

RIS LUTAREK playbook 32, #l ~/playbook.yml :

- name: Disable remediation
hosts: managed-node-01.example.com

roles:

- role: rhel-system-roles.rhc
vars:

rhc_insights:

remediation: absent
state: present
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JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEER, FRIEHRBENNEE,

i&1T playbook :

$ ansible-playbook ~/playbook.yml

=
o
=

/usr/share/ansible/roles/rhel-system-roles.rhc/README.md file

/usr/share/doc/rhel-system-roles/rhc/ directory

23.10. {8/ RHC RHEL R4S aEe & INSIGHTS #7%

AT L RGOS BB D A RS, A AT LURIEE K B R R

SERFEH
[ ]
B ERTFER T RNZE T =
[ ]
LRI % 4 L5217 playbook FIF P & kRIS =
[ ]
AT EEISZET KBk B2f sudo R,
IR

FHENBUEZ BFHEEME X4 :

BIREE
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$ ansible-vault create vault.yml
New Vault password: <password>
Confirm New Vault password: <vault_password>

£ ansible-vault create fp S¥T iSRG, LA < key> : < value> #EHA BUEE
i

username: <usernames
password: <password>

BEEY, HXME2S. Ansible i1 vault thEUEE,

BB a S LU TAREM playbook X4, # ~/playbook.yml :

- name: Creating tags
hosts: managed-node-01.example.com
vars_files:
- vault.yml
roles:
- role: rhel-system-roles.rhc
vars:
rhc_auth:
login:
username: "{{ username }}"
password: "{{ password }}"
rhc_insights:
tags:
group: group-name-value
location: location-name-value
description:
- RHELS8
- SAP
sample_key:value
state: present

ZE playbook 53k :
$ ansible-playbook --syntax-check --ask-vault-pass ~/playbook.yml

HAER, XTeRREIEEE, FREERMEERNEKE,

S,

N\

T playbook :

i
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I $ ansible-playbook --ask-vault-pass ~/playbook.yml

Hith BHIR

/usr/share/ansible/roles/rhel-system-roles.rhc/README.md file

/usr/share/doc/rhel-system-roles/rhc/ directory

RG34 Red Hat Insights.

Ansible Vault

23.11. {8l RHC RHEL 5 A ECERZEM

MREFABRIEITFRSS, ETLMIIEECH MRS,

FRFH

EZ

242

FEAESHFEHT RHNRET <.

L2 &E EH L2 1T playbook B9 F &SR BIRHIT =,

AFEERZET amik P 2H sudo HER.

REeLTM.

BB a S LI TAREM playbook X, #1 ~/playbook.yml :

- name: Unregister the system
hosts: managed-node-01.example.com
roles:


https://access.redhat.com/documentation/zh-cn/red_hat_insights/2023/html/client_configuration_guide_for_red_hat_insights/assembly-client-data-adding-tags

o

\

& 235 ([ RHEL RS AGIMRS

- role: rhel-system-roles.rhc
vars:
rhc_state: absent

JE playbook 53k :

$ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEER, FRIEHERBENNEE,

i&1T playbook :

$ ansible-playbook ~/playbook.yml

/usr/share/ansible/roles/rhel-system-roles.rhc/README.md file

/ust/share/doc/rhel-system-roles/rhc/ directory
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%8 24 & {#/ RHEL XZifatalci& SELINUX

R LIEA selinux RHEL RS taiEHtb RS LRCEMEE SELinux HR.

24.1. SELINUX RHEL REGifAaiEN

RHEL %Zififa 2 Ansible fifaHIERMNES, NEREEZ/ RHEL RESRMH—BMEEEN, &
B LA# A selinux RHEL RS AT TR :

AIES SELinux /R1E. X# LT3 Ui OIS FAE KK MEIREN,

%i& SELinux SRB&MR/RE. X LT wmOME%R,

EREEXHHBEFTPHREXH LT

=T SELinux &k,

rhel-system-roles ##E%& %M /usr/share/doc/rhel-system-roles/selinux/example-selinux-
playbook.yml ;=f playbook &= T #{aA 7t enforcing =X Ti%& Bir5#&. playbook AR %A Alh
RBREN, F1E tmpitest_dir/ BRHRE X LT,

Hith 5w

[}
/usr/share/ansible/roles/rhel-system-roles.selinux’ README.md file

/usr/share/doc/rhel-system-roles/selinux/ directory

24.2. [l SELINUX RHEL RS BESZS I RE LN A SELINUX %&

{#M selinux RHEL ®5ifafa, EalLUFEAKIEM SELinux % B 3NA Ansible playbook.

FoRFMH
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BRI R ZE T =,
LI 2 &E EH L2 1T playbook B9/ &SR BIRHIT =,

AFEERZET afik P 28 sudo HER.

L2

AEFIEM playbook, #EAILAMLFFES, SHEWAEDS rhel-system-roles BB —EB o L3k
# Rl playbook :

# cp /usr/share/doc/rhel-system-roles/selinux/example-selinux-playbook.yml <my-selinux-
playbook.yml>
# vi <my-selinux-playbook.yml>

B playbook WAZR, FHESEMNR. flM, LUTHRIBRRSELREIFEA selinux-
local-1.pp SELinux & :

selinux_modules:
- { path: "selinux-local-1.pp", priority: "400" }

REFEY, AEBRHXAKGHEES,

JE playbook 53k :

I $ ansible-playbook <my-selinux-playbook.yml> --syntax-check

k

il

, XA R REIEER, FREIEHERBEINEE.

JZ{TIEM playbook:

$ ansible-playbook <my-selinux-playbook.ymi>

=
o
=
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/usr/share/ansible/roles/rhel-system-roles.selinux’ README.md file

/usr/share/doc/rhel-system-roles/selinux/ directory

{8/ Ansible 1T SELinux 5&{t HRPEXE

24.3. {1 SELINUX RHEL RS2 EimOl

ERILMEA selinux RHEL R ABES AN RSP ATIER SELinux hiiROViF, Him, 7%
Apache HTTP [R553REE NI A REwON, XAsERAH, EaILI#EMA selinux RHEL R4if AilE
—A* playbook, ¥ http_port_t SELinux KBS RAERENROS, E£ZE T R LiZ1T playbook
&, SELinux $RB&hE X BRFEIRSS =T LAV iR tbER O

EeI LU seport IRTE SELinux hBEIERROVIN, XILEABANAEER, XEHHEMA selinux
RHEL %%ifafa, 7£%f SELinux BEEHTHMESN, XBEHNEM. XNMAEERT selinux RHEL %
SifataftieBim O #E M seport ik, BNMAEBEESZE TR LEHIA semanage port -a -t
http_port_t -p tcp < port_numbers fs5EIZNIERE.,

SR

FEAESHFERHT RNRET <.

L2 E EH_LiZ1T playbook B9 F &SR BIHLRHIT =,

AT EEIRET Bk 2A sudo HBR,

ik - E{#f semanage R RIEROKE, #41%%E policycoreutils-python-utils X #4
o

£

BEFHTHMAERNER TREERDOS, HERA seport iR :

- name: Allow Apache to listen on tcp port <port_number>
community.general.seport:
ports: <port_number>

246


https://access.redhat.com/articles/7047896

% 24 = {Ff RHEL REGiABEE SELINUX

proto: tcp
setype: http_port_t
state: present

1§ <port_number > B HEENHSE http_port_t RBMmO S,

XFiH R HM SELinux BEXNZE T RNESAMEE, HEA selinux RHEL R45if
fa, fllEE—4 playbook 3, #l ~/playbook.yml, FZHRMELTFAZA :

- name: Modify SELinux port mapping example
hosts: all
vars:
# Map tcp port <port_numbers to the 'http_port_t' SELinux port type
selinux_ports:
- ports: <port_number>
proto: tcp
setype: http_port_t
state: present

tasks:
- name: Include selinux role
ansible.builtin.include_role:
name: rhel-system-roles.selinux

£ <port_number > BN IEEHHSE http_port_t REKwmOS,

ik O 2 7 24 8c% http_port_t KB :

# semanage port --list | grep http_port_t
http_port_t tcp <port_number>, 80, 81, 443, 488, 8008, 8009, 8443, 9000

=
o
B

/usr/share/ansible/roles/rhel-system-roles.selinux’ README.md file

/usr/share/doc/rhel-system-roles/selinux/ directory
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25 25 % {§1f FAPOLICYD RHEL %%ifa tafR$IN AEFRIT

Wit A fapolicyd HAEZR, EaILUREER & N SRIRBREIN ARFENIIT, ERSENTRIRIE
NARFNTENE, XEILETASER T EENARFNENGE. EalLlEEA fapolicyd RHEL
G AT REMNEE fapolicyd,

B

fapolicyd Ak55 R LEHATYE N EHLA P A 2L root SHEfTHRBIN AER.

25.1. {1/ FAPOLICYD RHEL XZifataBhit A A HATR eI SERHS

#Za] LU fapolicyd RHEL REif s HEhREMEE fapolicyd RS, EAILAM, EaLLTRER
BiRSS, URTFRAABTRENBARRE, i RPM BUREMARFNRDIIENNARE. 54, %k
FSa UEHT RN ARFa T B RE,

SR H
[ ]
BRI T R ZE T =,
[ ]
L2 E M L2197 playbook B/ &SR BIHRHIT =,
[ ]
ATFEEDSZSET ik 2A sudo R,
L

BRI a S LI TAREM playbook X4, #1 ~/playbook.yml :

- name: Configuring fapolicyd
hosts: managed-node-01.example.com
tasks:
- name: Allow only executables installed from RPM database and specific files
ansible.builtin.include_role:
name: rhel-system-roles.fapolicyd
vars:
fapolicyd_setup_permissive: false
fapolicyd_setup_integrity: sha256
fapolicyd_setup_trust: rpmdb.file

248



& 25 %= {# [ FAPOLICYD RHEL R%:fa R &N AT

fapolicyd_add_trusted_file:
- <path_to_allowed_command>
- <path_to_allowed_service>

Bl playbook HigEMIXEDIE :

fapolicyd_setup_permissive: <true/false>

Jo S AR F M9 4 X SR R SR L Tsm fl AT, T E & E AN EN, %
BN false,

fapolicyd_setup_integrity: <type_types>

E N SEBMRE AR, EaLUAEU T Ee— -
none (Ei\) : ZEHEEMHKRHE,
KN RSB SN AR KN,

IMA : RSG5 ERZRTTEMN 2R (IMA)EFETE ST REMEHR R SHA256 15
o WA, ZRSBHITRMEE, HES, ZABTFREE IMA AETFRE. EHMAX
MRS, BBAFHEE IMA TR

sha256 : [RSSHE SRS ARRFK SHA256 155,

fapolicyd_setup_trust: &It ;trust_backends>

EEEEmIIEK. MREAESXHE G, 1H1E fapolicyd_add_trusted_file FIFksis
E S VPR eI HT S0

X playbook F{EHAMNMALEMIFE, HEEERHT LN
/usr/share/ansible/roles/rhel-system-roles.fapolicyd.README.md 3,

IS playbook ik :

I $ ansible-playbook ~/playbook.yml --syntax-check
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AR, TS REIEEE, AR REEHNEE.

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

[}
LA P S HTAEE allow Sk — RN HER :
$ ansible managed-node-01.example.com -m command -a 'su -c
"/bin/not_authorized_application " <user_name>'
bash: line 1: /bin/not_authorized_application: Operation not permitted non-zero return
code
H At BT iR

/usr/share/ansible/roles/rhel-system-roles.fapolicyd/README.md 3 #

/usr/share/doc/rhel-system-roles/fapolicyd/ directory
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% 26 = 1 RHEL RS AGEERLEE

YENETR, ALl sshd R AEAE SSH IRSES%H ssh R5iAM, @it 4/ Red Hat
Ansible Automation Platform fEEE#HEM RHEL %5 LRI AE SSH & .

26.1. SSHD RHEL RGN 8

£ sshd RZifafa playbook &, EeLURIEMRME ETHIRSIE X SSH R & XHHSHL
MREAEREILEDTE, REABRKER—15 RHEL ENAAILEM sshd_config 3.

EMAERT, W/RMETH sshd ECEPEIEFHZIN yes Ml no. ERILIER list SEE L ZITRCE,
Hian -

sshd_ListenAddress:
-0.0.0.0

EIh :

ListenAddress 0.0.0.0
ListenAddress ::

Lth BEIR

\

[}
/usr/share/ansible/roles/rhel-system-roles.sshd/README.md 3

/usr/share/doc/rhel-system-roles/sshd/ directory

26.2. {1/ SSHD RHEL %Zifa k& OPENSSH HR%545

&1 LLE5T 21T Ansible playbook, {#f sshd RHEL REififakBliE S 4 SSH IRS53%.
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SeRFMH

252

b

N
p o
;

il

RAT LIS sshd RHEL RSt T8 SSH 1 SSHD Ad@myHh RHEL RS,
MEHEE RHEL R5ifate, EfIEREBEHES, ERR sshd AAfFRA®ZZE (RHEL
8 MERMRA)=K drop-in HX(RHEL 9).,

FEAESHFERHT RHNRET <.

L2 & EH L2 1T playbook B9 F &SR BIRHIT =,

AFEERZET aiik P 2H sudo HER.

BB a S LU TAREM playbook X4, #1 ~/playbook.yml :

- name: SSH server configuration
hosts: managed-node-01.example.com
tasks:
- name: Configure sshd to prevent root and password login except from particular
subnet
ansible.builtin.include_role:
name: rhel-system-roles.sshd
vars:
sshd:
PermitRootLogin: no
PasswordAuthentication: no
Match:
- Condition: "Address 192.0.2.0/24"
PermitRootLogin: yes
PasswordAuthentication: yes

playbook =2 &7 Rfici& ) SSH IR5523, LAME -

Z ARG root HFER

RXFH 192.0.2.0/24 j5 AEHH root A &3



% 26 = {§f RHEL R AGEKERLEE

ZE playbook 153k :
$ ansible-playbook --syntax-check ~/playbook.ymi

AR, XTeRREIEEER, FRELEHERBERNEE.

7—

i&1T playbook :

$ ansible-playbook ~/playbook.yml

B3 SSH IR55%s -

$ ssh <username>@<ssh_server>

KuF SSH BRS5 23 sshd_config SXEHFHIARE -

$ cat /etc/ssh/sshd_config

PasswordAuthentication no
PermitRootLogin no

Match Address 192.0.2.0/24
PasswordAuthentication yes
PermitRootLogin yes

BEEZS L root AP &AM 192.0.2.0/24 FREERIIRSES -

AEER IP bt -

$ hostname -l
192.0.2.1

R IP Hehk#E 192.0.2.1 - 192.0.2.254 SEEIA, Kol LLERTIIRSS 2.
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b.
Ll root AP G2 EERIARSS 35 ¢

I $ ssh root@<ssh_server>

=
=
B

/usr/share/ansible/roles/rhel-system-roles.sshd/README.md 3

/usr/share/doc/rhel-system-roles/sshd/ directory

26.3. ¥ SSHD RHEL &t ATIEM LA E

WE, NA sshd REABRBZEMCE. NMRECAEHETEE, AINERAFTRNRSARSK
playbook, XAIRER LA, RN FARCEETN A sshd RS, RNFREHMED, EHarLis
FAFEHERECIE,

EOT LA AFE MR S RCE -

7= RHEL 8 RERhirArh, {ERECE F#f,

1£ RHEL 9 RE &R h, HEABZPRH, EAECE S S BB =R B 5%
i, % /etc/ssh/sshd_config.d/00-ansible_system_role.conf,

SR Y
[ ]
BRI R ZE T =
[ ]
L2 & EH L3217 playbook B /1 &SR BIRHIT =,
[ ]
ATFEEDSZSET ik~ 28 sudo R,
L
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% 26 = {§f RHEL R AGEKERLEE

BIEE S TAEN playbook X, #l ~/playbook.yml :

X Fi51T RHEL 8 HERRAMZE TR :

- name: Non-exclusive sshd configuration
hosts: managed-node-01.example.com
tasks:
- name: <Configure SSHD to accept some useful environment variables>
ansible.builtin.include_role:
name: rhel-system-roles.sshd
vars:
sshd_config_namespace: <my-application>
sshd:
# Environment variables to accept
AcceptEnv:
LANG
LS_COLORS
EDITOR

X Fi51T RHEL 9 HESRAMZE TR :

- name: Non-exclusive sshd configuration
hosts: managed-node-01.example.com
tasks:
- name: <Configure sshd to accept some useful environment variables>
ansible.builtin.include_role:
name: rhel-system-roles.sshd
vars:
sshd_config_file: /etc/ssh/sshd_config.d/<42-my-applications.conf
sshd:
# Environment variables to accept
AcceptEnv:
LANG
LS_COLORS
EDITOR

1£ sshd_config_file &, E X sshd REABEHPEARBE LT .conf X4,
ERABARIZ, HI 42- Fi5E R AR E SXHIRRE .

ZE playbook 153k :

I $ ansible-playbook --syntax-check ~/playbook.ymi
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AR, TS REIEEE, TR REEHNEE.

7—

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

$ouE SSH ARS5 38 LHIRCE :

X Fi51T RHEL 8 HERRAMZE T :

# cat /etc/ssh/sshd_config.d/42-my-application.conf
# Ansible managed

#

AcceptEnv LANG LS_COLORS EDITOR

X Fi51T RHEL 9 HESRAMZE TR :

# cat /etc/ssh/sshd_config

# BEGIN sshd system role managed block: namespace <my-application>
Match all

AcceptEnv LANG LS_COLORS EDITOR
# END sshd system role managed block: namespace <my-application>

=
=
3

/usr/share/ansible/roles/rhel-system-roles.sshd/README.md 3

/usr/share/doc/rhel-system-roles/sshd/ directory

26.4. {81 SSHD RHEL ZZifata®E% SSH RS & LR SSE BN R

#REILAd A sshd RHEL R5iA®ES SSH RSB EM RS E MM ER,

FRFH

256



L2

%526 = RHEL RS AAtEBRSEiE

FEAESHFEHT RHNIRET <.

L2 & EH L2197 playbook B9 /1 &SR BIHRHIT =,

AT EEIRET Bk 2A sudo HBR,

BB E S LI TAREM playbook X4, # ~/playbook.yml :

- name: Overriding the system-wide cryptographic policy

hosts: managed-node-01.example.com

roles:
- rthel_system_roles.sshd

vars:
sshd_sysconfig: true
sshd_sysconfig_override_crypto_policy: true
sshd_KexAlgorithms: ecdh-sha2-nistp521
sshd_Ciphers: aes256-ctr
sshd_MACs: hmac-sha2-512-etm@openssh.com
sshd_HostKeyAlgorithms: rsa-sha2-512,rsa-sha2-256

sshd_KexAlgorithms:: #EaI LU B EE, Bl ecdh-sha2-nistp256,ecdh-
sha2-nistp384,ecdh-sha2-nistp521,diffie-hellman-group14-shai, =% diffie-hellman-
group-exchange-sha256,

sshd_Ciphers:: fEal LIRS, Hi0 aes128-ctr. aes192-ctr 5 aes256-ctr,

sshd_MACs:: #Ea L% MACs, #I#1 hmac-sha2-256. hmac-sha2-512 = hmac-
shai,

sshd_HostKeyAlgorithms:: #E eI LLEFATHEE, 1 ecdsa-sha2-nistp256. ecdsa-
sha2-nistp384. ecdsa-sha2-nistp521. ssh-rsa =k ssh-dss.,

£ RHEL 9 &1 at, REABKXNAEES AT /etc/ssh/sshd_config.d/00-
ansible_system_role.conf 3X{kh, HebmE RN EIINA. ETLEA sshd_config_file
TERNH, BE, EWREREAN, HHEA—INFHIFE /etc/ssh/sshd_config.d/50-
redhat.conf X {2 B34, HEREEBEMINE R,
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£ RHEL 8 & Tim L, E4iET S sshd_sysconfig_override_crypto_policy #l
sshd_sysconfig ZEiXi&EN true RGBS,

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, IR REIEEER, FREEHERBERNEE.

7—

i&{T playbook :

I $ ansible-playbook ~/playbook.yml

e ORI R A TEANEY SSH RN IEH AU TRt PR ERE X NETE, RNIEREEEK

$ ssh -vvv <ssh_server>

debug?2: peer server KEXINIT proposal

debug2: KEX algorithms: ecdh-sha2-nistp521

debug2: host key algorithms: rsa-sha2-512,rsa-sha2-256
debug2: ciphers ctos: aes256-ctr

debug2: ciphers stoc: aes256-ctr

debug2: MACs ctos: hmac-sha2-512-etm@openssh.com
debug2: MACs stoc: hmac-sha2-512-etm@openssh.com

=
=
B

/usr/share/ansible/roles/rhel-system-roles.sshd/README.md 3

/usr/share/doc/rhel-system-roles/sshd/ directory

26.5. SSH RHEL RZiAaNT 8

# ssh R5ifa 4 playbook H1, #EAI LURIEMEREETIHRSIE L& i SSH B EXHISE.
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MESAEEXILELE, REABKEN—15 RHEL RIAEHEERMLE ssh_config 3.

HEFARRT, /KA ssh BREPEIEHMEZIN ) yes X no, ERTLIER list KE X ZTREL,
Bin -

LocalForward:
- 22 localhost:2222
- 403 localhost:4003

EIh :

LocalForward 22 localhost:2222
LocalForward 403 localhost:4003

k

N
p o
;

¢l

REETX 2 KNE,

=
o
B

/usr/share/ansible/roles/rhel-system-roles.ssh/README.md file

/usr/share/doc/rhel-system-roles/ssh/ directory

26.6. {1/ SSH RHEL %4ifiafici& OPENSSH & i

&0 LLEITIETT Ansible playbook, f$f ssh RHEL R5ifafaskiciE %4 SSH &/ i,

pa -3

RET LIS ssh RHEL Rl FEXK SSH 1 SSHD e HMb RS A, MESHE
I RHEL ®RGifate, EfhitERBE#HERS, ERR ssh AAaEFAEABR (£ RHEL 8 &%
FRRASRMER)

FoRFM
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[ ]
R AR IS S ZE T A
[ ]
LI & EH L2 1T playbook B9 F &SR BIRHIT =,
[ ]
AFEERZE T K24 sudo HER,
L

BB a S LU TAREM playbook X4, #1 ~/playbook.yml :

- name: SSH client configuration
hosts: managed-node-01.example.com
tasks:
- name: "Configure ssh clients"
ansible.builtin.include_role:
name: rhel-system-roles.ssh
vars:
ssh_user: root
ssh:
Compression: true
GSSAPIAuthentication: no
ControlMaster: auto
ControlPath: ~/.ssh/.cm%C
Host:
- Condition: example
Hostname: server.example.com
User: user1
ssh_ForwardX11: no

it playbook LA TR BEZE T m LACE root A7 SSH 2/ i B 2L i

[ ]

E4B B .
[ ]

ControlMaster %5 Hi%&H auto,
[ ]

3%l server. example.com EHHRFIH|EZ usert,
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%526 = RHEL RS AAtEBRSEiE

e =Bl ENG, BREKEA user1 A &iERE server.example.com F4l.

X1 LA,

ZE playbook 53k :

$ ansible-playbook --syntax-check ~/playbook.ymi

AR, XTeRREIEEER, FRELEHERBERNEE.

7—

i&1T playbook :

$ ansible-playbook ~/playbook.yml

it il SSH BeE XA RIERE TR

# cat ~/root/.ssh/config
# Ansible managed
Compression yes
ControlMaster auto
ControlPath ~/.ssh/.cm%C
ForwardX11 no
GSSAPIAuthentication no
Host example
Hostname example.com
User user1

EERAIERNRE :

/usr/share/ansible/roles/rhel-system-roles.ssh/README.md file

/usr/share/doc/rhel-system-roles/ssh/ directory
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%8 27 & {5/ RHEL REiABEERKIEF

E{FMH Ansible B LVM MA#XHRE(FS), &L &% A, X2 RHEL 8 oM RHEL
RGifata—,

/M =ik AR YERS GG LNBENZEE ERXHRS, LUKM RHEL 7.7 FHaMmE
RHEL hi#,

27.1. STORAGE RHEL &SRt

% AR LIER -

B BRI KBRS

TEN LVM 84, aFHCZRENXHRS

MD RAID &R H XU RS

{#1F storage A fa, EeILAITEATFESS -

Bl RS

IBRSCH R SE

B RS

SN

HEH RS

flE LVM &4
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R LVM B4

2 HE

HBRZ S

il RAID &

kR RAID &

{:/ RAID fll& LVM &4

{85/ RAID JllER LVM B4

BB LVM B4

{85 RAID fll& LVM ZHE

=
=
B

/usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 #

/usr/share/doc/rhel-system-roles/storage/ directory

27.2. il STORAGE RHEL R4 et & LA —1 XFS XRS5

Bl Ansible playbook i storage fifs, k{FEFABRINSEBIERIL S LAIE XFS XHRSL
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b

N
p o
;

il

it ABRRBERD K. BMEASZERESLV)LUEXARE. CrEEs Xholg

XHFRGE,
FeRE M
[ ]
R AR IR S ZE T A
[ ]
LI 2 & EH L2 1T playbook B9/ &SR BIHRHIT =,
[ ]
AFEERZET kA28 sudo HER,
R

BB ES LU FTRAM playbook X4, # ~/playbook.yml :

- hosts: managed-node-01.example.com
roles:
- rthel-system-roles.storage
vars:
storage_volumes:
- name: barefs
type: disk
disks:
- sdb
fs_type: xfs

BaW (RBID barefs) BEIRERN., #i% ARRIE disks: B TIHBIRBE X
e VLN

IRaI LA fs_type: xfs 17, EHN XFS 2 RHEL 8 BRI\ RS

TIE LV LOBXHREE, T disks: BHETRE LVM &, SEEENE4H. #15
&5 {1/ storage RHEL RZi A RS THEE,

TEREH LV HaiEE,
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55 27 = {§ RHEL 5 A EMAIhIF:HE

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XTeRREIEEER, FRELEHERBERNEE.

i&1T playbook :

$ ansible-playbook ~/playbook.yml

=
=
=

/usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 #

/ust/share/doc/rhel-system-roles/storage/ directory

27.3. £ STORAGE RHEL RZifaita k AHEH — 1P XHREE

Ml Ansible I storage fifa, FITEDH XA HH XFS XHR5i.

SR

FEAESHFERHT RHNRET <.

L2 & M L2 1T playbook B9 F &SR BIRHIT =,

AT EERRET Bk 2A sudo HBR,

BB E S LI TAREM playbook X, #1 ~/playbook.yml :

- hosts: managed-node-01.example.com
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roles:
- rthel-system-roles.storage
vars:
storage_volumes:
- hame: barefs
type: disk
disks:
- sdb
fs_type: xfs
mount_point: /mnt/data
mount_user: somebody
mount_group: somegroup
mount_mode: 0755

It playbook 3257 ME /etc/fstab X, FITEMHEEXH RS

MR /dev/sdb % & LRXHRGSEEH A BXAFEE, N playbook 2AIEEA .

: ZE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi
WAR, XMefREBIEEE, FREEREAFUNEE,
3.
J&1T playbook :
I $ ansible-playbook ~/playbook.yml
H At BT iR

/usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 #

/usr/share/doc/rhel-system-roles/storage/ directory

27.4. {1/ STORAGE RHEL R4 ERZHE

afl Ansible playbook i storage fafa, RIEBHPAIE LVM ZHE,
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FoRFMH

FEAESFEHT RHNRE T <.

LI 2 &E EH L2197 playbook B F &SR BIRHIT =,

AT EEIRET Bk 2A sudo HkR,

$IR
1.
BIEE S TAEN playbook X, #l ~/playbook.yml :
- hosts: managed-node-01.example.com
roles:
- rthel-system-roles.storage
vars:
storage_pools:
- hame: myvg
disks:
- sda
- sdb
- sdc
volumes:
- nhame: mylv
size: 2G
fs_type: ext4
mount_point: /mnt/dat
[}
myvg B4 B TEEZK - /dev/sda. /dev/sdb # /dev/sdc,
[}
MR myvg BHEHETE, N playbook &FHZHEERMBIEL,
[}
MR myvg BAFREFE, N playbook RAIEE.
[}
playbook £ mylv Zi & EOIE Extd XHREE, FE /mnt ERRAESXH RS
2.

IS playbook ik :
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I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEER, FRIEHREENNEE,

3.
i&{T playbook :
I $ ansible-playbook ~/playbook.yml
Hith BTR
[}

/usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 #

/usr/share/doc/rhel-system-roles/storage/ directory

27.5. {8l STORAGE RHEL &S HAESIER

~fl Ansible playbook i storage fifs, EiEE/E A THELEIREFM XFS XHRSE.

SR Y
[ ]
BRI R T E T =
[ ]
L2 & EH L2197 playbook B /1 &SR BIHRHIT =,
[ ]
ATFEEDSZSET Rk 28 sudo R,
3

BB a S LI TAREM playbook X4, #1 ~/playbook.yml :

- hosts: managed-node-01.example.com
roles:
- rhel-system-roles.storage
vars:
storage_volumes:
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- hame: barefs
type: disk
disks:
- sdb
fs_type: xfs
mount_point: /mnt/data
mount_options: discard

: JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi
HAR, XTeRREIEEE, FREERMEERNEKE,
3.
J&1T playbook :
I $ ansible-playbook ~/playbook.yml
H At BT iR

/usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 #

/usr/share/doc/rhel-system-roles/storage/ directory

27.6. {5 STORAGE RHEL R4ifafafll@FHEEH —1 EXT4 XHR5

aPl Ansible playbook N storage fifa, OB Extd XHR5.

FoRFMH

FEAESFEHT RHNRET <.

L2 &E EH L2 1T playbook B9 F &SR BIRHIT =,

AT EERRET Bk 2A sudo HBR,

1= THZ
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27 3

BB E S LI TAREM playbook X4, # ~/playbook.yml :

- hosts: managed-node-01.example.com
roles:
- rhel-system-roles.storage
vars:
storage_volumes:
- name: barefs
type: disk
disks:
- sdb
fs_type: ext4
fs_label: label-name
mount_point: /mnt/data

playbook fE /dev/sdb B#L L BIEE L RSE,
playbook 3 # %5k AEEE /mnt/data X,
XHRGBREZ label-name,

JE playbook 53k :

I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHERBENNEE,

i&1T playbook :

$ ansible-playbook ~/playbook.yml

=
=
B

/usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 #
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/usr/share/doc/rhel-system-roles/storage/ directory

27.7. ffl STORAGE RHEL RZGiAafaflBHEH —1 EXT3 XHRSE

7Pl Ansible playbook FiF storage fifa, EGIEMEZ Ext3 X8R5

TR

FEEAESHFEHT RHNIRET <.

LI 2 & EH L2 1T playbook B9/ &SR BIHRHIT =,

AT EERRET Bk 2A sudo HBR,

£

BB E S LI TAREM playbook X4, # ~/playbook.yml :

- hosts: all
roles:
- rthel-system-roles.storage
vars:
storage_volumes:
- hame: barefs
type: disk
disks:
- sdb
fs_type: ext3
fs_label: label-name
mount_point: /mnt/data
mount_user: somebody
mount_group: somegroup
mount_mode: 0755

playbook fE /dev/sdb B#L L BIEE L RSE,

playbook 3 # %5k AEEF /mnt/data BH3X.
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XHRERPRE R label-name,
JE playbook 53k :

I $ ansible-playbook --syntax-check ~/playbook.ymi

HER, XTeaREIEEER, FREEHERBERNEE.

i&{T playbook :

$ ansible-playbook ~/playbook.yml

=
o
B

/usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 #

/usr/share/doc/rhel-system-roles/storage/ directory

27.8. {#fl STORAGE RHEL ZZifafafE LVM L &E&HE XA XHRZHA/N

#l Ansible playbook K F storage RHEL RZifa s, LMERAXHREERHE L LVM ZHEKXN,

FoRFEMH

FEAESFERHT RHNRET <.

LI 2 & EH L2 1T playbook B9 F &SR BIRHIT =,

AFEERZET apik P 2H sudo HER.

L2
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BRI E S LI TAREM playbook X, # ~/playbook.yml :

- name: Create LVM pool over three disks
hosts: managed-node-01.example.com
tasks:

- name: Resize LVM logical volume with file system
ansible.builtin.include_role:
name: rhel-system-roles.storage
vars:
storage_pools:
- hame: myvg
disks:
- /dev/sda
- /dev/sdb
- /dev/sdc
volumes:
- hame: mylv1
size: 10 GiB
fs_type: ext4
mount_point: /opt/mounti
- hame: mylv2
size: 50 GiB
fs_type: ext4
mount_point: /opt/mount2

It playbook LU FIA LRGN -

[ ]
HHIE /opt/mount1 LA mylv1 £ L8 Ext4 SXERS, K/MNEAEH 10 GiB,
[ ]
HAE /opt/mount2 £ mylv2 £ LM Extd SXHRSE, KNFHEE 50 GiB,
JE playbook 53k :

I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XTeRREIEEER, FREEHERBERNEE.

i&1T playbook :

I $ ansible-playbook ~/playbook.yml
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Hith 5w

[}
/usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 #

/usr/share/doc/rhel-system-roles/storage/ directory

27.9. fifFl STORAGE RHEL RS fafaf@2ins

AT {24t T —4 Ansible playbook =fil. It playbook N % AAEAIERLZHE (MEFE
7)) , EFEARASHEER S LESEHE (NREFH) .

FoRFMH

FEAESFEHT RHNRE T <.

LI & EH L2 1T playbook B9 F &SR BIRHIT =,

AFEERZET afik P 28 sudo HER.

BIEE S TAEN playbook X, #l ~/playbook.yml :

- name: Create a disk device with swap
hosts: managed-node-01.example.com
roles:

- rhel-system-roles.storage
vars:
storage_volumes:
- hame: swap_fs
type: disk
disks:
- /dev/sdb
size: 15 GiB
fs_type: swap

BEH (ROIhE swap_fs) HuIRESM. Fi% AR disks: B THIHABE &
K.
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2.

ZE playbook 153k :

I $ ansible-playbook --syntax-check ~/playbook.ymi

HER, XTeaRE

KibiEE, FAABIEERBAEMNEE.
J&1T playbook :

I $ ansible-playbook ~/playbook.yml

Hth BHR

/usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 #

/usr/share/doc/rhel-system-roles/storage/ directory

27.10. ff STORAGE RHEL %Zifafafidi&—4* RAID &

EREERSIAG,

R e[ LI Red Hat Ansible Automation Platform f1 Ansible-Core £ RHEL
L&E RAID &, {FRASHBIE— Ansible playbook, LIEcE RAID &L B ENERK,

g

H
[=]

REABHAFLERR TAHRINE, fI - SEERTPRNFHEN. Rit,
MY RBRBIEEK, WHAEL playbook Hd K E A &R,

FRFH

FEASFEHT RAIRETR

L2 & EH LiZ1T playbook B F &SR BIRHIT =,
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AT EERRET Bk 2A sudo HBR,

£

fIBa S LI TAREM playbook X4, # ~/playbook.yml :

- name: Configure the storage
hosts: managed-node-01.example.com
tasks:
- name: Create a RAID on sdd, sde, sdf, and sdg
ansible.builtin.include_role:
name: rhel-system-roles.storage
vars:
storage_safe_mode: false
storage_volumes:
- hame: data
type: raid
disks: [sdd, sde, sdf, sdg]
raid_level: raid0
raid_chunk_size: 32 KiB
mount_point: /mnt/data
state: present

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHRBENNEE,

’—

i&1T playbook :

$ ansible-playbook ~/playbook.yml

=
o
B

/usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 #

/usr/share/doc/rhel-system-roles/storage/ directory
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27.11. i/l STORAGE RHEL REifafaEici&E* A RAID iy LVM itk

55 27 = {§ RHEL 5 A EMAIhIF:HE

FREERZAE, R Ll{#EA Red Hat Ansible Automation Platform £ RHEL & &% '4A RAID
B LVM i, eI A ASHEII— Ansible playbook, ¥E&E7/A RAID 9 LVM b,

FoRFMH

FEAESFEHT RHNRET <.

L2 & EH L2 1T playbook B F &SR BIRHIT =,

AT EERRET Bk 2A sudo HBR,

BIEE S TAEMN playbook X, #l ~/playbook.yml :

- name: Configure LVM pool with RAID
hosts: managed-node-01.example.com
roles:

- rhel-system-roles.storage

vars:
storage_safe_mode: false
storage_pools:
- hame: my_pool

type: lvm
disks: [sdh, sdi]
raid_level: raid1
volumes:

- hame: my_volume
size: "1 GiB"
mount_point: "/mnt/app/shared”
fs_type: xfs
state: present

E{H A RAID filE LVM itb, &7 raid_level SBUEE RAID K2,
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JE playbook &3k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XTeaREIEEER, FREEHERBERNEE.

7—

i&{T playbook :

$ ansible-playbook ~/playbook.yml

=
=
=

/usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 #

/usr/share/doc/rhel-system-roles/storage/ directory

=1 RAID

27.12. {A STORAGE RHEL #Zifaf27y RAID LVM BECE S K/

FREERGAR, EaL{#EA Red Hat Ansible Automation Platform 73 RHEL _t#J RAID LVM &
BCE T AN, A LUERATHSEEII—4 Ansible playbook, A&7 A RAID i LVM 3,

FoRFMH

FEAESFEHT RHNRET <.

L2 E M LiZ1T playbook B /7 &SR BIRHIT =,

AT EERRET Bk 2A sudo HBR,

£
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BIEE S TAEN playbook X, #l ~/playbook.yml :

- name: Configure stripe size for RAID LVM volumes
hosts: managed-node-01.example.com
roles:

- rthel-system-roles.storage
vars:
storage_safe_mode: false
storage_pools:
- hame: my_pool
type: lvm
disks: [sdh, sdi]
volumes:
- hame: my_volume
size: "1 GiB"
mount_point: "/mnt/app/shared"
fs_type: xfs
raid_level: raid1
raid_stripe_size: "256 KiB"
state: present

2.
JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi
AR, XTeRREIEEER, FREIEHERBERNEE.
3.
i&1T playbook :
I $ ansible-playbook ~/playbook.yml
H i BR
[ ]
/usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 {4
[ ]
/ust/share/doc/rhel-system-roles/storage/ directory
[ ]

=1 RAID
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27.13. i/l STORAGE RHEL R&ifafafE LVM L4 ES BUEMER VDO &

Pl Ansible playbook . storage RHEL ®Zifafa, LUEMAHENBIEILILER(VDO)EHZHE
(LVM)B =45 E S BUBMER.

b

N
p o
;

il

HTFHFHRSGARKER LVM VDO, Rt RA— I EAUERAESMERESH
=,

SeRFMH

FEAESHFERHT RHNRET <.

LI 2 & EH L2 1T playbook B9/ B SR BIHRHIT =,

AFEERZET aiik P 2H sudo HER.

BB E S LU TAREM playbook X4, # ~/playbook.yml :

- name: Create LVM VDO volume under volume group 'myvg’
hosts: managed-node-01.example.com
roles:

- rthel-system-roles.storage
vars:
storage_pools:
- hame: myvg
disks:
- /dev/sdb
volumes:

- name: mylv1
compression: true
deduplication: true
vdo_pool_size: 10 GiB
size: 30 GiB
mount_point: /mnt/app/shared

E&BI%, compression H1 deduplication 2 #i% 7 true, X{EEEA VDO, Ttk T
XESHMAE :
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deduplication A FEREHEFMEE LMESBUE.
compression A FEGFHEFEHEES LHNBIE, MRS EFEHE.

vdo_pool_size I§EBE X & EHARNSLFRK/N. VDO BREIK/INE size SHIX
Eo

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEER, FRIEHRBENNEE,

,—

i&{T playbook :

I $ ansible-playbook ~/playbook.yml

Hith 5w

[}
/usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 #

/usr/share/doc/rhel-system-roles/storage/ directory

27.14. £ STORAGE RHEL &5 fafili LUKS2 &4

& eI LT 21T Ansible playbook, A storage fifakfil@2MEEfEA LUKS MBS,

FoRFEMH

FEEAESHFEHT RHNIRET <.

LI 2 & EH L2 1T playbook B9 F &SR BIRHIT =,
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ATFEEIIRET K8k~ 2A sudo FUR.

£

BB E S LI TAREM playbook X4, #1 ~/playbook.yml :

- name: Create and configure a volume encrypted with LUKS
hosts: managed-node-01.example.com
roles:

- rthel-system-roles.storage

vars:
storage_volumes:
- name: barefs

type: disk
disks:
- sdb
fs_type: xfs
fs_label: label-name
mount_point: /mnt/data
encryption: true
encryption_password: <password>

AT LS HARINE S (40 encryption_key,encryption_cipher,encryption_key_size,
# encryption_luks ) #INEl playbook X,

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEER, FRIEHRBENNEE,

7—

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

HEMBERE :

I # cryptsetup status sdb
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/dev/imapper/sdb is active and is in use.
type: LUKS2

cipher: aes-xts-plain64

keysize: 512 bits

key location: keyring

device: /dev/sdb

RUEBIEER LUKS INEME :

# cryptsetup luksDump /dev/sdb

Version: 2

Epoch: 6

Metadata area: 16384 [bytes]

Keyslots area: 33521664 [bytes]

UUID: a4c6be82-7347-4a91-a8ad-9479b72¢c9426
Label: (no label)

Subsystem: (no subsystem)

Flags: allow-discards

Data segments:
0: crypt
offset: 33554432 [bytes]
length: (whole device)
cipher: aes-xts-plain64
sector: 4096 [bytes]

=
o
=

/usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 #

/usr/share/doc/rhel-system-roles/storage/ directory

[ LUKS mERix s

27.15. {fl STORAGE RHEL Gl ES A RFBEX /N

I Ansible playbook N R#F#RSiAR, UFRAEBEKXNMIES LEZHEEERBZELVME
K,

SeRFMH
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BRI R ZTE T =
LI 2 &E EH L2197 playbook B F &SR BIRHIT =,

AT EEIRET Bk 2A sudo HkR,

BIEES LI TRAN playbook X4, 0 ~/playbook.yml :

- name: Express volume sizes as a percentage of the pool's total size
hosts: managed-node-01.example.com
roles:

- rhel-system-roles.storage
vars:
storage_pools:
- hame: myvg
disks:
- /dev/sdb
volumes:
- name: data
size: 60%
mount_point: /opt/mount/data
- hame: web
size: 30%
mount_point: /opt/mount/web
- hame: cache
size: 10%
mount_point: /opt/cache/mount

XA LVM BHX/MEEBA/NIE D, HII: 60%. F4, ELATLUE LVM &
BIR/MEE I AR AERISCHRGEA/N (B130 10g = 50 GiB ) BIthK/NB S L.

JHE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XTeRREIEEER, FREEHERBERNEE.
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7—

i&{T playbook :

$ ansible-playbook ~/playbook.yml

/usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 #

/usr/share/doc/rhel-system-roles/storage/ directory
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%5 28 & {#1 RHEL RLiAAER SYSTEMD Hig

@) A systemd RHEL R4ifata, EalLlBIMbE LS systemd HXMES, FHxBHdTEN]. &
LA EATUUTERE

EHERS

BEHT

WMEEAXH

28.1. {8 SYSTEMD RHEL RZiARERIRS

el LU systemd RHEL RGiAEAHEALZERER systemd Hp, M 530k 5 AKRS.

SR Y
[ ]
R A ST A E T R,
[ ]
L2 & EH L2 1T playbook B9 /7 &SR BIRHIT =,
[ ]
AFEERSZET Sk~ 28 sudo HR,
L
1.
BB S LU FTAREM playbook X4, #l ~/playbook.yml : IRIBEEHITHNIZE, REAT
=

- name: Managing systemd services
hosts: managed-node-01.example.com
tasks:
- name: Perform action on systemd units
ansible.builtin.include_role:
name: rhel-system-roles.systemd
vars:
systemd_started_units:
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- <systemd_unit_1>.service
systemd_stopped_units:

- <systemd_unit_2>.service
systemd_restarted_units:

- <systemd_unit_3>.service
systemd_reloaded_units:

- <systemd_unit_4>.service
systemd_enabled_units:

- <systemd_unit_5>.service
systemd_disabled_units:

- <systemd_unit_6>.service
systemd_masked_units:

- <systemd_unit_7>.service
systemd_unmasked_units:

- <systemd_unit_8>.service

B X playbook H{EAMFIAZENIHE, HEEEHT <R LM
/usr/share/ansible/roles/rhel-system-roles.systemd/README.md 3,

: JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi
HAR, XTSRRI E, FREEREAERNEKE,
3.
J&1T playbook :
I $ ansible-playbook ~/playbook.yml
H At BT iR

/usr/share/ansible/roles/rhel-system-roles.systemd/README.md 3 {4

/usr/share/doc/rhel-system-roles/systemd/ directory

28.2. fifl SYSTEMD RHEL RS taifE SYSTEMD & A X

systemd HIXEZ ENABEAXH, MEMAEXBUXMHT, At ESEREAXHES T
wiE, MERBERREF L. @it fEA systemd RHEL REGifafa, EaLIABREEA X,
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B

A i SN 44 99-override.conf 4B A X EFHETE
/etc/systemd/system/ <names ._&Itunit_type>/ 1, iEER, SAEBRBFRBERAL

HMEBESEIE X H.
SEREH
[ ]
R AR S ZE T A
[ ]
L2 & EH L2 1T playbook B9 F &SR BIRHIT =,
[ ]
AFEERZE T k24 sudo HER,
L

{8/ systemd BEANXHAROIE Jinja2 £k, FliN, FAULTARSIE
~/sshd.service.conf.j2 3X#4 :

{{ ansible_managed | comment }}

[Unit]

After=

After=network.target sshd-keygen.target network-online.target

B ASHTE After B higE 5 RIA /usr/lib/systemd/system/sshd.service X4 EREH
35, LA% network-online.target X#. ERXAZINBR, sshd REMZECBIEH2E IP
bt iFiEs. X4 sshd RIS ERIFRA IP Hitl,

X34 <name > . <unit_type > .conf.j2 convention, $lill, &7 sshd.service ¥
&IN—A drop-in, EAIF X&) sshd.service.cont.j2, f¥X#45 playbook fiiFR—4
¥,

BRI ELLTRAM playbook X4, #1 ~/playbook.yml :

- name: Managing systemd services
hosts: managed-node-01.example.com
tasks:
- name: Deploy an sshd.service systemd drop-in file
ansible.builtin.include_role:
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name: rhel-system-roles.systemd

vars:
systemd_dropins:
- sshd.service.conf.j2

Bl playbook HigEMIXEDIE :
systemd_dropins: <list_of_files>

fEELL YAML FISRAEAEBERIE A XHHI B,

B playbook F{EHAMNMALEMIFE, HFEEERH TR LN
/usr/share/ansible/roles/rhel-system-roles.systemd/README.md 3,

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, IR REIEEER, FREEHERBERNEE.

i&{T playbook :

I $ ansible-playbook ~/playbook.yml

KIFABREEN drop-in XH BRI IEMIIALE :

# ansible managed-node-01.example.com -m command -a'ls
/etc/systemd/system/sshd.service.d/
99-override.conf

=
=
=

/usr/share/doc/rhel-system-roles/systemd/ directory

/usr/share/ansible/roles/rhel-system-roles.systemd/README.md 3
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28.3. i SYSTEMD RHEL %ZifafaiBE SYSTEMD it

BTy B XN AR RT3, systemd M /etc/systemd/system/ B RAiZEUX 4, @
I systemd RHEL REifafa, EalLlH3ERE B E LH X,

FoRFM

FEAESFEHT RHNRET <.

L2 & EH L2 1T playbook B9 F &SR BIRHIT =,

AT EEIRET Bk 2A sudo HBR,

£

FHBE Y systemd HTXHRAOE Jinja2 #ik, HM, FRARSHUASCIE
~lexample.service.j2 3 :

{{ ansible_managed | comment }}
[Unit]
Description=Example systemd service unit file

[Service]
ExecStart=/bin/true

XX EEH <name &gt; . <unit_type > .j2 convention, flill, Z4I& example.service
B, B sciEds &y example.service.j2, 3245 playbook fii FR—4 B %,

BB E S LU TAREM playbook X4, #1 ~/playbook.yml :

- name: Managing systemd services
hosts: managed-node-01.example.com
tasks:
- name: Deploy, enable, and start a custom systemd service
ansible.builtin.include_role:
name: rhel-system-roles.systemd
vars:
systemd_unit_file_templates:
- example.service.j2
systemd_enabled_units:
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- example.service
systemd_started_units:
- example.service

B playbook F{EHAMNMALEMIFE, HEEERHT LN
/usr/share/ansible/roles/rhel-system-roles.systemd/README.md 3,

ZE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

HAER, XTeRREIEEE, FREERMEERNEE,

4,
i&1T playbook :
I $ ansible-playbook ~/playbook.yml
[}
RiEZRSREEERAHED -
# ansible managed-node-01.example.com -m command -a 'systemctl status
example.service'
e example.service - A service for demonstrating purposes
Loaded: loaded (/etc/systemd/system/example.service; enabled; vendor preset:
disabled)
Active: active (running) since Thu 2024-07-04 15:59:18 CEST; 10min ago
H At BT iR
[}
/usr/share/ansible/roles/rhel-system-roles.systemd/README.md 3 {4
[}

/usr/share/doc/rhel-system-roles/systemd/ directory
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%5 29 = {1 RHEL RSiAaicEN EES

PAZ& s} B M (NTP)HI Precision Time Protocol (PTP)2:ifit MR & i EH EhebrtE. MZEthiiE
M H RS IFEEE, RARERSEBHTE, Hli, Kerberos BiFlRSHME " mz M RELEM
FRIZER, LABhIEEH/BGE.

5 0] LURTIS R IR 55% & M 1E playbook B timesync_ntp_provider ZF&HidE, MEFAXBE M
ZAARIRBELUTERAREN HIRS -

e,

£ RHEL 8 K EHhkAH : chronyd

£ RHEL6 17 £ : chronyd (Zi\) HEHEE2RE ntpd

29.1. [ TIMESYNC RHEL R5ifaalid& 5 NTP 47 RIES

AL B[] i (N TP PAZS S EHLBET [ 5 NTP BRSS83@% . £ IT M%h, RSB EERNREN
B, FINHEFEELEMBFICKBMN, @A timesync RHEL %
Red Hat Enterprise Linux NTP & /i, FHEFNEES,

il
Gifsta, EALERY T BTECE

g

H
[=]

timesync RHEL %ﬁﬁ@ﬁ?ﬁ?% FH - LIEE S BB 4R iR 55 RS &
Ak, MERAEIX

%8 1L playbook iEE, NMEflHaEk.

FRFH

FEEAESFEHT RNRET

LARI 5% 4l L5217 playbook BIF /7 &Sk RIS =,
RAFEERSZE T Sk~ 248 sudo HR
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BB a S LU TAREM playbook X4, #1 ~/playbook.yml :

- name: Managing time synchronization
hosts: managed-node-01.example.com
tasks:

- name: Configuring NTP with an internal server (preferred) and a public server pool
as fallback
ansible.builtin.include_role:
name: rhel-system-roles.timesync
vars:
timesync_ntp_servers:
- hostname: time.example.com
trusted: yes
prefer: yes
iburst: yes
- hostname: 0.rhel.pool.ntp.org
pool: yes
iburst: yes

Bl playbook HigEMIXEDIE :

i : & It;yes/no>

FHEFRCH NTP b, MARHEANEN. EXHERT, RSTHIAHBITNZA IP i
ht, X |P bt o] RE B ] 25,

iburst: yes

R RtREAIER Y,

A X playbook H{EAMFIAZENIHE, HHEEEH T <R LEM
/usr/share/ansible/roles/rhel-system-roles.timesync/README.md 3.

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEER, FRIEHRBENNEE,
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’—

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

BRI R RASTHS -

NBZET SE1T chronyd BRSS, HEHIA :

# ansible managed-node-01.example.com -m command -a 'chronyc sources'
MS Name/IP address Stratum Poll Reach LastRx Last sample

A* time.example.com 110 377 210 +159us[ +55us] +/- 12ms
A? ntp.example.org 2 9 377 409 +1120us[+1021us] +/- 42ms
A? time.us.example.net 2 9 377 992 -329us[ -386us] +/- 15ms

MRSZET 21T ntpd IRSS, EHHIA :

# ansible managed-node-01.example.com -m command -a 'ntpq -p’
remote refid  sttwhen poll reach delay offset jitter

*time.example.com .PTB. 1u 2 64 77 23.585 967.902 0.684
- ntp.example.or 192.0.2.17 2u - 64 77 27.090 966.755 0.468
+time.us.example 198.51.100.19 2u 65 64 37 18.497 968.463 1.588

=
o
=

/usr/share/ansible/roles/rhel-system-roles.time_sync/README.md file

/usr/share/doc/rhel-system-roles/time_sync/ directory

4THERE X rhel.pool.ntp.org NTP iR55%: ?

29.2. {#fd TIMESYNC RHEL Z5ifiaEdES NTP 5 NTS My [H[E %
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88 29 % {1 RHEL REifa RS EN AR5
PRSI R (NT )@ P55 LT [ 5 NTP iRS58s@% . @I Network Time Security
JL

(NTS)HLH, ZFFumEErRIARSS2369 TLS & EHE, L NTP BUE®. # IT M4%s, RSB[EERHN

REiNTHE, fMEFRSMHEMBARICRER, @IMEA timesync RHEL RkEGifafa, EaILIERL%HBD)
BiE Red Hat Enterprise Linux NTP & /i, FHREFHEL@EE NTS B,

HAR, BT NTS IRFS5B5IENTS IRSFBREHH. ERARED, NTS RFSBLEAEH, BF
EARERIIREHARIEN NTP 3, EAEITELMERRAMTMBERRA, HEFEE
chrony.conf (5) Ffi 511 # authselectmode ¥k,

g

H
[=]

timesync RHEL REiAEER T ZE I H LiEEIRN B4 raiR S HECE,
Hit, MEMAXRERETE playbook HhigE, NMEEBEEX.

FRFH

ZEAESHFEHTRAIRETR

LI 2 & EH L2 1T playbook B9/ &SR BIRHIT =,

AFEERZET amik P 28 sudo HER.

EZ

BB a S LI TAREM playbook 324, #0 ~/playbook.yml

- name: Managing time synchronization
hosts: managed-node-01.example.com
tasks:

- name: Configuring NTP with NTS-enabled servers
ansible.builtin.include_role:

name: rhel-system-roles.timesync
vars:

timesync_ntp_servers:

- hostname: ptbtime1.ptb.de
trusted: yes
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nts: yes
prefer: yes
iburst: yes
- hostname: ptbtime2.ptb.de
trusted: yes
nts: yes
iburst: yes

Bl playbook HigEMIXEDIE :

iburst: yes

R RtREAIER Y,

B playbook F{EHMNMALEMIFE, HEEEH TR LN
/usr/share/ansible/roles/rhel-system-roles.timesync/README.md 3.

ZE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XA REIEEER, FREEHERBERNEE.

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

MR SZET 5217 chronyd IR :

RIS TA]RBTS -

# ansible managed-node-01.example.com -m command -a 'chronyc sources'

MS Name/IP address Stratum Poll Reach LastRx Last sample
A* ptbtime1.ptb.de 1 6 17 55 -13us[ -54us] +/- 12ms
A- ptbtime2.ptb.de 1 6 17 56 -257us[-297us] +/- 12ms
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XNFEAT NTS iR, ERFEET NTP REHRIENESR -

# ansible managed-node-01.example.com -m command -a 'chronyc -N authdata’

Name/IP address Mode KeyID Type KLen Last Atmp NAK Cook CLen
ptbtime1.ptb.de NTS 1 15256 229 0 0 8 100
ptbtime2.ptb.de NTS 1 15256 230 0 0 8 100

§ukfEprecach Fshil 58 cookies 2B KX TF 0,

MRZET 21T ntpd BRSS, EHHIA :

# ansible managed-node-01.example.com -m command -a 'ntpq -p’

remote refid  sttwhen poll reach delay offset jitter
*ptbtime1.ptb.de .PTB. 18 2 64 77 23.585 967.902 0.684
-ptbtime2.ptb.de .PTB. 18 30 64 78 24.653 993.937 0.765

/usr/share/ansible/roles/rhel-system-roles.time_sync/README.md file

/usr/share/doc/rhel-system-roles/time_sync/ directory

4THERE X rhel.pool.ntp.org NTP iR55%: ?
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25 30 = (¢ RHEL XA ARIGHICRKEERS

A tlog RHEL Z2EiABUASARICKMNEREZE T R ENXER1EED, ErLER SSSD AR5
FHoRECE N AR AP AT,

tlog RHEL R4 A PRI IC KRG M THAHK :

tlog TE

RAREMIRSS TR (SSSD)

ok : Web #HI& 5 E

30.1. {8 TLOG RHEL RGifafa NP A BEERIGICEK

A IR A Ansible playbook, ¥#dE RHEL R4, [HBIRICEEI systemd HE.

i, ERILAER RIS &K SSH i, 5 AicRrE A B2 sk i FH A,

playbook %%k tlog-rec-session, B©R— M HiRaiE /10 HEICEKER, ©RLUAFNEX shell, %
fAEfE—1 SSSD & EF M, WXHEXNFEREX shell WAFMH, 74, MRRGERE
T cockpit HifFa&, playbook th%%: cockpit-session-recording {48, ©R—1 Cockpit £k,
HHIR7E web EHIE R E P EFSNEBIL R,

FeREZ M
[ ]
R AR IR S ZE T A
[ ]
LI 2 & EH L2 1T playbook B9/ &SR BIHRHIT =,
[ ]
AFEERZET kA28 sudo HER,
L
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BB E S LLTAREM playbook X4, # ~/playbook.yml :

- name: Deploy session recording
hosts: managed-node-01.example.com
tasks:
- name: Enable session recording for specific users
ansible.builtin.include_role:
name: rhel-system-roles.tlog
vars:
tlog_scope_sssd: some
tlog_users_sssd:
- <recorded_user>

tlog_scope_sssd: <value>
A HEEERIIKELER 4, mA=Z all =% none,
tlog_users_sssd:: <list_of _users>
ZMHABIDRRFJIFMAFB YAML 5IR, 518, MRABKEE, WARKFMAF,
JE playbook 53k :

I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XA REIEEER, FRELEHERBERNEE.

7—

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

k& SSSD EAXHHAE :
I # cat cd /etc/sssd/conf.d/sssd-session-recording.conf

BRI LB L X B S 1L playbook HiXEMSH,
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2.
LLERRTERAF S &%,
3.
E1)5 §Tob: V=3 T
Hith BHIR

/usr/share/ansible/roles/rhel-system-roles.tlog/README.md file

/usr/share/doc/rhel-system-roles/tlog/ directory

30.2. {#fl TLOG RHEL %% it E A AN TE L KPR

EaI LU tlog RHEL RZifafarhiy tlog_exclude_users_sssd #l tlog_exclude_groups_sssd fi
o EHRA P HHIL KRB R TEFFIC R systemd HiEH,

playbook %%k tlog-rec-session, B©R— M HiRaif /0 HEILXER, ©RLUAFNEX shell, %
ABXOE—1 SSSD BBEZEF XM, W XHEXNEREX shell WAFMH, 74, MRRGEERE
T cockpit 5iFa&, playbook th%%: cockpit-session-recording {48, ©R—1 Cockpit £k,
H#HETE web RIS R AP EEHBBGICR,

FeRE M
[ ]
R AR IR S ZE T A
[ ]
LI 2 & EH L2 1T playbook B/ B SR BIRHIT =,
[ ]
AFEERZE T K24 sudo HER,
L

BB a S LU TAREM playbook X4, # ~/playbook.yml :

- name: Deploy session recording excluding users and groups
hosts: managed-node-01.example.com
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28 30 = {1/ RHEL RGi AR NRIHICKEERS

tasks:
- name: Exclude users and groups
ansible.builtin.include_role:
name: rhel-system-roles.tlog
vars:
tlog_scope_sssd: all
tlog_exclude_users_sssd:
- jeff
- james
tlog_exclude_groups_sssd:
- admins

tlog_scope_sssd: <value>
{H all IFEEZICKAA R4,
tlog_exclude_users_sssd: <user_list>
BZMRIFICKPHRA - A8 YAML 5%,
tlog_exclude_groups_sssd: <group_list>
BZMRIFICKPHRRIZA YAML 55,
ZE playbook 53k :

I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XA REIEEER, FRELEHERBERNEE.

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

& SSSD BEAXHHAE :
I # cat cd /etc/sssd/conf.d/sssd-session-recording.conf

BRI B RIZX B 2154 playbook HiXENSH,
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2.
LLESRKTERAF S E%,
3.
1) §Tob: V=S T
H At BER
[ ]
/usr/share/ansible/roles/rhel-system-roles.tlog/README.md file
[ ]

/usr/share/doc/rhel-system-roles/tlog/ directory
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55 313 {§/ RHEL REiAGEEY A IPSEC i VPN %E#

% 31 = 1 RHEL RGiABECE A IPSEC B VPN 4

{5/ vpn RGiAfE, EaILUER Red Hat Ansible Automation Platform £ RHEL %%; L&¢& VPN
i, EaUEReRLEENREN. MERIMLE. VPN TR RS B HMEEE.

SFENRENZE, AGKERAERIASEIE vpn_connections FIFRHPHE— EHZE%E VPN &
B, AERBEZEREH. HH, ELATLUSHEE HENHNARE ENZE R laE L HEEE.
ZABMRE hosts THENLAFS Ansible FHRAFANTIYMNEATER, FH B & LUERXEETRE
B @i,

vpn RHEL %%ifa & Bai{{3Z# Libreswan (B IPsec 3281) , #F2v VPN #5778,

31.1. {8 VPN RHEL %Z:fafafEF IPSEC R HEIFEHH VPN

& ol LTS fE4$ 77 ;R _EiZ1T Ansible playbook ki vpn R5i A BECE EHMEIENAERE, X9k
BEFEAXHPINENREZE T R

SR H
[ ]
BRI R ZE T =,
[ ]
L2 & M LiZ1T playbook B /7 &SR BIRHIT =,
[ ]
AFEERZE T K~ 24 sudo HER,
3

BB E S LU TAREM playbook X4, # ~/playbook.yml :

- name: Host to host VPN
hosts: managed-node-01.example.com, managed-node-02.example.com
roles:
- thel-system-roles.vpn
vars:
vpn_connections:
- hosts:
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managed-node-01.example.com:

managed-node-02.example.com:
vpn_manage_firewall: true
vpn_manage_selinux: true

It playbook @it RS A BRI TH, BEE managed-node-01.example.com-to-
managed-node-02.example.com, E’y vpn_manage_firewall 1 vpn_manage_selinux #B4
%A true, HEIL vpn AR firewall il selinux A faRER vpn AAFERANEO.

EREMZEINIE A XHPRIIBHOABENNERE, FRUTHI RZmMBIENK
vpn_connections FllZ&k :

vpn_connections:
- hosts:
managed-node-01.example.com:
<external_node>:
hostname: <IP_address or_hostname>

XHACE — N4 89ERE © managed-node-01.example.com-to-<external_node>

4

ol

HEAERET R LRE, MmAEASTRLEE.

L

]k : e LUEA vpn_connections FMEECEA NZE T RIEESZ D VPN iEE, M
control plane #1 data plane :

- name: Multiple VPN
hosts: managed-node-01.example.com, managed-node-02.example.com
roles:
- thel-system-roles.vpn
vars:
vpn_connections:
- name: control_plane_vpn
hosts:
managed-node-01.example.com:
hostname: 192.0.2.0 # IP for the control plane
managed-node-02.example.com:
hosthame: 192.0.2.1
- name: data_plane_vpn
hosts:
managed-node-01.example.com:
hostname: 10.0.0.1 # IP for the data plane
managed-node-02.example.com:
hostname: 10.0.0.2
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ZE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XTeRREIEEER, FREEHERBERNEE.

7—

i&{T playbook :

I $ ansible-playbook ~/playbook.yml

1.
EZETRLE, BAFEESHRIIEA :
I # ipsec status | grep <connection_name>
$f <connection_name > Bt 3 B ILTT =S HEERIATR, 20 managed_node1-to-
managed_node2,
A=
HIAERT, MBINREMNARKE, A HHEUBRMNESMNMERER— Nk
H&#. FiM, H“7E managed_nodel 1 managed_node2 iz [Al N}, 1t
7 ¥7E managed_node1 B Z A managed_nodel-to-
managed_node2, {B7f managed_node2 L, FFEEEMRRERTRN
managed_node2-to-managed_node1l,
2.
EZETRLE, WAERERERIEY
I # ipsec trafficstatus | grep <connection_names
3.

Al NRERER A RHINE, ERAL TS RFRINERE, XRHTEEEANER, ¥
BAERERRERE T IR EA -

I # ipsec auto --add <connection_name>
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NEMS T B dh el gE = H I E5 1R EBAE /var/log/pluto.log X4
. AT XERARBMERN, RbSChFahRmER, UMRERBIREaEHE

/Cho

/usr/share/ansible/roles/rhel-system-roles.vpn/README.md file

/usr/share/doc/rhel-system-roles/vpn/ directory

31.2. {#f VPN RHEL ZZifatafig&#4 IPSEC i OPPORTUNISTIC MESH VPN %

ERILAMEA vpn REGAEREEBEN ST X VPN Fi, %FR0R i 57 = EiZ1T Ansible
playbook S FUEHIHTHHBEIE, XHEEF A XA PIHNAMAZE T R,

FRFM

FEEAESFERHT RHNRET <.

L2 & EH L2 1T playbook B9 F &SR BIRHIT =,

AFEERZET apik P 2H sudo HER.

letc/ipsec.d/ BXHhH IPsec ML LIRSS (NSS)INEFE RS HEMNIES,

BB a S LI TAREM playbook X4, #1 ~/playbook.yml :

- name: Mesh VPN
hosts: managed-node-01.example.com, managed-node-02.example.com, managed-
node-03.example.com
roles:
- thel-system-roles.vpn
vars:
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vpn_connections:

- opportunistic: true
auth_method: cert
policies:

- policy: private
cidr: default
- policy: private-or-clear
cidr: 198.51.100.0/24
- policy: private
cidr: 192.0.2.0/24
- policy: clear
cidr: 192.0.2.7/32
vpn_manage_firewall: true
vpn_manage_selinux: true

55 313 {§/ RHEL REiAGEEY A IPSEC i VPN %E#

Wi 1 playbook 15 X auth_method: cert ZECERCE BIE B THHRIE, BKIMER
T, TRAHAELEBNRETRR. £44FId, X2 managed-node-01.example.com, &Ea] LA
BEHRM cert_name BN E X RRMIIE A FR,

EERPIG, #FHT R2E21T Ansible playbook RS, SHAZE T 52(192.0.2.0/24)#=
HRMEEHEE B (CIDR)E, FHH IP ik 192.0.2.7, Hik, #Z4Hl7 =EFH CIDR

192.0.2.0/24 H3hBIEMFLAE K,

JIBAEERFRAA tHEL SSH ek, BT REENTRIS SRR, HER, &
REgSIFRPIEE—1 Tl CIDR FF default, :X2EJvit playbook &= T ENIAKEEhBGRN, LA

EEyEE, MIFAE T,

B4 vpn_manage_firewall #] vpn_manage_selinux ##i% 5 true, HEIk vpn AR
firewall fl selinux A BEKERE vpn ARFEAMNRO,

KF playbook 1Ek :

I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FREEHERBEVNEE.

i&1T playbook :

=
=
3

$ ansible-playbook ~/playbook.yml
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/usr/share/ansible/roles/rhel-system-roles.vpn/README.md file

/usr/share/doc/rhel-system-roles/vpn/ directory
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