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I [root@server ~]# Kinit admin
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Password for admin@EXAMPLE.COM:

[root@server ~]# klist
Ticket cache: KCM:0
Default principal: admin@EXAMPLE.COM

Valid starting Expires Service principal
10/31/2019 15:51:37 11/01/2019 15:51:02 HTTP/server.example.com@EXAMPLE.COM
10/31/2019 15:51:08 11/01/2019 15:51:02 krbtgt/EXAMPLE.COM@EXAMPLE.COM

2. BiIgEAFER, M Directory BRS5 251 SSSD A&,

[root@server ~J# ipa user-show admin
User login: admin
Last name: Administrator
Home directory: /home/admin
Login shell: /bin/bash
Principal alias: admin@EXAMPLE.COM
UID: 1965200000
GID: 1965200000
Account disabled: False
Password: True
Member of groups: admins, trust admins
Kerberos keys available: True

3. {# A ipa cert-show @5l CA BCiE.

[root@server ~# ipa cert-show 1
Issuing CA: ipa
Certificate: MIIEgjCCAuqgAwIBAgljoSIP...
Subject: CN=Certificate Authority, O=EXAMPLE.COM
Issuer: CN=Certificate Authority, O=EXAMPLE.COM
Not Before: Thu Oct 31 19:43:29 2019 UTC
Not After: Mon Oct 31 19:43:29 2039 UTC
Serial number: 1
Serial number (hex): 0x1
Revoked: False
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1. LLIdM B B BIhi: %R Kerberos Ticket-Granting-Ticket FE#r &4 Al iz Kerberos AR$5%%.

[root@newreplica ~J# kinit admin
Password for admin@EXAMPLE.COM:

[root@newreplica ~]# klist
Ticket cache: KCM:0
Default principal: admin@EXAMPLE.COM

Valid starting Expires Service principal
10/31/2019 15:51:37 11/01/2019 15:51:02 HTTP/server.example.com@EXAMPLE.COM
10/31/2019 15:51:08 11/01/2019 15:51:02 krbtgt/EXAMPLE.COM@EXAMPLE.COM

2. BERFEAAER, Mil#alA LM Directory lR5528#1 SSSD EL &,

[root@newreplica ~J# ipa user-show admin
User login: admin
Last name: Administrator
Home directory: /home/admin
Login shell: /bin/bash
Principal alias: admin@EXAMPLE.COM
UID: 1965200000
GID: 1965200000
Account disabled: False
Password: True
Member of groups: admins, trust admins
Kerberos keys available: True
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https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/performing_disaster_recovery_with_identity_management/recovering-a-single-server-with-replication_performing-disaster-recovery#recovering-from-losing-the-cars_recovering-a-single-server-with-replication
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1. Bl CA BIREMH AR THIRER,

2. FEHIIUMBRER E KBBIA,

[root@server ~]# ipa server-del lost-serveri.example.com
[root@server ~J# ipa server-del lost-server2.example.com

3. REFE AN CARIK, ESMH 2% IdM ElA,

4. VM CA BIARIMFER CA ZATRRSS 88, ZLIBEUFEIMEHRRA T —1 CARIAR, LITTH CA LR
%ér. ESHENMEE IdM CA LIRS 25 .

5. @I EEHAMERS (CA. DNS) BUHIABIAREHOZAMFENRIAHI. BESHZE dM &l
PN

6. BH DNS URNEFEIBIAIRHN, SRR IdM DNS, N4 B518E#H DNS RS 10%.
7. BAE 1dM B SRR A 1AM BRS5 88, 1B S MIEIRE T2 HEE |dM B/ iR,

1. LUIdM B B 3h 3R Kerberos ticket-granting ticket, 7EENEIAFNIF Kerberos ARS8

[root@server ~)# kinit admin
Password for admin@EXAMPLE.COM:

[root@server ~# klist

Ticket cache: KCM:0

Default principal: admin@EXAMPLE.COM

Valid starting Expires Service principal

10/31/2019 15:51:37 11/01/2019 15:51:02 HTTP/server.example.com@EXAMPLE.COM
10/31/2019 15:51:08 11/01/2019 15:51:02 krbtgt/EXAMPLE.COM@EXAMPLE.COM

2. BRFEAAER, MilE N &aIA LM Directory lR5528#1 SSSD ELiE,

I [root@server ~J# ipa user-show admin

10


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/preparing_for_disaster_recovery_with_identity_management/preparing-for-data-loss-with-snapshots_preparing-for-disaster-recovery
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/installing_identity_management/installing-an-ipa-replica_installing-identity-management
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/configuring_and_managing_identity_management/ipa-ca-renewal_configuring-and-managing-idm#changing-ca-renewal_ipa-ca-renewal
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/installing_identity_management/installing-an-ipa-replica_installing-identity-management
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User login: admin

Last name: Administrator

Home directory: /home/admin

Login shell: /bin/bash

Principal alias: admin@EXAMPLE.COM
UID: 1965200000

GID: 1965200000

Account disabled: False

Password: True

Member of groups: admins, trust admins
Kerberos keys available: True

3. {£H ipa cert-show Mm%l E CA BIA LK CA RS 25,

Hth BHR

[root@server ~# ipa cert-show 1
Issuing CA: ipa
Certificate: MIIEgjCCAuqgAwIBAgljoSIP...
Subject: CN=Certificate Authority, O=EXAMPLE.COM
Issuer: CN=Certificate Authority, O=EXAMPLE.COM
Not Before: Thu Oct 31 19:43:29 2019 UTC
Not After: Mon Oct 31 19:43:29 2039 UTC
Serial number: 1
Serial number (hex): 0x1
Revoked: False
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[root@restored-CA-replica ~J# ipa server-del lost-serveri.example.com
[root@restored-CA-replica ~J# ipa server-del lost-server2.example.com

1
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1. LUIdM B B B3h 3R Kerberos ticket-granting ticket, TEENEIAFNIF Kerberos fRS5 %8
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4. INRMEBIRSS SAT DAL HEMRSFEEERNNN, HEARS— MRS ERKER
AR5, LAEHTIRE BIARSS 25,

[root@restored-CA-replica ~J# ipa topologysegment-add

Suffix name: domain

Left node: restored-CA-replica.example.com

Right node: server3.example.com

Segment name [restored-CA-replica.com-to-server3.example.com]: new_segment

Added segment "new_segment"

Segment name: new_segment

Left node: restored-CA-replica.example.com
Right node: server3.example.com
Connectivity: both

. &% Ivar/log/dirsrv/slapd-YOUR-INSTANCE/errors 1] Directory fRF5 2 iH iR A&, UEHR
Ry CARIXRE SRR M RFB[IEBRAL .

CMREANBEEXIBSBERERRSHF LSRR, NEHDRIERE RS S

[root@restored-CA-replica ~J# ipa-replica-manage re-initialize --from
server2.example.com

. MRMEMIRS B LNBEEERERRS, HRREZE M BIAHAR, ERAMHKRS (CA
DNS) EREFMSBIASAREL,

[root@server ~)# kinit admin
Password for admin@EXAMPLE.COM:

[root@server ~]# klist
Ticket cache: KCM:0
Default principal: admin@EXAMPLE.COM

Valid starting Expires Service principal
10/31/2019 15:51:37 11/01/2019 15:51:02 HTTP/server.example.com@EXAMPLE.COM
10/31/2019 15:51:08 11/01/2019 15:51:02 krbtgt/EXAMPLE.COM@EXAMPLE.COM

CBERFERAER, MiE &EIAR LM Directory lR5528#1 SSSD ELiE,

[root@server ~J# ipa user-show admin
User login: admin
Last name: Administrator
Home directory: /home/admin
Login shell: /bin/bash
Principal alias: admin@EXAMPLE.COM
UID: 1965200000
GID: 1965200000
Account disabled: False


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/installing_identity_management/installing-an-ipa-replica_installing-identity-management
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Password: True
Member of groups: admins, trust admins
Kerberos keys available: True

3. {£H ipa cert-show Mm%l E CA BIA LK CA RS 25,

[root@server ~# ipa cert-show 1
Issuing CA: ipa
Certificate: MIIEgjCCAuqgAwIBAgljoSIP...
Subject: CN=Certificate Authority, O=EXAMPLE.COM
Issuer: CN=Certificate Authority, O=EXAMPLE.COM
Not Before: Thu Oct 31 19:43:29 2019 UTC
Not After: Mon Oct 31 19:43:29 2039 UTC
Serial number: 1
Serial number (hex): 0x1
Revoked: False
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FRFH
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2. B BIRAIEERIHRINFER, HRENRSHSLIMENEREORES.
a. B%, LRATAE domain EHI#AH B,

[root@restored-CA-replica ~J# ipa topologysegment-find
Suffix name: domain

Segment name: new_segment

Left node: restored-CA-replica.example.com
Right node: server2.example.com
Connectivity: both
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Number of entries returned 8

b. #ETE, ML RIREMRS2RHED domain #H3h F %,

[root@restored-CA-replica ~J# ipa topologysegment-del
Suffix name: domain
Segment name: new_segment

Deleted segment "new_segment”

c. &fE, M cathh FERFHITHERBIZE,

[root@restored-CA-replica ~J# ipa topologysegment-find
Suffix name: ca

Segment name: ca_segment

Left node: restored-CA-replica.example.com
Right node: server4.example.com
Connectivity: both

Number of entries returned 1

[root@restored-CA-replica ~J# ipa topologysegment-del
Suffix name: ca
Segment name: ca_segment

Deleted segment "ca_segment"”

3. MIRERIBRFSBH/RERWHER IdM BIAKILRERZ ME, WE, AW DFEEDN IdM BEFHF

171817,

4. BITXE 1AM BIAIITIESGEI A, & IdM BRI ERHEE. HEHEERE SRR

IdM & F i,

5. FIEFHEE AIERE Y IdM BRS5 8. TES I ENE 1AM BRS5E5 .

14

1. LUIdM AP B 3h 3R Kerberos ticket-granting ticket, 7EEN#ETEIZA SN Kerberos RS
%%Q

[root@server ~)# kinit admin
Password for admin@EXAMPLE.COM:

[root@server ~]# klist
Ticket cache: KCM:0
Default principal: admin@EXAMPLE.COM


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/installing_identity_management/uninstalling-an-ipa-server_installing-identity-management

B 45 FHEMNRRBRREREERX

Valid starting Expires Service principal
10/31/2019 15:51:37 11/01/2019 15:51:02 HTTP/server.example.com@EXAMPLE.COM
10/31/2019 15:51:08 11/01/2019 15:51:02 krbtgt/EXAMPLE.COM@EXAMPLE.COM

2. BERRAAER, MiXE N HRIE LK Directory BRS583H SSSD ELiE,

[root@server ~J# ipa user-show admin
User login: admin
Last name: Administrator
Home directory: /home/admin
Login shell: /bin/bash
Principal alias: admin@EXAMPLE.COM
UID: 1965200000
GID: 1965200000
Account disabled: False
Password: True
Member of groups: admins, trust admins
Kerberos keys available: True

3. f#£H ipa cert-show i E N3 CA BIAR LR CA RS2

[root@server ~# ipa cert-show 1
Issuing CA: ipa
Certificate: MIIEgjCCAuqgAwIBAgljoSIP...
Subject: CN=Certificate Authority, O=EXAMPLE.COM
Issuer: CN=Certificate Authority, O=EXAMPLE.COM
Not Before: Thu Oct 31 19:43:29 2019 UTC
Not After: Mon Oct 31 19:43:29 2039 UTC
Serial number: 1
Serial number (hex): 0x1
Revoked: False

15
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$H5% E/ IDM &M IkEHEER

& LA#E A ipa-restore TEf IdM AR5 21K E 2 IdM &1 AR ARTBOIR .

5.1. M IDM £12 hiik & IR [A]
AT LB M 1dM &4 F ik & S B TN dEE R

o Xf LDAP RE#HT T FHEMNEN : RERIENIMER, EENMRBIRPEFILER, BF
EREXLERR, REHESHRE LDAP FEREIZEIZAIPRT, MARN IdM BEXS.

o EiZRFLABH MIEHAA CA EHEMEX  MRISERIAF T AL IANIBIE, BE XK
ERIHEAMRS FRERBINEN, EIMERT, KE CARBIEXNEDFMPERE
N,

o HREIRS S LHITAIEM  BERATUEETLIE, B IdM BIEHRRTF, EIEERER IdM

ROMETENRFREHNER, TIIERNUSHRAFEANE, RZMMBERRL A, NRXLES
PRRML, MMERS SR D HIRE.,

BF

B A RN E R AT REMEIAFERERNRS R, NBESER,
B RS IR A RS S,

5.2. M IDM &7 shiik & i B9 F B = T
INRIEER ipa-backup TEGIENER, EALUT 1AM BRSS 25330 LDAP AR R E BIHUT &P AR b B9R
w

LUTFEMIdM &3 Rk E e E B EREI
o BREENARIIEEDNRSF[EBIIRSJ[HPMEEH. RISBVHES :
o HHRMENZ
o #HERY IP Ht
o RA—hRAH IdM Ff

o MRREL IdM RF5B/WIKE, MEBIIRFZHJET IdM HEE—EERR, HERFSHFBLAMKE
BIRR 55 28 R ERTHI4R1E,

o BT LXR&EMDELUENEMEBEHNESR, EHAEFASHDMIRERRARNTIES RGNS,

o MRRFI[/ELK, LUBBRUEFRNERSS, HERNEEFRFTENEIR, MARMNEHD IR
2. (EFRIATRB Y THEINERHNEIE, IEESER, B ESERER TR 2
£,

o FMMIKEINEERBEMBDITERE, BHTE IdM Web Ul HARAH,

o EIEMALTF /tmp =X /var/tmp BESRHFHIEHXHRE. |dM BRARS2RER PrivateTmp B
3, BEREVIRRERGURE R AM tmp =X /varitmp B K.
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https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/performing_disaster_recovery_with_identity_management/recovering-a-single-server-with-replication_performing-disaster-recovery
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$B5%E 5/ IDM #REBIEEX

R

M e BE BT EN LBV (RPM) BASHUT &N RENIRAMER. Eib, I8
EUNRBAAS&OTRE, MBEFSEL, HEUHEREINIRBRE SRS L,

5.3. NEpH 1k E IDM R 5525

M IdM E3 IR E 1dM BR 553 E LDAP #iE,

4] 5.1, A E RIS I3

Data replication Data replication

IdM Server agreements IdM CA Replica agreements IdM Replica Server
B + Server L ULEEEEEEEEEEE >
serveri, example. com Certificate replication caReplicaz ., example. com replicad.example . com
agreements

3 5.1. &fl s {E AR SS SRR At

RS HENA Thig
serveri.example.com mEMNEDPIRE RS 2.
caReplica2.example.com 1% Z serveri.example.com EHLAYIEF A HLH
(CA) BIA,
replica3.example.com ##%%] caReplica2.example.com E#HHEIA,
SeRF M

o MBEFH ipa-backup TEH IdM RS B[REREIRS BRHBNEIESHD. ESH QESD.
o BHFDSTEARTE tmp K /vartmp B X,

o EMEIRZBEMDHHITLIRSB[BRERT, EMIRS B B 1AM, FERZRIHERERRSSSE
BEEHNLE IdM,

ik 3
1. {1/ ipa-restore I2F %S 2R 52X INEIEE1D.
o REMHNBEFMATEIA /var/lib/ipa/backup/ L&, MRHEABTLF

I [root@server1 ~J# ipa-restore ipa-full-2020-01-14-12-02-32
o MEHMEZTHERIMMIE, HHALTERE

I [root@server1 ~]# ipa-restore /mybackups/ipa-data-2020-02-01-05-30-00
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https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/performing_disaster_recovery_with_identity_management/recovering-from-data-loss-with-snapshots_performing-disaster-recovery
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ipa-restore SCARRFHRINZBE R EMNEMNRE, FEARIANITRER
HIRE, EM2RSSHFFDHRHITEIERE, 7£ ipa-restore a5 AN --

data %777 :

I [root@server1 ~)# ipa-restore --data ipa-full-2020-01-14-12-02-32

2. %\ Directory Manager %3,

I Directory Manager (existing master) password:

3. KA yes LU\ &L RTHIEERE.

Preparing restore from /var/lib/ipa/backup/ipa-full-2020-01-14-12-02-32 on

serveri.example.com
Performing FULL restore from FULL backup
Temporary setting umask to 022

Restoring data will overwrite existing live data. Continue to restore? [no]: yes

4. ipa-restore TEZAHRE A ARSHRNES

Each master will individually need to be re-initialized or
re-created from this one. The replication agreements on
masters running IPA 3.1 or earlier will need to be manually
re-enabled. See the man page for details.

Disabling all replication.

Disabling replication agreement on serveri.example.com to caReplica2.example.com
Disabling CA replication agreement on server1.example.com to caReplica2.example.com
Disabling replication agreement on caReplica2.example.com to serveri.example.com
Disabling replication agreement on caReplica2.example.com to replica3.example.com
Disabling CA replication agreement on caReplica2.example.com to serveri.example.com
Disabling replication agreement on replica3.example.com to caReplica2.example.com

REZIEMEIE MRS, MESEMHERRS

Stopping IPA services

Systemwide CA database updated.
Restoring files

Systemwide CA database updated.
Restoring from userRoot in EXAMPLE-COM
Restoring from ipaca in EXAMPLE-COM
Restarting GSS-proxy

Starting IPA services

Restarting SSSD

Restarting oddjobd

Restoring umask to 18

The ipa-restore command was successful

5. EFVRCEEEIRE RS RFERIE

a. 5 domai FAMIFTBE SRR, L RIRERIIRS R8I AR,

I [root@server1 ~]# ipa topologysegment-find domain

18



B 5%/ IDM # R REBIREL

Segment name: serveri.example.com-to-caReplica2.example.com
Left node: server1.example.com

Right node: caReplica2.example.com

Connectivity: both

Segment name: caReplica2.example.com-to-replica3.example.com
Left node: caReplica2.example.com

Right node: replica3.example.com

Connectivity: both

Number of entries returned 2

b. FERAMEMRSHZEFWRCFTERI R R domai 54
EARBIG, FERARE serverl FEIEYS caReplica2 H1TE#HH#IA1E,

[root@caReplica2 ~)# ipa-replica-manage re-initialize --from=serveri.example.com
Update in progress, 2 seconds elapsed
Update succeeded

c. KEEBNERMANAESE, JIH ca FHBIFTE EHIHI A,

[root@server1 ~]# ipa topologysegment-find ca

Segment name: serveri.example.com-to-caReplica2.example.com
Left node: server1.example.com

Right node: caReplica2.example.com

Connectivity: both

Number of entries returned 1

d. BB EEEIRE MRS IRIFTAE CA BIA,
EARBIG, HARE server1 H#EH1T caReplica2 #J csreplica EF#14A1k.

[root@caReplica2 ~)# ipa-csreplica-manage re-initialize --
from=serveri.example.com
Directory Manager password:

Update in progress, 3 seconds elapsed
Update succeeded

6. kL AE IR, EFUBRESNEIR, BRMERSHFESHERRERS S
serveri.example.com BEIE 1T
EXRBIF, BITREFZEMFA caReplica2 FHIEIETE replica3 LE##14A1t domai 54,

[root@replica3 ~]# ipa-replica-manage re-initialize --from=caReplica2.example.com
Directory Manager password:

19
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Update in progress, 3 seconds elapsed
Update succeeded

7. FBREARSELE SSSD %, LUEHR RV EURE TR 5 BE 42 FE (AR -

a. {21k SSSD BR% :

I [root@server ~]# systemctl stop sssd
b. M SSSD HlIFFrI B FHARAR :

I [root@server ~]# sss_cache -E
c. JHB) SSSD RS :

I [root@server ~]# systemctl start sssd

d. E/FARS 2R,
Hth BHR
e ipa-restore(1) man page IMFEHANA T MAERE R RN B E R EH AR,

5.4. \INBZB & D HIRE

XNT MR 1AM 21k E |dM ARS8, ipa-restore TES BN IdM &0 2EENE, FER
GPG2 IREHINRE B,

SeRFH
o GPG MZE/ IdM &7, ESH CIEMER dM F17,
e LDAP Directory Manager %%

o i GPG BYIF{FERAMNOS

it

1. MREECIR GPG2 BHANER T BE LEHIMIE, 1EXIE $GNUPGHOME IMEZ 82 E
WENZBX, EEH L2 GPG2 B,

I [root@server ~]# echo $GNUPGHOME
/root/backup
2.}y ipa-restore L AR FIRM D B RAE,
I [root@server ~]# ipa-restore ipa-full-2020-01-13-18-30-54
a. %I Directory Manager %3,
I Directory Manager (existing master) password:

b. HIAZAE GPG BN EABEMIE I,
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5% 1/ IDM # itk EBIEE X

|
Please enter the passphrase to unlock the OpenPGP secret key: |

"GPG User (first key) <root@example.com>" |
2048-bit RSA key, ID BF28FFA302EF4557, |
created 2020-01-13. |

Passphrase: <passphrase> |

<OK> <Cancel> |

3. EFRICEEEIRE RS SUFABRIE. FSHMEMFRE IdM RF5E.
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% 6 == (i ANSIBLE PLAYBOOK %Z IDM AR5 25

{8/ ipabackup Ansible A€, ERILIESIMEHRHIRE IdM BRS528, FHIEARSS2:H Ansible 12228 2 [H]

e X,
ATEE TR ER

o A Ansible #8HI7 RREE IdM

e A Ansible MIRSGS B FHEBIFDHIRE 1AM IR 25

e {HF Ansible M Ansible I8 P EFER DR IKE IdM ARZS 25

o {3 Ansible £ IdM AR5 BB &0 E I EI Ansible 12125

o {HM Ansible ¥ |dM BRZ5 2RI G M Ansible #1133 S HIZI 1dM fRS5 25
o {#FH Ansible M IdM AR %5 25 Fr Bk 4519

6.1. £ % ANSIBLE 12477 )3k &1 IDM
ENEBEMHER (IdM) RAEE R, TEFH Red Hat Ansible Engine i, SRIFHITLLTIRE :
o HEMMEBTH, BEBL AT Ansible playbook B F B, 1 ~/MyPlaybooks.

o J4/r~ffl Ansible playbook M /usr/share/doc/ansible-freeipa/* #1 /usr/share/doc/rhel-system-
roles/* B3R ENHNFEXEFE ~/MyPlaybooks Bk FHH{THEE,

o [FERXMHEENE ~/MyPlaybooks B XM,

REBXFMECE, A LAE— DM AEEIRTE playbook, ERILMEARARA root FFINEIIER Ti21T
playbook,

BRABEZE TN LM root IR EHIT

ipaserver. ipareplica. ipaclient. ipabackup. ipasmartcard_server #

_ ipasmartcard_client ansible-freeipa A2, XLABFEZEFEH XM dnf LTS EIESE
" BYRF AL TT R BR

RBLUTRROE ~/MyPlaybooks Bk FHH1TECE, LUEE I LUERERFMHEFIZIT Ansible
playbook,

FRFH

o MBAEZTE TR LERET IAM RS 25 server.idm.example.com 1 replica.idm.example.com,

o MEHELE T DNS FIM%LE, LAMEEAILIBEZEMIZEST mERESZE T = serveridm.example.com
# replica.idm.example.com,

o REFEHE IdM admin B,

2
1. EEX B NER Ansible BEBEH] playbook BB :
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% 6 2 {@1[ ANSIBLE PLAYBOOK tkE IDM IR% &

I $ mkdir ~/MyPlaybooks/
2. i# A ~/MyPlaybooks/ B3k :
I $ cd ~/MyPlaybooks

3. FEAUTARZELE ~/MyPlaybooks/ansible.cfg X4 :

[defaults]
inventory = /home/your_username/MyPlaybooks/inventory

[privilege_escalation]
become=True

4. FERALTARALE ~/MyPlaybooks/inventory X4 :

[ipaserver]
server.idm.example.com

[ipareplicas]
replical.idm.example.com
replica2.idm.example.com
[ipacluster:children]
ipaserver

ipareplicas

[ipacluster:vars]
ipaadmin_password=SomeADMINpassword

[ipaclients]
ipaclient1.example.com

ipaclient2.example.com

[ipaclients:vars]
ipaadmin_password=SomeADMINpassword

LWEEEZE XL TMANENAH, Bl euflus, AFXILEMMEFRHEN. A, HEEEXLT
ipaserver £H4H, ©EEXE eu #l us HBFE EM.

5. [|k] B8 SSH NEAFMAEH, BAENHIMEHELIAR, EABEERHPILBERD
I $ ssh-keygen
6. ¥ SSH NHEFIBIENZET = LH IdM admin Tk f :

$ ssh-copy-id admin@server.idm.example.com
$ ssh-copy-id admin@replica.idm.example.com

BN ESE, Bk 1IdM admin 215,

Hith BHR

e f{HFH Ansible playbook & B0 EIEIRS %8 o
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o HI{AIIEE

6.2. {1 ANSIBLE MRS 23 EERIS{D IR E IDM IRS5 25
I&E LUER Ansible playbook MIZEN EF R E D HIRE 1AM BRS5 28,

SeRFMH
o MBEE T Ansible #HIT RLLUHEUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRBETE Ansible %85 £ &4E T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ Bk, EEOIBT —NHAE IdM RS BNTEIREE A
(FQDN)H Ansible 5& *.3215,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o BiIr R (XZHIT ansible-freeipa R T =) Z IdM B —E 2, Fl 1AM EFm. RS
R FBIARB—ERS.

o {RH1E LDAP Directory Manager Bf3,

ik
1. # A ~/MyPlaybooks/ B 3% :

I $ cd ~/MyPlaybooks/

2. 7f /usr/share/doc/ansible-freeipa/playbooks B kA4 K — restore-server.yml X{#4HE|
N

I $ cp /usr/share/doc/ansible-freeipa/playbooks/restore-server.yml restore-my-server.yml

3. $T7F restore-my-server.yml Ansible playbook X {4 LUt T4k,

4. BB LR E SRR S -
a. ¥ hosts TEWE NBELXMHEHRMENA, EAXGIH, HeXEN ipaserver A4,
b. ¥} ipabackup_name F 2% & HEREH ipabackup #J%& R,

c. ¥ ipabackup_password ZZ=i%i&} LDAP Directory Manager %5,

- name: Playbook to restore an IPA server
hosts: ipaserver
become: true

vars:

ipabackup_name: ipa-full-2021-04-30-13-12-00
ipabackup_password: <your LDAP_DM_password>
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% 6 2 {@1[ ANSIBLE PLAYBOOK tkE IDM IR% &

roles:
- role: ipabackup
state: restored

5. REFILXMH,

6. IZITIETEF H X4 H] playbook SXHEH] Ansible playbook :
$ ansible-playbook --vault-password-file=password_file -v -i ~/MyPlaybooks/inventory
restore-my-server.yml
Hith BTR

e /usr/share/doc/ansible-freeipa/roles/ipabackup E %+ # README.md {4,

e /usr/share/doc/ansible-freeipa/playbooks/ B3,

6.3. {fiFH ANSIBLE M ANSIBLE #Z#I23 R ZEM &P 1% E IDM BRSS 25
& B LUER Ansible playbook M Ansible 1235 R Z R &P Ik E 1dM BRS5 28,

SeRFMH
o MBEEE T Ansible #HIT RLLUHEMUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRBTE Ansible ##I25 £ &4E T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ Bk, EEBOIEBT —NHA IdM RS BT EIREE A
(FQDN)H Ansible 5& #3215,

o RIEBRZE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) Z IdM B —E2, FhI1dM EFm. RS
BRI —ER .

o {RH1E LDAP Directory Manager Bf,
Pk
1. # A ~/MyPlaybooks/ B3k :

I $ cd ~/MyPlaybooks/

2. 1% /usr/share/doc/ansible-freeipa/playbooks B kA4 —1 restore-server-from-
controller.yml SXH4HIEIA :

$ cp /usr/share/doc/ansible-freeipa/playbooks/restore-server-from-controller.yml restore-my-
server-from-my-controller.ym|

3. #TFF restore-my-server-from-my-controller.yml X {43 17458,

4. B IRBEU T EERAESH
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a. ¥ hosts T2 E NFHXEFFNENE, EARGIG, [MeREN ipaserver ML,
b. ¥ ipabackup_name Z£i%E N E RS H ipabackup FI AT,
c. ¥ ipabackup_password = i%i{&} LDAP Directory Manager %5,

- name: Playbook to restore IPA server from controller
hosts: ipaserver
become: true

vars:
ipabackup_name: server.idm.example.com_ipa-full-2021-04-30-13-12-00
ipabackup_password: <your LDAP_DM_password>
ipabackup_from_controller: true

roles:

- role: ipabackup
state: restored

5. REFILXMH,

6. iZ1T Ansible playbook, 18 EH X4 playbook XX 44 :
$ ansible-playbook --vault-password-file=password_file -v -i ~/MyPlaybooks/inventory
restore-my-server-from-my-controller.yml
HAth B

e /usr/share/doc/ansible-freeipa/roles/ipabackup E %+ # README.md {4,

e /usr/share/doc/ansible-freeipa/playbooks/ B 3,

6.4. {fFH ANSIBLE 5 IDM RS 2389410 EHI % ANSIBLE 2425
& LU#E A Ansible playbook f% IdM IR S5 23389610 M IdM BRS5 23 E HIEI Ansible 1224185

SeRFMH
o MBEEE T Ansible #HIT RLLUHEMUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRBE1E Ansible %25 £ &4X T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ Bk, EEOIEBT —NHA IdM RS BT LIREE A
(FQDN)H Ansible ;& #3215,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o BirTim (X247 ansible-freeipa IHEHH T =) =2 |AM BH—EB2, EH 1AM B im, RS
BHBIARN—E S,

it =
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% 6 2 {@1[ ANSIBLE PLAYBOOK tkE IDM IR% &

1. BEEMER, 1H1E Ansible #2188 EHWEBRHUE—NFEX.
I $ mkdir ~/ipabackups

2. # A ~/MyPlaybooks/ B % :
I $ cd ~/MyPlaybooks/

3. 1f /usr/share/doc/ansible-freeipa/playbooks B kA4 X copy-backup-from-server.yml {4
BBl :

$ cp /usr/share/doc/ansible-freeipa/playbooks/copy-backup-from-server.yml copy-backup-
from-my-server-to-my-controller.yml

4. ¥TFF copy-my-backup-from-my-server-to-my-controller.yml X {4475 .
5. B EBUTEERIHRESH
a. f¥ hosts TEIXENFHXMHHRNENA, EAMIG, FEiXED ipaserver EHLAL

b. ¥ ipabackup_name Z£i% &) IdM fR%535 LH ipabackup &R, LUEHIEIER Ansible
2R,

c. INERT, SRFHETE Ansible #EHIZRM LRI TIEE =, BIRELE 1 SFUENE X,
iH 71N ipabackup_controller_path 222 # {3 H1%Z &~ /home/user/ipabackups Bk,

- name: Playbook to copy backup from IPA server
hosts: ipaserver
become: true
vars:
ipabackup_name: ipa-full-2021-04-30-13-12-00
ipabackup_to_controller: true
ipabackup_controller_path: /home/user/ipabackups

roles:

- role: ipabackup
state: present

6. RIFIZXH

7. i&1T Ansible playbook, 1&7E &R XA playbook ST :

ié,
$ ansible-playbook --vault-password-file=password_file -v -i ~/MyPlaybooks/inventory copy-
backup-from-my-server-to-my-controller.yml
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A dM S0 EFIEIIRHI2R, 150 Ansible playbook 4 ipabackup_name ZF &%
& all :

vars:
ipabackup_name: all
ipabackup_to_controller: true

5140, 15517 /usr/share/doc/ansible-freeipa/playbooks Bk H# copy-all-backups-
from-server.yml Ansible playbook,

o WEFRREATF Ansible #2125 EL# /home/user/ipabackups Bk :

[user@controller ~]$ Is /nome/user/ipabackups
server.idm.example.com_ipa-full-2021-04-30-13-12-00

Hith BTIR
e /usr/share/doc/ansible-freeipa/roles/ipabackup E %+ # README.md {4,

e /usr/share/doc/ansible-freeipa/playbooks/ B3,

6.5. {#F ANSIBLE ¥ IDM R%5 23894519 M ANSIBLE #5232 HIZ IDM Ak
AR TS

IR LAE A Ansible playbook f§ IdM BR 55 2889512 M Ansible 12128 S HIZ 1dM AR %525

SeRFMH
o WBEEE T Ansible #HIT RLLUHEUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRB1E Ansible #%I85 £&4E T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ Bk, EEBOIEBT —NHA IdM RS BT EIREE A
(FQDN)H Ansible ;& #3215,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) Z IdM B —E2, Fl 1AM EFFm. RS
R F BRI —ER .

ik
1. # A ~/MyPlaybooks/ B3k :

I $ cd ~/MyPlaybooks/

2. 1% /usr/share/doc/ansible-freeipa/playbooks E X H 4 copy-backup-from-controller.yml
XAFBIEIA :
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% 6 2 {@1[ ANSIBLE PLAYBOOK tkE IDM IR% &

$ cp /usr/share/doc/ansible-freeipa/playbooks/copy-backup-from-controller.yml copy-backup-
from-my-controller-to-my-server.yml

3. $TFF copy-my-backup-from-my-controller-to-my-server.yml {4475 .
4. BT BT 2R
a. f¥ hosts TEIXENFHXHHRNENA, EAMIG, FEiXEN ipaserver EHLAL

b. ¥ ipabackup_name ZE£i% &N Ansible #H23 L ipabackup & FR, LIEFIE IdM RS
%%O

- name: Playbook to copy a backup from controller to the IPA server
hosts: ipaserver
become: true

vars:
ipabackup_name: server.idm.example.com_ipa-full-2021-04-30-13-12-00
ipabackup_from_controller: true

roles:

- role: ipabackup
state: copied

5. REFILXMH,

6. iZ1T Ansible playbook, 1&%E&H X4 playbook XX 44 :
$ ansible-playbook --vault-password-file=password_file -v -i ~/MyPlaybooks/inventory copy-
backup-from-my-controller-to-my-server.yml
Hith BTIR

e /usr/share/doc/ansible-freeipa/roles/ipabackup E %+ # README.md {4,

e /usr/share/doc/ansible-freeipa/playbooks/ B3,

6.6. £/ ANSIBLE M IDM AR 5525 A it B4 515
1% A] LUE A Ansible playbook M IdM AR5 25 FR it BR &5 49

SeRFMH
o MBEEE T Ansible #HIT RLUHEMUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRBE1E Ansible 85 £ &4E T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ Bk, EEBOIEBT —NHA IdM RS BT EIREE A
(FQDN)H Ansible 5& H.3215,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.
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o B R (XZHIT ansible-freeipa R T =) Z IdM BB —& 2, FhI1dM EFm RS
R FBIARB—ERS.

it =

1. # A ~/MyPlaybooks/ B3 :
I $ cd ~/MyPlaybooks/

2. 1% /usr/share/doc/ansible-freeipa/playbooks E X H4 E remove-backup-from-server.yml
XAHRIEIA :

$ cp /usr/share/doc/ansible-freeipa/playbooks/remove-backup-from-server.yml remove-
backup-from-my-server.yml

3. $TFF remove-backup-from-my-server.yml S LU T4,
BT 2R
a. ¥4 hosts BEWE NBELXMEHRMENA, EAXLIH, HeZEDN ipaserver A4,

b. ¥¥ ipabackup_name ZZ &% & ipabackup HI&FE, LM IdM AR S5 25 R MHIRR,

- name: Playbook to remove backup from IPA server
hosts: ipaserver
become: true

vars:
ipabackup_name: ipa-full-2021-04-30-13-12-00

roles:

- role: ipabackup
state: absent

5. RIEFIZXM,
6. 51T Ansible playbook, ¥§7EE# 3 H4F0 playbook 344 :

$ ansible-playbook --vault-password-file=password_file -v -i ~/MyPlaybooks/inventory
remove-backup-from-my-server.yml

p= Y=
EM IdM RSS2 D IBRFRA IdM %12, I Ansible playbook F1#9 ipabackup_name Z &
WEM all :
vars
ipabackup_name: all

YE—Nrfl, 1§54 /usr/share/doc/ansible-freeipa/playbooks B 3% H#] remove-all-
backups-from-server.yml Ansible playbook,
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% 6 & {1 ANSIBLE PLAYBOOK k& IDM IR55%%

Hith BHR

e /usr/share/doc/ansible-freeipa/roles/ipabackup E %+ # README.md {4,

e /usr/share/doc/ansible-freeipa/playbooks/ B 3,
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B7EETEBEER

S EUE 2 R B4 B9 TE AN R BUR F 2 S Y Bl AN BE LU R £ R BRI BI AL,

7.1 REHEEER
HEBREREMN, BLIREIFMBNRSHRRIMEBIEER X, RE, MREMIMEHRIRED
DIZERIA,
FRFH
o HHAZNEIAFEX M EFFRh. EHSHELERERIR VRS ZROERMAES.

it =

1. ERGISFEBIEER, EHRESFIRINAE, WAMEXINEIFSHINE RO HE
%,

a. WRATEZHHATA domain EHI#H B,

[root@server ~J# ipa topologysegment-find
Suffix name: domain

Segment name: segmenti

Left node: server.example.com
Right node: server2.example.com
Connectivity: both

Number of entries returned 8

b. MIERATEH R EIZ &R 552549 domain 3k F EX,

[root@server ~]# ipa topologysegment-del
Suffix name: domain
Segment name: segment1

Deleted segment "segment1”

c. W REMZRAIFIRSSIJEEM ca Fah i EBRIITRFFEVRE.

[root@server ~J# ipa topologysegment-find
Suffix name: ca

Segment name: ca_segment
Left node: server.example.com
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B7EEBREZX

Right node: server2.example.com
Connectivity: both

Number of entries returned 1

[root@server ~]# ipa topologysegment-del
Suffix name: ca
Segment name: ca_segment

Deleted segment "ca_segment"”

2. RERERPINBIRSB[UIREOE, BOURBHRBIEX, HSHAEREGREZ DRSS,

7.2. EMAERSHFHNERBIEE K

HIEZREBMHARITNEMEPRRERIA, MAEMBIRS &= FHTENMIREREF. MREEZLRZEHN

WBEAR, EFNEFRINE KR,

FeREZ M
o TEFEKRIIEN 1AM RS EBHEIH (VM) RERSK IdM &17,

it =
| MREFEEETMAEZREE, HREMUNRRSHEMDE AIRFM% EHRERS .

2. 6f ipa = Idapadd 4%, fFHRDEERRIMEIBEZH,

HbBHR
o FREMNIRBIRE HIEEKX,
o HHFIRE 1dM,

7.3. EFE RS S P RUR E IR R R
MBHURF R EHRE L, MRS BOEIH (VM) HREBE BT,

FRFH
o ENML (VM) RIBEEEKBIEIE,

it =

1A% M IEBATA AU (CA) EHIMBEUHIRBIRE BIEMRIFRTS, FMAHBHE M I,
B RIS AR,

2. ANINFE(ER ipa =X Idapadd @53 TR IR G 2B EmEE.

Hi 5w
o FREMHRRBKEHEER,
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3B 8 & EE I EFIHE IDM B iR
1M IR SRIREN, BTAERERLE M B/ R RAEIA R RO ER,

P =
1. FZE DNSEE :
a. HNR /etc/hosts B EX] IdM BRSS2RHEMBI A, ERRERIDH 1P B EH BRI EH,

b. 11X IdM B imfEF IdM DNS #1T&FR 2T, 1584k /etc/resolv.conf F1#) nameserver &
BHigmR Mt DNS IRSHI T/ IdM BIZ,

2. % Kerberos Ed& :

a. B RT, IdM B IGREH Kerberos IRZ523H9 DNS BRS510%, FFHEEEIARIRFN
YN :

[root@client ~]# grep dns_lookup_kdc /etc/krb5.conf
dns_lookup_kdc = true

b. #0R IdM & /i B #%BE RS 4 5 A /etc/krb5.conf FREYHEE IdM ARS5 25 -

[root@client ~]# grep dns_lookup_kdc /etc/krb5.conf
dns_lookup_kdc = false

fa{R /etc/krb5.conf HH) kdc. master_kdc #1 admin_server 5t E5MIEE T/ER IdM AR

%en

[realms]

EXAMPLE.COM = {
kdc = functional-server.example.com:88
master_kdc = functional-server.example.com:88
admin_server = functional-server.example.com:749
default_domain = example.com
pkinit_anchors = FILE:/var/lib/ipa-client/pki/kdc-ca-bundle.pem
pkinit_pool = FILE:/var/lib/ipa-client/pki/ca-bundle.pem

}

3. % SSSD ReiE&E :
a. MINBERT, IdM B imaE K LDAP fRS58589 DNS IRS51CR, FHHERIARIPRER

[root@client ~]# grep ipa_server /etc/sssd/sssd.conf
ipa_server = _srv_, functional-server.example.com

b. MR IdM & F s 284w S 1 {E A /etc/sssd/sssd.conf FHIEE 1M IR 2%, IHBIE
ipa_server XEEMIEE TEH 1AM IRS52S -

[root@client ~]# grep ipa_server /etc/sssd/sssd.conf
ipa_server = functional-server.example.com

4. 5Bk SSSD MEFRER -
e SSSD LFAREEE 5 E KRS HBRILHIER. MRAFAEEF—RAFHEIULR
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A, 1B SSSD %47 ¢

I [root@client ~]# sss_cache -E

1. LLIdM B B {31238 Kerberos Ticket-Granting-Ticket 353 1E Kerberos ER &,

[root@client ~]# kinit admin
Password for admin@EXAMPLE.COM:

[root@client ~]# klist
Ticket cache: KCM:0
Default principal: admin@EXAMPLE.COM

Valid starting Expires Service principal
10/31/2019 18:44:58 11/25/2019 18:44:55 krbtgt/EXAMPLE.COM@EXAMPLE.COM

2. BITKER [dM B S B REGIE SSSD BRiE.

[root@client ~]# id admin
uid=1965200000(admin) gid=1965200000(admins) groups=1965200000(admins)
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