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B TR S BTSRRI R 5, 1ERAT T et e,
i JIRA RZRE (REWKS™)
1 ERE Jira UG,
2. RINERSAFZHE Create
3. 7£ Summary FE& AR A R PR AL
4. 1E Description TFEX AR i AfENT BUH IR I, SIESTAYAE K ER 9 B0 Bk,
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1.1. RHEL 9.3 By F ZE751t,

RERFHEGOE
BREZRNEERR

e ¥f AWS EC2 AMD B Intel 64 122/ AMI Bif&B0i8om, LISZ# UEFI 8515, AR #IHH BIOS

515,

MBEZER, HEM L - REEFMGROE,

1.1.1. 51 S INEERF

# A BLS B grub2-mkconfig BIETERIATTH

BT IERA, grub2-mkconfig $4 2\ B GRUB_CMDLINE_LINUX B 8| S H2 FHIK
(BLS) F PR T 1T, Bl FREBFEAFHENAKEME BLS RIEERIERZMBDIT. X1
$TH9ERIA 1T 28 GRUB_ENABLE_BLSCFG=true %135 B,

FRERE 5| FEREREFFHHIIEE,

RHEL for Edge
RHEL for Edge WEEZ= & -

o AT X LATHRGRERNTE ¢
°o minimal-raw
o edge-vsphere
o edge-ami

o IR T B FIDO Device Onboarding Servers & 237 1%
o rhel9/fdo-manufacturing-server
o rhel9/fdo-owner-onboarding-server
o rhel9/fdo-rendezvous-server
o rhel9/fdo-serviceinfo-api-server

MEELELR, ESMH FIEE - RHEL for Edge.,

T
SER2BRNEERR :

e Keylime # rebase EIhRA& 7.3.0,

o keylime RHEL RZifafa Al . FALLAR, ETUERAMEE Keylime KiE2 #1 Keylime 3E
Atas.

o HFMHEEHR, OpenSSH MAKZLH SHA-1 EEREWRH—$ %, BEEMBYSRHNAT
HZEH SHA-2,


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html-single/9.3_release_notes/index#new-features-boot-loader

5 15 ik

e pcsc-lite-ccid USB /& B /& B £ 014 & (CCID)FEM K £i% & (ICCD)IKEhFZF 2 rebase Z
AR AN 1.5.2,

e RHEL 93 BIAT#H—%Eu#H, LUZRHATFAE TLS 1.2 #EM FIPS-140-3 PR Extended
Master Secret (EMS) # B (RFC 7627).

e SEtools, AT SELinux REEDHMEFK IR, @R TTEMENEEH rebase FIMiA 4.4.3,
® OpenSCAP B rebase EJhR4< 1.3.8,
® SCAP RZ£35# B rebase ZIRA 0.1.69, REFEIENE :
o ANSSIEEEXHEEHMEMRAE 2.0,
o JyRHEL 9&INT =/N#89 SCAP EBE X, 5 CCN-STIC-610A22 fEmriF—,
MEELER, BB I - Rk,

AHGRIES. FTHIBRERSS %5
LR ARE RIS AIERTA :

® Redis?7
® Node.js 20
74, Apache HTTP fR5538 EEFH ERA 2.4.57,
MEBRLER, BEESNH HIEE - I AREIES. Web MEIEZERS 25
mixRMALAIER
BH TR IR
UTRSTEAMSIE RHEL 9.3 T 7T B :
e GCC1.4.1

B 7 R T RIS
LA e TR AR 27 RHEL 9.3 it T 7 8% -

® Valgrind 3.21
® SystemTap 4.9
e elfutils 0.189

BTN ETR
BURMERE R T BB 7E RHEL 9.3 AT 7 &3 :

e PCP6.0.5
e Grafana9.2.10

BRI miFRIEE
LT TEERIE RHEL 93 T T B -

e GCCToolset13 (3r#y)

e |LLVMToolset16.0.6
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® Rust Toolset 1.71.1
® Go Toolset 1.20.10
BXRIFEMENR, 1HSH e - fiERMA L TR,

RHEL 9 Hhif Java SZ3l
RHEL 9 AppStream ¥4 G J# 81 :

e java-21-openjdk ¥4 &, HIZMHT OpendDK 21Java iz fTHIEAEFN OpendDK 21 Java ST &
A, OpendDK 2101 R2LTIRABABTFRE, BIERSE OpendDK 21.0.1 BHLIKINS
HRLES,

e java-17-openjdk &, 1Rt OpendDK 17 Java iZ21THIEFEF] OpendDK 17 Java FUEFF 4 4H
1,

e java-11-openjdk ¥({£8, R#t OpendDK 11 Java i24THFEAEF] OpendDK 11 Java B FF & 4H
14,

e java-1.8.0-openjdk #{E&, R#t OpenJDK 8 Java 4T EMEFIFFIR JDK 8 Java BEFF A 4H
1%,

OpenJDK ¥4 @ BIZIIEFIERHITE H A #8648 Linux i AF RHEL 9.3 REHTRAN & [A] # = —4H = 3C
. BTXNEH, 7£ RHEL EMIR RPM EE OpenJDK i SRR — 120k, BXFERTEN
B%{ER, ES [ READMEmmd X, %48 E7E Red Hat build of OpenJDK ) SRPM ¥ 8/, F
i /ust/share/doc 1 T javaawa-openjdk-headless ¥ {4 S %%,

MEELIER, #H2H OpenJDK 44,

1.2. [RAL AR

M RHEL 8 RAIAFI RHEL 9
BRI HFHREAMA NIRRT -

o TELLTHIZE L, M RHEL 8.6 #Z;%I RHEL 9.0. M RHEL 8.8 A% %I RHEL 9.2, LK%M RHEL
8.9 A4 E RHEL 9.3 :

o

64 {iI Intel

o

64 i AMD

o

64-bit ARM

o

IBM POWER 9(little endian)

o

IBM Z 28F3, FE$E 213

e 7E7iA SAP HANA BI%RZi L, M RHEL 8.6 A% EI RHEL 9.0 1M RHEL 8.8 # ¢ EI RHEL 9.2
MEBFLER, 1ES WM Red Hat Enterprise Linux RAIFHEEE
BRUTRAANLEE, ESHM RHEL 8 242 RHEL 9,

NRBEALETHH SAP HANA B RHEL 9.2, ERRAEHA NG S#HITT SAPINIE, BXEER
SAP IMEMI RS EHUTIRAIAKBER, 5 0 SAP PAMEM RHEL 8 [RAIFAZEI RHEL 9 &

FEWRITIE -


https://access.redhat.com/products/openjdk
https://access.redhat.com/articles/4263361
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/upgrading_from_rhel_8_to_rhel_9/
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux_for_sap_solutions/9/html-single/upgrading_sap_environments_from_rhel_8_to_rhel_9/index

FEfEM ftype=0 B XFS XHRLEBRG L, MG ZEANERDS BERE,
HFANER, EAJOTEPURMNHEFRGINERANEKRN. TBFE LEAPP_OVL_SIZE

R &,

EBETHAE#DE S X EITEMETRAZERNF-, HE, ERATEREDITYUERBRRLRNEIER
DEVR AL ZE R, IRkE R AR R4 REUE R B 189 AT A 22 A SRAELEFH K RPM 55,

IAE, B=AWEhEFTUERMAIOIRPERBE X leapp HUTEHRIETEE,
TR AN FH 2 &5 PIAE o LA L iR il o

ITEZFFTE Red Hat OpenStack Platform A4 RHEL Real Time #1 RHEL Real Time for
Network Functions Virtualization (NFV),

M RHEL 7 [RAI A2 EI RHEL 9
ToEHITM RHEL 7 BEA L E RHEL O RAI AR, B2, EaILAHITM RHEL 7 [RAI A E RHEL
8, AEBHUTEIRHELO MIE-NRMHAL., MEEZEE, EHESHMRHEL 7 #2%| RHEL 8 ,

1.3. 2LV 1 1 M uh LABS

BRI 1P Mh Labs @& [ TP WIS — MR —ETE, it
https://access.redhat.com/labs/, ZILHEZ P11 ML Labs FREIN FAFRF Al B BIIEIR S ERE. HRORARR A
Jl, KINLLFHUKRIRREBENRES AN ARERF, —CREANNARRES :

Registration Assistant

Kickstart Generator

Red Hat Product Certificates

Red Hat CVE Checker

Kernel Oops Analyzer

VNC BB 2x

Red Hat Satellite Upgrade Helper
JVM Options Configuration Tool
MEHEREETER

BNt ESRN Ceph HEH (PG)
Yum Repository Configuration Helper

EREFENRDES

1.4. B TR

B HMARARSMEL, Red Hat Enterprise Linux 9 BIgE D FIBREI A 72 501 % X ZERed Hat Enterprise
Linux $/R 88 A FNBRHI AR 1S

B % Red Hat Enterprise Linux £ 6 AR B1¥15E & & Red Hat Enterprise Linux & B HISHE .


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html-single/upgrading_from_rhel_7_to_rhel_8/index
https://access.redhat.com/labs/
https://access.redhat.com/labs/registrationassistant/
https://access.redhat.com/labs/kickstartconfig/
https://access.redhat.com/labs/rhpc/
https://access.redhat.com/labs/cvechecker/
https://access.redhat.com/labs/kerneloopsanalyzer/
https://access.redhat.com/labs/vncconfig/
https://access.redhat.com/labs/satelliteupgradehelper/
https://access.redhat.com/labs/jvmconfig/
https://access.redhat.com/labs/lbconfig/
https://access.redhat.com/labs/cephpgc/
https://access.redhat.com/labs/yumrepoconfighelper/local/
https://access.redhat.com/labs/ooma
https://access.redhat.com/articles/rhel-limits
https://access.redhat.com/support/policy/updates/errata/
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P EE AN RHEL 9 IR B aR, SEITFHIERN ARFREMESEN.

Red Hat Enterprise Linux 9: Application Compatibility Guide X#4rhpyfEEEN BRRFEESMELR.

RHEL 8 fl RHEL 9 MFZEXJ)| (SIEMIFREITIEE) SIBTEMEA RHEL O I BEEZETI,

BXRIAHATM RHEL 8 B RHEL 9 MIRAIAFHIVIEA, 1E5E M RHEL 8 F2(E| RHEL 9 B934,

Red Hat Insights RS AT LR E DN A, M EHARESHMEAFZ, A RHELITHEATUERE, &

KNI &3 Red Hat Insights & i3 RHERRIUEMENZARSSB0UBE, & E Red Hat Insights Al] TT
THlo

AFITEILBEN FFARERRIBNEE, BRELTELTEEE, RTamEE
#, [

-

[ AHITEICFE FRBRERENGEE, BRBELTICEEES, RETaEEE,

10


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html-single/package_manifest/
https://access.redhat.com/articles/rhel9-abi-compatibility
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html-single/considerations_in_adopting_rhel_9/
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/upgrading_from_rhel_8_to_rhel_9/
https://access.redhat.com/products/red-hat-insights#direct

B2E MR

B2E MR

Red Hat Enterprise Linux 9.3 S#%ARA 5.14.0-362.8.1 —i20 %, B U THRREFZEERMRAS
F (EESHImR)

e AMD # Intel 64 (AR (x86-64-v2)

® 64 fif ARM ZR#J(ARMV8.0-A)

® |BM Power Systems, Little Endian(POWER9)
® 64{IIBMZ(z14)

THAE N MY L IEBEIIT R, INEEREZE R 1ESH Red Hat Enterprise Linux A7) - Mhnig4e

1


https://access.redhat.com/products/red-hat-enterprise-linux/#addl-arch
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B 3ZRHEL9 £ HHIANA

3.1 R

Red Hat Enterprise Linux 9 [ ISO g &%, AMD64. Intel 64 fiI. 64 fiLl ARM, IBM Power
Systems 1 IBM Z 22K FikhE B 15O 51 -

o RSO : @& BaseOS # AppStream ¥4 R STE R E TR, F AR VFIRTE R BN &
HIER TR E, £/ m FEOlEA, R ISO ##1°5 Binary DVD,

L& ISO HEH KN NLD GB, RULFRFERFAEN BN, HEARE
ISO Hf&ki, BIUERA USB #isk USB @& I shar B A 5| S REN T, HiLa U

{8/ Image Builder TEGIE B E LM RHEL 5k, BXHGRUERMNEZEER,
BB HEEE NI RHEL R 15X K.

o B|5ISO : BB FRLERFENR/NEIF ISO 5k, XMNETFEE A BaseOS ] AppStream
P OERLEIHS, THOCERRE ISO HEHN—8 D, AT ERE TP EMIIE
CDN 5% Satellite, LAf#EFRB4L1E CDN =% Satellite BI&#T BaseOS #1 AppStream &,

BXRTEISO Bitk. CIBRENTMTM RHEL ZEBUER, 1H5H MZEN MR ER L% RHEL X
M. BXBH Kickstart REFMEAMES R T, HSMH H51%E RHEL X,

3.2. Bt E
Red Hat Enterprise Linux 9 AN EBHMG G EL T -
® BaseOS
e AppStream
AN CESREE—NEARMN RHEL 2, FiE RHEL ITHAHMEEE .

BaseOS #lAEHNNA EERUEZBRIFRANENROLES, HMARERMEEN, XHMOAEX
A RPM B, ERXFHRRESZHI RHEL IRAFEL, MEESER, HSHEBEZCHITFEXHE.

AppStream GENRNA SEHHNBIR P EENARF. BTHESMBREERFEFH T FENERER
e

A4, FrE RHEL V] HER = LUFE B CodeReady Linux Builder B G, © A AGIIRE T ZIA B4
8, AX#EHEIEE CodeReady Linux Builder 7 fi#FE B,

AR RHEL O i CERERHMPHENELER, HSHIHEE T,

3.3. HEREER

FA 22 (B 4H 9% R AR L Application Streams (M BREFER) MIENIRE, EFFIERSEZORE
RSN EFERERR, XNEEX RHELIRETERNREMY, MAXINESSFEREMELRTE
E M,

NARERI RPM R IRM, ATUE—NMER (RPMBRXHW—NR) , BHES (Software
Collections,) , =% Flatpaks.

12


https://access.redhat.com/downloads/
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html-single/composing_a_customized_rhel_system_image/index/
https://docs.redhat.com/en/documentation/red_hat_enterprise_linux/9/html-single/interactively_installing_rhel_from_installation_media/index
https://docs.redhat.com/en/documentation/red_hat_enterprise_linux/9/html/automatically_installing_rhel/index
https://access.redhat.com/node/490973
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/package_manifest/index

% 3% RHEL 9 AR

B Application Stream HH-EBHFEMNE R EH, TEEM RHEL O WAREAHERNER, BX
RHEL £ BEHIER, EEE Red Hat Enterprise Linux £ EH .

RHEL 9 et 7 N ABFRIER KL, SRETMBNARFERRA, TUERLSH dnf install 4
T1F N RPM B &t TREL,

S
. Bt RPM B EAIIAR B2 F 4 S A Red Hat Enterprise Linux O 43,

— RIS B9 Application Stream IRASFENIER 4 M, FHAEUGH RHEL O REXTAPH B EIEH £
B, BREARRZEATHYHEES : MNARRF, ESHk. BEFI—4HIR, LRGSR —R
foge, MhdFF %,

W REBER B MRAKS BRER, HIBRELEE Red Hat Enterprise Linux N FIRZFE A4 A
lE\HQ

FEREEHFHINE (BIINEARESRNTRLR) STERRHIRYE, BEFRIHTREBRRE, R
AT LT E ) RPM AR ER,

A X RHEL 9 #a] AR Application Streams R E N FAEFRE MR ABFEE, HEBVHSE L, Red
Hat Enterprise Linux 9: Application Compatibility Guide XA HIfRRE N R RAMEN,

3.4. {#H YUM/DNF B a &1

£ Red Hat Enterprise Linux 9 1, {#F DNF FARIMHRE . M RER yum A3, LUMESLIED
B RHEL ERRAFREF—, MMREEA dnf TTAZE yum, NSSENEZ1T, RANelEHERBMENT
Ho

F SR RHEL 8 #1 RHEL 9 #F DNF, {HEf15 RHEL 7 F{EAK YUM &,

MEESHER, HSIEM DNF TEEEN .,

13


https://access.redhat.com/support/policy/updates/errata
https://access.redhat.com/support/policy/updates/rhel-app-streams-life-cycle
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/package_manifest/index
https://access.redhat.com/articles/rhel9-abi-compatibility
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/managing_software_with_the_dnf_tool
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55 4 = HIEE

XER4 LR T Red Hat Enterprise Linux 9.3 A8 ABITThBER] = B ekt

4.1 REFRFMHERCE

% FF AWS EC2 IG5 UEFI 5] 5

TELIRTBORR A, RHEL B9 2S0IE EC2 AMD = Intel 64 RI1Z2Hg AMI 551, BRX#IAMB| 5%
B, Wik, TEMAEE UEFI 5| SHEL AWS ThEE, IN&R£5|5, 8y BT AWS EC2 AMD
Intel 64 14254 AMI 5%, LAZ#F UEFI SIS, LUXIEM BIOS 5|5, Hit, MEAUMBAEZENH UEF
B SHIEE IR AWS THEE,

Jira:RHELDOCS-16339l]

B8 9% inst.wait_for_disks= %k Kickstart XX ST 0N T S5 43 [A]

AN, EBIS IR HREEE T LM ENFREMTTH OEMDRV PR8I & INE Kickstart ST AZLR )
BRp, BVHEREENE, SIETLUERFIG]S%ET inst.wait_for_disks=, FRIXANED, ERILAE
ELEMBESFHLZ O, BANAKIZE SN 5, BETUER 0 WES/IMEER, BXXMETHNES
ER, HBH =68 5L

Bugzilla:217181

E£fEA GUI #l TUI £ ARM %% RHEL K EEW TR

TELLRIRIRR A, & REE{E M Kickstart 53A7E7 A kernel-64k TT K/ ARM ER%ZE RHEL, BT ILE
¥, SUIERLUER GUI =k TUI £ ARM ER% RHEL, FHiEFERMMEBERNAKINRA, AR ARRIETIE
Kernel Options T Software Selection FF & LiR4t,

Bugzilla:2164819L]

¥ VMware VSphere (OVA)

L EFARAN T NHE A RHEL S5 B2 831 VMware VSphere OVA X B #, Open Virtual
Appliance(OVA) X {42 VMware VSphere EEHIML N ARRFEFERBEMN X F, OVA XHaa A TR EL
NUBISCH, 40 OVF R, — DN Z AN EMNBE R SUF(VMDK).,  BERYE H(MF)FTIEH XX
. @i FEFH VMware VSphere (.ova), ERILUFER vSphere GUI & /i B LM IS IR ERE E] VMware
vSphere, TEB|ISHRIRAT, BRI LUA—% B E LA RRIE L

Jira:RHELDOCS-16877L1

MY network Kickstart 15324 DNS 4 H

UIFE, REJLAMEA A LT HETR network Kickstart 3512 DNS 4038, &1t --device 127 {8 FiX
LRI,

e --ipv4-dns-search # --ipv6-dns-search &SR ITFEFEIXE DNS 1851, XLERTHFHEE
NetworkManager [E14, 40 :

I network --device ens3 --ipv4-dns-search domaini.example.com,domain2.example.com

e --ipv4-ignore-auto-dns {1 --ipv6-ignore-auto-dns %I 17 1E 2B DHCP #1#) DNS X &, ©
N FEERSE.

Bugzilla:2065754L]

14


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html-single/boot_options_for_rhel_installer/index#storage-boot-options_kickstart-and-advanced-boot-options
https://bugzilla.redhat.com/show_bug.cgi?id=2171811

8B 4= FrhaE

/N RHEL ZEINMER L EE s390utils-core B2

1£ RHEL 8.4 Rz [5MIRAH, s390utils-base F{4 T #4 AX s390utils-core FiHE, LAKR—ANHIED
s390utils-base 4, Eh, ¥ RHEL R&Z%iEY minimal-environment R Z2ENER s390utils-
core 8, MAEHEN s390utils-base ¥4, WMREE &K/ RHEL 24 H (M s390utils-base X
Ha, BYNESTNR RHEL REFFHHRENHEHS, EF A Kickstart X4 7. &% s390utils-base.

Bugzilla:1932480!]

4.2 24

Keylime rebase i 7.3.0

Keylime B EBEHZE LHEIRA 7.3.0, XNIHRAREZSHSOAT bug B8, HEFETEMZ, allow
exclude FIR#E FE Keylime ;21T kB, EBILUEF convert_runtime_policy.py BIA & FixX i
5”%0

FHH, BFREETHNPERINERMRE : CVE-2023-38200 # CVE-2023-38201,
Jira:RHEL-476l"]

Keylime B¥# O SELinux SEB&chAa ™ & #9380

Keylime {8 FA B9 O IMAETE Keylime SELinux SRB& FR#EITRICH keylime_port_t. SRESINE LI EB IR
BUSR OB TCP i, X2E N ZEIH Keylime SELinux R S EEBIFFEARE Wik O, MH Keylime
FRANXRZHIHOWBATF undefined HP, AL, XNEFH I Keylime SELinux SREGHIRIE, mOZR
M LUE &, BAEHN M,

Jira:RHEL-595(]

1T IFE S FANOTIFY itk ER

XA audit S EFRE|F T X FANOTIFY & itid kBRI, FitFREUEE
AUDIT_FANOTIFY i EHhil REMIES, HHI2 :

e I5E FANOTIFY =48RR fan_type
o IBEHM ETXERM fan_info
o IEREHAFS R EMAN RIEEL B sub_trust 1 obj_trust

Rk, EALEFHIBRE N AERELEER THITRARBLE DN, XAIHBE D) fapolicyd fERETE
9 5 ERBK,

Jira:RHELPLAN-16108711]

fapolicyd TL{E 9 S fE BEBR IR (AN 5

BT XN, FERKIEITHE U fapolicyd AR5 40X 5 B4 fanotify AP BIHIINIS. Rk, &
AT LLEAE AT 5 fapolicyd #8891 T R FE HERR,

Jira:RHEL-624

crypto-policies FI#E{E FIPS & T4 TLS 1.2 ¥R it NO-ENFORCE-EMS F5REB&

RAEE IR EKRINES S NO-ENFORCE-EMS 7588, NRAHFHEKE, *F&E FIPS EX T
BIFRAE TLS 12 5, RATBEEE Extended Master Secret (EMS)Y B(RFC 7627), XA o 1F R4 1E
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HFAZFEMS H TLS 13 MIBRSL. EER, XiFERT FIPS-140-3 TREMER, ERILLETHIA
update-crypto-policies --set FIPS:NO-ENFORCE-EMS 3£/ i F 588,

Bugzilla:2216257!"]

EFIPSERXT, GnuTLSEEHA TLS1.2H EMS

7 5T FIPS-140-3 Frff, X F7E FIPS &R T HAEBIFTAE TLS 1.2 %8, GnuTLS RS 2RMEFing
Extended Master Secret (EMS)Y & (RFC 7627), MIREMNIEF[ERFSAIZIFEMS B EMHEA TLS
1.3 MIERSBNE A imNESM, ML A NO-ENFORCE-EMS %455 H AN 2 588 :

I # update-crypto-policies --set FIPS:NO-ENFORCE-EMS

Digk

==
[=]

IMRIEARVFRE EMS B9 TLS 1.2 %8, NIEMRGHABIHR FIPS-140-3 3K,

Bugzilla:2157953

NSS BI#EFE FIPS &5\ T HlSC e EMS

M % 2RSS (NSS)EIIE 2 S TLS-REQUIRE-EMS 5RB&, EZERFTA TLS 1.2 i##EH Extended Master

Secret (EMS)¥ B(RFC 7627), %0 FIPS140-3 brAEsm FIBIAREE, L RETSEREMIINE KX E N FIPS
Bf, NSS & F# R,

MREUEEFEESAITF EMS S TLS 1.3 MIBRGHITRE, &AL NO-ENFORCE-EMS R4:5E
BRI EE, LESER T FIPS-140-3 &K,

Bugzilla:2157950

OpenSSL BI{EZ#F7E FIPS & T M EMS

TE, EA L@ %R /ete/pkiltls/fips_local.cnf 3X{4F, 1E FIPS #2345 OpenSSL M EFE N 1
%A Extended aster Secret (EMS)¥ BB (RFC 7627)M TLS 1.2 1%, fEEEFMX AT, EEEX
HARRINLATERS -

[fips_sect]

tls1-prf-ems-check = 0
activate = 1

SXJg, 1E /etc/pki/tls/openssl.cnf LRI E] SSL ERERRD. BAIA SSL EZEBB 2 crypto_policy, 7£
SSL BEEER A HIKRE, RINLATAT :

I Options=RHNoEnforceEMSIinFIPS

LIRTES B B fo¥F FIPS R BRINERER A EMS = TLS 1.3 IBRSL.
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8B 4= FrhaE

Digk

H
/N o
A IRE LLB A i A update-crypto-policies --set FIPS:NO-ENFORCE-EMS % 45 £ (%

IETE FIPS X T H TLS 1.2 im4l{EA EMS, EXHMERT, WA RBERTERT
FIPS-140-3 FrAERE R,

Bugzilla:2216256!]

OpenSSH #t—# 5 il SE e SHA-2

HFMEZEBE®, FAMFIERRZREM SHA-TEERRERH—S IR NN —EB4, OpenSSH Hi#H{T T LT
Hox

o X sshd BEiAilT —MRE, RKERSERSLEE T HEA SHA-1, MARATH, OpenSSH &
S22 E[F A SHA-1, X TEHERTERIE DSS B Eel], FH1Ersa-sha2 4H& vl A
H & XA,

e 1 SSH #hHH#LHdh, OpenSSH BRH{E A SHA-2 ik RSA B4,

o UL SHA-1ZZIERSZRIHA A AL, sshd fEF SHA-2 kiEIAENBEHIERR, XAI885 RHEL 8
RERIRALEMNEFIHEAES,

o YR Pim E SHA-1BEEARTTAN, OpenSSH A SHA-2,

o AEE/UmLE, HSHA-IEBRIIERIEKRPERAIREBEERFEE (RIXEIN) B, OpenSSH
VPR BIRSGSF/ETF SHA2 WEAIER, X5 RSAIEREFENREE -, FHARATEFNER
MARBEMTEE.

Bugzilla:2070163

OpenSSL I & &4 % 4L Bleichenbacher BB BRI

X OpenSSL TLS TE G X TARABI A T U0 RSA PKCS #1v1.5 #2513 7289 Bleichenbacher BT By
R, R RSA fEBIE PKCS #1v1.5 BB I HRIEI—NER, T eERE—NREYLE KRB E S
HE, MAR— MR, XN ERE T HRENEB &, 1 CVE-2020-25659 #1 CVE-2020-
25657,

BT LSBT R RSA 285 R0 EVP_PKEY_CTX ctrl_str (ctx,
"rsa_pkcs1_implicit_rejection"."0") EHEEZERAXMRY, BXRFEENRAEZ SR T,

Bugzilla:2153471

OpenSSL FI{EX## 1T Groups EiAdE Brainpool B1%%

XA OpenSSL TLS T EGMEHB13 T X Elliptic Curve Cryptography (ECC)H Brainpool BiZHI
F. A, EHLLEIT Groups B & {8 F R 50SE BN SRR IR #h 2%,

OpenSSL ECC H/5F T LAF Brainpool Bk :
® brainpoolP256r1

® brainpoolP256t1
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® brainpoolP320r1
® brainpoolP320t1
® brainpoolP384r1
® brainpoolP384t1
® brainpoolP512r1
® brainpoolP512t1
Bugzilla:2188180

crypto-policies BIfE 2 #F OpenSSL ECC Brainpool B1%%

BT HRGSEREMZ RO ES, EUERTLUER group iE#ES] OpenSSL HBILLTF Brainpool Elliptic
Curve Cryptography (ECC)HA%: :

e BRAINPOOL-P256R1
e BRAINPOOL-P384R1
e BRAINPOOL-P512R1.

B, LU OB E LTI FRE, X1 OpenSSL # /5 AR X R Brainpool elliptic B
“ .

I group = BRAINPOOL-*+

Bugzilla:2193324]

crypto-policies FIEERIA 5 OpenSSL HRBEIMNAHI

TEXNEITHRAS, 2556 HEBIIE 5B (crypto-policies)7E OpenSSL Groups Bt i& 17t 11 A1 22 il 25 i
. &1 OpenSSL 431% MEE, crypto-policies fFFH5 OpenSSL W& & 1510 I PT B B9 2R 1 2 I
F. &Lk, Z#F crypto-policies #£4H)iFH RHEL 1% G, 20 GnuTLS, IIEERS OpenSSL 18
Gi]:=8) =28

Jira:RHEL-591"]

crypto-policies permitted_enctypes B 1E FIPS &\ THIF S Hl

TELEHRI, 12171E RHEL 8 LB IdM fRSS528 K 3E2— AES-256-HMAC-SHA-1- INZIRSER, ZEZ1E
RAIE FIPS =X 29T RHEL 9 B9— IdM EllAR, Rk, BRAIARY permitted_enctypes krb5 E2E KT T
RHEL 8 IdM BRS525#0 FIPS T RHEL 9 IdM BllAz [RIF9 E &1,

XN RGTEE IR RN EH X EHHEF permitted_enctypes krb5 B A TH, LLAIFERIAL AL
HEEHRELMNMZERE, Hib, permitted_enctypes BB R HIEIF RHEL 8 IdM fRS525#] FIPS &=
T RHEL 9 IdM BIA& z [A]H & %1,

p= Y=
INR{FEF Kerberos, ELIIE /etc/crypto-policies/back-ends/krb5.config X4

permitted_enctypes B{EMIF, MRENEFTEZERRNINFE, ENEA—BE LINE
F RS,
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8B 4= FrhaE

Bugzilla:2225222

pcsc-lite-ccid rebase ¥ 1.5.2

pesc-lite-ccid A BEEHMERA 152, LA REEMEFERESNIGH, SEENE
o XIFTILRIBHIZHF
e -}y Alcor Micro AU9560 i#47 T 185

Bugzilla:2209457

OpenSC rebase ¥l 0.23
opensc K BEFFHEMA 0.23, A REEMHEFHEREENIEN, REEMR :

AN T X B R B N B AN AR R B T %

I T X KEHRT 512 F R R EIEN R

MAERT BN FREF

THE& 7 % IBIKEIF2 R MioCOS #1 JCOP By HF
Jira:RHEL-280L]
setools rebase Fl 4.4.3
setools BB EEHEMA 4.4.3, RAREIMEFEREENEH, KEENR
e (5T ER Cython 3.0.0 BI%wi%
o U T FMIT
o iR T sediff. sesearch # apol & 7K {5 FE B9
e 1f seinfoflow 3 & HRINT -r £, LUEREFHREZBATR O
o SHBNBRBIMINISAE I TR B oh kiR 4
Bugzilla:2231801, Bugzilla:2184140

SELinux SREEhRHIFH LIRSS
e FEFT A B HLR AN ZIBR K AT systemd AR Z589 SELinux SRE&H :

e qat

e systemd-pstore

e boothd

e fdo-manufacturing-server
e fdo-rendezvous-server
o fdo-client-linuxapp

e fdo-owner-onboarding-server
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Fitb, XLERSA2EHEA unconfined_service_t SELinux F1%5217, FAI1E SELinux enforcing 3,
TEINIZ1T.

Bugzilla:2080443!" Bugzilla:2026795 Bugzilla:2181565,Bugzilla:2128833

OpenSCAP rebase ¥ 1.3.8
OpenSCAP B4 B 2 B EI LR A 1.3.8, LLIRANIREEMEFIIRMES NG R, SEENZ

o EE T systemd #Rill, FERZBIEHEL systemd H7T

e [A shadow OVAL RN T B4 ThEe

o [\ sysctl OVAL RN T BLLIhEE

o MM MHRGTIFRAARINT uristorfs

e/ autotailor TE 4 A TEHI IO T — MImi AR5
Bugzilla:2217442

SCAP 2235 rebase B4 0.1.69

SCAP Z£5R (SSG) 4B B rebase Bl LR A 0.1.69, XM ARERFHSUAF bug 188, HERE
EEME, EAIATERMFERMBF DT 2022 F£10 B A %HH) CCN-STIC-610A22 88— RHEL
O BI=13 SCAP BB X4 :

BCE XA TR Aci&# ID SREEhR A

CCN Red Hat Enterprise Linux9 -  xccdf_org.ssgproject.conten  2022-10
=% t_profile_ccn_advanced

CCN Red Hat Enterprise Linux9 -  xccdf_org.ssgproject.conten  2022-10
VN t_profile_ccn_basic

CCN Red Hat Enterprise Linux9 -  xccdf_org.ssgproject.conten  2022-10
=2E754 t_profile_ccn_intermediate
Bugzilla:2221697

ANSSI-BP-028 Z£BEXHEEHEMZA 2.0
SCAP Z238@ ML T EEE AR5 L L B(ANSS|) BP-028 BEH, LUSHA 2.0 RF— :

® ANSSI-BP-028 &1&Z 5!
® ANSSI-BP-028 A a2
e ANSSI-BP-028 325 25
® ANSSI-BP-028 &4 A

Bugzilla:2155790

python3-greenlet-devel ZI{E#E CRB /1 {24t
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8B 4= FrhaE

python3-greenlet-devel 54 &I 7E7E CodeReady Linux Builder (CRB)7Z i/ iR, &, /iBRHA)S
VIEHE, MEESER, 1ESH Y5 AMEA CodeReady Linux Builder FBIRNA FREXE, 15T
B, ™%# CRB FEFRIENTHS.

Bugzilla:2149497

SSG #|, FEKE pam_wheel.so BEHERAMHREEHIb

CIS Benchmark R ZRH su fp5, MHEA sudo 4., SCAP Z£ 15/ (SSG)@it pam_wheel.so &5
FIHRIXDER, ZETT su pHRFIZIRFENAH, WEHSUH TREXNMREFEERRAEKR AN
M, Rk, MNREES, FEL T IEETREER,

Jira:RHEL-1905

4.3. RHEL FOR EDGE

R4t T # 8 FIDO Device Onboarding Servers B 2%k

LTFATFMA loT L% T &i%&# FIDO Device Onboarding Servers BERHIRTE LIIES 2 E 5 FiR
fit :

® rhel9/fdo-manufacturing-server B 2sfn ik
® rhel9/fdo-owner-onboarding-server B 23715
e rhel9/fdo-rendezvous-server Raxir ik

® rhel9/fdo-serviceinfo-api-server F2aHi &
Jira:RHELPLAN-163133['

minimal-raw &R BRVINFE S F 64 if ARM Z2f

BT XMNME, BRI LIGIE— 1N 64 A1 ARM L% AMD # Intel 64 SIF5Z2#) minimal-raw &
KA, minimal-raw SR EFEITEM. T35, &/ RPM 5K, L xz KA E%E, BB SHEK, &
WHBESE, HSHEHIEEAESiE& L, WSD k., BREMmEEG, HoTUTRS :

I $ xz -d <_uuid-minimal-raw.img_.xz>

Jira:RHELPLAN-163665!1]

IFEZHF Commit ID #E255 composer-cli CLI B -—-parent SEHHE

HITE, 1EAT LU (& Commit ID FI4F composer-cli ip 51T --parent SEM9(E, EHRENE& Commit
ID, 15 F#FFIREX RHEL for Edge Commit %1%, f&a] LATEIREXH .tar SUAEA R E ref RFRFIIRZ 1D,

Jira:RHELDOCS-16386l1]

X8 RHEL for Edge .ami H{RMI3 5

BT, EELMEAMER RHEL HifRkiE28 5 RHEL for Edge H% .ami #iffk. E#REISEEH,
R LAMER Ignition BRE SUIEH, SRMEIET ARG RSB, ERILUST ami Gtk LEE AWS, FHTE AWS
5|5 EC2 SEHl,

Jira:RHELDOCS-16708!1

¥ # 4 RHEL for Edge & .vmdk Bif&

21


https://access.redhat.com/articles/4348511
https://bugzilla.redhat.com/show_bug.cgi?id=2149497
https://issues.redhat.com/browse/RHEL-1905
https://catalog.redhat.com/software/containers/search

Red Hat Enterprise Linux 9 9.3 X {13¥iC

AT, EE LR ARE RHEL 5192288 5 RHEL for Edge f9% .vmdk 1%, RRILUER Ignition
BEER, UEEDIBE SRR EILEARS GRS, EALTE vSphere L AR, FEEL
vSphere 3| 558 &, %% 5 ESXi 7.0 U2, ESXi8.0 RZEHIARSE. BN SIRA 19 F 20 3
";éq“o

Jira:RHELDOCS-16709[1

W, EUERNMXERBNER TUGAF 24553 Edge %45t

ELRTMARA S, LLFDO #AS R OEMIBAF BNERTEEEIE, RAIRAERNRILERE
£ useradd SFHINEBE, F 7 iXNEiE, BIBWERE AL, BMFEEZINXEFE useradd mHIXE
B, M aESE, EER, ETUERNHABRBRER TER SSH BHESR, MREXW, SRRE
B NBR,

Jira:RHELDOCS-171011]

4.4 K HEEER

F% le B ShE G DNF Automatic reboot 23

BTXMEE, A LMER DNF Automatic reboot BRI RS IXE N BN ERE, LUMEEANENA
EE&O

reboot JE X KA TXE :

e never FREFRS, XEHEIBITN.

e when-changed &EEMAL L ER.

e when-needed SEAFZEELUNAERNFMAERE, HI0Y systemd SIREFA R,
&R LAE A reboot_command £ HE X BAFERNS®S. RILNERMS N shutdown -r,
Bugzilla:2124793

HTHY --poweroff BT AR VFREREBH G XA RS

BT, A --poweroff LI ERINZEl dnf system-upgrade fHE{EH reboot fr5 /., BRI LIELR L
BT R E /S G5 X AR K 1 RS

Bugzilla:2157844

#HY dnf leaves 1 show-leaves & FI{E B FHF DNF API

BT, REETLUTHTEY DNF i, HIH TR ERENRZ/F N E M REA 4 SRR
BRI

e dnfleave 5 TFREHHE S,
e show-leaves 7| T HIZENPHINES B HNEMERET G EHERTTIAEEZNTHE S,

Bugzilla:2134638

45, .SHELL fifpHSiTIE
NetBackup BRI N #5101k S 5
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https://bugzilla.redhat.com/show_bug.cgi?id=2134638

8B 4= FrhaE

8 NetBackup (NBU) &R AL, ReaR MIEERIERF KT DE NetBackup ARF5HRAS 10.11 BIHTTX
%, HERKERSZEISNEDEN]. Hit, BRUERESEFPER NBU &0 A ERERE &R, FK
Th5e Rk E .

Bugzilla:2188593

opencryptoki rebase %l 3.21.0

opencryptoki 4S8 B rebase ElhR A 3.21.0, BIRHEBRLZHN bug 8. REF/EENE,
opencryptoki /£ 2 =LA I0RE -

o HABHUHREHER(HSM)EEHER

e protected-key 701, JFATIERR AL N SR HIEREA
o HMMBEALRE, 40 DH. DSA B secret BEARE

o EPN EHERE 4

e AES-XTS BEFHRA

o HFETF IBM B Kyber BEARBUFNHL &Y

o H{thHEETF IBM K Dilithium BEA%E 2 FoF05E 3 5o 204k

7%, pkcsslotd {HIEEEIZ A ELL root A 519217, opencryptoki 124t 7Ti#—% b, BTIHE
#, EETUFERUT—HEeS .

p11sak set-key-attr
ZEREH
p11sak copy-key
ZEH B
p11sak import-key
Z3 AR
p11sak export-key
Z3HBY

Bugzilla:2160061!"]

BHH systemd-udevd F—BHIML 1% 55 B FRDBECS InfiniBand #0

RHEL 9 5| AB systemd ¥4 BHIFTIRA D E B H systemd-udevd X & BRI, KA EERT
InfiniBand #EOMEKIARFFEL N systemd-udevd £ — B4 & R,

IRET LARYE (8 systemd BHESCHE R G IPolB %% X N A InfiniBand O E X B E L EEM
iy,

AR AARNERE, HEEE systemd.net-naming-scheme (7) FM 11,

Bugzilla:2136937

4.6. BHZRIIARSS

Postfix BIfEZ#F SRV &k
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BT XA, WITERTLAER Postfix DNS BRS5 10K ERMT(SRV) K B ZhEC B4 2 7 ik F 4R 5525 19
#, 74, EALLETTE Postfix BBE AP ER LTS SRV #8XBYEERA Lk H1EART DNS A=k i iR
B SRV 105 5 BUHR 4 & 5% BT

use_srv_lookup

BT LA DNS SRV 123k 18 E IR 55 /5 B & HHo
allow_srv_lookup_fallback

R AR R 5 R B3R S5
ignore_srv_lookup_error

BRME SRV il A A ASGB R R, MBI LARRARSS K IULA R LUE & T4F,

Bugzilla:2134789

1#H LF-to-CRLF SN2 F1E cups-filters AT A

BT XN, IR UEREA LF-to-CRLF s8R, ©NERWAE CR+LF FRIEISCHRIFTEIH]
f$ LF /%N CR+LF £, [EZE(CR)FHAT(LF)RIMCTREZMIREIF R, Rk, FERXNIKETE
FF, ERILUSRBNARFR LF FRZAIEMXXMHZEEIRER CRLF FRBITEN., &M LF-to-CRLF
P2~ RHEL 7 # text-only WX FHIE MR G IRAE, HAMKRIRT HELFRIEE,

Bugzilla:2229784

4.7. W%

ARM B9 RHEL Ii#E7E RHEL 9.3 h52 &% #F wifi 5Ehd2S
AT XA, EALUE AN arm6d EEMZANEH wifi BB,

BXEE wifi FERIFE, 1ESH B8 wifi 55,
Bugzilla:2208365(]

NetworkManager FR7E Sz resolv.conf ) no-aaaa £

NetworkManager M 1EZ 1 resolv.conf RN no-aaaa DNS &7, @it £ DNS 1LHii% & # {5 FA
no-aaaa g, f&ALAZEF IPv6 DNS f#47,

Bugzilla:2176137

nmstate I ZHREESEA DNS %= M54 DNS 2fHRIRS S
nmstate EZRIIE X #8518 R R (DNS)EFRIZFNE)E DNS &AFiRS 28, X LRSS 3= nmstate MT)
SENEE M (DHCP)SX autoconf HlHIFKS8, TELLRIRIMRAS, #5 DNS #3R18 %5505 DNS
LIRSS 2R, ENSSEER nmstate EH T, XBESBMELEMEBRHAALENES HEFR
H, IhEEIRn EEEEE DNSEEAE W EELZHREMN, HiIb, nmstate X EHMLEED, U
RBLUFIF7ZE DNS ECiE :

. BENEEO, Ye183S DNSEE, % DNS B

2. BhEO

3. BRTIPHEO
AR, XML AEMERM DHCP A2 EI#) DNS LIRSS 25,

LUT 2R ThRERY YAML ST — AR -
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dns-resolver:
config:
search:
- example.com
- example.org
interfaces:

- name: eth1
type: ethernet
state: up
ipvé4:

enabled: true

dhcp: true
ipv6:

enabled: true

dhcp: true

autoconf: true

Bugzilla:2179916

nmstate IIFE3Z#F bridge.vlan-default-pvid NetworkManager Bgi& £

8B 4= FrhaE

BT IHEH, ELUER nmstate 22 £ A& bridge.vlan-default-pvid NetworkManager B2 &£, &
RN, B LATEEA Linux BIHT VLAN i8R, H3HF VLAN 8RO LM RINCRERE

i imOA VLAN FRIRRF(PVID), ik, 1HERALLT YAML BRi& :

interfaces:

- name: linux-br0
type: linux-bridge

state: up
bridge:
options:

vlan-default-pvid: 5

port:

- name: eth1
stp-hairpin-mode: false
stp-path-cost: 100
stp-priority: 32

vlan:

mode: access

tag: 100

XX, bridge.vlan-default-pvid BIZRIAE N 1,

EF,

Bugzilla:2180795

NetworkManager iR557E dbus RS E /GBI ENEF

ELRIMARAF, HFELFREREESS dbus /5, NetworkManager 2121k, XNMT AR
EEEKR, FHit, X8 EH T NetworkManager,

Bugzilla:2161915

nm-cloud-setup T EI{EZHF IMDSv2 EdiE

HiILEN OFAT VLAN iF

, RIMCHIRERE

REN, FET
EEEMRK, FHEHEAE dbus EEHBIER.
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FA 7 RT LAfE A nm-cloud-setup T EF2E 7 A LI mE#IRIR S A 2 (IMDSv2)#) AWS Red Hat
Enterprise Linux EC2 SEfll, -/ T EFHAMR M, HIRHIX EC2 STHIBMHFTNBERI R BIVT1H],
FE AWS MZLIEAR S5 IR ABCRIR S 2 3hEE, thIhEEIR 45 {8 nm-cloud-setup T ERESIKERH R
IMDSV2 k8, J0UE EC2 IME, HERARSL IMDSV2 ShEGRAE XA AEOMN IP BENES.

Bugzilla:2151986

LEASFHFHM ifcfg AT, NetworkManager &% HiBA]

ifcfg M NAEIEE B X4 EE RHEL O F#EF A (EBH ifcfg I8N NetworkManager I ELE X4 E
FH) . BTLHEH, NetworkManager 2B A A xRN FA :

e MR NetworkManager 1E /etc/sysconfig/network-scripts/ B ki Eifcfg #& X HEZECE X
%, ©fEsystemd HEHRIDFKUTES :

Warning: the ifcfg-rh plugin is deprecated, please migrate connections to the keyfile format
using "nmcli connection migrate"

o MREIXEER— ifcfg BATFHEM, nmeli TESIREL TR -

Error: Failed to modify connection '<name>": failed to update connection: The ifcfg-rh plugin
doesn't support setting '<property>'". If you are modifying an existing connection profile saved
in ifcfg-rh format, please migrate the connection to keyfile using 'nmcli connection migrate
<connection_uuid>' or via the Update2() D-Bus API and try again.

BT XL, wNRA LA FERSIEREFRMY ifcfg IRNAEZE B X, NetworkManager TIES
BAAF,

BRGEEHM ifcfg ST E keyfile IXMIFEE, 1HSE & NetworkManager ECE LM ifcfg SERZE
keyfile #&3,

Bugzilla:2190375

NetworkManager IRTETESBRE BC B 2 3F lacp_active T

@37 # A NetworkManager, 4FEEIE ) lacp_active jE 1N 5% B8 B8 & 120 1 th i #0458 B 7T (LACPDU) i
1REANIE4], lacp_active AR T LACPDU WHAIIT H, FHIESSE B Ah 1204115 Lo i i E #A 14 5,
ZEELWAERE, EaLIBT lacp_active iXiE /) ON = OFF 3&/5 st H LACPDU Mg E B (%
$ﬁ‘ﬁ°

Bugzilla:2069001

NetworkManager IR FF N EREOACE ns_ip6_target LI

Itk @55 5813 £ NetworkManager 41 E#E O ns_i6_target /LA B IS EHR % 16 1 IPv6 Hitt/F
WP E R, RAVFIXE arp_interval i£77, 7ELLRIBIARAH, FiETE NetworkManager H157E IPv6
N E R, BT HES, EILUER nmeli TETE bond.options S# HEZE ns_ip6_target it

77, NetworkManager &1t E &% 16 1 IPv6 it BAISERS I % BN BRI ERED, thigmErE
FF IPv4 # IPv6 KB,

Bugzilla:2069004

NetworkManager IR1E 7 Fr A —MI%% 3 O _EAESHM DHCP IP Bdi&

Wi A nmstate TE, EIERILE DHCP (/5 A T Ad-Hoc Network Autoconfiguration (autoconf)
#EO LB — N A dhep: true 5 autoconf: true ERIEEE IP ik,
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AT I8, nmstate X IP #illtFIRNE M -

o valid Ift RSEREMER (LFD N AL

e preferred_Ift R RELEMEGRER (LIFH AL
NS BRI E R forever RREE S
BT LREM, nmstate TLLZBEETF DHCP/autoconf By IP ik, LU SRTER A E BN S EEHE
IP Hhtib 3240 05N 1P, MMREMYRFEEATAS IP #hik#) DHCP/autoconf i%&, /Il nmstate &
FHXEEEN A 1P R R A 1P Hhdk,
Bugzilla:2177733
nmstate X MAC bt 7T i1 B Fp4E 0O
nmstate TEXFEZETFIES MAC it MmA2EO XML E O MLEE,
g3 AT EAFEOMNH BN

e identifier : FRiRM%% £ H name =% mac-address., ZAiA{E 5 name,

e profile-name : F#F &
% identifier ZF£1% &~ mac-address {EFf, nmstate {8 interface.mac-address M+
Zinterface.name & N HFEMI ML SIEFERMEED, YEHEMEEREN, MEREXELE
interface.profile-name % £, /Il nmstate {i5£154F interface.profile-name A2 interface.name.
INREREE LRI LSIRE, MR interface.profile-name % T interface.name, [l interface.profile-
name SFRFLEFIRE.
Bugzilla:2183214

NetworkManager X E X £ % R ARP (B XM G, HEWKhERFHimOFRCH down

b8 55 Farp_missed_max iETRINE] NetworkManager B EE BB X4, 1R EE A it #7
M (ARP) IR g R BEREMIRARE E/A5), A LLLE arp_missed_max RE X% D RIGE K
Wia, SEWNFERFFimARicH down,

Bugzilla:2148684

NetworkManager XFHEE SR XNEY
163855 £ NetworkManager £ BCE VAR T A TR B M -

e link.tx-queue-length - £ Hi(TX)PAFIKERI KN, LAEIR S AL

e link.gro-max-size - % & ES B ABEKEE(GROBFBEHNREAKNN, UFT HHAL,
e link.gso-max-segments - % £ 1% 58918 F R E1 5 (GSO) BUE S M s KEXEL,

e link.gso-max-size - GSO #iBGHHRAKND, LAFTHHEAL

LRI kR A, EREEEMA ip 9%, Z{EMA NetworkManager 4 EeF2 R A< 89 1L 25 6 5 SR L B X L2
RZXE, B T7TX M8, BINERTEREEXHhREXLEINE,

HER, NetworkManager (WIEFECE X H 37 Frkeyfile IWAFIX LR, MAREFAM ifcfg 18
:_E%o

Bugzilla:2158328
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nmstate API 32¥F dhcp-send-hostname #1 dhcp-custom-hostname DHCP 7£ET
BT H85, nmstate TEXREEREXHHLUTH A DHCP EHERE :

e dhcp-send-hostnameitrue =k false {E, #13R DHCP iE kT EFH LK TLREH L (FQDN)E

i, MRMIZETIXEENE. FKINER true,

dhcp-custom-hostname: <string>, {#FXMEWIFE DHCP i K R ECE E 4143 FQDN 12£77,
HRBEZFRH,

% F DHCPv4 FZ& MY
IR EHNELRE FQDN, iHE RFC 4702 iy se2BR e & (FQDN), %£71(81).
MR ENEZARZ FQDN, 1ESH RFC 2132 Yy EHLA, £ (12).

% F DHCPv6 FZ& L

XEFRE LTS, ZEE, BE DHCPIERMNENSA, 1HSH RFC 4704 hi) BLREE A
(FQDN), 1£77(29).

Bugzilla:2187622

NetworkManager rebase Elhix4s 1.44.0
NetworkManager ¥4 & 2 A K E LR A 1.44.0, SZaifIRAELL, SRET —LSuHH bug 18

g
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S EEXMEMEERINEl NetworkManager A,
arp_missed_max. lacp_active 1 ns_ip6_target B+ BRI EIS & EFE B X4,
WTE, &FILATE ipv6.dhcp-pd-hint JE#ZE M A% E DHCPV6 RIZEIEIR T

1£ /etc/NetworkManager/NetworkManager.conf S {589 [keyfile] 284 & /= FA#TEY rename &
2 5B NetworkManager 1£ /etc/NetworkManager/system-connections/ FE & £ EH &
X (WNRF\ER T ERE X4 &R (connection.id)) . INRAEN BIEF SBIA KT XS, 15
TERBARSH,

YIRLBE IS IENHKTNIUH(TLD)MEHN AR, NetworkManager IFEE AL TLD £/ DNS #
Rig, MARTEENZ.

NetworkManager ¥17E M /etc/NetworkManager/NetworkManager.conf X {4 H1# [global-dns]
ER43 H A DNS 128777,

NT EEGRS HE M ERIIRSS B S5, NetworkManager FI{E{{FE3E T D-Bus #f /5 FKEX D-Bus
2R, EER, XARERTE NetworkManager B BB F il — N EIR,

NetworkManager ¥l7EM Update2 () D-Bus FRINT —1 version-id 5%, LIBGEFH %L ES
B X B,

NetworkManager B & AIIfGET IPv6 Hitlt M DNS TR ZEH L.

T BRI R E SUERT IR A 1T N, NetworkManager BIEREREMA FIEZERI KM BB
EEEIRE, MARENEE.

NetworkManager {8 FHR#% B netlink #E O M A2 sysfs S REIKKE VLAN 1 BT,


https://bugzilla.redhat.com/show_bug.cgi?id=2187622
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e nm-cloud-setup T EIETE Amazon EC2 X FLHITTEIRIRS HRA 2 (IDMSV2),
o MAUFERILAE nmtui N AR EBMERA wifi #1 Wireless Wide Area Networks (WWAN),

e bond. bridge # team E#ZEIIE{F F /etc/NetworkManager/NetworkManager.conf S 4R
[main] 84 # 8 ignore-carrier=no X &,

Bugzilla:2180966

SCTP rebase ¥l RHEL 9 BRI RIZE B Frhin A<
Stream Control Transport Protocol (SCTP)M%% F RS EEL{L TIE :

o [EERHRMIL AL (VRF)XFEIRMAINMEHIERFIFRE SCTP R E.

o FTEUFRIHEFERE (fair capacity, weighted fair queueing) AR M%% fh A B FIAEE M TR 2
[

Bugzilla:2189292
MPTCP rebase El RHEL 9 MIPI&M4& R EThR A
ZIRE TCP (MPTCP)IHMNY BAMEZEL{LEIE -

e 7 TCP fastopen (TFO)Y &, SREEF IR, MWINEENEBIMAHRAIER, MEMMENR
s

o FTRLANES IPv4/IPV6 FiF, LAMEERNERMA IP iRAMIML HEEE KR EEMEN
'I‘io

Bugzilla:2193330!]

xdp-tools ¥4 & rebase B4 1.4.0
xdp-tools KA B EHAREN1.4.0 hrA, HiZHZDbugBEMIEH, TELEIHE :

e xdp-bench T EKEXf %% M eXpress Data Path (XDP)BIX#, LURXI A%
xdp_load_bytes () ZEBIFREFHITEANRIZEF, WHERTERAXRBEFZRERHEIT(MTU)
HEIT LS B AN,

o Wi#T xdp-tools WS ITITEMD, LUEETERSTEIERHEFH LTI,

o libxdp ESE&—## xsk_umem__create_with_fd () API, % API #EZ—1NETFFH
AF_XDP EEFHFIN XM, LiF523%A CAP_NET_RAW $AURT, #Ea] LAfE R It EikE
#HiE# xsk_umem__create () E#K,

Bugzilla:2218500

iproute rebase 4 6.2.0

iproute B EHNE Ltk A 6.2.0, SZAIMIMAEL, CRET —LSEMbug B8, REENE
A :

o FTHY ip stats M S BEMI REOSITER. BROABERT, ip stats show % E/RFTA M4 1%
% (SEMTHYSE) NEITER. EALUER dev #1 group LT jEHiH, FIHEEEE ip-
stats (8) Ff i,

o ss TEINEIRM -T (~threads)i Uik B REREER, XY BT -p (—processes)itlli, 1FIE1H
HE ss (8) FMil,
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o KA LAEFFTHY bridge fdb flush &5 BR 512 S A0IE T ICER BV E 75 4 BB (fdb)& B, 18
H & & bridge (8) FM 1,

Jira:RHEL-428["]

PRSI LURF R I P B 4 2 i 1

BT XANEE, WRETE active-backup FECE TH8%E. balance-tlb 5 balance-alb &=, I|#%#
netlink IEOXFHEE MmO LRBML LN, CERNEMEA 32 2BE, HaMERTEENMIER, I
7, LR EINFEEH ERO,

EFERIXNINAE, EA LGB SHKIEWN NetworkManager i QEEER & ST 1% & bond-port.prio B 1%
BB LI,

Bugzilla:2092194!"]

firewalld TR7E 8 6 A< A 22 BB AR5 HE I R 3

BE& RHBA-2023:7748 B4 %R, BIFY firewalld RS, WMRHRLUTERE, NAEM iptables Bti&
R BR AR IRA B9

e firewalld £ nftables [Fif,
o SXBERA --direct I AR MIEALN,
XN ERED TR BERIRE (RIAEEMNRIET) , Foit T S EMPHIEK,
Jira:RHEL-14694(']
79 VLAN #0513 58 nmstate B
AL nmstate #E2RB9EHT, 51/ T LU VLAN B :

e registration-protocol: VLAN JEfft1, BIIEH gvrp (GARP VLAN Registration Protocol),
mvrp (Multiple VLAN Registration Protocol)#1 none,

e reorder-headers : EFHIFHEHIEBEIR L, BMEN true # false,
e loose-binding : MMFEORE F1x GHRIERTSHHAE, BRIEH true 1 false,

1889 YAML BB SR TR -

interfaces:
- name: eth1.101

type: vlan

state: up

vlan:
base-iface: eth1
id: 101
registration-protocol: mvrp
loose-binding: true
reorder-headers: true

Jira:RHEL-19142[1]

30


https://access.redhat.com/errata/RHBA-2023:7748

8B 4= FrhaE

4.8. N

RHEL 9.3 Bz hR A
Red Hat Enterprise Linux 9.3 S5 R#ARA 5.14.0-362.8.1 —&&2 X

Bugzilla:2232554

AINT % NVIDIA Grace CPU By #§
Red Hat Enterprise Linux 9.3 70 T % NVIDIA Grace ARM 64 {if CPU B9 #¥.

Jira:RHELDOCS-17055[1

RHEL P ESZ 3 AutolBRS

Automatic Indirect Branch Restricted Speculation (AutolBRS);2H AMD EPYC 9004 Genoa 2 I 25 %71
LARE#TH) CPU RRAIR BRI — D INEE, AutolBRS & Spectre v2 CPU IRIEMIEINEZME AR, BRATH
BE, FHoUATHT EM.

Bugzilla:1898184(']

perf rebase Flhft4 6.2

perf tFRED T TEE rebase BIMiA 6.2, FRT KRERE bug BEMEFHN, perflist pSIUELZTTE
ANRAEL L FRF LA Performance Monitor Unit (PMU)E4, HA, XANBFARIM T ST
¥

e Intel 513 /DAL IERS (Intel Raptor Lake-S)

o Intel £ 14 {KALEE 2R (Intel Meteor Lake)

e Intel 25 5 X Xeon AR5527 40 EE 2% (Intel Emerald Rapids)

Bugzilla:2177180L"]

Intel® QAT NEIKENIER: rebase B_LilfhR 2 6.2

Intel® Quick Assist Technology (QAT)E rebase Bl LR A 6.2, Intel® QAT SIEFTXS NI FRAIFEXT Fr0
7. R4EtEREFIE AR CPU BERTSIEBIINESS,

rebase BIER% bug EEMIG I, &ITEFHNIGHEZRM T X AT QAT GEN4 MILUFREMINEIR X I
=g

® Intel Quick Assist Technology 401xx % #&

® Intel Quick Assist Technology 402xx K&
Bugzilla:2144528!]

vIPM ZhEERI FHF Linux 2%

tE3@55 H Linux BEsIHCENIMESIA T ENZETHWESERWVTPM), vTPM 2 TPM B— N ERE
FRA, RE—PBEFHRFRSTHELLSNE RN TPM L6, S8 vIPM RIBIRENERE, BFESEH TPM
TENARSENSYE TPM X EMARER,

R, SNEVNIETLUE - D REENINERS B vTPM L4,
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Bugzilla:2210263!"]

crash rebase Elhik# 8.0.3
crash 2— MREXTE, AFEABGN 2WWELZITHRREIH kdump BB %X
g crash TEEEHZE 8.03 lrA, HASERZS bug EEMIRH, REZHBHEIBMT IPv6 X
xFF32HF IPve BIRZ%#EO, crash £ net =X net -s sp G 1TED IPv6 Hhilt,
e net@HERMBKIRE, BIH P HitHIZIR,
® net-sHETUTER:
o FHMKEREFM sock it
o XRILAREREFIREH sock ik
o INET #1 INET6 % 5UB9iRH Btttk #limk O

Bugzilla:2170283

Y F LVM RRE S EEEIEHN vmcore FiE B
kdump HLHEIIIE X R HER B2 HEAS/E ) vmcore Bit, BB LVM BHEE, ERUTEHE !

1 AlE—1 LVM B4,
I vgcreate vg00 /dev/sdb
2. fiJE—1 10 MB B LVM ¥&fa i,
I Ivcreate -L 10M -T vg00/thinpool

3. fE—18%E 300 MB XHRETZEHE LVM FEfE S,

Ivcreate -V 300M -T vg00/thinpool -n thinvol
mkfs.ext4 /dev/vg00/thinvol

4. BCE LVM RN (E, LLBhT R 22,

cat /etc/lvm/lvm.conf

activation {
thin_pool_autoextend_threshold = 70
thin_pool_autoextend_percent = 20
monitoring = 1

}
5. NE—IMARKER LVM Bt IE IR S,

systemctl enable lvm2-monitor.service
systemctl start lvm2-monitor.service

6. 1£ kdump.conf XX FEEANLAT4T, R LVM REREIBIXE S kdump B 7.
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ext4 /dev/vg00/thinvol
path /

7. J25) kdump BR%S.

I kdumpctl restart

8. BT ARA N panic BIFACE, FHiEE vmcore 25 EfR7ZE! /dev/vg00/thinvol .
H ik, EALES, kdump HLEIT R’ TEEA, RERHEE&HNFHES LRF vmcore 5 iE X4,
Bugzilla:2083475

makedumpfile rebase Bl iR A 1.7.3

MBI 48 TS HERR A 35 BRI 77 DUR A AR IS5 1 X422 /"B makedumpfile T8, 2M_E#hRA 1.7.3
rebase B EihRA 1.7.3, rebase @3E1R % bug IEE 5k,

& ZEMZEZETE AMD # Intel 64 AIIZR EHIRILF5 i (sadump) HLEIRIN T 5 KD TTHER, 5 99 TR
NI R’ T AIBSRNAMMITEE, URTFNRARFEVIRERNNE, 500 TUFEMIEBIK/NM 48 £I
T BB 57 i1, FIFIEihit M 46 GIi B2 52 4.,

Bugzilla:2173815

Red Hat Enterprise Linux 2#f ARM B SystemReady ES 1 IR |2

Red Hat Enterprise Linux FI7EZ ¥ ARM B9 SystemReady ES #1 IR, MZBIRX# SRJZ, 7£ RHEL 9.3
1, EAT NVIDIA Orin, NXP i.MX 8M #1 NXP i.MX 8M Mini R EEH, FHZ RHEL BEE I\ IERE
AR, A EET LSS LR INEz FGEME 225 INIE, B AT LUER B RS HNZ R
BHRRESE RS,

Bugzilla:2195986!']

ARM £ RHEL BifE 234

BT XMNME, BRI LIEMRSITHRE LER bluetoothctl TEREE I Fi% .

Bugzilla:2187856!"]

ARM By RHEL #I#E7E RHEL 9.3 52 £ 3N T USB rI4a4l

It a5k AMD # Intel 64 RIf9Z2 & _EA RHEL J2 B 7 CONFIG_MEDIA_SUPPORT W#ECE, INTE,
RA LLTE AMD # Intel 64 (I9ZR %245 _E{FEFH USB 841,

Bugzilla:2192722[]

bpf rebase Flhk4 6.3
Berkeley Packet Filter (BPF) TEE rebase E| Linux R#%ARA 6.3, FELLFE 50 DIE :

® BPF trampoline BI{E1E 64 {iI IBM Z 3R LA A,

o GTHYBRSTREY - BPF_MAP_TYPE_USER_RINGBUF - UL & H XA B2 B2 hd@ it % E F BPF
BIEAZE B A 22 Rl A 2 (Rl BB S 14T T 7 S

o BPF IITEIRAHTEI R RBIBIELIHY « BERERISIZRAD rbtree,
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o [RERFEFFHI BPF trampoline FI7E X ¥ struct 234,
e BPF IIFE{RAt T —Fh 5 NIC XHFHY XDP ThREM 3%,

o TEMITTHURIIE R FEAEAN RX 1A FIN [F B #1A X Tz BPF W (kfuncs) R E
45 XDP 2%,

e BPF II7EiRft T —NEEBIR2R, HAIE BPF F2FBI%T conntrack &5 B X EIRFI B IR NAT it
Uk O,

e BPF IIFER LR netfilter RS IBHEZREY nf_conn:mark (=M CHHTERS.

Bugzilla:2178930!]

4.9. 5| S INE R

# A BLS B grub2-mkconfig BIETERIATTH

£ Boot Loader Specification (BLS)#Z2H, GRUB f£8|5HfM BLS K #rsh SEMKEI 5%, BFRSE
grub.cfg XHHTIE Lo

TELARIMIAR A, grub2-mkconfig 354K — N #THY grub.cfg XX, F5.=21# F/etc/default/grub X
% I GRUB_CMDLINE_LINUX ZEMEEEFTE BLS XY ERAMHSITSEL

B THhRA, grub2-mkconfig fe 5 AEEIAEFH GRUB_CMDLINE_LINUX & BLS R EHHINZe
T17. BISEHERFXAPHNENIAZEME BLS KIEBBRKIE ARG ST, XMHBRINTHIZEH
GRUB_ENABLE_BLSCFG=true 12t 1ii& % H.

EEHER grub.cfg, LUERLZIL BLS KT, M GRUB_CMDLINE_LINUX FiKENa£1T, 1H%E
GRUB_ENABLE_BLSCFG=false %7,

ZiR#E GRUB_CMDLINE_LINUX 5E#7 BLS FErHHIAE 51T, 1E/AI0 --update-bls-cmdline 17777 :
I # grub2-mkconfig -o /path/to/grub.cfg --update-bls-cmdline

FIEER, EILUER grubby HENRLEHN BLS E :

I # grubby --update-kernel /path/to/kernel --args "new args"

Jira:RHELDOCS-16752L]

4.10. X HZRGFTFNE

NFS ARS8 HMFE N nfsd S T ALIRARSS 240 1S

XADEHE RHEL % NFS IRS5 8850 nfsd BIA T ALERARSS SIS BICT, fEBIIX—#ThEE, NFS AR
FEBR NGRS BRI AR ERRINE FinfEHER, REZFFIRERERRNAEETFHAZR,

Bugzilla:2180124

DAX HEHETIM reflink IIEFER

BT HEH, EFREENOXEEES DAX RHXFES. XMHRS DAX HH%Y -o dax=always 5/5A T
B ENXXARIFS. SEHEENXEATLUER inode FRCIKE T DAX B, H#BIHEE xfs (5)
FML.
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Bugzilla:2192730!"]

RPCSEC GSS Kerberos V5 BTN 2R K 7Y

RPCSEC GSS Kerberos V5 #lHIHITESZ# RFC 6803 (Kerberos 5 B Camellia 11%)#1 RFC 8009 (
Kerberos 5 #yH7  HMAC-SHA2 B9 AES %) A7E L BIMNE KL,

WINT LA & RA -

e camellia128-cts-cmac

e camellia256-cts-cmac

® aes128-cts-hmac-sha256-128

® aes256-cts-hmac-sha384-192
XSVF NFS & im AR 55 28 i GSS £ SO F B i KRN 2 2R 8L,
Bugzilla:2178741

fuse3 MIERGTFERE umounttTER FEEFKEB LM

BTIER, 7f fuse3 HESHRMT —NHBNE, ERIFFERZELN, MEEAIMALZBELE
EREMAHEER umount,

Bugzilla:2188182

Stratis SR NEATH
Stratis R — N AMEFMHEE IR, SAEFMERN L' AP RETINBIIEE

o ERRBMIFHEE

o REFEBMERIMRIIAN
o YEFXXMRYL

o HINE

TMP2 #1 NBDE X #§

EE Stratis 171#%, £/ stratis TEES stratisd FE RS H1TERE.
MEFEZELR, HS M Stratis 3XHY : K& Stratis XHFRY.
Bugzilla:2041558

Xt GFS2 X+ R GiECiE IR RIS
B GFS2 XU REIKI T LU EHT

o mkis.gfs2 an FINTESRFHTEY -U L0, Z0EIR oy IR QIS REHE E XXHR 45T UUID, H0R
BRI ML, LA ST REEY UUID,

e gfs2 jadd 6350 B SRR L 2 AT AIRE S .

o GFS2 F i B,
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Bugzilla:2170017

dmpd rebase EliRZ 1.0.2
dmpd HKHEBEARERA 102, TETEDE :

o FARutiEENNBELZELEETIER, HEAZSNMEAERRES R,

o # 7T thin_check #1 cache_check T&, LI4& LVM MECEUA R RGGEIMIET B, 52 BI85
hRAAELE, XLEETErREMHITHRIEIRS T %1

e F#7 thin_dump %l] thin_restore TR, LUE%ZEKIRBAITEIE btrees FIHZ, HTE, REM
TTHEFAREERES L,

o RINFTHY thin_metadata_pack #1 thin_metadata_unpack T &, kL4 TR, BEEYE
BEXNMt+DZ—. XLLBANESESRET. ERXNIE, AUEARZ MG BTN THIE
LTI E
Bugzilla:2175198

N SCSIEH RN T HBFT LTS

HITE, 5 SCSIE#H M 1/O BIRM T — MRS A 11835 iotmo_cnt. BRT I/O iEKM
iorequest_cnt iT#(4., LA LLEZ iodone_cnt |/O 52 #] ioerr_cnt |/O (4%, HKBHHIEE, #l
i :

/sys/devices/pci0000:16/0000:16:02.0/0000:17:00.0/host2/target2:2:0/2:2:0:0/iorequest_cnt
/sys/devices/pci0000:16/0000:16:02.0/0000:17:00.0/host2/target2:2:0/2:2:0:0/iodone_cnt
/sys/devices/pci0000:16/0000:16:02.0/0000:17:00.0/host2/target2:2:0/2:2:0:0/iotmo_cnt
/sys/devices/pci0000:16/0000:16:02.0/0000:17:00.0/host2/target2:2:0/2:2:0:0/ioerr_cnt

Bugzilla:2171093[]

mpathcleanup ;5B& device-mapper-multipath PSRRI
mpathcleanup TEEETF SCSI ML KRFL&E ERATMUIEE T, FMBRT ZHREIZELUR SCSI BEIL
o ALAFREETHRMMRSBE RS REBRIXF, ELURINMRAS, ZEMRSBRBRENIE, L
R AERRTRA A - 7 SLAORIAN,
FERXMIER, AANATURNBHRS BE IS REERZEFWE, BFRFTENIERECBEMEAR,
Jira:RHEL-782[1]
nvme-cli rebase FIRZA 2.4
nvme-cli KB EAKE 2.4 IrA, HIRHE D bugEEMIGH, TELEIHE :

e Hp@it TCP B TLS,

o EET systemd B EERSHTIERRBIBERE, LUER /etc/fstab STHEESH RS,

e EE T u32 {HRITED,

o AR RN,

o TR T #2HZRH nvme effects-log %,
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Bugzilla:2159929!]

41 ST M AERE
TESHR DI ER LVM B4H RSt
LVM-activate %BEARBIIEZHFH LT, SR ESER O MIBEI H T A MBI
o majoritypvs EIT RIS A AYIBAN, BRBHLNRT D, REXSHYIESEL,

e degraded_activation i£TfS1T1E leg BREFTEIESHERH RAID 248, RE RAID HARWHIX
FRITZ S PIREME BIE.

Bugzilla:217491"]

IPaddr2 1 IPsrcaddr £ 3 TR B INEZ F R T RIEHIEE B

IPaddr2 1 IPsrcaddr &3 FURCIBIE £ TRIENEKH, XALEERESRNREY R, ETHRE
B9 % B B KR EC B BTRACIERY table S¥,

Bugzilla:2142518

Filesystem BHRCERIIIESZFF EFS XHREGIRE

ocf:heartbeat:Filesystem 52 TR IR HIE X #F Amazon Elastic File System (EFS), HI1E, ERILITE
BSi& Filesystem FRIT1EE fstype=efs.

Bugzilla:2142002

EIEERE meta BN, FM pes HTEE meta XEF

HBIR pcs RBAN—HE, EEERME meta B, MEFIEE meta XH#FH pcs resource
clone. pcs resource promotable #1 pcs resource create S IEEFH,

TELLETIMAR A, meta X#EF1Epcs resource clone #1 pcs resource promotable &35 R #HZ28%, 1B
7=, 1f pcsresource create i H, X meta XHEFIRE clone XHFEEN, £ meta XIEFEIEE
B meta BER P ES TIRM A S5k, FALEFRNMERNEE, £ meta XEFE, H metaXEFIRE
clone X#=FFENT, £ meta XHEFEIEEM meta BUHW OB L RIE, BERIFSKIIBEIMINEH
AFAMN, BHUIIEE -future i oL, LIIEfEF pcs resource create a4 2 58 i BTIRAT 5 X
NS,

U TSSIEERA meta BY mv=vl Q1B KR, FH meta B mv=v2 B :
pcs resource create dummy1 ocf:pacemaker:Dummy meta m1=v1 clone meta m2=v2 --future
Bugzilla:2168155

EREFCIREENTIRZRE pes f0

WAE, EELUERH A HH --output-format=cmd i%£1# pcs constraint 85 R A FHEARABRS LE
FroIBEEM TRZERM pes constraint 4, S ATHIRA—E, RIAMHBEXNBLAA, EaLL
&/ --output-format=text £ E, AXAKRACHMER, UEHSEHE pes mEHHHERRE
_ﬁo

Bugzilla:2163953

£ Pacemaker {8 rebase Bl : 2.1.6
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Pacemaker B EHANEI LiFRA 2.1.6, SZaI0kRAMEL, BRE T LAS0HHM bug BE.,
INT LLRIhAE :
o TELIFIRIRARAH, X Pacemaker ti2iE#EE KNS, Pacemaker B2 BMEIRI T REM, MR
FEEFRERE, BUIHRRsirHiER B ER, WAFTEMRI, Pacemaker 27 m Il EIE R
5. WiREREEDETEERBINNT RSB,
e alert_snmp.sh.sample £ X 2 Pacemaker AR FIERNRIE, MIEZE SNMPV3 il
M SNMPv2, BT LLEH, ETTLLEH alert_snmp.sh.sample X1, MEHFIER, LUERWEAE
Pacemaker 2k SNMPV3,
® Pacemaker RN ERBEINE INIE 2 enabled meta 1%, [FERMLLIETLE ) false AIZE
RER, MERMLIETHZEN true, FHFEBEREHLLETIRE N false KRR ZZEKRENE
o MEIETRIERINE S true, HTEMERRE, 0iHRI4EF, &0 LUE R RIS IR 22 AEHR,
BAF bug BEE :

® Pacemaker Designated Controller IR BRAHE, BIMAFLENREBTEREEE LK
EIRAE,

e fence_scsi {LIBIIE R LATE devices BHERKER Boifall#£ =8 lvmlockd 1% 5.

o FHRMMEIMAA T UG ENKREDBUAITEL LI,

e crm_resource M SIER T RER—NERE AR BFEXBIHFH D,

o TELIRURVRRAAR, AIFANBIEESLHIRBFINFDE, F—PREFNEE, AL, MREFES
HRF SIS, ERELBRT, REANLHIKBAERS, BNEHSET, BTHIES,
LNTRDELFISH, AERKER, AETRAEFTVENERE,

Bugzilla:2189301
% pcs property 55 BB
pcs property fp S IITE T LT o -
® pcs property config --output-format= %7

o 8% --output-format=cmd 3 T RM LRI EME E OB pcs property set a5, &d]
DEAXNSSEAANRS LEFUREBEEBIE,

o 8% --output-format=json Ll JSON = B RECENEEEE .

o 187 output-format=text L4 AR X T RECENEERBMYE, X2 ETHEIME.
e pcs property defaults s645, E&# T FHH pcs property --defaults 1775
® pcs property describe @45, ik TEEBEMENS L

Bugzilla:2163914

4.12. S RBIES. MIIFAIBIEERS 25

Python FRE—AMEHIE FHR 4 b AT FIAE S 2

FEEE CVE-2023-27043, — " AEREBNER, LUBIRTE Python 3 B AT B/ ™H& B9 FHB 4 Hh HE 8y
ARHT,
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RHSA-2024:2024 AHIEFTB|I A T — %189 PYTHON_EMAIL_DISABLE_STRICT_ADDR_PARSING
NETE, YT TERED true I, LAETHY. RXRIBETITHZENREINKE :

I export PYTHON_EMAIL_DISABLE_STRICT_ADDR_PARSING=true

B2, *SZR0mEEn BN A e s bR S A B 81T,
XA DGR E R UL TR A OIE /etc/python/email.cfg BCE X4 R EVSHERIBLE R -

[email_addr_parsing]
PYTHON_EMAIL_DISABLE_STRICT_ADDR_PARSING = true

MRESZER, HEHMREXE & Python 5| AFE 889 H FHl4 i A ATHY CVE-2023-
27043,

Jira:RHELDOCS-17369[1

SELTEHM nodejs:20 EHLT

LARIAE R AR T 3R B L7 nodejs:20 #% RHEA-2023:7252 N EM X L #. nodejs:20 &
HURPITEIR M Node.js 20.9, ER—MKEIZR(LTS)MRA.

M RHEL 9.1 Fr#8, 5 Node.js 18 #8tt, RHEL 9.3 EEH Node.js 20 12 T #ZhEE. bug8&E. &£
ES FtEaeciit,

FETROE
e V8 JavaScript 312 AL ERRA 11.3,
e npmHXHIEEREHANERAE 9.8.0,
e Node.js 5| AT —MEBYEI N RIERY,
e Node.js 5| A T —PNETRYSLIS M B o] HU4T ST R FAF2 7 (SEA) THhEE.
e Node.js =4t T X525 M ECMAScript ZH(ESM)INEFE RS,
e 1f Node.js 18 F{EHLE5 M node:test & 513 MR £ NLZ TR FEIER N 22 EM.
e Node.js &t 7 & FHERESA,
EL% nodejs:20 {EHUR, EFER -
I # dnf module install nodejs:20
S0REM nodejs:18 RALY, ES M LIHLEIEHTHIM,
B X nodejs M ARFRZFHKENFE, FE%E Red Hat Enterprise Linux N AREFREGER .
Bugzilla:2186717

Python tarfile {2 EXERBBVHTHY filter58

ERAE CVE-2007-4559, Python [ tarfile $REXEE R T — filter S8, SEFIFKI] tar Thag,
LiRmReM (81EFLE CVE-2007-4559 BB Wit:) . tREBERELIESS, NERIAE RHEL
£/ 'data’ 1 JE2%, ZMIERERTEARZRMN. HH, SNARFSZERME, Python & H—
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TE

IR

==
Mo

MBEELER, SIERERESEMUER, ESHRIRESE Python tarfile Ef B SRE ) BT B2 2 (CVE-
2007-4559) ,

Jira:RHELDOCS-16405[1

HTTP::Tiny Perl BRIMIERIA L UE TLS UEH

HTTP::Tiny Perl #&3t/ verify_SSL ETHIEKINEBEM 028 1, LAEMER HTTPS BEGIE TLS ik,
XANESEE T BT HTTP::Tiny #9 CVE-2023-31486 #MFAF CPAN Perl #Hf CVE-2023-31484 ,

NTXF TLS BiE, XNEFHE perl-HTTP-Tiny H- S s iaRmn 7 LATRFGI -
e perl-lO-Socket-SSL
e perl-Mozilla-CA

e perl-Net-SSLeay

Bugzilla:2228412!"]

httpd rebase B4 2.4.57

Apache HTTP IS B BB ERA 2457, 5 2.453 lRAML, ©IRMET B RHEL 9.1 LUK bug 18
8. DERENLTESEE,

FEWRITIE

e httpd 12{tHY rotatelogs TESIA T —NEH -T £, REBTIRFIAREHESH, BT 9HE
B,

e mod_ldap #&H LDAPConnectionPool TTL {5 S I7E#ES2 (I (H, LUEREN B E AT
B, ELARTMIRRAH, FAEERERAE,

e mod_proxy_hcheck & worker I ] LARYE worker #BI 1XZ & IE MBI,

e mod_proxy_hcheck #EH#) hcmethod SEINEH HTTP/1.1 15 kiR H#THY GET11, HEAD11
# OPTIONS11 A%,

Bugzilla:2184403

httpd®# mod_authnz_fcgi &bk

Apache HTTP fR%5 2837 & & mod_authnz_fcgi =5, ©ff FastCGl AN AR 7T LSSk - 345
RO BERBI T 1A,

mod_authnz_fcgi BIR A BINMNE, EHALEL, HEUH /etc/httpd/conf.modules.d/00-
optional.conf SR LU R TRYERE -

I LoadModule authnz_fcgi_module modules/mod_authnz_fcgi.so

Bugzilla:2173295!]

nginx:1.220 7 ssl_pass_phrase_dialog 55
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B TH nginx:1.22 BERRHILERT, ST LUEAFTH ssl_pass_phrase_dialog 15 S E & — M ERT2
F, SFENMBNFH, ZEFE nginx )5S #VEH R,

EFEAHES, EE /etc/nginx/nginx.conf SXEFRIMU T T2 — :
o EHBIMEBNRAFIXHHRNARES, ERA :
I ssl_pass_phrase_dialog exec:<path_to_program>;
nginx ERUTH N SR ZER
o FRS 2B TRIE server_name X EHIEE,
o UT—#E&EZ— : RSA. DSA. EC. DH =k UNK (MIRFTEIAHMBEE)
o MRENBNMMEMMANXHFIMABHEEE, ERWA -
I ssl_pass_phrase_dialog builtin;
INRZEEE ssl_pass_phrase_dialog, X2EiIAIT N,

HER, WREERAXNEE, I ngink RS TEDD, BEDE-—NZBEMGEERTEIFAH,
EXMIERT, HERAEEAE.

o MMRIZFHE systemd E{FE [ systemctl T E/55) nginx AR S5 4N INE IR AR R A B
=g, HRIA

I ssl_pass_phrase_dialog exec:/usr/libexec/nginx-ssl-pass-dialog;

HER, nginx 8 ssl_pass_phrase_dialog #5455 Apache HTTP ARS525 1 #Y
SSLPassPhraseDialog 155 218,

Bugzilla:2170808

— AN rhel9/squid 2R E&

rhel9/squid AR FERIMIETE Red Hat Container Registry F1iR#t, Squid 2 Web & inME HRE RS
AR5 %%, XHF FTP. gopher #l HTTP BUEN R, SHEANEFYRHTR, Squid 7EH—89. FEHEE
B, 1I/O o2 B A 15K, Squid £ RAM R BEEMTEIE, BHI2ANSR, %EFEDNSE
$, ZFFIEREZE DNS &, FHLHRMUE R 1% 1F.

SREFTRSRHEL, 1Hi517 -
I # podman pull registry.redhat.io/rhel9/squid
Bugzilla:2178953
YR : redis:7
Redis 7 — & HBI#-E77 6, IEEHFRIEIUR redis:7 124,
1% F Redis 6 EZ L EHE -
® Redis Functions API FREYAR 55 23 imAH A

o SRR I MR HIFIZR(ACL)
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o SRMHZXRH/1TH (pub/sub)HF

o EfFes BB TSH
Redis 7 53| A T LN REAFFRE R, f0 :

o Redis 7 AR AN ST (AOF )N TR B9 S A ST 17 i

e Redis 7 W5 RHIIRATFREM Redis HHE7ZE(RDB) XA — MR AE R
BXRENAIREBANTEIIR, HSH LFITEIL

ERE redis:7 BHER, 1EER
I # dnf module install redis:7

B redis N AREAZFKEMNIFNE, 1EE%E Red Hat Enterprise Linux N ARRFEREREH .

Bugzilla:2129826

413. JiFss I A TR

84 glibe %, LASSHE IBM Z EE{AEM B EEAER

£ IBMZ iZR L, glibc ERIEFEMINEE (40 hweaps 1 stfle £i7) %EFTHAESIHL, B T UHEH, ETU
BT %E glibc.cpu.hwcaps AT RIS S ZERT HATIEFE,

Bugzilla:2169978!]

BT glibc FET Intel® Xeon® v5 R RN TEHIFEMAE

FELRIBARAAF, glibc BFFREMAFHARNRINEZEESBEET Intel® Xeon® v5 IR EMEREE
FHH. BT LHWEN, BEANEFECHKRAE, LURSMHEE.

Bugzilla:2213907

RY GCC HiiFaBMERA 11.4.1
GNU Compiler Collection (GCC) {2 F#H C. C++ # Fortran @2 S AL NARFENIE,

R4 GCC HiFZREEMERAE 1.4, HPEHFE LN GCC RIRHIKE bug EE MG,
BXEAER, S RHEL 9 AL CHl C++ NARRRE .
Bugzilla:2193180

GCCUEZFRBEERSH

BT LESH, BTSSR ETFEERNEFEEHERE, H7ESER Call Frame Information (CFI), LASRF
unwinder ¥(EIE, MARNMHERE £ A ERN,

Bugzilla:2168204!]

64 {iL Intel f9ZR £ GCC B — N -mdaz-ftz 1K1

64 {iI Intel Z2#)_EBY GNU Compiler Collection (GCC)BIR T AR A INIE S FF -mdaz-ftz 1%£71, KIE
MXCSR I FR S 1785 /2 A flush-to-zero (FTZ)# denormals-are-zero (DAZ)Fri,
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Bugzilla:2208908

#T89 GCC Toolset 13

GCC Toolset 13 B—MwiFes LEE, HIREFATEMEHIRAEA. ©LL AppStream 1ZHEE R
Software Collection B9 AEH Application Stream 24,

GCC 4w EBMEMA 1311, BIRH#E LN GCC FIRHMB S bug EE MM,

GCC Toolset I3 RETUTITEFARA :

=1

GCC 13.11
GDB 12.1
binutils 2.40
dwz 0.14
annobin 12.20

T4 GCC Toolset 13, LA root A BIMZITU TGS -
I # dnf install gcc-toolset-13

21T GCC Toolset 13 TR :

$ scl enable gcc-toolset-13 tool

EiZ1T— shell 1%, He GCC Toolset 13 A TERASBE XL T EMNRTARA :
I $ scl enable gcc-toolset-13 bash

MEFLER, 155 GCC Toolset 13 #1 8 A GCC Toolset,

Bugzilla:2171919"], Bugzilla:2171930

GCC Toolset 13 : GCC rebase Flhf7 13.1.1
1£ GCC Toolset 13 A1, GNU Compiler Collection (GCC)EEH EIRA 1311, TELHIIE :

P i
® OpenMP:

o OpenMP5.0 : Fortran MIfE X FF—LEIEIEMBEIMERE. GCCN AR T X C/C++ BIthRZ
o

o NINT % OpenMP 5.1Ih8E,

o JRINT XI OpenMP 5.2 ThEERIRNHA X o
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IAERM T — DRI E B EHETE -gz=2zstd,

-Ofast, -ffast-math 0 -funsafe-math-optimizations L AT RINE S, UFEGFER -
shared W4 B — N HZN R B SUE IR,

GCC £ LA A Static Analysis Results Interchange Format (SARIF) & HEH 27, HERZ
—MESHRBE SO IE (W1 GCC B -fanalyzer) Z5RMET JSON MR, EIA T LUE A
SARIF SRIRNAR A B E A GCC EH MR,

SCHL T SRR LA T

s S MEEESHYuE

C %71 :

44

#89 -Wxor-used-as-pow LU REE B AR T AN BRI Al gEIE 2 K.
MICFK X HER R int ORI T = M REEK

o attribute((fd_arg(N)))

o attribute((fd_arg_read(N)))

o attribute((fd_arg_write(N)))

-fanalyzer 2 {5 FA 0 L2 [& 14 SR G U ST 44 e RF RO T R

Bh C++23 AIBHERIARIN T — N ETRiE A& ttattribute((assume(EXPR)));. BMHE CHER
By C++ ARt ¥,

GCC I AT LB MR [ — N B B AR BNy — D ROBRVBUAER 51, LME TR R BT

Fo. HINERT, RETPWFAERIBEEEEI R IBNEUER . FERFTHIGSITED -
fstrict-flex-arrays 12 WF L5 B2 AR 51 #811 h 2% 5B BOERAH,

SEELT JLAS C23 ThiE

o B|AT nullptr B£,

o 1T KERIEERRERE,

o WNHEEZESHINRMWERSLEKRT,

o 5IAT autoZheE, LUSRANRE LHIKEUHERT,

o NIRENBIAT constexpr 3§E .

o NEAFMESIATHFHELIEER,

o B|ATtypeof Xf R (LARIENY BXHF) # typeof_unqual X%,
o RINTHBIXEEZF : alignas, alignof boolfalse static_assertthread_local #1 true,
o NINT [[noreturn]] BtE, LUEEERHFEEFAERBIFHIT,

o NINT XA B AIE SR,



C++:

B -Wenum-int-mismatch i £ TS EE K2 R B F IR LB & BB AR PTH,

N0 T X STDC_VERSION keyring_H F1k R A BB X #¥o

IR T ATOMIC_VAR_INIT %,

7 <stddef.h> 11K T unreachable 7.
kR T =A K.,

JHIRR T FER B EL,

8B 4= FrhaE

Bid %wNEI-Wformat 171 %wfN #& X KEBIHRIAINT printf # scanf 8o .

I0 T XF Unicode Standard Annex (UAX) 31 BIPRARFE B #5,

C23 X AMIIATIRE S IAEELIENE C23 B3k, B%BHEM -std=c2x -Wpedantic £ 77/

TIH,

i -fexcess-precision A UISCI] T HBEE X, ©RIAE KL EEXTEE, 0 -
std=c++17, HFPHEIL ) -fexcess-precision=standard, 7£ GNU FrA#ERF, 40 -

std=gnu++20, BEIL} -fexcess-precision=fast, HIkE ZFIHIIT 1.,

-fexcess-precision LIS E ML 4R ¢

o ERELIERT, TEFERA x87 #=H#H Intel 32 # 64 IFY Motorola 68000 £, Hrh float

o 641 IBMZ %%, HrfloatxiAx Ll double ¥5E (4,

double XA LA long double & 1F1,

o ¥ std::float16_t =X std::bfloat16_t KELH LN, HAiX LKA D floatds 17,

S TR C++23 BISERIME R, BF -

(o}

(o}

WINT N E A EARRENIR N .

AINT —DRE trait RGN E RNmEN RS A,

EHBIAN BRME SRR,

II0T X #warning IS H.

I T X3 BRBvEs LR8I #E,

AN T X 6 4 B9E R TR URIIHRR

7y char8_t REURIN T AN T BIEMRIESR.
AN T #7S operator () BT R,

LRI X5,

WE, AREARXPEEFATFTE—DRBMENZE,

HBR T ARSI PR EM TS FRE,

3 T — % constexpr EER I,

45



Red Hat Enterprise Linux 9 9.3 X {13¥iC

e

o JRTIFRABMINERT.

o ST ARBMERIX.

o FNINT RHE NI MAEIR A gmL iR AR UTF-8 B9 Hr.
o RNINT XE:S operator[] FHIARZ .

IR

H .

[ Y

o LB std::move BEIHB B, -Wself-move 2Z4%,

o YUSEREIHEMAIMEERMWIEN SER, -Wdangling-reference &%

o -Wpessimizing-move #1-Wredundant-move €5 B B NEFE S L FTXHELE,

o ¥HY -nostdlib++ ETIE S g++ BIHERE, MIEFE C++ PrMEEREREEE,

libstdc++ 21T FEFREIE R

o UUHT C++20 BIERIMS R, B1F -

46

o RINT <formats i33k#0 std::format K%L,

o 7£ <chronos FrkH AN T Xt std::chrono::utc_clock Fsf#f, EHfhAtah, AFXF]
std::format EREHIZ .,

S TR C++23 BISERIME SR, BF -

o 7f <ranges> TRk AN
T :view::zipviews::zip_transform yviews::adjacent views::adjacent_transformyviews::
pairwise views::slide views::chunk views::chunk_by views::repeat,
views::chunk_by views::cartesian_productviews::as_rvalue views::enumerate views::
as_const,

o fE<algorithm> Fr3k A0
T : ranges::contains ranges::contains_subrangeranges::iotaranges::find_lastrange
s::find_last_ifranges::find_last_if notranges::fold_leftranges::fold_left_first,
ranges::fold_rightranges::fold_right_lastranges::fold_left_with_iterranges::fold_left_
first_with_iter,

o X ¥F std::expected K1EHRH monadic #1E.

o [A std::bitset. std::to_chars # std::from_chars EERIN T constexpr {E1#T.

o //J\\DDTXT?}LEE’J/¥ %@E"Jﬁi*%o

NN XF Library Fundamentals Technical Specification (TS)8Ik A 3 & <experimental/scope>
PRk 7o

ZINT X Concurrency TS BRR7A 2 A1 <experimental/synchronized_values i1k #,
ININ T XT1F% Z BI7E freestanding R T AR ARITHEERI S #:F, 40 :
o std::tuple KRR ML AT A FIRIL G

o libstdc++ [ freestanding FEAIN T 44, 40 std::array # std::string_view,



(o}

8B 4= FrhaE

libstdc++ EIITE(EF -ffreestanding 72810501, EWABHREEMWE libstde++ FEH—H
MHRIIRL, M -ffreestanding J715% o] FRITHBERR BRI 75, B{F libstdc++
[ A 1 SE R IE B RIS I M i B R,

FEHIRE T B syt

64 fif ARM Z8#5 :

e RINT X -march= 1%£1H) armv9.1-a. armv9.2-a f1 armv9.3-a ST,

32 {iI#0 64 i AMD #0 Intel 2244 :

o WFCHC+, BRTRSIMD I &2 RESRANRE LK _ bf16 KB,

o EIFM _ bf16 REIITHTF AVX512BF16 IETHINTERE. ELRIRIARAH, FH

bfloat16, ©=&—# short B typedef ., T GCC 12 AL EI GCC 13 I, FHEIMEHY

AVX512BF16 8B,

o RINTHBESEEMISAT B, UZHLT Intel #85 :

(o}

(o}

AVX-IFMA , HisSHRIERME®T -mavxifma Jwifes 7 X iR 4.
AVX-VNNI-INT8, HiFSHEHRFEEL -mavxvnniint8 J#i¥ a5 7F X iR,
AVX-NE-CONVERT, HigHMEHREE T -mavxneconvert i as FF X iR,
CMPccXADD, HEiESWERFIEET -mempecexadd %135 FF K i@ .
AMX-FP16, HigSR7ER @S -mamx-fp16 Jwiks iR,
PREFETCHI, HiESAERM@EN -mprefetchi %7135 FF X iR .

RAO-INT, EiESMERME -mraoint J7iF28 7 K11,

AMX-COMPLEX, HiESWERMEET -mamx-complex %#iEas 7 X2,

e GCC I7E&iT -march=znverd %ii¥2 %k, ZHFET znverd % AMD CPU, FXEBZIHE
=bHEEFERS12 LAE,

POk 0 kN T Wi

o HEDIBRERF/EI 20 MHHES -

(o}

-Wanalyzer-allocation-size
-Wanalyzer-deref-before-check
-Wanalyzer-exposure-through-uninit-copy
-Wanalyzer-imprecise-fp-arithmetic
-Wanalyzer-infinite-recursion
-Wanalyzer-jump-through-null
-Wanalyzer-out-of-bounds

-Wanalyzer-putenv-of-auto-var
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o -Wanalyzer-tainted-assertion

o Exx{fEmifrkAMEXE 7 MBS
m -Wanalyzer-fd-access-mode-mismatch
m -Wanalyzer-fd-double-close
m -Wanalyzer-fd-leak

m -Wanalyzer-fd-phase-mismatch ({5140, 7EXE#ZFFA listen 7, N EEFIHA
accept )

m -Wanalyzer-fd-type-mismatch ({51, X#HBEREZEFERRERETIRE)
m -Wanalyzer-fd-use-after-close
m  -Wanalyzer-fd-use-without-check

o 4, ALIXS open. close. creat. dup. dup2. dup3. pipe. pipe2. read.
N write EERITT HBIRFIRLL IR,

o XM <stdarg.h> trLBIEPNFES -
m -Wanalyzer-va-list-leak £ 1f va_start = va_copy R E5f4 va_end &=,

m -Wanalyzer-va-list-use-after-va-end ZEZ 2 EIHH T va_end &= va_list Kf fE
B F{FEF T va_arg =X va_copy 7=,

m -Wanalyzer-va-arg-type-mismatch 26 Z 50T SL R %% variadic i RIS R B
T RREPUTERE A va_arg REVEAIER.

® -Wanalyzer-va-list-exhausted Z va_arg R BT FE A HUTERERFX va_list 5T R
REFRATARZR,

o RZHEMUH,
ISEES FET
SF C++, £ iostream ¥% (40 std::cout, std::cin) FIEINEEIVEERRR, MASESE
<iostream> Tk IENRXGFTER, XPNERIRE T C++ BEME MR, EXEREMREZITH
BB HEAIEM libstdc++.s0 hRAS, NI{ER GCC13.1 4iiFmR IS/, iESHE X T aTM ERER

B libstdc++.s0 B 30#%, $3EH GCC NRASZE XN, MERFRATEFFERBERIREN
libstdc++.s0 1217,

Bugzilla:2172093!"]

GCC Toolset 13: annobin rebase Eli 7 12.20
GCC Toolset 13 {24t 7 annobin ¥4k A 12.20, TEBXHEFE :

e RHNT X annobin &R I FIREYIHINE B XX P EISR . XS BEUN T AHUT 2RISR
RN,

o RNINT NEFHEUNGFERNITZE, A T I debuginfo TR RN R B IXLE TR T
BT[]

Bugzilla:2171923["]

48
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GCC Toolset 13 : GDB rebase Zlji4s 12.1
GCC Toolset 13 124t GDB hA 12.1,
BEEMRFEIAES MR EIE :
e GDBMIEBRIMABRAEMRICHEINER, MRHEXTFHT GDB WEBHMESEIA, EaLUE

FH maint set gnu-source-highlight enabled off #1 maint set style disassembler enabled off
R ERTE.

e GDBIEEYBI A IAN S T REMEE, MRXSFMEASKEME, &8 LUER
maint set backtrace-on-fatal-signal off 3322 F tbThAE,

C/C++ Bl

e GDB RGN FHRE T H— NS R C++ BRIRMITIREREY, BRI UEARSEHIIR, UHEE
WRIDEERT LR EMT R, SREREFAS MERKIARITHEE, Tab thE£2EEIRLIEIE

ZamA P RmE(TU -

e tui layout
tui focus

tui refresh

tui window height

Z£I8 layout, focusrefresh #1 winheight TUl 855898 &7, IBRFRMDIE HiXEFH B ST &
F1E,

e tui window width
winwidth

ERFHH tui window width 855X winwidth 54, RAEZOEKEEXFPHEBHEE TUIEO
HHE,

° info win
NS EEEEHPEEE X TUBOTENER,

HEBEOMHENR :
o M| BESRHNEIAREINER 4 (-i=mid).
o ZATER -add-inferior S IMER A LR FRRERE, XEIRE GDB kA 10 Z 51T H,

e -add-inferior S IIEES — --no-connection 11, XEMITM TRIEEEEENIBERLTE
ij]o

o Iiﬁ”—"'%uﬂjqﬂﬂ’] script FE& (HE MI3 REBRRAFIEERER) BF Ml 4 BN —DFIKR,
XML T SEH

o -break-insert

o -break-info

o =breakpoint-created
o =breakpoint-modified

&/ -fix-breakpoint-script-output 4% /5 &R R Ml iR AT 1,
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ESTNETe ke ol
e maint set internal-error backtrace [on|off]
maint show internal-error backtrace
maint set internal-warning backtrace [on|off]
maint show internal-warning backtrace
GDB I EEBEINERE RHA S E S ITHNH B FRILEEER. X FTRERHER, XRIAZER
B, NFREBES, MIAER,
e exit
PR T IAER quit S, TR LR exit ep 5B GDB,
e maint set gnu-source-highlight enabled [on|off]
maint show gnu-source-highlight enabled
A FE A GNU Source Highlight FERENRAELRINER . ZMAN, BMEERTR, BFEH
Bo 2 GNU Source Highlight FE& B ERARN, {8 Python Pygments [,
e set suppress-cli-notifications [on|off]
show suppress-cli-notifications
PRRIREZ LN CLITE @A, MBI LT (MNHFIRTH, Z&iEsm) KETHIHN
REELEN (10 : BF&EIMTR. SSEURS HEARET) I, &% CLIBH,
e set style disassembler enabled [on|off]
show style disassembler enabled
JERE, %0R GDB 2FE A Python 4wi¥H), B7A Python Pygments {4 e FH, N5
KM RGN AR,
HIMe D :
e set logging [on]|off]
# M, 3% setlogging enabled [on|off] &5 &,
® print
FEREHESEX (0 /x) ITMERE, ERIUMKEERETERENFET,
e clone-inferior
clone-inferior S8 I/EMA{R TTY. CMD #1 ARGs XBMBEIB T REHBFHHW TR, FrEE
Fiset environment=iunset environment 63 54 IR ERE S 24 S I EIFTH T F,
Python API :
e 37 gdb.add_history() EREIEZ — gdb.Value ¥R, FHIHHEAKKRMNERINE GDB MR
AR, WEORE—NELY, XZ2PERICRIERPHIENZES,
e ##Y gdb.history_count () BE#UR[E GDB A7 ik HHIEE
e #H gdb.events.gdb_exiting E41®77 gdb.GdbExitingEvent i RIA, ZHREFES
GDB RS {EM RILE M exit_code, XNEHXIE GDB ZRHAIfRA, RS GDB FFiaEREE
MEBIR .
e #Y gdb.architecture_names () EHLREI—/EEFTHE AEER Architecture.name () {ERY
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RS -
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#7189 gdb.Architecture.integer_type () EHURE—NEERNNRFSHEHRE,

#7#) gdb.TargetConnection % R K EIKR—N%EHE (10 info connections &% I /RAYAR
) o F3 gdb.RemoteTargetConnection &’ remote #11 extended-remote %,

gdb.Inferior ZREVIIEE —1 connection Etf, ©=& gdb.TargetConnection % RE— 5L
B, RN TRER. MRTEERERE, XA LLIZ None,

M GDB mfifikRiERERF, #89 gdb.events.connection_removed E45EM O % H—D
gdb.ConnectionEvent =, ILEH#HB—1 connection B, — A TEMBREVIZEER
gdb.TargetConnection X &,

#1#9 gdb.connections () EHHOREIFTA HEDEPOEERTIR,

#7189 gdb.RemoteTargetConnection.send_packet (PACKET) /5;2%E T IAH maint packet
CLI fp 5, ERILMERERMZEBINAEIEENEIED,

#7#9 gdb.host_charset () EHCREFHFRFBENYRIENFRIENET,
#7#) gdb.set_parameter (NAME,VALUE) %% GDB % NAME 1% &/ VALUE,

#89 gdb.with_parameter (NAME, VALUE) ¥R — /1 £ X ERES, ZEEHRIHA I GDB

S NAME VBN VALUE, RETELTXEHEHNEEBE.

gdb.Value.format_string /52 IIE#EZ — 1 styling 58, ZSHE—NM/RME. HH true

i, REMFRFBEAUSEE LFIILAN AR, RETE GDB EITAHRN, FREFERX
(iE5 BBNRERR) . BKRIETE styling 80, HE B\ (Efalse, NAXFGHERR A ELR

B F R,

R EE M gdb.InferiorThread.details 8 — 2 &% 8% E T B IrM& 28 BRMFR =,
FEMREB XM INES, N5 None,

9 REE M gdb.Type.is_scalar X F scalar 228 True, XFFAEHEHMILEN False.,
R EE M gdb.Type.is_signed {1 Type.is_scalar 7y True oI, X FHRFSRELN
ValueError,

HITE, &R LURINIE Python FRRIN GDB F1SEHERI MI 345,

MEELER, HSHLEBLITELD
GDB B ML ?
Bugzilla:2172096!]

GCC Toolset 13 : bintuils rebase Flif4< 2.40
GCC Toolset 13 &4 binutils Sk A 2.40, TERHFEHE -

HEIEZRBUFTHY -w (--no-warnings) i DITIAUI LS EMESEHIHRER I E. NREFE0E—
NERMFTEER TR, TXFEEER,

MTE, ELF SR E—FRESER, MR

o HERINRIHNITEY
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o EHIEB—IRNEIEEER, XETMA=" Read. Write #1 eXecute [R5

o ElE—1EH eXecute NIRENLIZARMBIER.

& BT LUEF --no-warn-exec-stack 5 --no-warn-rwx-segments jEI 22 X L&
o HEIEIRINTE AT LUSER JSON 18 By oI TE A B © 0228 Z 6 S0,
HthTH :

e #1# objdump TE# --private 127, FFZARXHIRLHPIFE, LAK Portable Executable
(PEYH&XBIER DRk

e objcopy I strip T E##THY --strip-section-headers #5171, M ELF XK ELF
bk,

e objdump TEMFH --show-all-symbols @& 1TiET, LR RRICHN 545 € Hitik ICEERIFR A
75, MARNE RS CERE—NRFSHEKIAINEE,

e nm TEMIH -W (-weak) £, LUEE RIS,

e objdump TEIMNAEXZFX FELERYH R Fk EHiE LS5 2. #H --disassembler-
color=MODE 3517155, MODE RLATFZ— :

o off

o color - FiA 4 imR Ul 8580 ST RHX kI,

o extended-color - iX/MZETfE AT A in R ZR AR89 8 Ui &,
Bugzilla:2171926L"

libabigail rebase Flhfi4 2.3
libabigail S B EHEMRA 2.3, TEHHEIE :

HI1ESZ ¥ BTF debuginfo &3,

S T Ada SERIRBUM I H.

I Z B ERIASE A HTE [allow_type] 365,

77 [supress_type] L FIHSEARMN T BT E M,

ABIXML X8 EBFHEMA 2.2,

FER) SONAME BER, LUIRME S8 ABI 21k,

libabigail {4 & 1E CodeReady Linux Builder (CRB)#Zf#FEF IR, 1HEER, T X#F CodeReady Linux
Builder Fi& RS &MU,

Bugzilla:2186931

debugedit F1# find-debuginfo BIZAIIIESZ#F -q (--quiet)FRic

BT EH, EATLUER debugedit TEF# find-debuginfo BIZAH -q (--quiet) b7 i R RERHI A FAIE
ERE e

Bugzilla:2177302
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Valgrind rebase ElhRZ 3.21.0
Valgrind EEFERA 3.21.0, FESHEIE :

--vgdb stop-at=event1,event2,... L FHT abexit (HERRFFEREN (MEAIESRHM)
®BH gdbserver TE,

#1689 --enable-debuginfod=[yes|no] /£ 157~ Valgrind & DEBUGINFOD_URLS ifiE4 £
HI| ) debuginfod AR 5528 KIKEAE Valgrind FiZ1THIFRFER DB DWARF debuginfo 2. It
EIBRINE N yes,

5 , ;i\ 1% & DEBUGINFOD_URLS ¥f1525 &,

Valgrind I7E12 4t GDB Python 345, XL GDB Hilfif 5 7E GDB ST R EPIREFIFHNE
o IXFEB9EFALE, Bt GDB BEhZEKINEE, URFEFaSrEE), #BRSENRAXT
e R D D ES B, X FHEXBNRGS, GDB R HSHEHUU L RIEaSHER,

fE R -—-multi ZTF AR, vgdb TEMAXFT BILZENIN, HERTZH GDB run 84,
R A& | LAM BN K2 1T GDB # Valgrind,

SFFEGR malloc () ARAMIE, EaILUER --realloc-zero-bytes-frees=[yes|no] L5 X
realloc () EEHIITH.

memcheck TEIENT KN HEH realloc () EHEHFERERHTRE, FHAFH --show-
realloc-size-zero=[yes|no] F XK AL IhEE,

I&A LUK helgrind TEFERA#THI --history-backtrace-size=value 577, FEHCEEE R 1AM
HRRIRERARIDKAIZ BB E.

--cache-sim=[yes|no] cachegrind LIIIIEER L no, ELLEINRKEIESEREFLSEMH,
cg_annotate. cg_diff #1 cg_merge cachegrind TERERIEEHKEE, FLLTEEERERE
B ST IR, Bla0, ©i17EZ# --show-percs # --no-show-percs LTI R INEH] --

show-percs=yes #[1 --show-percs=no %7,

cg_annotate cachegrind TEIEX#X 2 (A --diff. --mod-filename 7 --mod-
funcname %£11) F&H GBI EFHEZNEXH) . 54, cg_annotate IIIETESTHFIERENN
HRMEZER,

DHAT T EM#FA FERAFEESENS RESBUREE S E #1024 F= T R,

HEXZFUTRETRENERE

64 fif ARM:

o v8.2 scalar # vector Floating-point Absolute Difference (FABD), Floating-point Absolute
Compare Greater than or Equal (FACGE), Floating-point Absolute Compare Greater Than
(FACGT)#1 Floating-point Add (FADD)3#§4%5.

o V82 FM(FP)LLEMFMLLEIES,

o v82Fm(FP)MEBELALLEIES,

64-i IBM Z:
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o X ¥r&#h miscellaneous-instruction-extensions facility 3 #1 vector-enhancements
facility 2, iX{# M -march=arch13 =X -march=z15 £1%R FMIRFEETSTE Valgrind Tl
7o

® |BM Power :

o ISA3IXFINETTM,

o ISA 3.0 MAEXZFRMN —PBENEF (darn)iE T,

o ISA 3.0 HI#EZ#F System Call Vectored(scv)iE 4.

o ISA3.0UERZFFEHI. MIGF] cpabort 8%,

Bugzilla:2124346

SystemTap rebase ZliRZ 4.9
systemtap S EANEIRA 4.9, FELTHILE -

e #THY Language-Server-Protocol (LSP)/GiH, FATFEXH LSP MJiiids LB MR B EE
systemtap B,

e iJj[f] Python/Jupyter 32 B %0 A<Riif,
o U# T DWARF 5 fIFERRIAL IR,
Bugzilla:2186934

elfutils rebase Zlhix4< 0.189
elfutils B EFHEMA 0.189, T EUUHF bug BEEIE :

libelf
elf_compress TE¥1E%# ELFCOMPRESS_ZSTD ELF /4528,
libdwfl

dwfl_module_return_value_location B #II7E #1#§M DW_TAG_unspecified_type KEUHREEHY
DWARF Information Entries (DIEs) 3&[E] O (FoREIZEE) |

eu-elfcompress
-t 71 --type= LTI R IT zstd S X FF Zstandard ( zstd ) £ 4EH& s

Bugzilla:2182061

libpfm rebase ElhfA 4.13

libpfm S EEHEMRA 413, B TUHEH, libpfm BT L] LL T AR 2R ZR A B M BE IR 1R R &
=

o AMD Zen?2
e AMD Zen3
o AMD Zen4
® ARM Neoverse NI

® ARM Neoverse N2
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® ARM Neoverse V1

® ARM Neoverse V2

e |IBMzl6

o MR Intel® Xeon® Al EAL RS

Bugzilla:2185652, Bugzilla:2047720, Bugzilla:2111940, Bugzilla:2111924, Bugzilla:2111930, Bugzilla: 2111933,
Bugzilla:2111957, Bugzilla:2111946

papi X FFETRIACER 2R R
BT, B LERL T ESRMARN EEER papi E4T R MERE L R
o AMD Zen?2
e AMD Zen3
® ARM Neoverse NI
® ARM Neoverse N2
® ARM Neoverse V1

® ARM Neoverse V2

Bugzilla:2111923!", Bugzilla:2111947, Bugzilla:2111942

papi A HF 64 fil ARM A ERZR AR E M e A BUSZIURF

FELRIBARAAF, 7E£ 64 L ARM I3 £, FTAMRESEMATHEBIRFBREEFERATRBER RS
. B9 64 il ARM B T papi, UMFELLERAMREITHSNIEHERBNHRERFIRMMERESEHITEES
BIR 22 A E2EY, JF /proc/sys/kernel/perf_user_access SEKE N 1, FIF papi EEX 2N T EK SR M9
I ERREIM 724 DN REERE A B 29 AR,

Bugzilla:2186927L"]

LLVM Toolset rebase EIhkA 16.0.6
LLVM Toolset EEFHZEIRZA 16.0.6,

FEARHAE -

o XLbagesit

o XTHTHY CPU I BMIZHE

o T TRIET C++ ARAHISZHRE,
IENEEARENERISE :

e clang BERIA C++ TRAEIIIER gnu++17 A Z gnu++14,

e -Wimplicit-function-declaration -Wimplicit-int #1 -Wincompatible-function-pointer-types it
TRFERRIA Y C HRIEBIEEIR, XA RRNTEC B ARIT N,

FINERT, Clang16 A GCC Toolset 13 124 libstdc++ AR A 13 1 binutils 2.40 ,
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MBESER, WA LLVM LF5EE # Clang K4F5EIL.
Bugzilla:2178796

Rust Toolset rebase B4 1.71.1
Rust Toolset BEHEMRA 1711, FEZTHIIE :

o ZNHEME(mpsc), RANHEHEREMNFTLIN, LIRS MERE
o 3B Cargo ¥k R8N, REAMMER crates.io SFMAH D
o AT RM(ERIHRIELBIFEI OnceCell #1 OncelLock FE!
e 37# C-unwind ABI =&, LUSFEE Foreign Function Interface (FFI)il1 5 Bg55 %l B FF A
MR TMRELZIFMAEE, HEH LBEREAA SR
e 576 Rust1.67.0
e =71 Rust1.68.0
e 75 Rust1.69.0
e 75 Rust1.70.0
e 7 Rust171.0
Bugzilla:2191743
Rust profiler_builtins iz TH 40 4 P17 0T F
B 7 k@5, Rust profile_builtins ;21T HEIMIE T A, 2T AME R 7 LA TIRIESREIN

-C instrument-coverage
FRTESZESH

-C profile-generate
FRTEBREEXH5ISME

Bugzilla:2227082[1]

Go Toolset rebase B2 1.20.10
Go Toolset EEFHEIARA 1.20.10,

FEWRHTIE
e 7 unsafe HFE RN T #20RE, LULIE R ERFIF RIS, MK T REBRT,
o ] ELHCRBYINAE AT LATH B FT HL AR BR
e #THY crypto/ecdh H{4-a,
® go build 71 go test S TAHER -i Ir&.
e go generate # go test ep D INTEHES -skip pattern %7,

e go build. go install 1 &5 1EE X HIEZHF -pgo # -cover 1K,
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https://blog.rust-lang.org/2023/06/01/Rust-1.70.0.html
https://blog.rust-lang.org/2023/07/13/Rust-1.71.0.html
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o goMmHIEMRE C TEHMRY LBINEA cgo.
e go version -m S FIESFFLERE LM Go T HISTHREL,

o goMmBIEMRE C TEHMRY LBINEMA cgo.

8B 4= FrhaE

o RINTXMEARFMEXRNTIBENHBSLREX MR, MASNMETIHEKEE].

Bugzilla:2185259!]

pcp rebase Elhk4 6.0.5
pcp KB EEHMEMA 6.05, TELEHILE :

WEE 2R T EThaE
e pmdaproc :
o HINT N EIEABE cgroup IRQ PSI $EFRAIZ 35
o HRINT —/¥rH proc.smaps.pss_dirty 5t
e pmdasmart : 717 NVME B%HE B A IR SR
e pmdalinux:
o RINTMEREAKFRISEHE IRQ PSI HEIRBISHF
o RINT NUMA AERTFRE 1817
o RIT ML (TCP, ICMP)IEIT
e pmdaoverhead : —/MIEFHF2H FFHHRIFTEI PMDA
e pmdahacluster: 2E %7, R4 I Pacemaker 2.1.5 crm_mon % Bk
T BIhEE
® pmieconf:
o JRINT X} webhook #4E(FEHIKENHY Ansible) Iz i
o NINT —NETBIRG E S E R R IR B pmie AL
e pcp2json: #HA—NETINT BH pep2json, L& % HTTP POSTs
® pcp-atop: /R11T cgroup. NUMA R7FF] NUMA CPU X FF
e pcp-htop: 7RIN T XTI FFRISCEHE R RF Meter BIZHF
® pcp-ps: RINT BRE DI EIREE S
Bugzilla:2175602

PCP B9 pmie TEIEIF4K webhook E#

Performance Co-Pilot (PCP)HHIMEEEE IR HEIES | ZE (pmie) TEIEZ 4K webhook Bk, BT ILE
#r, ECEM pmie M4 ATE Event-Driven Ansible (EDA)E UM RBIEM, Rk, EDA B LU

PCP #IUl,
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EFALIhEE, EECERA A’ pmie Hll, LUETEL EMIIH = (URL) 4% E] webhook :

# pmieconf modify global webhook_endpoint https://localhost:443/<endpoint>
# pmieconf modify global webhook_action yes

Bugzilla:2185803

grafana rebase Elhk4 9.2.10
grafana S EFHEMRA 9210, FELHEIIE :

o IIFEIEE Grafana H# A heatmap EHR.

e Geomaps M7 AT £ EEE FX I,

e Alertmanager #I#£ & F Prometheus Alertmanager it & 0.24,

o Grafana BEMNIMAEFE AT H RSB I BOVGRE — 4 Error 3R

o RIENIMERLATFARKRE,

o MNARSHLINTE ST HFREK,

o NHMURFAMAEARIFHE Grafana (LFREL

e FTHY Prometheus streaming f# AT 288 INTEVE I — N RIIATHRER L,
MR/ELHER, HESHEBETEIL

® Grafana v9.1 FREETTHAE

® Grafana v9.2 FREHTIHAE

Bugzilla:2193018

Grafana ABEHSNBE BN
BTWEH, FFINELLERE, Grafana FBEERBABHENNBHNRL, SEWNRLDE :

e AES128-GCM-SHA256

e AES128-SHA

e AECDHE-RSA-AES128-SHA
e AES256-GCM-SHA384

e AES256-SHA

e ECDHE-RSA-AES256-SHA

Bugzilla:2190025!"]

.NET 8.0 9]/
Red Hat Enterprise Linux 9.3 5 NET k& 8.0 —i£9 %, FELHEIE :

o RINT X C#12 1 F#8 iBE AN HF.
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https://bugzilla.redhat.com/show_bug.cgi?id=2185803
https://grafana.com/docs/grafana/latest/whatsnew/whats-new-in-v9-1/
https://grafana.com/docs/grafana/latest/whatsnew/whats-new-in-v9-2/
https://bugzilla.redhat.com/show_bug.cgi?id=2193018
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o RNIMTHEREMFER NET YUHFAEGHINERFRHEHIZR,.
o FEXTHIFINESR(GC). Just-In-Time (JIT)Jw %28 M B A JE M1 RE ST

Jira:RHELPLAN-164399("]

414. BhE1E

samba rebase Eli 4 4.18.6

samba H 4B EFNE LA 418.6, SZAIBMRANEL, BRMT bug BEMIEE, KEENE
g

o ZHIRAHRHIREMSARN T B TR TIF M EBARSS 3 R (SMB)IR S5 2RI RE. LtLEEHT
EXMIER TRES T HeE,

e 37 wbinfo --change-secret-at=<domain_controller> #5433 #1735 & 12 %l 25 LS E 0k -
B RN,

o BINBEMRT, Samba 117 n42HI5IZR(ACL)FHETE SR security.NTACL " BE A, I,
IRET LUE A /etc/samba/smb.conf SLEFRRY acl_xattr:<security_acl_names % E B E L B4R
r, HAR, BENT BREBUERMTE—MMEN security. NTACL IZRIFMAIE. AL, BF
A0 AR 5 2R ANBR B A P Rl LUE S B E LB MR B FH AT ACL,

TEER, M Samba 411 7R, BRSSEHEBIRIRMRA 1 (SMBYIHMNEHWFTR, FHRELUEBI L ThRA H
B%O

/25 Samba BIE DR EX 4, % smbd. nmbd =X winbind BRS5 251, Samba £HBIEHH tdb
BIRE ST, INEAZIEREN tdb 3R E i,

B#7 Samba /g, £ testparm TE 451k /etc/samba/smb.conf {4,
Bugzilla:2190415

ipaclient AR IIE R IdM 25 EECE R sublD SEH

BT LLEH, ipaclient ansible-freeipa & &1t ipaclient_subid £, &0 LU AT S D E IR
(IdM)Z: 5| EEEE sublD SEE, S&EBAMILE N true FTIET, ipaclient BEXRIFEINITH, FHEER
B |dM B FABLE sublD SERRIIER T L& % i,

ELRIBRR A, ABBEE T sssd authselect BBEX 4, ©=BEE XL /etc/nsswitch.conf X4, sublD
BARFERAEA 1AM, RKHIT /etc/subuid # /etc/subgid FIA ST,

Bugzilla:2175767

HAE, WTLAEREA Ansible F£5HhEE S 1AM HHIRSS

i#iT ansible-freeipa FHX—1855, EAILUER B Ansible £ R0, BRAMMREZ NS HEIE(IM)
AP MRS, Mk, iE#E ipagroup # ipaservice ) groups # services %17,

Edis |pagroup B groups L3, A LMEENNAEFEAMS ML E, XM EHA name ZEE
X, X7 groups EITHIME— g H L E,

B, {EH |paserV|ce B services LTI, ERILUEEMEATFHERSHVES MRS L E, HWRSH
name L EE Y, X2 services ETHIME—nF L &,

Jira:RHELDOCS-16474[1
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ansible-freeipa ipaserver fi AL X FEHLFSIS

BT IHESH, EAJLUN ipaserver_random_serial_numbers=true %115 ansible-freeipa ipaserver 3
B—EHEA, X, HFEM Ansible ZERSHDEE(AM)BRSS 2R, ERILU PKI REYIEBFIE R EKRTE
BENLEIFFIS, A RSNv3, EaJLLBERARE IdM REFBSEHEERE, FMLEEHRRE IdM KE ILFH

Z,

H o
RSNv3 (X ZHHTH IdM 245, INRSH, NFEEERMEA PKI RS LEH RSNv3,

Jira:RHELDOCS-16462L']
ipa rebase ElIhRA 4.10.2
ipa KB EHHEIRA 4102, FELEDIE :
e 7E|dM CLI #1 Web Ul FR#25&F151 UL EITE R At B 47 R BE,
MEFEZELR, 1S LiF FreelPA Z1TiE1L,
Bugzilla:2196426

ipaserver_remove_on_server ] ipaserver_ignore_topology_disconnect JEWIEI{ELE ipaserver f

farhiR 4t
INR{FF ipaserver ansible-freeipa & H remove_server_from_domain i£TIM B D EIE(IdM)$Rh
R — P BIA SR — DT FBIE, NS EEEREBIEMIE—52. EARU, BOIMHITLA TR
E -

e iE7E ipaserver_remove_on_server {£, LURGIEEREZHRINII—ERD,

e I ipaserver_ignore_topology disconnect i%i&} True,

HER, RFEA remove_server_from_domain iETM IdM FfHR— PN EI R SR B —NEENR,
T &8 B X L T B AR fr] —

Bugzilla:2127903

IdM BRLESZFF min_lifetime S8

A7 i85, min_lifetime S ERINE] /etc/gssproxylid.conf XX/, MRRFKLEMEET XD
{E, ] min_lifetime S a4 ST RS =4z,

BNERT, HEHN 158, 5T NFSEMBEBE i, & EE{E KDC &N A7 R 2 K17 R BRA X
b, IRIILEBRY 60 B,

Bugzilla:2181465

IRIAE R LAE A ipacert Ansible ZEHRETE |dM iIE+

IRIIE T LAE A ansible-freeipa ipacert =58 SR ER(IdM)A . ENFRSIH KRR SSL iEH,
RIE, R, ENARSS B LMERXLEUE R (dM #HTBARIE, LA LAEEIED, FHIRE BHIBrIE
:F;'o

Bugzilla:2127907
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https://www.freeipa.org/page/Releases/4.10.2
https://bugzilla.redhat.com/show_bug.cgi?id=2196426
https://bugzilla.redhat.com/show_bug.cgi?id=2127903
https://bugzilla.redhat.com/show_bug.cgi?id=2181465
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optional_pac_tkt_chksum ZEIEE BI{R B A A krb5 A< [A] B 2 EH

WTE, AT LA optional_pac_tkt_chksum jZURIRBBIZ1T krb5 HF SRR AR RHEL Kerberos
PR ABINKDC)IRFS 2r 2 R EIREM. fhl2, eI LLEE B X Privilege Attribute Certificate(PAC)
ERLIEAT N, MRGHEZLEREM Kerberos E K optional_pac_tkt_chksum F&FEE M4
7 true, NIl KDC AEATERD PAC ZEZLZNERIA 7 (S4U)IEKRMRS . SEZERENEFEER
BT RS (TCS) EAHEELNE TGS £iF, EFREUATEHE B IRIRSS AT,

BT krb5-1.20 % 1ThX, MIT Kerberos KDC B EKEE T Kerberos ZIEIMEER D H PACs REFEERE
%4, LMEALIIHCEE S4U 1EK, FELRIMIRARF, XEZRSHAYRHRE— MR, EHRFELE KDC
£/ krb5-1.19 HEERA, MEM KDC 8 krb5-1.20 HEIFIRA, X S4U & RERIHFIRA krb5
89 KDC $E45f# A IRAR A krb5 B9 KDC 12 tHIAR S =R, MIRMRS N S4UERERT 11,

BXUEYRINEESDER(IM)PRERANESER, HSMH LLRIEUEK,
Bugzilla:2178298

IdM I R E T HIRMNZREE

BTHEH, |dMEFETFHRIZPREFL(RBCD), RBCD AV IR EZRAEAES, FETH
FERFIRBARSSBIATA & RIE DT TR,

BI407E |dM F;EEN B R (AD) Z /M5 R A RBCD aTHERE B, B NE BRI ERSZE T R8T
AD 558 RBCD,

BF

Hril, 2A dM S rRS Faefd A RBCD HUHTERE., MR BIRIRS 2 AD B —ER
2, NMIRAETE AD imiR TR, Ey AD t5iizegs o fR AT QI8 HNIR 1IdM BRSSE B,
[ = ETpUN %= 1AL

ﬁ*éiﬁ?iﬁgﬁgﬁg{gﬁw iﬁgg[}—ﬂ FreeIPA i/ﬁ-tl‘ﬁo
Bugzilla:2165880

RHEL 9.3 124t 389-ds-base 2.3.4

RHEL 9.3 5 389-ds-base #{({4 @A 2.3.4 — 8D K. 5 234 kAL, EEM bug IEEMIEHE
&

® https;//www.port389.org/docs/389ds/releases/release-2-2-8.html
® https;//www.port389.org/docs/389ds/releases/release-2-2-9.html
® https;//www.port389.org/docs/389ds/releases/release-2-3-0.html
® https;//www.port389.org/docs/389ds/releases/release-2-3-1.html

® https;//www.port389.org/docs/389ds/releases/release-2-3-2.html
® https;//www.port389.org/docs/389ds/releases/release-2-3-3.html
® https;//www.port389.org/docs/389ds/releases/release-2-3-4.html

Bugzilla:2188627

BFE, MR bind BAFRW, B RAIRSSRIAE AT LKA 2/t

61
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https://www.port389.org/docs/389ds/releases/release-2-3-4.html
https://bugzilla.redhat.com/show_bug.cgi?id=2188627
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FELURIMARA A, % bind RIEXUE,, —LLZB bind REIFEEIN BRI g @ ¥ —H 15 K INE B &
AR %528,

f# M cn=config 5 B TH#H nsslapd-close-on-failed-bind B2 EE M, ARS5 23T 7E bind KM %
& i, Rk, &R RS 88 .

Bugzilla:1987471

Automembership {H#HSH. BABRT, SAEBEA

TELRIMIRRA S, automember ERES BT FFA automember B, FHMIBRFFA K R 748, ARES
ML FFIAE IR I 55 A%, A, ERESHMRARS, B2 ERAT HMA be_txn &,

BT EH, Automembership f4H LT -
o —RERAF—IERIES.

e Automembership HEHIMIERINTRBIELIRIRIA 7, AR CLI L5 --cleanup , RFEMk
TR B ERTA BT T

# dsconf slapd-instance_name plugins automember fixup -f objectclass=posixaccount -s sub
--cleanup "ou=people,dc=example,dc=com"

o AT HBILFKUETEEHE,
Bugzilla:2149025

89 passwordAdminSkipInfoUpdate: on/off Bd& T FL{E AT F

& LITE cn=config & B T RIN— 189 passwordAdminSkipinfoUpdate: on/off % &, LUK BRiGE
AT B B IR ARG, SEERAXEN, BEEFAREMELREME, F
passwordHistory passwordExpirationTime passwordRetryCount pwdReset #
passwordExpWarned,

Bugzilla:2166332

8 slapi_memberof () IHHAERBENL R AT HRRSHBHNE N HER

#7189 slapi_memberof () BEEFRSE R B BERESKAIEFAEHN T 2 HHZFR(DN), TELIFIRARA

B, MemberOf, referential Integrity 1 ACL =<1 T B 2HINLGIRICER L RA, BT HEH, EaLL
FEABIAT =G —H4HIM slapi_memberof () E#EHR[EZH DN,

Bugzilla:2189946

B xRS UER A ZENHTENA ANRS | B kS5 ENEY nsRole
TELETMRRA A, LDAP #3RJERPESMENEM nsRole IEEFENT, R NZBMILEWZERSl., 7
e HT, BIRELIEEHEREMEM nsRole #1417 Idapsearch B, B RRSRERAUTAES
nsRole E % :

o XFZEMAMA, nsRole EM# nsRoleDN BHER,

o WFiHIERAE, nsRole EIE# nsRoleFilter B4E&R.
Hitt, 1#F nsRole BMHERAMN T R &SUH, R NIRRT HFRIIM,

HER, KREFTERATREAR.
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Bugzilla:2189954

#1849 nsslapd-numlisteners B¢ ZEHELLE AT F

nsslapd-numlisteners E 435 7E B XRS5 AR N IREB BT E BN N IRRFLZENHE. B LLET18
MEMERIRER S 2B K2R F i EE N B R A,

Bugzilla:1975930

IdM ZRETEEZERIE T8 PAC Z 40N KT

ZIANER T, Kerberos B4 % #il\(KDC)H Privilege Attribute IE4 (PAC)4E M AES HMAC-SHA2 %
%, BR, FEIBERAD)AXZFIMERE, FHit, AD BRI RWEFILIERTIERERLE,

BT XMNMEH, EIETLLENTE TGS 1K, krbtgt/[realm]@[realm] Li% & pac_privsvr_entype /&

M, AT PAC ZERBIMBLEEF O BIMSFIRENMERE, £I1dM A, HAD EEFEN, &
BB B L TR R,

WARNING: This update is about standalone MIT realms. Do not change the Kerberos Distribution
Center (KDC) configuration in RHEL Identity Management.

g0, XFF MIT 2iiF0 AD 4iits, UMEREBEERBZFEZ/TCT)ER AD REMNE LR, EIE G
BoE PSS TGS 4K, 07E MIT im0 FRIR. IXR{FEMEF AES 256 HMAC-SHAT I R B ZREITE
KEOEEATIS TGT M EFAANIR,

kadmin.local <<EOF

setstr krbtgt/AD@IPA pac_privsvr_enctype aes256-cts-hmac-shai-96
setstr krbtgt/IPA@AD pac_privsvr_enctype aes256-cts-hmac-shai-96
EOF

Bugzilla:2060421

HERL2ZFHENERE API
£ RHEL 9.2 A, HREE(dM) AP E AT IR, ©M RHEL 9.3 FlaH T2 .

AT UERINE TEMEAREAS D AP e BhRAE, BIE IdM APl BT, XEBARKUFFER
WA XERBREIT N, XBEUATER :

o EEAAUARSSH LMAREEER M in LEAZAINESMRAL IdM,
o FALAANAALUMER IIM FRBKERSE, BIfE M IRATERS 8= AL T 2L,
FTieEAE—ik, #WMAIUSRSFATBIE, HI, REBIAFETBEETRA,

k

N
p o
;

o

AR 1AM API R T JSON-RPC # 0O, BARLFXMEBMIR, ZLEEIER Python iR AP,
M Python BEMEEEMERS, WMIRS SRR TEIE, EATFIIHRETENS S,

Bugzilla:1513934

4.15. B E st
MEZLIHE Intel Arc A RHEK
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Z BIVE N EAR TS IR LT Intel Arc A RFEIT (Alchemist 3 DG2)SHEEMIE T2 #F. Intel Arc A RFIA
S2—NE A TREEIEN GPU, EEAT PC i,

Bugzilla:2101598L"]

4.16. WEB 1Z41&

Podman R EREIE T A
R A LAE QIR A RAT L LU Podman BRI EIRIEZ— ¢
® Noaction (BRIN) : RHUTEMIEIE,
® Restart: EH A8
e Stop : FLAZR
® Forcestop : Mf{EILEAER, BAF/FEMEL,
Jira:RHELDOCS-16247L1]

Stratis BI{EZE RHEL web 1&#l& chal f
B TIHLE#H, Red Hat Enterprise Linux web 6| &1 T B2 Stratis FHEFITHEE,

B TRESAEX Stratis WER, HSHFER Web 2HIG1XE Stratis X3R5,

Jira:RHELPLAN-122345!1]

4.17. RED HAT ENTERPRISE LINUX &4 &

ATFEE systemd HITHFHH RHEL REiA M
rhel-system-role {4+ BIE DS systemd RHEL REiAR, B MERALABESN R LEBELTT

XHHEE systemd H75, ERLURITIRMH systemd HITICHENR, 3@ IEEXEATAIRE, 0
started. stoped. masked %, RBZH4T systemd ZhEE,

Bugzilla:2224384

ssh AEMIEED, UEARE D

WAE, A L& 538 ssh_backup £ E H false R IEEBE S AR EXHRISD TN, ELURTH
Ad, FHEEXHREN0E, XJERNFEMN. ssh_backup ETHIEKIME S true, SRIRBEREA
?ﬁ’jﬂo

Bugzilla:2216753

keylime_server RHEL RZifafa

B T # 8 keylime_server RHEL REiAE, EaJLU#ER Ansible Playbook £ RHEL 9 %41 L ERE S0 k2R
FEMER Keylime 2, Keylime @ —MEA AT FEEESES(TPM)FAKZRENZFAIETE,

Bugzilla:2224385

X HTM ha_cluster RS A AThEE
ha_cluster R4 ABIEXZFLLTINEE ¢
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https://docs.redhat.com/en/documentation/red_hat_enterprise_linux/9/html/managing_file_systems/setting-up-stratis-file-systems_managing-file-systems
https://bugzilla.redhat.com/show_bug.cgi?id=2224384
https://bugzilla.redhat.com/show_bug.cgi?id=2216753
https://bugzilla.redhat.com/show_bug.cgi?id=2224385
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o WREEBMFRIBENEIME, SFHEANMNS HBINE,
e SBD watchdog RIZIEIRBIMEFNFE L, X RS LREHIFEH watchdog FIHEEREE(E .

o NEBFNMMPEFHLXELEBARMNEL, XA HEEE—NEE, EhE—MHEEINMASIZD
IRITHOEERY, XLE4EE F hacluster BB B IEARE,

BXRERELIIERENSHIIFE, §5%E & ha_cluster RHEL RIIABRER A AMER.
Bugzilla:2185065,Bugzilla:2185067,Bugzilla:221648]1

storage R AN RAID LVM BHECE & K/

BTIER, WIIETLIELE RAID LVM & IEEBE XL EH K/, NIREMEE, &N SAP HANA
FREBENEE KN, B RAID LVM BRIETH KN 64 KB,

Bugzilla:2181656

network RHEL RZifa ¥ auto-dns 1%, LUIHIE S DNS i B

LETHREIE i L B LI B FRER S5 el R IR M35, II7E, BREEFEH dns 1 dns_search BEAHIEE
ARG 2R FNERE, FANZAEEENZTIRSFMESER, 0 DHCP # dns record, & 7iX4
o, RAELLET B K auto-dns X B EZEAHB L) dns it 3%,

Bugzilla:2211194

network RHEL 252X #F no-aaaa DNS %10

FE, EAILAER no-aaaa TR E T R EECE DNS iXE. ELRIMIMAH, &EETIREH stub
FRMTER T EBY AAAA T1H), SIEBET NSS MEOM AL B AAAA T3k (40 getaddrinfo) ; R4 DNS
BERAESZIF, B 7T IXMEim, MELUEHIS stub TR A AAAA Eif,

Bugzilla:2218592

ad_integration RHEL RS ABIIE AT LIS A AD 13

BT WES, EALUER ad_integration RHEL RZABEFIMAESIBRAD)E, Hik, FiF
ad_integration_force_rejoin P2 X &N true, 3R realm_list Hit ERZENEE— AD 35, I
EREEFRMATE UG,

Bugzilla:2211723

certificate RHEL RZi A BIITETEE A certmonger I R F B SUEH SRR

LRI AF, BHEH certmonger IR{EE M certificate RHEL R4 A & O HIE B F AR T HE
X, BE, ERLERAMIS, BAEREREHER, 7 HEH, EIMETLUER mode SEXE—
T EB9IEF A2 H U E

Bugzilla:2218204

postgresql RHEL R5:f Il{E ]

#THY postgresql RHEL RETABRE, BE. BIEM/ED) PostgreSQL fR5538. ZA BN T HIBE
RS RILE, LURSMEE.

Z A RHEL 8 M1 RHEL 9 R E T R LR F UL A IFH PostgreSQL hRA,

MEFLER, 1ESM FH postgresql RHEL 2T ABLREMEE PostgreSQL
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https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html-single/automating_system_administration_by_using_rhel_system_roles/index#configuring-a-high-availability-cluster-by-using-the-ha-cluster-rhel-system-role_automating-system-administration-by-using-rhel-system-roles
https://bugzilla.redhat.com/show_bug.cgi?id=2185065
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https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/automating_system_administration_by_using_rhel_system_roles/installing-and-configuring-postgresql-by-using-the-postgresql-rhel-system-role_automating-system-administration-by-using-rhel-system-roles

Red Hat Enterprise Linux 9 9.3 X {13¥iC

Bugzilla:2151373

Podman RHEL R4 £ #F Quadlets., EERKEH secret

M Podman 4.6 8, &7 LATE podman RHEL R4 EH{ERA podman_quadlet_specs F &, &AL
BITIEE—MNETTXHRE X Quadlet, S@itBFR. HTRBIPEEFEHE X Quadlet, —MNETT

FRBITTLZLLT : container. kube. network #1 volume, 153X, Qadlets {GEFEF RHEL 8 £

root 3. Quadlets i F RHEL 9 LB TLRAEZ

BEREREHF Quadlet 23K A, 7£ [Container] 4, ¥5TE HealthCmd FE&EE VERKE G
4y, 387 HealthOnFailure FEX IR AR E IRME, FI8ER0%ETTN nonekill restart, and stop.

& LA#E A podman_secrets Z 2R EIE secret, HIFIHFAEER LiF 3,

Jira:RHELPLAN-1544411

{F restorecon -T01R&E T selinux RE: A GRS

EFEEAMERT, selinux RETAGBINIER -T 0 1£TF] restorecon fp S —iEFEH, XiRE T EXH
L& EINM SELinux & £ FXXHIESHIMERE,

Bugzilla:2179460

rhe RS A BIHESFFENR RS S RE

1E rhc_proxy S T#HEI AMEM scheme, EEFLUER rhe RABRENRERSZRFZE, BT
WEMAME : http, BUAEF] https,

Bugzilla:2211748

firewall RHEL R AT RS ipset XN E

A7 firewall RHEL REABINXNER, BRI LE L. EWRAMFR ipset. L= BAMBE KK A7
FIMER ipset. =&, BRI LMERE LB A E AN FRXLE ipset,

O LERLUTZE, #H firewall RHEL RSB BEE ipset :
® jpset
e jpset_type
® jpset_entries
e short
e description
e state: present = state: absent
e permanent: true
UTFRiteuAm— L EE IR
o HEILARHE NIT% P itk & AN EANNE ~E,
o MAILMRIEREMESHRMSMER IP sk, mIEHFERSDHI,

NFETREZIEMER, 5S4 /ust/share/doc/rhel-system-roles/firewall/ B X FH ¥R,
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https://bugzilla.redhat.com/show_bug.cgi?id=2151373
https://github.com/linux-system-roles/podman
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Bugzilla:2229802

RHEL %4 fa I R B E LA HBE L
BT HEH, EMETLNES B RIEE mount_user. mount_group #1 mount_permissions 2%,

Bugzilla:2181657

firewall RHEL REifAtaH — 1 EAHZEIRSHET, MR firewalld iRk, ©ARERK

ELEIBRRA S, HBAEZITH firewalld #FEREEIEARZRSES, firewall REGTABERN, XNEH
FIANT WA EEUGH -

linux-system-roles.firewall & & 52 ZAEABIZTHRE, BUERE#R KRS firewalld iR55, EIIE
A LATE playbook AR IN—/N#rH9%7 &£ firewall_disable_conflicting_services , 2B 80 HZRAR
%, #0 iptables.service. nftables.service #1 ufw.service, firewall_disable_conflicting_services 7%
SN BRILE N false, BRERAAREMRSS, HHELEXEDN true,

Bugzilla:2222761

Ei& firewall RHEL R4 AEc BEIER Z RV BISHL H]

TELLRTMIRRA A, M previous: replaced T2 E & firewall BBEEN, firewalld RSRES. &
B IR NS HUET F] 3 3E K 4T FFEERETE], Hrhfirewalld RISk ESEREEMRE, A7 XM
5, firewalld RSB EFMEMARESEKTREBERE. EHMNBSZARERF D EIAH, FF
W GET B K EIBN &, Et, £ previous: replaced ZE2E & firewall ARRENEEEZD
BIfZHLET A

Bugzilla:2223764

4.18. E#lE

sevctl BI7E5 AMD EPYC Rome #1 Milan 22# S

BT IHESH, sevetl TERTLUEMHIRA S AMD EPYC #%, &3E AMD EPYC Rome #1 AMD EPYC
Milan %751, Rk, ERTLMER sevetl BLiE XL CPU LA FAHY AMD Secure Encrypted Virtualization
(SEV)BIIHEE,

BiEEER, =% SEV IHRE (W1 SEV-ES #1 SEV-SNP ) {UFE RHEL O R{E N AT IR M, Rt HEX
.

Bugzilla:21048571]

virtio-vga #1 virtio-gpu X HILLESZHF blob FiR

HIE, virtio-vga #0 virtio-gpu 1 & AT LUER blob WEHR, XEFLER TiRE T HIERE. E% blob
FRMEANE virtio Bk 7, EEEMNM XML BEEHHENE <video> Ef4 AR II— blob="on" it
T, g0 -

<video>

<model type="virtio" heads="1" primary="yes" blob="on"/>

<address type="pci" domain="0x0000" bus="0x00" slot="0x01" function="0x0"/>
</video>

BIFER, XM EEERITERE IBM Z EHLETE,

Bugzilla:2032406
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Xf2E 4 £X Intel Xeon A BB RBETIETE

BTXNEH, RHEL O EMEHMEEINT X5 4 4% Intel Xeon AT BN EEIRAIHF, HLIGIHIR N
Sapphire Rapids, B, 7£ RHEL 9 RIEEBIEHINIE AT LUEF SapphireRapids CPU 25, H{EMH
AP IR BRIR I BIFT T AL,

Bugzilla:1880531L!]

BU# T IBM Z =22 PUTHARERIK

L 1L IBM Z £fERATH A IBM Secure Execution BIEFUNL(VM)ES, RIIFE R LU UL IX BI85 MR ED
W, MREMHER 32 GiB HEZ RAM, ILIXEB I LIRS E/H S 1 ENLAIMEEE,

BEEMN P IEEREAAELU, EE <async-teardown enabled="yes'/> 1T I1ZI XML BB HY
<features></features> 4

Bugzilla:2168499!]

RHEL web 124ll& h 93 E L ThEE
TEIXPMhRAR, RHEL web Z#I&7E Virtual Machines TIEHR & &2 IhAE, WIMFERTLL -

o RIFBTHHXTENMNILSE Create and edit 175, XA FEELREEMNEISEFTAE VM BE.
o TEEIMNOIETRFACE— raw EFHEE,

o WE—PEMEEF (vsock), FEMET EEFHINMELNZ FBEE,
HER, EUEEFHEE vsock BAY M4, #0socat, 2/5MBEIE,

Jira:RHELDOCS-1648711

4.19. =IMEHA) RHEL

cloud-init 32¥f NetworkManager keyfiles
B TIEFH, cloud-init TER LUFEH NetworkManager (NM) keyfile SEEC & 01|32 89 = LI HI 4%,

WER, RIAERT, cloud-init {B2AE R sysconfig 55T % B, EJF cloud-init B2 & &
NM keyfile, &%i%E /etc/cloud/cloud.cfg, Fi¥ network-manager iX&HF M 225

# cat /etc/cloud/cloud.cfg

network:
renderers: ['network-manager’, 'eni', 'netplan’, 'sysconfig’, 'networkd']

Bugzilla:2118235!]

cloud-init BLFEERIA 1 A ESXi LM VMware BiER

UTE# A VMware ESXi hypervisor (811 VMware vSphere =XEA&) BEH EOIE RHEL EHHL(VM)ES,
X{2m 7 A cloud-init 0/E RHEL B ESXi SLAIRMRERTSE M. BI5ERE, ESXi {5 Open
Virtualization Format (OVF)$ERRZE, R VMware A0, ErILUER OVF HIEIR.

Bugzilla:2172341l"]

4.20. Tt
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8B 4= FrhaE

sos rebase Zli & 4.6
FATFHREERE. 2B EHREIEN sos TER rebase BIIRA 4.6, tbEFIRME T AT -

sos IR EIMIEE S /boot/grub2/custom.cfg 1 /boot/grub2/user.cfg XHHAE, BiITEED
BEHERE| S R EZRE R, (BZ#2213951)

OVN-Kubernetes B9 sos #H#4 N EEIMERENAW B L, BT HEFH, % ovnkube-node #1
ovnkube-controller 25 & F i — 1, sos LM ovnkube-controller 23l &E HE.

A, EEM bugBE3HE :

sos IIE AT LLIEFA NS OpenShift Container Platform 4 P15 cgroup #iE
(BZ#2186361),

EWEEF AT sudo &4 sos k5T, sos IMFEIEFAMINIER T bindpw i£17, (BZ#2143272)
subscription_manager {HHEAREM /var/lib/rhsm/ BRRINERIEER - LMFEL, (BZ#2177282)

virsh FHH B IE virt-manager BEH# SPICE j272- T REE, XM sos EFEREPIKE
Fid, (BZ#2184062)

sos II1E FE#k T 2 BI1E /var/lib/iscsi/nodes/<IQN>/<PortallP>/default 32447 TR - A F1 58

5,
BE
ERNFEARESERIVBRNKE. Rit, ERELRAEAE=A2HE, &
RZIBA R ER R,

(BZ#2187859)
BN T BEXHHKRD, BiEHEN, sos hRTHMEIBAEWE, (BZ#2203141)

L 7E Pacemaker £ S _EHi A sos collect ip5Hf, sos &MEI—EEE T RINEE sos e,
(BZ#2186460)

% M OpenShift Container Platform 4 IR EHINELIENT, sos IIFE#E A sysroot B&1E,
XRIUE RS EFRREIE, (BZ#2075720)

sos report --clean iy SRR TNHIRM L IERTAE MAC ik, (BZ#2207562)
2 H hpssm EHFFABSHRES. (BZ#2216608)

sos clean fp 0B B2 FEXXFINBR, (BZ#2218279)

BX sos WENITRARFE, HSMH LT,

Jira:RHELPLAN-156196[1

4.21. B35

Podman ZHRFhIEV#EEE A zstd [EAEMIER &

TR LARIERFNHE R R zstd MU ELEREIR, zstd FRAERELL gzip B, Ei1R. B©RLUHDRIERFIHEE
BT REIMLZREFFEE.
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Jira:RHELPLAN-154314[1

Podman $18) Quadlet I{E"T

M Podman v4.6 Frig, EaILUEA Quadlet NB 2R E31ERK systemd RS54, Quadlets bt
podman generate systemd S8 SRR ZHEA, ANERNEFHEXNARITEE, BEHBE systemd T
BT RBRIIRAE e,

MTFTHREBELIFMAER, 1HSH Quadlet LS4 FNE systemd BiFH A F7 A& Quadlet B9 Podman X
=,

Jira:RHELPLAN-15443211]

Container Tools a2 B H

E#H Container Tools RPM T # BB EX %, HEHE Podman, Buildah, Skopeo. crun # runc
TE, NETH, SZaifhAELtl, XMRARA T —%5 bug IEE #1851,

Podman v4.6 i) F Z L EFE :

e podman kube play @y S II1E X #F --configmap=<path> %17, & Kubernetes YAML XX {4124
pod B FEANIMELE,
T

e podman kube play &% IIESZ #F --configmap iETIHI % 4 Kubernetes YAML 34,
e podman kube play 6 % I7E X = FEE RN AH B containerPort & #lim A5,
e podman kube play @5 IER ctrName fE A& RINE pod W%,

e podman kube play #1 podman kube generate 3 $HI7E 2 #F SELinux filetype FRZF0 ulimit 3
fi#,

o RNIT—/ ¥ 5 podman secret, ©IIFEFIEERIFH secret BB FE,

e podman create podman run podman pod create #1 podman pod clone S-S IEZF— 1
110 --shm-size-systemd, E AT HFET systemd BIFEE RS tmpfs K/,

e podman create #1 podman run g8 IIESZFF— " #7L70 --security-opt label=nested, EftiT
SELinux fEZREZFHHITIRC.

e Podman HEX RN pod Rz TR R LRIIT BN EH.

e Podman HI7ERTLUEA SQLite $IRFE/F N BIRFIRBIEEM. BIARE BoltDB #EZE, &AL
18I 7 containers.conf X4 H1% & database_backend FEX L FEEUIRZE,

e Podman H7EX#F Quadlets MRS AR BEIEK— 1 systemd AR50, Zmam | EFHEx
IR, FSi T 7E systemd Fiz1TR SRS 241,

BXEET(LRIENE, HEE EBHLTEID.
Jira:RHELPLAN-154438l1]

Podman M{E X #F Podmansh &3 shell

M Podman v4.6 Frig, eI LUEFH Podmansh &5k shell B2 7 15 RIABRFIES, [SEMIZBEE S
&/ /usr/bin/podmansh & S {E R E K shell, MAZIE shell 843, 5140 /usr/bin/bash, =&k
EIRGULERS, podmansh s 5fEHFHIKIEIZ1TEI4 N podmansh B Podman B2, AP ERME
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8B 4= FrhaE

#a2# M Quadlet SXHE UK, XLESTHAIEETE /etc/containers/systemd/users/ Bk, 1EiXLE04
#, J9 [Container] #84> ##Y ContainerName FEXIXE N podmansh, HA - KRIEFEI, systemd &
B35 5) podmansh, FH4LLZTERIRMERFIERE L,

MEBEFLEL, BB Podman v4.6.0 B3I AT Podmansh:— M E &R Login Shell

Jira:RHELPLAN-163003["]

I1E, wR#tHA Fulcio Ml Rekor M sigstore ZAME ik

A 7 Fulcio 1 Rekor fR55 28, EIIETLURHE OpenlD Connect (OIDC)ARSS 28 B 10 50 1E 5 FA 58 HAIE - 3k
GRS, MASFIEENHA. LRIENRARTTEREETE Fulcio #1 Rekor By sigstore Z&ME 7
IR/, XNRIMNIIEER BE A inlIRF, FSIE Fulcio X Rekor BR55 25

1£ policy.json X710 fulcio #349), BEXEARER, 15#EH podman push --sign-by-
sigstore=file.yml =X skopeo copy --sign-by-sigstore=file.yml €553, Hrh file.yml 2 sigstore %%
s,

ERUEE$, 1HTE policy.json X4 AN fulcio 384 #1 rekorPublicKeyPath =% rekorPublicKeyData
FE&, MEFEZELE, 15304 containers-policy.json Ff Tl

Jira:RHELPLAN-160660L"]

pasta %R IAE =T

M Podman v4.4.1 FFiR, f&aJLUER pasta MAERER ., ©RRIAMLEER slirpdnetns s e S, X
B IPv6 5%, BEiLEE pasta MGEER, 1HRE passt P-E, LUERH A --network=pasta £
podman run 4%, f#8 Podman v4.6, EATLUER [network] 84 T
default_rootless_network_cmd FEX1E /etc/containers/containers.conf Bt i& S {4 X B ERIABI TCAR A
BIER,

Jira:RHELDOCS-16240!1

UBI 9 AR EER A B E S tzdataR M zoneinfo

BETHEY, tzdata HHEIRHMNA XEETRBEEE UBI 9 Micro Bgaitgd, MmED T B KN,
UBI 9 Minimal #1 UBI 9 A2 (X UTC M1, B N EH L tzdata FiiEE, LUKETER zoneinfo
(MBRFEWIE)

Bugzilla:2223028
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B 5B XN ABARSHNERRN

AEHRAEIEAIRM T 5 Red Hat Enterprise Linux 9.3 —i29 & IR B E LM R4E, XL EWA
BEEtE, fltn, FHRIMsKEFHM proc 8. sysctl 7 sysfs BRIAE. Bl S8, ARKECE LI E{IEA &
1T N E R,

RS

amd_pstate=[X86]
FERXNHNZSE, TR B AMD CPU HIMERE, ATRESE :

e disable - /5 F amd_pstate /F L IEIRMNEINT BIKEHIER.

e passive - AT EKIREAE amd_pstate /FhT RIKSERF, AXMERH, ZFRATEE
WelE, PWEhRFIEK—PATRIMES, MRRIENERIGIHRE, NFEaREXTER
FEROMEBE KT,

e active - 8§ amd_pstate_epp IR LBIE AT BRIEHTERF, MNRIHEFHER CPPC &
£ BIMERE(OXO) SR AETR MR (OxFh) iy, NIIKZhiIZFAEARME—MRETR. RE, CPPC HiR
SRR ESTN TR, F B RER,

e guided - BUEE B ETENX NNIRFE K/ N IR ARG, TA™ B EEFIISEH
RBIMEREZ S, FES HETH T 1 H.

arm64.nosve=[ARM64]

FERAXNMNZSH, ERUTLTRGMER Scalable Vector Extension 3 #f,
arm64.nosme=[ARM64]

FERXNAZSHE, BRI LUTRGMEA Scalable Matrix Extension 32,
gather_data_sampling=[X86,INTEL]

FERAXANNZSE, ERTLUZRH Gather Data Sampling (GDS)4% fi#,

GDS B—MEMHRE, TRIFN ZRIFIETER 25 788 R EIEHT IR RN 15[,

BIANERT, LR EHROMG P R, ZEATRRSAERERN, BFURER, EREMIE%
FREORAE, RAAVXIRFSHIFN—MERE, TRESHE

o force - M AVX IR RRBEMINEMRHI RS, MREFEMLEME, NTHR. SREFE bug
B9 AVX #25 F P 22 B R & S B AR

e off - Z£F GDS %%,

nospectre_bhb=[ARM64]

FERXTARSE, BRI Spectre-BHB (9371 BICKFN)iRBIRTE %R, ROATRERIT
15 F b B TR $ R

trace_clock=[FTRACE]
FERXTARSE, BRLLUKEES|I S AT EREHNN, TRESE

e |ocal - FAE CPU KA1 & 114125,
o global - & [EBIE CPU Z A # RS, AIRELLARMATEME, (BIEFELZE IIER FRIFL,

e counter- FHEMEH. 2. )T, FE, BHTFEMZEEENEHFZRIMENN B, —L&
T AT RE R Bk,

72



B 5B NABAKSHNEESR N

e uptime - {4 jiffies YE R A1 B,

o perf - FA5 perf i H— LR B,

e mono - X AIBfE A ktime_get_mono_fast ns () B,

e mono_raw - X [AIBf#E A ktime_get_raw_fast ns () E#,
e boot - XA Bif#E A ktime_get _boot_fast_ ns () B,

ORI RERIRNINE Z 05, #1515 5% Documentation/trace/ftrace.rst,

EHHNRZESH

cgroup.memory=[KNL]
FERXNAZSE, EoLUHETE4 cgroup RTFIEFER.

o XNSHIAMMER : <string>
AITAESE :

e nosocket - ZREZEFREFICMH,
e nokmem - ZFRZAFICIK,

e [NEW] nobpf - M BPF R#FICMK,

hugetlb_free_vmemmap=[KNL]
RS HERBES SRS S hugetlb TTEXIKBIRER vmemmap TEBIZHEE, EEILSH

IEETE, #7%ij5FH CONFIG_HUGETLB_PAGE_OPTIMIZE_VMEMMAP B2 & 1%,
XNSEFANMERZ : { on | off (default)}
o AESE

e on- 5 ALLThEE

o off - R ILTIEE

p= Y=
4 4= T memory_hotplug.memmap_on_memory ERSEE, BTLAMINN
HRFRAN S 2E vmemmap 01, BIfEE A 7 LbIhEE, BEAEME vmemmap
£ T, HMEAMRIMMAFERAR S 2 EN vmemmap TI RS 5% BIS00,

intel_pstate=[X86]
RAI LR CPU tREy REALAZSE. FTRESHE

e disable - /5 A intel_pstate /F XL IEIRHNEINT BIKEHIER.

e [NEW]active - {1 intel_pstate K z)i2F %t cpufreq 893 RIFIEZ, FH4 p-state i
RIEBECHEE, 7E active BERT, intel_pstate IR 7 P-state 1EF &% : powersave I
performance, BAZTHARBUR FEHEIEM P-states (HWP)IhEER B BRI /5 A
T, HUREEAERES EHEAT,

e passive - {# [ intel_pstate {EHT BIKZHTERF, (BN HEEBEENS5ER cpufreq iR —ET/E
(MAZERERIBIE) . XMEXTEESEGHEEN P-states (HWP)IIaE—RE M,
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force - BN ILE, M{Eacpi-cpufreqdd®4i L /= intel_pstate, 7l intel_pstate
KehiZFmmA 2 acpi-cpufreq FIREREEFAFATHRE, WMAIREIFITHEIRETH, XTSRS
OSPM HJ ACPI P-States 8 8, HEUItNIZEFEA, XMETAEES intel_pstate KZfZFE R
TR ESR—ET/E, sKATREEER pcc-cpufreq A& acpi-cpufreq & LTI,

no_hwp - /3 BfEH P IRAZRHI(HWP) (J0RTH) .

hwp_only - (YT H P IR SIEEI(HWP)BI RS ENE; intel_pstate (J1RFTA) .
support_acpi_ppc - 5%l ACPI _PPC 48RRI, #0R Fixed ACPI Description Table f$ &k
R EIBACE SXFIEE N "Enterprise Server” 5 " Performance Server”, T ERIA$TFFLEIh
BEo

per_cpu_perf_limits - ([ cpufreq sysfs # O IFEMNEZH CPU P-State MEEIZRHIRR S,

kvm-arm.mode=[KVM,ARM]
FERXANAZSE, B LLLEE KVM/arm64 MR{EER 2 —, TRESE

none - i HZ A KVM,
nvhe - iAERNETF nVHE UER, FAZHEZHRFEOES .

protected - EF nVHE MiEXN, ZIHFERENENREFLENE V. FERIZEH
protected £ F #1189 kexec FI{AER.

[NEW] nested - &£F VHE B9#&=, ZFHREEIML. FEED ARMvB.3 g, nested 117
BSEIOMERY, ROZEE/ER,
RIFEH R, Bl VHE/nVHE,

libata.force=[LIBATA]
FERAXIMAZRSY, Bl HEE,
HRZLLES SRR "[ID:]VAL" 5%k, He ID y PORT[.DEVICE], PORT #1 DEVICE 25iwO. %
B FRRENAHE, EAXLE, R libata EiEHE LITHM ATA ID FR/FE,
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MNREREA D 54, NEAKEH PORT # DEVICE fE,

IMREAKRIEE ID, NEENAEFEmO. FEEXE.

gNR AR DEVICE {6, NS AEROURE REMATE ML &, DEVICE O B4k
FEB—DNRAE, B PMP R &FME— fan-out ##, BREFEENEEE. DEVICE
15, EFEENBEREFAMINEICRIZE,

VAL e E B HINEE. REREE Y, NRAFERRERTE. flfN, 158156 MEATF
};;blliakf;ta.forcu S8, EALBRHILTERE :

FHA4G2RE) © 40c, 80c. short40c. unk. ign =X sata, fEREMITE PORT BI{EM ID,
SATA iR E BRI 1.5Gbps % 3.0Gbps.

E4HER © pio[0-7], mwdma[0-4] #l udma[0-7], B F ¥ udmal/][16,25,33,44,66,100,133]
KniEo

nohrstnosrst norst {EIFE, HEEMNHEIEE.

rstonce : FEHAHEHERE TP RZHX—REE,
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e [NEW] [no]dbdelay: Ef#fR—/ ik PHY X & FEERNETE A RIS H 200ms IE

iR,
e [no]ncq: T FF=k XM NCQ.
e [no]ncqtrim: /5 s Z A HFAR DSM TRIM,
e [NEW] [no]ncqati: 7£ ATI & Fr4H £S5 s NCQ trim,
e [NEW] [no]trim: j= FA sk 22 A (GREEFART) TRIM,
e [NEW]trim_zero: X7~ TRIM fp S EUEE S,
e [NEW] max_trim_128m: iXi& 128M sz K trim KR,
e [NEW][noldma : 3T FF=k%kIH DMA & i,
e atapi_dmadir: /5 ATAPI DMADIR R 32 ¥
e atapi_modi16_dma : N R 16 T EHMM 4SS A ATAPIDMA,
e [noldmalog : /5FAEkZ A READ LOG DMA EXT #3453 ij 17 H &,
e [noliddevlog: /5 F s ZE X IR A & $UE B B9 A),
e [nollogdir: J5 A2 A& A B M B & B FMi5A,
e [NEW] max_sec_128: &k K/NREIEEN 128 MEK,
e [NEW] max_sec_1024: J$ %K/ RHIIZE 1 1024 NE X S0E R & iR/ RH,
e [NEW] max_sec_lba48: {3 &5 K/NBRFIHE H 65535 1w K SE R4 AR/ RE,
e [NEW] [no]lpm: /5 Ak Z AR HIREE,
e [NEW] [no]setxfer: &2 a Nkt (FHEEREN X E,
e [NEW] [no]fua: ZF=k/= A FUA (Force unit Access)¥f S $5 LI BERIIL & O H5,
e dump_id : ¥1# IDENTIFY &,

e disable : 2 XMNMXE.

o AR

MREEAA-—EBHENSIERRE, NER&RE—1

L

mitigations=[X86,PPC,S390,ARM64]

HERXNMRSE, ER RGN CPUIREM LA AR, X2 —HEREM., RIMIIFET, ik
T# 2N E N ERLETINRE., JRESHE :

o off - ZFHMAR L CPU &R, XiIR:E 7 R4iteE, BEtNAARE4LZ 1 CPUIRHE, off {H
ZFRTF :

o if nokaslr then kpti=0 [ARM64]

o gather_data_sampling=off [X86]
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o kvm.nx_huge_pages=off [X86]

o 1tf=off [X86]

o mds=off [X86]

o mmio_stale_data=off [X86]

o no_entry_flush [PPC]

o no_uaccess_flush [PPC]

o nobp=0[S390]

o nopti [X86,PPC]

o nospectre_bhb [ARM64]

o nospectre_v1[X86,PPC]

o nospectre_v2 [X86,PPC,S390,ARM64]

o retbleed=off [X86]

o spec_store_bypass_disable=off [X86,PPC]

o spectre_v2_user=off [X86]

o srbds=off [X86,INTEL]

o ssbd=force-off [ARM64]

o tsx_async_abort=off [X86]
1319[; : % kvm.nx_huge_pages =force [, X% kvm.nx_huge_pages=force ;% & X1
AU

e auto (FI\) - ZMEFTAE CPUIRIRE, B/EMA SMT, BMFEFERERE. XERFAFERE
WA TSI IRPERA SMT, HEREMAT FE R SMT RdiBgA .

e autonosmt - ZZfAFFA CPU IRE, MRFJE, ZESMT, XERTEELHAALRMAE
B, B XEREFES TSR SMT BITHEE, autonosmt iEIEEETF :

o 1tf=flush,nosmt [X86]

o mds=full,nosmt [X86]

o tsx_async_abort=full,nosmt [X86]
o mmio_stale_data=full,nosmt [X86]

o retbleed=auto,nosmt [X86]

nomodeset
FRAXIMRNZSH, ETUEAAKRERNNE, AZHRENEGHSKE RRER, F vk R et
2% R, {EFH nomodeset i, N5%E DRM # fbdev IXhi2FE AT RER ML TIAN IR L HOK HE, TN RS NE
efl. RERGNZ AT EEER, BIRRFARPITETER B INERELR,
Itb S B £ 157 OB S AN VR 4 ) A
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rdt=[HW,X86,RDT]

FERXNAZSE, BT SKHEA RDT ThEg, FIKRHAE
& : cmt, mbmtotal mbmlocal|3cat 3cdp 12cat12cdp, mba,smba bmec.

a0, EFTF cmt F X mba, &R :

I rdt=cmt,!mba

rodata=[KNL]
FRXANAZSH, ETUERARERNKMS, =RESE :

o on-FRERZKAFHRCHRIE (BN
o off - FRIERZAEFENS XA E,
e [NEW] full - I RIZAZAFEFH B IRC R [arm64],

HBREIR S

nobats=[PPC]

FRAXNRZESE, ERTLLEIETE "Classic” PPC #% L X BET 9 #% lowmem {#FH BATSs.
noltlbs=[PPC]

EAXANAKSE, Er X PPC40x #1 PPC8xx LHIAIHZ lowmem BREHMEF B TIH] tib & H.
swapaccount=[0|1]=[KNL]

ERXINHNZSY, BUUERERRERSHEAIZATMICK. MFESER, HEH
Documentation/admin-guide/cgroup-vi/memory.rst.
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6.1. HIk BNz
RS R

e MediaTek MT7601U (USB)XZ £ (mt7601u), 18I0 T X ETF MT7601U BIFL USB I M i
({X1E 64 i ARM ZEH: )

® MediaTek MT76x0E (PCle)Z#(mt76x0e), 38407 X HETF MT7610/MT7630 T4 PCle 1% &
M= (PGETE 64 i ARM Z2f4h)

e MediaTek MT76x0U (USB)3Z#(mt76x0u), 117 X EF MT7610U BT USB 2.0 INZE Ay
Y (NTE 64 fif ARM ZRK5dh)

® MediaTek MT76x2E (PCle) X (mt76x2e), &iNT X &ETF MT7612/MT7602/MT7602/MT7662
BT 4 PCle B HE ({NFE 64 if ARM Z2Fd)

® MediaTek MT76x2U (USB)Z £ (mt76x2u), 3207 X EF MT7612U BIFELE USB 3.0 I ¥
S ({UFE 64 iL ARM Z2f5eh)

® MediaTek MT7921E (PCle)Z £ (mt7921e), 8107 X MT7921E 802.11ax 2x2:2SS &K HHIX
B ({UFE 64 i ARM 2R )

o ETF Atheros JXENFERE 802.1In HTC BT 1% & (ath9k_htc) ({XFE 64 i ARM ZR#h)

® Broadcom 802.11n &% LAN I zh#2F (bremsmac) ({X4E 64 {iL ARM ZRi4)

e Broadcom 802.1In 4 LAN JRzh#2/F T E (bremutil) ({LFE 64 i ARM 3RFgHh)

® Broadcom 802.11 Tt4& LAN fullmac JX5hF2 R (bremfmac) ({{7E 64 if ARM ZRi/)

® Qualcomm Atheros 802.11ac To4& LAN £BIR%/OMES (th10k_core) ({YFE 64 i ARM ZR#4eh)
® Qualcomm Atheros 802.11ax 4% LAN EHI# DR (ath11k) ({UE 64 i ARM Z244)

o WWAN IEZRHIZ & HEH 25 (wwan_hwsim)

e ¥} Qualcomm Atheros 802.11ac WLAN PCle/AHB & & BIX5hF2 X #F (ath10k_pci) ({U7E 64
£ ARM Z2#5eh)

e ¥} Qualcomm Technologies 802.11ax WLAN PCle & &BIKEHFEFE X # ¥ (ath11k_pci) ({U1E 64
£iI ARM ZRK5eh)

e T Linux B9 Intel® Wireless Wi-Fi JX5hF2 R (iwlwifi) (& TF 64 i ARM 4214)

e FTF Linux B9 Intel® Wireless Wi-Fi Link AGN X z#2F (iwldvm)- ({GERF 64 i ARM 38#4)
e |OSM K zhF2 R (iosm)

e Marvell WiFi-Ex Driver fx7 1.0 (mwifiex) ({X1E 64 fiL ARM Z2f5eh)

e Marvell WiFi-Express JXZIF2FE kA 1.0 (mwifiex_pcie) ({XFE 64 fiZ ARM ZRf:d)

e Marvell WiFi-Ex SDIO JX5h#2 % 1.0 (mwifiex_sdio) ({X1E 64 fiL ARM Z2fr)

e Marvell WiFi-Ex USB JXEhF2FE R A 1.0 (mwifiex_usb) ({X1E 64 fiL ARM Z2f5eh)
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MediaTek PCle 5G WWAN #&zm T7xx JX 5725 (mtk_t7xx)

MHI £#IFI%E/MBIM (mhi_wan_mbim) ({XfE 64 fif ARM 2215, IBM Power Systems, Little
Endian 1 AMD # Intel 64 AIfJZ2F)

rtiwifify PClI E2ARIXEHFERE (rtl_pci) ({N7E 64 ifl ARM Z2f5e)
Ralink RT2800 ERRA 2.3.0 (rt2800lib) ({{7E 64 iI ARM Z2f:r)

Ralink RT2800 PCI #1 PCMCIA Wireless LAN JRZI#2FFhR A 2.3.0 (rt2800pci) ({X7E 64 {iL ARM
ZRfs )

Ralink RT2800 USB Wireless LAN JXBhF2FhR A 2.3.0 (rt2800usb) ({{7E 64 il ARM ZRigH)
Realtek 802.11ac wireless 8821c IXENFEFF (rtw88_8821c) ({W7E 64 fi ARM ZR#4rh)
Realtek 802.11ac wireless 8821ce IXENFEF(rtw88_8821ce) ({U1E 64 {iL ARM ZEi:rh)
Realtek 802.11ac wireless 8822b JX5hF2FF (rtw88_8822b) ({N7E 64 i ARM ZR#4)
Realtek 802.11ac wireless 8822be I Z/1F2 7 (rtw88_8822be) ({U1E 64 il ARM Zf4H)
Realtek 802.11ac wireless 8822c IR ZF2F(rtw88_8822c)- ({1 64 {iL ARM ZEi:rh)
Realtek 802.11ac wireless 8822ce X525 (rtw88_8822ce) ({N7E 64 fiL ARM Z&ie )
Realtek 802.11ac wireless core module (rtw88_core) ({{1E 64 {iL ARM Z2f5h)
Realtek 802.11ac wireless PCI JXZ1f2 = (rtw88_pci) ({{7E 64 il ARM ZRr)

Realtek 802.11ax wireless 8852A JX#)F2F(rtw89_8852a) ({N7E 64 {ii ARM ZR#4eh)
Realtek 802.11ax wireless 8852AE R Z#2 & (rtw89_8852ae) ({X{E 64 if ARM Z2f5eh)

Realtek 802.11ax wireless 8852B JX5hF2F (rtw89_8852b) ({N7E 64 {iL ARM Z2#4JF1 AMD #1 Intel
64 fIfZRH)

Realtek 802.11ax wireless 8852BE X525 (rtw89_8852be) ({N7E 64 {i ARM ZR#JF1 AMD #[
Intel 64 fIf54EH)

Realtek 802.11ax wireless core module (rtw89_core) ({{1E 64 {iL ARM Z2fyh)
Realtek 802.11ax wireless PCI 4K Z1F2 % (rtw89_pci) ({{7E 64 il ARM ZRiyr)

Realtek 802.11n PCI To4 %% (btcoexist) ({1E 64 {iL ARM Z&i: )

Realtek 802.11n PCI TR #% (rtiwifi) ({X1E 64 I ARM Z2)

Realtek 802.11n wireless 8723d IR ZIF2F(rtw88_8723d) ({N7E 64 fi ARM ZR#4rh)
Realtek 802.11n wireless 8723de IR Z#2 5 (rtw88_8723de) ({N7E 64 fi ARM ZR#4eh)
Realtek 8188E 802.11n PCI Jo4(rtig188ee) 1E 64 fir ARM Z2fijrh)

Realtek 8192C/8188C 802.11n PCI F4(rti8192¢c-common) ({{1E 64 fir ARM Z2fyrh)

Realtek 8192C/8188C 802.1In PCI T4k (rtl8192ce) ({V1E 64 ii ARM ZRf4rh)
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Realtek 8192C/8188C 802.11n USB F£%(rtI8192cu) ({7 64 fii ARM ZEF5 )
Realtek 8192DE 802.11n Dual Mac PCI 4 (rtI8192de) ({X1E 64 {i ARM Z2f:rh)
Realtek 8192EE 802.1In PCI To4;(rtI8192ee) ({X7E 64 fii ARM Z2fd)

Realtek 8192S/8191S 802.1In PCI 54 (rt18192se) ({{1E 64 i ARM Z2f4h)
Realtek 8723BE 802.11n PCI 54 (rtl8723be) ({XFE 64 fii ARM ZRfaeh)

Realtek 8723E 802.11n PCI -4k (rtI8723ae) ({{1E 64 i ARM Z2fr)

Realtek 8821ae 802.11ac PCI o4 (rtI8821ae) ({XIE 64 fiL ARM Z2f5eh)

Realtek RTL8723AE/RTL8723BE 802.1In PC| 42 & #5IF2 (rtI8723-common) ({{7£ 64 i
ARM Zf5 )

rt2800 MMIO JERRAS 2.3.0 (rt2800mmio) ({X1E 64 fi ARM ZEf4)

rt2x00 FFERRA 2.3.0 (rt2x00lib) ({X1E 64 fiz ARM Zt4e)

rt2x00 mmio JERRZA 2.3.0 ( rt2x00mmio) ({X7E 64 i ARM ZR#h)

rt2x00 pci JERRA 2.3.0 ( rt2x00pci) ({XFE 64 fiL ARM Z2f5eh)

rt2x00 usb library BR7 2.3.0 (rt2x00usb) ({X1E 64 fiI ARM ZEt4e)

RTL8XXXu USB mac80211 Wireless LAN JX5hF2F (rtI8xxxu) ({XFE 64 fii ARM ZRK:rh)
Atheros F5£% 802.11n LAN £BIZ % (th9k_common) ({XFE 64 L ARM ZRK5)
Aros To4% LAN ERUHZ# (ath) ({XFE 64 i ARM ZR{3eh)

S #F Atheros 802.11n o4& LAN £(th9k_hw) ({X7E 64 i ARM ZR{5)

X #F Atheros 802.1In To4 LAN £ (th9k) ({X1E 64 fiL ARM Z&f5 )

Linux BIHT Intel® 54 AGN JXEhF2 R (iwlmvm) ({UFE 64 i ARM 2R3 h)
Thunderbolt/USB4 M43 5/j#42 & (thunderbolt_net)

rtlwifi B USB EAIKZIF2RE(rtl_usb) ({X1E 64 1 ARM Z&f:)

KSR NS Ik shERF
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Atheros AR30xx B4R 12 1.0 (th3k) ({X7E 64 i ARM ZHyeh)
BlueFRITZIUSB IXEhF2FE MR A 1.2 (bfusb) ({XAE 64 fiL ARM Z2f4eh)
W57 HCIUART JXhA2 AR A 2.3 (hei_uart) ({FE 64 £ ARM 285 rh)
Broadcom X & it 0.1 (btbem)H % FF 32 ¥ (R1E 64 fiL ARM ZRFg)
Intel A& hRA 0.1 B9i5 ZF X 5 (btintel) ({{FE 64 {iL ARM ZRf5h)
MediaTek ¥ #BIIE F 3 0.1 (btmtk) ({LFE 64 i ARM FFrh)

%} Realtek 1% #& bR 0.1 B9 FF 25 (btrtl) ({YAE 64 fiL ARM ZRf4eh)
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W FER HCIIKBhA2 AR A 1.5 (hei_vhei) ({UFE 64 7 ARM 285 eh)

Broadcom Blutonium El4IXIF2FEMRA 1.2 (bem203x) ({UAE 64 i ARM Z2f5eh)
Digianswer Bluetooth USB IRz 2 kA 0.11 (bpa10x) ({XFE 64 L ARM Z2f4h)
BRI SDIO WKEHF2RF 0.1 (btsdio) ({X1E 64 fiz ARM ZEHyH)

WA USB IRF2FRRA 0.8 (btusb) ({XFE 64 i ARM ZR{4h)

Marvell Bluetooth JXEHFZRERRA 1.0 (btmrvl) ({X1E 64 fiz ARM ZEf4e)

Marvell BT-over-SDIO JX5hF2 1.0 (btmrvl_sdio) ({XFE 64 i ARM ZR{5)

BMC IPMI SSIF # OB Linux & & IKEhF2 R (ssif_bme) ({XFE 64 i ARM ZR{45h)
vTPM Driver kg4 0.1 (tpm_vtpm_proxy)

AMD P-state JXBNF2F Test £ (amd-pstate-ut) ({1 AMD # Intel 64 irf4%R)

Compute Express Link (CXL) ACPI JRZ)#2 & (cxl_acpi) ({{1E 64 i ARM Z2#F0 AMD #0 Intel
64 frfZRH)

Compute Express Link (CXL) core JXz/1#2F (cxl_core)

Compute Express Link (CXL)## Q3K ZhF2 R (cxl_port)

NVIDIA Tegra GPC DMA Controller JX 572 (tegra186-gpc-dma) ({XFE 64 {iL ARM Z2f4h)
DRM Buddy Allocator (drm_buddy) ({X7£ 64 {if IBM Z Z2f5eh)

DRM & RiEFL 285 BIF2 5 (drm_display_helper) ({X4f 64 fif IBM Z #§32eh)

EVision X # /) HID X572 (hid-evision) ({X7E 64 il ARM 2814, IBM Power Systems, Little
Endian. AMD # Intel 64 fiIfyZRd)

Texas Instruments INA3221 HWMon X372 (ina3221) ({X1E 64 i ARM ZRi4 )

I3C A#%(i3c) ({NFE 64 fiL ARM ZRF5 )

Silvaco dual-role 13C master JX5)#2F (svc-i3c-master) ({7E 64 {iL ARM ZEi4r)
Microsoft Azure Network Adapter IB Xz 2% (mana_ib) ({{fE£ AMD # Intel 64 fir552h)
X RDMA f%%i(rdma_rxe)

.LMX8MP EZEIENFER - AT i.MX SOC #3& A B £ 512 (imx8mp-interconnect) ({7 64
i ARM Z2f4eh)

Linux USB 74 (uve) ({NFE 64 i ARM ZRF5, IBM Power Systems, Little Endian. AMD #]1
Intel 64 fIf94RH)

videobuf2 B9 WLARTFE L IR HIFE (videobuf2-memops) ({X1E 64 fiL ARM Z2f4 )
A FcecRENFEFHILZ & T sUEM ([UAE 64 4L IBM Z f55R )
WA RUEMN FIKEHERE (me)  (N7E 64 I ARM Z2Hm)
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Linux 2 MSRAY X 5172 555 Bh A2 FE HE SR (videobuf2-v412)  ({U1E 64 il ARM Z@F5 )
BRAK 2R A X NA%AESS (videobuf2-common)  ({X1E 64 fiL ARM Z2f4 )

USB #A25 IK 5hA2 FE AR A 111 (uvevideo) ({XFE 64 fii ARM ZRf:dh)

V4L2 DV Timings Helper Functions (v4l2-dv-timings) ({1 64 {iL ARM Z2f5h)
Video4Linux2 #:0OIKEhF2FF (videodev) ({XFE 64 i ARM ZR¥5h)

videobuf2 B vmalloc 7740572 (videobuf2-vmalloc) ({X7E 64 i ARM ZR{5)
SPI NOR HJ#EZR(spi-nor) ({7 64 i ARM ZEi4 )

Marvell CN1OK DRAM subsystem (DSS) PMU (marvell_cn10k_ddr_pmu) ({{7E 64 {iL ARM Z
e eh)

Marvell CN1OK LLC-TAD Perf JX5F2 R (marvell_cn10k_tad_pmu) ({X7f 64 i ARM ZR{3)

Intel Meteor Lake PCH pinctrl/GPIO 3K z)#2 % (pinctrl-meteorlake) ({X1E AMD # Intel 64 i
FyZReh)

Intel In Field Scan (IFS)i% % (intel_ifs) ({1 AMD # Intel 64 fiIf:Z2 )

NVIDIA WMI EC Backlight 3X5/1#2 % (nvidia-wmi-ec-backlight) ({7 AMD #1 Intel 64 fiI {422
7)

QM encoder/decoder EBIF2F (gmi_helpers) ({X7E 64 iI ARM Z2fr)
AMD SoundWire JX 572 (soundwire-amd) ({1 AMD # Intel 64 fiIf5Z2)
NVIDIA Tegrall4 SPI Controller JXZh32 - (spi-tegra114) ({X1E 64 {iL ARM Z2f4rh)

STMicroelectronics STUSB160x Type-C #2252 512 (stusb160x) ({X7E 64 i ARM ZR14
H)

MLX5 VFIO PCI - MLX5 % & %589 7 oK 5h 2 5 (mix5-vfio-pci)

6.2. EHTHVIRSIAZ 7
PR B R ST

Realtek RTL8152/RTL8153 Based USB Ethernet Adapters (r8152) BB # =& v1.12.13 kA& (R7E
64 i ARM 224, IBM Power Systems. Little Endian. AMD # Intel 64 fiIf4Z8er)

FER sz
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Broadcom MegaRAID SAS X532 (megaraid_sas) B E#H Zhik4A& 07.725.01.00-rc1 ({U7E 64
£ ARM Z2f5, IBM Power Systems, Little Endian. AMD # Intel 64 fIf532H) |

Microchip Smart Family Controller BJIXZhF2 - (smartpqi) EEFEARA 2.1.22-040 ({UIE 64 {iI
ARM ZEH4, IBM Power Systems. Little Endian. AMD #1 Intel 64 i f4Z2eh)

Emulex LightPulse Fibre Channel SCSI X sh#2FF (Ipfc) EEB# EMRA 0:14.2.0.12 ({7 64 fiI
ARM ZEH4, IBM Power Systems. Little Endian. AMD # Intel 64 i f4Z2eh)

MPI3 Storage Controller Device Driver (mpi3mr) & E# E x4 8.4.1.0.0,



55 7 = [ BPF IhAE

28 7 = v WY BPF ThEE

RERM T X Red Hat Enterprise Linux 9 RhRAH] kernel # Berkeley Packet Filter (BPF)Zh8ERY5E
Bhx, RAE

o RUIECE N E Mk
o HAMRERRIMZIFNERER
o T FHMBRETSREY
AZE S E bpftool feature 5 B shE MBI H.

xR 7.1 R R E I H kT

prial | i1
unprivileged_bpf_disabled 2 (bpf() REUHAREI A, EEARUEA,
JIT G 2s 1 (FR)

JIT FiFdsonit 1 ChIEIAR A E )
JIT %7i%25 kallsyms 5 H 1 (H root BFJEA)
FERFLA B JIT B9 BR 528482304
CONFIG_BPF y
CONFIG_BPF_SYSCALL y
CONFIG_HAVE_EBPF_JIT y

CONFIG_BPF_JIT y
CONFIG_BPF_JIT_ALWAYS_ON y
CONFIG_DEBUG_INFO_BTF y

CONFIG_DEBUG_INFO_BTF_MODULES y

CONFIG_CGROUPS y
CONFIG_CGROUP_BPF y
CONFIG_CGROUP_NET_CLASSID y
CONFIG_SOCK_CGROUP_DATA y
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i}

CONFIG_BPF_EVENTS

CONFIG_KPROBE_EVENTS

CONFIG_UPROBE_EVENTS

CONFIG_TRACING

CONFIG_FTRACE_SYSCALLS

CONFIG_FUNCTION_ERROR_INJECTIO
N

CONFIG_BPF_KPROBE_OVERRIDE

CONFIG_NET

CONFIG_XDP_SOCKETS

CONFIG_LWTUNNEL_BPF

CONFIG_NET_ACT_BPF

CONFIG_NET_CLS_BPF

CONFIG_NET_CLS_ACT

CONFIG_NET_SCH_INGRESS

CONFIG_XFRM

CONFIG_IP_ROUTE_CLASSID

CONFIG_IPV6_SEG6_BPF

CONFIG_BPF_LIRC_MODE?2

CONFIG_BPF_STREAM_PARSER

CONFIG_NETFILTER_XT_MATCH_BPF

CONFIG_BPFILTER

CONFIG_BPFILTER_UMH
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AL &
CONFIG_TEST_BPF m
CONFIG_HZ 1000
bpf() syscall aH
REVFERE K/NBRE A
G E BN ST HF AIF
ISAY & v2 2
ISA " F& v3 A

x 7.2 TANEF RN RFNEDER

BFRE ATRANEER

socket_filter bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_perf_event_output, bpf_skb_load_bytes, bpf_get_current_task,
bpf_get_numa_node_id, bpf_get_socket_cookie, bpf_get_socket_uid,
bpf_skb_load_bytes_relative, bpf_map_push_elem, bpf_map_pop_elem,
bpf_map_peek_elem, bpf_spin_lock, bpf_spin_unlock, bpf_strtol, bpf_strtoul,
bpf_probe_read_user, bpf_probe_read_kernel, bpf_probe_read_user_str,
bpf_probe_read_kernel_str, bpf_jiffies64, bpf_ktime_get_boot_ns, bpf_ringbuf_output,
bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query,
bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock, bpf_skc_to_tcp_timewait_sock,
bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock, bpf_snprintf_btf,
bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs,
bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete
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BFRE ATRANEBER

kprobe bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem, bpf_probe_read,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_perf_event_read, bpf_perf_event_output, bpf_get_stackid, bpf_get_current_task,
bpf_current_task_under_cgroup, bpf_get_numa_node_id, bpf_probe_read_str,
bpf_perf_event_read_value, bpf_get_stack, bpf_get_current_cgroup_id,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_strtol, bpf_strtoul, bpf_send_signal, bpf_probe_read_user,
bpf_probe_read_kernel, bpf_probe_read_user_str, bpf_probe_read_kernel_str,
bpf_send_signal_thread, bpf_jiffies64, bpf_get_ns_current_pid_tgid,
bpf_get_current_ancestor_cgroup_id, bpf_ktime_get_boot_ns, bpf_ringbuf_output,
bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query,
bpf_get_task_stack, bpf_copy_from_user, bpf_snprintf_btf, bpf_per_cpu_ptr,
bpf_this_cpu_ptr, bpf_task_storage_get, bpf_task_storage_delete,
bpf_get_current_task_btf, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_get_func_ip,
bpf_get_attach_cookie, bpf_task_pt_regs, bpf_get_branch_snapshot, bpf_find_vma,
bpf_loop, bpf_strncmp, bpf_copy_from_user_task, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr,
bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr, bpf_dynptr_read,
bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain,
bpf_cgrp_storage_get, bpf_cgrp_storage_delete
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BFRE ATRANEBER

sched_cls bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id,
bpf_skb_store_bytes, bpf_I3_csum_replace, bpf_l4_csum_replace, bpf_tail_call,
bpf_tail_call, bpf_clone_redirect, bpf_get_cgroup_classid, bpf_skb_vlan_push,
bpf_skb_vlan_pop, bpf_skb_get_tunnel_key, bpf_skb_set_tunnel_key, bpf_redirect,
bpf_get_route_realm, bpf_perf_event_output, bpf_skb_load_bytes, bpf_skb_load_bytes,
bpf_skb_diff, bpf_skb_get_tunnel_opt, bpf_skb_set_tunnel_opt, bpf_skb_change_proto,
bpf_skb_change_type, bpf_skb_under_cgroup, bpf_get_hash_recalc,
bpf_get_current_task, bpf_skb_change_tail, bpf_skb_pull_data, bpf_skb_pull_data,
bpf_csum_update, bpf_set_hash_invalid, bpf_get_numa_node_id,
bpf_skb_change_head, bpf_get_socket_cookie, bpf_get_socket_uid, bpf_set_hash,
bpf_skb_adjust_room, bpf_skb_get_xfrm_state, bpf_skb_load_bytes_relative,
bpf_fib_lookup, bpf_skb_cgroup_id, bpf_skb_ancestor_cgroup_id, bpf_sk_lookup_tcp,
bpf_sk_lookup_udp, bpf_sk_release, bpf_map_push_elem, bpf_map_pop_elem,
bpf_map_peek_elem, bpf_spin_lock, bpf_spin_lock, bpf_spin_unlock, bpf_sk_fullsock,
bpf_tcp_sock, bpf_skb_ecn_set_ce, bpf_get_listener_sock, bpf_PROFILE_lookup_tcp,
bpf_tcp_check_syncookie, bpf_strtol, bpf_strtoul, bpf_sk_storage_get,
bpf_sk_storage_delete, bpf_tcp_gen_syncookie, bpf_probe_read_user,
bpf_probe_read_kernel, bpf_probe_read_user_str, bpf_probe_read_kernel_str,
bpf_latencies64, bpf_sk_assign, bpf_ktime_get_boot_ns, bpf_xxxx_output,
bpf_zFCP_reserve, bpf_numpy_reserve, bpf_wagon_submit, bpf_ iwl_discard, bpf_
iwl_query, bpf_csum_level, bpf_categories_to_tcp6_sock, bpf_PROFILE_to_tcp_sock,
bpf_wagon_to_tcp_timewait_sock, bpf_PROFILE_to_tcp_request_sock,
bpf_categories_to_udp6_sock, bpf_categories_to_udp6_sock, bpf_wagon_wagon,
bpf_skb_cgroup_classid, bpf_redirect_neigh, bpf_per_cpu_ptr, bpf_ this_cpu_ptr,
bpf_redirect_peer, bpf_get_current_task_iwl, bpf_ktime_get_ MAPPING_ns,
bpf_check_mtu, bpf_for_each_map_elem, bpf_for_each_map_elem,
bpf_ProductShortName, bpf_timer_init, bpf_timer_set_callback, bpf_timer_start,
bpf_timer_cancel, bpf_task_pt_regs, bpf_PROFILE_to_unix_sock, bpf_loop,
bpf_PROFILEmp, bpf_skb_set_tstamp, bpf_kptr_xchg, bpf_map_lookup_percpu_elem,
bpf_PROFILE_to_mptcp_sock, bpf_PROFILE_from_mem,
bpf_PROFILE_reserve_PROFILE, bpf_PROFILE_submit_PROFILE,
bpf_PROFILE_discard_criu, bpf_PROFILE_read, bpf_PROFILE_write,
bpf_PROFILE_data, bpf_tcp_raw_gen_syncookie_ipv4,
bpf_tcp_raw_gen_syncookie_ipv6, bpf_tcp_raw_check_syncookie_ipv4,
bpf_tcp_raw_check_syncookie_ipv6, bpf_ktime_get_tai_ns, bpf_user_PROFILE_drain,
bpf_cgrp_storage_get, bpf_cgrp_storage_delete
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sched_act bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id,
bpf_skb_store_bytes, bpf_I3_csum_replace, bpf_l4_csum_replace, bpf_tail_call,
bpf_tail_call, bpf_clone_redirect, bpf_get_cgroup_classid, bpf_skb_vlan_push,
bpf_skb_vlan_pop, bpf_skb_get_tunnel_key, bpf_skb_set_tunnel_key, bpf_redirect,
bpf_get_route_realm, bpf_perf_event_output, bpf_skb_load_bytes, bpf_skb_load_bytes,
bpf_skb_diff, bpf_skb_get_tunnel_opt, bpf_skb_set_tunnel_opt, bpf_skb_change_proto,
bpf_skb_change_type, bpf_skb_under_cgroup, bpf_get_hash_recalc,
bpf_get_current_task, bpf_skb_change_tail, bpf_skb_pull_data, bpf_skb_pull_data,
bpf_csum_update, bpf_set_hash_invalid, bpf_get_numa_node_id,
bpf_skb_change_head, bpf_get_socket_cookie, bpf_get_socket_uid, bpf_set_hash,
bpf_skb_adjust_room, bpf_skb_get_xfrm_state, bpf_skb_load_bytes_relative,
bpf_fib_lookup, bpf_skb_cgroup_id, bpf_skb_ancestor_cgroup_id, bpf_sk_lookup_tcp,
bpf_sk_lookup_udp, bpf_sk_release, bpf_map_push_elem, bpf_map_pop_elem,
bpf_map_peek_elem, bpf_spin_lock, bpf_spin_lock, bpf_spin_unlock, bpf_sk_fullsock,
bpf_tcp_sock, bpf_skb_ecn_set_ce, bpf_get_listener_sock, bpf_PROFILE_lookup_tcp,
bpf_tcp_check_syncookie, bpf_strtol, bpf_strtoul, bpf_sk_storage_get,
bpf_sk_storage_delete, bpf_tcp_gen_syncookie, bpf_probe_read_user,
bpf_probe_read_kernel, bpf_probe_read_user_str, bpf_probe_read_kernel_str,
bpf_latencies64, bpf_sk_assign, bpf_ktime_get_boot_ns, bpf_xxxx_output,
bpf_zFCP_reserve, bpf_numpy_reserve, bpf_wagon_submit, bpf_ iwl_discard, bpf_
iwl_query, bpf_csum_level, bpf_categories_to_tcp6_sock, bpf_PROFILE_to_tcp_sock,
bpf_wagon_to_tcp_timewait_sock, bpf_PROFILE_to_tcp_request_sock,
bpf_categories_to_udp6_sock, bpf_categories_to_udp6_sock, bpf_wagon_wagon,
bpf_skb_cgroup_classid, bpf_redirect_neigh, bpf_per_cpu_ptr, bpf_ this_cpu_ptr,
bpf_redirect_peer, bpf_get_current_task_iwl, bpf_ktime_get_ MAPPING_ns,
bpf_check_mtu, bpf_for_each_map_elem, bpf_for_each_map_elem,
bpf_ProductShortName, bpf_timer_init, bpf_timer_set_callback, bpf_timer_start,
bpf_timer_cancel, bpf_task_pt_regs, bpf_PROFILE_to_unix_sock, bpf_loop,
bpf_PROFILEmp, bpf_skb_set_tstamp, bpf_kptr_xchg, bpf_map_lookup_percpu_elem,
bpf_PROFILE_to_mptcp_sock, bpf_PROFILE_from_mem,
bpf_PROFILE_reserve_PROFILE, bpf_PROFILE_submit_PROFILE,
bpf_PROFILE_discard_criu, bpf_PROFILE_read, bpf_PROFILE_write,
bpf_PROFILE_data, bpf_tcp_raw_gen_syncookie_ipv4,
bpf_tcp_raw_gen_syncookie_ipv6, bpf_tcp_raw_check_syncookie_ipv4,
bpf_tcp_raw_check_syncookie_ipv6, bpf_ktime_get_tai_ns, bpf_user_PROFILE_drain,
bpf_cgrp_storage_get, bpf_cgrp_storage_delete
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tracepoint bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem, bpf_probe_read,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_perf_event_read, bpf_perf_event_output, bpf_get_stackid, bpf_get_current_task,
bpf_current_task_under_cgroup, bpf_get_numa_node_id, bpf_probe_read_str,
bpf_perf_event_read_value, bpf_get_stack, bpf_get_current_cgroup_id,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_strtol, bpf_strtoul, bpf_send_signal, bpf_probe_read_user,
bpf_probe_read_kernel, bpf_probe_read_user_str, bpf_probe_read_kernel_str,
bpf_send_signal_thread, bpf_jiffies64, bpf_get_ns_current_pid_tgid,
bpf_get_current_ancestor_cgroup_id, bpf_ktime_get_boot_ns, bpf_ringbuf_output,
bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query,
bpf_get_task_stack, bpf_copy_from_user, bpf_snprintf_btf, bpf_per_cpu_ptr,
bpf_this_cpu_ptr, bpf_task_storage_get, bpf_task_storage_delete,
bpf_get_current_task_btf, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_get_func_ip,
bpf_get_attach_cookie, bpf_task_pt_regs, bpf_get_branch_snapshot, bpf_find_vma,
bpf_loop, bpf_strncmp, bpf_copy_from_user_task, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr,
bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr, bpf_dynptr_read,
bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain,
bpf_cgrp_storage_get, bpf_cgrp_storage_delete

xdp bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_redirect, bpf_perf_event_output, bpf_csum_diff, bpf_get_current_task,
bpf_get_numa_node_id, bpf_xdp_adjust_head, bpf_redirect_map, bpf_xdp_adjust_meta,
bpf_xdp_adjust_tail, bpf_fib_lookup, bpf_sk_lookup_tcp, bpf_sk_lookup_udp,
bpf_sk_release, bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem,
bpf_spin_lock, bpf_spin_unlock, bpf_skc_lookup_tcp, bpf_tcp_check_syncookie,
bpf_strtol, bpf_strtoul, bpf_tcp_gen_syncookie, bpf_probe_read_user,
bpf_probe_read_kernel, bpf_probe_read_user_str, bpf_probe_read_kernel_str,
bpf_jiffies64, bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve,
bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query, bpf_skc_to_tcp6_sock,
bpf_skc_to_tcp_sock, bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock,
bpf_skc_to_udp6_sock, bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr,
bpf_get_current_task_btf, bpf_ktime_get_coarse_ns, bpf_check_mtu,
bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init, bpf_timer_set_callback,
bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs, bpf_skc_to_unix_sock, bpf_loop,
bpf_strncmp, bpf_xdp_get_buff_len, bpf_xdp_load_bytes, bpf_xdp_store_bytes,
bpf_kptr_xchg, bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock,
bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr,
bpf_ringbuf_discard_dynptr, bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data,
bpf_tcp_raw_gen_syncookie_ipv4, bpf_tcp_raw_gen_syncookie_ipv6,
bpf_tcp_raw_check_syncookie_ipv4, bpf_tcp_raw_check_syncookie_ipv6,
bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain, bpf_cgrp_storage_get,
bpf_cgrp_storage_delete
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perf_event bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem, bpf_probe_read,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_perf_event_read, bpf_perf_event_output, bpf_get_stackid, bpf_get_current_task,
bpf_current_task_under_cgroup, bpf_get_numa_node_id, bpf_probe_read_str,
bpf_perf_event_read_value, bpf_perf_prog_read_value, bpf_get_stack,
bpf_get_current_cgroup_id, bpf_map_push_elem, bpf_map_pop_elem,
bpf_map_peek_elem, bpf_spin_lock, bpf_spin_unlock, bpf_strtol, bpf_strtoul,
bpf_send_signal, bpf_probe_read_user, bpf_probe_read_kernel,
bpf_probe_read_user_str, bpf_probe_read_kernel_str, bpf_send_signal_thread,
bpf_jiffies64, bpf_read_branch_records, bpf_get_ns_current_pid_tgid,
bpf_get_current_ancestor_cgroup_id, bpf_ktime_get_boot_ns, bpf_ringbuf_output,
bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query,
bpf_get_task_stack, bpf_copy_from_user, bpf_snprintf_btf, bpf_per_cpu_ptr,
bpf_this_cpu_ptr, bpf_task_storage_get, bpf_task_storage_delete,
bpf_get_current_task_btf, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_get_func_ip,
bpf_get_attach_cookie, bpf_task_pt_regs, bpf_get_branch_snapshot, bpf_find_vma,
bpf_loop, bpf_strncmp, bpf_copy_from_user_task, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr,
bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr, bpf_dynptr_read,
bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain,
bpf_cgrp_storage_get, bpf_cgrp_storage_delete

cgroup_skb bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_perf_event_output, bpf_skb_load_bytes, bpf_get_current_task,
bpf_get_numa_node_id, bpf_get_socket_cookie, bpf_get_socket_uid,
bpf_skb_load_bytes_relative, bpf_skb_cgroup_id, bpf_get_local_storage,
bpf_skb_ancestor_cgroup_id, bpf_sk_lookup_tcp, bpf_sk_lookup_udp, bpf_sk_release,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_sk_fullsock, bpf_tcp_sock, bpf_skb_ecn_set_ce,
bpf_get_listener_sock, bpf_skc_lookup_tcp, bpf_strtol, bpf_strtoul, bpf_sk_storage_get,
bpf_sk_storage_delete, bpf_probe_read_user, bpf_probe_read_kernel,
bpf_probe_read_user_str, bpf_probe_read_kernel_str, bpf_jiffies64,
bpf_ktime_get_boot_ns, bpf_sk_cgroup_id, bpf_sk_ancestor_cgroup_id,
bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard,
bpf_ringbuf_query, bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock,
bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock,
bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs,
bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete
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cgroup_sock bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_get_cgroup_classid, bpf_perf_event_output, bpf_get_current_task,
bpf_get_numa_node_id, bpf_get_socket_cookie, bpf_get_current_cgroup_id,
bpf_get_local_storage, bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem,
bpf_spin_lock, bpf_spin_unlock, bpf_strtol, bpf_strtoul, bpf_sk_storage_get,
bpf_probe_read_user, bpf_probe_read_kernel, bpf_probe_read_user_str,
bpf_probe_read_kernel_str, bpf_jiffies64, bpf_get_netns_cookie,
bpf_get_current_ancestor_cgroup_id, bpf_ktime_get_boot_ns, bpf_ringbuf_output,
bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query,
bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs, bpf_loop,
bpf_strncmp, bpf_get_retval, bpf_set_retval, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr,
bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr, bpf_dynptr_read,
bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain,
bpf_cgrp_storage_get, bpf_cgrp_storage_delete

[wt_in bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_cgroup_classid, bpf_get_route_realm, bpf_perf_event_output,
bpf_skb_load_bytes, bpf_csum_diff, bpf_skb_under_cgroup, bpf_get_hash_recalc,
bpf_get_current_task, bpf_skb_pull_data, bpf_get_numa_node_id, bpf_lwt_push_encap,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_strtol, bpf_strtoul, bpf_probe_read_user, bpf_probe_read_kernel,
bpf_probe_read_user_str, bpf_probe_read_kernel_str, bpf_jiffies64,
bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit,
bpf_ringbuf_discard, bpf_ringbuf_query, bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock,
bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock,
bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs,
bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete
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Iwt_out bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_cgroup_classid, bpf_get_route_realm, bpf_perf_event_output,
bpf_perf_event_output, bpf_skb_load_bytes, bpf_skb_diff, bpf_skb_under_cgroup,
bpf_get_hash_recalc, bpf_get_current_task, bpf_skb_pull_data, bpf_get_numa_node_id,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_pop_elem, bpf_map_peek_elem,
bpf_spin_lock, bpf_spin_unlock, bpf_strtol, bpf_strtoul, bpf_probe_read_user,
bpf_probe_read_kernel, bpf_probe_read_user_str, bpf_probe_read_kernel_str, bpf_
0.11.0-64, bpf_ktime_boot_ns, bpf_probe_read_output, bpf_probe_read_output,
bpf_categories_reserve, bpf_wagon_submit, bpf_ iwl_discard, bpf_categories_query,
bpf_categories_to_tcp6_sock, bpf_PROFILE_to_tcp_sock,
bpf_wagon_to_tcp_timewait_sock, bpf_PROFILE_to_tcp_sock,
bpf_categories_to_udp6_sock, bpf_categories_to_udp6_sock, bpf_unmarshal_wagon,
bpf_per_cpu_ptr, bpf_ this_cpu_ptr, bpf_get_current_task_PROFILE,
bpf_ktime_get_PROFILE_ns, bpf_for_each_map_elem, bpf_PROFILE, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs, bpf_
iwl_to_unix_sock, bpf_loop, bpf_loopmp, bpf_kptr_xchg, bpf_map_lookup_percpu_elem,
bpf_criu_to_mptcp_sock, bpf_PROFILE_from_mem, bpf_PROFILE_reserve_numpy,
bpf_zFCP_submit_numpy, bpf_criu_submit_numpy, bpf_wagon_discard_criu,
bpf_ProductShortName_read, bpf_iwl_write, bpf_unmarshal_data,
bpf_ktime_get_tai_ns, bpf_user_PROFILE_drain, bpf_cgrp_storage_get,
bpf_cgrp_storage_delete

[wt_xmit bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id,
bpf_skb_store_bytes, bpf_I3_csum_replace, bpf_l4_csum_replace, bpf_tail_call,
bpf_clone_redirect, bpf_get_cgroup_classid, bpf_skb_get_tunnel_key,
bpf_skb_set_tunnel_key, bpf_redirect, bpf_get_route_realm, bpf_perf_event_output,
bpf_skb_load_bytes, bpf_csum_diff, bpf_skb_get_tunnel_opt, bpf_skb_set_tunnel_opt,
bpf_skb_under_cgroup, bpf_get_hash_recalc, bpf_get_current_task,
bpf_skb_change_tail, bpf_skb_pull_data, bpf_csum_update, bpf_set_hash_invalid,
bpf_get_numa_node_id, bpf_skb_change_head, bpf_lwt_push_encap,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_strtol, bpf_strtoul, bpf_probe_read_user, bpf_probe_read_kernel,
bpf_probe_read_user_str, bpf_probe_read_kernel_str, bpf_jiffies64,
bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit,
bpf_ringbuf_discard, bpf_ringbuf_query, bpf_csum_level, bpf_skc_to_tcp6_sock,
bpf_skc_to_tcp_sock, bpf_skc_to_tcp_timewait_sock, bpf_skc_to_tcp_request_sock,
bpf_skc_to_udp6_sock, bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr,
bpf_get_current_task_btf, bpf_ktime_get_coarse_ns, bpf_for_each_map_elem,
bpf_snprintf, bpf_timer_init, bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel,
bpf_task_pt_regs, bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete
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sock_ops bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_perf_event_output, bpf_get_current_task, bpf_get_numa_node_id,
bpf_get_socket_cookie, bpf_setsockopt, bpf_sock_map_update, bpf_getsockopt,
bpf_sock_ops_cb_flags_set, bpf_sock_hash_update, bpf_get_local_storage,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_tcp_sock, bpf_strtol, bpf_strtoul, bpf_sk_storage_get,
bpf_sk_storage_delete, bpf_probe_read_user, bpf_probe_read_kernel,
bpf_probe_read_user_str, bpf_probe_read_kernel_str, bpf_jiffies64,
bpf_get_netns_cookie, bpf_ktime_get_boot_ns, bpf_ringbuf_output,
bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query,
bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock, bpf_skc_to_tcp_timewait_sock,
bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock, bpf_load_hdr_opt,
bpf_store_hdr_opt, bpf_reserve_hdr_opt, bpf_snprintf_btf, bpf_per_cpu_ptr,
bpf_this_cpu_ptr, bpf_get_current_task_btf, bpf_ktime_get_coarse_ns,
bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init, bpf_timer_set_callback,
bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs, bpf_skc_to_unix_sock, bpf_loop,
bpf_strncmp, bpf_kptr_xchg, bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock,
bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr,
bpf_ringbuf_discard_dynptr, bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data,
bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain, bpf_cgrp_storage_get,
bpf_cgrp_storage_delete

sk_skb bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id,
bpf_skb_store_bytes, bpf_tail_call, bpf_perf_event_output, bpf_skb_load_bytes,
bpf_get_current_task, bpf_skb_change_tail, bpf_skb_pull_data, bpf_get_numa_node_id,
bpf_skb_change_head, bpf_get_socket_cookie, bpf_get_socket_uid,
bpf_skb_adjust_room, bpf_sk_redirect_map, bpf_sk_redirect_hash, bpf_sk_lookup_tcp,
bpf_sk_lookup_udp, bpf_sk_release, bpf_map_push_elem, bpf_map_pop_elem,
bpf_map_peek_elem, bpf_spin_lock, bpf_spin_unlock, bpf_skc_lookup_tcp, bpf_strtol,
bpf_strtoul, bpf_probe_read_user, bpf_probe_read_kernel, bpf_probe_read_user_str,
bpf_probe_read_kernel_str, bpf_jiffies64, bpf_ktime_get_boot_ns, bpf_ringbuf_output,
bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query,
bpf_skc_to_tcp6_sock, bpf_skc_to_tcp_sock, bpf_skc_to_tcp_timewait_sock,
bpf_skc_to_tcp_request_sock, bpf_skc_to_udp6_sock, bpf_snprintf_btf,
bpf_per_cpu_ptr, bpf_this_cpu_ptr, bpf_get_current_task_btf,
bpf_ktime_get_coarse_ns, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs,
bpf_skc_to_unix_sock, bpf_loop, bpf_strncmp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_skc_to_mptcp_sock, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete
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cgroup_device bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_get_cgroup_classid, bpf_perf_event_output, bpf_get_current_task,
bpf_get_numa_node_id, bpf_get_current_cgroup_id, bpf_get_local_storage,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_pop_elem, bpf_map_peek_elem,
bpf_spin_lock, bpf_spin_unlock, bpf_strtol, bpf_strtoul, bpf_probe_read_user,
bpf_probe_read_kernel, bpf_probe_read_user_str, bpf_probe_read_kernel_str,
bpf_csum64, bpf_get_current_ancestor_cgroup_id, bpf_ktime_get_boot_ns,
bpf_categories_output, bpf_categories_reserve, bpf_numpy_submit,
bpf_PROFILE_discard, bpf_PROFILE_query, bpf_per_cpu_ptr, bpf_ this_cpu_ptr,
bpf_get_current_task_frequency, bpf_for_each_map_elem, bpf_for_each_map_elem,
bpf_bpf_PROFILE, bpf_timer_init, bpf_timer_set_callback, bpf_timer_start,
bpf_timer_cancel, bpf_task_pt_regs, bpf_loop, bpf_loopmp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_csum_from_mem, bpf_criu_reserve_PROFILE,
bpf_unmarshal_submit_criu, bpf_numpy_discard_criu, bpf_categories_read,
bpf_unmarshal_write, bpf_unmarshal_data, bpf_ktime_get_tai_ns, bpf_user_criu_drain,
bpf_cgrp_storage_get, bpf_cgrp_storage_delete

sk_msg bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_cgroup_classid,
bpf_perf_event_output, bpf_get_current_task, bpf_get_numa_node_id,
bpf_msg_redirect_map, bpf_msg_apply_bytes, bpf_msg_cork_bytes,
bpf_msg_pull_data, bpf_msg_redirect_hash, bpf_get_current_cgroup_id,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_elem, bpf_msg_push_data,
bpf_msg_pop_data, bpf_spin_lock, bpf_spin_unlock, bpf_strtol, bpf_strtoul,
bpf_sk_storage_get, bpf_sk_storage_delete, bpf_sk_storage_delete,
bpf_probe_read_user, bpf_probe_read_kernel, bpf_probe_read_user_str,
bpf_probe_read_kernel_str, bpf_criu64, bpf_get_netns_cookie,
bpf_get_current_ancestor_cgroup_id, bpf_ktime_get_boot_ns, bpf_ktime_output,
bpf_numpy_reserve, bpf_wagon_submit, bpf_iwl_discard, bpf_iwl_query,
bpf_categories_to_tcp6_sock, bpf_PROFILE_to_tcp_sock,
bpf_PROFILE_to_tcp_timewait_sock, bpf_iwl_to_tcp_request_sock,
bpf_categories_to_udp6_sock, bpf_PROFILE_to_tcp_sock, bpf_criu_to_tcp_sock, bpf_
iwl_to_tcp_sock bpf_per_cpu_ptr, bpf_ this_cpu_ptr, bpf_get_current_task_PROFILE,
bpf_ktime_get_PROFILE_ns, bpf_for_each_map_elem, bpf_numpy, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs,,
bpf_PROFILE_to_unix_sock, bpf_loop, bpf_iwlmp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_PROFILE_to_mptcp_sock, bpf_criu_from_mem,
bpf_PROFILE_reserve_zFCP, bpf_PROFILE_submit_numpy,
bpf_PROFILE_discard_numpy, bpf_criu_discard_numpy, bpf_wagon_read,
bpf_ProductShortName_write, bpf_unmarshal_data, bpf_ktime_get_tai_ns,
bpf_user_PROFILE_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete
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raw_tracepoint bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem, bpf_probe_read,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_perf_event_read, bpf_perf_event_output, bpf_get_stackid, bpf_get_current_task,
bpf_current_task_under_cgroup, bpf_get_numa_node_id, bpf_probe_read_str,
bpf_perf_event_read_value, bpf_get_stack, bpf_get_current_cgroup_id,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_strtol, bpf_strtoul, bpf_send_signal, bpf_probe_read_user,
bpf_probe_read_kernel, bpf_probe_read_user_str, bpf_probe_read_kernel_str,
bpf_send_signal_thread, bpf_jiffies64, bpf_get_ns_current_pid_tgid,
bpf_get_current_ancestor_cgroup_id, bpf_ktime_get_boot_ns, bpf_ringbuf_output,
bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query,
bpf_get_task_stack, bpf_copy_from_user, bpf_snprintf_btf, bpf_per_cpu_ptr,
bpf_this_cpu_ptr, bpf_task_storage_get, bpf_task_storage_delete,
bpf_get_current_task_btf, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_get_func_ip,
bpf_task_pt_regs, bpf_get_branch_snapshot, bpf_find_vma, bpf_loop, bpf_strncmp,
bpf_copy_from_user_task, bpf_kptr_xchg, bpf_map_lookup_percpu_elem,
bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr,
bpf_ringbuf_discard_dynptr, bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data,
bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain, bpf_cgrp_storage_get,
bpf_cgrp_storage_delete

cgroup_sock_addr bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_get_cgroup_classid, bpf_perf_event_output, bpf_get_current_task,
bpf_get_numa_node_id, bpf_get_socket_cookie, bpf_setsockopt, bpf_getsockopt,
bpf_bind, bpf_get_current_cgroup_id, bpf_get_local_storage, bpf_sk_lookup_tcp,
bpf_sk_lookup_udp, bpf_sk_release, bpf_map_push_elem, bpf_map_pop_elem,
bpf_map_peek_elem, bpf_spin_lock, bpf_spin_unlock, bpf_ CephFS_lookup_tcp,
bpf_strtol, bpf_strtol, bpf_strtoul, bpf_sk_storage_get, bpf_sk_storage_delete,
bpf_probe_read_user, bpf_probe_read_kernel, bpf_probe_read_user_str,
bpf_probe_read_kernel_str, bpf_ PlacementRule64, bpf_get_netns_cookie,
bpf_get_current_ancestor_cgroup_id, bpf_ktime_get_boot_ns, bpf_categories_output,
bpf_categories_reserve, bpf_numpy_submit, bpf_PROFILE_discard,
bpf_PROFILE_to_tcp6_sock, bpf_iwl_to_tcp_sock,
bpf_PROFILE_to_tcp_timewait_sock, bpf_PROFILE_to_tcp_sock,
bpf_PROFILE_to_tcp_sock, bpf_iwl_to_tcp_sock, bpf_, bpf_PROFILE_to_udp6_sock,
bpf_PROFILE_setuptools, bpf_per_cpu_ptr, bpf_ this_cpu_ptr,
bpf_get_current_task_PROFILE, bpf_ktime_get_MAPPING_ns,
bpf_for_each_map_elem, bpf_zFCP, bpf_timer_init, bpf_timer_set_callback,
bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs, bpf_PROFILE_to_unix_sock,
bpf_loop, bpf_loopmp, bpf_get_retval, bpf_set_retval, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_2023_to_mptcp_sock, bpf_set_retval,
bpf_kptr_xchg, bpf_map_lookup_percpu_elem bpf_wagon_from_mem,
bpf_numpy_reserve_criu, bpf_setuptools_submit_criu, bpf_categories_discard_criu,
bpf_PROFILE_read, bpf_criu_write, bpf_wagon_data, bpf_ktime_get_tai_ns,
bpf_user_mvapich_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_get,
bpf_cgrp_storage_delete
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Iwt_seg6local bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_cgroup_classid, bpf_get_route_realm, bpf_perf_event_output,
bpf_perf_event_output, bpf_skb_load_bytes, bpf_skb_diff, bpf_skb_under_cgroup,
bpf_get_hash_recalc, bpf_get_current_task, bpf_skb_pull_data, bpf_get_numa_node_id,
bpf_lwt_seg6_store_bytes, bpf_lwt_seg6_adjust_srh, bpf_lwt_seg6_action,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_strtol, bpf_strtoul, bpf_probe_read_user, bpf_probe_read_kernel,
bpf_probe_read_user_str, bpf_probe_read_kernel_str, bpf_wagon64,
bpf_ktime_get_boot_ns, bpf_categories_output, bpf_PROFILE_reserve,
bpf_PROFILE_discard, bpf_categories_query, bpf_categories_to_tcp6_sock,
bpf_PROFILE_to_tcp_sock, bpf_2023_to_tcp_sock, bpf_criu_to_tcp_timewait_sock,
bpf_ProductShortName_to_tcp_request_sock, bpf_PROFILE_to_udp6_sock,
bpf_PROFILE_PROFILE, bpf_per_cpu_ptr, bpf_ this_cpu_ptr,
bpf_get_current_task_xxxx, bpf_ktime_get_PROFILE_ns, bpf_for_each_map_elem,
bpf_per_cpu_ptr, bpf_get_current_task_xxxx, bpf_ktime_get_ptr, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs,
bpf_PROFILE_to_unix_sock, bpf_loop, bpf_netnsmp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_2023_to_mptcp_sock, bpf_wagon_from_mem,
bpf_numpy_reserve_criu, bpf_setuptools_submit_criu, bpf_categories_discard_criu,
bpf_PROFILE_read, bpf_criu_write, bpf_wagon_data, bpf_ktime_get_tai_ns,
bpf_user_mvapich_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_get,
bpf_cgrp_storage_delete

lirc_mode2 X

sk_reuseport bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_skb_load_bytes, bpf_get_current_task, bpf_get_numa_node_id,
bpf_get_socket_cookie, bpf_skb_load_bytes_relative, bpf_sk_select_reuseport,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_strtol, bpf_strtoul, bpf_probe_read_user, bpf_probe_read_kernel,
bpf_probe_read_user_str, bpf_probe_read_kernel_str, bpf_jiffies64,
bpf_ktime_get_boot_ns, bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit,
bpf_ringbuf_discard, bpf_ringbuf_query, bpf_snprintf_btf, bpf_per_cpu_ptr,
bpf_this_cpu_ptr, bpf_get_current_task_btf, bpf_ktime_get_coarse_ns,
bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init, bpf_timer_set_callback,
bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs, bpf_loop, bpf_strncmp,
bpf_kptr_xchg, bpf_map_lookup_percpu_elem, bpf_dynptr_from_mem,
bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr,
bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns,
bpf_user_ringbuf_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete
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flow_dissector bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_skb_load_bytes, bpf_get_current_task, bpf_get_numa_node_id,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_strtoul, bpf_strtoul, bpf_probe_read_user, bpf_probe_read_kernel,
bpf_probe_read_user_str, bpf_probe_read_kernel_str, bpf_categories64,
bpf_ktime_get_boot_ns, bpf_categories_output, bpf_categories_reserve,
bpf_categories_submit, bpf_PROFILE_discard, bpf_PROFILE_to_tcp6_sock,
bpf_PROFILE_to_tcp_sock, bpf_PROFILE_to_tcp_sock,
bpf_PROFILE_to_tcp_timewait_sock, bpf_ProductShortName_to_tcp_request_sock,
bpf_PROFILE_to_udp6_sock, bpf_PROFILE_PROFILE, bpf_per_cpu_ptr, bpf_
this_cpu_ptr, bpf_get_current_task_xxxx, bpf_ktime_get_PROFILE_ns,
bpf_for_each_map_elem, bpf_per_cpu_ptr, bpf_get_current_task_xxxx,
bpf_ktime_get_ptr, bpf_timer_init, bpf_timer_set_callback, bpf_timer_start,
bpf_timer_cancel, bpf_task_pt_regs, bpf_PROFILE_to_unix_sock, bpf_loop,
bpf_netnsmp, bpf_kptr_xchg, bpf_map_lookup_percpu_elem,
bpf_2023_to_mptcp_sock, bpf_wagon_from_mem, bpf_numpy_reserve_criu,
bpf_setuptools_submit_criu, bpf_categories_discard_criu, bpf_PROFILE_read,
bpf_criu_write, bpf_wagon_data, bpf_ktime_get_tai_ns, bpf_user_mvapich_drain,
bpf_cgrp_storage_get, bpf_cgrp_storage_get, bpf_cgrp_storage_delete

cgroup_sysctl bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_get_cgroup_classid, bpf_perf_event_output, bpf_get_current_task,
bpf_get_numa_node_id, bpf_get_current_cgroup_id, bpf_get_local_storage,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_pop_elem, bpf_map_peek_elem,
bpf_spin_lock, bpf_spin_unlock, bpf_sysctl_get_name, bpf_sysctl_get_current_value,
bpf_sysctl_get_new_value, bpf_sysctl_set_new_value, bpf_strtol, bpf_strtoul,
bpf_probe_read_user, bpf_probe_read_kernel, bpf_probe_read_user_str,
bpf_probe_read_kernel_str, bpf_MAPPING64, bpf_get_current_ancestor_cgroup_id,
bpf_ktime_get_boot_ns, bpf_PROFILE_output, bpf_numpy_reserve,
bpf_PROFILE_submit, bpf_PROFILE_discard, bpf_ktime_discard, bpf_unmarshal_query,
bpf_iwl_numpy, bpf_per_cpu_ptr, bpf_ this_cpu_ptr, bpf_get_current_task_PROFILE,
bpf_ktime_get_categories_ns, bpf_for_each_map_elem, bpf_PROFILE, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_start, bpf_timer_cancel,
bpf_task_pt_regs, bpf_loop, bpf_loopmp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_wagon_from_mem,
bpf_PROFILE_reserve_PROFILE, bpf_ 0.11.0-_submit_PROFILE,
bpf_criu_discard_PROFILE, bpf_criu_read, bpf_unmarshal_write, bpf_unmarshal_data,
bpf_ktime_get_tai_ns, bpf_user_categories_drain, bpf_cgrp_storage_get,
bpf_cgrp_storage_delete
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raw_tracepoint_wri bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem, bpf_probe_read,

table bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_perf_event_read, bpf_perf_event_output, bpf_get_stackid, bpf_get_current_task,
bpf_current_task_under_cgroup, bpf_get_numa_node_id, bpf_probe_read_str,
bpf_perf_event_read_value, bpf_get_stack, bpf_get_current_cgroup_id,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_strtol, bpf_strtoul, bpf_send_signal, bpf_probe_read_user,
bpf_probe_read_kernel, bpf_probe_read_user_str, bpf_probe_read_kernel_str,
bpf_send_signal_thread, bpf_jiffies64, bpf_get_ns_current_pid_tgid,
bpf_get_current_ancestor_cgroup_id, bpf_ktime_get_boot_ns, bpf_ringbuf_output,
bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard, bpf_ringbuf_query,
bpf_get_task_stack, bpf_copy_from_user, bpf_snprintf_btf, bpf_per_cpu_ptr,
bpf_this_cpu_ptr, bpf_task_storage_get, bpf_task_storage_delete,
bpf_get_current_task_btf, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_get_func_ip,
bpf_task_pt_regs, bpf_get_branch_snapshot, bpf_find_vma, bpf_loop, bpf_strncmp,
bpf_copy_from_user_task, bpf_kptr_xchg, bpf_map_lookup_percpu_elem,
bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr, bpf_ringbuf_submit_dynptr,
bpf_ringbuf_discard_dynptr, bpf_dynptr_read, bpf_dynptr_write, bpf_dynptr_data,
bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain, bpf_cgrp_storage_get,
bpf_cgrp_storage_delete

cgroup_sockopt bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_get_cgroup_classid, bpf_perf_event_output, bpf_get_current_task,
bpf_get_numa_node_id, bpf_get_current_cgroup_id, bpf_get_local_storage,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_tcp_sock, bpf_strtol, bpf_strtoul, bpf_sk_storage_get,
bpf_sk_storage_delete, bpf_probe_read_user, bpf_probe_read_kernel,
bpf_probe_read_user_str, bpf_probe_read_kernel_str, bpf_jiffies64,
bpf_get_netns_cookie, bpf_get_current_ancestor_cgroup_id, bpf_ktime_get_boot_ns,
bpf_ringbuf_output, bpf_ringbuf_reserve, bpf_ringbuf_submit, bpf_ringbuf_discard,
bpf_ringbuf_query, bpf_snprintf_btf, bpf_per_cpu_ptr, bpf_this_cpu_ptr,
bpf_get_current_task_btf, bpf_for_each_map_elem, bpf_snprintf, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs, bpf_loop,
bpf_strncmp, bpf_get_retval, bpf_set_retval, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_dynptr_from_mem, bpf_ringbuf_reserve_dynptr,
bpf_ringbuf_submit_dynptr, bpf_ringbuf_discard_dynptr, bpf_dynptr_read,
bpf_dynptr_write, bpf_dynptr_data, bpf_ktime_get_tai_ns, bpf_user_ringbuf_drain,
bpf_cgrp_storage_get, bpf_cgrp_storage_delete

tracing ¥
struct_ops X
ext N FF
Ism R FF
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sk_lookup bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_perf_event_output, bpf_get_current_task, bpf_get_numa_node_id, bpf_sk_release,
bpf_map_push_elem, bpf_map_pop_elem, bpf_map_peek_elem, bpf_spin_lock,
bpf_spin_unlock, bpf_strtoul, bpf_strtoul, bpf_probe_read_user, bpf_probe_read_kernel,
bpf_probe_read_user_str, bpf_probe_read_kernel_str, bpf_categories64, bpf_sk_assign,
bpf_ktime_get_boot_ns, bpf_PROFILE_output, bpf_criu_reserve,
bpf_categories_submit, bpf_categories_discard, bpf_PROFILE_query,
bpf_numpy_to_tcp6_sock, bpf_categories_to_tcp_sock,
bpf_PROFILE_to_tcp_timewait_sock, bpf_iwl_to_tcp_request_sock,
bpf_categories_to_udp6_sock, bpf_PROFILE_criu, bpf_per_cpu_ptr, bpf_ this_cpu_ptr,
bpf_get_current_task_PROFILE, bpf_ktime_get_categories_ns,
bpf_for_each_map_elem, bpf_ProductShortName, bpf_timer_init,
bpf_timer_set_callback, bpf_timer_start, bpf_timer_cancel, bpf_task_pt_regs, bpf_
iwl_to_unix_sock, bpf_loop, bpf_framemp, bpf_kptr_xchg,
bpf_map_lookup_percpu_elem, bpf_categories_to_mptcp_sock,
bpf_PROFILE_from_mem, bpf_PROFILE_reserve_PROFILE,
bpf_criu_submit_PROFILE, bpf_PROFILE_discard_criu, bpf_PROFILE_read,
bpf_PROFILE_write, bpf_PROFILE_data, bpf_ktime_get_tai_ns,
bpf_user_PROFILE_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete

syscall bpf_map_lookup_elem, bpf_map_update_elem, bpf_map_delete_elem, bpf_probe_read,
bpf_ktime_get_ns, bpf_get_prandom_u32, bpf_get_smp_processor_id, bpf_tail_call,
bpf_get_current_pid_tgid, bpf_get_current_uid_gid, bpf_get_current_comm,
bpf_perf_event_read, bpf_perf_event_output, bpf_get_stackid, bpf_get_current_task,
bpf_current_task_under_cgroup, bpf_get_numa_node_id, bpf_probe_read_str,
bpf_get_socket_cookie, bpf_perf_event_read_value, bpf_get_stack,
bpf_get_current_cgroup_id, bpf_map_push_elem, bpf_map_pop_elem,
bpf_map_peek_elem, bpf_spin_lock, bpf_spin_unlock, bpf_strtol, bpf_strtoul,
bpf_sk_storage_get, bpf_sk_storage_delete, bpf_sk_storage_delete, bpf_send_signal,
bpf_skb_output, bpf_probe_read_user, bpf_probe_read_kernel,
bpf_probe_read_user_str, bpf_probe_read_kernel_str, bpf_send_signal_thread, bpf_
netobserve4, bpf_get_ns_current_pid_tgid, bpf_xdp_output, bpf_xdp_output,
bpf_get_current_ancestor_cgroup_id, bpf_ktime_get_boot_ns, bpf_unmarshal_output,
bpf_PROFILE_reserve, bpf_PROFILE_discard, bpf_netobserv_query,
bpf_PROFILE_to_tcp6_sock, bpf_zFCP_to_tcp_sock, bpf_PROFILE_to_tcp_sock,
bpf_PROFILE_to_tcp_timewait_sock, bpf_PROFILE_to_tcp_request_sock,
bpf_PROFILE_to_udp6_sock, bpf_get_task_stack, bpf_d_path, bpf_copy_from_user,
bpf_PROFILE_numpy, bpf_per_cpu_ptr, bpf_ this_cpu_ptr, bpf_task_storage_get,
bpf_task_storage_delete, bpf_get_current_task_criu, bpf_sock_from_file,
bpf_for_each_map_elem, bpf_categories, bpf_sys_bpf, bpf_criu_find_by_name_kind,
bpf_sys_close, bpf_timer_init, bpf_timer_set_callback, bpf_timer_start,
bpf_timer_cancel, bpf_get_func_ip, bpf_task_pt_regs, bpf_get_branch_snapshot,
bpf_categories_to_unix_sock, bpf_kallsyms_lookup_name, bpf_find_vma, bpf_loop,
bpf_mvapichmp, bpf_xdp_get_buff_len, bpf_copy_from_user_task,
bpf_copy_from_user_task, bpf_kptr_xchg, bpf_map_lookup_percpu_elem,
bpf_PROFILE_to_mptcp_sock, bpf_PROFILE_from_mem, bpf_criu_reserve_categories,
bpf_numpy_submit_criu, bpf_PROFILE_discard_PROFILE, bpf_zFCP_read,
bpf_csum_write, bpf_criu_data, bpf_criu_submit_data, bpf_ktime_get_tai_ns,
bpf_user_PROFILE_drain, bpf_cgrp_storage_get, bpf_cgrp_storage_delete

& 7.3. AT FHABRG SRR
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hash

£ e

prog_array

perf_event_array

percpu_hash

percpu_array

stack_trace

cgroup_array

Iru_hash

[ru_percpu_hash

I[pm_trie

array_of_maps

hash_of_maps

devmap

sockmap

cpumap

xskmap

sockhash

cgroup_storage

reuseport_sockarray

percpu_cgroup_storage

queue

queue
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sk_storage

devmap_hash =
struct_ops =
ringbuf =
inode_storage =
task_storage =
bloom_filter =
user_ringbuf =
cgrp_storage =
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B8 EREFHEREER

XER4 PR T Red Hat Enterprise Linux 9.3 FEE M. XTR A EFNTM bug.

8.1. ZRREFHE L2

REEFIE AT LUER AR url Kickstart 8 43# --proxy 1267

FEURIBIRA R, RERREFITTEEMOCIE url Kickstart 85 --proxy 1271, R, EEEFEREENR
HERME R R, A7 HER, XDHHSHRAER, --proxy IR LURTIHAE R T1F.

Bugzilla:2177219

liveimg B --noverifyss| ZETIAE N {E A HTTPS TERIREK EIRSS 2RE0IET

TELFIMRR AR, REEFSZBE liveimg Kickstart €555 A --noverifyssl £, ELtb, fNRITENE
A HTTPS T)ﬁ WRERRGRGIER S ERIE D, RETBEKERW, BT XNEH, XNRMEAER, liveing
Kickstart €845 B9 --noverifyssl /£ TEIE &,

Bugzilla:2157921

Anaconda IIfESSUE FIPS £3KM9 LUKS BigiEis

ELRIMAR AR, Anaconda AfeE LUKS BBfEEMNKERTIHE FIPS X, BMEEZIEHITTIX
MeE, AL, FEANF SN FRUNBILZEE FIPS BEX TRERSRRERFIREL,

BT LEH, RERFORFETHIE, ALUSIEHEFIHTREEENSNCE, b, MRE FIPS &
X FEAK LUKS BRIERIERTE, REEFRBA, FHHLEEMEL

Bugzilla:2163497

xfsprogs BIHTHR AR EB4H /N /bootBy K/

TELARTRIRRA A, RHEL 9.3 /1 5.19 i AH xfsprogs #4843 E /boot B9 K/ g/, REt, 5 RHEL
9.2 fRAMELE, ERSFH /boot 4 X LR AZE KRR, IES HAMBEHENT /boot 2 XIEMMEI 600
MiB, A& 500 MiB, /boot 4 X A5 3% EZ2[A] [A] FEI RS,

Jira:RHEL-7999

8.2. &4tk

OpenSSL 4 cms #1 smime AT LA7E FIPS B, &St

ELARIBIRR AR, cms Fl smime OpenSSL srG{E A BRI EE, 41 3DES 3 PKCS #1v1.5, ﬂ_ﬁb%i
EEFIPS X THER, Eit, FHAsmime oS ABRIVKENE XHFTTIEE FIPS B THRSE
e, LWEFHBLATLUTER :

e TEFIPSHERT, OpenSSL API BUIAERH A RSA BEA OAEP & CMS .

o TEFIPSHERT, cms OpenSSL S EIRHE RSA AN, G2 {HEH aes-128-cbc #l OAEP 1%
) CMS 24,

i/ ECDSA BBHAZ R, 1EIEFIPSERXT, OpenSSL API #1 cms S BRIAAREEEH PKCS#1v1.5
B # 3DES MNE,

Rk, EaLATE FIPS 3 T EH cms #1 smime OpenSSL f4 E M X4,
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Bugzilla:2160797

SELinux 211 Dovecot it fTHE{E S il

EBA L NEAENAEHIENE T AMEE Dovecot mMRERNM 4 A X IE, {BZRIM SELinux REEAES
FE], LAfE dovecot-deliver T E B[ 1E21TH 4G A& EEHITBIE, FEIt, Dovecot FREJHRESE
HITEERBITE, BTHEY, PRESSMNE SELinux &M, EI Dovecot HBUHI S I LIIEE T
{’EO

Bugzilla:2170495!]

M NFS X258 S AE Rl LATE SELinux % &4 enforcing B 15 R T LI

TELARIRIRRAF, ZER NFS ¥EH root SUEFRGRS, SELinux i AR MRS 2L AL, MMSEE
SELinux #%i& N enforcing R HT 81 5 KL,

ATIHES, SELinux B#EEE, EIEMME SELinux ERE NI ERIISAIEMN NFS HEEMI I Z/R
2PR%, Eit, NFS EHIMEERS ZME S in 854 SELinux 1%, 8158 LATE SELinux &N
enforcing X HIIE R T B0,

Bugzilla:2218207!"]

RabbitMQ {$[ IPv6 E I

ELRTMIRRA S, HMEEEAT IPv6 B rabbitmq fRS52:0T, inet_gethost a5 & 217
Iproc/sys/net/ipvé/conf/all/disable_ipv6 X+, Hib, REiiELA15R]
Iproc/sys/net/ipvé/conf/all/disable_ipv6, B TiX N EH, RIINTER LLEZEL
/proc/sys/net/ipv6/conf/all/disable_ipv6, rabbitmq IN7ErI LA IPv6,

Bugzilla:2184999

SELinux A\ L@ cloud-init FEMEI Insights

ELBTBIRRAH, SELinux KBRS S fo1F cloud-init BIAiZ1T insights-client BRSSBIALNI, Rk, 2
®id cloud-init IAZ1T insights-client --register s S 2K, B T HLEH, BROHNIEHRNEISR
B&Hr, 1EEILUER enforcing #2=VH9 SELinux, @1 cloud-init SEME] Insights.,

Bugzilla:2162663

staff_r SELinux a9 P IL{E AT LLZ4T scap_workbench #E

FELARIMIRRA A, selinux-policy {4 SR 2 & TFi217 scap-workbench TERTFEH staff_r SELinux
AR, ik, HETE staff_r SELinux BB TZ1TH, scap-workbench iR & KK,
BTIHE, BROHNEHHRINE selinux-policy F7, SELinux B IIIE R LLZ4T scap_workbench
7w,

Bugzilla:2112729

1£ SELinux SRB& 7N insights-client BIFER

insights-client ik 55 &% E A7 selinux-policy Z Bk AR, FLt, insights-client B9—LLH 5
EEETE, FRETURAZEFEAVO)EIRER, EXMhRAR, SELinux RE&HRM T FHR,
Lk, insights-client TR & AVC $5iRRIER T EMRIZ1T.

JIRA:RHELPLAN—163O14U], Bugzilla:2190178,Bugzilla:2224737, Bugzilla:2207894, Bugzilla:2214581

Keylime allowlist 4 B BHIA 2 B
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Keylime f{IZ create_allowlist.sh -y Keylime SRB& £ K — allowlist, 7E RHEL 9.3 1, ©#
create_runtime_policy.sh BIARER, ZHIAEZFRTFIIREHE S JSON 21T H SRBE A RIL

BETIHEH, BAHIRE N create_allowlist.sh, I7E, EAILUFEF keylime_create_policy BIA
allowlist #1 excludelist &FE| JSON ;= 1TH} RE& AR,

Jira:RHEL-11866("]

Keylime FE®RZE tls_dir = default IR E S

I, H7TE Keylime verifier X registrar EBE ¥ tis_dir ZF &% default i, Keylime &IBEAREF
cacert.crt XHEZM B E EBMA NI (CAIET, BT HEH, XNERELE, BEETLUFERAE
A tls_dir = default iXEB B 7 3. CA k344,

Jira:RHELPLAN-15733711]

METEa ERTAE TIIZLM Keylime I

FELRTHRRAH, & Keylime RERERTAMEE TFUEON, BN EBHEXMNETIEEEET
5. BT IEH, BEEHEHEE TUL, BT ENESHTUERETHEF.

Jira:RHEL-395(]

Keylime At b0y el LAE#fthiF 5] 1Pv6 Hatik

TELARTBORRA A, Keylime EMAOITTEEMIRG] IPve ik, FTEHAERETIHO. B T HER,
SEA RO R LUE RS IR IPve titik, Bt e AIE#h E B Hik O,

Jira:RHEL-392(]

Keylime {CEE R LLEFA AN ER 1Pv6 HihE

LRI AR, YHERAKRESERES [T IPv6 HitEM Keylime SRR, keylime tenant TE 4k
W, FEREER, B TILHEH, keylime_tenant ATLLEMAALIE IPv6 Hhilk, BMEE( %A SFBEESH,

Jira:RHEL-393("]

Keylime AE&HTF QEMU EHIHLABYH S 4 5 Bl £ 51 5k BA KK

edk2-ovmf B EHE QEMU BFMEMRENNES | FAEHRSIAT —MFNEHRE, XEE
HRTE Keylime MEMEI FIEBAR S BRI, B T EHLERHT, Keylime AJAIEFMIC XL M,

Jira:RHEL-9471"]

Keylime Webhook i@ 2 eI LUEH# XA TLS &id

TELARTBORRA A, keylime Webhook BRIFZFTLIEIEHKI TLS RiF. XRSFBIERTHRKREE S,
BEEHTARR T IX AR, webhook &2 A AT LUEMSH R ] TLS Rik,

Jira:RHEL-1252[1

gpg-agent SIAETE FIPS B\ F4Ey SSH KT F

LRI AR, HEBHARINE ssh-agent 2FHf, gpg-agent TEX03 MD5 84, BI{fE FIPS
BEREZAT MD5 #E, ALk, ssh-add TELEFHHRMEF BRI EH,

BTXMRA, gpg-agent REFEMA MD5 R55H. Hitk, gpg-agent IITEES SSH HA5IERIER7E
FIPS RX TiZ4THRST L THE.
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Bugzilla:2073567

tangd-keygen FA7E ol LUIE At A BB IEBRIA umask

TELIRIMIAR A, tangd-keygen B AT & BN IR AL RISTE R, Rk, EEBMEEEEMA
FHSERER MBI B P XX O R IS (umask) R4 £, tang-show-keys 5 &REFHIRE R
Internal Error 500 A2 ZT~#E%H. B 7 X1 E#, tangd-keygen 74 BRI A ST 1% B STER,
R AT AT LATE BB FEBIA umask IR EIER T/E.

Bugzilla:2188743

fapolicyd AR 55 A EE 1T MEI S BB A P I ERTE

FEURIBARAAH, fapolicyd RSG5 MRRFFAHITERFLE, BMEEEMATEEEZEFMRT.
Lk, %iA fapolicyd-cli --update 5% BMER, BMEHMRERFHRAILMNIT. BTIE
%7, fapolicyd-cli --update s S RILAEH B eI ERFHIEE, MRMEFETEBHIIT.

Jira:RHEL-622

fapolicyd A8 5 BURZ1E mount ] umountig g

FELARIBRRA A, H mount % umount ##{Ei21TW R, #AFi21T fapolicyd-cli --update @3
%, fapolicyd RS AIRERIFEATIRTE M. EIt, REREIEIN, BT HEH, RS TLIEMHMIZT
fapolicyd-cli --update &%, ARSS AT LAAMIBEEEEDR mount = umount ##1F,

Jira:RHEL-817

Keylime IR{E#3Z R EXAY PEM i+

FELARTHIRRA A, & Keylime WEIER BN HEH LA PEM B RAIEBBIIEHBHEER, keylime-agent-
rust Keylime ZHFXTEEK TLS IBFN KW, AL, & imZEHE(keylime_verifier #1 keylime_tenant)t
SEIEET Keylime RIE, BT LE#H, keylime-agent-rust A LLIEFANIE S N EFEAIE] CA IEBRIIES,
Hit, EIERTLUERS Keylime SEH) PEM 1EH,

Jira:RHEL-396(]

BME%AHEN, Rsyslog BaI LS5

4 Rsyslog L&A HERSRLIERPUTH!, rsyslog Hi2&E/END, Hit, EXFIER T Rsyslog
TEEFREN, HEFINEE. BTHERH, NMREEED, #HEFTBZAEFESN. AL, Rsyslog
AILASE, BMEEERBREN.

Jira:RHELPLAN-160541L1]

io_uring BIFE AT LATER A SELinux 34t R FIEE T

TELLFTMIRR A, io_uring PR3O SELinux SREEH R4 map HUR, Fitt, mmap REHBE %
I, io_uring BEOTEES T, A TUIES, SELinux HEEHFY map HR, HEOMETUEST
£, TI&A SELinux B4,

Bugzilla:2187745

oscap-anaconda-addon IIfE 5 CIS 5 {bRZ% RSS2

TELIRIM AR AR, REWH CIS TLBEE 4 (cis. cis_server I1. cis_workstation_I1 =X
cis_workstation_I2) #J RHEL M%4%hR 55288 R 2l B8 T8 Network Servers B @48, X4l E @it
1£ RHEL 9.3 12 oscap-anaconda-addon-2.0.0-17.el9 kR thitp SR TR, Eitk, &7
P& Network Servers & 4HH CIS 31689 RHEL Network AR5 23,
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Bugzilla:2172264

KA BRI RERTFAHA -
scap-security-guide IR LN EHMREXHIEUTRERF X BRI IEBEERNHN

® accounts_umask_interactive_users

® accounts_user_dot_group_ownership

® accounts_user_dot_user_ownership

® accounts_user_interactive_home_directory_exists

® accounts_users_home_files_groupownership

® accounts_users_home_files_ownership

® accounts_users_home_files_permissions

e file_groupownership_home_directories

o file_ownership_home_directories

o file_permissions_home_directories
XL ERAM S A A FECE, EUAIMRAR, AREFRLREIRMGERMSR (I NSS) =
B2 P MECE, BMENEIAT ERSEEAFWEE, XZ2R N OpenSCAP B2 F 2 HifE A
getpwent () REUAMA, WEFHER T XLEHNREREL, FEEREKDT /etc/passwd I
B, Ak, MNEIERERTAMAFNEE,

Bugzilla:2203791

B HARLN Q& A F A ith A
REAMMREXH (40 CIS M DISASTIG) S@&LUTRER ik &G EARRA B i HEAL] -

® accounts_password_set_max_life_existing

® accounts_password_set_min_life_existing

® accounts_password_set_warn_age_existing

® accounts_set_post pw_existing
LR EARBAFWEE, EURNREAS, AEEFISERMGERZIRE (40 NSS) =24
2R FEE, BRI SR ERRERAANERE. X2FE N OpenSCAP R F AIE A
getpwent () RSV,

SRR T X LN AP BRSE T, FE RKHI T /etc/shadow XHRREYEIE, Rk, MNMERERTF
At P RECE.

Bugzilla:2213958

Red Hat CVE JR 2§

fIF https://access.redhat.com/security/data/oval/ BIZLIEE WiREFIRE(CVE) A 1 EB=H, FH#
https://access.redhat.com/security/data/oval/v2/ 1248 CVE hr & 2 B,
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B8 EEFIHRES
Kk, scap-security-guide ¥4 1R I SCAP [REIE R ARV HEE B BT N HEE R Red Hat CVE JRHY
$ThR A,
Bugzilla:2223178

5 journald BEC EHE XN A\ R INBN K5 S

TELLEIMRR A, SCAP 2215 #1 journald_compress. journald_forward_to_syslog #1
journald_storage Z BRI MEBIASREE T — bug, XFHIE /etc/systemd/journald.conf & 34
FRAER B LR AR T 489515, ALk, journald RETARS TiAMRTECE LT, FHRKE], Hit, &
BIETTM, IXATE OpenSCAP F i S Bt 15 Mpass 58, B T ILEH, MNIFNNEHAREF RN
ABB|IS, Rk, XLEHNIIESRH journald EX— N ERHIEE.

Bugzilla:2193169

var/lib/fdo FHICHIRTESBIIEHM SElinux b2

FELARIRORR A, B—NR1F FDO HREU RN ENHNRLMH, B 7 XANEH, BLEAH A SElinux
# service-info-api iR 5525, EATLURNIMEMISIH, A% /var/lib/fdo B R FHI% %, HLt /varlib/fdo
THISTHEIE AT LS B E R SElinux PR,

Bugzilla:2229722

8.3. I/ EIE
subscription-manager FHEEX PR B IV ERLE

M RHEL 9.1 Ff#&, subscription-manager TN IBEMIREN R ERHAERER. TLRIRARAH, MFE
LiEE (BENFNTIES) , ERFEERERRBRIENER. BTXNEH, ERERKRE, AR
BEVAIRIETEIERR,

IMREAIZRATHERGR, BALEAUTHSEFREREN
I # subscription-manager config --rhsm.progress_messages=1

Bugzilla:2136694L]

8.4. Mt EIE

dnf needs-restarting -s fp 5 II{E AT LAIEffth 7R systemd BRS5513k

LRI MR AR, HIEFERT A -s =X --services 12L1H) needs-restarting e S, ZHMEIIE systemd
FIE ARSI —MNE R, B TIWES, dnf needs-restarting -s &5 & ZBIX MR, FHERT
BZ B systemd RS FIRME S,

Bugzilla:2203100

dnf-automatic S IIIEIE#flh R S FE SR HRE

FELREIBARA A, dnf-automatic S 4IREIESH—NRIIBLRERTY, BMELRES TR —LIRELRE
FXIN5ERK. X PIRERXfE A dnf-automatic /1T B IS BRNRHINZRER LD NG, B T HEH, X0
e AR, dnf-automatic IEREESHMEN MG HEN R,

Bugzilla:2212262

EEAT BRXHEHNXXHA RS ERE WA IMA ZHRNERGaFBERIK
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FELRIBIARAH, RPM ZifliF IMA 2N AEIXH, BMEEl IR XEES, RAit, THaRiEx
W, BT LLERH, RPMBUIRNA IMAZER, ELt, HHaRETBEXI

Bugzilla:2157836

8.5.SHELL fi&{p${TITE

rsyslog H&RIC KRS IEL /S IBUR RSN B 3h

FELRIHRAH, JHEBEILEE rsyslog RS T BERBERSFEE. /deviiog BEEFEME T2
RRFFHEBCER, MERERSIITLERET. Hit, /deviog EEFERTER, HEBRMREIREFE,
pian, AT EIFEM GRUB BLER grub2-mkeonfig e SR RIFEHHNXHRAHERERREREHE
R MREEA ReaR MEBB TS EHNXHRENRS, NAEHEERKIIETR /dev/log EfEF, &
SRR,

BTHRHIEES, BIERLGHM systemd Lol EES I SdEhEEEEFEN, UESIFHNEBEFILE
EET. @b, MRFEE, rsyslog REFXERBEINEFED, EEEMESEFILRKARERIERET
BHEE, MESERINTNK, ELEKE RAM fi#i R /varllog/messages XA EIBEHEE.

Bugzilla:2172912

S FKEEE, which S AERIK

FELRTRIRRA A, HIMERFREBT 256 NF R E KPHYT which s B, 9K, FH I Can't
get current working directory iR 5 8. B TIEE, which S ITEN BRZR K ERFIE A
PATH_MAX (&, Eit, H4FEEIL,

Bugzilla:2181974

ReaR IIfEX 17 OUTPUT=USBI UEFI Z£8|5

TELIIBIAR A, OUTPUT=USB ReaR ¥iith A% (EER 5| S Eh3s L MERIRFRIR) TERE
SECURE_BOOT_BOOTLOADER &, Hit, 1EEAT UEFI 23| SMRL L, HERUIEERIR
=515, ENSISREEFEEEA.

BETXMEE, OUTPUT=USB ReaR fijH /& I 1E O B BB R £ T 3 R 1E
SECURE_BOOT_BOOTLOADER % EHIEEMNS| F&EHEF. BEMAZAB UEFI shim 5| F:&E 12
7, 157 /etc/rear/local.conf ST EHRL T XE :

I SECURE_BOOT_BOOTLOADER=/boot/efi/EFI|/redhat/shimx64.efi

Ritb, =5 UEFI RE5|50, MEMEARTUEIN. £EE UEFINRERSE, HEEBRENIL
ERREW, BERELEIGREM. EEEREFERTRE—BE., BX UEFI 51 5REH shim B 55
RERERE, 158% UEF| : BISREN L EH 2.

Bugzilla:2196445

ReaR hERGEIAFABIEHEENA VG ZHE

letc/lvm/devices/system.devices XK ZHEEESR(LVM)RITIL S, FIRHEIZEX LVM B9 L4
MAT A%, RIAERT, system.devices ThEETE RHEL O R#f/E A, SEEAES, ©&#H LVM k&t iE
%%O

FELRIHIRRA A, HFEMA ReaR HRAME RS RARSERNTRENES D BRER, RENRER
BHEFAE LVM B, TEEF. BTLHEH, 1R ReaR #E system.devices 3XF, ReaR REMEH
REF X E /etc/lvm/devices/system.devices.rearbak 7, FLt, REMWREAFER LVM %5
XA RBRENZ ST IS, RARESISHEHREIRENSE,
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B8 EEFIHRES
A% MREBMREKINITHHEFER LVM ZE X, HESISMENREFHEEEBRIEFFTENRE
W% & 5 {E A vgimportdevices -a v 4y, LARSTE RS i 72 Z RUET FHE IR EL.

Bugzilla:2145014

8.6. M%%

Intel Corporation 1350 Gigabit Fiber Network Connection BIfETE N B H 512t — i 8%

TELLFIBIRR A A, 778 Small Formfactor Pluggable (SFP) transceiver #3k, %% External Thermal
Sensor (ETS)HBEHEZE 53 igb BN FEH R MDA 1L Inter-Integrated Circuit (12C), LAZER ETS,
Rk, EETEREEEE. BT bug B8, igb WhBFE (XA ETS B9 SFP " AR #14R1E 12C,
th, ERREN T BEEE,

Bugzilla:2173594(]

nm-cloud-setup Bk 5 A8 MO PR FohEcERNHIB 1P dthitk

RIEMIMEREIESR, nm-cloud-setup fRSSECE TM4%EO, RATBENFIEOREEZEA nm-
cloud-setup #9551, BEFELERTREEHR, ERELERERT, ENLWEMRSSRIEERZEA,
SIERINFHED 1P ik, X% systemd 1T ERETERALLES, nm-cloud-setup &5 i% H BRI LE4H BN
IP #bilk, X NetworkManager ¥4 BHIEHAER T XN E, EREFZZERF systemd EN 27 H ol
% nm-cloud-setup, MREFEERFITER, BAILUERALTHSF5EA nm-cloud-setup :

I # systemctl enable nm-cloud-setup.service

Ft, nm-cloud-setup FNEMZEORMIERFEHECBRIFBD IP Hbil,

Bugzilla:2151040

8.7. At

£/2A7T VMD I, RHEL ZaiXEIRA NVMe Rk

LINEBREHMMLBENRFN, BEBLS(VMD)EZAIXBENERE, AL, BEHITEERRINIFREE
Hig#&, BTWEH, EAT VMD BIRERS A LUEMMIAR NVMe i, R 2EEERS SHHER
REFUALES o

Bugzilla:2128610("]

8.8. Bl FMmE iR~

GRUB HIE T U E R s 4 F 3 Vi P 2

ELRIBMR AR, ERET S A% RPM RS, HiA dnf install kernel-$VERSION =X dnf update
BRRMRE—NRENAZKILE NI, B0, XR7E AMD H Intel 64 fIi5%R E, HEIE 64 I
ARM 3245 LI RR% (4k)F0 kernel-64k L7 BRI NRIRS EL %, B, REATRERIELL
BHEENBISERAEENRNZ, BT IHEH, GRUB #H /etc/sysconfig/kernel E2 & X441
DEFAULTKERNEL &, BRi\AKFRS EMIZAFRITHMRA,

MEFLER, 55 Bl Red Hat Enterprise Linux 8 #1 9 ERIABINE: AR AE,

Bugzilla:2184069!']
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8.9. XX G FITENE

Ipfc IBNFRRF1E D_ID im A Hud B FERRE

TELLETHIRR A A, 7EA H NetApp giveback #4EfE SAN Boot EH R FH LVM HEREFZEEMEHRM
IO, HTFF4F@5E D_ID if O3 #, tha7E DM-Multipath EAE IR G AR ERRT X £ R, BT RS
&4, D_IDImAXRHA T Ipfc WHRRFAIRER—, XKML 1/0 #HA H,

BTEMEE, Ipfc WEhF2FTE D_ID i O A £ BEETRS, RHit, X458 D_ID O3 HR
2ER /0,

Bugzilla:2173947!!]

multipathd FEFFAEE PR T AN KB EMBEH

FELEIBIARAH, X multipathd SPFHR2EDIR, BIRBIHIESRBXEN—TPEBE LEAMRENT
MEH, ATRLXENREREHRATIMET. Rit, MR multipathd F1ER, MRBEHFERFAM
FRENS BB RSHHRE, NAREXERFLREFAMRE, IATKRE LN IO LE, BMEE]
ROZAR R E BT RLE.

BTHES, 1R multipathd EEMZEBRE LR THRAREIMEY, eRRBRIAIRNEMEEN
BEH, Fit, SEEXENEREFERELEMIXE T HAMKRE, BIE multipathd SKi21TH &%
I T BRI,

Bugzilla:2164869

LUN Bl BRI mha il

ELRIMARAF, REUXEFEREGHRNEMDRIEER, 218 R B FMHTE iISCSIIBFT (Boot
Firmware Table)®#) CHAP (Challenge-Handshake Authentication Protocol)# iSCSI {4 EN % A 1B 5.
Fit, ERETFEHISCSI FRRKM,

£ T udisks2-2.9.4-9.el9 B4 B PIIEHINES, XN AESHARR, LUN EREMES ST,
Bugzilla:2213769!]

WTE /etc/istabdfF NVMe-FC &R ES RN, REaILUIEMED)

ELLEIMARAAF, BT nvme-cli nvmf-autoconnect systemd RS EI— N E MR, 7R LT EE L
#J Non-volatile Memory Express (NVMe-FC)iZ & 7107 /etc/fstab X AEVIEE RS, ROITESI .
Hit, REHAZAER, BTIHES, SEH NVMe-FCH&ERN, RBTLEIS, MmEREEMAAH,

Jira:RHEL-8171L"]

8.10. 5 M FMERF

pcs config checkpoint diff #p 5 IAE AT LA FR B ECIE SR IE & T/F

M RHEL 9.0 X1ThRAFF44, pcs config checkpoint diff 85 251k B RUTERBH O : BEX
Al. HEFRAR, BEYR., ZERAR. FWREIMEMBERIE M RHEL 91 Z1THRAFFA, pcs
config checkpoint diff 454 215 1t TR BIRA Stonith X S EEBHOMTE, XE2R N, EHNFTESR
BN TREERDBINREDIEE] T %k CIB XARFE, MEBEMNATHKREF. ATEREBREZ/IXH
EAEME, MEREERTE - INXHNEEARNR, AL, diff asEE"REMAHH. B7TLHEH, CIBX
HRETREWHETE, pes config checkpoint diff ©p 5 T RFFEER B2 AR,

Bugzilla:2175881

110


https://bugzilla.redhat.com/show_bug.cgi?id=2164869
https://bugzilla.redhat.com/show_bug.cgi?id=2175881

B EEBFIHIXER

W, YHEE TRELIIN, pcsd Web Ul & B REHRE

TELARIRORRA A, HECE TREXGIN, pesd Web Ul A EREERIRS. BTUER, TALEEE TR
BRAIN EEBERIRE, FHERA Web Ul BEEHLE,

Bugzilla:2182810

U, BREANE - REXEMREES watchdog BIEES — M &BNNEES T =

TELRIMIRRA A, 5 watchdog FRE X & ERBERINPEENE-NEEN, TIIERERENTARE
F& watchdog &8, Fit, MMREFE—NEEEN T, RERELSEN, BIf# watchdog RBETTR. B
TIHEE, watchdog BB B EERBIRERN G, MBHE—MEEBN, NIREREK,

Bugzilla:2182482

[AFRET ROAN, FEAMNBAEYRAEER

eI BLIRS BT R, ELRIRIRAR, SR RSERIRN, HEANNMEIRS
AT, BT IES, HEAINGBARTELT, SAH—IEEER, RnEalNGg
L LT,

Bugzilla:1423473

BHZRE SCSI & &Mpes S IMAEATLUIEE T

HF Pacemaker CIB X F/BYEE{L, #%2BRi%iT, pcs stonith update-scsi-devices e S R{EIET/E, M
MR —LEERTRIVENER. BTHEE, XTGSHULUEEIE, HEH SCSIXE, MEEZ
THER—T R ERHEMEFFRNES,

Bugzilla:2177996
% pscd Web UL TFFI, pesd-ruby ST #HERMIAE S ASUERD T
TELIRIBRRA S, 4 pesd Web Ul iTFFE, pesd-ruby SEFHI2BIRNTE & B 2788 E /LN RS 180,

BTHIEE, 7£ pcsd-ruby ST #HEHIZITH web IRFFJINEERNTREEE., XSHMIBEHIA
7, FEADATSA.

Bugzilla:1860626!']

azure-events-az iR AR B4 5 Pacemaker 2.1 Bz GhkAHB X%

azure-events-az TR IEHIIT crm_simulate -Ls @y 5 H M I, £ Pacemaker 2.1 REBE=EARA
i, crm_simulate S M ERBEEEX A Transition Summary:, X5 R, BTIHES, it
XATRER, KRIEBERETEER,

Bugzilla:2182415

mysql FIRCIRIAE AT LA 5 Al AR B se b BT R — e T

ELFIMARA A, BHTFRADHIEIRANMIERFANEZ AL, mysql FHRARBEBHNIET mEH
Promoted A HIZEMERTIR, 8 TIHEES, Promoted BEHMT RIFETE Promoted A EH,

Bugzilla:21779003!"]

fence_scsi {VERIIE Al LA B shiG I H =/ Ivmlockd 1% 8

ELIFIBRR A, fence_scsi KEBFRRBIRINIFEZM Ivmlockd %7, B T LHES, % devices B
&BIXEN, fence_scsiBEH B lvmlockd %%

m


https://bugzilla.redhat.com/show_bug.cgi?id=2182810
https://bugzilla.redhat.com/show_bug.cgi?id=2182482
https://bugzilla.redhat.com/show_bug.cgi?id=1423473
https://bugzilla.redhat.com/show_bug.cgi?id=2177996
https://bugzilla.redhat.com/show_bug.cgi?id=2182415

Red Hat Enterprise Linux 9 9.3 X {13¥iC

Bugzilla:2187327

8. JRiF_MA L ITE

glibc system () BREIETLFAE LIaid{E SHEiG

FELARIRIRRA A, N glibc system () EHBMZELIEFH1THA, SIGCHLD F5HESRIGARET
EWERRE., A, ERELLELTERN glibc system () HEOROE, SIGCHLD 5 SRR KA.

BT XNEH, glibc system () HEBINELRERELRINGE S, BIEFHIT system () BHEHH
RIEEZ1T. HEit, WRMZNEEZBNJEHE glibc system () %, 1] SIGCHLD S8 AE#5 15
PE 1k,

Bugzilla:2177235

eu-addr2line -C IR7ERT LLIE b iR 7l Hth S 3

ELRTBRR AR, YIREARE elfutils B9 eu-addr2line s S B -C S, LU TFENEZHSHAWY
%, Hit, eu-addr2line -Ci e85 #1715 eu-addr2line -C 18E, i eu-addr2line -iC AT LURTIHEAIE &
TE, XA bug B#IEE, eu-addr2line -Ci BITEIRFIXF NS,

Bugzilla:2182059

eu-addr2line -i SI{E oI LLEHfAh AR GCC BN RIL L 4R RIS

TELRIMIRRA A, S5 Eelfutils 8 libdw ZER) dwarf_getscopesER#TEi& K El GCC link-time f1b%m
FEREREA MR BIATE L, EIb, HIETE eu-addr2line S5 HEF -i 28], eu-addr2line % 2w
gcc -flto ZriF RIS ELERSER, B TIHLEST, libdw dwarf_getscopes EREUR LATE PIEXSE B IE 75w
#HTHhES, eu-addr2line -i 7T LURTIERIE & T8,

Bugzilla:2236182

{5 papi MERFEXHIN FAEEILE

FEURIBIRAF, 7 papi #iab—LAHM4RT, papi #1#81E 742, HIL, fEREHPTREENFELEH
HHRRBERERIEERNE, HEZATIERNNRAELE. b, FETFMXIEFTRNREFD BRI
BEBRFEFEL,

XA bug BER, {FHA papi WREFEXHN AB=ELE,
Bugzilla:2215582

OpenJDK XML F A REEMA LT FIPSBEX T EE T

ELEIBRR AR, OpendDK XML ZZIRMETTETE FIPS B T RE, BT FIPS R K
#, OpendDK XML %A REEIIETE FIPS =X T /5 A,

Bugzilla:2186647

8.12. BIpEIR

Wi, BRSNS THERARMERE

LRI AR, HBERRSH|ATERAZ T, BHAFHND THERTERFMARS 2RERE, F Bl
SRS EHERELE N, BN, MRELETIERN L ERMLERH, NEANIRSSIREBZ B,

E Z| nsslapd-iotimeout Z#ud#i 1k, BT HEH, JEIM/LNED, LLUBRSMEEESRA,

L, EEMAFND RS BHRASEMMERE,
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B EEBFIHIXER

Bugzilla:1974242

B S HIIAE T A B XIRSS S IEE T

FLRTRAS, HERRSH[FEXEFIZFRSSEN, eFAMARARNNELER X L
99user.Idif X4, XUFEHZEE RN, BNWUAAENL, X-ORIGIN XEFEIINT user
defined, [Hit, FTEERTE web #EHIAHINAE, AR EUT R FFHAE X-ORIGIN X#FHE
EENEAHINE, &7 WEH, KRASHTLURTIETF.

Bugzilla:1759941

Referra X EATLUIEHRIRSG P IEE T

TELARIBMR AR, CLI ¥ nsslapd-referral B2 EE MR E N iR, MASMHNN, Hib, referral X
EIEE T, BT LESH, nsslapd-referral B4R IEMRILE, referral B o] LURTIHA TIE,

Bugzilla:2053204

LMDB S ABRFERTLASE SR T 4

LRI AF, EE entryrdn 325], LMDB 5 A worker 2 RERFHEM worker 2272, LUARARSE
BHAE, XRFEVTS, MIAKBIEFARE, A7 WHESH, @iT LMDB HiEZEM LDIF FAB#H
BERIT, REELIZERE worker L2 XM entryrdn 3B IMIGH R E D E(%HE %% B RDN R E
RIFHIEIE, AL, THEE worker Z12E%, FHSARKREE,

HER, LMDB S AEZE{HALL BDB F AB=E, EHLMDB AXFHHALAEES,
Bugzilla:2116948

dirsrv [RSEEER B IEHRED)

FELRIMIRRA A, dirsrv RSEERBTERD), BN dirsrv RS5&EHHEERF systemd-tmpfiles-
setup.service T, XRFHEFRME., B THEH, dirsrv [R5 2EFRSF systemd-tmpfiles-
setup.service 5eff, E/SEFBEER.

Bugzilla:2179278

ERRESHNAETUEE T

TELIRIMRRAS, UM dsconf instance_name security set S S ERR LSS, BRIESKWFER
%EIBQ

I Name 'log" is not defined

BT IEH, security SEENAILIEE I,
Bugzilla:2189717

SSSD MEEIHE R F GPO M| HI 8 sAMAccountName

TELARIRIMRA A, #1R Idap_user_name 7 AD & Fim L#%1%E 7 sAMAccountName LAAARO(E, TIJE
F GPO i [AI#RHI K, B T thEHT, EHEET GPO By R#RHIN, SSSD HafE A
sAMAccountName, Blff Idap_user_name 7£ AD &/ i L# X B 5 sAMAccountName R [EH
5, EF GPO MviA|#eHl IIfE B AT LUIE & T1E,

Jira:SSSD-6107

KRB FE, SSSD IERILALL R user attributes TR ES B
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ELRIMARA A, W0R sssd.conf 7E user_attributes £ EEEEE M, N SSSD FiAIEFAAN IR X L
58, Ak, EEXLEMMARTEWNER, B TIHESH, SSSD afAEHittEES, A, EFE
SREMRA P IE A LIRS ER,

Jira:SSSD-6177

IE, 51& Kerberos PAC ZEEZZAEFINGIES T IdM hHEBIRAR IS

ELRIMIARA AR, INREHWHHER(dIM)EBEBIIRSS 2R £ RHEL 9 #1 RHEL 8 £i21T, A
Privilege Attribute IEH (PAC) BEZ A X L LIS BN ARAM RS HRELRERM, BETHE
#1, RHEL O AR SERE L SN FITIEE LIER T XN BERATRES, EFEXNINEELRE,
TR

1. B AR A RS 2R

2. EETA IdM Kerberos 43 & F10 (KDC)AR S .

XHNMRERIFIFEEE, Fol, KDC 2EMEHMAHMRSHZNOTHE UEE(IREEX
ff PAC Zfe%®. BN, ERTFRWmFINIT.

BRI Kerberos PAC REFZ R tINHEHINESER, SEZRELIEROITO, ESHLL FAES

o
JIRA:RHELDOCS-17011, Bugzilla:2182683,Bugzilla:2178298

WEARBARTMHER IdM admin A

FELRIBIARAH, MRER admins HBIM G, NFER LLERERS2EE(dM) admin B/, @R
admin BF &5 1dM F5ESN B R(AD)R RINERFLERETE, BT LWERH, ETUREMR admin
. AL, |dM-AD EERTUER .

Bugzilla:2229712

ipa-kdb 53 krb5kdc KK

ELFIHARA A, ipa-kdb IEEFARX DR ARSIV RIEZELRIN, Kk, krb5kde RS53E
FIEEMMEIE, BT 5 LDAP RS 280972 787 £ 9 NULL LDAP £ X,

BT LLESH, ipa-kdb N2 Al LUERMIFAIEZE RN, FRENSEERSHENNRETES,
Itk, krb5kdc lRS5 2B TR

Bugzilla:2227831

LA AD AFNAHEZEAFB AR, IdMZ/ iEa DIERBRRETINER

FELEIBRRAH, MREZXBAERSIAINEHEIE, FEREENBERAD) A EELTHETRE
BXRNEFH, BE M AERBRHTTRE, NERE—MER, BEERFUE 1AM 5HR,

& RHBA-2023:4359 A %R, KO KRKNEHLLERHEZBEFRXNEHNFRX O KNEHLERER,
L, IdM ZEFiRIIET ER AD alfEWA T, BMFEER 285 BAaXNEER, BEllTE IdM hifE
REE AT TERE,

JIRA:SSSD-6096

8.13. WEB #4114
Web ##l& NBDE BES BN EHEAFH ARG RGNESA
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B EEBFIHIXER

ERHEL9.2 A, BBFHERFEEM root XHRGIARINT Tang BHAMKIE A — bug, HLUKS &
22 ERAR B XHRGNT, web BH& R EHARRET. RNERT T Verify key X[ 1EHEARR Trust
key ##Hlfg, web ZHI&ER T RHEEE TypeError: Qe (...) is undefined, FRLAEMIIE Eiks

M BITREPHITRAELENS IR,

BT HEH, web EHIGRLIEMMCIBERARIIHRRI Tang BiH, FLL, web ZEHIETM T EFR
B & EA Network-Bound Disk Encryption (NBDE) B #hfi#4/{ LUKS INZE B ENAIEHES .

Bugzilla:2203361

VNC #ZHERAETUAEASHOMETIEETF

TELARTRORRA A, HEFRL D ROMERTERAENMSITE(NC)ZFIER, SEMEMERHE, &
REEON—MIAT N, Fit, FTEER VNC #5858,

BTEXANERH, INAHEHAER, VNCZEFISAUERSHOMERTEELE, BIFESHOPERIE
A, 10 3840x2160,

HER, ICRMMEREYIIEZ AR NMEB AR MAEE. BR, XTRFM VNC #H a1 A
'I‘io

Bugzilla:2030836

8.14. RED HAT ENTERPRISE LINUX %4 &

storage A AILE Al LIE A EIEME R T REESRNXXHRGIK/N

FELIRIBIARAH, storage A BTEFNBEIHBNLEHNKR/D, BMEXHRITRAELFE KRN,
Ik, storage ABIEHEX/NAIEIEMA MRS, M FEEEBBXHRASKI, Hlw, EHEE
TEBITHIRGIRY [ BB RN,

BT ILEHT, storage ABIFFHEIFAELMER/N (M1 XFS M Ext4) BIEEHBIXHRIHIKRN,
I, IFER LUHEEEB X RIBIRD, MEFEHEEN],

Bugzilla:2168692

podman_registries_conf 2L e LLUEFAHEESE unqualified-search-registries B

ELIFIMRR AR, ECE T podman_registries_conf F£/5, podman RHEL RZAEKIK, Hik, &
/etc/containers/registries.conf.d/50-systemroles.conf X {24 X unqualified-search-registries
= ["registry.access.redhat.com"] % &, B 7TiXNEH, bbin# SRR,

Bugzilla:2211984

kdump A BLLREFH A authorized_keys

TELLFIMRRA A, 7DD authorized key FI{ESERERRIN—NEIAEATR. HIL, ZABTRFES
B, BTIEE, HINHH authorized_key AT LLEE TE, HEREURESARMAENRAE,

Bugzilla:2232241

INEERD kdump_authorized_keys, kdump REiABFEKM

TELIRIBIRR A, 1R kdump_ssh_user L=/ E XA F AR E B XA .ssh B3R ZE
#.ssh/authorized_keys ({4, kdump RZiAEFMITERM SSH HINFEH, BT LIES, kdump R%:
A E T LUIEMI RIS RNEl SSH BEdE k., Rih, EFHHNEMHRIETE LR RhafEthT
{’EC
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Bugzilla:2232231

F ORI ITE MBX S P R BRI SR BT

FEURIBARAF, ZHA1E RAID B, 7R RAID a1, RITTEEHE W MBK FREE A IHBRILA RO 2L
8. BT LLEH, RAID BRILURIEFE MM S PR EM EFENERE.

Bugzilla:2224090

EAFFERSHIKERERN TI21T firewall RHEL 2 ABRTRH RN

LRI AAH, ERERX TERRFENIRSZT firewall BEKN, ESEFHCI T EFH
HEAH Ansible REELEKR, B, FRAIZERATHFENRSFABELRERAPEHELN. Bk, &5
—NEERREHIARS EEEERIEN playbook HTE X,

Bugzilla:2222428

RHEL 7 L& firewall RHEL R4 A R B EZ AR EFFEMN Python

ELURIMAR AR, 2 RHEL 7 £M firewall BEMAE—1MAGBHAR, BiZABEHEA python3
i, firewall & B2ZIH{REIR Python i AH) python3-firewall [, {B2, 1 RHEL 7 EFRRMHIX
£, ELt, python3-firewall ZEREHE, BRIKEILLITHIEER !

I No package matching 'python3-firewall' found available, installed or updated

BT LEH, firewall BT %E python-firewall 5 python3-firewall /%, Kb, *python3 &
ESETRLLET, firewall BBFRARTE RHEL 7 LXK

Bugzilla:2216520

kdump RHEL RGBT
kdump RHEL R4iABEEHMEFTHMMRA, EA KU TMESTFENIGE

o L% kexec-tools [, TEEHTE4% /etc/sysconfig/kdump X4, A NELTBEESEL
X4,

o A auto_reset_crashkernel 71 dracut_args &£,
NFETREZIEMER, 5S4 /ust/share/doc/rhel-system-roles/kdump/ B & HI %R,
Bugzilla:2211187

{81/ rhc A EOIEM Insights PR HI7E o LAIEHA .

ELRIMARA S, ZHEA rhe AEOE Insights iEE, IRESRAEMEERNXEHR, Rt 15&B
R iE4E Insights, RLE(1%B N AE Insights ;FH AR,

BTHES, WESWEREN, FHNAZR Insights FHRFENRS,
Bugzilla:2209200

raid_chunk_size SEAE:RE—MERER

TELUFIMRRA S, RAID AR BT raid_chunk_size B, B TIHER, EIFER LN RAID it
B E raid_chunk_size B, MAEEERRH,

Bugzilla:2193058
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B EEBFIHIXER

certificate RHEL R4 f B IIE A E R S T E B iE kR EIE P BAK AN

FEURIRARA R, TEIHEREIERITIEREN, certificate RHEL RTA BT EIE BHOBEF KN,
th, ABEENENIZLZBIIEHIERIEELZAHIEHIER, BTLHEH, certificate A
key_size ¥, LIAERERMHUT—MEIEHIEK,

Bugzilla:2186057

kdump B LLER AR [ authorized_keys RIMZ N HEH

TELLFIMARA A, EF A authorized_keys XEHHRINZ A SSH RSN — N ENNFHESE R N F—
NENMBRAE, WEF@ESER lineinfile =K EE authorized_keys SUA 2R T X4 A

W, lineinfile 1R ERES, RENEMEH, H—RE—EBENLHN—DNERFREDEATEH,
Fitb, EZ2ANEN LR SSH BATUEE L, F2EBHRS —DEVNBRHAME.,

SER ¢ 1 play EF serial: 1 play serial K I H —RAITHENWEE,
Jira:RHEL-1499!']

kdump fAEIh A kdump_ssh_server B35 UEEHT T .ssh/authorized_keys

LRI AR, kdump BEBTTEVA .ssh B, RKREMBIEAF, UEFRE
kdump_ssh_server, &k, kdump &% EEF .ssh/authorized_keys SCH4F] SSH #Ll, ki
iFkdump_ssh_server@& KM, EXMRAFART XA, Fib, kdump_ssh_server £#Y
kdump_ssh_user {355 1iE 7] LAR] SEith T 1,

Jira:RHEL-139711]

FRGifARAE A kdump FE7E RHEL 9 REFHMIARA L{EM failure_action BB ESH
FELURIMAR AR, £ kdump BLE S 2 {FE A defaultit Ui, FHEHSEHRITEILUTES !

kdump: warning: option 'default' was renamed 'failure_action' and will be removed in the future.
please update /etc/kdump.conf to use option 'failure_action' instead.

H ik, wRFER T default 23, AETEMRINEHE kdump, LEEFTHRR T iXANAE, &8 LAERA
failure_action SHEL N RO LEEAKLHESH, A, LR SH/EA kdump BTLLEE T,

Jira:RHEL-906[]

firewall RG24 previous: replaced SHIEEZLFINEE, MAMEKRE

TELIRIBIRR AR, NRERF previous: replaced SERIMEIZ £5IFKk A, firewall R4 A BXMBRFIAIL
BRFPEXHNLE, FF firewalld EE HEBIKE. ESHEA firewalld FHEHRECE (HE EL7 bk
AHEIAN) RRBIEMEE. Hih, HEELEINRPHER previous: replaced SEIT, EEEN T
KIHER firewall.conf Be B XX, BXHFRIXEIFRERRE,

Jira:RHEL-1495[1

EREER T8 previous: replaced i}, firewall RHEL &5 rl LUIEMihik &251t

TELRIRRR AR, YEREEN TE A previous: replaced S8, firewall AR ERTEXHE
BT, FHib, ABKRAE—TRTRENEZENHR. BEERRERXFNTHONELE, LUFHE
BEEMXHIFH previous: replaced SHEN, K& firewalld.conf XH1Fh rpm $IEZE, LUBE
XHREEH G EHIRMMMRATEN T, Fit, 7E# M previous: replaced S}, firewall & &IIE
A LUE A i S B e,
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Jira:RHEL-898l("]

ESXESERELMLAEEBREONR, firewall RHEL RS A G LUEHflbIRE RN

ELRIMIARA A, BAREFEEESN, MAEEREAIRIMEFNR. BTIHEE, X
library/firewall_lib.py F1% try_set_zone_of_interface I 2REIFE = /ME, ERTEONRERERK
BT, Ht, HM Network Manager #4893 O A B X, BIRINFE AT LAIE MR &S B R,

Jira:RHEL-885["]

M rhe_auth @EECEERT, rhe REABARASTE MRS LKW

HELRIBIARAH, L&A rhe_auth S HIEERBUEHEEMBIRY EHAT playbook XA, SHINK
W XD ERER, W, ATUESLEMBIRE LT playbook 30, BIE7E rhe_auth S ARt
TRUE.

Bugzilla:2186218

8.15. EHlb

ERWLEHE, NVIDIA B &R ETE

ELRIMIARA R, 7£ RHEL %S, & HREHIERS PCle IR ERMEREIN—2, Fit, 1EHM
BEMHLRARE, —L NVIDIA GPU mTREER F i & DB 2% BN, XNEHT BT NVIDIA Ziil
R THRER I & R HIE IR, EItt, TEHHERET, Nvidia GPU A LA4RZEIE & T4,

Bugzilla:2178956!]

WfE, MBEEEH virtio NIC £ Windows EEfUA L EHABS 7 1P Hbht

TELRTBIRRA T, B 50 A SRS virtio NIC Windows BEFUNL(VM)ES, EIINTEE N NIC OES IP Hh
ik, Eib, NIC FTRBIIMLERE. XA REEHAR, VM NIC BIFE A LIE £k & AR Tl A 3 v 2%
i,

Bugzilla:1969724

LEEFDTREEEUN %23 RHEL MTIHIR RS

TELARIRMR AR, HEA virtio-scsi X &R EMN L% RHEL I, X&iZ&FAge= R device-
mapper-multipath bug MAEREEZFHEIM, Eit, FR&EdREd, MREFEESXETHEO, MA
L &3%4A, Nl multipath S 2FHAFFEEERO%E. Atl, REEBFTEEENNHRIIZRE
RHEL BITHEARY RS RE 2,

B TXANEH, multipath TULERIEEERONLERENEEE2BHFFWWID), FRE(], £
LZEHT, multipath R 5B multipathd ARSI E L BRIEEHIE, REERFREEMNAERERE
RHEL B9TER I R Getd AL,

Bugzilla:1926147L1]

SCRER R, Broadcom PAZLEECZRINAE o LATE Windows EEfUML EIEE T

TELARIMRA A, Broadcom RFUK #EHIMLEEEE2: (40 Broadcom. Qlogic 2% Marvell) FTiETE
Windows BEFUM LR Rt R dhif TR, AL, TREMRE, SREBTEER I, RERKHE
FEAR 17O EHIML(SR-IOV)MIINEI Windows EHINEIEESR. B T HEH, EEREEHRESR, XM
AARBALE,

Jira:RHEL-910, Bugzilla:2091528, Bugzilla:2111319
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B EEBFIHIXER

nodedev-dumpxml B LUERAFIH F 0 ik s B E M

ELLE#EI, nodedev-dumpxml TEFLEEMSIHEEA nodedev-create #p 5 AN FLX BB K.
XA 2 # AR, nodedev-dumpxml HI1E &] LUIE it 5 /R =2 20 B9 i 1% & B 1.

Bugzilla:2143158

&7 virtgemud 5% libvirtdfg, FCAMNN virtiofs &

ELLRIMIRRA A, EJF virtgemud 5% libvirtd fR55=FE Lk virtiofs %1% &M INEI EH L RIEFIA
(VM), XA bug B#EARR, EILER LIE Lk R AN virtiofs % &,

Bugzilla:2078693

R EHHLAIE—IR Watchdog FAEB RN

FELIRIBIARAH, MR%EAE PCHEER A, MIEEZITHEMN(VM)ARIN—R Watchdog FRKIL, F
BRUTER

Failed to configure watchdog
ERROR Error attempting device hotplug: internal error: No more available PCI slots

BT LEH, IPFEEHKAR, BIERZTHEUNRRIN—IR Watchdog FEIERTLURHHEIERE T
{’EO

Bugzilla:2173584

XF IBM Z £ virtio-gpu, blob BHRIEEIER TE

virtio-gpu X & BEIS IBM Z X5 LM blob AFEHREAFRE. Hik, MNREE IBMZ EH LEEFE
virtio-gpu BIEFIHL(VM), LUER blob ¥R, NIENEEEMEFHH,

Jira:RHEL-7135
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55 9 F ORI
XERFH T Red Hat Enterprise Linux O RBIRR A AT,

INFBARLENRATUIREXRSEEMER, 1ESH BRI FSEH,

9.1 ZEREFMEIRCIE

S BB LB NVMe BIELE RHEL RERFERIE N — RO TI E124t

ITE, WA LUSRAFEE X & LB NVMe E AR TIERINE RHEL %26, 7 RHEL ZERFEH, &
A LLTE Installation Destination R A ZRINAEZLRT, £ NVMe Fabrics Devices E84> Hi% 1% L5634 %5,

Bugzilla:2107346

90.2. &Z&M

gnutls BI7E A kTLS AR TR

BEETH gnutls BRI LUG AR TLS (KTLSWE RROARTIN, SRIEMEEE LERFIELH. BSHA
kTLS, #{#F modprobe &5 0 tis.ko AR, FHERALUTARENRGSEHNINZRRIECIE— N
BYES & 3L 14 /etc/crypto-policies/local.d/gnutis-ktls.txt :

I [global]

ktls = true

IR, HBIRATZFET TLS KeyUpdate (B EEFHTRE R, XM AES-GCM passwordsuites
HZett, MBEELZELR, BB RFC 7841-TLS 1.3 X14,

Bugzilla:2108532!"]

9.3.SHELL fifp ST E

GIMP 7£ RHEL 9 Hh{E AT iR fit

GNU Image Manipulation Program(GIMP)2.99.8 £ fF N AR T H7E RHEL O HiRft, gimp HH4Shik
A 2.99.8 B—MILITHRA, ©E—HUE, BREFRIEEENE. KFHEA GIMP3 G, [IEANKLE
hR AHIEHT, 7£ RHEL 9 5| A,

1E£ RHEL O b, &ATLUMEN RPM B B MR gimp.

Bugzilla:2047161.1]

9.4. EmiZRIARSS

TuneD BIERE:F API EREA T K124t

BId UNIX S E#EF2H TuneD MERET API IIEF ARATITIRA, EfEF AP —Xf—5 D-Bus
API BREY, 379 D-Bus AR B RIBMERBES X, B ERERET AP, ERILUES] TuneD Fi
PREEMACERE, HEREMAMSENE, BT APIFAKER, ZHFLUE tuned-main.conf XX 4
HEAE.

Bugzilla:2113900
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B9 FE RATUE

9.5. %%

WireGuard VPN {E AT i iR 44t

WireGuard (ZLIB/E AERARTNIIRE) 2 —E Linux REZHIZITH S MERE VPN @R AR, BERIIAM
=, LLHEM VPN RARERZEE, 4, R WireGuard BUNAISESL, 4 7 2B E 9N,
FitiRE T REM,

IS IEEEIZE WireGuard VPN,

Bugzilla:16135221]

KTLS YE AR T b 4t

RHEL AL 2 tcé(KTLSM’EjﬁWK?ﬁBrﬁE{#O kTLS {5 F A BOXT FR N2 sk iR 3R & 3E Tl AES-
GCM ZBALEE TLS id 5k, kTLS A EIEM BT TLS iC RN ENE EIIR ALt ThAE RO MI4% 3 O3 HI 23 (NIC)
MEO,

Bugzilla:1570255!"]

systemd-resolved IR S5 ¥E ATl i 12 44

systemd-resolved 1 AN AR FIR M A FMMNT. ZARSSEI T RFFISIE DNS stub fEMTER. BEEAR
i % 1 2 AR (LLMNR)F1 2 18 DNS A28 M N A2

X R, systemd-resolved 2 — N2 IR TN,
Bugzilla:2020529

PRP #1 HSR Pl I EAR Pl iR £
XA EHFRI T RALUT LY hsr PIRZAELR
® Parallel Redundancy Protocol (PRP)
® High-availability Seamless Redundancy(HSR)
IEC 62439-3 PRt L TiX LWL, & ™T LA AR LB RETE LAK P P 4% e ot | (Al Pk R BC B TT R
Bugzilla:2177256"]

I IPsec SEEHIZ T NIC BIEE IR T R IR 4t

HEHFRAERRRINT IPsec BB EEINAE, FELBIMRRAR, RESRFMNEREEE ML OLH 25
(NIC), B 7T Itbi85E, HNRAINIEATHE IPsec HETRENFEINIC, LU TEME,

EER, 1§ IPsec HETREEE NIC BRI NRIEIEMN T BT R BRI,

Bugzilla:2178699!]

RHEL s modems BB BhiRREAE MR Pl i iR 4t

HEHEBZFNHKABERTFCOMEMENEINLEB, FCCRET —NI, FIF WWAN IRENFEFH
EEREMNRS, HF WWAN BRI T — NS HGIRRF R AT RENRE, RI\EAHIFEZE PCI
ID, #li&m7E Red Hat Enterprise Linux £ ModemManager £ T 25 T2, B2, MR RIRME
i, AHIERRRMDATE, BME WWAN BEiEFEREHFHTLUERE TE, Red Hat Enterprise Linux T
ARG MRS RM T HKRRE, RENRATIIRL
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® Qualcomm MHI WWAM MBIM - Telit FN990Axx
® Intel IPC over Shared Memory (IOSM)- Intel XMM 7360 LTE Advanced
® MediaTek t7xx (WWAN)- Fibocom FM350GL

® Intel IPC over Shared Memory (IOSM)- Fibocom L860GL modem

JIRA:RHELDOCS-16760LY, Bugzilla:2123542, JIRA:RHEL-6564, Bugzilla:2110561, Bugzilla:2222914

IPv6 ERIER & (SRVG) ¥ A Tl b $2 it

RHEL PIAZIS IPV6 (SRv6) EMIERBAEE I BUR LM IR 4L, MR RT LA BEIhBESR (AL 250 M rR B
i, SRERERORNRAAREN, B2, REENMPIRE 56 BBY)RROMHEIHE2E)MHS
Fo B, SRV HIICVEIREL T AR B E LM HRIBURIRE, LURRKEL ARFR
SHRGER, A, BRARTUBBIE—Mdicet, RHREITESBHER.
Bugzilla:2186375!]

KTLS rebase BlifZ 6.3

AEHZREKTLS)RER — NI AT, A& 7 RHEL BRA, kTLS 2 rebase %l 6.3 LifirA, =
ENENEE :

o NINT XA TX H&EEEM 256 M B HNXZFF
o IRHEZF buglEE
Bugzilla:2183538!]

soft-RoCE #E A il i iR fit

BT RS LUK WEEIE B EREFE VIR (RDMA) R — @ LLA R SEE] RDMA BIR%E i, Soft-RoCE &
RoCE FYEESEHN, BT ANMUARA : RoCE vl #1 RoCE v2, 7£ RHEL 9 A, Soft-RoCE IKshi2E
rdma_rxe {E N — NI ZZEFHFE AT TIRE,

Jira:RHELDOCS-19773("]

9.6. N

WAL — PR ERE kdump HLEIVE AR TR R 6

A B E% — AR UKD R SRR kdump HLEIERRARTIEIRE, UKl 22— NaTHuTes,
initramfs., vmlinuz 1AM SITEHE—N3XEH, UK BEHBIIF R —RIF SecureBoot BN %4
I REIFTBE4HHE.

ZHEINEEER I, FH UK FE2ENAKG ST, HBRAEEMEIXKE crashkernel= S8, X&7
kdump REFIFEHRNF.

7 : BRI, Linux A#%H kexec_file_load RETVAFRTT/AME: UKl, EiLh, Lf#EA kexec_file_load %4:
VRN AR AT, RER UK A2 &R,

Bugzilla:2169720!]

SGX fENBURTI,
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BHETE (SGX) 22— Intel® #HA, AFRIFTERIEBIEBIEAZ QA FEXRBIENT, RHEL RIS
1Rt SGX vI 1 v1.5 ThAE, KA 11 Flexible Launch Control #l&I/E S, LAMERE SGX Bk, RA
2 78007 Enclave Dynamlc Memory Management(EDMM), EE44HEHE :
o (BB TFMIAIE enclave BIE# enclave T1HY EPCM X BR,
o IISIFEM enclave TURINEIFIIA{ER] enclave,
o I EBAIAIER enclave, UBYNE Z%IE,

o M#IBIERY enclave kR E #LHY enclave T1F] TCS T,

Bugzilla:1874182[1]

ATFREH Intel BUERINE 2R IR EhIZFFVE BTl BT R 4t

M%) Intel BB R INR 2RI ENF2 R (IDXD) BRIE AT TR, BR—1 Intel CPU S RHINNESS,
SBIEHZTERAF ID(pasid)iR R AHZEIHNE(SVM),

Bugzilla:2030412

Soft-iWARP X2 VE AR Tl b 44t

IR R (siw) = — T, BEEXME RDMA MU (IWARP), &M TF Linux BAIKEITERF. soft-
iIWARP @7 TCP/IP M4 HERL SEHE IWARP X EH. XMINEHETEHTL2EI, FHEERFENIT
&E%P\Jﬁmlﬁ](RDMA)@# Soft-IWARP EE G iR HE LK MSERR 2 RS EEE] IWARP EHC 2550 2%
T Soft-iIWARP I ELth R %%,

Bugzilla:2023416!]

SCX AEABATI
B R (SGX) 22— Intel®° A, BTHRIFHERBEHEESZAFNERBZN, RHEL RZERD

1Rt SGX VI #I v1.5 hEE, hRA 118/ Flexible Launch Control LIS AT A, LUER SCX A, R4
2 7NINT Enclave Dynamic Memory Management(EDMM), EE44EHE :

o BB TR enclave BIEH enclave TTH EPCM FUBR,

o HIAFEHM enclave TURMMEIFIAIER enclave,

o BIAILE enclave, UBRNES LR,

o M#RIER enclave HHBREHLAY enclave TTF1 TCS T,
Bugzilla:1660337L1

rvu_af,rvu_nicpf #l rvu_nicvf YE AT IR 4t
%7 F Marvell OCTEON TX2 Infrastructure Processor =3l, LATRIESAE AT IR

® rvu_nicpf - Marvell OcteonTX2 NIC #IERIhEEIK B2
e rvu_nicvf - Marvell OcteonTX2 NIC EfIZhBEIR NI

e rvu_nicvf - Marvell OcteonTX2 RVU Admin ZhEEIXshi2 5

Bugzilla:2040643!]
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9.7. X RGN EFNE

DAX BREEVE MR T b it ext4 #1 XFS f

£ RHEL 9 /1, DAX XHZRGAE NIRRT IR, DAX Rt 7T HF AN GFE M B H i 205|175

%, BfEA DAX, RENINBEEMAANFAERE, BEFEA— IS NIEERERFER(NVDIMM),
WTE NVDIMM _EA4jE DAX %éiﬁ:%auo A, EXERGWIER dax HEEETEER, RE, £
dax HEHBXHRGHH— N XHE mmap &5 BE 4 B MRS BN B Ryttt 22 (5 &,

Bugzilla:1995338!']

NVMe-oF Discovery Service SHEEVE ATl

NVMe-oF Discovery Service ZhEE (7£ NVMexpress.org /K Proposals(TP)8013 #1 8014 /1) #EH#xAR
iR, EFUEIXLEINRE, 1EHER nvme-cli 2.0 4a, FRHENMINEISLH TP-8013 5 TP-8014 HY
NVMe-oF B#1i& %, A% TP-8013 #l TP-8014 WEZER, HSH
https://nvmexpress.org/specifications/ PG EI NVM Express 2.0 Ratified TPs,

Bugzilla:2021672!"]

NVMe-stas S4B E A FEA TR,

nvme-stas 48, ©& Linux BIF R Discovery Controller (CDC) &/, MIE/E NIRRT IRMH., ©
EERS BB (AEN), BB NVMe FRETERIES]. RO EBAIRE LR B3 (zeroconf) F1F
HECE,

XN S B FANTIERRAER, 2 7R Storage Appliance Finder (stafd) Fl7zfif % &% %25 (stacd).
Bugzilla:1893841l!]

NVMe TP 8006 in-band B35 iEVE A Tl i 124t

SZE Non-Volatile Memory Express (NVMe) TP 8006, &= —#%I%I NVMe over Fabrics (NVMe-oF) By
WL, IEFE N AT HNRATTIRME., NVMe Technical Proposal 8006 & NVMe-oF & . T DH-
HMAC-CHAP 77 RRESIEN, %P I g fR 4,

le] =B %58, 155 nvme-connect (1) F#ft i1## dhchap-secret #1 dhchap-ctrl-secret 117

fi|_

Bugzilla:2027304L!

io_uring #EOE KT S 1R 44t

io_uring @— MBI FES 1/0 T%IZI WMAEVERRATI IR, BOAER TREALINEE, Ea i@
1% kernel.io_uring_disabled sysctl &% E N TFHEz —F 5 BAXNED :

0
A HFEER A LUIE & A1) io_uring SE1,

XTIEFENUHRR, io_uring IR EMA, io_uring_setup X3 T R -EPERM #51%, FRIEFRTREE
& CAP_SYS_ADMIN IhEERIFIN, el fEAIIAR io_uring 26,

SIAr AR, io_uring B2 #Z M. io_uring_setup {#f -EPERM = 2%, HalEAINAH
io_uring £, XE2BINKE,

AL ThREth B E SELinux SREGEVEHThR A, SRAEEZR T R_LEEA mmap REHA,
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5 9 & AT
WM jo_uring AR ER, NMARFAUUEERRAKZEHLZ LGS, 0 nvme, #H io_uring PN E
B EAIRE B E L SELinux SRERESR, QI8 —/BE L SELinux SREGEH
1. SLLF4T1R7%F ) io_uring_cmd_passthrough.cil 324 :
---cut here---
( allow unconfined_domain_type device_node ( io_uring ( cmd )))

( allow unconfined_domain_type file_type (iio_uring (cmd)))
---cut here---

2. INEEREEELR

I # semodule -i io_uring_cmd_passthrough.cil

Bugzilla:2068237L]

9.8. ¥ IFF X ITER

jmc-core #l owasp-java-encoder fEFE AT

RHEL 9 5 jmc-core #1 owasp-java-encoder {3 —i25 %, {5 AMD # Intel 64 IZRFGHIFE AR T T
ThEEiR i,

jmc-core 2—“} Java Development Kit (JDK) Mission Control $24t#/0 API B9/, S3E B TR 1%
& JDK Flight Recording X#HIZE, LR ATFET Java ZFL(IDP)B Java EFHIHL(IVM) & BB,

owasp-java-encoder {4 BIRMH T Java S HREEE S L T4,
¥R, B RHEL 9.2 FF#4, jmc-core # owasp-java-encoder 7£ CodeReady Linux Builder (CRB)#Zfi#
FERRIRE, EBAITBRAER. MEERZER, 550 10{I7Ef CodeReady Linux Builder A3 FFIfERA A

Bugzilla:1980981

9.9. B ER

DNSSEC 7 IdM FR AR Tl i i 44t
AR DNS WEHEIR(IdM)BR S B[IMIELIN T DNS REeY B(DNSSEC), iX2—4HM i DNS il
$%:ggoDNs TR, BT IdM AR %588 LA DNS XA LA A DNSSEC B31% 4. MEBHHREEhERMNGE
B2 ARLE R 7 5 FH DNSSEC {R37 DNS KB F LR H B X Lo 304y

o DNSSEC #21FLE, A 2

o LRRIHELRYI(DNS)EREIER

e DNSSEC H#ERAN A F B EM

HER, KT DNSSEC #Y IdM ARZ5 2855 1E M ELfth DNS AR S5 288K EXAY DNS &R, XAl RERFMARIRER
WEReE AR ER DNS XA A,

Bugzilla:2084180
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https://access.redhat.com/articles/4348511
https://bugzilla.redhat.com/show_bug.cgi?id=1980981
https://datatracker.ietf.org/doc/html/rfc6781
http://dx.doi.org/10.6028/NIST.SP.800-81-2
https://datatracker.ietf.org/doc/html/rfc7583
https://bugzilla.redhat.com/show_bug.cgi?id=2084180
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BHEE JSON-RPC API fE AT
— APl ATAF Identity Management(IdM), ZE#&F API, |dM i34 T — AP I ERVE A BRI .

FELARIBIARAH, 1dM AP #REIEEE RS APl S8 ThRA, XL AT R AR R AN A LR B
T, AP MAERTUALEREANTREMEA, BIE IdMAPI ZE T2k, XAEAA :

o EEABAEMFSHFHEAZAIESRAN IdM, MAZEEER " mPER.
o FALAANARLUMER IdM FRBKERSE, BIfE IdM RATERS 8= AL T 21k,

EFRERERT, SRSFEITEERTEN, TIERE—AMEM, Hli, —NHBRASININIRES |t
HTEOIETI,

AXEHAPIMIEMER, ESAEHASMNEE AP 5 |dM RS 25EE(TECHNOLOGY PREVIEW) .
Bugzilla:2084166

sssd-idp FHEBIENEAR TR IR 4L

SSSD #] sssd-idp FH 4S8 & oidc_child # krb5 idp 4, TR BHEE(dM)IRS 23T
OAuth? 5 IEMIE F iR E, WIHEEPGER T RHEL 9.1 REEMRA LR IdM ARS5 25,

Bugzilla:2065693

SSSD IEB krb5 idp HHAVE MR T R 124t

SSSD krb5 idp 4 LB A OAuth2 s AR B0 1R & (IdP) I T B D58 Ik, HIhEE(ER T
RHEL 9.1 RESZ A LB IdM BRSS 350

Bugzilla:2056482

RHEL IdM R P B8R IEERA A SRS D IRBIERFENFEARTUE
1£ RHEL IdM mh, &ET LB A 7 5% OAuth 2 & RTINS B0 1R T2 F (IdP) R EL, XA

8 RHEL 9.1 SUE S ARA B SSSD MRA AT HPWAERS, CIREHITHMIIEMENE IdP BIUE
EIREITH A Kerberos BRI RHEL 1AM H R & R IhEE,
TERMEIE
o fEF ipaidp-* R HAER 1P RN, IETRFIMIFREIF
e {#f ipa user-mod --user-auth-type=idp %45~ B2 IdP KiE
MEEZER, HEHERASFDIRUEREE M H#H1THHRIE,
Bugzilla:2069202
ACME 3z#74% B shilll B AR UE B 48 — N EoR Tl i

SMHEE(IM)FHBFIEHERINME(ACME)IRSS AN T — DB SILE], SR — DR ERRIE M
RHFG(CA)RBTERIE S, IFE, ACAC BJLATESE E [FIFR B 20t BRid R RYIE .

BT X85, ACAC ®J AR ERIIFIFR B ohiflpRid HAB9IE T,
RMINERT, MERIHIEFHRER. ERRAE, HHA -

I # ipa-acme-manage pruning --enable --cron "0 0 1 * *"
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https://access.redhat.com/articles/2728021
https://bugzilla.redhat.com/show_bug.cgi?id=2084166
https://bugzilla.redhat.com/show_bug.cgi?id=2065693
https://bugzilla.redhat.com/show_bug.cgi?id=2056482
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/managing_idm_users_groups_hosts_and_access_control_rules/assembly_using-external-identity-providers-to-authenticate-to-idm_managing-users-groups-hosts
https://bugzilla.redhat.com/show_bug.cgi?id=2069202

B9 FE RATUE

XRER R R —REALMHRRT ABIIES,

HHRIEBERERABHRMEE FINERT, X2THE 30 X,

#1515 &% ipa-acme-manage (1) F1 71,

Jira:RHELPLAN-145900

9.10. £ |

GNOME FF 64 i ARM 2249, YEN—ERTIR
GNOME £EIER AT 64 i ARM 2245, 1 REARTIN,

IFE, EATLAMER VNC E#E 64 I ARM BRFS5 & ERERTE, Eit, ELMERKFNARFEER
%%

64 fii ARM 1Rt T BRI KN ARRFEA, Fi :
® Firefox Web 1 ¥ 2%
e Red Hat iT {525 (subscription-manager-cockpit)
o [hXIEERE (firewall-config)
o 7 251725 (baobab)
/A Firefox, ERILUEREEIRRSS 25 M Cockpit BRSS
RN AR, f0LibreOffice, RIFAGSTRE, EEFAEKER,
Jira:RHELPLAN-27394L']

AT IBM Z 22989 GNOME {E AT i 1244t
XtF IBM Z 2885, GNOME S &I EE HEAR T,

PTE, ERTLAERA VNC JEEE IBM Z [RS8 ENRERIE, Fit, S UEREFNBARFEERS
%%O

IBM Z LiR#t T —HBERMER N ARERF. Fii
® Firefox Web {25
e Red Hat iT {25 (subscription-manager-cockpit)
o [hXIEERE (firewall-config)
o L 251725 (baobab)
&M Firefox, EATLLEREEIARSS 25 M Cockpit ARSS

\\

FUN AR, #0LibreOffice, RiRtanSiTH@E, HEAMFEEEZA,
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https://issues.redhat.com/browse/RHELPLAN-145900
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Jira:RHELPLAN-2773711]

o9.1. E#lt

Bl mREEN

S FIZITIE Intel. AMD64 #1 IBM Z E#1 LB RHEL 9 KVM EFIAL, BREMN KVM BRI AT 12
#, BT IXNIHEE, ZITIEYIE RHEL 9 £#1 LA RHEL 7. RHEL 8 5 RHEL 9O E#IH AT LLTE Y
hypervisor, F1EE B SHIEN.

Jira:RHELDOCS-17040[1

AT KVM E#HLE AMD SEV 1 SEV-ES

TERERTINL, RHEL 9 MM KVM EIR2FH AMD EPYC ENRMBREMEE DL (SEV)ZhRE. MR
EEIH(VM) LG, SEV RIMBEVABAERERTELUNEENDF. XRE T EUNHNREME,

74, 183 Encrypted State iRA SEV-ES) WA MIRA, SEV-ES HEMUNIEILZITH N
A CPUEMAR, XAIBFE ENEBREDHNE CPU EMSEIME | HPREMAER.

HES, SEV # SEV-ESGERTFE 2 X AMD EPYC CPU ({2 Rome) SEITARA., FHiEE
=, RHEL O 8#& SEV # SEV-ES %, {EARE#E SEV #1 SEV-ES 2,

Jira:RHELPLAN-65217(]

E{tII{E{E ARM 64 EATH
VERFATAE, IFERTLUFER ARM 64 CPU £ RSO KVM B,

Jira:RHELPLAN-103993("]

virtio-mem I 8351 AMD64. Intel 64 1 ARM 64 rh

E AT, RHEL 9 £ AMD64. Intel 64 1 ARM 64 24 E| A T virtio-mem ZhaE, {FA virtio-
mem AT LEEFHL (VMBI SRS BR EN R Z,

Z(E A virtio-mem, 1EEEAN XML BEERE X virtio-mem REX#%, FHEMA virsh update-
memory-device 5 1ERK VM Z1THERFEXE XN NER, EEFLERNELXSEEEZTHELNNA
FHHRIRGFEXRD, HFEEELNK XML BE,

BiEFE, virtio-mem BRIFTETEHE R Windows BIERGIFIEN ETIE,

Bugzilla:2014487, Bugzilla:2044162, Bugzilla:2044172

RHEL Z/HL5H] Intel TDX

YE R AT, Intel Trust Domain Extension (TDX)SHAEFIE AT LATE RHEL 9.2 Rz ERUARAHERA, 40
RENRL IR TDX, BALEERM4REER RHEL 9 EHWL(VM), FRAEESE(TD), BiFER, TDX
BHal%LxS5 kdump —&2I/F, S TDX 253 kdump 7EE AL LKL,

Bugzilla:1955275!!]

RHEL M5 — R R IEVE I BoR Tl i iR it

VERFARTY, SIIER LAFREY RHEL AR N EFINL(VM) BISE— IR ERIR (UKD, 91— RIS SS
kernel, initramfs A BRITEFR—NE L Z #5304,
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https://bugzilla.redhat.com/show_bug.cgi?id=2014487
https://bugzilla.redhat.com/show_bug.cgi?id=2044162
https://bugzilla.redhat.com/show_bug.cgi?id=2044172

B9 FE RATUE

UKI T B FESASIMER, BFH2EZER KM SecureBoot THEERMIHZ BN, UKI £/ RHEL 9
21 E M kernel-uki-virt F{4 S 1241,

Hai, RHEL UKI REEFE UEFI BISECEHEH,

Bugzilla:21421020"]

Intel vGPU #E- AR Tl b {4t

PERFATIYL, ATLUHIER Intel GPU W& DN ZDEMIE, 8 NbiksE. RETRILENLED
A Z N EUNVMERETL GPU, Eitb X EEMHEZ AN Intel GPU BIMEEE

HER, ITEEFA, HEEE RHEL 9.3 ZITARAHMER,

Jira:RHELDOCS-17050![1

9.12. = EHA) RHEL

RHEL IR7ETE Azure HLBEHIHL LVE I FEOAR T N 1R 4L

FREEHM RHEL A%, EITERLATE Microsoft Azure L/ R T W O F21T RHEL AL E LA
(VM), RIS — R EER (UKD IITETE Azure AT LB SINBBHZ BRI, UK YEH RHEL 9
FhEE A kernel-uki-virt #1244,

Hail, RHEL UKI REEFE UEFI Bl S ECEAHEH,

Jira:RHELPLAN-139800L"]

9.13. B¥s

Podman B9 SQLite B/ RimfF AR 4

M Podman v4.6 FFt&, Podman B SQLite HEZEEimiE N AT R4, ERBIBZERHIXE N
SQLite, 151E /etc/containers/containers.conf Bt & XX {4770 database_backend = "sqlite"” £,
EDHEI SQLite BIEZEFIRAT, 151217 podman system reset 845, N EFHEBLOMBRS, HE
B, BuEREMAEASRHM pod. SQLite BUBRZERILIFAIIEE MR —BE, B RPRNEMEIE
JFEth & E SQLite, BoltDB {8 BRI\ MIEIRE B i,

Jira:RHELPLAN-154429l1]

podman-machine f8 5 A H i
AFEEENHE podman-machine 5 {UE AT IRH, Bk, HEEM

B
b
fﬁ{
al

173 Podman,

Jira:RHELDOCS-16861L"]
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2510 & I ETHIThEE
FRAWEEETEIE, XEKEFC(1E T4, BHEZFIREE Red Hat Enterprise Linux 9
FRFARAL, BR, XL EZEAREULENERADAESTR, BAREVNT YEisS £ RHEL £ & 1ThR
RFITHERE,

BRFEERITIRADEFAYENRIIER, EEERNAITRANYE, BXXFKENITSE, §E
%& Red Hat Enterprise Linux (£ EHi #1 Red Hat Enterprise Linux N FATRFE R EMEL .

—MEHBHURFR, BITHEEEUEER, AREERT, TUMN"RPHREIGE. RE, R
MHEFIRGREEU. T2ERANERTSIIENERNGE, FHRMAT T

AX RHEL 8 HE1E/EETE RHEL 9 # #/R BThEERY I, 1S A RHEL O IHFE=ETI,

10.1. ZEREFNHERLE

# M Kickstart %
LLUF Kickstart s S EF A :

e timezone --ntpservers

e timezone --nontp

® logging --level

® %packages --excludeWeakdeps
® %packages --instLangs

® %anaconda

® pwpolicy

HER, HRNBEEKET, EiieskERECEINTRAERKFTA. i Kickstart XHFHEREFHF
ANGSREHSPERESER, EHLUERA inst.ksstrict 515X EF AN ESHH TR,

Bugzilla:189916711]

initial-setup 22 FTH

initial-setup ¥({4 & E1F Red Hat Enterprise Linux 9.3 F##F A, FHINET—1=E RHEL LZ1ThRA
bR ENEH, XTEIFAF-RE, #H gnome-initial-setup .

Jira:RHELDOCS-16393(

inst.geoloc 5| 5% provider_hostip #l provider_fedora_geoip {23 H

7 inst.geoloc= 3| §:1ETIE E GeolP API B9 provider_hostip #1 provider_fedora_geoip {EEF M. 1F
&, BT LUER geolocation_provider=URL i& T L ERFEE XX BERENIEMGE, &
ISR AT LUFE FE inst.geoloc=0 £ IZE A IR &,

Bugzilla:2127473

10.2. 224

+H T hnsr A dA 1A 1 OdbhZ
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https://access.redhat.com/support/policy/updates/errata
https://access.redhat.com/support/policy/updates/rhel-app-streams-life-cycle
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html-single/considerations_in_adopting_rhel_9/
https://bugzilla.redhat.com/show_bug.cgi?id=2127473

510 = jFIFA9ZhEE

AT AHE HBEY, OHA-I G H

fEFH SHA-THERER TIN®ZBME RHEL O REHRFH., SHA- 1 ERMEELREN IEREM, ANE
RIS NETHRFEFHITHLE2WE, RHEL ZOMBHEARBBIAER SHA-1 6/8% 4, RHEL 9 RN
BARRFEEH, UWERESREHEXNBEAIHFER SHA-,

Hep—MAIAR, AT LUMER SHA-1 0 HMAC-SHAT E BRI UEAESHN Universal Unique
Identifier(UUID){E, R AXLEABIBRIAEELZRENG. B, WTHRE—LEEENERELENES

4, SHA-1 I ASE—LLARIIERTEA, 0 Kerberos #l WPA-2, #IE1EEE RHEL 9 &bz
M ERS FIPS 140-3 AREMINE REH RHEL M ARRFIIR.

INREFEFEA SHA-T REIEMBARE=FMETS, BTUMAUTHSERE :
I # update-crypto-policies --set DEFAULT:SHA1

HE, EHLUERISEEMMNBERIEYIME] LEGACY KBS, 1HERE, LEGACY hEATHM—LRLL
HEE,

Jira:RHELPLAN-110763[1

fapolicyd.rules 2453

SBERVFIIBLHATHINIE X 48] /etc/fapolicyd/rules.d/ B X &R T /etc/fapolicyd/fapolicyd.rules XX
4. fagenrules FIAINIET It B kR BIFR A HEHIN X4 & F 2| /etc/fapolicyd/compiled.rules X

##. letc/fapolicyd/fapolicyd A EI#LII{AE fapolicyd #EZR4ME, HRZEN T RIEABER.
Bugzilla:2054740

£ RHEL 9 h¥ M SCP

REGHIU(SCP)BER, RNeABMMELRE. SCPAPI{AaATF RHEL O £mAH, BFEATE
ALURERS LM,

o 7fscpRREFEH, BIAMBERT, SCP#& SSH XHEHTL(SFTP)ER.
® OpenSSH EM7E RHEL 9 A& SCP,

e SCP 1f libssh EHEFH,

Jira:RHELPLAN-99136(]

OpenSSL FE7E FIPS & T RSA INBH{TEF

OpenSSL £ FIPS B FTABXHEXEERN RSA INE, HEEFRWRSAMERE N, BVMER, 1EF
B, A RSA (RSASVE)WEHEEAFERIET, BH%HE,

Bugzilla:2168665

NTLM #1 Krb4 £ Cyrus SASL hE2FH

NTLM #0 Kerberos 4 iEi B F A, FAEEELER RHEL ERRAFMER, XLEUARBHEI LS
By, BMLEHEI R,

Jira:RHELDOCS-17380!1

SASL #1#4 digest-MD5 E#FH

Simple Authentication Security Layer(SASL)IEZRAF# Digest-MD5 S5 IENGI EF A, FHrlgeEllE
BIE X IThRA S M cyrus-sasl 4 & FfflER.
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https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/security_hardening/using-the-system-wide-cryptographic-policies_security-hardening#ref_list-of-rhel-applications-using-cryptography-that-is-not-compliant-with-fips-140-3_using-the-system-wide-cryptographic-policies
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/security_hardening/index
https://bugzilla.redhat.com/show_bug.cgi?id=2054740
https://bugzilla.redhat.com/show_bug.cgi?id=2168665
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Bugzilla:1995600L]

OpenSSL # M T MD2, MD4, MDC2, Whirlpool, Blowfish, CAST, DES, IDEA, RC2, RC4, RC5,
SEED, #1 PBKDF1

OpenSSLIHEFAT —HMBEE, BANENFTRE, TEA, INEBTZE., AELTEIUER
XEERSE, RHEL 9 NP HRMIMMBBIRELUERHFNEE, NTFRANREYE, BT EERBT XL
L8

LUTFEEMSEIIERE OpenSSL HRIHIRHtE - MD2, MD4, MD4, MDC2. Mipool, Blowfish.
CAST. DES. IDEA. RC2, RC4., RC5. SEED # PBKDF1,

ARUAE A BN FERUEER, 1559 /etc/pki/tls/openssl.cnf BLE S #, HEBAN EHFRAERNTR,
Bugzilla:1975836

letc/system-fips TLEFH

S #@id letc/system-fips LIS E FIPS R, XU A2EETEFHM RHEL ikAF, E1E FIPS
BERAPRE RHEL, BEERARESEHRIT fips=1 SHERMEINZG ST, BRI LUER fips-mode-setup
--check #4717 RHEL 2FLLFIPS #R217,

Jira:RHELPLAN-103232l"]

liberypt.so.1 ZIE M
libcrypt.so.1 ZIMEFH, ©HERTELUGEH RHEL A R,

Bugzilla:2034569

10.3. 1T [ &8

subscription-manager 55 --token EIEFFH

subscription-manager register 5 --token=<TOKEN> /£ 2 — &P 5IE AL, AIEBINENS
GUEMEBIZING, X EWEUR F VAR S s iR HtAIThAE, BOARIUAR S48
subscription.rhsm.redhat.com i %< b TheE, EH ik, ZiA{EF subscription-manager register --
token=<TOKEN> FIRER KM, FHERUTHEIZER :

I Token authentication not supported by the entitiement server

fRel LU R E M BAE AR SSEMIERN RS, HliNE1E subscription-manager register 4 B BIIE
T --username / --password #[ --org / --activationkey,

Bugzilla:2163716

10.4. SHELL fl&s S {TITE

1£ ReaR BICEX#hi%iE TMPDIR ZTE2EFH

{8 F1&90 export TMPDIR=... B9/ 8f, 7 /etc/rear/local.conf = /etc/rear/site.conf ReaR BC & S {4 H1i%
& TMPDIRINMRZEFETIE, BEFHA,

ZH ReaR I XHIEE— 1 BE L BX, 1HENIT ReaR BITE shell SMERSFHEE, B0, HiT
export TMPDIR=... i&A), fAFTER— shell RIFHHAFHAT rear 5,
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https://bugzilla.redhat.com/show_bug.cgi?id=1975836
https://bugzilla.redhat.com/show_bug.cgi?id=2034569
https://bugzilla.redhat.com/show_bug.cgi?id=2163716

510 = jFIFA9ZhEE

Jira:RHELDOCS-18049
dump 424K dump TEEFHFH
BFXHRG &S dump TEEBFA, 7 RHEL 9 R AHIRH,

£ RHEL O h, 418 RIEEHEREH tar. dd = bacula. &I E, X ext2, ext3 F extd X4
RGIRMP T REMNL L&D,

#ER, dump HilEErRE restore TE(BAMA, 1F RHEL O hibi¥ss, 3#E% restore FikkEiRt,
Bugzilla:1997366!]

Bacula B SQLite BB E GRS #FH

Bacula &R RS HLMNIBERE : PostgreSQL. MySQL #1 SQLite, SQLite BiwE#HFER, FHiT
ELUGH RHEL BRAF R R:, Fh—MER, TREEM—MEiR(PostgreSQL 5 MySQL), BE
HERBAHAEA SQLite Eifio

Jira:RHEL-6856

10.5. %%

RHEL 9 B FHAMZHBL (Network teams)

teamd R 5570 libteam /#7E Red Hat Enterprise Linux 9 B F A, FIETFT—NELTHRASMER, 1F
hEH, EEHEMA=MAE,

ISEETETARNHERE, LUBRATEBRLUTHEER M N IIEE : HEMBIA (team) o HEND
BEERENEARAX, FEUE, BEBSRNERFAL, AL, HERHSREITHEER 5 EH,

BRI HAPDSERRG ERIEE, 5SS AR B TB R MSEHE,
Bugzilla:1935544!]

ifcfg #3VM NetworkManager R E X4 EFH

£ RHEL 9.0 RESMAH, ifcfg MNFNEREEXHEFMA, T—NEE RHEL ZIThRAHHBRYS XA
B FF, HE, ERHELOH, MRENTEEXH, NetworkManager HARREAIX MR
B INANEEX 4,

ZINBERT, NetworkManager IITE7E /etc/NetworkManager/system-connections/ B3 H LA keyfile #&

N EHEEREXHE. 5 ifcfg BATE, keyfile R F# NetworkManager IRIEFFEEEXNE, AX
keyfile XU R INMAEREBENIEE, EE5E keyfile A NetworkManager i BB X4,

Bugzilla:18948771]

firewalld R iptables IRimE 3

£ RHEL O v, iptables fEZ2E.F M. Hit, firewalld 8 iptables Fin#l EEEOWH HFEA, ETU
f# 4 firewalld FHYRETNRE, A= direct interface REZE AT &AL,

Bugzilla:2089200

PF_KEYv2 P3#% APl B 437

R AR AT LA A PV_KEYv2 FI5EHH0 netlink API EC B AI%EY IPsec S8, PV_KEYv2 & BT Lt
TEEY, FEARVEENTRINE, MIAEG. HMENT BRNFIISZE, ik, MRHEL9.3
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https://issues.redhat.com/browse/RHELDOCS-18049
https://issues.redhat.com/browse/RHEL-6856
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/configuring_and_managing_networking/configuring-network-teaming_configuring-and-managing-networking#proc_migrating-a-network-team-configuration-to-network-bond_configuring-network-teaming
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/configuring_and_managing_networking/assembly_networkmanager-connection-profiles-in-keyfile-format_configuring-and-managing-networking
https://bugzilla.redhat.com/show_bug.cgi?id=2089200
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48, PV_KEYvV2 API 25, FRET—1E RHEL ZK1ThRAHMER, NREEN BREFPEBLNZK
API, IEXTEITIER, LUMERI netlink API BN E,

Jira:RHEL-1015["]

10.6. N

£ RHEL 9 ¥ ATM H%&

S EEER (ATM)E %N ATM Adaptation Layer 5(AAL-5)1R#t5 2 )2 (Point-to-Point Fill. AKX
M) =32 (IP) #E#E, MRHEL7 FFig, ZIM8EKR7 ATM NIC IXshiEFFiRit 2, RHEL O A &34}
ATM e i, XL ERIESFAEARER, ZHE ADSL %2R, FHHEGIEREZE S 8K,
Itt, Red Hat Enterprise Linux 9 FE.F A ATM F%,

MEFLER, HS PPP Over AALS, Multiprotocol Encapsulation over ATM Adaptation Layer 5, #
Classical IP and ARP over ATM ,

Bugzilla:2058153

kexec-tools B4 kexec_load RS HAEFHH

TELAERY RHEL IRAAIF R #F kexec_load RSV (HEBAL T/ W% . kexec_file_load R4
A& T kexec_load, ©IERTEZEM EMEINRGTER,

MEELZELR, 1ESH RHELO REE H# kexec_load ?
Bugzilla:2113873!]

RHEL 9 B2 FHAMZHBL (Network teams)

teamd R 5570 libteam /#7E Red Hat Enterprise Linux O B F A, FIETFT—NELTHRASMIER, 1F
hEH, EEHEmMAEMAE,

ISEETETARNHERE, LUBRATEBRLUTHER M N IIEE : HEMAIA (team) . HEND
BEERENEARAX, FETE, BEESRNERFAL, AL, HERHSREITIEER 5 EHT,

BRMEFHDGER BB ERIEE, ES RS HRE TS EIMABHAE,

Bugzilla:2013884!']

10.7. X R G R TFF 1
Ivm2-activation-generator & H 4 B8R S5 £ RHEL 9.0 il fR

Ivm2-activation-generator 2/ &k E4 M BIAR S5 Ivm2-activation. Ivm2-activation-early. Ivm2-
activation-net 27 RHEL 9.0 #fffif%. Ivm.conf event_activation % & T8RS HABREAR. B
TIEEBHNKE - ERETEHE,

Bugzilla:2038183

£ RHEL O HEFATHFAMHNEFRXEH (pmdk) I FFE

pmdk ERTRABEAMNBAEFAAENENIEES, UEEERMINFARNEF RS, RHELO
FEFHT pmdk X HFZE, XL 31 -debuginfo ¥4,

B pmdk P ERUT ZHRBGE5IR, 25 nvmlRE4E, 2%FA -
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https://www.rfc-editor.org/rfc/rfc2364
https://www.rfc-editor.org/rfc/rfc2684
https://www.rfc-editor.org/rfc/rfc1577
https://bugzilla.redhat.com/show_bug.cgi?id=2058153
https://access.redhat.com/solutions/7039498
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/configuring_and_managing_networking/configuring-network-teaming_configuring-and-managing-networking#proc_migrating-a-network-team-configuration-to-network-bond_configuring-network-teaming
https://bugzilla.redhat.com/show_bug.cgi?id=2038183

libpmem
libpmem-devel
libpmem-debug
libpmem2
libpmem2-devel
libpmem2-debug
libpmemblk
libpmemblk-devel
libpmemblk-debug
libpmemlog
libpmemlog-devel
libpmemlog-debug
libpmemobj
libpmemobj-devel
libpmemobij-debug
libpmempool
libpmempool-devel
libpmempool-debug
pmempool

daxio

pmreorder
pmdk-convert

libpmemobj++

libpmemobj++-devel

libpmemobij++-doc

Jira:RHELDOCS-16432[1

10.8. I SRIEIES. WIIMEIEZERS 28

libdb E#F A

510 = jFIFA9ZhEE
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RHEL 8 #1 RHEL 9 B Ri12f Berkeley DB(libdb)iR 7 5.3.28, ZhRAMRIE LGPLV2 VFalEA %R, Liff
Berkeley DB hii A 6 £ AGPLvV3 ¥F Ak i, ZIFrIIEE ™ 1%,

M RHEL O FF4, libdb 4@ EF A, WA ELRE RHEL likAFE A,
A4, ERHELO #, MHBEELEM libdb FffikR, M RHEL O AR T %4 libdb AKH5ii,

21 libdb A IR EHMEEREE. MEFLER, ESH RHEL REFFM Berkeley DB(libdb) By
MIRFEXE,

Bugzilla:1927780!"], JIRA:-RHELPLAN-80695, Bugzilla:1974657

10.9. Jixss AL TR
Go M FIPSEHERT, I 2048 /NAEEIEH openssl 3.0 i H
openssl 3.0 3 7/ F 2048 (i E5H, £ Go B FIPS &R AR TIAER TIE,

Bugzilla:211M072

AL PKCS1 V1.5 A IETE Go B9 FIPS X F#iFH

—L& PKCS1 v1.5 B 1E FIPS-140-3 RARMHL AR T NE, FHEZER., Sl INABE Go M FIPSERT
TE,

Bugzilla:2092016!"]

10.10. BH B8

OpenDNSSec Y SHA-1 BlEF A

OpenDNSSEC Z#f A SHA-1 BA S HHFELMBMEIEIL R, AEXFHEA SHA-1 Bk, £
RHEL 9 Z1ThRAH, OpenDNSSec H1#) SHA-1 EHRFR, FHAREEUEHIRASMR, 5
A, OpenDNSSec NIRRT SLIEEHEEIHERN,. OpenDNSSEC AL,

Bugzilla:1979521

SSSD e Xt ralk BRI H
SSSD Fa = X i, M /etc/shadow # /ete/ groups FEAMEGIERAFER, HERIAZRA,

{5/ SSSD MAMXXHIGRA M FIAER
1. ECi& SSSD.J % LA i1z — -

a. {5 sssd.conf E2E& X4+ H] id_provider=files 1 IERFA D B A Hbig,
[domain/local]
id_provider=files

b. @it 7E sssd.conf EZ& X Hi% & enable files domain=true /= X 455,

[sssd]
enable files_domain = true
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https://access.redhat.com/articles/6464541
https://bugzilla.redhat.com/show_bug.cgi?id=1974657
https://bugzilla.redhat.com/show_bug.cgi?id=2111072
https://bugzilla.redhat.com/show_bug.cgi?id=1979521
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2. ERERMBRSS DL,

I # authselect enable-feature with-files-provider

Jira:RHELPLAN-100639("]

SSSD x4 iRttEH B FH

SSSD ¥ 1R£& B.7F Red Hat Enterprise Linux (RHEL) O F A, X REETEESMLUGEHARA S
JHIBR

Jira:RHELPLAN-139805(]

nsslapd-ldapimaprootdn 827 A

EBRXR% 237, nsslapd-ldapimaprootdn ECiE 23 T RSB S BIETEIR DN &8, &
&%, nsslapd-ldapimaprootdn 2#{84 5 nsslapd-rootdn Z2#ERMI(E, HH, BHR—PEMEEFRE
REHEBMHRSFB—ATEEETENENHELRE, HRIMWIF dsconf TE KX Web &8I 7],

BT HES, BxIRS2RREA nsslapd-rootdn SHUFRIIRFEE M EIAR DN &8, Hik, nsslapd-
Idapimaprootdn Z###* FH, 1R DN B ARMIF dsconf TELUKXT web £ &8IV H,

Bugzilla:2170494

nsslapd-conntablesize BCiE S E M 389-ds-base iR

nsslapd-conntablesize E2 &S 2 M RHEL 9.3 FH) 389-ds-base ¥ {4 MR, TELARIRIAR A

H, nsslapd-conntablesize Et & B4 iEEEBEIINEENIEERNOKN, BEES HITERINEENSIA,
CUUA T BEEILEENEE, BRRFF[BINETLUNEITEERRHOAN, XBERTIXRRHF, HiEE
RKNMEBEBRNE, CERPFMRSIFED I HEENIE, M RHEL 9.3 118, RfEMA nsslapd-
maxdescriptors 1 nsslapd-reservedescriptors [E M4 R E 8 B KRS58 Al LU 58 TCP/IP iE#EHIEK

=1
Bugzilla:2098236

SMB1MYAE Samba FEFHH
M Samba 411 15, ALLHRSZHERIRA 1 (SMBYILEFRE, FHRELSEHILTHIRA MR,

HiREE LM, £ Samba RFSB|HE s TEREKINEZEA SMBI,
Jira:RHELDOCS-16612("]

dnssec-enable: no; LT 2 F A

/etc/named/ipa-options-ext.conf XX+ #) dnssec-enable: no; LT E#MFH, FIFELEM RHEL £
A iR, DNS =223 B(DNSSEC)=#EINEA, BELEZEME(], dnssec-validation: no; 7£{
ﬂﬁo

Jira:RHELDOCS-20464

10.11. £

GTK2HMEFH
HH GTK2 TEGRUTHXHEGEEEFHFM :
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https://bugzilla.redhat.com/show_bug.cgi?id=2170494
https://bugzilla.redhat.com/show_bug.cgi?id=2098236
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adwaita-gtk2-theme

gnome-common

gtk2

gtk2-immodules

hexchat
He LN ESBRIMKTTT GTK 2, XEEHRIEN, LUMETCIABEIIITAREMNE RHEL XTHREAFEHE
R8s HE,

INRIBHEIFER GTK 2 N FATER, ZLIERE TSN BBHER GTK 4,
Jira:RHELPLAN-131882[1

libreoffice B #%H
LibreOffice RPM ¥4+ IIEFHH, FHIHELIEME RHEL X ThRAPMIFR, LibreOffice 7£ RHEL 7. 8
O MEBNEMERRMAF LI,

YEh RPM G RER, ZIIEEIUEM Document Foundation IR TR L2 LibreOffice :
® Flathub FHEERME A Flatpak 48 : https://flathub.org/apps/org.libreoffice.LibreOffice,

o EARPMEHAE : : https;//www.libreoffice.org/download/download-libreoffice/
Jira:RHELDOCS-16300L"]

10.12. B E LS

Motif B4 FH

Motif /N4 T E B E1E RHEL F#FH, FE Lk Motif #t KBFF & RIEER,
LUF Motif G- B E#HFH, SEEF LT E
o motif

o openmotif
e openmotif21

e openmotif22

A4, motif-static Y E MR,

TIERIEE GTK TEAENERR. 5 Motif 8tL, GTKEZ T4, FHIBM T HThee
JIRA:-RHELPLAN-98983[]

10.13. RED HAT ENTERPRISE LINUX X5 A&
£ RHEL 9 T sa LBCi& team B,

network RGiAA B B R—%FH

g

H
[=]
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https://flathub.org/apps/org.libreoffice.LibreOffice
https://www.libreoffice.org/download/download-libreoffice/

%10 = TN Th AR
M%% team THEETERHEL O RE#ER, Eih, 7£ RHEL 8 1224%5 & £ {# A network RHEL R4 ABIE

RHEL O 77 R EECE RS team, T R—REXFRHNELS,

Bugzilla:1999770

10.14. E#E

FRAET SHATMZE R iH1T SecureBoot Btk B2 F A

1£ UEFI (PE/COFF) AI#TX 4R ERAET SHA1 LT SecureBoot 4RI IEE 1T AT, , I
ISR ERAETF SHA2 EEHEHRANEZ,

Bugzilla:19354971]

X EHIRRBI R A R

BRI R4 E A UEFI IﬁlﬁzE’JFE?MJ'Liﬁﬁ'JEFEUM(VM)E’J'H&ﬂ.’io A4, EIRBERELIEHR, QEMU Ui
Tﬁ‘é’%*&’l‘ﬂl’l‘ﬁ IX SN F L T VE 1389 hypervisor 14 HE & BX 1 T 8200,

HEER, VBREVVIRBHHSEINGEIERFR, LIEFEETEIMEREREUNRE, B2, —
B EIHRBALE EEF 2 H, HTRITELUEH RHEL 9 REL TR T LK .

JIRA:RHELDOCS-16948!!], Bugzilla:1621944

ENREREFEFHFHA

BTG R &R isa-fde B FIMEFA, FHHAELUEH RHEL ZTHRAPIHHFF, Fit,
N T HREIBHEDIN(VMFERR, LIEFREIE RHEL 9 ERENEUN P ERYE#E RS,

Bugzilla:1965079

qcow2-v2 KA BFH

£ RHEL 9 A1, EHREERIRE) qcow2-v2 R EFH, FHRAELUER RHEL ELITARA PR ZH,
4, RHEL 9 Image Builder Fi&LL qcow2-v2 #& = B2 RE & B iR

LI ZUBR VIR ER qcow2-v3, MARE qecow2-v2, B qcow2-v2 G H N BEHMR XA, 15E
F3 gemu-img amend %45,

Bugzilla:1951814

virt-manager B#¥H

RN EESS (HFF virt-manager) 23 M. RHEL web #H]& (1B#5H Cockpit) EEELUGEHIMRAE
qﬂﬁiﬁﬁi\g‘ﬁnuc F ik, BIEGER web #2HIAFER GUI EEBENME, BIFER, virt-manager FHY—
LET FTHRE PT BETE RHEL web 128 & AR H,

Jira:RHELPLAN-10304("]

libvirtd E#3FH

K libvirt SFPER2 libvirtd 27 RHEL O ¥ A, FHFEUEM RHEL =X ThAS MR, &EEE, &
SR LUE R libvirtd EEHL G2 EEEBENME, BEBIEIHRIE 3| AR libvirt 7
Hi2, EARBAFIENS, ES M RHEL O MBS IEEIL XY,

Jira:RHELPLAN-113995[1]

IHA CPU BUSHIEFHH
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https://bugzilla.redhat.com/show_bug.cgi?id=1999770
https://bugzilla.redhat.com/show_bug.cgi?id=1965079
https://bugzilla.redhat.com/show_bug.cgi?id=1951814
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/configuring_and_managing_virtualization/optimizing-virtual-machine-performance-in-rhel_configuring-and-managing-virtualization#proc_enabling-modular-libvirt-daemons_assembly_optimizing-libvirt-daemons
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X2 CPUREBHFR, FHFMELUEH RHEL EXITHRARMIEILNL (VM) A, FHENOEREN
T
e %fF Intel : Intel Xeon 55xx #1 75xx Processor RIIFIMEIS (tF55 Nehalem)
e ¥fF AMD : AMD Opteron G4 BN =
e XIFIBMZ:IBMzl4 2RIMES

ERETNEVNESESFEREFAMN CPU KR, E#MA virsh dominfo TE, #7f Messages #34 & 1%
RN TFHIT

tainted: use of deprecated configuration settings
deprecated configuration: CPU model 'i486'

Bugzilla:2060839

ETF RDMA HEREBEFH

BT XANEH, A Remote Direct Memory Access (RDMA)SER EFEZ{THEINNEHKFAH. Hit, 7
A LAE A rdma:/ 3E# URI K@i RDMA 153K3T#, BXNIEERELUER RHEL EATHRAFRRHES
o

Jira:RHELPLAN-15326711]

Intel vGPU ThiE 2 il BR

FELRTBIRRA D, VERNEARTIE, STLUSYE Intel GPU H&RID NENEILE, Bh NAFkE. A
B, XENTEE R LD RS LS D EUNVMEREN GPU, AL, XLEEUNFEZENYIE Intel GPU
BMEEE, {BERAMIEM Intel GPU S LLIHAER A,

M RHEL 9.3 FF#4, Intel vGPU ZhREE =2,

Bugzilla:2206599L!]

10.15. & 2%

A% F1E RHEL 7 £#1 L3217 RHEL 9 323
FRZHHE RHEL 7 EH EIZ4T RHEL 9 &%, ©HAETLUESIE, BHEEFRIE,

MEELER, BB Red Hat Enterprise Linux Container Compatibility Matrix o
Jira:RHELPLAN-1000871"]

Podman iy SHAT A EEXEHH

Podman N 1 FA Sk A TSR P45 6p 44 22 (B O ST & B SHAT B35, Et, SNRFEERA Podman 4.1.13%
EERAZASLRES, NBAEREl] (MARZMEMA slirpdnetns) , LUBREITAIERLE
IEtEE

Bugzilla:2069279]

rhel9/pause E#FH
rhel9/pause B HE2HFH,
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https://bugzilla.redhat.com/show_bug.cgi?id=2060839
https://access.redhat.com/support/policy/rhel-container-compatibility
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Bugzilla:2106816

CNI £ HE: B F A

Container Network Interface (CNI)M%#REFA, FHRMEUE RHEL REX{TAFH Podman ]
bR, TELARIRIMRA AR, B8R B88E10 DNS E#EE B Container Network Interface (CND3&E#. podman
v.4.0 BIAN T — 18 Netavark R H#EEL:, BT LUSF Netavark PIZEHERR 5 Podman #1E tbOpen
Container Initiative(OCN B2 BN ARRF—EHE A, Podman B Netavark M4 HEH 5 &2 Docker
HEER R, S ML 2 AT AU B L 2% _E R 25,

MEFELELR, FSH FREHEREM CNI tDHE] Netavark,

Jira:RHELDOCS-16756"]

Inkscape #1 LibreOffice Flatpak Hi{&E2FH
VERER T IR HLEY rhel9/inkscape-flatpak #11 rhel9/libreoffice-flatpak Flatpak H{& 2K F .

IR EHHRERUTERAR -
o EF i rhel9/inkscape-flatpak, Ef{EA inkscape RPM ¥ {48,

o ZE M rhel9/libreoffice-flatpak, F5 [ LibreOffice FFALZ1TiEIL,

Jira:RHELDOCS-17102("]

10.16. EF AN HEF
AT EFEANYTHESE, ATREASEIETE Red Hat Enterprise Linux R E £ ThRAS,
£ % RHEL 8 #1 RHEL 9 Z A3+ B EN, ES I @HRHEL 9 XM a R E,

BF

ERHELO A, EFAYHEINZRRERFTEAFAL, BXIFKENESER, HFBSH
Red Hat Enterprise Linux £ E#8 #1 Red Hat Enterprise Linux M. A2 REMEL .

LT Ha BT RHEL O ¥ -

® adwaita-gtk2-theme

® autocorr-af

® autocorr-bg

® autocorr-ca

® autocorr-cs

® autocorr-da

® autocorr-de

® autocorr-dsb

® autocorr-el
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https://bugzilla.redhat.com/show_bug.cgi?id=2106816
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html-single/building_running_and_managing_containers/index#proc_switching-the-network-stack-from-cni-to-netavark_assembly_setting-container-network-modes
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html-single/considerations_in_adopting_rhel_9/index#assembly_changes-to-packages_considerations-in-adopting-RHEL-9
https://access.redhat.com/support/policy/updates/errata
https://access.redhat.com/support/policy/updates/rhel-app-streams-life-cycle
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® autocorr-en
® autocorr-es
® autocorr-fa
® autocorr-fi

® autocorr-fr
® Jutocorr-ga
® autocorr-hr
® autocorr-hsb
® autocorr-hu
® autocorr-is
® autocorr-it

® autocorr-ja
® autocorr-ko
® autocorr-Ib
® autocorr-It

® autocorr-mn
® autocorr-nl
® autocorr-pl
® autocorr-pt
® autocorr-ro
® autocorr-ru
® autocorr-sk
® autocorr-sl
® autocorr-sr
® autocorr-sv
® autocorr-tr
® autocorr-vi
® autocorr-vro

® autocorr-zh
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cheese

cheese-libs

clutter

clutter-gst3
clutter-gtk

cogl

daxio

dbus-glib
dbus-glib-devel
enchant
enchant-devel

eog

evolution
evolution-bogofilter
evolution-devel
evolution-help
evolution-langpacks
evolution-mapi
evolution-mapi-langpacks
evolution-pst
evolution-spamassassin
festival

festival-data
festvox-slt-arctic-hts
flite

flite-devel

gedit

gedit-plugin-bookmarks

gedit-plugin-bracketcompletion

510 = jFIFA9ZhEE
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gedit-plugin-codecomment
gedit-plugin-colorpicker
gedit-plugin-colorschemer
gedit-plugin-commander
gedit-plugin-drawspaces
gedit-plugin-findinfiles
gedit-plugin-joinlines
gedit-plugin-multiedit
gedit-plugin-sessionsaver
gedit-plugin-smartspaces
gedit-plugin-synctex
gedit-plugin-terminal
gedit-plugin-textsize
gedit-plugin-translate
gedit-plugin-wordcompletion
gedit-plugins
gedit-plugins-data
gnome-common
gnome-photos
gnome-photos-tests
gnome-screenshot
gnome-themes-extra

gtk2

gtk2-devel
gtk2-devel-docs
gtk2-immodule-xim
gtk2-immodules
highcontrast-icon-theme

Inkscape



inkscape-docs
inkscape-view
iptables-devel
iptables-libs
iptables-nft
iptables-nft-services
iptables-utils

libdb

libgdata
libgdata-devel
libpmem
libpmem-debug
libpmem-devel
libpmem?2
libpmem?2-debug
libpmem2-devel
libpmemblk
libpmemblk-debug
libpmemblk-devel
libpmemlog
libpmemlog-debug
libpmemlog-devel
libpmemob)j
libpmemobj-debug
libpmemobj-devel
libpmempool
libpmempool-debug
libpmempool-devel

libreoffice

510 = jFIFA9ZhEE
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® |ibreoffice-base

® |ibreoffice-calc

® |ibreoffice-core

® |ibreoffice-data

® |ibreoffice-draw

® |ibreoffice-emailmerge
® |ibreoffice-filters

® libreoffice-gdb-debug-support
® libreoffice-graphicfilter
e |ibreoffice-gtk3

® |ibreoffice-help-ar

® libreoffice-help-bg

® |ibreoffice-help-bn

® |ibreoffice-help-ca

® |ibreoffice-help-cs

® |ibreoffice-help-da

® libreoffice-help-de

® |ibreoffice-help-dz

® |ibreoffice-help-el

® |ibreoffice-help-en

® |ibreoffice-help-eo

® |ibreoffice-help-es

® |ibreoffice-help-et

® |ibreoffice-help-eu

® |ibreoffice-help-fi

® |ibreoffice-help-fr

® libreoffice-help-gl

® |ibreoffice-help-gu

® |ibreoffice-help-he
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libreoffice-help-hi
libreoffice-help-hr
libreoffice-help-hu
libreoffice-help-id
libreoffice-help-it
libreoffice-help-ja
libreoffice-help-ko
libreoffice-help-It
libreoffice-help-Iv
libreoffice-help-nb
libreoffice-help-nl
libreoffice-help-nn

libreoffice-help-pl

libreoffice-help-pt-BR

libreoffice-help-pt-PT

libreoffice-help-ro
libreoffice-help-ru
libreoffice-help-si
libreoffice-help-sk
libreoffice-help-sl
libreoffice-help-sv
libreoffice-help-ta
libreoffice-help-tr

libreoffice-help-uk

libreoffice-help-zh-Hans

libreoffice-help-zh-Hant

libreoffice-impress

libreoffice-langpack-af

libreoffice-langpack-ar

510 = jFIFA9ZhEE
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® libreoffice-langpack-as
e libreoffice-langpack-bg
® libreoffice-langpack-bn
® libreoffice-langpack-br
® libreoffice-langpack-ca
® libreoffice-langpack-cs
® libreoffice-langpack-cy
® libreoffice-langpack-da
® libreoffice-langpack-de
® libreoffice-langpack-dz
® |ibreoffice-langpack-el

® libreoffice-langpack-en
® libreoffice-langpack-eo
® libreoffice-langpack-es
® libreoffice-langpack-et
® libreoffice-langpack-eu
® |ibreoffice-langpack-fa
® |ibreoffice-langpack-fi

® |ibreoffice-langpack-fr

® libreoffice-langpack-fy
® libreoffice-langpack-ga
® libreoffice-langpack-gl
e libreoffice-langpack-gu
® libreoffice-langpack-he
e |ibreoffice-langpack-hi
® libreoffice-langpack-hr
® libreoffice-langpack-hu
® |ibreoffice-langpack-id

® |ibreoffice-langpack-it
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libreoffice-langpack-ja
libreoffice-langpack-kk
libreoffice-langpack-kn
libreoffice-langpack-ko
libreoffice-langpack-It
libreoffice-langpack-Iv
libreoffice-langpack-mai
libreoffice-langpack-ml
libreoffice-langpack-mr
libreoffice-langpack-nb
libreoffice-langpack-nl
libreoffice-langpack-nn
libreoffice-langpack-nr
libreoffice-langpack-nso
libreoffice-langpack-or
libreoffice-langpack-pa
libreoffice-langpack-pl
libreoffice-langpack-pt-BR
libreoffice-langpack-pt-PT
libreoffice-langpack-ro
libreoffice-langpack-ru
libreoffice-langpack-si
libreoffice-langpack-sk
libreoffice-langpack-sl
libreoffice-langpack-sr
libreoffice-langpack-ss
libreoffice-langpack-st
libreoffice-langpack-sv

libreoffice-langpack-ta

510 = jFIFA9ZhEE
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® libreoffice-langpack-te

® libreoffice-langpack-th

® libreoffice-langpack-tn

® |ibreoffice-langpack-tr

® libreoffice-langpack-ts

e libreoffice-langpack-uk

® libreoffice-langpack-ve

® libreoffice-langpack-xh

® libreoffice-langpack-zh-Hans
® |ibreoffice-langpack-zh-Hant
® libreoffice-langpack-zu

® |ibreoffice-math

® libreoffice-ogltrans

® |ibreoffice-opensymbol-fonts
® |ibreoffice-pdfimport

® |ibreoffice-pyuno

® |ibreoffice-sdk

® |ibreoffice-sdk-doc

® |ibreoffice-ure

® |ibreoffice-ure-common

® |ibreoffice-wiki-publisher

® |ibreoffice-writer

® |ibreoffice-xI

® |ibreoffice-xsltfilter

® |ibreofficekit

® |ibsoup

® [ibsoup-devel

® libuser

® |ibuser-devel
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libwpe
libwpe-devel
mcpp
mod_auth_mellon
motif
motif-devel
pmdk-convert
pmempool
python3-pytz
qts

gt5-assistant
qt5-designer
qt5-devel
gt5-doctools
qt5-linguist
qgt5-qdbusviewer
qt5-qt3d
qt5-qt3d-devel

qt5-qt3d-doc

qt5-qt3d-examples

qt5-gtbase

qgt5-gtbase-common

qt5-gtbase-devel

qgt5-gtbase-doc

qgt5-gtbase-examples

qt5-gtbase-gui
qgt5-gtbase-mysql

qgt5-gtbase-odbc

qt5-gtbase-postgresql

510 = jFIFA9ZhEE
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qgt5-gtbase-private-devel
qt5-gtbase-static
gt5-gtconnectivity
gt5-gtconnectivity-devel
qgt5-gtconnectivity-doc
gt5-gtconnectivity-examples
qgt5-qgtdeclarative
qt5-gtdeclarative-devel
qgt5-gtdeclarative-doc
qgt5-gtdeclarative-examples
gt5-qgtdeclarative-static
qgt5-qtdoc
gt5-qtgraphicaleffects
gt5-gtgraphicaleffects-doc
gt5-gtimageformats
gt5-qgtimageformats-doc
qgt5-gtlocation
qt5-gtlocation-devel
qt5-qgtlocation-doc
gt5-qgtlocation-examples
gt5-gtmultimedia
gt5-gtmultimedia-devel
gt5-gtmultimedia-doc
gt5-gtmultimedia-examples
qt5-qgtquickcontrols
qt5-gtquickcontrols-doc
qt5-gtquickcontrols-examples
qgt5-qgtquickcontrols2

qt5-qgtquickcontrols2-devel



gt5-gtquickcontrols2-doc
qt5-gtquickcontrols2-examples
qt5-gtscript
qgt5-qgtscript-devel
qt5-gtscript-doc
qt5-qgtscript-examples
qt5-gtsensors
qt5-gtsensors-devel
qgt5-gtsensors-doc
qgt5-gtsensors-examples
qgt5-qgtserialbus
qt5-qgtserialbus-devel
qt5-gtserialbus-doc
gt5-qgtserialbus-examples
qt5-qgtserialport
qgt5-qgtserialport-devel
qt5-gtserialport-doc
gt5-qgtserialport-examples
qt5-qtsvg
qt5-gtsvg-devel
qgt5-gtsvg-doc
qt5-gtsvg-examples
qgt5-qgttools
qgt5-qgttools-common
qt5-qttools-devel
qt5-gttools-doc
qgt5-qgttools-examples
qt5-gttools-libs-designer

qt5-gttools-libs-designercomponents

510 = jFIFA9ZhEE
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qt5-qgttools-libs-help
qt5-qttools-static
qgt5-qgttranslations
qgt5-gtwayland
qgt5-gtwayland-devel
qgt5-qgtwayland-doc
gt5-gtwayland-examples
qgt5-gtwebchannel
qgt5-qtwebchannel-devel
qgt5-gtwebchannel-doc
gt5-gtwebchannel-examples
qgt5-gtwebsockets
qgt5-gtwebsockets-devel
qt5-gtwebsockets-doc
qgt5-gtwebsockets-examples
qt5-gtxllextras
qgt5-gtxllextras-devel
qgt5-gtxllextras-doc
gt5-gtxmlpatterns
qgt5-gtxmlpatterns-devel
qgt5-gtxmlpatterns-doc
gt5-gtxmlpatterns-examples
qt5-rpm-macros
qt5-srpm-macros
webkit2gtk3
webkit2gtk3-devel
webkit2gtk3-jsc
webkit2gtk3-jsc-devel

wpebackend-fdo
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® wpebackend-fdo-devel

® xorg-xll-server-Xorg
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£ 11 E EHFE

XER4 LR T Red Hat Enterprise Linux 9.3 FEYE &R R,

N1 ZEREFMFEGRCE

auth 1 authconfig Kickstart f(p SR E AppStream K FE

auth # authconfig Kickstart S SRR T F2HFEE authselect-compat . MREF XU
9, fNRFEMA T auth =X authconfig, NZLHEAKKM, BRIEXIT, authselect-compat 4B RIIEE
AppStream G JF H,

BT ERIX AN A, E%RIE BaseOS #1 AppStream FHEE RGN RERF T H, HEELRE TEHEFE
FH authselect Kickstart #5435,

Bugzilla:16406971"]

reboot --kexec F inst.kexec 8 S MR AI TN RS

£ reboot --kexec Kickstart 485 5; inst.kexec R#%E| F S INIT RHEL ZEFR SRS TLE L
AN FE RGNS, BAit, EREENER FTURLREN RS TR ST ETI TGS R,

HER, kexec HEEBF A, FHFHELUEH Red Hat Enterprise Linux kR H IR,

Bugzilla:1697896!']

1£ Anaconda fE AN AR ETHRGIHREN SELinux K&

% Anaconda fE AN ARRFZTEBRENRS L (BIt0, A -image anaconda I FRAK ST AT
F—REE) I, FAEZIFRGERETRERENR SELinux XEMBEM, Alt, ¥ SELinux EEMTHE
A REATEiz1TAnaconda RS LA £ B,

BRI RN, ERBEET RS EIZ1T Anaconda, 8K, EIENEIIHLAIZIT Anaconda, LA
ff SELinux SRESTEE T R LRFAL, FHRHERETFEM—E84 21T anaconda, #0M boot.iso =X
dvd.iso ZEARSZ IR BRI,

Bugzilla:2050140

LMEAFHE= AT ENEMN USB 5| FLER, A Kbt LR

UMERE=ATENEN USB 5|5 RHEL &K, RERFILEKNI Local Media ZZR (RGE
Red Hat CDN )

HILXDN M REZ, BUAKEISET int.stage2= & %1125k is09660 E&kER, BEE, F=HIE
ARERUEERERREBEH 1ISO ik,

ENIGR R AR, EERUTRRAARE—
o Y| 5N, =i Tab HRRMEBAKBSIT, FHIF5I5FLT inst.stage2= B4 inst.repo=.
o ZE1f Windows FAIETFB| 5 USB %%, {#HA Fedora Media Writer,

o YA RuUfus EE=ATEOEAE| S USB &N, BT Linux 24 EEH4 K RHEL 1ISO
Bk, AREERE=FATENETZ|5M USB i%&.

BXRPITEAEENRN RRARNLRNESZRER, HEMH 2ENE RHEL 83 MR IEHEER
B ohERIE,
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Bugzilla:1877697!!]

USB CD-ROM 3i5h83#E Anaconda R EERA A

LRl USB CD-ROM JK5has, 3 HBIETE T Kickstartignoredisk --only-use= @S, TEASKM, £
XMIERT, Anaconda FoiEHEIFE X ANRREL

B[R ARRIX AN AR, 15# A harddrive --partition=sdX --dir=/ €345 M USB CD-ROM I 5h2s &2k,
th, REFARKK,

Jira:RHEL-4707

WA 1509660 X RIIIFE L 2 K RE K

ERBETEE M 1509660 X MR ITARMREHEE RHEL, X2R N AENBIREE is09660 X4
RN XERHMERRENN, BMEELREEA DVD BER FRE RHEL, X EXHMIE R,

Zilmi ARRIX AN, HTE Kickstart XHFRRMUTHA, UEELRRFIAEIHE LA,
E o ERATIRE ARG RAT, B SO ERBUR, erafs v BXTHLA HBURTE A BIEIHTHERL,

Yopre
wipefs -a /dev/sda
Y%end

A, REAUEEIF, BEBEMER
Jira:RHEL-4711

Anaconda TER BB AWK, 2B EE

EEREFE - RERLE RHEL B, Anaconda TBEFIEEEAK S 2R E0E. ik, BraUEES
EIE G AR ER T RERS,

Fimi R, FRREEEEAR KIS root BIYEIXE, B root Ik #&H. Rit, A
A UAERENRAFITEERES.

Bugzilla:2047713

$TH9 XFS Thae I B 1L SE R LohR A 5.10 B R E 4515 PowerNV IBM POWER %%

PowerNV IBM POWER R4 # B Linux A& TEH, FFEH Petitboot ¥ GRUB B, X&2FH
B4 #%3E% /boot, Petitboot 12EX GRUB B & #1515 RHEL,

RHEL 9 A& H XFS X% 4i8| A T bigtime=1 # inobtcount=1Zh&E, M{EMLLARA 5.10 [HEHHIA
AR,

(G ERRIX AN A, RETLLCH /boot F A A — MRS, Fl0 extd,
Bugzilla:1997832!]

RHEL for Edge RERFHIRIERE rpm-ostree MM EHN TR OIBEH S
WERE rpm-ostree AWM EHT, FIANFE RHEL for Edge RERFHGT, RERFAENEENIKIE
WA —iEdR, b, &SP LE, FIRUATHEIR

I The command 'mount --bind /mnt/sysimage/data /mnt/sysroot/data’ exited with the code 32.
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F I BRI A IR
o BABIARAR, BEFRFIHIRIMEMEER,

o R7f /var BERHFIoEHEH S, B0 : /var/my-mount-point F1LL R4 B
% 1/, /boot. /var,

R, RFELRMINTTHK.
Jira:RHEL-4741

LERERIMLEBEARCE DHCP (54 IP #hhtf, NetworkManager BEERE R
M RHEL 9.0 /88, X&EXEREM ip= =X Kickstart M E BN, Anaconda & BEEIERL N,
Anaconda AEMNUKXRM K & ORI\ ARE 4. £#EE X4 ONBOOT #1 autoconnect {H 1%
H true, AL, EREILENRIMNITRRS, RHEL £BUEML%%, networkManager-wait-online iR
FRKW,
NG ERR AR, HHITUTEREZ—

o {HM nmcli TEMIRATA R, BIEEFERAN—NEZERS, B0 -

a. JIEFEEERE XM :

I # nmcli connection show

b. MRERFEENEERE X :
I # nmcli connection delete <connection_name>

& <connection_name> & 1 IR M PRAY B9 B 7R,
o MREBXBERFEN ip= =X Kickstart M4XEIE, 1ETE Anaconda R BEEZEMLEINEE,
a. 7t Anaconda GUI #1, 5:fin®l Network & Host Name,
b. FIFEZEARIMBILE,
c. ¥k Configure,
d. 7£ General %£Ti£/, BUE Connect automatically with priority £ i%4E,

e. mifi Save,

Bugzilla:2115783!]

FTEMZ RGP BIXEhi2 FF B HThtk L B TR shiz e

INRELMNE T REMIA RM A P RN EIER, AR REIKshEF Bk P eI shiR R
HhRA. FL, N2 ERTARATTIEL AR R R INME,

YE NI ERR B SR, 1H1F modprobe.blacklist= W% & 51714015 inst.dd £ —2EERA, Fln, ZHER
BB T IKShIZF BHME P virtio_blk RN FHEFMA, 15FER
modprobe.blacklist=virtio_blk, fAE4k40E & MRIERN A2 B A PRI siiER., AL, %
DERMBINEFNEFRAE, HEREIMERFERE,

Jira:RHEL-4762
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Kickstart Z&ICiEECE M F 1%

Anaconda R#gi@iT NetworkManager API #4T Kickstart FI45BECiE. Anaconda 7E %pre Kickstart Z845 2
EAEMKEE, FLh, Kickstart %pre B34 REY—LLESHEME L, BN, RAMBEERERATH, M
%pre Fo T EHYH 2K,

F il AR AN AL -

o FEEMLS, HIINMER nmcli TE/EH %pre BIARB—E89.

o [ERRERRFEITIAIS %pre BIAHESE ML,
Fitb, BTN %pre #83 REIESEARMLZS, Kickstart @& T,
Bugzilla:2173992
{81/ RHEL BR{&H 223 F9EE rpm-ostree Bii&if, AiFE M FIPS &
Hal, 7E# M RHEL SR BRI rpm-ostree Hi&FT, AXFSH FIPS B,
Jira:RHEL-4655

{5 stig BB BIEBNR&ERTES S, FHEXRFIPS R

RHEL S&MEBER AL FIPS R, H#EAH xcedf_org.ssgproject.content_profile_stig fid & X {41
#EE LB RHEL BRI, REALESS, FERUTEIR

Warning: /boot//.vmlinuz-<kernel version>.x86_64.hmac does not exist
FATAL: FIPS integrity test failed
Refusing to continue

ERGBRLERE, M fips-mode-setup --enable ®%F 52 FIPS KBS A IEE T/E, EH /boot
BREFENSX L, NRERAT FIPS, NIXRSAILKINGIS. B, £%B 0 BIEE#ERA R,

p= Y=
LEERE, EAILUER fips-mode-setup --enable €5 F5h5 A FIPS,

Jira:RHEL-4649

WEhiz Pl A 3 AR A RHE L 2R A

LI AN RFEANAZG ST EHEA inst.dd L0530 RHEL &N, #6188 EE LA
Ao Hit, NARFLEEEMNEAFAWA, FEEmY, BERMERFRENHH. B2, WITAHAR
[FMTNEE, AP AKTEIZ Enter FHIEM.

ENIm AR AR, EEFMHLER, HRBEHaFROBIEA, FETRANING AGR Enter #,
Jira:RHEL-4737

RHEL REEFA R aarch64 LB AR iSCSI & FENBI 51545

JA{TTE aarch64 £ RHEL L2 iR iscsi_ibft RRAELR AR IE B 50 & LB E YA iISCSI X
o A GUI FRMMEEN, XELXERRELREREFFENSISEAHENEER, BAWERE, F
HIEEHR AR, EER S RERFERIE "inst.nonibftiscsiboot” BHERMBIAZGSITH, AREET GUI
FHIMEIN ISCSI %, Eit, ZEEFERLUSMIIN ISCSI XFIRA N5 Sk, RERLURTIHASE
o
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MBELIER, WBH KCS RAHE
Jira:RHEL-56135

% 'ignoredisk' fp451E 'iscsi' fp 2 B, Kickstart RESKMFH E R unknown disk £5i%

HIES ignoredisk S WMIE iscsi S 2B, NMER Kickstart A& EE RHEL KN, HILX AN R RiH
[RE 2 iscsi B ERBREITIIEHMIIN TIEEM ISCSI %%, M ignoredisk 4 EINTARHT 7 1% & HISE,
#NR ignoredisk B 1L iscsi MRMIMNZAISIA T iISCSI 1% & B, NMREREKMW, FER"unknown
disk"E51%,

YENIREH R AR, IBHRIRIE Kickstart X iscsi SR INTE ignoredisk a5 2B, LABIA iSCSI
&, HEREKI,

Jira:RHEL-13837

services Kickstart 85 ToEZ2 M firewalld IRSS

Anaconda F#9— bug BA I services --disabled=firewalld #3522 F Kickstart B9 firewaIId R, &
IR R IX AN R, IS A firewall --disabled %, Fitt, firewalld RS IERE

Jira:RHEL-82566

n.2. &2

OpenSSL Al PKCS #11 BRR B2 FF R RSA 5% RSA-PSS Z /1 0IE

TLS 1.3 il EBEEX#F RSA-PSS 4, IR PKCS #11 SRR IA RSA 5 RSA-PSS %4, NIRZH
B PKCS#11 ShRE, NIER OpenSSL FEMARS 2N ARRFHITAMEA RSA B, Hit, ELis
FTLS BIER KM,

FZlnif R RXA R, FEERS RFE T mER TLS A 1.2 fE AT &S TLS hilhRA,
Bugzilla:1681178L"]

OpenSSL A4 PKCS #11 tokens A ¥ /514 RSA =% RSA-PSS %4

OpenSSL ER R ME] PKCS #11 ShESHME XTI, ik, HHEARIZRERIE RSA 5 RSA-PSS
TR TREOIETRN, BIITLS EHEARKM,

AR RIX AN A, ETE /lete/pki/tls/openssl.cnf SX{H crypto_policy 2848 .include 1T/EEHRM
LAUF9T :

SignatureAlgorithms =
RSA+SHA256:RSA+SHA512:RSA+SHA384:ECDSA+SHA256:ECDSA+SHA512:ECDSA+SHA384
MaxProtocol = TLSv1.2

R, RGBT =PRI TLS E#,

Bugzilla:1685470!]

ERREEE, scp RFLEEHIIHEAFHXMH

scp SLARFEMEZLE L (SCP) i BER LM SSH XL HITIMY (SFTP), Eit, XM iIBEE
FE—E, MWMERXERES., e EUTEE

scp localhost:/myfile localhost:/myfile

160


https://access.redhat.com/solutions/7090229
https://issues.redhat.com/browse/RHEL-56135
https://issues.redhat.com/browse/RHEL-56135
https://issues.redhat.com/browse/RHEL-82566

5 1 & 2 AH)E

ZmI ORI R, EAREFERXMEERXHEH R SR EER BT,
XA AIRE 2 FR AR R

e scp /myfile localhost:/myfile

e scp localhost:~/myfile ~/myfile
Bugzilla:2056884

OSCAP Anaconda K inZH & R =1 K S 22 2 ik BUE R Bd & S0

OSCAP Anaconda MNZH4 IR — N, K7E RHEL B RE R IEFHEUEEF LT LR E XHNE
%], M RHEL 8.8 FF 14, %AAT?HEE RPM P aLRENR, WINEHGETASEEER, Kb, ZESETRU
THEER, MARIKI OSCAP E MBS E ST :

I There was an unexpected problem with the supplied content.

G R RIX AN A, B AE Kickstart X448 %addon org_fedora_oscap %84 isEKE, H40 :

xccdf-path = /usr/share/xml/scap/sc_tailoring/ds-combined.xml
tailoring-path = /usr/share/xml/scap/sc_tailoring/tailoring-xccdf.xml

At, EREERATF SCAP EHIMELE XK & 5N Kickstart #lig—E2EA,
Jira:RHEL-1824

Ansible FMI R EZHNNES
F3 ansible-core #({F&%#: Ansible Engine i, RHEL 1T fJ1R24tH Ansible TR SE D, Hi, =
1T A8 & 1E scap-security-guide F{EEFH Ansible ABRMHNREERE rhc-worker-playbook #i{f
amEs
XFF Ansible #h88, EHUTU TS -

. REFMBNHTGS :

I # dnf install -y ansible-core scap-security-guide rhc-worker-playbook
2. #Z| /usr/share/scap-security-guide/ansible B :
I # cd /usr/share/scap-security-guide/ansible
3. B{TERAIMEL EMHE X Ansible playbook, XL EE X T EIZi4 Ansible EEBIERER :

# ANSIBLE_COLLECTIONS_PATH=/usr/share/rhc-worker-
playbook/ansible/collections/ansible_collections/ ansible-playbook -c local -i localhost, rhel9-
playbook-cis_server_[1.yml

FF cis_server_I1 & HIEEEE R HECESUEH 1D,
Kk, Ansible RS IEMLIE,

161


https://bugzilla.redhat.com/show_bug.cgi?id=2056884
https://issues.redhat.com/browse/RHEL-1824

Red Hat Enterprise Linux 9 9.3 X {13¥iC

%I rhc-worker-playbook FiZ 8K &I FF (R F /5 scap-security-guide F iR
Ansible A&,

Jira:RHEL-1800

Keylime A3 & 1K8 PEM iEH

& Keylime fHIEBHEE N PEM 8B, BEE— P XEHHL MIEHEIET, keylime-agent-rust
Keylime AR RIIES 2P REEEHIEAMARHEIIES, SRTLSEFEW. Bit, &FrimdH
(keylime_verifier 1 keylime_tenant) T;A £l Keylime ¥, EImES 25X AN A, 8 RER—MIE
FMAZZ MES,

Jira:RHELPLAN-157225l1]

Keylime 48 HZ LUR BT L B2 1T SR

4RI TH RSB Y HIRIA create_runtime_policy.sh, #/ SHA RIGE%K, %0 sha256sum, Kif&
XHEE, B2, YHMANXAEZEESRAITIHE \n i, REMRHSEEHEPHBEIIRN—MREY
Mo, EXMIERT, AR HRIBATER, REERE RIS SR, Keylime FAR4ELL
T L5542 - me.tenant - ERROR - Response code 400: Runtime policy is malformat, Eilf
AR AN R, 1E @ AL T S MRS R SRBE ST AR F I HBR R AT - sed -i 's/A\V/g'
<malformed_file_name>,

Jira:RHEL-1186711]

BHE, Keylime RER{EAsk B UE2RA0IHK

Y Keylime fXI2H API iR A5 (keylime-agent-rust) B E#if, REBSIBAFATRRRANIER, Fit,
fNR Keylime ERINBNGEIESRF, REHEFH, NSRS ER BN AP RAKRRIE, RIBE
YV E R FFEIIERI, BRI, 51EBEHE (keylime-agent-rust) g B HT L IEES
(keylime-verifier) ., Rk, LRIBHWEEET, verifier R0 API Bk, FHERNHEHFEFHEORIE.

Jira:RHEL-1518["]

fapolicyd T RSt AAVFIIT B9 4

N X TR ENE, XHR IMAIRRLNIZIEMERT, fapolicyd i%PE 1L BRI HRIINIT, B
2, XFERED IMA RIRZES BT evetml BFIRFENXXHHHNERMA L, Bit, IMARFEEREER
WX REMEPREN. HLb, fapolicyd i ixith £ B eI HBIEIT,

Jira:RHEL-520("]

BAIA SELinux SRE& A VFIERR I AT ST SO R AT P T

SELinux ZRE&F#Y selinuxuser_execstack 7 /REBRIE RS R on, X ELRE TTARHI B AT H14T ST AT LA
EEMER A THIT. THATSXHRPOZERXANED, X@ERKRFLZWTHITRIEN R ERZE, A8
BREZEWHEHNE,. B2, BTRESHMIE, HHESME=ZFTRRERE, AETERRKIAE
B& B9 XN R /R(H. SIREHIMNE R B LA MR, 15#F setsebool -P selinuxuser_execstack
off fn ST IR AR ZREE R XN /REIXE N off,

Bugzilla:2064274

STIG ECE X iy SSH i8R HIACE T A IE i B985

% OpenSSH B FH R FMLLT Defense Information Systems Agency Security Technical
Implementation Guide (DISA STIG) EZi&E £ #g#LI -
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e DISASTIG for RHEL 9 (xcedf_org.ssgproject.content_profile_stig)
e DISA STIG with GUI for RHEL 9 (xcedf_org.ssgproject.content_profile_stig_gui)

AEENEESS, UTHEMNEZ IR

Title: Set SSH Client Alive Count Max to zero

CCE |dentifier: CCE-90271-8

Rule ID: xccdf_org.ssgproject.content_rule_sshd_set_keepalive_0
Title: Set SSH Idle Timeout Interval

CCE Identifier: CCE-90811-1
Rule ID: xccdf_org.ssgproject.content_rule_sshd_set_idle_timeout

YR AR SSH RS 236, BN MBI SEE— LT (ClientAliveCountMax #1

ClientAlivelnterval) , HEiTAHTRBHRBI—F, ELb, 2 OpenSSH iAEiX L4 ED & RIABHT

f, OpenSSH ANBRIFFZNI SSH B, {ENIEEERASR, XLHINE M DISA STIG for RHEL 9 #1
DISA STIG with GUI for RHEL 9 EciES& A ImE fiflbR, BEEIFFAZ BEERAR NI,

Bugzilla:2038978

GnuPG iR A SHA-12% 4, BMEET crypto-policies 22 1L SHA-1%E 4

TR LUE RN R E LI B AN, GNU Privacy Guard(GnuPG) N Ei 44 =T LA B F145 k8 A
SHA-1 RS, Eib, EHLE DEFAULT BRI SHA-1 BFNMBBEW, X5XMTRLE
ERRICEHFRRE BN,

ZmERXA R, EREFERAS K SHA-1H GnuPG %1, AL, ERERATRLEM SHA-1 54K
BAlE GnuPG BERINB R R 2.

Bugzilla:2070722

OpenSCAP RTEHFE RIS

HEREARBRG L, OpenSCAP IHff2FAIRE T BIZIE, HEARRBERER M. BinhffRRIX
MNER, EATLAEE ST R E S, UBUHEEES RoBITEAD | STHRSBIAN -

o rpm_verify_hashes

® rpm_verify_permissions

o rpm_verify_ownership

e file_permissions_unauthorized_world_writable
e no_files_unowned by user

e dir_perms_world_writable_system_owned

o file_permissions_unauthorized_suid

o file_permissions_unauthorized_sgid

e file_permissions_ungroupowned

e dir_perms_world_writable_sticky bits

T TRESIFAE S MEN RS R, ESHEXN FMIAEXE,
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Bugzilla:2161499

# kickstart &I EHEE SIRFSAXBAN ATEES KW

1E kickstart %3725, OpenSCAP T EEHT &% F RIRSSH enable S disable K SN A EE,
F Lk, OpenSCAP AJRERNRENRS LHIRFSIZBANAEHART, ENIRNERASE, EaILE
kickstart REEFIMIHIERIZRG, XA LIRS IR 5548 %89 7] 3,

BZ#1834716

RHEL 9.0-9.3 1f§ OpenSSH 5 OpenSSL 3.2.2 7% A

RHEL 9.0, 9.1,9.2, #1 9.3 12/£H openssh ¥4 & &1 OpenSSL hrA, FHitt, WRERF openssl X
HaANE 322 RESRA, BRI openssh A BIRFFE 8.7p1-34.e19_3.3 HEEAA, I sshd ik
5 EiEED, FER OpenSSL version mismatch #1558 2.

EgE ERX AN, 15 openssh S H U EI 8.7p1-38.el9 REFH A, MNEBRZLER, HSH
sshd FiETHYE, OpenSSL AR AMRILE fERA R (LLIEFIRE) S

Jira:RHELDOCS-19626

11.3. RHEL FOR EDGE

edge-vsphere k% open-vm-tools {42

Hal, 7£ edge-vsphere &P ASEINZE open-vm-tools FE &, EiRHTERRIXAN AR, HIEIE
BEXHEEHHE, #H edge-vsphere FHRAERET, 7E1E RHEL for Edge 237 1&3X RHEL for Edge
RRF R E K R0 open-vm-tools,

Jira:RHELDOCS-16574l1

N4 JHEE

RE SRR TR,

R RHEL B, REIRRAENATEBENN, /tmp/packaging.log XHERRDZRUTHEE :
I 10:20:56,416 DDEBUG dnf: RPM transaction over.

ERRXAN R, BERRETRE,

Bugzilla:2073510

EAM G E EIZ1T createrepo_c &7 4B E M repodata 344

LIRTEARMFREE £IZ1T createrepo_c fa S, B©R74 repodata XHHESEIAR, HF—1EIXZE
[E4EH9, FH—NEIATR. B2, BETRANENBRAR, BalRLZIBESTNX

4. createrepo_c MHRTEEENEIAR, A NEMTEFHERMERKINTHEA createrepo_c Il
BYFF 1

Bugzilla:2056318

1.5.SHELL flép ST E
MBERE X hi%E T TMPDIR 258, ] ReaR fEfRE T 24l
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1t /etc/rear/local.conf = /etc/rear/site.conf ReaR ELE XX BEF S H TMPDIR LI/, BEFHF
A,

ReaR R\ BC & X 14 /usr/share/rear/conf/default.conf &5 LA 1588 :

# To have a specific working area directory prefix for Relax-and-Recover
# specify in /etc/rear/local.conf something like

#

# export TMPDIR="/prefix/for/rear/working/directory"

#

# where /prefix/for/rear/working/directory must already exist.

# This is useful for example when there is not sufficient free space

# in /tmp or $TMPDIR for the ISO image or even the backup archive.

LU BATTARERE T/F, H°5 TMPDIR ZE2AKEIMEHEHERRNI(E, R TMPDIR ZEHEER B
ERERGHRPAEFE, NXZFIERB,

H ik, 7E /etc/rear/local.conf XX {7 i%EH S HH TMPDIR 7ERIRHER S| FHT S EBLL TR ¢

mktemp: failed to create file via template '/prefix/for/rear/working/directory/tmp. XXXXXXXXXX'": No
such file or directory

cp: missing destination file operand after '/etc/rear/mappings/mac'

Try 'cp --help' for more information.

No network interface mapping is specified in /etc/rear/mappings/mac

&, 1Ei5T rear recover I SR TR, HHEEHIE :
I ERROR: Could not create build area

ZIn ARRXAN R, IMREBE—NEE IR BXx, 1HEHIT ReaR IMEFITE shell S EH T HEE
2, XN ReaR I XHIEE—NTBELER, Hlt0, #4T export TMPDIR=... 54, AEIER— shell
RIEHHAPHIT rear a5, Hith, FELREBS, REKRI.

Jira:RHEL-24847

{8 ifcfg S Eop 4 4% O 2RI

£ RHEL 9 A1, BRINIER TR %E initscripts &, AL, EHA ifcfg XHEEHBMLEEOSK
BRI AE, IEBRUUERER udev AN ZEXHRERLED, FHEIHFEE Consistent W4&ED
K& n 4 M systemd.link(5) man page,

INRBTAEAMENRARARE—, HRE initscripts FUF .

Bugzilla:2018112L"]

RHEL 9 A REKIANZE chkconfig 42
RHEL 9 AR BRIA %% chkeonfig Hi4 a2 (BFHFEMRGERSZTIHIER) -

EEERS, 1HER systemctl S F 5% % chkeonfig F4E.

A% systemd MEZ(ELR, 5B systemd f. BXINMAERA systemctl SLRREFENS R, HSHE
FA systemctl B RER S5

Bugzilla:2053598(]
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HBEZHE keymap ER/INLE EFE libxkbcommon E

TE RHEL 9 F1, XLt systemd EKINIE MBS LSS ME, UEERNRSGIE TR T FHE
AE (HeiTa/Ar) . BTXNER, MRIFECLEVENE, [NTEEREGTLILZENIIE, Xt
KEMER/NELENRSE EXE#REHRR, AL, localectl --no-convert set-x11-keymap gb S5 S
H‘]&O

B ERIX AN A, EZRE libxkbcommon JE :
I # dnf install libxkbcommon

Jira:RHEL-6105

sysstat X BHH %vmeff I5H5 B R A IEMIE

sysstat {4 1Rt %vmeff IEITRNE TTEE KM, sar-B e HiRER %vmeff JIBIERIEH, EH
sysstat TR LN ARAIR ARG X0 /proc/vmstat [H, BIGETARRIX AN A, EET LM
Iproc/vmstat LR FEITTE %vmeff (H, FIHEEE N 4ERHEL8 #1RHEL O ff sar (1) TERE
%vmeff (81T 100 % ?

Jira:RHEL-12009

IRSSHRIE MU (SLP) S 2 @ UDP BB

OpenSLP AR IR RN ARFRECISERENS], MITENMXHRSSR. BR, SLP 2%E
i R BB R ST B9 UDP B R STIEIRLAER SR K . SLP VPR B3 I LRI T & AT
AR%S, MASZH SLP LIIKERIPRE, @it UDP MR R, BEERLUGKIRS IR, TR
ik EOEIRHEAR S5,

ERHIEAERIEFE VR SLP BRSS, BEAZEENIMS LZTHRE RS LR SLP, tbinfLEss*
BEIERMERG. A4, EFRAIDEM, HERER AU LESTE UDP 1 TCP iRm0 427 LBIR

==Y

Jira:RHEL-6995(]

11.6. EZRH IR SS

bind 1 unbound #ZERARF SHA-1- WZE B K

bind #1 unbound HH&ZFRTA RSA/SHAT (Bik5) #1 RSASHAI-NSEC3-SHA1 (Bi587) %4, B
%489 SHA-1 FISE7E DEFAULT RSB HIINR 5RE& 32 BRI,

Ftb, ¥ DNSSEC it3f#A SHA-1. RSA/SHAT #1 RSASHAT-NSEC3-SHAT I E &% 5% EE Red
Hat Enterprise Linux 9 A7, SIMMIEEARFEETRLRIE,

FZni R RXANRE, ARBIRENZELEE, W RSA/SHA-256 5% elliptic curve #,

BXRZYMNFEAERERBNINSHEEMERMIIR, HSPER RSASHAT 224 E) DNSSEC 105 RN
ik IR TR,

Bugzilla:2070495

MREZANXE D FEAERNTEXIEH, named TiEED)

BIND ARFEZ M XIBAHEGHEANTEXIE X EH, AL, MREBEEEZ/1MXE, S IHEETH
named R S51ERBISERIERZE, Il named TTiE/5 50, BIGE R XN A, EFEA in-view FAEZ N
MEHHEZ—IMXE, HFBEENTFTANXERRNRNRKRE, N, EFREHESHERTR.
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EER, IENREXEEEETERIFHSERXE, DNSSEC 45 FREXIg s K EHR,
Bugzilla:1984982

libotr 5 FIPS AI#EA

libotr ZEFNIEILFK(OTREEM T EG A EERRIGRME THEMME., B2, BTFHFERT
gery_pk_sign() #1 gery_pk_verify() 83, libotr FEAR TSRS BN EBIRA(FIPS), HIL, EFETE
FIPS &=\ & libotr /%,

Bugzilla:2086562

1.7. B4
{ERAHA mix5 KRR XDP 5% R KT 3498 F11H MTU FEZEH RX Striding RQ
ESUTARAEREEENEN LZTHAEZRHPXIER eXpress Data Path (XDP)BHIA KX -

o EHLEMA mix5 RKhiER.

o BAEHIFIT(MTU)EATF 3498 =77,

o EINESS LA FI(RX Striding RQ)ZHEEE7E Mellanox 0 L/F M.

NRFAAELUEER, MASKI, FER link set xdp fd failed 1%, BEEEAEKS MTU WEH L2
17 XDP A&, 1E7E Mellanox 0 L2 F RX Striding RQ :

I # ethtool --set-priv-flags <interface_name> rx_striding_rq off
Rk, ERILEFERA mix5 REIFEFFE KT 3498 F 1M MTU {EREDO LA XDP 2% KER,
Jira:RHEL-6496("

KTLS A3 #8 TLS 1.3 HI# 3 NIC

AKEHZRES(KTLS) AN TLS 1.3 152 NIC, Eitt, BME NIC Z# TLS #1#, H4mEthas
TLS 1.3 —i#2fF A, B RXNNE, MREEHE, 2R TLS13, Hitk, MWEEEHE TLS1.2, ZLfE
FA TLS1.3 B, MERERME, R NTCEEIE TLS1.3,

Bugzilla:2000616("]

EHRIEBHRME T BUEE P

AR EHZRZEKTLS)NUAZFHFERRIEEY, XEBABRYMELER, B, BFATEERRS,
M S BUERE PR, ZIRAARRXA R, ERAKTLS, FElt, RX—H, LRI ERRIGEH
o

Bugzilla:2013650!"]

BIAER TALE initscripts X#4-a

KINBERT, FE%E initscripts Fba, HItk, ifup A ifdown TEFRTH, —1MNERBAEZ, TLU
& A nmcli connection up #1 nmcli connection down @4 E/53 BMEZAERE, MRINMNBRAELE
EEIE, BIREXANNEFHZE NetworkManager-initscripts-updown 58, %48 N ifup #
ifdown TE{R{# T —4 NetworkManager 2R F S,

Bugzilla:2082303
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{5 Mellanox ConnectX-5 &AL, mix5 BN KN

TEUKXRZ N LSRR B S (switchdev)BX T, UER LS EERRIEH (DMFS)SEH
ConnectX-5 ZEC 2 T FHFEEE BN, mix5 KIBFRaKW, Hit, BaTUERUTEHRAER !

I BUG: Bad page cache in process umount pfn:142b4b
BIREERRIXAN AR, 15ERTGEERIES] (SMFS)SH, AR DMFS,
Jira:RHEL-98971"]

Intel® i40e 5EACZR1E IBM Power10 bk A S

Y j40e SEELZITE IBM Powerl0 245 LB R /0 FEiRES, 15889 1/0 R (EEH) AR5 & it & 4%
WhiEEMEBMRE, B2, EEH EERE /0 1%, EI i40e Whi2FE AR TE YR K EEH %
ik, HE, EEH 25BE &K AL,

Jira:RHEL-15404[1

xdp-loader features #5455

xdp-loader T E 2% Z BIARAHY libbpf 47i%#Y, F Lk, xdp-loader features e SRk, F R
15

Cannot display features, because xdp-loader was compiled against an old version of libbpf without
support for querying features.

RAETAMIENFRAAR, Rit, EIEER xdp-loader features 4% 3 L REOIHEE,

Jira:RHEL-3382l]

11.8. N

% ) kdump HLHIEB1HE 64K FIEZHI OOM FHi%

64 il ARM 224 £ 64K AR TT R/IMERBARTEL 4KB AZERN%, Eib, kdump £5BA
panic, IEDEXK, HIRAELRRB(OOM)EER, ENImFEERAR, FIRF crashkernel FI(EES
640 MB, f5l30, ¥ crashkernel= %%~ crashkernel=2G- :640M,

R, kdump HLEIR EfI% 88 64K PR R KK,
Bugzilla:2160676!']

HUM 4k THBE 64k TIR/MREE, EKBIRKITA/NMIZ P NAEFTEREEH

RHEL 5 4k #l 64k TIRK/NHNLERFED, LM 4k TR 64k TIR/NRRET, MK 4k R TTAR/NE -
NARRFAREEERH. SHLAIEIE jemalloc FKIIEIN AR,

jemalloc REF B8 AN RYGEITI MR E AN TTAR/NMUR, FERTLERS 4k # 64k TTR/NAKFE
%, i, X4fEFA --with-lg-page=16 5% env JEMALLOC_SYS_WITH_LG_PAGE=16 E2&Ft (BT
jemallocator Rust crate) . ELth, Z{THIMERTTA/NGIRFEMKET jemalloc B9 7 &l STHRT IR TT
KNZ A JRERHIIALE, Hib, FERAETF jemalloc BN ARRFSAAL LUTHIR

I <jemalloc>: Unsupported system page size
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BRGXDAE, HEAUTEEZ—
o FRAGEMMEEENIMEIERTRAZE 4k M 64k TIR/NFRE Z X4,
o E3|SFEREMN 64k AKMIZTHIEIMERE, WEEMEMA jemalloc B~ 2[R E 4,

Blan, AL fd-find T8, ZTE1ET cargo Rust S-S EEE M jemalloc, 7RG 64k
MR, %Ki cargo fp Rt K FA MRTITIAYRTIIEE, LARRR TTR/NFRBI R EES

I # cargo install fd-find --force

Bugzilla:2167783!]

{5/ dnf AEBIGHBILR AR RFHITREZS P ABZMRE

A dnf 4B EERTESHLN ARFEERRT G KD, KRN RBHEM L ABNAZKRE, 2
WERT, dnf EAYGIRPMBRIBE kernel-rt EU4 &,

ERIRIN AR R, L8 kernel-rt 4 2R NE /etc/yum.conf B2 & X4+ ##) installonlypkgs it
Tjiidh, 5140 installonlypkgs=kernel-rt,

installonlypkgs iE5i% kernel-rt ff§iNZI dnf ERAEILFIZR S, installonlypkgs 1& % H 5 HB 2
FWEMR, FEXZFS PR RRN 2%,

WER, BETZIAKE —MEEBHAKINRAR BA OLRETN A .
Bugzilla:2181571L"]

ZIAERT, Delay Accounting SHEEARR 7~ SWAPIN 1 10% 5i11 51

Delayed Accounting 2haE 5 RHIIRARRE, ©iI&HEINZER, At, iotop NARERFF L~ SWAPIN
M10% Ziital, HERUTES :

I CONFIG_TASK _DELAY_ACCT not enabled in kernel, cannot determine SWAPIN and 10%

Delay Account ZhaEEf# FH taskstats &, NEFERBAEANAMABESHNEARBIRBERSIIT. BESHES
kernel BURAT AN, RIERHAT, B0 : FRHFEN CPUBITHES. SUTEBITFIXEMESH CPU L%
P, 170 HhFe A0 rss BREIE,
ERNIEAT R AR, EaILMEZ1TH =5 565 A delayacct 51 55%£50,
o Effjz{THI/5H delayacct, EHIA :
I echo 1 > /proc/sys/kernel/task_delayacct
HER, ITeNUERARICEEDIRE, ERERTARE TG SEREINES,
o EEB|SHIKAGM delayacct, EFERAUTESEz— :
o Ytk /etc/sysctl.conf XX UBEBIASH
a. 1f /etc/sysctl.conf X HRIMNLLTSRE -

I kernel.task_delayacct = 1

MEFLER, HSM WNA7E Red Hat Enterprise Linux L% & sysctl & ,
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b. ERRGILAMEREHREN,

o WM HITHIRIM delayacct 121,
MEFRLER, HEH EEARGTITSH.

Hit, iotop KLFATZRFA ER SWAPIN 1 10% 51150,
Bugzilla:2132480!]

IERAREEREI R L ST PR RRE A E AT AR 434 skew-tick=1 BB
B A RER/EMARBBIRE S P I RS AT RE R E 4T xtime_lock (HEEITHREIHRER) MBi%EAmMm
BEERIEE, Hlb, BHEAEPREREENERTRRESHBERGE ELE, FAHRNEBRAAR, &
AILLEIT RN skew_tick=1 51 5:5¥, wR¥BE CPU BT SBIE, RERRBINEED,
SRR YRR, 155 skew_tick=1 :

1. M grubby /= skew_tick=1 Z#L,

I # grubby --update-kernel=ALL --args="skew_tick=1"
2. BELERRER.
3. B BREEE T RGBS BRI X E.

I cat /proc/cmdline

HER, FH skew_tick=1 2SN KRER N, FtREEZTELBURSER TIE 7B F B A=
AE,

Jira:RHEL-9318[1

kdump HLEITSEIHIK LUKS 1n# BFR L8 vmcore 3T

LTEMF A Linux Unified Key Setup(LUKS)INE 4 KB RETHI21T kdump I, ROTFEBREMITHRNT,
YA AAENTRERNEENR, systemd-cryptsetup RS FHLEHEHOX, Hit, BEBZPARKTTERIK
LUKS 1N B b1 LB ERVEEL iff ST

E NGRS fRR AR, ik #EFFM crashkernel fH, FZFIMERER/NMENEISENE, #HEN
crashkernel {E RI{E WX BEFFEREKRNISE,

1. FTENME T B9RRIE N (H.

I # kdumpctl estimate
2. @i h0 crashkernel {EREBFIBENNEFE.

I # grubby --args=crashkernel=652M --update-kernel=ALL
3. ERRGIUERNEN,

I # reboot

F ik, kdump 7£# A LUKS INE 2 X8R5 LT LUEE TR,
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Jira:RHEL-11196[1

kdump RS5TC3ETE IBM Z REEHRIEE initrd 3T

£ 64 4L IBMZ R4, Hznet HXEEES (40 s390-subchannels ) fIFA;EEL NetworkManager
EEREEN, kdump BRSTIEMEMLE RAM B (initrd), E L, kdump HlHl<KBH ERUTHE
i

dracut: Failed to set up znet
kdump: mkdumprd: failed to make kdump initrd
NIRRT, EEAUTHRRAREZ—
o BIEHMEAESR znet BB 18 BHE LB &R KA E ML EHITHE -

I $ nmcli connection modify enc600 master bond0 slave-type bond

o fFznet CEFERMTNEREEREREF I FREERESRH -

a. 1217 nmcli ip 5 & 1H NetworkManager iE#EECES :

# nmcli connection show

NAME uuiD TYPE Device

bridge-br0 ed391a43-bdea-4170-b8a2 bridge br0
bridge-slave-enc600 caf7f770-1e55-4126-a2f4 ethernet enc600
enc600 bc293b8d-ef1e-45f6-bad1 ethernet --

b. EANEEEPNEERESENERNRES :

#!/bin/bash

inactive_connection=enc600

active_connection=bridge-slave-enc600

for name in nettype subchannels options; do
field=802-3-ethernet.s390-$name

val=$(nmcli --get-values "$field"connection show "$inactive_connection")
nmcli connection modify "$active_connection" "$field" $val"

done

c. B/ kdump ARFSLAFERENAL -
I # kdumpctl restart

Bugzilla:2064708

iwl7260-firmware B3 T Intel Wi-Fi 6 AX200. AX210 #l1 Lenovo ThinkPad P1Gen 4 LB Wi-
Fi

1£45 iwl7260-firmware =X iwl7260-wifi ?Ei)ﬁ%@ﬁ%ﬁ@] RHEL 9.1 R 2 FEHINRAIRHIR AT, EHH
AR EBBRLIRS, BEiRtIREH RS, AL, Intel Wifi 6 FRIBETLEESIT/E, HETREIRER !
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kernel: iwlwifi 0000:09:00.0: Failed to start RT ucode: -110
kernel: iwlwifi 0000:09:00.0: WRT: Collecting data: ini trigger 13 fired (delay=0ms)
kernel: iwlwifi 0000:09:00.0: Failed to run INIT ucode: -110

KNG R ER XA REFHBRITH. FEE/S,
Bugzilla:2129288!]

kmod 14 weak-modules R EES & [RI4K i —i2 T4E

kmod {4 SR f#tH) weak-modules FIZARTE TR S RERNAZ KABI KR, HE, ERERRH
NZFRAME, weak-modules #ZRIWEE AR MEENEIR AR IBERFFSEBIT, Fib, #xf
TRRZMR AL ZNEARE KGR RIER AT WERE N T RS, Hit weak-modules BIATEETE
=TI,

EGEERX AR, EEREFRKATE N RN EE AT T RSB AN MR,
Bugzilla:2103605!]

dkms % 64 ifl ARM CPU LIFf4iEN I shEFIRE T —FEXEFXMNAR I ERNES

HARKER S F (dkms) TE TR AT 4 KB ARH 64 KB TT AR 64 i ARM CPU BIR AT
%o HIb, HHITRZXEH B kernel-64k-devel B RLEN, dkms REH—FEX N LEEFELE
BARIFRIR SR LRI ERE S, BRI R, 1HRE kernel-headers 43, HEBEW
FhREUM) ARM CPU RiG89L X, BEFR%ETF dkms REEK,

JIRA:RHEL-25967[1]

1.9. XHREGMIFHE

EHIARBIhH CHAP %k %5, Anaconda FGi&{#H no authentication 757585k iSCSI BRSS
25

LIRER CHAP B985 IEARIN iISCSI BT, tNRENFIERERMSHRERKK, £ no
authentication 55 Z I EHE ML, BRI, 1EEXHHRIRTE, BFEE no
authentication A ;&% 3%,

Bugzilla:1983602!]

NVMe/TCP A FriX MR Z R R

fEA A nvme-tcp IREHTRFHIE S IRET 2R S R R ATRER 53 Call Trace BEEMRLTIEE. ElnHTARR
XA, NVMe/TCP B &R BRYE NVMe S8R, BFREETE NVMe F18  device-mapper-
multipath T&,

BIAERT, RHELO HERATIRE NVMe ZBEZE, MFELER, HSMHE NVMe i1E EEAZER

=,
Bugzilla:2033080!]

blk-availability systemd fRS5EH T 8 0% S HEEL

£ systemd 2, RABRERREHF LR EMLEEMIRZENE MR, E-LEEP, ELE
XM RPARTERMER, XRSBICFERER. BRIERRINFE, HHITUTRGRERE
HPB U
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I # systemctl enable --now blk-availability.service
Hit, EREVNREHERSIEXFATRPREBERH, BEFRERERER,
Bugzilla:2011699"]

X F 2 T BRFASER THEEMN XFS XHRSE, ABErseEARcsnck
M RHEL 9.2 Frif, FTAECHEEHMEA T B XFS XHRET L2 BRALCIK,

FnIERRXAN R, 1EEREAULT, BHIEEHRIRZEAERACK,
Bugzilla:2160619]

X NVMe &8 udev #LI Sl

XF NVMe #4888 —1 udev MIEER, BIZRANT OPTIONS="string_escape=replace"” &%, WMREX
HEHNFIISAIEAZE, XS FEFEL BmrAR id mENEE A TER,

Bugzilla:2185048

ANBETE Kickstart X aISElh{E  NVMe/FC i &

TEFRMIAT Kickstart XEHIFRIART, NVMe/FC XS BERNER, XS5 Kickstart REXRIN, E
G ERRIX AN A, 58| 5B EH 7 inst.wait_for_disks=30, XMNETE S 30 WHIER, N K
NVMe/FC 1% & 1R 35 B BN A3 T8 8, (F FaxX MNImE iR 5 R KR R EE#ZR NVMe/FC %

%, Kickstart R0 LUE & i#17,

Jira:RHEL-8164(1

HER gedi WENFERHT PRI panic

1EfE M qedi iISCSI IEHIRFERT, BIERGBIFEAM panics, BRI A, HRNKE|IS0S
FTH NN kfence.sample_interval=0 3RZ [ kfence 2171 RFE IR 2R ThBE,

Jira:RHEL-8466("]

T8I S EAA# 64k TIA/NAET ARM RS

R vdo HHFANS, 4k TTA/NHRRBIE KT RLE, Fit, BfEIE Software Selection & L%t
T 64k TIR/DN, RGERMER 4k TTK/NEI T, ElGEAERX A, £ Base Environment Tt
Minimal Install, 31E Kernel options T 64k fEATI RN, BREE RSN, EH DNF HEFSE
AR REH MG,

Jira:RHEL-8354

M.10. SHRRES. WIMBEZERSS 2

python3.11-Ixml 7124t Ixml.isoschematron FEk

python3.11-Ixml Z# B AR5 Ixml.isoschematron FER—ED %, EAECAEFRTFANE, FEHRSK
W 1SO R, ENERAR, Ixml.etree.Schematron ZF$R4t T pre-ISO-Schematron %

ik, python3.11-Ixml 4 BHERAB R Z 0,

Bugzilla:2157708

MySQL #1 MariaDB Fiff] --ssl-fips-mode AT AR NEE FIPS R
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RHEL & MySQL #1 MariaDB F1#) --ssl-fips-mode £ 5 LR TEARTE.,
£ RHEL 9 A, HNREFE A --ssl-fips-mode £ mysqld = mariadbd P #2HSH, HEE
MySQL =X MariaDB fR5523 BB X4 {EH ssl-fips-mode, | --ssl-fips-mode T4 B AUX LB ZE R
%231 FIPS =,
MR :

o HIRT --ssl-fips-mode % ON, Il mysqld = mariadbd iRZ5 85 F IR AREE 5,

o MRMEEZRAT FIPS BIFRET LT --ssl-fips-mode %/ OFF, Il mysqld = mariadbd fR55255F
PR MARTE FIPS B TiE1T,

XETES, FARNZAED RHEL RS AHER FIPS RY, MARNREELM.

F ik, AF7E RHEL 89 MySQL =k MariaDB #{#F --ssl-fips-mode i3, R, FHRREED RHEL
%4 LG FIPS &= -

o RIFEIERGHAT FIPSERAM RHEL, EREZIEH/GH FIPS EXAIARRSER FIPS #t £/
BEERERMMAENSRYH, FFEBENK, AXE FIPS ER TLE RHEL BiFlE, 1§5% £ FIPS
B TRERY,

o HEH, MuILURIE [FRIUIHK FIPS R RHHRTE, NWEAD RHEL RYtI#: FIPS iR,

Bugzilla:1991500

nn 5Hhee

MIT Kerberos A3 PKINIT B9 ECC iE$

MIT Kerberos X8 XA SEfE RFC5349 153K, Bk T A% Cryptography FHY elliptic-curve N
(ECC) &#¥, HIt, RHEL AR MIT krb5-pkinit S8 AL #F ECC UL, MBEEZER, HSH
Kerberos (PKINIT)%f 2 ZHIN B IN# ZFF(ECC) X HF.

Jira:RHEL-4902

WA/HFE RHEL 9 & /i _Ei%i& DEFAULT:SHA1 F5EBg, LUME PKINIT 82 EH%T AD KDC IT{E

HITE, RHELO FFHAT SHA-THEERE, X2 BEA Cryptography for Public Key Cryptography #J
CMS 5%1%\{Eﬁﬁﬁgﬁjcﬂl\] SHA_256 Esi?jg%o

{BR, Active Directory (AD) Kerberos Distribution Center (KDC) {384 {# f SHA-1 EE AN CMS &8
%%, HEIt, RHEL 9 Kerberos & FimTTiZi@id 4 AD KDC A PKINIT SRESIER A,

TG ERX AN AR, AU TRSTE RHEL 9 R4 LB AX SHA-1 BiEM X -
I # update-crypto-policies --set DEFAULT:SHA1

Bugzilla:2060798

SR RHEL 9 Kerberos f{¥253F RHEL-9 #M1IJEAD Kerberos fCEE @S, NIA/H PKINIT &5
LAl N

NR RHEL 9 Kerberos {32 (& iimsk Kerberos 23 4 H/\(KDC) 57F & Active Directory (AD) fXIERIIE
RHEL-9 Kerberos fCI23X H, NIFAFH PKINIT SMEIEREKN, BimifRRXA >, EHITUTRE
Z—
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https://docs.redhat.com/en/documentation/red_hat_enterprise_linux/9/html-single/security_hardening/index#proc_installing-the-system-with-fips-mode-enabled_assembly_installing-the-system-in-fips-mode
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/security_hardening/using-the-system-wide-cryptographic-policies_security-hardening#switching-the-system-to-fips-mode_using-the-system-wide-cryptographic-policies
https://bugzilla.redhat.com/show_bug.cgi?id=1991500
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https://bugzilla.redhat.com/show_bug.cgi?id=2060798
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o ¥ RHEL 9 X crypto-policy X & DEFAULT:SHA1 LLAS 14 IE SHA-1 %54 -
I # update-crypto-policies --set DEFAULT:SHA1

o HHTIERHEL-O #3E AD RI2, LIMBIREAER SHA-1 &N CMS 8BS &, Rk, &N
Kerberos & sk KDC - @ EH EEH SHA-256 A= SHA-1 IR :

o CentOS 9 Stream: krb5-1.19.1-15
o RHEL 8.7: krb5-1.18.2-17

o RHEL 7.9: krb5-1.15.1-53

o

Fedora Rawhide/36: krb5-1.19.2-7

o

Fedora 35/34 : krb5-1.19.2-3
Rt, BB PKINIT B25%UER BAIE & TE,

HER, NTFEMBERY, X2 krb5-120 IRAE, AHRENRIEGER SHA-256 A RZ SHA-1 5 CMS #
EHTES.

FiES M WIIME RHEL 9 & ik Hi% & DEFAULT:SHAT F5E88, LUE PKINIT BES 5% AD KDC IT{E ,
Jira:RHEL-4875

Heimdal & i ICiEE % RHEL 9 KDC {# A PKINIT 4 UEA

FINBERT, Heimdal Kerberos % il id {# F§ Modular Exponential (MODP) Diffie-Hellman Group 2
AT EBMBARM (IKE) E57 1dM B8 PKINIT B4 %5E, {82, RHEL 9 £ MIT Kerberos 43 it /7
I (KDC) X2 #F MODP %H 14 #1 16,

Rk, pre-autentication iERK &K FF &= krb5_get_init_creds: PREAUTH_FAILED £51%, 7£ RHEL
MIT KDC 1 £ Key ¥,

G R R IX AN A, EHF Heimdal &7 5% MODP Group 14, 9% FiRER & XX 4R libdefaults Ef
4> ## pkinit_dh_min_bits Z#0%& 1759 :

[libdefaults]
pkinit_dh_min_bits = 1759

E ik, Heimdal & EH8E LAFHST RHEL MIT KDC 528K PKINIT P48 iE
Jira:RHEL-4889

FIPS X T IdM A #{# A NTLMSSP thil e B I WA EHEE

EENEFRAD)MERA T FIPS ERXM B M ER(IM)Z BN ABMEERKW, ENFRABEME
HRRETFIRERER (NTLMSSP) BRKIEARFS FIPS, FIPS 2R T IdM REZIE RIS IUERT AD
B 2R AR RC4 NTLM 5%,

Jira:RHEL-1215411]

IdM Vault INFEMRFTIE FIPS & FRIK

IMRFAT FIPS 3, NIl OpenSSL RSA-PKCSWVIS EERINFE R LE, Fib, HHEE(dM) Vault T
SEESTIE, Rl IdM BRIEEFER PKCSIVIS E Rk BERIF P aEaiERH,
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Jira:RHEL-12143!1]

AR iE, B SID AP LEEXRE IdM

5 1dM BIARFALEI RHEL 9.2 f§, 1dM Kerberos 9 4 H/L\(KDC) AT BT A& B P ER4A Bk M R MARF
(SID)MAF A HEREZEFETCT). AL, APITEERBEKS,

ZmI ORI AR, 1 1dM BIR A SR ERINRE S — A 1dM BIAR EiZITA T RRER SID :
I # ipa config-mod --enable-sid --add-sids

ZiE, MRBPMATEESR, EREBRERSSREAEE, BugESEHE IDSEREEEESRAS
POSIX &15.

MEELELR, HSH ANE RHELO K, IDM AP TEBE R MiRERRAR.,
Jira:RHELPLAN-157939!]

T80 IdM B P aTsE 2R AERE SID mEEE X

INRIE(EF ipa migrate-ds BIASE - M— 1AM FB IR E F—14, NLEXLER A EREMEE IdM iR
SR, RAClIZEFEENRZSIMART(SID)EE HA] IdM IMERIE SID, Bla0, XLER e LUE
FA kinit TR Kerberos Z, BRREER, BIRHERXAN A, FSHUTRIRENE
Migrated IdM i R AR TR SID TEEE X o

Jira:RHELPLAN-109613!]

HTFERAF PAC IINBREIARFES, MIT krb5 A FTEIKEX AD TGT

£ MIT krb5 1.20 AR BELMI S, BRIATEFTE Kerberos ZEFHE D IFFFINEMIE T (PAC), MIT
Kerberos 43 & A /Iv(KDC)iE 5 o] MR s B IN B 2R B, 3K7E PAC A4 KDC RGN, X BRIZ
RFC8009 A X #J AES HMAC-SHA2 M K8, BR, 5EBERAD)AXZHFHXN RFC, R, £ AD-
MIT BE54iig 1% E R, MIT krb5 Fi P oA KA AD ZERFER(TGT), EN MIT KDC E RIS TGT
£ PAC HEEARTREM KDC REFRE,

|5 ERRX AN A, X F /var/kerberos/krb5kdc/kde.conf ERiE ST [realms] 843 FREY MIT i,
iH ¥ disable_pac S5 7 true, EItk, MITKDC 4% A PAC MER, XEKE AD &BkiT K8
RESFISEIE, MIT krb5 F3 P B] LAZKER AD TGT,

Bugzilla:2016312

Xt Idap_id_use_start_tls 7E50i{sE FA BRIAMEL BB 12 XUFE:

LHEARE TLS B9 Idap:// 1T H M ERN, TN BRGimEMMRNL. FrlRHEAMITMK S, Bl
a0, WidiE A L@ ek LDAP #5RHuREIRINT &REY UID 3 GID kKB FTA .

B, sl TLS B9 SSSD EL& %7 Idap_id_use_start_tls BRI\ false, R EHIXBEA S EHE
Y€, FREXS id_provider = Idap FRKRIMNEZHNBEEERELEM, XX id_provider = ad 7l
id_provider = ipa R 2 &1, EHE(]ERA SASL 1 GSSAPI RIFHIMNEE .,

MRFEARMBINREARL S, IHTE letc/sssd/sssd.conf XH4H I Idap_id_use_start_tls 515 &E 7y
true s HIEA TLS, ITXI7ELUEHI RHEL i A ERBRINIT A,

Jira:RHELPLAN-155168[1

£ FIPS #X, T8 RHEL 9 BIZA&ZRIMZEIA RHEL 8.6 S BiRAFIHE{ELM FIPS X TH IdM 3B
BREW
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https://access.redhat.com/solutions/7014959
https://access.redhat.com/solutions/6977704
https://bugzilla.redhat.com/show_bug.cgi?id=2016312

£ 1= S Am)E
B% B 1E:85F FIPS 140-3 BIERIA RHEL 9 FIPS IIERAF 1 F A AES HMAC-SHAT I R BB B EHIRETh
BE, 405.13=% RFC3961 FiE XM,
L7E FIPS =R T RHEL 9 SR EE(AM)BIARRINE FIPS = T8 RHEL 8 IdM BiE (Hr, ZH—
RSB REETE RHEL 8.6 R ERMARA L) HE, XNMREZ—MEIERR, X2FENIE RHEL 9 #1
Z BT RHEL ik Az &A@ ARmERE, ef @8 FEA AES HMAC-SHA IN® KA, {BARfER AES
HMAC-SHA2 hnZz 258y,

ERLLET RS B LA LU TSR EE IdM EBHAMBE R
I # kadmin.local getprinc K/M | grep -E '""Key:'

MBELER, BB AD HA T TEERIFTES FIPS BIAE KCS A AR,
Jira:RHEL-4888

SSSD A IE#fEM DNS & #R

TELIRIRORRA S, #0138 DNS #EE R, F—RZE0EM DNS ZF5Ef, SSSD BRBEM, EilmEfRRIX
NAE, XNBEHFIRMET — NS E dns_resolver_use_search_list, % i&
dns_resolver_use_search_list = false, LUB%{#HH DNS #3%R5K,

Bugzilla:1608496(']

Bl EMS s@fll, 88 RHEL 9.2+ IdM BRS5331E FIPS B FTZL % RHEL 7 IdM &/ i K

FERT FIPS B RHEL 9.2 RE#H RL LM TLS 1.2 i%#, TLS Extended Master Secret (EMS)Y B
(RFC 7627 )IIIE R 8, XFFE FIPS-140-3 3K, {HZ, RHEL 7.9 RIMEMRA IR A openssl ki
AARZHREMS, AL, FERAE RHEL 9.2 REFMIRALIZITHNERT FIPS B 1AM fRF53H_/RE RHEL 7 &
PEE(IIME FimsKRIL

INRMERE IdM B IREIF ENARE RHEL 8 AR —/NET, 1H@id7E FIPS M KE& 2 LN A NO-
ENFORCE-EMS F5B&, MiFf RHEL 9 AR5 25 -£ EMS {5 FAR9ZE Sk R lm i AR Itk [m] #4 -

I # update-crypto-policies --set FIPS:NO-ENFORCE-EMS

HER, XMMHBRARFE FIPS140-3 Bk, HIt, BB HESAFER EMS B TLS 1.2 %
$#, RHEL 7 |dM & P imB R 2 el LI I,

Jira:RHEL-4955

% nsslapd-numlisteners BHEEERT 2, BXIRFB|/IEM

#NR nsslapd-numlisteners BHHEKRT 2, NIBRIRS IR TERKXAMIIFTXHELR, MAREZIHX
SRR, EIt, E—ERIFIAIE, Directory RSS2 S 1% 1 0T 3 L3 O F K,

G AR RIX AN A, %S nsslapd-numlisteners BHEEIXE N 1,
Jira:RHEL-17178l]

MAERE T —4E RHEL 9 h{£8 RHEL-Windows H{EHMIGH R A

£ RHEL 9 #1, FIPS-140-3 FRER S SHA-1% 4, Eitk, PKINIT B2%IETE FIPS XX FLEE
Microsoft Windows #1 RHEL F#.z B T{E, E 5 Windows {{B5F FIPS-140-2 bR, %P ER SHA-T
Z4,
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EImA R RIXAN A, XANEFEIAT —D PKINIT ZLZEER FIPS B4, fFBTF PKINIT 456 IER
SHA-T M EZELZEIE (MARER) « HEE, NATXMIA, EFIPSEXTHARINEZR
SHA1 A&,

MEBRLZER, ESH AD BRI TEEFRIFE FIPS BELE KCS SRR AR,

Bugzilla:2155607

MRAK/NET 1500 PG, N SSSD 2GR ASTEMIBK 151+«

1£ SSSD 53R B REMITFER, SSSD £EHK/NEBIT 1500 N G R AR A R G151R, HIT
XA R R R 255D B SR MaxValRange RBg (EIRHIHEANE WA LU RN 5130) BRIAHKE N
1500,

BREFERRIX AN AR, 1B SCESE R MaxValRange WiE, LUERN B KM KN,

Jira:RHELDOCS-19603

N12. £|

AHBI RHELO9 |/, VNC &EAIEIT
M RHEL 8 #2¢RI RHEL 9 f§, VNC R&E&ETLEED), BMEZmIERE,

Zlni ERRXANRE, EREARFF5EH vneserver BRSS :
I # systemctl enable --now vncserver@:port-number

WIE, BNRYBISEHREER VNC FHRIEE .

Bugzilla:2060308

R QI B R e
LEAEASRERE RHEL B, AP OZFRSRAMN, Hib, fREIRPLRAMENRM,

Z i R AX AN A, EERUTRRARZ—CIEAFS
o £ UNCER FiZTREHEHE L VNC BEOKK/N,
o ERTELEEUERS,

Jira:RHEL-11924L]

WebKitGTK JGi:1E IBM Z £ R =BT

LZTE IBM Z 22K £ B RMITIES, WebKitGTK RITIN M 258 ISR, MITTRIFEH, WebKitGTK i#
REALIE

H ik, EEEFEREER WebKitGTK BN AR LETHRER B RM T, 21 TFAR :
e Evolution M4 & F i
e GNOME fE4ik F 1% &
e GNOME #EBhN 2R

Jira:RHEL-4157
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https://access.redhat.com/solutions/7003853
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https://issues.redhat.com/browse/RHEL-4157

5 1 & 2 AH)E

1.13. KT B4

NVIDIA B shi2FF el gE =tk &l X.org
ERLFERT, T8 NVIDIA RERFEREM Wayland BRI FHIRE R X.org BRARSS 2 ¢

e 1N3R NVIDIA 52 FBIMRAETF 470,

o MRREZFEMAREEEIFHE LA,

o MRELEEHAMER NVIDIA K2Rk,
794, JER Wayland, B0 NVIDIA XEh2FHARAETF 510, NIKERIEFIAER Xorg.
Jira:RHELPLAN-119001!]

{81/ NVIDIA #£ Wayland _EF3&f# M night Light

LIRS EERA T A NVIDIA IREh2FE, Wayland &1 L% E A GNOME B Night Light ZhAE,
NVIDIA I shi2F B i~ < #F Night Light,

Jira:RHELPLAN-119852[1

x.org BBE TEXEETE Wayland FTI{E

AFREFEM xorg SEARFETIEE Wayland RIEHR T, EHEFENZ, xrandr LRBEFIEE
Wayland TIE, ENELE, BT, REMHBRBNTRAE,

Jira:RHELPLAN-12104911]

11.14. RED HAT ENTERPRISE LINUX 58 &

IR firewalld.service i F#k 7, ¥ firewall RHEL R4 KK

INER1E RHEL &40k firewalld.service # Rk 7, M firewall RHEL R A KM, EiGH AR RIXAN A
i, &% firewalld.service BGE Rk :

I systemctl unmask firewalld.service

Bugzilla:2123859

TGRSR RIEM RS

% 7E rhc_environment FIEEIMEL T, rhe REAEIMRERN, ERHIREBRAR, EETM
I REME ID mMARIERTT.

Jira:RHEL-1172

1.15. EflE

EREERT, @id https 3k ssh ZEEHL & KM

B, HZEET https 3 ssh M ISO IRRER FHIRERSIN, virt-install TE KM - Fa0{#E A
virt-install --cdrom https://example/path/to/image.iso, _LtIRIEZEAFIE, F iR internal error:
process exited while connecting to monitor 58, MARGIEEMH(VM),
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B, A RHEL 9 web #HIALERE FHIRIERIIKRIN, MRMERT https =X ssh URL, =% Download
0S &, NI& E R Unknown driver 'https' 5515,

EImE BRI AN A, IFTEENLEEEE gemu-kvm-block-curl #1 gemu-kvm-block-ssh, LUS M https
M ssh iR, HE, ERATENEREDUHTRNRZER,

Bugzilla:2014229

EEMHDER NVIDIA BEhiEFEA2 A Wayland

HEl, NVIDIAREZIEFS Wayland I &1ERESR. AL, {#A NVIDIA IKIFEFH RHEL B HRE
RS BEM Wayland Fi0# Xorg &%, XEBEUTFTERTLE :

o LfTAIT NVIDIA GPU & {4184 RHEL EFIAL(VM)
o LR RHEL A2 B NVIDIA vGPU mediated %%

Jira:RHELPLAN-117234[1

£ AMD Milan 35 _ LB TiER4E Milan VM CPU KRR

EF L AMD Milan %5 E, BRIATE BIOS HZEH T 3855 REP MOVSB(erms)#1 Fast Short REP
MOVSB(fsrm)IhgeEtnic. HIh, 1EXLRET ERIgETAME R Milan CPU K8, H4, EEBFRREIIEER
BB Milan EHLZ BB ELN LR IR TRER R, EINAEERXA A, 1E£EHB BIOS RFBHT
Fr erms # fsrm,

Bugzilla:207776711

HA SRS EMN hostdev EOEHIR G T EFHTIAIE

MIETEZITRIEINL(VM) R HERT B PR I B E R hostdev M4t O G, %O BRI EEREEE
B — IETEZTRIRE T,

Jira:RHEL-7337

TABEELIH: VF BRI SN & $I5E B R

BHal, WREVNERER T EILIhEE(VF)EELRZ e & %, TR —DNEEZITHEINL(VM)
#4T post-copy IR KM, FImEIERRXANAE, EFERRAAETBER, MAEMEH post-copy T A
o

Jira:RHEL-7335

F N T BT SCN TR 12 ping 8 VF BIEHIHL

4 EAREERENZNEE (VF) KR TR EALS, MEREN SR-IOV BH4BIELIA, REIINBIRLE RS
HeR&EE, W ping 2RXHSTIENREMN. TREIHE, FERTELE.

Jira:RHEL-7336

HH AVX 25 BEMHNEES

EEARESNEET RAVX) RN CPUMEN L, 5| SRHER AVX WENHHaIRKN, ¥
fib % FEFUHL A BIAI#Z panic.

Bugzilla:2005173!"]

EMgEOEER, Windows VM F5iE3REN IP Hbik
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B, Windows EUNEB SIS EOETERFIIER P ik, Rit, EUNTEREZEIIMS, FEinl
FRRIXAN PR, 7E Windows L& EIR R ERAHEH S AL ERSFINTRF,

Jira:RHEL-11366

Windows Server 2016 EEfIHL AR SEHIEK vCPU BEIETE

A, % vCPU 2241217 Windows Server 2016 & FHUIRIE RSB EAL(VM) AT RER 5 B & Fn] &,
MEANBNLIE, BRRANNHER.

Bugzilla:1915715

ERXENN TR T BEMHLRIK

UEAT EUAEEAERVTPM)% & F B multi-queue virtio-net THREWREC & 18 FI#BiT 250 AT
B, EAHL(VM)ETRES LI,

XA HEZE vIPM & BIRENE MR, vTPM BE N T FF 89S 5 FF 89 i K BB — D &S 5 B R
RN ABDFHINIFTF LD XM, HLATESEE NER vIPM BIRR{E, M-S EEHL KL,

ZmIERRX AP, HIREL TN ANET R — -
o REFVIPM k&=, BERDTF 250 MAF,
o ZH VIPM & LUERET 250 1NFAF,
Jira:RHEL-13335!]

B A NVIDIA passthrough E#FHEAIN LR T RIERHER

ERAH A RHEL 9.2 REFIRAMIZIERSM Intel EHHLERET, HEERE NVDIA GPU EEHELA
(VMYRFIEMIC KL T IRER -

I Spurious APIC interrupt (vector 0xFF) on CPU#2, should never happen.
BRE, XMEZEERTIEMELNAITHEE, TLIR, FEEFEE LIERNIHE,
Bugzilla:2149989!']

1£448 AMD EPYC CPU BIEML 31T v2v g, — Windows B HLARRER S

TEE R virt-v2v TERHEA Windows 11 8 Windows Server 2022 BIEIUHL(VM) 2 IR VE RS
&, BN ERITREERD) . XAIEMFEH AMD EPYC %% CPUBIEN LA &,

Bugzilla:2168082!']

HEEHLER OVS IRSS TR ILEH EnTRIENHAIRIZE i

% Open vSwitch (OVS)BRSSTEEH L EEFRF ARG, EHEN LZTREMN(VM)TERE ML
BORS. Eit, BN AR ETEEREER.

LA R S &M TE virtio FIZSHERS AR FA 48 virtqueue 18 NHIRSE,

ZImETERRIXAN AR, ER virtio M%7 E L packed=off SE k2 AE4EM virtqueue, HEMAE
YEH9 virtqueue I, MIZIZ FHIKSTEE LR T LAM RAM kS,

Jira:RHEL-333
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P & T S 5 S EEUHLERS AT RE S KW

IMREVINVMBNEH IR, RAEER—ZAmOLIERE, NEBTERKRK, FERUT
Hi% Address already in use

RimF RN A, FEREREHEBRREERREN S — MmO FIEDEFRF 10 .
Jira:RHEL-7096

NUMA 7 sxBtt £ AMD EPYC CPU LR IEEETE

QEMU TR IEMAL I AMD EPYC CPU £ NUMA 17 mBRgs, FEth, MRFER NUMA TTREE, EAIX
& CPU MIEMNL(VMYBMEBEFTBE S Z B E R, H4, EUNERIIN AR ERECINTHES,

sched: CPU #4's lic-sibling CPU #3 is not on the same node! [node: 1 != 0]. Ignoring dependency.
WARNING: CPU: 4 PID: 0 at arch/x86/kernel/smpboot.c:415 topology_sane.isra.0+0x6b/0x80

FIEAER RN A, EARES AMD EPYC CPU BF NUMA 77 SfigE&.
Bugzilla:2176010

EAHLERS S EHH NFS BB RS BUER RIMHRE AL coredump

Bal, MR NFS RS FRFB[EEUN(M)ER LR KA, MIREMDHE QEMU EEHFHRIZ1THS
FTEEIMNEERINFS RS54, HItb, IBRKRI, HAEREMH L coredump, BEI, %A RARN
Il AR 75 5o

Bugzilla:2058982

PCle ATS % FETE Windows BRI ET4E

WIRTEH A Windows B HLIZIERZIEIIAE XML BB ECE PCle it ¥ RS (ATS) X &1, 7E
BISEMNE, BFNARBEATS K&, XZ2E N Windows BRI Z#F virtio %% _ER ATS,

NBELIER, HSH BRI,
Bugzilla:2073872

virsh blkiotune --weight 5 JG& % B IEHAM cgroup I/0 #HISR{HE

B#i, f#A virsh blkiotune --weight S %1% & VM W E LRI TE, %S TTIETE cgroup I/0 24
HBEOXEHIZEIERD io.bfq.weight 5, BENLR BRI RRAE,

Bugzilla:1970830

Jash i A NVIDIA A16 GPU EIHN AR 25 FEN GPU EIETF

BaEl, MREEE—MER NVIDIA A6 GPU BB EHELN, EELBERT, EHRT LB NVIDIA
Al6 GPU ¥ =1IE T,

ZImI AR XA A, 1EERE hypervisor, 1% GPU %% reset_method X&) bus :

# echo bus > /sys/bus/pci/devices/<DEVICE-PCI-ADDRESS>/reset_method
# cat /sys/bus/pci/devices/<DEVICE-PCI-ADDRESS>/reset_method
bus

HIEEEE LLIEMIAE,
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Jira:RHEL-7212(1

WA FIFO FEREMN RT ERHNTLEBI S

BRI, RS (RT)EMNL(VM)IZE A vCPU HERFEHER fifo IXERE, HEEREIFEn, B
/TN, R, EHLES Guest has not initialized the display (yet) £5i%.

Jira:RHEL-2815[1

Windows EEFUHL Al BB By F i B iR 0 22 45 T0 M B

E{FE A Windows BEFHIRIERGHEIN L, E=1/0 AEHT, RAEELBERTRLB/IMP, HE
XFIERES, REIEICEK— viostor Reset to device, \Device\RaidPort3, was issued %1%,

Jira:RHEL-1609!1]

EBISN, WAFEL PCIXEM Windows 10 BN AT 8E 2245 TSl .

B, WMRGEAARMEL S virtio-win-scsi PCl iZ &M INEIEHIAL, {EA Windows 10 &1,
BERGHUENNNVMRE ST RBRZR/LMLN, BIRHERXAN R, 5515 /F8 7 multi_queue
I RE FEL Lo

Jira:RHEL-1084!1]

virtio-win XEHFEFH virtio-win-guest-tool MIEEIHREL A T

BHal, LX virtio-win JXEhF2FFE R virtio-win-guest-tool 9 Repair £, 40 Virtio Balloon Driver,
MR TR, AL, EMBEFHLLEMERE, BEFTEENRE.

Jira:RHEL-15171"]

BARFSEKREERN Windows 11 ERHLEER I EP TR EN XH

Bril, ZH5IFEA Windows 11 B HLIRERSHNTF balloon X &BIEHN(VM)EELERTRK
%, F &7~ DRIVER POWER STAT FAILURE % F##515%.

Jira:RHEL-935(]

EEML% 1 EAE R 538 Windows 113 Windows Server 2022 EEHIHL AR & KK

2 S E RS {8 AR Windows Server 2022 8% Windows 11 ¥R IR ERZBIE AL (VM)ET, NSRS
NI SRMKNPN, THTERTBEMBHBHLL,

Jira:RHEL-2316l1

HEREER TR EEHEEUNERS KN

Bal, HPUTEUN(VMBERIEEIHBE, MREIBHREMN B ERERLEESEE, NEDNKTE
TR, BEBTERE. BR, MESSERUTHEIR

I error: Requested operation is not valid: QEMU reports migration is still running

Jira:RHEL-7115

virtio balloon XN AI#E Windows 10 BN E AT

EFELEERT, virtio-balloon IXEhFEFETEFEE A Windows 10 B HUIRERBEMN(VM) EIEE T
e, ALk, MWREHN AT EEMMERESBHIANE,
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Jira:RHEL-12118

virtio XRS5 Windows EHIHL P HEER £

Hal, H7EFEA Windows B HIRERZRENLNL(VM) LEE T virtio XEFRGi(virtiofs)if, B
B9 virtiofs MERELLE A Linux B MM EHLPABIEREEENZ,

Jira:RHEL-121211]

# Windows B E PR & TaER KIK

TEEA Windows &P HURERSHESN (VM) £, HEDNLSTRMRERE RS (B RERKR) &
REBFRTREW, Rit, F#E—EWINEEUNL, #HEEESRRSTERILEITMLL

Jira:RHEL-869

¥ CPU #4HEI Windows EHIHL AT 8E & S BRI

LR RAHER CPU MEEIFE A T B THY Windows EUNL(VMES, ZFHIRIERSIATEERART, HE
T FIUEEFR

I PROCESSOR_START_TIMEOUT

Jira:RHEL-1220

1£ Windows EEfIHL LB virtio HHEF AT AES KN

1 Windows EEFLHL(VM) EE# KVM EEHE (virtio) X II2FERT, B AREASRERMELETE, 7
BETT RN R ENISIREFE S &, L@ M virtio-win-guest-tools #4& (HZ virtio-win.iso SXHE#]
—ER4y) LREEEFH virtio WNIEFRT, RIS % &,

BIEATARRIXAN AR, E# R Windows 1% & B 2SH# virtio X2,

Jira:RHEL-574]

kdump fE7 8 AMD SEV-SNP B S

Bai1, kdump fEERHA Secure Nested Paging (SNP)IIEER) AMD Secure Encrypted Virtualization
(SEV)BJ RHEL 9 EHIAL(VM) £ RIK,

Jira:RHEL-10019("]

n.16. = EH I RHEL

1£ Nutanix AHV Bf§f LVM 528 =itk S RHEL 9 RN &S BIE root 9 XHK
7E Nutanix AHV B IRRRE LIRS MELNFIZST RHEL O B HIRERSRT, MIREBHIRE E
M =R EN B RIS S BUEIIHL R AIE root 9 XEEN HERZEAEE(LVMEEL, Hit, &H
HRLAT (a8

o MIREBIRE EHNGE, ENHTEES, MEHAZEER,

o BIIBROBMNENNTLESS, MEAALEER,
BIFIHERRX A, EELHNZESERX THITUTERE

1. & LVM RE5IEE X © rm /etc/lvm/devices/system.devices
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5 1 & 2 AH)E

2. EFOIE LVM 1Z&1%E : vgimportdevices -a
3. BEEM
XFE, SERESREREUN T LIERS S,
T, N TR RIEL E, THTESE R RIS G RN IR BRI T LT RF
1. 7E /etc/lvm/lvm.conf X4 H EUE TR use_devicesfile = 0 17
2. BIEEMH
Bugzilla:2059545!(1]

£ ESXi EBE X RHEL 9 & H A5 ]

H#l, 1E VMware ESXi hypervisor FEE Y. RHEL 9 B HIRERATRES ITE, Eitk, MNREH
FERAXHEMNEHXYE, SEAFERBMMLKE, 0 IP thikskm %,

BRFIBIGE AR ARUER, 1FSH VMware F11HZE,
Bugzilla:203765711]

MR RHEL EHI2H cloud-init I24tH, B NFSv3 EHELEHAEREM, MELE Azure ik

5%

Bal, 0% VM Z2H cloud-init TERHA, BEVNMEFHIRIERSTE /letc/fstab X4+ HE NFSV3
H#SH, N Microsoft Azure ZF & £515F RHEL EUNL(VM)R KM,

Bugzilla:2081114(']

£ VMware EH EM RHEL BN AP ZESHS IP TEEETHE
Bal, A RHEL /F5 VMware EH_EEAL(VM)BIE P HIRIERGIHT, DatasourceOVF THEETCIAIE

B, Hik, MNREFER cloud-init L BARFNEMVIBMEIZE NEES IP, ABRESEUN, NEHL
HEIM L& B el DHCP,

BimE R IXAN AR, 1555 VMware ®HJE,
Jira:RHEL-12122

HERAT kmemleak LT, KBEFIN ATEEEESISE debug ¥

LA R RHEL 9 EEFUML(VM)BIFE] debug MIRZE, 40RALEZA%ER kmemleak=on 1, N5 5®
BERKI, FHERUTEHIR,

Cannot open access to console, the root account is locked.
See sulogin(8) man page for more details.

Press Enter to continue.

XA E BRI AR RN, R VelEsISFIRTER T KEN [,

EIEI BRI A, &8s £ /etc/fstab XX, 3T /boot F1 /boot/efi HEE s AN ANEN A BB AT
eI, Fl0

I UUID=e43ead51-b364-419e-92fc-b1f363f19e49 /boot xfs defaults,x-systemd.device-timeout=600,x-
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systemd.mount-timeout=600 0 0

UUID=7B77-95E7 /boot/efi vfat defaults,uid=0,gid=0,umask=077,shorthame=winnt,x-systemd.device-
timeout=600,x-systemd.mount-timeout=600 0 2

Jira:RHELDOCS-16979l1]

N.17. T4

1£ IBM Power Systems Little Endian _£iZfT sos report i@}
LUEEFTEHEHET A CPU M IBM Power Systems, Little Endian £3iZ1T sos report i, I
M TEINE /sys/devices/system/cpu BRI A ERNBNIAZIENIARI 300 FEBITIT A, VEAImES AR
RAZR, VEE R MR N0 (4 HOEB I I A] -

o WF—RMIEE, 1HZT:
I # sos report -k processor.timeout=1800

o WFXKAMEN, HESiE /etc/sos/sos.conf SR [plugin_options] £84 :

[plugin_options]

# Specify any plugin options and their values here. These options take the form
# plugin_name.option_name = value

#rpm.rpmva = off

processor.timeout = 1800

TIER DY 1800, FrERBHMESEERBITRENRS, EELMTEREEN, BTUEEBTZET
LUT e R BN — IR BB B0 R AT R RIS A]

I # time sos report -0 processor -k processor.timeout=0 --batch --build

Bugzilla:1869561L!]

11.18. &2

ERIHNA SRS DIZIT systemd TEAEETE
ERIBN AT (40 centos:7) HIZ1T systemd YF A IER TIF -

$ podman run --rm -ti centos:7 /usr/lib/systemd/systemd
Storing signatures
Failed to mount cgroup at /sys/fs/cgroup/systemd: Operation not permitted

FInm R AN, EFERUTGS

# mkdir /sys/fs/cgroup/systemd

# mount none -t cgroup -0 none,name=systemd /sys/fs/cgroup/systemd

# podman run --runtime /usr/bin/crun --annotation=run.oci.systemd.force_cgroup_v1=/sys/fs/cgroup -
-rm -ti centos:7 /ust/lib/systemd/systemd

Jira:RHELPLAN-96940!]
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AR B T Bugzilla # JIRA RIS LIRS, X LEERERIR A SO s 7] 00 4 475 1T
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389-ds-base Bugzilla:2188627,Bugzilla:1987471,Bugzilla:2149025,Bugzilla:2166332,Bug
zilla:2189954,Bugzilla:1975930,Bugzilla:1974242,Bugzilla:1759941,Bugzill
a:2053204,Bugzilla:2116948,Bugzilla:2179278,Bugzilla:2189717,Bugzilla:21
70494 ,Bugzilla:2098236,JIRA:RHEL-177878, Bugzilla:2189954

NetworkManager Bugzilla:2176137,Bugzilla:2161915,Bugzilla:2151986,Bugzilla:2190375,Bugzil
[a:2069001,Bugzilla:2069004,Bugzilla:2148684,Bugzilla:2158328,Bugzilla
:2180966,Bugzilla:2151040,Bugzilla:1894877

RiTEIL Jira:RHELDOCS-16861, Jira:RHELDOCS-16760, Jira:RHELDOCS-
16756, Jira:RHELDOCS-16612, Jira:RHELDOCS-17102,
Jira:RHELDOCS-16979

anaconda Bugzilla:2171811,Bugzilla:2164819,Bugzilla:2177219,Bugzilla:2157921,Bugzill
a:2065754,Bugzilla:2107346,Bugzilla:2127473,Bugzilla:2050140,Bugzilla:
1877697, JIRA:RHEL-4707 JIRA:RHEL-4707, JIRA:RHEL-
4711,Bugzilla:1997832,JIRA:RHEL-4741,Bugzilla:2115783,JIRA:RHEL -
4762,Bugzilla:2163497,JIRA:RHEL-4737

ansible-freeipa Bugzilla:2175767,Bugzilla:2127903,Bugzilla:2127907
audit Jira:RHELPLAN-161087

bacula Jira:RHEL-6856

bind Bugzilla:1984982

cloud-init Bugzilla:2118235, Bugzilla:2172341, Jira:RHEL-12122
cockpit Bugzilla:2203361

cockpit-appstream Bugzilla:2030836

cockpit-machines Bugzilla:2173584

crash Bugzilla:2170283

createrepo_c Bugzilla:2056318

crypto-policies Bugzilla:2216257 Bugzilla:2193324,JIRA:RHEL-591,Bugzilla:2225222
cups-filters Bugzilla:2229784
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e

cyrus-sasl

debugedit

device-mapper-multipath

device-mapper-persistent-

data

dnf

dnf-plugins-core

edk2

elfutils

fapolicyd

fence-agents

fuse3

gcc

gcc-toolset-13

gcc-toolset-13-annobin

gcc-toolset-13-binutils

gcc-toolset-13-gcc

gcc-toolset-13-gdb

gfs2-utils

gimp

glibc

gnupg2
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Bugzilla:1995600

Bugzilla:2177302

JIRA:RHEL-
782,Bugzilla:2164869,Bugzilla:2033080,Bugzilla:2011699,Bugzilla:192614
7

Bugzilla:2175198

Bugzilla:2124793,Bugzilla:2212262,Bugzilla:2073510

Bugzilla:2157844, Bugzilla:2134638, Bugzilla:2203100

Bugzilla:1935497

Bugzilla:2182061,Bugzilla:2182059

JIRA:RHEL-624, JIRA:RHEL-622,JIRA:RHEL -
817,Bugzilla:2054740,JIRA:RHEL-520

Bugzilla:2187327

Bugzilla:2188182

Bugzilla:2193180,Bugzilla:2168204,Bugzilla:2208908

Bugzilla:2171919

Bugzilla:2171923

Bugzilla:2171926

Bugzilla:2172093

Bugzilla:2172096

Bugzilla:2170017

Bugzilla:2047161

Bugzilla:2169978, Bugzilla:2213907, Bugzilla:2177235

Bugzilla:2073567, Bugzilla:2070722
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gnutls Bugzilla:2157953, Bugzilla:2108532

golang Bugzilla:2185259,Bugzilla:2111072,Bugzilla:2092016

grafana Bugzilla:2193018,Bugzilla:2190025

grub2 Bugzilla:2184069

gssproxy Bugzilla:2181465

gtk3 Jira:RHEL-11924

httpd Bugzilla:2184403, Bugzilla:2173295

ipa Bugzilla:2196426,Bugzilla:2165880,Bugzilla:2229712,Bugzilla:2227831,Bu

gzilla:2084180,Bugzilla:2084166,Bugzilla:2069202,JIRA:RHEL -
12154,JIRA:RHEL-12143, JIRA:RHEL-4955

iproute Jira:RHEL-428

java-17-openjdk Bugzilla:2186647

jmc-core Bugzilla:1980981

kdump-anaconda-addon Jira:RHEL-11196

kernel Bugzilla:1898184,Bugzilla:2177180,Bugzilla:2144528,Bugzilla:221026 3,Bug

zilla:2180124,Bugzilla:2192730,Bugzilla:2178741,Bugzilla:2195986,Bugzilla:
2208365,Bugzilla:2187856,
Bugzilla:2192722,Bugzilla:2171093,Bugzilla:2189292,Bugzilla:2193330,Bug
zilla:2178930,Bugzilla:2092194,Bugzilla:2101598,Bugzilla:2218207,Bugzill
a:2173947,
Bugzilla:2178956,Bugzilla:2173594,Bugzilla:1613522,Bugzilla:1874182,Bug
zilla:1995338,Bugzilla:1570255,Bugzilla:2177256 ,Bugzilla:2178699,
Bugzilla:2023416 ,Bugzilla:2023416,
Bugzilla:2021672,Bugzilla:2027304,Bugzilla:1660337,Bugzilla:1955275,Bu
gzilla:2142102,Bugzilla:2068237,Bugzilla:2040643,Bugzilla:2186375,Bug
zilla:2183538,
Bugzilla:2206599,Bugzilla:2167783,Bugzilla:2000616,Bugzilla:2013650,B
ugzilla:2132480,Bugzilla:2059545,Bugzilla:2005173,Bugzilla:2128610,Bug
zilla:2129288, Bugzilla:2013884,Bugzilla:2149989

B/M%/IPSec Jira:RHEL-1015
PIE/M4E/NIC IXSHiRRE Jira:RHEL-6496, Jira:RHEL-9897, Jira:RHEL-15404
ARE/EEZA/NVMe Jira:RHEL-8171, Jira:RHEL-8164
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R/ I iR Jira:RHEL-8466

AR/ ERIE/KVM Jira:RHEL-7212, Jira:RHEL-2815

kernel-rt Bugzilla:2181571

kernel-rt/t2 & Jira:RHEL-9318

kexec-tools Bugzilla:2083475,Bugzilla:2173815,Bugzilla:2169720,

Bugzilla:2160676,Bugzilla:2113873,Bugzilla:2064708

keylime JIRA:RHEL-595,JIRA:RHEL-11866,JIRA:RHEL-392,JIRA:RHEL-393,
JIRA:RHEL-947 JIRA:RHEL-1252,JIRA:RHEL-11867,JIRA:RHEL-1518

keylime-agent-rust Jira:lRHEL-476, Jira:RHEL-395, Jira:RHEL-396

kmod Bugzilla:2103605

kmod-kvdo Jira:RHEL-8354

krb5 Bugzilla:2178298, Bugzilla:2155607, Jira:RHEL-4902, Bugzilla:2060798,

Jira:RHEL-4875, Jira:RHEL-4889, Bugzilla:2060421, Bugzilla:2016312,
Jira:RHEL-4888

libabigail Bugzilla:2186931

libotr Bugzilla:2086562

libpfm Bugzilla:2185652

libvirt Bugzilla:2032406,Bugzilla:2168499,Bugzilla:2014487,Bugzilla:2143158,Bu

gzilla:2078693

libxcrypt Bugzilla:2034569
llvm-toolset Bugzilla:2178796
lvm2 Bugzilla:2038183
mysq| Bugzilla:1991500
nfs-utils Bugzilla:2081114
nginx-1.22-module Bugzilla:2170808
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nmstate Bugzilla:2179916,Bugzilla:2180795,Bugzilla:2177733,Bugzilla:2183214,Bug
zilla:2187622

nodejs Bugzilla:2186717

nss Bugzilla:2157950

nvme-cli Bugzilla:2159929

nvme-stas Bugzilla:1893841

open-vim-tools Bugzilla:2037657

opencryptoki Bugzilla:2160061

opensc Jira:RHEL-280

openscap Bugzilla:2217442,Bugzilla:2161499

openslp Jira:RHEL-6995

openssh Bugzilla:2070163, Bugzilla:2056884

openssl Bugzilla:2216256,Bugzilla:2153471,Bugzilla:2188180,Bugzilla:2160797,Bug

zilla:2168665,Bugzilla:1975836,Bugzilla:1681178,Bugzilla:1685470

osbuild Jira:RHEL-4655

osbuild-composer Jira:RHEL-7999, Jira:RHEL-4649

oscap-anaconda-addon Bugzilla:2172264, Jira:RHEL-1824

pacemaker Bugzilla:2189301,Bugzilla:2182482

papi Bugzilla:2111923,Bugzilla:2186927,Bugzilla:2215582

pause-container Bugzilla:2106816

pcp Bugzilla:2175602, Bugzilla:2185803

pcs Bugzilla:2168155,Bugzilla:2163953,Bugzilla:2175881,Bugzilla:2182810,Bugz

illa:1423473,Bugzilla:2177996,Bugzilla:1860626,Bugzilla:2163914

pcsc-lite-ccid Bugzilla:2209457
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e

perl-HTTP-Tiny

pki-core

podman

postfix

python-greenlet

python3.11-Ixml

gemu-kvm

gemu-kvm / % &
gemu-kvm / %

qgemu-kvm/Live Migration

gemu-kvm/p%%
rear
redis

resource-agents

restore
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Bugzilla:2228412

Jira:RHELPLAN-145900

JIRA:RHELPLAN-154314,JIRA:RHELPLAN-154432,JIRA:RHELPLAN-
154441 JIRA:RHELPLAN-154438,JIRA:RHELPLAN-
163003,JIRA:RHELPLAN-160660,JIRA:RHELPLAN-

154429 ,Bugzilla:2069279

Bugzilla:2134789

Bugzilla:2149497

Bugzilla:2157708

Bugzilla:1880531,Bugzilla:1965079,Bugzilla:1951814,Bugzilla:2060839,Bu
gzilla:2014229,JIRA:RHEL-7335,JIRA:RHEL -
7336,Bugzilla:1915715,JIRA:RHEL-13335,JIRA:RHEL -
333,Bugzilla:2176010,Bugzilla:2058982,Bugzilla:2073872

Jira:RHEL-1220

Jira:RHEL-7135

Jira:RHEL-7096, Jira:RHEL-2316, Jira:RHEL-7115

Jira:RHEL-7337

Bugzilla:2188593,Bugzilla:2172912,Bugzilla:2196445 Bugzilla:2145014

Bugzilla:2129826

Bugzilla:2174911,Bugzilla:2142518,Bugzilla:2142002,Bugzilla:2182415,Bugzi
[12:2179003

Bugzilla:1997366



e

rhel-system-roles

rpm

rsyslog

rust

s390utils

samba

scap-security-guide

selinux-policy

setools

sevctl

SCS

squid-container

sssd

stratisd

subscription-manager

sysstat

=ik
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Bugzilla:2224384,Bugzilla:2216753,Bugzilla:2224385,Bugzilla:2185065,B
ugzilla:2181656,Bugzilla:2211194,Bugzilla:2218592,Bugzilla:2211723,Bugzilla

12218204 ,Bugzilla:215137 3,

Bugzilla:2179460,Bugzilla:2211748 ,Bugzilla:2229802,Bugzilla:2181657,Bug
zilla:2168692,Bugzilla:2211984,Bugzilla:2232241,Bugzilla:2232231,Bugzilla:

2224090,

Bugzilla:2222761,Bugzilla:2223764,Bugzilla:2222428,Bugzilla:2216520,Bu
gzilla:2211187,Bugzilla:2209200,Bugzilla:2193058,Bugzilla:2186057,Jira:R
HEL-1499, JIRA:RHEL-1397,JIRA:RHEL-906,JIRA:RHEL-

1495,JIRA:RHEL-898 JIRA:RHEL -

885,Bugzilla:1999770,Bugzilla:2123859,JIRA:RHEL-1172,Bugzilla:2186218

Bugzilla:2157836

Jira:RHELPLAN-160541

Bugzilla:2191743,Bugzilla:2227082

Bugzilla:1932480

Bugzilla:2190415

Bugzilla:2221697,Bugzilla:2155790,JIRA:RHEL-1905,Bugzilla:2203791,
Bugzilla:2213958,Bugzilla:2223178,Bugzilla:2193169,JIRA:RHEL -

1800,Bugzilla:2038978

Bugzilla:2080443,Bugzilla:2170495,Bugzilla:2184999,Bugzilla:2162663,B

ugzilla:2112729,JIRA:RHELPLAN-

163014,Bugzilla:2187745,Bugzilla:2229722,Bugzilla:2064274

Bugzilla:2231801

Bugzilla:2104857

Bugzilla:1869561

Bugzilla:2178953

Bugzilla:2065693, Bugzilla:2056482, Bugzilla:1608496

Bugzilla:2041558

Bugzilla:2163716,Bugzilla:2136694

Jira:RHEL-12009
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systemd

systemtap

tang

tigervnc

tuned

ubi9-micro-container

udisks?2

unbound

valgrind

virt-v2v

virtio-win

virtio-win / distribution

virtio-win / virtio-win-

prewhql

webkit2gtk3

which

xdp-tools
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Bugzilla:2018112, Jira:RHEL-6105

Bugzilla:2186934

Bugzilla:2188743

Bugzilla:2060308

Bugzilla:2113900

Bugzilla:2223028

Bugzilla:1983602,Bugzilla:2213769

Bugzilla:2070495

Bugzilla:2124346

Bugzilla:2168082

Bugzilla:1969724,JIRA:RHEL-11366,JIRA:RHEL-910,JIRA:RHEL -
1609,JIRA:RHEL-869

Jira:RHEL-1517, Jira:RHEL-574

Jira:RHEL-1084, Jira:RHEL-935, Jira:RHEL-12118, Jira:RHEL-1212

Jira:RHEL-4157

Bugzilla:2181974

Bugzilla:2218500, Jira:RHEL-3382
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Hith Bugzilla:2232554, Jira:RHELDOCS-17055, Jira:RHELPLAN-163133,
Jira:RHELPLAN-163665, Jira:RHELDOCS-16405, Jira:RHELDOCS-
16247, Bugzilla:2136937, Jira:RHELDOCS-16474, Jira:RHELDOCS-
16462, Jira:RHELDOCS-16386, Jira:RHELPLAN-156196,
Jira:RHELDOCS-16708, Jira:RHELDOCS-16709, Jira:RHELDOCS-
16339, Jira:RHELDOCS-16877, Jira:RHELPLAN-122345,
Jira:RHELDOCS-16487, Jira:RHELDOCS-16752, Jira:RHELDOCS-1710],
Bugzilla:2236182, Jira:RHELDOCS-17040, Bugzilla:2020529,
Bugzilla:2030412, Jira:RHELPLAN-103993, Jira:RHELPLAN-27394,
Jira:RHELPLAN-27737, Jira:RHELDOCS-16861, Jira:RHELDOCS-
17050, Bugzilla:1927780, Jira:RHELPLAN-110763, Bugzilla:1935544,
Bugzilla:2089200, Jira:RHELDOCS-16948, Jira:RHELPLAN-99136,
Jira:RHELDOCS-17380, Jira:RHELPLAN-103232, Bugzilla:1899167,
Bugzilla:1979521, Jira:RHELPLAN-100087, Jira:RHELPLAN-100639,
Bugzilla:2058153, Jira:RHELPLAN-113995, Jira:RHELPLAN-98983,
Jira:RHELPLAN-131882, Jira:RHELPLAN-139805, Jira:RHELDOCS-
16756, Jira:RHELPLAN-153267, Jira:RHELDOCS-16300,
Jira:RHELDOCS-16432, Jira:RHELDOCS-16393, Jira:RHELDOCS-
16612, Jira:RHELDOCS-17102, Jira:RHELPLAN-157225, Jira:RHELPLAN-
157337, Bugzilla:1640697, Bugzilla:1697896, Bugzilla:2047713,
Jira:RHELPLAN-96940, Jira:RHELPLAN-117234, Jira:RHELPLAN-
119001, Jira:RHELPLAN-119852, Bugzilla:2077767, Bugzilla:2053598,
Bugzilla:2082303, Jira:RHELPLAN-121049, Jira:RHELPLAN-157939,
Jira:RHELPLAN-109613, Bugzilla:216 0619, Bugzilla:2173992,
Bugzilla:2185048, Bugzilla:1970830, Jira:RHELDOCS-16574
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0.3-6
Thu Jun 19 2025, Gabriela Fialova (gfialova@redhat.com)

e 7£ RHELDOCS-20464 (IdM)RFin T EFBEMThEE
0.3-5
Wed 6 B 112025 & 6 A 11 H Gabriela Fialova(gfialova@redhat.com)
o kR T BEFFAMINAE BZ-2173928 (RERERF)
0.3-4
2025 % 5 B 20 HE#=, Gabriela Fialova(gfialova@redhat.com)
o JHER T REFEHIZEER BZ-2094673 (IdM)
0.3-3
2025 F 5 B 12 HEH#i—, Gabriela Fialova(gfialova@redhat.com)
o EHTES ML =S
0.3-2
2025 % 3 B 18 HEHI=, Gabriela Fialova(gfialova@redhat.com)
e 7£ RHEL-82566 HARMT —PNEMAE (REREF)
0.3-1
2025 % 3 B 6 HE2H#AM, Gabriela Fialova (gfialova@redhat.com)
o FE# T RHELPLAN-145900 HREY— AT (1dM)
0.3-0
2025 F 2 A 27 HEHIM, Marc Muehlfeld (mmuehlfeld@redhat.com)
e £ RHELDOCS-19773/F R M T —MIAT R (FL)
0.2-9
2025 % 2 B 24 HEH#—, Gabriela Fialova (gfialova@redhat.com)
e 7 RHELDOCS-19626 RN T —EHHH (Z£)
0.2-8
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