& RedHat

Red Hat Enterprise Linux 9

A RHEL 25 AEEELRAEIE

{# M Red Hat Ansible Automation Platform playbook %N EH Li#HT—HETES
FER RHEL E3E

Last Updated: 2024-06-27






Red Hat Enterprise Linux 9 {#f RHEL RGiABENERGEE

{8 A Red Hat Ansible Automation Platform playbook £ %N EH Li#HIT—HETESEEN RHEL
HmE



RSN
Copyright © 2024 Red Hat, Inc.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution-Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is
available at

http://creativecommons.org/licenses/by-sa/3.0/

. In'accordance with CC-BY-SA, if you distribute this document or an adaptation of it, you must
provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, the Red Hat logo, JBoss, OpenShift,
Fedora, the Infinity logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States
and other countries.

Linux @ is the registered trademark of Linus Torvalds in the United States and other countries.
Java @ is a registered trademark of Oracle and/or its affiliates.

XFS @ is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL @ is a registered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat is not formally related to or endorsed by the
official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other
countries and are used with the OpenStack Foundation's permission. We are not affiliated with,
endorsed or sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

BE

Red Hat Enterprise Linux (RHEL)RZi A2 Ansible B, #EIF playbook &S, AEBIBZNE
RHEL RFIM—H B ESEHE, /A RHEL REiAR, EILLUETME—RYZ{TEE playbook
EMMER KB RLGER,



POEAN =p7€ = 11t 3 A
B 13 RHEL R T oottt e

B AT AR E T I RHEL BRI A ottt
2.1.7£ RHEL 9 EAE&—NEH T =
22 EERETA

BB BB ANSIBLE VAUL T Lttt ittt ettt e e et e e et e et et e e e e e e et e e e e e eanas

B 4F RHEL Y ANSIBLE IPMIB . L ittt e et ettt
41, RHEL_MGMT £&
4.2 {5 IPMI_BOOT &kt
4.3. {5 IPMI_POWER #&Hk

B 53 RHEL FIBU REDFISH B L e e e e e
5.1. REDFISH #&k
5.2. REDFISH #&k&%k
5.3. 81 f REDFISH_INFO #&1k
5.4. {#F REDFISH_COMMAND #&k
5.5. {# 8 REDFISH_CONFIG #&1k

F6E A RHEL RS AR RHEL REIEBEERTI AD ..ottt e
6.1. AD_INTEGRATION RHEL 4T

BB 7 B RHEL R A IR T . e e e e
7.1. CERTIFICATE RHEL &
7.2.{ M CERTIFICATE RHEL R4 ABIERFIVBEZZIE
7.3. {8 CERTIFICATE RHEL RZi A &M IDM CA iER—NEFFIEH
7.4 {EAIEP RHEL R ABIEERIEPIIARISZ EEZTHGS

8 E B RHEL RS AR EHIALE WEB I .. ittt s
8.1. COCKPIT RHEL R4ifa s
8.2. f#iFl COCKPIT RHEL R4 % WEB #2445

B OEFA RHEL R ABIKBEE I RIS .
9.1. {8 CRYPTO_POLICIES RHEL &4 A ®IEEEE L INERER

BI0E[FH RHEL R AEEIE FIREWALLD ..ottt et ettt ettt
10.1. FIREWALL RHEL R A EEN
10.2. {# M FIREWALL RHEL R4 BERE FIREWALLD % &
10.3. {1 FIREWALL RHEL RZifa €, % FIREWALLD AR9fE ASRE M— DA O 4 B R RA A i O
10.4. {5 FIREWALL RHEL RZiABERE FIREWALLD RO
10.5. {8 FIREWALL RHEL %A BEE FIREWALLD DMZ X5

ENEMARHEL R AR E S T AR .. .
1.1 HA_CLUSTER RHEL RZi BT E
11.2. 7y HA_CLUSTER RHEL R ARIEE—1NEH
N3. NS EMEROIEE PCSD TLS iFBME P4+
N4 BERZTEM RN S SR
1.5. & AREMNTRNE T AEERE
ne EEERFKRMFRRERINMENE T AEER
N7 ERREELNEER T AEER
N8 EAFRRHEE ST AR

B3%

25
25

26
26
26
27
29

31
31
31

34

37
37
38
39

41
42

45
45
72
74
76
78

81
83
86



Red Hat Enterprise Linux 9 f§fl RHEL REGifIfaHIIML R ER

N.9. E5 A AMEREHEE COROSYNC H 920
1.10. {8 SBD T iR B i Em o AR 92
N ERMHEETRES T AR 94
N2 EAT REMEES A AL 98
113. A HA_CLUSTER RHEL R4 BEE T AMEEHEE APACHE HTTP fR5528 100
B2 E A RHEL RS ABEE SYSTEMD B ..o e e e 106
12.1. {8 JOURNALD RHEL R AGBREFAMRAEILE 106
BB EMA RHEL R AGR BRI .. 108
13.1. fEF KDUMP RHEL X% B Bo & PR BRTo L (i MLl 108
1A E A RHEL R A K AR BRI S . o i 110
14.1. KERNEL_SETTINGS RHEL R A BN 110
14.2. {5 KERNEL_SETTINGS RHEL R4 A &N AATER %S m
R o g o R Y = T - 14
15.1. LOGGING RHEL R4ifa e n4
15.2. NAAM BEILE RHEL REGA® 15
15.3. i FiEAN BE RHEL RGAEHPNAS n7
15.4. {1 LOGGING RHEL R4iA BN AT EEERAAER 19
155 AH A TLS B LOGGING RHEL R4 AR 122
15.6. A A RELP WHEILE RHEL RGiAE 129
16 E A RHEL R A I R . . 136
16.1. METRICS RHEL R4 A G HE T 136
16.2. 8 METRICS RHEL R4t BUAHIE AR iR A RS 136
16.3. {£f METRICS RHEL RLiABXKEBRIEE B SRMII RS 138
16.4. £ METRICS RHEL R4t B A A ERE P IL SR EE 139
16.5. fZEfF METRICS RHEL R4 B ILIERGIIIZE &9 5IE 140
16.6. £ METRICS RHEL R4/ SQL SERVER BELEH /5 AigirES 142
%517 % 1 RHEL 5 ABAE MICROSOFTSQLSERVER  ....viitiiie it 145
17.1. 5 MICROSOFT.SQL.SERVER %4t ABSIAIE P XM LEMEE SQL IR553 145
17.2. {# MICROSOFT.SQL.SERVER R4 A€ CERTIFICATE RHEL RAAELREMEE SQL RS 146
17.3. MR BEXER E L FHEBE 148
18 E B RHEL RS A NBDE .. ...ttt ettt ettt ettt ettt 151
18.1. NBDE_CLIENT #1 NBDE_SERVER RHEL Z4i & &/t (CLEVIS #1 TANG) 151
18.2. {5 NBDE_SERVER RHEL RIABKEZ D TANG IR 2R 152
18.3. {8/ NBDE_CLIENT RHEL RZABIZEZ A CLEVIS B ih 153
19 E 1 RHEL R AR B B .. o ittt e e 156
191 EAML RHEL RETAGBHEOLT, FHAFS P titflE KM TR 156
19.2. AL RHEL RSIA BT FIRE, ERHS P bt E AR ERE 158
19.3. FAM% RHEL RocAGMNZEOLM, MRS IP #HilkfeE AR ERE 160
19.4. EAM% RHEL REIABMIZEHRE, RS IP thitEELAKMERE 162
19.5. {#F NETWORK RHEL %% A ®EE VLAN Frit 164
19.6. 1 NETWORK RHEL %% L & MifF 166
19.7. 5 NETWORK RHEL R4 iR BML4 & 169
19.8. {8 NETWORK RHEL R4 A BEE IPOIB % 171
19.9. £ NETWORK RHEL %%ifs 4345 E FMAR 2R E R RBFIAR K 174
19.10. £ NETWORK RHEL RZiABEET A 802.1X M4 F A5k BFR S LAKMERE 179
19.11. £ NETWORK RHEL REiABEEE A 802.1X ML F R4 WIFI i 182
19.12. £ NETWORK RHEL R BEINAEE EixBEIAM X 185



%5 20 = {#ifl PODMAN RHEL RSB EHAS

%6 213 i RHEL REiAEEE POSTFIX MTA

2 22 F {§H RHEL REi A fAREMEE POSTGRESQL

% 23 % {§/H RHEL R AEIMRSE

% 24 = [ RHEL REiAGEE SELINUX

%8 25 & {1/ RHEL RGi A &R XU

%$ 26 = {#fl RHEL REAGKELSEE

5B 27 & {1l RHEL R4 B A F K

19.13. {8 NETWORK RHEL R4 A B BER SKA
19.14. {8 NETWORK RHEL R4 AGBEE ETHTOOL OFFLOAD Ih#E
19.15. 5 NETWORK RHEL R4 A BEE ETHTOOL COALESCE #%i&

19.16. £ NETWORK RHEL %4 A BRI R KN, LURDHIES EFR

19.177. NETWORK RHEL R%Z: A & HIM LR A

201 BIB— DT ENEHEENTRESR
20.2. {1 PODMAN B2 RA %
20.3. {EH SECRET flJ&#— QUADLET M ARERF

211, POSTFIX RHEL R4 A €& BENHITEZAR POSTFIX MTA &I

22.1. POSTGRESQL RHEL ZRZiABE N
22.2. {8 POSTGRESQL RHEL RZ:iABEE POSTGRESQL IRS5%E

23.1. RHC RHEL &L A BN

23.2. f#f8 RHC RHEL RE A E&IMRTE

23.3. f# RHC RHEL R4 B REUEMEI SATELLITE

23.4. f£H RHC RHEL REiA GBI EMEEME INSIGHTS BIERE
23.5. fff RHC RHEL R AGFEBNEGE

23.6. fH RHC RHEL R A BB X IThRA

23.7. 7£f# A RHC RHEL R4t BIEM ENSER KRS 2R
23.8. i RHC RHEL REiABEA INSIGHTS HINIB B o E#
23.9. {8/ RHC RHEL R45iABEMA INSIGHTS 88

23.10. {8 RHC RHEL R4 A BEE INSIGHTS #1755

23.1. {8 A RHC RHEL R4 A BECERGUEM

24.1. SELINUX RHEL &N
242 {#F SELINUX RHEL i BELZ MRS H N SELINUX EE
243 {1 SELINUX RHEL R&iAEEIEEO

25.1. {8 FAPOLICYD RHEL %% A BEE N R HITHIRF

26.1.SSHD RHEL RGBT E
26.2. {#f SSHD RHEL R4 A BEE OPENSSH AR5 2%
26.3. 5 SSHD RHEL R4 AR TIFMHEE

26.4. ffF SSHD RHEL R4 A BEE SSH RS %8 L RRSSE H RN 2 R

26.5.SSH RHEL RLiABNETE
26.6. @A SSH RHEL R4 A BEE OPENSSH & ik

27.1. STORAGE RHEL RZiABE N

27.2. {8 STORAGE RHEL R4 BIER & & A O XFS XHXRSE
27.3. {8 STORAGE RHEL RGiA K AEHXHRS:

27.4. 18 STORAGE RHEL R4S ZHEE

27.5. {8 STORAGE RHEL R A BERELRER

27.6. {8 STORAGE RHEL RZiAGBAIBRHIER EXT4 XHRS:
27.7. {8 STORAGE RHEL R4t A BAIEFIEE EXT3 XHXRSE

B3%

187
190
192
195
197

200
202
204

208
208

21
21
21

213
213
213
215
217
218
220
221
224
226
227
229

231
231
231
233

235
235

237
237
237
240
242
244
245

248
248
249

251
252
254
255
257



Red Hat Enterprise Linux 9 f§fl RHEL REGifIfaHIIML R ER

27.8. {#F STORAGE RHEL RETARBIE LVM LEFHE LA XHREH KN
27.9. {8 STORAGE RHEL R4 A G AIEZHE

27.10. {5 STORAGE RHEL R4 A RBEE RAID &

27.01. {F STORAGE RHEL RLiABEEH A RAID B LVM i

27.12. fF STORAGE RHEL %% RAID LVM BESE K K/

27.13. {5 STORAGE RHEL R4t &I LVM EIE4EFES #HIEMER VDO B
27.4. {ff STORAGE RHEL R ABLIE LUKS2 INES

27.15. {8 STORAGE RHEL RGiABLUE I EEXRRE KRN

B 28 EH RHEL R AR EIE SYSTEMD HlIT oottt et e et

28.1. fF SYSTEMD RHEL R4i A BEREF/55) SYSTEMD #iT

F2o0E A RHEL REABBREIIAIRIE ...

29.1. TIMESYNC RHEL R4
29.2. HE—PRS 2SN TIMESYNC RHEL R4 AR
29.3. TR FiRiRSS 2 LN A TIMESYNC RHEL R4iA R

B30 EHH RHEL R A AT E L R B R it

30.1. TLOG RHEL RZifs &

30.2. TLOG RHEL %A BIEGFISE

30.3.#82 TLOG RHEL R4 AR

30.4. 888 TLOG RHEL R A EUBRHAS A 5K

& 31E {FH RHEL RS AR BT A IPSECHI VPN R e

311 £ VPN RHEL R4 AR IPSEC QI EVLEIENH VPN
31.2. {8 VPN RHEL R4 A BAETH IPSEC B9 OPPORTUNISTIC MESH VPN 7

258
260

261
263
264
265
267
269

272
272

274
274
274
276

278
278
278
279
280

284
284
287



B%




Red Hat Enterprise Linux 9 f§fl RHEL REGifIfaHIIML R ER

K218 AR it = 19t
B TR S BTSRRI R 5, 1ERAT T et e,
Wi Jira 232K (REKS)
1 ERE Jira UG,
2. TETNER St R Create
3. 7£ Summary FE& AR A R PR AL
4. 1E Description TFEX AR i AfENT BUH IR I, SIESTAYAE K ER 9 B0 Bk,
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%13 RHEL RSB BE N
B EA RHEL RGiAR, B LULEEIERE RHEL FRAMNZ N RHEL RAMZR AR E,

ERAENSE
TE#ERT Ansible IMEHRRERAENBR :

PR R

25T R KZ1T Ansible a5 # playbook BI%R5E, fEBYIRHITT s A LLZ Ansible Automation
Platform. Red Hat Satellite 8t RHEL 9, 83X 7 £#l. T EZFER, 1HESH £ RHEL 9 LHESF—
T R

RETW

ZET REEEL Ansible BIERIRFH[MMA I F, RETRAMNBIHNEN. Ansible RHREE!
RETRLE MFELER, HFHH A5 —PRE TR

Ansible playbook

£ playbook #, BAILLIEN BAZE TR LEEZINEE, HEETRLRAZHITH—HTE,
Playbook & Ansible IECE. EREFRECIES.

&% (Inventory)

HEFEXMH, BALPIERETRAEESIZETRNER, WP ik, £EFHH, EHLATLIE
HORMREARAFAZE TR, WETFT R, FEXHAENBEID hostfile,

Red Hat Enterprise Linux 9 #2477 m LMo fa &
1 Red Hat Enterprise Linux 9 #2#77 s £, rhel-system-roles {4 3RELUTHE :

AN 3 b BN

certificate UEB R EAT 8 RHEL R4 GIEKIE

cockpit Web #H& &M cockpit RHEL RSt BLEMEE Web #Hl5
crypto_policies ROUSEH BN SRR HEBERZIHBE LINERE

firewall Firewalld FERARGIABEE firewalld

ha_cluster HA 584 FRARGAGRES AR

kdump RIREL 5 RHEL R4IABEE kdump
kernel_settings HZIXE 5/ Ansible K ABBERNZSH

logging B&ILE FRARIIERGAR

metrics f5IR(PCP) {8/ RHEL Rt ABIEIERMERE

network B A network RHEL 2% B BB InfiniBand 1%
nbde_client ML ER I INBE i 8 nbde_client #1 nbde_server R4 A
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AtEaR A tadid Eibra

nbde_server ML ER I INBARS 28 [ nbde_client #1 nbde_server R AR

postfix postfix RE BB postfix BB E

postgresql PostgreSQL {8 M postgresql RHEL Rt ABRENEE

PostgreSQL

selinux SELinux ERARSABEE SELinux

ssh SSH & /il BES ssh ROABHNEERBIE

sshd SSH R%5 2% BES ssh ROABHNEERBIE

storage Storage M RHEL RO BEEAME

tlog KImRIEILR 2 tlog RHEL RS AENRIHILKEE RS

timesync I} [F] [ 2 £ RHEL R4t BEEN RS

vpn VPN 53 vpn RHEL RSB BEREN A IPsec B9 VPN
HAth B

® Red Hat Enterprise Linux (RHEL)RZ At
e /usr/share/ansible/roles/rhel-system-roles. &lt;role_nameé&gt; /README.md X4

e /usr/share/doc/rhel-system-roles/<role_name>/ directory


https://access.redhat.com/articles/3050101

B 2E MERERT = T mLEH RHEL Rt

B2EESEF T RAMZET RUMER RHEL R5iA R

EEA M RHEL REABEERSNER, MoIUESZESTRMZET .

2.1. 7F RHEL 9 b /& — s &

A RHEL R4 A GE,

Mo

B ERE— MR R, AE, WWRIREE playbook MiERHRRERE

BExX B

FRFM

£

R EEMBIZR ] R,
Red Hat Enterprise Linux Server 1] [ #& M 10 EI R4t £

A% : Ansible Automation Platform 1] [F#MINEI R 5 £

. QIE—"1%H ansible WA, REEFHIZIT playbook :

I [root@control-nodel# useradd ansible

BN EIF 02 ansible A/ :
I [root@control-nodel# su - ansible

LUZANB P T ER S K.
Bl —1 SSH REAFFAH -

[ansible@control-node]$ ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/home/ansible/.ssh/id_rsa):
Enter passphrase (empty for no passphrase): <password>
Enter same passphrase again: <password>

NP REFRROALE,

4. "k - ERALE Ansible TERURBIERENRREH A SSH BB, HECE— SSH I,

5. EALTRANR ~/.ansible.cfg S :

[defaults]
inventory = /home/ansible/inventory
remote_user = ansible

[privilege_escalation]
become = True
become_method = sudo
become_user = root
become_ask_pass = True
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~l.ansible.cfg XHFHHZXBEEESHNLER, HEEZLRE
/etc/ansible/ansible.cfg XML E,

H X LB, Ansible HUTLUTRF -

o BIRIEEFAMHFMEN,

o YiKFERIIERET R SSH RN, A remote_user S AHIXERIK,

e {#f sudo TE, U root A HMEZET R LHITES.

o &RNF playbook i, #ERIRRHAZIZAFH root B, HFRLEE, BUGIFM,

6. OIE—NIIHZEENENGH INI = YAML R B ~/inventory XX, &40 LATEE B304
ENENA, Fla, UTEINBRBEFEXHE, BE=E1EN, UR— MR USHENA :

managed-node-01.example.com
[US]

managed-node-02.example.com ansible_host=192.0.2.100
managed-node-03.example.com

ﬁé? EER, ET R ATRES AT EN B, MR DNS RSB LEMTELENE, HEEVFEE
70 ansible_host Z#kigEH P #hilt,

7. RERHEL AR :
e 7£;%7% Ansible Automation Platform #J RHEL E#l.LE, %% rhel-system-roles ({4 :

I [root@control-node]# dnf install rhel-system-roles

e RS REE
/usr/share/ansible/collections/ansible_collections/redhat/rhel_system_roles/ B/,
L% ansible-core {4 & /F RHHIT,
® 7£ Ansible Automation Platform £, LA ansible A " B3 HATATHIE ¢
i. f¥ Red Hat Automation hub & X/) ~/.ansible.cfg X##H AT EEIR,

ii. M RedHat Automation Hub %% redhat.rhel_system_roles 58 5 :

[ansible@control-node]$ ansible-galaxy collection install
redhat.rhel_system_roles

b #n 1 ~/.ansible/collections/ansible_collections/redhat/rhel_system_roles/ B%
RREES

BESR

o KERETR. MFESZER, FEH A5 —1RETR.

o

L fth BF R
e RHEL 9 #1 RHEL 8.6 X E#THJ AppStream ¥4 3 ERE E B Ansible Core i @ HSEH

10


https://access.redhat.com/documentation/zh-cn/red_hat_ansible_automation_platform/2.4/html/getting_started_with_automation_hub/configure-hub-primary
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/automating_system_administration_by_using_rhel_system_roles/assembly_preparing-a-control-node-and-managed-nodes-to-use-rhel-system-roles_automating-system-administration-by-using-rhel-system-roles#proc_preparing-a-managed-node_assembly_preparing-a-control-node-and-managed-nodes-to-use-rhel-system-roles
https://access.redhat.com/articles/6325611

B 2E MERERT = T mLEH RHEL Rt

e IN{A{# M subscription-manager FEZLIEZ ] RSG A SEM AN T (5 R 50
e ssh-keygen (1) F 11T

e @y ssh-agent, {EF SSH BHHEEELIEN 2R

e Ansible EBEIXE

o IfAIIEETE

2 2 /E%x =) —Ij i
SETREREFEPIHNRS, ©HIEZEHE T RRIE playbook HITEE, ERNESE N LRk
Ansible,
FRFH
o MEMEFWTFTIERT R, MBELELR, ESH £ RHEL O LR —MESIT &,

o RMIZEHTT AT SSH U7 [ BIRRR,

B

LA root FA P 3T BRI SSH VilFl@ — N RE2 M. BREXNIE, SISE
TR EAMBR—DIERMAS, HELASZED RINEE— sudo K&, AfE, &
H77 REBY Ansible ATLAMERAMA KA EXEZET R, FURRNEF S5
(40 root ) 1247 playbooks

Pt =
1. fIE—/N4%&) ansible B9 :

I [root@managed-node-01]# useradd ansible

PET MR ERX N E B S XA ENE SSH E#E,
2. iy ansible X BB :

[root@managed-node-01]# passwd ansible

Changing password for user ansible.

New password: <password>

Retype new password: <password>

passwd: all authentication tokens updated successfully.

% Ansible {# 8 sudo LA root B 7 SR HUTESHT, ST AL &L,
3. EZE I EZRE ansible B #Y SSH 5 -

a. Ul ansible B B P& FEIEHIT =, FHHSSH AHERIBZE T & ¢

[ansible@control-node]$ ssh-copy-id managed-node-01.example.com
/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed:
"/home/ansible/.ssh/id_rsa.pub”

The authenticity of host 'managed-node-01.example.com (192.0.2.100)' can't be

1


https://access.redhat.com/solutions/253273
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/securing_networks/assembly_using-secure-communications-between-two-systems-with-openssh_securing-networks#connecting-to-remote-machines-with-ssh-keys-using-ssh-agent_assembly_using-secure-communications-between-two-systems-with-openssh
https://docs.ansible.com/ansible/latest/reference_appendices/config.html
https://docs.ansible.com/ansible/latest/inventory_guide/intro_inventory.html
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/automating_system_administration_by_using_rhel_system_roles/assembly_preparing-a-control-node-and-managed-nodes-to-use-rhel-system-roles_automating-system-administration-by-using-rhel-system-roles#proc_preparing-a-control-node_assembly_preparing-a-control-node-and-managed-nodes-to-use-rhel-system-roles
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established.
ECDSA key fingerprint is
SHA256:9bZ33GJNODK3zbNhybokN/6Mq7hu3vpBXDrCxe7NAvo.

b. HiRRES, HiA yes #HiTiH#E :
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter out any that
are already installed

/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are prompted now it is
to install the new keys

c. HBIRTE, WABY :
ansible@managed-node-01.example.com's password: <password>

Number of key(s) added: 1

Now try logging into the machine, with: "ssh 'managed-node-01.example.com™
and check to make sure that only the key(s) you wanted were added.

d. B EEHT R IR T A R ALIE SSH i ¢

I [ansible@control-node]$ ssh managed-node-01.example.com whoami
ansible

4. “} ansible FA 7 6|#— sudo & :
a. £ visudo fr 50| FH R4 /etc/sudoers.d/ansible 3244 :

I [root@managed-node-01]# visudo /etc/sudoers.d/ansible

FEBHHASR T EA visudo FIIF AR, ZEARFREERNRE, MATATEHR, RiE
BREZX M,

b. 7£ /etc/sudoers.d/ansible S {4 HECE# & R E K H sudoers ZRE&, /40 :

e EJjansible B EFAR, LUEEHIA ansible F F 231 /5 LALL E 4, _EEAI A - F14E
Bz iTrra®S, 5EA

I ansible ALL=(ALL) ALL

e [ ansible AR TR, LUMEEAREIA ansible A - BEMIER FLUZEN EERA
FHHN B2 1TrrA RS, 1EER :

I ansible ALL=(ALL) NOPASSWD: ALL

S, RELREEZEERNERMNER., BX sudoers FKEEHIFIE, 1H5EE sudoers (5) F
Hﬂﬁo

1 R AT 2 1 R TR B T R RS -
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B2 & HEFIEHT RAZE T RUEMA RHEL RSiA R

[ansible@control-node]$ ansible all -m ping
BECOME password: <password>
managed-node-01.example.com | SUCCESS => {
"ansible_facts": {
"discovered_interpreter_python": "/usr/bin/python3"
b
"changed": false,
"ping": "pong"
}

B HSS S EF X4 HBRRE .

2. {#H Ansible command B EZE ¥ L2147 whoami TEXLIFHNAREETUEE T
E -

[ansible@control-node]$ ansible managed-node-01.example.com -m command -a
whoami
BECOME password: <password>

managed-node-01.example.com | CHANGED | rc=0 >>
root

SNREpHIRE root, NMEARET R LIEMMEE T sudo.

HhbrR
e 7 RHEL O b#&—N2HIT =

e sudoers (5) FM 7T

13
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28 3 = ANSIBLE VAULT

B, &8 playbook TBEMFATIL. AP BIAMEMIZEHRBBIBEREEZE XN, FILERFEHE
%%ﬁﬁ@%AmMe%ﬁ%ﬁ#¢ﬁE§éﬂ@,E%ﬁﬂ%ﬁﬁ%ﬁ#%&ﬁ%?ﬂﬂuﬁmmﬁﬁ
/A Ansible vault, EaILIINE., fB%. AEMFAEBRER. Si1TUaiE

® £ Ansible Playbook i AL &4

o FHMAZTE

o 4T playbook I {E NS R E X4

® Ansible AEHE XHTE

EALAMER Ansible vault REMEEBANTE, BIXMH, EER YAML XH ISR EE. &
&, LEEAUREMEFEERAZEGREH, HESHARARE, MEFLATFHRES.

BF

X BN SR INE PR AE(AES256) BT RN B AT R TP, HAPBEANREHBIEBEIEB T ME
MBBREIE, 15EE, X—BEARERAB=ZAERFTX,

T EMEEE, REEM Ansible TIH, U EBELEMFIEEMTEREEAMAESKBE RS, A
&, EAILMEA ansible-vault SRS SBURRTEM X4,

BRI ST

DTSSR RTEHAFN vault BiE, RE, ETF— 1M XHREHERRARESRNBBRTE,

# ansible-vault create vault.yml
New Vault password: <vault_password>
Confirm New Vault password: <vault_password>

BEEMERXH
DT SRTEHANARN vault B, RE, EETEMBHXXHHBRRE,

# ansible-vault view vault.yml
Vault password: <vault_password>
my_secret: "yJJvPghsiusmmPPZdnjndkdnYNDjdj782meUZcw"

SN BB
UTaSRTEHANEN vault B, RE, ERITHFEMBERNXHE, HEERRINGHESRERTHERDE

=
==Y

# ansible-vault edit vault.yml
Vault password: <vault_password>

nE A
LTRSS RTERH AR vault B, RE, ERMEBENERRMBEBISHE,

14



% 33 ANSIBLE VAULT

# ansible-vault encrypt vault.ymi

New Vault password: <vault_password>

Confirm New Vault password: <vault_password>
Encryption successful

fRE A X
DT SRAEHANEN vault B, RE, SRBBINERMNEXH.

# ansible-vault decrypt vault.ymi
Vault password: <vault_password>
Decryption successful

CL Y ooy AT
SRS RIEH AR vault B3, SABIRRH AH vault B,

# ansible-vault rekey vault.yml

Vault password: <vault_password>

New Vault password: <vault_password>

Confirm New Vault password: <vault_password>
Rekey successful

playbook 1 Ansible vault ZF £ ME AL A

- name: Create user accounts for all servers
hosts: managed-node-01.example.com
vars_files:

- vault.yml
tasks:
- name: Create user from vault.yml file
user:
name: "{{ username }}"
password: "{{ pwhash }}"

& 1E Ansible Playbook B vars_files &84 # {# FAZ2 £ (vault.yml) L4, FHEASERTEHEEK
e, AR, EFLUER ansible-playbook --ask-vault-pass % 45721T playbook, FFEhHI AL, =H
&, EA LSRR FESMXHS, FHEH ansible-playbook --vault-password-file
/path/to/my/vault-password-file #p 43217 playbook,

Hith BTR
e ansible-vault (1), ansible-playbook (1) man pages
® Ansible vault

® Ansible vault fx{E5EE
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25 4 Z RHEL #1#9 ANSIBLE IPMI &3k

4.1. RHEL_ MGMT &

HEETEASEEZOIPMNDE —AHIEMMIHSE, ARSEREEIEHZRBMC)H&EE. IPMIER T
RERMXEFEEEEAME, IPMIESRBRLT ™ AR

e rhel_mgmt Collection, ¥{4& %%} ansible-collection-redhat-rhel_mgmt.

® RHEL 8 AppStream, {EN#T ansible-collection-redhat-rhel_mgmt ¥({4+ S8 —EB 5,
rhel_mgmt S &FIRHELLT IPMI &3k

e ipmi_boot : BE5| L&/

e ipmi_power : 2R HIRERE
AT IPMI BRIV ESHEE :

e ipmi_boot S

BEats ik
name BMC B EMN £ IP Hitik
password 1 E BMC &S

bootdev ETRE| S ERARRE
* L%
* B
* R
*RE
RE

NN

=Ia 3T BMC AP 4

e ipmi_power 34§

BRATR 23U

name BMC E#1&Ek IP itk

16



%5 4 = RHEL #hfy ANSIBLE IPMI £kt

BEa ek
password E#E BMC &S
user #EEE BMC A%
RE RENFZE2ELFREHRE
*FF
* K
* KM
*EBE

W=y

4.2. {# A ipm_ooT &k

LU RBIER T 204172 playbook H {8 FH ipmi_boot kKN T REI FIXES| Fi% . N T HEN

BIER S Ansible #HI XN MR E EHNAERBIEMN, MMAEHIT playbook BIE—FEH EHATRER,

SeRF M
o MEMERIFIEEIT RMZE T R,
o LIAITERE EHLIZ1T playbook B FH F B SR EIEH T =,
o HAFEEIZTET RHIKFESE sudo HifR,
e ansible-collection-redhat-rhel_mgmt #4482 &%,

e python3-pyghmi {4 SR EFEIEH TR LEHZE T M.

o REYEHIEY IPMI BMC AT LAMIZHIT S RE XN (MIRFEHA localhost fENZEEH) il
M4, HER, HBMC ARREENENBESREINAR, EHURRER IPMIHUGET M

28k % BMC,

o EINAMAEHFIHR BMC BYEIL,

R
. QIS ELLTRER playbook X4, #l ~/playbook.yml :

- name: Set boot device to be used on next boot
hosts: managed-node-01.example.com
tasks:
- name: Ensure boot device is HD
redhat.rhel_mgmt.ipmi_boot:

user: <admin_user>
password: <password>
bootdev: hd

17
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2. 38IE playbook iE5% :
I $ ansible-playbook --syntax-check ~/playbook.yml

IR, XMNSSREIEEE, AR EEMNEE.

3. J&17 playbook :
I $ ansible-playbook ~/playbook.ymi
® ;Z4T playbook i, Ansible ;REBIEZh,

Hth

=

i

e /usr/share/ansible/collections/ansible_collections/redhat/rhel_mgmt/README.md file

4.3. {#F ipmi_POWER f& 1k

ARPIER T A0MAIFE playbook H{E M ipmi_boot G ERAREEF/H. N T RIFEN, =GR
5 Ansible #2HI EHANZE EHAERBIEN, MMAEHIT playbook BIE—EH EHATRER,

SeRFMH

o MEMFIFEHTRMRET R,

o LIAEZEEN LIZTT playbook BIF B K EIREITT =,

o AT EEIZET RBIKH EH sudo TR,

e ansible-collection-redhat-rhel_mgmt {4+ 8B &%,

e python3-pyghmi ¥ {4 B REELH T RLEHNZE

o @EE%JEI’JIPMIBMC ATLAMEZESIT R ZEEN (NRFEA localhost FAZEEMN) TilAl
gﬁ%ﬁﬁf HBMC HERRENINBESZEENAR, FENVERER IPMI PHGET R

o EINAMAEHIFSHIF BMC BIEIE

R
. QIEEELLTRER playbook X4, #0 ~/playbook.yml :

- name: Power management
hosts: managed-node-01.example.com
tasks:
- name: Ensure machine is powered on
redhat.rhel_mgmt.ipmi_power:

18



%5 4 = RHEL #hfy ANSIBLE IPMI £kt

user: <admin_user>
password: <password>
state: on

2. 3IE playbook iE3% :
I $ ansible-playbook --syntax-check ~/playbook.yml

HER, XPeRREIEEE, TAREHRMEENNEE.

® Z1T playbook if, Ansible s5&[@ true,

Hith BHR

e /usr/share/ansible/collections/ansible_collections/redhat/rhel_mgmt/README.md file
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£ 5 %3 RHEL $ 8 REDFISH &1k
AT B X &M Redfish i IN/E £ redhat.rhel_mgmt Ansible £ & —E84, @iT Redfish &k,
o] LMERIRAE HTTPS £5i#1 JSON R R IR S iR H e 1NE R, BIWMEEIRS SMNESEHE
TENEREEB1E,
5.1. REDFISH #& 1k

redhat.rhel_mgmt Ansible 52512t T Redfish &, LLZ#F Ansible over Redfish FRBIREHE
1, redhat.rhel_mgmt £4& I T ansible-collection-redhat-rhel_ mgmt ¥ 8k, BEREE, HS
[#fEF CLI %%& redhat.rhel_mgmt Collection,

LUF Redfish # & $E7E redhat.rhel_mgmt £& 7 :

1. redfish_info : redfish_info #0253 A X tfE Out-Of-Band (OOB)#EHIZRME R, MMRSGHE
B,

2. redfish_command : redfish_command #5147 Out-Of-Band (OOB)#% il 2&#& 1, MMBEE
EBENMAAEE, URBEIEREE, MRGEHF. FIMXL.

3. redfish_config: redfish_config #1147 OOB #£H%I231&/F, #IFEX OOB &K 1XE BIOS
%o

5.2. REDFISH &k &%
FF Redfish #BHp S IE :

redfish_info % : sk
baseuri (FF) - OOB #HIZRHIE A URI,
category (FF) - 12 OOB #Hl 2R LHUTHI R HIFIZR, BIME

i ["Systems"].

Lok (%) - 7£ OOB HHIF LHUTHHRBIIR,
username OOB 2 H A WILRI A F &,

password OOB #2188 H 2 K IER B 5,

redfish_command 2# : b

baseuri (BF]) - OOB #2HIZBFHIE A URI,

category (FF) - 12 OOB #Hl 28 LHUTHI R HIFIZR, BIME

i ["Systems"].

e (WE) - 72 OOB #2485 FHUTHMS S AR,
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%5 52 RHEL ##y REDFISH £

redfish_command 2# : b
username OOB #1288 H2 5 IER A - &,
password OOB #2188 2 KR B 5,

redfish_config S8 : Rk
baseuri (FF) - OOB #HIZRHIE A URI,
category (FF) - 12 OOB #Hl 2% EHUTHI R AIFIZR, BIME

i ["Systems"].

Lok (%) - 7£ OOB HHIF LHUTHHBTIR,
username OOB 2 H AW ILRI A F &,

password OOB #2188 2 K UER B 5,
bios_attributes HHH BIOS B,

5.3. {#F3 REDFISH_INFO &1}

el

LU RBIER 7 20472 playbook # 8 A redfish_info R RIRER CPU EHLMIE R, N T R HENL,
PIER S Ansible #HI XN MR E ETHNAERBIEMN, MMAEIT playbook BIE—EH EHATRER,

SeRF M
o MEHERAFEHTRMZE TR,
o LIAEZEEN LIZTT playbook BIF B K EIZREIT =,
o HAFEEIZTET RHIKFESE sudo HifR,
e ansible-collection-redhat-rhel_mgmt #4482 &%,
e python3-pyghmi 4 SR EFEEH T R LEHZE T Mo

e OOB #2815 REHER,

. QIEEELUTRER playbook X4, #0 ~/playbook.yml :

- name: Manage out-of-band controllers using Redfish APIs
hosts: managed-node-01.example.com
tasks:
- name: Get CPU inventory
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redhat.rhel_mgmt.redfish_info:
baseuri: "<URI/>"
username: "<username>"
password: "<password>"
category: Systems
command: GetCpulnventory
register: result

2. $IE playbook iE5% :
I $ ansible-playbook --syntax-check ~/playbook.yml
HER, XM eRREIEEE, TREFLEEREBERNERE.,
3. J&17 playbook :
I $ ansible-playbook ~/playbook.ymi

e Z4T playbook i, Ansible 1R[] CPU & HiF4H1E &,

Hth

=

i

e /usr/share/ansible/collections/ansible_collections/redhat/rhel_mgmt/README.md file

5.4. {§i F§ REDFISH_COMMAND &1k

LURRBIER T 90MAI1E playbook F{E A redfish_command R KT RS, H T HE LR, =EIER
5 Ansible #HI ENMNZEENERNEN, MMENIT playbook BIFE—E M LIFTEL,

SeRF M
o MEHERAFEHTRMZE T R,
o LIAEZEEN LIZTT playbook BIF B K EIZREIT =,
o HATFEEINZTET RMKSEA sudo FifR,
e ansible-collection-redhat-rhel_mgmt #4482 &%,
e python3-pyghmi {4 SR EFEIEH T RLEHZE T M.

e OOB #ZHI2R 15 REHER,

R
. QIEEELLTRER playbook X4, #0 ~/playbook.yml :

- name: Manage out-of-band controllers using Redfish APIs
hosts: managed-node-01.example.com
tasks:
- name: Power on system
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redhat.rhel_mgmt.redfish_command:
baseuri: "<URI/>"
username: "<username>"
password: "<password>"
category: Systems
command: PowerOn

2. $IE playbook iE5% :
I $ ansible-playbook --syntax-check ~/playbook.yml
HER, XM eRREIEEE, TREFLEEREBERNERE.,
3. J&17 playbook :
I $ ansible-playbook ~/playbook.ymi
o LT

Hth BHR

%5 52 RHEL ##y REDFISH £

e /usr/share/ansible/collections/ansible_collections/redhat/rhel_mgmt/README.md file

5.5. {§ FH REDFISH_CONFIG &1k

LT RABIER 7 40a7E playbook H {8 redfish_config # S RS ECE {8 UEFI 815, H T A #HiE
W, =EHERS Ansible #EHIENMZEENMERNEN, MTEHIT playbook BIE—EM _EHITELL,

SeRFMH
o MEHERAFEHTRMZE T R,
o LIAEZEEN LIZTT playbook BIF B R EIZREITT =,
o AT EEIZET RBIKH EH sudo TR,
e ansible-collection-redhat-rhel_mgmt {4+ 8B &%,
e python3-pyghmi H4 S REEIRH T R EHZE T .

e OOB #2315 REHER,

. QIEEELLTRER playbook X4, #0 ~/playbook.yml :

- name: Manages out-of-band controllers using Redfish APIs

hosts: managed-node-01.example.com
tasks:
- name: Set BootMode to UEFI
redhat.rhel_mgmt.redfish_config:

23
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baseuri: "<UR/>"
username: "<username>"
password: "<password>"
category: Systems
command: SetBiosAttributes
bios_attributes:
BootMode: Uefi

2. $IE playbook iE5% :
I $ ansible-playbook --syntax-check ~/playbook.yml
HER, XM eRREIEEE, TREFLEEREBERNERE.,
3. J&17 playbook :
I $ ansible-playbook ~/playbook.ymi
FE

o R4BIFENILEN UEFI,

Hith B

e /usr/share/ansible/collections/ansible_collections/redhat/rhel_mgmt/README.md file
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% 6 = 1 RHEL REiAEN RHEL RS EREEMKE AD

%5 6 &= {1 RHEL 25iA &R RHEL RS EESEKEI AD
{5 f ad_integration RZi AR, EALUERA Red Hat Ansible Automation Platform B#145 RHEL %43
SEEE K (AD) & K.
6.1. AD_INTEGRATION RHEL R A&
5/ ad_integration R4 AR, EAILUT RHEL R4 B % E Active Directory (AD).
ZABHERLUTAY :
e SSSD 5HRGMH IS HEIERRE

e realmd &N AT A/ AD 15, HEEBE/Z RHEL R5IRSS (TEARBIH N SSSD) i EHIfmE
AD 15

ad_integration AR THERRXEEMNEE(IMIMENERE AD EXHEE, FF IdM Ef
1%, &R ansible-freeipa A,

Hith BTIR
e /usr/share/ansible/roles/rhel-system-roles.ad_integration/README.md file

e /usr/share/doc/rhel-system-roles/ad_integration/ directory

e {HFH SSSD ¥ RHEL R4 EESHEREI AD

25
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287 Z FH RHEL RS ARIGEKIEP

EALER IEBRGAR X HHEEIES.

7.1. CERTIFICATE RHEL R4t
{# 8 certificate R A®, TETLUER Ansible Core BIE A FIEHT TLS 1 SSL #FH,

ZABMER certmonger fENIETIREE, BRIXFHAGMLEITBERIEDRER IdM E/KRIGETLY
(CA).

&I LS Ansible playbook FHILA T 25 UEHREi A6 EEEA :

certificate_wait
RIEETHSRENZEFELHBHLETD,
certificate_requests
kRRELXBFHEMNETRESE,
HibFiR
e /usr/share/ansible/roles/rhel-system-roles.certificate/README.md 3 {4

e /usr/share/doc/rhel-system-roles/certificate/ directory

7.2. {f A cerTIFIcATE RHEL R A B IERKFNBZE LIS
£/ certificate RFiAE, EEILIER Ansible Core XfBE%&ZIET,

Ithi 7218 A certmonger 124itE, 3@id getcert HIERILH,

SERFEH
o IREMERIFIESIT RMZTET &,
o LIAIERE EH EIZ1T playbook B9/ B K RIHEH 5 s,

o AT EEIRET MK EAE sudo HIR,

R
. QIEEELLTRER playbook X4, #l ~/playbook.yml :

- hosts: managed-node-01.example.com
roles:
- rhel-system-roles.certificate
vars:
certificate_requests:
- name: mycert
dns: "*.example.com"
ca: self-sign

e % name S X E NIEFBBIFERM, 20 mycert,
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e [ dns ZEXENIEPHEEMIE, W *.example.com,
e ¥ cas¥XKEN self-sign.,

EINER T, certmonger 7Tk #ART B sh LTk, EAILLEE Ansible playbook
B auto_renew SHIZE N no SREALLINEE,

2. $8IE playbook iE3% :
I $ ansible-playbook --syntax-check ~/playbook.yml
HER, XM eRREIEEE, TREFLEEREBERNERE,
3.

54T playbook :
I $ ansible-playbook ~/playbook.ymi
Heth BT

e /usr/share/ansible/roles/rhel-system-roles.certificate/README.md 3 {4

e /usr/share/doc/rhel-system-roles/certificate/ directory

7.3. {# [ cermiFicATE RHEL R4 A EM IDM CA 1EK—NFTIEH

FRIETRGAR, ERUEERFAEERIEDBIANE(CAR IdM BRS52:1, {#F anible-core k%4 %
. Wik, HfEA IdM R CA R, EalE8 A —Bit M REERIEHEEE.

It 28 A certmonger 1Z4it#F, FH@id getcert fpHiFEKIES,

SEREH
[ ]
BRI R ZE T =,
[ ]
a2 E M Li21T playbook B /1 &SR BIRHIT =,
[ ]
ATFEEDSZSET =ik 28 sudo R,
7

BB a S LI TAREM playbook X4, # ~/playbook.yml :
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- hosts: managed-node-01.example.com
roles:
- rhel-system-roles.certificate
vars:
certificate_requests:
- hame: mycert
dns: www.example.com
principal: HTTP/www.example.com@EXAMPLE.COM

ca: ipa
[}
£+ name SERENIEBHMEAIR, W mycert,
[}
5 dns SBEXE NIEH A EME, M www.example.com,
[}
¥ principal SEXE 1EE Kerberos 4k, 1M
HTTP/www.example.com@EXAMPLE.COM,
[}

¥ ca SEULED ipa.

EIERT, certmonger 2T IEHid HiAT B sh 2L TUES, EAILLAITTF Ansible
playbook ##J auto_renew SEIXEHN no kREEALLIhEE.

JE playbook 5%k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHERBENNEE,

’—

i&{T playbook :

$ ansible-playbook ~/playbook.yml

=
=
3

/usr/share/ansible/roles/rhel-system-roles.certificate/README.md 344
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/usr/share/doc/rhel-system-roles/certificate/ directory

7.4. EAIEP RHEL RS AREERIEBIAMHZ BEo TGRS

{8 certificate RZifafa, EaLUEMA Ansible Core X A KBHIFPRIEHITH S,

HUTRBIP, ERABERASN www.example.com X B EH AL ZIEBAIFIE httpd BRSS, RiE
BERIZERS.

SeRFMH
[}
R ESEFER T RHNIRE T <.
[}
L2 & M L2 1T playbook B F &SR BIRHIT =,
[}
AFEEIZET Rk 2%A sudo HBR,
SR
1.
BRI E S LI TAREM playbook X4, # ~/playbook.yml :
- hosts: managed-node-01.example.com
roles:
- rhel-system-roles.certificate
vars:
certificate_requests:
- hame: mycert
dns: www.example.com
ca: self-sign
run_before: systemctl stop httpd.service
run_after: systemctl start httpd.service
[}
£ name SEEEB NIEPRIARERATR, M mycert,
[}

5 dns SBEXE HIEH A EME, M www.example.com,
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1 ca SENENEERRL MBI CA, W BE A,

£ run_before SBUKBENEZ LA REATUE B2 I EHITH® S, M systemctl stop
httpd.service,

55 run_after SEXBHEZLHEIT IEBREEHIT , 0 systemctl start
httpd.service,

EIAERT, certmonger RTEIEHidHiaT B ZHEATIES, &I LLETIF Ansible
playbook ##J auto_renew SEIXEHN no SkREALIhEE.

: JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi
HAR, XTSRRI E, FREERMEERNEKE,
3.

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

HiBR
[ ]

/usr/share/ansible/roles/rhel-system-roles.certificate/README.md 34

/usr/share/doc/rhel-system-roles/certificate/ directory



25 8 E ¥ RHEL REiAA AL MEE WEB =HI&

25 8 = {ff RHEL REifa a2 MECE WEB #£5l5

{8 cockpit RHEL RZifafa, EalLIE RGP RENERE Web £HI5.

8.1. COCKPIT RHEL %Zifafa

RIS cockpit REifAGBATMENER Web #2514, MM Web JI5SE®R RHEL 45

8.2. {#ifl COCKPIT RHEL %5 faZeit WEB #2414

IERILAE A cockpit RGIABREIHS A RHEL web ##15.

BAERT, RHEL web #HISGHABERIER. N TREREN, EALUEERASIERIANMSLH
BYIEH,

EABIh, ERILMER cockpit RoTARE :

%3 RHEL web 12415,

FUF web RIS ER firewalld,

5 web #HIEXE N ipa trusted IEBHUAZHEMIES, mMAERABZERAIET.

& web 2HIGENERBE im0 9050,

EARIE playbook Hifif firewall =% certificate R5: A & ERRh MBS BB IE
F. cockpit RS RIERZERSIFHAEN.

FoRFM
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BRI R E T =,
L2 & EH L2 1T playbook B9/ &SR BIHRHIT =,

AT EERRET Bk 2A sudo HBR,

BB E S LI TAREM playbook X4, # ~/playbook.yml :

- name: Manage the RHEL web console
hosts: managed-node-01.example.com
tasks:

- name: Install RHEL web console

ansible.builtin.include_role:
name: rhel-system-roles.cockpit

vars:
cockpit_packages: default
cockpit_port:9050
cockpit_manage_selinux: true
cockpit_manage_firewall: true
cockpit_certificates:

- name: /etc/cockpit/ws-certs.d/01-certificate
dns: ['localhost’, 'www.example.com']
ca:ipa
group: cockpit-ws

JE playbook 5%k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEER, FRIEHERBENNEE,

7—

i&1T playbook :

$ ansible-playbook ~/playbook.yml

=
o
B
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/ust/share/ansible/roles/rhel-system-roles.cockpit’README.md file

/usr/share/doc/rhel-system-roles/cockpit directory

{5 RHEL R4ifa faigkik4.,
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28 9 & A RHEL REifa faikiE B LN kg

YENERRG, fERILU{EEMA crypto_policies RHEL ki fatkik H —Buith{sif Ansible Core {48 fE
TZAFRBRSHEE B E N RIg,

9.1. {8l CRYPTO_POLICIES RHEL %%ifa Rk A & Ui

& eI LU crypto_policies REiA M A —1H T AR BEXENZE T =

FRFM

FEAESHFERHT RHNRET <.

LI 2 &E £ L2197 playbook B /7 &SR BIRHIT =,

AT EEIRET Bk 2A sudo HBR,

L

BB E S LI TAREM playbook X4, # ~/playbook.yml :

- nhame: Configure crypto policies
hosts: managed-node-01.example.com
tasks:
- name: Configure crypto policies
ansible.builtin.include_role:
name: rhel-system-roles.crypto_policies
vars:
- crypto_policies_policy: FUTURE
- crypto_policies_reboot_ok: true

ROl LS FUTURE (EE NS NE RIS, 10 : DEFAULT. LEGACY 1
FIPS:OSPP,

crypto_policies_reboot_ok: true KESSHREAERS AR ESINERIBEER.
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55 9 & 1/ RHEL R5ifs k& B & UINEE5Rig
KF playbook 1Ek :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XA REIEEER, FRELEHERBERNEE.

i&{T playbook :

I $ ansible-playbook ~/playbook.yml

T

H
=

B FIPS:OSPP 34536 H 00 F3RB& 2 = %l FA iR A (CC) A TR RN B Bk
H—FRE, FUEEXBECERESTAATHEAEY, Hlm, EEERAE 3072
fiI. %i4H9 SSH EEHILA TLS 4H5EM RSA #l DH %41, i%& FIPS:OSPP th&
BH1E3% 3 Red Hat Content Delivery Network (CDN)45#4, 4, #EIET
Active Directory (AD)(ERZI{&FH FIPS:OSPP. {1 FIPS:0OSPP 1 AD 1=
RHEL F#Hlz a#T8E, sHEELE AD K s TaHRit.,

AR, BT FIPS:0SPP % FkItE, ZERGEREM. & RHEL R5:
A CC hfEMME—IEf A AR L% cc-config &, BXIAIE RHEL hRA. Kk
&R KA BRESFRESEKAMA(NIAP) it LIEER CC I5mmsXk, HS
4 & FAE AR Sh HIBUR PR AE TR 2R S
%=, https://access.redhat.com/articles/compliance_activities_and_gov_standa
rds#common-criteria-1

ERRT R LE, BIES—4 playbook, N verify_playbook.yml :

- name: Verification
hosts: managed-node-01.example.com
tasks:
- name: Verify active crypto policy
ansible.builtin.include_role:
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name: rhel-system-roles.crypto_policies
- debug:
var: crypto_policies_active

JHE playbook &3k :

I $ ansible-playbook --syntax-check ~/verify_playbook.ymi

3.

i&{T playbook :

$ ansible-playbook ~/verify_playbook.yml

TASK [debug] *hkkkhkkkkhkkhkkhkkkhkkhkkhkkkkhkkhkkhkhkhkkk

ok: [host] => {

"crypto_policies_active": "FUTURE"
}
crypto_policies_active Z2 R RZE T R _EHEKHITREE,
Hith BHIR

[ ]

/usr/share/ansible/roles/rhel-system-roles.crypto_policies/README.md file
[ ]

/usr/share/doc/rhel-system-roles/crypto_policies/ directory
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25 10 = {#f RHEL R4ifafafidi& FIREWALLD

&L firewall RHEL RGifafa—RMEEZ N EF - in LACE firewalld RS E, XNMERA
==

RUERAEREARENEO,

SmATHMN firewalld SHUREE—N A,

EIEHT = Ei21T firewall fAfafg, RHEL REiAGBXIE firewalld SN ABISZE T =, FEH
TEEERRFARE.

10.1. FIREWALL RHEL RZAEaFE N
RHEL &5iff5 2 Ansible B3t AEEMN—HRANR., LLRAS Ansible Bzt TE—E24t T —

BMECESRE, FrEEES IR,

RHEL XZifafa# i rhel-system-roles.firewall A2 27 firewalld BRSS9 B FIECEMSI AR, rhel-
system-roles B8 51X1 RHEL R5ifafa, LIRSEH,

EUEDEARE—IHNZS PRGN firewalld 3, 1E7E playbook H A firewall RHEL &%t
AL E, playbook 2—NHZENMNURTFIEN YAML BRA%HEM play B513K.

IR LAE TS O SR E UERE Ansible SRECERN—HRS,

£ firewall fAfa, EOILIEE TS AR/ firewalld S8, HI40 -

R AVFIRLEBURE B RIARSS .

Bl B EFYHmORE,

37



Red Hat Enterprise Linux 9 f§fl RHEL REGifIfaHIIML R ER

X Bk O ik OSE FEIRER A,

=
=
B

/usr/share/ansible/roles/rhel-system-roles.firewall/README.md 3 #

/usr/share/doc/rhel-system-roles/firewall/ B3

{5/ playbook

AMrTHE R B

10.2. {1/ FIREWALL RHEL XZifafaEi& FIREWALLD % &

{85/ firewall RHEL &Zifafa, #EAILUF firewalld KB EEB HERIARE. MEEF
previous:replaced ZH A E5XKh, RHEL RZifAGAMBrRAaIA R e N%E, HiT
firewalld E& NEIA(H, MR previous:replaced S8 5 Hh ik BEIHE A, N firewall ABARENA
WixiEaMERF A A % E,

1£ Ansible #2H17 m LTS TR,

SEREH
[ ]
BRI R ZE T =
[ ]
LI 2 & EH L2 1T playbook B/ &SR BIRHIT =,
[ ]
AFEEDSZET =ik~ 28 sudo R,
3

BB a S LI TAREM playbook X4, # ~/playbook.yml :
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- name: Reset firewalld example
hosts: managed-node-01.example.com
tasks:
- name: Reset firewalld
ansible.builtin.include_role:
name: rhel-system-roles.firewall
vars:
firewall:
- previous: replaced

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHERBENNEE,

i&{T playbook :

I $ ansible-playbook ~/playbook.yml

EZETRLE root AP BHEITX S, UREMERXSE :

# firewall-cmd --list-all-zones

=
=
3

/usr/share/ansible/roles/rhel-system-roles.firewall/README.md 3 #

/usr/share/doc/rhel-system-roles/firewall/ B3

10.3. {@f FIREWALL RHEL ®Zifafa, 5 FIREWALLD di{E A w2 M — Al O £ BIFEN A
Thig O

1/ firewall s, EATLLEEACE firewalld S8, FHNIZMZETHAL
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1£ Ansible #2H177 m LTS TR,

FRFH

FEEAESFERHT RHNRET <.

L2 & EH L2197 playbook B F &SR BIRHIT =,

AT EEIRET Bk 28 sudo HBR,

$IR
1.
BB a S LI TAREM playbook X4, # ~/playbook.yml :
- name: Configure firewalld
hosts: managed-node-01.example.com
tasks:
- name: Forward incoming traffic on port 8080 to 443
ansible.builtin.include_role:
name: rhel-system-roles.firewall
vars:
firewall:
- { forward_port: 8080/tcp;443;, state: enabled, runtime: true, permanent: true }
2.
ZE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi
HAR, XS REIEEE, FREERMEAERNEKE,
3.
i&1T playbook :
I $ ansible-playbook ~/playbook.yml
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[}
EZE TN LER firewalld i%& :
I # firewall-cmd --list-forward-ports
Hfh BR
[}
/usr/share/ansible/roles/rhel-system-roles.firewall/README.md 3 #
[}

/usr/share/doc/rhel-system-roles/firewall/ B3

10.4. {8/ FIREWALL RHEL R5ifa a5 FIREWALLD shiimO

XA LUEA firewall RHEL REiA 9 ARREER M G iT AR ARO, HEFEEEER
BERE. fi, ELRERIAXSE, LUStiF HTTPS IRFSHEARE.

1£ Ansible #2H177 m LTS IR,

SEREH
[ ]
e R R ZE T =,
[ ]
L2 & M L2 1T playbook B/ &SR BIRHIT =,
[ ]
ATFEEISZSET =ik 28 sudo R,
L

BB E S LU TAREM playbook X4, # ~/playbook.yml :

- name: Configure firewalld
hosts: managed-node-01.example.com
tasks:
- name: Allow incoming HTTPS traffic to the local host
ansible.builtin.include_role:
name: rhel-system-roles.firewall
vars:
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firewall:

- port: 443/tcp
service: http
state: enabled
runtime: true
permanent: true

permanent: true E A X BEHEE S ERIFFZ.

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHRBENNEE,

i&{T playbook :
I $ ansible-playbook ~/playbook.yml

EZET AL, Bit5 HTTPS IRSS KB 443/tcp I OAREEITH -

# firewall-cmd --list-ports
443/tcp

=
o
B

/usr/share/ansible/roles/rhel-system-roles.firewal/README.md 3 #

/usr/share/doc/rhel-system-roles/firewall/ B3

10.5. f#f FIREWALL RHEL }R5ifafafici& FIREWALLD DMZ [Xig

ERRGERR, EaILMEA firewall RHEL R4 enpl1s0 # 0O LEE dmz XK, LIAFEIX
B HTTPS &, XH, EalLUibAE8E 7 UimEe web RS 25.
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%5 10 = {Ff RHEL REiAfEE FIREWALLD
1£ Ansible #&l7 m EHUTIL S TR,

FRFH

BRI R ZE T =,
L2 & EH L2197 playbook B F &SR BIRHIT =,

AT EEIRET Bk 28 sudo HBR,

L

BB a S LI TAREM playbook X4, # ~/playbook.yml :

- name: Configure firewalld
hosts: managed-node-01.example.com
tasks:
- name: Creating a DMZ with access to HTTPS port and masquerading for hosts in
DMZ
ansible.builtin.include_role:
name: rhel-system-roles.firewall
vars:
firewall:
- zone: dmz
interface: enp1s0
service: https
state: enabled
runtime: true
permanent: true

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHRBENNEE,

S,

N\

T playbook :

N
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I $ ansible-playbook ~/playbook.yml

EZETRE, HEXT dmz KEFEER -

# firewall-cmd --zone=dmz --list-all
dmz (active)
target: default
icmp-block-inversion: no
interfaces: enp1s0
sources:
services: https ssh
ports:
protocols:
forward: no
masquerade: no
forward-ports:
source-ports:
icmp-blocks:

=
o
B

/usr/share/ansible/roles/rhel-system-roles.firewall/README.md 3 #

/usr/share/doc/rhel-system-roles/firewall/ B3
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£ NE{§HRHEL RS AGRE S o AER
2% 11 = {1 RHEL RGiAatEkE S ol AtEER

@it ha_cluster RZifafa, ETLIEBEMNEE{EH Pacemaker s TS REHENSTHLSE
.

11.1. HA_CLUSTER RHEL %Al &

1£ ha_cluster %%ififa playbook #1, EalLIMRIEEHBENE R e AMERE LT E,

Ea] LU ha_cluster REIABIZBENTEMT :

ha_cluster_enable_repos

B BEEENARERE, ZEHEESS ha_cluster REABRMENHAE, BT EHEEN
true I, BRIMAN, BpF7ESAEERR R MNFRY B8 RHEL #1 RHEL High Availability
Add-On T, BNRGA BRI

ha_cluster_enable_repos_resilient_storage

(RHEL 9.4 REEMA)— M /Rilrs, eRhiFrasitERganEeEE, M dim =%
gfs2, EFILETEMN, ha_cluster_enable_repos &4k true, ILZEEMBIAEN false,

ha_cluster_manage_firewall

(RHEL 9.2 REEhA)— M /RElrE, FATARE ha_cluster RGiABEEEEEh AN, 4
ha_cluster_manage_firewall %77 true I, Bh:AsEEa MRS fMfence-virt in OS5 M. X
ha_cluster_manage_firewall %) false i, ha_cluster RS A R EIEH AN, MBEMRGIER
14T firewalld iRSS, NIATE playbook HfHiZESE%E N true,

R oI LA{#F ha_cluster_manage_firewall SBCRZAMEGRO, BEEEFERZSBMBR®O. ZH
Brim0, EEEMERA firewall RS,

M RHEL 9.2 i, BhXkEFABR#EIAEE, HENB{UE ha_cluster_manage_firewall #i% 5
true N ¥ H{TECE,

ha_cluster_manage_selinux

(RHEL 9.2 BRESIRA)— Mo /R{Elr&, BATRE ha_cluster REABEEHHA selinux R5ifA
BEBETH A ESTHAYRSMNEHRO. X4 ha_cluster_manage_selinux ¥4 true B, BFBhAE
= o] AR SSMER O 5 SELinux i EHY cluster_port_t #8%EK, 24 ha_cluster_manage_selinux
&N false i, ha_cluster RGiABFERE SELinux,
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NREHRGEIETZELT selinux BRSS, NHAFIFE playbook i SHULE N true. B AXGEECE
ZEH SELinux MFERFEH. MBEELREMXE, NEE SELinux KRBT,

Ea] LA ha_cluster_manage_selinux SERMNER, BELEERIZSBUMERRIE, ZHER
%mﬁ %Eﬁﬁfﬁ selinux %Jhﬁ@-o

ha_cluster_cluster_present

Hm/REE, MREH true, MSIRBEFREABHDTE, RESSEINLEE HA £5f.
playbook % H1EE HFAZ AR FRFEMEHREERN EX.

IR ha_cluster_cluster_present %77 false, N&SMBRENHMERAA HA £EHECE,

W EMEKIAEN true,

LUFR#I playbook MiER T nodel 1 node2 LR ERACE

- hosts: node1 node2
vars:
ha_cluster_cluster_present: false

roles:
- rhel-system-roles.ha_cluster

ha_cluster_start_on_boot

fE RS REHIRSEE NS N EA/RERS. Z2MEINMED true,
ha_cluster_fence_agent_packages

ERENEEABRGaTER. LEEREKINEDS fence-agents-all, fence-virt,
ha_cluster_extra_packages

BEREMEMBRGSIR. KEEMEIAER no packages,

HEETATREAGKASRENEMEKAGT, MAESHRCE,

A REEREBRENXANIIRNK G, B2, ha_cluster_fence_agent_packages A TIEE
fREAENEENARTE, RLEKAESHES.
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ha_cluster_hacluster_password

}55E hacluster AP NBEIEMFRR(E. hacluster AP EHBAZLUIRIBBR, R B
1, vault 2INEEN, WA Ansible Vault INBAZA Prmk, HGEABBEME, SIEELTE,

ha_cluster_hacluster_qdevice_password

(RHEL 9.3 R EShRA)IEEMFILEM hacluster B BHEMNFERFREE. RAHE
ha_cluster_quorum SH#EECE HEARXE net WfpEIZE, BHEH X% L hacluster HFHNEES
ha_cluster_hacluster_password Z8i5EM hacluster A MEBEARN, FEELS
. hacluster AP AHEEBHERAZLUIANR, HETFBUIERSIRE, vault RINFEE, MEMA Ansible
Vault INERZA Famd. WEDEERIME

ha_cluster_corosync_key_src

Corosync authkey X#HEER, T2 Corosync BENBHRIFMMEBERH, mAUBRIUESE
M EHBA— 1 ME—M authkey 6. ZHAN Y 256 717 IBEHL R,

MPEANZERE—NBH, WEIERER vault MBEHEH, W /A Ansible Vault INZEARZE &
Pk,

MREAEERY, NEATRLEFENEY. MRTXBERNEY, -0 RNEH
REALBHEMY R, LERAT <BAERNEY. MRV EBEAERY, WRER—THNE
B, HFREI BT

MR EETHTE, NRRXNHEEIM ha_cluster_regenerate_keys.

W EEAES null,

ha_cluster_pacemaker_key_src

Pacemaker authkey X#FHIEEE, ©=2 Pacemaker @SB MR UEAMBEEH, mIBIUEXT
BANERHESBE 1 M—8 authkey {H, BHRNN 256 F 1T HIBEHLEUE.

MPHNZERE-NBH, WEIERER vault MBEHH, W /A Ansible Vault INERZE &
Pk,

MFRBRERY], NEAT R LEFENBEY, MRV EEHERNET, -1 _eBy
FHEDLZBHMT R, DUERET RBEHERNEY. ORTRBEREEY, WHER—THNE
B, R ARV -’—"-
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MR EETHTE, NREXNHEEIM ha_cluster_regenerate_keys.

A EBIEGAED null,

ha_cluster_fence_virt_key_src

fence-virt =% fence-xvm FilHEZFHAHHIER, ©= fence-virt = fence-xvm [RE R EBLUF R
TANAIE,

mEHHTERE—NEE, WEIEGSER vault INBEEH, @0 48 Ansible Vault INEARZA h
Ak,

MREBFEEEH, NFEAT R ELEFENEH. MR CEEMHERNEH, N—1NEH
PHELLDNEHMBT R, UMERET RBEHRNEH. R BEEEH, WER—INHNE
B, FFRHS LB -’—"- MR ha_cluster REABLLXFARER —NFEH, MESXFHEHSH
BI5 R4 hypervisor , LIA{REEEIEE T,

MREETHTE, NRRXNHEEIM ha_cluster_regenerate_keys.

A EBIEAED null,

ha_cluster_pcsd_public_key_srcr, ha_cluster_pcsd_private_key_src

pcsd TLS iEBHIFHANEE, MRKBHHE, WEAT R LEFAIERBEHN. MREFIES
BN, MR — P REHRET B,

MPHWZERRE T HPAME, WEIERER vault IMBEHH, W /A Ansible Vault INEAZE &
[P

MR EE T XELE, NF2ZEIIER AN ha_cluster_regenerate_keys.

X ERNEIAE N null,

ha_cluster_pcsd_certificates
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(RHEL 9.2 BRESIRA)FERIEHRE A BUE—A pcsd FAFHAMIUES,

MRERRGHAMEA pesd RPAMIERERE, NETLUERUTHHARZ—MIRE] -

[ ]
®i& ha_cluster_pcsd_certificates ¥ &, H#&iXi& ha_cluster_pcsd_certificates 2%
i, IEPRGABRRENIER, BS) pesd SIEMAMIES,
[ ]

AZEiXE ha_cluster_pcsd_public_key_src. ha_cluster_pcsd_private_key_src =%
ha_cluster_pcsd_certificates £, MRPEEHFEEXLELE, N ha_cluster REiA BT
85/ pcsd A& BJE pesd iEH, ha_cluster_pcsd_certificates BIfE#I%E HEE
certificate_requests BJ{&, #0 certificate REiARPIEEN, BXIEHRGABKNESEF
8, #ESHM&A RHEL REAGAIFEKRIES.

LUF#EEEETEMA T ha_cluster_pcesd_certificate 25 2MIfE -

[}
BRIEFEA IPA FHERGIMA IPA B, BSNHUEPRGABRKABAZGIET. EXFER
T, B4R E RHEL REAB L TXZANGHELE. REGARFIREEREX
[P
[}
L IR%iE ha_cluster_pcsd_certificates ZZ &N, FEXE
ha_cluster_pcsd_public_key_src #l ha_cluster_pcsd_private_key_src £,
[}
L IR%iE ha_cluster_pcsd_certificates Z &, IiEH- BN 2K
ha_cluster_regenerate_keys,
2 EHEMEN (1.

AXRESTHYERPORE TLS IEBMEFXHR ha_cluster REifa 2 playbook =fl, #HES
Jya ol AR EOIE pesd TLS iEHMBHSH.

ha_cluster_regenerate_keys

B/REE, 2% true i, REFMEBFEMRTHZEAN TLS iEH. EXEFERBHMIES
MEZ{ER, 153 ha_cluster_corosync_key src. ha_cluster_pacemaker_key src
ha_cluster_fence_virt_key_src. ha_cluster_pcsd_public_key_src
flha_cluster_pcsd_private_key_src ZF 2k,
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A EHIBEIAED false.
ECEMTIRMT -

ha_cluster_pcs_permission_list
ez

BB pcsd EHEMNDER, &R
[ ]
type - I/ =X 4

[ ]
name - AP HATR

allow_list - X5 E KA P FHH S VFBIERF -

[e]
read - EERFREMILE

write - {EUEERHE, TR ACL B4+

[o]
grant - {ESUERERA ACL

full - XHRBFERBIVIF, SIEAMAMERT R, LR VTR BEHMIUES

ha_cluster_pcs_permission_list 2845 R HEIMENT :

ha_cluster_pcs_permission_list:

- type: group
name: hacluster

allow_list:
- grant
- read
- write

ha_cluster_cluster_name

EHIEM, XR—NFHSHME, BAEH my-cluster,

ha_cluster_transport

50



P 11%E FH RHEL RStk EB s A ER

(RHEL 9.1 REEIREK) RERR A X, EEAXIZERENTENT :

type (FIi%) - {558 : knet, udp, =% udpu, udp #l udpu FHRR AT H—EE
. XF udp fl udpu, WRAZEANE, HRIEE, NBKIAN knet.

options (/i) - A EFHNETR “BFR-EH"BFHRIIK,

links (®[i%) - “BFR-{E"HFHTIER, F1 name-value FHIIXPIZZTHT 4
Corosync MR, BIUENENERLE linknumber {6, B, B—rllFIREER
INDECAE— N, BTN DEAE AR, LULRHE,

compression (Alik) - BCEZHiIELM name-value FHHIRKR, {3H knet {£5Hi2%
ﬁo

crypto (%) - BeEEHINEM name-value F#FIXR, BRIMER TEAMNSE, (X
¥ knet fZHi 258y,

AXRATFIETIHR, EEE pes -h cluster setup FEBITI pcs(8) man page ) cluster 84
Rl setup ik, BXEIFMBHE, EEE corosync.conf(5) man page,

ha_cluster_transport ZZ2ME5HINT :

ha_cluster_transport:
type: knet
options:
- name: option1_name
value: option1_value
- hame: option2_name
value: option2_value
links:
- name: option1_name
value: option1_value
- hame: option2_name
value: option2_value
- name: option1_name
value: option1_value
- nhame: option2_name
value: option2_value
compression:
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- name: option1_name
value: option1_value
- hame: option2_name
value: option2_value
crypto:
- name: option1_name
value: option1_value
- hame: option2_name
value: option2_value

AXRE LA AR ha_cluster 25 & playbook =, HEHE =0 AtEEHPEE
Corosync fA.

ha_cluster_totem

(RHEL 9.1 X EShiRk4) Edi& Corosync totem, HBXAIVFHLETSIZ, HEE pes -h cluster
setup #EBh 1% pcs(8) man page B cluster F4 Y setup ik, FXHIEMAUEH, HEEF
corosync.conf(5) man page.

ha_cluster_totem ZLE2M%5FIINTF -

ha_cluster_totem:
options:
- nhame: option1_name
value: option1_value
- hame: option2_name
value: option2_value

B XBLE Corosync totem B ha_cluster k5 fi & playbook ~fil, FSHE =0l AEEE PR
i& Corosync fH,

ha_cluster_quorum

(RHEL 9.1 REERF) EEREH . ETLUVERHEEEUTHA :

options (%) - BEEMMEMNBAFF-EFHRIFIR, SRITFAED
£ : auto_tie_breaker. last_man_standing. last_man_standing_window #1
wait_for_all, BXMEFLETNI¥NE, HEE votequorum(5)F M il,

device (7Ii&) - (RHEL 9.2 RESMRA)FEHEE N EAPHLE, RABERT, &
EAPHERE,

model (%) - BEMBZFES, (ZZHF net
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model_options (7[i%) - RREREFFE ZFHSHNEH-[HFHNTIR, FTFRS
net, EWJIIEE host Hl algorithm 1,

{1 pcs-address T EFEERl qnetd EHMEE X pesd HbhtflimO, MR
FEBREEXNEN, ARKRFEED 6 ENENA pesd @m0,

generic_options (A3%) - REFE TR SHAFROHE TG B FhE X A ETR51
%0

heuristics_options (%) - EBEHEixEE AN ATR-EHFHRETIR,

AR hEFZ LTINS, EEE corosync-qdevice(8)FM T, @AETH
sync_timeout 1 timeout, HXE S net i1, FHEEF quorum.device.net o, HX
BRXET, EEE quorum.device.heuristics &4

ESFERMAE LS TLS ik, 15 ha_cluster_regenerate_keys ZFEiXiE N
true,

ha_cluster_quorum ZEMEEHINT :

ha_cluster_quorum:
options:
- name: option1_name
value: option1_value
- hame: option2_name
value: option2_value
device:
model: string
model_options:
- name: option1_name
value: option1_value
- hame: option2_name
value: option2_value
generic_options:
- name: option1_name
value: option1_value
- nhame: option2_name
value: option2_value
heuristics_options:
- name: option1_name
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value: option1_value
- hame: option2_name
value: option2_value

BXARBEEEHEMN ha_cluster REi A& playbook =, HEHE =0 AMEEHPEE
Corosync i, AXERAMEH L SEBEERMN ha_cluster 25 & playbook =, ESFIEEA
X REm o AR

ha_cluster_sbd_enabled

(RHEL 9.1 MIEEIRA) — P R/RMERD, BREEHEETLEM SBD TifEEHH, LTS
BIBKIA(E N false,

AX5H SBD M ha_cluster R5ififa playbook =fl, iEZ A SBD T mfEEEES A Atk
£

ha_cluster_sbd_options

(RHEL 9.1 RESHRA) #57E SBD A% name-value FH5IK, ZRHHETEIE -

delay-start - 2XiA°4 no

startmode - X1\ 5 always

timeout-action - EXi\#y flush,reboot

watchdog-timeout - 2iA )y 5

BXRXERTINIFERE, 1HS5% sbd(8)F M+ A Configuration via environment &8

H%A{E SBD 7 ha_cluster YA playbook =fl, #SHEM SBD 1/ AEERESH

FAMERE.

{85/ SBD i, #&EalLikEME A hE4 77 RACE watchdog 1 SBD % #. BXEBEHRX
#+EeiE watchdog #1 SBD & &MI¥lE, ESEHN ha_cluster REiARIEEFEH,
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ha_cluster_cluster_properties

Pacemaker £EEEHEENRREMRIIR, (CHEF—HEHEN.
—HEHEMLHMT

ha_cluster_cluster_properties:
- attrs:
- hame: property1_name
value: property1_value
- hame: property2_name
value: property2_value

RABART, TEEmEE.

LLUFR#I playbook ESEE = nodel 1 node2 H1%E#%, FiXi& stonith-enabled 1 no-quorum-
policy 8t EH.

- hosts: node1 node2

vars:
ha_cluster_cluster_name: my-new-cluster

ha_cluster_hacluster_password: password
ha_cluster_cluster_properties:

- attrs:
- name: stonith-enabled

value: 'true’
- hame: no-quorum-policy
value: stop

roles:
- rhel-system-roles.ha_cluster

ha_cluster_node_options

(RHEL 9.4 RESRA) T EE X EHFRKE, BiIREH T RMR. BHEET RKEx
i, BFRTEEHRERNT R, EelLUERE K playbook Y hosts SEUE EHMEEHN T =,

EEAZXNZERENTANT :

node_name (#%4E) - £ Pacemaker 17 BT SRR,

attributes (A3%) - 17 =M Pacemaker T mEMESHIER. Bil, FXZXFENTAN
il
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ha_cluster_node_options ZL&ME5FIINT -

ha_cluster_node_options:
- node_name: node1
attributes:
- attrs:
- name: attributel
value: value1_node1
- name: attribute2
value: value2_node1
- node_name: node2
attributes:
- attrs:
- name: attributel
value: value1_node2
- name: attribute2
value: value2_node2

BAERT, BAEELT %,

AXEET RETEEM ha_cluster RZifi s playbook =, iEZHEHA T AEMREES A
YR,

ha_cluster_resource_primitives

W EE ARSI ABRER pacemaker iR, SIEREFIR. EaILUYEAFIRACE L T
B :

id (&%) - B\ ID,

agent (&%) - WiRSKFEEAEKNET, M ocf:pacemaker:Dummy =K
stonith:fence_xvm, X}F STONITH V¥, #Zi{55E stonith:, X FHGRAE, aILMfERE
%%, W Dummy, AR ocf:pacemaker:Dummy, {HE, MBERETZ/IEAHRER
HHRE, NAGRREY, BAeSEERENGEAFME, @Eit, BIUEEREERRE
e 24,

instance_attrs (/i) - BHRELHIREHESTIR. B, AXF—1ES. BHEH
WEHAE, UREf2EHN, XBRTHRLZREENCE,
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meta_attrs (k) - FWENTEHESIIER. Hil, REFE—1EE.

copy_operations_from_agent (") - (RHEL 9.3 REFIRA)KBERBEESNE
EEREE U BAKE, MW interval #l timeout, NEFEREHITT L. MBHTELNH
true, NXESFBENHSRRFERE. &N, £ECHNEKIAMENBRIER, MRESEH
ha_cluster_resource_operation_defaults fi 2828 £ 0 TR E LK IREEBRKE, NEaTLL

FHEN false, HZEEMEIAET true.

operations (FIik) - FiRERMESIXR,

action (&) - pacemaker LAK FHRSREAEE L HIIRE,

attrs (&) - BIFET, BAIEDMEE—ED,

f£f ha_cluster REiABEBENIHGEREE YHEEHMT -

- id: resource-id
agent: resource-agent
instance_attrs:
- attrs:
- name: attribute1_name
value: attribute1_value
- name: attribute2_name
value: attribute2_value
meta_attrs:
- attrs:
- name: meta_attribute1_name
value: meta_attribute1_value
- name: meta_attribute2_name
value: meta_attribute2_value
copy_operations_from_agent: bool
operations:
- action: operationi-action
attrs:
- hame: operationi_attribute1_name
value: operation1_attribute1_value
- name: operationi_attribute2_name
value: operation1_attribute2_value
- action: operation2-action
attrs:
- hame: operation2_attribute1_name
value: operation2_attribute1_value
- hame: operation2_attribute2_name
value: operation2_attribute2_value
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AR TARE MR,

AXaE8ERACEM ha_cluster 25 f& playbook =, iH& i AREMGREES o At
£

ha_cluster_resource_groups

W EE ARSI A BRER pacemaker R4, EalLl SN FEREARBELL TUH :

id (&) -4/ ID.

resources (WAFE) - ANFKRIIER.S/NFRETH ID5IA, FRVHIE
ha_cluster_resource_primitives ZEHE X, BHHEDFIH—PHFIR,

meta_attrs (®[ik) - AMTEHEESSIR. B, RZF—1EE.

{#/ ha_cluster 25 2 EciE M FTIRA E X MSHEMT -

ha_cluster_resource_groups:
- id: group-id
resource_ids:
- resourcel-id
- resource2-id
meta_attrs:

- attrs:
- hame: group_meta_attribute1_name

value: group_meta_attribute1_value
- hame: group_meta_attribute2_name
value: group_meta_attribute2_value

RAERT, T SUERIBRA,

AXa8KRHAREMN ha_cluster Z5ifa & playbook =l , H&lEAREMFREE = H
YR,

ha_cluster_resource_clones

58


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html-single/automating_system_administration_by_using_rhel_system_roles/index#configuring-ha-cluster-with-fencing-and-resources_configuring-a-high-availability-cluster-by-using-the-ha-cluster-rhel-system-role
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html-single/automating_system_administration_by_using_rhel_system_roles/index#configuring-ha-cluster-with-fencing-and-resources_configuring-a-high-availability-cluster-by-using-the-ha-cluster-rhel-system-role

P 11%E FH RHEL RStk EB s A ER

W EE X ARG A ERERN pacemaker HiR%EE, Ea LU FREREBLL TUH :

resource_id (%) - EREMNFTIR.FTIRMSLE ha_cluster_resource_primitives 2%
&2 ha_cluster_resource_groups Z2H5E ¥,

promotable (A[i%) - R REQIBNTRREEESIAIMNTE, A true =k false &

o

id (|Iik) - =EMAEX ID, MRKIEE ID, FRERE. MERRHFTFRX ik

W, M&Er—1EE.

meta_attrs (7ik) - EENTEMESIR. B, IXF—1ESE.

{5/ ha_cluster R4 fa faRCERTHR M E X MESHINT -

ha_cluster_resource_clones:
- resource_id: resource-to-be-cloned
promotable: true
id: custom-clone-id
meta_attrs:
- attrs:
- name: clone_meta_attribute1_name
value: clone_meta_attribute1_value
- name: clone_meta_attribute2_name
value: clone_meta_attribute2_value

RAERT, RAEELERRRE,

AXEEHEREEEM ha_cluster RZififs playbook =, iESHEHREMTREES
SR,

ha_cluster_resource_defaults
(RHEL 9.3 BREHMRA)LZEE LFHREMENES, ETLLEXSANRIMEES, FEAM

SeiMNRIEEREBNE R, #8H ha_cluster_resource_defaults ZF 25 EMBIAEFREN AT
FATiIacE ENESEIINER,
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R meta BT LABAEE BN H,

EALOVBNROAMESAEREU TYIA :

id (A3E) - BAEKSH ID. MREBEE, EXAIERK,

rule (RI%) - 5 pcs HERGMBERIMN, F AN URESEATRLERR. BXIE
ERNBTEE, HEE pes(8)FMITHM BHRIAERSOIRE B2,

score (m[ik) - BRAEEAHNE,

attrs (Wik) - FoRRUAEN AR RNTBEEY.

ha_cluster_resource_defaults ZF 245N :

ha_cluster_resource_defaults:
meta_attrs:
- id: defaults-set-1-id
rule: rule-string
score: score-value
attrs:
- name: meta_attribute1_name
value: meta_attribute1_value
- name: meta_attribute2_name
value: meta_attribute2_value
- id: defaults-set-2-id
rule: rule-string
score: score-value
attrs:
- name: meta_attribute3_name
value: meta_attribute3_value
- name: meta_attributed_name
value: meta_attribute4_value

AXEE KREIAAMN ha_cluster 5if & playbook =, i&EZ 4 E A FHREM BRIEERIAE
BoiE = o] FItESR BT,

ha_cluster_resource_operation_defaults
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(RHEL 9.3 REHIRA )22 E L FHRRERAERS. EIUEXSANERMEES, FEAM
NEFeiN AR ER BN RN EN T IRREE. A ha_cluster_resource_operation_defaults
ZEEENRNMERNAIEAEa 2 E XNEESEINFEERERE. AR RT, ha_cluster &
ZiataiERE N FRRFEE L BCHNE. XM ha_cluster_resource_operations_defaults
LEESIXEBRIAEMNIFTE, 1A E ha_cluster_resource_primitives i
copy_operations_from_agent T,

R meta BT LABAEE I BN H,

ha_cluster_resource_operations_defaults 224595 ha_cluster_resource_defaults =
& —, BIEERNNARRA. BXBEEMNCERERESNARNTEREFENIFE, HEE
pcs(8)F Mt il i BERIRIEBUAHE S BIR 2.

ha_cluster_stonith_levels

(RHEL 9.4 REEIRA)ILZEE L STONITH 45, tiihlEsEhit. REIGIRERHFEREE F
AZNRERRE TR, MR—NEEXY, E9TLE—NaE, BERUBRIHITES N RERE
BV REEiEE., AXREBIGINESER, HEH KENEEa AR P BE REX
%IJO

L E B S N ECE L T -

level (WE) - ZARBEHFIMIFE, Pacemaker £BHAEZAEH, ERIHRIIH
Jto

target (W) - BLZU0 R FBIE TS RE9 AT,

BRI EUT = ke — -

target_pattern - POSIX §~ B IENIZRIAR 55X N5 B A BIT7 s & FRITAC,

target_attribute - JJIZ BRI T R RIS R,

target_attribute # target_value - L& BT B MR A FRFIE,

resouce_ids (5FR) - MAUAMABIIN Z MRS KRS,
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BARART, BEEXREL.

{#/ ha_cluster 253 2 RdERIBRE U E X MEHEMT -

ha_cluster_stonith_levels:
-level: 1..9
target: node_name
target_pattern: node_name_regular_expression
target_attribute: node_attribute_name
target_value: node_attribute_value
resource_ids:
- fence_device_1
- fence_device_2
-level: 1..9
target: node_name
target_pattern: node_name_regular_expression
target_attribute: node_attribute_name
target_value: node_attribute_value
resource_ids:
- fence_device_1
- fence_device_2

AXEEREEIAEM ha_cluster REifafa playbook =l , HZHAFERAREESGIEESTHY
S5,

ha_cluster_constraints_location

A EE BHRAERS, HRAERBRRERATARLET [ LT, ErTLUEERIR ID %
ACERNER, BITUERESNER, S8 T R NIERE T <.

EA LU R ELRECELL A -

[ ]

resource (W) - AR ARIMI TR,
[ ]

node (W) - WiRN BRI =ATR,
[ ]

id (|I%) -2 ID, MRKIEE, SFEAIERK.
[ ]

options (®Iik) - “&FF-H FEAFIxK,
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score - WEARME,

| |
iIE score [HFRREREXRET = LiZ1T,
| |
fii score [HFRRFIBIBAET = LiBzfT.
| |
score {64 -INFINITY R RS A8 RE T m 21T,
| |

MEHFIEE score, HDBUHLEKIAN INFINITY,

MAERT, RAEHRAERS,

HEE TR ID T A MR BURAIE SRS T -

ha_cluster_constraints_location:
- resource:
id: resource-id
node: node-name
id: constraint-id
options:
- hame: score
value: score-value
- hame: option-name
value: option-value

TOVRBRAENREENTH, ATHEERREAZNHRMENREENHERTE, ATHEE
BR ID, EREREMBASRA. EHERMBIEENHRMT -

pattern (&%) - POSIX " BIENFRAXFERE ID 5.

HHEFREA T R AR FREELREHMT -

ha_cluster_constraints_location:
- resource:
pattern: resource-pattern
node: node-name
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id: constraint-id
options:
- name: score
value: score-value
- hame: resource-discovery
value: resource-discovery-value

LU R BR ID AN BERAIELIRECE LTI -

[ ]
resource (AFR) - LJRE FABIRFEHAE,
o
id (%) - R ID,
o
role (Ak) - ZJRERHFITTRAE : Started. Unpromoted,Promoted.
[ ]
rule (%FE) - A pes iEEHEM Constraint #lll, MEEZEE, HSH
pcs(8)man page BIZRALE &4,
[ ]

ERER AT B 89S 5K IEE N K BRI RAER,

EE IR 1D AN R ELRBZSHIMT -

ha_cluster_constraints_location:
- resource:
id: resource-id
role: resource-role
rule: rule-string
id: constraint-id
options:
- name: score
value: score-value
- hame: resource-discovery
value: resource-discovery-value

HNERAENREENTH, ATHEEHRERX, MNZRATHRIENRGERTE, BTE
FEBR ID IR, BRNRMEESERN. E9RMEEENTBMT

pattern (&%) - POSIX " BIENFRAXFR ID 5.
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f5E BUREA AN K BURAE LRSI T -

ha_cluster_constraints_location:
- resource:
pattern: resource-pattern
role: resource-role
rule: rule-string
id: constraint-id
options:
- hame: score
value: score-value
- hame: resource-discovery
value: resource-discovery-value

BXOUBEEFERHINEEMN ha_cluster REifaf playbook HRAl, EE 1 AdiEBEA THRR
HIB ST AR

ha_cluster_constraints_colocation

A EE X FHR colocation AR, WREEFERBRTI—IFRMABIVRT 55— RNAIE,
FEMMEBIM colocation 23R : I BHRE—NEH colocation 23R, FHHNZANFRKE
colocation 23R,

EA LU R B R RIEE L RECELL T A -

[ ]
resource_follower (#55)- 8% F resource_leader B 5,
o
id (%) - R ID,
o
role (Ak) - ZJRERHFITTRAE : Started. Unpromoted,Promoted.
[ ]

resource_leader (4FE) - EEFARAEMERELTRNAE, RABREBE
resource_follower &,

id (&%) - BR ID,

role (AIk) - ZJRERHFINTTRAE : Started. Unpromoted,Promoted.
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id (|Iik) - £YR ID, MRKIEE, ©FBAIENR.

options (®Iik) - “&FF-H FETIxK,

score - HBARMINE,

| |
1IE score [HERRFBRNIZER—T1 = Liz1T,
| |
i score (HERRFBNERRBNT = iz,
| |
score {E N +INFINITY R REBRAHIER—T7 = Eia1T.
| |
score fH 2 -INFINITY XRERMMERRNT = Lz,
| |

MEHBIBE score, DBULEKIAN INFINITY,

RABRT, &AE IR colocation 2K,

TR B BTR colocation ZJRMZEHIMNT -

ha_cluster_constraints_colocation:
- resource_follower:
id: resource-id1
role: resource-role1
resource_leader:
id: resource-id2
role: resource-role2
id: constraint-id
options:
- name: score
value: score-value
- name: option-name
value: option-value

EA LU R REIEELIRECELL TUIH :
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[ ]
resource_sets (W) - WRERIIE.
o
resource_ids (#5F) - WiRIIE,
o
options (®[ik) - “G#F/E"FHIIFRFEMFEES b T IRMAHLI R,
[ ]
id (|I3%£) - Same fH{F AT H colocation 3R,
[ ]

options (®[#%) - Same {E#E A colocation 43R,

PR colocation ZJRMZEHIMT -

ha_cluster_constraints_colocation:
- resource_sets:
- resource_ids:
- resource-id1
- resource-id2
options:
- hame: option-name
value: option-value
id: constraint-id
options:
- hame: score
value: score-value
- hame: option-name
value: option-value

AXOBEAFERHINEEN ha_cluster REifaf playbook HRAl, EE 1 AdiE BEA THRRE
HIB S AR,

ha_cluster_constraints_order

B U BRIFLIR, BRI BREIZRRN A 4 R SRR F BN, B BTRINFELY
R B BRBOE BIRFLIR, RS RSB F2R,

ERT LUy TR B BRI 2 SR ECE LU A -
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resource_first (i453)- resource_then BRIKIHiM ¥R,

id (&%) - BR ID,

action (®[i%) - f£74 resource_then FiRS SR FRIHIISERINIRIE. FSIFH
{f : start. stop. promote. demote,

resource_then () - KIBiTHR,

id (&%) - BR ID,

action (FIi%) - KRR BELE resource_first HRHUTEREGHUTHERE, RIFH
{4 : start. stop. promote. demote,

id (RIE) - 2UR ID, MRKREE, EREAHER.

options (®Iik) - “&FF-H FEaFIxK,

RAERT, BAE S BRINAERE,

Tl B BRI 2SR5 K0T -

ha_cluster_constraints_order:
- resource_first:
id: resource-id1
action: resource-action1
resource_then:
id: resource-id2
action: resource-action2
id: constraint-id
options:
- hame: score
value: score-value
- hame: option-name
value: option-value
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BRI LY BRI 2 RECE L T -

[ ]
resource_sets (W) - HRERTIE.
o
resource_ids (#5F) - WiRIIZE,
o
options (®ik) - “GFF/E"FHIIFRFEMFEES b I IRMAHL RO,
[ ]
id ("I%%) - HEE{EVE N AR 2IR,
[ ]
options (®Iik) - HHEHEVEI & IR R,
HREEIFARAZEHEMT -

ha_cluster_constraints_order:
- resource_sets:
- resource_ids:
- resource-id1
- resource-id2
options:
- nhame: option-name
value: option-value
id: constraint-id
options:
- hame: score
value: score-value
- nhame: option-name
value: option-value

AXOBEAFERHINEEN ha_cluster REifaf playbook HRAl, EE 1 AdiE BEA THRR
HIB ST AR,

ha_cluster_constraints_ticket

WA EE R ticket YR, WREREBRRIRTKBTRHEZENER, ARHEENTER
ticket AR : —ANBGERBIT L ticket YR, ZABGEM ticket AR,
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AT LUy R B B R R IR R ECE LU A -

[ ]
resource (HFR) - LKA AR FEMAE,
o
id (%) - R ID,
o
role (A) - ZJRERHFITTRAE : Started. Unpromoted,Promoted.
[ ]
ticket (4 78)- BHRATHKIBIRIRIZH T,
[ ]
id (®lik) - 2R ID, MEKIEE, SEFAIERK.
[ ]

options (®Iik) - “AFF-H FEaFIxK,

loss-policy (AI3E) - TEREH ticket I BN BGRIITROERE,

RAERT, BRAEUKR ticket 2V,

T B B IR RAR LRSS KN -

ha_cluster_constraints_ticket:
- resource:
id: resource-id
role: resource-role
ticket: ticket-name
id: constraint-id
options:
- nhame: loss-policy
value: loss-policy-value
- hame: option-name
value: option-value

EA LU R RE RIS RECE L TUIH :
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[ ]
resource_sets (W) - WRERTIE,
o
resource_ids (#5F) - WiRIIZE,
o
options (®ik) - “GFF/E"FHIIFRFEMFEES b T IRMAHLI RGO,
[ ]
ticket (%3%)- HBHEVE I —AME L ticket 23R,
[ ]
id ("I%) - HEHEVE N E A RELR,
[ ]

I (RIE) - MREMELF iR AR RIRLIR,

BRE ticket ZVSRAISSHIANT -

ha_cluster_constraints_ticket:
- resource_sets:
- resource_ids:
- resource-id1
- resource-id2
options:
- nhame: option-name
value: option-value
ticket: ticket-name
id: constraint-id
options:
- nhame: option-name
value: option-value

BXOBEAEFERHINEEMN ha_cluster REifaf playbook KA, EE 1 AdiEBEA FHRR
HIB ST AR

ha_cluster_gnetd

(RHEL 9.2 REShRA) LT ERE —1 qnetd EHl, RETLLT UEBHNATBHE LS,

EaI L gqnetd EHECELLTIA -
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present (i) - MNRHN true, MEFH LEE qnetd SLfHl, MR H false, HEMEHL
FllER gnetd Eei&. BRIAE N false. MIRFHKLEN true, MAFF
ha_cluster_cluster_present i%&} false,

start_on_boot (A[ik) - Bdi& gnetd SLBIRENIESI SN BEIEsh. BRIMEN true,

regenerate_keys (aIik) - St E%EN true LLEFHERK gnetd TLS UE5, MRE
MERTIUES, WM EFZTAR, UMESNMRERRERED gnetd T4, FHEFETT
pcs.

EICEEERR TR EiE1T gnetd, ENBRERWBIF gnetd 1#4F.

BXRERAMREIXAAESREMN ha_cluster R playbook =, HFSHMEMA hEF L FEESE
g¥°

=
o
3

/usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 3 #

/usr/share/doc/rhel-system-roles/ha_cluster/ directory

11.2. 5 HA_CLUSTER RHEL REiafaigE— a8

1/ ha_cluster %5 fafa playbook A& HA &, fEal LUl AR E T AR
i.ll:o

11.2.1. FEF L PEE T AT

NFERRIENT R, EULUEFEELTWA -

node_name - £& T BB TR,

pcs_address - pcs AT 517 st m@Eaihit, SaILLEAFR. FQDN =X IP ihit, 3 B=
Dagmas,

72


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html-single/automating_system_administration_by_using_rhel_system_roles/index#configuring-ha-cluster-with-quorum-device_configuring-a-high-availability-cluster-by-using-the-ha-cluster-rhel-system-role

28 1= FH RHEL RGiAfEE S o AtEER

corosync_addresses - Corosync {& IR 55k AH R e £ BT A T s s E A EE
HEMihhE, FHEBUMITFREE,

UTFRHAIZERT —1TEHFH node1 fll node2 55 #., nodel #l node2 i 25eEREEA, HE

WABE R =, Hlin, BFFATLLE /etc/hosts ST,

all:
hosts:
node1:
ha_cluster:
node_nhame: node-A
pcs_address: nodel-address
corosync_addresses:
-192.168.1.11
-192.168.2.11
node2:
ha_cluster:
node_name: node-B
pcs_address: node2-address:2224
corosync_addresses:
-192.168.1.12
-192.168.2.12

HAth B

[}
/usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 3 #

/usr/share/doc/rhel-system-roles/ha_cluster/ directory

11.2.2. 55 A& watchdog #1 SBD %%

(RHEL 9.1 RESARA)HA SBD I, #EeLlUkEFE R P84T RBCE watchdog #1 SBD % #.
FRMA SBD KEMUMEMA T REZHATMMAET [UiF, BENT KA &FERATRRNS
. 841 RM watchdog ZHEWMAILIARRE, AXERLIERSIAR playbook Hiki& SBD ZEM1E
8, #H30 ha_cluster R5ifa a2 ha_cluster_sbd_enabled #1 ha_cluster_sbd _ options 5%
H.

NFFRPIENT R, ERLUESHEEUTHA :

sbd_watchdog_modules (@Ii%) - (RHEL 9.3 R E#HhRA&)E#H AK Watchdog %
Bk, X0 /dev/iwatchdog* % #&. MEEB/EE, MEIANZEFIX,
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sbd_watchdog_modules_blocklist (7]3%) - (RHEL 9.3 R E#HhxA)EHEHMBAILH
Watchdog R##EHR, MIREFIXE, MEKINHZEIIXR,

sbd_watchdog - SBD {# [ Watchdog % #&. MREHFIXE, NBKIAH
/dev/watchdog,

sbd_devices - AT 3#: SBD {5 S ML ZEH %S, MREAXE, MBI AZEIIEK,

LUFRHIERT BIR node1 #l node2 Adi& watchdog #1 SBD % & HIEH,

all:
hosts:
node1:
ha_cluster:
sbd_watchdog_modules:
- module1
- module2
sbd_watchdog: /dev/watchdog2
sbd_devices:
- /dev/vdx
- /dev/vdy
node2:
ha_cluster:
sbd_watchdog_modules:
- module1
sbd_watchdog_modules_blocklist:
- module2
sbd_watchdog: /dev/watchdog1
sbd_devices:
- /dev/vdw
- /dev/vdz

AXOIRFEA SBD RENSTAMRINTE, 1§55 KERSA SBD T wEENE T AR,

Hth B

[}
/usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 3 #

/usr/share/doc/rhel-system-roles/ha_cluster/ directory

11.3. IE T AR PCSD TLS iE BB
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(RHEL 9.2 RESIRA)

EALUEA ha_cluster RS o AMER DO TLS IE-BMEHAS . 2171 playbook
i, ha_cluster REiA BRI certificate RETAEEEME TLS iE#.

g

H
[=]

ha_cluster R5ifa aEHis T m LM ANEERE, playbook Hi5ENE
& EERE K,

FRFH
FEASHFEHTRAIRETR

LI & EH L2197 playbook B F &SR BIRHIT =,

AT EEIRET Bk 2A sudo HBR,

YENSEBER CLBTI RGN AT RHEL #1 RHEL =] M 20 40 30T 54,

BRI EERT S, M4 ha_cluster REAGBIEESH sk,

BB a S LI TAREM playbook 324, #0 ~/playbook.yml

- name: Create TLS certificates and key files in a high availability cluster
hosts: node1 node2
roles:

- rhel-system-roles.ha_cluster

vars:

ha_cluster_cluster_name: my-new-cluster
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ha_cluster_hacluster_password: <password>
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_pcsd_certificates:
- name: FILENAME
common_name: "{{ ansible_hosthame }}"
ca: self-sign

It playbook B2i&iz1T firewalld #1 selinux BRSSH9EEEE, FH1E /var/lib/ pcsd HAIEBE S
pcsd WEBHFAHH. pesd iFHBEBXHHA FILENAME.crt, B4 4 FILENAME.key,

FEFIEAIE playbook X, vault 2INEHET, 7E A Ansible Vault INFRE &
Ak,

JE playbook 5%k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHERBENNEE,

’—

i&1T playbook :

$ ansible-playbook ~/playbook.ymi

=
o
B

/usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 3 #

/usr/share/doc/rhel-system-roles/ha_cluster/ B3 & RHEL REifafiERiEH

1.4, BKEFZTHEMERNE T AR

LUF 7 ha_cluster RGi Akl R AR ERE H B AA a2 TEME RN ST AR,
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28 1= FH RHEL RGiAfEE S o AtEER

==
[=]

>

ha_cluster R5ifa aEHis T m LEMANEERE, playbook Hi5ENE
S EERRE K,

FTRFH

FEAESFEHT RAIRETR

L2 & EH L2197 playbook B /1 &SR BIRHIT =,

AT EERRET Bk 2A sudo HBR,

YERSEBER CLB TR AT RHEL #1 RHEL =] FAEME 20 40 3807 54,

BRI EER T S, M4 ha_cluster REAGBIEESH sk,
P2

BIRa S LI TAREM playbook X4, #0 ~/playbook.yml

- name: Create a high availability cluster with no fencing and which runs no resources
hosts: node1 node2
roles:

- rhel-system-roles.ha_cluster
vars:
ha_cluster_cluster_name: my-new-cluster

ha_cluster_hacluster_password: <password>
ha_cluster_manage_firewall: true

ha_cluster_manage_selinux: true

XA TP playbook X#HEZE—NZ1T firewalld F selinux fRSHER:, RARKERSE, B
BAEBTEMER.
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FNEFIEAIE playbook X, vault 2INFHET, 7E M Ansible Vault INFEARE &
Ak,

JE playbook 53k :

I $ ansible-playbook --syntax-check ~/playbook.ymi

HER, X1 esRE

e, FRIEHERBARNEKE,

’—

i&{T playbook :

I $ ansible-playbook ~/playbook.yml

Hith BHR

/usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 3 #

/usr/share/doc/rhel-system-roles/ha_cluster/ directory

11.5. EEH ARENRRNE T AR

LUF 7R ha_cluster R Ak OIEa o AMER, ZEHOSRE XS, SHTER. WRAMN
TeBRA R,

g

H
[=]

ha_cluster R5ifa aEHis T m LM ANEERE, playbook Hi5ENE
& EERRE K,

FRFH

FEAESHFERHT RHNRET <.


https://docs.ansible.com/ansible/latest/user_guide/vault.html
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a2 & £ L2197 playbook B F &SR BIHRHIT =,

AT EERRET Bk 2A sudo HBR,

YENERBER GLBTRIR S A ®T RHEL #1 RHEL = FI MM DN a9 30T 5.

BN HEEER T =, M N ha cluster R AGBIEEFHE bk,

BB E S LI TAREM playbook X4, #1 ~/playbook.yml :

- name: Create a high availability cluster that includes a fencing device and resources
hosts: node1 node2
roles:
- rhel-system-roles.ha_cluster
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: <password>
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_resource_primitives:

- id: xvm-fencing
agent: 'stonith:fence_xvm’
instance_attrs:

- attrs:
- name: pcmk_host_list
value: node1 node2

- id: simple-resource
agent: 'ocf:pacemaker:Dummy’

- id: resource-with-options
agent: 'ocf:pacemaker:Dummy
instance_attrs:

- attrs:
- name: fake
value: fake-value
- hame: passwd
value: passwd-value
meta_attrs:
- attrs:
- hame: target-role
value: Started
- hame: is-managed
value: 'true'
operations:
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- action: start
attrs:
- name: timeout
value: '30s'
- action: monitor
attrs:
- name: timeout
value: '5'
- name: interval
value: "Imin’
- id: dummy-1
agent: 'ocf:pacemaker:Dummy’
- id: dummy-2
agent: 'ocf:pacemaker:Dummy’
- id: dummy-3
agent: 'ocf:pacemaker:Dummy’
- id: simple-clone
agent: 'ocf:pacemaker:Dummy’
- id: clone-with-options
agent: 'ocf:pacemaker:Dummy’
ha_cluster_resource_groups:
- id: simple-group
resource_ids:
- dummy-1
- dummy-2
meta_attrs:
- attrs:
- hame: target-role
value: Started
- hame: is-managed
value: 'true'
- id: cloned-group
resource_ids:
- dummy-3
ha_cluster_resource_clones:
- resource_id: simple-clone
- resource_id: clone-with-options
promotable: yes
id: custom-clone-id
meta_attrs:
- attrs:
- name: clone-max
value: '2'
- name: clone-node-max
value: "1’
- resource_id: cloned-group
promotable: yes

XA TP playbook XHHEZE—/NZ1T firewalld 1 selinux fRSIOER, £REERE. %
MERMEERI, eXA88WRANKTRRR,

FNEFIAME AR playbook XA, vault INFEHER, M7E /A Ansible Vault INFERZE &
Ak,
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% %= £/ RHEL XA BKES A AR
IS playbook ik :

I $ ansible-playbook --syntax-check ~/playbook.ymi

HER, X esRE

FEER, FRMIEHERBARNEKE,

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

Hth BHR

/usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 3 #

/usr/share/doc/rhel-system-roles/ha_cluster/ directory

11.6. BB E R A HIRM B RIR PR AN S T SRR

(RHEL 9.3 REShRA)fEA ha_cluster REifA R OIEE L FHREMFTREERIAFEMNS ol AL

g

H
[=]

ha_cluster R5ifa aEHis T m LEMANEERE, playbook Hi5ENE
& EERRE K,

FRFH

FEEAESHFERHT RHNRET <.

L2 & M L2197 playbook B9 F &SR BIRHIT =,

81



Red Hat Enterprise Linux 9 f§fl RHEL REGifIfaHIIML R ER

AT EERRET Bk 28 sudo HBR,

YENSERBER CLB TR AT RHEL #1 RHEL =5 ] M 20 40 3807 34,

BN HEEER T R, M N ha cluster G ABIEEFH bk,

L2

BB E S LI TAREM playbook X4, # ~/playbook.yml :

- name: Create a high availability cluster that defines resource and resource operation
defaults
hosts: node1 node2
roles:
- rthel-system-roles.ha_cluster
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: <password>
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
# Set a different resource-stickiness value during
# and outside work hours. This allows resources to
# automatically move back to their most
# preferred hosts, but at a time that
# does not interfere with business activities.
ha_cluster_resource_defaults:
meta_attrs:
- id: core-hours
rule: date-spec hours=9-16 weekdays=1-5
score: 2
attrs:
- name: resource-stickiness
value: INFINITY
- id: after-hours
score: 1
attrs:
- name: resource-stickiness
value: 0
# Default the timeout on all 10-second-interval
# monitor actions on IPaddr2 resources to 8 seconds.
ha_cluster_resource_operation_defaults:
meta_attrs:
- rule: resource ::IPaddr2 and op monitor interval=10s
score: INFINITY
attrs:
- name: timeout
value: 8s
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XA RPI playbook AR E—NZ1T firewalld 1 selinux FRSSHUERE., £ROIEWERMNE
RO,

FEFIEAIE playbook X, vault 2INEHET, #7E A Ansible Vault INFRE &
ik,

JE playbook 53k :

I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHERBENNEE,

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

HAth B

/usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 3 #

/usr/share/doc/rhel-system-roles/ha_cluster/ directory

11.7. EAREIC R ES o AR

(RHEL 9.4 REShRA)fEA ha_cluster REiA R OIE—E L EE S M o AL

g

H
[=]

ha_cluster R5ifa aEHis €T m LEMANEERE, playbook Hi5ENE
S EERRE K,
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FRFM

EEEFFIEHT RNIZRET <.

LI 2 &E EH L2197 playbook B F &SR BIRHIT =,

AT EENZET <K BA sudo TR,

YENEBER FLZ TR S FiA T RHEL f1 RHEL & R bz 4 a9 3807 i,

BHEXHEERRT N, M ha_cluster REAGBIEEF T hAnd, AXEIEEHRHH
BEHER, HSME RHEL 9 L &EEHIT =,

£

RHENBUEZ BFHEEME X4 :

BIREE

$ ansible-vault create vault.yml
New Vault password: <vault_password>
Confirm New Vault password: <vault_password>

£ ansible-vault create fp ST iSRG, LA < key> : < value> #EHA BB
iz -

cluster_password: <cluster_password>
fence1_password: <fence1_password>
fence2_password: <fence2_password>

REFEN, FXHSES3. Ansible IN# vault hEEIE,

fIlE— playbook X4, #l ~/playbook.yml, X/ Rfl playbook XH4EE—1N 21T
firewalld 1 selinux ARS5HIERE,
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- name: Create a high availability cluster
hosts: node1 node2

vars_files:
- vault.yml
tasks:

28 1= FH RHEL RGiAfEE S o AtEER

- name: Configure a cluster that defines fencing levels
ansible.builtin.include_role:
name: rhel-system-roles.ha_cluster

vars:

ha_cluster_cluster_name: my-new-cluster

ha_cluster_hacluster_password: "{{ cluster_password }}"
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_resource_primitives:

- id: apc1

agent: 'stonith:fence_apc_snmp’
instance_attrs:

- attrs:

- hame:
value:
- hame:
value:
- hame:
value:
- hame:
value:

- id: apc2

p

apc1.example.com
username

user

password

"{{ fence1_password }}"
pcmk_host_map
node1:1;node2:2

agent: 'stonith:fence_apc_snmp'
instance_attrs:

- attrs:

- hame:
value:
- hame:
value:
- hame:
value:
- hame:
value:

p

apc2.example.com
username

user

password

"{{ fence2_password }}
pcmk_host_map
node1:1;node2:2

# Nodes have redundant power supplies, apc1 and apc2. Cluster must
# ensure that when attempting to reboot a node, both power
# supplies # are turned off before either power supply is turned

# back on.

ha_cluster_stonith_levels:

- level: 1

target: node1
resource_ids:

- apci
- apc2
- level: 1

target: node2
resource_ids:

- apci
- apc2
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JE playbook 53k :

I $ ansible-playbook --syntax-check --ask-vault-pass ~/playbook.yml

HER, ZITeERE

FEER, FRMIEHERBARNEKE,

,—

i&1T playbook :
I $ ansible-playbook --ask-vault-pass ~/playbook.yml

Hth BHR

/usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 3 #

/usr/share/doc/rhel-system-roles/ha_cluster/ directory

Ansible vault
11.8. AR BIACE = o] SR

LUF 7R ha_cluster Rt AIBRS I AEEE, HAaSHWRABEZR. BR colocation 23R,
BRI R BR B A B R = iR R

g

H
[=]

ha_cluster R5ifa aEHis T m LEMANEERE, playbook Hi5ENE
S EERRE K,

FRFH

FEAESFEHT RHNRET <.


https://docs.redhat.com/en/documentation/red_hat_enterprise_linux/9/html/automating_system_administration_by_using_rhel_system_roles/ansible-vault_automating-system-administration-by-using-rhel-system-roles

L2

28 1= FH RHEL RGiAfEE S o AtEER

LI 2 & EH L2 1T playbook B9 F &SR BIRHIT =,

AT EEIRET Bk 2A sudo HBR,

ENERBER CLB TR AT RHEL #1 RHEL =5 ] M 20 40 3807 34,

BN HEEER T =, M N ha cluster R AGBIEEFHE bk,

BB E S LI TAREM playbook X4, #1 ~/playbook.yml :

- name: Create a high availability cluster with resource constraints
hosts: node1 node2
roles:
- rhel-system-roles.ha_cluster
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: <password>
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
# In order to use constraints, we need resources the constraints will apply
# to.
ha_cluster_resource_primitives:
- id: xvm-fencing
agent: 'stonith:fence_xvm’
instance_attrs:
- attrs:
- name: pcmk_host_list
value: node1 node2
- id: dummy-1
agent: 'ocf:pacemaker:Dummy’
- id: dummy-2
agent: 'ocf:pacemaker:Dummy’
- id: dummy-3
agent: 'ocf:pacemaker:Dummy’
- id: dummy-4
agent: 'ocf:pacemaker:Dummy’
- id: dummy-5
agent: 'ocf:pacemaker:Dummy’
- id: dummy-6
agent: 'ocf:pacemaker:Dummy’
# location constraints
ha_cluster_constraints_location:
# resource ID and node name
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- resource:
id: dummy-1
node: node1
options:
- hame: score
value: 20
# resource pattern and node name
- resource:
pattern: dummy-\d+
node: node1
options:
- hame: score
value: 10
# resource ID and rule
- resource:
id: dummy-2
rule: '#uname eq node2 and date in_range 2022-01-01 to 2022-02-28"
# resource pattern and rule
- resource:
pattern: dummy-\d+
rule: node-type eq weekend and date-spec weekdays=6-7
# colocation constraints
ha_cluster_constraints_colocation:
# simple constraint
- resource_leader:
id: dummy-3
resource_follower:
id: dummy-4
options:
- hame: score
value: -5
# set constraint
- resource_sets:
- resource_ids:
- dummy-1
- dummy-2
- resource_ids:
- dummy-5
- dummy-6
options:
- hame: sequential
value: "false"
options:
- hame: score
value: 20
# order constraints
ha_cluster_constraints_order:
# simple constraint
- resource_first:
id: dummy-1
resource_then:
id: dummy-6
options:
- name: symmetrical
value: "false"
# set constraint
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- resource_sets:
- resource_ids:
- dummy-1
- dummy-2
options:
- hame: require-all
value: "false"
- hame: sequential
value: "false"
- resource_ids:
- dummy-3
- resource_ids:
- dummy-4
- dummy-5
options:
- hame: sequential
value: "false"
# ticket constraints

ha_cluster_constraints_ticket:

# simple constraint
- resource:
id: dummy-1
ticket: ticket1
options:
- hame: loss-policy
value: stop
# set constraint
- resource_sets:
- resource_ids:
- dummy-3
- dummy-4
- dummy-5
ticket: ticket2
options:
- hame: loss-policy
value: fence

P 11%E FH RHEL RStk EB s A ER

XANRHI playbook XHEEE—4NZET firewalld # selinux BRSSHIER, EREETERAE

AR, WRIEELR. HRIEFARMNFTRRESIR,

NEFIAME AR playbook U], vault INFEHER, M7E /A Ansible Vault INFERZE &

Pk,

JE playbook 53k :

I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHRBENNEE,
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i&1T playbook :
I $ ansible-playbook ~/playbook.yml
H At BT iR

/usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 3 #

/usr/share/doc/rhel-system-roles/ha_cluster/ directory

11.9. E5 o AEEE D ECE COROSYNC H

(RHEL 9.1 RESIRA)HA ha_cluster REifatafl|EE2&E Corosync ERE AT FAMEE.

g

H
[=]

ha_cluster R5ifa aEHis T m LEMANEERE, playbook Hi5ENE
& EERE K,

SeRFMH
FEASFEHT RAIRETR

LRI % 4 L5217 playbook BIF P & sk RIS =

AT EERRET Bk 28 sudo HBR,

YERNEERBER GLZTRIR S A ®T RHEL #1 RHEL = FIHEM hnZH a9 30T 5.,

ARXHEEEMNT R, W ha_cluster REifAERIEEEFH A,
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BIEES LI TRAN playbook X4, 0 ~/playbook.yml :

- name: Create a high availability cluster that configures Corosync values
hosts: node1 node2
roles:
- rthel-system-roles.ha_cluster
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: <password>
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_transport:
type: knet
options:
- hame: ip_version
value: ipv4-6
- name: link_mode
value: active
links:
- name: linknumber
value: 1
- name: link_priority
value: 5
- name: linknumber
value: 0
- name: link_priority
value: 10
compression:
- name: level
value: 5
- name: model
value: zlib
crypto:
- hame: cipher
value: none
- name: hash
value: none
ha_cluster_totem:
options:
- name: block_unlisted_ips
value: 'yes'
- hame: send_join
value: 0
ha_cluster_quorum:
options:
- name: auto_tie_breaker
value: 1
- name: wait_for_all
value: 1
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XA playbook X#ECE—1NZ1T firewalld #l selinux RS5ECE Corosync BHEHIE
.

FNEFIME AR playbook XA, Vault &INEHER, #0 £/ Ansible Vault IERNA
ik,

JE playbook 53k :

I $ ansible-playbook --syntax-check ~/playbook.ymi

HER, X esRE

FEER, FRMIEHERBARNEKE,

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

HAth B

/usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 3 #

/usr/share/doc/rhel-system-roles/ha_cluster/ directory

11.10. [ SBD T ek En o AMEE

(RHEL 9.1 RESRA)EH ha_cluster RSt EAIEFEH SBD T afaBEiE o AR

g

H
[=]

ha_cluster R5ifa aEHis T m LEMANEERE, playbook Hi5ENE
& EERE K,
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28 1= FH RHEL RGiAfEE S o AtEER

it playbook #F—4 & A watchdog #3 (#£ RHEL 9.3 Bz lGhRAS ) BERce, a5
Hrhfgi& watchdog 1 SBD ¥ & HATk,

FRFH

£

FEAESFERHT RHNIRE T <.

L2 & M LiZ1T playbook B F &SR BIRHIT =,

AT EEIRET Bk 28 sudo HBR,

YERNERBER GLZTRIR S A ®T RHEL #1 RHEL = FI M hnZH a9 30T 5.,

BRI EER T S, M4 ha_cluster REAGBIEES T sk,

BB ES LU FTREM playbook X4, #l ~/playbook.yml :

- name: Create a high availability cluster that uses SBD node fencing
hosts: node1 node2
roles:
- rhel-system-roles.ha_cluster
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: <password>
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_sbd_enabled: yes
ha_cluster_sbd_options:
- name: delay-start
value: 'no’
- nhame: startmode
value: always
- name: timeout-action
value: 'flush,reboot’
- name: watchdog-timeout
value: 30
# Suggested optimal values for SBD timeouts:
# watchdog-timeout * 2 = msgwait-timeout (set automatically)
# msgwait-timeout * 1.2 = stonith-timeout
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ha_cluster_cluster_properties:

- attrs:
- name: stonith-timeout

value: 72
ha_cluster_resource_primitives:
- id: fence_sbd
agent: 'stonith:fence_shd’
instance_attrs:

- attrs:
# taken from host_vars

- name: devices
value: "{{ ha_cluster.shd_devices | join(’,") }}"

- name: pcmk_delay base
value: 30

XA playbook XHECE—NZTT firewalld #l selinux ARSSHIEERE, ©fEH SBD A8
F61E SBD Stonith ¥Ki&.

FEFI BRI playbook SR, vault *INEFEHE, M7E M Ansible Vault INFEARZE
7P

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

HAR, XS REIEEE, FREERMEERNEKE,

i&1T playbook :
I $ ansible-playbook ~/playbook.ymi

HinBR

[}
/usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 3 #

/usr/share/doc/rhel-system-roles/ha_cluster/ directory

1.1, FRPE G SEES T AL

(RHEL 9.2 RESIRAF)EMR ha_cluster REiABRETAMIHE LTSNS TRAMER, GERE
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8 N1NE i RHEL REGAGEES o AEER
fhEE R, BEMBIXETRE, EEEERRENERDERIXLE.

11.11.1. BE&EhE L&

E{H M ha_cluster REifABEEMER LS, HREUTSEEE, HIE, EFEEEH T2 Lia1T
fhEik s,

g

H
[=]

ha_cluster R5ifa aEHis €T m LEMIIANEERE, playbook HFiEEN
S BT K.

FRFH

FEASHFEHTRAIRETR

LARI #5341 21T playbook HIF P &k RIS =,

AT EERRET <k 28 sudo HBR,

1RE A EE TSRS AEE RHEL #1 RHEL High Availability B inZH4a380T
[‘ﬂo

BERMHEEMELSE, 05 ha_cluster R A EIEEBH Ak,
EZ

BIBEa S LI TRZEM playbook 324, #1 ~/playbook.yml

- name: Configure a quorum device
hosts: nodeQ

roles:
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- rhel-system-roles.ha_cluster

vars:
ha_cluster_cluster_present: false
ha_cluster_hacluster_password: <password>
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_qnetd:

present: true

XANRHI playbook XH1EIZTT firewalld #1 selinux IRSSMR S AR B X%,

HEF I EAIE playbook SR, vault 2INEFE, M7 M Ansible Vault INFEARZE

T,
2.
U playbook &k :
I $ ansible-playbook --syntax-check ~/playbook.ymi
HAR, XTeRREIEEE, FREERMEERNEE.
3.
J&1T playbook :
I $ ansible-playbook ~/playbook.yml
Hfh BR

/usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 3 #

/usr/share/doc/rhel-system-roles/ha_cluster/ directory

11.11.2. BE—MSEHLMERFPELZ S

RN E N EAPEGE, HREBUTSRIEE.
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28 1= FH RHEL RGiAfEE S o AtEER

==
[=]

>

ha_cluster R5ifa B His T m LEMIANEERE, playbook HFiEEN
S BT K.

FRFH

FEEAESHFERHT RHNRET <.

LRI 4l 21T playbook HIF P &Sk RIS =,

AFEEIZET Siik P BH sudo HER.

YENESRBER LR TRIR S A XT RHEL #1 RHEL &= M N 8e384,

BEXHEEERT S, W H ha_cluster REiAGBIEESH sk,

ZERE T —MPEIE.

EZ S

BIRE S LI TAREM playbook X4, # ~/playbook.yml :

- name: Configure a cluster to use a quorum device

hosts: node1 node2

roles:
- rhel-system-roles.ha_cluster

vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: <password>
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_quorum:

device:
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model: net
model_options:
- name: host
value: nodeQ
- name: algorithm
value: Ims

XA APl playbook XHECE — Nz T A FhEX &1 firewalld #1 selinux BRS5H95ERE,

HEFEAIE playbook SR, vault *INEEE, M7 M Ansible Vault INFEARZE
FRATR,

U playbook &k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRELEHREEVNEE.

3.
j&{T playbook :
I $ ansible-playbook ~/playbook.ymi
Hfh BR
[ ]

/usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 3 #

/usr/share/doc/rhel-system-roles/ha_cluster/ directory

11.12. FAT mEEERE S o AR

(RHEL 9.4 REShRA)EA ha_cluster REiARAIER—NMREET REHMNS oI AHER.

FeRFMH

[
R B E 21T playbook BT s E&3 T ansible-core,

98


https://docs.ansible.com/ansible/latest/user_guide/vault.html

28 1= FH RHEL RGiAfEE S o AtEER

4

al}

BARZEEEHML T = L% ansible-core,

RBEEI21T playbook IFREE ELE T rhel-system-roles ¥ {4 a,

VENEBER CLB TR AT RHEL #1 RHEL =] M 20 40 3807 54,

H
[=]

>

ha_cluster R5ifa B s €T m LEMANEERE, playbook Hi5ENE
& EERE K,

BIR—MEERRPIT RBE XY, 0 0y ha_cluster R BIEEFH B,

Bl —A* playbook 3X#, #l new-cluster.yml,

k

N
p 3
;

il

HEFIERIE playbook SR, vault &MEBEER, M7 [/ Ansible
Vault IEANZA Hpmk,

LI playbook XHHELE—1NZE1T firewalld 1 selinux BRSHIER, B A NERDH
TREENT RE%.

- hosts: node1 node2
vars:
ha_cluster_cluster_name: my-new-cluster
ha_cluster_hacluster_password: password
ha_cluster_manage_firewall: true
ha_cluster_manage_selinux: true
ha_cluster_node_options:
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- node_name: node1
attributes:

- attrs:
- name: attributei
value: value1A
- name: attribute2
value: value2A

- node_name: node2
attributes:

- attrs:

- name: attributei
value: value1B

- name: attribute2
value: value2B

roles:

- linux-system-roles.ha_cluster

Rz,

’—

BT

playbook, 5SS 1 & i RIRKFE XA HINIRE.

I # ansible-playbook -i inventory new-cluster.yml

11.13. {8/ HA_CLUSTER RHEL RZ:fi fa1is ol [t £ hAlE APACHE HTTP IR% 3%

7S A ha_cluster REIAEBIEN T = Red Hat Enterprise Linux /= o] A INAH G ERhRdE —
AN EBN/450 Apache HTTP BRS5%3.

g

H
[=]

ha_cluster R5ifa aEHis T m LM ANEERE, playbook Hi5ENE
& EERRE K,

FRFH

FEEAESFEHT RHNIRET <.
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L2 & EH L2 1T playbook B9/ &SR BIRHIT =,

AT EEIRET Bk 28 sudo HBR,

YERERBER GLZTHIR S A ®T RHEL #1 RHEL = FI MM DN a9 30T 5.,

ARNHEEERT R, M5 ha_cluster R A EIEEBH Ak,

RERE T BEA XFS XHR5M LVM 2548, M1 /£ Pacemaker S£ErhEdEEHR XFS XX

HREIH LVM % sk,

RER/SE T Apache HTTP R553%, Ml A& Apache HTTP fR552% HATah.

ZERNRGEE—TRATRERET S8 APC BRI X,

BIEE S TAEN playbook X, #l ~/playbook.yml :

- name: Configure active/passive Apache server in a high availability cluster

hosts: z1.example.com z2.example.com
roles:

- rhel-system-roles.ha_cluster
vars:

ha_cluster_hacluster_password: <password>

ha_cluster_cluster_name: my_cluster

ha_cluster_manage_firewall: true

ha_cluster_manage_selinux: true

ha_cluster_fence_agent_packages:

- fence-agents-apc-snmp
ha_cluster_resource_primitives:
- id: myapc
agent: stonith:fence_apc_snmp
instance_attrs:
- attrs:
- hame: ipaddr
value: zapc.example.com
- name: pcmk_host_map
value: z1.example.com:1;z2.example.com:2
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- hame: login
value: apc
- hame: passwd
value: apc
-id: my_lvm
agent: ocf:heartbeat:LVM-activate
instance_attrs:
- attrs:
- hame: vghame
value: my_vg
- hame: vg_access_mode
value: system_id
-id: my_fs
agent: Filesystem
instance_attrs:
- attrs:
- name: device
value: /dev/imy_vg/my_lv
- name: directory
value: /var/www
- name: fstype
value: xfs
- id: VirtuallP
agent: IPaddr2
instance_attrs:
- attrs:
- hame: ip
value: 198.51.100.3
- name: cidr_netmask
value: 24
- id: Website
agent: apache
instance_attrs:
- attrs:
- name: configfile
value: /etc/httpd/conf/httpd.conf
- name: statusurl
value: http://127.0.0.1/server-status
ha_cluster_resource_groups:
- id: apachegroup
resource_ids:
-my_lvm
-my_fs
- VirtuallP
- Website

XANRPI playbook X EFEZ1T firewalld 1 selinux BRSSBIESN/BhT = HA E# DR E
Z HiflEM Apache HTTP RS-

XA REIERAENE N zapc.example.com B9 APC HRFF X, MNREHAFREMH RS
1B, NMEETTLIERREE X ha_cluster_fence_agent_packages & R 5 ERFRSMNES
1,

102



P 11%E FH RHEL RStk EB s A ER

FEFIEAIE playbook SR, vault RINEHE, M7E M Ansible Vault INFEARZE
[ U

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FREEHERBERNEE.

7—

i&{T playbook :
I $ ansible-playbook ~/playbook.yml

LR A apache FIRVIERER Apache I, EXRREA systemd., Hit, ES5%HE
Apache R#t# logrotate %<, FHA{EMH systemctl EHNE: Apache,

EEBBMEA T = LR /etc/logrotate.d/httpd SXEFFRELLTFAT -
I # /bin/systemctl reload httpd.service > /dev/null 2>/dev/null || true

FERUT =T 0EMRKT, $F /var/run/httpd-website.pid #57E 5 PID XH4KE, Hrh
website & Apache FREIETR. {E4PHIh, Apache FiR&#ZE Website,

/usr/bin/test -f /var/run/httpd-Website.pid >/dev/null 2>/dev/null &&

/usr/bin/ps -q $(/usr/bin/cat /var/run/httpd-Website.pid) >/dev/null 2>/dev/null &&
/usr/sbin/httpd -f /etc/httpd/conf/httpd.conf -c "PidFile /var/run/httpd-Website.pid" -k
graceful > /dev/null 2>/dev/null || true

MEFHTH—MT RRERHORS, 718, AT EREETER—1T TR

t, z1.example.com,

MR L AR BEMTHEREEIZTT, NETLLZETT pes resource debug-start resource fip 53 3l
HERERE,

[root@z1 ~]# pcs status
Cluster name: my_cluster
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Last updated: Wed Jul 31 16:38:51 2013

Last change: Wed Jul 31 16:42:14 2013 via crm_attribute on z1.example.com
Stack: corosync

Current DC: z2.example.com (2) - partition with quorum

Version: 1.1.10-5.el7-9abe687

2 Nodes configured

6 Resources configured

Online: [ z1.example.com z2.example.com ]

Full list of resources:

myapc (stonith:fence_apc_snmp): Started z1.example.com

Resource Group: apachegroup
my_Ilvm (ocf::heartbeat:LVM-activate): Started z1.example.com
my fs  (ocf::heartbeat:Filesystem): Started z1.example.com
VirtuallP (ocf::heartbeat:IPaddr2): Started z1.example.com
Website (ocf::heartbeat:apache): Started z1.example.com

SHEDIIHETE, BN SEERE Y IPaddr2 SR IP ilt, REERHET,

S E T A "Hello",

I Hello

EMKZ177E 21.example.com LM FTRA R E AT LAUIH BT X z2.example.com, iFHFTT

= z1.example.com EF ffifll B, ZBFXT RESFEBIEE TR,

I [root@z1 ~]# pcs node standby z1.example.com

B R z1 BEF Fi B&E, MEBHPHENTTRRESERT. HE8, WRAEERNZ

fTiEz2 Lk,

[root@z1 ~]# pcs status

Cluster name: my_cluster

Last updated: Wed Jul 31 17:16:17 2013

Last change: Wed Jul 31 17:18:34 2013 via crm_attribute on z1.example.com
Stack: corosync

Current DC: z2.example.com (2) - partition with quorum

Version: 1.1.10-5.el7-9abe687

2 Nodes configured

6 Resources configured

Node z1.example.com (1): standby
Online: [ z2.example.com ]

Full list of resources:
myapc (stonith:fence_apc_snmp): Started z1.example.com

Resource Group: apachegroup
my_Ilvm (ocf::heartbeat:LVM-activate): Started z2.example.com
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my fs (ocf::heartbeat:Filesystem): Started z2.example.com
VirtuallP (ocf::heartbeat:IPaddr2): Started z2.example.com
Website (ocf::heartbeat:apache): Started z2.example.com

XK IP it R NS B, AT,

ZM L B PHIER 21, ERALL TS,

I [root@z1 ~]# pcs node unstandby z1.example.com

k

N
p o
;

il

M &0l B PR T S A FAR BRI ENZ T =, XRHKETF 5HERN
resource-stickiness fi, &% resource-stickiness JtEBHEMNIEE, HSE K&
g ADN=pra- LRI

/usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 3 #

/usr/share/doc/rhel-system-roles/ha_cluster/ directory
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%8 12 & {#/ RHEL XZifatafkci& SYSTEMD B

{5/ journald RHEL REifafa, EnLIETML systemd B, F{#MH Red Hat Ansible Automation
Platform B2 ERF AR &ILK,

12.1. £/ JOURNALD RHEL &SRB AHARICTE

ERRGIER R, EaILUEMA journald RHEL REAGEBRFAKARICFR. LUTRHGERT IMEE

playbook H1i%i& journald RHEL R 8 LUABILLTBLF -

RERARFICR

9 B ST R e KR AL ZE [A] A/

B journald LU EA - B GRE BEREE

A
SEREH
[ ]
R R R ZE T =
[ ]
L2 & EH L2 1T playbook B9 F &SR BIRHIT =,
[ ]
AFEERZE T kA28 sudo HER,
L

BB E S LI TAREM playbook X4, # ~/playbook.yml :

- name: Configure persistent logging
hosts: managed-node-01.example.com
vars:

journald_persistent: true
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journald_max_disk_size: 2048

journald_per_user: true

journald_sync_interval: 1
roles:

- rthel-system-roles.journald

Ak, journald IRS5219 B EEME LK AREFE 2048 MB AKX/, FHAHENHAF M
BHERE, RS82HRE.

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XTeRREIEEER, FREEHERBERNEE.

i&{T playbook :

I $ ansible-playbook ~/playbook.yml

HiBR

[}
/usr/share/ansible/roles/rhel-system-roles.journald/README.md 3

/usr/share/doc/rhel-system-roles/journald/ B3
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25 13 E {#1/ RHEL R4 fECE B oA iE

o

(5[ Ansible E kdump, fEaILUERA kdump faf, X2 RHEL 9 hal i RHEL RGifafaz

5/ kdump ARAILEEERFRSERFRENAE, UEREITI.

13.1. {1/l KDUMP RHEL %%Zifa 2 A& Ak AR TS ALl

] LB 29T Ansible playbook £ %45:0

LA kdump R A BRIER AR ES

g

H
[=]

kdump R5:faa583 E#t /etc/ kdump.conf X452 EH T ZEEHM kdump

EE. AN MRNAT kdump fafa, NIZEIMAAAE kdump HEthSEHER, B
eilkaHARTEIEE, thallEH /etc/sysconfigikdump 3,

FRFH

EE AR AR

L2 & EH L2 1T playbook B/ &SR BIRHIT =,

AT EERRET Bk 28 sudo HBR,

EZ S

BB ES LU TARZEM playbook 324, #1 ~/playbook.yml

- hosts: managed-node-01.example.com
roles:
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%5 13 & 1/ RHEL RS RciE B shEsis

- rthel-system-roles.kdump
vars:
kdump_path: /var/crash

JE playbook 53k :

$ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRELEHERBERNEE.

7—

i&1T playbook :

$ ansible-playbook ~/playbook.yml

/usr/share/ansible/roles/rhel-system-roles.kdump/README.md file

/usr/share/doc/rhel-system-roles/kdump/ directory
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% 14 = ] RHEL RGiABKARBEREZESH

IZPI LU kernel_settings RHEL RS2 —RUES IR in LERERZSH, XINMERAE :

REGT AR A REN R FEO,

B A THANALSE

MIZHITTEHZTT kernel_settings fifaja, RARSBUTIIANATRERS, HEEREIERE.

B

xR, BT RHEL JGERAM RHEL R4 A a2 M AppStream B G R {E
7 RPM #4312 RHEL &£/, RHEL &ZifafaiAnl@id Ansible Automation Hub
HNZE iRt Ansible TTHMES,

14.1. KERNEL_SETTINGS RHEL RZifa 2t

RHEL R5ifia2— 4 AR, IEEESMRIGRM—BMEERD,

RHEL R5ifata AT kernel_settings RHEL REiAAfa B5IEEA#%, rhel-system-roles H#E
BEXNTREAEURSE .

ZEFARSBLIABIME AR N AR —PHEN RS, F1E playbook i kernel_settings A&
EFERN—IRZNABRLTE, playbook B2—MHZE N AKEEM play 51K, ¥ YAML A %S,

eI LS S S sk e L —HIEHE Ansible 121F playbook EeEMIRSE.

{5/ kernel_settings fifa, EaJLIEE :

1M kernel_settings_sysctl fifa L EMRAKS
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%14 & A RHEL RS AR K AEERNKSH

{8/ kernel_settings_sysfs fAfAa TR EMAKTFRE. B XEMXSEER

systemd IR EEERH CPU #8x1, F{EM kernel_settings_systemd_cpu_affinity fifa
TELNBHAX

AAEF RS &M kernel_settings_transparent_hugepages #l
kernel_settings_transparent_hugepages_defrag fifaZr E8EE T

Hith BHIR

[}
/usr/share/ansible/roles/rhel-system-roles.kernel_settings/README.md 3

/usr/share/doc/rhel-system-roles/kernel_settings/ directory

{2/ playbook

AMrTHE R A

14.2. {#fl KERNEL_SETTINGS RHEL %Zifa 2N AR S

BRERLUTHIAESIFN A Ansible playbook SKLEEEERNZSHE, MM ENZERIFRITERFA
ﬁo

FRFM

FEEAESFERHT RHNRET <.

L2 & EH L2 1T playbook B9 F &SR BIRHIT =,

AT EEIRET Bk 2A sudo HBR,

L

m
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BIEE S TAEN playbook X, #l ~/playbook.yml :

- name: Configure kernel settings
hosts: managed-node-01.example.com
roles:

- rthel-system-roles.kernel_settings
vars:
kernel_settings_sysctl:
- name: fs.file-max
value: 400000
- name: kernel.threads-max
value: 65536
kernel_settings_sysfs:
- hame: /sys/class/net/lo/mtu
value: 65000
kernel_settings_transparent_hugepages: madvise

& MERFHFES play XEKWIREHRER, FHEEX play B,

1£ play / E4H1: 38, ATFIEEZ1TX play WEHL. EESKETL/EFIHBEERNE
HLB9 S h 2 FRiR A, AT LUME inventory SX#Hh e U —H EHLIR L,

playbook I vars: #84%, B&RRASMEAKSHAIENTENXK,

role: 5% RHEL RSiARSAE vars o PI—BIMNSHBHIE,

N
ol

ZATLUETX playbook FRIRZSH R HEUFSENEE,

-

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHERBENNEE,

12
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o

%14 & A RHEL RS AR K AEERNKSH

i&1T playbook :

$ ansible-playbook ~/playbook.yml

ERENZETNHARERZMNAKSE IR IR ENA T BESHEERERE.

/usr/share/ansible/roles/rhel-system-roles.kernel_settings/README.md 3

/usr/share/doc/rhel-system-roles/kernel_settings/ directory

{1/ Playbook

13
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%5 15 = (¢ RHEL RZiAataikd@A&iC®

ERRGIERR, #EeILl#EMA logging RHEL %:4if3 f24F Red Hat Enterprise Linux E#HlEE N BE&
k%528, UMZEANEFmRGEBERR.

15.1. LOGGING RHEL ®&5ifafa

M logging RHEL %5ifafa, A LEXRBALILE I EBRERERE.

BRICRAER G RZHUZS HIEIM B ENZ T BRIC KNG,

pln, BEIERRETAEZLUTHA

A ith 244

systemd/journal

P LB A —PBEILKRS

A%, BERICKRGULAAL T

HEEGETE /var/llog B XA

A& % %F Elasticsearch

BE#EARS—1TBERS

A logging RHEL R5ififa, ERILIHSHAMGHLGEN SN R, M, EUbRE—AER
RARE, kA B WEAFMERDHD, MMXHEIRBHRANBERLES—1TEERS, HF
A3 B &,

14
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=
o
B

/usr/share/ansible/roles/rhel-system-roles.logging/README.md file

/usr/share/doc/rhel-system-roles/logging/ directory

RHEL R5ifafa

15.2. M HXH# BEid% RHEL REiAE

AEIFNA Ansible playbook, LUEXf —HMITAIHZEECE A&ICKBRA R, BENSERIICK
B,

FoRFMH

FEEAESHFEHT RHNRET <.

a2 & EH L2 1T playbook B/ &SR BIHRHIT =,

AFFERZET apik P 28 sudo HER.

k

N
p o
;

i

IERNRE rsyslog BHE, H5 RHEL 5B AESHREN L rsyslog.

e

£

BRI ELLTRAM playbook X4, # ~/playbook.yml :

- name: Deploying basics input and implicit files output
hosts: managed-node-01.example.com
roles:
- rthel-system-roles.logging
vars:
logging_inputs:
- name: system_input

115
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type: basics
logging_outputs:
- name: files_output
type: files
logging_flows:
- name: flow1
inputs: [system_input]
outputs: [files_output]

JE playbook &3k :
I $ ansible-playbook --syntax-check ~/playbook.ymi
HAR, XTSRRI E, FREERMEERNEKE,

’—

i&{T playbook :

I $ ansible-playbook ~/playbook.yml

1.
WK /etc/rsyslog.conf XHMIIE. -
# rsyslogd -N 1
rsyslogd: version 8.1911.0-6.el8, config validation run...
rsyslogd: End of config validation run. Bye.
2.

FIERGERERARSEAERER -

REMAEL -
I # logger test

# & /var/log/messages B, #i0 :

# cat /var/log/messages
Aug 5 13:48:31 <hostname> root[6778]: test

Hh <hostname> R&FmRoiMENL, HER, ZAS2 WA logger s HHMA

16
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FHAF 4, &Fl4 root,

=
o
B

/usr/share/ansible/roles/rhel-system-roles.logging/README.md file

/usr/share/doc/rhel-system-roles/logging/ directory

15.3. ;T84 H& RHEL oAb HE

O BN AERAAR, ZAERT rsyslog BT SRS IERRE.

FRFM

FEAESHFERHT RNRET <.

a2 & EH LiZ1T playbook B/ &SR BIHRHIT =,

AT EEIRET Bk 2A sudo HBR,

k

N
p o
;

i

IR NLE rsyslog %48, H N RHEL 5 BSERENRE rsyslog,

£

BB E S LU TAREM playbook X4, #1 ~/playbook.yml :

- name: Deploying files input and configured files output

hosts: managed-node-01.example.com
roles:

- rthel-system-roles.logging
vars:

logging_inputs:

- name: files_input
type: basics

17
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logging_outputs:
- name: files_output0
type: files
property: msg
property_op: contains
property_value: error
path: /var/log/errors.log
- name: files_output1
type: files
property: msg
property_op: "!contains”
property_value: error
path: /var/log/others.log
logging_flows:
- name: flow0
inputs: [files_input]
outputs: [files_output0, files_output1]

EAXMECE, FIAEES error FRIBRHESHICKEA /var/loglerrors.log 1, FIAHMER
#BiCK1E /var/log/others.log i,

R0 LU error BHEEEBNEE KT IENF RS,
BT UIRIBENRIFEYREE,

ZE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHRBENNEE,

7—

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

WK /etc/rsyslog.conf XHMIIE -

18
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# rsyslogd -N 1
rsyslogd: version 8.1911.0-6.el8, config validation run...
rsyslogd: End of config validation run. Bye.

2.
BIUFRGREBRAHELEDE error FRHBMER -
a.
REMAER -
I # logger error
b.
# & /var/log/errors.log B, il :
# cat /var/log/errors.log
Aug 5 13:48:31 hostname root[6778]: error
Hh hostname 2& Fim kS ENG, FHER, ZAE23HA logger ta I
B4, &I root,
HAth TR

/usr/share/ansible/roles/rhel-system-roles.logging/README.md file

/usr/share/doc/rhel-system-roles/logging/ directory

15.4. il LOGGING RHEL R&ifatap 2 AEMRARAE

REBUTSE#E4IEN A Red Hat Ansible Core playbook EECELE &KL KRR AR, X
playbook 1, — P HE M E M iimM systemd-journal FKEXA R, HFEilHELBERRSSR. RSEM

remote_rsyslog #1 remote_files EBLEEMA, FHIFEEHHBIRTEITIHAmEAMNEB KPR
ﬁ:o

FeRFM

FEEAESFEHT RHNRE T <.

LI 2 &E EH L2 1T playbook B9 /7 &SR BIHRHIT =,

19
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[
AT EEIZET Ktk B2f sudo R,
ERNRE rsyslog a8, BN RHEL 5 RBAERER L rsyslog.
R

BB a S LU TAREM playbook X4, # ~/playbook.yml :

- name: Deploying remote input and remote_files output
hosts: managed-node-01.example.com
roles:
- rthel-system-roles.logging
vars:
logging_inputs:
- name: remote_udp_input
type: remote
udp_ports: [ 601 ]
- hame: remote_tcp_input
type: remote
tcp_ports: [ 601 ]
logging_outputs:
- name: remote_files_output
type: remote_files
logging_flows:
- name: flow_0
inputs: [remote_udp_input, remote_tcp_input]
outputs: [remote_files_output]

- name: Deploying basics input and forwards output
hosts: managed-node-02.example.com
roles:

- rthel-system-roles.logging
vars:
logging_inputs:
- hame: basic_input
type: basics
logging_outputs:
- name: forward_output0
type: forwards
severity: info
target: <host1.example.com>
udp_port: 601
- name: forward_outputi
type: forwards
facility: mail
target: <host1.example.com>
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515 % 1 RHEL RS ABEERSILX
tcp_port: 601

logging_flows:
- name: flows0
inputs: [basic_input]
outputs: [forward_output0, forward_output1]
[basic_input]

[forward_outputO, forward_outputi]

Heh <host1.example.com> 2 H&IC KRS 2.

k

N
p 3
;

gl

G

ETI LB playbook HHISHLUFSENTE.

g

H
[=]

BEfRARREATERSBIEE M imRSIH SELinux SHRBgHE L
H¥m O R A 3SR T, EAIA SELinux kB2 &m0 601. 514, 6514,

10514 #1 20514, EFAHMEwO, FEXE " miiRS SR RE LK
SELinux EB%,

IS playbook ik :

I $ ansible-playbook --syntax-check ~/playbook.ymi

HER, X esRE

FEER, FRIEHERBARNEKE,

’—

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

EE iR 225 LA /etc/rsyslog.conf STHBIEE :
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# rsyslogd -N 1

rsyslogd: version 8.1911.0-6.el8, config validation run (level 1), master config
/etc/rsyslog.conf

rsyslogd: End of config validation run. Bye.

2.
RiEEF iR RRSRAEER
a.
EEF RGP AENAER
I # logger test
b.
ERSB/RG L, &H Ivar/log/<host2.example.com>/messages B, #il :
# cat /var/log/<host2.example.com>/messages
Aug 5 13:48:31 <host2.example.com> root[6778]: test
Hrh <host2.example.com> REFimRkSiENHZ. HER, ZHESIHA logger
SMAFBAF A, &Ik root,
H At BT iR

/usr/share/ansible/roles/rhel-system-roles.logging/README.md file

/usr/share/doc/rhel-system-roles/logging/ directory

15.5. {7 A TLS B LOGGING RHEL R4t

EHIRREW(TLS) Z—MmMBEHN, BEARFBRT I ENMENRLREE.

ENEREG, EaLIEMA logging RHEL kS5 AEEALIIE Ansible Automation Platform A& H &
e S T

15.5.1. Bd@&7i A TLS ME Fim A&

IRa L@ A A logging RHEL ®5ifi 2l Ansible playbook 7 RHEL Z /i LGB R, FH A
TLS m# A &E X ErE SRS

122
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HREGIER— A REAMIES, FHE Ansible FHRBPNE ~iRHMMA T LAE TLS, TLS X588
T IngE, HEAEENFRRSER.

&R WIE playbook i certificate RHEL &5 a3k BI&IE+. logging RHEL %
SfAtaaIHAE.

Fit CA BB HBIBMIEEESR, RET R IdM S,

FoRFH

FEAESFERHT RHNRET <.

L2 E M 21T playbook B F &SR BIHRHIT =,

AFEERZET Siik P BH sudo HER.

ZET REE IdM R,

MREAEET S FHRENAERS 22T RHEL9.2 SXESikA, BEAT FIPS &, &
P A% 759 B Master Secret (EMS)Y E=k{#f TLS 1.3, %A EMS iy TLS 1.2 F#ERK
W, MEFEZER, HSMH 5l TLS § B "Extended Master Secret" HIREXE,

BIERa S LI TAREM playbook X4, # ~/playbook.yml :

- name: Deploying files input and forwards output with certs

hosts: managed-node-01.example.com
roles:

- rthel-system-roles.logging
vars:

logging_certificates:

- name: logging_cert
dns: ['localhost’, 'www.example.com']

123
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ca:ipa
logging_pki_files:

- ca_cert: /local/path/to/ca_cert.pem
cert: /local/path/to/logging_cert.pem
private_key: /local/path/to/logging_cert.pem

logging_inputs:

- hame: input_name
type: files
input_log_path: /var/log/containers/*.log

logging_outputs:

- hame: output_name
type: forwards
target: your_target_host
tcp_port: 514
tls: true
pki_authmode: x509/name
permitted_server: 'server.example.com’

logging_flows:

- name: flow_name
inputs: [input_name]
outputs: [output_name]

playbook LA TS -

logging_certificates

SBBELEZEIET RHEL REGATHH certificate _requests, AT RIEFEM
iﬂz:F’o

logging_pki_files

FAXITSH, EaLEEERKICKAREKRAT TLS 9 CA. IEBMBHXHMEE
MEMEE, FAUT NS TFSEBISE : ca_cert. ca_cert_src. cert. cert_src
. private_key. private_key_src fl tis,

INREMER logging_certificates £ B+ 17 s LIRS, EAEMFER
ca_cert_src. cert_src fl private_key_src, | HFEHATEH
logging_certificates fIlEA93C{F,

ca_cert

FREWRTRE CAIEBXHMEEER. BIAED /etc/pkitis/certs/ca.pem, X##
A i,

cert
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FARBIT R EIETXXHREEE,. BRIABRRE /etc/pki/tls/certs/server-cert.pem, 3
HE&mAfRE,

private_key

FARBIT R ERFAXHRREE. BNAIRRE /etc/pki/tls/private/server-key.pem, 3
HEHAF%E,

ca_cert_src

FEEHIT = £ CA MEF IR, ZRFRERRNBFEN L ca_cert I5EEMAL
B, MREHEH logging_certificates, FEAEFAE.,

cert_src

FRAERT R EIEBXHNRE, HNERERIERENL cert HENAE. MRER
logging_certificates, HAEFEAT.

private_key_src

FREEHT R ERAHRRE R, HEEERBIBRENL private_key TEERIGIE,
MR{EA logging_certificates, HAEHHT,

tls

FILSEOLE N true ATAFRET LR EERBERE. MREFREELLHESR, &0
LUK E tls: false,

U playbook &k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

IR, XM eSRBIEER, FRIEHERBENNEE,

j&1T playbook :

I $ ansible-playbook ~/playbook.yml
Heth BT

[ ]
/usr/share/ansible/roles/rhel-system-roles.logging/README.md file
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[ ]
/usr/share/doc/rhel-system-roles/logging/ directory

{5 RHEL R4ifa aigkik4.

15.5.2. BB A TLS MRS #BAE
B LAE A A logging RHEL &% B Ansible playbook # RHEL RSS2 FARCE R, Hi9H

WENEA TLS m#EMERE A SREERAE,

HREAE - FAMIES, 3 Ansible FHMIRS HHPHIAA EH LEE TLS.

&R WIE playbook i certificate RHEL &5 a3k BI&iE+. logging RHEL %
SAaAtaaIIHAE.

Fit CA B HHIBMIEEESR, RET R IdM SR,

FeRFMH

ZEEAESFERHT RHNRET <.

a2 E M 21T playbook B F &SR BIHRHIT =,

AFEERZET Siik P BH sudo HER.

ZET REE IdM i,

MEEAEET A LRENAFRSHZ21T RHEL 9.2 iESik4A, BEAT FIPS &R, &
Fin A% #59 B Master Secret (EMS)Y k{1 TLS 1.3, %A EMS iy TLS 1.2 F#ERK
W, MEFZER, HSMH 55l TLS § B "Extended Master Secret" HIREXE,
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IR ELITRAM playbook X4, # ~/playbook.yml :

- name: Deploying remote input and remote_files output with certs
hosts: managed-node-01.example.com
roles:
- rthel-system-roles.logging
vars:
logging_certificates:
- name: logging_cert
dns: ['localhost’, 'www.example.com']
ca:ipa
logging_pki_files:
- ca_cert: /local/path/to/ca_cert.pem
cert: /local/path/to/logging_cert.pem
private_key: /local/path/to/logging_cert.pem
logging_inputs:
- hame: input_name
type: remote
tcp_ports: 514
tls: true
permitted_clients: ['clients.example.com’]
logging_outputs:
- hame: output_name
type: remote_files
remote_log_path: /var/log/remote/%FROMHOST%/%PROGRAMNAME
replace%.log
async_writing: true
client_count: 20
io_buffer_size: 8192
logging_flows:
- name: flow_name
inputs: [input_name]
outputs: [output_name]

playbook LA TS -

logging_certificates

:::secpath-

S ENEERZEIES RHEL REifaahM certificate _requests, AT GIEFAFH

UEH

logging_pki_files

FAXANSHE, EoLEEERFZICKARERAT TLS 9 CA. IEBMEBASHIIEE
MEMEE, FRAUT—AMHENFSBIEEE : ca_cert. ca_cert_src. cert. cert_src

. private_key. private_key_src fl tis,
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INRIEMFEA logging_certificates £ B+ 17 s LIRS, EAEMFER
ca_cert_src. cert_src fl private_key_src, S| HFEHAFEH
logging_certificates B89 {F,

ca_cert

FRBERTRLE CAERXXHNEER, BRIARRN /etc/pkitis/certs/ca.pem, X#HH
A ik,

cert

FARBIT R EIETXXHREEE. BRIABRREH /etc/pki/tls/certs/server-cert.pem, 3
HE&mAfRE,

private_key

FRBERT R ERAHREER. BIABEREN /etc/pkiltls/private/server-key.pem, 3
HEaHAFEE,

ca_cert_src

RFEEHT R £ CA MEPXXHHRER, ZRFRERRNBFENL ca_cert I5EMIAL
B, MREEH logging_certificates, EAEFAE.,

cert_src

FRAERT R EIEB X HRNRE, HNSRERIERENL cert HENAE. MRER
logging_certificates, HAEFEAT.

private_key_src

FRREEHT R ERAHMEE R, HEHERBIBRENL private_key lEERIGIE,
MR{EMA logging_certificates, HAEHHE,

tls

FILSEOLE N true ATAFRET LR EEHREE. MREFREELLHESR, &0
LUK tls: false,

U playbook &k :

I $ ansible-playbook --syntax-check ~/playbook.ymi
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AR, XTeSREIEEER FAREIEFRMEANNRE.

j&1T playbook :

I $ ansible-playbook ~/playbook.yml

Hth B

[ ]
/usr/share/ansible/roles/rhel-system-roles.logging/README.md file

/usr/share/doc/rhel-system-roles/logging/ directory

£/ RHEL REiAfiEkiuES,

15.6. /77 A RELP MHXEILX RHEL RE5ifafa

AISEMNSEH HEP(RELP)2—#u@id TCP MZCKBIRHIE BRI, SR T EERHT
Sef%d, EALEFRRIHEMER ZRNIMEHRERE,

RELP A XE LU B AFHBSRE, BREELERMNIERE. NiBGR—HME, RELP{EH
FBREFAGRNRSH, UEHMTEMEENERRE,

o] LIE EE RELP &/ im#l RELP Server RIFZZHERSL. RELP Fimfi H&EG XL ZAE
%5i, RELP RFEHZEFEVHEZEAERSGAENMAERE.

EHE A AILMEMA logging RHEL R4 &5 AL KRG E AT S A Mg A& RE

15.6.1. Bdi&%7A RELP MW&E im A&

Ea LA logging RHEL ®5ififafE RHEL REihEEBERRE, XERAKIDKERHSE L, Fhat
i&1T Ansible playbook f§H&# A B RELP it H&ERSE,

RN Ansible FHith 2 m 4HhB9FTA 4 ACE RELP. RELP ECiEfER{EH/ZRE(TLS)EM
BHBLH, RIEBASTEMLS ER2EH,
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FoRFEMH

FEAESHFERHT RHNRET <.

A2 E M 21T playbook B F &SR BIHRHIT =,

AFEERZET Siik P BH sudo HER.

£

BIRE S LI TAREM playbook X4, # ~/playbook.yml :

- name: Deploying basic input and relp output
hosts: managed-node-01.example.com
roles:

- rthel-system-roles.logging
vars:
logging_inputs:
- hame: basic_input
type: basics
logging_outputs:
- name: relp_client
type: relp
target: logging.server.com
port: 20514
tls: true
ca_cert: /etc/pki/tls/certs/ca.pem
cert: /etc/pki/tls/certs/client-cert.pem
private_key: /etc/pki/tls/private/client-key.pem
pki_authmode: name
permitted_servers:
- ".server.example.com’
logging_flows:
- name: example_flow
inputs: [basic_input]
outputs: [relp_client]

playbook {# LA T iXi&E -

target
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X2— T BRNESY, ATEERTRAERENENS,
port

EEASCERGEALITNEROS,
tls

BRASEMSE L22ihehm, MREFEERLITARERF, LU tls TEREN
false. 5 RELP T{Eit, BRIAM tls SEHIXEN true, BREZBHALHH triplets
{ca_cert. cert. private_key} #l/3k {ca_cert_src,cert_src,private_key src},

MREBET {ca_cert_src,cert_src,private_key src} =icdl, MEKIALLE
letc/pkiltls/certs F /etc/pki/tls/private #FA{EZE T m LB M, LUEMILHIT =%
WX, EXMERT, XHES triplet PRIGEFRER

MREBET {ca_cert,cert,private_key} =cél, M3 BERERINATERIA
REL,

MR =THEBE T, WSHFMERT Rp R E CRBARET <NEE
%&0

ca_cert

F& CA IEBMERR, EIAKKE N /etc/pkiltis/certs/ca.pem, XHZHA " &E,

cert
RRIUEBHEEE, BIARE N /etc/pkitis/certs/server-cert.pem, & MM
B,
private_key
FRAFNEEE, BIARREN /etc/pki/tis/private/server-key.pem, X#HZHMA %
B,
ca_cert_src

RAEHFBBRENNKN CA IEBXHEE. MREET ca_cert, NRFHEHIF
ZALE,

cert_src
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RRERBBERENBRBIES XHBE, MREET cert, NMASFHEFIBIZAIE,
private_key_src

RAEHBBRENNR B HAIMANEERE, MRIEET private_key, NSFFHEH
BIZAIE,

pki_authmode
BEZ5HRIrERX N name = fingerprint,
permitted_servers

BEZ i@ TLS H#EMA %R ERIRS E515R.

B
B AFHRIE,
it
B &5 5k,
2.

U playbook &k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

IR, XM eSREBIEER, FRIEHERBENNEE,

3.
j&1T playbook :
I $ ansible-playbook ~/playbook.yml
H At BT iR

[ ]
/usr/share/ansible/roles/rhel-system-roles.logging/README.md file

/usr/share/doc/rhel-system-roles/logging/ directory
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15.6.2. Bdi&77 A RELP MRE B A&

&aI LUE A logging RHEL ®R5if1 2§ RHEL R4 ASEE MRS 2R, FHEiTiZ1T Ansible
playbook Miiif5 RELP M2 HERGEKAE,

RN Ansible SEHirh ARS5% HhBIFTA EHACE RELP, RELP ECiEREA TLS Mn#EHE S %%,
DMRIEERZE E RS2t fEmB s,

SeRFH
[
R AR IR RS2 E T
[
a2 E M 21T playbook B F &SR BIHRHIT =,
[
AFEERSET RBK - Bf sudo BUR,
R

BB E S LI TAREM playbook X4, # ~/playbook.yml :

- name: Deploying remote input and remote_files output
hosts: managed-node-01.example.com
roles:

- thel-system-roles.logging
vars:
logging_inputs:
- hame: relp_server
type: relp
port: 20514
tls: true
ca_cert: /etc/pki/tls/certs/ca.pem
cert: /etc/pki/tls/certs/server-cert.pem
private_key: /etc/pki/tls/private/server-key.pem
pki_authmode: name
permitted_clients:
- "example.client.com’
logging_outputs:
- name: remote_files_output
type: remote_files
logging_flows:
- name: example_flow
inputs: relp_server
outputs: remote_files_output
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playbook {# LA T iXiE -

port
EEABZICRRGEELITNROS,
tls

BRASEMSE E22iheh, MREFEERLITARERF, AL tls TEREN
false. f£5 RELP T{Eit, BRIAM tls SEHKIXEN true, BREZBHALHH triplets
{ca_cert. cert. private_key} #l/3k {ca_cert_src,cert_src,private_key src},

MEXIET {ca_cert_src,cert_src,private_key_src} =i, MIBRIAGIE
letc/pki/tls/certs F /etc/pki/tls/private #A{EZE T m LB MM, LUEMILHIT =%
W, EXFERT, XH4AS5 triplet FRERIERFRERE

MEXIET {ca_cert,cert,private_key} =i, NISCH1E R EEERIN AL TEIA
HELE,

MRAAN=TAHEBRET, NSTHREMERT KRR CHBZE T <BRE
BB,

ca_cert

F& CA IEBHERR, BIAKKE N /etc/pkiltis/certs/ca.pem, XHEZHA " EE,

cert
RREBHEBR. BIARRREN /etc/pkiltls/certs/server-cert.pem, X #AHEAF X
B,
private_key
KA E. BIABRRE N /etc/pki/tls/private/server-key.pem, &A%
B,
ca_cert_src
RREHBERENBAL CA B XHRE. MRIBEET ca_cert, NARFHERF
LB,
cert_src
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REERBBERENBRBIES XHBE, MRBET cert, NMSFHEFIBZALIE,
private_key_src

RAEHBBRENNRBHAIMANEERE, MRIEET private_key, NFFHEH
BNZAIE,

pki_authmode
BEZ5H%IERX " name = fingerprint,
permitted_clients

B&ICKRRSEAVRERT TLS HEEMAXBENE P imsIR,

B

BEMAFHRIE,
i

EFt b EIE N

U playbook &k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

IR, X eSRBIEER, FRIEHERBENNEE,

j&1T playbook :

I $ ansible-playbook ~/playbook.yml

Hi 5w

[ ]
/usr/share/ansible/roles/rhel-system-roles.logging/README.md file

/usr/share/doc/rhel-system-roles/logging/ directory
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%5 16 = i RHEL REi At litHas

VENRGIETRG, #RelLU{#EA metrics RHEL REiAa LIRS A,

16.1. METRICS RHEL RZiAa RN

RHEL RZ4iAfa 2 Ansible AABHERNES, NEREEE S RHEL RSRMHt—BMEREER
O. metrics RGiAERNFMREEEMRES MRS, FHALUEFSSERAIRE EIENTERSMSI
. metrics RGiABALLESEA pep KBIRENRSIME, METRAMEE pcp, AN pcp HIZEH
ERE 2 H playbook ZhHEH,

Hith TR

[}
/usr/share/ansible/roles/rhel-system-roles.metrics/README.md 3 #

/usr/share/doc/rhel-system-roles/metrics/ directory

16.2. f#f METRICS RHEL REifafalaffi{b AR A RE:

IR T M4l {8 metrics RHEL R4 sk iRkt RS:, RN @i Grafana 124tEIE
i1k,

FoRFM

EEESFENT RNZE TR
L2 & EH L2 1T playbook B/ &SR BIRHIT =,
AFEEISET RMKk - BEA sudo BUR,

localhost 422675 iR EBOSE B SC b B -

I localhost ansible _connection=local
R
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BRI ELLTRAM playbook X4, # ~/playbook.yml :

- name: Manage metrics
hosts: localhost
roles:

- rthel-system-roles.metrics
vars:

metrics_graph_service: yes
metrics_manage_firewall: true
metrics_manage_selinux: true

7 metrics_graph_service fa/RMEMHIXE N value="yes", FTLA Grafana #iBzhZ&XHE
#%, FHEMA pcp HmIA—BUER. B metrics_manage_firewall 1

metrics_manage_selinux #4i% 7 true, FTLL metrics fafa{difl firewall #1 selinux R5ifafa
EEH metrics ARHEANRO,

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

HAR, XS REIEEE, FREERMEERNEKE,

i&1T playbook :

I $ ansible-playbook ~/playbook.ymi

EEENS EBENRFRYIE, i grafanaweb 52 , # 1jj7] Grafana web Ul Bk
iR,

=
=
=

/usr/share/ansible/roles/rhel-system-roles.metrics/README.md 3 #

/usr/share/doc/rhel-system-roles/metrics/ directory
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16.3. fff METRICS RHEL RZifa kg it H 5 SN RS

7R T M{afE A metrics RETABKE—HIBZELZHRA S,

FRFM

ZEAESHFERHT RHNRET <.

Al EZE XM EZ1T playbook B P & BIHEHIT =

AT EEIRET Bk 2A sudo HBR,

£

BRI ELLTRAM playbook X4, # ~/playbook.yml :

- name: Configure a fleet of machines to monitor themselves
hosts: managed-node-01.example.com
roles:
- rthel-system-roles.metrics
vars:
metrics_retention_days: 0
metrics_manage_firewall: true
metrics_manage_selinux: true

5 metrics_manage_firewall 1 metrics_manage_selinux #8#i%4 true, FTLL metrics

A firewall 1 selinux ffakEE metrics AAFEANEwO,

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHRBENNEE,

i
a\

T playbook :
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I $ ansible-playbook ~/playbook.yml
H At BT iR

[}
/usr/share/ansible/roles/rhel-system-roles.metrics/README.md 3 #

/usr/share/doc/rhel-system-roles/metrics/ directory

16.4. il METRICS RHEL R taff At zEh i RNEE

R T A A metrics R AR KER NI REPEIENSRNEE, RARh#T grafana 12
HEIENA AL, FhliT redis IREBURMNEI,

TR

B ERFER T RNZE T =
L2 & EH L2 1T playbook B9/ &SR BIRHIT =,
AT EEISZET K8k~ A sudo R,

localhost 422677 s EBSE B Sc b B -

I localhost ansible_connection=local
R

BB E S LU TAREM playbook X4, # ~/playbook.yml :

- name: Set up your local machine to centrally monitor a fleet of machines
hosts: localhost
roles:
- rthel-system-roles.metrics
vars:
metrics_graph_service: yes
metrics_query_service: yes
metrics_retention_days: 10
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metrics_monitored_hosts: ["database.example.com", "webserver.example.com']
metrics_manage_firewall: yes
metrics_manage_selinux: yes

B~ metrics_graph_service #l metrics_query_service #a/R{E#R#IXE 7 value="yes",
FTLL grafana #BshREMES, FHEA pcp RN A—NBUEIR, A pep FEIECRREIR
redis 1, FiF pcp HiESATERMBUEE I, EJy metrics_manage_firewall fl
metrics_manage_selinux #41% 7 true, FTLL metrics fAfafif firewall 1 selinux A fakKE

I metrics A BFEAMNERO,
2.
IS playbook ik :
I $ ansible-playbook --syntax-check ~/playbook.ymi
HAR, TS REIEEER, FREBLEFHRMEERNEE,
3.
i&1T playbook :
I $ ansible-playbook ~/playbook.yml
[}
EHEENREPBENIERNEERTR, FHEOBYE, 10 grafana web 53, # il
Grafana Web Ul Frffk,
H At BT iR
[}
/usr/share/ansible/roles/rhel-system-roles.metrics/README.md 3 #
[}

/usr/share/doc/rhel-system-roles/metrics/ directory

16.5. 7Ef 1 METRICS RHEL RZifl 2 I RGN i%iE STk

PCP & R B RIFRLE (SASL) LR scram-sha-256 %XiE#HlE., metrics RHEL RZifafa
f£f scram-sha-256 AKX IEHH BshiXEFHREIERP R, XA P T a4 H metrics RHEL
REGARES BRI,

FRFH
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FEAESHFEHT RHNRET <.

L2 &E EH 21T playbook B9 F &SR BIRHIT =,

AFEERZET apik P 2H sudo HER.

SatEIAM playbook X4, #l ~/playbook.yml, FHFHINSFHRIEHEXMNTE :

- name: Set up authentication by using the scram-sha-256 authentication mechanism
hosts: managed-node-01.example.com
roles:
- thel-system-roles.metrics
vars:
metrics_retention_days: 0
metrics_manage_firewall: true
metrics_manage_selinux: true
metrics_username: <usernames
metrics_password: <password>

JE playbook 53k :

$ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRELEHERBERNEE.

7—

i&1T playbook :

$ ansible-playbook ~/playbook.yml

IOUF sas| Bei& :

# pminfo -f -h "pcp://managed-node-01.example.com?username=<username>"
disk.dev.read
Password: <password>

141



Red Hat Enterprise Linux 9 f§fl RHEL REGifIfaHIIML R ER

disk.dev.read
inst [0 or "sda"] value 19540

HAth B

[}
/usr/share/ansible/roles/rhel-system-roles.metrics/README.md 3 #

/usr/share/doc/rhel-system-roles/metrics/ directory

16.6. ffF METRICS RHEL %%ifaf2’y SQL SERVER Ed&FH /o BistirES

IR T MM FER metrics RHEL RGiAtkAEMLEE, FHHBIdARS LM pep JBA
Microsoft SQL Server BigtrES.

FRFH

R AR IR S ZE T A
LI 2 & 4 L2 1T playbook B9/ &SR BIRHIT =,
AFEERSZET Sk~ 28 sudo HR,

88 %% 7 AT Red Hat Enterprise Linux B Microsoft SQL Server, &3 75 SQL ik
Sl {55,

#£B79 Red Hat Enterprise Linux &% 7 FiF SQL Server i Microsoft ODBC ¥ zhiEFF,

localhost fE32HITT s _ERE AP ECE -

I localhost ansible_connection=local
R

BB E S LI TAREM playbook X4, # ~/playbook.yml :
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- name: Configure and enable metrics collection for Microsoft SQL Server
hosts: localhost

roles:

- rthel-system-roles.metrics
vars:

metrics_from_mssql: true
metrics_manage_firewall: true
metrics_manage_selinux: true

5 metrics_manage_firewall 1 metrics_manage_selinux #8%i%4 true, FTLL metrics
At firewall #l selinux A &KEE metrics ABFEANRO,

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHERBENNEE,

3.
i&1T playbook :
I $ ansible-playbook ~/playbook.yml
[ ]
{85/ pcp @S ELIE SQL Server PMDA f$E (mssql) & S MEHEETT -
# pcp
platform: Linux sqlserver.example.com 4.18.0-167.el8.x86_64 #1 SMP Sun Dec 15
01:24:23 UTC 2019 x86_64
hardware: 2 cpus, 1 disk, 1 node, 2770MB RAM
timezone: PDT+7
services: pmcd pmproxy
pmcd: Version 5.0.2-1, 12 agents, 4 clients
pmda: root pmcd proc pmproxy xfs linux nfsclient mmv kvm mssql
jbd2 dm
pmlogger: primary logger:
/var/log/pcp/pmlogger/sqlserver.example.com/20200326.16.31
pmie: primary engine: /var/log/pcp/pmie/sqlserver.example.com/pmie.log
Hfh BR
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/usr/share/ansible/roles/rhel-system-roles.metrics/README.md 3 #

/usr/share/doc/rhel-system-roles/metrics/ directory
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%5 17 & {1/ RHEL RZifa & MICROSOFT SQL SERVER

YENEEG, EalLUEA microsoft.sql.server Ansible fifask% ik, ECEHS 5 Microsoft SQL
Server(SQL Server), The microsoft.sql.server Ansible A {L{LBMIRIERSE, LIRS SQL Server
MeEMEN 2, ZAGFEREENXER{EMABHE Red Hat Enterprise Linux EHAE, LLETT
SQL Server T{Efi#,

17.1. {8 MICROSOFT.SQL.SERVER LAt 5UA I X HLEMECE SOAL IRS5 %

&9 LAfE A microsoft.sql.server Ansible fifakREHECE SQL Server hii4 2019, FHIrhiy
playbook 53R S5 2R ECE H{E RIIA M sql_cert IEHFFASEE, LUgEST TLS N,

FoRFM

FEAESFERHT RHNRE T <.

L2 & M L2 1T playbook B F &SR BIRHIT =,

AFEERZET aiik P 2H sudo HER.

/N 2 GB RAM

ansible-collection-microsoft-sql K AREEZTE T = L,

SET SEHALLTHRAZ— : RHEL 7.9. RHEL 8. RHEL 9.4 SX#E S kR4,

BRI E S LI TAREM playbook X4, # ~/playbook.yml :

- name: Install and configure SQL Server
hosts: managed-node-01.example.com
roles:
- microsoft.sql.server
vars:
mssql_accept_microsoft_odbc_driver_17_for_sql_server_eula: true
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mssql_accept_microsoft_cli_utilities_for_sql_server_eula: true
mssql_accept_microsoft_sql_server_standard_eula: true
mssql_version: 2019

mssql_manage_firewall: true

mssql_tls_enable: true

mssql_tls_cert: sql_crt.pem

mssql_tls_private_key: sql_cert.key

mssql_tls_version: 1.2

mssql_tls_force: false

mssql_password: <password>

mssql_edition: Developer

mssql_tcp_port: 1433

: JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi
WAR, XMefREBIEEE, FREEEREAFUNEE,
3.
J&1T playbook :
I $ ansible-playbook ~/playbook.yml
Hfh BR

[ ]
/usr/share/ansible/roles/microsoft.sql-server/README.md file

17.2. §f MICROSOFT.SQL.SERVER ®%ifi &a#ll CERTIFICATE RHEL R4if a2 EHACE SQL iR
554

& AT LA microsoft.sql.server Ansible fa a3k L& X HACE SQL Server kx4 2019, AHirhry
playbook 5k 552 BCE J A TLS %, HERIEHRSEABUERBEZE S sql_cert iEH32#4-1FA
%0

&R WIE playbook HifiH certificate RS Bk AIEIET. microsoft.sql.server Ansible ifARH
iR E.

FRFH

FEAESHFEHT RHNRET <.
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LI 2 & EH L2 1T playbook B9 F &SR BIRHIT =,
AFEEIZET ik~ 2% sudo HBR,

/M 2 GB RAM

ansible-collection-microsoft-sql i AREEZTE T = L,
ZET =EMT Red Hat Identity Management (IdM)ii e,

SET SEHLLTHRAZ— : RHEL 7.9. RHEL 8. RHEL 9.4 SX#E S kR4,

BB E S LI TAREM playbook X4, #1 ~/playbook.yml :

- name: Install and configure SQL Server
hosts: managed-node-01.example.com
roles:
- microsoft.sql.server
vars:
mssql_accept_microsoft_odbc_driver_17_for_sql_server_eula: true
mssql_accept_microsoft_cli_utilities_for_sql_server_eula: true
mssql_accept_microsoft_sql_server_standard_eula: true
mssql_version: 2019
mssql_manage_firewall: true
mssql_tls_enable: true
mssql_tls_certificates:
- name: sql_cert
dns: *.example.com
ca: self-sign
mssql_password: <password>
mssql_edition: Developer
mssql_tcp_port: 1433

JE playbook 53k :

I $ ansible-playbook --syntax-check ~/playbook.ymi
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AR, XTeRREIEEER, FREEHERBERNEE.

’—

i&1T playbook :

$ ansible-playbook ~/playbook.yml

=
=
=

/usr/share/ansible/roles/microsoft.sql-server/README.md file

{ff RHEL REiAEiIEKIES

17.3. IR B &RE B E AR E

ENIEASEHESRIABXFR‘ERD, FHiEH
mssql_datadir. mssql_datadir_mode. mssql_logdir #1 mssql_logdir_ mode ZF£1EI A playbook
rhiEE B E N EFHRER. HEENEE RN, AatBREeMBR, FRGEREERDBRMAEN.

B

MREHERENRLE, NEFEREFSUODEARE, MEESHE XHEEEHD
REBUR,

FoRFMH

FEAESHFEHT RHNRET <.

LI 2 & EH L2 1T playbook B9 7 &SR BIRHIT =,

AFEERZET apik P 28 sudo HER.

/N 2 GB RAM
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ansible-collection-microsoft-sql i AREEZTE TR L,

SET SEHALLTHRAZ— : RHEL 7.9. RHEL 8. RHEL 9.4 SX#E S kR4,

SatEIAM playbook X4, #l ~/playbook.yml, 3t7iN storage # log XM E :

- name: Install and configure SQL Server

hosts: managed-node-01.example.com

roles:
- microsoft.sql.server

vars:
mssql_accept_microsoft_odbc_driver_17_for_sql_server_eula: true
mssql_accept_microsoft_cli_utilities_for_sql_server_eula: true
mssql_accept_microsoft_sql_server_standard_eula: true
mssql_version: 2019
mssql_manage_firewall: true
mssql_tls_enable: true
mssql_tls_cert: sql_crt.pem
mssql_tls_private_key: sql_cert.key
mssql_tls_version: 1.2
mssql_tls_force: false
mssql_password: <password>
mssql_edition: Developer
mssql_tcp_port: 1433
mssql_datadir: /var/lib/mssql/
mssql_datadir_mode: '0700'
mssql_logdir: /var/log/mssql/
mssql_logdir_mode: '0700'

HEHBISHEADBRERN, LUE Ansible [FHEBTHFRH, MAZUN\AHBERA R
ﬁo

MRERAREESER, FEBREXFEE, NAGKERERANERRSHEIN umask,
mERBEEERR, BERBEXEE, NAGERNARXER,

JE playbook 53k :

I $ ansible-playbook --syntax-check ~/playbook.ymi
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HER, XTeaREIEEER, FRELEHERBERNEE.

3.
i&1T playbook :
I $ ansible-playbook ~/playbook.yml
Hith BTIR
[}

/usr/share/ansible/roles/microsoft.sql-server/README.md file
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%5 18 & {1/ RHEL RZifatalici& NBDE

18.1. NBDE_CLIENT %1 NBDE_SERVER RHEL ®Zifs 25/} (CLEVIS #1 TANG)

RHEL %5ifa a2 Ansible A IERNES, HIBEERS D RHEL RoRH#—MAkERO,

]I Ansible A fafif Clevis 1 Tang B3IABE R T RIGHE R (PBD)#R AR, rhel-
system-roles @Hh I TXLERGAME, HXMHIFLURSEXH.

nbde_client REifa fafEEEEBLIAEN A XEBEZ 1 ClevisE i, iHES, nbde_client ifaR
X F Tang 45, EBRIEEFEBAT TPM2 45E,

nbde_client i 2aFE 24 LUKS MENE, HABSIEE LUKS MESHER—IHE ML
#7%E (NBDE)IRS5%5 - Tang fR554%. EALMERAENEERBIANEME, NEFHEMER. MERZGE
HiE, R AR NBDE 8. HBRAEEAEES RS ERMERNIGN BB ST,
XIFEEH,

MRERNHRAEFNBHXY, ARREREEEREMANE—, NRBEFIEMERHIENED,
ERZAMAANAEPRRBEHEEE,

PBD 48 E SOy & BRI, XBHRENRA—NMIERAIUESNHE, RAGEEHE 1.

nbde_client i athi2ft T state T2, M present [AENIBFHERBEHUEHE. 5 clevis
luks bind e GARE, EAILU# state: present SREBEHZH X SAEPINERE. absent BHERMERTS
ERIEE

[ nbde_client R5ifata, ERILIBEMER Tang IRS5&B1E7BELNE ARG RN—EHS. 1
A BRI IhEE

B¥ Tang B

HBEMED Tang BH

=
o
B
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/usr/share/ansible/roles/rhel-system-roles.nbde_server/README.md file

/usr/share/ansible/roles/rhel-system-roles.nbde_client/README.md file

/usr/share/doc/rhel-system-roles/nbde_server/ directory

/usr/share/doc/rhel-system-roles/nbde_client/ directory

18.2. {#if} NBDE_SERVER RHEL %Z:faiXE% /P TANG R5 S

RBUTSEESNN A SN Tang IRSS5%H%EM Ansible playbook,

SEREH
[ ]
R AR IR S ZE T A
[ ]
L2 &E EH L2 1T playbook B9 F &SR BIRHIT =,
[ ]
ATFEERZE T kA28 sudo HER,
IR

BRI E S LU TAREM playbook X4, # ~/playbook.yml :

- hosts: managed-node-01.example.com
roles:
- rthel-system-roles.nbde_server
vars:
nbde_server_rotate_keys: yes
nbde_server_manage_firewall: true
nbde_server_manage_selinux: true

It playbook REIARERE Tang RS B[HBHILHE.
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34 nbde_server_manage_firewall #1 nbde_server_manage_selinux ##i%i& N true
i, nbde_server AfafiMA firewall il selinux f 23K EE nbde_server A& FHANmO.

2.
IS playbook ik :
I $ ansible-playbook --syntax-check ~/playbook.ymi
HAR, TS REIEEE, FREBLHRMEERNEE,
3.
i&{T playbook :
I $ ansible-playbook ~/playbook.yml
[}
BELRE Clevis RS LA grubby T E R Tang pin MM AT A, EHA :
I # grubby --update-kernel=ALL --args="rd.neednet=1"
H At BT iR

/usr/share/ansible/roles/rhel-system-roles.nbde_server/README.md file

/usr/share/doc/rhel-system-roles/nbde_server/ directory

18.3. {#if NBDE_CLIENT RHEL RZifaaiXB% 4 CLEVIS & /i

M nbde_client RHEL ®&5ifafa, EalLUERFHNRAEZ AN RE LTS Clevis B mixEMN
Ansible playbook,

nbde_client RSt R ¥ Tang HE. Hit, EREFHAT TPM2 H5E.

FoRFM
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[
B ERTFER T RNZE T =
[
L2 &E EH 21T playbook B9 F &SR BIRHIT =,
[
AT EEIZET K8k~ B2f sudo R,
FIR

BIEE S TAEN playbook X, #l ~/playbook.yml :

- hosts: managed-node-01.example.com
roles:
- rthel-system-roles.nbde_client
vars:
nbde_client_bindings:

- device: /dev/rhel/root
encryption_key_src: /etc/luks/keyfile
servers:

- http://serveri.example.com
- hitp://server2.example.com

- device: /dev/rhel/swap
encryption_key_src: /etc/luks/keyfile
servers:

- hitp://serveri.example.com
- hitp://server2.example.com

XA Pl playbook ACiE Clevis & i, LUEERA Tang RSB HFEDPE—N eI AN BB
RBH A LUKS In#s

nbde_client R5if A REZFE A A ENEE N (DHCP)KER. ZFF NBDE AT A%
X IP BENE P, HHEALLT playbook :

- hosts: managed-node-01.example.com
roles:
- rhel-system-roles.nbde_client
vars:
nbde_client_bindings:

- device: /dev/rhel/root
encryption_key_src: /etc/luks/keyfile
servers:

- http://serveri.example.com
- http://server2.example.com

- device: /dev/rhel/swap

encryption_key_src: /etc/luks/keyfile
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servers:

- hitp://serveri.example.com

- hitp://server2.example.com

tasks:
- name: Configure a client with a static IP address during early boot
ansible.builtin.command:
cmd: grubby --update-kernel=ALL --

args="GRUB_CMDLINE_LINUX_DEFAULT="ip={{ <ansible_default_ipv4.address> }}::{{
<ansible_default_ipv4.gateways }}:{{ <ansible_default_ipv4.netmask> }}::{{
<ansible_default_ipv4.alias> }}:none'™

1EIXA playbook #, $F & It;ansible_default_ipv4Galaxy > FRFHRE B EMMLHN IP it

b, @40 : ip={{ 192.0.2.10 }}::{ 192.0.2.1 }}:{{ 255.255.255.0 }}::{{ ens3 }}:none.,

JE playbook 5%k :

I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XTeaREIEEER, FREEHERBERNEE.

i&1T playbook :

I $ ansible-playbook ~/playbook.ymi

2.
3.
HinBR

/usr/share/ansible/roles/rhel-system-roles.nbde_client/README.md file

/usr/share/doc/rhel-system-roles/nbde_client/ directory

£#ta ramdisk (initrd)d &R E Linux M4SECE BHXE
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%5 19 & {1/ RHEL REiABEEMSXE

EH G o] LUER network RHEL R45ifa A BT SR HEXNEENEEES.

19.1. E A% RHEL R5iAEMEOLN, SEAHS IP it AdE LIARTFE

R oI LU#E A network RHEL R5ifh fainitfic & LA A MIERE,

FRFM

FEEAESHFERHT RHNIRE T <.

L2 & EH L2197 playbook B /1 &SR BIHRHIT =,

AT EEIRET Bk 28 sudo HBR,

IRS5 B ECE A — M YEHE BN LUAKR %%,

Z & m{8fA NetworkManager BdiE M4,

L

BRI SLLTAREK playbook X, #l ~/playbook.yml :

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure an Ethernet connection with static IP
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network_connections:
- hame: enp1s0
interface_name: enp1s0
type: ethernet
autoconnect: yes
ip:
address:
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-192.0.2.1/24

-2001:db8:1::1/64
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:

-192.0.2.200

-2001:db8:1::ffbb
dns_search:

- example.com

state: up

XEREFEALTREN enpl1s0 & E X — N LAARERERCE S -
5 IPv4 Hilik - 192.0.2.1 1 /24 F RIS
5 IPv6 il - 2001:db8:1::1 #1 /64 FHAHER
IPv4 ERIAFX - 192.0.2.254
IPv6 ELIAMX - 2001:db8:1::fffe
IPv4 DNS fR5523 - 192.0.2.200
IPv6 DNS fR%52% - 2001:db8:1::ffbb
DNS ##3&ig; - example.com

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XTeRREIEEER, FREEHERBERNEE.

S,

N

T playbook :

3
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I $ ansible-playbook ~/playbook.yml

Hith 5w

[}
/usr/share/ansible/roles/rhel-system-roles.network/README.md 34

/usr/share/doc/rhel-system-roles/network/ directory

19.2. M RHEL RS A BINLARE, FHAHA IP il fidE UKMERE
R oI LU#E A network RHEL &% fainitfic & LA A MERE,
IR LME AU TSRS RE -

I # udevadm info /sys/class/net/<device_name> | grep ID_PATH=

FoRFMH

FEdEEFEHT RANZRET <.

L2 &E EH L2 1T playbook B9 F &SR BIRHIT =,
ATFEEIIRET K89k~ 2A sudo FUR.
IR55 2R ECE A — M YEHEENLAKM %%,

Z & =8 NetworkManager BdE M4,
R

BB a S LI TAREM playbook X4, # ~/playbook.yml :

I - name: Configure the network
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hosts: managed-node-01.example.com
tasks:
- name: Configure an Ethernet connection with static IP
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network_connections:
- hame: example
match:
path:
- pci-0000:00:0[1-3].0
- &!pci-0000:00:02.0
type: ethernet
autoconnect: yes
ip:
address:
-192.0.2.1/24
-2001:db8:1::1/64
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:
-192.0.2.200
-2001:db8:1::ffbb
dns_search:
- example.com
state: up

X BB {8 A LU T B E AR R RCiE S -

5 IPv4 Hutlk - 192.0.2.1 H1 /24 FMIES

5 IPv6 Hutlk - 2001:db8:1::1 1 /64 FRHEHE

IPv4 BXIAMX - 192.0.2.254

IPv6 BRIAMIX - 2001:db8:1::fffe

IPv4 DNS AR%545 - 192.0.2.200

IPv6 DNS 5585 - 2001:db8:1::ffbb
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DNS ##3&ig; - example.com

Afld B match SEE LT Ansible fEIA&R fAZ]5 PCIID 0000:00:0[1-3].0 P2y
&, {B3%% 0000:00:02.0 i%x&. AXALMEHANKFEHFIERFTNFE FEF
/usr/share/ansible/roles/rhel-system-roles.network/README.md X+ match 2

ek,

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XTeRREIEEER, FREEHERBERNEE.

i&1T playbook :
I $ ansible-playbook ~/playbook.yml

Hth BHR

[}
/usr/share/ansible/roles/rhel-system-roles.network/README.md 344

/usr/share/doc/rhel-system-roles/network/ directory

19.3. fFAM%: RHEL REiABMEOLATR, £ERAZIZA IP HhibEdE LA

ZRI LA network RHEL RGiABREEELAMERE, N FEEHE IP i i&iEnE
¥, NetworkManager & 73 H DHCP RS &B0EREE K IP i%iE,

FRFM

FEAESHFERHT RHNRET <.

LI 2 & M L2 1T playbook B9 F &SR BIRHIT =,
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AFEERZET apik P 28 sudo HER.
RS HBEEDPE —NEKEELLAKMIZE,
M4 DHCP IR558%

Z&E T m {8 NetworkManager BdE M4,

RIS LU TAREK playbook 32, #l ~/playbook.yml :

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure an Ethernet connection with dynamic IP
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network_connections:
- hame: enp1s0
interface_name: enp1s0
type: ethernet
autoconnect: yes
ip:
dhcp4: yes
auto6: yes
state: up

XL E N enpl1s0 HAE LT — M LAKMFERE XX, M DHCP R552:31:3R IPv4 1th
b, 1Pv6 bk, BRIARIX. E&EH. DNS PRS5E3F1IE3RIE, LUK IPve oAt B hEciE
(SLAAC).

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FREEHERBERNEE.
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’—

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

HinBR

[}
/usr/share/ansible/roles/rhel-system-roles.network/README.md 34

/usr/share/doc/rhel-system-roles/network/ directory

19.4. [ AM%ZE RHEL REA BN SRE, FAA IP thhtfdE LA ER:

Ra LU#E A network RHEL REifatainifieEULAMER:., X TFEAHA IP bk &Er%E

¥, NetworkManager &3 EH DHCP RS &B0EREE K IP i%iE,

ERILME AL T SRR AR E -

I # udevadm info /sys/class/net/<device_name> | grep ID_PATH=

FoRFM

EEEFFIERT RNZRET <.

LI 2 & EH L2 1T playbook B9/ &SR BIRHIT =,
ATFEEIIRET 8K~ 2A sudo FUR.
IRS5 SR E P A — MR HF EI KR &,

%% h3E DHCP R 23,

ZE XA NetworkManager BdE M4,
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£

RIS LLUTAREK playbook 32, #l ~/playbook.yml :

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure an Ethernet connection with dynamic IP
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network_connections:
- hame: example
match:
path:
- pci-0000:00:0[1-3].0
- &!pci-0000:00:02.0
type: ethernet
autoconnect: yes
ip:
dhcp4: yes
auto6: yes
state: up

XEEREE L — PN KRR ES S, M DHCP [RS5%31:5R IPv4 itbiik, 1Pv6 ik,
BIAPIK. E&EH. DNS IRS5SBFMIRRE, LUK IPv6 Lkt B 5hACE (SLAAC),

match 3 X Ansible ¥ play FiFAEI5 PCI ID 0000:00:0[1-3].0 FEE/I %%, A2
0000:00:02.0,

ZHE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEER, FRIEHRBENNEE,

i&1T playbook :

$ ansible-playbook ~/playbook.ymi

=
=
3
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/usr/share/ansible/roles/rhel-system-roles.network/README.md 344

/usr/share/doc/rhel-system-roles/network/ directory

19.5. i1 NETWORK RHEL %Zifa faid& VLAN #ric

IRBI LU network RHEL ZZififafidE& VLAN Frice XANRHOITEXANUAKBER 2 EZRINT —1 L
APIEREH ID 7 10 B9 VLAN, fEHFi%%, VLAN EESE IP. RiAMXH DNS EiE,

RIBEAGALEE, MR TRE, fI :

EEHMEEDR VLAN BfFmO (0%E) , 58S ip Bt FEFREDNE P&
IEO

ZE1E VLAN i team. bridge =% bond %%, EJHAERTE VLAN h{d FHMEG O
interface_name 1 K& Etf,

TR

FEAESFEHT RHNRET <.

L2 &E EH L2 1T playbook B9/ &SR BIRHIT =,

AT EEIRET Bk 8A sudo HBR,

L

RIS LLUTARER playbook 32, #l ~/playbook.yml :

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure a VLAN that uses an Ethernet connection
ansible.builtin.include_role:
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name: rhel-system-roles.network
vars:
network_connections:
# Add an Ethernet profile for the underlying device of the VLAN
- hame: enp1s0
type: ethernet
interface_name: enp1s0
autoconnect: yes
state: up
ip:
dhcp4: no
auto6: no

# Define the VLAN profile
- name: enp1s0.10
type: vian
ip:
address:
-"192.0.2.1/24"
-"2001:db8:1::1/64"
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:
-192.0.2.200
-2001:db8:1::ffbb
dns_search:
- example.com
vlan_id: 10
parent: enpi1s0
state: up

XS EE X FE enpl1s0 52 E#E4ER VLAN, VLAN #EOBLLTFXE :

5 1Pv4 Hhiik - 192.0.2.1 §1 /24 FRIHERS

5 IPv6 Hutlk - 2001:db8:1::1 1 /64 FMHEHE

IPv4 B X - 192.0.2.254

IPv6 ELAPX - 2001:db8:1::fffe

IPv4 DNS fR554% - 192.0.2.200
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IPv6 DNS Ak%525 - 2001:db8:1::ffbb
DNS #£3&1s - example.com

VLANID - 10

VLAN B2 R parent BHESF VLAN BCE H7E enpl1s0 & LizfT. ERNFX
#, VLAN E#8& IP. BIAKXF DNS ECi&E,

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XA REIEEER, FRELEHERBERNEE.

’—

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

Hith 5w

[}
/usr/share/ansible/roles/rhel-system-roles.network/README.md 344

/usr/share/doc/rhel-system-roles/network/ directory

19.6. {ifF§ NETWORK RHEL R4 tafic &M

R el LA ¢ A network RHEL R4 fBiniahic & M.

FoRFH

FEAESFERHT RHNRET <.
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%519 = {§1H RHEL RGiABEEM%IXE

ino

AT EERRET Bk 2A sudo HBR,

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure a network bridge that uses two Ethernet ports
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network_connections:
# Define the bridge profile
- hame: bridge0

type: bridge
interface_name: bridge0
ip:
address:
-"192.0.2.1/24"
-"2001:db8:1::1/64"
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:
-192.0.2.200
-2001:db8:1::ffbb
dns_search:
- example.com
state: up

# Add an Ethernet profile to the bridge
- nhame: bridge0-port1

interface_name: enp7s0
type: ethernet
controller: bridge0
port_type: bridge

state: up

# Add a second Ethernet profile to the bridge
- hame: bridge0-port2

interface_name: enp8s0
type: ethernet

HERSS R PREFDIE N L L YEHE B HRLE.

BB E S LU TAREM playbook X4, # ~/playbook.yml :
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controller: bridge0
port_type: bridge
state: up

XEE A LU T E R L — T -

5 1Pv4 Hhlik - 192.0.2.1 §1 /24 FRIHERS

5 IPv6 Hutlk - 2001:db8:1::1 1 /64 FRHEHE

IPv4 BLABASK - 192.0.2.254

IPv6 ELAPX - 2001:db8:1::fffe

IPv4 DNS AR%545 - 192.0.2.200

IPv6 DNS 5525 - 2001:db8:1::ffbb

DNS ##3&ig - example.com

P89 O - enp7s0 #1 enp8s0

k

N
p o
;

il

£ Ei%iE IP B &, AR Linux MFNmO _Ei%iE,

-

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XTeaREIEEER, FRELEHERBERNEE.
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3.
i&1T playbook :
I $ ansible-playbook ~/playbook.yml
H At BT iR

/usr/share/ansible/roles/rhel-system-roles.network/README.md 34

/usr/share/doc/rhel-system-roles/network/ directory

19.7. {11 NETWORK RHEL R4ifa 2 RdE M HE

#RE[LAd A network RHEL R A iRt E MG E,

FoRFEH

FEAESFEHT RHNRET <.

LI 2 & 4 L2 1T playbook B9 F &SR BIRHIT =,

AT EERRET Bk 2A sudo HBR,

HERSBPREFDIE N L L YEHE B RRLE.

£

BB a S LI TAREM playbook X4, # ~/playbook.yml :

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure a network bond that uses two Ethernet ports
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
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network_connections:

# Define the bond profile
- hame: bond0
type: bond
interface_name: bond0
ip:
address:
-"192.0.2.1/24"
-"2001:db8:1::1/64"
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:
-192.0.2.200
-2001:db8:1::ffbb
dns_search:
- example.com
bond:
mode: active-backup
state: up

# Add an Ethernet profile to the bond
- nhame: bond0-port1

interface_name: enp7s0

type: ethernet

controller: bond0

state: up

# Add a second Ethernet profile to the bond
- name: bond0-port2

interface_name: enp8s0

type: ethernet

controller: bond0

state: up

XEE R LT RE E LR SE -

#:5 1Pv4 Hhiik - 192.0.2.1 §1 /24 FRIHERS

5 IPv6 Hutlk - 2001:db8:1::1 1 /64 FRHEHE

IPv4 B MX - 192.0.2.254

IPv6 ELAPX - 2001:db8:1::fffe
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IPv4 DNS AR%545 - 192.0.2.200

IPv6 DNS fR5528 - 2001:db8:1::ffbb

DNS ##3&ig - example.com

EMERD - enp7s0 1 enp8s0

e - active-backup

k

N
p
;

il

ERE LiXE IP BiE, AR Linux FErmO Li%E,

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FREEHERBERNEE.

i&{T playbook :

$ ansible-playbook ~/playbook.yml

=
o
B

/usr/share/ansible/roles/rhel-system-roles.network/README.md 34

/usr/share/doc/rhel-system-roles/network/ directory

19.8. 11 NETWORK RHEL %%ifa & IPOIB i%$%
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& eI LS network RHEL REGifafa )l IP iiid InfiniBand (IPolB)i% &2 il NetworkManager i%
ERCESE, i, @idiz1T Ansible playbook, R T%E N mix4_ib0 FEOZERIN—4
InfiniBand % :

—4 IPolB %+ - mix4_ib0.8002

— 192 X% p_key - 0x8002

— AN IPv4 Hbilk - 192.0.2.1, FREE N /24

—AN#A IPv6 il - 2001:db8:1::1, TS /64

1£ Ansible #2177 s LTS IR,

FoRFEMH

ZEAESFEHT RHNRET <.

LI 2 &E EH L2 1T playbook B9 /7 &SR BIRHIT =,

AFEERZET amik P 248 sudo HER.

—AN% 7 mix4_ib0 B InfiniBand & &ML EEZE TR L,

Z&ET =8 NetworkManager BdE M4,

BB a S LU TAREM playbook X4, #1 ~/playbook.yml :

- name: Configure the network
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hosts: managed-node-01.example.com
tasks:
- name: Configure IPolB
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network_connections:
# InfiniBand connection mix4_ib0
- name: mix4_ib0
interface_name: mix4_ib0
type: infiniband

# IPolB device mix4_ib0.8002 on top of mix4_ib0
- name: mix4_ib0.8002
type: infiniband
autoconnect: yes
infiniband:
p_key: 0x8002
transport_mode: datagram
parent: mix4_ib0
ip:
address:
-192.0.2.1/24
-2001:db8:1::1/64
state: up

NMRIEEERBIFIREE T p_key B8, HAELE IPolB % LiXE& interface_name S,

U playbook ik :

I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XTeRREIEEER, FREEHERBERNEE.

i&{T playbook :

I $ ansible-playbook ~/playbook.yml

1£ managed-node-01.example.com F#l_EER mix4_ib0.8002 ix##Y IP iXi& :

# ip address show mix4_ib0.8002

inet 192.0.2.1/24 brd 192.0.2.255 scope global noprefixroute ib0.8002
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valid_lft forever preferred_lft forever
inet6 2001:db8:1::1/64 scope link tentative noprefixroute
valid_lIft forever preferred_lft forever

H7R mix4_ib0.8002 % &0 XK EH(P_Key) :
# cat /sys/class/net/mix4_ib0.8002/pkey
0x8002

7R mix4_ib0.8002 % &M :

# cat /sys/class/net/mix4_ib0.8002/mode
datagram

=
=
sm

/usr/share/ansible/roles/rhel-system-roles.network/README.md 34

/usr/share/doc/rhel-system-roles/network/ directory

19.9. i NETWORK RHEL %5ifi (2 4 E F MR £ 88 i B R R B EA R X

R LM AT RISMIEH kB R EFHNAEREFRRNEARMX, fm, ETLlF RHEL A&
FEAREH, SERARKABRBRMERERAIIEXMIZMNRE A, B2, MASBIFSFRERRNRERR
BN B,

BERBENESN T R EEEETRISAEH, ZLIER network RHEL REifA A,

R BIEX LT -
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Internal Workstations Servers
10.0.0.0/24 203.0.113.0/24

10001 2030131

RHEL Router
default route
Ii 198.51.100.1 m m 192.0.2.1 —\
198.51.100.2 192.0.2.2
| I
Provider A Provider B

SoREM
[ ]
R A ST R E T R,
[ ]
LI 2 &E EH L2197 playbook B9 F &SR BIRHIT =,
[ ]
AFEERSET 8K~ 28 sudo FUR,
[ ]
SET S NetworkManager #1 firewalld BR5.
[ ]
FEERBENZET A 4 MR%ED :
o
enp7s0 EOSFERIRHE A M, REFEMLEHAIMX IP 77 198.51.100.2, FI%%
5/ /30 PR,
o
enp1s0 EEOFEERIR 7 B M%E. IREAEMLEHRIMX IP 5 192.0.2.2, FZ&HH
/30 PAZEHERY,
o

enp8s0 OB 55 AR I FihM 10.0.0.0/24 FRHEE,
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enp9s0 FEO B 55 A A RRS 219 203.0.113.0/24 FRH:E,

[ ]
PER THEih FRIhENAER 10.0.0.1 FENERIARX, ELLHRRED, EaLUFXA4 IP #bk 4
BoZAERH2RHY enp8s0 MIZEEEO,
[ ]
RSS2 F R ENEEA 203.0.113.1 FEABRRUAMX, FEWRRES, EalLUFX4 IP Hiik 5
BCZAERH2RAY enp9s0 MZEEEO,
P2

BB a S LI TAREM playbook X4, # ~/playbook.yml :

- name: Configuring policy-based routing
hosts: managed-node-01.example.com
tasks:

- name: Routing traffic from a specific subnet to a different default gateway
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network_connections:
- name: Provider-A
interface_name: enp7s0
type: ethernet
autoconnect: True
ip:
address:
-198.51.100.1/30
gateway4: 198.51.100.2
dns:
-198.51.100.200
state: up
zone: external

- name: Provider-B
interface_name: enp1s0
type: ethernet
autoconnect: True
ip:

address:
-192.0.2.1/30
route:
- network: 0.0.0.0
prefix: 0
gateway: 192.0.2.2
table: 5000
state: up
zone: external
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- name: Internal-Workstations
interface_name: enp8s0
type: ethernet
autoconnect: True
ip:

address:
-10.0.0.1/24
route:
- network: 10.0.0.0
prefix: 24
table: 5000
routing_rule:
- priority: 5
from: 10.0.0.0/24
table: 5000
state: up
zone: trusted

- hame: Servers
interface_name: enp9s0

type: ethernet
autoconnect: True
ip:
address:
-203.0.113.1/24
state: up
zone: trusted

JE playbook 153k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

HAR, XTSRRI E, FREERMEERNEKE,

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

ERSBITFihFMe9 RHEL 4L :

=& traceroute H {4 :
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I # dnf install traceroute

f£FH traceroute TE ERBIBEM_EFHEEH -

# traceroute redhat.com

traceroute to redhat.com (209.132.183.105), 30 hops max, 60 byte packets
1 10.0.0.1 (10.0.0.1) 0.337 ms 0.260 ms 0.223 ms

2 192.0.2.1 (192.0.2.1) 0.884 ms 1.066 ms 1.248 ms

ol B R BIET 192.0.2.1, BR{HE B MMLEAZ EBIES.

2.
1ERS5 % F MM RHEL 4L -
a.
=& traceroute B4 :
I # dnf install traceroute
b.
f£fH traceroute TE G RBIBEM_EFHAEEH -
# traceroute redhat.com
traceroute to redhat.com (209.132.183.105), 30 hops max, 60 byte packets
1 203.0.113.1 (203.0.113.1) 2.179 ms 2.073 ms 1.944 ms
2 198.51.100.2 (198.51.100.2) 1.868 ms 1.798 ms 1.549 ms
O SRS @ 198.51.100.2, EItRFE A MRk & X BIEE,
3.

A RHEL %5ifa 2ACiER RHEL BREH&R L -

BRI -

#ip rule list

0: from all lookup local

5: from 10.0.0.0/24 lookup 5000
32766: from all lookup main
32767: from all lookup default
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BiIABRT, RHEL 253K local. main 1 default B3I,

fi.7R5k 5000 FPAIERER -

# ip route list table 5000
0.0.0.0/0 via 192.0.2.2 dev enp1s0 proto static metric 100
10.0.0.0/24 dev enp8s0 proto static scope link src 192.0.2.1 metric 102

EREOMBMEK -

# firewall-cmd --get-active-zones
external

interfaces: enp1s0 enp7s0
trusted

interfaces: enp8s0 enp9s0

IE external R2&B S A T h3k -

# firewall-cmd --info-zone=external
external (active)
target: default
icmp-block-inversion: no
interfaces: enp1s0 enp7s0
sources:
services: ssh
ports:
protocols:
masquerade: yes

=
o
=
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19.10. {8/ NETWORK RHEL RZifafaliciE A 802.1X ML F DK IE FERSLAKM R

=l LLE A network RHEL RS fa BB B A 802.1X M4 R % E HILL AR,
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FoRFMH

FEAESFEHT RHNRET <.

LI & EH L2 1T playbook B9 F &SR BIRHIT =,

AT EEIRET Bk 2A sudo HBR,

P43z 802.1X W% SR %Ik,

=& =i NetworkManager,

control T _E#FFE TLS B RIFrr =L T304 -

B inEAEE1E /srv/data/client.key X,

B PimiF B ELE /srv/data/client.crt X4k,

WEF WA Y (CA)IE B ERETE /srv/data/ca.crt X,

L2

BB E S TAEN playbook X, #l ~/playbook.yml :

- name: Configure an Ethernet connection with 802.1X authentication
hosts: managed-node-01.example.com
tasks:
- name: Copy client key for 802.1X authentication
ansible.builtin.copy:

src: "/srv/data/client.key”
dest: "/etc/pki/tls/private/client.key”
mode: 0600

- name: Copy client certificate for 802.1X authentication

ansible.builtin.copy:
src: "/srv/data/client.crt”
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dest: "/etc/pki/tls/certs/client.crt”

- name: Copy CA certificate for 802.1X authentication
ansible.builtin.copy:
src: "/srv/data/ca.crt”
dest: "/etc/pki/ca-trust/source/anchors/ca.crt"

- name: Configure connection
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network_connections:
- hame: enp1s0
type: ethernet
autoconnect: yes
ip:
address:
-192.0.2.1/24
-2001:db8:1::1/64
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:
-192.0.2.200
-2001:db8:1::ffbb
dns_search:
- example.com
ieee802_1x:
identity: user_name
eap: tis
private_key: "/etc/pki/tls/private/client.key"
private_key_ password: "password"
client_cert: "/etc/pki/tls/certs/client.crt”
ca_cert: "/etc/pki/ca-trust/source/anchors/ca.crt"
domain_suffix_match: example.com
state: up

XS EFALLTIEEN enp1s0 & E X — P LLAMFERE S -

%75 IPv4 Hutik - 192.0.2.1 1 /24 FREEE

5 IPv6 Hutlk - 2001:db8:1::1 1 /64 FRHEHE

IPv4 BLABASK - 192.0.2.254

IPv6 EKAPX - 2001:db8:1::fffe
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IPv4 DNS k5523 - 192.0.2.200

IPv6 DNS fR%52% - 2001:db8:1::ffbb

DNS #£3&1s - example.com

{8/ TLS "l B &K IEHU(EAP)K 802.1X M4 &35 iE.

JE playbook 5%k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

HER, IR REIEEER, FREEHERBERNEE.

’—

i&1T playbook :

$ ansible-playbook ~/playbook.yml

=
=
=
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19.11. {8 NETWORK RHEL RGifafaAdE A 802.1X ML H AR WIFI %1

£ RHEL R4Gifata, EaILlBDhBIR wifi £, HIM, EaILiEA Ansible Playbook , 2l
wip1s0 BORMEL EEERE X H. MEAEERHEA 802.1X TrERE Fmi bRl Wi-Fi %%, %
playbook A BEEAE 18 DHCP, BEEHA IP XK@, MHNhiEE ip HdiSH,

SeRFMH

FEAESHFERHT RNRET <.
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L2 & EH L2 1T playbook B9 F &SR BIRHIT =,

AT EERRET Bk 2A sudo HBR,

P24 2 FF 802.1X BZE S5 E,

BEEZE T RLRET wpa_supplicant K42,

DHCP A FZ &1 mMp%t e,

control T _E#FFE TLS B RIEr =L T3¢ -

& i B 4 HETE /srv/data/client.key X,

B P iiuF-BEAE1E /srv/data/client.crt 32,

CA iF B fFHEFE /srv/data/ca.crt X,

BB a S LU TAREM playbook X4, #1 ~/playbook.yml :

- name: Configure a wifi connection with 802.1X authentication
hosts: managed-node-01.example.com
tasks:
- name: Copy client key for 802.1X authentication
ansible.builtin.copy:

src: "/srv/data/client.key”
dest: "/etc/pki/tls/private/client.key”
mode: 0400

- name: Copy client certificate for 802.1X authentication
ansible.builtin.copy:
src: "/srv/data/client.crt”
dest: "/etc/pki/tls/certs/client.crt”
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- name: Copy CA certificate for 802.1X authentication
ansible.builtin.copy:
src: "/srv/data/ca.crt”
dest: "/etc/pki/ca-trust/source/anchors/ca.crt"

- block:
- ansible.builtin.import_role:
name: rhel-system-roles.network
vars:
network_connections:
- name: Configure the Example-wifi profile

interface_name: wip1s0

state: up

type: wireless

autoconnect: yes

ip:
dhcp4: true
auto6: true

wireless:
ssid: "Example-wifi"
key_mgmt: "wpa-eap"

ieee802_1x:
identity: "user_name"
eap: tls
private_key: "/etc/pki/tis/client.key"
private_key password: "password"
private_key password_flags: none
client_cert: "/etc/pki/tls/client.pem"
ca_cert: "/etc/pki/tis/cacert.pem”
domain_suffix_match: "example.com"

XEE R wip1s0 BEOE L — wifi EERE Y. ZACE S-S 802.1X trAkm wifi B
RISUFR P ik, M DHCP RS B3R IPva Hthhk, IPv6 Hhht, ERIARIE. B&XH. DNS RS
SRR, LUK IPve TR B 5ECE (SLAAC),

: JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi
WAR, XMefREIEEE, FREEREAFHNEE,
3.
i&1T playbook :
I $ ansible-playbook ~/playbook.ymi
H At BT iR
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19.12. i NETWORK RHEL 5 tafriiaiEE LixERiAmx%

BEXZBERT, EEAAEGIBREENTERAMXK, B2, EtherLlfEA network RHEL R4
A fIEAEE ERERERRIAMXRE, LSERIAMX.

B

LIz 1T— M network RHEL REiA &M play B, MRXEHES play PiEESN
EHAEE, NAGAERNEHRESIANEEREXH, EHERXEESEENER
IME, THIRATE play PIEERSHEREEXHNENRE, BERE (N IPKE) 2%
1,

RIFEEACEHFAE, REREAMTREENEH enpl1s0 EEREXH :

%75 IPv4 Hhik - 198.51.100.20, FRKEE S /24

#5 IPv6 Hihit - 2001:db8:1::1 1 /64 FRIEEHS

IPv4 EXIAMIX - 198.51.100.254

IPv6 AKX - 2001:db8:1::fffe

IPv4 DNS AR%54% - 198.51.100.200

IPv6 DNS BR552% - 2001:db8:1::ffbb

DNS ##3&1g - example.com

185



Red Hat Enterprise Linux 9 f§fl RHEL REGifIfaHIIML R ER

FoRFMH

BRI R E T =,
LI 2 &E EH L2197 playbook B F &SR BIRHIT =,

AT EEIRET Bk 2A sudo HkR,

L2

BIEE S TAEN playbook X, #l ~/playbook.yml :

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure an Ethernet connection with static IP and default gateway
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network_connections:
- hame: enp1s0
type: ethernet
autoconnect: yes
ip:
address:
-198.51.100.20/24
-2001:db8:1::1/64
gateway4: 198.51.100.254
gateway6: 2001:db8:1::fffe
dns:
-198.51.100.200
-2001:db8:1::ffbb
dns_search:
- example.com
state: up

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

HAR, XS REIEEE, FREERMEAERNEKE,
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’—

i&{T playbook :

$ ansible-playbook ~/playbook.yml

=
=
3
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19.13. {8 NETWORK RHEL R taid B AKH

fRal LA {# A network RHEL RS AR ESSIRH,

B

LIK21T—/ME M network RHEL R play i, WMIRZEES play higEHN
HACE, NAGSARRNEHESIENEERE XY, Z/HEXEESENHRR
ME, HIRATE play PIEEMAERREXHNENCE, BEEE (0N IPRE) BF

1t
FeREZ M
[ ]
R AR IR S ZE T A
[ ]
L2 & EH L2 1T playbook B9/ &SR BIRHIT =,
[ ]
AFEERZE T K24 sudo HER,
L

BB a S LI TAREM playbook X, # ~/playbook.yml :

- name: Configure the network
hosts: managed-node-01.example.com
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tasks:
- name: Configure an Ethernet connection with static IP and additional routes
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network_connections:
- hame: enp7s0
type: ethernet
autoconnect: yes
ip:
address:
-192.0.2.1/24
-2001:db8:1::1/64
gateway4: 192.0.2.254
gateway6: 2001:db8:1::fffe
dns:
-192.0.2.200
-2001:db8:1::ffbb
dns_search:
- example.com
route:
- network: 198.51.100.0
prefix: 24
gateway: 192.0.2.10
- network: 2001:db8:2::
prefix: 64
gateway: 2001:db8:1::10
state: up

RIFEREACHFHE, ARMEAUTREREIEH enp7s0 EERREXH :

[ ]

#5 IPv4 Hhlik - 192.0.2.1 1 /24 FREE
[ ]

5 IPv6 Hutlk - 2001:db8:1::1 1 /64 FRHEHE
[ ]

IPv4 ELAMX - 192.0.2.254
[ ]

IPv6 ELAPX - 2001:db8:1::fffe
[ ]

IPv4 DNS AR552% - 192.0.2.200
[ ]

IPv6 DNS 5525 - 2001:db8:1::ffbb
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DNS ##3&ig; - example.com

198.51.100.0/24, MX% 192.0.2.10
2001:db8:2::/64, M35 2001:db8:1::10

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

HAER, XS REIEEE, FREERMEERNEKE,

’—

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

B IPv4 &M :

# ip -4 route

198.51.100.0/24 via 192.0.2.10 dev enp7s0

B~ IPv6 B8H :

# ip -6 route

2001:db8:2::/64 via 2001:db8:1::10 dev enp7s0 metric 1024 pref medium

=
=
B
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/usr/share/ansible/roles/rhel-system-roles.network/README.md 3244
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19.14. 8/ NETWORK RHEL %%ifs 2Aci& ETHTOOL OFFLOAD Zhig

& el LA network RHEL R4 f faEici& NetworkManager ) ethtool ZhaE,

B

LIK2fT—/ME M network RHEL Rl play i, MR ZEES play higEHN
HAREE, VAGRKAERNEHESIHANEEREXXH., EMEEXEESENHR
ME, HIRAEE play PSR EEREXHNENMEGE, BEERE (0 IPRE) B

Eo
SEREH
[ ]
BRI R ZE T =
[ ]
LI 2 & M L2 1T playbook B/ &SR BIHRHIT =,
[ ]
ATFEEDSZSET ik~ 28 sudo R,
L

BB EELLTRAM playbook X4, #1 ~/playbook.yml :

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure an Ethernet connection with ethtool features
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network_connections:
- hame: enp1s0
type: ethernet
autoconnect: yes
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ip:
address:
-198.51.100.20/24
-2001:db8:1::1/64
gateway4: 198.51.100.254
gateway6: 2001:db8:1::fffe
dns:
-198.51.100.200
-2001:db8:1::ffbb
dns_search:
- example.com
ethtool:
features:
gro: "no"
gso: "yes"
tx_sctp_segmentation: "no"
state: up

5 IPv4 Hbtik - 198.51.100.20, FMHEEH /24

%519 = {§1H RHEL RGiABEEM%IXE

It playbook fIIZEHFLLTFXEM enpl1s0 FEEREXH, XEBEEEEXHCEENEHT -

—ANEA IPv6 it - 2001:db8:1::1, TS /64

IPv4 BXiAM3% - 198.51.100.254

IPv6 EKiAM3% - 2001:db8:1::fffe

IPv4 DNS k5585 - 198.51.100.200

IPv6 DNS fz552% - 2001:db8:1::ffbb

DNS ##3&ig; - example.com

ethtool ThEE :

AU E(GRO) - A
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HEASYBHT(GS0) : IBHA
TX FRIEHERT(SCTP) D EX : £

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XTeRREIEEER, FRELEHEREERNEE.

7—

i&1T playbook :

$ ansible-playbook ~/playbook.yml

=
=
=

/usr/share/ansible/roles/rhel-system-roles.network/README.md 344
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19.15. il NETWORK RHEL %%ifsfaidi& ETHTOOL COALESCE Xi&

& el LA network RHEL R4ifi fafici& NetworkManager ¥ #%H ethtool coalesce % i&.

B

LYIRZ{T—1EH network RHEL REiAAEM play i, MR XEHS play higEM
EREE, NAAERNERERNGEEREXXH. B XEESEENER
IME, AT play PIEEMZEEREXXHNEMRE, BFERE (N IPEE) BfF
Eo

FRFH

FEEAESFERHT RHNIRET <.
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LI 2 & EH LiZ1T playbook B /1 &SR BIRHIT =,

AT EERRET Bk 2A sudo HBR,

BRI ELLTRAM playbook X4, # ~/playbook.yml :

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure an Ethernet connection with ethtool coalesce settings
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network_connections:
- hame: enp1s0
type: ethernet
autoconnect: yes
ip:
address:
-198.51.100.20/24
-2001:db8:1::1/64
gateway4: 198.51.100.254
gateway6: 2001:db8:1::fffe
dns:
-198.51.100.200
-2001:db8:1::ffbb
dns_search:
- example.com
ethtool:
coalesce:
rx_frames: 128
tx_frames: 128
state: up

It playbook SIZ2EHLLFLER enpl1s0 FEAEEXH, HEEEEXHEEFENERT :

5 IPv4 Hutik - 198.51.100.20, FRHEEH /24

5 IPv6 Hutlk - 2001:db8:1::1 1 /64 FRHEHE
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IPv4 BRiAMX - 198.51.100.254

IPv6 ELAPX - 2001:db8:1::fffe

IPv4 DNS BR5545 - 198.51.100.200

IPv6 DNS fR55%% - 2001:db8:1::ffbb

DNS #£3&1s - example.com

ethtool coalesce i%& :

RX i : 128
[e]
TX i : 128
2.
JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi
HAR, TS REIEEER, FRBLEFHRMEERNEE,
3.
i&1T playbook :
I $ ansible-playbook ~/playbook.yml
Hfh BR

/usr/share/ansible/roles/rhel-system-roles.network/README.md 344
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/usr/share/doc/rhel-system-roles/network/ directory

19.16. il NETWORK RHEL R A mIgNIAZ SN, LIRS BIRaEFE

MRBESEZEXGBNARFIRGRIER KL, @R EMME, H8INARS &P XEX

o

I

KX 2EHEHK, RESESHARIE. WFoERE— Mo (TX)MBERRX)IAE AKX, BEWEA%
MR ERFRRFMPALSEOZERHSRNIC)Z FHE, BiEwLuE T EA P ahEr (thify
SoftiRQ) M NIC X,

PR RX R X EFEE ANBES, eXnaRaEFatEel], HalksiiEFH2E RX
0, BMEREMMA SoftiRQ, HFZANBURSMARD sk_buff X skb KIRXBURS I, LB R
FirHEERE, EXARXEEFHINARER,

R A TX A5 KRN A X BIRLS G HBR S, XA K AL T HRIESS, 24 %
BURQZEFHRE R, XROT RN PILEERES B 5L E S0

B

LIK217—/ MM network RHEL Rl play i, MR ZEES play higEHN
HAEE, NAGRKAERNEHESIHANEEREXH. EMEEXEESENHR
ME, HIRAEE play PIEEMAEEREXHNENMEE, BEEE (N IPRE) B
Eo

FEAESFERHT RHNRE T <.

L2 & EH L2197 playbook B F &SR BIHRHIT =,

AT EEIRET Bk 2A sudo HBR,

IERE B SRR R A KN,
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&y IR

BB a S LI TREM playbook X4, # ~/playbook.yml :

- name: Configure the network
hosts: managed-node-01.example.com
tasks:
- name: Configure an Ethernet connection with increased ring buffer sizes
ansible.builtin.include_role:
name: rhel-system-roles.network
vars:
network_connections:
- hame: enp1s0
type: ethernet
autoconnect: yes
ip:
address:
-198.51.100.20/24
-2001:db8:1::1/64
gateway4: 198.51.100.254
gateway6: 2001:db8:1::fffe
dns:
-198.51.100.200
-2001:db8:1::ffbb
dns_search:
- example.com
ethtool:
ring:
rx: 4096
tx: 4096
state: up

It playbook SI2EHLLTXERN enpl1s0 EEREXYH, HEEEEXHCEENEFHT :

#:5 IPv4 thill - 198.51.100.20, FRKEHSH /24

—ANEA IPv6 il - 2001:db8:1::1, TS /64

IPv4 EXIAMX - 198.51.100.254

IPv6 ERIARIX - 2001:db8:1::fffe
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IPv4 DNS k5585 - 198.51.100.200

IPv6 DNS fz552% - 2001:db8:1::ffbb

DNS ##3&ig; - example.com

HEHXFENRABE :

BEW(RX) : 4096

fE%i(TX) : 4096

IS playbook ik :

$ ansible-playbook --syntax-check ~/playbook.ymi

HER, XTeaREIEEER, FRELEHERBERNEE.

,—

i&1T playbook :

$ ansible-playbook ~/playbook.ymi

/usr/share/ansible/roles/rhel-system-roles.network/README.md 34

/usr/share/doc/rhel-system-roles/network/ directory

19.17. NETWORK RHEL R4ifa 2 RZIRE

network RHEL %Zifa a3 §F playbook R BECE KBS B X &, Hit, HEA network_state 3¢

2, FEEREREEE,
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1£ playbook H{fF network_state ZX2RIIFAL :

B ERAEELEAFEAFAEAZE, EoLlidEEO, NetworkManager S1ERHE JiX e
DﬁUE—Aﬁﬂgio

{# network_state =, EaILUEEETEHAMET, mAHMEIFREFRZ. |
72, {#H network_connections &2, EWIIEEMARERENMLE FERESE.

fitn, EHEADZE IP hhbi%ESIELAKMEEE, 7E1E playbook H{EMALLT vars 3 :

HERESESER playbook

vars:
network_state:
interfaces:
- name: enp7s0
type: ethernet
state: up
ipvé4:
enabled: true
auto-dns: true
auto-gateway: true
auto-routes: true
dhcp: true

ipv6:
enabled: true
auto-dns: true
auto-gateway: true
auto-routes: true
autoconf: true
dhcp: true

fian, ENESUEZRIVEMNSIZA IP Hilbi%ERFERE, 151E playbook LI vars  :

HERSESER playbook

198

EH# playbook

vars:
network _connections:

- name: enp7s0
interface_name: enp7s0
type: ethernet
autoconnect: yes
ip:

dhcp4: yes
auto6: yes
state: up

EH# playbook



vars:
network_state:
interfaces:
- name: enp7s0
type: ethernet
state: down

=
o
B

%519 = {§1H RHEL RGiABEEM%IXE

vars:
network _connections:

- name: enp7s0
interface_name: enp7s0
type: ethernet
autoconnect: yes
ip:

dhcp4: yes
auto6: yes
state: down

/usr/share/ansible/roles/rhel-system-roles.network/README.md 344

/usr/share/doc/rhel-system-roles/network/ directory
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2% 20 = {1/ PODMAN RHEL %5 EHASH

{#f podman RHEL %Zifafa, EnlLIEE Podman B2iE. FZRLUKIZ1T Podman & 239 systemd
IR 55,

20.1. fIBE— P AFEEBHNTIRESR

& A LL@ITZ1T Ansible playbook &R EE N AREFEE, A podman RHEL R5ifatafl]
B AR EEENTRES.

SeREH
[ ]
B ERFERT RNZE T =
[ ]
L2 & EH L2 1T playbook B9 F &SR BIRHIT =,
[ ]
AT EEISZET Ktk B2f sudo R,
IR

RIS LUTAREK playbook 32, #0 ~/playbook.yml :

- hosts: managed-node-01.example.com
vars:
podman_create_host_directories: true
podman_firewall:
- port: 8080-8081/tcp
state: enabled
- port: 12340/tcp
state: enabled
podman_selinux_ports:
- ports: 8080-8081
setype: http_port_t
podman_kube_specs:
- state: started
run_as_user: dbuser
run_as_group: dbgroup
kube_file_content:
apiVersion: v1
kind: Pod
metadata:
name: db
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spec:
containers:
- name: db
image: quay.io/db/db:stable
ports:
- containerPort: 1234
hostPort: 12340
volumeMounts:
- mountPath: /var/lib/db:Z
name: db
volumes:
- name: db
hostPath:
path: /var/lib/db
- state: started
run_as_user: webapp
run_as_group: webapp

kube_file_src: /path/to/webapp.yml

roles:
- linux-system-roles.podma

% 20 2= il PODMAN RHEL REi A EHASR

EHERUB— I EHAINEHRM pod, podman_kube_specs e &4k T pod.

run_as_user fll run_as_group FEiEERRETIRMN,

H& Kubernetes YAML 32 {8 kube_file_content FEXE X T &N db E—1 A
. A LA podman kube generate fi5 4B Kubernetes YAML X,

db F32ET quay.io/db/db:stable Fa3Hi &,

db HBEEHEFTFEN LK /var/lib/db B3RS RIAZFM /var/lib/db B, Z fri&
FAFAER unshared FREFRCAR, HELERE db AT EEVIRIRA.

kube_file_src FEE L E_1 A, LHET =L /path/to/webapp.yml XHHIAE

HNEHPZET m LM kube_file £E&h,

iXi& podman_create_host_directories: true AIfEEH LB B X, XiERABKE
hostPath £ kube #lt&, HEZH LABXLEER, MREFSENMANANPBREEZH

e, %A podman_host_directories,

IS playbook i3k :
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I $ ansible-playbook --syntax-check --ask-vault-pass ~/playbook.ymi

AR, XTeaREIEEER, FREEHERBERNEE.

3.
i&1T playbook :
I $ ansible-playbook --ask-vault-pass ~/playbook.yml
Hfh BR
[ ]

/usr/share/ansible/roles/rhel-system-roles.podman/README.md 34

/usr/share/doc/rhel-system-roles/podman/ directory

20.2. il PODMAN &0 AR

& A LL@ITZ1T Ansible playbook &R EE N AREFEE, A podman RHEL R5ifatafl]
7 Podman £ rootful 523,

FeRFEMH

FEAESFERHT RHNRET <.

LI 2 &E EH L2 1T playbook B9 F &SR BIRHIT =,

AFEERZET amik P 258 sudo HER.

L

BRI ELLTRAM playbook X4, # ~/playbook.yml :

- hosts: managed-node-01.example.com
vars:
podman_firewall:
- port: 8080/tcp
state: enabled
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podman_kube_specs:
- state: started
kube_file_content:
apiVersion: v1
kind: Pod
metadata:
name: ubi8-httpd
spec:
containers:
- name: ubi8-httpd
image: registry.access.redhat.com/ubi8/httpd-24
ports:
- containerPort: 8080
hostPort: 8080
volumeMounts:
- mountPath: /var/www/html:Z
name: ubi8-html
volumes:
- name: ubi8-html
persistentVolumeClaim:
claimName: ubi8-html-volume
roles:
- linux-system-roles.podman

HREEBE— T EF—12A%0 pod. podman_kube_specs Aifa &4 T pod.

KIAERT, podman AGIEIRES.

& Kubernetes YAML 3X{8 kube_file_content 2E¢E X T &7 ubi8-httpd A
Ao

ubi8-httpd A 232X T registry.access.redhat.com/ubi8/httpd-24 A 235 R,

| |
ubi8-html-volume FEHL_EM /var/www/html B EXBHN TSR, Z inafEA
A unshared HZEFRCAZA, HIERA ubis-httpd IR AL RIAZE.
| |

pod fEFEEEIEZE /var/www/html £ ubi8-html-volume HIIERA
HE.

JE playbook 53k :

I $ ansible-playbook --syntax-check ~/playbook.ymi
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HER, IR REIEEER, FREEHERBERNEE.

i&1T playbook :

$ ansible-playbook ~/playbook.yml

=
o
B

/usr/share/ansible/roles/rhel-system-roles.podman/README.md 34

/usr/share/doc/rhel-system-roles/podman/ directory

20.3. EF SECRET fll#—1> QUADLET N AR

59 LLEIT 24T Ansible playbook, {8 podman RHEL RSB A secret 9 Quadlet i
2.

SR

FEAESHFERHT RNRET <.

L2 E EH_LiZ1T playbook B9 F &SR BIHLRHIT =,

AT EEIRET Bk 2A sudo HBR,

A& HH web AR 5583 B FABIEHB N A FAAEFAETE ~/certificate.pem ] ~/key.pem X
e,

£

ERIEFHMRAANRAE :

$ cat ~/certificate.pem
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BRESRIBERER.

RHERNBUEZ BFHEEME X4 :

BIRR B -

$ ansible-vault create vault.yml
New Vault password: <vault_password>
Confirm New Vault password: <vault_password>

£ ansible-vault create fp ST iSRG, LA < key> : < value> #EHA BUEE
i

root_password: <root_password>
certificate: |-

AR EPMEY TERNRATEURNEZRIT L.

RIEFEN, FHXHSES3. Ansible & vault hEEIE,

BRI ELLTRAM playbook X4, #1 ~/playbook.yml :

- name: Deploy a wordpress CMS with MySQL database
hosts: managed-node-01.example.com
vars_files:
- vault.yml
tasks:
- nhame: Create and run the container
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ansible.builtin.include_role:
name: rhel-system-roles.podman
vars:
podman_create_host_directories: true
podman_activate_systemd_unit: false
podman_quadlet_specs:
- hame: quadlet-demo
type: network
file_content: |
[Network]
Subnet=192.168.30.0/24
Gateway=192.168.30.1
Label=app=wordpress
- file_src: quadlet-demo-mysql.volume
- template_src: quadlet-demo-mysql.container.j2
- file_src: envoy-proxy-configmap.yml
- file_src: quadlet-demo.yml
- file_src: quadlet-demo.kube
activate_systemd_unit: true
podman_firewall:
- port: 8000/tcp
state: enabled
- port: 9000/tcp
state: enabled
podman_secrets:
- name: mysql-root-password-container
state: present
skip_existing: true
data: "{{ root_password }}"
- hame: mysql-root-password-kube
state: present
skip_existing: true
data: |
apiVersion: v1
data:
password: "{{ root_password | b64encode }}"
kind: Secret
metadata:
name: mysql-root-password-kube
- hame: envoy-certificates
state: present
skip_existing: true
data: |
apiVersion: v1
data:
certificate.key: {{ key | b64encode }}
certificate.pem: {{ certificate | b64encode }}
kind: Secret
metadata:
name: envoy-certificates

EfE—15 MySQL BUEZERX B WordPress RAEMH R
4. podman_quadlet_specs fifa T2/ Quadlet & X —HEE, SiERAUEMAX—ETE
H—HAERDRS. ESREUTIE :
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Wordpress P4 H quadlet-demo FI%% ¥ ITE X,
MySQL A29EREH file_src: quadlet-demo-mysgql.volume FEE X,

template_src: quadlet-demo-mysql.container.j2 ZEXTH MySQL a4 —1Ed

B4 YAML X0 °F : file_src: envoy-proxy-configmap.yml # file_src: quadlet-
demo.ymlLiFEE, .yml F2— 1AM Quadlet HpRE, HibXLEXHFRFES, BH

F£4H Quadlet MG,

Wordpress #l envoy {CEA 2 HACE M file_src: quadlet-demo.kube FEE L,
kube #5585 2 8 [Kube] 284+ YAML 3Z#4#)9 Yaml=quadlet-demo.yml #I
ConfigMap=envoy-proxy-configmap.yml,

JSE playbook 53k :
I $ ansible-playbook --syntax-check --ask-vault-pass ~/playbook.yml

AR, XTeRREIEEER, FREEHERBERNEE.

i&1T playbook :
I $ ansible-playbook --ask-vault-pass ~/playbook.yml

Hth BHR

[}
/usr/share/ansible/roles/rhel-system-roles.podman/README.md 3 ¥4

/ust/share/doc/rhel-system-roles/podman/ directory
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%8 21 & {#/ RHEL RX5iAtaEcE POSTFIX MTA

{$1/ postfix RHEL R&ifata, EaILIGi— 1k Postiix RSB TIEE, WABHYLETNEFEcE
P Sendmail FESMIHREEHCE(MTA), rhel-system-roles B2 85X4 RHEL &5ifafa, U
EBEH.

21.1. £ POSTFIX RHEL R5ifafa BohHiiTE A POSTFIX MTA &3

&eILU$E A postfix RHEL REIABRAESZSE TR LRE. BEEHS3) Postfix HEE4{Z R E,

FeRFMH

L2

208

R ARSI S ZE T A
L2 & EH L2 1T playbook B9 F &SR BIRHIT =,

AFEERZET amik P 2H sudo HER.

BRI ELLTRAM playbook X, # ~/playbook.yml :

- name: Manage postfix

hosts: managed-node-01.example.com
roles:

- rhel-system-roles.postfix
vars:

postfix_conf:

relay_domains: $mydestination
relayhost: example.com

MEMRFEE Postfix {5 gethostname () EREBLREOINSEEBREH A (FQDN)AREH
A, BEEXHHH postfix_conf: 1T TN myhostname S :

I myhostname = smtp.example.com

mME%EZ S5 myhostname SHHHIEZARE, 1EZHI mydomain S8, B, &M
$myhostname HEE—MHE,



\

=

5 213 {Ff RHEL REGAREE POSTFIX MTA

I mydomain = <example.com>

{81/ postfix_manage_firewall: true 22 (H{R SMTP i O 1EMRSS 2R60B5H K EE 3T
¥

EH SMTP 18XMER O 25/tcp. 465/tcp 1 587/tcp, MIRL 2% N false, N postfix
ABAREEEIARE, BIAEN false,

al}

P2 3
postfix_manage_firewall T2 RFHMEO. SAH: LM BRG
; O, MREMFRRO, HiEREMER firewall RHEL R5iA R,

NRIEMZ S RERAIEFRAERDO, 1Hi%E postfix_manage_selinux: true T2, LU
RimO/ERS 25 L4 SELinux IEfFRiC,

al}

=3
' postfix_manage_selinux Z2{XBRF [ SELinux SKEEHFRIMAN], ©
FREMIRBE R BRI, MREMERHNI, FEEEEA selinux RHEL }5if3
@0

JE playbook 53k :
$ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRELHERBEVNEE.

i

i&1T playbook :

$ ansible-playbook ~/playbook.yml
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/usr/share/ansible/roles/rhel-system-roles.postfix README.md file

/ust/share/doc/rhel-system-roles/postfix/ directory
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88 22 & {1 RHEL R4 A& &E POSTGRESQL

%5 22 & {1/ RHEL RGiABLZEMEE POSTGRESQL

ENRGERR, E9LMERMA postgresql RHEL R ARRE. EBE. B8, BifiEs
PostgreSQL fR55 3891 E,

22.1. POSTGRESQL RHEL %Zifa 2 fifv

E(HM Ansible &%, BE. BEEM/E5) PostgreSAL RS2, EaILUEM postgresql RHEL R4
=R

&0 R LA postgresql AR ILALBURBZERSS /X iEFHiR = tERE.

fAfa37# RHEL 8 #1 RHEL 9 &7 s L i & i iHISZ 18 PostgreSQL hix &,
22.2. il POSTGRESQL RHEL &5:fafafic® POSTGRESQL [R5 %&

fREI LA postgresql RHEL REifatatest, ReiE. SIS PostgreSAL RS %8.

g

==
[=]

€, MeER.

postgresql f 2 & Ht T 2% £l LM /var/lib/pgsql/data/ B PostgreSQL
BEEXH. 2RXEZ ARTEREENTE, NRelEaEARTEhE

SeRFMH
ZEASHFEHTRAIRETR

LRI % £ 4 L5217 playbook BIF P & sk RIS =

AT EEIRET Bk 2A sudo HBR,
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BB E S LI TAREM playbook X4, # ~/playbook.yml :

- name: Manage PostgreSQL
hosts: managed-node-01.example.com
roles:
- rhel-system-roles.postgresql
vars:
postgresql_version: "13"

JE playbook 5%k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHERBENNEE,

7—

i&1T playbook :

$ ansible-playbook ~/playbook.ymi

=
o
B

/usr/share/ansible/roles/rhel-system-roles.postgresql/README.md file

/usr/share/doc/rhel-system-roles/postgresql/ directory

{81/ PostgreSQL
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& 235 ([ RHEL RS AGIMRS

28 23 = {1 RHEL REGiABIEMRS

rhc RHEL REiAEalil & 5 A8 P EHE (RHSM)H Satellite RSS2 B EMZ N RS, %A
b # A Ansible , #1T5 Insights i XEEMNEEES,

23.1. RHC RHEL ZZifaafifr

RHEL Z45ifataR—4HfAaf, NinREESIRERME—BMERRERO, EEHEE (rhe) RHEL &
ZifataEER AR EMRT RHEL R55EMEI Red Hat Subscription Management (RHSM)#
Satellite BR552%. BIAERT, LfEMA rhc RHEL REARBIMREN, REAKEET Insights, 74,
{#/ rhc RHEL %5ifafa, Ealll :

BciE 2 Red Hat Insights B35

5 RAZEAEEE

BCiE A TE AR

BSiE Insights ES LUK BEIEH

WERGAZTHRE

BCi& insights Fr%

23.2. {8l RHC RHEL RZiAEEMRS

#EAI LU{E A rhe RHEL R4 A RSENRIIMIIE, BAERT, rhc RHEL 25 RETMA T
RS #ET Red Hat Insights,

FeRFEMH

FEAESHFERHT RHNRET <.
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L2 & EH L2197 playbook B /1 &SR BIRHIT =,

AT EERRET Bk 2A sudo HBR,

£

RHENBUEZ BFEEME X4 :

BIRR B -

$ ansible-vault create vault.yml
New Vault password: <password>
Confirm New Vault password: <vault_password>

£ ansible-vault create fe ST 4 ERE, LA < key>
= -

activationKey: <activation_key>
username: <usernames
password: <password>

: < value> FBEXHA BUEE

BEEY, HXH9mE2S. Ansible i1 vault hEUEE,

BB E S LI TAREM playbook X4, # ~/playbook.yml :

EEARBCEBEAHN ID (%) M, HEALLT playbook :

- name: Registering system using activation key and organization ID

hosts: managed-node-01.example.com
vars_files:

- vault.yml
roles:

- role: rhel-system-roles.rhc
vars:

rhc_auth:

activation_keys:
keys:
- "{{ activationKey }}"
rhc_organization: organizationlD
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ZFEAAFAMETGEM, FEALLT playbook :

- name: Registering system with username and password
hosts: managed-node-01.example.com
vars_files:

- vault.yml
vars:
rhc_auth:
login:
username: "{{ username }}"
password: "{{ password }}"
roles:
- role: rhel-system-roles.rhc

JE playbook 53k :
I $ ansible-playbook --syntax-check --ask-vault-pass ~/playbook.yml

AR, XS REIEER, FRIEHERBENNEE,

4.
i&1T playbook :
I $ ansible-playbook --ask-vault-pass ~/playbook.yml
Hfh BR
[ ]
/usr/share/ansible/roles/rhel-system-roles.rhc/README.md file
[ ]
/usr/share/doc/rhel-system-roles/rhc/ directory
[ ]

Ansible Vault

23.3. il RHC RHEL RSB RS EMEI SATELLITE

WwHAGE A Satellite BRI, BE@5T Satellite MRS, EelLlERA rhe RHEL R4 it
Satellite i MIEH RS,
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FoRFMH

B ERFERT RNZE T =
L2 & EH L2 1T playbook B F &SR BIFRHIT =,

AT EEIRET Bk 2A sudo HkR,

L2

RHENBUEZ BFHEEME X4 :

BIRR B -

$ ansible-vault create vault.yml
New Vault password: <password>
Confirm New Vault password: <vault_password>

£ ansible-vault create fp SIT ARG, LA < key> : < value> #EHA BUEH
i

I activationKey: <activation_key>

BEEY, HXM%E2S. Ansible i1 vault hEUEE,

BB a S LU TSN playbook X4, # ~/playbook.yml :

- name: Register to the custom registration server and CDN
hosts: managed-node-01.example.com
vars_files:

- vault.yml
roles:

- role: rhel-system-roles.rhc
vars:

rhc_auth:

login:
activation_keys:
keys:
- "{{ activationKey }}"
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rhc_organization: organizationID
rhc_server:
hosthame: example.com
port: 443
prefix: /rhsm
rhc_baseurl: http://example.com/pulp/content

’ ZE playbook 53k :
I $ ansible-playbook --syntax-check --ask-vault-pass ~/playbook.ymi
HAR, XS REIEEE, FREERMEAERNERE,
4.
i&1T playbook :
I $ ansible-playbook --ask-vault-pass ~/playbook.yml
H At BT iR

/ust/share/ansible/roles/rhel-system-roles.rhc/README.md file

/usr/share/doc/rhel-system-roles/rhc/ directory

Ansible Vault

23.4. fffl RHC RHEL RZiAGBEIMEEAT INSIGHTS HiE#:

LA rhe RHEL REGiAGRIMREN, ABEKIASAT Red Hat Insights Bi%#, MRAFE, &
A LAM#E A rhe RHEL REAREHE,

FRFM

FEEAESHFERHT RHNIRET <.

L2 & EH L2 1T playbook B9/ &SR BIRHIT =,
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AT EEIRET Bk 2A sudo HBR,

EeEMRS.

£

RIS LLUTAREK playbook 32, #l ~/playbook.yml :

- name: Disable Insights connection
hosts: managed-node-01.example.com
roles:

- role: rhel-system-roles.rhc
vars:
rhc_insights:
state: absent

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEER, FRIEHRBENNEE,

i&1T playbook :

$ ansible-playbook ~/playbook.ymi

=
=
B

/usr/share/ansible/roles/rhel-system-roles.rhc/README.md file

/usr/share/doc/rhel-system-roles/rhc/ directory

23.5. {8 RHC RHEL ZZifataE A O %

XA LUEA rhe RHEL RS A iz A AZE T R ERNFMEE,
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FoRFMH

FEAESFEHT RHNRE T <.

[ ]
L2 & EH L2 1T playbook B F &SR BIFRHIT =,
[ ]
AT EEIZET Ktk B2f sudo R,
[ ]
EAEASE T A LB AERANEMEENESE.
[ ]
EBEEMRS.
TR

BB a S LI TAREM playbook X4, # ~/playbook.yml :

EiRREERE

- name: Enable repository
hosts: managed-node-01.example.com
roles:
- role: rhel-system-roles.rhc
vars:
rhc_repositories:
- {name: "RepositoryName", state: enabled}

EERGFME -

- name: Disable repository
hosts: managed-node-01.example.com
vars:
rhc_repositories:
- {name: "RepositoryName", state: disabled}
roles:
- role: rhel-system-roles.rhc
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2.
JE playbook &3k :
I $ ansible-playbook --syntax-check ~/playbook.yml
HAR, XS REIEEE, FREEREERNERE,
3.
i&{T playbook :
I $ ansible-playbook ~/playbook.yml
H At BT iR
[}
/usr/share/ansible/roles/rhel-system-roles.rhc/README.md file
[}

/usr/share/doc/rhel-system-roles/rhc/ directory

23.6. f#fl RHC RHEL RZiARi%E X TR

E LU R EBREIDI RERARE RHEL JRIRANEFHEE, MARRMRENFEE, XH, S0
ERRSIBIE B ERUR R A,

FeRFEMH

FEEAESFERHT RHNIRET <.

[ ]
L2 & EH L2197 playbook B 1 &SR BIRHIT =,
[ ]
ATFEEDSZSET =ik 28 sudo R,
[ ]
EMEEREYERGMR RHEL i A, iHEE, ERENRES RN YSFHZ1TH RHEL
RARAS 2 5 HR R A,
[ ]

EeEMRS.
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e
1.
BB E S LLTAREM playbook X4, # ~/playbook.yml :
- name: Set Release
hosts: managed-node-01.example.com
roles:
- role: rhel-system-roles.rhc
vars:
rhc_release: "8.6"
2.
JE playbook 5%k :
I $ ansible-playbook --syntax-check ~/playbook.ymi
HAR, TS REIEEE, FREBLFHRMEEHRNEE,
3.
i&1T playbook :
I $ ansible-playbook ~/playbook.yml
Hfh BR

/ust/share/ansible/roles/rhel-system-roles.rhc/README.md file

/usr/share/doc/rhel-system-roles/rhc/ directory

23.7. #£fEA RHC RHEL RZifh My EANRERS 4

NREHA L 2R RARTFET IR S BV I B, EaILAfEfEA rhe RHEL RS ARG 1T
playbook HigsEEXE,

SeRFMH

FEAESFEHT RHNRET <.

221



Red Hat Enterprise Linux 9 f§fl RHEL REGifIfaHIIML R ER

L2 & EH L2197 playbook B /1 &SR BIRHIT =,

AT EERRET Bk 2A sudo HBR,

£

RHENBUEZ BFEEME X4 :

BIRR B -

$ ansible-vault create vault.yml
New Vault password: <password>
Confirm New Vault password: <vault_password>

£ ansible-vault create fp ST iSRG, LA < key> : < value> #EHA BUEH
i

username: <usernames
password: <password>

proxy_username: <proxyusernmes
proxy_password: <proxypassword>

REFEY, FXH%HE2R. Ansible IN% vault hEEUE,
BB ES LU FTRAM playbook X4, # ~/playbook.yml :

FEANREEMBIZEE 1 P

- name: Register using proxy
hosts: managed-node-01.example.com
vars_files:

- vault.yml
roles:
- role: rhel-system-roles.rhc
vars:
rhc_auth:
login:
username: "{{ username }}"
password: "{{ password }}"
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rhc_proxy:
hostname: proxy.example.com
port: 3128
username: "{{ proxy_username }}"
password: "{{ proxy_password }}"

Z M Red Hat Subscription Manager R $589ECE il BRCERAR S5 25 -

- name: To stop using proxy server for registration
hosts: managed-node-01.example.com
vars_files:

- vault.yml
vars:
rhc_auth:
login:
username: "{{ username }}"
password: "{{ password }}"
rhc_proxy: {"state":"absent"}
roles:
- role: rhel-system-roles.rhc

3.
JE playbook 53k :
I $ ansible-playbook --syntax-check --ask-vault-pass ~/playbook.ymi
HAR, XS REIEEE, FREERMEAERNEKE,
4.
i&{T playbook :
I $ ansible-playbook --ask-vault-pass ~/playbook.yml
Hith BHIR
[ ]
/usr/share/ansible/roles/rhel-system-roles.rhc/README.md file
[ ]
/usr/share/doc/rhel-system-roles/rhc/ directory
[ ]

Ansible Vault
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23.8. £ RHC RHEL %5ifs 22X INSIGHTS HNB B shE

#EAT LU rhe RHEL 4% A Red Hat Insights BIBAZHESHINET, BIAERT, SEMNR
4535 #3 Red Hat Insights I, XANETFELEAT. EalLU#ERA rhe RHEL REiABEMATE.

b

N
p o
;

il

MRFAT IThEE, EMFEERATRBRNE S, BRBRGEHIIEEHREIN

R AR IR S ZE T R
LI 2 & EH L2 1T playbook B9/ B SR BIHRHIT =,
AFEERZE T kA28 sudo HER,

EeEMRS.

FHERNBUEZ BFEEME X4 :

BIREE

$ ansible-vault create vault.yml
New Vault password: <password>
Confirm New Vault password: <vault_password>

£ ansible-vault create 51T HIHEZRE, LA < key> : < value> #EUHIA BUEE
13 -

username: <usernames
password: <password>
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REEH, FHXH%HESS. Ansible INZ vault AR,

BRI E S LI TAREM playbook X4, #1 ~/playbook.yml :

- name: Disable Red Hat Insights autoupdates
hosts: managed-node-01.example.com
vars_files:

- vault.yml
roles:
- role: rhel-system-roles.rhc
vars:
rhc_auth:
login:
username: "{{ username }}"
password: "{{ password }}"
rhc_insights:
autoupdate: false
state: present

JE playbook 53k :
I $ ansible-playbook --syntax-check --ask-vault-pass ~/playbook.yml

HAR, XS REIEEE, FREERMEAERNEKE,

7—

i&{T playbook :

$ ansible-playbook --ask-vault-pass ~/playbook.yml

=
o
B

/usr/share/ansible/roles/rhel-system-roles.rhc/README.md file

/usr/share/doc/rhel-system-roles/rhc/ directory

Ansible Vault
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23.9. il RHC RHEL RS2 M INSIGHTS &8

XTI LUEA rhe RHEL RS A BRRSEE N BIERSRE, S ENRSERED Red Hat
Insights i, BERAER. MIRFTE, EALRAE.

k

N
p 3
;

i

{8 rhc RHEL R5ifa a5 A REIREAENRAEEREFEILIEN S AR IFER.
X FiEHeE Satellite 5% Capsule BM%%:, #HLUARRMNA XL, BX Red Hat
Insights #MMEZ{E S, 1ES 5 Red Hat Insights ¥ {57,

FRFH

FEAESHFEHT RHNRET <.

LI 2 & EH L2 1T playbook B9 F &SR BIRHIT =,

AT EEIRET Bk 2A sudo HBR,

REBJ5A 7T Insights £,

EeEMRG.

L

BB ES LU FTRAM playbook X4, #l ~/playbook.yml :

- name: Disable remediation
hosts: managed-node-01.example.com

roles:

- role: rhel-system-roles.rhc
vars:

rhc_insights:

remediation: absent
state: present
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ZHE playbook 53k :

$ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRELEHERBEYNEE.

i&1T playbook :

$ ansible-playbook ~/playbook.yml

/usr/share/ansible/roles/rhel-system-roles.rhc/README.md file

/usr/share/doc/rhel-system-roles/rhc/ directory

23.10. {1 RHC RHEL ZZifafaBd& INSIGHTS #r-%

EAT LN RGOS IEM D AR, A LURIEE K B E hrsE,

FRFH

EZ S

FEEAESHFEHT RHNIRET <.

L2 & M L2 1T playbook B9/ &SR BIRHIT =,

AT EEIRET Bk 2A sudo HBR,

RHENBUEE BFHEEME X4 :

BIREE
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$ ansible-vault create vault.yml
New Vault password: <password>
Confirm New Vault password: <vault_password>

£ ansible-vault create fp ST iSRG, LA < key> : < value> #EHA BB
=

username: <usernames
password: <password>

REER, FHXH%HESS. Ansible INZ vault YR,

2.
BB ES LU FTRAM playbook X4, # ~/playbook.yml :
- name: Creating tags
hosts: managed-node-01.example.com
vars_files:
- vault.yml
roles:
- role: rhel-system-roles.rhc
vars:
rhc_auth:
login:
username: "{{ username }}"
password: "{{ password }}"
rhc_insights:
tags:
group: group-name-value
location: location-name-value
description:
- RHELS8
- SAP
sample_key:value
state: present
3.
IS playbook ik :
I $ ansible-playbook --syntax-check --ask-vault-pass ~/playbook.ymi
WAR, XMefREIEEE, FREEREAFUNEE,
4.
J&1T playbook :
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$ ansible-playbook --ask-vault-pass ~/playbook.yml

=
=
B

/ust/share/ansible/roles/rhel-system-roles.rhc/README.md file

/usr/share/doc/rhel-system-roles/rhc/ directory

R EFIZH Red Hat Insights.

Ansible Vault

23.11. {8l RHC RHEL 5 A ECERZEM

MREFBIEITHRS, ETLUMNIEBCEEM RS

FRFH

FEAESHFEHT RHNRET <.

L2 &E EH L2 1T playbook B9 F &SR BIRHIT =,

AFEERZET amik P 2H sudo HER.

REeL T M.

L

BB a S LI TAREM playbook X, #1 ~/playbook.yml :

- name: Unregister the system
hosts: managed-node-01.example.com
roles:

229


https://access.redhat.com/documentation/zh-cn/red_hat_insights/2023/html/client_configuration_guide_for_red_hat_insights/assembly-client-data-adding-tags

Red Hat Enterprise Linux 9 f§fl RHEL REGifIfaHIIML R ER

- role: rhel-system-roles.rhc
vars:
rhc_state: absent

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRELEHERBERNEE.

7—

i&1T playbook :

$ ansible-playbook ~/playbook.yml

=
o
B

/usr/share/ansible/roles/rhel-system-roles.rhc/README.md file

/usr/share/doc/rhel-system-roles/rhc/ directory
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%8 24 & {#/ RHEL XZifatalci& SELINUX

R LIEA selinux RHEL RS taiEHtb RS LRCEMEE SELinux HR.

24.1. SELINUX RHEL REGifAaiEN

RHEL RZifafa 2 Ansible I HIBENE S, HiEEHE%Z 4 RHEL RGRE—BMEEEO, &
B LA# A selinux RHEL RS AT TR :

AIES SELinux /R1E. X# LT3 Ui OIS FAE KK MEIREN,

%i& SELinux SRB&MR/RE. X LT wmOME%R,

EREEXHHEFTPREXH LT

&1 SELinux Bk,

rhel-system-roles ##E%& %M /usr/share/doc/rhel-system-roles/selinux/example-selinux-
playbook.yml ;=f playbook &= T #{aA 7t enforcing =X Ti%& Bir5#&. playbook AR %A Alh
RBREN, F1E tmpitest_dir/ BRHRE X LT,

Hith 5w

[}
/usr/share/ansible/roles/rhel-system-roles.selinux’ README.md file

/usr/share/doc/rhel-system-roles/selinux/ directory

24.2. il SELINUX RHEL RESiABEZS I RSN A SELINUX %&

{#M selinux RHEL ®5ifafa, EalLUFEAKIEM SELinux % B 3NA Ansible playbook.

FoRFMH
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FEAESFERHT RHNRET <.

LI 2 &E EH L2 1T playbook B9/ &SR BIRHIT =,

AT EEIRET Bk 2A sudo HBR,

e
1.
AEFIEM playbook, #EAILAMLFFES, SHEWAES rhel-system-roles BB —EB o &k
# Rl playbook :
# cp /usr/share/doc/rhel-system-roles/selinux/example-selinux-playbook.yml <my-
selinux-playbook.yml>
# vi <my-selinux-playbook.yml>
2.
B playbook WAZR, FHESEMNR. flM, LUTHRIBRRSELREIFEA selinux-
local-1.pp SELinux & :
selinux_modules:
- { path: "selinux-local-1.pp", priority: "400" }
3.
REEN, RERHXFHHE,
4.
JE playbook 53k :
I # ansible-playbook <my-selinux-playbook.yml> --syntax-check
AR, XTeRREIEEER, FREEHERBERNEE.
5.
JZ{TIEM playbook:
I # ansible-playbook <my-selinux-playbook.yml>
Hth B
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/usr/share/ansible/roles/rhel-system-roles.selinux’ README.md file

/usr/share/doc/rhel-system-roles/selinux/ directory

{8/ Ansible #1T SELinux 5&{t AHREXE

24.3. {1 SELINUX RHEL RS2 EimOl

ERI LM selinux RHEL REIABES AN RSP AIIERE SELinux hiERO ViR, Flm, 75
Apache HTTP [R55&REE N A REEwON, XAsERAH, EaILl#EMA selinux RHEL R5if (AolE
—A* playbook, ¥ http_port_t SELinux KBS RAERENROS, E£ZE T R LiZ1T playbook
&, SELinux $RB&hE X BRFEIRSS =T LAV iR tbER O

&I LA{E A seport EIR{E SELinux REINERmOVIN, XHLEREANABER, XEMHEA selinux
RHEL %Zifafs, #E% SELinux ECEHTHMEBESN, XEHEM. X1 HEFRET selinux RHEL %
SifatatieBim O #E M seport Bk, BNAEBEESZE TR LHIA semanage port -a -t
http_port_t -p tcp < port_numbers fs5HISZINERE,

SR

FEAESHFERHT RNRET <.

LI 2 &E EH L2 1T playbook B9/ &SR BIRHIT =,

AFEERZET amik P 2H sudo HER.

A%k - E{#HM semanage R RIEROKE, #41%%E¥ policycoreutils-python-utils X #
.

£

BEFHTHMAERNER TREERDOS, HERA seport iR :

- name: Allow Apache to listen on tcp port <port_number>
community.general.seport:
ports: <port_number>
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proto: tcp
setype: http_port_t
state: present

£ <port_number > BN IEEHHSE http_port_t REKwmOS,

XFiH R HM SELinux BEXNZE T RNESAMEE, HEA selinux RHEL R45if
fa, fllEE—4 playbook 3, #l ~/playbook.yml, FZHRMELTFAZA :

- name: Modify SELinux port mapping example
hosts: all
vars:
# Map tcp port <port_numbers to the 'http_port_t' SELinux port type
selinux_ports:
- ports: <port_number>
proto: tcp
setype: http_port_t
state: present

tasks:
- name: Include selinux role
ansible.builtin.include_role:
name: rhel-system-roles.selinux

£ <port_number > BN IEEHHSE http_port_t REKwmOS,

ik O 2 7 24 8c% http_port_t KB :

# semanage port --list | grep http_port_t
http_port_t tcp <port_numbers, 80, 81, 443, 488, 8008, 8009, 8443, 9000

=
o
B

/usr/share/ansible/roles/rhel-system-roles.selinux’ README.md file

/usr/share/doc/rhel-system-roles/selinux/ directory
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%5 25 = {$1f RHEL RZifa gy Sciiim]

{85/ fapolicyd &Zifafa, #EAILI{EMA Red Hat Ansible Automation Platform BhiE#£ RHEL EHifT

RAKH,

25.1. {1/ FAPOLICYD RHEL %Zifa tafic Exf R A HITRRY"

& eI LT 21T Ansible playbook, 8 fapolicyd k%t fa a3 ph TR AR,

SeRFMH

FEEAESFEHT RHNRE T <.

LI 2 & EH L2 1T playbook B9/ &SR BIRHIT =,

AFEERZET apik P 28 sudo HER.

EZ

BB a S LU TAREM playbook X4, #1 ~/playbook.yml :

- name: Preventing execution of unknown code
hosts: all
vars:
fapolicyd_setup_integrity: sha256
fapolicyd_setup_trust: rpmdb,file
fapolicyd_add_trusted_file:
- </usr/bin/my-Is>
- </opt/third-party/app1>
- </opt/third-party/app2>
roles:
- rthel-system-roles.fapolicyd

il

fapolicyd_setup_integrity

EA LUE A linux-system-roles.fapolicyd RHEL RZifa LI T2 —4 e R
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IR LUK ELL T — e B RA - L. sha256 1 X/,
fapolicyd_setup_trust

BRI LU EREXHRR X, rpmd #1 deb,
fapolicyd_add_trusted_file

EaI LS B {SEH fapolicyd AR IEHUTH AT AT SCE
U playbook ik :

I # ansible-playbook ~/playbook.yml --syntax-check

AR, XS REIEEER, FRELEHERBERNEE.

’—

i&1T playbook :

I # ansible-playbook ~/playbook.yml
Hith BTIR

[}
/usr/share/ansible/roles/rhel-system-roles.fapolicyd/README.md 3 #
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% 26 = 1 RHEL RS AGEERLEE

YEREHEGR, EuLl#Ef sshd ZRZifAAfaEeE SSH RS 5H ssh R4ifafa, LUEM Ansible Core K
HaEnEEESHEN RHEL 25 L&E SSH B i,

26.1. SSHD RHEL RGN 8

£ sshd RZifafa playbook &, EeLURIEMRME ETHIRSIE X SSH R & XHHSHL
MREZEREILETE, RAABKRER—1S5 RHEL EIAHICEM sshd_config 3T

EMAERT, W/RMETH sshd ECEPEIEFHZIN yes Ml no. ERILIER list SEE L ZITRCE,
Hian -

sshd_ListenAddress:
-0.0.0.0

EIh :

ListenAddress 0.0.0.0
ListenAddress ::

Lth BEIR

\

[}
/usr/share/ansible/roles/rhel-system-roles.sshd/README.md 3

/usr/share/doc/rhel-system-roles/sshd/ directory

26.2. {1/ SSHD RHEL %Zifa k& OPENSSH HR%545

#ERILLEIT 29T Ansible playbook, fF sshd RGiAEBEES 1 SSH RS %
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SeRFMH

238

b

N
p o
;

il

IREI LY sshd REiAEATHEN SSH 1 SSHD BB HMRS A, NEHEE
RHEL RZifafa, EffILEREBEHES, 1EAR sshd ARFERBZZE(RHEL 8 f1ERK
W #)=% drop-in B3%(RHEL 9).

FEAESHFERHT RHNRET <.

L2 & EH L2 1T playbook B9 F &SR BIRHIT =,

AFEERZET aiik P 2H sudo HER.

BB a S LU TAREM playbook X4, #1 ~/playbook.yml :

- name: SSH server configuration
hosts: managed-node-01.example.com
tasks:
- name: Configure sshd to prevent root and password login except from particular
subnet
ansible.builtin.include_role:
name: rhel-system-roles.sshd
vars:
sshd:
PermitRootLogin: no
PasswordAuthentication: no
Match:
- Condition: "Address 192.0.2.0/24"
PermitRootLogin: yes
PasswordAuthentication: yes

playbook =2 &7 Rfici& ) SSH IR5523, LAME -

Z ARG root HFER

RXFH 192.0.2.0/24 j5 AEHH root A &3
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ZE playbook 153k :
$ ansible-playbook --syntax-check ~/playbook.ymi

AR, XTeRREIEEER, FRELEHERBERNEE.

7—

i&1T playbook :

$ ansible-playbook ~/playbook.yml

B3 SSH IR55%s -

$ ssh <username>@<ssh_server>

KuF SSH BRS5 23 sshd_config SXEHFHIARE -

$ cat /etc/ssh/sshd_config.d/00-ansible_system_role.conf
#
# Ansible managed
#
PasswordAuthentication no
PermitRootLogin no
Match Address 192.0.2.0/24
PasswordAuthentication yes
PermitRootLogin yes

BEEZS L root AP &AM 192.0.2.0/24 FREERIIRSES -

AEER IP bt -

$ hostname -l
192.0.2.1

R IP Hehk#E 192.0.2.1 - 192.0.2.254 SEEIA, Kol LLERTIIRSS 2.

239



Red Hat Enterprise Linux 9 f§fl RHEL REGifIfaHIIML R ER

b.
Ll root AP G2 EERIARSS 35 ¢

I $ ssh root@<ssh_server>

=
=
B

/usr/share/ansible/roles/rhel-system-roles.sshd/README.md 3

/usr/share/doc/rhel-system-roles/sshd/ directory

26.3. ¥ SSHD RHEL &t ATIEM LA E

WE, NA sshd REABRBZEMCE. NMRECAEHETEE, AINERAFTRNRSARSK
playbook, XAIRER LA, RN FARCEETN A sshd RS, RNFREHMED, EHarLis
FAFEHERECIE,

EOT LA AFE MR S RCE -

7= RHEL 8 RERhirArh, {ERECE F#f,

1£ RHEL 9 RE &R h, HEABZPRH, EAECE S S BB =R B 5%
i, % /etc/ssh/sshd_config.d/00-ansible_system_role.conf,

SR Y
[ ]
BRI R ZE T =
[ ]
L2 & EH L3217 playbook B /1 &SR BIRHIT =,
[ ]
ATFEEDSZSET ik~ 28 sudo R,
L
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BIEE S TAEN playbook X, #l ~/playbook.yml :

X Fi51T RHEL 8 HERRAMZE TR :

- name: Non-exclusive sshd configuration
hosts: managed-node-01.example.com
tasks:
- name: <Configure SSHD to accept some useful environment variables>
ansible.builtin.include_role:
name: rhel-system-roles.sshd
vars:
sshd_config_namespace: <my-application>
sshd:
# Environment variables to accept
AcceptEnv:
LANG
LS_COLORS
EDITOR

X Fi51T RHEL 9 HESRAMZE TR :

- name: Non-exclusive sshd configuration
hosts: managed-node-01.example.com
tasks:
- name: <Configure sshd to accept some useful environment variables>
ansible.builtin.include_role:
name: rhel-system-roles.sshd
vars:
sshd_config_file: /etc/ssh/sshd_config.d/<42-my-applications.conf
sshd:
# Environment variables to accept
AcceptEnv:
LANG
LS_COLORS
EDITOR

1£ sshd_config_file &, E X sshd REABEHPEARBE LT .conf X4,
ERABARIZ, HI 42- Fi5E R AR E SXHIRRE .

ZE playbook 153k :

I $ ansible-playbook --syntax-check ~/playbook.ymi
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AR, TS REIEEE, TR REEHNEE.

7—

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

$ouE SSH ARS5 38 LHIRCE :

X Fi51T RHEL 8 HERRAMZE T :

# cat /etc/ssh/sshd_config.d/42-my-application.conf
# Ansible managed

#

AcceptEnv LANG LS_COLORS EDITOR

X Fi51T RHEL 9 HESRAMZE TR :

# cat /etc/ssh/sshd_config

# BEGIN sshd system role managed block: namespace <my-application>
Match all

AcceptEnv LANG LS_COLORS EDITOR
# END sshd system role managed block: namespace <my-application>

=
=
3

/usr/share/ansible/roles/rhel-system-roles.sshd/README.md 3

/usr/share/doc/rhel-system-roles/sshd/ directory

26.4. {81 SSHD RHEL ZZifata®E% SSH RS & LR SSE BN R

#REILAd A sshd RHEL R5iA®ES SSH RSB EM RS E MM ER,

FRFH
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%526 = RHEL RS AAtEBRSEiE

FEAESHFEHT RHNIRET <.

L2 & EH L2197 playbook B9 /1 &SR BIHRHIT =,

AT EEIRET Bk 2A sudo HBR,

BB E S LI TAREM playbook X4, # ~/playbook.yml :

- name: Overriding the system-wide cryptographic policy

hosts: managed-node-01.example.com

roles:
- rthel_system_roles.sshd

vars:
sshd_sysconfig: true
sshd_sysconfig_override_crypto_policy: true
sshd_KexAlgorithms: ecdh-sha2-nistp521
sshd_Ciphers: aes256-ctr
sshd_MACs: hmac-sha2-512-etm@openssh.com
sshd_HostKeyAlgorithms: rsa-sha2-512,rsa-sha2-256

sshd_KexAlgorithms:: #EaI LU B EE, Bl ecdh-sha2-nistp256,ecdh-
sha2-nistp384,ecdh-sha2-nistp521,diffie-hellman-group14-shai, =% diffie-hellman-
group-exchange-sha256,

sshd_Ciphers:: fEal LIRS, Hi0 aes128-ctr. aes192-ctr 5 aes256-ctr,

sshd_MACs:: #Ea L% MACs, #I#1 hmac-sha2-256. hmac-sha2-512 = hmac-
shai,

sshd_HostKeyAlgorithms:: eI LR ATHEE, 1 ecdsa-sha2-nistp256. ecdsa-
sha2-nistp384. ecdsa-sha2-nistp521. ssh-rsa =k ssh-dss.,

£ RHEL 9 &1 at, REABKXNAEES AT /etc/ssh/sshd_config.d/00-
ansible_system_role.conf 3X{kh, HebmE RN EIINA. ETLEA sshd_config_file
TERNH, BE, EWREREAN, HHEA—INFHIFE /etc/ssh/sshd_config.d/50-
redhat.conf X {2 B34, HEREEBEMINE R,
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£ RHEL 8 & Tim L, E4iET S sshd_sysconfig_override_crypto_policy #l
sshd_sysconfig ZEiXi&EN true RGBS,

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, IR REIEEER, FREEHERBERNEE.

7—

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

e ORI R A TEANEY SSH RN IEH AU TRt PR ERE X NETE, RNIEREEEK

$ ssh -vvv <ssh_server>

debug?2: peer server KEXINIT proposal

debug2: KEX algorithms: ecdh-sha2-nistp521

debug2: host key algorithms: rsa-sha2-512,rsa-sha2-256
debug2: ciphers ctos: aes256-ctr

debug2: ciphers stoc: aes256-ctr

debug2: MACs ctos: hmac-sha2-512-etm@openssh.com
debug2: MACs stoc: hmac-sha2-512-etm@openssh.com

=
=
B

/usr/share/ansible/roles/rhel-system-roles.sshd/README.md 3

/usr/share/doc/rhel-system-roles/sshd/ directory

26.5. SSH RHEL RZiAaNT 8

# ssh R5ifa 4 playbook H1, #EAI LURIEMEREETIHRSIE L& i SSH B EXHISE.
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MESAEEXILELE, REABKEN—15 RHEL RIAEHEERMLE ssh_config 3.

HEFARRT, /KA ssh BREPEIEHMEZIN ) yes X no, ERTLIER list KE X ZTREL,
Bin -

LocalForward:
- 22 localhost:2222
- 403 localhost:4003

EIh :

LocalForward 22 localhost:2222
LocalForward 403 localhost:4003

pa -3
REETX 2 KNE,

/usr/share/ansible/roles/rhel-system-roles.ssh/README.md file

/usr/share/doc/rhel-system-roles/ssh/ directory

26.6. {1/ SSH RHEL %4ifiafici& OPENSSH & i

R LA ETT Ansible playbook, f#f ssh RZifAtaECES 1 SSH & i,

pa -3

EEILUS ssh RS ARATHEN SSH #1 SSHD BN HM RS AR, MEHETE
RHEL %Zifafa, BRIt BHES, HA{R ssh AaEABEABR (£ RHEL 8 &
BIkRArh{ER) .

FoRFM
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[ ]
BRI R ZE T =
[ ]
L2 & EH L2197 playbook B9 &SR BIHRHIT =,
[ ]
ATFEEDSZSET ik 28 sudo R,
3

BB E S LI TAREM playbook X4, # ~/playbook.yml :

- name: SSH client configuration
hosts: managed-node-01.example.com
tasks:
- name: "Configure ssh clients"
ansible.builtin.include_role:
name: rhel-system-roles.ssh
vars:
ssh_user: root
ssh:
Compression: true
GSSAPIAuthentication: no
ControlMaster: auto
ControlPath: ~/.ssh/.cm%C
Host:
- Condition: example
Hostname: server.example.com
User: user1
ssh_ForwardX11: no

It playbook AL FECBEZE T m LACE root IS SSH 2/ i B 2L Tl

[ ]

A==
[ ]

ControlMaster Z &8 % &/ auto.
[ ]

3%l server. example.com EHHRFIH|EZ usert,
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%526 = RHEL RS AAtEBRSEiE

e =Bl ENG, BREKEA user1 A &iERE server.example.com F4l.

X1 LA,

ZE playbook 53k :

$ ansible-playbook --syntax-check ~/playbook.ymi

AR, XTeRREIEEER, FRELEHERBERNEE.

7—

i&1T playbook :

$ ansible-playbook ~/playbook.yml

it il SSH BeE XA RIERE TR

# cat ~/root/.ssh/config
# Ansible managed
Compression yes
ControlMaster auto
ControlPath ~/.ssh/.cm%C
ForwardX11 no
GSSAPIAuthentication no
Host example
Hostname example.com
User user1

EERAIERNRE :

/usr/share/ansible/roles/rhel-system-roles.ssh/README.md file

/usr/share/doc/rhel-system-roles/ssh/ directory
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%8 27 & {5/ RHEL REiABEERKIEF

Z{# A Ansible EE LVM MASHREI(FS), ErILMER Fi% A, X2 RHEL 9 ha AR RHEL
RofAtaZ—,

/M =ik AR YERS GG LNBENZEE ERXHRS, LUKM RHEL 7.7 FHaMmE
RHEL hi#,

27.1. STORAGE RHEL &SRt

% AR LIER -

B BRI KBRS

TEN LVM 84, aFHCZRENXHRS

MD RAID &R H XU RS

{#1F storage A fa, EeILAITEATFESS -

Bl RS

IBRSCH R SE

B RS

SN

HEH RS

flE LVM &4
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R LVM B4

2 HE

HBRZ S

il RAID &

kR RAID &

{:/ RAID fll& LVM &4

{85/ RAID JllER LVM B4

BB LVM B4

{85 RAID fll& LVM ZHE

=
=
B

/usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 #

/usr/share/doc/rhel-system-roles/storage/ directory

27.2. {5 STORAGE RHEL R4ifafafrixsrrhfllEd XFS XH-XR45E

Bl Ansible playbook i storage fifs, k{FEFABRINSEBIERIL S LAIE XFS XHRSL
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it ABRRBERD K. BMEASZERESLV)LUEXARE. CrEEs Xholg
XHRG.

FEEAESFERHT RHNRET <.

LI 2 & EH L2 1T playbook B9/ &SR BIHRHIT =,

AT EEIRET Bk 2A sudo HBR,

EZ

BB ES LU FTRAM playbook X4, # ~/playbook.yml :

- hosts: managed-node-01.example.com
roles:
- rthel-system-roles.storage
vars:
storage_volumes:
- name: barefs
type: disk
disks:
- sdb
fs_type: xfs

BaW (RBID barefs) BEIRERN., #i% ARRIE disks: B TIHBIRBE X
e VLN

IEaI LA fs_type: xfs 17, EHN XFS 2 RHEL 9 BRI\ RS

TIE LV LOBXHREE, T disks: BHETRE LVM &, SEEENE4H. #15
&5 {1/ storage RHEL RZi A RS THEE,

TEREH LV HaiEE,
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JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XTeRREIEEER, FRELEHERBERNEE.

i&1T playbook :

$ ansible-playbook ~/playbook.yml

=
=
=

/usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 #

/ust/share/doc/rhel-system-roles/storage/ directory

27.3. {5l STORAGE RHEL ZEifata k AEH XU RS

Ml Ansible I storage fifa, FITEDH XA HH XFS XHR5i.

SR

FEAESHFERHT RHNRET <.

L2 & M L2 1T playbook B9 F &SR BIRHIT =,

AT EERRET Bk 2A sudo HBR,

BB E S LI TAREM playbook X, #1 ~/playbook.yml :

- hosts: managed-node-01.example.com

251



Red Hat Enterprise Linux 9 f§fl RHEL REGifIfaHIIML R ER

roles:
- rthel-system-roles.storage
vars:
storage_volumes:
- hame: barefs
type: disk
disks:
- sdb
fs_type: xfs
mount_point: /mnt/data
mount_user: somebody
mount_group: somegroup
mount_mode: 0755

It playbook 3257 ME /etc/fstab X, FITEMHEEXH RS

MR /dev/sdb % & LRXHRGSEEH A BXAFEE, N playbook 2AIEEA .

: ZE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi
WAR, XMefREBIEEE, FREEREAFUNEE,
3.
J&1T playbook :
I $ ansible-playbook ~/playbook.yml
H At BT iR

/usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 #

/usr/share/doc/rhel-system-roles/storage/ directory

27.4. {1/ STORAGE RHEL R4 ERZHE

afl Ansible playbook i storage fafa, RIEBHPAIE LVM ZHE,
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FoRFMH

FEAESFEHT RHNRE T <.

LI 2 &E EH L2197 playbook B F &SR BIRHIT =,

AT EEIRET Bk 2A sudo HkR,

e
1.
BIEE S TAEN playbook X, #l ~/playbook.yml :
- hosts: managed-node-01.example.com
roles:
- rthel-system-roles.storage
vars:
storage_pools:
- hame: myvg
disks:
- sda
- sdb
- sdc
volumes:
- nhame: mylv
size: 2G
fs_type: ext4
mount_point: /mnt/dat
[ ]
myvg BHMLATHELK : /dev/isda. /dev/sdb 1 /dev/sdc.
[ ]
MR myvg BHEHETE, N playbook &FHZHEERMBIEL,
[ ]
MR myvg BATRHEHE, W playbook 2AIEE,
[ ]
playbook £ mylv Zi & EOIE Extd XHREE, FE /mnt ERRAESXH RS
2.

IS playbook ik :
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I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEER, FRIEHREENNEE,

3.
i&{T playbook :
I $ ansible-playbook ~/playbook.yml
Heth BT
[}

/usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 #

/usr/share/doc/rhel-system-roles/storage/ directory

27.5. {8l STORAGE RHEL &S HAESIER

~fl Ansible playbook i storage fifs, EiEE/E A THELEIREFM XFS XHRSE.

SR Y
[ ]
BRI T R ZE T =,
[ ]
L2 & EH L2197 playbook B /1 &SR BIHRHIT =,
[ ]
ATFEEDSZSET Rk 28 sudo R,
3

BB a S LI TAREM playbook X4, #1 ~/playbook.yml :

- hosts: managed-node-01.example.com
roles:
- rhel-system-roles.storage
vars:
storage_volumes:
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- hame: barefs
type: disk
disks:
- sdb
fs_type: xfs
mount_point: /mnt/data
mount_options: discard

: JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi
WAR, XMefREBIEEE, FREEEREAFUNEE,
3.
J&1T playbook :
I $ ansible-playbook ~/playbook.yml
H At BT iR

/usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 #

/usr/share/doc/rhel-system-roles/storage/ directory

27.6. {1 STORAGE RHEL REifs fafll @ HiEE EXT4 XRS5

aPl Ansible playbook N storage fifa, OB Extd XHR5.

FoRFMH

FEAESFEHT RHNRET <.

L2 &E EH L2 1T playbook B9 F &SR BIRHIT =,

AT EERRET Bk 2A sudo HBR,

1= THZ
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27 3

BB E S LI TAREM playbook X4, # ~/playbook.yml :

- hosts: managed-node-01.example.com
roles:
- rhel-system-roles.storage
vars:
storage_volumes:
- name: barefs
type: disk
disks:
- sdb
fs_type: ext4
fs_label: label-name
mount_point: /mnt/data

playbook fE /dev/sdb B#L L BIEE L RSE,
playbook 3 # %5k AEEE /mnt/data X,
XHRGBREZ label-name,

JE playbook 53k :

I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHERBENNEE,

i&1T playbook :

$ ansible-playbook ~/playbook.yml

=
=
B

/usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 #
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/usr/share/doc/rhel-system-roles/storage/ directory

27.7. {1l STORAGE RHEL RZifs fafll @ HiEE EXT3 X3R5

7Pl Ansible playbook FiF storage fifa, EGIEMEZ Ext3 X8R5

TR

FEEAESHFEHT RHNIRET <.

LI 2 & EH L2 1T playbook B9/ &SR BIHRHIT =,

AT EERRET Bk 2A sudo HBR,

£

BB E S LI TAREM playbook X4, # ~/playbook.yml :

- hosts: all
roles:
- rthel-system-roles.storage
vars:
storage_volumes:
- hame: barefs
type: disk
disks:
- sdb
fs_type: ext3
fs_label: label-name
mount_point: /mnt/data
mount_user: somebody
mount_group: somegroup
mount_mode: 0755

playbook fE /dev/sdb B#L L BIEE L RSE,

playbook 3 # %5k AEEF /mnt/data BH3X.
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XHRGHFRZEZ label-name,

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

HER, XTeaREIEEER, FREEHERBERNEE.

i&1T playbook :

$ ansible-playbook ~/playbook.yml

=
o
B

/usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 #

/usr/share/doc/rhel-system-roles/storage/ directory

27.8. {#fl STORAGE RHEL ZZifafafE LVM L &E&HE XA XHRZHA/N

#l Ansible playbook K F storage RHEL RZifa s, LMERAXHREERHE L LVM ZHEKXN,

FoRFEMH

FEAESFERHT RHNRET <.

LI 2 & EH L2 1T playbook B9 F &SR BIRHIT =,

AFEERZET apik P 2H sudo HER.

L2
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BRI E S LI TAREM playbook X, # ~/playbook.yml :

- name: Create LVM pool over three disks
hosts: managed-node-01.example.com
tasks:

- name: Resize LVM logical volume with file system
ansible.builtin.include_role:
name: rhel-system-roles.storage
vars:
storage_pools:
- hame: myvg
disks:
- /dev/sda
- /dev/sdb
- /dev/sdc
volumes:
- hame: mylv1
size: 10 GiB
fs_type: ext4
mount_point: /opt/mounti
- hame: mylv2
size: 50 GiB
fs_type: ext4
mount_point: /opt/mount2

It playbook LU FIA LRGN -

[ ]
HHIE /opt/mount1 LA mylv1 £ L8 Ext4 SXERS, K/MNEAEH 10 GiB,
[ ]
HAE /opt/mount2 £ mylv2 £ LM Extd SXHRSE, KNFHEE 50 GiB,
JE playbook 53k :

I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XTeRREIEEER, FREEHERBERNEE.

i&1T playbook :

I $ ansible-playbook ~/playbook.yml
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Hith 5w

[}
/usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 #

/usr/share/doc/rhel-system-roles/storage/ directory

27.9. fifFl STORAGE RHEL RS fafaf@2ins

AT {24t T —4 Ansible playbook =fil. It playbook N % AAEAIERLZHE (MEFE
7)) , EFEARASHEER S LESEHE (NREFH) .

FoRFMH

FEAESFEHT RHNRE T <.

LI & EH L2 1T playbook B9 F &SR BIRHIT =,

AFEERZET afik P 28 sudo HER.

EZ

BIEE S TAEN playbook X, #l ~/playbook.yml :

- name: Create a disk device with swap
hosts: managed-node-01.example.com
roles:

- rhel-system-roles.storage
vars:
storage_volumes:
- hame: swap_fs
type: disk
disks:
- /dev/sdb
size: 15 GiB
fs_type: swap

BEH (ROIhE swap_fs) HuIRESM. Fi% AR disks: B THIHABE &
K.
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2.

ZE playbook 153k :

I $ ansible-playbook --syntax-check ~/playbook.ymi

HER, XTeaRE

KibiEE, FAABIEERBAEMNEE.
J&1T playbook :

I $ ansible-playbook ~/playbook.yml

Hth BHR

/usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 #

/usr/share/doc/rhel-system-roles/storage/ directory

27.10. {8/ STORAGE RHEL R4ifafafici& RAID &

ERFEHRGAR,

#RaI LA {8 Red Hat Ansible Automation Platform #1 Ansible-Core #£ RHEL
L&E RAID &, {FRASHBIE— Ansible playbook, LIEcE RAID &L B ENERK,

g

H
[=]

REABHAFLERR TAHRINE, fI - SEERTPRNFHEN. Rit,
MY RBRBIEEK, WHAEL playbook Hd K E A &R,

FRFH

FEASFEHT RAIRETR

L2 & EH LiZ1T playbook B F &SR BIRHIT =,
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AT EERRET Bk 2A sudo HBR,

£

fIBa S LI TAREM playbook X4, # ~/playbook.yml :

- name: Configure the storage
hosts: managed-node-01.example.com
tasks:
- name: Create a RAID on sdd, sde, sdf, and sdg
ansible.builtin.include_role:
name: rhel-system-roles.storage
vars:
storage_safe_mode: false
storage_volumes:
- hame: data
type: raid
disks: [sdd, sde, sdf, sdg]
raid_level: raid0
raid_chunk_size: 32 KiB
mount_point: /mnt/data
state: present

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHRBENNEE,

’—

i&1T playbook :

$ ansible-playbook ~/playbook.yml

=
o
B

/usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 #

/usr/share/doc/rhel-system-roles/storage/ directory
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27.11. i/l STORAGE RHEL R&5ifafafici&E" A RAID iy LVM itk

FREERZAG, EoL{#EA Red Hat Ansible Automation Platform £ RHEL & &% 4A RAID
B LVM 3, el A ASHEII— Ansible playbook, ¥E&E7 /A RAID 9 LVM b,

SeRFMH

R AR IR S ZE T A
L2 & EH L2 1T playbook B9 F &SR BIRHIT =,

AT EERRET Bk 2A sudo HBR,

EZ S

BB a S LU TAREMN playbook X4, # ~/playbook.yml :

- name: Configure LVM pool with RAID
hosts: managed-node-01.example.com
roles:

- rhel-system-roles.storage

vars:
storage_safe_mode: false
storage_pools:
- hame: my_pool

type: lvm
disks: [sdh, sdi]
raid_level: raid1
volumes:

- hame: my_volume
size: "1 GiB"
mount_point: "/mnt/app/shared”
fs_type: xfs
state: present

E{H A RAID filE LVM itb, &% raid_level SBUEE RAID K2,

JE playbook 53k :

I $ ansible-playbook --syntax-check ~/playbook.ymi
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HAR, XS REIEEE, FREEREAERNEE,

3.
i&1T playbook :
I $ ansible-playbook ~/playbook.yml
Hfh BR
[ ]
/usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 {4
[ ]
/usr/share/doc/rhel-system-roles/storage/ directory
[ ]

=1 RAID

27.12. A STORAGE RHEL %Zif4f27y RAID LVM BECE S K/

FREERGAR, EaL{#EA Red Hat Ansible Automation Platform 73 RHEL _t#J RAID LVM %&
BeE M AN, A LUERATHSEEII—4 Ansible playbook, A&7 A RAID i LVM i,

SR H
[ ]
BRI R ZE T =,
[ ]
L2 & EH L2197 playbook B9/ &SR BILRHIT =,
[ ]
AFEERZE T K~ 24 sudo HER,
3

BIEE S TAEN playbook X, #l ~/playbook.yml :

- name: Configure stripe size for RAID LVM volumes
hosts: managed-node-01.example.com
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roles:
- rthel-system-roles.storage
vars:
storage_safe_mode: false
storage_pools:
- hame: my_pool
type: lvm
disks: [sdh, sdi]
volumes:
- hame: my_volume
size: "1 GiB"
mount_point: "/mnt/app/shared"
fs_type: xfs
raid_level: raid1
raid_stripe_size: "256 KiB"
state: present

: JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi
HAR, IR REIEEE, FREERMEERNEE,
3.
J&1T playbook :
I $ ansible-playbook ~/playbook.yml
H At BT iR

/usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 #

/usr/share/doc/rhel-system-roles/storage/ directory

=1 RAID

27.13. il STORAGE RHEL R&ifafafE LVM L4 ES BUEMER VDO &

Bl Ansible playbook . F storage RHEL ®Zifafa, LUEMAHENBIEILILER(VDO)E HZHE
(LVM)B 451 E S BUR M ER.
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b

N
p o
;

il

HTFHFHERSGARKER LVM VDO, Rt RA— I EAUERAESMERESH
=,

SeRFMH

ZEAESFEHT RHNRET <.

LI 2 & EH L2 1T playbook B9/ &SR BIHRHIT =,

AFEERZET apik P 28 sudo HER.

SR
1.
BIEEES LU TAEN playbook X, #l ~/playbook.yml :
- name: Create LVM VDO volume under volume group 'myvg’
hosts: managed-node-01.example.com
roles:
- rthel-system-roles.storage
vars:
storage_pools:
- hame: myvg
disks:
- /dev/sdb
volumes:
- name: mylv1
compression: true
deduplication: true
vdo_pool_size: 10 GiB
size: 30 GiB
mount_point: /mnt/app/shared
E&BI%, compression F1 deduplication j#i% 7 true, X{EEfEA VDO, Ttk T
XESHBAE :

deduplication A FEREHEFMEE LMESBIE.

compression A FEGFHEFEHEES LHMBIE, MRS EHE.
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vdo_pool_size I§EBE X & EHARNSEFRK/N. VDO BREIK/INE size SHIX
Eo

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHRBENNEE,

’—

i&{T playbook :

I $ ansible-playbook ~/playbook.yml

Hit 5w

[}
/usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 #

/usr/share/doc/rhel-system-roles/storage/ directory

27.14. (il STORAGE RHEL RZiAAfa i LUKS2 % &

& eI LT 21T Ansible playbook, A storage fifakfil@2MEEfEA LUKS MBS,

FEREMH
[ ]
EEESFENT RNZE TR
[ ]
L2 & EH Li21T playbook B9 F &SR BIRHIT =,
[ ]
AFEERSET RMK - 2R sudo BUR,
R
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BB E S LI TAREM playbook X4, # ~/playbook.yml :

- name: Create and configure a volume encrypted with LUKS
hosts: managed-node-01.example.com
roles:

- rthel-system-roles.storage

vars:
storage_volumes:
- name: barefs

type: disk
disks:
- sdb
fs_type: xfs
fs_label: label-name
mount_point: /mnt/data
encryption: true
encryption_password: <password>

AT LS HARINE S (40 encryption_key,encryption_cipher,encryption_key_size,
#1 encryption_luks ) ZinEl playbook X#H,

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHERBENNEE,

7—

i&1T playbook :

I $ ansible-playbook ~/playbook.yml

HEMBERE :

# cryptsetup status sdb

/dev/mapper/sdb is active and is in use.
type: LUKS2

cipher: aes-xts-plain64

keysize: 512 bits
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key location: keyring
device: /dev/sdb

AR LUKS INBMS -

# cryptsetup luksDump /dev/sdb

Version: 2

Epoch: 6

Metadata area: 16384 [bytes]

Keyslots area: 33521664 [bytes]

UUID: a4c6be82-7347-4a91-a8ad-9479b72¢c9426
Label: (no label)

Subsystem: (no subsystem)

Flags: allow-discards

Data segments:
0: crypt
offset: 33554432 [bytes]
length: (whole device)
cipher: aes-xts-plain64
sector: 4096 [bytes]

=
=
B

/usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 #

/usr/share/doc/rhel-system-roles/storage/ directory

[ LUKS mERx e

27.15. il STORAGE RHEL RZifata Ll s &RR BB RN

7l Ansible playbook N R#F#RSiAR, UFRAEIBEXNMIES LEZEEERBZELVME
K,

FRFM

FEEAESHFEHT RHNIRET <.
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LI 2 &E M L2 1T playbook B/ &SR BILRHIT =,

AT EERRET <8k 2A sudo HBR,

SR
1.
BB ES LU FTARAM playbook X4, #l ~/playbook.yml :
- nhame: Express volume sizes as a percentage of the pool's total size
hosts: managed-node-01.example.com
roles:
- rhel-system-roles.storage
vars:
storage_pools:
- hame: myvg
disks:
- /dev/sdb
volumes:
- name: data
size: 60%
mount_point: /opt/mount/data
- hame: web
size: 30%
mount_point: /opt/mount/web
- hame: cache
size: 10%
mount_point: /opt/cache/mount
EATBIE LVM B89X/MEE RN E S, B30 60%. 74, EARLUE LVM &
BR/MERN AR T LR IHRGIR/N (5110 10g = 50 GiB ) AR KX/INE S .
2.
IS playbook ik :
I $ ansible-playbook --syntax-check ~/playbook.ymi
HAR, XS REIEEE, FREERMEERNEKE,
3.

’—

i&{T playbook :

I $ ansible-playbook ~/playbook.yml
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/usr/share/ansible/roles/rhel-system-roles.storage/README.md 3 #

/ust/share/doc/rhel-system-roles/storage/ directory
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%5 28 & {#1 RHEL RLiAAER SYSTEMD Hig

{81/ systemd RHEL ®Zifafa, #EnLI{#A Red Hat Ansible Automation Platform 82 #5030 45
BEEBZ1RE LK systemd ¥,

f&oILU{EF systemd RHEL R%ififa playbook H# systemd_units ZERZFEA T EBITRSI LM
systemd HcHRE., TEER—INFHIIR, SOFHREZEHETZETH LEFEN—4 systemd H
TTHKEHIERCE, systemd_units TEFEAESHITHRE—STHEH, HEARZTMAEESERIRK

Bho

28.1. {8 SYSTEMD RHEL %5ifaaifEFH /551 SYSTEMD Hg

Ea] LAR A systemd RHEL R4ifa Ak BN LTS systemd B ERIEXMES. BSE
playbook #i%i& systemd RHEL REifataZrE, LUE XN systemd B, Fsh#l/E AR ITXH.

FRFM

FEEAESFERHT RHNRET <.

L2 & EH L2 1T playbook B9 F &SR BIRHIT =,

AFEERZET apik P 2H sudo HER.

L

BB a S LI TAREM playbook X4, # ~/playbook.yml :

- name: Deploy and start systemd unit
hosts: managed-node-01.example.com
roles:

- rthel-system-roles.systemd
vars:

systemd_unit_files:

- <nameil>.service

- <hame2>.service

- <hame3>.service
systemd_started_units:

- <nameil>.service

- <hame2>.service
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- <hame3s>.service
systemd_enabled_units:

- <hame1ls>.service

- <hame2>.service

- <hame3s>.service

JE playbook 53k :

$ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEER, FRIEHRBENNEE,

7—

i&1T playbook :

$ ansible-playbook ~/playbook.yml

/usr/share/ansible/roles/rhel-system-roles.systemd/README.md 3

/usr/share/doc/rhel-system-roles/systemd/ directory
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55 29 F {# RHEL REiAtaEEN EIES

{85/ timesync RHEL R&Zifafa, #Za[LL{EMA Red Hat Ansible Automation Platform £ RHEL £/
1Bl L EENFREY,

29.1. TIMESYNC RHEL ®:5ifafs

R LA timesync RHEL R4 B EZ A BirHE LEERN RS,

timesync AfLXEHIEE NTP =% PTP 23, SkR{EN NTP ZFimsk PTP RIAHITIRVE, LMERRES
A5 NTP IRSS2ask PTP ithiy Pumasters @4,

=
GiRE

R, [ timesync AEAABIT T8 2 chrony, B AR LIE RHEL 6 FFHAMA Red Hat
Enterprise Linux ikR4<_E{#EA#HREM playbook, FKit:F {8/ ntp X chrony JSCHL NTP Bl

/usr/share/ansible/roles/rhel-system-roles.timesync/README.md file

/usr/share/doc/rhel-system-roles/timesync/ directory

29.2. N —fRSEHBN A TIMESYNC RHEL RZiAf

LUFRBER T M E RE—1 IRSS3B0E R TR A timesyne A fa,

g

H
[=]

timesync A& 7T REIH LA ESRNBIM N EIRSHEE. AIRRE

g ERABTEDIEE, BaEk., MREFE X timesync_ntp_provider 28
2, E—RBNXER 2N R,

FRFH
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% 29 = {§H RHEL REi A EN RS

BRI R E T =,
L2 & EH L2 1T playbook B/ &SR BIRHIT =,

AFEERZET apik P 2H sudo HER.

£

BIEE S TAEN playbook X, #l ~/playbook.yml :

- name: Manage time synchronization
hosts: managed-node-01.example.com
roles:

- rthel-system-roles.timesync
vars:
timesync_ntp_servers:
- hostname: 2.rhel.pool.ntp.org
pool: yes
iburst: yes

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XTeRREIEEER, FREEHERBERNEE.

7—

i&1T playbook :

$ ansible-playbook ~/playbook.yml

=
o
B

/usr/share/ansible/roles/rhel-system-roles.timesync/README.md file

/usr/share/doc/rhel-system-roles/timesync/ directory
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29.3. EE ik 5535 LR A TIMESYNC RHEL R45ifafa

RaI LU timesync A NTP &/ LS ARKSE %L £ (NTS), FZEH%Z 2 (NTS)2— 1
X R [ MU(NTPE B B AN El., BRIEERSB/ME M BZHA NTP BiIEGREREE
Eko

g

H
[=]

timesync A& T & IV LA SR BIF AN RS HERCE, BMERERA
BEEhiEE, ZaXELRER. NREEE X timesync_ntp_provider 28
2, M—RBNEEDR SN EEEE,

FRFH

R AR IR T S ZE T A
LRI 5% 4l L5217 playbook FIF P &Sk RIS =,
AFEERZE T kA28 sudo HER,

chrony NTP 12#t3E AN 4.0 KESHRA.

BB E S LI TAREM playbook X, #1 ~/playbook.yml :

- name: Enable Network Time Security on NTP clients
hosts: managed-node-01.example.com
roles:
- rthel-system-roles.timesync
vars:
timesync_ntp_servers:
- hostname: ptbtime1.ptb.de
iburst: yes
nts: yes
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ptbtime1.ptb.de 2 2RSS F[NRH, EageEEFAFTRNA KRS FXIEEH SRS

ZE playbook 53k :

$ ansible-playbook --syntax-check ~/playbook.ymi

AR, IR REIEEER, FREEHERBERNEE.

7—

i&1T playbook :

$ ansible-playbook ~/playbook.yml

HEE P mAE LTI

# chronyc -N authdata

Name/IP address Mode KeyID Type KLen Last Atmp NAK Cook CLen

ptbtime1.ptb.de NTS 1 15256 157 0 0 8 100

BERSBIREM cookies HEXAFS,

/usr/share/ansible/roles/rhel-system-roles.timesync/README.md file

/usr/share/doc/rhel-system-roles/timesync/ directory
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25 30 = (¢ RHEL XA ARIGHICRKEERS

{5 tlog RHEL RZifafa, EaILUfEA Red Hat Ansible Automation Platform 7y RHEL MRS
HIL KB E RS,

30.1. TLOG RHEL %5ifafa

IRALU{E A tlog RHEL R5ifa 2N RHEL LMK iRSiEiC XA E RHEL 5.

IZOTLUE A SSSD RS L X E v A AT,

Hi 5w

[}
/usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 3 #

/usr/share/doc/rhel-system-roles/ha_cluster/ directory

30.2. TLOG RHEL R4 fapyHEMSE

Session Recording R ARBLLTHE -

tlog TE

RAREMIRS TR (SSSD)

o[k : Web #HI& 5@

=
o
B

/usr/share/ansible/roles/rhel-system-roles.ha_cluster/README.md 3 #

/usr/share/doc/rhel-system-roles/ha_cluster/ directory
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30.3. 282 TLOG RHEL %5t

RBLUTH B FFN A Ansible playbook kESE RHEL %%4%, LUSBURICKE systemd Bi&EH,

playbook fE#I5EMRSE LR tlog RHEL RE5ifafa, i%ZABAIE tlog-rec-session (Kimeidf 1/0
HEILRERF) , SRYAFNER shell, BA0E—4 SSSD BBEEZF X4, mI#tEE LA f1d
85/, SSSD fRATIHIEEUXEEH M4, H{EMA tlog-rec-session HHMA " shell, F4, MBRLE
RET cockpit K#4-a, playbook tha%Z% cockpit-session-recording &, ©2—1 Cockpit #

R, HEE web 2HE R EPEFHIBBICK,

SEREH
[ ]
BRI R ZE T =,
[ ]
a2 & EH L2 1T playbook B/ &SR BIHRHIT =,
[ ]
AFEERZE T kA28 sudo HER,
L

fIEE S LI TAREM playbook X4, #1 ~/playbook.yml :

- name: Deploy session recording
hosts: managed-node-01.example.com
roles:

- thel-system-roles.tlog
vars:
tlog_scope_sssd: some
tlog_users_sssd:
- recorded-user

tlog_scope_sssd
A HEEERIIKELER M4, mA=Z all =% none,

tlog_users_sssd

BEEILXKRVENAF, HER, XFRNERMAF, SusATREZAF,
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2.
JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi
AR, XS REIEEER, FREEHERBERNEE.
3.
i&1T playbook :
I $ ansible-playbook ~/playbook.yml
1.
HEA IR SSSD BSiE ZF X HFRISHHK -
I # cd /etc/sssd/conf.d/
2.
REXHAZA :
I # cat /etc/sssd/conf.d/sssd-session-recording.conf
B LB RIZXH B ERIE playbook HiXBEHMSH,
3.
LUERRTENA P S35 %,
4.
BEHCEMSTE,
Hfh BR

/usr/share/ansible/roles/rhel-system-roles.tlog/README.md file

/usr/share/doc/rhel-system-roles/tlog/ directory

30.4. #8E TLOG RHEL R4 L HRAH A 5k
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28 30 = {1/ RHEL RGi AR NRIHICKEERS

RAI LA tlog R4ifa sk HF SSSD RiFHILKAECE LI exclude_users # exclude_groups, 1z
LTS BALSMMN A Ansible playbook, EESE RHEL %57, LMEE systemd BathHERE A8

RIFILXK,

playbook fE#EI5EMRSE LR tlog RHEL RE5ifafa, i%ZABAIE tlog-rec-session (Kimeidf 1/0
BRICKER) , BRAA/MEX shell, BXRAIEB—4 /etc/sssd/conf.d/sssd-session-
recording.conf SSSD Ei& X33, A MAREH, BEESCBRAEFMARA . SSSD it
XA A, A tlog-rec-session H#HMAF shell, 74, MRRLGLELRET cockpit K
&, playbook th&%%: cockpit-session-recording ##&, ©2—4 Cockpit &, HIELE web i
HEREPEEFNERBICK,

FeRE M
[ ]
R AR IR S ZE T A
[ ]
L2 & EH L2 1T playbook B F &SR BIRHIT =,
[ ]
AFEERZE T K24 sudo HER,
L

fIBE S LI TAREM playbook X4, # ~/playbook.yml :

- name: Deploy session recording excluding users and groups
hosts: managed-node-01.example.com
roles:

- thel-system-roles.tlog
vars:
tlog_scope_sssd: all
tlog_exclude_users_sssd:
- jeff
- james
tlog_exclude_groups_sssd:
- admins

tlog_scope_sssd
A all IEEEE LKA R4,

tlog_exclude_users_sssd
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BREZMNKTEICKhHRNA A&,
tlog_exclude_groups_sssd
BEEEMSTHICFPHRRIA,
ZHE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XS REIEEER, FRIEHRBENNEE,

’—

i&1T playbook :

I $ ansible-playbook ~/playbook.ymi

1.
PEABIEE SSSD BdiE EF RIS -
I # cd /etc/sssd/conf.d/
2.
BREXHAE :
I # cat sssd-session-recording.conf
EA BRI 4B S & playbook HiENSH,
3.
LUERRTENA P S13 8%,
4.
BECKESTE,
Hith BHIR
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%5 30 = {§1 RHEL RGABNASIGICRKEERS

/usr/share/ansible/roles/rhel-system-roles.tlog/README.md file

/usr/share/doc/rhel-system-roles/tlog/ directory
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% 31 = 1 RHEL RGiABECE A IPSEC B VPN 4

{5/ vpn RGiAfE, EaILUER Red Hat Ansible Automation Platform £ RHEL %%; L&¢& VPN
i, EaUEReRLEENREN. MERIMLE. VPN TR RS B HMEEE.

SFENRENZE, AGKERAERIASEIE vpn_connections FIFRHPHE— EHZE%E VPN &
B, AERBEZEREH. HH, ELATLUSHEE HENHNARE ENZE R laE L HEEE.
ZABMRE hosts THENLAFS Ansible FHRAFANTIYMNEATER, FH B & LUERXEETRE
B @i,

vpn RHEL %%ifa & Bai{{3Z# Libreswan (B IPsec 3281) , #F2v VPN #5778,

31.1. {8 VPN RHEL %Z:fafafEF IPSEC R HEIFEHH VPN

& ol LTS fE4$ 77 ;R _EiZ1T Ansible playbook ki vpn R5i A BECE EHMEIENAERE, X9k
BEFEAXHPINENREZE T R

SR H
[ ]
BRI R ZE T =,
[ ]
L2 & M LiZ1T playbook B /7 &SR BIRHIT =,
[ ]
AFEERZE T K~ 24 sudo HER,
3

BB E S LU TAREM playbook X4, # ~/playbook.yml :

- name: Host to host VPN
hosts: managed-node-01.example.com, managed-node-02.example.com
roles:
- thel-system-roles.vpn
vars:
vpn_connections:
- hosts:
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managed-node-01.example.com:

managed-node-02.example.com:
vpn_manage_firewall: true
vpn_manage_selinux: true

It playbook @it RS A BRI TH, BEE managed-node-01.example.com-to-
managed-node-02.example.com, E’y vpn_manage_firewall 1 vpn_manage_selinux #B4
%A true, HEIL vpn AR firewall il selinux A faRER vpn AAFERANEO.

EREMZEINIE A XHPRIIBHOABENNERE, FRUTHI RZmMBIENK
vpn_connections FllZ&k :

vpn_connections:
- hosts:
managed-node-01.example.com:
<external_node>:
hostname: <IP_address or_hostname>

XHACE — N4 89ERE © managed-node-01.example.com-to-<external_node>

4

al}

HEAERET R LRE, MmAEASTRLEE.

]k : e LUEA vpn_connections FMEECEA NZE T RIEESZ D VPN iEE, M
control plane #1 data plane :

- name: Multiple VPN
hosts: managed-node-01.example.com, managed-node-02.example.com
roles:
- thel-system-roles.vpn
vars:
vpn_connections:
- name: control_plane_vpn
hosts:
managed-node-01.example.com:
hostname: 192.0.2.0 # IP for the control plane
managed-node-02.example.com:
hosthame: 192.0.2.1
- name: data_plane_vpn
hosts:
managed-node-01.example.com:
hostname: 10.0.0.1 # IP for the data plane
managed-node-02.example.com:
hostname: 10.0.0.2
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ZE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, XTeRREIEEER, FREEHERBERNEE.

7—

i&{T playbook :

I $ ansible-playbook ~/playbook.yml

1.
ERETRLE, BIAEERESHRIEA :
I # ipsec status | grep <connection_name>
£ <connection_name> Bt 3 HILTT = 2R AR, 0 managed_node1-to-
managed_node2,
RABEAT, MBNMRENAEKRE, AR HHUBNENEERER— 1 f®
H&#. FiM, H“7E managed_nodel 1 managed_node2 iz [Al N}, 1t
7 ¥7E managed_node1 B Z A managed_nodel-to-
managed_node2, {B7f managed_node2 L, FFEEEMRRERTRN
managed_node2-to-managed_node1l,
2.
EZETRLE, WAEERERIED) -
I # ipsec trafficstatus | grep <connection_names
3.

Al NRERER A RHINE, ERAL TS RFRINERE, XRHTEEEANER, ¥
BAERERRERE T IR EA -

I # ipsec auto --add <connection_name>
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NG
al

INEHE ShE RS P R RE & H B B IR ERAE /var/log/pluto.log X
E, ATFXEASRERNT, RESCyFhRmeERE, DMRERBRSEEHE

/Cho

=
o
B

/usr/share/ansible/roles/rhel-system-roles.vpn/README.md file

/usr/share/doc/rhel-system-roles/vpn/ directory

31.2. {#f VPN RHEL ZZifatafig&#4 IPSEC i OPPORTUNISTIC MESH VPN %

ERILAMEA vpn REGAEREEBEN ST X VPN Fi, %FR0R i 57 = EiZ1T Ansible
playbook S FUEHIHTHHBEIE, XHEEF A XA PIHNAMAZE T R,

SeREH
[ ]
IR A ST R E T R,
[ ]
L2 & EH L2 1T playbook B9 F &SR BIRHIT =,
[ ]
AFEEISZSET ik 28 sudo R,
[ ]
letc/ipsec.d/ BXHhH IPsec ML LIRSS (NSS)INEFE RS HEMNIES,
L

BB a S LI TAREM playbook X4, #1 ~/playbook.yml :

- name: Mesh VPN
hosts: managed-node-01.example.com, managed-node-02.example.com, managed-
node-03.example.com
roles:
- thel-system-roles.vpn
vars:
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vpn_connections:

- opportunistic: true
auth_method: cert
policies:

- policy: private
cidr: default
- policy: private-or-clear
cidr: 198.51.100.0/24
- policy: private
cidr: 192.0.2.0/24
- policy: clear
cidr: 192.0.2.7/32
vpn_manage_firewall: true
vpn_manage_selinux: true

WBiT1E playbook HiiE X auth_method: cert kAR E RIEBHTHNRIE. RIAER
T, TREMAEIEBNRETRR. T£4%l4, X2 managed-node-01.example.com, &=L
BHFE cert_name BHEEE X FARIMIEH AR,

EXRPId, #HT R2EI21T Ansible playbook BIRSE, SHAZE T 52(192.0.2.0/24)#=
HRNTE A FEEH(CIDR)E, FHH IP it 192.0.2.7, Hilt, #H7 =EF ) CIDR
192.0.2.0/24 BEIAIEMFAE KK,

FIBA LR ERAR B I SSH R K, 2T REMRIE 2 SERBIIERP, HER, &
KEFIZRHAE—1 Ui CIDR FTF default, ;XZE it playbook &3 7 ERIASREEHAGHLN], LA
EH A, mIEFBNEL

B vpn_manage_firewall #1 vpn_manage_selinux ##i% 7 true, At vpn A&EER
firewall fl selinux A BEKERE vpn ARFEAMNRO,

JE playbook 53k :
I $ ansible-playbook --syntax-check ~/playbook.ymi

AR, IR REIEEER, FREEHERBERNEE.

’—

i&{T playbook :

$ ansible-playbook ~/playbook.yml

=
o
B
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/usr/share/ansible/roles/rhel-system-roles.vpn/README.md file

/usr/share/doc/rhel-system-roles/vpn/ directory
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