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KT ZLHE AR A bt

A TR BN TR, 1E3RAT] T et e,

Bt JiraiRRZRE (REKF,)

1.

2.

BRE Jira R,
RINER S~ B Create

£ Summary F B A A fE b R,

. 7 Description F B F I AR S BRI, SIEREISCAEIE R ER D BYBERE,

RATTHHEEEREY Create,


https://issues.redhat.com/projects/RHELDOCS/issues
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F1Z 5 IDM RSB LEHEELERS
DTFETIHTZEEMER(IM) RS IF[HER, ERERH, EREEHRGSHBIXLEER,

11 R E
o HEE root BT EEE TN L LESHEE(IIMRS S,

1.2. BRI

SFFMEREVIEE, RAM BEREENEM, HRAEENRAE WA H RAM, HIEM RAM EXKE :
e %fF 10,000 MHFFI100 NN : 4 4 GBRAM #14 GB 3#it (swap) ZE[H]
e XfF 100,000 M1 50,000 N : E4 16 GB RAM # 4 GB swap 224

MFRARBIERE, 18I0 RAM LB FE VAR, EANFSREEREHEELREFT. 8%, YTKRE
#E, RNIMEZ RAM 2R NABLSHNEFERAER BIFHIIMERE,

—NEAXAFZESFHIETHE R ENZB KL N 5-10 KB K/,

1.3.IDM B E XN EEE K

EFHNRE ERESHEE(dIM)IRS 28, TFE N DNS. Kerberos. Apache 5 Directory Server RS
HITEM B E L ERE.

IdM BRSSERLEER T RO RKE IdM =, 1dM FRIERETX4 519 2l /var/lib/ipa/sysrestore/, %
EE DB RNEE 1AM RSB, SREXLEH,

1.3.1. 1dM F Y IPv6 E 3k
IdM RZENIERRFRE A IPv6 Thill, tNREME IPv6, |dM RS FE AR CLDAP S LAk,

AAIEMLEHE A IPV6,

1.3.2. X IdM ARz 258y

Red Hat Enterprise Linux (RHEL)f#F Kerberos MM ARA 5, ©XIFMBAEE, MEHINBEIREAES).,
Camellia FN#IEBINZE 116 (DES),

ZEFRIINE R BHIER

F8X 1dM RS EB_FNE i L Kerberos FERTRER X R LMIMERE, {H IdM Kerberos 43 & #:0 (KDC)
RXFLUTME LD -

® aes256-cts:normal
e aes256-cts:special (Eki\)

® aes128-cts:normal
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e aes128-cts:special (ZX\)

® aes128-sha2:normal

® aes128-sha2:special

® aes256-sha2:normal

® aes256-sha2:special

e camellia128-cts-cmac:normal
e camellia128-cts-cmac:special
e camellia256-cts-cmac:normal

e camellia256-cts-cmac:special

B\ RC4 BB LR

RHEL O RERZEA TLLF RC4 MM RE, RNl EHE AES-128 #1 AES-256 INF K BZ 24
1K -

e arcfour-hmac:normal
e arcfour-hmac:special

BXFEARCAIFUSIHENB X NRRANESER, ESMH HBRE AD # RHEL Fih& ANz
KRB FF,

fBR T %7 DES #1 3DES MEHIZ 1

HTLLEE 7L RHEL 7 RF A 74 DES BiEM X #F. RHEL 8 #fififR T single-DES(DES)# triple-
DES(3DES)IN# KA, HAF S RHEL 9 A,

1.3.3. 2 |dM RSB RIRI N SR

|dM {8 F§ DEFAULT 240G HERIMEBRE, LWBSR N SRIRMERRHELIXE, BRI TLS12/1.3
Y, KA IKEv2 #1 SSH2 thil, #0R RSA ZHF Diffie-Hellman 28 ZE AR 2048 fir, NIATLEZE
ile HEERBEARFoiF DES. 3DES. RC4. DSA. TLSv1.0 MEMKBHEX,

{57815 FUTURE ROCEEIBME SRR M BRS535, I M BRSNS, iR
[R156E FRYE DEFAULT 4550 BRI 588,

HEeKR
o RUSEHERIINE RS

1.3.4. FIPS &#i

BRI LTS A T AR E R IR (FIPS)BERBIR S L 2R 1dM RS S AR, M—BIARERT
FIPS:OSPP % FREEHI RS0,

EF M FIPS 2% |dM, BEEINLEBRFIPSER, RERE M, |dM ZEHALKRNES FIPS 2
B, FHEEIIM, URERS FIPS140-3 3BMME R .


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/installing_trust_between_idm_and_ad/ensuring-support-for-common-encryption-types-in-ad-and-rhel_installing-trust-between-idm-and-ad
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/security_hardening/using-the-system-wide-cryptographic-policies_security-hardening
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® aes128-sha2:normal
® aes128-sha2:special
® aes256-sha2:normal
® aes256-sha2:special
ZfE |dM IRRFE FIPS, MiA IdM BIARERZ S A FIPS R,

IR IERLE IdM B imsRth S B FIPS, A2 e LU XL FIgiR AR 1dM BlA, &%, HEEA
JeoRESN1INMEFR FIPS B3R ; ZLIEAR 5 HIHIT FIPS ik,

TIRBNFTE FIPS ) IdM

BIERINE |dM ZEMIE FIPS INEEREIRE FIPS WRE, XFZRARE, MEEERMEER
%IJO

ZRERE FIPS RS, WAL FIPS BX FOIBMEMBEHTR, B4, NEBEBAMBEAEERF
FIPS i1, FRIEEHL28%E, BXKILTRAEIE FIPS IMEH AR,

INRIEHRFBEMNIE FIPS 1AM SUERBIRF S FIPS B98I, R/

1. EFIPS ERX T O —DEH |dM i

2. {ERMAIEFFEZAMBINTIESS, MIEFIPS SHtHITEIE FIPS RSB IETH
SERE LR AR ELE

e KDC EHHH. keytab LLRFFBEMEX Kerberos B H#

o AFEMG

e FRAFILD, I CA. REMAFIUED

o OTP &%

e SSH BEAFIELL

e DNSSEC KSK #1 ZSK

o FE vault &£H

* 5 AD SEMEXMETHAMH

SEbrL, #BFIPS RER—MARAMRE, BIESRSENITIE, WIIBAREIEET FIPS140 1A
ik, 8B FIPS H#& G Al gE ML TR,

X FEAT FIPS EXEEMIEE

BHEERAT FIPS BXANER T5ESIB R (AD) B EMEE, EJER AD Bk ¥ 1T B HKIE,
EG R FIPS B, BT EFRAHEE secret BILEE,

BF

RADIUS B3 IERFESR FIPS, WRIMEE RADIUS BRI, AEEERT FIPS
MRS 2P R E IdM,
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He iR
o R RHEL BRERLIMEM FIPSERN, HEMH LM LERmPERRITIRE FIPS R,

o HXFIPS140-2 MiFfE, HEFEEIMAESEARMARRNIST) ML ERNERRNZ 2 E K,

1.4. IDM BYET A IR S E sk
BUFE T4 T8 chronyd 4 IdM 45t ki FRES -

1.4.1. IdM 204al{E A chronyd #H1TRE %
& E] LAEF chronyd & |dM NG REERES, 0T A,

Kerberos & |dM FRBYEZEUENLE, BN RIB/ENEDNB—ER2, 1NR IdM B iR RGN [ 53
A% D (KDC)MI RGN [l A Z= &8 5 98, | Kerberos B p%iES KM,

NHBIR 1AM RS ERFHE PRSP R EIREY, 1dM RERASBEIEE chronyd RIS [E L (NTP)
& PR,

IIREZBRER NTP IRTE S IdM REa T, TERFFERIEAMSH NTP IR552:89 _ntp._udp

DNS ARS5(SRV)ick, FEFZ IP #hitEL & chrony, MMREEEEM _ntp._udp SRV ick, chronyd
2f# A chrony 4 SIRENELE,

p= Y=
RN ntpd Z£RHEL 8 FEHFH, ENMARZHMEZ chronyd, FrLLIdM RSS2SR FHFERE

R PG E ML (NTP)ARSS 28, RMECE I NTP &/ 7i%, RHEL 7 NTP BRS58: IdM RS2
AfEIE RHEL 8 FHEEHFH.

Hh iR
e NTP HysCHH

o {FF Chrony E4ECE NTP

1.4.2. 1dM ZZEHSH NTP B & LT 53R
&I LUE A chronyd £ |dM EH 5 R REf[ERES

IRE LATEAE{T 1AM %5645 (ipa-server-install, ipa-replica-install, ipa-client-install) F1g%ELLTi%
TiREXBEITEFEE chronyd & iR

11 1dM ZEGSH NTP BECExISIER

PE h

--ntp-server FEAEEE—NNTP RS, B RERTERIEES MRS .
--ntp-pool EREEE MR NI ENEHS D NTP RS2,

-N --no-ntp FEEE. H3130HMA chronyd,

10


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/security_hardening/using-the-system-wide-cryptographic-policies_security-hardening#switching-the-system-to-fips-mode_using-the-system-wide-cryptographic-policies
https://csrc.nist.gov/publications/detail/fips/140/2/final
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/considerations_in_adopting_rhel_8/infrastructure-services_considerations-in-adopting-rhel-8#implementation-of-ntp_time-synchronization
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/configuring_basic_system_settings/configuring-time-synchronization_configuring-basic-system-settings#using-chrony-to-configure-ntp_configuring-time-synchronization
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Hib iR
o NTP HysCI]

o {FF Chrony E4ECE NTP

1.4.3. 1R |dM B LAB| B IRE NTP B8] iR S5 28
WHERIFEEEEEaVENTRE, LUE IdM BEI 5 EEIRLEET 18 L (NTP)ET A1 BR S5 22 4

FTRFH
o MEEIMEFEET NTP RSS2, EAHIF, ZRIEERIN RS SFOENSE N

ntpserver.example.com,

BT
1. SHEIMERB NTP RS 25H14T DNS BRZ5(SRV)ICRKE R,

[user@server ~]$ dig +short -t SRV _ntp._udp.example.com
0 100 123 ntpserver.example.com.

2. INRZ AN dig R E&EROEBINT AR 2R, ERM— N ERAN AR 28 123 i O 8
_ntp._udp SRV ig3K, XMTRREURTF AR DNS R AR,

o TERIITIEER _ntp._udp SRV ICEA!, DNS HHFERIN AR S5 288 123 ImA R &R E—5&iC
Fo

[user@server ~]$ dig +short -t SRV _ntp._udp.example.com
0 100 123 ntpserver.example.com.

Hb iR
o NTP HysZH]

e {FF Chrony E4ECE NTP

1.4.4. Hth ¥R
o NTP HysCI)

o {FF Chrony E4ECE NTP

1.5. IDM B9 EAH1% %0 DNS &3k
LUITHLR T IRSEBMNEIARZHENLF DNS B3R, URIMMABITFRAZEEIHEEK,
XEEREATFMEEMER(IMARS 25, BLTFEEK DNS BIAR S 2:F 1% B 5K DNS HIAR 5525,

1
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Digk

H
[=]

DNS iE5M F/LERME IdM HIZhEEEREE, @¥E51T LDAP BRARS. Kerberos
#0 Active Directory 5. BIEE /D, FHELR :

o MAE—Eit B A LUIE R TYER DNS ARS
o ZRRFSEWEMEE

ENERERTFTHEMATHERK DNS B IdM fRS5 25,

FERRSS 2R EN B
FERINETERES, 1 server.idm.example.com,
BE

AEFRBRZE4, B30 .company : [dM B —1N % AN FEF— DN ISSH
B, 1 example.com 3% company.example.com,

TEREE B BIMHRLU TR :

o EE—TEMBIDNS &5, BIRAFHF. FRFHMEFF(-). ENLAPHEMFRF (0
THIZ()) 25 DNS KK

o AZRNE, TRATFFRAKXKEFEH,
o TIEMTEEMIE, IR RENA IP ik, MARZ 127.0.0.1,

BEIIEENG, EERERENRGHFE hostname T2 :

# hostname
server.idm.example.com

hostname B9%i H A~ EEZ localhost 5 localhost6,

urEs & M m DNS BEdi&
1. FRERARSS 2309 P bk,

a. ip addr show %45 i 7R IPv4 # IPv6 Hhlik, ELATRABIA, #8X89 IPv6 Hhilthy
2001:DB8::1111, ENWEHSEHEREEM :

[root@server ~J# ip addr show

2: eth0: <cBROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast
state UP group default glen 1000
link/ether 00:1a:4a:10:4e:33 brd ff:ff:ff:ff:ff:ff
inet 192.0.2.1/24 brd 192.0.2.255 scope global dynamic eth0
valid_Ift 106694sec preferred_lft 106694sec
inet6 2001:DB8::1111/32 scope global dynamic

12
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valid_Ift 2591521sec preferred_lft 604321sec
inet6 fe80::56ee:75ff:fe2b:def6/64 scope link
valid_lft forever preferred_|Ift forever

2. 5/ dig TEUFIEMA DNS EEiE.

a. 117 dig +short server.idm.example.com A 345, R[EIM IPv4 it %775 ip addr
show iR [GI#Y P ik PLig -

I [root@server ~]# dig +short server.idm.example.com A
192.0.2.1

b. iZ17 dig +short server.idm.example.com AAAA 345, HIRIRE|—Pihit, EBWilE
ip addr show 3RO IPv6 il PLAE :

[root@server ~J# dig +short server.idm.example.com AAAA
2001:DB8::1111

4 AE
IR dig 5% AIRE] AAAA ILEMEAEH, BLXHARTIEEASER,

B AR RARTRYIE DNS q:,x*ﬁ@a% IPv6 ik, INRERITEEMSE
EMA IPve P, MR ARSI IT &R,

3. iiF /™ DNS B (PTRIDE) . f#A dig TEFIRN IP ik,
MR T T ERTRNENLSREENA, IIRMA DNS BLEAEH,

a. 117 dig +short -x IPv4_address 4., i/ GRS EN S, Fli0 -

[root@server ~)# dig +short -x 192.0.2.1
server.idm.example.com

b. 18R _E—4% i dig +short -x server.idm.example.com AAAA 4553R (0] IPv6 Hhilk, 1%
58 dig Zif] IPv6 ik, i T RARSS 8 EML G, B0 :

[root@server ~J# dig +short -x 2001:DB8::1111
server.idm.example.com

IR _E—% i dig +short server.idm.example.com AAAA %75 R~ T

] IPv6 Hbotik, TEH AAAA IERASHHERAR, EXMWERT, X2
EEWTH, FTMEREBTIER,
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Digk

H
[=]

WMERXZME DNS (PTRIERK) #FREREZNENHA, 2 hitpd F1H

5 IdM KB PE RTRER B R TETIMBIT N, ZLtEE SV ED
IP REEE— PTR 123K,

ISUF DNS IERfEH P ES YT ((UEKRDNSEE)

BRIEE S |dM DNS RS 25— 2 FARIARA DNS IE BT 231954 DNS(EDNSO)T BALEIF] DNS
L2 BY B(DNSSEC)irf#, EMEIX— A

=, B2 EE N ERATENL T aoRHE S
I $ dig +dnssec @/P_address_of the DNS_forwarder . SOA
e R RNTEHEEEUTER -

e X7 : NOERROR

e HRiC :ra

e EDNS#I& : do

e RRSIG it/ 1E ANSWER E 49 1E7E

AR R ERAMERLXLETT, ERERA) DNS EMMFTER Y, RIEREXFFH/EMA T EDNSO
DNSSEC, 7E&#FhRAR BIND fR55%: %, dnssec-enable yes ; £IA7I7E /etc/named.conf X4
FIZE,

dig 4 BT A i )

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 48655
;; flags: gr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags: do; udp: 4096

;; ANSWER SECTION:

. 31679 IN SOA a.root-servers.net. nstld.verisign-grs.com. 2015100701 1800 900 604800 86400
. 31679 IN RRSIG SOA 8 0 86400 20151017170000 20151007160000 62530 . GNVz7SQs [...]

ISUF /etc/hosts 3244
YLk /etc/hosts X R B THRBUTREZ—
o UNHAITEENMEZR, BRIBEHN IPv4 1 IPv6 localhost 8.,
o UNHBEENEKE, HANXHIHRBUTHESRY :

o FIMNEEZR IPv4 F IPV6 localhost £ H.

o T—REEE IdM RS IPv4 st MM,

o

|dM AR 552589 FQDN i F |dM AR S5 2358952 & 7R 2 All,

14
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o |dM RSB ENETRE localhost LBEBI—EB4,

LIFRIEAEIEM /etc/hosts KRB :

127.0.0.1 localhost localhost.localdomain \
localhost4 localhost4.localdomain4

1 localhost localhost.localdomain \
localhost6 localhost6.localdomain6

192.0.2.1 server.idm.example.com server
2001:DB8::1111 server.idm.example.com server

1.6. IDM B9z O E sk

SHER(IMERZ NGO KEHRSHTRE. XEROLMZTFRY, FATRT IdMRFHNEA
R, JXHE M FRETR, . EfHAITEEREMRSER, FER [ A0E ik,

F1.2. ldM O
[ {m [ {m 730
HTTP/HTTPS 80, 443 TCP
LDAP/LDAPS 389,636 TCP
Kerberos 88, 464 TCP #1 UDP
DNS 53 TCP #]1 UDP (W i)

IdM fER®mOA 80 #1389, Xe—M&2iMiEs, RNELUTHRITEHRE
o |dM BERNEAIHRD 80 M REEMEIHO 443, O SOHTTP) (XA FIRMHE
UE PRSP (OCSP) MR FNIE T #EHFUZR(CRL), MIE A ITHFE 4, Eit
BB Lk AR A AT

o i 389(LDAP)fEF STARTTLS fl@ &R 2RSS API(GSSAP)#HITINE,

b4, 3RO 8080, 8443 #1749 RN, EANE(EREMER. FEITFXLRO, REFLLHA
EREIEEAT,

% 1.3. firewalld RS

&35 & %R HEIRES :

freeipa-ldap /ust/lib/firewalld/services/freeipa-ldap.xml

freeipa-ldaps /ust/lib/firewalld/services/freeipa-ldaps.xml
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&35 & %R HEIRES :

dns /ustr/lib/firewalld/services/dns.xml

1.7. T7F IDM FREMR O

ST
1. BE firewalld fR$S 2 & E1EIZ 1T,

o THE firewalld HFIR B IETIZT ¢
I # systemctl status firewalld.service
o 53 firewalld FFEEE NERSEI SN EED

# systemctl start firewalld.service
# systemctl enable firewalld.service

2. {#/ firewall-cmd TE{THAAENIHRO, EEUT®TIZ — :

a. {#H firewall-cmd --add-port ep G7ERA KIFEARRME MmO, Hl0, EEIKIAXPITHin
A :

# firewall-cmd --permanent --add-port=
{80/tcp,443/tcp,389/tcp,636/tcp,88/tcp,88/udp,464/tcp,464/udp,53/tcp,53/udp}

b. {3 firewall-cmd --add-service < 1ERF XIEFIRDD firewalld fRS5. B0, EERIAX A
THwO :

I # firewall-cmd --permanent --add-service={freeipa-4,dns}

B XfE firewall-cmd RS L OMERE, #5% firewall-cmd (1) F M 71,

3. BEFE A firewall-cmd BB LUBRISRIIEI AR -

I # firewall-cmd --reload

HEE, BEFIMENRS EEHE A firewalld FT8ES 53 DNS E#E#80, WREFEE, H T
BN XE FEIZ TR LK AR BIEN, 1EEH firewall-cmd 45 --runtime-to-
permanent %51, 40 :

I # firewall-cmd --runtime-to-permanent

4.\, BRIEmAOMERE A, 1H#EA nc. telnet 3 nmap T & #E iR O =2 1Tim A%,

% -
- HER, BE AU AR HIRE T I & TR HRE K,
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1.8. 7% IDM RS 2= 4 S
PURRIEER 700 FENE B EERN dM IMEFrE NG,

SoREH
o BHE—HRERN RHEL R4
o MERMAFINMHOE
o MRMEH RHEL REFBETHIZT, BEFENREIEMEI Red Hat Subscription

Manager(RHSM), ¥I&1E5 [ Subscription Manager a4 1T AR AEM. B A0FOMIBRIT 7
ISR A LUE A 1AM {8 B8 BaseOS #1 AppStream 4413 :

# subscription-manager repos --enable=rhel-9-for-x86_64-baseos-rpms
# subscription-manager repos --enable=rhel-9-for-x86_64-appstream-rpms

BXRMNMEER RHSM & BAZARER G CENIFERE, 155% Red Hat Subscription
Manager B BC & 1%L 1,

o MIREH RHEL RGEAEHZITIHBL T M. FAIFMEE CZE S @iT Red Hat Update
Infrastructure(RHUI 1R,

S
o RIEMERY 1AM EREFELLTEIZ — ¢
o ETHIXHEEM DNS BIER FTLE |dM BRFSERAMHIEGS

I # dnf install ipa-server
o ETHLEWELEN DNS # IdM AR5 B[ATEHNIGS -
I # dnf install ipa-server ipa-server-dns
o ETHREE Active Directory EEEEM N IdM IR 2BIFTEHHHES -

I # dnf install ipa-server ipa-server-trust-ad samba-client

1.9. 7 IDM L4115 B IE MR XA E O B iE Y

BB (IdM)RETIRE R root I BISTAER R QI B S (umask) 1% 7 0022, X SR T root 24+
BIFE P A DU ERAE R ST AR AR QI BB IS, INRINE T AER umask, 1dM RESBHURESETR—NE

& MRS, NRSB/N—LEHEEESTEEE T, M, BREMINPRGBREE M BIX, &
2, BELUY umask KO HRBE.,

FeREH

e 1A root 1Y,

it

1. (|%) B RZEIH umask :
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# umask
0027

2. % umask %5 0022 :
I # umask 0022

3. (|3%) 7£ IdM REZSERE, 5 umask X EIERIRHE :

I # umask 0027

1.10. 1R FAPOLICYD M| A~<BHLE IDM %

BN SR TE RHEL 41 {63 fapolicyd Fi - EAR SARYE F /- 3 W My SRR 2o 7 FR RS R HT, T B esie
(dMYBS BT EL KN, AFLEMEEESE Java REHRINER, Eit, SR Java Fl Java 5%
B # T fapolicyd #IIFHLE,

MFEZER, HSH S IdM ZE KN fapolicy BRI KCS ERA R,

1.11. IDM Z2 &k p 45 B9 550

ipa-server-install. ipa-replica-install. ipa-dns-install 1 ipa-ca-install Em4$A KXE1%ET, EATLUH
RAREARKIRBAANER, BT LUER X LR RE T METFRE/A,

TRETRT BTFARAHN—LEE NNET, BEAGIETAIES N RS EEE, fl, EaTE
ipa-ca-install 7] ipa-server-install %35 R {# 3 --ca-subject 1%,

B RETHIEMEIR, 1EEE ipa-server-install(1). ipa-replica-install(1) . ipa-dns-install(1) 1 ipa-
ca-install(1) FM# 71,

1.4, A% - o AT ipa-server-install fl ipa-replica-install

B8 Rk
-d--debug HEFEME R B debug BREIE R,
-u~--unattended FERTRRTEAMHIANTIANETRESE,

-- IdM RS BB LR EZ, RATRF. NEFEFRFIEFR(-
hostname=server.idm.examp ),

le.com
--ip-address 127.0.0.1 IEEMRSS2RHY 1P Hudlt, XA RS 5 A MO XEH (P ik,
--dirsrv-config-file TR B xRS 2R LA ER LDIF HHIERE,

<LDIF_file_name>

-n example.com FF IdM 58 LDAP BRS5 88, iXBEET 1dM RS RBIEN A,
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S8 Tk

-p LDAP BRZ5HI#82: A/ cn=Directory Manager 893,
<directory_manager_passw

ord>

-a <ipa_admin_password> admin |dM E 51k 77 [ Kerberos 81T B2 IEE S, X Fipa-

replica-install, &ChEMA -w,

-r 77 1dM B BB K B/ Kerberos 1889& %5, a1 EXAMPLE.COM, *F
<KERBEROS_REALM_NAME ipa-replica-install, iXi57%E 7IA |dM EE B Kerberos 4TI R,
>

--setup-dns EMRERATE |dM PR EEL DNS RS,

--setup-ca FEHEIAR EREMEE CA. NIREBEE CA, IEHRIENELERET
CABIB—NEIA, XF ipa-server-install, Bi & T CA, EFREE
8 AN,

% 1.5. CA %% : s fF ipa-ca-install fl ipa-server-install
BH P

--random-serial-numbers 4 1dM CA JZ FBBEHLE TS iR A 3 (RSNV3), BHE, CA &7 PKI REgiE
FFEKRERTLBEHNFIS, MAREoHEE,

EE : RSNV3 I ZHF#HH IdM CA &%, MREA, NEEEMRE PKI R
%5 _E{# A RSNv3,

--ca-subject=<SUBJECT> 1EE CAUER XA HAAT (BAA : CN=Certificate
Authority, O=REALM.NAME) , #BX%RI##HZFF(RDN) M LDAP Jiiif,
BRI EMN RDN,

--subject-base=<SUBJECT> 157E 1AM K B BR EEM (BIA O=REALM.NAME) , #BXIaI##HA
HB#(RDN)XF LDAP i, EEZHRFEFER RDN,

--external-ca ERERNE CAZEZWILERERIER,

--ca-signing- 1B7E |dM CAIEFHZE R EE, ATRERI{E N SHAIWIthRSA,

algorithm=<ALGORITHM> SHA256withRSA, SHA512withRSA, BRIAE N SHA256withRSA, 1R 4
B CARZRRINZEREL, HX LTS --external-ca —i&EfE
.

5 1.6. DNS &% : #E{8i --setup-dnskyf, &M T ipa-dns-install 2 ipa-server-install fl ipa-replica-
install

¥ sk
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2 Hah

--forwarder=192.0.2.1 IEEES DNS RS —i2EMHK DNS X 88, BIEESMNEA R, 1HZER
EAIX AL,

--no-forwarders {ERT A DNS RS H root BRS5 38, ML X 28

--no-reverse Wi DNS 1A, A& E DNS X, iNREAEE T &HE DNS Xig,

MFERIIE MR E DNS X5,

IR B EAXANET, MEINMES true, XIERLEMABER R
DNS,

HbBR
e ipa-server-install(1) F#f 11

e ipa-replica-install(1) = 71

ipa-dns-install(1) man page

® jpa-ca-install(1) man page
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25 R IDMBRS58: - HWHERM DNS, HHEKME CA )y ROOT C/

B2E XK IDM RS2 - THEEMEI DNS, HESEKA CA EH
ROOT CA

LB DNS BT M EE (MRS BEUTILR ¢

o HALUMFEARAE IdM TEBEIHUTRZE LS F DNS 1D B, il : miRELEFBE0E
DNS SRV i, ZEa=BiIEH,

o MAILIEREE IdM RSB BA NI ENNBEIKMIEEREELBE AR, 2RKARN
Active Directory BI{SEtHEE A,

o EAILLXIE DNS RMEIX, LABA L3R BRI i FHMEH 1dM 382 SR FE F R AR 55 28 L 1
PeHB

TR ALK DNS B IdM B—ERIRRH) :

e |dMDNS HAEHKRER/FEBM DNS RS2, TXRHELEST DNSIHEE, MNEFSZEE, S
[ 1dM AR5 258 AR DNS BRSS

FEHR T A REHFBERBIEFBI LA (CAE VIR CABIET 1AM IRF5 23,

ipa-server-install S HIBINBLEREMM CA ENIRCA, INREAE CALT, MIBET
--external-ca =% --ca-less, /] IdM RSS2 W AERB CA,

21 XHERARE

1Ef#H ipa-server-install TEH TR ERLE IR, BEEZRURGHVEREE, Mrealm. BESR
MBI Bk BIERN B,

ipa-server-install 22 #AE /var/log/ipaserver-install.log FOIE—PMEEXH, MRELEKXK, BE
RIES BB 7] [m]

i
1. J&17 ipa-server-install T&,
I # ipa-server-install
2. WEHIARRECBEMRM DNS RS, HiA yes,
I Do you want to configure integrated DNS (BIND)? [no]: yes
3. ZHARTEMA-LLRNRE, FHEESPRUAHEFENIIME
o TEZRINE, 151R Enter #,
o ERMBTEH, HMAMBHIE.,

Server host name [server.idm.example.com]:
Please confirm the domain name [idm.example.com]:
Please provide a realm name [IDM.EXAMPLE.COM]:
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Digk

&

FAT X L2 2 7R,

P ]

RETHREERTERRE].

BIE i,

4. %\ B KRS 23482 I (cn=Directory Manager) & F3 &2 (IdM)E R4 ik 7 @dmin)
I Directory Manager password:

IPA admin password:

5. AR TEARS %= DNS ¥4 5.
I Do you want to configure DNS forwarders? [yes]:

o EMEEAIRS I DNS #5428, 1EHIA yes, AGERBMSITHIRIREE, RETER
S8 % 25 P itk FRANE [dM LDAP,

o BAXIEMBMARTRIEMNEINLE, HEE ipa-dns-install(1)ZFf 71 # --forward-policy
ik,

o HRMMAAE{HA DNS EMMENT, iEHiA no.
INR%A DNS ¥4 25, & |dM i B NS T REfRAT S B A Ze i) dh Efhpy, AAERAY.
DNS 2, EHIGRRIT A DNS BRESSSRMAHE DNS Zif),

6. ARRTRERSHTERESIRS 2 XEKB IP ik FEM DNS RAEA(PTR)ICR,

I Do you want to search for missing reverse zones? [yes]:

MRECITERAXIERTRAK, HARHHERSUERAXUR PTRIEX,

Do you want to create reverse zone for IP 192.0.2.1 [yes]:

Please specify the reverse zone name [2.0.192.in-addr.arpa.]:
Using reverse zone(s) 2.0.192.in-addr.arpa.

FA IIM EERMARXZFEH, &7 LERCH 5 A S-SR DNS AR5 R EILX— B8,
7. HiA yes LUAIARSS 2RECIE.
I Continue to configure the system with these values? [no]: yes
8. REMAMEEBERS 2. FRIRFTH.
9. REMATNKE, HMALUTAEEHRMA DNS LXK :

a. [FREFEHH DNS ZHERFRINE IdM DNS 35, 5130, 405K IdM DNS =2

idm.example.com, 57 example.com R FHHRIMN—NEFEIRSSER(NS)ILF,



5 2E R IDM RS : ALK DNS, FWAERMN CA{E) ROOT C/

H o
FREE M DNS RS BRIEEHKEEXNT .,

b. FFHTA]AR 5258 _ntp._udp BRZS(SRV)IEEKARINENERT 1IdM DNS, |dM DNS & 4&# |dM
AR 25 2R BOAST [B] AR 25 25 B9 SRV L K Al BRI EMBIATE Fin R E2 BB N 5L E IdM iR
e E RN B R SSERES .
2.2. BB

ipa-server-install 22 #A £ /var/log/ipaserver-install.log FOIE—PMEEXH, MRELELW, BE
ATES BN IR n]

AR
1. ERETUZ1T ipa-server-install F2FRIBEFABFHRRER. FEITERNREMTLIRE ¢
e --realm 2t Kerberos 4z £
e --ds-password }1 B RXKEEE(DM) (BRIRSH[ENAT) 1REHED
e --admin-password & admin (B4EE(IM)EIEG) RERG
e --unattended , ihZEFHIEH FEH &I B EFEFRK LI
BEREMAEMN DNS HARS 2R, EERMLTIEIA :
e --setup-dns A TFEZELEAK DNS
e --forwarder =X --no-forwarders, BUR TR EERE DNS E[MEHT 85

e --auto-reverse = --no-reverse, BUA TR B EBEE |dM DNS FOJEH KA DNS XH
Baiielll, SEAZTEREBRX B3

o -

# ipa-server-install --realm IDM.EXAMPLE.COM --ds-password DM_password --admin-
password admin_password --unattended --setup-dns --forwarder 792.0.2.1 --no-
reverse

2. REMATKE, ERUTAEEHRMEE DNS L3

a. J9RIFEHH DNS ZHEEFERINE IdM DNS 35, 510, #05% 1dM DNS 2
idm.example.com, 57 example.com R RN —NEFEIRSSER(NS)ITF,

' o
FREE M DNS RS BRIEEHSEEXNT H,

b. FFHT AR5 2589 _ntp._udp BRZS(SRV)ILEKARINEERT 1IdM DNS, |dM DNS & 4&#] |dM
AR 25 2 IR (] AR 2585 B9 SRV LK Al BRI EMBIAT R Fin R E BB N 5L E IdM iR
S e E RN E RS EREY .

=
=
3
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e N7 ipa-server-install #ZHETRITTESIR, K517 ipa-server-install -help 643,
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B 3F LE IDMIRS S - ALK DNS, H#HA4MEE CA )3 ROOT C/

% 3% ZE IDM IR5545 : WREMBI DNS, T HSER CAEH
ROOT CA
S A %A DNS B3TH B HER (MRS BALUT R

o MOLMERARLE IdM TEBSIHUT AL DNS 1L EHE, AW : HIxELEHREILE
DNS SRV ik, ZESBIEH,

o MAILIEREE IdM RSB BA NI ENNBEIKMIEEREELBE AR, 2RKARN
Active Directory BI{SEtHEE A,

o EAILLXIE DNS RMEIX, LABA L3R BRI i FHMEH 1dM 382 SR FE F R AR 55 28 L 1
PeHB

TR ALK DNS B IdM B—ERIRRH) :

e |dMDNS HAEHKRER/FEBM DNS RS2, TXRHELEST DNSIHEE, MNEFSZEE, S
[ 1dM AR5 258 AR DNS BRSS

FEHR T MAREEFHAEIEB IR A (CAENIRCARIET 1AM IR 5.

L REARE

1Ef#H ipa-server-install TEH TR ERLE IR, BEEZRURGHVEREE, Mrealm. BESR
MBI Bk BIERN B,

ipa-server-install 22 #AE /var/log/ipaserver-install.log FOIE—PMEEXH, MRELEXK, BE
RIS B R HE| R] L

&EnL/L-FmL fﬁﬂﬁ%%&
o HHEMKK DNS
o (FHAMNSBUETMANANT (CA) EH root CA

FRFM

o REMAE T Eilil --external-ca-type LI ERISEB CA KB, HIEEEE ipa-server-
install()FM 71,

o MNRMEEA Microsoft Certificate Services UEF AL M (MS CS CAVERHER CA : NIIEEHE
E &1 --external-ca-profile ZE1iE ERIIE T ECE X iRk, EINER TEA SubCA &1k,

&> --external-ca-type # --external-ca-profile £ EZER, HESH LEANER CAENIR
CA B 1dM CA I ffr {5 FA B35E 131,

e
1. ¥ --external-ca i 1i3KiZ1T ipa-server-install T&,
I # ipa-server-install --external-ca

o MMRIE(EM Microsoft IET AR5 (MS CS) CA, th{Ef --external-ca-type £, BILLERFE
FA --external-ca-profile 12£7 :
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[root@server ~]# ipa-server-install --external-ca --external-ca-type=ms-cs --
external-ca-profile=<oid>/<names/default

o MBIFEHMEE MSCS HIAM CA EME LI, NAZEH ML

I # ipa-server-install --external-ca

2. IEIAIRRECE SN DNS BRS5. HiA yes = no, 7ELiFEA, FiTRETHH LR DNS Y
AR5 25

I Do you want to configure integrated DNS (BIND)? [no]: yes

INRIBELLEELZEERN DNS MRS 28, TEMANASIRREF1T DNS BB E,
MTES B, NETHREESE DNS MRS SIS EAES, E5N £5=
ZE M RS : RELEFKFIDNS, HBEZLHHICA fEF root CA .
3. AR TEA—ELENLE, FEFESHIRHHEENBIAE,
o FEEZEIE, 1R Enter i,

o ERMBENH, FWAMENIE.

Server host name [server.idm.example.com]:
Please confirm the domain name [idm.example.com):
Please provide a realm name [IDM.EXAMPLE.COM):

Digk

==
[=]

FATMI X LR TR, RRTENEEFTEEREN].

2ZIRTT

4. HIANB TR B AF (cn=Directory Manager) L & S A EE(IdM)EE RSB Ik (admin)
=R,

Directory Manager password:
IPA admin password:

5. AR TEARS =9 DNS ¥4 5.
I Do you want to configure DNS forwarders? [yes]:

o EMEEAIRS I DNS #2425, 1EHIA yes, AGERBMSITHINRIREE, RETER
S84 25 P itk R ANE [dM LDAP,

o BAXIEMBMERTRMUNEINLE, HEE ipa-dns-install(1)ZFf 71 # --forward-policy
ik,
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B 3F LE IDMIRS S - ALK DNS, H#HA4MEE CA )3 ROOT C/

o MMRMEAFEHEH DNS IErjﬁﬁﬁ, BHHIA no,
INR%AE DNS A 2%, & |dM i B NS A RE AT S B A Ze M fh H b iy, POERRY.
DNS &, ENIF AR T A DNS RS 25K EHTE DNS &if,

6. HASRIREREREREBE SRS 2R XL IP itk FIE{T DNS RME(PTR)ICX,
I Do you want to search for missing reverse zones? [yes]:

IMRZITERBEFANERTRAK, HARHFZEEUERARLUK PTR 2%,

Do you want to create reverse zone for IP 192.0.2.1 [yes]:
Please specify the reverse zone name [2.0.192.in-addr.arpa.]:
Using reverse zone(s) 2.0.192.in-addr.arpa.

% E,E
A IdM B R AKX ZRER, a5 ER DNS ARS5EEIX— B8,

7. HiA yes LAFRI\ARSS 2RECE.

I Continue to configure the system with these values? [no]: yes

8. HILHRGEPIEE LS, ZITERKITHIEREZERIHFRK(CSR)MALE : /root/ipa.csr:

Configuring certificate server (pki-tomcatd): Estimated time 3 minutes 30 seconds

[1/8]: creating certificate server user

[2/8]: configuring certificate server instance
The next step is to get /root/ipa.csr signed by your CA and re-run /sbin/ipa-server-install as:
/sbin/ipa-server-install --external-cert-file=/path/to/signed_certificate --external-cert-
file=/path/to/external_ca_certificate

LR E XIS

a. fH{IF /root/ipa.csr Y CSR B LAHER CA, XMITERIBEREAE CA RSN AR
EERIENEN

b. TEEH 64 %% blob FIRZRMAZ BIIEFHFIM A CA BI CAIEFHE (Windows CA B PEM 3244
% Base_64 iEF) . B, TRMIEBRSHHAREEMAR. BF, MBI HFHMHE
P T EEEATFEERA THMARENILS,

H .
HARIRER CA BISERILT8E, MARZE CAIEH,

c. BRIZ1T ipa-server-install, DURIEEH A HH CA IEFFN CA BEXXHRIGIEFR LR, Bl
m:

# ipa-server-install --external-cert-file=/tmp/servercert20170601.pem --external-cert-
file=/tmp/cacert.pem

9. REMAINARERS . FRHEFTH,
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10. REMASTKE, ERUTAEEHRMTH DNS L3

a. JREHH DNS ZHERRFERMEI IdM DNS 15, 10, #0% IdM DNS =2
idm.example.com, &1 example.com RiFHHRIT—NE FIRSS 25 (NS)IT T,

- o
BIRRE |dM DNS RS HFEHIEE XS K.

b. FFHT AR 52589 _ntp._udp BRZS(SRV)IEEKARINEIERT 1IdM DNS, |dM DNS & 4&# IdM
AR 25 2R IR (] AR 2525 B9 SRV LK Al R F EMBIAT R Fin R E BB N 5L E IdM iR
% AN AR5 2R AP .

p= Y=
ipa-server-install --external-ca fp S BN AIRER KM, FERLLTFENR

ipa : CRITICAL failed to configure ca instance Command '/usr/sbin/pkispawn -s
CA -f /tmp/configuration_file' returned non-zero exit status 1
Configuration of CA failed

LiXE *_proxy INRLER, ALK, BXRIFHMEBRAR, HSH SEHHEE
HEB CA REKRN

3.2. tRFEHERR : HER CA REKRIN

ipa-server-install --external-ca % 5 K IH TR FEE

ipa : CRITICAL failed to configure ca instance Command '/usr/sbin/pkispawn -s CA -f
/tmp/configuration_file' returned non-zero exit status 1
Configuration of CA failed

env|grep proxy Mm% ERIITEE :

# env|grep proxy
http_proxy=http://example.com:8080
ftp_proxy=http://example.com:8080
https_proxy=http://example.com:8080

proxy i/T\ L EREIERERS .

f R s (A]
1. AL shell IAEBUHIZE *_proxy IMELE :

I # for i in ftp http https; do unset ${i} proxy; done
2. 1517 pkidestroy T £ fBRKRBIIUEF A MM (CA) FREHNRE -

# pkidestroy -s CA -i pki-tomcat; rm -rf /var/log/pki/pki-tomcat /etc/sysconfig/pki-
tomcat /etc/sysconfig/pki/tomcat/pki-tomcat /var/lib/pki/pki-tomcat /etc/pki/pki-tomcat
/root/ipa.csr
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B 3F LE IDMIRS S - ALK DNS, H#HA4MEE CA )3 ROOT C/

3. MHBRKRMBF D EER(dM)IRS 2% %k -
I # ipa-server-install --uninstall

4. EFNZ1T ipa-server-install --external-ca,
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35 4E REKIDM RS e - WHESRMAIDNS, &E CA
A A DNS B35 HEIR (MRS BA LTI -

o IHALUMFEARAE IdM TEBEHUTRZELESF DNS 1D B, il : miRENEFBE0E
DNS SRV i, ZEa=BiEH,

o MAILIERE IdM fRSSBJRMT BANIEENNBEIKM I EERELBE L 2R, 2RKARN
Active Directory IS EtHEE A,

o EAILLXIE DNS RMEIX, LABA LR BRI i FHMEH 1dM 382 SR FEL F AR 55 28 L 1
TR

TR ALK DNS B9 IdM B—ERIFRH) :

e |dMDNS HAEHKER/EEBM DNS RSS2, TXRHELES DNSIHEE, MNERZERE, S
[ 1dM AR5 258 AR DNS BRSS

ASEHuk T WA 25 % A UE B A MU (CA)BIFT 1M AR 5525,

4.1. 2%%%HF CA B IDM RS B[FIBRIIED
REBRELEZEIERTANE(CANENEER(IM RS BFFEMIES, @i FERERARSTIE
T, &= LU EEEH 1R 445 ipa-server-install TE,

HE

BAREEERBEERNE ARSI RRERSHBHEIR, EHTABIESSTEBIE
&% % LDAP # Apache FRZ5251E 19#9 CA HISEEE CA IE 5L,

LDAP RS 23EH#HFAEH
e —dirsrv-cert-file F§F LDAP RS 28 1F B HIIE B FIFLEA T4

e -dirsrv-pin AT Vi[A] --dirsrv-cert-file 15 & 89344 R IR AR TR 1S
Apache BR55 2R UEHFAH

o --http-cert-file /i T Apache BRZS 83 1iF 5 BUIE F AT T4

e --http-pin, AT 1Jiln] --http-cert-filem 15 & I {4 FR I FAEHRO B TS

% %5 LDAP 1 Apache BRS53R1UEFH CA S22 CA UL 8%
e --dirsrv-cert-file #1 --http-cert-fileFl T EHTE CA IE-HHESER 9 1 HERIIEH X4

IR B] LR TE ~-dirsrv-cert-file 1 --http-cert-file £ AR5 EHILL FERBIH -

® Privacy-Enhanced Mail(PEM)ZRfZBIIEF(RFC 7468), 15ER, BN BEEREREFESTRIN
PEM Zri%B% R

o XN4HSHLINI(DER)

e PKCS #7 iEfiExtg
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5B 43 R IDM RSS2 - WEERNK DNS, &F CA

® PKCS #8 FhEHAN R

® PKCS #12 314
IR L% RIETE —~dirsrv-cert-file #1 --http-cert-file JLTTIR 15 E % 305
TR EE CAEHERNIEE X (FEIMEHNFRE)

e --ca-cert-file HF 2 &% 4 LDAP. Apache k55280 Kerberos KDC IEF#) CA IEHH—4
LN XM, INREMETIRERIIED X HEE CAIESR, HFEAXAE,

& --dirsrv-cert-file #1 --http-cert-file Ll % --ca-cert-file IR XH LT B E% % LDAP #1 Apache
AR S5 2RIUE T3 MY CA H5EEE CA IEPHE,

Kerberos B4 & Bty (KDC) PKINIT iEFHHFAEH
o NRMEH PKINITIEP, HHEALT 2 kI -
o --pkinit-cert-file FiF Kerberos KDC SSL iiE 5 #1FA%H
o --pkinit-pin FFjj[7] --pkinit-cert-file 3X{F A5 EH Kerberos KDC AR TS

o MMRIKZEA PKINIT IEH, HAHEEFEMATABZRILHAN KDC BB IdM RS, 1H5ERA
D il

o --no-pkinit A FZH pkinit % E L%

Heth BT
o BXIEPXHEZILRITAFEE, 5 ipa-server-install(1)Ff 7,

o AXxfE RHEL IdM PKINIT iEBRFER PKINIT ¥ BHIERS, 155 RHEL IdM PKINIT KDC iF
BT E,

4.2. XHA L&

Ef#H ipa-server-install TEH TR ERALE IR, BEEZRURGHVEREE, Mrealm. BESR
MBI Bk BIERN B,

ipa-server-install 22 #AE /var/log/ipaserver-install.log FOIE—PMEEXH, MRELEKLW, BE
AIES B IR 0]

L2

1. j217 ipa-server-install T8, FHiREFAAAFSNIES, F40

--http-cert-file /tmp/server.crt\
--http-cert-file /tmp/server.key \
--http-pin secret\
--dirsrv-cert-file /tmp/server.crt\
--dirsrv-cert-file /tmp/server.key \
--dirsrv-pin secret\

ié/
[root@server ~]# ipa-server-install \
--ca-cert-file ca.crt
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BXRIRHAVIEPBIERE, HSM L5 dM IRFFMFBHIART CA BIES .

2. LEIAIRRECESMAY DNS BRS5. HiA yes = no, 7ELbiFEA, FiTRETHHERN DNS Y
AR5 25

I Do you want to configure integrated DNS (BIND)? [no]: yes

IMREEREZEEM DNS BIRS 3, REMAFFKRTEIMNT DNS EE,
MTELIERAR. HSH L% 1dM IRS52R - X BN DNS,

REEM CAER
root CA, BRZREZHE DNS BIBRSSERIF K,

3. VAR TEA—LENENNE, FEESHIREHMENBIAE,
o EEZEINE, HI% Enter &,

o ERMBENH, FWAMBENE.

Server host name [server.idm.example.com]:
Please confirm the domain name [idm.example.com]:
Please provide a realm name [IDM.EXAMPLE.COM]:

Digk

==
[=]

FAHNIX LT, RETREERITERTRE].

4. HIANB TR B AF (cn=Directory Manager) :L & S ) EE(IdM)EE RSB Ik F (admin)
B,

Directory Manager password:
IPA admin password:

5. BIARTEARSIFH DNS 2 85,

I Do you want to configure DNS forwarders? [yes]:

o EREEAIRS I DNS #5423, 1EHIA yes, AGERBMSITHINRIREE, RETER
S84 25 P itk R ANE IdM LDAP,

o BAXEMBMERTRNENINLE, HEE ipa-dns-install(1)ZFf 71 # --forward-policy
ik,

o HRMMAAE{HA DNS EEMENT, iEHiA no.

ISR A DNS 2485, 1% |dM I8 EAF A aERRAT K B ARl SRy R Hfthr9, PIEREY.
DNS By & R, EHRFRE T A DNS RS 25K AT EH DNS &Hifl,

6. ARRTRERSHTERESIRS 2 XK IP ik FIER DNS RAEA(PTR)ICR,



5B 43 R IDM RSS2 - WEERNK DNS, &F CA

I Do you want to search for missing reverse zones? [yes]:
MRECITERAXIERTRARK, HAKHHERSUERAXUR PTRIEX,

Do you want to create reverse zone for IP 192.0.2.1 [yes]:
Please specify the reverse zone name [2.0.192.in-addr.arpa.]:
Using reverse zone(s) 2.0.192.in-addr.arpa.

EF 1dM BE R AR Z /%R, K8 iy A SR DNS IRSSE LI X — B8,
7. HiA yes LAFRI\ARSS 2RECE.
I Continue to configure the system with these values? [no]: yes

8. REMAMAEEERS 2. FHEFTHK.
9. REMATHKGE, HRAUTAEEIHMEH DNS L3 :

a. J9RIFEHH DNS ZHEREFERINE IdM DNS 15, 510, #05% IdM DNS 2
idm.example.com, 57 example.com R FHHRMN—NEFEIRSSER(NS)ILF,

“ o
FREE M DNS RS BRIEEHSEEXNS H,

b. FFHT AR 52589 _ntp._udp BRZS(SRV)IEEKARINEERT 1IdM DNS, |dM DNS & 4&#] |dM
AR 55 2 BORST [] R 2525 B9 SRV LK Al RIS EMBIAT R Fin R E BB N 5L E IdM iR
% AN A AR5 2R AT .
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5% RK IDM RS54  RERMAIDNS, REKMKE CAEH
ROOT CA
A T AR LR ER DNS 894789 3 EI2(1dM)IR S5 35,

LTHE R ZUEE RN |dM BB R EKRFERLEEMK IdM B DNS:H IdM RS 23tEEEE DNS
if, DNSHR4E IdIM TEZ A ZBER, XL T —LL DNS ILREEBHN B,

MFTREZIEAMER, ESH ML DNS IRFSFEN A,

5.1. X E A &%

£ ipa-server-install TEH TR ERALEZ IR, BEEZRURINVEREE, Mrealm. BESR
MBI Bk BIE RN,

ipa-server-install 22 #AE /var/log/ipaserver-install.log FOIE—PMEEXH, MRELEXW, BE
RIES BB 7] [m]

XT R RERS R

o ZHEMK DNS

o ERFMEE(IM)IEBIA NI (CAYENIRCA, XZEIAM CAERE
SR

1. J&17 ipa-server-install TE,

I # ipa-server-install

2. LEIAIRRECE SR DNS BRS5, 1% Enter #E RO no 1877,
I Do you want to configure integrated DNS (BIND)? [no]:
3 ZHIRRTEMA-LESENXE, FHEESHREEFENEOAE
o EREZEINE, 15 Enter #,
o ERMBTEH, HMAMBHNIE.,
Server host name [server.idm.example.com]:

Please confirm the domain name [idm.example.com]:
Please provide a realm name [IDM.EXAMPLE.COM]:

Digk

H
[=]

BUIA LT, TR RS EEERE],
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553 X IDM RS S - BRAEHK DNS, RAERHM CA )3 ROOT CA

4. HIAB TR B A (cn=Directory Manager)# |dM &2 R4 A ik /' (admin) B2 i3,

Directory Manager password:
IPA admin password:

5 ZHARRTHA—LENENNE, FEFESHIREHENBOIAE,
o EEZEINE, 1HI% Enter i,
o ERMHTE WIH, EAFTEMIE,

NetBIOS domain name [EXAMPLE]:
Do you want to configure chrony with NTP server or pool address? [no]:

6. HiA yes LIBIARRSS SR ECE

I Continue to configure the system with these values? [no]: yes

7. REHANERERS R FHRIFTN.

8. REMAREMEE DNS FRIC KM : TE G H P8
/tmp/ipa.system.records.UFRPto.db 3C ., X0k RMEINA 88 DNS fR558+H. &
#71 DNS ik 89S 2 RFFE R DNS iR A R,

Restarting the KDC

Please add records in this file to your DNS system:
/tmp/ipa.system.records.UFRBto.db

Restarting the web server

. o
121 DNS it X RIMEIIA DNS RS58a 281, RS BELERETH.

HitBR
o BXEWAIE DNS REIHH DNS HIRICKMEZER, HSM S50 DNS %5189 IdM DNS
REN

5.2. kHRE

LREREEBEKE DNS BiRS 2, HELRETERRI M EE(IM)IEB LI (CA)ES root
CA (XZRIAR CA) BIARSS 25,

p= Y=
ipa-server-install 22 #A £ /var/log/ipaserver-install.log FOIE—PMNEEX M, MR
BRI, B &0 ES BRI A R,

R

1. BT AL ipa-server-install TELURMATAUFEIER. FENRENREFRFLIZ :
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e --realm #&ft Kerberos 4iiig £

e -.ds-password N B REEE(DM) (BRIRSH[BHA,) RUHBEE
e --admin-password 7j admin (IdM B 5) REEHD

e --unattended , 1tZTEHIRT N LM BRI

Bian -

# ipa-server-install --realm IDM.EXAMPLE.COM --ds-password DM_password --admin-
password admin_password --unattended

2. REMALERTE DNS FIRICKI XM : FTERGIH L
/tmp/ipa.system.records.UFRPto.db 3{ ., X105k RmmMEINA 88 DNS fR558+H. &
7 DNS il kBT 2 E A ERI DNS R 5 R R,

Restarting the KDC

Please add records in this file to your DNS system:
/tmp/ipa.system.records.UFRBto.db

Restarting the web server

“ o
1E% DNS I RINFIILAE DNS RS58a 21, REBLETERT

Hth BHR

o E*ll—a\%\ //J\JJ[IE'J DNS ?‘ EF'B’J DNS /ﬁlﬂiﬂ’]%%ﬁ:/u, 1 2 I%J %ﬁlz DNS Q/JLEIJ IdM DNS
LK o

e 1% ipa-server-install #EZHLIRSETESIK, 15217 ipa-server-install --help 43,

5.3. AZ8 DNS %% IDM DNS £ 5

TELRETHESER DNS B IAM RS 25lE, BN 1dM BRS525H9 LDAP # Kerberos DNS %R0 kAR AN
4 ER DNS R%:

ipa-server-install R ALK — N2 E DNS 7 Ffﬂiﬂ?ﬁﬁ’]iﬁ, Hepxe g
/tmp/ipa.system.records.<random_characters>.db, FITEIRINIXLILRKIIESD ¢

I Please add records in this file to your DNS system: /tmp/ipa.system.records.6zdjqxh3.db

XHRBEBIRA

_kerberos-master._udp.example.com. 86400 IN SRV 0 100 88 server.example.com.
_kerberos._tcp.example.com. 86400 IN SRV 0 100 88 server.example.com.
_kerberos._udp.example.com. 86400 IN SRV 0 100 88 server.example.com.

X
_kerberos-master._tcp.example.com. 86400 IN SRV 0 100 88 server.example.com.
_kerberos.example.com. 86400 IN TXT "EXAMPLE.COM"
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o5& L IDM RSS2 - RAEMM DNS, RAEHM CA 5 ROOT CA

_kpasswd._tcp.example.com. 86400 IN SRV 0 100 464 server.example.com.
_kpasswd._udp.example.com. 86400 IN SRV 0 100 464 server.example.com.
_ldap._tcp.example.com. 86400 IN SRV 0 100 389 server.example.com.

FE4F 1dM BR 55 2389 LDAP # Kerberos DNS BHRICFARINEI DNS REiE, R DNS &

BT E&RA ipa-ca ;I0 PTRIZEK, DNS I ipa-ca B PTRICEATRER FRUEEH
|dM BIARZZ KL
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%65 6 ¥ WX IDM iR558: : HEEMAIDNS, REHEE CAER
ROOT CA

AERR T I REZAEMN DNS BN S MHER(dM)RSS SR, 1ZIRS5 2R AERIE A ML (CA)E
HNARCA,

LThE R ZUEE RN |dM BB R EKRFERLEEMK IdM B9 DNS:H IdM RS 23tB B DNS
if, DNSHR4E IdIM TEZ A EBER, XL T —LL DNS ILxEEBN B,

MBETRES SR, HSH A% DNS RSFENL,

6.1. ZE A58 CA YE IR CA B9 IDM CA I g F B955£ 7001
MREEUTREZ—, EAREHEERENE CAERN R CANEHER IAM IERIAFII(CA) :
o (RIETEfEF ipa-server-install 4 ZEEH M 1AM IR 25 KA,
o RIETEfEM ipa-ca-install &5 5% CA HHELEEAER IdM RS 25,
ERENER CA ENIR CA BY 1AM CA R, BT LAN AN 6 45 158 FE LA TR 01 B2 1k %5 215K (CSR).

--external-ca-type=TYPE

HER CABYREY, FTEEMY(E 2 generic #1 ms-cs. BRINEH generic, £/ ms-cs EIE4ERHI CSR
& & Microsoft IEFARSS(MS CS)FTBHIER B TR, EEMAIEINEES Y, 1E1F --external-ca-
profile %1715 --external-ca-type=ms-cs 455 F A,

--external-ca-profile=PROFILE_SPEC

£ 1dM CA ZFiE TR, 1EIEEEFHE MS CS N AMIE B EE X4 ER.
HER, MR --external-ca-type & ms-cs, NIREEER --external-ca-profile £,

&R LGB AT 73R 2 — IR A MS CS #RAR -

e <oid>:<majorVersions[:<minorVersions], &8 OB EX RITARF(OID)M ERARIEE
PR, LA LUEEE E R RA,

® <name>., EAILIRFEELIIEEILTER. B TEESEM : £/, TR OID, BNIE
T OID ByBEIRIEERFHE L 5.

o default, MNRIEFEMIMEER, NERERRZTT SubCA.
ARLEEY RS, FBIBEFAD)EEAALUER THIEHBHH (SCAER (iX=Z AD CS HRIRERR)
RO DM—RRNR, EEFMHRASANSER, Fli, FERTUERBEE LHEREMBEE L8
B, REXHINRIRIARF(OID) A LAME AD MEF#EMR #2561 & 1L El,

IR AD EIESFA TR, WEER, NEET IdM CAIEKIERR, DBIEEFERE OID X4
Mo THIEE) AD B 5 Y RIRAATIEAREY B 75 OID,

INREFEIEH SCA AD CS BEMRBAME A, NIEE LLET 1§ --external-ca-type=ms-cs KFERE, ME

LXK S E A --external-ca-profile 7£1, 7EXFIER T, &M subCA 4 &8 CARREXH, ©25 SCA
AD CS &R R BIBRIA 1dM #&#R,
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56 E RE IDM RS % - REERM DNS, REHE CA ¥ ROOT C/

6.2. REXRE

£ ipa-server-install TEH TR ERLE IR, BEEZRUERGHVEREE, Mrealm. BESR
ML B * B EIRN T,

ipa-server-install 22 #A1E /var/log/ipaserver-install.log FOIE—PMEEXH, MRELELW, BE
RIES BB 7] [m]

&E”L/L‘F”,L fﬁﬂﬁ%%& :
o HBERE DNS
o HRAANEBUETMAN (CA) #EH root CA

FRFM

o MEME T E\iS --external-ca-type LIIEERINER CA KB, F#IEFEE ipa-server-
install()FM 71,

o INRIEKEMA Microsoft Certificate Services IET A HFH(MS CS CAVENHAER CA : NIIEEHE
ZE @1t --external-ca-profile L5 EHIIUE P ECE S SER, EKINER A SubCA ik,

& --external-ca-type # --external-ca-profile £ EZER, HESH LEMNER CAENIR
CA B IdM CA I i {5 FR B 1£ 131

R
1. f£F --external-ca /£173KiZ 1T ipa-server-install T&E,

o HIRIEMEA Microsoft IFFERSS(MS CS) CA, th{FE --external-ca-type 1%£7, A LUEFE
Fi --external-ca-profile £ :

[root@server ~J# ipa-server-install --external-ca --external-ca-type=ms-cs --
external-ca-profile=<oid>/<names/default

o MRMEEHEMA MSCS H 1AM CA ERZRZIUES, NARFEEHAMIED :
I # ipa-server-install --external-ca
2. LEHIARIRNECES M DNS BRS5. 1% Enter #E20AM no it
I Do you want to configure integrated DNS (BIND)? [no]:
3 ZHFRRTEMA-LESENXE, HEESHREEENEOAE
o EEZEINE, 151 Enter i,
o ERMBTEH, HHMAMBHIE.,

Server host name [server.idm.example.com]:
Please confirm the domain name [idm.example.com):
Please provide a realm name [IDM.EXAMPLE.COM):
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Digk

==
[=]

FATI X LR TR, TR

ZIRIT

eI TTERERE .

4. HIANB TR B A (cn=Directory Manager)# |dM &2 &% A ik /' (admin) B2 i3,

Directory Manager password:
IPA admin password:

5. BN yes LAFAI\ARSS 2RECE.

I Continue to configure the system with these values? [no]: yes

6. HIEBRELHRELREF, 7

TE

/\

SITENERZERZIEK(CSR)MAIE : /root/ipa.cst:

Configuring certificate server (pki-tomcatd): Estimated time 3 minutes 30 seconds
[1/8]: creating certificate server user
[2/8]: configuring certificate server instance

The next step is to get /root/ipa.csr signed by your CA and re-run /sbin/ipa-server-install as
/sbin/ipa-server-install --external-cert-file=/path/to/signed_certificate --external-cert-
file=/path/to/external_ca_certificate

LR E XIS

a. J$IF /root/ipa.csr FH) CSR IR L4AAER CA, XN FE
EERIENEN

ERFEERIEANER CABIRSHRE

TEE i 64 4R blob FRRZRMA BIIE B ML CA B CAUETHE (Windows CA By PEM XX {4
= Base 64 IE¥) . B, TERMIEFRSHHES
P TEFEERATEEN THMESEMNILES

BFRRE, B, MITSHEMAE TS
' .

TAERIKER CA BISERIEPBE, MARE CAIES

c. BRiz1T ipa-server-install
mn :

RISTEHT XY CAIEPHFN CA BEXHBIGLEF B TR

o
I # ipa-server-install --

external-cert-file=/tmp/servercert20170601.pem --external-cert
file=/tmp/cacert.pem

LZRBPANERERS R FHRFTH

REHARERR D E DNS FHRIC KX + TERGI A8
/tmp/ipa.system.records.UFRPto.db 30, X105k RmMEINA A 88 DNS fR558+H. &
#71 DNS iC kB9 2 R RFE R DNS iR 75 Fim
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Restarting the KDC

Please add records in this file to your DNS system:
/tmp/ipa.system.records.UFRBto.db

Restarting the web server

IIII o
1E% DNS I RINFNILAE DNS RS58a2 a1, REBLETERE

Hh iR
o HXIMATARIME DNS REHH DNS FHRIDKMEZER, 1HESH 428 DNS 24589 IdM DNS
ia% o

e ipa-server-install --external-ca S BN ATRER KN, FHERUTHEIR :

ipa : CRITICAL failed to configure ca instance Command '/usr/sbin/pkispawn -s CA -f
/tmp/pass:quotes|[configuration_file]' returned non-zero exit status 1
Configuration of CA failed

Li%{E *_proxy FMELEN, RAZEWKN, BXRENBMRRER, HSH SIEHR : 450
CA ZE RN,
6.3. I HIIRE
MR REIRS 5 -
o RAELMM DNS
o HASEBIERBMEHM (CA) EH root CA

p= =1
ipa-server-install 2B 1E /var/log/ipaserver-install.log FOIE—MNEEX M, MR
" BRI, B &0 ES BRI A R,

FoRFH

o MEMAE T Eilil --external-ca-type LIS ERI S EB CA KB, HIEEEE ipa-server-
install()FM 71,

o INRIEKEMA Microsoft Certificate Services IEF A HFH(MS CS CAVVENHER CA : NIIEEHE
FE @1t --external-ca-profile L5 EHIIE P ECE S SER, EKIAER THEA SubCA i,
&> --external-ca-type # --external-ca-profile LT EZER, HESH LEMNER CAENIR
CA #J 1dM CA I ffr {8 FA B35E 331
R

1. BT AL ipa-server-install TELURMFIBE L EMNER. FEANER CA B IdM BRS52RIE
B RENRBENFILTE

e --external-ca A TF1EEMEE CA 21RCA
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o --realm 124t Kerberos 4filE &
e -.ds-password 1B REEE(DM) (BFRSHRBIAT) REZRD
e --admin-password 5 admin (IdM EIER) REHE

e -.unattended , ilZEE RN EN BB LB LI
fBlgn -

# ipa-server-install --external-ca --realm IDM.EXAMPLE.COM --ds-password
DM_password --admin-password admin_password --unattended

INRAEEF Microsoft IEFARSS(MS CS) CA, th{Ef --external-ca-type i%£51, =LLUEFEER -
external-ca-profile £, MIFEZRFER, HFSH LEHNER CAENIR CA B IdM CA I EFHR
J\iImO

2. HIEBRGELHIRB TR, ZIESITHNERELIER(CSR)MAIE : /root/ipa.csr:

Configuring certificate server (pki-tomcatd). Estimated time: 3 minutes

[1/11]: configuring certificate server instance
The next step is to get /root/ipa.csr signed by your CA and re-run /usr/sbin/ipa-server-install
as:
/usr/sbin/ipa-server-install --external-cert-file=/path/to/signed_certificate --external-cert-
file=/path/to/external_ca_certificate
The ipa-server-install command was successful

LR E XIS

a. J9AIF /root/ipa.csr HHJ CSR IR 4AHER CA, XM RRIRIBZ AIENEE CA BIRRSHIAE
mAfAE,

b. 7EETi 64 4iiY blob FRIGFRMN A BIUEHAIIA CA B CAIETEE (Windows CA BY PEM X4
=X Base_64 IEF) ., A, FRMIEPRSFRSERAR, BF, MIS0@EREFIRE
R T EERATFEE A THAAESENILS,

. .
HARIRER CA BISTRILT8E, MARZE CAIEH,

c. BRiz1T ipa-server-install, DURIEEH A HH CA IEHFN CA BEXXHRIGIEF LR, Bl
m -

# ipa-server-install --external-cert-file=/tmp/servercert20170601.pem --external-cert-

file=/tmp/cacert.pem --realm IDM.EXAMPLE.COM --ds-password DM_password --
admin-password admin_password --unattended

3. REMAINERLERS . FRHEFTH,
4. REMAERDE DNS FIRICKBEH « TEREH T H 89

/tmp/ipa.system.records.UFRPto.db 3, HixXil kR MEINARIA 88 DNS fR558+H. &
#7 DNS iCk B9 2 RFFE R DNS iR 5 R
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56 E RE IDM RS % - REERM DNS, REHE CA ¥ ROOT C/

Restarting the KDC

Please add records in this file to your DNS system:
/tmp/ipa.system.records.UFRBto.db

Restarting the web server

H o
1E% DNS I RINFNILAE DNS [RS8 21, REBLETERE

HiBR
o BXEWAIE DNS REIHH DNS HIRICFKMEZER, HSM 508 DNS %589 IdM DNS
0%,

6.4. A8 DNS %89 IDM DNS 103k

ERETEEEM DNS W IAM RERE, B IdM BRES2389 LDAP # Kerberos DNS ¥R 103N
F 458 DNS 4%

ipa-server-install ZEHIA LR — N E S DNS FHRIC KR, EhxxHagh
/tmp/ipa.system.records.<random_characters>.db, FiTEIZRINIXLE L RIMIES ¢

I Please add records in this file to your DNS system: /tmp/ipa.system.records.6zdjqxh3.db
XX HRERRG

_kerberos-master._tcp.example.com. 86400 IN SRV 0 100 88 server.example.com.
_kerberos-master._udp.example.com. 86400 IN SRV 0 100 88 server.example.com.
_kerberos._tcp.example.com. 86400 IN SRV 0 100 88 server.example.com.
_kerberos._udp.example.com. 86400 IN SRV 0 100 88 server.example.com.
_kerberos.example.com. 86400 IN TXT "EXAMPLE.COM"
_kpasswd._tcp.example.com. 86400 IN SRV 0 100 464 server.example.com.
_kpasswd._udp.example.com. 86400 IN SRV 0 100 464 server.example.com.
_ldap._tcp.example.com. 86400 IN SRV 0 100 389 server.example.com.

FE4% 1dM AR 55238 LDAP F Kerberos DNS BHRICKRINEI DNS R4ifE, HHR DNS &

BT E&RA) ipa-ca "IN PTRIZK, DNS I ipa-ca B PTRIZEATRER FRUEEH
|dM BIARZ 2 KL
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5 7 & £/ LDIF X8 E X EIEZE B L% IDM RS54
ZN

A LN BRIR S HRBIEEREER B E UXKER IdM IRFS 23 1dM ElAR, UTREESR T i ERH
HEERE Q2 LDAP BIEIEIV(LDIF) XM, BUIRINAX LR E LS |dM BRSHFMBIRRE GRS,

FRFH
o MEME TN IAM IMEHREM B E LB RIRS SR HNE. HSH HE |dM B RAR S5 2 ERE,
S

| ERABENEEFLE, 03 LDIF MABXAEX M., ERELZ(-)2R LDAP BHEENR, XD
A Z2 B M R K St R E T FERRIAE

dn: cn=config

changetype: modify
replace: nsslapd-idletimeout
nsslapd-idletimeout=1800

replace: nsslapd-maxdescriptors
nsslapd-maxdescriptors=8192

2. {3 --dirsrv-config-file S5 LDIF X LA RERA,
a. BERE IdM RS ER -

I # ipa-server-install --dirsrv-config-file filename.Idif
b. R IdM &I :

I # ipa-replica-install --dirsrv-config-file filename.Idif

Hith BHR

e ipa-server-install #1 ipa-replica-install &34 B9
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%5 8 & IDM IRSF5 SRR EMEEHERR

%5 8 & IDM RS SRR IEHEIR

LUTFETTNATIABEERKNE 1AM IRFSB[RENER, MURIAERRE LR,

8.1. Z%& IDM x5 8 R & Hix A&
TR HEE(AM)IRS RN, HIERMNEILIT BEX4F -
e /var/log/ipaserver-install.log
e /var/log/httpd/error_log
e /var/log/dirsrv/slapd-INSTANCE-NAME/access
e /var/log/dirsrv/slapd-INSTANCE-NAME/errors
BEXHMREILITIRGKRINSKI, ™ ERROR #1 DEBUG & B NI HATA# £ T3,

BFER |dM IRFBRERVBFE, FEEEEXHRENER, FHERXLESERRBREMAENER
ElD‘\fo

FoRFM
o W BA root HINFRERL R IdM BEXHHHAA,

£

1. £ tail KR ERBEXHFNREILT. LLTRAIERT /var/log/ipaserver-install.log B9
& 10 17,

[user@server ~]$ sudo tail -n 10 /var/log/ipaserver-install.log

[sudo] password for user:

value = gen.send(prev_value)

File "/usr/lib/python3.6/site-packages/ipapython/install/common.py", line 65, in _install

for unused in self._installer(self.parent):

File "/usr/lib/python3.6/site-packages/ipaserver/install/server/init.py", line 564, in main
master_install(self)

File "/usr/lib/python3.6/site-packages/ipaserver/install/server/install.py”, line 291, in decorated
raise ScriptError()

2020-05-27T22:59:41Z DEBUG The ipa-server-install command failed, exception:
ScriptError:

2020-05-27T22:59:41Z ERROR The ipa-server-install command failed. See
/var/log/ipaserver-install.log for more information

2. BURBEAREEBEXMH, EHH less TEITHABEXHNKRE, ABMFEHA 11 sLiEkS
. LR RBILIZE AXITTF /var/log/ipaserver-install.log 215

I [user@server ~]$ sudo less -N +G /var/log/ipaserver-install.log

Bt AR RN B S M ER BRI ERIREN S ERRRE R,

[user@server ~]$ sudo less -N +G /var/log/httpd/error_log
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[user@server ~]$ sudo less -N +G /var/log/dirsrv/slapd-INSTANCE-NAME/access

[user@server ~]$ sudo less -N +G /var/log/dirsrv/slapd-INSTANCE-NAMEI/errors

o NRIETEMAKRIH IdM RSS2 sE, BIEE— NIRRT, BELIEE 1 Mih
FOE—MIRZRIEE, FiREtARSS358 sosreport.

e sosreport TEM RHEL RGIMEKEEIFIE. BEMRLEER. BX sosreport TEMEZE
B, B3 sosreport @114 LR AAITE Red Hat Enterprise Linux F 82 E

8.2. 1575 IDM CA Z it %

EHMEE(IMRFS I L LFRIEHMA NI (CAIRSE, HAERSBMMEUTUE (RRHEFIM

FRR)

fri&

/var/log/pki/pki-ca-
spawn.$TIME_OF_INSTALLATION.log

journalctl -u pki-tomcatd@pki-tomcat output

/var/log/pki/pki-tomcat/ca/debug.$DATE.log

/var/log/pki/pki-
tomcat/ca/signedAudit/ca_audit B &4

e /var/log/pki/pki-tomcat/ca/system

e /var/log/pki/pki-
tomcat/ca/transactions

e /var/log/pki/pki-
tomcat/catalina.$DATE.log

sk

pkispawn &£ 289 520 [FEH Python FRER

pki-tomcatd@pki-tomcat fg %5 R IR

NARMISHE(PK) ™ kD KR JAVA HERRERER
&

PKI P @B E T EE

BFRS R, ENMECERIESRRIEBRE
BB i E AR

INRIERLER L CA HHFITEEA |dM BRFSEBRLERM, NARILFKAE KX CABFEE ;
Ivar/log/ipaserver-install.log X4 il K—RKER, RRENLETREI, ZIIFELD("‘
BULFIHMBESEGLLT 2 CA REXRWHIFIE,

HE—PIN B IRERE CARRSS, root CAZHER CA. INRZEAER CA BIIEH HIM A,
&7 /var/log/ipaserver-install.log Fi0 k1%,

BEER 1AM CA REXRWH AE, HEEILAEXHRENIR, FHERXEE SRR EMEN B

Elmo
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%5 8 & IDM IRSF5 SRR EMEEHERR

root fﬁﬂ?’ﬁ?‘i‘r\ I[dM H /L.\j({qz':F'E’Jlj\]ﬁo

[ ]
K/
\\\

L BUREAXEEBEXH, 15F less BFITHFEEXHHRE, FHEESR ScriptError 58
B, A A SR S M. U /RBISITF /var/log/pki/pki-ca-
spawn.$TIME_OF_INSTALLATION.log,

I [user@server ~]$ sudo less -N +G /var/log/pki/pki-ca-spawn.20200527185902.1og

it AL ST A B E XX 4 E S L EE TR RINE TN EEBRE R,

o IMNRMIEMAKINN 1AM RSB RE, BIEE—NLEHAZFIIE, 1HE LEE 71 Wik
FOE—NMIRZRIEE, FiREtARSS3589 sosreport.

e sosreport TEM RHEL REGIMEEEEIFIE. HEMRGER. BHX sosreport TEHNEL(F
B, B3 sosreport @14 LR MAITE Red Hat Enterprise Linux FEJ&E ?

8.3. MkRER4Y IDM AR5 8RR %%

IR 1AM BRFEBRREKRIN, ALUMRE—LREXH. HMZHERE M RFHFLKW, REMARIRE
IPA EECIE,

HAINAES IdM EREN RS R

[root@server ~]# ipa-server-install
The log file for this installation can be found in /var/log/ipaserver-install.log
IPA server is already configured on this system.

If you want to reinstall the IPA server, please uninstall it first using 'ipa-server-install --uninstall'.
The ipa-server-install command failed. See /var/log/ipaserver-install.log for more information

BRRXA R, EEHEES 1AM RS FEEH EHRETRE,

FeREH
o B root TR,

e
1. MIEREEE S |dM BRS52RBIEN AR ENEL 1AM AR S5 88 K44
I [root@server ~]# ipa-server-install --uninstall
2. MRERNEELERWMITERE IdM RS2, EEMTERIFERS.
%% |dM RS BHNERE ——2EA—NREBE LN FTE RY. KUHREAESKRHEIME
RGSH MARIF EN I TTEE M,
HE KR
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o BXRENE IdM BRSSZRMNIFEIE, 1HSE EHE 1M RS 25 .

o MRESHBEZARERN, BEE—NIERAZIRITE, HE LIES Wik palE—
MRARZFFIRHE, FiZ{tARS5 2RH sosreport.

e sosreport TEM RHEL REGIMEEEEIFIE. HEMRGER. BX sosreport TEHNEL(F
B, 1S sosreport @4t 4 AR INMEITE Red Hat Enterprise Linux T ?
8.4. HE %R
o |dM BIARREHZLERR

/

o |dM B inRE M FEHERR

o FRFIKE IdM
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% 9= H#E IDM RS %

% 9 Z HZ IDM RS 25

RIBLUTRIZEE & N server123.idm.example.com (server23)MZ D EE(IdM)ARS 25, TELLRTEH,
BEEAHEREMIRS SR ETCITRERS, FEBIMPUTHHINRERRETR,

FRFM

£

1RG50 server123 B root R,

&A dV EE A FIE,

INREH) 1dM INEFE LB DNS, E8{R server123 T~ 2M— JB K DNS fRS5%s :

[root@server123 ~J# ipa server-role-find --role 'DNS server'

2 server roles matched

Server name: server456.idm.example.com
Role name: DNS server
Role status: enabled

[..]

Number of entries returned 2

IR server123 2RI P ME—FIRA DNS BRS5 25, 1519 DNS RSB ABRME S —A 1dM RS
2. MEEZER, ESM ipa-dns-install(1) FH 71,

2. fNREHY 1dM ISR SR RIE B A A (CA) -

a. AR server23 T~ 2ME— JG M CA RS 25 -

[root@server123 ~J# ipa server-role-find --role 'CA server’

2 server roles matched

Server name: server123.idm.example.com
Role name: CA server
Role status: enabled

Server name: r8server.idm.example.com
Role name: CA server
Role status: enabled

Number of entries returned 2

IR server123 2RI HME—FIRM CA RS2, EN CAIRSHBABRNES—A 1AM RS
. WMFEEZEL, 5SS ipa-ca-install(1) FA 11,

b. #IREIE 1M IMEHRBEL/GRA T vault, FEHAIR server123.idm.example.com 72K — 5 K
BEHMRE NI (KRA) AR S 25
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[root@server123 ~J# ipa server-role-find --role 'KRA server'

2 server roles matched

Server name: server123.idm.example.com
Role name: KRA server
Role status: enabled

Server name: r8server.idm.example.com
Role name: KRA server
Role status: enabled

Number of entries returned 2

J02R server123 B ME— IR KRA IR %, 151 KRA BRFSEHABRMEI S —E 1dM IR
%%, EEZELR, ESH man ipa-kra-install(1),

c. R server123.idm.example.com A& CA £L1T iR %5 2% :

[root@server123 ~J# ipa config-show | grep 'CA renewal’
IPA CA renewal master: r8server.idm.example.com

IR server123 & CALETTIRSS 8%, 1ES M EWAEE |dM CA 21T ARG 28, LA T @A X1
¥ CABITIRS RARKBE S —BIRSBNEZER,

d. R server123.idm.example.com 2 HATIEBHEHFIR(CRL) LA HE -

[root@server123 ~J# ipa-crlgen-manage status
CRL generation: disabled

INRHIH T server123 LIS T CRL £/, 1HZH £ IdM CA fRS525 L4 CRL , AT fi#
BRI CRL A B ABREKBE S —BRSHZNELSER,

3. EEIRINB S — B 1dM IR -
I $ ssh idm_user@server456
4. 7ERRSSERLE, REX M BIE ABEIE

I [idm_user@server456 ~]$ kinit admin

5. BERIP DRSS 2RHI DNA ID SEH]

[idm_user@server456 ~]$ ipa-replica-manage dnarange-show
server123.idm.example.com: 1001-1500
server456.idm.example.com: 1501-2000

L]
Hi 7= DNA D SEE O ECZE server123 # server456,

6. IR server23 2RIt ME—2B T DNA ID SEE R IdM BRS588, iH1E serverd56 O,
IdM B, LUIgRiRS 2R EQE T DNAIDSEH :
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% 9= H#E IDM RS %

I [idm_user@server456 ~]$ ipa user-add test_idm_user

7. MIRFNARIHIBR server123.idm.example.com :

I [idm_user@server456 ~]$ ipa server-del server123.idm.example.com

8%

SORMIPR server123 RS EMTFEEAAI, NHARZHES, HBXRMNMEERR
BEIAR A ABRE RPN, EMBRET USRENER, ESMH &A CLIEN R
FEa AR BEE .

pa -3

iZ1T7 ipa server-del e %3 /ffR domain #1 ca FXHI 5 server123 HXBIAT A &l
HARFL, X5 Domain Level O IdM $R#MER, HPEHHXLFER ipa-
replica-manage del server123 ep G lfiFRiX L3R, =250 O 1AM $RIMETE

RHEL 7.2 RERMA _LiZ1THRc. £ ipa domainlevel-get S5 EE HAITH
25

8. 3&[E% serverl23.idm.example.com, FEIFHINGH |dM Fik :

[root@server123 ~J# ipa-server-install --uninstall

Are you sure you want to continue with the uninstall procedure? [no]: true

9. HARIEM server123.idm.example.com BIFTH & AR 5585 (NS) DNS L% EBE M DNS X AiiflFR,
T IEFEAE IdM L2448 DNS BIEMIE M DNS, XNMEER. BXAMM IdM Fififikk DNS
ILRMESER, ESM MER IdM CLI 189 DNS i85,

HiBR
e RHEL 7 X8Ry G RFRFAEI]
o JIIEIAH

o |dM CA ZT RS 2HIARTE1E |dM CA BR%5 25 L4 CRL
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%10 & En % IDM fR55 45
EARBEESNE FMNER(IMRSB/NENS, B2, BAILUFRSHFER TR LTRBIEIAR,

P

| RESBHRIIARSROFEA, BEEASEHFBOINGH P thit, HEHSH 22 dM
2,

BF

INRIEEHEMIRS SF2IUEPREIIR(CRL) A T E RS 25, IHEMEHRFR, 5
H—aRSEEN CRL X HERS 2.

BREIZRE LT XHMEATIRENES, FEEUATET :

e 7 RHEL 81dM CA k%528 {=1E CRL &K

e TE#HY RHEL 9 IdM CA RSS2 H /55 CRL &R

2. {ZIEIAER 1AM ARG5S 23 LA,
I [root@old_server ~)# ipactl stop

3. HEINAMRSER, W0 EHE IdM RSS2 R,
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B 1= BFHMELR IDM
21N = BFFEL IDM

11.1. 5% IDM ¥4 8
R LMEF dnf TEEHH RS MG AEE(1dM)RHEA,

FRFH

o MRMEENMATZAIXHHS RHEL REMBRMFIERIRER. WFELZRER, HSM R
SEFAEFEM RHEL RS ? KCS X&E,

AR
o EFELITRIRIIZ— -
o HEIMASENERESEXEETRAERN IdMEHS
I # dnf upgrade ipa-*
o BRENEHY M LILEREMS AR IEZEPRHAE TERESXHRRITRA :
I # dnf distro-sync ipa-*

AED—NRSB[HEH AM BHEE, RINPHREEBRSFBIIBWERNORN, EMEEREER
EINEHE. XHRREAERFEXNHFZEBITLUEEBRSHZZAEH.

Digk

H

=

HEHZD 1AM RSB, FREFT—PRFSFEEVEF 10 2MEBEFH—1
RS8R 1B, BRSS2RBINERATFRELIRN AIBURFERZA0IRIN, EEAIER D K
BHTATE BN &,

LD HEL MRS REN BHT, HEFREH < RERENERE NAEEER
5 B9RS [A SRAEB N HRIMNA EH AL EEEZL, MMRSBRERIEHHZ,

8%

MBI RAREI T —hRA, Fl0, INREAHKE RHEL 8.8 B9 IdM, FA 1M RHEL
8.7 B9 IdM H %, MEHRRRAF L T gE S T B nl i,

11.2. (&2 IDM ¥4
IR FRFNENELE,

1.3. E IR
o dnf(8) Fft T
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FE12E N IDM B IREEHESRE
EREZFNEEIIMBE FinEl, HBEBRBRIUH BT &M,

12.1. 2% IDM B P inX #FH RHEL hRA&

i5{T1E Red Hat Enterprise Linux 9 BUERFTRARA LB IdM BRSSPI B R EEEE R FZTELU TR
RERA _ERE P g

e RHEL7
e RHEL S8
e RHELO

a3

Cﬂlﬁ'

EARHMEFHRS (80 Ubuntu) ATLLE 1AM O BRSSE8:—REBIEE TE, (BB IRMEN X LR Fim
T #,
12.2. IDM & ' imBY DNS E3k

BNERT, BEFmRERFRZHAEENEMRIGIEER _Idap._tcp.DOMAIN DNS SRV 3K, fl

mn, MREFIHENRESEN S clientl.idm.example.com, ZERFHFZIHDHIM
_ldap._tcp.idm.example.com. _ldap._tcp.example.com #1 _Idap._tcp.com DNS SRV it sk i8R

IdM BRSSEa EN K. RfE, FEALIMMEREVSZ EEESR M imA4 (W SSSD # Kerberos 5 BRi&) o

BZ, |dM ZFFIHRNEN BT LEE DNS HH—82, WREFimEEENETE IdM BRSFS5 2R FE

f, 15 IdM Z4Eh ipa-client-install 55 #) --domain iETi(55%, EXFERT, RERiH
[&, SSSD #1 Kerberos HHHIBLE X HH#MEBFEHKE, FEAERBINLI 1AM RS2,

Hth BHR
® HX|dM 1 DNS EREIENE, S IdM BIEHNLEF DNS ZK.

12.3. IDM & Fimis O &R
BHEB(IIME FimEREE IdM RS 2SF EHWEZNRA, EEHRSHITEE.

E IdM B imrh, X Eein O/ 72 44 04 7 e FT FF. AN SRIEE BRI AR A HEUESE, W
firewalld, X&iHOSEEHEARP TR,

Hith BHR

o AXFERAMLERERONFEE, HSM IdM BinOE K,

12.4.IDM & FiHM IPV6 E3k

SMBER(IIMAFTEAMLEETME 1dM BENBIAZHE A IPv6 111 B0, tNREHIRERMLE R E
A IPv4 i, BLEALFRER LIRS THHFR(SSSD)ELE 1 RIEFA IPv4 k5 |dM IRSS 23H4T@
. BEMEIX—m=, EaLUSLLTTHEAZ /etc/sssd/sssd.conf S48 [domain/NAME] S35 :

I lookup_family_order = ipv4_only
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Hith BHR
e A lookup_family_order i£THIiF1E, 1§EE sssd.conf (5) Ff i,

12.5. 2% IDM B IHFTrE N E S

% ipa-client ¥+ @& B HMATRNEGRENERBI, 0RSTLEMRSS T IHE2(SSSD) ¥4
28

L

o X% ipa-client {4 S :

I # dnf install ipa-client
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£ 13 = 2% IDM B in

TSN T @it E R ipa-client-install TERRSEEBE W BHEE(IIMBE iR, [FRAEE N
IdM & i ESEME 1dM iR, FikREEESH IdM RSS2 EA 1dM BRSS.

ERINEEFMEE(IME A in, EBIURM A BT EME S iREEIL.

13.1. R4
o MENIIMBFIRELEERT TR, HIHBIESNH N IAM B IR EEERYT

B2 FAAAFIFRER NG : KEALRE
IR TS, EREAE S SIS AR R S HEE (MY E S, SRS MEEh,

FRFM

o MEMEBAIBIE/FEME IdM HHEIE, F, XATURESIMEEAARN
hostadmin /.

L

. EEZEEEN IdM B iR RS H21T ipa-client-install TE,
I # ipa-client-install --mkhomedir

7x10 --enable-dns-updates i3, LAMEFELLFEM—DNREEAN, FRARFHRIH P fiit
B #H DNS itk :

o BLREWHEMM DNS B IdM RSS2

o MZEHE DNS AR5 312 A GSS-TSIG il # DNS B EH
I # ipa-client-install --enable-dns-updates --mkhomedir

JEF DNS B A TR A imRER -

o BEFMAMNSENEE UL RSN IP itk

o H—/BENBEHEFRS IP ik, B I1dMRFSHFAHES
2. REMAZXBTIRENFTEMERILE, 20 DNSIEX,

o INRTEIdIMDNS RHIEMKET SRV ILE, ZHARKBAIMEEMLENEFTRE
il A yes LAFRIA,

Client hostname: client.example.com
Realm: EXAMPLE.COM

DNS Domain: example.com

IPA Server: server.example.com
BaseDN: dc=example,dc=com

Continue to configure the system with these values? [no]: yes
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o EFAFRMNERERS, HHA no, AFHERIZIT ipa-client-install, &1L ipa-
client-install RN BT EIRIEERMHRAIE, i -

o --hostname

o -—realm
o --domain
o --server

o --mkhomedir

BE
TEREE L PIZH A DNS & 75

o (NAWHF. FEHFHMEFRE). Hlt, FRFERATIL, XTES
3 DNS KM,

o FNMBAMIBRNE, FRITERAREFH,

o

User authorized to enroll computers: hostadmin
Password for hostadmin @EXAMPLE.COM:

4. REPANMARER i, FREFTN.

I Client configuration complete.

Hth BHR
o BREmTFRMAMMESR DNS LRI, 1HEE ipa-client-install(1)F M ITH8 DNS B
EhA B &R

1B3. ERA—RMEBBEREEin  REXAREK
BBLTRRE, EA-REEBURESRRESNERIIME i, RERICERBIEH,

SeREM
o TEIARIARSERLE, FREMNEFImRIURNINN 1AM E4l, Eipa host-add fe 5 H{EMA -
random £, SN FEM AR — R ERENLEE RS,
pa -3
ipa host-add <client_fqdn > ép 3£ 3K %~ im FQDN ®li@id DNS ##tfr, f1RF

BEfiRMT, 15 -ip address TS HE A ERRME AM B IHRGH 1P #hik, &
£ --force 17,
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$ ipa host-add client.example.com --random

Host name: client.example.com
Random password: W5YpARI=7M.n
Password: True

Keytab: False

Managed by: server.example.com

LEAERHIBEDENREME 1AM I8/G, ERMBENE AT FMHEMR
A B, BR#H—NERIEN keytab B,

R
1. EEZEEEN IdM B iR REH21T ipa-client-install TE,

£ F3 --password EURRE—RERENEE, BTBRHEREALSREFR, RERRSISOE
kK,

I # ipa-client-install --mkhomedir --password=password

N0 --enable-dns-updates 723, LAMEELTEM—DNREEAN, FARHRIH P Hik
B DNS if3% -

o DRIEWHLEMM DNS B IdM RS 25
o L&A DNS RS 23S H A GSS-TSIG MBI DNS &£ B E#

I # ipa-client-install --password 'W5YpARI=7M.n' --enable-dns-updates --mkhomedir

f5 F3 DNS B#IN LU TR FiRRER -

o BEGANSENRENINALMHNE P it

e F—EoNmaEE P hit, {8 IdMRFSHEFMEES
2. REMAZHBIRIFAEMEIIXE, 90 DNS LXK,

o INRTEIAMDNS RHRIEMKET SRV ILE, ZHARKBIAIMEEMLENEFLRE
il %A yes LAFRIA,

Client hostname: client.example.com
Realm: EXAMPLE.COM

DNS Domain: example.com

IPA Server: server.example.com
BaseDN: dc=example,dc=com

Continue to configure the system with these values? [no]: yes

o EFAFRMNERERS, HHA no, AFHERIZIT ipa-client-install, &5t 1E ipa-
client-install RN BT EIRIEERMHRAIE, Bl -
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o --hostname

o -—realm
o --domain
o --server

o --mkhomedir

BE
TEREEZVIZA A DNS & 75

o (NAWHF. FEHFHMEFRE). Hlt, FRAFERATIL, XTES
3 DNS KM,

o FNMBAMIBMRNE, FRITERAREFH,

o MRMABNKN—LXE, ERRTERHAXLE,

3 REMAVERER M ih, FRIRFTHK.

I Client configuration complete.

Hi 5w
o BXEBEFim%EMAMMER DNS IR NE, EEE ipa-client-install(1)F i#89 DNS B
EIE &

13.4. REXR g : IEFIHRE

M FHRBEARE, MQIERGDITEI) ipa-client-install TERHEMALENER. AT/l
THRENRENREFELIL

& P A A S AE 75 SR T
A RABETA

e --principal 1 --password 1§ EZTCEME - imeI A - B EIE
e -random IEE N F i KH— R IEREH B S
e --keytab {5 E Z RIFFEMBY keytab
TN B TRERED
--unattended ‘ET R IFEABTERA FBIANER FETRE,
INRTE |IdM DNS RHIEFARE T SRV LK, ZHARBIAMMEEMYVLENE, MRHATER
B ILX L E, HERMSTETIRMEE], F:

e --hostname, EERInVl2RMNERSTLREEZ(FQDN),
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BE
FQDN @i — A58 DNS & :

o RAWHF. FRFRIMEFM(). Hla, FRFEATIL ITES
3 DNS KM,

o EFNMBAMIBRNE, FRITERAREFH,

e --domainiEEIHE IdM EBEHIE DNS 15, %1 example.com, Z&FZE |dM Kerberos 1%
BINERR A,

o --server IS EEEEM IdM RS 2389 FQDN, FR LA, S22 A Kerberos B DNS B
A, FEE KDC # Admin fRSSEBHNEETIR, EEEBERT, TEEXMNM®ET, ENRS
RHIRZEME IdM DNS 15138,

o -realm IEEINAE |dM ZREM Kerberos 15, BHE, T |dM ZEFIERNE DNS B KERR
X, o EEEBERT, TEEXIMNMET, ENEHELEM IAM RS 2653,

FERXHERALRENEALRD ipa-client-install #5571 :

I # ipa-client-install --password 'W5YpARI=7M.n' --mkhomedir --unattended

BESETNATIEENREN ipa-client-install 5 R :

it
# ipa-client-install --password 'W5YpARI=7M.n' --domain idm.example.com --server
server.idm.example.com --realm IDM.EXAMPLE.COM --mkhomedir --unattended

Lth IR

e A ipa-client-install AT ZHIATSTEESIZR, EEE ipa-client-install (1)FA T,

\

13.5. KX Fin/aMFRET IDM ELE&E
ipa-client-install IAT = M /etc/openldap/Idap.conf #1 /etc/sssd/sssd.conf {4 Al BRE (A LARTRY

LDAP RS R EARFSFI I (SSSD)ECE. MREREE M IRAMENR T XLEXHHHMERE, ZHARR
MFNEFiRE, BRFel iR, i :

BASE dc=example,dc=com
URI Idap://Idap.example.com

#URI Idaps://server.example.com # modified by IPA
#BASE dc=ipa,dc=example,dc=com # modified by IPA

N S EIR(1dM)} BLE(E -
1. $TFF /etc/openldap/Idap.conf 7 /etc/sssd/sssd.conf,
2. MpRrEIEMEE.

3. BUENET IdM BB BT,
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4. KHF RYSEHR LDAP BBBRIRS SR ARRTREEEG RN AENR, £ openldap ERIN A
BRFRBEEREEINFARE,

13.6. s IDM % Fif
BSTREE A ipa-client-install 25830, BEHRETLLETHTNH,

ENHEMEE(IMBFimEE T LUKRRS & EEXNAANER, FRECEEEVERITRS S L
EXBRA, B, ERRIAER admin B

[user@client ~]$ id admin
uid=1254400000(admin) gid=1254400000(admins) groups=1254400000(admins)

BNR BRI RS ESE T/E, 1EMIE root A su Ell root A :

[user@client ~]$ su -
Last login: Thu Oct 18 18:39:11 CEST 2018 from 192.168.122.1 on pts/0
[root@client ~]#

13.7. 7£ IDM B in R & IR P TR % 3%

IdM & w22 HA (A HUATROIE SR I T ipa-client-install (B BIE(AM)B FiRLETE) ArPUTHIR
{’EQ

#* 13.1. 7 |dM B imZ I T eiE sk

B AL E]: )]

IR PRSP EER DNS #2858 DNS KO 1AM BRSS 2309 1P Helk 5 (AT3E) iR
DNS f&#f7 10 A/AAAA 1 SSHFP i3k

X1 1dM BIA_ERERO 88 (TCP/TCP6 Kerberos E}K1S Kerberos ticket

# UDP/UDP6) HJIEkK

JSON-RPC fEE 4 ISk ECERT IdM BRSS  HTTPS IdM B £ M ; g05R LDAP ks
23 IEAFAET |dM Apache B9 web- N, 3R CAIEREE ; RIBHFZIHFKIE
service FISUE

{3 SASL GSSAPI Bp551F. @ LDAP IdM B £ ; @it SSSD g 1T
LDAP =& @i TCP/TCP6 [A IdM SRER ; X ENEARM Kerberos
BR%52% £/ 389 iE O 4 iE K. TR

PILEET R P (NTP) & BN f2 4 (AT NTP 9% PR REH] NTP BRSS 28 2 (A B9 [a]
%) EE7

13.8. IDM B i E RER R B LB SRS SEHHER
B EE(IdMEZRME F imE e iR AR R L -

e ipa frH1TRE(CLI)
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o (mk) EFPINEIFH Web UI

CLI ZEF#EF BRTHE IdM B inREGERERE CLI FTHITHRE, Web Ul ZEFRIF ERTHE
ldM & P in =2 R EREHA R Web Ul FRHIATHYERE,

#<13.2. CLI REG1RE

B R B

N B P imROIRECER) DNS f#H2589  DNS I 1dM BRS5 2889 |P Stk

DNS f##fr

Xf 1dM BIA_ERERO 88 (TCP/TCP6 Kerberos EIREX Kerberos Z4E ; Bl Kerberos
#1 UDP/UDP6) #1464 (TCP/TCP6 B : 5 1dM Web Ul 547 S35 T

# UDP/UDP6) HJIEkK
JSON-RPC EE A HIHELER IdM BRSS  HTTPS M ipa TEM*

23 FAET |dM Apache BJ web-

service

3 13.3. Web Ul R G#EF
124F {8 AR =[]
JSON-RPC 7B 4 BRI IdM fRS5  HTTPS 3% 1dM Web Ul TTiE

23 FAET 1dM Apache BJ web-

service

Hith BHIR
e SSSDEEE, UTHAX SSSD T HERINMS IdM FIIEDN B T AR5 8 LIRHBIAR ST
BIENEZER.

e certmonger @EER , LT A X certmonger ST HZRINMA S IdM FES B RIRS 233 LR
HIRR S HTRENEZER.,
13.9. SSSD @51
SRR LIRS TIIIEF(SSSD) B — A F Ui nixiE B XM MR EIEN GRS RS, MNRESHERE 1AM
BFimERRET, CIRHEER IdMBRSER, ZRSHREHSGEIE. BAFEMCSHIERBRER. R
IdM R%5 235 Active Directory(AD)R{EEXHR, SSSD th&iE#EHEE| AD, M Kerberos 1H AD B~

HATE M EIE, BRINERT, SSSD {#H Kerberos W EMIEARME ., 1E5%IER T, SSSD mlaES#
BB N LDAP i,

SSSD AR E NS E MRS EEE, TRETT IdM F SSSD BE ILBERR.

* 13.4. 5 |dM RS B AHERTE 1AM B w9 SSSD @ {5 B iE
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B AL S]]

N B P ROIRECER) DNS #4858 DNS I 1dM BRS5 2889 |P Stk

DNS f##fr

A &R EEEIAF Active Directory 13 Kerberos FREX Kerberos ZE4& ; {8X Kerberos
25 ERIR O 88 (TCP/TCP6 # i

UDP/UDP6) . 464 (TCP/TCP6 #I
UDP/UDP6) #1749(TCP/TCP6)% i%

Pid
{8 SASL GSSAPI Bp55iF. @ LDAP ERERAX M B HENMESR, &
LDAP {3 @i TCP/TCP6 [ IdM T#k HBAC # sudo ¥, B zhiEdk
BR%52% £/ 389 iE O 4 iE K. B, SELinux A/ EF3X, A SSH &
FHLARTZHETE |IdM LDAP g EA{E R
(Ali%) WRRBHEEEMHRIE, NG HTTP REVEBREEhLEMIEPREHER

KIELUE TR (OCSP) M R 2%
(MREEE) . XBEELHA 80
SR, BEBURATEIHIER P
OCSP i F2/F URL BOSEFRE,

% 13.5. 5 Active Directory Domain Controller XER{E RS ERR SSSD RSS20 @EER

B fE B B8

AT P im RO ECE R DNS 242880 DNS &I 1dM AR S5 2814 IP ik

DNS f##fr

A B EEEIAF Active Directory 15 Kerberos EIR1S Kerberos Z4& ; Bk Kerberos
25 ERIR O 88 (TCP/TCP6 # B IR E IR Kerberos

UDP/UDP6) . 464 (TCP/TCP6 #I
UDP/UDP6) #1749(TCP/TCP6)% i%

K
Mi%E 389 (TCP/TCP6 # LDAP 71 Active Directory I FI4HEHER ;
UDP/UDP6) #13268(TCP/TCP6)% % W Active Directory 15 #2425
THK.
(FIik) MRZHERFMHIIE, TNE HTTP RS R FHPREMNIEHRENER

KIELUE TR (OCSP) M R 2%
(MREEE) . XBEEELHA 80
SR, BEBURATEIHIER P
OCSP i 2/ URL BOSEFRE,

Hin 5w
o dM B IREREEHRELRPESRSHFIERE

13.10. CERTMONGER & if45 1
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Certmonger 2 — M2 THEH N ER(dM)BRSS 23 1AM B iR LRI HE, RIFRFEIT5EN LM
AR 548 REXBY SSLUEF, 3% 13.6 “certmonger BHUFE" 7R 1dM fRZ528 £ certmonger T EHfTHIZ
{’EQ

% 13.6. certmonger @IfRFHE
B fE B ]: ]

H R imRg P ECER DNS 247258  DNS AR 1dM BRS5 2389 IP ik

DNS f#4f

X1 1dM BIA_ERERO 88 (TCP/TCP6 Kerberos E}K13 Kerberos ticket

#1 UDP/UDP6) #1464 (TCP/TCP6

# UDP/UDP6) HUIEkK

JSON-RPC fEE 4 ISR ECERT IdM BRSS  HTTPS THREIED

23 IEAFAET |dM Apache B9 web-

service

‘it 1dM BRES289im 0 HTTP H T RBIERUE B RS (OCSP)

8080(TCP/TCP6)# 1T NESFIEFRIRE
(EE—NMREMRSS IR EH T IET HTTPS E1E |dM RS2 EEIBIF P& MY

ERERBIAR 528 L) @it 1dM BRS5 3R MR
0 8443(TCP/TCP6)i# {717l

(R7E 1dM RSB MBIAR RIS 12
) . BR%25 LK certmonger Bk %

AR 5585 MUtm O 8080 #1 8443 it
75 CAMBRBIIEREAT,

Hin 5w
o dM B ImEREEHRELIRPESRSHFIEE
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%514 2 {#1f KICKSTART 223t IDM /i

2 14 = {#F KICKSTART Z% IDM & P

1E %%k Red Hat Enterprise Linux i, Kickstart St & B oS5 R SR MBI SR EE (M),

14.1. fF FH KICKSTART L%E& i
RIBLUTFRE, £ Kickstart XHZREZFHNEE(IM)E i,

FoRFM

® 1f kickstart ¥tz /1, 1E0/A5) sshd RS, TEEME - imaI/E5) sshd R BEIAERK SSH BEH,
B 5142 77 "BTEFing M Kickstart 324" Y Kickstart XS FABIAESLIER B B
B, XREENRRAE,

£
1 £ 1dM BRSS ETUE IR ENSKE, FHOZKBREILIEY :

I $ ipa host-add client.example.com --password=secret

Kickstart fE BB ER FinRESBAHITRAE, HFEFEREIEZHETH, RHRER i
5, EREREM keytab #H4T41IE,

2. BlBE—NEE £142 71 "BFE LR Kickstart 324" iR E B Kickstart X4, A
network %, MBIRTE Kickstart XA EMELE T W%,

3. {#F8 Kickstart XL |dM B i,

14.2. BT &P in R %M KICKSTART X4

IRE LUE Kickstart XHREGMNEE(AM)E P, MBI Kickstart MBI B I B F L E
*Q

ERERGanFRDH ipa-client KES
15 ipa-client ¥4 710 E! Kickstart LR %packages EB4Y. 40 -

Y%packages

ipa-client

IdM & iR R 3 515 BA
LREHEA B IE

o TR SSH BT T AATE AR
e JZ{T ipa-client-install TEMNES, RENIEE :

IR FIECE IdM ERSFIEHFIEE R

o

o 7 IdM BRSSO E Fim TN IRERE Y, 7E 51417 "EA Kickstart &%
ﬁﬁuﬁ” I:Flo
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Fan : EA— R Kickstart ZEMLEFITAE, FMBSTMARET DNS K RATE LI
WTA7 :

Y%post --log=/root/ks-post.log

# Generate SSH keys; ipa-client-install uploads them to the |IdM server by default
/ust/libexec/openssh/sshd-keygen rsa

# Run the client install script

/usr/sbin/ipa-client-install --hostname=client.example.com --domain=EXAMPLE.COM --enable-
dns-updates --mkhomedir -w secret --realm=EXAMPLE.COM --server=server.example.com

F4, &L LATE Kickstart U AR @ E AL, Fla0
o WFIRERRE, 1§ --unattended iETFINE] ipa-client-install,
o FiLEFIRREMANNEZIFHKIES :
o ¥ --request-cert IR INE] ipa-client-install,
o ¥¥ Kickstart chroot i/T\i%EPEI’J getcert 1 ipa-client-install TE#R%: & £ #hib % h
/dev/null, Z#EiX—s=, 7£ ipa-client-install 15 S EIIHXLITRINE Kickstart XEHFHR
EEVAH :

#env DBUS_SYSTEM_BUS_ADDRESS=unix:path=/dev/null getcert list
# env DBUS_SYSTEM_BUS_ADDRESS=unix:path=/dev/null ipa-client-install

14.3. 3 IDM & 7 it
BHTRESHE ipa-client-install 230, (EEBTT B THTNIE,

ENMXSMNER(IMEB RS T URERS SR EE VWA HNER, BERERETREVMITIRSS L
ENHAS, Flm, $BEBRIA admin B

[user@client ~]$ id admin
uid=1254400000(admin) gid=1254400000(admins) groups=1254400000(admins)

ENRA BRI REIEE T/E, 1EMIEroot - su El root AF :

[user@client ~]$ su -
Last login: Thu Oct 18 18:39:11 CEST 2018 from 192.168.122.1 on pts/0
[root@client ~]#
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%515 & IDM B iR PR

215 = IDM B im & i fEHERR
AR/ 8RR TAAINER X AR E |dM B A iRRE B, LU R AN 2R 5 I 22 %8 n) 1,

15.1. 10 & IDM & Fin R &b 1k
REGMHEBIIMB AT, RS R &MINEI /var/log/ipaclient-install.log &, IR E iR K
W, RERFRICEEBFERERABES ENAEMESR, RERWHWRERRER BB EXHHER
B, RANRERFBRICFERTE,
EER |dM B iR EKRWH A, 15§EE /var/log/ipaclient-install.log XX 471548 ScriptError #]
17, FEXLEAS SRR AREMIAE R A AR,
SeRFH
o EWINER root I F BEL R IAM BEXHFHAR,

SR
1. {5/ grep TEM /var/log/ipaserver-install.log X4 G ZRIEM H I X5 ScriptError B9A
&
[user@server ~]$ sudo grep ScriptError /var/log/ipaclient-install.log
[sudo] password for user:
2020-05-28T18:24:50Z DEBUG The ipa-client-install command failed, exception:
ScriptError: One of password / principal / keytab is required.
2. BURBEARNEEFEASXMH, HHEA less TETARASEXHHARE, REHEMA #  §7LHEXS
fifto
I [user@server ~]$ sudo less -N +G /var/log/ipaclient-install.log
Hfh BR

o MRMMIEMAKINM IdM B imRE, BIEAE— DB, 15 LEE 7 Wik
RO —NMIORZRIEE, FiIREEFimE sosreport.

e sosreport TEM RHEL REGIMEEEEIFIE. HEMRGER. BHX sosreport TEHNEL(F
B, B3 sosreport @1 LR UAI{E Red Hat Enterprise Linux &€ ?

15.2. fRE FIn R TS E B H DNS 10K B [0] @

IdM & Fim&R &2 F2E A nsupdate 35RO PTR, SSHFP #fl1HM DNS id3%, BE, MRE ik
HEREMEE T EFIRPHRETITEER DNS L%, NEEIBEKI.

BEERXA A, ERILECE, FEE /varlog/client-install.log H189 DNS £5i%,

FeREH
o R{HF IdM DNS /£ IdM Ef1ER) DNS )R A=

it =
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1. FARE FIRFTERI DNS KM SEHERE A -

I [user@server ~]$ ipa dnszone-mod idm.example.com. --dynamic-update=TRUE

2. H3{Ri217 DNS BRS5H9 IdM ARS528% TCP #1 UDP Il FF T %O 53,
[user@server ~]$ sudo firewall-cmd --permanent --add-port=53/tcp --add-port=53/udp
[sudo] password for user:
success

[user@server ~]$ firewall-cmd --runtime-to-permanent
success

3. {#F grep TEM /var/log/client-install.log #1:3% nsupdate s THIRE, LUEFWA DNS L
KEHERWT,

I [user@server ~]$ sudo grep nsupdate /var/log/ipaclient-install.log

Hth TR

o MNREBIEMAKRNMERE, BEBLAMBRAIZRFTE, EE ER ML PalE— MR
ZHFEE, FIRME iR sosreport,

e sosreport TEM RHEL REGIMEEEEIFIE. HEMRGER. BX sosreport TEHNEL(F
B, B3 sosreport @1 LR MAITE Red Hat Enterprise Linux &€ ?

15.3. R RE FinZETTEINA IDM KERBEROS I8 #y ] i
MREFiHTEMA IdM Kerberos 18, |dM % i 22 555 12 & K,

Joining realm failed: Failed to add key to the keytab
child exited with 11

Installation failed. Rolling back changes.
IXNKIATBE 2 ZE Kerberos keytab 1&ER .

SeRFZ M
o JHRZRGISHFEE root £,

R
1. fiHB& /etc/krb5.keytab,

[user@client ~]$ sudo rm /etc/krb5.keytab

[sudo] password for user:

[user@client ~]$ Is /etc/krb5.keytab

Is: cannot access '/etc/krb5.keytab': No such file or directory

2. il IdM B inREE,

Hth TR
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55 15 3 IDM B im R S i HERR
o MRMBILEMRRNBZRE, BIEBLBEARZIRITH, HE ZLER WL fRigE— PR
TR, FHIRME iR sosreport,

e sosreport TEM RHEL REGIMEEEEIFIE. HEMRGER. BX sosreport TENEL(F
82, 1ESH sosreport 14 R IN{A7E Red Hat Enterprise Linux R EIEE ?

0Ny

15.4. EB IR
o EFERALEEE— IdM BRSS2MAR, 1ESH 1AM RS 28 2 ZE BN FEHERR .

o FEHRRE IdM BIKRBIF, ESHEFEHERR IdM BIAZRE,
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5516 = BT IDM B i

MREFFImITENE AR P IREEAHEMERAFRET S dM RS5RENERE, BEMANER
keytab, IAEAIUEFEME k. AXHERT, BFEFEAERNINL/EHKRED IdM I
i%o

16.1. IDM T P inEF £

INRE A imit ENE N B P IRBRE S EMRRIT I RET 5 dM IRS5E5R09EE, BEMANEHR
keytab, ILEAIUEFEME k. XHERT, BFEFEAERNINL/EHKRED IdM I
i%o

FEEFFMIREF, BEFmIENR— DM Kerberos Z5AF SSH B4, 1B LDAP BUiEZEHZE Fini &5
REAL, BIIME, ENSS M RFHFREEECR, ENGURT—H, EBRANEMRERKER
E18[R FQDN 8J[E — LDAP *f &,

BF

RRBEEFEMIBZ B MARERNE ik, MREEHETE - (£ ipa-client-install -
-uninstall) SXEZRATHEENFE (£ ipa host-disable) , NI EEFEME.

EAREEEMBRE N IHEEFEME K, XZ2ENIEIdM F, LDAP AR IHFZENXEBMERE " ih
MEN%, BIH FODN, SEFEME iR (ELLEEIZ G LDAP X RIFEFARE) FE, EMEES
HHERE, BAMMBANEMERMTESE FODN WAER LDAP w&t, AL, EGREiE
MME—AEEM M EIE EN, BERENWENSG, FERFLREELREN M B ik, X0AE
BEREFIHIERE, BESNH EHA M B HRS.
BHimEEM I ERR L E A
EEHEASRES, 1dM:

o IBEHEIAENIES

o OE% SSH &4

o EM—HH keytab
16.2. AR AKIEERIME ~in : KEXEIH M
RBLUTRE, ERABNAFNEIEUESARXNEF M I HER(IM)E ik,
1. EFNCEEFHERENENE iR,
2. TEE ' iRA 88 L3217 ipa-client-install --force-join 45 :
I # ipa-client-install --force-join

3. VHARTSESMATEIEMES/HME S, flil, XUk EEEITMEENABH
hostadmin A :

User authorized to enroll computers: hostadmin
Password for hostadmin @EXAMPLE.COM:
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16 = EFEM IDM B/

Hi 5w
o AXFEARNAFANEILIME mEIFES, HEH ERAAAZIEEERT i : RAERXNET R,

16.3. {FAAE it KEYTAB EFTEME S in : IERXRBREFFM

SeRFH
o HRRIAE i keytab X4, IINFE /tmp =X /root B3k,

SR

RIBLUTRTE, EREFmRSH keytab UIERBEAREFEMBHEER(IM)E Fin, B0, FEREH
i keytab E%ﬁ&ﬂﬂ:ﬁﬁﬁ? B3k,

. BEFCEERERENANE S HTLER.
2. fF keytab XM EPIE S HIZIEH O BENE S imiles LB /ete/ B %,
3. £ ipa-client-install TEEFTFMEFim, FHER --keytab £ E keytab FIALE :

I # ipa-client-install --keytab /etc/krb5.keytab

Y
pa
:

--keytab &5 EM keytab R T H MR IIELUS SE M F A, EEFE
M2, 1dM AT P iRE K — N HTHY keytab,

ol

16.4. i IDM & ik
REEHE ipa-client-install 230, BEHBALLET#HTNE,

ZIASFHEE(IME IREE TLURERS 2 LEXHWAFNER, HREGEEREMANIRS =L
EXBAA, B, ERRIAR admin B/ :

[user@client ~]$ id admin
uid=1254400000(admin) gid=1254400000(admins) groups=1254400000(admins)
ZNR BRI REIEET/E, 1EMIEroot A su El root FAF :

[user@client ~]$ su -
Last login: Thu Oct 18 18:39:11 CEST 2018 from 192.168.122.1 on pts/0
[root@client ~]#
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2517 = % IDM & i
ENEERR, EUMINESRHREHREERE(IM)E i,

17.1. £1%; IDM & /i

HEE P IREMEFDEE(IM)BIRBRE iR, URRSRFSHIFAEREN IdM ECE, IRARERS
SFIHRR(SSSD), XRME R I inRAKUBINE E,

SR
1. Hi\ ipa-client-install --uninstall &% :
I [root@client ~]# ipa-client-install --uninstall
2. Ak AEBRESTEEIRE IdM B P Kerberos ZEHRFZHR(TGCT) :
[root@client ~]# kinit admin
kinit: Client 'admin@EXAMPLE.COM' not found in Kerberos database while getting initial
credentials

[root@client ~]#

MR INIRE Kerberos TGT B, iHEE HE 1AM &% « 2 RELEENEHECSE dBEHMEE
-Ili:g?éo

3. AR FimLE, MEBANBEIRHIE keytab, TMARZ /etc/krb5.keytab FfifiFRIEHY Kerberos F 44 :

I [root@client ~]# ipa-rmkeytab -k /path/to/keytab -r EXAMPLE.COM

4. £ 1dM RSS2, M IdM FRifiRRE P imEHBIRTE DNS &8 :

[root@server ~]# ipa dnsrecord-del
Record name: old-client-name

Zone name: idm.example.com

No option to delete specific record provided.
Delete all? Yes/No (default No): true

Deleted record "old-client-name"

5. £ IdM fR5585 9, M IdM LDAP BRS5as s IHERE FimEHRE. X RMBRATA RS FH#EH X E
MAARBIFRAUES -

I [root@server ~]# ipa host-del client.idm.example.com

BF

MR NG ATRELFARER IP it S AEMNEN G REFEME i, BB
WM IdM LDAP BR3P HIBRE P imnENFKBEEXREE,

17.2. 1%, IDM B i : TEUARIN 25 TIN5 5%
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55 17 = H1%; IDM &/ iR
MRIELRGENAE N BHDER(IIM B FimRLZEFNENE, BoEEH IR ERE IdM Z B
Kerberos ECi&.

EXTIERT, BRHFENMBR IdM Kerberos BRE. EELIERT, BlEHRLEEZEIERT

FRFM

e REfHH ipa-client-install --uninstall &35 RMENFEE |IM B mREE, B2, THARRLL
M 1dM R%5255K%3 |dM B Kerberos H4BIZRF 5. (TGT),

e REKET /var/lib/ipa-client/sysrestore Bk 2B NZE, FLLEARREMFHABRPIISTHERIKE
REIH 1AM & i Z BT ED &

SR
1. 122 /etc/krb5.conf.ipa ({5 :

e fNR /etc/krb5.conf.conf.ipa XHHHNAESRE |dM & imZEIH krb5.conf SXH4HHINAHE
[, &AL

i. & /etc/krb5.conf ST :

I # rm /etc/krb5.conf

ii. ¥ /etc/krb5.conf.ipa X E % H /etc/krb5.conf :

I # mv /etc/krb5.conf.ipa /etc/krb5.conf

o 1R /etc/krb5.conf.ipa XHHAET S L IdM & P imZ BIHY krb5.conf XA ARME,
AR AT LAZE D Kerberos BR B B RS B LEIR R FHPRE -

i. EILRE krb5-libs FtES :
I # dnf reinstall krb5-libs

VERIRENTH, iSRS EH %3 krb5-workstation #i S5 /etc/krb5.conf ST{4EIE IE KR
$O

2. & var/log/ipaclient-install.log X (WMNREEHE)
o ZERER IdM A A EIE, aXRAZKRM
[root@r8server ~J# Kkinit admin
kinit: Client 'admin@EXAMPLE.COM' not found in Kerberos database while getting initial

credentials
[root@r8server ~]#

letc/krb5.conf SXHFIMEMREEIHHIRA., Eitt, EBILENEN LR IdM B P ERE Kerberos TGT,
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$F18 = EME IDM EFIRRSE
DFET#R T iAER M ER(IME P imR TG EN A,

“lL%%

BEREIIRE—NFILR, RIFLENIFERERENS, SNFDHITIERF.

BEfre s IdM B imS R E

1 EFEEN. FEESN A M BRSITER &,
2. MENEE 1AM B iR, HEHEEEE HEE i,
3. Em&EN. FEEEE EREE .

4. FERAMABHAEINLRE M B K. FIHFEE ENRES i,

5 EIdMBFinRERREEN. FBEIEFEER EFAMNRS. EFERIEPAEFARINENA,
18.1. %5 IDM & Fim LU T E M %
EHHYAIE N mZE, HIC TR mNELESE, EERFTHNENREFEMTIENG, RN AE
%o
o TAEIENZS LiZ1THRLERRSS -
o f{# ipa service-find f 4y, F7EHH P IHAIHHIEHRIARS -
I $ ipa service-find old-client-name.example.com

o L4, BNENHE—NBRIN ZMES, ZRSTREINE ipa service-find A, FAH
ARFSHIBRSS Eh (¥ K EHEHA) = host/old-client-name.example.com,

e XIF ipa service-find old-client-name.example.com T ~RHIFFERS E1X, EHE old-client-
name.example.com % %i LB keytab FIAGLE :

I # find / -name "*.keytab"

B inRg EENRSEE —MMER N service_name/host_name@REALM B Kerberos E 1%,
5140 Idap/ old-client-name.example.com@EXAMPLE.COM.
o i

RAH 2 AT B YRR A,

I # ipa hostgroup-find old-client-name.example.com

18.2. £1% IDM & i



18 = Hp & IDM B mRSE

HEZ M imEMERER(IMERBIRE M in, URRFARSIFAERERN M ECE, MRARERS
SFIERR(SSSD), XRME R I inRAKUBINE E,

SR
1. Hi\ ipa-client-install --uninstall &% :
I [root@client ~]# ipa-client-install --uninstall
2. AL AEBRESTEEIRE IdM B P Kerberos ZEHFZHB(TGCT)
[root@client ~]# kinit admin
kinit: Client 'admin@EXAMPLE.COM' not found in Kerberos database while getting initial
credentials

[root@client ~]#

WK INIRE Kerberos TGT B, iHE{E HE 1AM B % « 2RELEENEHECSE dBEHMEE
-Ili:g?éo

3. EEFimLE, MEBANBEIRHIE keytab, TMARZ /etc/krb5.keytab FffiFRIEHY Kerberos F 44 :

I [root@client ~]# ipa-rmkeytab -k /path/to/keytab -r EXAMPLE.COM

4. £ 1dM RS589, M IdM FRifiRRE P imEHBIRTE DNS KA :

[root@server ~]# ipa dnsrecord-del
Record name: old-client-name

Zone name: idm.example.com

No option to delete specific record provided.
Delete all? Yes/No (default No): true

Deleted record "old-client-name"

5. £ IdM fRZ585 9, M IdM LDAP BRSF5as s IHERE FimEHRE. X RMBRATA RS FH#EH X E
MAARBIFRAUES -

I [root@server ~]# ipa host-del client.idm.example.com

BF

MR NG ATRELFAREN IP it KRB EN G REFEME i, B
WM IdM LDAP BRE 23 IBRE P imnENFKBEXREE,

18.3. E1#; IDM & /i : FELLRIN R E FHUTHIA NS B

MRIELRGENAE N BHDER(IIMB FimRLZEFNENE, BoEEH IR ERE IdM Z B
Kerberos ECi&.

EXMIERT, BRHMFENMBR IdM Kerberos BRE. EELIERT, BMEHRLEZREIERT

FRFM
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o ZE2fEM ipa-client-install --uninstall 5 T RMENHENE M B A imEcE. B2, BIHARL
M 1dM R%5255K%3 |dM B Kerberos BB F H.(TGT),

o REKET /var/lib/ipa-client/sysrestore B X 2B NZE, FLLEAREEMHHABRPIISTHERIKE
RO 1AM & i Z BT ED &,

SR
1. 122 /etc/krb5.conf.ipa {5 :

e R /etc/krb5.conf.conf.ipa XHHHNAESRE IdM & imZEIH krb5.conf X4 AHE
&, &AL

i. fHB& /ete/krb5.conf 3X{4 :
I # rm /etc/krb5.conf
ii. ¥ /etc/krb5.conf.ipa X E % H /etc/krb5.conf :

I # mv /etc/krb5.conf.ipa /etc/krb5.conf

o IR /etc/krb5.conf.ipa XHHAET SR IdM &P imZ B8 krb5.conf XA ARME,
AR AT LAZE D Kerberos BR B B RS B LEIRER 2 FHIRE -

i. EFTRE krb5-libs 4 :

I # dnf reinstall krb5-libs

VERIRENTH, iSRS EH %3 krb5-workstation {4 E1F] /etc/krb5.conf ST{4-EIEIE KR
$O

2. & var/log/ipaclient-install.log X (WMNREEHE)
o ZRIRER IdM AP EIE, IXROZKRIN

[root@r8server ~J# Kinit admin

kinit: Client 'admin@EXAMPLE.COM' not found in Kerberos database while getting initial
credentials

[root@r8server ~]#

letc/krb5.conf SXHFIMEMRE R HHRA., Eitt, EBILENEN LR IdM B P 3E Kerberos TGT,

18.4. Efmp B EN RS
RIEEZEEMANE. Flm:

I # hostnamectl set-hosthame new-client-name.example.com

WAE, B UERHFNENLFEMIIE(IM)B P IRERREL IdM 1,

18.5. EFT L% IDM B i
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£ 18 = Efpd IDM B EHREE
RIB 2&EE G PRRE, EEMANENLREER iR,
18.6. EFTRMARSS. E|EFEKIUE P EFRINEN A

e
1. EEMEE(IMRS S L, &S IdM BRI T EG S BINARNE DRSS RINETEY keytab

I [root@server ~]# ipa service-add service_name/new-client-name

2. NIE K& 1AM B IR TES S RO TIEBRRS ERIED. ERILUMEX —A :
e FHIIMEHETIER
e {#FH certmonger T2

3 [MEAREFRME EE IdM BRI TES S FIRRNENAS,
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HE19E ) IDM Bl KR EESRY
IR T REBBEIE(IIMBIARMER, ERE&, HRELHNRSHBXLEEXK,
1. &R BIrRSAHR IdM RSB REN—KREK,
2. 1R BRRETHR |dM BI R RERNAIAN IR EX,

3 [AE] MREFEHEFERT FIPS XM RHEL O B EE(dMEIARINE FIPS B TH
RHEL 8 IdM #8Erh, NI EHREIASH T EMRINE KL,

4. BNBEIRRICEIME 1AM I, MFELER, FEAUTETHPRESHRTENRS :
o BREUE IdM B/ i L R EEIA

o FAERZMEI IdM HRGI ERERIA

HitBR
o HXIBIAH

19.1. BIARhRAE K
|dM BIAR 21T 5 H AR S5 S5 HER K EHARAE IdM, H1I30 -
e {KETE Red Hat Enterprise Linux 9 ERE 7 IdM iRZ52%, ©ER 1AM 4x 42,
o TiLWNTE Red Hat Enterprise Linux 9 EZREEEIAR, FHHEA IdM IRAE 4.x HE SR
IXFE R AR IEEC B MAR S5 28 IEFA S HI B BIAN,
BRINELER IdM FAEERRARBYFENE, 5SS LR dM BHEHRREAR S E .

19.2. TR IDM B4 FR A 53k
EELER U TR S SR M BRAS

® The [dM WebUI

* ipafy

o rpm Mm%y

it WebUl SRiRA
1E IdM Web Ul /1, BTLLEBT MA EARA P &35 kR About £ Z REEERR A,

78


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/installing_identity_management/preparing-the-system-for-ipa-server-installation_installing-identity-management
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html-single/planning_identity_management/index

519 = )y IDM BIRLE£EZ RS

& Administrator -

Network Services IPA Server & Profile
@, Change password

Realm Domains Topology A
£ Customization

? About ™

= Log out

{$2A ipa fe 9 B hR A
ESRSTHEHA ipa --version 4,

[root@server ~]# ipa --version
VERSION: 4.8.0, API_VERSION: 2.233

55 rpm faH B RhRZA
IR IdM RS TERIES, ERILUER rpm TERBE LRIRED ipa-server SR AS,

[root@server ~)# rpm -q ipa-server

ipa-server-4.8.0-11.module+el8.1.0+4247+9f3fd721.x86_64
19.3. fAfR 10 A RHEL 8 IDM 1% RHEL 9 BIARF& FIPS
NR RHEL A EE(IdM)EHREE RHEL 8.6 AERIRAMRSI L, NEFEMAK AES HMAC-SHAT 1N
BRBFIAE FIPS X TR RHEL 9 X5, B FIPS B TH RHEL 9 BIARINEIEE, Eoiu@Ed
I HER& 1% FIPS:AD-SUPPORT, 3R{E RHEL 9 41 L /5 FX L& % H,
BT N 5ERE 1% FIPS:AD-SUPPORT, f&W%] LURANAT LA T INEE KB 2 %5

® aes256-cts:normal

aes256-cts:special

aes128-cts:normal

aes128-cts:special

FRFH

o RETERHEL O R4 LB T FIPS &R,
o MFELH FIPS BT RHEL 9 R4EZE N RHEL 8 IdM ELER IdM B,

o |dM EFFIMMBE L EILRZ aes256-cts-hmac-sha384-192, MEEZELR, HHM & IdM =
BRI LAY,
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Microsoft BISE LN B & LM A #HE A E A SHA-2 HMAC B9 RFC8009
Kerberos B KR, MNREEE T IdM-AD 54, NELEZEFEE FIPS:AD-
SUPPORT MN%E F%KB&, BIMFE IdM =AM REZ aes256-cts-hmac-
sha384-192,

ST
e 7fRHEL9 %%it, 5A AES HMAC-SHA1 hnZ5KBUp(E A -

I # update-crypto-policies --set FIPS:AD-SUPPORT

19.4. I IDM & i E REGIK

WITIZ1T ipa-replica-install TE, HIAMBMHRER(IM)BE kLt RERIA K, HEFTEH Akl
= Ak 2 ERNRIARE, MRUTEA—NER, HEF Ak

o MAZRNRAEEANITRENWRES, DHEERAPITERED
o MAZBIHITRIARE,
J33% 1: ipaservers THl4
1. L 1dM admin AP &3 & R EEA—E IdM E -
I $ kinit admin
2. FEFIHVERRINE ipaservers AL :
$ ipa hostgroup-add-member ipaservers --hosts client.idm.example.com
Host-group: ipaservers

Description: IPA server hosts
Member hosts: server.idm.example.com, client.idm.example.com

Number of members added 1

N

ipaservers AR A FFHLER LT ER A EIFNRARN. A, £ F—%F, 4@
RFRGUEE A A LATE N _EINIZAT ipa-replica-install TE,

ik 2 FRA P MEIE
i R A PRI, EEUTER—MEERRNEIRRE

e 37 ipa-replica-install TEfE, iLHHEBE(IIMUREARRREMAZEIE, XERIAHN

?ﬁ%o

e 1IjZ17 ipa-replica-install T2z 7, MENLUSIAS BMRERE K. BRIAEIRES A
admin :
I $ kinit admin
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519 = )y IDM BIRLE£EZ RS

o EEDRZITE, WHN Z&E IdMEIR,
o ROJLUEM Ansible playbook &% IdM BIAR, MITEZER, 1HSHH EF Ansible playbook &
BEREHEERIAR,

19.5. TBINERFME IDM HIRY: L RELRIA
LR EEEMEE(IM)BHEMBI RS L REEIA I, ipa-replica-install TEEH LN RIUEM AR
Fim, REREZEIANAHE, EXMERT, HEFETEMN AE 13K Ak 2 XREBENEIARE, MRUTHE
AI—NEMA, EEE A1

o EMELESNRABTEAHITRENMBEIS, MNEEIHITERID

o THEERIHITAIRARE,

Hik 1 £ 1dM BRS5 38 LA B HIBEHL B TS
EEFPE MRS SR LA TSRS

1. LB GBRER,
I $ kinit admin

2. FAERLERMN IdM EHL. #H ipa host-add 355 # --random £ 4 B A T R4LEIAK
REMFEN— R B,

$ ipa host-add replica.example.com --random

Added host "replica.example.com”

Host name: replica.example.com
Random password: W5YpARI=7M.n
Password: True

Keytab: False

Managed by: server.example.com

YFEAERNBEETEEME IdM BiE, £ROBE™RT NN, EMERE, BFE—1
EEMBIER keytab &,

3. [FREANE ipaservers EHH,

$ ipa hostgroup-add-member ipaservers --hosts replica.example.com
Host-group: ipaservers
Description: IPA server hosts
Member hosts: server.example.com, replica.example.com

Number of members added 1

81



Red Hat Enterprise Linux 9 RE {3 &1

: ==
s ipaservers AR G IR FHLZB R U TFERE AKIENRAFN. i, EF—%

#, ipa-replica-install TE e LAHZ M4 B AIBEN BRI RS E R ATEENL LA
INiEAT,

ik 2 FRAFMEIE

FERAE, ERLURT RS NA M NEIERENEIAZE, BIAFNAEF S admin,
21T IdM BIARET B BIRREEMREF, ERESIRED, BEFRBIMBLED (-principal
admin --admin-password password) E#7INZE ipa-replica-install 65 % H,

HiBR
o EEMRELR, FSM R M EIF,

o RO LI Ansible playbook &% IdM BIAR, MITEZER, 1HSHH EF Ansible playbook &
BEREHEERIAR,
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58 20 E 2% IDM &l&

5620 = L& IDM EIK

UTFENNATMEAERAGSTRECLY)AREARRESHER(IM)EIX, BIXRETESEHINER
FERWEE, HREZRERERIAR,

ZINEEIN [ Ansible BB %ZREIA, BiITfEM Ansible B, ERIU—EMRERFMEE L
LA,

TMEMA Ansible IR EXMERBERAEERINRRER, fN, BINESHRERERIAH
B=7, HLTUEE E AR RERXERE, HPEEEM Ansible #2525 1T
PGS S
FRFH
o B—RRE—DIdMEIX, FXFRNRELIEIEX,

o MHRMEHRLEN IdM BIAREMEF T A5,

. o
MFZRBUITIAS, TR IdM BIRF R,

BRMAIRBENBIARE TR, ESH -

o 2017 "REHHEMM DNS #1 CA B IdM BIA"
o 2027 "REWHLENK DNS Bi%H CAH 1AM EIAR"
o 2037 "REZLEEM DNS {EH CA B IdM &BIK"
o 2047 "RELBEM DNS Hi%E CAH 1AM BIAR"
e 2057 "R |dM [EiBIEIAR"
BRRRBIANLE TN, FSH
o 5215 |dM IR L REEIELER
"G, HBH -
e £520.6 T "M IdM Bl A"

o FHPHMIKE IdM

20.1. REHTH MBI DNS #1 CA 89 IDM &8l
BB TR RES PEE(1dV)EIE :
o HSEMHE DNS
o WHIEBMANIM(CA)
BItn, 1ERTLATEREES A ER CA B 1dM BR% %15 8 %I CA FRS LU BI 4,
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BE
EEA CARERIAN, BIAR CAERBLINSH MRS SR CABE—L.

pign, MRARFGIEFEZEMKB 1AM CA 1FNIR CA, BRAFTEIA BB ITRE LM CA 1F
NAR CA. AHIRRRAEAM CARE.

1£ ipa-replica-install s &5 & 5 --setup-ca £, AT EHIHHRRSS 3/ CABE.

FRFM
o MARMEHMRLEN IdM BIARREMEF T 5,

SR
1. 7£ ipa-replica-install FR % A LU T I%EI :
e --setup-dns FRFEIAREE 7 DNS iR552R

o MBMEABFEREMERSRIEL SR, 1HFEH --forwarder £igEFIRSS 2355 4 2358 --no-
forwarder, ENHIEEBNRREIEE S NERS L L2, 8% REMR --forwarder,

ipa-replica-install TE#% 5 DNS B XHFZ ik, 40 --no-
reverse =% --no-host-dns, BXENINEZELR, FSI[H ipa-replica-
install()F M 71,

e --setup-ca AREEIAFEEZ— CA

BN, BZEHEER DNS RSS2 CAWEIER, EEFAEH IdM RS REENFTA DNS iFXK
%5 B2 (T4 IP 192.0.2.1 LB DNS RS2 -

I # ipa-replica-install --setup-dns --forwarder 192.0.2.1 --setup-ca

2. BETHE, NARIHE DNS ZRAIME IdM DNS 15, #i40, 0R IdM DNS 52
idm.example.com, i57E example.com R RN —NEFEIRSSER(NS)ILFK,

H e
EEREET IIMDNS RSB EES ST,

20.2. REWHER DNS B3%%E CA B IDM BlA
BREUTREZESHEE(IIMEIAE :
o AN DNS

o EERE CAMIIMEBEFEEIEBIANI(CA). BIRKSMAILEPRIFELBIRET CAK
IdM AR5 25,

FoRFM
o MARMEHREEN IdM BIARREMEF T A5,
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SR
1. 7£ ipa-replica-install FR%i A LT I%EI :
e --setup-dns FRFEIAREE H DNS iR55 2R

o MRMBABFEREMEIRS LK 25, 1HEA --forwarder 5 E SRS 2555 X 235X --no-
forwarder, ENHEEBNRREIEEZS N ERSSRIE L %, 5% /REMA --forwarder.

BN, BEKE—NMHEEMR DNS RESBNEIR, EFFAEH IdM IRSSREENAE DNS iK%
% EBZITE IP192.0.2.1 L8 DNS fR552% -

I # ipa-replica-install --setup-dns --forwarder 192.0.2.1

ipa-replica-install TE#% 5 DNS KB XH1TFE HAMhkT, 40 --no-reverse
= --no-host-dns, BXE(INEZER, ESH ipa-replica-install(1)Ff 71,

2. BETHE, NI DNS ZRAIME IdM DNS 15, #1420, 03R IdM DNS 52
idm.example.com, i57E example.com R RN —NEFEIRSSZR(NS)IL R,

BE
EEREREST IIMDNS RSB EEE LT,

20.3. ESHE%£ K DNS {EH CA 9 IDM ElA&
BRBLUTREREFMHEE(IM)EIR :

o BRI DNS

o HHIUEBIAL NI (CA)

BE
TEEA CARERIAN, BIAR CAERBLINSHMARS S CABE—.

pin, MRARFGIFEZEMKB 1AM CA 1FNIR CA, BRLFTEIA BB INRE JFEM CA 1F
NAR CA. AHIRRRAEEAM CARE.

1£ ipa-replica-install s 5 & 5 --setup-ca 1£11, "I EHIHHRRSS 33/ CA BCE.

FoRFM
o MHRMEHMREEN IdM BIAREMEF T A5,

£

1. 7£ ipa-replica-install % A --setup-ca %17,

I # ipa-replica-install --setup-ca
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2. TE1ZBY DNS AR5 25 AR INE G132 H 1dM DNS BRS510K :
a. Ll nsupdate #&=F IdM DNS BRSS 10 % S H BT -

I $ ipa dns-update-system-records --dry-run --out dns_records_file.nsupdate

b. {8/ nsupdate T E#] dns_records_file.nsupdate 3 {4& DNS RS 25123% DNS B#Tik
Ko MNFEELER, ESH RHEL 7 XA (# A nsupdate BETAER DNS il5% . &, 18
[ DNS BR 5525 XA 7S 00 DNS i85,
20.4. ZE% B 5K DNS Bi%%H CA M IDM Bl&
BRBLUTHRELZESHEE(IMEIE :
o BRI DNS
o IERFIEPIMANM(CAMBERT, EFREMBNIEY. XENBLRREE RSN
%A CA.
BE

BAREFERBEERNE=ARSSRIE T RRERSHBHEIR, EHT AR STHFBIE
%% LDAP # Apache FRZ5251E 19#9 CA HISEEE CA IE 5L,

FoRFM
o MARMEHMRLEN IdM BIAREMEF T 5,

e
e A ipa-replica-install, Fi@id ARANX L1 SR IR (AT F8 B IE 5 ST -
o --dirsrv-cert-file
o --dirsrv-pin

o --http-cert-file

o --http-pin

BRERXEETIREASERIEE, H5E B 417 "REEE CAR 1AM IRSSESEAHRHIIE
:E“O

4N -

# ipa-replica-install \
--dirsrv-cert-file /tmp/server.crt\
--dirsrv-cert-file /tmp/server.key \
--dirsrv-pin secret\
--http-cert-file /tmp/server.cri\
--http-cert-file /tmp/server.key \
--http-pin secret
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—

AERN --ca-cert-file 1%£1, ipa-replica-install TEMEREME—KRS R L
B R EUX ER kP 1E B,
20.5. 2% IDM AR BB A
S (RATFH) BIXAR—ABMNEE(IIMRS SR, EAMAEELZTETRAMRS. B2, B
DNS #3278 SRV iCE, HEFREH LDAP RESSAE, EIb, BFHiETEFEARS ﬁﬁ%#&ﬁé 5E
BB,
BRERBIARERE, HSH HiEaAER,
FeREH

o MRIREIRAEEN IdM BIARZEEMIT T %

SR
o ZRIFILEAEIAR, HEALUTHS :
I ipa-replica-install --hidden-replica
HER, RRE AW DNSSRVILE, HEERT LDAP RFGEABHEIR.
LA LU IR BIABR R BN S, HIBIES M (L al AR AN 2
20.6. /i IDM Bl &
tIRalAE, RERAZRRMBES THIE, ETLUERUTHI,
iz
1 TEFEIAPRAEAR
I [admin@new_replica ~]$ ipa user-add test_user
2. BRAFAES - EIARFT L

I [admin@another_replica ~]$ ipa user-show test_user

20.7. 7E IDM Bl A Z 454 12 R HUUTRY B 3%

IdM BlAZZEHA A AT E9E K 5 T ipa-replica-install (B EE(IAM)BIXARETE) FITHER
{’EQ

3 20.1. 7 |dM BlARLE I R hHiTiEk

B B BK
H R rimRg PECER DNS 2472580 DNS AR 1dM BRS5 2369 IP ik
DNS f#Z#f
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Hat Enterprise Linux 9 22 S8

B

xR IR 1dM R S5 28 EROER O
88 (TCP/TCP6 #1 UDP/UDP6) HJiE
K

JSON-RPC T2 4 =B &M IdM IRSS

23 FAET |dM Apache BJ web-

service

{3 SASL GSSAPI B&1F, 4l LDAP =%
WiEERIERER TCP/TCP6 2 IdM AR
%82 FHIRO 389

Bid TCP/TCP6 HIIEKRE IdM ARSS 2%
ey 220

(AT%) $51A] 1dM BRSS 25 _E#Yim O
8443(TCP/TCP6)

= AR

Kerberos

HTTPS

LDAP

SSH

HTTPS

E]:y)

K18 Kerberos ticket

IdM & A ; Bl AR SRANIES
Mk (NRFE)

|dM & P imsE M CA IEPEES 3R, LDAP
BIEEH

£ 1dM RSB EBIEBMA N (R
£ 1dM IR S5 S IRl A R KT 2 H)



% 213 IDM RIARZ ZE SRR

2 21 = IDM Bl R R FEHERR

PUR/NTHah 7 IRERB R KIEY |dM BIARE(ERBTTE, URIMAIARR—LE LR,

21.1. IDM BIAZR &1 BEX M4
REGMHEE(dMEIARE, iESRMINE &l& LM TBREXHH :
e /var/log/ipareplica-install.log
e /var/log/ipareplica-conncheck.log
e /var/log/ipaclient-install.log
e /var/log/httpd/error_log
e /var/log/dirsrv/slapd-INSTANCE-NAME/access
e /var/log/dirsrv/slapd-INSTANCE-NAME/errors
e /var/log/ipaserver-install.log
BIARE LSS DM IR B ARTECREY IdM BRS588 ERILL T HEXHH -
e /var/log/httpd/error_log
e /var/log/dirsrv/slapd-INSTANCE-NAME/access
e /var/log/dirsrv/slapd-INSTANCE-NAME/errors

AEXHNRE—TIREMIIHEN, ™ ERROR 1 DEBUG 5k B INR #t#I4 8 £ T X,

Hith B

o EHE |dM BIARREH#

21.2. 5F IDM Bl AR 5%

BFER |dM BIARZZ R, HFEEHRBIAMRSSF EREHXAEXHRELNER, FHERXL
15 SR AR R AT A S B9 [H) R,

FRFH
o WWEA root Y REEL R IdM BEXHHHRA,

L

1. {8 tail 5 EEREBEXMS /var/log/ipareplica-install.log FHIRHHE IR, UTRAIE R
T&E 10 17,

[user@replica ~]$ sudo tail -n 10 /var/log/ipareplica-install.log
[sudo] password for user:
func(installer)
File "/usr/lib/python3.6/site-packages/ipaserver/install/server/replicainstall.py”, line 424, in
decorated
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func(installer)
File "/usr/lib/python3.6/site-packages/ipaserver/install/server/replicainstall.py”, line 785, in
promote_check

ensure_enrolled(installer)
File "/usr/lib/python3.6/site-packages/ipaserver/install/server/replicainstall.py”, line 740, in
ensure_enrolled

raise ScriptError("Configuration of client side components failed!")

2020-05-28T18:24:51Z DEBUG The ipa-replica-install command failed, exception:
ScriptError: Configuration of client side components failed!
2020-05-28T18:24:51Z ERROR Configuration of client side components failed!
2020-05-28T18:24:51Z ERROR The ipa-replica-install command failed. See
/var/log/ipareplica-install.log for more information

2. BURBAANEFHEXH, EER less TRITHAHEXHHRE, AEMER 1+ M1 §L#%S
it

I [user@replica ~]$ sudo less -N +G /var/log/ipareplica-install.log

3. (") ¥ /var/log/ipareplica-install.log RBIAZRZEN F HESHER, &0 LLEERIATIAR
Faa LEAEMXAES H EE T ERBEMNBIEHRE R,

TRl -

[user@replica ~]$ sudo less -N +G /var/log/ipareplica-conncheck.log
[user@replica ~]$ sudo less -N +G /var/log/ipaclient-install.log

[user@replica ~]$ sudo less -N +G /var/log/httpd/error_log

[user@replica ~]$ sudo less -N +G /var/log/dirsrv/slapd-INSTANCE-NAME/access
[user@replica ~]$ sudo less -N +G /var/log/dirsrv/slapd-INSTANCE-NAME/errors
[user@replica ~]$ sudo less -N +G /var/log/ipaserver-install.log

RS -

[user@server ~]$ sudo less -N +G /var/log/httpd/error_log
[user@server ~]$ sudo less -N +G /var/log/dirsrv/slapd-INSTANCE-NAME/access
[user@server ~]$ sudo less -N +G /var/log/dirsrv/slapd-INSTANCE-NAMEI/errors

e |[dM E”ﬁﬁ%%lﬂlﬂt /L..\Y{q:

o NMRMEBIEMREMMBIALRE, BEBERAZIRIIN, HE L8RS 17 Wi AalgE—»
BAZRIEE, FHiREEIAH sosreport FRZ5 238 sosreport,

e sosreport TEM RHEL RGINEKEEIFIE. BEMRLEER. BX sosreport TEMEZE
B, BB sosreport @4 AR INMEITE Red Hat Enterprise Linux Al E
21.3.IDM CA &5 ix & X4

ESMREE(dIM)BIAR L REZIEBIA NI (CA)BRS 2F NG SMINBIBI AT 52 BEN IdM RSS2 L
HWZMIE,

X211 ERIX (FRHEFSEERIFHES)
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& Hh

Ivar/log/pki/pki-ca- pkispawn &% 289520 (7@ Python BRER
spawn.$TIME_OF_INSTALLATION.log

journalctl -u pki-tomcatd@pki-tomcat output pki-tomcatd@pki-tomcat Ak 55 HIEE IR

Ivar/log/pki/pki-tomcat/ca/debug.$DATE.log PNEHERIZIE(PKI) ™ di% DRI KRB JAVA HERRERER
SEDN

/var/log/pki/pki- PKI @B T A&
tomcat/ca/signhedAudit/ca_audit

varloa/oki/oki-t tca/svst ATFRSEE. ENFECERIETLABILHERE
e /var/log/pki/pki-tomcat/ca/system BB i

e /var/log/pki/pki-
tomcat/ca/transactions

e /var/log/pki/pki-
tomcat/catalina.$DATE.log

EREIARXKBARS &P -
e /var/log/httpd/error_log B &4

EIE 1dM BIX L &% CA RSB AIXERBEALUTHEEXHH :

e /var/log/ipareplica-ca-install.log H &0 {4

pa -

INRERLER L CA HEFRTERN IdM BIARERIN, NARICKER CARFHE ; R1E
Ivar/log/ipareplica-install.log X il K —FKER, RRENLEZITERN, TERINE
BULFIHMBESEGLLT 2 CA REXRWHIFIE,

H—PINBIRELRE CARRSS, root CAZAER CA. MNRZEAER CA BIIE HIN[A],
&7 /var/log/ipareplica-install.log #if st 1%,

o

Lth BT iR

o (O IdM CA IR

21.4. 175 IDM CA ZiEiE iR

BEER 1AM CA REXWR A, HEE CAREERBEXHRELREIR, FERXEEEREBRE
(CIESPNA: Sl

SeRFMH
o W AIBA root Y RERL R IdM BEXHHHRA,

o1
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TR
L BUREAXEEBREXH, 15FH less BFITHFEEXHHNRE, FHEHEZR ScriptError 58

W, AT # SR S . LU RGBT 7 /var/log/pki/pki-ca-
spawn.$TIME_OF_INSTALLATION.log,

I [user@server ~]$ sudo less -N +G /var/log/pki/pki-ca-spawn.20200527185902.1og

XA CA REHHA B EXHES L EE T ERIRETN IR ELRRE R,

e |dM CA i%%ﬁlﬂ% IL;\Y'{L-F

o NRIETFTEMFKRIA IdM RSS2 sE, BIEE—NIIEFARIZFIIN, BELIEE 1 Mih
RO — MR R EE, FiREtARS53589 sosreport.

e sosreport TEM RHEL RGIMEEEITIE. BEMRLEER. BX sosreport TEMEZE
B, 1S sosreport @4 AR INMEITE Red Hat Enterprise Linux I E

21.5. JHIFRER 9 IDM Bl A %%k

MR IdM BIARELRN, —LEEXHTRSETE, THZHRE M BIRKTRESKN, REHEAS
s IPA OEE :

HAINAES IdM EBENR SR

[root@server ~# ipa-replica-install
Your system may be partly configured.
Run /ust/sbin/ipa-server-install --uninstall to clean up.

IPA server is already configured on this system.
If you want to reinstall the IPA server, please uninstall it first using 'ipa-server-install --uninstall".
The ipa-replica-install command failed. See /var/log/ipareplica-install.log for more information

BEERIXA A, TEMBIARREE dM B, M IdM BRI RHBREIAR, H BT,

FeREH
o B root TR,

e
1 EEEREN |dM BIRKEN _EEE 1dM ARSZ3RD
I [root@replica ~]J# ipa-server-install --uninstall
2. TEFRINPRFRE HAbARS 2R £, fHF ipa server-del ey S fHIBR Y R EM R E MR AREM| A,
I [root@other-replica ~J# ipa server-del replica.idm.example.com
3. FHRERIA,

4. MRERNESRERNMITELRE M BIE, FEFRFLEBRFERT
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% 213 IDM RIARZ ZE SRR

LK |dM BIAMER 2 —EER—MNEBEEE LN FTE R, RUNRRAERENEHMENR
RAXH T ENBTEM,

o AXENE 1AM BIARIIEE, ESHEE 1AM BlAE,

o MREBSHEFAALERY, BEE—NUERAZRITHE, EE ZER 1 Wik FRalg—
MREAZRIEE, FHiZMEI A sosreport F1fR%5 254 sosreport.

e sosreport TEM RHEL REGIMEEEEIFIE. HEMRGER. BHX sosreport TEHNEL(F
B, 1S sosreport @4t 4 AR INMEITE Red Hat Enterprise Linux T ?
21.6. FR T RUE UL IR
N |dM BIAZRE KN FF 7R Invalid credentials 5%, MEH _ENREFHATRESRRLERRS

[27/40]: setting up initial replication

Starting replication, please wait until this has completed.

Update in progress, 15 seconds elapsed

[[dap://server.example.com:389] reports: Update failed! Status: [49 - LDAP error: Invalid
credentials]

[error] RuntimeError: Failed to start replication
Your system may be partly configured.
Run /ust/sbin/ipa-server-install --uninstall to clean up.

ipa.ipapython.install.cli.install_tool(CompatServerReplicalnstall): ERROR Failed to start replication

ipa.ipapython.install.cli.install_tool(CompatServerReplicalnstall): ERROR The ipa-replica-install
command failed. See /var/log/ipareplica-install.log for more information

INRIEEF —-no-ntp X -N ETER ARSI 2 TRIARLE, NRERKW, RNRSTEFER
Kerberos ##17 & 2351k,

BRRRXNAE, RESWAEN LR HHEHRE TR,

FoRFM
o BB A root BRY BEIEL RIS H],

£

1. F5){EA chronyd B 25,

FoRES
RS & LR RRGNE, FiXERIARME A5 Z 8T,

[user@server ~]$ date
Thu May 28 21:03:57 EDT 2020

[user@replica ~]$ sudo timedatectl set-time '2020-05-28 21:04:00'

e 5 chronyd@% :
HS A FH Chrony EAFECE NTP, LUEA chrony T EEEMIZE RSN H,
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2. BRZER 1M BlARRE,

Hith5R

o MRETLEMRRUMBIARLE, BEBLIERAIZRITH, 1EE LEE MG AaE—1
AL R EE, FiRESIAN sosreport F1ARS5258 sosreport,

e sosreport TEM RHEL REGIMEEEEIFIE. HEMRGER. BHX sosreport TENEL(F
B, 1S sosreport @4t 4 AR INMEITE Red Hat Enterprise Linux T ?
21.7. Ef IR
o XFE— IdM ARZS Be REHITHRE PR
o [dM B imREEHFEHER
o HBFIKE IdM
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88 22 3 HiIE; IDM Rl&
55 22 & HIE IDM Bl

fE 1AM BB, MBS RS HER(IMBEIE, NRESES, #5H 85 0V 535,
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23 E EEE R
AT T WS A ER (M) B AR S 8872 A S 1,

HiBR
o HXIBIAAH

23.1. RS R, BINESAARINR
L BIRBIAR, SREE(MBEDERSBNEEZAUR— TR, R, EHORERE
PEERIN RS, SFABIREC RS LRI, AR M, Sl TE
AT T AR

o HHIN

o B

o IRIMER

23.1.1. IdM Bl A& 2z (|19 & &l

LEEAETNARSHVBBIAN, FMHERE (IdM) SENRRSS[MBIERZ B G2 417K, ST
WHBERM AR S5 25 12 [F] AN i 2 U R AR B

IdM 8 228/ FRIAX L4, FEXMECESR, FrERIAEMAZIE I P REFHRAES, RILHAN
AR E. SRR L 2 HIN,

23.1. IRFHMBIA L

IdM Server IdM Server 2 (Replica)

Data replication

- agreements -
T o E— ()

Directory Server Directory Server

=l T =
ﬁ Certificate replication ﬁ

Certificate System agreements Certificate System
Storage Storage

|dM {55 FA T Fh & I 1L

S
XEMLEHIFRER.
UEBEHIN
XEHNE R IERER,
A EHIPERMZIRIE), PRSI UAE —RFAHRENEH I Hla, HARFS5EE A FRSES B
NECE THERHNE, EelZRANERHSFMER, MARFIEHES.

23.1.2. {RNE %
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# 23 = EREHHH

N ELE FIEERIREBIE, 1AM R REEIEINEZE © domain #1 ca. BNEHRAR—HEMBIR
%ér, — RIS IR,

EEE I, ERXEMNTRBIRSSFLEMAR—REBH MR,

I8 B4 : dc=example,dc=com

I R4S S FTE AR R EE,
LHADBIATER R HA—DNERE, elSEZEFEE, WAA. HM%KE,

ca suffix: o=ipaca

ca RSB IEPRAHGHEE, ENEFETEREIULBIRIM (CA) RS S L.
LN BIAEH ca BHZ ARG, BITREFIEHEEE,

23.2. it E%

SERVER 1 SERVER 2
Domain Suffix oo R LN > Domain Suffix
Replication
CA Suffix M ——— ————————————-—-—-——————— R > CA Suffix

EREFEIARN, ipa-replica-install IASTEWN & IR 5528 2 Al BRI E HITHL

Bl 23.1. EERIEX
ipa topologysuffix-find fp % TR ELFIK -

Managed LDAP suffix DN: o=ipaca

Suffix name: domain
Managed LDAP suffix DN: dc=example,dc=com

Number of entries returned 2

$ ipa topologysulffix-find
2 topology suffixes matched
Suffix name: ca

23.1.3. ¥R

LT BRIAEENNERZ ABEERDUE, FBHREVMK #H R SNRINFBRE—D 27— 4
TR A T RAKRIMAZ S L BIAR S R.
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IdM FEOIRFNERIRAA B I E R, B PNERRMHESITL : MIRSSER A BIBRS5 28 B FIMARSS 25 B EIARSS
= Ao EItE, BIEHNAES.

B 23.3. B
TOPOLOGY
SERVER 1 SERVER 2 / SEGMENTS
Domain Suffix s~~~ —————-~ AU N—— > Domain Suffix
Replication
CA Suffix D > CA Suffix

Bl 23.2. EHHIN

ipa topologysegment-find 4 2 R igisk CA B R BERN LRITAINS, B0, XFiEE :

$ ipa topologysegment-find
Suffix name: domain

1 segment matched
Segment name: server1.example.com-to-server2.example.com
Left node: server1.example.com
Right node: server2.example.com
Connectivity: both

Number of entries returned 1

EARGS, HBXHEBIBIEN MRS SR ZIAIEEE - serverl.example.com #l

server2.example.com,

ZNERFEERBIFEE, A ipa topologysegment-show a4 :

$ ipa topologysegment-show

Suffix name: domain

Segment name: server1.example.com-to-server2.example.com
Segment name: server1.example.com-to-server2.example.com
Left node: server1.example.com
Right node: server2.example.com
Connectivity: both

23.2. FAAINKEEIESE HIFR
Web Ul SBO3E3 E 5 om T I RS 22 B R, {8 Web Ul, EETLURAERIEEHIRINR T,
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gtk i E N
E=LIE N E

1. 1%+ IPA Server —» Topology — Topology Graph,
2. INREX I ERE SR B I RREE F, iERidi Refresh,
fRRsR &
MAEE FIPML AR SS 2e @ 18 B FT L%, A CA EHIIHNBIARSS 288 i &5 Lk,

R ERA - HEFRHR

DT HENHRIROERT IMRS BN — P AENHEERIb . —  8TRFSFEDEEIHDEAM
RF58%, HEZDPRFSHRZ CARSE.

K 23.4. 1 HiRitapl

v
@

sarverl serverd4

fRiNERA - AHEFFRSR

ETEASRBRINTAS, serverl ZH QR AARMRSHBS LIRS HBEEH ML, BE5H
ffEMAR S5 2aERE A, ik, MR servert HIIHNFE, FrEHEMARS RITHIBE.
peiaRalfe BRIV ES: DR N
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K 23.5. A BRI RE - Bl

server2

rver3

@

serverl serverd
B Rt A
TR LB HE B R AT R RS B L NMRINTT R
K 23.6. BahhETI R
Topology Graph Topology Graph

Z Refresh | | + Add || i Delete

ca

domain

S r2

a e
-

serverl server3

Z Refresh || # Add | | i Delete

ca

s er2

-

-

serverl

r.
>

server3

& LUE A AR IR R8N R FMA
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K 23.7. FEldRicE

# 23 = EREHHH

Topology Graph Topology Graph
o Refresh || +Add | @ Delete = Refresh || +Add || @ Delete
ca ca
domain domain
@ \
o
s er2 sevara
@
o _ . serverl server3
serverl Server3
IRAT LUB I RME BAR A E Sk R o R i KR E A
K 23.8. BahiniEiEh
Topology Graph Topology Graph
o Refresh || +Add | @ Delete o Refresh || +Add | @ Delete
ca ca
domain domain .
k s r2
serverl server3 N
serverl server3

23.3. fFf WEB Ul E N B iRSS 28 2 HX B &
ERSAEE(IM)B Web 5, EEEFRARSR, HETI]Z A0S HHIL

FRFH

o IH|IdIM BEARKIL,

EZ

1 ERHNE R, BERSEEREF—ARSSH TR L,
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K 23.9. 188k CA 2ETI

domain

@)-

r2

@

server3

serverl

2. RIFEEOCIEMORINRAILE, 5 FBEH domain X ca 245,
3. EEREH TaHIIRERFEFUNFE L, NEIFBEEMIRSSR TR, RAEETILT R,
K 23.10. BIERHTER

erver2

o

server3

serverl

4. 1£ Add topology segment B9, Hi: Add EHfEI\FERHNEM.

RS 2R 2 MBI e TMAS R DI, HIMNIHE R RERFNEH A
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B 2311 BB er 7

~@

server3

serverl

23.4. {5 WEB Ul (Z1lE PN ERSS 28 Z AR &
FEREMEE(IM)BE Web R, &0 LUHBRAR S 230 & 11

FRFH

o TF IdM BEEAEIL,
EZ
1 I RREERROER DT L, XaE2ETH L.

K 23.12. HhiitBErE B

server3

serverl

2. Hif Delete,
3. 7£ Confirmation O, i OK,

IdM FHBRPT AR S5 85 2 RIBOFRIMER, XORHHBRENTRIE RPN, HIMEINERRERE R
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23.13. I ERMIBR T

erver2

~@

server3

serverl

23.5. /A CLIFEM MRS 8 AL B
& LUfE A ipa topologysegment-add #3551 7 MR 55 25 22 1A BC B & 1 71130

FRFH

o KA |dM EEAKZIL,

R
1. ¥ ipa topologysegment-add &% P SRS 2R AIE— RN, BIIRTRAT, HR
o FTRAIEHEZ : domain = ca

o RERMIPIRFSBHNET RIAT =

o (W) BRBIBTE LA
g0

$ ipa topologysegment-add

Suffix name: domain

Left node: serveri.example.com

Right node: server2.example.com

Segment name [server1.example.com-to-server2.example.com]: new_segment

Added segment "new_segment"

Segment name: new_segment
Left node: serveri.example.com
Right node: server2.example.com
Connectivity: both

/IJ\\ DD%ﬁEXHE'I_}HE%%EDD 7\5%” bj D(o

2. HE, {£F ipatopologysegment-show f G52 E B EEEHER.

$ ipa topologysegment-show
Suffix name: domain
Segment name: new_segment
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Segment name: new_segment
Left node: server1.example.com
Right node: server2.example.com
Connectivity: both

23.6. {#F CLI Z1IE IR SS 28 2 [ Y &

=] LUfE A ipa topology segment-del 4545 M & S 1T48 1L S HITHL,

FRFH

o KA |dM EEAKZIL,

£

1. BELEEH, BoIMRIRS SR FENHNEHEER, BEMEX—R, SHEEMEERNAT,
NRIERFELF, 15EH ipa topologysegment-find 4 L G RFTE R, FEMHPELEIRR
R, HIRTN, 1HRHATENHINEZ : domain =X ca, 0 :

$ ipa topologysegment-find
Suffix name: domain

Segment name: new_segment
Left node: server1.example.com
Right node: server2.example.com
Connectivity: both

Number of entries returned 8

2. {#F ipa topologysegment-del ap 5l BR K2 P N AR 55 2e B9 R M EX

$ ipa topologysegment-del
Suffix name: domain
Segment name: new_segment

Deleted segment "new_segment”

i PR E& i PR &= 6 #01L

3. #i#, f£H ipa topologysegment-find 4 E IR BB A BT K.

$ ipa topologysegment-find
Suffix name: domain

Segment name: server2.example.com-to-server3.example.com
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Left node: server2.example.com

Right node: server3.example.com
Connectivity: both

Number of entries returned 7

23.7. {£F WEB Ul MR iHiBRAR S5 25
BT LUE R BDEE(dM)Web 5 E MIBF R HERARSS 25

FRFH

o THIdIM BEARKIL,

o EEMIRIIRS B TR EHEHMRSHBSIHINERIBOIM RS ; ISR EMIRS SR
H, XEFRITH,

o EREMPRIIRS 2 F= EBHIRE— CA =X DNS AR5 25,

Digk

==
[=]

JHBRER S5 85 = — DA ALHRVIRAE, WNREMPR T RSS2, FMEEHRSIADHIEIME—
FERENS ERE— DRI,

SR
ZTET MALZREN AR 55 23 A AOIE R T MIRF AR M BRAR 55 2%
1. %% IPA Server —» Topology — IPA Servers,
2. B EMPREIARSS 2RHI B TR,
K 23.14. EFEIR S5 25

IPA Servers
Q < Refresh
[J  Server name Min domain level Max domain level Managed suffixes
J | serverl.example.com 0 1 domain, ca
O | server2.example.com 0 1 domain
J | server3.example.com 0 1 domain, ca
Showing 1 to 3 of 3 entries.
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% 23 = EBE R
3. Hil Delete Server,

23.8. {#F CLI M3RFh P FRAR 5525
o] LAME R ST R EMAE TN HIBRIR S 25

FRFM

o TH M BEARKIL,

o EMEMIRIIRS 2 TR EHEHECRSHBNIINERIBOIM RS ; I2FREMIRSSHEKR
H, XEFRITH,

o EREMPRIIRS 2 F- EHIRE— CA =X DNS AR5 25,

BF

FHPRARSS 8RB — DA HBIRE, AREMIR T RS, WEERSIARRINME—TTE
EENS LRE—THEIE.

SR

Zfif% serveri.example.com :

1. E5—8BMRSE#=L, 21T ipa server-del ap % 3K fHfR serveri.example.com, %o &R
AR5 BRHIRT A HRINER -

[user@server2 ~]$ ipa server-del
Server name: serveri.example.com
Removing server1.example.com from replication topology, please wait...

Deleted IPA server "serveri.example.com”

2. B/ : 7E serverl.example.com t, ;=T ipa server-install --uninstall #3435 3E #1258 # EDEk AR
%A,

I [root@server1 ~]# ipa server-install --uninstall

23.9. f#iFH WEB Ul &%& IDM R% 25 LRSS A6
RIFLELE IdM IRS58 LIRSS, BRILITEM RE#FAE, B :

o CAMRESE

e DNS fR% 25

o EAMEIRI(KRA)IRS 3o
BRIZFHRSHRABHTEIIR, 550 IPARSE - i - RS5HAE,
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o AMAIKE absent ERE RN RERSBRENITAE,
o AMAIKE enabled EXREHRINFHN—PHE MRS HFEHITAE,

23.15. Web Ul hiiR S5 85 8 2

Server Roles
< Refresh
Role name Role status
AD trust agent absent
AD trust controller absent
CA server enabled

23.10. [ CLI &% IDM R55%8 LIRS SR AR
RIFLELE |dM RS2 LIRSS, BRILMTEM RE#FAE, B :
o CAMRESE
e DNS fR% 25
o N BIU(KRA)BRS 35
TR LT 5 S B IR AR AR 55 ST L 1 i,

® ipa config-show &5 L RFTA CA RS 2RLAK AT CA BT ARSS 25 -

$ ipa config-show
IPA masters: server1.example.com, server2.example.com, server3.example.com

IPA CA servers: serverl.example.com, server2.example.com
IPA CA renewal master: serveri.example.com

e ipa server-show &% ILRERERSS 2 LEANARIIR, BN, XF server.example.com £
IELEEp =R TIE

$ ipa server-show
Server name: server.example.com

Enabled server roles: CA server, DNS server, KRA server

e ipa server-find --servrole # 35 A T RHERFHAENMABERS 2. HiM, Z8HRAE CAR
%8s -

$ ipa server-find --servrole "CA server"

2 IPA servers matched
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Server name: serveri.example.com

Server name: server2.example.com

Number of entries returned 2

23.11. FEIARIRFA 7 CA L21TRS5 25 %0 CRL X & RS 25
INRIEH |dM EREFE AR AL RITZ I (CA), HEP—IdM CA RS 2BRFTY CALLITIRS 38 (ZARSS
REE CAFRAIUEPHEI]) . HPF—1IdM CARRS 2T Y IdM CRL A mEIRS 2 (ERIE TN

FIRMARSSER) o BINERT, CALZTIRS 2B CRL A HERSBABLEERSEEAFEH ipa-
server-install 3 ipa-ca-install (s S H &% CA AEHNE—MRS SR L.

SeRFMH
o A |dM EEAEZIL,
SR
o ENHAFIR CA LTRSS %8

o FECERIALIER CRL,

23.12. SR T s ARl A
RERIARE, BULUREERAZEHAZER I,
BXREREIANIFE, BSH G AR,
INREIAZ CAZATIRS %, EERBILLRI ARG HZE S — 1 alEx L,
HIHEEE
BEQMEE IdM CA LLITRRSS 25
SR
o Z[EHEBRIAK, EHIA :
I # ipa server-state replica.idm.example.com --state=hidden
HEH, BILUERAUTRSERIERT L :
I # ipa server-state replica.idm.example.com --state=enabled
EEERINPRBRERNEIARNTIR, HRA :

I # ipa config-show
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https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/managing_certificates_in_idm/generating-crl-on-the-idm-ca-server_managing-certificates-in-idm#starting-crl-generation-on-idm-replica-server_generating-crl-on-the-idm-ca-server
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/planning_identity_management/planning-the-replica-topology_planning-identity-management#the-hidden-replica-mode_planning-the-replica-topology
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/managing_certificates_in_idm/ipa-ca-renewal_managing-certificates-in-idm#changing-ca-renewal_ipa-ca-renewal

Red Hat Enterprise Linux 9 RE G {3 &1

WMRERTRABREE, et TRRRGRENEIAR
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& 24 & LEI35217 IDMHEALTHCHECK T &

24 T 2% H 24T IDMHEALTHCHECK TE

T 2B X |dM Healthcheck TELA R IMAIZEHFZITENEZER

24.1. IDM H ¥y HEALTHCHECK

BHEIE(IdM)H B Healthcheck T E RIS B4 I AT BESSI 1AM B S5 {82 R B 1 55,

pa sy
% Healthcheck TER— w17 LR, HEEL® Kerberos HARIERIER THEA.
B EMIIRY
Healthcheck BB IZARIRA R, FAFN :
o SHlA)
o IEHAENE
o EB AL WAL ELAil 1% A]
e |dM F Active Directory {5 {EF]i#l
o FMRBMXEPNRMATBIGLE
P A AR
HealthCheck L FHiH, EATLEM output-type ETIRIZE :
e json : JSON &Il it (BN
e human : AEAEERHH
& e LA$E A --output-file 1L 1k 15 E R RIS B 1o
R
B Healthcheck #HUREIA T4 RZ — -

SUCCESS
ECiE T
WARNING
FRER, BRENELTREMIEHE
ERROR
RIS E
CRITICAL
REZTHECE, TEESEIFE RIS

24.2. &% IDM HEALTHCHECK

REBLI T RIZELE IdM Healthcheck TE,

m
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TR

e %% ipa-healthcheck ¥4 :

I [root@server ~]# dnf install ipa-healthcheck

e {#FH --failures-only 7%£1{# ipa-healthcheck R &451%, THEETT2H IdM RERE|— /22

[

I [root@server ~]# ipa-healthcheck --failures-only
[

Hith BHR
e {FF ipa-healthcheck --help ZE&EFA X FHFH S,

24.3.:21T IDM HEALTHCHECK
REREATUFINET, SER BERE BahaiT

FRFH

o WIEEE Healthcheck TE, 1555 %% |dM Healthcheck,

EZ

o EFjjz{Thealthcheck, EHiA ipa-healthcheck &4,

I [root@server ~)# ipa-healthcheck

HiBR

BRFIAET, 157EEFMIT: man ipa-healthcheck.

24.4. HFIR

o BXEA IdM RRIRENTG, HSM EA dM R E R

o MEMRSH

o IGIEMREY IdM 1 AD {S{EECE
o SGikiEH

o HIERITIED

o FEMEELZEH

o L IdM BEi&E S HBITRR

o MESH

12

IRAY 1dM PRIE $EE,

ey
4

R


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/using_idm_healthcheck_to_monitor_your_idm_environment/installing-and-running-the-ipa-healthcheck-tool_using-idm-healthcheck-to-monitor-your-idm-environment#log-rotation_installing-and-running-the-ipa-healthcheck-tool
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/using_idm_healthcheck_to_monitor_your_idm_environment
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/using_idm_healthcheck_to_monitor_your_idm_environment/checking-services-using-idm-healthcheck_using-idm-healthcheck-to-monitor-your-idm-environment
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/using_idm_healthcheck_to_monitor_your_idm_environment/verifying-your-idm-and-ad-trust-configuration-using-idm-healthcheck_using-idm-healthcheck-to-monitor-your-idm-environment
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/using_idm_healthcheck_to_monitor_your_idm_environment/verifying-certificates-using-idm-healthcheck_using-idm-healthcheck-to-monitor-your-idm-environment
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/using_idm_healthcheck_to_monitor_your_idm_environment/verifying-system-certificates-using-idm-healthcheck_using-idm-healthcheck-to-monitor-your-idm-environment
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/using_idm_healthcheck_to_monitor_your_idm_environment/checking-disk-space-using-idm-healthcheck_using-idm-healthcheck-to-monitor-your-idm-environment
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/using_idm_healthcheck_to_monitor_your_idm_environment/verifying-permissions-of-idm-configuration-files-using-healthcheck_using-idm-healthcheck-to-monitor-your-idm-environment
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/using_idm_healthcheck_to_monitor_your_idm_environment/checking-idm-replication-using-healthcheck_using-idm-healthcheck-to-monitor-your-idm-environment

%5 25 %= {81l ANSIBLE PLAYBOOK REB{HEHIRS S

2 25 = {#F ANSIBLE PLAYBOOK ZiE BnEIEARSS 2

LUTFE TR 72048 Ansible SRS RECE N IdM BRS 88, IFREEE N IdM RSSEREIL 1AM 153
ERGMA 1dM B imift 1dM BRSS. ES8E 2 H ipaserver Ansible B RS,

SeREH
o RTHE Ansible #1 IdM 1= :
o Ansible Bt
o Ansible i s
o Ansible & #
o Ansible f£%%
o Ansible #&tl

o Ansible play #1 playbook

25.1. ANSIBLE R H %% IDM ML =

Ansible E— MBI E, BFEREBRS. BEUHMPITIRDER, Ansible &% FBLIE(IIM)EY
X, EATLMER Ansible Ek BEHUTREMS, 1M RSEE. BlA. BAWMSHEA (M IRHH%E
&,

{£8 Ansible % |dM B

o BAFEERZE TR0
o BAFERESNINLNKERFMBE, ke, BAUE—NEREXHRBETENER.

o HALMEESNEAXHRATERES, AR MABAMEN, BMES IdM BXEES, e
LESFERERXXMH.

HAth 5T
o H3z/{bt Red Hat Identity Management %23
o HMXNHHEER

o JIdM RSB EHRERT
25.2. 223 ANSIBLE-FREEIPA {48
LUR R T il %24% ansible-freeipa f &,

SeRFMH

o MEIEFIZRE— N EANIT M Red Hat Enterprise Linux %5, &M, ESAE A Ansible X
1Y 2215 RIRE R L&A,

13
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https://docs.ansible.com/ansible/latest/index.html
https://www.redhat.com/en/blog/automating-red-hat-identity-management-installation
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html-single/planning_identity_management/index
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html-single/installing_identity_management/index#preparing-the-system-for-ipa-server-installation_installing-identity-management
https://docs.ansible.com/ansible/latest/installation_guide/intro_installation.html
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SR

mit

o FARMHLUA SSH i, MEFIBIFRIRET R, MEZZET RES SIIEEHIZRH
/root/.ssh/known_hosts XX/,

1E Ansible #£#l23 Ei2 1T AT H %,

. ERHERCE

I # subscription-manager repos --enable rhel-9-for-x86_64-appstream-rpms

2. &% |dM Ansible B :

I # dnf install ansible-freeipa

A% % /Jusr/share/ansible/roles/ B4,

25.3. EX R A ANSIBLE AEALE

ZKiINERT, ansible-freeipa A E# % %% /usr/share/ansible/roles/ B3X ., ansible-freeipa {4 &
RIZEMINT -

14

e /usr/share/ansible/roles/ B ¥ ipaserver. ipareplica #1 ipaclient & 7Zfi#1E Ansible 12
B, ENABBREATE README.md Markdown X4 =B, EAMR, FrEME X
A BRI,

[root@serverl# Is -1 /usr/share/ansible/roles/
ipaclient

ipareplica

ipaserver

e /ust/share/doc/ansible-freeipa/ B %1 README.md Markdown Xt iEH X AN BB
XY, ©iLfFE playbook/ FE %,

[root@serverl# Is -1 /usr/share/doc/ansible-freeipa/
playbooks

README-client.md

README.md

README-replica.md

README-server.md

README-topology.md

e /usr/share/doc/ansible-freeipa/playbooks/ B k17 %=l playbook:

[root@server]# Is -1 /usr/share/doc/ansible-freeipa/playbooks/
install-client.yml

install-cluster.yml

install-replica.yml

install-server.yml

uninstall-client.yml

uninstall-cluster.yml

uninstall-replica.yml

uninstall-server.yml
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25.4. i &K DNS FE&EK CA /E iR CA BB X ES

FEBOXNRAE, SRR IdM 5B DNS R REIMEF AR =T A RN CA FR CA B 1AM RS 8=
FCEE 3 s

_ LRAZFEYE B AR INIAER, E, thALUERA YAML =X JSON &=,

R
1. fll# ~/MyPlaybooks/ B3 :

I $ mkdir MyPlaybooks

2. fil# ~/MyPlaybooks/inventory X {4,

3. TFERSITRE. EEEEAE M RS RIENMRLRES S (FQDN). #5{% FQDN
R T4 -

o RARWTFRYUFFRMEFR(-). HIt, FRVFERTIIL, XS DNS KNI
o IHAWIEMRENE,
4. 187E |dM FHHIHE R,

5. @I RIILL T LTSk 18 E R EF AL DNS :
I ipaserver_setup_dns=true

6. ¥8E DNS R IREB, HEHFEU TRz — :

o NMREFLELREZFF M /etc/resolv.conf XM EAfRTES, EER
ipaserver_auto_forwarders=true 1’5, #1R /etc/resolv.conf {415 EM LTRSS 252
localhost 127.0.0.1 #tblit, SHEBEIEEI LT AMLESH, BIEFEHARN DNS RESSEETEMAH
BRI, U2 {6 A AN T,

e f{fifd ipaserver_forwarders ‘LTI F N5 EBHEL L 85, RES TG AL S IP HlbRMEIZR
M 1dM R %523 LB /etc/named.conf X4,

e {#FH ipaserver_no_forwarders=true %2 & E {5 A AR DNS ARS5 2%,
P2 Y=

JNR%AE DNS ek g, BRINMERRER, BEMIERMHPEHEAM DNS HHH
MRASBEFRAT .

7. ¥57E DNS RAICFME KB, MU TETAIESE :

e {#FH ipaserver_allow_zone_overlap=true Uik 01018 (RMA) Xiz, BEMfEXEZA#E
*ﬁ-c

o {#f ipaserver_reverse_zones UK FHNIEEREK,

o MREBAFELREBZEFUERM DNS Xi5, 15§ ipaserver_no_reverse=true %7,
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R IdM BEERAEX AL, KA LIS ERAER DNS RS EEHX—B
B,

8. 187 admin #1 Directory Manager %13, {#F Ansible Vault R#Z## 1S, FFM playbook ST
F5IA Vault X, 74, BAIUBEREMIEES A X HHBEZENED,

9. (") EEEH IdM RFGSBEAMBE X firewalld X, MIREEFHEBEEE LK, 1M 2F
HARSSANINEIRBIAR firewalld XA, FilE LAIENIAXZ public,

BE
8 EM firewalld X AIEE, FERKAH,

BEMRIRSRERRFE XA (BDERMN)

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=true
ipaserver_auto_forwarders=true

[..]
AamRRSHRER (BF/EN) BB XEH

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=true
ipaserver_auto_forwarders=true
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234

L]
HHEBE X firewalld KA89E 230w H

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=true
ipaserver_auto_forwarders=true

16
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ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234
ipaserver_firewalld_zone=custom zone

{HEATEAETE Ansible Vault X5 admin #1 Directory Manager B 314 & 1dM IR 5583
Y playbook 7=l

- name: Playbook to configure IPA server
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml

roles:

- role: ipaserver
state: present

{8155 30k i admin Fl Directory Manager 153k 14 & 1dM BRS52a8 playbook 7=
i

- name: Playbook to configure IPA server
hosts: ipaserver
become: true
roles:

- role: ipaserver
state: present

Hith BTIR
® man ipa-server-install(1)

e /usr/share/doc/ansible-freeipa/README-server.md

25.5. i B4 EB DNS #1585 CA 1E iR CA WEREB X BES

FTEBOXNRAE, SROUVTEEMSER DNS RS RIIMEHREF BERM CA fF IR CA B IdM RS ERECE
SEHX M,

@ -
. LSRR EE AR INLHE, &, thrRTLIER YAML 3 JSON 8=,

R
1. il ~/MyPlaybooks/ B3 :

I $ mkdir MyPlaybooks

2. fil# ~/MyPlaybooks/inventory X {4,
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18

3. TFERSTRE. EEEEAE M RS R ENMRLRE S (FQDN). #5{% FQDN
R T &4 -

o ARVFEHEFFHMEFTR(). HM, FAVERATIE, X853 DNS KIL
o EINEBMIHWRENE,

4. ¥57E |dM EiFNEHE B,

5. Tf41% ipaserver_setup_dns jET#EIX N no K2R,

6. 187 admin #] Directory Manager %13, {#F Ansible Vault RZF## S, FM playbook ST
5| Vault X, 74, BAIUBEREMIEES A X HHBEZENED,

7. (FI%) IBEEH IdM RS REANEE L firewalld X, IREEEXEBE LK, |dM 2
HARSSAINEIRBIAR firewalld XA, FilE LAIEIAXZ public,

BE
EE firewalld X AIEE, FERKAH,

BEFTRIRSSSRERKFE A XA (BHERA)

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=no

[..]
AamRRSHRER (BF/EN) BB XERH

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=no
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234

[..]

HHBE X firewalld K89E 23045

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
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ipaserver_setup_dns=no
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234
ipaserver_firewalld_zone=custom zone

{HEFATEAETE Ansible Vault X5 admin #1 Directory Manager B 314 & 1dM iR 5583
Y playbook =l

- name: Playbook to configure IPA server
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml

roles:

- role: ipaserver
state: present

{81 A& 30k i admin #l Directory Manager 153k 14 & 1dM IR 55238 playbook 7=
i

- name: Playbook to configure IPA server
hosts: ipaserver
become: true
roles:

- role: ipaserver
state: present

Hith BTR
® man ipa-server-install(1)

e /usr/share/doc/ansible-freeipa/README-server.md

25.6. {#F3 ANSIBLE PLAYBOOK 3% 5% CA B9 IDM frR552328E ) ROOT
CA

SER L RAR, E{EF Ansible playbook E8E 7 A & BIE T 4 /LA (CA)E AR CA B9 1dM BR %535

FoRFEH

W

o ZETREB—NTEEFHS P HULFNF EE T/EM G S EEEM Red Hat Enterprise Linux 9 %

o

WS
S

o ERILLE R U T REZ —RXESENREN NESH
o T E%AK DNS BT

o T ESER DNS BIRTE
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R
1. 1217 Ansible playbook:
I $ ansible-playbook -i ~/MyPlaybooks/inventory ~/MyPlaybooks/install-server.yml
2. WU — -
o MNRIEH |dM ERE(FE S-SR DNS : [F B E1E /tmp/ipa.system.records.UFRPto.db SZ {4 H

B9 DNS BHRICEANINE EIA B ER DNS fRS583H, S#T DNS 1L KA 2R FFERT DNS 2
RARMF

Restarting the KDC

Please add records in this file to your DNS system:
/tmp/ipa.system.records.UFRBto.db

Restarting the web server

H .
TEFF DNS iCRIRINEIINA DNS IRS5 82 7l, RFS5BRETRTM,

o IR IdM ERE{E R DNS:

o IFAREFH DNS ZHERRFERMEI IdM DNS 15, 0, 0% IdM DNS =2
idm.example.com, 57 example.com R RN —NEFEIRSSER(NS)ILF,

' o
FREE M DNS RS BRIEEHSEEXNT H,

o [ AIARS525H9 _ntp._udp AR5 (SRV)ICRARINEER IdM DNS, |dM DNS TR EZH
|dM BR 55 23 O [A] BR 55288 B SRV IL K AT BRERMEBAIANEZ FinRELEIERE NS It
¥ IdM BR%523(E IR AR 535 A5

25.7. i A5 DNS FAER CA fE 1R CA HIEREB X E S

FEBOXNRAE, SROUVIEEM |dM R DNS R A RBVIMEHR R T A HER CA FR CA B 1AM IRS5 8=
FCiEE 3 s

_ LERAZ R EYE B INIAE S, 503, tha LR YAML 5 JSON 1=,

R
1. fll# ~/MyPlaybooks/ B3 :

I $ mkdir MyPlaybooks

2. fil# ~/MyPlaybooks/inventory X {4,

120



55 25 % {1} ANSIBLE PLAYBOOK ZX BB ERIRS %
3. B XTI E, EEEERF 1AM RSB HJMENMTLRE S % (FQDN), 1% FQDN
HRLAT R -
o ARTFREFFRIEFR(-). B, FARFERTIIL, XS DNS KL
o IHEBLIEHENE,
4. 187 IdM HFE(E R,

5. BT RIILL T LTSk i8 E R EF AN DNS :
I ipaserver_setup_dns=true

6. I8E DNS A KRB, HEUTETiZ— :

o MRMFLELRETIZEM /etc/resolv.conf X EAfRTES, EER
ipaserver_auto_forwarders=true 1.5, #13R /etc/resolv.conf X{4AFIEEM L FIRS 252
localhost 127.0.0.1 #dik, SEWMREBEEMNFABEML S, FHEMEERM DNS RS FBELE
MAFEECRI AR, AR BRI {8 A st T,

e {fifd ipaserver_forwarders ‘LTI F N5 EBIEL L 85, RESTRFHR A IP HlbRMEIZR
X1 1dM AR S5 25 £BY /etc/named.conf XA,

e {#FH ipaserver_no_forwarders=true % B & F AR DNS ARS5 2%,

JNR%AE DNS ¥k 8, BRIMERRER, BEMIERMHPEHAM DNS HHH
MRS BEREAT

7. 87 DNS RENCRM K ZE, MEL TR g

e {#F ipaserver_allow_zone_overlap=true Ui R 101 (RMA) Xig, EMfERES0T#E
*ﬁ-o

o {FF ipaserver_reverse_zones iETEFIIEERMAKX,

o MRMAFELRFZIRAZERME DNS X1, i%#A ipaserver_no_reverse=true £,

FH IdM BEERBX 205, &erLAe B 458 DNS IRSSE X —8
B,

e

8. 187 admin #1 Directory Manager %13, {#F Ansible Vault R7Z## 1S, FM playbook ST
FEIA Vault XX, 74, BAIUBEREMIEES A X HHBEZENED,

9. (") EEEH IdM RS BEAMBE X firewalld X, MIREEFHEEBEEE LK, 1M 2F
HRSRMBIBIAR firewalld X, TiE LHFKIAXZ public,

BE
8 EM firewalld K AIEE, FERKAH,
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BEMRIRSREBRFE XA (BLERMN)

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=true
ipaserver_auto_forwarders=true

[..]
AEMRRFSHER (BREFENE) BE 2 XH 6

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=true
ipaserver_auto_forwarders=true
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234

L]
HHBE X firewalld KA9E 23046

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=true
ipaserver_auto_forwarders=true
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234
ipaserver_firewalld_zone=custom zone

[..]

10. NEEWE—NTKLE— playbook, HiIABREMIEPZERIER(CSR), FHHEMZERIRE
HEIRE T RESULE,

- name: Playbook to configure IPA server Step 1
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml
vars:
ipaserver_external_ca: true
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roles:
- role: ipaserver
state: present

post_tasks:
- name: Copy CSR /root/ipa.csr from node to "{{ groups.ipaserver[0] + "-ipa.csr' }}"
fetch:
src: /root/ipa.csr
dest: "{{ groups.ipaserver[0] + -ipa.csr' }}"
flat: true

. NREMNZRESFOES— playbook,

- name: Playbook to configure IPA server Step 2
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml
vars:
ipaserver_external_cert_files:
- "/root/servercert20240601.pem"
- "/root/cacert.pem"

pre_tasks:
- name: Copy "{{ groups.ipaserver[0] }}-{{ item }}" to "/root/{{ item }}" on node
ansible.builtin.copy:
src: "{{ groups.ipaserver[0] }}-{{ item }}"
dest: "/root/{{ item }}"
force: true
with_items:
- servercert20240601.pem
- cacert.pem

roles:

- role: ipaserver
state: present

Hith BTR
® man ipa-server-install(1)

e /usr/share/doc/ansible-freeipa/README-server.md

25.8. N B4 ER DNS #1AER8 CA /E AR CA FIER B X ESH

FTEBOXNRAE, SROVIEEMAER DNS RS RIIME R REH B HER CA F IR CA B 1dM RS ERECE
SEHX M

% LERAZ R EYE B INTAE, 303, tha LR YAML 5 JSON &=,
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£

124

. fll# ~/MyPlaybooks/ B3 :

I $ mkdir MyPlaybooks

. fll& ~/MyPlaybooks/inventory X {f.

CATFB R TYRE, IEEEERF 1AM IRFSHZMENBTEMREE % (FQDN). 4k FQDN

R T 44 -
o RAUTEEFTHMETHC), fIM, FAVFEMATIL, XATHETHDNS &I

o INABAWIHMZENE,

. 87E 1dM HANEE 2.
. #1R ipaserver_setup_dns ET# % N no S22 iR,

. 8% admin #1 Directory Manager %1%, {#F Ansible Vault RZ## S, FM playbook ST

F5| [ Vault XX, 745, thRILIERSMEE S XX 4R EENEN,

(7)) $EEEH 1AM RS B[REABE L firewalld X, MIREEFXEBEEE LK, 1M &F

| HBRSRINEIBAM firewalld K. FIE LHEIAR 2 public,

BE
8 EM firewalld K AIEE, FERKAH,

BEFTRIRSS SR ERKE A XA (BHERA)

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=no

[..]
AamRRSHRER (BF/ENY) BB A XEH

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=no
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234

[..]
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HHBE X firewalld KA9E 2305

[ipaserver]
server.idm.example.com

[ipaserver:vars]
ipaserver_domain=idm.example.com
ipaserver_realm=IDM.EXAMPLE.COM
ipaserver_setup_dns=no
ipaadmin_password=MySecretPassword123
ipadm_password=MySecretPassword234
ipaserver_firewalld_zone=custom zone

[..]

8. NREMB ML OB — playbook, HIABRXREMIEHERIFERK(CSR), FHFHEMEHEE
HEIRE T AU,

- name: Playbook to configure IPA server Step 1
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml
vars:
ipaserver_external_ca: true

roles:
- role: ipaserver
state: present

post_tasks:
- name: Copy CSR /root/ipa.csr from node to "{{ groups.ipaserver[0] + "-ipa.csr' }}"
fetch:
src: /root/ipa.csr
dest: "{{ groups.ipaserver[0] + -ipa.csr' }}"
flat: true

9. NREMZETFOIES— playbook,

- name: Playbook to configure IPA server Step 2
hosts: ipaserver
become: true
vars_files:
- playbook_sensitive_data.yml
vars:
ipaserver_external_cert_files:
- "/root/servercert20240601.pem"
- "/root/cacert.pem"

pre_tasks:
- name: Copy "{{ groups.ipaserver[0] }}-{{ item }}" to "/root/{{ item }}" on node
ansible.builtin.copy:
src: "{{ groups.ipaserver[0] }}-{{ item }}"
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Hth

=X

dest: "/root/{{ item }}"
force: true
with_items:
- servercert20240601.pem
- cacert.pem

roles:
- role: ipaserver
state: present

P

L 1dM IRS5%s - R BEEMBI DNS, RAAER CA £ root CA
man ipa-server-install(1)

/usr/share/doc/ansible-freeipa/README-server.md

25.9. {#FH ANSIBLE PLAYBOOK 428 CA £8& IDM RS 23/F 7 ROOT

CA

SERIELSRAR, E(EA Ansible playbook E8E BB A ERIE T4 MUK (CAVE IR CA BY IdM AR5 25

FoRFMH

L

126

ETRE—TEAHS P it A9 8 TENPHE S EE SR Red Hat Enterprise Linux 9 %

o

N KH

WS
[

A ORI R TR — KRB SR REXN NS
o T EAK DNS BT

o T ESER DNS BRI

. [FR%REE—SMULBFIZ1T Ansible playbook, #[ install-server-step1.yml :

$ ansible-playbook --vault-password-file=password_file -v -i ~/MyPlaybooks/inventory
~/MyPlaybooks/install-server-step1.yml

. TEPRHIZR L3R ipa.csr IEBERIERXM, FRIZ4HEREY CA,

FEAER CA R 1AM CA IE BRI 8 XX RSP, LUMET—4H8 playbook AT EUREIE,

. [FRRERE—SMUIBEIZTT Ansible playbook, %0 install-server-step2.yml :

$ ansible-playbook -v -i ~/MyPlaybooks/inventory ~/MyPlaybooks/install-server-
step2.ymi

PEFE LUz — -


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/installing_identity_management/assembly_installing-an-ipa-server-without-dns-with-external-ca_installing-identity-management
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o MNRITH |dM ERE(FE S-SR DNS : [F B E1E /tmp/ipa.system.records.UFRPto.db SZ {4 H
B9 DNS BHRICRINEITIARISER DNS fRS528 7. B#HT DNS ILRAIT EFRFEH DNS 7
RAEMR.

Restarting the KDC

Please add records in this file to your DNS system:
/tmp/ipa.system.records.UFRBto.db

Restarting the web server

H o
T2 DNS it X RIMNEIIA DNS RS 8a 281, RS BELERETH.

o IR IdM ERE{E R LRI DNS:

o J[HARIEHH DNS ZHRZFEHRMEI IdM DNS 18, a0, 0R 1dM DNS 52
idm.example.com, 157t example.com R HRIN—NEFIRS 25(NS)ITE,

H o
FREZE M DNS RS BRIEEHSEEXNT .,

o fFAT[EARZ5E5HY _ntp._udp BRZ5(SRV)ICRKARIMNEIMER 1IdM DNS, |dM DNS FRET R 551
|dM BR 55 2a O [A] BR 55288 B9 SRV LK AT BRERMEAIANE FinRELEIERE NS It
X |dM AR ZS 25(E RIS (R AR S5 28 @45 .

25.10. {1 F§ ANSIBLE PLAYBOOK 1% IDM R552%

% o
s 4 EUAENSHEER(IMEBEF, 8IF f kFSHE B KHEHAE,
SRR, {H A Ansible playbook S EIE; IdM B, TEAFIH :

e M server123.idm.example.com El%E; IdM EZiE.

e serverl23.idm.example.com FIXEXFIENZ B M IdM $R I BR,

FoRFH

o TEEFITRLE:

o

& fE A Ansible MiA 2.14 St E = ARAN,
o RBZRE ansible-freeipa 4.

o {KBETE ~/MyPlaybooks/ B3RO T — A |dM BRS5 2RHITL R E 154 (FQDN)HY
Ansible ;5.4

o fRBEYF ipaadmin_password 7Zfi%7E secret.yml Ansible vault #,

127


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible
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o ZEff ipaserver_remove_from_topology i MiIE & TE, REWAHEITIE RHELO.3 HER
hRA £,
o EXRETRLE:

o XR47E RHEL 9 L3217,

it

1. FALLTRALIE Ansible playbook 3XfF uninstall-server.yml :

- name: Playbook to uninstall an IdM replica
hosts: ipaserver
become: true

roles:

- role: ipaserver
ipaserver_remove_from_domain: true
state: absent

ipaserver_remove_from_domain j£IM IdM RN EUE ENLERM.

INR server123.idm.example.com BIMH IR S BB FFE B RO4R N, T BRIRVE S48
IE, MIFEZER, HSH MR XTI EZERNRIN, E#EB Ansible
playbook E1#k IdM AR 5528,

2. ENEEIA :

$ ansible-playbook --vault-password-file=password_file -v -i
<path_to_inventory_directorys/inventory <path_to_playbooks_directory>/uninstall-
server.yml

3. fAfRIEM server123.idm.example.com HIFTE & FRAR 5528 (NS) DNS iZ3ERM DNS X iz A il
bR. TIRMEEEAE 1AM IAZ4E8 DNS EIEMEM DNS, XAMEEM. BXAMEM IdM #ij bR
DNSiEXHESER, HSM 7 |dM CLI Fiil[FR DNS i85,

25.11. IR XS BT EZEMRFS, 1E{FEH ANSIBLE PLAYBOOK ElE;
IDM R %525

% o
A HEHAENSHER(IM)EEH, BIF M RF5E 27 IRBAE.

SERLLRAZ, {8 Ansible playbook E1%; IdM EIA, BIEX < ST IdM $hit. TR

#, server456.idm.example.com f-F M¥aFfiIBREIZAF] FQDN 7 server123.idm.example.com
server123.idm.example.com XM EHKE, HHELBIZXS serverd456.idm.example.com LKk #hh
BOH REB D BT FFIE
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&5 25 % {#1f ANSIBLE PLAYBOOK RESHEHIRS S

AE

IR RAEF remove_server_from_domain MR HIFREIA T = 5 Bl FFiEZ A,
MAFEEMET, MRERZMFEENE, BRIEERERBYMNT—BD. &
XMERT, BRIHITLLTIRE -

e 15 ipaserver_remove_on_server {H,

e I ipaserver_ignore_topology disconnect i%i& "} True,

SeRF M
o TEEAHITIRE:
o f&fEM Ansible RA 214 SEBARA,
o RULZITIE RHEL 93 SEBMRA L,
o {RE %% ansible-freeipa H4S,

o f&ETE ~/MyPlaybooks/ BXHOIET — A IdM IR 2HIST LR E & (FQDN)H
Ansible &S,

o fRBEYF ipaadmin_password 7Zfi#7E secret.yml Ansible vault #,
o EZEITRL:

o R 9 HEBREHIZIT,

iy =

1. AL THAAE Ansible playbook X4 uninstall-server.yml :

- name: Playbook to uninstall an IdM replica
hosts: ipaserver
become: true

roles:

- role: ipaserver
ipaserver_remove_from_domain: true
ipaserver_remove_on_server: server456.idm.example.com
ipaserver_ignore_topology_disconnect: true
state: absent

ERERT, NRMBE server123 SaiE T EENIRF : IR
ipaserver_remove_on_server FIEEBXE, Nl server123 LHIEIARREA
server123 I E Hl 1 B ZhHIBR.

2. ENEEIA
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$ ansible-playbook --vault-password-file=password_file -v -i
<path_to_inventory_directory>/hosts <path_to_playbooks_directory>/uninstall-
server.yml

3. fAfRIEM server123.idm.example.com HIFTE & FRAR 5528 (NS) DNS i3 &M DNS X iz Al
bRo TIRMEEEAE 1AM IAZ4E8 DNS EIEMEM DNS, XAMEEM. BXAMEM IdM Hi bR
DNSiEXHESER, HSM 7 |dM CLI Hil[FR DNS it ,

Hith 5w
o SEREMENIA : &, ENMA

o EELUE L5 ansible-freeipa L5301 REEIAT L% IdM RS 2389 Ansible playbook 75,
LR ATREMI A 25K,
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https://github.com/freeipa/ansible-freeipa/tree/master/roles/ipaserver

%5 26 Z= {§f] ANSIBLE PLAYBOOK L3 {3 aEIA

28 26 = {#/H ANSIBLE PLAYBOOK Z# 5 ) BB A
M Ansible JFRGEE N IdM BIAR, SSETFME IdM 15, FiLRGFEREF IdM RS %8 EH 1AM BR

%o

ERE 2 H ipareplica Ansible B EREEMN, ZABAUERABNAZIMER KRG 1dM fRF53. SF1EAR
wiE., B2, NREERLUEZNELXFEBELIELR, EFRANASEABNRIARL, NAIhENEE

MFERIRSS 2REEIA

SeRFZ M
o fREE Ansible #2577 R L% T ansible-freeipa H{4 2.
o RTHRT —HEY Ansible #1 1dM =2,

o RBE 1T XIEEFMEIARIGTN,
26.1. I8 E T L% IDM IR ER., IRSHB[NE N HT =
SR IREEE BT LE IdM BIARE S,

FeRZ4H
o RBHEIE T Ansible #HIT R LUHRBUTEK :
o &R{#F Ansible kA 2.14 HEEHRA,

o fRB1E Ansible %85 £ &4E T ansible-freeipa ¥4,

Pt =

1 TFE XX TRE, EEEMN 1AM BIARNENHTERESE(FQDN). FQDN %l2E

3H) DNS & #5 :

o (NAWHF. FEHFHMEFRE). Hlt, TRFERTIL, XS DNS K,

o INBAWIHMRNE,

U X EIA FQDN B #55 H EHLSCHBI

[ipareplicas]

replical.idm.example.com
replica2.idm.example.com
replica3.idm.example.com

[..]

IR IdM RS58RELEE, B1EIdIMDNS RHREMRIZXET SRV itx, BLHASEIAN

B EtnFERE.
2. [FLE] IREBEERNHRIMOTAREF L XHHRETNNER

75—

INRERB AL, FEME [ipareplicas] &4 A 51 HBIRTA BIAERE AR EH 1dM BRSS

2%, IHTEB UM [ipaservers] E8 X BIRSS %8
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A 1dM BR5543 FQDN % X BIRIZAB97E N X4 B

[ipaservers]
server.idm.example.com

[ipareplicas]

replical.idm.example.com
replica2.idm.example.com
replica3.idm.example.com

[..]

Y2

HE, NMREBEEENLN, BFEFERARENRSHFRBEFERIR, BEoHEERXE
8 [ipareplicas] E3 5 W4 EBI AL BAR S5 280

NEFERIATE LT HE IdM BR 5580975 5301

[ipaservers]
server.idm.example.com
replical.idm.example.com

[ipareplicas]
replica2.idm.example.com
replica3.idm.example.com ipareplica_servers=replical.idm.example.com

£ Lfid, replica3.idm.example.com {# B EH replical.idm.example.com fEhHEHE
R,

=3

MREE—NMROEPEESNEIAR, FENFREROMAG, A% ZERIANBETENE
REA, EFAXMHE VEENEIAL, 10 [ipareplicas_tier1] # [ipareplicas_tier2],
7£ install-replica.yml playbook #- & NH KT B IREY play.

TE LT BIAZH0E A XX

[ipaservers]
server.idm.example.com

[ipareplicas_tier1]
replical.idm.example.com

[ipareplicas_tier2]

replica2.idm.example.com \
ipareplica_servers=replical.idm.example.com,server.idm.example.com

F${# FH ipareplica_servers FMIE—1N B, B/ FKBEMBELRLRET, EFERAZINZEER
ERE |dM BIAHRS, {BRAJITE playbook A7 HIRBESS K E M tierl EREEIAR, ARBM tier2
HERIA,

HNARBIEREFERAFRR play B playbook Xl

I - name: Playbook to configure IPA replicas (tier1)
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hosts: ipareplicas_tier1
become: true

roles:
- role: ipareplica
state: present

- name: Playbook to configure IPA replicas (tier2)
hosts: ipareplicas_tier2
become: true

roles:
- role: ipareplica
state: present

3. [AI%] IRHEAE % firewalld #1 DNS WE %5 & -

g1

IMREHRLRIAFERIEED firewalld X, MAME, ERTUEFEXHHEEE,
BREBAENR, |dM SFERSRMEIBOAL firewalld X, FiE LHBINXZ

BE
8 EM firewalld X AIEE, FERKAH,

HABRE X firewalld K7 5575 52 F WX

Y2

[ipaservers]
server.idm.example.com

[ipareplicas]

replical.idm.example.com
replica2.idm.example.com
replica3.idm.example.com

[...]

[ipareplicas:vars]
ipareplica_firewalld_zone=cusfom zone

INREHLEIAEE IdM DNS RS, 151 ipareplica_setup_dns=true 1T 0E!
[ipareplicas:vars] 35, 74, HIEELREEMEAEARS 2 DNS K4 d :

EREBEIRSBRIL LS, HY ipareplica_forwarders 2 B I F AR FIRFINE
[ipareplicas:vars] £84>, f5I40 : ipareplica_forwarders=192.0.2.1,192.0.2.2

EEMBLERSHRE LS, HFHUTTHRME [ipareplicas:vars] 4 :

ipareplica_no_forwarders=true,

EREEIAM /etc/resolv.conf XTI H YL & BRECE IR 2555 4 25, 1B

ipareplica_auto_forwarders “% £/~ N%! [ipareplicas:vars] &4

wAERIA LB DNS IR 55854 & S804 B80S S 30l

INRIT%
public,
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[ipaservers]
server.idm.example.com

[ipareplicas]

replical.idm.example.com
replica2.idm.example.com
replica3.idm.example.com

[...]
[ipareplicas:vars]

ipareplica_setup_dns=true
ipareplica_forwarders=192.0.2.1,192.0.2.2

&3

&£/ ipaclient_configure_dns_resolve #1 ipaclient_dns_servers %51 (07 FHHYIE) $8E
DNS f#tfras, UFMLEEFERE, XEEH IdM ERBEREMRBI DNS I HF73IE R :

}5%E DNS BT SsRE X FER -

[...]
[ipaclient:vars]
ipaclient_configure_dns_resolver=true
ipaclient_dns_servers=192.168.100.1
P A=
J, ipaclient_dns_servers ZIX NS & IP #llk, EHRRRIT,
Heth BT

e /usr/share/ansible/roles/ipareplica/README.md

26.2. {1 ANSIBLE PLAYBOOK & T %% IDM BIARKEIE
SEHRIX N IR EEE L [dM BIARRIIRT,

FeRZH
o RBHEIE T Ansible #HEITT R LB RBUTEK :
o Z{#F Ansible kA& 2.14 HEFHRA,

o fRBE1E Ansible %85 £ Z&4E T ansible-freeipa ¥4,

TR
1 EE FREERERXA S BE, 401dM admin,

o ZIHEEIEF Ansible Vault EZEES, FM playbook X451 Vault 324, #0install-
replica.yml :

Ak BB 23X Ansible Vault X BIE LR EEB playbook X4~
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%5 26 Z= {§f] ANSIBLE PLAYBOOK L3 {3 aEIA

- name: Playbook to configure IPA replicas
hosts: ipareplicas
become: true
vars_files:
- playbook_sensitive_data.yml

roles:
- role: ipareplica
state: present

AX{aEF Ansible Vault BIIFEAE R, 1ESHE A Ansible Vault 3X14,

EFETE R XEFFIRME admin WEIEA XKLL, 1HEFHE XA [ipareplicas:vars] 9/
{5/ ipaadmin_password 155, AfF, JEHRIHH] install-replica.yml playbook 3244l
MmE

7 . hosts.replica 3X#ER A

[...]
[ipareplicas:vars]
ipaadmin_password=Secret123

ERE L XH R EFENRE L playbook R~

- name: Playbook to configure IPA replicas
hosts: ipareplicas
become: true

roles:
- role: ipareplica
state: present

HE, EFENHAREENERBZRIANS—TMHAFNEIEEAARE, BEHEEFAN
B, 15# R ipaadmin_principal :Li{E 4, #A ipaadmin_password 2L1i{E
NG, RE, EHRXE install-replica.yml playbook SXHZEEIINT -

7 H. hosts.replica 3X#ERHI

[--.]

[ipareplicas:vars]
ipaadmin_principal=my_admin
ipaadmin_password=my_admin_secret123

ERE LR EFEFNRE L playbook R~

- name: Playbook to configure IPA replicas
hosts: ipareplicas
become: true

roles:

- role: ipareplica
state: present
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Hth B

e /usr/share/ansible/roles/ipareplica/README.md

26.3. {4 ANSIBLE PLAYBOOK 32 IDM &I &

SERRILSRFE, {8 Ansible playbook EERE |dM ElIA,

FRFH

W

ETReE—TEAHS IP it A9 8 TENPHE S EIEERM Red Hat Enterprise Linux 9 %

o

WS
S

o MEEET AXEE IdM RIARIEH X,
o MBEET & IdM BIARIIZIL,

R
® JZ1T Ansible playbook:

I $ ansible-playbook -i ~/MyPlaybooks/inventory ~/MyPlaybooks/install-replica.yml

26.4. {8 ANSIBLE PLAYBOOK 13— IDM &l

FEUAENEHEER(IM)EBEH, 8I& M RFS5HR B REAAE, BXRUOAEE 1AM RS
RRIENE, 1ESE HH Ansible playbook E1%; IdM AR %585 =X A Ansible playbook E1%;
IdM BR%5 2%, BIMEIX &5 BT R,

H it 5
o |dM BRSS B ANZE FimiE
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%5 27 = {@f ANSIBLE PLAYBOOK LR S {3 EBE ik

25 27 = {#FH ANSIBLE PLAYBOOK ZE& B {pEIER Fif

TRUMAER Ansible HRGEB N ESNER(IMEMiF, HRAEREN M B RS EEME 1dM 5
, FiEREEER 1AM BRSSEHFER IdM RS,

ERE 2 H ipaclient Ansible BEREEMN, BINERT, ZARMEA autodiscovery BRI IdM BRSS
8. EMEMZE, ABFUBERER Ansible playbook E IS EMIXE, FIANTESH X4,

SeRFZH
o fREE Ansible #2577 R E%&E T ansible-freeipa H{4 2.

o {B{HEF Ansible R4 2.14 S B S A,
o RTHET —R%HY Ansible #1 IdM =&,

27.1. HESAINE FinRERENIZER L XGRS
Z{#HF Ansible playbook Z&E S A ER(IAM)R Fif, 1HEFEXHHEEBRENSE, 1 inventory

o AXENHER
o XHESFHIRMN
RIFBEFBRE ARG, BRXHTURASMIER, INIAERZ Ansible WERINMERZ —, ITHIHER,

EAE RHEL R EEESKFR - REEERMER, 15BRIE Ansible playbook HEE
ipaclient_mkhomedir Z =,

D7
1. ITFE R H1THRE.

BEEKN 1AM B IR ENHTRREENE(FQDN), TRREHZHITZ BN DNS 4
o

o (NAWHF. FEHFHMEFRG). Hlt, TARFERTIL, XS DNS K,
o INABAWIABRNE, FRITERAREFH,

Y0SR7E |dM DNS XHIEMRE T SRV iiE, ZHASBANmA MtV E8E,
RiFAE Fii FQDN E 897 F89E A XN 46

[ipaclients]
client.idm.example.com

[..]

3. EBEFEME A mAEIE, RS AEMT
o i B iREIA A ABREGER, XL,

o 4THEZEERVIEM Ancihla \/anlt EEAFZREL A nlavhank VBRI \/anlt V44 60
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- ALTHEAS NS L MIOIMIS VUMIL ZIN 1 (VAR P JY J1 YN PIMY VNI AN JE g VUL ANy aH

install-client.yml :

Ak BF 5 3XHH Ansible Vault XIS EAFE playbook X B

- name: Playbook to configure IPA clients with username/password
hosts: ipaclients
become: true
vars_files:
- playbook_sensitive_data.yml

roles:
- role: ipaclient
state: present

o 7f inventory/hosts X4 # [ipaclients:vars] 284 ## f ipaadmin_password %773
Rt admin WEIER AR L, E, BEFRBNZEINAS, 15EA ipaadmin_principal
EIE N4, {#/ ipaadmin_password jETi{E N B, $AfE, inventory/hosts i&
L3240 install-client.yml playbook X0 -

ARENHRH

[...]

[ipaclients:vars]
ipaadmin_principal=my_admin
ipaadmin_password=Secret123

SERE L XH R EEFE LM Playbook 2~

- name: Playbook to unconfigure IPA clients
hosts: ipaclients
become: true

roles:
- role: ipaclient
state: true

o ZHIFGEMM B/ U keytab, IIREDATHA,
MRRGIZAE N BHERR M imEM, NRLUERXNET, BEEBLSBEIESAE, &
EH #ipaclient_keytab iR ER:, 18EFNE keytab BISUEFRIERTR, fBIaNTE
inventory/hosts B [ipaclient:vars] {49,

o T1EFALT AR ERMBEN —REF (OTP). EFALLEMEIEAE, WESHEXEHER
ipaclient_use_otp=true i3, 50, E=LLEUHE inventory/hosts ST
[ipaclients:vars] 9 8] ipaclient_use_otp=true i£ TR, 1HEE, WF OTP, ldh
AIEELTRIZ— -

o RBAGEMZE M mMAME, B0, 7 inventory/hosts X4 [ipaclients:vars] B
43#] ipaadmin_password 24t 1{E,

o admin keytab, #l#l, 4 inventory/hosts ¥ [ipaclients:vars] 4 89
ipaadmin_keytab {2 {(E,

4. [AI3%] 1@/ ipaclient_configure_dns_resolve # ipaclient_dns_servers £ (A1 AT K
%) 187 DNS f#ffres, LARMCERIRE, XIEER IdM SREFERASKKE DNS W47 E A -
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157 DNS S BE XX R B -

[.-.]

[ipaclients:vars]

ipaadmin_password: "{{ ipaadmin_password }}"
ipaclient_domain=idm.example.com
ipaclient_configure_dns_resolver=true
ipaclient_dns_servers=192.168.100.1

==
ipaclient_dns_servers ZIX X B & IP Htt, ENBRLIT

5. M RHEL 9.3 748, &AL AT LUEE ipaclient_subid: true %77, 37E IdM %51 £ IdM B ECE
F3ek,

Hth B
e /usr/share/ansible/roles/ipaclient/README.md

o FIHEIE sublD SEH

27.2. HTEEFiRRFZ IR ITEB AN S EF X 4SS

EfEM Ansible playbook ZEFNEERE Fim, IEEFEX4HPEEBIENSE, 1 inventory/hosts

o BXEM. IdM RS2 1AM 153 IdM STERE R
o XHEFHIRMN
RFBEFBRE ARG, BRXHTURASMIER, INIAERZ Ansible WERIMEZ —, ITEIHER,

EAE RHEL R EEESKFRA - REEERMER, 15BRIE Ansible playbook HEE
ipaclient_mkhomedir £,

£

1L IBEZENN |dM B FimIEN T LREENA(FQDN), TERE G DT EEMEI DNS £
o

o (NAVHF. FEFHMEFRG). HIM, TRIFERTIZ, XTESHDNS KM,
o INBRIHMRNE. FRITERKREFH,

2. 7% inventory/hosts SX{FHIHE X ER > 18 E H Ath ik I
o [ipaservers] Zi9 FFRIARS 2389 FQDN 8 RE M IREHEM B 1dM ARSS 25

o LURHAMMETZ— -
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o [ipaclients:vars] 284 ## ipaclient_domain i£T8 R~ E 7 imfHEM EIBY 1dM BRSS 2389
DNS 154

o [ipaclients:vars] 84 1 # ipaclient_realm i£17#57R [dM AR S5 233 HI# Kerberos 15#
&

WAZFim FQDN, AR%52% FQDN HITE L BIsaE 2 4 2Bl

[ipaclients]
client.idm.example.com

[ipaservers]
server.idm.example.com

[ipaclients:vars]
ipaclient_domain=idm.example.com

[..]

3. BEFEME A mAEIE, JANEIEAEMT
o it B iREA A ABREER, XL,

o ZIIERIUEF Ansible Vault RIF(EH S, FM playbook SXF5IA Vault X, 40
install-client.yml :

Ak BE 5 3X4H Ansible Vault XIS EAFE playbook X B

- name: Playbook to configure IPA clients with username/password
hosts: ipaclients
become: true
vars_files:
- playbook_sensitive_data.yml

roles:
- role: ipaclient
state: present

o TAZE£MRZE, FH inventory/hosts {48 [ipaclients:vars] 284 HH
ipaadmin_password iR #t#) admin B9EiE, HE, BEARNTENAS, EHEA
ipaadmin_principal ;£Ti{E N F 4, £/ ipaadmin_password iETi{F h# 5, install-
client.yml playbook 3X#RLIIATF :

ARENHRH

[.-]

[ipaclients:vars]
ipaadmin_principal=my_admin
ipaadmin_password=Secret123

SERE L XH R EEFNTE LM Playbook 2~

- name: Playbook to unconfigure IPA clients
hosts: ipaclients
become: true
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roles:
- role: ipaclient
state: true

o ZEBEMEIE i keytab, fARMBATH :

MRZGZEMFNFHEERS M imEM, NAUERXMNET, EEALSOEILEE, 1§

HYSY ipaclient_keytab JETiBERE, HERETF(E keytab MISCHRIBEE, HIMNTE
inventory/hosts # [ipaclient:vars] {43

o TEFMTEPERMBEN—REEN (OTP), EFALEMINIEAE, HEBAX4PER

ipaclient_use_otp=true 7.7, {5140, &7 LAEUH inventory/hosts SX{4#]

[ipaclients:vars] 9 8 #ipaclient_use_otp=true %ETHER, iHEX, *F OTP, i

W A TR — -

o BAGEMZE M ImMAFMEN, B0, 7 inventory/hosts X4 [ipaclients:vars] B

43#J ipaadmin_password =4t {E,

o admin keytab, #l#l, 4 inventory/hosts B [ipaclients:vars] 4 89
ipaadmin_keytab {2 {(E,

4. M RHEL 9.3 714, 47T LUEE ipaclient_subid: true %50, 3E7E IdM 45 £4 IdM BB P ECE

FEH,

Hith 5w

e /usr/share/ansible/roles/ipaclient/README.md

FHHEIE sublD SEHE

27.3. {8 ANSIBLE PLAYBOOK ##47 IDM & i 33 A B9 352 A3 156 T
e LMER UL TFE—AEFRIN IdM B P i

—

— N BENLE— RS (OTP)+ B B9

— PRI — R ME RIS (OTP)+ admin keytab
ZADEMAPRE P in keytab

BECEM B B XHRIE A in(EER L) AE - B
BRCEMAFETE Ansible vault FRYE Fin(BIR )M A - &Y

LU BiX 75 R0 E B XX 4wl

R 271 7B XHRH

BRAGE AR
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BRAGE AR

— RN — RS SNSR7E playbook HUATILRRHA AR OTP :

(OTP)+ BB

or

[ipaclients:vars]
ipaadmin_password=Secret123
ipaclient_use_otp=true

IR OTP BEREZHFIAH IdM admin 45X :

— PR — R B

(OTP)+ admin keytab |
ZADEM PR i keytab I

R B X PR admin
F3 BT

ZHE1E Ansible vault SRy
admin BB E I

[ipaclients:vars]
ipaclient_otp=<W5YpARI=7M.>

[ipaclients:vars]
ipaadmin_keytab=/root/admin.keytab
ipaclient_use_otp=true

[ipaclients:vars]
ipaclient_keytab=/root/krb5.keytab

[ipaclients:vars]
ipaadmin_password=Secret123

[ipaclients:vars]

[...]

INRISERFHETE Ansible vault X#HHE) admin BB A BB, NI REY playbook XH M T BB AISHY

vars_files 5% :

K 27.2. ##fB1E Ansible vault B9 BS

BH Playbook 34

I [ipaclients:vars]
[...]
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- name: Playbook to configure IPA clients
hosts: ipaclients
become: true
vars_files:
- ansible_vault_file.yml

roles:
- role: ipaclient
state: present



%5 27 = {§if ANSIBLE PLAYBOOK REG{HEEE i

£ BT A BRI R A, EAXB playbook XHRTEEIN AR :

- name: Playbook to configure IPA clients
hosts: ipaclients
become: true

roles:
- role: ipaclient
state: true
M RHEL 9.2 7r#f, FE L4 OTP A=A, £ Kinit HHIEE A TCT EXRA
EEFE—NMEEHAIB 1AM fRSS8: £, FIt, FNEEXS Ansible 12477 A 1T2I4ABIE
., 7E RHEL 9.2 =i, ##I7 = EEE krb5-workstation ({4,
27.4. {fFH ANSIBLE PLAYBOOK %32 IDM & i

SERRIESRFE, {8 Ansible playbook £ IdM EAEEFRERE |dM & i,

FRFH

W

ETRE—TEEFHS IP it FNF EE TEN 42 EEEM Red Hat Enterprise Linux 9 &

o

WS
S

o MEBXET IdM B IHEREMSE, LN NIEHEEY R :
o NEIRINEFinREEKNEFHXHFHNSEH
o YRR IRREIEHRITEB LI KERHEXHFHSE
TR
e Z4T Ansible playbook:

I $ ansible-playbook -v -i ~/MyPlaybooks/inventory ~/MyPlaybooks/install-client.yml

27.5. 7 ANSIBLE {EH— R4 AR E IDM B g

B N B HEB(IM)BIFENER —RERL(OTP), HHERAECENRIUEME M i, LiERE
R T A0RIE 95— 1dM EHLERK OTP [F1EH Ansible 22 |dM & iR,

MR P FEEETRTERHOADRABENR, NEE IdM BFFIRIXNFEFELE
e —1MEH|dM EEAFEIE,
o F—NEBEAMEN Ansible E#E, SIEEAM root Vi TR, By 1AM & /i,

|dM B A HITER OTP BiEM S R E—NERD . Ansible B A HUITRIENRIRE S, HF OTPH
F L2 |dM B i,

FRFH
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EZ
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184 IdM admin EiFs E 4 EH Host Enroliment B LL R 1E IdM HE00 DNS if EHIFLR,
IRBTE Ansible 2B TR EEBE TR FARAE, LUEERRE M B ik,

YNSRIEEY Ansible 2577 R7E RHEL 8.7 IE R A Liz1T, M RETE Ansible 477 m L%
TR Ha,

REBLE T Ansible ¥EHITT LB BT EXK :
o R{#F Ansible kA 2.14 HESHRA,

o

KRB TE Ansible #2125 L %4 T ansible-freeipa #{4 2.,

o EWBEHIRBRTHA IdM IRFEBHTLIREER(FQDN)M Ansible 55 #3214,

W

ETRE—TEAHS IP it A9 8 TENPHE S EEERM Red Hat Enterprise Linux 9 %

o

WS
S

. LIE A Host Enroliment f{ A7 10 DNS 1CRAYBERY IdM A 542 SSH | IdM £, :

I $ ssh admin@server.idm.example.com

. NEEFIRER OTP :

[admin@server ~]$ ipa host-add client.idm.example.com --ip-address=172.25.250.11 --
random

Added host "client.idm.example.com”

Host name: client.idm.example.com
Random password: W5YpARI=7M.n
Password: True

Keytab: False

Managed by: server.idm.example.com

--ip-address= &It;your_host_ip_address > %G ENARINEIF HI5E IP Hik# IdM DNS i,

3. BH 1AM EA -

$ exit
logout
Connection to server.idm.example.com closed.

4. 1f ansible #2H285 £, BEIFEAXHEEISFEHEH

[--]
[ipaclients]
client.idm.example.com

[ipaclients:vars]
ipaclient_domain=idm.example.com
ipaclient_otp=W5YpARI=7M.n

[.-]
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%5 27 = {§if ANSIBLE PLAYBOOK REG{HEEE i

5. WRIBEY ansible 425 IE£321T RHEL HEKETI 9.1, iE%Z% krb5-workstation 24 &2 4
kinit T2 :

I $ sudo dnf install krb5-workstation
6. J&1T playbook EZRER i ¢

I $ ansible-playbook -i inventory install-client.yml
27.6. ANSIBLE & EIIH S EEE i

BHTRME(CL) S ansible-playbook 4 B Ih5EmMK, BEHALLE T 4TI,
a~

ENXEHNEERE MRS LUKERS 2R EEXHWAFMER, HRERESEREWMEITIRS 2 LE LMK
B, i, MEERAN admin B/ :

[user@client1 ~]$ id admin
uid=1254400000(admin) gid=1254400000(admins) groups=1254400000(admins)

ENHEHREIEREESE IR, Hsu- AH—TEFER M A/ :

[user@client1 ~]$ su - idm_user
Last login: Thu Oct 18 18:39:11 CEST 2018 from 192.168.122.1 on pts/0
[idm_user@client1 ~]$

27.7. {5 ANSIBLE PLAYBOOK #1%; IDM & i

SERRIESRFE, {8 Ansible playbook & EHLENEH IdM &/ i,

FRFM

o ZETREB—NIFAEFS IP Hlk# Red Hat Enterprise Linux 9 3&%¢,

o {HMAUIBAIZIT Ansible playbook REIEE F i, #0 uninstall-client.yml :

I $ ansible-playbook -v -i ~/MyPlaybooks/inventory ~/MyPlaybooks/uninstall-client.yml
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HEeKR

BF

Bz imRMENFRREERN M BE, BEREIN EFRBEREXH, UBERES
HEER iR, A%, HEELUTRE :

ERKM IdM LDAP BR55 28 FIHFRE F ik =R B EEORE EECHEAM.
ERRM 1AM FHERMERIAL F & - iR A AR 55

EASM IdM RS 2 IHFRE F imAY DNS & B,

E AR /etc/krb5.keytab 2 4+ keytab B9IHE A,

ENE 2 MIBR 1dM CA hEN A FRBIFRE LD,

o E IdM B i
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%5 28 = U1 A IDM R5583 L %% DNS

55 28 Z 1T E IDM RSS2 L= %E DNS
REBLITRE, ERUEERECHENEER(IIM)ARS 2R LR % DNS RS,

FEREH
o T EFERATASEM DNS B IdM I FIRRE, 0 2% IdM RSS2 Rt « 7 A SEMEY DNS,
BB CA £ root CA,

o THE IdM BRZ5E58Y root Ui [RIT R,
SR
1. [AI£] 35 9F DNS #ARRE7E IdM fRS58s L.
[root@r8server ~J# ipa server-role-show r8server.idm.example.com
Role name: DNS server
Server name: r8server.idm.example.com

Role name: DNS server
Role status: absent

HiBEIARS 28 £3%H IIMDNS,
2. J5 A idm:DL1 3 :

I [root@r8server ~]# yum module enable idm:DL1

3. T# ipa-dns-server ¥{4& K& H ARG

I [root@r8server ~]# yum module install idm:DL1/dns

4. [FEIEIARIEIR S5 % L& DNS :
I [root@r8server ~]# ipa-dns-install
a. AR TEARS =Y DNS ¥4 5.
I Do you want to configure DNS forwarders? [yes]:

o EREFAMIS I DNS KL SR, 1HHA yes, RAEIRBHSITHINBRERE, RET
FEAYTHE % 2% IP HikAInE] 1IdM LDAP,

o BXIEMMEMERIERMEINLE, HEE ipa-dns-install(1) F A 71 ##J --forward-
policy &3k,

o WRMMAAE{HA DNS EEMAMENT, iEHiA no.
INR%A DNS ¥4 25, & |dM i B NS T REfRAT S B A Ze i dh b py, AERAY.
DNS 27, EHIGRRIT A DNS BRESSS£MEHE DNS &ifl,
b. HASRFERTEERE SRS I XM IP Hhilk F4EM DNS RE(PTR)IC %,

I Do you want to search for missing reverse zones? [yes]:

MRECITRRHAZIERTRARK, HAKHHERSUERAXUR PTRIEX,
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Do you want to create reverse zone for IP 192.0.2.1 [yes]:
Please specify the reverse zone name [2.0.192.in-addr.arpa.]:
Using reverse zone(s) 2.0.192.in-addr.arpa.

AR IdM BEEREX AL, KA LISChERAER DNS RS EEIX—B
E,\JO

HEHR

® man ipa-dns-install(1)

148



55 29 F M IDM BRS5 25 ENE R M IDM DNS ARSS

28 29 = M IDM RSS2 EIE 5 AT IDM DNS RS
MREEEDEER(IMEEBREZS N EERK DNS RS 2%, NIRRT REREME A —NIRSS 25 il FREE

FXBY DNS fRS5. ik, ZWiiEfeEH LEHERE IdM ZAIT2EA IdM RSG5, X—REBERN
DNS,

AIRIEATLUR DNS A &RME 1dM IRS528, 1B 1dM TR —FM 1dM ARS5 28 H R BR
DNS A &H A% | ipa-dns-install ©843% A& --uninstall ;%7

FeREZ M
o RBETE IdM RS 25 L %% T &AM DNS,

o XRNZEE IdM RN hRE— 1B DNS RS,
EZd
1 RFITTR DNS fRSS5, FHIRBEFLELIRSSHY 1AM BIE L E15 1AM IRF5E: REUREERF.

2. ER—1TENL, BB ZXBEMBIDNS 1, B—PEKB CA EJ root CA = ZBEAK DNS,
B—DHE CAYED root CA FRBYRIZERME, BABURTERAH,
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% 30 = £%F CAMERZE Y IDM CA RS HRINEI IDM RS 25

MREZAIRE T HEBIUEBIAZ N (CA)AHEHFHREIR(IM)IZ, NIRRT LUEM ipa-ca-install 65 451%
IdM CA BRZSINENE, RIBEMEK, ERILUEFEUTRTZ— :

o [ IdMIEF RS 2: CA IRINN root CA,

o [ IdMIEFARS 2: CA RINNME CA RN, FIFHAER CA EH root CA,

% o
' BRIFW CABEMER, HSMH MG CA RS,

30.1. [ — IDM CA /£ ROOT CA L2 ZII A IDM 15/

MREZAIRE T RBIEDBIMANME(CAHGENEMHEER(IM), NIERLBERTE IdM RSS2 LRk
CA., RBLUTRIE, 7E idmserver RS2 L RE—NARE TEAAER root CA B 1dM CA,

SeRFH
o {&IE idmserver LB root FIR,
o |dM BRZ5 B REETE idmserver L,
o 1T IdM BRE R B RE CA,

o EHE IdM BHREESE B,

1. £ idmserver £, &% |dM IE$ARS52: CA :
I [root@idmserver ~] ipa-ca-install

2. IEIRINPBEA 1AM EHL L, 21T ipa-certupdate TEE{FF |dM LDAP RHIFTIERHERE

#FEM.
HE
INRELERK IdM CA IEBFEHIZ1T ipa-certupdate, NIEHFREH K EIEHAR IdM
*J‘L%%O

30.2. [JE—/NI4E8 CA /5 ROOT CA By IDM CA LRI A IDM 15
MRIBZAIRE T RABIEDBIL TN (CAEENEHREE(IM), NETLRERTE IdM RS 2s LR

CA, IRBBLITRTZ, 1E idmserver RS2 LRE—/ 1AM CA, 1% CA RETFAER root CA, 7£ CA =[]
B O NFEZNdiE CA,

FoRFH

o 1RIE idmserver L BEH root f{fE,

o |dM RS EBREEETE idmserver L,
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5 30 = 7158 CAMEREd T IDM CA RS &2 IDM RSS2

B8 |dM BBE R B R E CA,

BHAE 1dM BREERSE B,

. FHRRE -

I [root@idmserver ~] ipa-ca-install --external-ca

. FHORITREENMIERERER(CSR) BRF.
. 1 CSR R EISER CA,
- FEEIEBESE 1dM BRS5 2.

B RHEB AR CA XHEIER R INE] ipa-ca-install SRARSZREL

[root@idmserver ~# ipa-ca-install --external-cert-file=/root/master.crt --external-cert-
file=/root/ca.crt

. TEFRINRBIEA 1AM EH L, 21T ipa-certupdate TERE A IdM LDAP FFTIEBRER R

#FEM.
HE
TELERK IdM CA IE P fFFi%121T ipa-certupdate BB IL P ARE O X B H At
IdM #1285,

151



Red Hat Enterprise Linux 9 RE {3 &1

FEINEZEFTHE CAWIZF Y IDM CA RS HRINZE IDM RSS2

MRENFHBEE(IMIMEBERET (M IER A (CAIRS, BREM 1AM BRS52 idmserver &
B993%8 CAM 1AM BIA, NEE LUE R ipa-ca-install ©654% CA RS RINE idmserver ,

SFUTTR, XNRESERD :
e |dM CA 22— root CA,

o |[dM CARETF—1MHER root CA,

FRFH

o 1RIE idmserver L EH root f{fE,

|dM BRSS 23R EETE idmserver Lk,

1RE) IdM ZPEBE S — 1AM BRSS8: &% T CA,

BHE |dM BB MR,

TR
e 1f idmserver £, &% IdMiEH AR %s CA :

I [root@idmserver ~] ipa-ca-install
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55 32 ZF M IDM [RS5 33 E1%; IDM CA BRSS

25 32 Z M IDM RSS2 EN%L IDM CA AR5

MRAEHRINPEBELINNTE CAAR NEHEE(IMEIER, FEERNTRIEREHMmERMHAE
AL, (RH)ZUEM 1AM BIAFHERTTRED CA BRSS KA, vk, EHAERER EEHRRE 1AM 28l
TEERAZIN 1AM BIAX, X—R&E CA RS,

™

pa =

BREETLY CA A M 2l 1dM BlARR, B IdM EFRE—FRM IdM BlZ JHER
CA A% : ipa-ca-install 4% 4 --uninstall %77,

FeREH
o MBETERIHIEANLLER IAM RS % ERE T 1dM CA BRS.

e
1 ARITTR CARRSS, FHHZRAELELLRSH 1AM BIA £ E1E 1dM R558F REURTRIRE.

2. ER—BENL, BB LEHTEEMDNS, EE CARIAM RS2 : RBURIEIRE,
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