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Security Advisories Red Hat CVE Database Security Labs
Red Hat Enterprise Linux - l All Variants - All Versions - All Architectures -
= I m m U Low Moderate = @ Important @ Critical
Notifications Preferences
Publish
Advisory Synopsis Severity Products Date h
9 RHSA-2022:1491 Important: java-1.8.0-openjdk security mportant Red Hat CodeReady Linux Builder for ARM 25 Apr 2022
update 64
Red Hat Enterprise Linux for x86_64
Red Hat Enterprise Linux for Power, little
endian
Red Hat CodeReady Linux Builder for
Power, little endian
Red Hat Enterprise Linux for ARM 64
Red Hat CodeReady Linux Builder for
x86_64
Red Hat Enterprise Linux for IBM z
Systems
!} RHSA-2022:1488 Important: java-1.8.0-openjdk security mportant Red Hat Enterprise Linux Server for Power 25 Apr 2022
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1.2. B RENEREENEE B
ERLMER dnf SLARFIIHRSFAETRLEE,
FIE=S 0
o [t ANEIEMBIZLEIT 1,
SR
o JIHFN EHRZENMETRREEN :
# dnf updateinfo list updates security
E{-HSA-2019:0997 Important/Sec. platform-python-3.6.8-2.el8_0.x86_64

RHSA-2019:0997 Important/Sec. python3-libs-3.6.8-2.el8_0.x86_64
RHSA-2019:0990 Moderate/Sec. systemd-239-13.el8_0.3.x86_64

1.3. EREFEN L RENL TR
ERLMER dnf SLARFIIHELZERGNE LTI,
e
o JHFN ERENMBELEER :
# dnf updateinfo list security --installed
E{-HSA-201 9:1234 Important/Sec. libssh2-1.8.0-7.module+el8+2833+c7d6d092

RHSA-2019:4567 Important/Sec. python3-libs-3.6.7.1.e18.x86_64
RHSA-2019:8901 Important/Sec. python3-libs-3.6.8-1.e18.x86_64


https://access.redhat.com/security/security-updates
https://access.redhat.com/blogs/766093/posts/1975923
https://access.redhat.com/front
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14. A DNF EREENS

LS dnf LARE DRI EFESMEEASES,

FRFH
o MANRIENBIZLIEI] A,
o ME—NRENTEMID, HEH HilZE A EEH,

o NHRMMEINEARE,

L

Update ID: RHSA-2019:0997
Type: security
Updated: 2019-05-07 05:41:52
Bugs: 1688543 - CVE-2019-9636 python: Information Disclosure due to urlsplit improper
NFKC normalization
CVEs: CVE-2019-9636
Description: ...

S B ID B NATEMNAL, 50 . # dnf updateinfo info <RHSA-2019:0997>,
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AR
o HHINEIEHLELIIRITE,

£
L R dnf TEZEKZEEH :

I # dnf update --security

--security ZHIEHEEE, MREEBE, dnfupdate REZLFIEEH, TEFEER
1ES M85,

2. My WAFEIRE

Transaction Summary

Upgrade ... Packages

Total download size: ... M
Is this ok [y/d/N]: y

AR EBEHNOGH SR EFEFNER RAMIRE

# dnf needs-restarting
1107 : /usr/sbin/rsyslogd -n
1199 : -bash
LR IIIHEREERNHR, MARRS. L2, EXEFERA systemetl

*ﬁﬁEFEF‘ FIHAHRE, BN, HIHBLHRNAEFEEN, HHTs bash i
TR R U

LERFENSRHENZEEHR

ARLEERT, BURRAFERERENER, fl, ENMEENRSTUETHTEEINER TIHTE
#, EALRNZRFSREREEH, AEURREMRNRETIN.

FRFH
o MANEIENBIZLIEI] A,
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SR
1. ZEFENLS :
I # dnf update --advisory=<Update ID>

FF <Update_ID> B WIEEBHFHLZLAEN ID, B0 :

I # dnf update --advisory=RHSA-2019:0997

HE
I&E LUER dnf upgrade-minimal --advisory= <Update_ID > #35 BHT L &R /KR
AEUCRNAREAS.

2. My WAFHEIRE

Transaction Summary

Upgrade ... Packages

Total download size: ... M
Is this ok [y/d/N]: y

AR EBEHNPGH SR EFTEFNER RAIRE

# dnf needs-restarting
1107 : /usr/sbin/rsyslogd -n
1199 : -bash

Lt SN EEERNHRE, MARRS. XEREREELEFEMA systemetl T
EEF‘ FRAEGIHAIERE, BN, LA LIHREA9R T EEE, Bt 8 bash 2
A IE

2.3. B RRLZEEH
EAUEBENRY, EEETFEHRERERETH.

FoRFH
o MANEIENBIZLIEI] A,

e dnf-automatic ¥{4+a B2 %%,

L
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1. 7£ /etc/dnf/automatic.conf X4, £ [commands] 289 F, IR upgrade_type iETTXE
4 default =% security :

[commands]

# What kind of upgrade to perform:

# default = all available upgrades

# security = only the security upgrades

upgrade_type = security
2. BAFEE) systemd 723 HT
I # systemctl enable --now dnf-automatic-install.timer
1 BWIETNSREREEREA
I # systemctl status dnf-automatic-install.timer

Hth BHR

e dnf-automatic(8) man page

2.4. b TTR
o ES L LB XHAPRT TIFhFIiR S 25 2 2 BHUE,

® Security-Enhanced Linux 3X#%,


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/security_hardening/index
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/using_selinux/index
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