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B1E BESEHHH

AERR T INAEESHER(dM) ARS8 2 FBVE H,

HiBR
o HXIBIAH

11 EREHIN RINE SR
U ORBIAN, SHER(IMREDBRS BNEAZHUB— RN RE, SHORERE
WIERINGSR, YFABAESIINESZ TEZRNI, BERMR—MEIE, ELTHS E
I R T X LA ¢

o EHIMHX

o HIEH

o IRIMER

1.1.1. 1dM Bl 2 [8] B9 & Hl 1%

LEEAETNARSSHVBAIAN, FMHERE (IdM) SENRRSS[MBIERZ B Q2 417K, SFIH
WHAERM AR 55 25 12 [F] AN 2 U R A RS B

|dM 8 28/ ZRIAE A, FEXMECESR, FrERIAEMAZIE IR REFHRAES, RILHAN
AR E. SRR L 2 HIN,

1.1, BRS53RFRIA B

IdM Server IdM Server 2 (Replica)

Data replication

- agreements -
T o E— ()

Directory Server Directory Server

=l T =
ﬁ Certificate replication ﬁ

Certificate System agreements Certificate System
Storage Storage

|dM {55 FA T Fh & w10
15 8 Hil
XLV EHFRER.
UEH S I
XL E BEFE R

A EEIVERMZIRIIE)., PRSI UE — R RENEH DI Hl, HARFS5EE A FRSES B
NECE THERIHNE, EelZRANERHSFMNER, MARFIEHES.

11.2. HINE S


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/planning_identity_management/planning-the-replica-topology_planning-identity-management

B1E EHEG A

HFELE FIEERIBEBIE, 1AM EMAHREEIEINEZE © domain #1 ca. BNEHRAR—HEMBIR
%ér, — RIS IR,

EEE I, EREMNTRBRSSZLEMAR—REEBH MR,

I8 B4 - dc=example,dc=com

I R4S S FTE B R EE,
LHADBIATER R BA—DNERE, elEZEFEE, WAA. HM%KE,

ca suffix: o=ipaca

ca R EIEPRAHGHEE, ENEFETRZRFILBIMLIM (CA) BIRS S L.
LN BIAER ca B AAEHMIE, BITREFIEHEEE,

K 1.2, b E &
SERVER 1 SERVER 2
Domain Suffix e Replication [N > Domain Suffix
CA Suffix ] Replication ~ _______ N CA Suffix

EREFEIARR, ipa-replica-install IASTEWN & RS 28 2 Al BEFNIAFRINE HITHL

Bl EERINER
ipa topologysuffix-find fp % BRI ELFIK -

Managed LDAP suffix DN: o=ipaca

Suffix name: domain
Managed LDAP suffix DN: dc=example,dc=com

Number of entries returned 2

$ ipa topologysulffix-find
2 topology suffixes matched
Suffix name: ca

1.1.3. AR

LT BRIAEENNERZ ABEERDUE, BHREVMK #HER SNRINFBRE—D 27— 4
TR A T REKRIMAZ S I BIAR S5 ER.
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IdM FEOIRFNERIRA B I ERY, B PERRMHESITIL : MIRFSER A BIRS5 25 B FIMARSS 25 B EIARSS
= Ao EItE, BIEHNAES.

Bl 1.3. B
TOPOLOGY
SERVER 1 SERVER 2 / SEGMENTS
Domain Suffix s~~~ —————-~ AU N—— > Domain Suffix
Replication
CA Suffix D > CA Suffix

Bi1.2. EERPE

ipa topologysegment-find 4 2 R igisk CA BRE BN LRITAINS, B0, X FiEE :

$ ipa topologysegment-find
Suffix name: domain

1 segment matched
Segment name: server1.example.com-to-server2.example.com
Left node: server1.example.com
Right node: server2.example.com
Connectivity: both

Number of entries returned 1

EARGS, HBXNBIBAEN MRS SR ZAIEEE - serveri.example.com #l

server2.example.com,

ZNERFEERBIFEE, A ipa topologysegment-show a4 :

$ ipa topologysegment-show

Suffix name: domain

Segment name: server1.example.com-to-server2.example.com
Segment name: server1.example.com-to-server2.example.com
Left node: server1.example.com
Right node: server2.example.com
Connectivity: both

1.2. ERAHEEEEE HIHA
Web Ul shEGIR$NE 5 R T I BRS5 S2 2 IR R, 8 Web Ul, 1B LURERIEHIRINR R,
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vilmlhit A
E=LIEZ N

1. 1%+ IPA Server —» Topology — Topology Graph,
2. INREX IR E SR B I RREE F, iERidi Refresh,
fRa
MAEE FIPML IR SS 2@ 18 B FT L%, A CA EHIIHNBIARSS s @i 7 &5 Lk,

i ERG - HEFRHR

DT HENHRIROERT IMRSFNTRNEFRI N — : BPRFZSFEDEEIIH D EMIRS
&, FHFEZIPRFSHE CARSE.

K 1.4. B iRt R pl

v
@

sarverl serverd4

RINERA - AHEFFROR

FELUTARENBRINTAEIG, serverl B— P SMNE, FrAHMIRSHES RS HEER L, B
S HMEMRSHEEF. Eit, R servert HINHFE, AEHMARS SFGHEIERE.
&5 02 R EUXHERY IR,
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K 1.5. AR RA - B iikE

server2

rver3

serverl

@

serverd4

BE X hIE
BRI LB BB E BRI R

K 1.6. BohfhitE T =

Topology Graph
Z Refresh || # Add | | T Delete

ca

domain

S r2

a e
-

serverl server3

Topology Graph
Z Refresh || + Add || [ Delete

ca

s er2

-

-

serverl

r.
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server3
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B1E EHEG A

Topology Graph Topology Graph
o Refresh || +Add | @ Delete = Refresh || +Add || @ Delete
ca ca
domain domain
@ \
o
s er2 sevara
@
o _ . serverl server3
serverl Server3
1A LU RME BAR A E Sk R o i R E A
i 1.8. BohihitEms
Topology Graph Topology Graph
o Refresh || +Add | @ Delete o Refresh || +Add || @ Delete
ca ca
domain domain .
k s r2
serverl server3 N
serverl server3

1.3. A WEB Ul T & RSS2 2 11X & & il
ERSAEEIIM)B Web 5, EEEFRARSR, HETI]Z M OREFNEHHIL

FRFH

o TH M BEARKIL,

L2

1 ERHNE R, BERSEEREF—ARSH TR L,
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K 1.9. 185k CA T

domain

@)-

r2

@

server3

serverl

2. RIFEEOCIEMRINEAILE, BEHFABEH domain X ca 24,
3. EEREH TaHIIRERFEFIUMNFE L, NERBEEMIRSSR TR, REETILT R,
K 1.10. B ERHTER

erver2

_——@

server3

serverl

4. 1£ Add topology segment B9, Hi: Add EHREI\FERHNEM.

RS 2R 2 MBI R e TIMA SR, HIMNEIIE R RERFNEH A
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1.4. £ WEB Ul {2 L i MR S5 85 =2 [B] O & il
FEREMEE(IM)BE Web R, &0 LUHIFRAR S 230 & 1

FTRFH

o TH M BEARKIL,

B1E EHEG A

U
1 BEREREEHRNE TR L, XAEE DR .
K 1.12. il EErEss R
Q.
rver2~.
Ny
-
server3
serverl
2. B Delete,

3. 1£ Confirmation O, i OK,

IdM FHIBRPT AR S5 85 2 [RIBOFRIMER, ORHHBRENTRIE RPN, HIMEIERREREFRH
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K 1.13. it ExER T

erver2

~@

server3

serverl

1.5. /A CLI ER MRS58 2[RI 231 5
& LUE A ipa topologysegment-add #3551 7 NIR 55 25 22 1A BC B & 1 71130,

FRFH

o KA |dM EEAKZIL,

R
1. ¥ ipa topologysegment-add &% 1 SRS 2R AIE— RN, BIIRTAT, HR
o FTRMIIEHES : domain = ca

o KRERMPRFSBHNET RHAT =

o (W) ERBIBTE LA
fugn

$ ipa topologysegment-add

Suffix name: domain

Left node: serveri.example.com

Right node: server2.example.com

Segment name [server1.example.com-to-server2.example.com]: new_segment

Added segment "new_segment"

Segment name: new_segment
Left node: server1.example.com
Right node: server2.example.com
Connectivity: both

/IJ\\ DD%EEXHE*I_}HE%%EDD 7\5%” bj D(o

2. HE, {£F ipatopologysegment-show f 52 S B EEEHER.

$ ipa topologysegment-show
Suffix name: domain
Segment name: new_segment

12
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Segment name: new_segment
Left node: server1.example.com
Right node: server2.example.com
Connectivity: both

1.6. £ A CLI{Z 1L NP BAR S5 25 =2 [A] B9 & il

=] LUfE A ipa topology segment-del #5455 M & ST 1IE S HITHL,

FRFH

o KA |dM EEAKZIL,

L

1. BELEEH, BAIHRIRSSRZFENHNEHEE, BEMEX—R, SHEEMEERNAT.
IMRIERHELFR, 5F A ipa topologysegment-find 53k B /RFIAER, HEM B HIHEIFT
TR, IR, 1HRHAIENHINEZ : domain =X ca, 0 :

$ ipa topologysegment-find
Suffix name: domain

Segment name: new_segment
Left node: server1.example.com
Right node: server2.example.com
Connectivity: both

Number of entries returned 8

2. {#F ipa topologysegment-del @p 5 BR K2 P AR 55 2e B9 R M EX

$ ipa topologysegment-del
Suffix name: domain
Segment name: new_segment

Deleted segment "new_segment”

i PR E& i PR &= A6 #01L

3. #i#, f£H ipa topologysegment-find 4 FI IR BB A BT K.

$ ipa topologysegment-find
Suffix name: domain

Segment name: server2.example.com-to-server3.example.com

13
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Left node: server2.example.com

Right node: server3.example.com
Connectivity: both

Number of entries returned 7

1.7. {5 WEB Ul M3E i BRAR S5 28
BT LUME R BDEE(dM)Web FE MIBF R HERARSS 25

SeRFMH
o RF |dM BEEAEZIL,

o HMEMFRERS R T2

EEEMRS RS HINERB O —RSES ; XI2FRHEMRSHZEE
H, XETRIFH,

o EEMPRIIRS 2 F=- EHIRE— CA =X DNS AR5 25,

Digk

==
[=]

JHBRER S5 88 2 — DA AIHRYIRAE, WREMPR T RSS2, FMEEHRSIADAIEIME—
FERENS ERE—TDHEIA,

SR
ZTET MALZREN AR 55 23 A AOIE R T MIRF AR M BRAR 55 2% -
1. %% IPA Server —» Topology — IPA Servers,
2. B EMPREIARSS 2HI B TR,
K 1.14. EREARSS 2

IPA Servers
Q < Refresh
[J  Server name Min domain level Max domain level Managed suffixes
J | serverl.example.com 0 1 domain, ca
O | server2.example.com 0 1 domain
J | server3.example.com 0 1 domain, ca

Showing 1 to 3 of 3 entries.
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3. Hil Delete Server,

1.8. {8 CLI MR HIBRAR 55 25
T LA 6 51T B MIBH e BRAR 25 55

FRFM

o TH M BEEARKIL,

o EMEMIRIIRS 2 TR EEHECRSHBNIINERIBOIM RS ; ISR EMIRS SR
H, XEFRITH,

o EMEMPRHIRS 3 T - BHRE— CA =X DNS AR5 25,

BF

FHPRARSS 822 — DA HBIRAF, REMIR T IRFSER, WEERSIARRINME—TTE
=HENS LRE—THEIE.

TSI

Zfif% serveri.example.com :

1. E5—8BMRSE#=L, 21T ipa server-del ap % 3K fHfR serveri.example.com, %o &R
AR5 BRHIRT B HRINER -

[user@server2 ~]$ ipa server-del
Server name: serveri.example.com
Removing server1.example.com from replication topology, please wait...

Deleted IPA server "serveri.example.com”

2. B/ : 7E serverl.example.com t, ;=T ipa server-install --uninstall &34 & MA1258 & EDEk AR
F e,

I [root@server1 ~]# ipa server-install --uninstall

1.9. {5/ WEB Ul &%& IDM RS & LRSS B AR
RIFLELE IdM RSS2 LIRSS, BRILTEM RE#FAE, B :

o CAMRESE

e DNS fR% 25

o EAMEIRM(KRA)IRS 3.
BRIZFHRSHRABHTEIIR, 550 IPARSE - i - RS5HAE,

15
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o AMAIKE absent ERE I RERSBRENITAE,
o AN enabled EXRBEHRINFHN—PHEZ MRS HFEHITAE,

1.15. Web Ul FIiRSS2R A R

Server Roles
< Refresh
Role name Role status
AD trust agent absent
AD trust controller absent
CA server enabled

1.10. £/ CLI &%& IDM [R5 23 LIRS B AR
RIFLELE IdM RS2 LIRSS, BRILITEM RE#FAE, B :
o CAMRESE
e DNSfR% 25
o N BIU(KRA)IRS 5.
ST LT 5 S B IR AR AR 55 ST L 1

® ipa config-show &5 L RFTA CA RS 2RLAK AT CA BT ARSS 25 -

$ ipa config-show
IPA masters: server1.example.com, server2.example.com, server3.example.com

IPA CA servers: serverl.example.com, server2.example.com
IPA CA renewal master: serveri.example.com

e ipa server-show &% L RERFERSS 2 LR AMNARIIR, BN, XF server.example.com £
fERANABIIRK

$ ipa server-show
Server name: server.example.com

Enabled server roles: CA server, DNS server, KRA server

e ipa server-find --servrole # 35 A T RHERFHAENMBERS . HlM, Z8HRAE CAR
%8s ¢

$ ipa server-find --servrole "CA server"

2 IPA servers matched

16
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Server name: serveri.example.com

Server name: server2.example.com

Number of entries returned 2

1T S BIARR A CA LTRSS 2540 CRL X & AR S5 2%
INREH 1dM ERBERBRALXIEPIAZ NI (CA), HA—1IdM CA RS2 H CA LTRSS (ZRSS
REE CAFRAUEPHE]) . HPF—1I1dM CARRS 2T Y IdM CRL A mERS 2 (ERIE P HEH

FIRMARSSER) . BRINERT, CALZLTIRS B CRL A HERSBABLREERSEEAFH ipa-
server-install 3 ipa-ca-install (s S EH &% CA AEHNE— MRS SR L.

FRFM

o &F IdM BEEAEIL,
112, BRI IR TG BRI &
iz
REREIAXRG, BAILUREBERIARSEREILSZR MW,
BXRIEEBIANIFE, HSH EEal A&,
INREIARZ CALITIRS 2R, IHERRLEIRINRSBE 7 — IR L.
HEEEE
iz
o E[THREIA, HHEA :
I # ipa server-state replica.idm.example.com --state=hidden
HEF, EALMERAUTRSEaIARRT
I # ipa server-state replica.idm.example.com --state=enabled
EHEEHRINPIAIRRERNEIANIIR, HRA -
I # ipa config-show

MRERTARBERIE, afitTRRIGRENER

17
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52 E HAEIIMELIER ANSIBLE PLAYBOOK &2 IDM
ENEBEMHER (IdM) BRAEE R, 1EFH Red Hat Ansible Engine i, SRIFHITLLTIRE :
o HEMMEBTH, BEBL AT Ansible playbook B FE 3, #1 ~/MyPlaybooks.

o J4/r~f5l Ansible playbook M /usr/share/doc/ansible-freeipa/* #1 /usr/share/doc/rhel-system-
roles/* BRUKRENHNFEXEFE ~/MyPlaybooks Bk FHH{TIHEE,

o [FERXMHEENE ~/MyPlaybooks B XM,

WX AE, ERIE—MIBIREIFTA playbook, FAILAEAREA root FHIHIRTIR T T
playbook,

—

k

N
pa
:

¢l

TREZESZE T R LEESA root fURKINT ipaserver. ipareplica. ipaclient #
ipabackup ansible-freeipa 2, XEABEEEREEM dnf BB RN
TR

RIBLUTRIZCIE ~/MyPlaybooks B X FHi#H1TECE, LAEETLUER©REMIIZIT Ansible
playbook,

FoRFM

o MBAEZTE TR LERET |AM RS 25 server.idm.example.com 1 replica.idm.example.com,

o MEHELE T DNS FIM%LE, LAMEEATLABEREMIZEST mERESZE T = serveridm.example.com
#0 replica.idm.example.com,

o RFEE IdM admin Zfid,
SR
1. EEX B NIER Ansible BE2EH] playbook BB :
I $ mkdir ~/MyPlaybooks/
2. # A ~/MyPlaybooks/ B3 :
I $ cd ~/MyPlaybooks
3. FEAHAUTARZELE ~/MyPlaybooks/ansible.cfg X4 :

[defaults]
inventory = /home/your_username/MyPlaybooks/inventory

[privilege_escalation]
become=True

4. FRALTRALIE ~/MyPlaybooks/inventory X {4 :

[eu]
server.idm.example.com

18
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[us]
replica.idm.example.com

[ipaserver:children]

eu
us

LEEE L TMANENAH, Bl euflus, AFXILEMEFREN. 4, HEEEXLT
ipaserver £H4H, ©EEXE eu #l us HBFE EM.

5. [|%k] B8 SSH NEAFMAEH, BEAENHIMEDELIAR, EABEERHP BRI
I $ ssh-keygen
6. I SSH NHEFIFIENZET = LH IdM admin Tk f :

$ ssh-copy-id admin@server.idm.example.com
$ ssh-copy-id admin@replica.idm.example.com

XS EREE A IdM admin Zi5,

HibFiR
o HS A {F/ Ansible playbook ZEH N EEIRS 25 o

o ES[H MRS

19
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g 3 & {#F ANSIBLE &1 IDM A E $l3a
BRI LU SN B EE (IdM) RSS2, HESIIHEEES, LUSLHIRRE®N, LURDSBhIERS 2%
&K, BN, MER—PIRS SRR, HMRSS SRS NIHIRHERS . BT URBERIRIRS S 0IEFRIA
FIkE EKMIRS 250
FHETE IdM RSS2 LMBIESRIBE HITMNES : Y BIRSREE T EFE, el NEZEHEE.
SHNBUEEMHERINEZR T, YHNBIAETHEHER A EEEHIVME, ERAMR—NRINGE
(segment) .

AZ Pk T a0{A A Red Hat Ansible Engine B IdM E4I1iX. RIbFRFAHESR. AZESUT
B -

e f#f Ansible &R |dM REFEE HITY

e f#f Ansible B8R Z 1 |dM BIARZ [AIFFTEE HITHL
o (i Ansible REMPEIAZ B R EFEEH X
o {#/ Ansible KiF IdM A2 B FERING A

o {#f Ansible EF AL IdM BIA

e f#f Ansible R IdM Hi& B E HIHYL

3.1. £/ ANSIBLE #f{® IDM RZEE &l /MY

FHRAESMNERE (IdM) RS S LWBEFHETENMNINL : BET WMRS SN, SlAZHEE. S
MR E NI : BEME—TRIEEHE A —PEIE, A—TRIFEHIE -1 EIZF.

REBLUTFRAE, A Ansible playbook #{% server.idm.example.com #[ replica.idm.example.com 2 [f]
#Z7E domain A S HITH1L,

SeRF M
o BRETMREIT IR IEE IdM BIAMIE R FhAIHBOTRINORRIL,
o REZEHE IdM admin F 5,
o MEEE T Ansible T RLLH BT EK :
o f&fEM Ansible RA 214 SEBARA,
o fRB1E Ansible %25 £ &4X T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ Bk, EEOIEBT —NHA IdM RS BT LIREE A
(FQDN)BY Ansible & H.32 4,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o BT R WHMEEE LIIT ansible-freeipa RRHITT R, Z 1AM HH—E 2, 1l IdM&BFH
i, BRSSERHEIAR

£

1. #HEAEB ~/MyPlaybooks/ B 3% :

20
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25 33 {#1fd ANSIBLE & IDM S HilinHh

I $ cd ~/MyPlaybooks/

2. E#I4IF /usr/share/doc/ansible-freeipa/playbooks/topology/ Bk R add-
topologysegment.yml Ansible playbook 32 {4 :

$ cp /usr/share/doc/ansible-freeipa/playbooks/topology/add-topologysegment.yml
add-topologysegment-copy.yml

3. $T7F add-topologysegment-copy.yml {43475

4. @it 1E ipatopologysegment (£ 55882 X B LT 28 E R HEE ST -

% ipaadmin_password Z£i% &7 |dM admin BYE {5,

o RIFEERMIDELHRE, IF suffix ZLEI1XEH domain 5 ca,

o i left TEXENEERFNEHHIENT =B 1dM AR5 2BI R TR,
o ffright Z8XENEEFHERITINERT R 1dM AR5 2RBIR TR,
o Tfi{R state TEIXE N present,

X2 YRIRBIEEE Ansible playbook X :

- name: Playbook to handle topologysegment
hosts: ipaserver

vars_files:

- /home/user_name/MyPlaybooks/secret.yml

tasks:

- name: Add topology segment
ipatopologysegment:

ipaadmin_password: "{{ ipaadmin_password }}"
suffix: domain
left: server.idm.example.com
right: replica.idm.example.com
state: present

5. REFEXNXMS

6. i&1T Ansible playbook, 87 playbook X 4. fFERIF secret.yml SUHFBIERY, LARBEHRH -
$ ansible-playbook --vault-password-file=password_file -v -i inventory add-
topologysegment-copy.yml

HAth B

o ESH MBS I EHRMRHEE,
e %5 /usr/share/doc/ansible-freeipa/ B 5k ##) README-topology.md 34,

e EZ (i /usr/share/doc/ansible-freeipa/playbooks/topology B & # playbook =,

21


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/installing_identity_management/assembly_managing-replication-topology_installing-identity-management#assembly_explaining-replication-agreements-topology-suffixes-and-topology-segments_assembly_managing-replication-topology

Red Hat Enterprise Linux 9 EH & {3 &My S

3.2. {#F ANSIBLE H{£% /™ IDM BIZA 2 |8 fF1E & Hl X

FRAESMHERE (IdM) RS S LBEFHETEN DI : BETWMRS SN, SHZERE. S4)
MR E NI : BEME—TRIEEHE A —PEIE, A—TRIFEHIE - EIZF.

BB T RZAR IdM FHS D EIAN FEE ST

SeRFMH
o MARIET AR FIERERIAPTIHEY IdM FEFIMEIEIL
o REZEHE IdM admin F 5,
o MREEE T Ansible #HIT RLUKE U TEXK :
o MRfEF Ansible fRA 2.14 HESRAE.
o fRB1E Ansible %85 £ &4E T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ B/, EEOIEBT —NHA IdM RS BT EIREE A
(FQDN)HJ Ansible ;& #3215,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o BT R WHMEEE LIIT ansible-freeipa RRHITT R, Z 1AM HH—E S, 1l IdM B
i, BRSSERHEIAR

SR
1. #HAEB ~/MyPlaybooks/ B 3% :
I $ cd ~/MyPlaybooks/

2. %I4T /usr/share/doc/ansible-freeipa/playbooks/topology/ B & H) add-
topologysegments.yml Ansible playbook 3 {4 :

$ cp /usr/share/doc/ansible-freeipa/playbooks/topology/add-topologysegments.yml
add-topologysegments-copy.yml

3. $T7F add-topologysegments-copy.yml {43475
4. BFTE vars B0 FRIKE T 8RR ¢
e I ipaadmin_password ZF£iX &7 |dM admin BT,
o XFENRINFER, 7f ipatopology segments EOHRIM—NMTHIXBUTEE :
o RIFEERMIIDEEHKE, IF suffix ZLE1XEH domain 5 ca,
o ff left TEXENEERFNEHIHIENT =B 1dM AR5 2B BT,
o ffright ZEXE NEEFHERITILERT R IdM AR5 2B BT,

5. 7t add-topologysegments-copy.yml X1 tasks Ei 9, (R state LEXE N present.
X 2 YRIRFIEEE Ansible playbook X4 :
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- name: Add topology segments
hosts: ipaserver
gather_facts: false

vars:
ipaadmin_password: "{{ ipaadmin_password }}"
ipatopology_segments:
- {suffix: domain, left: replical.idm.example.com , right: replica2.idm.example.com }
- {suffix: domain, left: replica2.idm.example.com , right: replica3.idm.example.com }
- {suffix: domain, left: replica3.idm.example.com , right: replica4.idm.example.com }
- {suffix: domain+ca, left: replicad.idm.example.com , right: replical.idm.example.com }

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Add topology segment
ipatopologysegment:
ipaadmin_password: "{{ ipaadmin_password }}"
suffix: "{{ item.suffix }}"
name: "{{ item.name | default(omit) }}"
left: "{{ item.left }}"
right: "{{ item.right }}"
state: present
#state: absent
#state: checked
#state: reinitialized
loop: "{{ ipatopology_segments | default([]) }}"

6. REFXTXH

7. i51T Ansible playbook, 187 playbook 3. BRI secretyml LIRS, LARGE X -
$ ansible-playbook --vault-password-file=password_file -v -i inventory add-
topologysegments-copy.ymi

HAth B

o ESH MBERIIL. FRIEHRMRHEE,
e %55 /usr/share/doc/ansible-freeipa/ B 5k ##) README-topology.md 34,

e 55 /usr/share/doc/ansible-freeipa/playbooks/topology B #] playbook =4,

3.3. A ANSIBLE I EM PN EIARZ B 2B EEE SN

FRAESMHEE (IdM) RESSH LBEFHETEN DN : BETWMRS SN, SHZERE, S4)
R E NI : BEME—TRIEEHE A —PEIE, A—TRIFEHIE—TEIZF.

REBUUTRZEIE IdM F S P RIEX 2B FAEE I

FRFM
o FARMET MR RIEERIARIIHA IdM IR
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o REZEHE IdM admin Fh5,
o MBEE T Ansible #HIT RLLUHEUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRBE1E Ansible %85 £ &4E T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ Bk, EEHIEBT —NHA IdM RS BNTEIREE A
(FQDN)HJ Ansible 5& #3215,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o BinT & il 2EH LHYT ansible-freeipa =T =, 2 M BH—EBL, EH 1AM B/
i, ARSSER AR,
2

1. #HEAEB ~/MyPlaybooks/ B 3% :
I $ cd ~/MyPlaybooks/

2. %I4T /usr/share/doc/ansible-freeipa/playbooks/topology/ E X F ) check-
topologysegments.yml Ansible playbook 3 {4 :

$ cp /usr/share/doc/ansible-freeipa/playbooks/topology/check-topologysegments.ymi
check-topologysegments-copy.yml

3. $T7F check-topologysegments-copy.yml SC{43 4T 5
4. BFTE vars B0 FRIXE T 8RR
e % ipaadmin_password ZF£iX{&E 7 |dM admin BT,
o XfFENRINFER, 7f ipatopology segments EOHRI—NMTHIXBUTEE :
o RIFMEEARMIDEEHKE, IF suffix ZLE1XEH domain 5 ca,
o ff left TEXENEERFNEHHIENT =B 1dM BRF5 2B B TR,
o ffright ZEXE NEEFHERITINERT R 1IdM AR5 2B BT,

5. 7E check-topologysegments-copy.yml {48 tasks E30H, 1R state TEXE N
present,

X 2 YRIRBIEEE Ansible playbook X :

- name: Add topology segments
hosts: ipaserver
gather_facts: false

vars:
ipaadmin_password: "{{ ipaadmin_password }}"
ipatopology_segments:
- {suffix: domain, left: replical.idm.example.com, right: replica2.idm.example.com }
- {suffix: domain, left: replica2.idm.example.com , right: replica3.idm.example.com }
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- {suffix: domain, left: replica3.idm.example.com , right: replica4.idm.example.com }
- {suffix: domain+ca, left: replicad.idm.example.com , right:
replical.idm.example.com }

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Check topology segment
ipatopologysegment:
ipaadmin_password: "{{ ipaadmin_password }}"
suffix: "{{ item.suffix }}"
name: "{{ item.name | default(omit) }}"
left: "{{ item.left }}"
right: "{{ item.right }}"
state: checked
loop: "{{ ipatopology_segments | default([]) }}"

6. REFXDXH

7. i&1T Ansible playbook, 1E7E playbook 3. FE#{RY" secret.yml XX, LARBERH :

i
$ ansible-playbook --vault-password-file=password_file -v -i inventory check-
topologysegments-copy.ymi

HAth B
o BAXRIMIL. BEHEMBBSMELSER, FHSH BESHIIL REERRHE,
e %55 /usr/share/doc/ansible-freeipa/ B 5k ##) README-topology.md 34,

e i5&[ /usr/share/doc/ansible-freeipa/playbooks/topology B % #] playbook =4,

3.4. {8 ANSIBLE XiF IDM b 25 RN E

EEHERE (IdM) RE I, RINEREHEESEFINEIE, dIM IEFNMHEENTING

2% : domain fl ca, EMNEERKX—DEMMNGIE, BI—NERNEFITRIN,. BEESRTNE, BSEM
M AEMIRS 28 EIIA R —RBBH NG,

domain EA8 S5 8BXMNAAEEIEE, WAF. HIEK, ca BRESIEPRAHEENEEE, ©IUFE
FLREFUETMA N (CA) BIARSS 25 L.

RIBLITRE, £ Ansible playbook ffifR I[dM FEFEERING . XA RFIHER T a0MHR dM RIFEE
domain 54,

FoRFM
o RFEE IdM admin Zfid,
o MBEEE T Ansible #HIT RLLUHEMUTEK :
o f&{#HF Ansible hiiA 2.14 B E AN,

o fRBE1E Ansible %85 £ &4E T ansible-freeipa ¥4,
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o RPHRETE ~/MyPlaybooks/ Bk, EEBOIBT —NHA IdM RS BT EIREE A
(FQDN)H Ansible 5& *.3215,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o BinT & il 2EH LHYT ansible-freeipa =T =, 2 M B —E842, EH 1AM B
i, ARSSERSKEIAN,
2
1. #HAEB ~/MyPlaybooks/ B 3% :

I $ cd ~/MyPlaybooks/

2. %I4T /usr/share/doc/ansible-freeipa/playbooks/topology/ Bk E verify-
topologysuffix.yml Ansible playbook 344 :

$ cp /usr/share/doc/ansible-freeipa/playbooks/topology/ verify-topologysuffix.yml
verify-topologysuffix-copy.yml

3. $T7F verify-topologysuffix-copy.yml Ansible playbook 3T #4317 4k,

4. @it 1E ipatopologysuffix EB5AiZE L T2 2RI -
e % ipaadmin_password ZF£iX &7 |dM admin BT,
o 13 suffix “EXEH domain, MREBELRIE ca BHRESHELE, HH LEXREN ca,
o IR state ZLENE N verify, AFoVFEAEEMEI,

X 2 YRIRBIEEE Ansible playbook X4 :

- name: Playbook to handle topologysuffix
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Verify topology suffix
ipatopologysuffix:
ipaadmin_password: "{{ ipaadmin_password }}"
suffix: domain
state: verified

5. REFEXNXMS

6. i&1T Ansible playbook, 87 playbook X 4. fFERIT secret.yml SUFBIETY, LARBEHREH -
$ ansible-playbook --vault-password-file=password_file -v -i inventory verify-
topologysuffix-copy.ymi

Hith BTR

o FBI MBS RINEERAHE,
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e %5 /usr/share/doc/ansible-freeipa/ B 5k ##) README-topology.md 34,

e i5&[4 /usr/share/doc/ansible-freeipa/playbooks/topology B #] playbook =4,

3.5. {5 ANSIBLE E#4#1#A1t IDM &4

INRBAS K AIBLHERPEEDIN, BUUEHMRLCE, ERVRIECKERERN—HBEE
RIFTRIA, B0, MRFBEMSHEITUERE, N UERERKE.

ﬁ e
Y SEEHEHTE, BIANEELEERNRE, ERDHRIEIRFTENEIEE,

BT THAMENSEFRCNEIAR, BEfREMPIRIEIENRIE, HER direction 1ET,

REBLUTFRAE, A Ansible playbook M server.idm.example.com REF #1151t
replica.idm.example.com £#) domain ##z.

SeRFMH
o REZEHE IdM admin Fh5,
o MBEE T Ansible #HIT RLLUHEMUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRB1E Ansible %85 £ &4E T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ Bk, EEOIEBT —NHA IdM RS BT EIREE A
(FQDN)#J Ansible 5& #3215,

o RIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o BT R MWHMEEE LIIT ansible-freeipa BRI R, Z IdM HH—E 2, 1l IdM B
i, BRSSERNEIAR

SR
1. #AEB ~/MyPlaybooks/ B 3% :
I $ cd ~/MyPlaybooks/

2. %I4T /usr/share/doc/ansible-freeipa/playbooks/topology/ B3k HH reinitialize-
topologysegment.yml Ansible playbook 344 :

$ cp /usr/share/doc/ansible-freeipa/playbooks/topology/reinitialize-
topologysegment.yml reinitialize-topologysegment-copy.yml

3. $T7F reinitialize-topologysegment-copy.yml {43175
4. 3@iT1E ipatopologysegment S8 i B LA T A & FEE T4 -
e ¥ ipaadmin_password Z 2% & IdM admin B3,

o I suffix ZEiXEH domain, IIREZFHAIKIE ca BiE, HHLEREN ca,

27


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/installing_identity_management/installing-an-identity-management-server-using-an-ansible-playbook_installing-identity-management#installing-the-ansible-freeipa-package_server-ansible
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/using_ansible_to_install_and_manage_identity_management/preparing-your-environment-for-managing-idm-using-ansible-playbooks_using-ansible-to-install-and-manage-identity-management

Red Hat Enterprise Linux 9 EH & {3 &My S

o i left TEE NEHIMILEIZENT R,
o Fright ZEENEHHIUMET R,

o ¥ direction TE X B N EFHAEIEN A M, left-to-right FRRTEIEMEN T mURE!
A =

o THIRIT state LEXE N reinitialized,
X2 HAIRBIE A Ansible playbook X4 :

- name: Playbook to handle topologysegment
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Reinitialize topology segment
ipatopologysegment:
ipaadmin_password: "{{ ipaadmin_password }}"
suffix: domain
left: server.idm.example.com
right: replica.idm.example.com
direction: left-to-right
state: reinitialized

5. REXNXM

6. 51T Ansible playbook, 187 playbook X, TFHERI secret.yml SLHRIETY, LAKEH XY :

iz
I $ ansible-playbook --vault-password-file=password_file -v -i inventory reinitialize-
topologysegment-copy.yml
Hith BTIR
o FEHH BRI, RINEEFAIEE,
e %5 /usr/share/doc/ansible-freeipa/ B 5k ##) README-topology.md 34,

e i5&[4 /usr/share/doc/ansible-freeipa/playbooks/topology B 3% #] playbook =4,

3.6. {#F ANSIBLE fffx IDM #3% 8 &l 111

FRAESMHERE (IdM) RESH LBEFHETEN DN : BETWNRS SN, SlHZERE. S4)
MR E NS : BEME—TRIXEHE A —PEIE, A—TRIFEHIE - EIZF.

REBLUTRZAR IdM RAREEWDEIAZ BHEFIPNL XA REHER T i RE

replicaOlidm.example.com #1 replica02.idm.example.com IdM fR55 25 2 [A] R727E domain K E/HYE H
o

FRFH
o FARMET MR RIEERIARIIHA IdM IR

o REFEHE IdM admin B,
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o MEEET Ansible T KR UTEXK :
o &{FF Ansible fRA 2.14 B E IR A
o fRBETE Ansible #%I85 £&4E T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ Bk, EEOIBT —NHA IdM RS BT EIREE A
(FQDN)H Ansible ;& *.3215,

o RAIEBRTE secret.yml Ansible vault 77 T ipaadmin_password.

o BT R MWHMEEE LIIT ansible-freeipa BRI R, Z 1AM HH—E 2, 1l IdM B
i, BRSSERNEIR

1. #HEAIEB ~/MyPlaybooks/ B 3% :
I $ cd ~/MyPlaybooks/

2. %I4T /usr/share/doc/ansible-freeipa/playbooks/topology/ Bk 1 delete-
topologysegment.yml Ansible playbook 344 :

$ cp /usr/share/doc/ansible-freeipa/playbooks/topology/delete-topologysegment.ymi
delete-topologysegment-copy.yml

3. $T7F delete-topologysegment-copy.yml T4 4T 5
4. @it {E ipatopologysegment {£55ER 2 I B LA T 28 E R HEE ST -
e ¥ ipaadmin_password Z 2% & IdM admin B3,

o I suffix TEXE N domain, =&, MNREMHFR caBIBARELMFAANT Sz EEH, 1H
ML EXREN ca,

o ¥ left TEXENEEIENHE RPN T = # IdM BRS523HIR TR,
o [Fright TEIXEN IdM RS EHIRTR, ZIRSeREEHITIUHET =,
o Tf4{R state ZF=iXE N absent,

X 2 YRTRBIEEE Ansible playbook X4 :

- name: Playbook to handle topologysegment
hosts: ipaserver

vars_files:
- /home/user_name/MyPlaybooks/secret.yml
tasks:
- name: Delete topology segment
ipatopologysegment:
ipaadmin_password: "{{ ipaadmin_password }}"
suffix: domain
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left: replica01.idm.example.com
right: replica02.idm.example.com:
state: absent

5. REFEXNXMS

6. i&1T Ansible playbook, 87 playbook X 4. fFERIF secret.yml SUHFBIERY, LARBEHRH -
$ ansible-playbook --vault-password-file=password_file -v -i inventory delete-
topologysegment-copy.yml

Hth B

o ES MBS I EHRMRHEE,
e %55 /usr/share/doc/ansible-freeipa/ B 5k ##) README-topology.md 34,

e &[4 /usr/share/doc/ansible-freeipa/playbooks/topology B & #] playbook =4,

3.7. EMhER
o ES MXIRIAIRIN,

o ES L& IdM ElA,
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B 4 = BREAHRFATEERIE

B 4 F RYSHRFATEREATE A
ZEREIXE, EUIURERIAXZSERILZ W,
BXREREIARIFE, ESH G AR,
INREIAZ CALATIRS %, HERBILLRI ARG ZE S — P alEx L,
HIHEEE
i =
o Z[THEEIA, HHIA :
I # ipa server-state replica.idm.example.com --state=hidden
HE, BILUERUTRSERIERT L :
I # ipa server-state replica.idm.example.com --state=enabled
EEERINPRBERRENEIARNTIR, HRA :
I # ipa config-show

MRERTARBERIE, aftTRRRGRENER
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% 5 %= {#FH HEALTHCHECK #:7 IDM £ 4l
IRET LUEF Healthcheck TENIA &) EE(dM)EH,

HEIEIES |dM 8 Healthcheck,

5.1. B FIRRE NN
Healthcheck TEMit SAEE(IdM)EHINERE, FHIEREH AR,

ZHHArAE NS, 5FER --list-sources %£1iZ1T ipa-healthcheck:
I # ipa-healthcheck --list-sources

NI RE 7 ipahealthcheck.ipa.topology #1 ipahealthcheck.ds.replication J& T :

IPATopologyDomainCheck
IS E -

o TILHIEBERBMERE, AMARSHZABEEFRKE,

o MMRIRS 2R A BT HFRIE I
SNSRMAARNL, MEREER, EEERRKERNILKS,

AOSRMARTD, TSR O B & O,

e

y pa -3
M5 ca B4 (RIXFEX MRS 8 LECE TUEBMANN) 1217 ipa
4 topologysuffix-verify 4,

ReplicationConflictCheck
323k LDAP f 5 (&(!(objectclass=nstombstone))(nsds5ReplConflict=*)) FCEZHIIT,

pa -3
. L2 R AN, TERRA 1AM BRSS 2R ARiB 1T Lo,
BXRER LDAP EHHARMNELER, HSH RE W EHIH,
5.2. {8 HEALTHCHECK % 8
RIBLUTRAE, #A Healthcheck TEXN SR E IR (IdM)E HIHRIMIE B2 TR ILAF BN,
Healthcheck TESIFTF LMK, WAILUNEERATHEAL ¢
o B HHZEli : --source=ipahealthcheck.ds.replication

o EMAIRIMIIL : --source=ipahealthcheck.ipa.topology

FRFM
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https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/using_idm_healthcheck_to_monitor_your_idm_environment/installing-and-running-the-ipa-healthcheck-tool_using-idm-healthcheck-to-monitor-your-idm-environment#healthcheck-in-idm_installing-and-running-the-ipa-healthcheck-tool
https://access.redhat.com/documentation/zh-cn/red_hat_directory_server/12/html/configuring_and_managing_replication/assembly_solving-common-replication-problems_configuring-and-managing-replication

% 5% {#ifl HEALTHCHECK % IDM £l

o EILL root BB P B R H4T Healthcheck i,

e FEZ1T Healthcheck EHILARRAAIMNGE, HEHWA :

# ipa-healthcheck --source=ipahealthcheck.ds.replication --
source=ipahealthcheck.ipa.topology

AREANENTEBLEER

e SUCCESS — it Zhi@it,

"source": "ipahealthcheck.ipa.topology"”,
"check": "IPATopologyDomainCheck",
"result": "SUCCESS",
"kw": {
"suffix": "domain”
}
}

e WARNING — {llif@ B AT R 2B [FIL,

® ERROR — M5k,

"source": "ipahealthcheck.ipa.topology"”,

"check": "IPATopologyDomainCheck",

"result": "ERROR",

"uuid": d6ce3332-92da-423d-9818-e79f49ed321f

"when": 20191007115449Z

"duration": 0.005943

"kw": {

"msg": "topologysuffix-verify domain failed, server2 is not connected

(server2_139664377356472 in MainThread)"

}
}
e CRITICAL — KR, EEE0 IdM RS 2:HITHEE,
HibhHFR

e 5% 5 man ipa-healthcheck,
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