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K218 AR it = 19t
B TR S BTSRRI R 5. BBV A AN 1T B0
Wi Jira 232K (REKS)
1 ERE Jira UG,
2. TETNER St R Create
3. 7£ Summary FE& AR A R PR AL
4. 7 Description F & il A EBIERILABRH, SIECREME XD sERE,

5. mXTHHEEEREY Create,
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BI1E THRERFNIL
AT B A 000 U 2 8 PR B T 00 MR R 2, AR LAS P P N LR HTRNE 3 07 A 7 8
Bek b, SHEMIED, BB TS, BB ERELFSE USB Ok, 3#hEe
$RAEPIN RS, TR RIRBERED,

XERIER TN E A E R R UK ERFRIENTEAR. et T UARERMRFERFRENT
B, eiR#t T ORI, FiEdT 1dM RSS2 1AM B iRA FEE FRIERITE,

%gzg on
MREFIAEREREFRIE, HSEMER : RHELO RIS,

1. 28+

BREFE—MERE, BER—NHEMLESNERRF, EUUERREEFHIIEBHETIAR
ik NARIERRE, EUUKRERBFBE—HEREEF,

B RAR A EIEURATNE PR FHEESEF L, FERERNTGFREGRTFEl], A LUF
BREFMIE R USB fEEH, HOUBREFIRME PIN K18, MAZRMAENEL,

1.2. H o= EREFINIUE

ETFRPNIEMET IR SMIIERMANTZEAN. ETBBEEIEMNERERE, ERAYHMM
FRIENBHEBNENZD. IEBR—TEFXH, BTFRIIDA RFEH. ARHEMEAHFZED
SRAXEK, WMEDNNRRFRIFASHICEE, IEB RN ASHERHRARE, A& ERIEk
FRR B AR BRI,

MMREAEEEERIF, WA EF (ERAFMIANIES) SEES58ED, BREEEHEERAL
EHFRE T —DINIAFBE (PIN) BEFEeER, XEEMHEYMELE (B8E) HEEH PIN K,
R I BRI N B NE R IF LR,

1.2.1. IdM R EREE 5k R Bl

LT R GIH#R T 1E 1dM R E RSN Bz 2,

1.2.1.0. A EEF REENRE

BRI AR R EREF AR A 70 RHEL RETIAT ML, RERGREE vinbERFER, N
RECHERASREFIHMARPIN, IIRKW, NEEREFIERT., HE, BAILUERRAEENE
RAERFRIENE TR AMBAEITIIE. EXMELT, MREREBALSREF, IRFEHMALZ
BIR R,

1.2.1.2. E[HE GDM HERBRERHiT9E
INRITIE RHEL RAHEE 7T HEERIUE, BALUKE ERBRERHITHE, MREEXE GNOME &

TEEL (CDM) #HRRERF, NFESHERMER, BUNEHMBASEFHER PIN Ik AR F
B, BTREERENAS RHBGITIIIE,

= -
NREERE GDM HBRERE £, IIFREYESWEE, BUIEFBEATREHER
PIN &k kR R 5.
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1.3. RHEL B sEE I 1E %I

&0 LUfE A authselect #4745 authselect enable-feature <smartcardoptions Ed B EHF EM B D E
B(dMYE P imrhi T8 £RIE, TRAMERERETIT ¢

e with-smartcard:F "I LAME R A P & B HT H0500E, SiEFER ISR RETE MR
e with-smartcard-required:F /-~ AT LAE A E BERFTHE, HEREBEIE, BREESEERE

FTHERTURIZRG. EREERFHMTIENRILE, —BERFEFRT, BEEHEEFEMN
IEERER R TERR,

BARSS, MEA su X sudo RENLA /T, NAZmbERASEEFITRIE, MR

p= Y=

: with-smartcard-required ;£ T & R4 &R S5 (40 login, gdm, xdm,

xscreensaver, 1 gnome-screensaver) il REEFEAE R HATRIUE, MFHE
- EEBATHERER, NSRREHABL,

e with-smartcard-lock-on-removal:F 7 el LME R ERE K H1THIE, B2, MREMILEIFHBIR
BHREE, NMRASBIE, EXREFERBLFITRIL,

with-smartcard-lock-on-removal ;T {\GEF T 824 GNOME &I ERN RS,

MREERET tty HEFIGHRT, FHFEEBMEFHEPHERTEEF, NFRF
EEBIERTIZ 5

MEFLER, HSMHFER authselect ELBEERE .

14 EEERFTREASHNIE
TR LERTFSTAEN T ERERREESEERNBHMIED, SR XE T BT TIRE -

o M EEEIRGIH T AR FILEER.

o FIHATANEERHEERRNS.

o BREHREFAA (BHAMILEH) .
BRZ TELUREBLIHIIEE, EEETEERGENAREZELTIE. S FHSNMHBGESANZE LT
B, ERESH L, BERGER PC/SC S EREFRIXIEERE, WEBEH pesc-lite P #HEAL
I, SFEREREING SR A REEFILEREEET USB, XHEH CCID RKaigFitiE, PC/SC
BIBEFERD ERENBAREFIG . BTFNARFVINEEFNEZEAEE2ETERLNIMN AREFRE
SLE(APl), OASIS PKCS#11API, BRFEEEFTMEBENR (Fit0, FhH) . SR iR T —1 4
SRR, 01— .so X1, TEIE PKCS#NAPI, FHENEREEMIKEHRRRE,
A LERAUTIEEREMERFREANS !

® OpenSC TE : {#H opensc L HEMIKENTERE,

o OpenSC-tool : HITEREFRIRIE,

o pkesl5-tool : BIRERER B PKCS#15 #HELE 1), MAHFILERFEESEAN PIN, B
FUEP,


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/managing_smart_card_authentication/configuring-smart-cards-using-authselect_managing-smart-card-authentication
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o pkecsll-tool : BIEEREFE A PKCS#1 BUEXTR, 5 HEMILENShE D EAERI PIN, BEA
A,

e GnuTLS utils: = API, BTN BEFEM AP 2 BN EHZENTS@IE, LKA X.509,
PKCS#12. OpenPGP FHfth45ip93E O,

o plitool : X} PKCS#11 R F R EEIHUTERE,
o certtool : BEATFIAERK X509 UFP. FRFFEH.

o MFRELRFZ(INSS)TE : —4HFE, EEZFHERATRENE M IHNRS RN AERFNEES T
% . fFF NSS HEMN FAFEFER#EF SSL v3, TLS. Pce PKCS #5. PKCS #7. PKCS #11, PKCS
#12. S/MIME, X.509 v3 iE-BfEthZ &R,

o modutil : FERAZEEREIBEEETE PKCSHN EHRER,
o certutil : B NSS #IEEME S NSS ShE R ZREAIEF,

BRERAIETEHRERERFATENRIENNENESER, 1§56 ERERE R SMRIEIT
PEHERR,

Hth TR

® opensc-tool man page

pkcs15-tool man page
® pkcsii-tool man page
e p1itool man page
e certtool man page
o modutil man page

e certutil man page

1.5. IEHFE e R IUE
INRIEFE A Identity Management (IdM) 3% Active Directory (AD) SREEB M EHEME. BRKIE. K
BEFNIZARES, N IdM 3% AD BFEMREIEMIE BRI HIEMK, &4 0] LUE B A EBIE T4 HLA R 89IE
H, EXFERT, ELTBEE Active Directory =% IdM EZ KB ALIRUEFNIEH, MRASTEE
MEH—EBD, EELUERARMIERIA N ERBIES, FIEIEEEUTES :

o NEREFERIEESNEE

St

IdM R EEEEIEBLE ADCS & fRBYiEH

i}

o EIE|dM A/, ENFMRFZIAIERZIES
o EEMSARMIEHREREF
BXRARRIHMTERFRIEMIEBHTEIR, FSH FEERFIILED,

1.6. IDM & EERWIFFTHIT IR


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/managing_smart_card_authentication/assembly_troubleshooting-authentication-with-smart-cards_managing-smart-card-authentication
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/managing_smart_card_authentication/configuring-idm-for-smart-card-auth_managing-smart-card-authentication
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Red Hat Enterprise Linux 9 EH&aEERIE

1E Identity Management (IdM) SRR H TSR EIERT, MU ELL TS

NERFRILRE IdM RSS2, ESM N E R FIRILEE IdM RS 8

NERFRIERE IdM B iR, S0 VSR FRILEE IdM &/

FHEHRIME IdM IR F B, 1S M IdM Web Ul BIA 7 52 B FRiRINIED

R REERIES, HBSHEEER0IEH

1.7. £ ACTIVE DIRECTORY & i BYIE T R & B R A UE T FR Y45 U5
TEfEF A Active Directory (AD) & fRHIIE TR RERITUERT, BRABELLTHIE :

o G CAMAFIERMENBREFE IdM BRSSBNE Fim

o {#F ADCS I HEAEE SHIIERE IdM FRS BB

o ¥ PEX(PKCS#12)30f4, LUMEEERERHRRFIEDBAH,

o 1 sssd.conf X ER BRI .

o HEREBRYIT QIR RS
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B2E NEREFRILEESHEE
HHEE(dM) TH BRI T A REB £ S HBIE -
o 1AM EBIIEHLIGL FB0F FE S
o SERERINE AL AR FED

TRELATE 1AM A R BRI PE B E R Rk, EXFIER T, rootca.pem CAIETEREEAESH
BRUEF & AUIEH RIS,

BX |dM REBERIIERNFE, 1§5F 7THER I
BEXREEZRERRIERES -

o HWEBEERIFEE IdM RS2

o HEBEERIFEE IdM & /iR

e 7E |dM Web Ul B9F /7 5 B HRINIE

e 7E|dMCLI RE M & BRIt

o REMNREBENEAZEEFNIE

o EEBERHPEFMIER

o FERAEMEFERE IAM

o FRAEEEEFMRILERE GDM Vi

o HAERFIILEE suiH

2.1. WEBEEXIFEE IDM RS 35

MREHHIEPEHRFHEE (IdM) CA S1E89 <EXAMPLE.ORG> IBIE R & HH (CA) X BB R
FREREFREIE, BRIURERLLTIES, UEEZITEE IdM BRSS5 238 ipa-advise BIAR RN ] :

e Jy<EXAMPLE.ORG> CA B X A& BT —MHENHF CA LMIEBHIR CARIES, &H
ﬁﬁfﬁﬂ%ﬁﬁﬁ%%@ﬁ?ﬁﬁ%%o#ﬁ%ﬁﬁmﬁﬂﬁﬁ%ﬁ%m%%@%ﬂ¢m$%
o |dM CAIETD, EALLMIZTT IdM CA SEBI#Y IdM BRZ5285 LB /etc/ipa/ca.crt STIFFRER CA IE,
e FrAEMIE CABJIET, BINTF <EXAMPLE.ORG> CA #11dM CA Z [H],
EHERFRILEE IdM AR5528
1. FREX PEM #8089 CA IEH B4,
2. iIZ{TAREH ipa-advise fIA,

3. EFMERGEE,

FRFH
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AE 1dM RS 258Y root Vi [RIFY R,
{88 root CAIETFIFRA A [E] CA UETS,

. DIEERTECEME R

I [root@serverl# mkdir ~/SmartCard/

CHANZEF

I [root@server]# cd ~/SmartCard/

. IREVERETE PEM XX HBIER CAIEH, MIREH CAILFBFHBTRBRBXHH, 10

DER, ENEEHA PEM R, IdMIERIANMIUESRA PEM 483, fITF /etc/ipa/ca.crt 3X
R,
% DER S ##LH Ty PEM XX

I # openssl x509 -in <filename>.der -inform DER -out <filename>.pem -outform PEM

- NAERER, BIEBEREEETEENE RS

[root@server SmartCard]# cp /tmp/rootca.pem ~/SmartCard/
[root@server SmartCard]# cp /tmp/subca.pem ~/SmartCard/
[root@server SmartCard]# cp /tmp/issuingca.pem ~/SmartCard/

. B4, MREFERAASIEBIANEBIET, E#E A openssl x509 TE#HZE PEM (8IS HR

&, FERE Issuer 1 Subject HEEIEH :

I [root@server SmartCard]# openssl x509 -noout -text -in rootca.pem | more

. ERAEEAR, BiTREN ipa-advise TE4ARE BRI :

[root@server SmartCard]# kinit admin
[root@server SmartCard]# ipa-advise config-server-for-smart-card-auth > config-server-
for-smart-card-auth.sh

config-server-for-smart-card-auth.sh I A 4T LU IR/E -
e THECE |dM Apache HTTP AR%5%8.

e E71E KDC (Key Distribution Center) A5 F PKINIT (Public Key Cryptography for Initial
Authentication in Kerberos) .

* T IdM Web Ul EEE N EREREFIRIUER,

. PUTHIA, B2 &R CAMF CAIEDH PEM XHRIMNSE

[root@server SmartCard]# chmod +x config-server-for-smart-card-auth.sh

[root@server SmartCard]# ./config-server-for-smart-card-auth.sh rootca.pem subca.pem
issuingca.pem

Ticket cache:KEYRING:persistent:0:0



£ 2E hEEFRIIRESHNER
Default principal: admin@IDM.EXAMPLE.COM
[.-.]

Systemwide CA database updated.
The ipa-certupdate command was successful

HEERTF CAUETEI, WERGR CARIERRIN NS, FH CAZF CAILETIL
AT,

8. 74, MR FIUERRNIEBIMA N RBERELIEFIREDIL(OCSPIRNRRF, fETATRE
FZEZMARN 1dM Web Ul S35 IER OCSP 1%

a. 7t /etc/httpd/conf.d/ssl.conf X {4/F SSLOCSPEnable S#{i% 7} off :

I SSLOCSPEnable off

b. EJF Apache ST F2(httpd)E B RXILENERN :

I [root@server SmartCard]# systemctl restart httpd

Digk

H
[=]

NRERER 1dM CA ZHBAFIES, TEZEMA OCSP &

o OCSP i,
72 |dM —& 5,

BRUAREF OCSP AN FHFARE, BN IdM RSSJ[ELRAFIES (A0R 1AM BRSSEHRT
SDEFRMA B FIEHE CA il OCSP fRFSE KM BRFER) BIULER, 1ES M Apache
mod_ss| BZ & %77 Af) SSLOCSPDefaultResponder 1545

ZBR S5 ESRINEWECIE ) & BRI IE,

% E,E
- BEAEBNMAINPERAERFRIE EESD dM RS HFIDITRIELRE.

2.2. {3 ANSIBLE H&E BRI IEECE IDM IR 25

IR LUE A Ansible WEIFE 2B ESHDEE(dM) CA SFEH <EXAMPLE.ORG> BiBYIE B ML HLI(CA) &
WA EAEERREIE, EMEIX—R, BYIURELATIES, LUEEIZTESH ipasmartcard_server
ansible-freeipa & & A# Ansible playbook A E(] :

o JJ<EXAMPLE.ORG> CA BA =& BT —1MHEZNHF CA AHIETHIR CABIET, &
BUMIRAE W) & FUEB RO T FEEPEE, 5 ES M BECE N 25 LUS BIE-BIIE iS5 % 4,

e |dM CA LS, BRI LAMAEST IdM CA AR5528 LY /etc/ipal/ca.crt ST{HFRER CA ik,

o NTF<EXAMPLE.ORG> CA #1 IdM CA =ZIa|BIFRE CA BIIES,

1
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FRFH

L

12

BB 1517 1IdM R 552589 root TR,

IREELE IdM admin B,

=

AR CAIEF. |dM CAIEPLARARA FIE CAIES,
MEEE T Ansible £ T RULURE U TEK -

o MR Ansible fR7A 2.14 HESRAE.

o fRBETE Ansible ##I25 £Z&4E T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ Bk, EEOIBT —NHA IdM RS BNTEIREE A
(FQDN)H Ansible ;& #3215,

o RIEBRZE secret.yml Ansible vault 77 T ipaadmin_password.

BT R a2 EH LT ansible-freeipa REREITI R, & IdM HHI—#2, Fh 1AM Z/~
i, BRSSERNEIR

INRIEH CAIERBFHEEREEX (20 DER) WX, HREKH) PEM B3R :
I # openssl x509 -in <filename>.der -inform DER -out <filename>.pem -outform PEM

|dM IEF A& LA IE T 5% PEM &3, 1T /etc/ipa/ca.crt XHFH,

(Arik) f#F openssl x509 TEEE PEM AKX HMAZR, LULHE Issuer 1 Subject HZ
BIEH :

I # openssl x509 -noout -text -in root-ca.pem | more
HAIRBY ~/MyPlaybooks/ B3k :

I $ cd ~/MyPlaybooks/

. BIEBTRAT CAIUEBMFER :

I $ mkdir SmartCard/
hAEEN, MrESENIEEEHZE ~/MyPlaybooks/SmartCard/ Bk :

# cp /tmp/root-ca.pem ~/MyPlaybooks/SmartCard/
# cp /tmp/intermediate-ca.pem ~/MyPlaybooks/SmartCard/
# cp /etc/ipa/ca.crt ~/MyPlaybooks/SmartCard/ipa-ca.crt

. 1£ Ansible BFEXXHHIBEUTHER :

o TNEBRFIILEER IdM RS 25

o |dM EE GBI,
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B 2E NERFRIIEESHER

o CAIEFHIBEEBU T :
o 1R CAIEHH
o FA] CAIEH X
o |dM CAIEHH
XAARLIT

[ipaserver]
ipaserver.idm.example.com

[ipareplicas]
ipareplical.idm.example.com
ipareplica2.idm.example.com

[ipacluster:children]
ipaserver
ipareplicas

[ipacluster:vars]

ipaadmin_password= "{{ ipaadmin_password }}"
ipasmartcard_server_ca_certs=/home/<user_name>/MyPlaybooks/SmartCard/root-
ca.pem,/home/<user_name>/MyPlaybooks/SmartCard/intermediate-
ca.pem,/home/<user_name>/MyPlaybooks/SmartCard/ipa-ca.crt

7. ERALUTRALE— install-smartcard-server.yml playbook :

- name: Playbook to set up smart card authentication for an IdM server
hosts: ipaserver
become: true
roles:

- role: ipasmartcard_server
state: present

8. RIFIZ

9. JZ1T Ansible playbook, 87 playbook X, FE#RIT secretyml XHRETY, LIRS H -

i
$ ansible-playbook --vault-password-filezpassword_file -v -i inventory install-
smartcard-server.yml

ipasmartcard_server Ansible & BHITLUTERE :
o THEE IdM Apache HTTP RS 25,

e E71E KDC (Key Distribution Center) A5 F PKINIT (Public Key Cryptography for Initial
Authentication in Kerberos) .

e T IdM Web Ul EEE NEREREFIERIUER,

10. A4, MNR%E AR FIEPBERIEL N R EHERE LI PR S (OCSPYIRIARRE, fERTEE
FEZFAX IdM Web Ul S2%IER) OCSP 1 # -

13
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a. K root B/ B9 EE 1AM fRSS %S -

I ssh root@ipaserver.idm.example.com

b. 7 /etc/httpd/conf.d/ssl.conf X4/ SSLOCSPEnable S#i% 7} off :

I SSLOCSPEnable off

c. EJF Apache SF 2 (httpd)E B RXILENEN :

I # systemctl restart httpd

Digk

==
[=]

INRERER IdM CA R BRI FIES, FEZFE OCSP fa#E, OCSP iR
22 1dM BI—EB4

BRIEREF OCSP B FEARE, RBFILE IdM BRFSEFBELAFIES (IR 1dM RSB
SEHRMA R I CA fillff OCSP AR5 1H REIMI ERIE B

1) B9UiBEA, 155 0H Apache
mod_ss| BC & %17 A #) SSLOCSPDefaultResponder 1545

SEH I AR S5 28 INTE EWECE Vi ITE RE RN IE,

~

PEET
=

%E?é’l\%ﬂ*qﬂ)t‘ﬁﬁ%“ﬁ‘é-ﬁhft, TE¥F Ansible playbook 1 hosts ZF 2% ipacluster

- name: Playbook to setup smartcard for IPA server and replicas
hosts ipacluster

Hith BHR

e {#fH /usr/share/doc/ansible-freeipa/playbooks/ E 5% ipasmartcard_server £ &1
playbook 7l

2.3. HEREEXUFECE IDM & s

RBUTREZNVERFRILRE dM ZP iR, INIRFEEZTESD IM R4 B RHRS5EL

) ,
TBREAFEAER T THMINIEAHEERXERS, Hl, HBEERAMEN A ZIEH B B ssh
FEEEN B LBITHIA,

ERNEEA, BT MRERERNTAESBERFEMNRIE

e ssh il
HEEEE FHAEREERILE B SSH i51h,
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B 2E NERFRIIEESHER

o IEHIBER
e GNOME TREHRI(GDM)

o sufy

XFFE IdM Web UL T ERI5IE, RHEELRZ. @ 1dM Web Ul #HTHHEIES RMADEN, SIT#F
W 1dM B P

o H BiZfTHNi2srINLER. MERFTLUE IdM iz 4,
o H FiZ1T httpd Y IdM fRS525.

DUTFRERHBEEE 1AM B0, mAR dM RS ERRES R HKIE, Ei, EEEHAITEN :
ERRECERMAR IdM IRSS5 8%, UKRIZITHIAM 1M & i,

SeRF M
o NERFIIFEE T M IdM BRSSER, N HERFIIEEE |dM BR5525 R,
o Al IdM BRS525H0 IdM & PRI root Vi lAIFER.
o & root CAIEFFFAAHIA CAIEH,

o BE{#MH --mkhomedir i EWZE T |dM B s, UMBGRTIER el URIhE S, MRERE0IE
FBE, MEINERAMAENBREHNIRE R/

2
1 1 I1dM BRSS% £, FREEGINRET ipa-advise £ ELERIA :

[root@server SmartCard]# kinit admin
[root@server SmartCard]# ipa-advise config-client-for-smart-card-auth > config-client-
for-smart-card-auth.sh

config-client-for-smart-card-auth.sh BIZAHUT LT IRE -
o TREEEREFTINHRE,
o TIXERISEEMETEFE.

o TEERNZEMRS TR (SSSD), AAFAERERF EMBMNHEBEFIHTINIL
BREREFILIER SSSD BREFIETMFEE, 1§5%E RHEL BVERE R IEET,

2. MIdM RS2, REIASHEIR IdM & intlds ks E kb -

[root@server SmartCard]# scp config-client-for-smart-card-auth.sh
root@client.idm.example.com:/root/SmartCard/

Password:

config-client-for-smart-card-auth.sh 100% 2419 3.5MB/s 00:00

3. NTAHFERNL, I1dM RSS2 8 PEM BB CAIEP XEEHIE IdM B inilés E57E E—
SHhERERNE XS :

[root@server SmartCard]# scp {rootca.pem,subca.pem,issuingca.pem}
root@client.idm.example.com:/root/SmartCard/

15
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Password:

rootca.pem 100% 1237 9.6KB/s 00:00
subca.pem 100% 2514 19.6KB/s 00:00
issuingca.pem 100% 2514 19.6KB/s 00:00

4. EEFmNSE LHITHA, F8& CAILEFH PEM XHRINNSH -

[root@client SmartCard]# kinit admin

[root@client SmartCard]# chmod +x config-client-for-smart-card-auth.sh

[root@client SmartCard]# ./config-client-for-smart-card-auth.sh rootca.pem subca.pem
issuingca.pem

Ticket cache:KEYRING:persistent:0:0

Default principal: admin@IDM.EXAMPLE.COM

[--]

Systemwide CA database updated.

The ipa-certupdate command was successful

EEMAF CAUEFHEI, BRSR CARIERRIN NS, FH CAHF CAIULFIL
EANE,

WA N E R FRIEEE T & .

2.4. {fH ANSIBLE HEeEFEXILECE IDM & ik

REBLUT AR, @/ ansible-freeipa ipasmartcard_client BB ENZHDEE(IMBE S iH, R
F 1dM AP ERE R IHT MR, 2TXMNREAERUTE—AEVN IdM WA F S REEFE
ik -

ssh %
HEEEEE FASERILEE SSH i1,

o ITHIBER
e GNOME ZREEE(GDM)
® sufpy

Pz

XTFE 1AM Web Ul #4751 50E, AEELRTE, B 1dM Web Ul 1T B0 WIS R D
EN, SI#HFBE IdM B :

o H EizfTINYiasrItlaR. WA LME IdM Bz 4.

o H FiZ1T httpd B I1dM fRS525.

SeRFMH
o 1XBY1dM BRSSER EMRECE T ERERIIE, W EA Ansible HEBEFITIERCE |dM BRS58: R

puiYS

o X IdM BRSSEH IdM B P EEHY root 7 [AIAN R
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B 2E NERFRIIEESHER

o AR CAIUET. IdM CAIEPBLURFIAHIE CAIET,
o WBEEE T Ansible #HIT RLLUHEMUTEX :
o MR Ansible fR7A 2.14 HESRAE.
o fRB1E Ansible %25 £ &4E T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ Bk, EEOIBT —NHA IdM RS BT EIREE A
(FQDN)HJ Ansible 5& #3215,

o RIEBRZE secret.yml Ansible vault 77 T ipaadmin_password.

o BT R WHMEEE LIIT ansible-freeipa RRHITT R, Z 1AM HH—E 2, 1l IdM B
i, BRSSERNEIR

AR
1. INREH CAIEBFMEERREN (40 DER) XXM, HFEEH PEM B -
I # openssl x509 -in <filename>.der -inform DER -out <filename>.pem -outform PEM

IdM CA IE 3% A PEM #%3(, {iiF /etc/ipa/ca.crt {4,

2. (®Iit) {#F openssl x509 TE#EE PEM X XHHAZR, LUKEE Issuer #1 Subject £
HIEHA -

I # openssl x509 -noout -text -in root-ca.pem | more
3. 1f Ansible %" s, Sl ~/MyPlaybooks/ B3 :
I $ cd ~/MyPlaybooks/
4. QIBTRTF CAIEBMFE :
I $ mkdir SmartCard/
5 NAERN, SMmEBENIEPEHIEl ~/MyPlaybooks/SmartCard/ B/, 140 :

# cp /tmp/root-ca.pem ~/MyPlaybooks/SmartCard/
# cp /tmp/intermediate-ca.pem ~/MyPlaybooks/SmartCard/
# cp /etc/ipa/ca.crt ~/MyPlaybooks/SmartCard/ipa-ca.crt

6. 7£ Ansible JEEXHHIEELTRA :
o EHEEEFRIFEREN IdM & ik,
o |dM B GEMH,
o CAIEPHIRREIZLLTINE
o 1R CAIEFXH
o AE] CAIEP X

17
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o |dM CA IFF XXt
RN

[ipaclients]

ipaclient1.example.com

ipaclient2.example.com

[ipaclients:vars]

ipaadmin_password=SomeADMINpassword
ipasmartcard_client_ca_certs=/home/<user_name>/MyPlaybooks/SmartCard/root-

ca.pem,/home/<user_name>/MyPlaybooks/SmartCard/intermediate-
ca.pem,/home/<user_name>/MyPlaybooks/SmartCard/ipa-ca.crt

7. EALTRZEBLIE install-smartcard-clients.yml playbook :

- name: Playbook to set up smart card authentication for an IdM client
hosts: ipaclients
become: true
roles:

- role: ipasmartcard_client
state: present

8. RIFIZX

9. JZ17 Ansible playbook, ¥§7E playbook #I;& #3014 :

i
$ ansible-playbook --vault-password-filezpassword_file -v -i inventory install-
smartcard-clients.yml

ipasmartcard_client Ansible & &H4TLL TR :
o EEREERTTFIHRE
o TIXERISEEMETFE.

o BRRAREIRS TR (SSSD)EEENATANERER " RMBEHHEERFILTEN
Tk, AXREREFLILH SSSD BERIETRIFE, 1HSE RHEL FEIERERITIEIET,

SEHHEY ipaclients #30 Fr 51 Y Z P im IR R BC iE O H4T & BE RIS IE,

SNRIEER --mkhomedir JETRE T |dM &ZFim, NHZRAAHERERIEEE R,
B, FANERMERBFEWHRER, /.

Hth BHR

e & /usr/share/doc/ansible-freeipa/playbooks/ Bk 7 ipasmartcard_server &
playbook 7~

2.5. 1 IDM WEB Ul B9 F &£ B A iRiniE$

18
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B 2E B FRIIRKESHER

REBLUTORAE, @ 1dM Web Ul B9 7 5 B IR ERIES,

FRFH

WA DUHEHRBEAE LR 1dM R A RE, MAR ERBMES, SETBIEPH
UEP R EAERI A 5 B T LARIAE R BIE B ERESIN — 2, UETFRAEENRES
BEFEMISIE. HEBES N BB S 090 UERIUE T BRE I,

RAFABIERHE dM IEBTANE L, NHIEPEF#ERSZKEH, EFFERRIL
Az E,

o HWEZERMIEIAAREMIESR,

it =

1L MREBELFZ—DRAPRINES, EUEEFBERE 1AM Web Ul, BEREEECHEEXHFR
MES, ERFEEEANRIL,

2. SfinZE Users — Active users — sc_user,

3. # X2l Certificate %17, F i Add.

4. ARSTRED, &A cat TRHXXASHEIHFS PEM AR ERIES :

I [user@client SmartCard]$ cat testuser.crt

5. FHEHM CLI EFIFRENER] Web Ul FRITFHRIBE O,

6. mii Add,

19
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A 2.1. £ IdM Web Ul RZINiE+H

Mew Certificate

Certificate in base&4 or PEM format *

KOMY 22 E0UHSUAEOUNTE]BLE400S BV KK VTN AV VUL IV T LIVWNFUZEW]
B3magtLtmmchteX2s5aPWT4oPlzCdn|txgriwngURnlb1 Klei3/0xXWEMIgXomBhc
olWiw&11rFKgMBIRrXUEo+mMGZOB|oveTULCSAEMBAAGjggEyMIIBLJAFBENVHSME
GDAWEBQo+iyupkUtHG+Snx2BmucysMRvfzBBEggrBgEFBQcBAQD MDMwWMOY IKwWYE
BQUHMAGG|WhOdHAGLY9pcGELY 2EuaWRILMVAYWIwbGUUY29tL2MhL29jc3AWDEYD
VROPAQH/BAQDAZTWMBOGA1Ud|QQWMBQGCCsGAQUFBWMBBEErBgEFBQCDABEBENY
HRBEczBxMG+gNBAThjNodHRwWOIBvaXBhLWNhLmIkb5SleGFc GxILmMvbSIpc GEV

¥3|sL01hc3RIckNSTCSiaWaiNKyMDAXDjAMBENVBAOMBWIWYWNhMRAWHAYDVQQD
DBEVDZX|0aWZpY2F0ZSBBdXRob3|pdHkwHQYDVROOBBYEFGISSkOVPsPCBROA+TT
Sumtj4lzMAOGC5qGSIb3DQEBCWUAALIBAGB|zDtgTjESAPZg+M407kQWmMmMgr36Fy
|zhz41 e AKVDIGWW VK CTChFSbb1 mLOHHOPtkLxRwS wiaT+DWyED nFoEg vyl sk
CHp|CkOtO)RkPDadAS|f1 nChENmowh pstz pFeaaZ)snftlRxiunyNBUbn1 tRhOko

400dnCO4aWSyoOgpLD ke SrL/R/bdvolpH+DPly3DES7sWLMzELaMFNHS8y4GZMP
c5G4kDtuXzDQbX2zDE+rDZWAT7VIkIUE90tLo4Tdp/boRSrbk95Rga)d

sc_user FEINESE—MAERIES,

2.6.7E IDM CLI A B & B iRt
RIBLUTRE, SAEIEERMNE 1AM CLI FA LB,

WA DUFHIE BRI R G2 1AM I PR E, MAR EEBEMES, g8TBIEHH
UEPBRETEUIERI A SR B AT AR B IE R BRI — A, UETFRAEERARES
REF B MWL, EEIESY BCE &0 50 LA IE BRI,

MRAFBIER A M IEBWA N ZH, NIEFeFEERAREH, BFAFERRIL
TARERIE,

FRFH
o HWEZERMEIAFARENIESR,

it
1L MREBHFH—PRAPRINES, FUEEAFMHERE 1AM CLI
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I [user@client SmartCard]$ kinit admin

%E Eaﬁﬁﬁaﬁi#qﬂm“ﬂﬂﬁ%, &N Tﬁ'ﬁg'ﬁt'iimﬁlj Ik -
I [user@client SmartCard]$ kinit sc_user

2. MIB—ASEIEBHIMNELE, ZLERMRTILFTH, FSHEKK—1T, X2 ipa user-add-
cert in T HAZEMIIE R -

[user@client SmartCard]$ export CERT="openssl x509 -outform der -in testuser.crt |
base64 -w0 -
HER, testuser.crt SXHHBIIEF %2 PEM B,
3. {#F ipa user-add-cert & SHHIEFHRMNE] sc_user BIEZE XX :

I [user@client SmartCard]$ ipa user-add-cert sc_user --certificate=$CERT

sc_user &ZEIEEEZ—MAERIEF,
7. RERAREENFERAEEFHNIE

SeRF M
e gnutls-utils {2 B &%,
e opensc KB BERLE.
e pcscd ARZ5 IETEIZTT,

EERESERFR, BLMLEENMIE, ZTEAUERIES, FH/E5) psed iRS.

L

1. &24& opensc 1 gnutls-utils F{43 :

I # dnf -y install opensc gnutls-utils

2. Jazh pesed fR%.

I # systemctl start pcscd

e UiF pesed RS —_EEEBIFIEIT

I # systemctl status pcscd

2.8 EEEREFIHFRIEPMEA LELREREF
BB TR, (8 pkes15-init TREBEAF, X TETHRHERE :
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8

BIRE L

HBHHI PIN F17T%£AY PIN Unblocking Keys (PUKs)
TEBRE £ L OB IRE

TERERBIIHIE T, FAFAFIAHA

MRFE, HHESREFKE, FBHIREEEFFTEINRUNSAL

pkes15-init TEAIRETTEFERMABERF. BRIEREEREEFHNIE,

FRFM

it =

22

o D&% opensc ¥ a, HHEIE pkes15-init TE,

METRESHMEL, H5H LERTERAMEMAEEENTE,
FEEA L E R ISR L,

BE— 1N EFHEER T LMRH, AFMIEH. THRE
H, testuser.key. testuserpublic.key [ testuser.crt A TFHRH. LFAFMIEHBBAR,

RB YRIMERE R AP PIN # Security Officer PIN (SO-PIN),

. BRERFHERENPINGIEAS -

$ pkcs15-init --erase-card --use-default-transport-keys
Using reader with a card: Reader name

PIN [Security Officer PIN] required.

Please enter PIN [Security Officer PIN]:

XN R ELEBIER.

. B EREE, KBEMA S PIN #l PUK, LARERIZR 2NN PIN # PUK :

$ pkcs15-init --create-pkes 15 --use-default-transport-keys \ --pin 963214 --puk 321478 --so-
pin 65498714 --so-puk 784123
Using reader with a card: Reader name

pcks15-init TEE&EREF L OJE— D,

- NIEREREIREMRIE D

$ pkcs15-init --store-pin --label testuser \ --auth-id 01 --so-pin 65498714 --pin 963214 --puk
321478
Using reader with a card: Reader name

FREIREB N AR EEME, EAFIH ) testuser, auth-id %2 D+ 753EIE, EARGIHIL
H 01,

. EEREFRHFRIE R EE LR
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B 2E NERFRIIEESHER

$ pkcs15-init --store-private-key testuser.key --label testuser_key \ --auth-id 01 --id 01 --pin
963214
Using reader with a card: Reader name

AEEMENBAFRIEBEEET L5, 85 -id IEENELIER. Bil
W -id EEEBCHE, SNElNEERNERTRITE,

5. EEREF LRFTEE P EEHIROZIES ¢
$ pkcs15-init --store-certificate testuser.crt --label testuser_crt \ --auth-id 01 --id 01 --format

pem --pin 963214
Using reader with a card: Reader name

6. Ak : EEREF LB RE R REFEIFITCAY
$ pkcs15-init --store-public-key testuserpublic.key --label testuserpublic_key --auth-id 01 --id

01 --pin 963214
Using reader with a card: Reader name

% o

MR AHFAERARIUEBN R, EIEESFAASIETR ID #8E[ D,
7. Al REEREREREBRIPIEXERTERT :

I $ pkcs15-init -F

AR S sE R RSO RMNIEE R E S IFR, FAARMAH, A0 THEMNEF PIN # PUK, KL
R PIN 1 PUK,

2.9. [FHEREEXE IDM
BRBLITRIE, EHEEEEERE IdM Web U,

FRFH
o web M ZR#RECE A& BEFIIE,
e |dM ARS5ERRECE N EREFANIE,
o MHIEMERFHLENILTH M RSB A L, HEDRME IdM WA ZEBH,
o MABERRBIEREFATER PIN,

o EEEFERARILEEEH,

pi% &2
1. FEN 2R FTFF IdM Web Ul,
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2. REEAIEHER,

RED HAT' IDENTITY MANAGEMENT

Password

3. #03R Password Required X[1EHEFTFF, EARIN PIN REEDIEREF, AFHT OKIRMH,
LI 23T FF User Identification Request X151E,

MRERERFEELMNIED, B EFEATFRIENIES TANTHRIRPEFEERTEHINIEN
HEH,

4. Hif OK %%,

WIE, HEKIHEFEIdM Web Ul,

RED HAT" IDENTITY MANAGEMENT & Administrator v

Identity Policy Authentication Network Services IPA Server

Users Hosts Services Groups ID Views Automember v

Active users

Active users >
Stage users Q Z Refresh | @ Delete || 4+ Add | | = Disable || + Enable | Actions ~

Preserved users

User First Email Telephone Job
O login name Last name Status uiD address Number Title
O admin Administrator v 427200000
Enabled

Showing 1 to 1 of 1 entries.

2.10. 7£ IDM E Fim s {FE RS R IF &< GDM

GNOME R EEE R (COM)FEEFMLIL, BALERENSN, BE, SRIUERERFITEOR
i,

RBLUTRRE, FEAEREFRILRDF GDM,
FoRFM
o NEBFRILEET RS, HHEESMH HVERFINIERE dM &,
o ZERFIESEMILTMIH,
o IZAFIKAZ 1dM B 5,
o EREFLEMIEPEIUTARAMRFIAIRKAE :
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B 2E B FRIIRKESHER

o MWEERFFBNEIET. #IHESH Adding a certificate to a user entry in the [dM Web Ul
2 Adding a certificate to a user entry in the IdM CLI ,

o NAENZIKFBIEPREEIE, FEEEERT AEEF LRES I UERIUETRE N,

AR
1. FEELER SR iR A B RE
2. HIAEREF PIN,
3. = Signin,
B E R RHEL %48, FEEA KA IdM RS RIRHB TGT,
ESANE A
e 7f Terminal F¥iA klist, FELR :
$ klist
Ticket cache: KEYRING:persistent:1358900015:krb_cache_TObtNMd
Default principal: example.user@REDHAT.COM
Valid starting Expires Service principal

04/20/2020 13:58:24 04/20/2020 23:58:24 krbtgt/EXAMPLE.COM@EXAMPLE.COM
renew until 04/27/2020 08:58:15

2.11. 7£ SU tp S R {E & RE R4

IR P BESHRIE, BALERBGRIES, RELTHE, B suhdEREMEE, 18
REMA suRDE, RARIBTEHAEEE PIN,

FRFH
o NEBEFIILEE T EM IdM BRFSHJME i,
o IESM NERRFIILEE IdM IRS5E
o IESM NERFIILEE IdM & iR
o ZERFESEMILBMAN, FSHERFPHEILD
o U FHEAERSBFEEIITEN.

o HEAIREOS, EMA sumSRIAEMBA,

$ su - example.user
PIN for smart_card

MREEIER, RIRTEHAEEF PIN,
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% 3 % 7 IDM R ERERIIEESE ADCS X Bk

B7E 1dM Ry EAEB B HRIESN B X (AD)IEBIRS X A FECE & RN IE

o THEHEBZETHHNEE(IMFESIBK(AD)Z RKEBEMWEE.

o MAZAVFERERIIEFEE AD BB,

o IEBAEFFMEEIEDBFIEHIRS(ADCS)H,
BXRERFRAERIER, ESM T AERE R,
FeB BT U T PR

o [ CAFAFIEBMED B REHE IdM RS IFFE i

o (i ADCSIEH NERFHHPIILEE IdM IRFSEFFE ik

o LY PFX(PKCS#12)XX M4, LAMEREWRHERMAAFHEEIEREF+

® 7f sssd.conf XHHESE BN

o NEBERFMDLIE QR BRET LI

FTRFH

o BHMEEB(IIMALEYBRAD)EEBERE
FEFIESHIE IdM #1 AD 2 [ ZEEE,

o JHEBERIEBRF(ADCS)BERE, HERAIEFEEK

31 EEEEMIEFERERRFEH WINDOWS AR5 2HXE
RTE Windows ARS5 28 LEEEUTRA :

o BREFNBFIULPFIRFS(ADCS)

o BIBIERIA MM

o [FIE] MIREEFRMEAIUEBIANM Web JEAM, N/ EBBKME 2RSS IS)
SHUEF -

o HIAWMIA 2048 fIHEZL

o TN

o MHEE—IPLUTKRAMILS : MAEFEE3H - PKCS #12(.PFX)

o JERIEHIEFL

3.2.f#FH SFTP M ACTIVE DIRECTORY & 4liFH
BRI EREEE LSRRI, BEEE L TFIEBH

o CERMABIR CAIES : IdM BRSS 23 LB adcs-winserver-ca.cer,
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%8 3% 7 IDM h HEEFRIEAE ADCS X ik
o BB PRXHBAFHAMMAFAIES : 1dM B i L aduser1.pfx.

XS RETIEA SSH Vs IR AR 1R, B0 SSH RAI A, R @/l XM AD FRS5 232 )
B 1dM BR 585 F0% 7 B

TR
1. M IdM IR 28 1E8E, FHIY adcs-winserver-ca.cer tRiF B E &3 IdM RS5 25 :

root@idmserver ~J# sftp Administrator@winserver.ad.example.com
Administrator@winserver.ad.example.com's password:

Connected to Administrator@winserver.ad.example.com.

sftp> cd <Path to certificates>

sftp> Is

adcs-winserver-ca.cer aduseri.pfx

sftp>

sftp> get adcs-winserver-ca.cer

Fetching <Path to certificates>/adcs-winserver-ca.cer to adcs-winserver-ca.cer
<Path to certificates>/adcs-winserver-ca.cer 100% 1254 15KB/s 00:00
sftp quit

2. M IdM B/ 75, FIY adusert.pfx A IE B EHIBIE i

[root@client1 ~J# sftp Administrator@winserver.ad.example.com
Administrator@winserver.ad.example.com's password:

Connected to Administrator@winserver.ad.example.com.

sftp> cd /<Path to certificates>

sftp> get aduser1.pfx

Fetching <Path to certificates>/aduseri.pfx to aduser1.pfx

<Path to certificates>/aduseri.pfx 100% 1254 15KB/s 00:00
sftp quit

WIE, CAIEBREE IAM RS L, BPIERFEESR ~imleE L.

3.3. A ADCS ik B N EBE R A KIEESE IDM BRSS 23T F ik

RERE IdM (B EBIE) IRSBME i, LMEREWE IdM INERFERERERFHMEIE. |dM @&
17 TFi B L EE AW ipa-advise I :

o REMFHHMHI

o FLiE IdM AR5 2RFZE S i

o fFCAIEFERFIENAME
&R LATE |dM R %5 28 HI2 1T ipa-advise,

BBLUTRE N B FRIERERSSRFE i
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o 7EIdMBRS 23 : B AD IEBE IdM BRSS 227 N A ipa-advise BRSS 23R,
o [EFIHEABINE IdM B imil2EF,
o 7£IdM E iR : A AD IEF1E IdM B iR N ipa-advise &7 IRHIA,

FoRFEMH
o IEFHEEHIE 1AM RSS2,

e JKEY Kerberos Z#2,

o LEFEENRMWAFBRER,
S
1. 7£ 1dM fRS5%:, {5/ ipa-advise A RER B & /i

I [root@idmserver ~J# ipa-advise config-client-for-smart-card-auth > sc_client.sh

2. £ I1dM BRS5 25, {HH ipa-advise BIAEECBARSS 25 -

I [root@idmserver ~J# ipa-advise config-server-for-smart-card-auth > sc_server.sh

3. 7 IdM BRSS B R HUTHIA

I [root@idmserver ~J# sh -x sc_server.sh adcs-winserver-ca.cer

o THEE IdM Apache HTTP RS 25,

e E71E KDC (Key Distribution Center) A5 F PKINIT (Public Key Cryptography for Initial
Authentication in Kerberos) .

o ©fF IdM Web Ul BEB NIEZ BHEERIRPUE K,
4. ¥ sc_client.sh ARSI EI& Fim R0

[root@idmserver ~J# scp sc_client.sh root@client1.idm.example.com:/root
Password:
sc_client.sh 100% 2857 1.6MB/s 00:00

5. & Windows IEH EHIEI& iRkt

[root@idmserver ~J# scp adcs-winserver-ca.cer root@client1.idm.example.com:/root
Password:
adcs-winserver-ca.cer 100% 1254 952.0KB/s 00:00

6. EEFIHRAHIZTE IR :
I [root@idmclient1 ~J# sh -x sc_client.sh adcs-winserver-ca.cer

CAIEBUEMBRRER IdM IRS5BMEAIRRSH, T—SE2RAFIEPERHIEEFEAS.
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3.4. B PFX X4
B0 PEX(PKCSH12) X FMEEIERER 2 All, Bl -
o I PEM R
o ERFAFIEPIRINEIN DA RBI XA
SERFEH
o PFX XHHEHIE IdM B imHlesH,
ik =5
1. EIdM B im, XA PEM &R :

[root@idmclient1 ~J# openssl pkcs12 -in aduser.pfx -out aduser1_cert_only.pem -clcerts -
nodes
Enter Import Password:

2. [EIR B RIRA ST

[root@idmclient1 ~J# openssl pkcs12 -in adduseri.pfx -nocerts -out adduseri.pem >
aduseri.key

3. B RSEH RIE ARG o

[root@idmclient1 ~]# openss| pkcs12 -in adduser1.pfx -clcerts -nokeys -out
aduseri_cert_only.pem > aduseri.crt

LER, A LU aduseri.key #1 aduseri.crt 5 R EEEE,
5. ZXAXREEMNERAEEFNIE

SeRF M
e gnutls-utils {2 B &%,
e opensc KB BERLE.
e pcscd RS ETEIZTT,

ERESERFR, BRNLEENMIE, ZTEAUERIES, FH/E5) psed IRS.

L

1. &24& opensc 1 gnutls-utils F{42 :

I # dnf -y install opensc gnutls-utils

2. Jazh pesed fR%.

I # systemctl start pcscd
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e 53 pesed RSB ERBIFHIZIT

I # systemctl status pcscd

3.6. EEXBREEH PN L2 58e
BRIBLUTRIE, A pkes15-init TEREERSE R, ZTEEBTERE :
o IBIRERE
o XEBHM PIN FI A %M PIN Unblocking Keys (PUKs)
o TEEEEF LOIEBHIERE
o TEIGEEMHIED. FFAFIAY

o MRFE, FHEERFRNE, FHIRLERFFEINRENRAEL

. pkecs15-init TEAIRETTEFERMABERF, BRIEREEREEFHNIER,

FRFM

o D&% opensc ¥ a, HHEIE pkes15-init TE,
METHRELIFMER, ESN ZEATEENFEAEREFRNIE,

o U FHEAERBFIEEIITEN.

o ME—NELEMETE T LVAA, RFMIED, ELIRRE
H, testuser.key. testuserpublic.key [ testuser.crt @B TFHRH. LDFFAFIEHBBAR,

o MAELURINEBE R, PIN #1 Security Officer PIN (SO-PIN),

it =
| BIRERFHEREH PINIEBS -

$ pkcs15-init --erase-card --use-default-transport-keys
Using reader with a card: Reader name

PIN [Security Officer PIN] required.

Please enter PIN [Security Officer PIN]:

XN R BEEHIER.
2. FiRfeERe®, KEBERAF PIN # PUK, MAREBIR SN PIN Hl PUK :
$ pkcs15-init --create-pkes 15 --use-default-transport-keys \ --pin 963214 --puk 321478 --so-

pin 65498714 --so-puk 784123
Using reader with a card: Reader name

pcks15-init TEEEREF L OJE—DMHiEE,
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% 33 Jy IDM hFEEERuFESE ADCS X it

3. NIEE LB FYIE D :

$ pkcs15-init --store-pin --label testuser \ --auth-id 01 --so-pin 65498714 --pin 963214 --puk
321478
Using reader with a card: Reader name

PRI B N AR ELME, EAFIH ) testuser, auth-id %2 D+ 753EIE, EARGIHIL
H 01,

4. EERFHHEEHFEFIRICRY

$ pkcs15-init --store-private-key testuser.key --label testuser_key \ --auth-id 01 --id 01 --pin
963214
Using reader with a card: Reader name

a3
. AEEMENRBAFRIEBEEET -5, 85 -id IEENELIER. Bil
A W -id EEEBCHE, SNElNEERNERTRITE,

5. AEREF LRETEE P EEHIROZIES
$ pkcs15-init --store-certificate testuser.crt --label testuser_crt \ --auth-id 01 --id 01 --format

pem --pin 963214
Using reader with a card: Reader name

6. Ak : EEREF LB RE R REFEIFIFCAY
$ pkcs15-init --store-public-key testuserpublic.key --label testuserpublic_key --auth-id 01 --id

01 --pin 963214
Using reader with a card: Reader name

% E,E
NRAASFATUEB XN, TEHERESFAFIERR ID 18R 1D,

7. ik REERFERTBRIPIERERTHNF
I $ pkcs15-init -F

AR B e R IE ST O EMNIEE RS 2 IFR. AN, SA0E THEMNEF PIN # PUK, UL
K2R PIN 1 PUK,

3.7. £ SSSD.CONF g & #BHf

FERERERIETH T B R IERIR (A AT RELL SSSD BB IABES B B B, BBEE R T2 R FRE
TERREY :

o 2HVILENR
o MR EL A BEMIME
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o REFAZRFTLMIEDXRS

o INR{EM OCSP WIFIES, MIRE OCSP (TELIEFHRANNL) iR 2FHINTR 18
FEXFIERT, ERILUE sssd.conf SR IF LTI I (A E K2 60 # -

e p11_child_timeout

e krb5_auth_timeout

FRFH

o IRALL root B9 &K,

CZ
1. $77F sssd.conf 3044 :

I [root@idmclient1 ~]# vim /etc/sssd/sssd.conf

2. EX p11_child_timeout BJ{H :
[pam]
p11_child_timeout = 60

3. HX krb5_auth_timeout HI(H :

[domain/IDM.EXAMPLE.COM]
krb5_auth_timeout = 60

4. REXE,

FE, FEIRUEHOIA N B S ERT, SEEEFNRETLZT 128 (60#) .

3.8. HEBEFHHBINUE AR UETBRE HLN]

IR B/ —MIET FATF AD(Active Directory)# IdM RiAEK A BIRAF, S LATE IdM BRSS 2R EOIRIES
Bg S R,

OBZXFERANG, R R E R R/ TIIE.
BRIEBREMNBESE, HSH AT ERE S0 LI IE T RE A,
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$ 4 = ATEE MR UEBIUEFBRGHL

5 4 F ATECIE 5195 UL R UE T3 BRETHLI
LT IR T TR ERBIEHRAHN -
o UEHRES 1AM HAIEE X REESE R (AD)MIE BRI A A,
o EHERSMERIE BIE A £ T,

o IdMINMEK, AREAFEAEERFHAS, EXMERT, RINTEILPARELEETR,
ARSEIERAT, THNELXEZATINN, RESTEIETBHEL, ERSIRANM.

ERRGERA, SR LGIRIUEFBREAN, FERRER M ELIEHEIRA S & B RINET R EE,
ERERRE, BPRATUERIEBESR, BEIEHORE EREAIRE.

A, BMIEBSERLAT, FHICIEBRREHN AR EB I, 20T B iEBEN, SEARKNERAS
%8B, flm, MRREETF Subject 1 Issuer BI(E, MRFTHIEFEE S HIEBHERNEIMELE,
MBS BEA, MNRFEAEIES, NSRS EER A &SR IEIES,
WEIEFBIRET

1. EIE AW IUEIE B AR S SR S SE R IR B AN EEI B K AR,

2. BIEGMTGIBIEBME N, URFEIKFEES5IEHE B CANIE RS HIERE A K
hEFE 1dM,

DIBIEFBRAMNGE, HRARFRMEREE XHRS X HaeF LRIEBR, FMWIERTLRTY,

B2 ZFOKDC)E—TATIEHIREMNNGF. ZEFEE— certauth iFRIE

7%, BE— 300 MWEIEmLEN ., KDC RRBEENHEFRA MNIBEMEDR, FRIEE
ERTHEEIHT,

BRI ARG N B R, URIMEREFIERENEMER, EHSH (dM RS0 BRE HLI 4
#, LUARIREUEHFBELE, UEECEANHER,

RBGIEF BRI AT BUR FEERIEBRIAA, Fln, IREERTHIEFH SSH, Nk
A MIET RIREV AR FTTEEUE T,
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% 5% A WEB ZHa VM EHEENA N EEE R FRIE
7 RHEL web #2414y S B2~ BB RE R0
. BHEE

e Active Directory, E7E Identity Management FIES#EE %1%

SERFEH
o MEMFAHEERVILMRFWIIZE Active Directory 2% Identity Management 15 #I5% 7.
o ATEBREFRIEMIET RIS HHEESK Active Directory R E A 7 KBk,
B XL Identity Management FYFIEH 5 A P XEBHIE, 1ESHAE 1M Web Ul FBIFE 5 H
RARINIES, SCRHESERME] 1dM CLI RRA A SREH,
5.1. LA REEA W ERERIGIUE

BREFE—MERE, AUERREEFHIIEHRED AR, PARIEEKRE, BTURERAS
Bmi—HEREREF.

ERLMERAARIE PN EERTPRER A EIL. BRNPHNEGTRTUREl, BTLUgE
REFREAREEGHE USB EEFH, HAHERFRMPIN AN, MARRMEN.

BHEBIAMEZFEANTARNEE R EHRIE
o [dM IEFAL MK & FREI A FE,
e Active Directory IEFBRSS(ADCS)IEF A WLk & B9 A iE$,

p= Y=
A MREFAERFRIE, HSMEGHENR : RHELS+ B REF X,

5.2 REMARXREEMERAERFNIA
SeRFH

e gnutls-utils J {2 B &%,

e opensc KB BERLE.

e pcscd RS IETEIZTT,
HEERBEZREER, B NLEMANMTIE, ZITEATMUERIES, FE5h psed RS,
i =

1. &24% opensc 1 gnutls-utils F{42 :

I # dnf -y install opensc gnutls-utils

2. Ja5h pesed fR%.
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%5 5% 1/ WEB 2HRI5 hEHERNA M EREEREFRIE

I # systemctl start pcscd

e 53l pesed RSB ERBIFHIZIT

I # systemctl status pcscd

5.3. EFEEFRHMIEPMBEHLERERF
RIBLIT SRR, 5 pkes15-init TERBEAEE, % TEREBGRE !
o BIREHEFE
o XEBHM PIN FI A %M PIN Unblocking Keys (PUKs)
o TEEEEF LOIBHIEE
o TEIEEMHIED. AEFAFIAY

o MRFE, FHEERFRNE, FHIRLERFFEINRENRAL

. pkes15-init TEAIRETTEFERMABERF. BIEREEREEFHNIE,

FRFH

o D&% opensc ¥ a, HHEIE pkes15-init TE,
METHRELIFMER, ESN ZEATEENFEAEREFNIE,

o ZFHEAERSRFEEIITEN.

o BE—NELEMETE T LUAA, AFMIED, ELIRRE
H, testuser.key. testuserpublic.key [ testuser.crt A FHRH. LDFFFIEHHBAR,

o MAEURINVEBE R PIN #1 Security Officer PIN (SO-PIN),

£

1 BRERFHEREMPINFIEEE -
$ pkcs15-init --erase-card --use-default-transport-keys
Using reader with a card: Reader name

PIN [Security Officer PIN] required.
Please enter PIN [Security Officer PIN]:

XN EBEER,
2. MMAIEEREE, XBEMABF PIN # PUK, UUREHZ LN PIN #1 PUK :

$ pkcs15-init --create-pkes 15 --use-default-transport-keys \ --pin 963214 --puk 321478 --so-
pin 65498714 --so-puk 784123
Using reader with a card: Reader name
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pcks15-init TEEEREF L O — M,
3. NIERERER I D
$ pkcs15-init --store-pin --label testuser \ --auth-id 01 --so-pin 65498714 --pin 963214 --puk

321478
Using reader with a card: Reader name

PRI B N AR ETEEME, EAFIH ) testuser, auth-id %2 D+ 7N3EIE, EARGIHIL
H 01,

4. EEREFIHBERFEIF LY
$ pkcs15-init --store-private-key testuser.key --label testuser_key \ --auth-id 01 --id 01 --pin

963214
Using reader with a card: Reader name

a3~

AEEMENRBAFRIEREEET -5, 85 -id iIEENELIER. Bil
W -id EEEBCHE, SNElNEERNERTRITE,

5. AEREF LRFTEE P EEHIRNOZIES
$ pkcs15-init --store-certificate testuser.crt --label testuser_crt \ --auth-id 01 --id 01 --format

pem --pin 963214
Using reader with a card: Reader name

6. L : AEEF LRHTEBEPREFIFCAN

$ pkcs15-init --store-public-key testuserpublic.key --label testuserpublic_key --auth-id 01 --id
01 --pin 963214
Using reader with a card: Reader name

% o
MR AHFAEREARIUEBN R, EIEESFAHASIETR ID #8E[ D,
7. Wl REEREFREREBRTIPIEXERTERT :
I $ pkcs15-init -F

AR S sE R IE ST O ERMNIEE R E S IER. FAARMAH, A 0E TEMNEF PIN # PUK, UL
R PIN 1 PUK,

5.4.75 WEB #1585 A& e RINIE
F1E web #HIE P FERAEREFRILIE, E1E cockpit.conf X4 = A& BEREIE.
T4, AR LAE R — X A R R B RS ASIE,

FRFH
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%5 5% 1/ WEB 2HRI5 hEHERNA M EREEREFRIE
e &% RHEL web #HA&,

TR
1. EASEANRERE RHEL web 415,
2. = Terminal,

3. 1£ /etc/cockpit/cockpit.conf /1, fF ClientCertAuthentication &7 yes :

[WebService]
ClientCertAuthentication = yes

4. W\ : 1£ cockpit.conf HEAE T EEM B HKIE -

[Basic]
action = none
XNEBERA T BEIUE, BXIE2ERERE
5. EJF Web %15, LAAR cockpit.service #HEZHK :

I # systemctl restart cockpit

5.5. [F & EE*E WEB 4l &
e LME A EEEEE R E web 12515,

SoREH
o REETREEHRMANMILY, ZIEPHS Active Directory 5 Identity Management 18 B9 FE ik
FREX,

e PIN BTRHIEREF.

o EFMERFRAEFSR.

1 $TFF Web %25, FFIEMIEF AR Web 2] S B,
P53 28 B R IAN PIN RIPRFEE BE R AL,

2. 7£ Password Required XfiGERR, %iA PIN F = OK,
3. 7E User Identification Request X[ 15HER, LFRFEERERHPRIIES,

4. %3 Remember this decision,
R TRITFHIXANED,

p= Y=
b5 PR E A F Google Chrome A,
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5. Rili OK,

BHEEERE, Web ZFIARETRERR

5.6. W EREF MR AT EIHH SUDO Hilik
B RT LA P Web 32414 o 8 8E + F RSB sudo FIELBAR %5 B0 ETS S5,

A—MARER, MREERIESNEE, ERLUNAI0E Web #2HIAIER FMITIERANEIE, LA
sudo, SSH SEMBRFSHITHBIUE, ik, Web #EHBRER - RiEHBTHEAE S4U2Proxy

Kerberos ticket,

FRFH
o FNEEERE.
o BEMEETSHMEREENENE R,
o WENETE web HHANERF, MBELER, FSMER Web 2FI S EEEE FILIE,

£

1 XBARERMIN], LA HIEEZET LA AL E L,
Bl 5.1. E B RZERHLN

Web ##& 15247 EH] host.example.com, FN=E{E, LUEiT sudo Viln B S M EMN.,
L4, FATERINT B AI{EEAM - remote.example.com,

o GIBITEIR:
o JZFTEAT e RN E AL BT LA R 89 B AR ER TR

# ipa servicedelegationtarget-add cockpit-target

# ipa servicedelegationtarget-add-member cockpit-target \ --
principals=host/host.example.com@EXAMPLE.COM \ --
principals=host/remote.example.com@EXAMPLE.COM

o ERVF Web EHIBRIE(HTTP/principa) i MIZENIRK, HEFERAUTHS

# ipa servicedelegationrule-add cockpit-delegation

# ipa servicedelegationrule-add-member cockpit-delegation \ --
principals=HTTP/host.example.com@EXAMPLE.COM

# ipa servicedelegationrule-add-target cockpit-delegation \ --
servicedelegationtargets=cockpit-target

2. EXNARSGS SR GSS FAFILE -
a. X/ F sudo, 7 /etc/sssd/sssd.conf X5 pam_sss_gss &L :
i. Llroot BF &2, fSi5r&BRINE /etc/sssd/sssd.conf & X4,

[domain/example.com]
pam_gssapi_services = sudo, sudo-i
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%5 5% 1/ WEB ERG v EhERNMA BT Rt

ii. E$E—1T/2H letc/pam.d/sudo XL,

I auth sufficient pam_sss_gss.so

b. %F SSH, ¥ /etc/ssh/sshd_config 34+ #) GSSAPIAuthentication :LIE %7/ yes.

DIk

==
[=]

M Web #2258 2EF2 SSH M, FIRE S4U RIEBF KWL K FILE SSH £
M. FERENEBEEZEEN LM sudo #HTHMEIERTTEER T,

1. ERERFERE web #HIA,

2. = Limited access %1,

3. EREERRHETRIE,
HE -

o iRfER SSH IEEEEIEMEM.

5.7. BREI A P 21EFAELRL IE DOS Wi

UEPEIE# 2 B HMRE cockpit-ws Web AR5 2:HILAIRY, FHEHAESEELIEMA P HREEWRT,
BE, XKB|IAT —NBEMELERS (DoS)K il R EETUAEARELET, FFHKEHTTPS B
K% %% cockpit-ws & B #ERRRMILES,

FIBhLEIX — DoS, X Web BRS5 28 LHINEFHRZEIRE, BRIANBERT, MEERENRNETERHERE
7200 N8, BHEH 75% (1) /90% (FF) ANTERRIE.

LU g 7 @i REE N N FEN TIRET.
R
1. 7EmAR, $TFF system-cockpithttps.slice Eo & XX 4 :

I # systemctl edit system-cockpithttps.slice

2. ¥ TasksMax fRfl 100, & CPUQuota BR#lH 30% :

[Slice]

# change existing value
TasksMax=100

# add new restriction
CPUQuota=30%

3. ENAXEREN, WEERS
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# systemctl daemon-reload
# systemctl stop cockpit

IE, FHIREME M 21GRE T cockpit-ws Web RS 23 75 DoS Kifi.
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% 6 & AKX B E SR FRIE

56 B FRAAMIEFEESREFRIE
BRI RE SR -
[ ]

MR A EEBI RN,

Ed
BRBEINEN L EREEFITINIE

S

o CREGEREEEVIERE SSH I,
o REE(FMA authselect EZEEAE
R TR E RIS
o oA T A TR PRI - B e e G B R LT
R S, L AL AT B B0 I,
o EEEERRETHILE,

e 7y SSH ViR ECE & RE R AL,

BE
R ENATLME N —ER S, [ENRMEE S, HERENBRIEFHERINEN
Fo 5 EYIE S,

BRINANEREFOLZ IIMIEBHFEE, HFSE SR FRILEESMHEE

FeREH
o B &I authselect
authselect TETE Linux ENHFEER P WIE, EeMfFATCEESREERIFSH, 8%
authselect B9 ¥1E, 1HSE N authselect,
o RHEL 9 Z#HMERF=HE USB L&
FEEERE RHELO M EREE X1,
6.1. B AR UEF
BRBUTREHFITUTES :
o £ OpenSSL IEHM A HH4
o AIBIFPELIFHK
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Digk

H=
ST TR BB, oA £ 2 B A AL 4 B0 HE R A A AD.

IdM % RHCS IAIEVIENM R £, BIEENFZEN—E82, EMAEREIALE
IEHLRS & B9 UEH

it =
1 GIEAAERIERRBR, fim :

# mkdir /tmp/ca
# cd /tmp/ca

2. WEBIET (FUXEEHE ca BRPHGTT) !

cat > ca.cnf <<EOF
[ca]
default_ca = CA_default

[ CA_default ]

dir =.

database = \$dir/index.txt
new_certs_dir =\$dir/newcerts

certificate = \$dir/rootCA.crt

serial = \$dir/serial
private_key = \$dir/rootCA.key
RANDFILE = \$dir/rand

default_days =365
default_crl_days = 30
default_md = sha256

policy = policy_any
email_in.dn =no
name_opt = ca_default
cert_opt = ca_default

copy_extensions = copy

[usr_cert]
authorityKeyldentifier = keyid, issuer

[v3_ca]
subjectKeyldentifier = hash
authorityKeyldentifier = keyid:always,issuer:always

basicConstraints = CA:true

keyUsage = critical, digitalSignature, cRLSign, keyCertSign
[ policy_any ]

organizationName = supplied
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organizationalUnitName = supplied
commonName = supplied

emailAddress = optional

[req]

distinguished_name = req_distinguished_name
prompt =no

[ req_distinguished_name ]
O = Example

OU = Example Test

CN = Example Test CA
EOF

. BIBUTEX :
I # mkdir certs crl newcerts
. BIBLLTR X -

I # touch index.txt crinumber index.txt.attr

. EBRTXHEHRBEARF O
I # echo 01 > serial

ZBRERITXHHREARTF 0, ERBIEPHFIIS, HXD CALB—MHIEBENIMEFR
DD_O

. Bl — OpenSSL root CA B :

I # openssl genrsa -out rootCA.key 2048
. BB root INIEINIENUFIET -

# openssl req -batch -config ca.cnf\

-x509 -new -nodes -key rootCA.key -sha256 -days 10000 \
-set_serial 0 -extensions v3_ca -out rootCA.crt

. NIEBIR P ROIRE
I # openssl genrsa -out example.user.key 2048

XNBHREARMRIPERD, RS BARFERFR, MRIHRHERE,
AR UEEEEREFHUERY. EMIIX—R, HEESRFEBERNA,
. DIBIEPERIEREREXH (FXPXAEFE ca BRFWBHITH) ¢

cat > req.cnf <<EOF

[req]

distinguished_name = req_distinguished_name
prompt = no
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[ req_distinguished_name ]
O = Example

OU = Example Test

CN = testuser

[ req_exts ]

basicConstraints = CA:FALSE

nsCertType = client, email

nsComment = "testuser”

subjectKeyldentifier = hash

keyUsage = critical, nonRepudiation, digitalSignature, keyEncipherment
extendedKeyUsage = clientAuth, emailProtection, msSmartcardLogin
subjectAltName = otherName:msUPN;UTF8:testuser@EXAMPLE.COM,
email:testuser@example.com

EOF

10. i example.user iE B OIERIEFHEZIEK :

# openssl req -new -nodes -key example.user.key \
-regexts req_exts -config req.cnf -out example.user.csr

. BEFED, STHERIZEN 15 -

# openssl ca -config ca.cnf -batch -notext \
-keyfile rootCA.key -in example.user.csr -days 365 \
-extensions usr_cert -out example.user.crt

BERF, IAUERTUAZ A FIE AR £ B & 17 AR E R

6.2. FiE P EHIE SSSD B+

GNOME K HEHZR(GDM)FE SSSD, #IRFEM GDM, NIFER PEM iEHEHIZ] /etc/sssd/pki B
QZKLO

FRFH
o A CAMANIMIES

AR
1. BREERGHRET SSSD.

# rpm -q sssd
sssd-2.0.0.43.el8_0.3.x86_64
2. fIIEE /etc/sssd/pki B :

# file /etc/sssd/pki
/etc/sssd/pki/: directory

3. f9 rootCA.crt £/ PEM XS HlZ! /etc/sssd/pki/ B3k :

I # cp /tmp/ca/rootCA.crt /etc/sssd/pki/sssd_auth_ca_db.pem
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%6 6 E AKX PEREESE R ERIE
WAE, BEMIhER T IETIAVEFIIET, FHFERFE /etc/sssd/pki B xH,
==
MRES H— NN ARFHRZIUEBIANMUET, &8LTE sssd.conf FEHAIE :
® SSSD PAM 25 : [pam] £84>F#9 pam_cert_db_path
® SSSD ssh R8s : [ssh] 49 #H ca_db

HIEE A E sssd.conf B man page.

IMERIRBROARE, 9 SSSD A% UL T A ML T SO SRAR R L AL (51 H AT
SEOUER AL A,

6.3. REAXEEMERATEREFHNIE
SEREMH
e gnutls-utils {2 B &%,
e opensc KB BERIEK.
e pcscd RS IETEIZTT,
HEEREEBEZEER, BLMLEMANMTIE, ZITEATMUERIES, FE5 psed IRS.
R
1. %24 opensc #1 gnutls-utils Z4 S :

I # dnf -y install opensc gnutls-utils
2. Jazh pesed fR%.

I # systemctl start pcscd
o UiF pescd lRFGS—REEREBIFIEIT

I # systemctl status pcscd

6.4. EFEREFHFIEPMEALERERE
REBLITRE, £ pkes15-init TEERESEEF, ZTEAHEEERERE :
o IBIRERE
o XEBHM PIN FI A %R PIN Unblocking Keys (PUKs)

o TEEREF LOIZEFEIE
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o TEHBIEFHEIED. FPAFILNH

o MRFE, FHEERFTRE, FHIRLERFFEINRENRAL

s

pa -3

pkes15-init TEAIRETTEFERAMABERF, BIEREEREEFHNIE,

FRFM

it

46

o D&% opensc ¥ a, HHEIE pkes15-init TE,

METRESHMEL, W50 LERTERAMMAEEENTE,
FEEA LR IR L,

BE— 1N EFHAEER T LWRH, AFMIEH. THRE
H, testuser.key. testuserpublic.key [ testuser.crt A TFHRH. LFFAFMIEHHBAR,

RAE YRIMERE R AP PIN # Security Officer PIN (SO-PIN),

. BRERFHERENPINGIEAS :

$ pkcs15-init --erase-card --use-default-transport-keys
Using reader with a card: Reader name

PIN [Security Officer PIN] required.

Please enter PIN [Security Officer PIN]:

XN R ELEBER.

. B EREE, KBEMA S PIN #l PUK, LAREIZR 2NN PIN # PUK :

$ pkcs15-init --create-pkes 15 --use-default-transport-keys \ --pin 963214 --puk 321478 --so-
pin 65498714 --so-puk 784123
Using reader with a card: Reader name

pcks15-init TEEEREF L OJE— MG,

. NIEREREIREMRIE D :

$ pkcs15-init --store-pin --label testuser \ --auth-id 01 --so-pin 65498714 --pin 963214 --puk
321478
Using reader with a card: Reader name

PRI B N AR ETEME, EABIH ) testuser, auth-id %2 N+ 753HEIE, EARGIHIL
H 01,

. EEREFRHFBE R EE IO

$ pkcs15-init --store-private-key testuser.key --label testuser_key \ --auth-id 01 --id 01 --pin
963214
Using reader with a card: Reader name
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% 6 & AKX B E SR FRIE

pa -3

AEEMENBAFRIEREEET L5, 85 -id iIEENELIER. Bil
W -id EEEBCSHE, SNElNEERNERTRITE,

5. AEREF ERFTEE R INCIZIES ¢

$ pkcs15-init --store-certificate testuser.crt --label testuser_crt \ --auth-id 01 --id 01 --format
pem --pin 963214
Using reader with a card: Reader name

6. AL : AEEF LRFTEBEPREFINCAN

$ pkcs15-init --store-public-key testuserpublic.key --label testuserpublic_key --auth-id 01 --id
01 --pin 963214
Using reader with a card: Reader name

% o
MR AHFAERARIUEBN R, EIEESFAHASIETR ID #8E[ D,
7. "l REERERERERIPIEXERTERT :
I $ pkcs15-init -F

AR S se R IE ST O EMNIEE RS S IFR. FAARMAH, A 0E TEMNEAF PIN # PUK, KL
K2R PIN 1 PUK,

6.5. FAERE X IFEE SSH (A

SSH

ERERESMEIE. BALUERABHIIEY, RBUTRE, GRREFESEEFHNIEEERRIE.

B x{#A authselect EZEE RE £ HIIEIE, 1HSE [FH authselect BL B & BEF,

FRFH

Y=

o ZHEEFOAEEMIEBMFAH,

o ZFEALRBHEEITIEN.

o BREHEET SSSD.

o MM ZE5IETHI SUBJECT BB AAFR(CN)S A~ ID(UID)EES,

e pcscd RS IEEEHIA M ITHEN LIZ1T,
HEEEEREATEENERASREMIE,

1 EEREREFIIENA AT ERP ) SSH B E X

I # mkdir /home/example.user/.ssh
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2. {1 opensc [Fiz1T ssh-keygen -D 543 LA FA S BE £ ARG RINAE A%, FFERME
FA 789 SSH #%H B %89 authorized_keys FlI3k/, LUE@ET & ERIUE/S A SSH 1A,

# ssh-keygen -D /usr/lib64/pkcs11/opensc-pkcsii1.so >>
~example.user/.ssh/authorized_keys

3. SSH &Eij|7] /.ssh B % authorized_keys XHHELE B, BIXBESHESS IR, HiH
A

# chown -R example.user:example.user ~example.user/.ssh/

# chmod 700 ~example.user/.ssh/
# chmod 600 ~example.user/.ssh/authorized_keys

4. 7%, EREY
I # cat ~example.user/.ssh/authorized_keys

Kins BB,

5. HiF /etc/sssd/sssd.conf XHHEREH T HEEERIEL :
1£ [pam] B2, JFA pam IEPRIEER : pam_cert_auth = True

SNRHAROIEE sssd.conf 3, MAILLET FUTHASRIRGSITRER/NINEERE :

# cat > /etc/sssd/sssd.conf <<EOF
[sssd]

services = nss, pam

domains = shadowutils

[nss]

[pam]
pam_cert_auth = True

[domain/shadowutils]
id_provider = files
EOF

6. Efff SSH &%, H M authselect S ELE &3 IIIE :
I # authselect select sssd with-smartcard --force
WAE, ERLAERU T SISIE SSH PilA] -
I # ssh -1 /usr/lib64/opensc-pkcs11.so -| example.user localhost hosthname

REERY, RRTEHAEEF PIN,

XANEREIE T UEARMZT, WE, EAUSHAAFRES X EEEMRRA SSH WA RS TR
authorized_keys 314,
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%5 7% {1 AUTHSELECT EeBE 88 £551E

28 7 Z (i AUTHSELECT EZE&&Eae K5k
XERD eIt TR B S RE R LLARIL FEMZ — ¢
o HABEIMEREFREIE
o ZHBILHEAERERIIE
o TEMIBRES S ESIE

FeREH
o B &I authselect
authselect TETE Linux ENHFEER P KIE, EeMfFACEESREERIESH, 8%
authselect B9¥1E, 1ESEF A authselect L& - B9 500E,
e RHEL 9 ZHMERF=HE USB L&
PIEIEEE RHELO R ERE £ X,
71 ERATFEERETD
1E{E M authselect EL EBERE£RI, BHXITEPREANEHER, BRALUMERAUTIEERIES :

® Active Directory(AD)

o HPEE(dIM)
BXRMMEQER IdM IEFRRIERE, BB HIEKFEFIERHEE S HEEIE S i,

o ‘TIBIAIERL(RHCS)
HEESHERP I ZL2E  InEEEEF,

o E=HINEH (CA)
o AMINUEIENNE, NRAFABENHB—ER 2 3 A F i, & =] LAE B A # ) GEVGENUE 4 K
BYUEH,
BXRNMACIEFS ARIEBEEEERIIEE, HSHEBM S ARMIEBEEREF,
7.2. BB EERNRGILUS A SRR B S5k
RIBLU T AR R Y S A SRR Bm BRI,

SeRF M
o HEEFTEEMIEHMIAH,
o TEERBBARIEARHIEETITEN.
e authselect TE 2 RZLEEHRTH,
SR
o HALTHROATFERFMEMRIE

I # authselect select sssd with-smartcard --force
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LEif, EeEREIERKER. BRMNRETICE T 7TEHEFR, BELIEDATUESIE,

7.3. BB EERRIR G LA Hl & se R AL UE

authselect TERLEERAPEESEREERIE, HEBRIAEELRIE, authselect S EFELLTIE
0 -

e with-smartcard -- [R 7 iS5G UES, 5 AERERIGIE
e with-smartcard-required — B FEREFRIUE, ZABERIE
p= Y=
with-smartcard-required 73 2% {8 F & BE R HATRIE B KBRS Fom HIH4T, 40

. login. gdm. xdm. kdm. xscreensaver. gnome-screensaver [l kscreensaver, H
. AR5 (40 su =% sudo) BENINIER FTAEAERFRIE, FHRMSHRREMARH,

FRF
o EREFEEEMILHMIAH,
o FEIEREBHBAFFHIEEIITEN.

e authselect TEREFEMHAMRLIH,
e
o HIALUT e Hom bl E e FAIL |
I # authselect select sssd with-smartcard with-smartcard-required --force

2 3

ZiTlte N e, BHERIERTEEELF, BREEAERFES, HafTltas 2,
WRERFIRIEELZT, FELSBIETFTENRT.

Gk

74 BEERFIAL, FEEREERFIETHE

authselect RS AL RECBEAEFRIUE, LUBEEMELEZGHHIRERE RIS ERE. authselect iy
SWNBELUTEE :

e with-smartcard — |£ B&EEELE
e with-smartcard-required - 5 X RAERE LI (ZRABGEIE)
e with-smartcard-lock-on-removal — 7E & gE 4R ENH [F & il &
-
with-smartcard-lock-on-removal ‘£ {GE B FE24H GNOME £EIMER RS,

MREERET tty EFIBHRT, FHEBMEFHEPHERTEEF, NFRF
BB BIERTIZ S
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%5 7% {1 AUTHSELECT EeBE 88 £551E

FRFH
o EREFEEEMILHMIAH,
o FEIERIBHBAFHEEIITEN.

e authselect TEZEEBIAMRTIH,

£
o HIALTSHGEAERFRIL. FRABMISIEFHEMPRA i1 6B -

# authselect select sssd with-smartcard with-smartcard-required with-smartcard-lock-on-
removal --force

WAE, HEIHFR, FRERYE. BuIEFBASRFREIE.
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% 8 & [ MEREFIHITIEIEMR SUDO T H P %k

XER LR T ANl FA B BE R AR X sudo #HATERYIE. 7E ssh-agent BRS5AMIZ 1T B TAST ssh-
agent EEFHL L FIENRGE, ERLMER sudo PAM ity SSH SQ K IE G T2 KE,

HEERAER R TAMERRE, BRI SSH B XEILEH21T sudo %, MEFEREREF
TR SSH A SRR T A B 5,

HEATBIFR, FPEET SSHIEEER IPA RS 2, FHE IPA RS SHHERREFEERFPHEILET

sudo 343,
e 7E |dM {2 sudo LI
® Jysudo K& PAM iR
o FAEREFIEEEREE sudo
8.1. 7 IDM s ¢/# SUDO #il|
RBLURRAE, 1 1dM 812 sudo HLI, LAE ipauser1 FRELFE FE M LIZ4T sudo,

EATBIF, less #1 whoami S #RINN sudo 54 EMHIZRE,

FeRE M
o |dM AFEHIE. EAFIFR, A& ipausert,

o MEILIZZIT sudo RGN EN K. TEANRBIAR, EHLE server.ipa.test,

TR
1. D45 adminrule 89 sudo #|, RFAFZTHSE,
I ipa sudorule-add adminrule
2. %N less #1 whoami £ sudo &% :

ipa sudocmd-add /usr/bin/less
ipa sudocmd-add /usr/bin/whoami

3. ¥ less #1 whoami 57 I0E] adminrule & :

ipa sudorule-add-allow-command adminrule --sudocmds /usr/bin/less
ipa sudorule-add-allow-command adminrule --sudocmds /usr/bin/whoami
4. f% ipauser1 F /- 710%) adminrule & :
I ipa sudorule-add-user adminrule --users ipauseri

5. $HZ1T sudo WENLRINZEI adminrule 7 :

I ipa sudorule-add-host adminrule --hosts server.ipa.test
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o5 8 E AT FHTIZER SUDO #H{THRIIE
HAth B
e %3 d ipa sudorule-add --help.

e %5 ipa sudocmd-add --help.

8.2. 7 SUDO i%{& PAM #&Hk

REBLUFRIE, 15217 sudo BE A EN EREMIXE pam_ssh_agent_auth.so PAM L LL#H4T sudo
F1255 1k,

SR
1. &B%E PAM SSH RIE :
I dnf -y install pam_ssh_agent_auth

2. IEEMAEM auth B 281, 5 pam_ssh_agent_auth.so 7{INZE] /etc/pam.d/sudo XM
authorized_keys_command:

#%PAM-1.0

auth sufficient pam_ssh_agent_auth.so
authorized_keys_command=/usr/bin/sss_ssh_authorizedkeys
auth include  system-auth

account include  system-auth

password include  system-auth

session include  system-auth

3. BEEZ1T sudo i S E A SSH IR A TheE, 1HIFLLTFHARINE /etc/sudoers XA -
I Defaults env_keep +="SSH_AUTH_SOCK"

XAV MIFRETE IPA/SSSD VB REFHHI A E TR HABHEBIER T sudo 4T 25
i,

4. EJF sssd RS :

I systemctl restart sssd

Hith BHR

e H& (i pam man page,
8.3. (A& REFILi2E#E) SUDO
REBLUTRTE, BE SSH RIBMNZEFim, UERAEREFziZ S sudo,

SeREH
o RETE IdM FAIEE T sudo FLII,

o MENEEIILIERYSI LIZ1T sudo sudo HFRHiEREFHi%E T pam_ssh_agent_auth PAM &
o
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SR
1 55 SSH RIB (MR RIZ1T)
I eval ‘ssh-agent’
2. MENBEERRME SSH R, 1R—RFH A PIN :
I ssh-add -s /usr/lib64/opensc-pkcsii.so
3. FEREAT ssh-agent #&4 By SSH i##ZEIF ELf2i21T sudo MRS, fEF -A £ :
I ssh -A ipauseri@server.ipa.test
TS
e {#f sudo 21T whoami @i % :
I sudo /usr/bin/whoami
BAEREN, FRIEREHA PIN HEH,
SN SSH RIEBMEELE HERAEAMRE, %0 GNOME Keyring, BIEEMBREREREZIT
sudo @4y, MATRER SRR PIN &M, EHEAMRA RERME TR BRI
], BREMEFHHLHEEH SSH RIBHE, 151217 ssh-add -L 60,

Hh iR
o (#fH OpenSSH I N RS [E{ERA R 2B

® &1f ssh-agent, fEF SSH BiHEZEETiEVEs
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£ o= AW AEEEM PKINIT LL ACTIVE DIRECTORY B &3 T35

£ o E FHATAEREER PKINIT LL ACTIVE DIRECTORY A &
21T B 5k

Active Directory (AD)B P A LMEAEREREIMAZ IdM MEEE FinRGHTEREIE, FIRE
Kerberos ZiEHZFZIR(TCT), XLEZFETATREET N IHMIH R ERK(SSO)FRKIE,

FoRFH
o HWERRFIILRE T & i,
o B %% krb5-pkinit {42,

e AD RS SBRWEE NEEZLE R FIEPINERIANI(CA). & CAIEH ST ATl NTAuth Z6if
(155 A Microsoft ) , FIF CARIIAEIE CA. 1FIBEFEEE Active Directory 44,

TR
1. ¥ Kerberos B IR B NEEZ A EHREEIE T CA :
a. £ I1dM & 'imLE, ¥TFF /etc/krb5.conf XX 14,

b. FEXHHRIMELTAT ¢

[realms]
AD.DOMAIN.COM = {
pkinit_eku_checking = kpServerAuth
pkinit_kdc_hostname = adserver.ad.domain.com

}
2. MRAFAIEBARSEUEBEEAIIR(CRL A RT ’, 58 AD & H 2B BEHTE R
a. BAXAXHHERFLUT REGC BRAMRE, FHHESAZ Windows registry :
Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Kdc]
"UseCachedCRLOnlyAndignoreRevocationUnknownErrors"=dword:00000001

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\ControN\LSA\Kerberos\Parameter

s]
"UseCachedCRLOnlyAndignoreRevocationUnknownErrors"=dword:00000001

&, K LUER regedit.exe N HREFFINITEBE.,
b. EJF Windows RGN FAEH,

3. EEMEEBRE M ImPMER kinit TEH#F1TEDIIE, FHRBF &AM EIEE Active Directory A
o

I $ kinit -X X509 _user_identity="PKCS11:0pensc-pkcs11.s0' ad_user@AD.DOMAIN.COM

X %1545 E opensc-pkes11.so &k /)y pre-authentication B,

HAth B
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e Kinit(1) FH 1L,
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5510 E [FERE R X F ML T EER
TEES ik T 7 B R ARG T B BB — Lo i,

o X EREFEIE

{8/ SSSD & RE F AU 1T ERFE HERR

HIE 1dM Kerberos KDC B LA A3 PKINIT #1 CA IEF ERBLIE

¥@hn SSSD #Eif

UEF BRGNP ES AL R FE HE PR

10.1. M R SR BRI ES BE R 177 [A]

REBUTREZNAZE AT &8

FeREFH
o ELREHEETHTEHEEEMN IIM RSBIE IR,
o {REM nss-tools FHERE T certutil TE,

o METEREFH PIN &M,

e
1. fEF Isusb 34y, WIFERFENBESHERFERIHPER

$ Isusb

Bus 002 Device 001: ID 1d6b:0003 Linux Foundation 3.0 root hub

Bus 001 Device 003: ID 072f:b100 Advanced Card Systems, Ltd ACR39U
Bus 001 Device 002: ID 0627:0001 Adomax Technology Co., Ltd

Bus 001 Device 001: ID 1d6b:0002 Linux Foundation 2.0 root hub

BAX RHEL R XM /N ERTMNERENELER, HSH RHEL O RHEREF32H,
2. #{R pesed REMEEFEEAFEREET :
$ systemctl status pcscd.service pcscd.socket

e pcscd.service - PC/SC Smart Card Daemon
Loaded: loaded (/usr/lib/systemd/system/pcscd.service; indirect;
vendor preset: disabled)
Active: active (running) since Fri 2021-09-24 11:05:04 CEST,; 2
weeks 6 days ago
TriggeredBy: e pcscd.socket
Docs: man:pcscd(8)
Main PID: 3772184 (pcscd)
Tasks: 12 (limit: 38201)
Memory: 8.2M
CPU: 1min 8.067s
CGroup: /system.slice/pcscd.service
L_3772184 /usr/sbin/pcscd --foreground --auto-exit
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e pcscd.socket - PC/SC Smart Card Daemon Activation Socket

Loaded: loaded (/usr/lib/systemd/system/pcscd.socket; enabled;
vendor preset: enabled)

Active: active (running) since Fri 2021-09-24 11:05:04 CEST,; 2
weeks 6 days ago

Triggers: e pcscd.service
Listen: /run/pcscd/pcscd.comm (Stream)
CGroup: /system.slice/pcscd.socket

3. fEF p11-kit list-modules &%, ERAXEKENERFHNEREFHNTHENESR

$ p11-kit list-modules
p11-kit-trust: p11-kit-trust.so
[.-.]
opensc: opensc-pkcs11.so
library-description: OpenSC smartcard framework
library-manufacturer: OpenSC Project
library-version: 0.20
token: MyEID (sctest)
manufacturer: Aventra Ltd.
model: PKCS#15
serial-number: 8185043840990797
firmware-version: 40.1
flags:
rng
login-required
user-pin-initialized
token-initialized

4. JEER IS ERFHREA

$ pkes11-tool --list-objects --login
Using slot 0 with a present token (0x0)
Logging in to "MyEID (sctest)".
Please enter User PIN:
Private Key Object; RSA
label:  Certificate
ID: 01
Usage: sign
Access:  sensitive
Public Key Object; RSA 2048 bits
label:  Public Key
ID: 01
Usage: verify
Access: none
Certificate Object; type = X.509 cert
label:  Certificate
subject: DN: O=IDM.EXAMPLE.COM, CN=idmuser1i
ID: 01

5. {#H certutil M T EREEFHMIETRE -

a. IZTEA T e BRMBEIEFBRIEM AR -
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$ certutil -d /etc/pki/nssdb -L -h all

Certificate Nickname Trust Attributes
SSL,S/MIME,JAR/XPI

Enter Password or Pin for "MyEID (sctest)":
Smart Card CA 0f5019a8-7e65-46a1-afe5-8e17¢c256ae00 CT,C,C
MyEID (sctest):Certificate u,u,u

b. EEEFHERIEFAR :

BRIEPHERZES L - B RS TER, EAGFN
MyEID(sctest):Certificate.

$ certutil -d /etc/pki/nssdb -L -n "MyEID (sctest):Certificate”

Enter Password or Pin for "MyEID (sctest)":
Certificate:
Data:
Version: 3 (0x2)
Serial Number: 15 (0Oxf)
Signature Algorithm: PKCS #1 SHA-256 With RSA Encryption
Issuer: "CN=Certificate Authority,O=IDM.EXAMPLE.COM"
Validity:
Not Before: Thu Sep 30 14:01:41 2021
Not After : Sun Oct 01 14:01:41 2023
Subject: "CN=idmuser1,0=IDM.EXAMPLE.COM"
Subject Public Key Info:
Public Key Algorithm: PKCS #1 RSA Encryption
RSA Public Key:
Modulus:
[.-.]
Exponent: 65537 (0x10001)
Signed Extensions:
Name: Certificate Authority Key Identifier
Key ID:
€2:27:56:0d:2f:f5:f2:72:ce:de:37:20:44:8f:18:7f:
2f:56:f9:1a

Name: Authority Information Access
Method: PKIX Online Certificate Status Protocol
Location:

URI: "http://ipa-ca.idm.example.com/ca/ocsp”

Name: Certificate Key Usage
Critical: True
Usages: Digital Signature
Non-Repudiation
Key Encipherment
Data Encipherment

Name: Extended Key Usage
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TLS Web Server Authentication Certificate
TLS Web Client Authentication Certificate

Name: CRL Distribution Points
Distribution point:
URI: "http://ipa-ca.idm.example.com/ipa/crl/MasterCRL.bin"
CRL issuer:
Directory Name: "CN=Certificate Authority,O=ipaca"

Name: Certificate Subject Key ID

Data:
43:23:9f:c1:cf:b1:9f:51:18:be:05:b5:44:dc:e6:ab:
be:07:1f:36

Signature Algorithm: PKCS #1 SHA-256 With RSA Encryption
Signature:

[...]
Fingerprint (SHA-256):

6A:F9:64:F7:F2:A2:B5:04:88:27:6E:B8:53:3E:44:3E:F5:75:85:91:34:ED:48:A8:0D:F0:31:5
D:7B:C9:E0Q:EC

Fingerprint (SHA1):
B4:9A:59:9F:1C:A8:5D:0E:C1:A2:41:EC:FD:43:E0:80:5F:63:DF:29

Mozilla-CA-Policy: false (attribute missing)
Certificate Trust Flags:
SSL Flags:
User
Email Flags:
User
Object Signing Flags:
User
Hth B

o 554 certutil(1) man page.

10.2. {13 SSSD X & g F UL T B RS HERR
IR ToA2, REEETER SSSD MIBHRILIHTHFEHR.

FeREH
o DREHEETHTEHEERMN M RS RZNE M iH,
o B &% sssd-tools ¥,

o EAILIMGIIEREFIEMARH D RERFHNE. HEHERS LNILEE R,

e
1. /A su JSIEE AT LU A ERE R TIIE
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$ su - idmuser1 -c ‘su - idmuser1 -c whoami’
PIN for MyEID (sctest):
idmuser1

MR BERTHAGEREFR PIN, BRE—-MEBERTHEROFTIGE R, HRESSSD B, &
KER SSSD MER, HSH X IdM A SSSD M SR HIEHITEIERR . UTEHMINIE
RIE A -

$ su - idmuser1 -c ‘su - idmuser1 -c whoami’
PIN for MyEID (sctest):
su: Authentication failure

R SSSD HEIEEA T krb5_child B9[A[dH, RKEFLUTAZR, NI BB CAIERE R #E, B
HERR SIE B XA, 1ESH 39 1dM Kerberos KDC B LU Pkinit LA CA UETF IEFA1L
q:o

[Pre-authentication failed: Failed to verify own certificate (depth 0): unable to get local issuer
certificate: could not load the shared library]

#NR SSSD B&EFR % E p11_child 5k krb5_child B8, ErIgEREiRE SSSD @i, FH=
HERERFERIMTRMEIL, BXRINMIGINER BIFE, 1ESHIZIN SSSD i,

2. WUEEH) GDM BREFRIEEER S IEH. NHRE PAM BIEMIRIIER, MTAR :

# sssctl user-checks -s gdm-smartcard "idmuser1" -a auth
user: idmuser1i

action: auth

service: gdm-smartcard

SSSD nss user lookup result:

- user name: idmuser1

- user id: 603200210

- group id: 603200210

- gecos: idm user1

- home directory: /home/idmuser1
- shell: /bin/sh

SSSD InfoPipe user lookup result:
- name: idmuser

- uidNumber: 603200210

- gidNumber: 603200210

- gecos: idm user1

- homeDirectory: /home/idmuser
- loginShell: /bin/sh

testing pam_authenticate

PIN for MyEID (sctest)
pam_authenticate for user [idmuser1]: Success

PAM Environment:

- PKCS11_LOGIN_TOKEN_NAME=MyEID (sctest)
- KRBS5CCNAME=KCM:
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MR BFMHINIEER CRETFUTARR) #aRE, HKE SSSD BEFHAMBE FBUX DA AIRIR
H. BXERSSSDMER, 1ESH X IdM {EA SSSD B SR IIEH T EEEHER .

pam_authenticate for user [idmuser1]: Authentication failure

PAM Environment:
- no env -

SR PAM BRIEDRI, BRI FIHBRIZITH T,

# sssctl cache-remove

SSSD must not be running. Stop SSSD now? (yes/no) [yes] yes
Creating backup of local data...

Removing cache files...

SSSD needs to be running. Start SSSD now? (yes/no) [yes] yes

10.3. 554F IDM KERBEROS KDC ® LA{#F PKINIT #1 CA UE EFAL

RIBLUTFRELIE |dM Kerberos KDC @& A LAMER PKINIT, FHH#5d a0m BB UEEAY CA E$,

I

SeRFMH
o CDREHEETATERFNIAM RS HHE .

o EAILUMGIIEREFIEMARH D RERFHNSE. HEHERS LNILEE R,

L2

1. 1217 kinit T8, Ll idmuser1 ERRFEE T FBYIEHHTINIUE |

:\'é/
$ kinit -X X509 _user_identity=PKCS11: idmuser1
MyEID (sctest) PIN:

2. MIANERIEREF PIN, MMRZREARTHA PIN, HREGEZSARNEEFENSHEREEF
BRR, HSHEIN{E R,

3. MREH PIN ###Z, RAKRTEMARNY, ATRIRDERN CAERILES,

a. {3 openssl f4, FIFBRVIETHAR ST FIHEY CA #F -

%

$ openssl crl2pkes7 -nocrl -certfile /var/lib/ipa-client/pki/ca-bundle.pem | openssl pkcs7 -
print_certs -noout
subject=0 = IDM.EXAMPLE.COM, CN = Certificate Authority

issuer=0 = IDM.EXAMPLE.COM, CN = Certificate Authority
b. UERHIIET R B
i. B idmuser1 B S5 UEIET ID :
$ pkes11-tool --list-objects --login

[...]
Certificate Object; type = X.509 cert
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label: Certificate
subject: DN: O=IDM.EXAMPLE.COM, CN=idmuser1i
ID: 01

i. MEREELLDER A LEEIEPHER :

$ pkes11-tool --read-object --id 01 --type cert --output-file cert.der
Using slot 0 with a present token (0x0)

iii. % DERIEF¥5H0h PEM 48
I $ openssl x509 -in cert.der -inform DER -out cert.pem -outform PEM
iv. MIFEPREBEERELEELE CA

$ openssl verify -CAfile /var/lib/ipa-client/pki/ca-bundle.pem <path>/cert.pem
cert.pem: OK

4, NBEWEEEREELMNIET, Kinit JREL R EFERINERHTILE, EXMHERT, BEE
£ certid=<ID> & TFIEP ID FE8EH Kinit e SIS,

a. RERFAZRFPIILBHE, FIRNEEEMAIES D

$ pkes11-tool --list-objects --type cert --login

Using slot 0 with a present token (0x0)

Logging in to "MyEID (sctest)".

Please enter User PIN:

Certificate Object; type = X.509 cert
label:  Certificate
subject: DN: O=IDM.EXAMPLE.COM, CN=idmuser1i
ID: 01

Certificate Object; type = X.509 cert
label: ~ Second certificate
subject: DN: O=IDM.EXAMPLE.COM, CN=ipauser1i
ID: 02

b. {EFIEF ID 01;247 Kinit :

$ kinit -X kinit -X X509_user_identity=PKCS11:certid=01 idmuser1
MyEID (sctest) PIN:

5. i24T7 klist & Kerberos EiIFEFEHNAREA :

Default principal: idmuser1 @EXAMPLE.COM

Valid starting Expires Service principal

i
$ klist
Ticket cache: KCM:0:11485
10/04/2021 10:50:04 10/05/2021 10:49:55 krbtgt/EXAMPLE.COM@EXAMPLE.COM

6. SERXEHH % RBYSEER Kerberos 24 :

I $ kdestroy -A
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HbBER
e &S Kinit man page,

e H5 (i kdestroy man page,

10.4. 381N SSSD #BH}

INRIEIEGEAE R FHTHHPRAUERERIFAM, 1E10E krb5_child.log #1 p11_child.log XX 4 LLE ML
LN SR

krb5_child:Timeout for child [9607] reached.....consider increasing value of krb5_auth_timeout.

MRAEXHHE-—DEINRE, HZHAEI0 SSSD B, ittt 2T,

FoRFMH
o MENERFNILRET IdM BRFHJMNE i,

TR
1. 7£ IdM B im A 3T FF sssd.conf ST -

I # vim /etc/sssd/sssd.conf

2. 1E&H domain #84H, 40 [domain/idm.example.com], AN T :

I krb5_auth_timeout = 60

3. T [pam] B8, AMUTREA :
I p11_child_timeout = 60

4. &R SSSD %17 :

# sssctl cache-remove

SSSD must not be running. Stop SSSD now? (yes/no) [yes] yes
Creating backup of local data...

Removing cache files...

SSSD needs to be running. Start SSSD now? (yes/no) [yes] yes

e E, HEAERERFERMTENRIE. METRESFIMER, HSHINEHEREFITIL

10.5. ik 5 Bk B #0 PT EC HL S FE HERR
NREEFEREREERIEANBENE, FREEENEE-FILPEREEIAST, BABRT, AL
B a2 5iF B/} usercertificate B —ZF 0, 2XBE—PNEF, B2, WMREE X TIE-BLET
|, el LB R T SR RBBIE B AR, EHEERIE RS T E BRI, 1ES R TER
o

o EULP AN AR E EI A

o KMASHREFILHXEKMAF
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NSRBI SSH FRAERERHTEUE, NHEENTEIEHARINE Identity
Management(IdIM)BR & B R, MREFRFER SSH BiEEREFR, ErILUEA ipa user-
add-certmapdata 3 7R 0EF BRET EUE,

10.5.1. K & Uk F5 40 AT R &4 21 A7 7

RABRT, YAFXESSZEIER{EY usercertificate BMHMI—E O, &£XB—NEE, BE,
INRIBE N TUEFIRESHN, EAEBELEENT SRS REIEEHAR, BB TR EEIE P

SR,

FRFH

£

BREHFEE T Identity Management(IdM)ARSS 21 i, FITE#E
IR UG B RE LN AR H EREREFHAE, HEHERT LN E R,

EEFNERFILBIRET IdM B/, HEHAEREF LEESDIIERIETRRE N,

. BUEHAETY 1dM BCE R IE T BRETALI -

# ipa certmaprule-find

1 Certificate Identity Mapping Rule matched

Rule name: smartcardrule

Mapping rule: (ipacertmapdata=X509:<I>{issuer_dnInss_x500}<S>{subject_dnInss_x500})
Matching rule: <ISSUER>CN=Certificate Authority,O=IDM.EXAMPLE.COM

Enabled: TRUE

Number of entries returned 1

A LB EIE A LU RBR G 2 — -

e ipacertmapdata &/~ IdM Fi "% E certmapdata Ef%.

e altSecurityldentities 5 & A Active Directory BIF F' 5 B &R &1 B 1%,
e userCertificate;binary= &R/~f#H IdM =X AD FBIEAMIES,
ERILAE L F S RESET, (E—L@BREMNLETIT

® <ISSUER>CN=[...] IE E#MEERIEFH issuer BiE, UBRESILITHE,
® <SUBJECT>.*,DC=MY,DC=DOMAIN X’~2 7% B IE T 89 FE i,

Wi 7E 1dM BRS5 25 LY /etc/sssd/sssd.conf LRI debug_level = 9 /5 ARSI L LIRS
SPIFEFE(SSSD)AE ¢

[domain/idm.example.com]

debug_level =9
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3. EFSSSD :

I # systemctl restart sssd

4. WNRIEMIZERME, ENIZTE /var/llog/sssd/sssd_idm.example.com.log XA EEILL T
B :

[be[idm.example.com]] [sdap_setup_certmap] (0x4000): Trying to add rule [smartcardrule][-1]
[<ISSUER>CN=Certificate Authority,O=IDM.EXAMPLE.COM][(|(userCertificate;binary=
{certlbin})(ipacertmapdata=X509:<I>{issuer_dn!nss_x500}<S>{subject_dn!nss_x500}))].

5. REHIBREHN B ETHRBIIEE, NBAEXGHATUERREINTHRAE :

[be[idm.example.com]]] [sss_certmap_init] (0x0040): sss_certmap initialized.
[be[idm.example.com]]] [ipa_certmap_parse_results] (0x4000): Trying to add rule
[smartcardrule][-1][<ISSUER>CN=Certificate Authority,O=IDM.EXAMPLE.COM]
[(ipacertmapdata=X509:<I>{issuer_dn!x509}<S>{subject_dn})].

[be[idm.example.com]]] [parse_template] (0x0040): Parse template invalid.
[be[idm.example.com]]] [parse_ldap_mapping_rule] (0x0040): Failed to add template.
[be[idm.example.com]]] [parse_mapping_rule] (0x0040): Failed to parse LDAP mapping rule.
[be[idm.example.com]]] [ipa_certmap_parse_results] (0x0020): sss_certmap_add_rule failed
for rule [smartcardrule], skipping. Please check for typos and if rule syntax is supported.
[be[idm.example.com]]] [ipa_subdomains_certmap_done] (0x0040): Unable to parse certmap
results [22]: Invalid argument

[be[idm.example.com]]] [ipa_subdomains_refresh_certmap_done] (0x0020): Failed to read
certificate mapping rules [22]: Invalid argument

6. A MBIBRITHINIEE,
# ipa certmaprule-show smartcardrule
Rule name: smartcardrule
Mapping rule: (|(userCertificate;binary={cert!bin})(ipacertmapdata=X509:<I>
{issuer_dnlnss_x500}<S>{subject_dn!nss_x500}))
Matching rule: <ISSUER>CN=Certificate Authority,O=IDM.EXAMPLE.COM

Domain name: ipa.test
Enabled: TRUE

7. MRFE, BEWEBYIEFIRES AN :

# ipa certmaprule-mod smartcardrule --maprule '(ipacertmapdata=X509:<I>
{issuer_dnlnss_x500}<S>{subject_dn!nss_x500})'

Hith BHR

o &S sss-certmap man page,

10.5.2. (e ESEREFIEF RIS
AN SRIEAE R PR B AR 31HAT SR IIERHB RN, I ERR R P R T SEME R IEH Xk,

FRFM
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o ELREHAEE T Identity Management(IdM)ERSSBRINE S im, ATEREE.
o ERILUGIIE gEFiLEN R H D REREEMNNS, BESHERS ENAERER VI,
o METREFRIEHMHAR 1AM B, ESHEEEF LERE S M UERIEHBRETHI,

o A PEM BB FHIIEFREIZA, B4 cert.pem,

1 BWIERA A RESEMNEREFIEHXE

# ipa certmap-match cert.pem

Domain: IDM.EXAMPLE.COM
User logins: idmuser

Number of entries returned 1

MRAF AR, BFRECIEBIARNEIAF, HSHERE N IEPREEIR .
2. RMERAFRERSERIES :

# ipa user-show idmuser1
User login: idmuser

[..]
Certificate:MIIEejCCAuKgAWIBAgIBCzANBgkghkiGOWOBAQsFADAzMREWDwWYDVQQKDANJ

UEEUVEVTVDEeMBwWGA1UEAWwWVQ2VydGimaWNhdGUgQXV0aG9yaXR5MB4XD

3 MREMAAREFESEIED, HREH base-64 RIGIEHRMBIB KA :

a. QIBE—1NEEIETHIMEDTE, ZTEBMRTILMTHE, FHEBK—1T, X2 ipa user-
add-cert tp S HIZE IR :

I $ export CERT="openssl| x509 -outform der -in idmuser1.crt | base64 -w0 -
HER, idmusert.crt SXHFRBIIES ST AE PEM 8=,
b. {#F ipa user-add-cert s 5 fFIEHRMEI idmuser! BEEESRH :

I $ ipa user-add-cert idmuser1 --certificate=$CERT

c. BRRHL LIRS TIFHIE(SSSD)%F.

# sssctl cache-remove

SSSD must not be running. Stop SSSD now? (yes/no) [yes] yes
Creating backup of local data...

Removing cache files...

SSSD needs to be running. Start SSSD now? (yes/no) [yes] yes

4. HRiZ1T ipa certmap-match i\ - 5 HE BEFIEH KK,
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