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IXER S R T an4alE SRS N SR (GPO)TE Active Directory(AD) /S AES MNZE KA, RHEL Ry L
TheE (Z07E IdM B/ i L1247 Samba ARS583) TEXMINB R,

HER, RHEL AEB #5595 DES #1 RC4 N KE,

FRFM
o LIngmiRHEREREIA P B0 &K E AD.
o ITEHN ERETHRIREERENE.

it =
1. TR ERIRHE.

2. ARELEOAERE, AL, TTARBEERSHES.

3. SME THEHERE - KB > Windows X8 > REXE > KK > REET,
4. Wi MHRE : & Kerberos SRI& S VFHIINE KB,

5. %EFAES256_HMAC_SHA1FI R ERIAREINER KB,

6. RIBE.

7. RHAREEE TG ER

8. XENABHEHIZR RIS E S L S PK,
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9. ¥ Windows iEHI23(DC) BN FHKME, =&, WREM DC EFENA GPO, HFERE
BEEGPRAIMK M AL T 645

I C:\> gpupdate /force /target:computer

7.4.3. 7£ RHEL /2 H RC4 ¥
TEETT AD 12287 4T SR TIFIIE A RHEL ML, SRl FELRE S 2,

it =

1. B DEFAULT INZ555B&44, {5 update-crypto-policies %4 %/ F AD-SUPPORT-LEGACY
& F2RE8,

[root@host ~]# update-crypto-policies --set DEFAULT:AD-SUPPORT-LEGACY
Setting system policy to DEFAULT:AD-SUPPORT-LEGACY

Note: System-wide crypto policies are applied on application start-up.

It is recommended to restart the system for the change of policies

to fully take place.

2. EiFEWL.

7.4.4. EfthER
o EHIEAREEEMMB RS,
o EH (ST IR BIIEFRE,

7.5. A[{§15# KERBEROS FAST

Kerberos R & F P IE R £RRE (FAST) BN ED) B % (AD)IEAH B Kerberos armoring, Kerberos
FAST W& FinSBHS & 0 (KDC)Z [AB Kerberos BSIRMAINNEREZ, 7 1M H, KDCIZ{TTE
ldM BRZ588 £, FAST R#EINEH, |dM R RSB RIEQFA)BEEE A FAST,

1£ AD A1, AD 1532185 (DC) L EKIAEEF Kerberos armoring, & =] LATE Tools>Group Policy
Management>Default Domain Controller Policy FIIZiZHI23h /AT -

e A% = Default Domain Controller Policy, Hi%# 4itH. i AZl Computer
Configuration>Policies>Administrative Templates>System>KDC, Xf; KDC support for
claims, compound authentication, and Kerberos armoring.

NFEBAE A KDC X#fE, REEESRVFLATEI |

o "RXHE"

o 'TH"

o IAKIRMtFAR"

o "RAZEELHHINIEER"

Kerberos FAST £ IdM & F il Kerberos & FimZE RS, EA LU 1AM & FiRECE X A A1

FAST B9aI{E18{# A FAST KIEATFH Kerberos FAST , #IREIEA{E AD MH/E A T Kerberos
armoring, M IdM & FimBRINER Kerberos FAST, FAST @il BiAMEE BB — M RERE, N T F
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55 7 = % IDM #1 AD [AIEEMISE

5 R IR B0 HIBR A ERE, Kerberos FAST A M RIS I83K1S B8 18 Ticket Granting Ticket Granting
Ticket (TGT), FENXLEBENIE Kerberos B, Kerberos FAST £ IdM & ik Kerberos EH
BHHRTE |dM BRSS2BMIES B TIERESAUIS TGT, iXRTE AD MME(E IdM I F AT LUIE & T, Xk
ERENAGEE

40°R AD SREGF e HIE A Kerberos FAST, NIFETE IdM 30 AD MAIRILREEE. B IEEiEE
I ALK, E 1dM #1 AD @A A RFEEREAILR,

MBMBEIIHAEEE, 51217 ipa trust-add ... --two-way=true &5 BRI A EED G RN E
. XREFAEEERE. % IdM ZM AD inlRIEEENIN, EHFEE AD RN EE SRR,
MREEAHREZWHNEMARE AD BEERIKFBIRIRERE, HreUREARNERURERE, FHRE
|dM — Ul BRI {Z B934T k. Windows B G AIHE A Windows Ul ESHRINSE, FeEEFENAEFE
FEAR—HZF secret EEHOIEFEE.

MR EFERAWEEE, NHAERE |dM B i E2F Kerberos FAST, B TE{E AD MBI F ol LLE
B SR E SRR TE R RIE, B2 Kerberos FAST, &7t [domain] 28989 sssd.conf XA
ML RE :

I krb5 use fast = never

EEE, YRIFRET ssh-keys. GSSAPI HR5Fs 8L Windows & kI B BE £ 1/£1T ssh i+,
IBAEEFALET, XEHERMER Kerberos FAST, EH IdM Z A %S DC&E. H4, £ I1dM
E w2 FAST i, MEAERKIUE 1AM ZhREtL AR Al A,

7.6. AD F/89 POSIX #0 ID BRET ID SEE 2K EY

BB (IMRIER B POSIX F P ID(UID)FIH ID(GID) s FISLAT 5 R#REI ], B2, EhE %
(AD)RF RHARESIMAR(SID)IFAM, AD BIEARTLABLE AD R#EZ% AD A A FIZHR POSIX B4, 10
uidNumber. gidNumber . UNIXHomeDirectory =k loginShell,

I&E L@ A ipa-ad-trust-posix ID range E3I{5/F, EEEEMEESIBLER :

[server ~J# ipa trust-add --type=ad ad.example.com --admin administrator --password --range-
type=ipa-ad-trust-posix

INRIEZBTE AD REHE POSIX B, NIRARERSSFINIHFZ(SSSD) AT LURIETERT ) 1D BREY B9 72

A8 SID SE— Bt RS — N HE—BY UID, &= LUE; T {# A ipa-ad-trust ID range G215 £ 3R BRI L
FEAT R -

[server ~J# ipa trust-add --type=ad ad.example.com --admin administrator --password --range-
type=ipa-ad-trust
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Digk

==

"

INREECIREFERNZEIEE ID Range RE, 1dM 2Z i8S EMARFEHIER AD
I BRB0 B R B A RS HASERERE, R IdM R BN EER POSIX B
M, NMEEREMAREE FBsEXRE D range,

MR 1dM FEMRE R EHER POSIX B, NMEELRERALILESE A POSIX
BHMESIBRE ID range, FREDIE AD FIEFE LT UID #1 GID, MREHE
AD FIEMXE T POSIX B, NIIERITE/EMT AD A,

plgn, MRFEVIN 1AM REAE A AT EMREH—ERS, MR T T

th, MLEMATRERNAEF AD I E X B POSIX B, EXMERT, 4008
BUURIEQ RS ERTBRE%ERE POSIX ID SEHERE,

HiBR
e 7y AD B/ B5BRESFAR H AT

7.7. BF B850 AD A P IS RAB H %D : POSIX E1E

Linux SMERMENE P EE—NERA M4, Red Hat Enterprise Linux(RHEL){#E R A #A B H(UPG)#E
X : UPG SHOEMAFEFER, FEIZAFZE UPG BIME—R .,

INRIEE N AD BFLE T UID, BEEHRM GID, EaLLlid 2% ID SERIB auto_private_groups %
BERARIEH UID I SSSD BB B 200 A F ST A A 4.

ZINER T, auto_private_groups iEIN F POSIX S+ AR ipa-ad-trust-posix ID ranges #1%
false, fEFALLECE, SSSD MBS AD A F 5B HK:5 uidNumber #1 gidNumber,

auto_private_groups = false

SSSD ¥ uidNumber (£ E44 B 7 # UID, ¥ gidNumber B4 78 GID, AD i ER
It GID 4, BNTEMBTZAS . TRERTERSRBRIBEARRMN AD BSERET AD A,

% 7.2. ¥4 POSIX ID sEHMauto_private_groups &% false i SSSD 1T H

AD N EEE id username 9%

AD FHF%&BE : SSSD Tk fRMT A .
e uidNumber = 4000
e gidNumber F7E ¥

e 7 AD #i%% gidNumber = 4000 HJ4H,
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55 7 = % IDM #1 AD [AIEEMISE

AD A& id username 9%

AD AF&BE : SSSD FoiEfEMTR .
e uidNumber = 4000
e gidNumber = 4000

e 7 AD #i%% gidNumber = 4000 HJ4H,

AD BF%BE : # id aduser@AD-
_ DOMAIN.COMuid=4000(aduser@ad-
¢ uidNumber = 4000 domain.com) gid=4000(adgroup@ad-

domain.com) groups=4000(adgroup@ad-

e gidNumber = 4000 domain.com)

e AD A& gidNumber = 4000 #94,

SR AD FF&ETE AD REBMEH, sEH gidNumber A4 FEIARAH, I 1dM RS 2FTIEIE
WEENTZRF, RAETEERAFENAEH, BIRIERIXA R, &8 ORI
auto_private_groups 1Zt5ii% /7 true =X JBR& KL SSSD #/E BB RAAEHMET ¢

auto_private_groups = true
SSSD IR BRETIZE T gidNumber B9FA%5%H, LAPCER AD A 7 5B ## uidNumber,

5 7.3. Y4 POSIX ID 58I auto_private_groups ZF &%y true I SSSD T H

AD A EEE id username 9%

AD AF&EBA : # id aduser@AD-
_ DOMAIN.COMuid=4000(aduser@ad-
e uidNumber = 4000 domain.com) gid=4000(aduser@ad-

domain.com) groups=4000(aduser@ad-

e gidNumber K& X domain.com)

e AD&H GID=4000 M4,

AD AF&EBA : # id aduser@AD-
_ DOMAIN.COMuid=4000(aduser@ad-
e uidNumber = 4000 domain.com) gid=4000(aduser@ad-

domain.com) groups=4000(aduser@ad-

e gidNumber =5000 domain.com)

e AD:&%EBEZH gidNumber = 5000 K4,
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AD A& id username 9%

AD AF&EBA : # id aduser@AD-
_ DOMAIN.COMuid=4000(aduser@ad-
e uidNumber = 4000 domain.com) gid=4000(aduser@ad-

domain.com) groups=4000(aduser@ad-

e gidNumber = 4000 domain.com)

e AD %% gidNumber = 4000 #4.,

AD F&EBA : # id aduser@AD-
_ DOMAIN.COMuid=4000(aduser@ad-
e uidNumber = 4000 domain.com) gid=4000(aduser@ad-

domain.com) groups=4000(aduser@ad-

e gidNumber =5000 domain.com)

e AD A gidNumber = 5000 #J4H,

auto_private_groups = hybrid

#NR uidNumber {ELE gidNumber, {E%BEH I gidNumber 8928, | SSSD iFFABAHMH N
AFA#ERFH, H gidNumber 5 uidNumber [TEZ, 205 uidNumber 1 gidNumber {ERE,
BE—1EAL gidNumber #9248, ] SSSD &f#F gidNumber BI{E,

5 7.4. 34 POSIX ID S Mauto_private_groups ZF&i%y hybrid B SSSD BT

AD A& id username 9%

BELTERKAD BH%E : SSSD Tk .
e uidNumber = 4000
e gidNumber F7E ¥

e AD %% gidNumber = 4000 %4,

BELUTERMAD AF%B : SSSD FoiEfEMTR .
e uidNumber = 4000
e gidNumber =5000

e AD:&%EBEZH gidNumber = 5000 K4,

BELUTIERH AD HF %A : # id aduser@AD-
_ DOMAIN.COMuid=4000(aduser@ad-
e uidNumber = 4000 domain.com) gid=4000(aduser@ad-

domain.com) groups=4000(aduser@ad-

e gidNumber = 4000 domain.com)

e AD %% gidNumber = 4000 4.,
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AD A& id username 9%

BELUTIERH AD HF %A : # id aduser@AD-
_ DOMAIN.COMuid=4000(aduser@ad-
e uidNumber = 4000 domain.com) gid=5000(aduser@ad-

domain.com) groups=5000(adgroup@ad-

e gidNumber =5000 domain.com)

e AD A gidNumber = 5000 #J4H,

Hb iR
e AD F/HY POSIX 1 ID BR&Y ID 5B [H[ZRAY
e 7£ CLI £/ POSIX D SE[H /2 A B 5hfh A H R &

e 7£IdM WebUI A7y POSIX ID range & F B 5k 4H AR &

7.8. BT Bz AD B BREFABHBIEI : ID BREHME(E

Linux SMERMENE P EE—NERA M4, Red Hat Enterprise Linux(RHEL){#E R R #AEH(UPG)#E
X : UPG SHOEMAFNEFMER, FEIZAFZE UPG BIME—R 5,

INRIEE N AD B 2B T UID, BEEHR GID, EaLLlid 2% ID SERIB auto_private_groups %
BERARIEH UID I SSSD BB B2 A F ST R A 4.

BINBERT, WF7E ID MEHMEEHE AN ipa-ad-trust ID ranges, auto_private_groups iE£T#E1% N
true, BT ULECE, SSSD £RIEEHZEIMARF(SID)ITE AD BB UID #1 GID, SSSD ZBE AD HH{E
fil POSIX B, #0 uidNumber, gidNumber, [RS8 primaryGrouplD.

auto_private_groups = true
SSSD R#FIXE N GID WFAEZHLST /5 UID IEE, 1% UID &F AD B # SID,

% 7.5. Y4 ID B84 ID SERIMauto_private_groups ZE &% A true B SSSD BT H

AD A& id username 9%

AD FiF5H, He: # id aduser@AD-
‘ DOMAIN.COMuid=7000(aduser@ad-
e SID B&H 7000 domain.com) gid=7000(aduser@ad-

domain.com) groups=7000(aduser@ad-
domain.com), 8000(adgroup@ad-
domain.com), ...

e primaryGrouplD B5F-4 8000

auto_private_groups = false

SNR ¥ auto_private_groups £71% 4 false, SSSD M AD & B #iXZER primaryGrouplD 1F
9 GID 5. primaryGrouplD FIERIAEXT R F AD 89 Domain Users 4.

% 7.6. 4 ID M5t ID SEREMIauto_private_groups ZE&i% ) false B SSSD #9171
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AD A& id username 9%

AD BF%&H, H: # id aduser@AD-
‘ DOMAIN.COMuid=7000(aduser@ad-
e SID BR&YJy 7000 domain.com) gid=8000(adgroup@ad-

domain.com) groups=8000(adgroup@ad-

e primaryGrouplD B5f-4 8000 domain.com), ...

Hth ¥R
e AD BB POSIX 1 ID BREY ID SEHZRAY

7.9. 7 CLI 5 POSIX ID RANGE & A B shf\ A 40 5%

G RT, MNRMBEL TR TFEMEE AD B POSIX #iEH) POSIX {51F, Il SSSD A& JESHE
(AD)R P IREIRAEZH, MRIEM AD A& EEREEH, Il IdM B TEEREl ],

tESRAR AR T NMAIE 51T LN auto_private_groups SSSD S E hybrid £ ID range )EFHE
HIFAEHMSY, FLb, 1dM FTLAERHT7E AD RSB ECE EHB AD A,

FeREH
o RBERKINTE IdM F0 AD IMEZ AR IHERIL T POSIX BMIEIE.

iy =

1. ERFTA IDrange, FILFEZEIENHI AD ID range,

[root@server ~J# ipa idrange-find

Range name: IDM.EXAMPLE.COM_id_range
First Posix ID of the range: 882200000
Number of IDs in the range: 200000

Range type: local domain range

Range name: AD.EXAMPLE.COM _id_range

First Posix ID of the range: 1337000000

Number of IDs in the range: 200000

Domain SID of the trusted domain: S-1-5-21-4123312420-990666102-3578675309
Range type: Active Directory trust range with POSIX attributes

Number of entries returned 2

2. £ ipa idrange-mod &3 %1% AD ID range BB ZhFAEHIT 1.

[root@server ~]# ipa idrange-mod --auto-private-groups=hybrid
AD.EXAMPLE.COM_id_range
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55 7 = % IDM #1 AD [AIEEMISE

3. Ei& SSSD %7 LS A#HBLE.

I [root@server ~]# sss_cache -E

HinBR
e 7y AD R/ BHIBRE FAH AL

7.10. 7£ IDM WEBUI &5 POSIX ID RANGE /& FH B sh A B 2H i &

G RT, MNRMBEL TR TFEMEE AD B POSIX #iEH) POSIX {54F, Il SSSD A& JESHE
(AD)R P BRETRAE H, WMREM AD Brs&EmREXH, Il IdM BLEERE].

LERIZARRE T ANMIE B2 B (1dM)WebUI F74 auto_private_groups SSSD S#% & hybrid £k
ID range 5 FABEIAAE AT, Rk, |dM BTLUEEHTIE AD IR BELE X 4HM AD A,

FRFZH
o RBERKINTE IdM F0 AD IMEZ AR IHERIL T POSIX BMIEIE.

iz
1. FEREHAFZHBEERE 1dM Web Ul,
2. ¥TFF IPA Server - ID Ranges %1 &,
3. VEEFEEMM ID range, 1 AD.EXAMPLE.COM_id_range.

4. M Auto private groups T H Ai%HE hybrid £,

43


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/planning_identity_management/planning-a-cross-forest-trust-between-idm-and-ad_planning-identity-management#ref_options-for-automatically-mapping-private-groups-for-ad-users-posix_planning-a-cross-forest-trust-between-idm-and-ad

Red Hat Enterprise Linux 9 ¥iXI &3 & 18

Identi t'_-," Polic 'l Authentication Metwork Services IPA Server

Role-Based Access Control ~ ID Ranges Realm Domains Trusts « Topology

ID Ranges » AD.EXAMPLECOM_id_range

D Range: AD.EXAMPLE.COM id range

Settings

& Refresh || "D Revert || L Save

Range Settings

Range name AD.EXAMPLECOM_id_range
Range type Active Directory trust range with POSIX attributes

Base ID * 1045000000

Range size * 200000

Domain 510 5-1-5-21-4029230055-4155305145-370140224
Auto private groups ~
true
false
hybrid

5. mili Save IRHI FFREFEEHENL,

HiBR
ey AD FF B 5BRESFAR H AT

7.11. 3E POSIX A ER4EF0 SID Bk &%

BHEIE (1dM) {# 8 LDAP & I22H Active Directory (AD) B ERSHEH T IdM, XELKE AD B
FZHTE LDAP BRS5 25938 H LDAP R, ELARAEEEZEATRIL IdM LDAP FEJZHRR 7 %g, EIE, 1dM
hAEIRE R EE0EBIEPOSIX AERH, ENEE IdM LDAP XT&REBIA, LIFRIC IdM f AD A FIHB92HE

FE POSIX A ERHABIZR £ ID (SID) B8 SSSD #1038, B¥F Active Directory FRBIZHRY SID BRETE] IdM HEY

POSIX 2H, 7E Active Directory 1, SID S &HxEL, HUFEH AD B/ &151A 1AM BHRE, SSSD &
ERR A SID A IdM 15 /B A Re) iR SE EE O ZH AR D1 BT ARHE B

7.12. 77 IDM-AD {E{£% 1 DNS HI¥5F

X LEHR | AT EE BA ISR S IEFEA DNS Bd@, MIM7E Identity Management (IdM) #1 Active Directory (AD)
Z (A ST BEMAE 1E,
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55 7 = % IDM #1 AD [AIEEMISE

ME—AE DNS 1%
iR AD 1 IdM B E B 1B S EEMME—E DNS 8, F/40 :

e ad.example.com BT AD, Idm.example.com F3F |dM,
e example.com FiF AD, idm.example.com Fi-F |dM

SAEMNEEMRAARE, 51 DNSIHEBER DNS RSHBEE, BhalFREMEMINERED
B DNS BR%5%5.

IdM F1 AD DNS 35

IO IdM BYREG AT LB IS %4 DNS 817 4 %, LI IIERTES Active Directory Hi GBI DNS X i3
FERE IdM B i, E |dM DNS 1528 IEFAR SRV 1L R K7 AD 5.

1E |dM #0 Active Directory Z [F| 2B EEMFELIMER, ERILIFE/EHN Active Directory
DNS E— 82 EN LR IdM B ik, AE, ENALMET Linux B 1dM ZhEEHIR
M, XTBHENRE, FE—LRE, NFTHRELIFHER, HSHIE Active
Directory DNS B E IdM & o

IE#M SRV if 3%

HEE |dM DNS 188 [EBR SRV id k¥ AD 51F.

S FE— IdM Wig—ER 0B E A DNS 18, 7EEIIN AD BEER FHERE SRV i3, BREETF AD
I HEI2F A ER SRV 1L KK A Kerberos B & #ily (KDC), MR TFEEEERBHERN
KDC & ¥,

DNS it 5k ol MR B9FRA DNS 1SR
WEFAENZESE T LUMRE S RIEFEXZBI DNS Bf2HT DNS it 5% :
o TEECE IdM DNS K, iHIRBFEFNER CA &2 |dM IRS5 % Fmh i 1T 4E,

o MNRMITLBELEMK DNS HIER TEA IdM, 1HRBITEESMK DNS BIER FL%E IdM BRS5
R BITIRE,

Kerberos realm ZFRENE DNS i Z K KB4
A% Kerberos &35 F DNS 5% +8RE, BrFrEFRBE N KE, Fli0, WK AD Mig&

ad.example.com, |dM 73 idm.example.com, | Kerberos i5#& %72 AD.EXAMPLE.COM #1
IDM.EXAMPLE.COM,
7.13. Bt i& NETBIOS &35S
NetBIOS & @R B &M R A MBS, i :
o 1% linux.example.com s, NetBIOS &#H linux,
o 7Eig$ example.com #, NetBIOS &#iH example,

B3 (IdM) 1 Active Directory (AD) Eiff IR R NetBIOS &R

A7 |[dM 1 AD 3B R EHI NetBIOS & FR,
NetBIOS L%t FiRG AD BEXEE, MR IdM Z1E AD DNS B9FEH, NetBIOS ZHRkT
FiRF 1M HFRSEEXREE,
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NetBIOS &FRBIFFFBRH!
NetBIOS &FMBIHRAIKE N 15 NFHF,

7.14. WINDOWS [k 5525 2 Fr IR A
BT LU AT MR AN Th BE DI 5 Active Directory (AD)IBIZEILEE X ¢
o MINEEAFISEM : Windows Server 2012 SAS- SASWindows Server 2016
o IFHIREJUASER : Windows Server 2012 SAS-66Windows Server 2016
A ERE (IdM) ZR5Z1TLUTFRIERSIM Active Directory 1512 HI 2R EILE(E -
e Windows Server 2022 (RHEL 9.1 RE SR &)
® Windows Server 2019
® Windows Server 2016
® Windows Server 2012 R2

o Windows Server 2012

BF

BB (IdM) A& #H## 24T Windows Server 2008 R2 = & B R A H#] Active Directory
14 252 T Active Directory BY{E4E, RHEL IdM fEEII{EEXRITEE SMB 1%,
iXR7TE Windows Server 2012 S B @ i A #E 2 #Fo

7.15. AD AR55 25 A AN < BX

RSS2 A MM KR ESXINZHER(AM)E FIHTE IdM 1 AD BB MEEESWANES) B X (AD)AR
SRt TBeE.

FEAGRENEELER—BRUEFNRS SR, BETHIERNERFERS S — M 2EEF 08
AR 55 25 & AR BIRS [A] (A R H AR A, BEUER FinE S S ARG SHIHTEE, BUAHK -

o ZE/im@id LDAP # Kerberos 57 IdM AR 5 237148

o E IR Kerberos 54 AD AR5 25748

o |dM RSS2 PMIARERE i@ T LDAP # Kerberos 54 AD iRS523:8 18
£ |dM E P iRh & LDAP # Kerberos B3£I 5 A th IdM fRSS 25815

L5 1AM 55 R DNS & #cf R
KINERT, BrinfEAET DNSICEMBETRS B, X MEEBR, KL LUER DNS &
BEfCBE T DNS BIARSS & Hll,
BEEZAVER, BIUERUTAEZ—2EDNS £ :
o T |dM B IRREIRRF, BT SSITIRUMETDNSH

o EEFIMEERE, BRRALLIRSTIHHE (SSSD) BE

HEEA%R DNS MiER TEA 1dM
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55 7 = % IDM #1 AD [AIEEMISE

B AERUT AR —BEEE i :
o EIdM B ImEEIEAR, BT N ITREREHRSE
o AREEFURGE, BWSSSDEE

£ IdM B ECE Kerberos LMES AL AD IR 231815 HIE
IdM & FimToiE B oh & IRLE AD ARSS 23 1 LS IFLE AD fRSS25H1TIBIE. BEFohIEE AD iRSS2s, 1BR
krb5.conf 314 :

e RNINADBER
o BEAFATIH AEEER AD BRSS %S
B30 -

[realms]

AD.EXAMPLE.COM = {

kdc = serveri.ad.example.com
kdc = server2.ad.example.com

}

£ IdM IR B PR B N E S im L@@ Kerberos #l LDAP 544t AD R 5525815 BOET

IdM AR5 %8 EBIRERE S imth 2 AD RS 2BRNE iR, S BAIFFERENM AD ik,

YR AME P IHHIT R, SRRELELRUBLI AD RS2, MRZHERILIEIRSS 2 BT
K, BRIGTREAEAREILFENE R TEERE, EEFiKEM sssd.conf XA {F A
dns_resolver_timeout £, LUEINE Fin&E S DNS @iras Ol S METE], #1515 EE sssd.conf(5) Fit
o

MARNEIREE N SR AD iRSS523BI1ER, SSSD 2ILERARE N IHFTERN AD #hm, E

Ith, SSSD @& E#Em Atz 23 4 3% LDAP ping MURIFTHIERER, NMRMAABEESERNEE
FIGDEEARENIE SR, SSSD R IBEHMAR SRV 1%, H4EH ?é/n\éibﬂifmﬁ’ﬂiiﬁo

{5 sssd.conf Y trusted domain sections, AR EXBERIRINER TEIATMHN—LEER,

7.16. 75 IDM 5 AD [R[#EE R B HTRRE
AT EFIERIE 1AM Bl AD MY (R & AT R R HLT.

HBEINK, THROUESHEIE (IdM) B Active Directory (AD) SR T2 HUTHNZERIE R, MIdM
(E4F1R4 28 3 M AD 124 S (E1E,

R 7.7. M IdM {SEEEHIZENT AD iR HI 2R ATRIRF

B 13315 9] 71908 BK
FITIE 1AM S{E3EHI 2R ECE R AD DNS A IR AD HIEHI 2200 P Hhit
DNS f##T 2389 DNS f#4f7

X AD DC £#J UDP/UDP6 i 389 B Fi%#E LDAP (CLDAP) 4T AD DC X1
K
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B AP

%t AD DC £# TCP/TCP6 #0389 %1  LDAP
3268 ByiEK

%f AD DC £ TCP/TCP6 80 3891  DCE RPC #1 SMB

3268 HYIEK

%t AD DC £ TCP/TCP6 #0135, DCE RPC #1 SMB

139, 445 Mgk

1RHE Active Directory 14258035 DCE RPC #1 SMB

R, £ ADDC L@A$THiwO, wIeelE
49152-65535 (TCP/TCP6) SEFEA

%f AD DC £H9#RA 88 (TCP/TCP6#1  Kerberos
UDP/UDP6) . 464 (TCP/TCP6

UDP/UDP6) #1749 (TCP/TCP6) #

K

E]:y)

#Hif AD P HIARER

WEFH R AD HEEMEE

WEFH R AD HEEMEE

M. DCE RPC imsabgtes (50O 135
TCP/TCP6) H9IEK.

EIR1S Kerberos Z#E ; i Kerberos
Y 2 E R Kerberos

HSHIXAR, TEM AD ZEHI2R 012 |dM 2| AD FSE SRR HUTRREMIE K EI 1dM EEZEHI2E,

3 7.8. M AD IB4ZHIZEXT 1AM S EEEHISHUTRERME
313 eI

FHATIE AD 13 HI2S P ECE R |dM DNS DNS
fRATER A DNS 247

£ 1dM {5 {E42 5125 #i% k UDP/UDP6 CLDAP
%0 389

XF 1dM S {E3E %185 89 TCP/TCP6 i DCE RPC #1 SMB

0135, 139, 445 ByiEK

RYE |dM SEIEFI2IE R, IS8T DCE RPC #1 SMB

£ 1dM [SEEHI2s B3I F8m O, =IEE
1 49152-65535 (TCP/TCP6) SEFE M

X 1dM (S {E1%H 25 ERgIm O Kerberos
88 (TCP/TCP6 #1 UDP/UDP6) .

464 (TCP/TCP6 #1 UDP/UDP6) #1

749 (TCP/TCP6) BJiE K
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RI1dM (S EHRHI2R 89 1P it

AT |dM SRR HIZR L H

FEE AD MBS 1E

M. DCE RPC im s gtes (50 135
TCP/TCP6) H9IEK.

EIR1S Kerberos Z#E ; i Kerberos
B EiEE 1 Kerberos
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£ 8 E £ MikE IDM
BMBEEBRATEEHBEELREHEFIEHMNRE 1AM RS,

HE&MERD, RARUB-—DPETREHFEAXEN M ZENER, B UERLL &S BXRERR
IdM K&,

p= Y=
IdM #13 FIVk & Thee B 12 &5 BhRA L BUE % K. jjT{ﬂZ’}\ﬂEﬁ‘%ﬁ%%E’] SRR RFLLR
5, BEHEPIRRESERNIRS SR, BXEMSFIRINGERE, FSZEREHHESRS
B|EK,

8.1.IDM & {p KT

&/ ipa-backup TE, EalLLOIEMFREMED

2RSS HHD
o AE5 |dM BXMFIERSREEBEXHE, LKk LDAP BB (LDIF) XA LDAP #
b3

o |dM FRZ5 WLk
o BEEMLFIREE IAM FE,
RiTEiR &5
e £ LDIF X#4HMEHEXNAEHEE LDAP izE
o |dM BRGAUNELHEB L.
o ERAT 1AM BEIRE B — NI ERRE

8.2. IDM #1734k Hyen & 1 I
EINERT, |dM FEH AN tar E8, FREE /var/lib/ipa/backup/ B X8F B %X,

VAN F B SBE U T B E

RS HEHD

£4 7 ipa-full-<YEAR-MM-DD-HH-MM-SS> B xR — 475 ipa-full.tar B934, 8 GMT i
I‘qu

[root@server ~)# Il /var/lib/ipa/backup/ipa-full-2021-01-29-12-11-46
total 3056

-rw-r--r--. 1 root root 158 Jan 29 12:11 header

-rw-r--r--. 1 root root 3121511 Jan 29 12:11 ipa-full.tar

RT8IEEH

1£4 7 ipa-data-<YEAR-MM-DD-HH-MM-SS> B & #)—4 %} ipa-data.tar B934, 8 GMT il
[,
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[root@server ~J# Il /var/lib/ipa/backup/ipa-data-2021-01-29-12-14-23

total 1072

-rw-r--r--. 1 root root 158 Jan 29 12:14 header
-rw-r--r--. 1 root root 1090388 Jan 29 12:14 ipa-data.tar

ENE 1dM AR S5 2 T & B S BRAE AT & 40 3214

8.3. fIE &R IR E RSB
ipa-backup i SHIEZ T ARG SEE :

o RINERT, ipa-backup TRUBLENZTT, XKFLME MRS, ZEFREED T

FEHER IdM RS,
£IRFFF D VIBRETE |dM RRFBLEVER T2, BRI ELRSTITIEEED.

KILNER T, ipa-backup SLRHRRFAIEEE /var/lib/ipa/backup/ B KX HRT HEIEED.
YIMERRIAE IR TF 1AM ERBE T XHRENXHE RGP EROESD, FEEHEIMIIEEN
Jt, ORGSR

EEX [SRBIEIA T &, 1dM RS AERRBRIASR XA, MASRAE 1dM & i,

ipa-backup L ARRFREERR |dM REHERNAERS (GEHBMAHM(CA). BRRS
(DNS) FIEZHAMERE (KRA) EERRALEZITHMIRSHZ L, MRRFSB[IBRERA X
LRSS, ipa-backup SLARFRUEEANERE, RANEZENLHTHEHTRUTERES
E¥O

f5uan, HNRIERY 1AM BREEAEALFINEN (CA) , FFRIAHIZITHIEMDRIERIK CA K
&, ZLHERIEIETNAT ipa-backup BBIAR S AR L EHER TAA IdM RS,

& A LUE A ipa-backup --disable-role-check 5455 IdM RS2 B BT, BEKRMEH T
28 57LRE |dM B E BiE.

8.4. | IDM &%
£/ ipa-backup i S IEEXFESER PO LIRS 2 R IBIEED

FRFM

it
o EAEBLEAPOUREIRSH D, 1HEA ipa-backup TR, MIHM LI,
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SRR root IR F BEIZ1T ipa-backup LR,

[root@server ~]# ipa-backup

Preparing backup on server.example.com
Stopping IPA services

Backing up ipaca in EXAMPLE-COM to LDIF
Backing up userRoot in EXAMPLE-COM to LDIF
Backing up EXAMPLE-COM

Backing up files


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/planning_identity_management/planning-the-replica-topology_planning-identity-management#the-hidden-replica-mode_planning-the-replica-topology

5 8 E F{3 Itk S IDM

Starting IPA service
Backed up to /var/lib/ipa/backup/ipa-full-2020-01-14-11-26-06
The ipa-backup command was successful

o ZARNBLEERD, HIEE -data 1L,
I [root@server ~]# ipa-backup --data
o ZOIESDE IdM BHEXHHNTEIRS SRR, 1HHEMA --logs 11,
I [root@server ~]# ipa-backup --logs
o TFE IdM BRF5IZATI AR NEIE &2, 15IE%E --data 0 --online 177,

I [root@server ~]# ipa-backup --data --online

SNREN tmp BRAHPEEARRER RN, HER TMPDIR IMEZ B EH R &1 20
B9 SR BRI E
I [root@server ~]# TMPDIR=/new/location ipa-backup

o MARFMEREEHTETHHEM,

[root@server ~# Is /var/lib/ipa/backup/ipa-full-2020-01-14-11-26-06
header ipa-full.tar

o

Lth B

® ipa-backup PR TTIETEK

8.5. 1I|& GPG2 &M IDM &%
&ATLAE A GNU Privacy Guard (GPG) IR AEBMFBR &S, UTHROET IdM &P FER GPG2
AN H T,
FeREH
o MBOIET GPG2 BiH, BB & GPG2 B,

P =2
o EITIERE --gpg LTI GPG ME &2,

[root@server ~]# ipa-backup --gpg
Preparing backup on server.example.com
Stopping IPA services

Backing up ipaca in EXAMPLE-COM to LDIF
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Backing up userRoot in EXAMPLE-COM to LDIF

Backing up EXAMPLE-COM

Backing up files

Starting IPA service

Encrypting /var/lib/ipa/backup/ipa-full-2020-01-13-14-38-00/ipa-full.tar
Backed up to /var/lib/ipa/backup/ipa-full-2020-01-13-14-38-00

The ipa-backup command was successful

o MBEREMBREETE— .gpg XHI BREAKNMEFE.

[root@server ~# Is /var/lib/ipa/backup/ipa-full-2020-01-13-14-38-00
header ipa-full.tar.gpg

Hn ¥R
o OIEF.

8.6. B|iE GPG2 %
TENS R T RERERNZ TEMN GPG2 B,

FRFM

o fRZETE root IYBR,

it =

1. REFHECE pinentry TR,

[root@server ~]# dnf install pinentry

[root@server ~]# mkdir ~/.gnupg -m 700

[root@server ~]# echo "pinentry-program /usr/bin/pinentry-curses” >> ~/.gnupg/gpg-
agent.conf

2. BIB— key-input X3R4 BT IR R BYIFAIE BB GPG BEAXS, HI40

[root@server ~# cat >key-input <<EOF
%echo Generating a standard key
Key-Type: RSA

Key-Length: 2048

Name-Real: GPG User
Name-Comment: first key
Name-Email: root@example.com
Expire-Date: 0

Yocommit

%echo Finished creating standard key
EOF

3. (k) BINERT, GPG27E ~.gnupg XHHFREREHIN., BEAAE LHNEIIMIE,
754 GNUPGHOME /MR £1E N R AT AR A F Ui B9 E %,
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[root@server ~]# export GNUPGHOME=/root/backup

[root@server ~J# mkdir -p $SGNUPGHOME -m 700
4. 1R key-input XHEMRBT LN —MHTH GPG2 BiH,
I [root@server ~]# gpg2 --batch --gen-key key-input

5. Wi AR TERFRT GPG2 BH, EA LA RXAN BRI AR BB H.

|
Please enter the passphrase to |

protect your new key |

Passphrase: <passphrase> |

<OK> <Cancel> |
|

6. BRIA—REMBIAEMBNBEILETE,

Please re-enter this passphrase |

|
|

|

i Passphrase: <passphrase> |
| <OK> <Cancel> |

|

7. BOEH GPG2 BHR B EMIh i,

gpg: keybox '/root/backup/pubring.kbx' created

gpg: Generating a standard key

gpg: /root/backup/trustdb.gpg: trustdb created

gpg: key BF28FFA302EF4557 marked as ultimately trusted

gpg: directory '/root/backup/openpgp-revocs.d' created

gpg: revocation certificate stored as '/root/backup/openpgp-
revocs.d/8F6FCF10C80359D5A05AED67BF28FFA302EF4557.rev!'
gpg: Finished creating standard key

o SRS AR FE GPG EH,

[root@server ~)# gpg2 --list-secret-keys

gpg: checking the trustdb

gpg: marginals needed: 3 completes needed: 1 trust model: pgp
gpg: depth: 0 valid: 1 signed: 0 trust: 0-, 0g, On, Om, Of, 1u
/root/backup/pubring.kbx

sec rsa2048 2020-01-13 [SCEA]
8F6FCF10C80359D5A05AED67BF28FFA302EF4557
uid [ultimate] GPG User (first key) <root@example.com>
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Hth B

® GNU Privacy Guard

8.7. M IDM £ 15 Fa ik & BYHSS [A]
AT LB IS M 1dM &4 Fh ik & S B TLAN dEE R

o Xf LDAP REHT T FHEMEN : RERIERSMER, AENMRBIRPEFILER, BF
EREXLERR, WREHESHRE LDAP FEREIZEZAIPRT, MARN IdM BEXS.

o EiZRFLABH SR CA EHEMEX  MRISERIF TAIEPIANIBIE, BE XK
ERIHEAMRS FREREINEN, EIMERT, KE CARBIKXNEDFMPLERE
7,

o HRBEIRSHLHITATEM  BERATUEETLE, B IdM BIEHRIRF, EILEEER IdM

ROMETENRFREHNERER, LIRS HRAIFEANE, 2SRRI, RXES
TRRNL, MMERS SR D HIRE.,

BF

B AN E AR T REMBIARERE KNRSH, NBESEL, #
SRS RIS RS

8.8. M IDM #17 Hh ik & I B 3+ =R B T

INRIEER ipa-backup TEGIENER, EAILUT 1AM IRSS5 25330 LDAP AARE BIHUT &P AL B9R
w

LUFEMIdM &3 Rk E e E B ERE
o BHREENARIIEEDNRSF[EBIIRSJ[HMEEH. RISBVHES :
o HHRMENZ
o HHERY IP Ht
o R—hRAH IdM Ff

o MRREL IdM RF5BWIRE, MEBIRFHJET IdM HE—EERR, HERFSHFBLAMKE
BIRR 55 28 R EFTHIAA1E,

o BT LXR&EMDELEMNEMEBEHNESR, HAEFASHDMIRERRARNTESRGHEF,

o MRERFI[BELK, LUBBUEFRNERSS, HERNEEFRTENEIER, MARMNEHR IR
2. (EFRIATRE Y THEINERNEIE, IEESER, B ESERER TR 2
EK,

o FMMIKEINEERBEMBDITERE, BT IdM Web Ul HARAH,

o BIEMALTF /tmp =X /var/tmp BESRHFHIEMHXHRE. |dM BRIRS2RER PrivateTmp B
3, BEREVIRRERGURE R AM tmp =X /varitmp B3k,
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R’R

M&BHiRE BEBIREN L RENTME (RPM) BRASHITE DN REMRAER, FEib, 2TI5ERIM
EVHRBAFAZEOPIRE, METLER, HSWAEREUNIRBIRERIES X,

8.9. M&nH 1’k E IDM AR 5525

M 1dM #Z13FRIRE 1dM BR 55283 H LDAP #4E.

B 8.1. A& flrh fE RS F13EH

Data replication Data replication

IdM Server agreements IdM CA Replica agreements IdM Replica Server
B + Server L ULEEEEEEEEEEE >
serveri, example. com Certificate replication caReplicaz ., example. com replicad.example . com
agreements

3% 8.1. & firh{sE AR 5525 op 44 151 51

RS HENA Thie
serveri.example.com mEMNEDHPIRERRS .
caReplica2.example.com 1% Z serveri.example.com EHLAYIEF A HLH
(CA) BIA,
replica3.example.com ##%%] caReplica2.example.com E#HHEIA,
SeRF M

o MBEFH ipa-backup TEH IdM R B[ER SRS BIHBNEIESHD. HSH QESD.
o BHFDSLERTE tmp K /varitmp B X,

o EMEIRESBEMHHITEIRSBRERT, EMIRS B B 1AM, FERZRIHERERRS SSE
BEEHNLE IdM,

it
1. {1/ ipa-restore i2F %S 2R 52X INEIEE 1D
o MREMHNBEFMATEIA /var/lib/ipa/backup/ L&, MRHEABTLH

I [root@server1 ~J# ipa-restore ipa-full-2020-01-14-12-02-32
o MEHMEZFHERIMMIE, HHALTERE

I [root@server1 ~)# ipa-restore /mybackups/ipa-data-2020-02-01-05-30-00
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56

¢ pa -3

ipa-restore SCARRFHRINZBE R EMNEMRE, FEARIINTRER
HIRE, EM2RSHFFDHRHITEIERE, 7£ ipa-restore a5 RN --

data %77 :

I [root@server1 ~)# ipa-restore --data ipa-full-2020-01-14-12-02-32

2. %\ Directory Manager %3,

I Directory Manager (existing master) password:

3. KA yes LU\ &L RTHIEERE.

Preparing restore from /var/lib/ipa/backup/ipa-full-2020-01-14-12-02-32 on
serveri.example.com

Performing FULL restore from FULL backup

Temporary setting umask to 022

Restoring data will overwrite existing live data. Continue to restore? [no]: yes

4. ipa-restore TEZAHRE A ARSHRNES

Each master will individually need to be re-initialized or
re-created from this one. The replication agreements on
masters running IPA 3.1 or earlier will need to be manually
re-enabled. See the man page for details.

Disabling all replication.

Disabling replication agreement on serveri.example.com to caReplica2.example.com
Disabling CA replication agreement on server1.example.com to caReplica2.example.com
Disabling replication agreement on caReplica2.example.com to serveri.example.com
Disabling replication agreement on caReplica2.example.com to replica3.example.com
Disabling CA replication agreement on caReplica2.example.com to serveri.example.com
Disabling replication agreement on replica3.example.com to caReplica2.example.com

REZIEMEIE MRS, MESEMHERRS

Stopping IPA services

Systemwide CA database updated.
Restoring files

Systemwide CA database updated.
Restoring from userRoot in EXAMPLE-COM
Restoring from ipaca in EXAMPLE-COM
Restarting GSS-proxy

Starting IPA services

Restarting SSSD

Restarting oddjobd

Restoring umask to 18

The ipa-restore command was successful

5. EFVRCEEEIRE RS RFBERIE
a. 5 domai FAMIFTBE SRR, 1L RIRERIIRS SR8 AR,

I [root@server1 ~]# ipa topologysegment-find domain
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Segment name: serveri.example.com-to-caReplica2.example.com
Left node: server1.example.com

Right node: caReplica2.example.com

Connectivity: both

Segment name: caReplica2.example.com-to-replica3.example.com
Left node: caReplica2.example.com

Right node: replica3.example.com

Connectivity: both

Number of entries returned 2

b. FERAMEMRSHZEFINRICFTERIFER domai 54
EARBIG, FERARE serverl FEIEYS caReplica2 H1TE#HH#IA1E,

[root@caReplica2 ~]# ipa-replica-manage re-initialize --from=serveri.example.com
Update in progress, 2 seconds elapsed
Update succeeded

c. EEEBNERMANESE, FIH ca FHBIFTE EHIHIFE,

[root@server1 ~]# ipa topologysegment-find ca

Segment name: serveri.example.com-to-caReplica2.example.com
Left node: server1.example.com

Right node: caReplica2.example.com

Connectivity: both

Number of entries returned 1

d. BB EEEIRE MRS ZIRIFTAE CA BIE,
EARBIG, HARE server1 H#IEHI1T caReplica2 #J csreplica EFT#14A1k.

[root@caReplica2 ~)# ipa-csreplica-manage re-initialize --
from=serveri.example.com
Directory Manager password:

Update in progress, 3 seconds elapsed
Update succeeded

6. kL AE IR, EFUBRESNEIR, BRMERSHFTSHERARERSSE
serveri.example.com BEIE 1T
EXRGIF, BITREFEZEMFA caReplica2 FHIFIETE replica3 L E##14A1t domai 54,

[root@replica3 ~]# ipa-replica-manage re-initialize --from=caReplica2.example.com
Directory Manager password:
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Update in progress, 3 seconds elapsed
Update succeeded

7. EMEAMRSE L SSSD B, LUBHRE IR T M ISR K IF [ -

a. %1k SSSD BR% :

I [root@server ~]# systemctl stop sssd
b. M SSSD HlEFFrI B FHNAR :

I [root@server ~]# sss_cache -E
c. JHB) SSSD AR%S :

I [root@server ~]# systemctl start sssd

d. EFRS 2R
HAth TR
e ipa-restore(1) man page I FEANA T MRS RIS HEHAE,

8.10. \INBZF D iIRE

XNT MR 1AM 21k E |dM ARS8, ipa-restore TES BRI IdM &0 2EENE, FER
GPG2 IREHINRE B,

SeRFH
o GPG MZEM IdM &7, ESH CIEMER dM &7,
e LDAP Directory Manager %1%

o i GPG BYIFFERAMNOS

it

1 MNREEAE GPG2 BHARERA T BE XL keyring fiIi&, 1531k $GNUPGHOME IME L ERE
WIKENZE K. HE Q2 GPG2 B,

I [root@server ~]# echo $GNUPGHOME
/root/backup
2.}y ipa-restore L AR FIRM D B RAE,
I [root@server ~]# ipa-restore ipa-full-2020-01-13-18-30-54
a. i Directory Manager Zfid,
I Directory Manager (existing master) password:

b. HIAZAE GPG BN EANBEMIE I,
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5 8 E F{3 Itk S IDM

|
Please enter the passphrase to unlock the OpenPGP secret key: |

"GPG User (first key) <root@example.com>" |
2048-bit RSA key, ID BF28FFA302EF4557, |
created 2020-01-13. |

Passphrase: <passphrase> |

<OK> <Cancel> |

3. EFRICEEEIRE RS SR RIA. HEH MEhHikE 1dM RS 85,
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25 9 Z {1 ANSIBLE PLAYBOOK %12 #11% S IDM [R5 2

{5/ ipabackup Ansible A, EARILIEZ#0 1AM IRS528, TERRSSERFN Ansible 1225 2 AL Hi #5479 3C
%, FMERFIRE 1AM RS2

9.1. { / ANSIBLE £/ IDM fRS5 2395510
B LA#E A Ansible playbook FH] ipabackup £ &R 013 |dM BRS52MI& D FIFHFMETE IdM BRSS5 3

J:o

FRFM

it =

60

o RBHEIE T Ansible #HIT R LB RUTEK :

o

& fE A Ansible MiA 214 LB = ARAN,
o fRBTE Ansible %85 £ &4E T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ B/, EEOIEBT —NHA IdM RS BT EIREE A
(FQDN)B Ansible J& 324,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

BirT = (XZH4T ansible-freeipa R R) 2 IdM HE—ERS, EEH 1AM B/ 0w R
FHENEIR,

. # A ~/MyPlaybooks/ B3 :

I $ cd ~/MyPlaybooks/

. B LI TF /usr/share/doc/ansible-freeipa/playbooks B %A1 backup-server.yml {4895l

K

I $ cp /usr/share/doc/ansible-freeipa/playbooks/backup-server.yml backup-my-server.ymi

. $TFF backup-my-server.yml Ansible playbook 3T LU T 4

B R BB hosts BEIE N ENARIFE X, EALIP, JBHLXEN

ipaserver 14 :

- name: Playbook to backup IPA server
hosts: ipaserver
become: true

roles:
- role: ipabackup
state: present

5. REFILXMH,

6. 11T Ansible playbook, 387 & 34 #1 playbook XX {4 :
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%5 9 25 {¢1fl ANSIBLE PLAYBOOK &3 f1tkE IDM IR S

$ ansible-playbook --vault-password-file=password_file -v -i ~/MyPlaybooks/inventory
backup-my-server.yml

1. BRIEEHHI 1AM BRS5 2R
2. WIE& D 2EALT /var/lib/ipa/backup B,

[root@server ~# Is /var/lib/ipa/backup/
ipa-full-2021-04-30-13-12-00

Heth BT
o Hx{FH ipabackup B EHE% Ansible playbook =, 1ESH :

o /usr/share/doc/ansible-freeipa/roles/ipabackup B %+ # README.md {4,

o /usr/share/doc/ansible-freeipa/playbooks/ B,

9.2. {#iFH ANSIBLE 7 ANSIBLE %4125 L 0|2 IDM AR S5 25 M9 &1

& LAE A Ansible playbook i#] ipabackup B &3 08 |dM AR5 2:HI& 1D, FIE Ansible #5135 £ B
IEHE, ERENXHELLL M RS BHNEN T L,

SeRFMH
o WBEEE T Ansible #HIT RLUHEMUTEK :
o MR Ansible fR7A 2.14 HESRAE.
o fRB1E Ansible ##I25 £&4E T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ Bk, EEOIEBT —NHA IdM RS BNTLIREE A
(FQDN)#J Ansible ;& H.3214,

o RIEBRZE secret.yml Ansible vault 77 T ipaadmin_password.

o Bir R (XZHIT ansible-freeipa I T =) Z IdM B —E 2, RIEH 1AM E/im. R
FHENEIR,

iz
| BEEFHEED, 1B Ansible #2528 L E B R HOIE— N FEX,
I $ mkdir ~/ipabackups
2. # A ~/MyPlaybooks/ B % :
I $ cd ~/MyPlaybooks/
3. 1% /usr/share/doc/ansible-freeipa/playbooks Bk + 4 backup-server-to-controller.yml 3

HeIEA -
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$ cp /usr/share/doc/ansible-freeipa/playbooks/backup-server-to-controller.yml backup-my-
server-to-my-controller.ymi

4. ¥TFF backup-my-server-to-my-controller.yml S #3175,

5. BB T E RIS
a. ¥ hosts TEXENEHRXHHHENAE, EALIH, [FEiLED ipaserver EHLA,
b. (&) FEIE |dM BRSS B4 &R EIA, BEUHERITT

I # ipabackup_keep_on_server: true

6. BINERT, SPEMETE Ansible EHISFM LRI TEE RH, BEREEE 1 SHUENEHER,
TH 7N ipabackup_controller_path 222 7% H1%Z &~ /home/user/ipabackups Bk,

- name: Playbook to backup IPA server to controller
hosts: ipaserver
become: true
vars:
ipabackup_to_controller: true
# ipabackup_keep_on_server: true
ipabackup_controller_path: /home/user/ipabackups

roles:

- role: ipabackup
state: present

7. RFZXMF,

8. &7 Ansible playbook, ¥&§7EF #3410 playbook 344 :

i
$ ansible-playbook --vault-password-file=password_file -v -i ~/MyPlaybooks/inventory
backup-my-server-to-my-controller.yml

o FFEMEEALT Ansible #£%I23#) /home/user/ipabackups Bk :

[user@controller ~]$ Is /nome/user/ipabackups
server.idm.example.com_ipa-full-2021-04-30-13-12-00

HbBR
o Hx{FH ipabackup B EHE% Ansible playbook =, 1ESH :

o /usr/share/doc/ansible-freeipa/roles/ipabackup E %+ # README.md {4,

o /usr/share/doc/ansible-freeipa/playbooks/ B,

9.3. {#/H ANSIBLE ¥ IDM fR%5 23894510 2 % £ ANSIBLE #2525
& LU#E A Ansible playbook f% IdM iR S5 23389610 M |dM BRS5 23 E HIEI Ansible 124185
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SeRFMH
o MBEEE T Ansible #HIT RLLUHEUTEX :
o MR Ansible fR7A 2.14 HESRAE.
o fRB1E Ansible %25 £ &4E T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ Bk, EEOIBT —NHA IdM RS BT EIREE A
(FQDN)H Ansible ;& #3215,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o HirTim (XZHT ansible-freeipa BT m) =2 IdM BH—E%, F/EH 1AM B iH. R
ZEREIAR,
Pk =
. BEFMED, 1B Ansible #2523 EME B KHUIE—NFEE,

I $ mkdir ~/ipabackups
2. i#A ~/MyPlaybooks/ B :
I $ cd ~/MyPlaybooks/

3. 1f /usr/share/doc/ansible-freeipa/playbooks B XA 4 X copy-backup-from-server.yml {4
BRI :

$ cp /usr/share/doc/ansible-freeipa/playbooks/copy-backup-from-server.yml copy-backup-
from-my-server-to-my-controller.yml

4. ¥TFF copy-my-backup-from-my-server-to-my-controller.yml {43475 .
5 B EBUTEERIHRESH
a. f¥ hosts TEIXENFHXMHHRNENA, EAMIG, FEiXEN ipaserver EHLAL

b. ¥ ipabackup_name Z£i% &) IdM fR%535 LH ipabackup &R, LUEHIEIER Ansible
2R,

c. NERT, SRFMHEE Ansible #EHIZRM LRI TIEE =, BIREAE 1 S FUENE X,
TH 7N ipabackup_controller_path 222 7% H1%Z &~ /home/user/ipabackups Bk,

- name: Playbook to copy backup from IPA server
hosts: ipaserver
become: true
vars:
ipabackup_name: ipa-full-2021-04-30-13-12-00
ipabackup_to_controller: true
ipabackup_controller_path: /home/user/ipabackups

roles:

- role: ipabackup
state: present
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6. RIFIZXH

$ ansible-playbook --vault-password-file=password_file -v -i ~/MyPlaybooks/inventory copy-
backup-from-my-server-to-my-controller.yml

EMA IdM S0 EFIEIIREI2R, 150 Ansible playbook 4 ipabackup_name ZF &%
ENall :

vars:
ipabackup_name: all
ipabackup_to_controller: true

5140, 15517 /usr/share/doc/ansible-freeipa/playbooks Bk ## copy-all-backups-
from-server.yml Ansible playbook,

o WEFRREATF Ansible #2125 E# /home/user/ipabackups Bk :

[user@controller ~]$ Is /nome/user/ipabackups
server.idm.example.com_ipa-full-2021-04-30-13-12-00

Hith BTR
e /usr/share/doc/ansible-freeipa/roles/ipabackup B %+ # README.md {4,

e /usr/share/doc/ansible-freeipa/playbooks/ B 3,

9.4. {§F ANSIBLE ¥ IDM fR%5 25897512 M ANSIBLE =25 £ Hl 2l IDM AR
%2

BB LUE R Ansible playbook 5 1dM AR5 2589519 M Ansible #2525 5 HI 2 1dM AR5 25,

Fe R4
o RBBEIE T Ansible #HIT R LB RBUTEK :
o R{#F Ansible kA 2.14 HESHRA,

o fRB1E Ansible 85 £ &4E T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ Bk/, EEOIBT —NHA IdM RS BNTEIREE A
(FQDN)H Ansible ;& *.3215,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa I T =) 2 IdM B —E 2, RIEH 1AM E 0w R
FHENEIR,
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Pk
1. #A ~/MyPlaybooks/ B3 :

I $ cd ~/MyPlaybooks/

2. 1% /usr/share/doc/ansible-freeipa/playbooks E X H 4 copy-backup-from-controller.yml
XARIEIA :

$ cp /usr/share/doc/ansible-freeipa/playbooks/copy-backup-from-controller.yml copy-backup-
from-my-controller-to-my-server.yml

3. $TFF copy-my-backup-from-my-controller-to-my-server.yml {4175 .
4. BT BT 2R
a. f¥ hosts TEIXENFHXHHRNENA, EAMIG, FEiXEN ipaserver EHLAL

b. J¥ ipabackup_name ZE£i% &N Ansible #2323 L ipabackup & FR, LIEFIE IdM RS

o

- name: Playbook to copy a backup from controller to the IPA server
hosts: ipaserver
become: true

vars:
ipabackup_name: server.idm.example.com_ipa-full-2021-04-30-13-12-00
ipabackup_from_controller: true

roles:

- role: ipabackup
state: copied

5. REFILXMH,

6. iZ1T Ansible playbook, 1§ FH X4 playbook XX 44 :
$ ansible-playbook --vault-password-file=password_file -v -i ~/MyPlaybooks/inventory copy-
backup-from-my-controller-to-my-server.yml
Hith BTR

e /usr/share/doc/ansible-freeipa/roles/ipabackup E %+ # README.md {4,

e /usr/share/doc/ansible-freeipa/playbooks/ B3,

9.5. {1 ANSIBLE M IDM R 5525 Hh it 510
1% A] LUE A Ansible playbook M IdM AR5 25 FR it B 549

FeREH
o RBHEIE T Ansible #HIT R LB RBUTEK :
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o f&f#F Ansible kA 2.14 HEBIRA
o fRB1E Ansible %85 £ &4E T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ Bk, EEOIBT —NHAE IdM RS BNTEIREE A
(FQDN)HJ Ansible ;& H.3215,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) Z IdM B —E 2, RIEH 1AM E 0w R
FHENEIR,

ik =
1. # A ~/MyPlaybooks/ B3 :

I $ cd ~/MyPlaybooks/

2. 1% /usr/share/doc/ansible-freeipa/playbooks E X H4 E remove-backup-from-server.yml
XAAHBIEIA :

$ cp /usr/share/doc/ansible-freeipa/playbooks/remove-backup-from-server.yml remove-
backup-from-my-server.yml

3. #TFF remove-backup-from-my-server.yml X4 LU 1T 4R%E,
4. BB TR E SRR S -
a. ¥ hosts HE2EBENFLXMHFHNENL, EAHIF, FEEEN ipaserver EHA,

b. ¥ ipabackup_name ZZ&i% &) ipabackup BIZFF, LM IdM ARSS 25 it B&.

- name: Playbook to remove backup from IPA server
hosts: ipaserver
become: true

vars:
ipabackup_name: ipa-full-2021-04-30-13-12-00

roles:

- role: ipabackup
state: absent

5. REFILXMH,

6. 51T Ansible playbook, ¥§7EE# 34 F playbook 344 :

ii/
$ ansible-playbook --vault-password-file=password_file -v -i ~/MyPlaybooks/inventory
remove-backup-from-my-server.yml
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55 9 = {81/ ANSIBLE PLAYBOOK #{3#1t&E IDM RS2
EM IdM RSS2 D IBRFRA IdM &12, 1§ Ansible playbook 189 ipabackup_name Z &
WEM all :
vars:
ipabackup_name: all

YE—Nfl, iS04 Jusr/share/doc/ansible-freeipa/playbooks B 3% H ] remove-all-
backups-from-server.yml Ansible playbook,

e /usr/share/doc/ansible-freeipa/roles/ipabackup E %+ # README.md {4,

e /usr/share/doc/ansible-freeipa/playbooks/ B3,

9.6. fff ANSIBLE MARSS 2 EIERI D IR E IDM IRS 25
& B LUER Ansible playbook MIZEN EF R &R HIRE 1dM BRS528.

SeRFMH
o WBEEE T Ansible #HIT RLLUHEMUTEK :
o XM Ansible fRA 2.14 HESRAE.
o fRB1E Ansible %25 £ &4E T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ BX/, EEOIEBT —NHA IdM RS BT LIREE A
(FQDN)HJ Ansible 5& H.3215,

o RIEBRE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa #HHRH T =) 2 IdM B —E 2, RIEH 1AM E/im. R
FHERNEIR,

o {RH1E LDAP Directory Manager B&f,
ik S
1. # A ~/MyPlaybooks/ B3k :

I $ cd ~/MyPlaybooks/

2. 7f /usr/share/doc/ansible-freeipa/playbooks B kA4 — restore-server.yml X{#4HE|
N

I $ cp /usr/share/doc/ansible-freeipa/playbooks/restore-server.yml restore-my-server.yml

3. $T7F restore-my-server.yml Ansible playbook X {4 LU T4k,
4. BT BT 2R
a. I hosts TE KB NELXHRNENE, EAREIS, HEXEN ipaserver £,
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b. ¥} ipabackup_name F 2% & N EREH ipabackup #J%& R,

c. ¥ ipabackup_password = i%i{&» LDAP Directory Manager %5,

- name: Playbook to restore an IPA server
hosts: ipaserver
become: true

vars:
ipabackup_name: ipa-full-2021-04-30-13-12-00
ipabackup_password: <your LDAP_DM_password>

roles:

- role: ipabackup
state: restored

5. REFILXMH,

6. JIZITIEEF H X4 H] playbook SXHEH Ansible playbook :
$ ansible-playbook --vault-password-file=password_file -v -i ~/MyPlaybooks/inventory
restore-my-server.yml
Hith BR

e /usr/share/doc/ansible-freeipa/roles/ipabackup E %+ #) README.md {4,

e /usr/share/doc/ansible-freeipa/playbooks/ B3,

9.7. {#F ANSIBLE M ANSIBLE 1Z#l25 R ZE R0 1k E IDM RS 25
& eI LUER Ansible playbook M Ansible 1225 R F R &P IR E 1dM BRS5 28,

SeRFMH
o WBEEET Ansible #HIT RLUHEMUTEK :
o XM Ansible fRA 2.14 HESRAE.
o fRB1E Ansible ##I25 £&4X T ansible-freeipa ¥4,

o RPHRETE ~/MyPlaybooks/ BX/, EEOIEBT —NHA IdM RS BT EIREE A
(FQDN)H Ansible ;& *.3215,

o RIEBRZE secret.yml Ansible vault 77 T ipaadmin_password.

o B R (XZHIT ansible-freeipa R T =) Z IdM B —E 2, RIEH 1AM E/ im R
FHENEIR,

o {RH1E LDAP Directory Manager Bf,

ik
1. #A ~/MyPlaybooks/ B3 :
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I $ cd ~/MyPlaybooks/

2. 1% /usr/share/doc/ansible-freeipa/playbooks B kA4 —1 restore-server-from-
controller.yml SXH4HIEIA :

$ cp /usr/share/doc/ansible-freeipa/playbooks/restore-server-from-controller.yml restore-my-
server-from-my-controller.ym|

3. }TFF restore-my-server-from-my-controller.yml X {4 17458,

4. BT IXBL TR -
a. 4 hosts TEFB N FHEXHFNENAE, EARGIH, FeXEN ipaserver EH14H,

b. ¥} ipabackup_name ZF 2% & HEREH ipabackup #J%& R,

c. ¥ ipabackup_password = i%i&} LDAP Directory Manager %5,

- name: Playbook to restore IPA server from controller

hosts: ipaserver
become: true

vars:
ipabackup_name: server.idm.example.com_ipa-full-2021-04-30-13-12-00

ipabackup_password: <your LDAP_DM_password>
ipabackup_from_controller: true

roles:
- role: ipabackup
state: restored

5. REFILXMH,

6. 51T Ansible playbook, 87 & # 34 F0 playbook X4 :

$ ansible-playbook --vault-password-file=password_file -v -i ~/MyPlaybooks/inventory
restore-my-server-from-my-controller.yml

Hith BTIR
e /usr/share/doc/ansible-freeipa/roles/ipabackup E X+ # README.md {4,

e /usr/share/doc/ansible-freeipa/playbooks/ B 3,
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810 = IDM 54008 SEK
S IdM E/RBEMLIE ™ MR, S LEEXE™ &, URYTF IdM BRI LU R MRS .

Ansible Automation Platform

W& LDAP F1p451E
OpenShift Container Platform

BoiE LDAP S iRtEF
OpenStack Platform

¥ OpenStack &4 (keystone) 54115 B E 2R (IdM)EEK
Satellite

FRIESHER
B

SSSD # FreelPA SR EERER
EE

Fo & 2B LDAP 12447
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