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Wi Jira 232K (REKS)
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FEIBAE
REUTEEBERAAEETH I FAER, BXEME LHFETF Red Hat Enterprise Linux (RHEL),
Update (E%7)

B (BN T) BEEECTHNARE. BERAIUHN—NHTE. NHEMBTRRET
gﬁgi%ﬂiﬁ%ilﬂ, LIEIRMEFERALE, £ RHEL 1, B SRIRAMER, Hla0, M RHEL 8.1 8%
Upgrade (#%)

FARRERA—DFRRABR YT TN ARS. BIERANVEHNRE, BEBELT, EFEELR
RIIIERIIE ST BRI AT &40, FHULRHEL B, APIEI

o FHiAZ (In-place upgrade) : FERMALTFEF, ERIUEREMBRIBRABER T IBR
AEBHNFRA, RENNBREFMCARER, UREXNEEME LTSS EIFRAR,

o £FHEEK (Cleaninstall) : FHRESHIRZAIREMIRIERS. RAKE. EEMNARFN
FEHYE, HEESHRANEREERS, IRETFTECANBESINARS, HELEBEN
OB MR T LRI, NEHmREE—MERERE.
BIFRGHH

R MIRERGEMTER Linux & 1ThREH#: N Red Hat Enterprise Linux, BEER T, EEEEHLRE
IIERYEE SN BB AT & 1D

Migration (G#)
BE, IBRERFINTES (EHEHE) FT7EHR. M Windows 255 Linux 2—M5E%. B MER—ME
DA A FER AN —DEILRER, ARMER— MRS B NER S —BIRSSHR, #HRTH. H
B, RZEIBES RINFAL, FER AR ETUEER,

o TBF RHEL : HIERIFERGFEHE RHEL

e ¥ RHEL i¥#¥ : M— RHEL AZE A —MhRA
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BB XFHAREEE

BRI AR EIGRE A RHEL 8 ER S &)y RHEL 9 kRA,

BF

ToEHATM RHEL 7 B#EAZE| RHEL O BRI AR, B2, EelAHITM RHEL 7 [RALFH
LB RHEL 8, AEBHYTEIRHELOWE MR AL, MNEEZER, 55 M RHEL
7 #2% 3 RHEL 8,

BAET, ARHATMUTIR RHEL 8 RIEABIRALFAHKEILLT BAR RHEL 9 JRARA :
R EFRALRBE

BRERGRA B MR ERGARA
RHEL RHEL 8.8 RHEL 9.2 2025 % 5 B 31 H(EUS)
RHEL 8.10 RHEL 9.4 2026 %5 H 31 H
W SAP HANA B RHEL 8.8 RHEL 9.2 2025 % 5 B 31 H(EUS)
RHEL
RHEL 8.10 RHEL 9.4 2026 % 5 B 31 H(EUS)

BXIEHENARRENEZRER, 550 250 Red Hat Enterprise Linux BYRAIFNERZE # RALFH
X R,


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/upgrading_from_rhel_7_to_rhel_8/index
https://access.redhat.com/articles/4263361
https://access.redhat.com/support/policy/ipu-support
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52 Z iT%—1 2 RHEL 9 B9HZK

TEFFAM RHEL 8 A EI RHEL O Z A, EEFERA TR, REIFMEMEZEIL

2.1. it %M RHEL 8.10 #%:Z| RHEL 9.4
EAI A (in-place upgrade) BIERGEALIT—1EE RHEL lRAMHEFFH N E,

RNZEFE RHEL O By B LU T (A5 :

o BERL - EUTERTER Leapp RFHIIRIERS

o

RIRERGURAREEB U T IR RGH

m 64 fi Intel, AMD #1 ARM
m |BM POWER(little endian)

B 64-bitIBMZ
MBELER, ESWLIENEEME,

o ¥R RHEL 9 MRIE EHEK,

o EAVIFTEIRHBEMRFRIRANSHTRTHNNR, MBELER, HEH HWFAYES

RHEL 8 %&%4%,

o NARRR - A LUEMA Leapp IR LEARTHMN ARERF, A, EEXELERT, EH0E
custom actors, ERAREHITIEFIEE Leapp EHUTHERME, 0 : EFEENAREFHE
B ENBHINERF. MEELER, HFSHLEEE L NAREFNE=ANARFENITR,

HER, ZIIEAXZH custom actor,

BF

SHA-18JA7E RHEL 9 HEFH. MREHNRTEESE RSA/SHA-1 Z&ABMER 4
8, WAREEEREL, EANE], MRXLHGIHIHKRER RSA/SHA-256 %4
HEHEN M, EESESR, 155 Red Hat Enterprise Linux 9 ) SHA-1
FH.

o Z2W - N IZEANRIHEXNAE, FEANIRETHRERINEMPSE, ERFHIZEELULTIL
=

o

o

EFARRE, EXENREWIETHREE, F T8 RHELO FHEZLEN,
EFIER2H, Leapp &4 SELinux IR & E Jy permissive,

Leapp X #{FHLFR1E RN ERFR A (FIPS) 140 #23 FH RHEL 8.8 M2 f& RUt IR FAHE S
T FIPS X8 RHEL 9 }%t, EFRHALITER FIPS R 1A% F /5 AR,

AR TG, EFHEFERNAENZEEKE. BXNANERLEKKIFEE, §5
58 [ FA 22 2 2R K

o FMEHIXHRE: - BNZTEA LB SR EIRSL, BN, EAILUEA Relax-and-Recover (ReaR)
TE. LVMIRER, RAID #F% siELINIRER.,


https://catalog.redhat.com/hardware
https://access.redhat.com/articles/rhel-limits
https://access.redhat.com/articles/4977891#actors
https://access.redhat.com/articles/6846411
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/considerations_in_adopting_rhel_9/assembly_security_considerations-in-adopting-rhel-9
https://access.redhat.com/solutions/2115051
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/configuring_and_managing_logical_volumes/snapshot-of-logical-volumes_configuring-and-managing-logical-volumes#creating-a-snapshot-of-the-original-volume_snapshot-of-logical-volumes
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/configuring_and_managing_logical_volumes/configuring-raid-logical-volumes_configuring-and-managing-logical-volumes#splitting-and-merging-a-raid-image_configuring-raid-logical-volumes
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% ”
: XHRGHEIVEARZ., FLt, XHRIBIRE S &0/ ZIREIER,

o SHAY - MREERASTAMWMAY, HRER X RHEL &7 A IS SR N A7
BT AIRE X E,

o (SHIHE — FYuI R ARRFELDEEIL/E,

o satellite - MIRE BT Satellite B EMN, EHLUFEA Satellite Web Ul EFTIFZ N EHM RHEL
8 A% EIRHEL 9, MNT|EZER, HSMH FENALEIT—E Red Hat Enterprise Linux hix
x,

e SAP HANA - INRBIETEEF SAP HANA, THIRIR [ SAP IAEM RHEL 8 #4: %I RHEL O 18/
B, EER, [ SAP HANA B RHEL AR R RTRER BRI,

e RHEL for Real Time - X520 R4 EBFAY,

o THUNI RS L Red Hat OpenStack Platform HiReal Time for Network Functions
Virtualization B9F2,

e * Red Hat JBoss Enterprise Application Platform (EAP)- JBoss EAP R ##H2(E| RHEL 9
o APJE, BUHIMERG EFOREMNEE JBoss EAP, MIREZER, 155 (£ leapp TE
[RALFZ Jboss EAP #1 websphere BRZ5 25 LA K Linux,

o NEAT - UHTE Amazon Web Services (AWS). Microsoft Azure #1 Google Cloud Platform &
F Red Hat Update Infrastructure (RHUI) BYIRFBINBIS LB IFRMA AN, BRAAILZIHFT
FrE A RHSM #4T RHEL T M A H = £ AR Own 1T 5 SE41,

o #E - RIHERENMA, FH Leapp fits. BRARLEMNTILI NI,

e Bootloader - 7 RHEL 8 5k RHEL 9 /AR B FE&REHFZF M BIOS tN#:E| UEFI, #NRIEMH
RHEL 8 XZiff [ BIOS, MfEHE RHEL 9 REUEMA UEFI, HEHUTEHI RHEL 9 &, MAE
BRI AL, IHEELER, FEH BE A LEMNRER Red Hat Enterprise Linux #1288 £4¥ BIOS
5| St#: 8 UEFI B 5 ?

o EHIMPRH - BRICMMNEZEMN Leapp FRHISTE :

o HAl, WEMEZHESRXIHTNE, S XHRIEINBELTFER T I ITRAFNER
g,

o ALFEXMERLUKME Infiniband BIEF LKL RIS EFENAN, X BIEFER FCoE
B SAN LARKfER FC M SAN 5|5, 1HFE, X&EFEA FCH SAN,

o HH#l, XM Red Hat Update Infrastructure M7 & RHEL 17 # Red Hat Subscription
Manager (RHSM)ME R NB ZHHIRE PAYG LHIFZRHREMHA LK.

o REET{EM Ansible (83 Ansible Tower) MRARZIFRMAN, B1E RHEL O LfF
F RHEL 8 Ansible Tower 4%, 15 f1{f5 M Ansible Automation Platform &5 M—
PMMEEREN S —PDINME ? MIAERR AR,

HSH SHIA,

&R LAE A Red Hat Insights #E & EME! Insights BIMFLE G F RHEL O BIA LR R, BMELX—
=, N Insights FRBOFE R BOA]E21Y, FE Actions FRISEHE N R, FHIOE SR FH5
=, HEE : Advisor #ERSEE RHEL 8 REMRA, CARXHUTROAHNEITAh. HESH 0 AR5
=L pu


https://access.redhat.com/articles/2059253
https://access.redhat.com/documentation/zh-cn/red_hat_satellite/6.12/html/managing_hosts/upgrading_hosts_to_next_major_rhel_release_managing-hosts
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux_for_sap_solutions/9/html-single/upgrading_sap_environments_from_rhel_8_to_rhel_9/index
https://access.redhat.com/solutions/7002072
https://access.redhat.com/documentation/zh-cn/red_hat_update_infrastructure/4/html/configuring_and_managing_red_hat_update_infrastructure/assembly_cmg-about-rhui4_configuring-and-managing-red-hat-update-infrastructure
https://access.redhat.com/solutions/1990803
https://access.redhat.com/solutions/5994961
https://console.redhat.com/insights/dashboard
https://console.redhat.com/insights/advisor/recommendations/el8_to_el9_upgrade%7CRHEL8_TO_RHEL9_UPGRADE_AVAILABLE
https://access.redhat.com/documentation/zh-cn/red_hat_insights/2023/html/assessing_rhel_configuration_issues_using_the_red_hat_insights_advisor_service/assembly-adv-assess-recommendations
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HeBR
o {HH Leapp H4T RHEL F A RAESEBRFIER N

® |ecapp A FAQ (& WIA]H)

2.2. 1T XM RHEL 8.8 72 % RHEL 9.2
FREIAL (in-place upgrade) RIBRGEALBNT—NEE RHEL R RMHEFFH R 5 &,
TERAZIEFREI RHEL 9.2 B FE LT ) -
o BERL - EUTHERTER Leapp BFEHIUIRIERS ¢
o REBRERGIRAREETBLUTIRHNIRIREH ¢
m 64 fi Intel. AMD 1 ARM
= |BM POWER(little endian)

B 64-bitIBMZ
MEELER, ESWLIEINEEME,

o ¥R RHEL 9 MRIE EHEK,

o BAVNMERMBEMRIERTRANZTAIHNR, MERFLER, ESH W ASES
RHEL 8 %&%4%,

o NARRR - A LUEMA Leapp IR LEAERTHMN AREF. A, EXELERT, EH00E
custom actors, ERAREHILIEFIEE Leapp EHUTHERME, 0 : EFEEENAREFIE
B ENBHINER. MFELER, HFSHLEEE L NAREFNE=ANARFENITR,

HER, ZIIEAXZH custom actor,

BF

SHA-18JA7E RHEL 9 HEFH. MREHRTGESE RSA/SHA-1 L AT 4
2, WAREEREL, EANE], MRXLHGIHIKRER RSA/SHA-256 %4
HEHEN M, EESER, 1§54 Red Hat Enterprise Linux 9 FIEJ SHA-1
FH.

o Z2W - N IZEANBIHEXNAE, FHEANIRETHRERNEMPSE, ERFHIZEEUTIL
=

o EFHYEI, EIUEMMRADLTETHREIE, F7# RHELO AHREFEN,
o TEHPHFFEH, Leapp &4F SELinux BIEZILE N permissive,

o Leapp ZHFIFE RIS BALEBFRAE(FIPS) 140 =X T8 RHEL 8.8 Mz g RFTMIR AL FHHEF
T FIPS X8 RHEL 9 }%t, ETRHALLIER FIPS R 1840 F/E AR,

o ARG, EFNHEFHERNAENETELEK. BXNANEHRLEKKHFEE, §5
58 3 FA 22 2 2R B

o FMEHIXHRE: - BNZTEA LB SR EIRSL, BN, EAILUEA Relax-and-Recover (ReaR)
TE. LVMIRER, RAID #F% siELINIRER.,


https://access.redhat.com/articles/7012979
https://access.redhat.com/articles/7013172
https://catalog.redhat.com/hardware
https://access.redhat.com/articles/rhel-limits
https://access.redhat.com/articles/4977891#actors
https://access.redhat.com/articles/6846411
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/considerations_in_adopting_rhel_9/assembly_security_considerations-in-adopting-rhel-9
https://access.redhat.com/solutions/2115051
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/configuring_and_managing_logical_volumes/snapshot-of-logical-volumes_configuring-and-managing-logical-volumes#creating-a-snapshot-of-the-original-volume_snapshot-of-logical-volumes
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/configuring_and_managing_logical_volumes/configuring-raid-logical-volumes_configuring-and-managing-logical-volumes#splitting-and-merging-a-raid-image_configuring-raid-logical-volumes
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XHRGHEIVEARZ., FHLt, XHRIBIRE S &0/ ZREIER,

o SHAY - MREERASTAMWMAY, HRER X RHEL &7 A SR N A P 7
BT HIRE X E,

o (SHIH — FYuI R ARERFELDEEILAE,

o satellite - MIRE BT Satellite B EMN, EHLUFEA Satellite Web Ul BT Z N EHM RHEL
8 A EIRHEL 9, MNTEZER, HSH MENALEIT—E Red Hat Enterprise Linux hix
x,

e SAP HANA - INRBIETEEF SAP HANA, THIRIR [ SAP IAEM RHEL 8 #4: % RHEL O 15m
B, HER, EH SAP HANA B RHEL AR R RTRER BRI,

® Red Hat JBoss Enterprise Application Platform (EAP)- JBoss EAP R # A EI RHEL 9,
HE g, BBTERR LEFNREMEE JBoss EAP, MNEFELER, 1HSH £ leapp TER
AL F+2% Jboss EAP #1 websphere BRS523 A & Linux.

o NEAT - {UHTE Amazon Web Services (AWS). Microsoft Azure #1 Google Cloud Platform &
F Red Hat Update Infrastructure (RHUI) BYIRFBINBIS LB FRMA AN, BRAATLZIHFT
FrE A RHSM #4T RHEL 1T M AR = £ AIEET Own 1T 5 241,

o #E - RIHEREMMA, FH Leapp fits. BRARLEMNTKI NI,

e Bootloader - 7 RHEL 8 5k RHEL 9 AR5 FEREHFZF M BIOS tN#:E| UEFI, #NRIEMH
RHEL 8 XZif# [ BIOS, MfEHE RHEL 9 REEMA UEFI, HEHUTEHMI RHEL 9 &, A2
BRI AL, IRELER, FEH BE A LEMNRER Red Hat Enterprise Linux #1288 E4¥ BIOS
5| StD#:E UEFI B 5 ?

o EHIMPRH - BRICMMEZEMN Leapp FRHIZFE :
o HAl, WEMEZHESRXIHITNE, S XHRIGIMBELFER T I AITRAFNER

g,

o ALFFMERLUKME Infiniband BIEF RN L RIS EFEN AN, XBIEFER FCoE
B SAN LARfER FC M SAN 5|5, 1HFE, XEFEA FC B SAN,

o HH#l, XM Red Hat Update Infrastructure M7 & RHEL 17 [ # Red Hat Subscription
Manager (RHSM)ME R NB ZHHIRE PAYG LHIFZRHREMHA LK.

o REET{EM Ansible " (83 Ansible Tower) MRARZIFRMAN, B1E RHELO LfF
F RHEL 8 Ansible Tower 4%, 155 f1{f5 M Ansible Automation Platform &5 M—
PMEMEEREN S — IR ? MIAERAR AR,

HBH 2R,
&I LUER Red Hat Insights HEEGEM E Insights BIMBLE RS F RHEL O BIA N ERZRAR, BME)X—
=3 A Insights FRBIFER BRI BRI, 1E Actions THRIFEHE T EARIL, FHOE IR0 T HI5
=, AR : Advisor EFERREE RHEL 8 REIRA, BARMITREARENITAE. FH1ESH i AR5
B,
HeHR

o {HH Leapp H4T RHEL F A RAESEERFIERIN


https://access.redhat.com/articles/2059253
https://access.redhat.com/documentation/zh-cn/red_hat_satellite/6.12/html/managing_hosts/upgrading_hosts_to_next_major_rhel_release_managing-hosts
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux_for_sap_solutions/9/html-single/upgrading_sap_environments_from_rhel_8_to_rhel_9/index
https://access.redhat.com/solutions/7002072
https://access.redhat.com/documentation/zh-cn/red_hat_update_infrastructure/4/html/configuring_and_managing_red_hat_update_infrastructure/assembly_cmg-about-rhui4_configuring-and-managing-red-hat-update-infrastructure
https://access.redhat.com/solutions/1990803
https://access.redhat.com/solutions/5994961
https://console.redhat.com/insights/dashboard
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https://access.redhat.com/articles/7013172

EIFHEEAL

BEIEZHEFHR

ZFIEARFEHIAE, HBREERAEESFFANE RHEL I TF—DEZREX, EEANETHRAE
DEIEESI,

BRAEMARR LT WAYUES RHEL 8R40 AT ARSI, A, FEEME Satellite BRSS
J/RG L, WIRRTHIT WAPEE—EM T Satellite BRETT RIREIAEE ST,

3.1 NFAZHESE RHEL 8 R4:

XANHREHE T EFE Leapp TEX RHEL 9 HUTRAFAHRIHZHLE,

INRIBEFF S FE R AT RE A Red Hat Subscription Manager (RHSM), 15& [/ 7E:% 4 Red Hat
Subscription Manager BJfE5 T H 2 E) RHEL 9,

FoRFM

it =

ROUHR MR — DT ISR

MRRLEZBIEM RHEL 7 #4:%) RHEL 8, HBRFIAVENFA LGS EE TR, NEEZE
B, 1S M RHEL 7 #2¢3) RHEL 8 38/ /My HiTH R EIES.

Ak - BE A Leapp $4T RHEL ABISAELEFE N MIREXERHNRESLE.

. f#F Red Hat Subscription Manager IR RS B NEM El Red Hat Content Delivery

Network (CDN)=X Red Hat Satellite,

RS RFERRGUEME Satellite BRF5ER, HFTM NALUES —DIEM T Satellite BIRET H
BFE, URRIENRSHEFNEK,

BF

IR RGEEME Satellite IRF5ER, MIEBMTEM N FJEF—EMT
Satellite B934T RBIL TR, RAEFReMELIRREHRNTIR, LB REIL &,

A HEANTFTEMNI RSB ERG XGRS (g, (NBE5RAXRFTHERXEE G
BIXXHREY) , FM lete/stab XHAHIEREEN], XABED ALY RAAEHNE, HESE
EXHB=ASE5EEFYERIRERTIZIE =N AR FEXIEE R,

{8 A subscription-manager SiERFE BB 2T 1A :

a. MBEMRGEZEREET Simple Content Access (SCA)RIMK F3EMA, 1E3IE Content
Access Mode is set to Simple Content Access JHEZRE HIL :

# subscription-manager status
+- -+
System Status Details
+- -+
Overall Status: Disabled
Content Access Mode is set to Simple Content Access. This host has access to content,
regardless of subscription status.
System Purpose Status: Disabled

1


https://access.redhat.com/articles/4977891#upgrade-without-rhsm-rhel9
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html-single/upgrading_from_rhel_7_to_rhel_8/index#performing-post-upgrade-tasks-rhel-7-to-rhel-8_upgrading-from-rhel-7-to-rhel-8
https://access.redhat.com/articles/7012979
https://access.redhat.com/articles/simple-content-access
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b. MIREMRAEEFEREEZAT SCA IR EMB, FRIFRE EMINT Red Hat Linux Server
1T, 7 &&FRH Server, HIRZEN Subscribed, 40 :

# subscription-manager list --installed
+- -+
Installed Product Status
+- -+
Product Name: Red Hat Enterprise Linux for x86_64
Product ID: 479
Version: 8.10
Arch: x86_64
Status: Subscribed

6. WEDA T EUNEME, LUTHS N 64 £ Intel 22442 F Base 1 AppStream HEZMEE ; &
FHMIRKM, 1S RHEL 8 FiE,

# subscription-manager repos --enable rhel-8-for-x86_64-baseos-rpms --enable rhel-8-for-
x86_64-appstream-rpms

pa -3
F4, 1A LS A CodeReady Linux Builder (t2#5°5 Optional) 3%

Supplementary Fi/F. BXEMHZE ID WEZER, HSH RHELS HitFE., A
" KIXEEHERNBTNELSRER, HEMH JHaEL,

7. WBRGAIThRA :
a. X FEA RHSM ITHMREE, FREPIENARENREIERTARE
I # subscription-manager release --set <source o0s_version>

b. MIRBEENE = LFM Red Hat Update Infrastructure (RHUNFHZR, iEF % BHIEMNR
BRAThRA -

I # rhui-set-release --set <source os_version>

8%

MR R L& HIRM rhui-set-release 85, HRILUET B
/etc/dnf/vars/release X315 BN RS LA ITHRA -

I # echo "<source os_version>" > /etc/dnf/vars/releasever

¥+ source_os_version Bt iR OS kA, %0 8.8,
8. ikt : EFABENEMWME, BB BEE BT LEFHE MNEIE,
9. MERMEFEA dnf versionlock IHEH I HEHE NEERA, HETUTHEERY

I # dnf versionlock clear

12


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/package_manifest
https://access.redhat.com/articles/4977891#repos-config

EIFHEEAL

MEEZFER, HZH How to restrict dnf to install or upgrade a package to a fixed specific
package version?,

10. MREEENE = LFA Red Hat Update Infrastructure (RHUNFZ, &2 ARFER RHUI 2%
E, HREMBEN RHUIZHS, LIAREHRACHESTFHL

a. X F AWS :

# dnf config-manager --set-enabled rhui-client-config-server-8
# dnf -y install leapp-rhui-aws

b. ¥ F Microsoft Azure :

# dnf config-manager --set-enabled rhui-microsoft-azure-rhel8
# dnf -y install rhui-azure-rhel8 leapp-rhui-azure

c. ¥*fF Google Cloud Platform, 1&E®&1& Google Cloud Platform (GCP) FlIRENZE,

. MFFETHEEHEIZHTE RHEL 8 iR :

I # dnf update
2. ERRG:
I # reboot
13. %&4% Leapp :
I # dnf install leapp-upgrade

AR, BEERHM leapp 1 leapp-repository 4 E, ©iIETREMNHA RHEL 8 AT
BRIFRE, UTRERIRFTESIRA

p= Y=
, leapp-repository #4322 & leapp-upgrade-el8toel9 RPM #1442,

e RHEL 8.8: kx4 0.15.1 89 leapp ¥4 S F1hRA< 0.18.0 #Y leapp-repository # {42

e RHEL 8.10 : leapp ¥ 8H 0.17.0 ik A1 leapp-repository ¥ {4+ SRk A 0.20.0
A=

RN RETTEV R BEBERM, EMIEE P M FEULTHGa
o leapp

o leapp-deps

o python3-leapp

o leapp-upgrade-el8toel9

o |eapp-upgrade-el8toel9-deps
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14. leapp-upgrade-el8toel9 ¥+ BRI IR A S 2B TR NEIE X4, IREFERIBRAE#RT
IXEERIES M, TEMIER /etc/leapp/files Bk RHIFTE JSON X4, FHEFH L leapp-upgrade-
el8toel9 4, LUBREHEIEXHRRITH,

15. Iy 25 R B s 25 A4 ARG 1E FH R IK
6. HRAEMNEEEERSBARFIRREMAILRE

o MRMEAERIH-RGSB[PWHWEBSERY (40 Puppet. Saltsk Chef) , BEEIZIT
leapp preupgrade fe S RIZ A RS, FEHHTHRL, EAERRREEEERY, UBALEFANR
1t F2 A I A

o MBMEATRIEEMEESIERS (40 Ansible ) , ERAALTRAREHITE B
ERE X (80 Ansible playbook) , 30 #4772 FRFfR,
TR HFHEAREEERGETHALMAIIENB . NRELER, BHSH EH
Bid B B RLITE Red Hat Enterprise Linux £ B #11E &84 Leapp TlFA KA F 201 72,

7. IWREENRIAAERSF 10, AHEFRRERRAS (eth) BRAEDF (NC) |
M7 T BRI RAFYEE RHEL O BT BEIBA— MR LMRANESES, 1151 How to
perform an in-place upgrade to RHEL 8 when using kernel NIC names on RHEL 7, RHEL 7 &l
RHEL 8 A #2 5 M RHEL 8 #4¢EI RHEL 9 I, IR AR EER.

18. MR RHEL 7 SiE BhRA QI EE NSS #UEE, 1ERIEEIEZS M DBM BURZER RN
SQLite, MNEFLZER, HESHIT NSS HEZEM DBM E#HE| SQLite .

19. RHEL 9 A% #|H#] network-scripts #(#4 8, ZH 47 RHEL 8 FEF M. TEHHAEI, BohE
EXMEHE, FREHPITIHAEBE LHAM NetworkManager D EREFHIZA, MMEFLEEL,
BBHTER A E L MEHIAE] NetworkManager S ECF2FHIA

20. MNREEMER 1SO HRFY, HRIUE ISO HKERE S EBIMRERSRA, M RHEL 9.4, HR
FRERAARMER R, LUER Leapp TEFLAEA YT R UIFI R,

21 BEEA D TENRAFMHHEDIIRKR, FREETLUIRREMNIMERIITOERERE &
%, BREMEBFNETEPRTE, EoT LUER LT &0

e {#iff Relax-and-Recover (ReaR) TEOIE—PMRENTE SR, IFEZER, HSH
ReaR X#4 A& Relax and Recover (ReaR) 21+ 4 M R t{a{E A e it T 0Ok E ?

o M LVMIRER = RAID 2&] Q2 —NREBIRIR, MRABEMMN, o UOREDSEM

MBYRIR, LA AEA Boom TRERRBMENREISRE, MFELER, HEMH 4
2 BOOM LIRINAREE ? Uk ERRKEERSAN

RN LVM RIBF QB RAMTE SR, FIUEARIEERELEATRIMF R
SEMRG, Elt, A ReaR TRUB—IPREHEHEREN,

3.2. NHYESEM T SATELLITE BIR5:
R AEHOR T N F20E) RHEL O A5 253 ME Satellite MIRSATEME I, 1 Satellite Server EHITIL

ez

- .
Satellite R4 LRI P WSER L RAZFN 0 FH2UE & RHEL 8 %450 HATHREYS X,
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https://access.redhat.com/articles/6313281
https://access.redhat.com/solutions/4067471
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https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/managing_storage_devices/managing-system-upgrades-with-snapshots_managing-storage-devices

EIFHEEAL

SeRFMH
o 1REXS Satellite RS BRHVEIRRFN,

it =

1. iE Satellite RERTEXHFRHUETIHNRA, NFEFELZEE, 551 Red Hat Satellite &
£ A,

2. {98 RHEL 9 FHEERT] HE £ 5 AT Satellite flR%5588. MHFELER, HSHRERA Red
Hat Satellite WEEAREEHPNERLEI H—F, HIM0RE 612,

3. EFRHIY Satellite FRSS28 EFAEFTER RHEL 8 #1 RHEL 9 72t /E 53R B i E RS R A &
FEFES . ENEHEELITEASTTEPRE, HEXBKBEESHER.

XF RHEL O ik 6%, BERBNYHECENBIMEERSMRA, 0 RHEL 9.4,
MREAERAEEEN RHEL 9 iRA, NESEFERFAL,

-

pgn, W FRBLEKEHZRF (EUS) Y Intel 1928, EDFERAUTRHECE

® Red Hat Enterprise Linux 8 for x86_64 - AppStream (RPMs)
rhel-8-for-x86_64-appstream-rpms

x86_64 <source_os_version>

® Red Hat Enterprise Linux 8 for x86_64 - BaseOS (RPMs)
rhel-8-for-x86_64-baseos-rpms

x86_64 <source_os_version>

® Red Hat Enterprise Linux 9 for x86_64 - AppStream (RPMs)
rhel-9-for-x86_64-appstream-rpms

x86_64 <target_os_version>

® Red Hat Enterprise Linux 9 for x86_64 - BaseOS (RPMs)
rhel-9-for-x86_64-baseos-rpms

x86_64 <target_os_version>

15 <source_os_version & gt; ] <target_os_version > 9> HE# AR OS kR AF B IriRVE R AR
A, #08.10 #19.4,

BXREMIEN, ESH RHEL 8 B4 &% # RHEL O B %,

WMFBEZER, 1HSH Red Hat Satellite ¥ERA BEZEANBERH R FAHNEZE—Z, HlN
hRA 6.12.

4, JBRBENMINEISESETEMN RHEL 8 #1 RHEL 9 ¥4 G EMRN S E .,

MEBELER, ESW Red Hat Satellite HEMAN EHEANEFIERH R EEANEHE—Z, #l
W ARAS 6.12,
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https://access.redhat.com/documentation/zh-cn/red_hat_satellite/
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1. BiFR A Satellite lRS525 L IEFAR RHEL 8 #1 RHEL O 7Z i E SR MBI ERMR A F,

a. 1E Satellite Web Ul /7, i# A Zl Content > Lifecycle > Content Views = Content View B9
B,

b. Hifi Repositories L1+, JiEfFHEZE S MR T R,

k

Y
pa
:

0

AR LMERU TS RIECERSERMEINENEH

# hammer repository list --search 'content_label ~ rhel-8' --content-view
<content_view_name> --organization <organization> --lifecycle-
environment <lifecycle _environment>

# hammer repository list --search 'content_label ~ rhel-9' --content-view
<content_view_name> --organization <organization> --lifecycle-
environment <lifecycle _environment>

1F <content_view_name> B}y Content View BI&HR, F <organization> &
RS, $F <lifecycle_environement> B 4 fs B HREA B B & TR,

2. BWIES AR XBMEEIEH RS E/SR T IEMB RHEL O %)% -

a. 1f Satellite Web Ul &1, 3 A%l Content > Lifecycle > Activation Keys, FsiglEILHIE
o

b. H.ifi Repository Sets ik, BEIFFTHREMEEIRSZE N Enabled,

3. WIEEN EREEHE TRAEREN RHEL 8 &F=iEE, #40 :

# subscription-manager repos --list-enabled | grep "*Repo ID"
Repo ID: rhel-8-for-x86_64-baseos-rpms
Repo ID: rhel-8-for-x86_64-appstream-rpms
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B 4E TEARERE

ERERAG AT H M, 15EA leapp preupgrade S B S TIA ST FE, EXNNER, Leapp TESUK
SEXROINBUE, THERT AN, FER—DIARIRE, TALIRE S TEBENNE, FHEFEIY
MR AR, MEALBBEAEAFRETTIT,

==

A BIHERRBERRGEE, [HESEEE /var/llib/leapp B TATZBEHZEE], EX%
HIERT, AN HERERS 4GB EH, EXFRNURFENRAERE. NRIEE
ISR GRR A RBRIZEE], MITIANRETELTE R RO TEL R, ERFLLN
A, HHERNRSE Ivar/lib/leapp BB RHHZEF], HEMBRBITHNI X,
LU Ze (B SEFER R 2 RSB EAh R 4,

BT

WA BEBENTIAIINE, MEREXELXNARNBERRER. TAXIRSESEARIE
FTREVEIURME, DUARFNHIRSIES TF,

INRT|IIT RHEL 9 RN EHRE, MARRMAILIRE, EEFENANIREHRRER.

BRI DR T AR — P HETIAR BB R A -
o EELK leapp-report.txt XHHWHFALIRE, FHERBFTREFHARA,
o fEM Web ZFIAEEFIRG, ATRANBERTMAENER, HMERKEFNESERTEER RN

HD‘EO
AE
e LMfER BB E UHALEANIRE, Fa, MREIERNS MRS PR
R, MEFZELR, ESM B Red Hat Enterprise Linux TIF RS TVET -
H5E
TF R AR S T BN EBEANR A A ISR, FHETTE IR RS R EESRE, Rit, Bl

HEBREFEE TIREPHRE A, RAFANATREMAKLIE, B, WASRET
SRR S8 FIBYE 4 & T 88 K B0 R,

4.1. M\& 451714 RHEL 8.10 2| RHEL 9.4 BYa #2014
FERGSTREEANIRATFE B IERIF 2R &,

FoRFH
o Y HIIHEBIF KB TN,

P =
. £ RHEL 8 R4irh, HUTTIHALINER :

I # leapp preupgrade
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o MMRITZMEA /etc/yum.repos.d/ B XA BE LFME #FTHY, EEBRMAINEMEZE, M0
i

I # leapp preupgrade --enablerepo <repository id1> --enablerepo <repository id2> ...

o MRIMETE %AE RHSM BIIER AN SEARHUI A%, 1ERIN --no-rhsm 1%,

o MRIEH T BANZIFEUS), BREHZIF(AUS)SK SAP i R HR(EAS)HIEHARSS 1T
5%, 1500 --channel <channels %7, 1% <channel> B 7R84 %5, % eus. aus
eds, iEEE, SAPHANA B WAER 1% SAP FMEM RHEL 8 A2 E) RHEL 9 5@ kYT
R F,

o HNRIEIE Red Hat OpenStack Platform {8 RHEL for Real Time 2% Real Time for
Network Functions Virtualization (NFV), 15{# --enablerepo 12£1i/5 AERE, 40 :

I # leapp preupgrade --enablerepo rhel-9-for-x86_64-rt-rpms
MFERSZER, EEH BEENITE,

2. 1% Ivar/log/leapp/leapp-report.txt Xk, HFFRAFREIRENIRE, BLiRERR
A SRR, B M IEEAL, BRERT SN,
RESEFLUT SRR
High

BAERRGEHR ™ ERRIIRE.
Medium

AIRE R BN R S FI N 2R
Low

RRIEFREE, {BRIBERN N ARFAE R,
info

SR, XREISN AR A TEIRI R,

3 ERELEXRLGEER, Leapp TERENBLINFNLEEM true = false A, MRTAAIIRES
& Missing required answers in the answer filelH 8, 1ERUTEE

a. $T7F /var/log/leapp/answerfile X, &% true =X false 7],

b. Fsh%m5E /var/log/leapp/answerfile X4, EiIHER # FFSECHEN SLERIFRIATROER:,
WINEMEZE N True =X False, MMEEZER, 1ESH Leapp answerfile,

HE, BRI LLBTZTA TS EE true 5 false A
I # leapp answer --section <question_section>.<field_name>=<answer>

a0, EXHAEE Are all VDO devices, if any, successfully converted to
LVM management? fIA— True BIMIR;, HHITUATHS ¢

I # leapp answer --section check_vdo.confirm=True

4. EERTENS R, EINZTIARRE, UEILESARR T R X iR,

18


https://access.redhat.com/articles/4977891#repos
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https://access.redhat.com/solutions/3082481
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4.2. M 17144 RHEL 8.8 E| RHEL 9.2 FYA Fr 2% 14
FERMSITREM RHEL 8.8 #4EI RHEL 9.2 )28, TETRFHRN BRI H BRI FL A,

FRFH
o EEFYHIIEBIFZ KB TN,

Pt =
1. 7£ RHEL 8 %4iH, HUTTIHARIER :

I # leapp preupgrade

o MMRITZ{EA /etc/yum.repos.d/ Bk BE LFME #FTHY, EEBRMLNEMEZE, M0
TR :

I # leapp preupgrade --enablerepo <repository id1> --enablerepo <repository id2> ...

o MRIMETE %A RHSM BIIER AN SEARHUI A%, 1ERIN --no-rhsm 1%,

o MREH I BANZIF(EUS), BRNEHZIF(AUS)SK SAP i R HR(EAS)HIEHARSS 1T
5%, 1570 --channel <channels 1%, §$ <channel> B /RELH, 1 eus. aus =
eds, iEEE, SAPHANA B FER 1% SAP PAEM RHEL 8 #2¢%I RHEL O #8R 4T
R FZ,

2. 1% Ivar/log/leapp/leapp-report.txt X4k s, HFIFRAFREIRENIRE, BLiRERR
A SRR, B M IEEAL, BRERT SN,
RESEFLUT SRR

High
BRETRER ™ ERNRIRE
Medium
ARERRMRS MM AR,
Low
RS, (BRIBERX N ARFAERI,
info

SR, RGN AR &RE ERRISII,
3. ERELEXRGEES, Leapp TESRENMEUINIFENEEM true =X false A, WMRTMANIRESZ

& Missing required answers in the answer filelH 8, 1ESRUTE R
a. $T7F /var/log/leapp/answerfile X, EF& true =X false 7],

b. Fsh%m5E /var/log/leapp/answerfile X4, EiIHER # FFSECHEN SLERIFRIATROER:,
MWINERIEIE T True X False, MIFREZER, 155 Leapp answerfile,
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&, EALLEITIZITUA TR EE true X false (A :
I # leapp answer --section <question_section>.<field_name>=<answer>

a0, EXHAEE Are all VDO devices, if any, successfully converted to
LVM management? fIA— True BIMIR;, HHITUATHS ¢

I # leapp answer --section check_vdo.confirm=True
4. EERTEMSR, EIFZTIFAIERE, URIEEERRR T A X,
4.3. 174 RHEL 8.10 £ RHEL 9.4 =T A4 t%, Fid@iF WEB #HI& N A B3
fE1E
TEFRAEHR B TAA P BRI FIR, FER Web #E1E6 N B M{E M &5 %,

FRFH
o MBS T HEEFY RIIHBIFTI,

i =
1. &% cockpit-leapp 14 :

I # dnf install cockpit-leapp

2. Llroot AR sudo FRIFAEERMGHAF FHEFE Web 2HI5, tIFEX Web #ZH5
HEZER, ESHER RHEL 8 Web HISEERS .

3. £ RHEL 8 %4iHh, M RITRES web EHI &L mPUTHIFAL
I # leapp preupgrade

o MMRIT{EA /etc/yum.repos.d/ Bk BE LFME #FTHY, EEBRMINEMEZE, M0
i

I # leapp preupgrade --enablerepo <repository id1> --enablerepo <repository id2> ...

o MNRIMETE %%F RHSM MIIER FHY SEBRHUI AL, 1ERID --no-rhsm £,

o MREH I BANZIFEUS), BREHZIF(AUS)SK SAP i R HR(EAS)HIEHARS 1T
5%, 1570 --channel <channels 1%, §$ <channel> B/ RELH, W eus. aus =
eds, iEEE, SAPHANA BFNiZER 1% SAP IEM RHEL 8 A2 E) RHEL 9 8@ skHUT
BRALF,

o HNRIEIE Red Hat OpenStack Platform {8 RHEL for Real Time 2% Real Time for
Network Functions Virtualization (NFV), 15{# --enablerepo 12£1i/5 AERE., 40 :

I # leapp preupgrade --enablerepo rhel-9-for-x86_64-rt-rpms
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MBELHER, BSMH EEXHITE,

4. 7£ web ZHlEH, MSMZEFILEE Upgrade Report, DEEmMABRENNE, PEFF n#<kE
WA, BRBARTEII L, EEEREIFE, 1EEETUITH Details Bi&,

4.1. Web =5 & R ARk

root@
- . - @ p - a n v
localhost.localdomain

Upgrade Report for: localhost.localdomain

Filters T = Remediation plan (0) | 4 Add all remediations to plan (2)
Risk
Title Factor ., = Description Tags Time
‘ Packages available in 20.04.2023
Overview excluded repositories will not 12:27:53
be installed
Logs Packages not signed by Red [ sanity | 20.04.2023
Hat found on the system 12:27:54
Networkin g Upgrade is unsupported upgrade process 20.04.2023
12:27:54
Accounts Leapp detected a processor mm 20.04.2023
which is no longer 12:27:56
~ . maintained in RHEL 9.
Services
Firewalld Configuration @ Inhibitor 20.04.2023
AllowZoneDrifting Is ¥ Remediation 12:27:56
Unsupported hint
0 Remediation
command
Applications # Links
GRUB core will be updated [ boot | 20.042023
Diagnostic reports during upgrade 12:27:56
Remote root logins globally ¥ Remediation mm 20.04.2023
Kernel d ump allowed using password hint 12:27:58
PostgreSQL (postgresql- ¥ Remediation m 20.04.2023
SELinux server) has been detected on Medium hint 12:27:55
} B your system ' Links
= Detected broken systemd ¥ Remediation filesystem 20.04.2023
Software updates v Medium
symlinks for existing services hint 12:27:55
Detected broken systemd ¥ Remediation 20.04.2023
symlinks for non-existing hint 12:27:55
services 1© Remediation
Terminal command
10 ~ | per page 1-10 0f 14 Nof2 | > |

IRESEUTAEERRL

High
REFTREN " ENRIKE.
Medium
ARERFIRS MM AR,
Low
TR REE, (BERERNT N ARRFEA R,
info

SR, YRGS ARRER A THEIRRIA.

5 EELRER, Leapp KEMEMIFENEIZR true 5 false A, MRARIRESDE Missing
required answers in the answer file 17, ERHRUTHE :

a. % Missing required answers in the answer filefT, 33iTF Details Ei%, BRIALIZBEE
ST REVA,

b. EFIABIALOIE, iH%EE Add to Remediation Plan AR EH4T#M 2% Run Remediation &
ST AHAT AN
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c. BWHEFIEBRINOE, 1EELHPHIT leapp answer 64, 157 KT B A [A] I K A&
WAL,

I # leapp answer --section <question_section>.<field_name>=<answer>

a0, EXHAEE Are all VDO devices, if any, successfully converted to LVM
management? #iL— True BINIR, HEPUTUTHS :

I # leapp answer --section check_vdo.confirm=True

2 3

1A | LLF5hYwEE Ivar/log/leapp/answerfile ST, MHIR& # &S LUEUE X ST
WIATEER:, HBWIAEMEE N True =X False, MEEZER, HSMH
Leapp answerfile 7=,

Gk

6. BENUBEESRST, EHLLZTRENBBRAM, ETUERZITHIEGS, HEEIKRGS
R—iEis T R,

a. BiTEANNGS, 1ET IR Detail 4%, 3= Run Remediation,

b. EEEEITHERIMEE SRS, HITF R Details Eig, = Add to Remediation
Plan,
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K 4.2, F4{E S mik

Title

Firewalld Configuration AllowZoneDrifting Is
Unsupported

Time
20.04.202312:27:56

Risk factor e
@ High

Summary

Firewalld has enabled configuration option
"AllowZoneDrifiting" which has been removed in
RHEL-9. New behavior is as if

"AllowZoneDrifiting" was set to "no".

Links

» Changes in firewalld related to Zone Drifting

Remediations @

Set AllowZoneDrifting=no in

fetc/firewalld/firewalld.conf

Run Remediation | Add to Remediation Plan

Command: sed -i s/*AllowZoneDrifting=.*/AllowZoneDriftings=r

c. BT EMARMAFN G DRFMITRI, 15 ”—"‘ﬁﬂiiﬁiﬁ B9 Remediation plan %%,
= Execute Remediation Plan Hi{TFArE 7 H 4R 4,

7. REMEHBRFAERSENNEE, EESE 3-7 EFaiTlE, URIEEREHR T AR
7] &,
4.4. ¥t RHEL 8.8 E| RHEL 9.2 WA H 2K, FH@iy WEB %5 N A B3
B1E

TEM RHEL 8.8 A% EI RHEL 9.2 Bil, IHHTIANMN ERHBSBIERE, FER web Z=HI& N ABIMER
.

FRFH
o MBS T HEEFY RIHBIFT I,
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i =
1. &% cockpit-leapp & :

I # dnf install cockpit-leapp

2. Llroot HAEMEMA sudo FRIHAEERMGHAF FHEFE Web 2HI5, tIFEX Web #ZH5
HELER, ESHER RHEL 8 Web HISEERSL .

3. £ RHEL 8 R4ir, MEHITREH web EHIGAIHRHITHIAL

I # leapp preupgrade

o MMRIZ{EA /etc/yum.repos.d/ B XA BE LFME #FTHY, EEBRMLINEEZE, M0
i

I # leapp preupgrade --enablerepo <repository id1> --enablerepo <repository id2> ...

o MRMETE %A RHSM BIIER AN SEARHUI A, 1ERIN --no-rhsm 1%L,

o MRIEH I BANZIF(EUS)., BREHZIF(AUS)SK SAP i R HR(EAS)HIEHARS 1T
5%, 1500 --channel <channels %17, 1% <channel> B 78 4%, % eus. aus X
eds, iEEE, SAPHANA BFNiZ{ER 1% SAP FEM RHEL 8 24 %) RHEL 9 5@ skHYT
R F,

4. 1£ web #HIEH, MEMFEH D% Upgrade Report, UBEERAIRSHINE, S MESMHE
WHEFAR, BERRT i, EEFREERE, 1HEFTUITH Details Big,
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4.3. Web =58 B BRM A RIS

. - @ Help =

localhost.localdomain

Upgrade Report for: localhost.localdomain

Filters T = Remediation plan (0) | 4 Add all remediations to plan (2)
Risk
Title Factor ., = Description Tags Time
Packages available in 20.04.2023
excluded repositories will not 12:27:53
be installed
Packages not signed by Red [ sanity | 20.04.2023
Hat found on the system 12:27:54
Networkin g Upgrade is unsupported upgrade process 20.04.2023
12:27:54
Accounts Leapp detected a processor mm 20.04.2023
which is no longer 12:27:56
maintained in RHEL 9.
Firewalld Configuration @ Inhibitor 20.04.2023
AllowZoneDrifting Is ¥ Remediation 12:27:56
Unsupported hint
0 Remediation
command
Applications # Links
GRUB core will be updated [ boot | 20.042023
Diagnostic reports during upgrade 12:27:56
Remote root logins globally ¥ Remediation mm 20.04.2023
Kernel dump allowed using password hint 12:27:58
PostgreSQL (postgresql- ¥ Remediation m 20.04.2023
SELinux server) has been detected on Medium hint 12:27:55
} B your system ' Links
= Detected broken systemd ¥ Remediation filesystem 20.04.2023
Software updates v Medium
symlinks for existing services hint 12:27:55
Detected broken systemd ¥ Remediation 20.04.2023
symlinks for non-existing hint 12:27:55
services 1© Remediation
command
10 ~ | per page 1-10 0f 14 N of2 | > |

IRESEUTAEERRL] -

High
REFTREN " ENRIIKE.
Medium
AIRE RN RGN AR
Low
TR REE, (B RERNT N ARRFEA R,
info

SR, XREIN ARER A TERRIA.

ERLERESF, Leapp RERMEAINFINEER true BX false [Al#l, MRARIKREDE Missing
required answers in the answer file 17, ERHRUTHE :

a. 1% Missing required answers in the answer filefT, 3T Details Ei&, BRI\NBZIEE
STHRE .

b. EFIABIALOIE, iHi%FE Add to Remediation Plan LAFS EHYT#M 2% Run Remediation 3£
STEFAT R

c. BWHEFIEBRINOE, 1EELHPHIT leapp answer 64, 157E KT M By A [A] LA K A&
WAL,

I # leapp answer --section <question_section>.<field_name>=<answer>
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a0, EXHAEE Are all VDO devices, if any, successfully converted to LVM
management? #iL— True BINIR, EPHUTULTHS -

I # leapp answer --section check_vdo.confirm=True

2 3

1A | LLFBhYwEE Ivar/log/leapp/answerfile ST, HIR& # 7S LUBUE T ST
WIATESER:, HBWIAEMEE N True =X False, MEEZER, HSH
Leapp answerfile 7=,

Gk

6. BENUBEESRS, BT RENBRAM, ETUERZITHIEGS, HEEIKRGS
R—iEiz T R,

N

a. BiTEANNGS, 1ETT NG Detail 48, 3= Run Remediation,

b. EEEEITHPRIMEE SRS, HITF R Details Ei&, 3 Add to Remediation
Plan,
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K 4.4. 4045 Bk

Title

Firewalld Configuration AllowZoneDrifting Is

Unsupported

Time
20.04.202312:27:56

Risk factor e
@ High

Summary

Firewalld has enabled configuration option
"AllowZoneDrifiting" which has been removed in
RHEL-9. New behavior is as if

"AllowZoneDrifiting" was set to "no".

Links

» Changes in firewalld related to Zone Drifting

Remediations @

Set AllowZoneDrifting=no in

fetc/firewalld/firewalld.conf

Run Remediation | Add to Remediation Plan

Command: sed -i s/"AllowZoneDrifting=.*/AllowZoneDrifting=

c. BizTEEMARMBIHIMMSIMHIITR], HRTkE A LA Remediation plan 1%,
2 Execute Remediation Plan HYTRR B 5 B9 5.

7. RERESHBRAAERENMEE, EELSK3-7 EMiTRE, URNILERERATEXRE
[ 78,
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%5 & HITHL
SERUR 5 B ETRGAIARA T A SR v 4 IR0 TS, 5 BUE RS BT IR BT,

5.1. #1147 M RHEL 8.10 | RHEL 9.4 B9H %
LEREFIH T 5 Leapp R HUTH R FIRHIF IR,

FRFH
o EEFY RASIHMSIRETHK, SEERAEMD.
o SERETIFMINE FIHMSIR, FARTRERENR,

P =
. 7£ RHEL 8 &%/, BEFAHTRE :

I # leapp upgrade

o MMRIT{EA /etc/yum.repos.d/ B XA BE LFMWE #FTHY, EEBRMINEEZE, M0
i

I # leapp upgrade --enablerepo <repository id1> --enablerepo <repository id2> ...

o MNRIKE £%%F RHSM MIIER FHY s RHUI, 17N --no-rhsm £,

o MNRMEMEMA ISO HIKFH, ERM --no-rhsm 1 --iso <file_paths 1%, 1§ <file_path > &
HNIRTER 1SO BRI ST R R, 6180 /home/rhel9.iso,

o MREHE I BAYSIH(EUS), SNEIMIFF(AUS)Z SAP IR 55 (E4AS)IERTARSS 1T
7, &0 --channel channel i%:17, £ leapp preupgrade 4% & FBEEH: channel,
0 eus. aus = eds, IR, WL leapp preupgrade 7 leapp upgrade f5 % --
channel %778 R BIE,

o HNRIEIE Red Hat OpenStack Platform {8 RHEL for Real Time 2% Real Time for
Network Functions Virtualization (NFV), 1%{#F --enablerepo %77 /= FAERE., 510 :

I # leapp upgrade --enablerepo rhel-9-for-x86_64-rt-rpms
MBELER, BHMH EEXHITE,
2. EAYLGIRRFFIERS, Leapp RUUTIALINER, R ETF MRS HATR,
o MRZREZAANM, Leapp R FTEHLENKIE, HANALES RPM ESH,
o MRMHRIEBLETENFZM, Leapp KX IEFHHTE, F1E /var/log/leapp/leapp-
It;;?ort.txtX(#FEF?%Q%#ﬁiiiZ/l\I‘ﬂ%ﬂ%ﬂ?&?’?ﬁﬁ}%?ﬁ%ﬂ’ﬂﬁ%o MFELZER, ESHHER

3 FUEERS :

I # reboot
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https://access.redhat.com/articles/4977891#repos
https://access.redhat.com/articles/4977891#upgrade-without-rhsm-rhel9
https://access.redhat.com/articles/rhel-eus
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85 HUTHHK

EXNER, ROIREI5H AET RHEL 9 B9F)4A RAM R 55 initramfs, Leapp M FRIBEHK
#a, AEBIHERE RHEL 9 R4,

F4, 1RE LS --reboot £TZ1T leapp upgrade &5 BT XN FEIH R,

RZEHRRE, HHRERTMERFR, MERfEEEER AT,

4. B3E|RHEL 9 %%, FHEIERRT, 0 SuEAN SR Ard,

5. HUTHYERE R HITANEES St E AR EES.

5.2. #1147 M RHEL 8.8 ZJ RHEL 9.2 F9FH2

LEFRA25IH T Leapp 2% M RHEL 8.8 744 F| RHEL 9.2 FRE M4 T,

FRFH

o Y RASIHMSIRETHK, SEERAEMD,

o SERETIFMINE FIHMSIE, FARTRERENR,

it =

. 7£ RHEL 8 &%/, BEhFAHTRE :

I # leapp upgrade

INRIEEA /etc/lyum.repos.d/ Bk B7E LFME #THY, HEBRMAINEEZE, M0
i

I # leapp upgrade --enablerepo <repository id1> --enablerepo <repository id2> ...

INRIEE 7558 RHSM BYIER FHY SfERE RHUI, &R0 --no-rhsm 1517,

INRIEFER 1ISO BRFAY, BRI --no-rhsm #] —-iso <file_path> 1%, ¥ <file_path > &
HNIRTER 1SO BRI TR R, 5180 /home/rhel9.iso,

INRIER T EBRAYZHF(EVUS). RREH IR (AUS)S SAP )RR (EAS)ME RS 1T
%, &0 --channel channel i%:17, £ leapp preupgrade &4 & FBEEH: channel,
0 eus. aus = eds, IR, WL leapp preupgrade 7 leapp upgrade #5554 --
channel % 17{§ BB E,

2. EFYCLIRFFIARS, Leapp RPUTIIANMER, ML ETIFLIRE i,

MRRARHFANE, Leapp & FHMENKYE, FHHALHES RPM FE5H,

MRIEHRITE B LB T ENEY, Leapp RALEFHNHTE, F1E /var/log/leapp/leapp-
report.txt {4 AR XN A ERHEER R ARNILE. NRELSER, 1HSHBEE
B%C

3 FHEERS :

I # reboot
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EXNER, ROIREI5H AETF RHEL 9 B9%14A RAM fi £ 55 initramfs, Leapp A FTBEHK
#a, AEBIERE RHEL 9 R4,

F4, 1RAE LS --reboot E£TZ1T leapp upgrade &5 H BT XN FIH R,
MRKEME, FHAEEEMSMAM, NsEEERRPRmR,
4. BE|RHEL 9 %45, FHEIERRT, 0 WUEAN SR Ard,

5. HUTHYIRE R HITANEES St E AR EES.
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6 B RIEARFIRE

FEHITEI RHEL 9 MRAL AR R, FHIIERARE LT ERBVRS, XM ANLER A H B E AT R RS0
BRANER KR,

6.1. 55 1F RHEL 9 R FA L FIRA
LERAEFIHE T EF ] RHEL 9 BEIHITHES IF 4 52,

SeRFMH
o RLBREE HUTHY FRTERE S IRIAIT T AR, FEETUEFE RHEL 9.
iz

AR THRE, FRERARESLTFRERS, £ :

o JUIEHATRFRIRAZE W RHEL 9, 40 :

# cat /etc/redhat-release
Red Hat Enterprise Linux release 9.4 (Plow)

o 7 OS A#ZARA, BN :

# uname -r
5.14.0-70.10.1.el9_0.x86_64

HER, el9REE, BRATRERTF 514.0,
o INRIEfEMA Red Hat Subscription Manager:

o WIFRABRETIEMN M. BN :

# subscription-manager list --installed
+ +
Installed Product Status
+ +
Product Name: Red Hat Enterprise Linux for x86_64
Product ID: 479
Version: 9.4
Arch: x86_64
Status: Subscribed

o AYUE, WIEAITHRAREILENMZE NN B IHEIERSTRA, f40 :

# subscription-manager release
Release: 9.4

o N, INIEMKIRS B E AR, HEEMA SSH EERIARS 25,

o MENBARFHANERSE. EELEERT, BURFEFIIIITIRMEER N, Hlm, 2
BIGEVEIERE, EIRIREC B A A EUEH IR 55 289U BREAT,
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8 7 & 7£ RHEL 9 R4 L HITH L BES
R FARR, BIHBRABENTHT, ZEAEENEMEERSE RHEL 9 R4, HEITIERNZIAN]
A RAM B,

7.1 AT HRERESS
HLRAZFUH T 7 RHEL 9 T RICA LB REHITHEERS,

FREH

o RLIEBRR JUTHY RS PEHIT T AN
FHEIMATLAE X E RHEL 9,

o BIRER WIEFANERE PHMB S RIIE T RALF KBRS,

P
HATHEE, FTERLATES :
1. M /etc/dnf/dnf.conf B2 & S {4 A #Y exclude FIRAIHFREIRE Leapp H4E, HAEHE snactor
BHa, XRART BFALANIE, ERAAIIESR, FH Leapp TEREH Leapp HiHER

BEIRIE BERRTIRSD, LUBEMPRIEHREERNXMG, ERAFANE, EMRIHHER Leapp
B El, wa el MBRRTIZR R,

o EM exclude FIKRAFEIMIBREE S, 155 /etc/dnf/dnf.conf EZ B X4 F M exclude FIIZR
F it RFF 8 Leapp B4 E.

o M exclude FIRAMRFIE A :

I # dnf config-manager --save --setopt exclude="

2. MHBRRIRE RHEL 8 #i48, SIERIKH Leapp 4.
a. HEIRIAKK RHEL 8 Hita :

I #rpm -qa | grep -e \.el[78]' | grep -VE '"*(gpg-pubkey|liomodulemd|katello-ca-consumer)’ |
sort

b. MRHEL9 3F~ LN ERTIREY RHEL 8 Bl a, BIEIHMWZRHEE. BXRMBRARI G
BZER, 152 M Red Hat Enterprise Linux 24t Rt BR IR EEN FER ML ?

c. MHFRFIRE Leapp KIS -

I # dnf remove leapp-deps-€l9 leapp-repository-deps-el9

3. : MRGTHHBRATE BIRBI S AR KX BIEE

# rm -rf /var/log/leapp /root/tmp_leapp_py3 /var/lib/leapp

- il BRI Lo B4R FT BE X BR U £ A8 V] B AN R HEPR FH IR M B ST H BE T
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88 7 E £ RHEL 9 5 LT HREES

. ZXFI DNF #Zt#/%, HPHE5 RHEL O AFRE, M RHSM BEMFMZERBIILIE, FRAXLE

FEE

I # dnf config-manager --set-disabled <repository id>

FEREMEE ID it repository_id,

C BUBHIAKSSTSEULE VHRIE, UBERERNAKERERNSHERSS

# BOOT_OPTIONS="$(tr -s "$IFS" "\n' </proc/cmdline | grep -ve ""BOOT_IMAGE=' -e
"Nipitrd="| tr \n" " ")"
# echo $BOOT_OPTIONS > /etc/kernel/cmdline

. FIEMREAZM A RAM e B ) ST A -

a. MHFRIIAEBIREAZINLIE RAM BiE#

I # rm /boot/vmlinuz-*rescue* /boot/initramfs-*rescue*

b. B REMIEAKIERNIMIE RAM % -

# /usr/lib/kernel/install.d/51-dracut-rescue.install add "$(uname -r)" /boot "/boot/vmlinuz-
$(uname -r)"

c. MNRBMIRLIE IBMZ 1952 L, EE# zipl 3| FEHERF :

I # zipl

. EFREAREMNALHRERE. 2, FEN SELinux RN enforcing, 1#EIFS

58 [ FA 22 2 2R K

- B Z B BR B RUER R AN RER A IR RAM B X B B 2N HETRZ AR -

# Is /boot/vmlinuz-*rescue* /boot/initramfs-*rescue*
# Isinitrd /boot/initramfs-*rescue*.img | grep -gm1 "$(uname -r)/kernel/" && echo "OK" || echo
"FAIL"

. WIEIES| SR E BT ERANARNRIE . 1HS grubby Hi

I # grubby --info $(Is /boot/vmlinuz-*rescue*)
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5 8 E N ALK
FERMAMIFED, SELinux KB IIEIHEE] permissive X, 74, REEEBEETS EEIEHEZSZI‘EH
MEW, BRERLEREM, HERG SELinux YHE] enforcing B, HRAIFRESEENMBER, 5
AEIAEEERY, FEHARENRRREH, 5, —%5&@@%%@#m%EﬁﬂﬁMﬁE
L,
8.1. ¥ SELINUX #®= =2k ) ENFORCING

ERMAAFTFEH, Leapp &4F SELinux BRI LB N permissive, UMW AB RGNS, Eu/MFohF
SELinux #R24 enforcings

FRFM
o RLEEBHN, HEEEHTT WIEANEIRTE hifdpyiS it S I%

it =

1. #4R¥% A SELinux denials, f5l#0, {#F ausearch TERZf :
I # ausearch -m AVC,USER_AVC -ts boot

iR, P REEREINNERL. BEXNERAETEER SELinux denials, HEEF A SELinux
AR H 5] SELinux denials B84

2. TEEEFERNXXAREZIFITIF /ete/selinux/config X4, 40 :

I # vi /etc/selinux/config
3. B2i& SELINUX=enforcing i

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.

# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.
SELINUX=enforcing

# SELINUXTYPE-= can take one of these two values:

# targeted - Targeted processes are protected,

# mls - Multi Level Security protection.
SELINUXTYPE=targeted

4. REER, EERYS :

I # reboot

. REERBGE, A getenforce &34 3&[E Enforcing:

$ getenforce
Enforcing
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B 8 E NHARERIE

HebrR
o EEHERRS SELinux 83X BY/n] &
o HIN SELinux IRSFIER

8.2. R UTSE H BN SRS

RESEENMNBRREE— 1N RGEHE, CREZROMBEFRE, 23 TLS. IPSec. SSH. DNSSec #
Kerberos 71,

BEAIA T FRRRBIRIE RHEL 8 R{EAMMBAREE, a0, NREIE RHEL 8 F{#fH DEFAULT ii& K
B, MAORSEFNEI RHEL O BT LA{E A DEFAULT, 5%, TIE X MERPMEEIZBERRT

B, RHELO IFREISE N KEELZLMIINME, 20, RHEL 9 DEFAULT H1&SRESFRH SHA-1
FA% %, ™ LEGACY REEAREfUF DH #1 RSA Bid/NF 2048 fif, MNEFEZER, 1ESH L2t
X A RISEHE I E R 0. BE LINERERERMAIGTZHRE

EREXFNYFIRICCHEMMBE R, 15EA update-crypto-policies TE :

$ update-crypto-policies --show
DEFAULT

BN, AT e R e fRESE FN AN SRR tIHLE] FUTURE, XA (HEE A Re B IR £
i

# update-crypto-policies --set FUTURE
Setting system policy to FUTURE

INREFEFEA SHA-T REIEMARE=F MBS, BTUMAUTHSERE :
I # update-crypto-policies --set DEFAULT:SHA1

HE, MALUGRICEHEINERIEIHLE LEGACY %Kig, {EE, LEGACY AXFiITFEARENHME
%o

Digk

==
[=]

2 SHA FRIBEREERILLEIAN RHEL O WBEME . tI#E] LEGACY %
BREERAELSE, BNIZIEEFER,

ZART LB E CRITEEBINE RS, FI5IESH ﬁ)ﬂ?ﬁﬂ%ﬁm)@ﬁ»&lﬁ’]bﬂ%ﬁﬂ% M CIgFHRE
BE CRICEHBIINE RS B9, MIREERBE LINER, HFEEEEMERNRE, UEEMBIT
BNV P 1R AT R BB

HbBER
o (ERXRISERIBINE KIS

e update-crypto-policies(8) Fft it
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8.3. ARG L EIREE =

BIERINFHNE RHEL 9 BB w2 ERRE, EaLUER OpenSCAP EHRHM B ShbE N EINEE,
OpenSCAP BEMFIEMREHFERLEL, 1 PCI-DSS, OSPP 5 ACSC Essential Eight, HTF&R&™
mEE, EESMMEREINIE RHEL WEBRAZ HBRRARRE,

BAK— 5 bsd RHEL 8 R4iHf, Leapp IE FiRftRFFTEim(bMNERESE, REHHGEKEFMNE
&}, ZRAARESKEASLRPRE RHEL 9 BRI,

ETBefEAERBY SCAP R AT RHEL 8 #1 RHEL 9, #IRFZZISHME (40 Red Hat
Satellite 3¢ Red Hat Insights ) #1TE®E, NIEHEEFE,

N BILIEENENRTE, BAILUZER OpenSCAP MR EF oA ITESR. BREXRSHMEREHN
w18, E5E HRERSENRE2SIENRR,
BE

AERNEES, BIMLEEXH RHEL R4, EAAREENRT RARE, RLiziTEE
AT A RN L SMBENLLEESHRD. THREFEFIEE —LEXK,

LU RBIRFZARYE PCI-DSS BEE & i LB RS B,

FoRFM

e scap-security-guide ¥4 2 & 1E RHEL O REIHF &L,

i =
1. AEREENZEEMEBIER xml XK :
$ Is /usr/share/xml/scap/ssg/content/

ssg-rhel9-ds.xml

MBELER, BB Viewing compliance profiles Z43

2. RENGENBIRERIMANEEX REERT

I # oscap xccdf eval --profile pci-dss --remediate /usr/share/xml/scap/ssg/content/ssg-rhel9-
ds.xml

ISR DURR R o b ROIIBEC B &R 1D & #ik --profile S Y pei-dss {H, HX RHEL 9 XHH
IBENTEIIR, S0 RHEL XRH SCAP ZL2MES,
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B 8 E NHARERIE

Digk

H=

AN

A MEEEIEEMFE, £2A -remediate 1ETMIE R Fi21TREIHERIRES
SRRAETEEELE, ABEARBEEMNEINAERIREBRIELRESHE

SFTMAER, FIAERER RHEL REXFBAIREH KR, MRERE
FERTENRS, STEETRITEERETFHIENREREXH.

3. ERERL

I # reboot

L BIERAREEMEEXY, FHHLAEREEES HTML XX -

$ oscap xccdf eval --report pcidss_report.html --profile pci-dss
/usr/share/xml/scap/ssg/content/ssg-rhel9-ds.xml

Hth B
e scap-security-guide(8) 1 oscap(8) it Il
o HERGUTREZE2AMIIFR
® Red Hat Insights &2 £ 5B

® Red Hat Satellite £

8.4. i iiF USBGUARD EB%

3 USBGuard HU4HESR, MARILMEREFAZKH USB i &HENGIEE, ®IFMENREFRZ AR USB
B BIRN,

FRFH
o MEHUSBEREFLRT — MK, EREFANRIRBRENEK,

e usbguard fR%5 B REEEH RHEL 9 %4 Li51T.

i =
1. %1% /etc/usbguard/ B 3xHFHER *.conf 3T,

2. £ usbguard generate-policy £ BHTHISERE S, THER, SRRV HFEIR A USB &%
BHLI

3. T BB S AT E SRS AR B AL EAT O AL

a. WREIENR— & AT R AT AR AR, HE X LURRARR &
AR R St SRR g A
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b. MNSRFTERRBIMIAA RN FEZE R, ErUEMMELER TERAE RHEL 8 F1{/#
BISRBE 14

Hi 5w
o RIPRARZARZ USB XE.

8.5. B % FAPOLICYD #iE/%

tapolicyd FHHAERARIE A /- 72 XL H0SEBESR I FARR RO AT -

EANFIERT, THEALI tapolicyd SEMIRERRMITE, SREIRE :
1. ZIEZARSS -

I # systemctl stop fapolicyd

2. THpREHEE -
I # fapolicyd-cli --delete-db

3. JAEhARS :

I # systemctl start fapolicyd

MR B E LEEXHRNEEEEIRZEH, EHEA fapolicyd-cli -f update <FILE> fp5 BH{TH
¥, =XfEF fapolicyd-cli -f update HaIH#1TES, ENAXLEDN, 1HEM fapolicyd-cli --update @
SHES fapolicyd IR,

FH, BRENLZIHSXH AT R E VT RHEL iR AE#HI9E., TEE#H fapolicyd BHEFERTHUTEMIX S
B,

HbBR
e {#F fapolicyd BELEFN SV AREF

8.6. J¥ NSS ##EZ%M DBM EEZ SQLITE

1£1% NSS_DEFAULT_DB_TYPE IMEZEX B NRE LW sql [HfE, TENARFREIE NSS HiE
JEH& UM DBM #44t4 SQLite, ERILAEF certutil TE MR HATB B,

EFEE RHEL O B, f$77447E DBM Y NSS BUEFEG#, #aifid, EEEALD)

RHEL 9 By RHEL %%t (6. 7#18) FHITUTSE,

FeREH
e nss-tools Y-S B LEEENRE L,

A
1. 9% L# NSS_DEFAULT DB_TYPE i&4&J) sql :
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https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/security_hardening/protecting-systems-against-intrusive-usb-devices_security-hardening
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/security_hardening/assembly_blocking-and-allowing-applications-using-fapolicyd_security-hardening

B 8 E NHARERIE

I # export NSS_DEFAULT_DB_TYPE=sql

2. AR ERPEAR S0 HehaiE DBM R NSS BuEZE XX, Fii
I # certutil -K -X -d /etc/ipsec.d/

HER, MREHBUREXEHZBIBERT, IR ERIE B ST RIE D -f ETRIE,
a0 -

I # certutil -K -X -f /etc/ipsec.d/nsspassword -d /etc/ipsec.d/

Hth BT
e certutil(1) FA11,

8.7. % CYRUS SASL #1#E/% M BERKELEY DB #&=,;T# %] GDBM

RHEL 9 cyrus-sasl {4+ SN % F libdb &1, sasldb i {EH GDBM HiEER AR 2
Berkeley DB,

SeRFH
e cyrus-sasl-lib {4 BB LEEEHIREH,

it =

o FFFLLUH Berkeley DB #& XN ZMERIINA 7 L F IS UEFN R 22 (SASL)BUREE, 15
cyrusbdb2current TE, 15E00TF :

I # cyrusbdb2current <sasldb_path> <new_path>

Hth TR

e cyrusbdb2current(1) man page

[1]RHEL 7 /etc/pki/nssdb B >z @& RETEH NSS HiE/E. HtfEBUR TEERMNARER. §
0, Libreswan fFEUIEZEFETE /etc/ipsec.d/ Bk, Firefox 1 /home/<usernames/.mozilla/firefox/ B
Fo
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5 9 & WIEHERR

IRAI LB LA T RASKBEBRM RHEL 8 F24EI RHEL O #1THRFEHERR,

9.1. HRFEHERR BTIR
T LB L TR R VTR,
EHIAHH

HINERT, Leapp R IRF " EBENNE BB BRI EMEPERNLBELS], Eleapp
upgrade @5 H{#E A --verbose =X --debug %L1,

® 7f verbose IR H, Leapp &%iith info, warning, error, # critical {8 2.

® 7f debug X H, Lapp &¥ith debug. info. warning. error 1 critical f§ 8.
BHE

e /var/log/leapp/leapp-upgrade.log {45t T initramfs [ E& BB B9[] &,

e /var/log/leapp/dnf-debugdata/ Bx & 7 E5 W EHREIE. RB7E leapp upgrade f % {H A
T --debug iETHATH, FRERXNE R,

e /var/log/leapp/answerfile @& Leapp B & &R &,
e Journalctl SEARRFIRHETENERE.
Reports

e /var/log/leapp/leapp-report.txt X5 T ETFRHTER B LA MBI RE, XD HE R LIE web
PREIERIRE, B MG ARMEFET web BHEIGENABEIMLES.

e /var/log/leapp/leapp-report.json LA ZR AT XA 7 A M E; & TR &, ©RIik
;ii?ﬂi BE AL BRE, MEELER, HSMEL) Red Hat Enterprise Linux FilFA k& T
9.2. tREEHEFR TS ]
A LS E LT HEHRE B,
TRk Bk
o WIFEMREREIRE MX—DFHIL sh7IHMIRRE &4,

o HIAEMERET AU PRIFAES K, HlI  EHRIDEEERS IS EOF(NIC),
bTIIE’J%%’I\E?WWﬁﬁiE’JHU fi(eth),

o TRAREBME T /var/llog/leapp/answerfile X4 Leapp FREMIARA A/, R E
%, Leapp *BHIEFAL, 0 :

o XRYiHEE VDO K& ?
o EMEMRT ETFANINE (LT /varllog/leapp/leapp-report.txt) ® % HBIFRAE A, &t

FATLAME R web EHIARARILE BB, MPHE R AL ET web #HIE N A B{LIEE HrR
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5l 9.1. Leapp answerfile

T RE—1NKRYHE var/llog/leapp/answerfile X, ©H— N REIZEHR T :

[check_vdo]

# Title: None

# Reason: Confirmation

# ============================= check_vdo.confirm

# Label: Are all VDO devices, if any, successfully converted to LVM management?

# Description: Enter True if no VDO devices are present on the system or all VDO devices on

the system have been successfully converted to LVM management. Entering True will circumvent
check of failures and undetermined devices. Recognized VDO devices that have not been
converted to LVM management can still block the upgrade despite the answer.All VDO devices
must be converted to LVM management before upgrading.

# Reason: To maximize safety all block devices on a system that meet the criteria as
possible VDO devices are checked to verify that, if VDOs, they have been converted to LVM
management. If the devices are not converted and the upgrade proceeds the data on unconverted
VDO devices will be inaccessible. In order to perform checking the 'vdo' package must be
installed. If the 'vdo' package is not installed and there are any doubts the 'vdo' package should be
installed and the upgrade process re-run to check for unconverted VDO devices. If the check of
any device fails for any reason an upgrade inhibiting report is generated. This may be problematic
if devices are dynamically removed from the system subsequent to having been identified during
device discovery. If it is certain that all VDO devices have been successfully converted to LVM
management this dialog may be answered in the affirmative which will circumvent block device

checking.
# Type: bool
# Default: None

# Available choices: True/False
# Unanswered question. Uncomment the following line with your answer
# confirm =

Label ZEXIEEEELQBMAIE, EAHIG, FF2Z Are all VDO devices, if any, successfully
converted to LVM management?

ZOEM, HEUENRE—ITHRERFHALE True =X False, ZEABIH, ATEERN True :

[check_vdo]

# Available choices: True/False
# Unanswered question. Uncomment the following line with your answer
confirm = True

TEHB

o HIRETE RPM 4 BILFH, HREMT /var/log/leapp/dnf-debugdata/ B sxHIE 551
R,

INSREAEMESNEIE, /varlog/leapp/dnf-debugdata/ B % %2, N
. YAMFENTHCERTRN, SBIXFHER,
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initramfs [T E%

o TELLINER, EBTERIERFESE A Dracut shell, % Journal A& :

I # journalctl
=&, fEM reboot ta 43 M Dracut shell Ef5%%t, #1:Z /var/log/leapp/leapp-upgrade.log X
1,

FRIEHE

o WRIEMBRLEE LERINFAY, BE2FEHIEMN RHEL 8 R#%EIS, FEERLHE GRUB ERIL
BRI A,

o FARMERET WILANERE PHEENTIK,

o MMRIMEMIN FRRFHIRSTEMENF SELinux YI#E enforcing R FE L TESHET HAIEMR, &
{8/ ausearch, journalctl, 3 dmesg & E 04 :

# ausearch -m AVC,USER_AVC -ts boot
# journalctl -t setroubleshoot
# dmesg | grep -i -e selinux -e type=1400

R LB A Z B ERRCEKRB . BEIEHESMSELinux BEHERR,

9.3. RHEL 8.10 #%: % RHEL 9.4 Y2 &1 |n] &
FHR ARl gE @ B B &0 AN R,

o TEHITIRAIFANNS, #IR Network Manager ##22FSE B REE, N network teaming THEET A IE
B

o MRBMEMMERAHTTP KR, MLFF Red Hat Subscription Manager BB N {E R IEARS 28, HTE
H14T7 subscription-manager €5 f# /8 --proxy <hostnames £, &, subscription-
manager M SHIHITER KRN, MNREFER --proxy ETMAREKERN, AIIRREKW, EH
Leapp i MI B IR, ZRAEXANREL %, 15F 5195 rhsm.conf X4, 41 How to
configure HTTP Proxy for Red Hat Subscription Management Firilt, (BZ#1689294)

o HIRIEH RHEL 8 XL A ALLIEIRABETE RHEL O AT AN &I ENIERE, Leapp [FAFRHE!
%, BRE, R RHEL 8 RZi{EH Leapp £
letc/leapp/files/device_driver_deprecation_data.json X F3% HHIENE = A% S IKEHTE
7, Leapp AEEMXIEMIREFEHHATHN, RE, ZRATEREALELESF.

o MRRFALZEMB=ZAHPHE (FRLIBELR) NEMSIIBRMANTHIRIER, TR
UARERW, Bilm BRI, T EEFARENERE Tz — -

a. MMRE=HHGS
b. ERAIIERENTHIERE=TM4SD
e 1 RHEL 8, EALMEA VDO EIEERZHBEES(LVM)EHE Virtual Data Optimizer
(VDO)#, £ RHEL 9 A1, HEEffA LVM B VDO %, E7f RHEL 9 E4*LL{HER VDO BEH
%, IHEANEHXELES AT LVM BEM VDO B, MEFLER, HSH BIE VDO 5
AZ LVM,

o TEHAMIHMEMNIETRIETI(RAD)WRG L, RAFARATRERKI, (BZ#1957192)
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o TERAMAIIIZA, Leapp BHEATE RHEL 8 Ml RHEL 9 Z [AIfRE ML EOZEHIZZ(NIC), EBE,
FE—ERGE, HMTAEMKZHENRS, FTREFREME RHEL 8 M RHEL 9 = [A]5E 47 NIC %75,
EXERG EHATUTEIR

a. i%E LEAPP_NO_NETWORK_RENAMING=1 If52°8, LIBAIE Leapp T B4R R E R
4 RHEL 8 NIC &R,

b. HITRAEIFIL.

c. WIHEHMMAREBIEE T, NRFE, HFIIEHMAEE.
(BZ#1919382)

o MRMEMRLIER BIOS 3|15, WRBIFWELIRARE ARV EBFROGRERLLE, NEFH
%% GRUB2 BI S EHEFER, RAFARESEN, XEEBRETT, EHAKFIOXENTRES
&4, FI{EA RHEL 6 fdisk TE, BERIEXNAHEESSLNE, FHHTUTHE .

a. MEBNBERERLENS FRERFERE ENE—TDK -
I # fdisk -I
ESR, BERRNROERRERWHZER, MEKX 2048 78,

b. ERKEERERIRHERBHIZEFR, RHEL 9.0 AKEIGFREEYD 36KiB, Hltl, MREXK
INRFRAER 512 77, NIMERK 73 ST RS TER R WryZE (),

RHEL O WZHRFIRERT 36 KiB, RERRMEIRHEX. HRALKIEHERT
RHEL O AFEE L D2 [H],

c. MRMARENDERWHFIMER, HHITEHE RHEL 9 RETRER, MARIUTRAELA
2&0
(BZ#2181380)

o RMIFANRE, MRRFAHBLUTRM, SSH BANABEINEMN :
o /\éﬁ&ﬁio
o cloud-init FM4+B B &%,

o ssh_genkeytypes BB7E /etc/cloud/cloud.cfg XHHFILBEH ~, XRBINKE,
SNRMMBR 7 REAEEEH, NILbRIRIARE LE R SSH 1% #E. ERALEXDRR, HSH gk
FREIRHEL 8.7 3% 9 f5, FoiE SSH EIFTREIAN FIREMAR AR, (BZ#2210012)

o TEREMZH13 LA, FHEM UEFI 5158 VMware BN ATRERTEA ST 2B R n]#,
79 NVRAM X#K/NT . BRIBFFUARMEABRENESER, HSH VMWare: BT
efibootmgr 2% mokutil S ERINFKER, 182 "No space left on device", (RHEL-3362)

o MNREMEATH ISO HtRH RHUI FTHL, NAHRATRERKM, EA LB EALN TERA --
iso £, HEIRIR FR 1ISO HF1TEL Leapp FHKIN, FH7H "Failed to synchronize cache
for repo 'rhul-microsoft-azure-rhel8', ignoring this repo” B TBAHTIRME, IR ERFRIX AN A
5, (RHEL-3296)

o MIREFEHTRAEZXHRE, NFAIIREATREREN, HIETUTEIRHER

I OperationalError: unable to open database file
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https://access.redhat.com/solutions/7023631
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IR HBILXAN AR, ESeRU TS ¢
1 HESRADEERBEAPIRFFFENH R
2. T letc/fstab X EIHBIXHRINRE, UMEElEASEBHRER,

3. ARERERIEXHRGERE.
(RHEL-3320)

IR /etc/fstab XA E L BEAEEH B SUEG REGTA B IZE shared (H1EirE, NFH L ATEER
W, ERFIEXANAE, HEHFEEXEXHERT, UFHIKE N shared :

I # mount -o remount --make-shared <mountpoint>

FAEN XHRMES R EH mountpoint,
MEFELER, HESMH £ DNF BHRETTZA Leapp "FEEMEH RPM X", (RHEL-23449)

MBHARSRIZE T BROTR, NANATERKW, Fi0, MREET, AMARETELE
BRAH XGRS I ARREFHRABENSEAXHGRN . ERFIEXLERH, HEAHAE
BN E A X LRSI, MEBEELER, HESH N4 leapp ALK, FER
sqlite3.OperationalError: unable to open database file traceback error? #1 Ensure that there is
enough diskspace in /var/lib/leapp/scratch/diskimages/root_boot at least XXX mib are
needed, (RHEL-16881, RHEL-26459)

B#l, 1E Amazon Web Services (AWS)_E{#F Red Hat Update Infrastructure (RHUI)#4TERALF
NAEBIIEIERH, A Red Hat Subscription Management (RHSM)E4, (RHEL-38909)

9.4. RHEL 8.8 #4; % RHEL 9.2 B2 R1(n] i

M RHEL 8.8 #4242l RHEL 9.2 I Al e &8 EI Y & &0 /7 4,
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EHTEA AL, 1R Network Manager ##Z2 A& B REE, Il network teaming THEET A LE
B

INRIEER HTTP R, M Red Hat Subscription Manager BB 1 {E FAREEARS 28, HTE
147 subscription-manager €5 f# /8 --proxy <hostnames £, &, subscription-
manager M SHIHITER KRN, MNREFER --proxy ETMAREKERN, AIIRREKWK, EH
Leapp /A0 B IR, ZRAEXANREL %, 1EF 5195 rhsm.conf X4, 41 How to
configure HTTP Proxy for Red Hat Subscription Management i, (BZ#1689294)

INRIEH RHEL 8 R4iE A MLIIEIRMETE RHEL O AR AT ML &INEHTZRF, Leapp BRI
%, B2, MR RHEL 8 RZ:{&H Leapp £
letc/leapp/files/device_driver_deprecation_data.json X4 F3% HHIENE = A% S IKEHFE
FF, Leapp ARMIXEMIKIRFHIATH Y. RE, ZRAAEREANBIESIF.

IMRRG ERENE=AVHE (FRABELN) NEMSLERENTGaRTER, TR
UARERW, Bilmf BRI, EEFARENEREL Tz — :

a. MRE=HTHEE
b. FAIBIRENIHIERE=FUES
£ RHEL 8 A, fRAILAMER VDO BB NP HEABEIELR(LVM)E R Virtual Data Optimizer

(VDO)%&, £ RHELO 1, HREEfEM LVM B2 VDO £, ZE1f RHEL 9 E4k4EER VDO B
&, HEAFIFXESES AR LVM BEEH VDO £, NEELZELR, 1HSMH HIAE VDO BF


https://issues.redhat.com/browse/RHEL-3320
https://access.redhat.com/solutions/7052390
https://issues.redhat.com/browse/RHEL-23449
https://access.redhat.com/solutions/6878881
https://access.redhat.com/solutions/7046303
https://issues.redhat.com/browse/RHEL-16881
https://issues.redhat.com/browse/RHEL-26459
https://issues.redhat.com/browse/RHEL-38909
https://access.redhat.com/solutions/57669
https://bugzilla.redhat.com/show_bug.cgi?id=1689294
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/deduplicating_and_compressing_logical_volumes_on_rhel/proc_importing-existing-vdo-volumes-to-lvm_deduplicating-and-compressing-logical-volumes-on-rhel
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AZ LVM,

o (I AMIMENTHTTRIEF(RAD)WRSG L, REAALATERKN, (BZ#1957192)

o TERAMIFALITER, Leapp BEARTE RHEL 8 #l RHEL 9 Z AR E ML OZEFIZR(NIC), BE,
FE—ERiE, T ARSI ENRS, AIREFHEIE RHEL 8 #1 RHEL 9 Z A& %7 NIC &,
X R EHATUAT IR

a. i%E LEAPP_NO_NETWORK_RENAMING=1 If52°8, LIBAIE Leapp T B4R MR E R
4 RHEL 8 NIC &R,

b. HUTRAEFIL.

c. WIHEHMMAREBIEE T, NRFE, HFIIEHMAEE.
(BZ#1919382)

o MRLBRWHIA AMEZNE, RAANATRERKY, HXEEMBETEISHE X AEFARR
FRORSHERER. BFERXANAE, ESH leapp KN F ER"There is not enough space
on the file system hosting /var/lib/leapp directory to extract the packages" AR EER A E,
(BZ#1832730, BZ#2210300)

o MRMEMRLIER BIOS 3|15, WMRBIFWELHRARE ARV LR B TFROGELLE, NEFH
%% GRUB2 Bl SEHEFER, RAFARESEKN, XEEBRETT, EHAKFIOXENTRES
&5, F{EA RHEL 6 fdisk TE, BERIEXNAHEESSNE, FHTUTHE .

a. BEMNBXFERLRENS| FEHREFSIHE LNE—NIK :
I # fdisk -I

ESR, BERRAIROEGRRERWHZER, MEKX 2048 78,

b. ERBEXRERERWHNER, RHEL 9.0 ARBIHEFEEY 36 KB, i, MREXK
INAPRAER) 512 2T, NIMBK 73 KU TR EER R E R,

RHEL 9 WZHRFIRERT 36 KiB, RERRMEIRHER. HRALKIEHERT
RHEL O AFEE L D2 [H],

-

c. NMRH|ARBADERPHHIFMEE, FHITEHM RHEL O R45i%sE, MARHITEAFH
2&0
(BZ#2181380)

o FEMANE, MRRLHRBLTRMY, SSHBHNABENEK :

o 7 \éﬁ&ﬁio

o cloud-init 8B &,

o ssh_genkeytypes BRB7E /etc/cloud/cloud.cfg XHHRIFILBEH ~, XRBINKE,
SNRMBR T REAEEEH, NILbRIRIARE LR SSH 1% #E. ERALEXNRR, HSH gk
FREIRHEL 8.7 3% 9 f5, FoiE SSH EIFTREIAN FIREMAR AR, (BZ#2210012)

o MREHTAZSXHRYE, NHAIIREARERRKN, HERUATHEER

I OperationalError: unable to open database file
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https://access.redhat.com/solutions/7016238
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SNRBILIA W, EFERU TR
1 HESRADEERBEAPIRFFFENH R
2. RS lete/fstab XA EIEMIXHRSRE, UBIEENEASLRRFHRER,

3. ARERERIEXHRGERE.
(RHEL-3320)

e *1E77 A ARM ZRfJH) Amazon Web Services (AWS)_E1# FH Red Hat Update Infrastructure

(RHUNHITRALF K HAIEE R, £ Red Hat Subscription Management (RHSM)& .,
(RHEL-38909)

9.5. IKEN X ¥
BOB—ADIEREE, E%FE RHEL 8 =%, FHIRMIERZM sosreport.,

o EIEMMMIRGIHERK sosreport, 1EIZTT :
I # sosreport
HER - IO LUS RIS 1D B2,

BRER sosreport BIiFIE, 1S What is an sosreport and how to create one in Red Hat Enterprise
Linux?,

BXRERFT A RERFNEEIFAHANESER, HSH AEES MG FNEE DR
(]I
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BIOEEXBR

BIOEHEKRER

ERLLSE LUT R -

F+4 Red Hat Enterprise Linux EfAitiZ2f

Red Hat Enterprise Linux BI¥ /R ZhBE K& BR

Y # M Red Hat Enterprise Linux BRALF &R
JRALF 2 R 3R

{5 RHEL 9 I B3 B ER I

ZE il Red Hat Enterprise Linux REIFZK

B 1$4T Red Hat Enterprise Linux TIFZ Rk & TVER

F AR BEEE RS Red Hat Enterprise Linux £ BE1EER 9 Leapp TIFHRFNF 0172
M RHEL 7 #+%¢ZE RHEL 8

{3 Convert2RHEL TEM Linux & 4ThRA%F5H#: 5] RHEL
 SAP EMEM RHEL 8 F2% % RHEL 9

Red Hat Insights 34

FHRAERBEIRE X EMARR G F

#F Leapp $T RHEL F2 BB SC BRI

Leapp F+2¢ FAQ (7 L[] &)
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https://access.redhat.com/documentation/zh-cn/red_hat_insights
https://access.redhat.com/solutions/4120411
https://access.redhat.com/articles/7012979
https://access.redhat.com/articles/7013172
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Mt A. RHEL 8 B0 /%
TEFKRT, HHRESETEYNHECE, NES RHEL 8 REETHY MFIE 4 Frak,

INRIBTRNIEF Pt 2 EFH Red Hat Subscription Manager, & BE £ FI{#E R subscription-
manager repos --enable repository_id {35 5 L TFHG G F -

% A.l. RHEL 8 B0

Rt B FE ID

64 fiL Intel #1 AMD Base rhel-8-for-x86_64-baseos-rpms
AppStream rhel-8-for-x86_64-appstream-rpms

64-bit ARM Base rhel-8-for-aarch64-baseos-rpms
Extras rhel-8-for-aarch64-appstream-rpms

IBM POWER(little endian) Base rhel-8-for-ppc64le-baseos-rpms
AppStream rhel-8-for-ppc64le-appstream-rpms

IBM Z Base rhel-8-for-s390x-baseos-rpms
AppStream rhel-8-for-s390x-appstream-rpms

F4% 1, ATLUER subscription-manager repos --enable repoid f55 BT A :

5 A.2.Voluntary RHEL 8 B /%

e Sz B 5 ID

64 {iI Intel §1 AMD Code Ready Linux codeready-builder-for-rhel-8-x86_64-rpms

Builder

Supplementary rhel-8-for-x86_64-supplementary-rpms

64-bit ARM Code Ready Linux codeready-builder-for-rhel-8-aarch64-rpms

Builder

Supplementary rhel-8-for-aarch64-supplementary-rpms

IBM POWER(little endian) Code Ready Linux codeready-builder-for-rhel-8-ppc64le-rpms

Builder

Supplementary rhel-8-for-ppc64le-supplementary-rpms
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B+ A. RHEL 8 B0

e Sz B 5 ID

IBM Z Code Ready Linux codeready-builder-for-rhel-8-s390x-rpms
Builder
Supplementary rhel-8-for-s390x-supplementary-rpms

INRIEERMFANAIF AT RHEL 8 Code Ready Linux Builder 3t RHEL 8 Supplementary
PG, Leapp &HBMN /S F RHEL 8 CodeReady Linux Builder 3% RHEL 8
Supplementary i G, BXRXESER, HSHTEEFEH,

MREARAEGBEE LG CE, FRBELEEBE DM oERHNREEREN
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https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/9/html/package_manifest
https://access.redhat.com/articles/4977891#repos-config

Red Hat Enterprise Linux 9 M RHEL 8 #%/%E RHEL 9

™

Bt % B. RHEL 9 ¥4 J%E

INRIBHRLE A Red Hat Subscription Manager(RHSM)3EM £l Red Hat Content Delivery
Network(CDN), M RHEL 9 ¥ ERERMASIRFENEH. BE, EHEA RHSM EM T Red
Hat Satellite BIREEHR, TEZITHIANIRERIF5NEAFREY RHEL 8 #1 RHEL 9 ¥4 G,

WRERBNUH CENBIMEERSURE, W94, IIREREMT RHEL 9 fRA, NI
IERALFZR

IR RNIEF T FE P EH Red Hat Satellite, 7EFAET, {#F Satellite Web Ul 2t hammer
repository-set enable #1 hammer product synchronize S ERAFHES ZEV LT RHEL O 6% :

% B.1. RHEL 9 B4 13 F

B

64 {if Intel #1 AMD

64-bit ARM

IBM Power (little

endian)
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BaseOS

AppStream

BaseOS

AppStream

BaseOS

AppStream

rhel-9-for-
x86_64-baseos-
rpms

rhel-9-for-
x86_64-
appstream-
rpms

rhel-9-for-
aarch64-
baseos-rpms

rhel-9-for-
aarch64-
appstream-
rpms

rhel-9-for-
ppc64le-
baseos-rpms

rhel-9-for-
ppc64le-
appstream-
rpms

Red Hat
Enterprise Linux 9
for x86_64 -
BaseOS (RPMs)

Red Hat
Enterprise Linux 9
for x86_64 -
AppStream
(RPMs)

Red Hat
Enterprise Linux 9
for ARM 64 -
BaseOS (RPMs)

Red Hat
Enterprise Linux 9
for ARM 64 -
AppStream
(RPMs)

Red Hat
Enterprise Linux 9
for Power, little
endian - BaseOS
(RPMs)

Red Hat
Enterprise Linux 9
for Power, little
endian -
AppStream
(RPMs)

x86_64
<target_os_version
>

x86_64
<target_os_version
>

aarch64
<target_os_version
>

aarch64
<target_os_version
>

ppc64le
<target_os_version
>

ppc64le
<target_os_version
>



e Sz

IBMZ BaseOS rhel-9-for-
s390x-baseos-
rpms

AppStream rhel-9-for-
s390x-
appstream-
rpms

It <target_os_version > B BFMEIERGMRA, 0 9.4,

Red Hat

Enterprise Linux 9
for IBM z Systems
- BaseOS (RPMs)

Red Hat
Enterprise Linux 9
for IBM z Systems
- AppStream
(RPMs)

B B. RHEL O B4 G

s390x
<target_os_version
>

s390x
<target_os_version
>
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